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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

Communication via mobile devices is essential in the modern world, so that most mobile devices are

ever
infor

used as a passage for the connection of people, business and network. Electronic transactions,
mation processing and data transmission via the mobile device are common in business area. In

addition, electronic documents utilized by mobile devices in the business world are rapidly increasing
and its application area is growing also. Mobile electronic document exchange will be used in overall
industrial areas including B2C and B2B; the effect will be enormous considering the characteristic of
the mobile device.
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documents and electronic transactions diffusion through the mobile communication. C
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Fer-commtRiea e ob ree-atwaysa oty ms. First, the
ess channel could be disconnected unexpectedly even while transmitting data; in thatqase the data
| be lost. This could be a fatal flaw in the transmission and reception of sensitive\corporate data.
hd, it is possible for anyone to steal easily the mobile device, causing data transmissipn by a fake
Third, the mobile communication is relatively vulnerable compared with oriline communication in
espect of security and reliability. These problems have been an obstacle-to the flow ¢f electronic
bmpanies or
iduals have increasing demand for data transmission to continue-to be safe and relipble enough
the mobile communication. Thus, it is necessary to have a standard-way to exchange data with the
ronic document in a manner that is safe and reliable over a mobile device.

e process to distribute electronic documents for electronic) transactions using mobile networks,
iples and standards different from those in the wired sifuation need to be suggested in order to
tain the reliability of distribution of electronic documients due to the negative chardcteristics of
le network. As mobile networks give lower reliability generally and limit availabl¢ computing

resofirces, users of mobile electronic documents neé@‘to have wide range of options for ¢nsuring the

relia

bility in the distribution of mobile electronicidocuments. That is, a guide needs to be suggested

to find out an appropriate way for distributing saobile electronic documents according to|costs or the

netw

ork environment.
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Figure 1 — Concept of a trusted mobile e-document framework (TMEF)

document is intended to provide a framework standard for creating and transmitting electronic
ments for B2B/B2C via a mobile device using a secure and trusted method in an unstable and

unreliable mobile environment. The concept of TMEF is illustrated in Figure 1. Businesses or individuals
are getting more dependent on mobile devices in terms of handling business as time passes by. Also,

the s
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demand for safe and reliable processing of electronic documents under mobile environment is also
rapidly increasing.

However, a mobile environment is unable to apply all methods for maintaining highest security and
reliability due to the limitations of computing resources and the limitations of wireless network.
Therefore, trusted factors necessary for performing safe electronic transactions under the mobile
environment need to be derived to apply them in reality.

Wireless network and the mobile device (MD) are exposed to risks and easiest to get attacked under the
mobile environment. It is very difficult to identify strictly the MD and the user who owns the MD due to
its portable nature. Also, the wireless network causes many problems with reliability and safety while

performing
random use

Accordingly

environment, authentication on the MD in use, platforms on the MD, and the users who usé.the soft
d to precede. Also, detection on the disconnection of wireless network and«fast recov
k are necessary. In addition, maintaining confidentiality is also absolutely reqy

and MD nee
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to be ready
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for tapping. In some cases, verification of integrity or confirmatign)of authenticity

ctions, it cannot be considered safe or reliable. So, it is necessary to establish an oy
ework which can cover completely the vulnerability of the miobile environment: safety

nt presents a framework standard, called TMEF, necessary for using and transmi
cuments in a safe and reliable way under a mobile electronic transaction environ

r performing mobile transactions.

1 i 1ot iy : 1t £i L £ o £ . 1 | 1 L 4+ < b
CICCLIUITIU LI dIlISodULIUILS SITILT 1L LAdll UILUIlI UT LUl UIll ouuucul_y dllu diovu Ldll UT quycu y a

I very easily.

obile
ware
bring
hired

on a

bome

erall

y and

ting
ent.

ctors

Vi

© ISO 2019 - All rights reserved


https://standardsiso.com/api/?name=37072209bf51ac8c720c6605fcc8c0de

INTERNATIONAL STANDARD ISO 20415:2019(E)

Trusted mobile e-document framework — Requirements,
functionality and criteria for ensuring reliable and safe
mobile e-business

1 Scope

This

safetly of mobile e-business.

The
inqu
exch

document provides a set of requirements, functionality and criteria for ensuring@eliability and

specification of this document covers overall use cases for mobile e-business inclyding simple
ry of electronic documents, exchange of electronic documents for general transactipn and even
hnge of contract and payment documents. This can be applied to the mestwireless prptocols such

as 3G, 4G and Wi-Fi, etc. This could be also used in the general mobile e-businiess area such| as logistics,
electronic trades, financing, manufacturing and service, and can be reférericed by system developers of
electironic transaction using mobile devices, mobile network serviceiproviders and users. The scope of

this

This

locument is shown in Figure 2.
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Figure 2 — Scope of this document
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— mobile-based electronic document system development, operation and certification organization;

— mobile electronic document software development organization;

— mobile electronic document third-party service provider organization.

2 Normative references

There are no normative references in this document.

© ISO
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

:2019(E)

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/
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acknowledgement

ACK
signal pass€
receipt of re

3.2

access point

AP
cellular bas
service proy

3.3

electronic document

digital reprg

Note 1 to ent
rendering a i
or converted

3.4
denial of s€
DoS

attempt to make a machine or network resource.unavailable to its intended users, such as to tempot
ly interrupt or suspend services-ef a host connected to the mobile network

or indefinitd

3.5

rvice

digital signfature

data append
unit to prov
recipient

3.6
electronic s
data which,
origin and ij

ignature

ntegrity (3.8)

d between communicating processes or mobile devices (3.9) to signify acknowledgeme
sponse, as part of a communications protocol

e station, typically designed for use in communication business; which connects t

ider’s network via broadband

sentation of content that is stored and managed electrenically

led to, or cryptographic transformation of, a data unit that allows a recipient of the
e the source and integrity (3.8) of the unit and protect against forgery by, for examplg

when appended to a digital document, enable the user of the document to authentica

ht, or

b the

'y: Association of content, logical structure and display attributes, retrievable by a device capable of
uman-readable (or machine-readable) object. A documient can be digitally born (creation) at s
from an analog document.

purce

arily

data
e, the

te its

3.7
handover

ability which allows a mobile device (3.9) to continue the service offered by the previous cell even if it

moves out of the cell to another cell

3.8
integrity

attribute of a document whose content is unimpaired

39

mobile device

MD

device for mobile e-business

EXAMPLE

2

Smartphone, notepad, etc.
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3.10

mobile server

MS

server which sends message or receives from MD (3.9) through AP (3.2) and authenticates MD,
software (S/W)

3.11

mobile communication

data and electronic document (3.3) transmission through wireless network such as CDMA, WCDMA, Wi-
Fi, Wibro, etc

3.12
negdtive acknowledgement
NACK
negative acknowledgement (3.1) for transmission control and confirmation

3.13
perspnal identification number
PIN
numeric password shared between a user and a system, which can be uSed to authenticat¢ the user to
the system

3.14
publiic key infrastructure
PKI
set of hardware, software, people, policies and procedures needed to create, manage, distribute, use,
storg and revoke digital certificates and manage publicikey encryption

3.15
public key certificate
digithlly-signed statement that binds the value of a public key to the identity of the persagn, device or
service that holds the corresponding privdte key

3.16
shortt message service
SMS
text messaging service component of phone, Web, or mobile communication (3.11) systemg which uses
stanglardized communicatiens protocols to allow fixed line or mobile phone devices to exdhange short
text messages

3.17
synchronous message
SYN
mesdage packet for requesting session connection in TCP (transmission control protocol)

3.18
time'stamp
sequence of characters denoting the date and/or time at which a certain event occurs

3.19

trusted mobile e-document framework

TMEF

electronic document (3.3) framework operating in the mobile environment which can overcome
the difficulties of the authentication, the limited resources of a mobile device (3.9), unreliable data
transmission channel and the instability of the data exposed

© IS0 2019 - All rights reserved 3
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3.20

trusted communication

qualified electronic communication including secure and reliable transfer of electronic documents (3.3)
and its provable custody for the purpose of dematerialization in the distributed open environments in
achieving the certainty, the completeness and the confidentiality of communication

3.21

wired equivalent privacy

WEP

security algorithm for wireless networks introduced as part of IEEE 802.11 whose intention was to
provide data confidentiality comparable to that of a traditional wired network

3.22
Wi-Fi protected access
WPA
security prdtocol and security certification program developed by the Wi-Fi Alliance to seeure wireless
computer n¢tworks

3.23
wireless pyblic key infrastructure
WPKI
infrastructyre for PKI (3.14) in mobile system

4 General requirements

4.1 Genefal

The TMEF has the precondition that it is a kind of framework and the presented functions sh3ll be
executed in| reality after being implemented. Therefore, there are general requirements whicl the
TMEF shall possess considering the environment where the TMEF is executed, implemented technglogy
and user aspect. This clause describes the generaltrequirements of TMEF.

4.2 Capability of linkage with wired environment

Electronic documents created under‘a“mobile environment may be used under a wired environment
and a document created under a wjired environment may be used in an MD on the contrary. Thergfore,
functions described in the TMEF/shall consider linkage and interface with the wired environient.
Although a protocol on the physical level or link level of the wireless network is not directly linked
with a wir¢d environment,a linkage on the session level or application level shall be adequjately
considered 4t all times JSO/IEC 27033-3 specifies standards for wired network security threats, d¢sign
techniques and controlissues, and ISO/IEC 27000 provides information security management con¢epts
and vocabullaries.<lh"general, communication interfaces of wireless network and wired network
are implemented\in a mobile server (MS). A kind of message communication software can be |used
without clagsifying it as wired or wireless. In such a case, the linkage of wired and wireless netork
is accomplished jusSt by using the software. HOWEeVer, if communication software 15 used in exciusively
wireless or wired network, it is necessary creating a protocol linkage interface in order to link between
wired protocol and wireless protocol.

4.3 Generality of applying various wireless network

Types of wireless network are very diverse and its evolution speed is very fast. Mobile electronic
transactions may be performed on all kinds of wireless network. Therefore, a TMEF shall possess
generality so it may be applied to all kinds of wireless network. In other words, a TMEF shall not be based
on a specific wireless network or a specific function which the specific wireless network possesses and
shall be able to present protocol requirements or criteria for use to overcome the limitations of the
wireless network based on the universal characteristics possessed by the specific wireless network.

4 © IS0 2019 - All rights reserved
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Minimum protocol set

The TMEF gets executed in a mobile environment and it generally has the restrictions of computing
resources and the limitations of a wireless network. Recently, the performance of the MD or the
transmission speed of the wireless network is rapidly getting developed along with the development
of technology; an MD still has the limitations of a portable device. Therefore, it possesses various types
of problems such as battery capacity, small screen or coexistence of deteriorated mobile networks.
Therefore, a set of functions that construct the TMEF shall become a minimum set which is light but
can be executed quickly as the one that can be executed under various mobile network environments
without putting the burden on the MD as much as possible.

4.5
All c

include the special functions that are dependent on a specific technology or protoéol and sh

form|
of t
com
infon
guar
be us
that

4.6

The

or m
tech
tech
be re

L

5

5.1

The
mobi
elect]
show

\

b

Neutrality of technology

to describe by deriving a common denominator on universal and essential functional r¢
e protocols. The neutrality of a technology can be confirmed by whether the tech
lies with international standards. For example, if a user authentication téchnology usil
mation fully accommodates the ISO/IEC JTC 1/SC 37 standard, itan be said that the
hntees the neutrality. Special technologies that became generalized or standardized
ed at the position of being technologically neutral. The TMEF can become free from t
fall under a technology license when it is technologically neutral and based on the stan

Feasibility of implementation

TMEF shall be described using the functions gr’the protocols that are commercialj
ost widely used on the spot. In other words,.it shall be written based on the curren
ologies and the development shall be pgssible for all users without any limitat
ology by doing so. If a TMEF gets written-based on a technology which is not release
leased in the future, the possibility of implementing the TMEF will be lower.

MEF environment and moedel

Physical environment

le devices, wireless communication networks, access points, the mobile servicg
ronic documentsystems, trusted communication systems and wired communication
n in Figure 8/The following is a description of the physical model components:

virelessscommunication network: a network that allows to send and receive electroni

\%
obile service provider: an organization which operates a wireless network for ele

er.the\air such as CODMA, WCDMA, Wibro, Wi-Fi, Bluetooth, etc;

pntents described by the TMEF shall be technologically neutral. In other words, thiey shall not

hll become a
pquirements
nology fully
g biometric
technology
hlready may
he problems
dard.

zed already
tly released
ions on the
d yet or will

TMEF physical model’has major components enabling electronic document exchange, such as

> providers,
networks as

' documents

rtronic data

interchange and authenticates the mobile devices on the wireless network, the mobile application,
and the mobile users;

electronic document system: a system for managing and distributing the electronic documents

which is connected to the mobile service provider for exchanging electronic documents;

and safely through a wired network and provides the legal evidence available;

encrypted messages.
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Figure 3 — Physical environment for the TMEF

5.2 TMEF logical model

The TMEF Jogical model is composed of the requirement for mobile e-business, functionality and
criteria for practical use and management as shown in Figure 4.

Safety and [reliability are the main requirements in a mobile electronic transaction. Safety njeans
whether an| electronic document can.be transmitted to a proper counterparty without exppsing
or damaging such an electronic dociment when a user uses an electronic document under a mjobile
environment. Reliability is whethek the counterparty of mobile electronic transaction and the agtion
of mobile electronic transaction(can be trusted. A party of mobile electronic transaction shall be able
to verify thq identity of the trafisaction partner, effectiveness of the MD and even the operating sylstem
(0S) or S/W|which the MD,is equipped with. An action of electronic transaction includes all activit]es of
sending or receiving the/messages necessary for electronic transaction through wireless networl and
all activitieq to create.ortanage electronic documents using an MD.

Functions fpr implementing the requirements of mobile electronic transactions and the applicption
standard for realistically utilizing such functions are required. Functions in a TMEF are composgd of
an authentig¢ation function for the authentication of the user and MD, a trusted messaging functiomn and
a safe messaging function in order to completely make up for the vulnerabilities of mobile electronic
transaction. Since these functions are utilized under the mobile electronic transaction environment,
they shall satisfy the requirements according to the environmental characteristics of the mobile
system. The TMEF includes descriptions on the roles of each function, common and detailed functions,
and the technologies that are realistically available.

The TMEF describes the functions which enable safe and reliable mobile electronic transactions, and
a superset of detailed functions. Although it could be possible to make all functions described in the
TMEF for implementing a mobile electronic transaction system, situations of having no choice but to
select specific functions as the variables such as business situation, technical skill, cost or available
mobile network are given. In such cases, the standards of conformity to select and combine the detailed
functions are necessary considering realistic variables without creating problems on safety and
reliability. In a TMEF, this is presented as an item called usage criteria.

6 © IS0 2019 - All rights reserved
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Once a TMEF is implemented, and an electronic transaction is performed because a safe and reliable
mobile electronic transaction environment is formed, each function which construct the framework
or MD, MS and wireless network shall be managed and monitored according to a standard that can
guarantee safety and reliability. For this, subjects of management and criteria for management on
mobile electronic transactions shall be presented.

6

6.1
This

Requirement
for mobile e-biz

mak/ Vup

used in o \
. . Criteria for practical
Functionality
use
assigned to nionitored in
Management

Figure 4 —~ TMEF logical model

MEF functionality

General

clause suggests the functionality for implementing reliable transmission/reception

documents for electponiC transaction in the mobile environment from an aspect of aut

secu

TME
mes{
each
funcf

Fity and reliabletransmission.

F' functionsiare composed of essential items in order to transmit e-business electron

functien, processes, considerations for implementation and preconditions. Figure
iensy subfunctions and functional requirements of the TMEF.

f electronic
hentication,

¢ document

ages through the mobile channels safely and reliably. This clause describes requirements for

b shows the
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Requirement Sub-functionality
Mobile + Simple  User authentication
authentication | | ¢ Reliable e MD & OS platform authentication
* Secured e E-doc & S/W authentication
) : Usafble * Confidentiality for wireless channel
Mobile performance * Confidentiality for electronic document
confidentiality | | * Robustness « Confidentiality for MD
. Agility onfidentiality for
*  Wireless session detection
. *  Wireless session recover
Mobile + Recoverability L y
reliable - * Transmission guarantee
g * Continuity . .
messaging « Robustness . Seqqentlal transmission
* Mobile e-doc handover
* Mobile transaction
i * User management
Mobile env. * Sustainability « MD mana gment
management | |, pejiability . Wirel gh 1
+ Availability ireless channe management
* AP & mobile server management

Figure 5 — Overview of the TMEF functionality

6.2 Mobile authentication

6.2.1 Requirements

Mobile authentication is the starting point to use the-electronic document reliably in the MD. The miobile
authentication functionality shall be simple, reliable and secured.

Mobile authentication includes the authentication process for mobile users, MD and applications.
As each authenticating process requires‘each data transmission, it shall not require too much|data
transmissiop/reception, and the data transmission shall be easy to use. An extensible and integrated
authentication protocol is required for simple encapsulation which can access any type of authenticption
link and can use various authentication methods. It may play a role in transmitting various types of
authentication methods and enhancing the convenience of authentication.

Mobile authgentication shall+be reliable in any cases. Despite the fact that the MD has an origina] risk
factor in reliability, if\the mobile user and MD is authenticated through a reliable authenticption
process, the result shall be reliable. Not only the MDs, but the authentication process of MD user$ and
MD platfornps shall'be trusted by all mobile users. To make this possible, this shall be based on a reliable
and safe mopilé transmission protocol.

Data used during the mobile authentication process shall be kept confidential. Data transmitted/
received during the mobile authentication process shall be encrypted, and key values used for
encryption shall be stored safely. Even when the MD is physically robbed or lost, information for
authentication shall not be exposed.

6.2.2 Authentication process

In order to transmit/receive electronic documents safely and reliably through the mobile devices, it
is necessary to perform authentication on users, electronic document-related applications, mobile OS
platforms and the mobile devices in authentication process as shown in Figure 6.

— User: performs identification of a user who has the right to use the mobile device and electronic
document software installed in the device.

8 © IS0 2019 - All rights reserved
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— Electronic document and application: means to authenticate the validity of the electronic document
application, which performs the authentication using the number authorized according to the
authentication process when installing the app. Also, an electronic signature may be attached using
an individual key and time stamp information of the MD owner on the electronic documents created
within an application and may be used for verifying the integrity or confirming the authenticity of
the electronic document.

— Mobile OS platform and mobile device: authenticates that a mobile device maintains the same
integrity and data protection as it was released without any mobile OS platform falsification by a
random user and is used without reproduction, wiretapping or insertion of malicious codes.

— \ N\
AP e,

3fd party service mobile
provider serjice provider
:b e-doc authentication ):( é-doc authentication  s—
user authentication request >|< user authentication

<€ user authentication
-

Ié_— app authentication

l(-—— platform OS authentication

& USIM authentication

Figure 6 — Authentication process in the TMEF

Authentication on MDs and OS platforms shall be performed by a mobile service providef in advance
befofe using the electronic document S/W. This is a precondition for using electronic dqcuments by
utilizing an MD. Therefore, it precedes the authentication on other subjects of authenticatign.

Authlentication on electrénic document S/W is performed by a mobile service provider. When a S/W
producer writes a S/W.and registers this to a mobile app market, a registration number gets assigned
after|the verification.6n the S/W. S/W authentication gets performed through this registrafion number
before using the S/W.

Authlentication on an electronic document gets performed through an electronic document S/W when
requjred by-the user. If there is an electronic document authentication request, a digitpl signature
on the electronic document shall be created to be attached on the electronic document §/W and the
authentication of integrity on the electronic document shall be possible through the crgated digital
signature on the electronic document S/W.

Authentication on the user shall be classified into two types of cases according to the subject of
authentication. First, if the subject demanding authentication is a third-party electronic document
service business, authentication on the service user is absolutely required and the user authentication
may be performed directly based on the ID/password of the user retained by the company. Second,
there are also cases where the subject of authentication becomes a mobile service provider. They're
cases where a third-party service business or an app developer consigns the user authentication duties
to a mobile service provider, or cases of using by selecting the optional service of user authentication
provided by a mobile service provider.

The mobile service provider shall be held responsible when a problem occurs due to an error of the
electronic document S/W, mobile OS platform or MD authentication. The user shall be held responsible
in case of electronic document authentication errors due to a user’s error or blunder. In case of an
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authentication error due to the problem of S/W itself, the S/W producer and the mobile service provider
that has authenticated such S/W shall be held responsible together. In case of user authentication errors,
athird-party service provider shall be held responsible if the third-party service provider authenticated
the user and a mobile service provider shall be held responsible followed by the authentication error if
a mobile service provider performed user authentication duties by consignment.

6.2.3 Functionality for authentication

User authentication means to identify a user who has the right to use mobile devices and electronic
documents installed in them. Even if a user does not have the right to use the mobile device, the user
can easily attain or temporarily use it. The use of mobile electronic document software by a user who
does not halrre the right shall be able to be prevented, and this can be done through the mobile|user
authentication. Currently, the most typical user authentication technologies being implementedby|MDs
or mobile service providers are as follows.

— One-time password is an authentication method where a user with a one-time password genefator
enters 4 password randomly created by the one-time password generator and (identifies the|user
when the user wants to use mobile electronic document software. Users can.receive the oneftime
passwold generator from a communications company or install one-time-password-generpting
softwarje in mobile devices.

— Using WEP protocol, possibility of mobile network access may. be identified by checking the
password which a user entered from the AP of the network when/the user connects to a ceftain
mobile petwork.

— User authentication may be performed using a PKI or WPKI (Wireless PKI) based accreflited
certificate.

— SMS authentication is a method where a user registers the user information on the mobile s¢rver
of the communications company in advance, and-when the user wants to get authenticatior], the
user enfers the user information. Then, if the information matches the predefined information, the
mobile $erver sends a one-time password to-MD.

— Authentication using PIN is a method where a user gets authentication from a communicafions
company by entering his or her information and PIN number, and uses the PIN information forjuser
authentiication when it is required.

— Mobile |accredited certification authenticates mobile users by utilizing a mobile accregdited
certificgte saved in a mobile device. A user can get certification by entering the password df the
mobile accredited certifieate whenever the user uses the mobile software.

— User biometric inforyation could be used for user authentication. The user biometric informption
includes iris, figgerprint, face and vein shape, which can be stored in the user's MD. |User
authentjicationseah be performed by using the biometric information at the start of the MD or the
use of the software.

— User authenticationr—methods—withevenhighersafetyare—alse—inereasinglyused-by—<eombining
two or more types out of the methods above. For example, safety of authentication is drastically
increased by combining the OTP (one-time password) and the user’s bio information to perform

user authentication.

Confidentiality of the information received from an MS shall be maintained for the user authentication.
Also, confidentiality shall be maintained through an encryption function even when registering the
information necessary for user authentication to the MS. For this, an encrypted wireless channel shall
be used. When registering information for the initial user authentication, there shall be a method to
verify the identity of the user. Reliability of user authentication may be increased using the information
which the user entered at the time of user authentication and the MD information at the same time
by registering the verified user information and the MD information of that user at the same time.
In case of not using the application for a fixed period of time after the user authentication, in other
words after a fixed idle time passes by, the effect of user authentication shall be cancelled so that the
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use of application by a fake user may be prevented. When using the mobile accredited certificate, the
biggest strength is that it can be integrated with the wired PKI system, and it is easy to apply under
the integrated Internet environment. The PKI system shall verify various aspects of signature included
in the certificate including whether a certificate authority has signed it or not, the appropriateness of
the signature by the certificate authority, the usage of the certificate, and the expiration period of the
certificate, in order to verify users’ certificate. WPKI (wireless PKI) may perform the verification of
certificate expiration period in an easier way or trust to the third party in order to reduce computing
loads for verifying the certificate by mobile devices.

Authentication using WEP is dependent on the one-way authentication mechanism which authenticates
a user in AP. Such a one-way authentication is not safe and may cause damages due to clone AP (AP

configurea Hy ClOI’lll’lg a normal AP with the same conllguraflon for malicious purposel [0]8
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does
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rious purpose. The reason why such an attack is possible is that the mobile network
not get authentication on the AP which provides the mobile network service~Fhat i
vay authentication, which may cause damages due to unauthorized AP or¢clohe AH
VEP shall take good care when using a mobile network service. Another weakness of
futions which use mobile network use one fixed shared key as the WEP Key value. As
key values in all equipment using the mobile network, that is, AP andluser devices,
key values may cause many security problems. As an institution using mobile netwo
authentication using one WEP key, when the WEP key is exposed eéXternally, it is very
is because an attacker can try to access the network using theCacquired WEP key. If 4
own to sub-contracting company’s employees or visitors, the WEP key shall be chang
der to reduce such a risk. As described above, when applying WEDP, it typically uses a
ralue, which causes several kinds of problems in secutity. To solve such problems, dy
be applied. An authentication server carries out atithentication when a user tries tq
rms management works such as setting and renewal of WEP used in the institution.

le user authentication using biometric information is increasingly utilized in mobile
curity and convenience. The user-specific uniqueness of biometric information sugges
od for user identification. However, the, possibility of theft or loss of the mobile de
s the possibility of leakage of the user's biometric information. Leakage of biometric

can lead to problems such as leakage.of important business documents such as contract
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s personal information, or privacy invasion. Therefore, the user shall pay particular
ecurity of the biometric information stored in the mobile device.

juthentication is to assure-that MD maintains the level of data integrity and protec
produced without any changes in mobile OS platforms by a random user, and that
but any copying, tapping or installing malware. For MD authentication, unique ID of eg
Ithenticated first; Gurrently, MD user’s information entered into a chip is used asan M
he chip is callédya’'USIM (universal subscriber identifier module) chip. Communication
enticate MD by-using the identifier information contained in the USIM chip.
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which shall not be changed in the MD registry, and when MD authentication is required, it performs MD
authentication by figuring out whether there is any change in main data based on such information.

Authentication of electronic document software is to verify the validity of electronic document
software. MD can use only authenticated electronic document software, and for this, it requires an
authentication process. As an electronic document software manufacturing company has issued
software authentication numbers, these numbers are used for authentication.

Authentication on an electronic document created within an MD application shall be performed by
verification of integrity or confirmation of originality. Electronic signature made by an individual
key of a user stored inside an MD may be attached at the time of completing the preparation of an
electronic document to be used for the verification of integrity which identifies the forgery status of
electronic documents at the time of using the electronic document afterwards. Also, even verification
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on the originality of electronic documents is possible in case of creating electronic documents by
including even the timestamp information of the time when the preparation of electronic document
was completed to attach this on the electronic document.

Time stamp is the time indicated in a certain location in order to verify that data existed at some point,
and a service technology which verifies that the electronic document has not been modified from a
certain preparation time (originality) by storing the hash value of the electronic document with the
standard time issued by the time stamp authority (TSA).

A time stamp is generally issued and authenticated through the accredited certification authority,

the trusted

be issued apd-2
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When requesting application of time stamp to an electronic document,’the TSA, a
information based on the hash value of that electronic document as of’the requested
b existence time, and after some period of time, it warrants that theelectronic docu

which provides the above function is called the time stamp ‘service (TSS). When a

to the TSA, the TSA gives and transmits the time information to the corresponding
for verifying the forgery of the electronic document, the user can compare the hash
onic document with the hash value stored in the TSA:

hture is a specific type of digital information, attached to electronic documents in
who signed the electronic documents and-to determine whether the signed elect
as not falsified or not, like a paper-written\signature or seal.

on-repudiation’ and ‘protection of.personal information.’ ‘Identification’ means a fun
d authenticate whether a personwho sent a message is an actual party to a transa

ocument being transmitted or received is prepared based on the signer’s declar
there is no fabrication (forgery and falsification) during distribution or storage.

is a function which/can be utilized as an evidence for dispute in the future as well
udiation of transdction by authenticating the transaction electronically. ‘Protecti

nformation (transaction, personal information and etc.) exposed due to Internet oper
e PKI technelogy.

iture iss-what converts (encrypts) the hash value of electronic documents into an indiv
cignatlre-generating information) through the PKI, and the verification of digital sign
the, generating process. That is, when converting the digital signature into the sig
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document, if the two values are the same, the digital signature is right, and if they are different from
each other or there is an error, the signature is wrong. Like this, when attaching digital signatures to
electronic documents, it is possible to assume that there is no modification in the document before
and after the signature. Through this, the digital signature can be used as a means to confirm that
the electronic document has not been forged or falsified during the distribution or storage process
(integrity).

The confirmation of integrity of electronic documents by the digital signature is primarily for
identification of the person who prepares it, and in order to maintain the originality, it shall be linked
to the time confirming authentication (time stamp) technology. Also, due to the limits in expiration
date (1 year) of the digital signature certificate, a digital signature for long-term verification linked to
time confirming authentication shall be applied to electronic documents which require to be stored for
along time, and this kind of digital signature for a long-term verification is designated by ISO 14533-1.
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6.2.4 Usage criteria for authentication

6.2.4.1 General

For the reliable and safe electronic transaction, one may just perform authentication using the safest
authentication method on all authentication subjects mentioned in 6.2.2. However, requiring the
best authentication method on all authentication subjects at all times may cause a problem with
the possibility of implementation because of the limitations of computing resources that a mobile
environment has. Therefore, a way to adjust the authentication subject or method flexibly according
to business conditions, legal effect status of the electronic document and possibility of forgery within
the extent of not harming reliability and safety of mobile electronic transaction is necessary. Thus,
the ifems that have an effect on selecting authentication subjects or methods within the,gxtent of not
harming reliability and safety of mobile electronic transaction are called usage criterja.

6.2.4.2 User authentication

If thq

b current mobile electronic transaction partner is positively identified by context inf]

situdtion information, authentication on the user may be omitted. For example, transactior

exch
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of hd
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hnged synchronously after the user authentication do not have t6-go through the au
) time.

authentication by WEP is a one-way authentication and usef.information may be exp
cking by AP modulation. Therefore, it is desirable to combine it with other user au
ods.

ugh the user authentication method by ID/password is very simple and inexpe
ved by the exposure of [D/password lies dormant. This method may be used if the e
entication error on the business is trivial.

effect of user authentication failure on-the business is significant, it is safe to use a

Fe rate. However, since the user.atithentication with low authentication failure rat
ntal effect called the increase 0fjcost, the cost aspect also shall be considered along
selecting the user authentication method.

.3 Electronic documents and applications

ronic document authentication is not absolutely required if the electronic document iy
bsed as a subjectief simple reference. However, a mechanism for verifying integrity oj
nality shall apply in case of the mobile electronic documents that have legal effect.

applications continue to be used for writing and storing electronic documents, t}
enticatedithrough the verification of application authentication number.

.4-) Mobile OS Platform and MD
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Forgery of mobile OS platform is very easy. Since the damage on the business may be very significant,
if a fraudulent act is performed by the forgery of platform, authentication shall be performed using
platform number, etc. prior to the use of platform.

Since MDs also may be forged easily by theft, authentication of MDs through a USIM shall precede in
every case.

6.3 Mobile confidentiality

6.3.1 Requirements

Confidentiality shall be maintained on MDs, electronic documents used in MDs and the wireless network
to send them under any circumstances. Under a wireless environment, anyone can easily intercept or
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alter data through wiretapping or monitoring. Even worse, one may impersonate a falsified user by
stealing the MD itself. Through a satisfactory maintenance of confidentiality which may become most
problematic in terms of security in a mobile communication, even the integrity of mobile electronic
documents may be guaranteed, and it even enables safe transmission and reception of the data used in
the mobile authentication process.

In order to ensure the confidentiality of mobile data in an environment where the flow of data is easily
exposed in the wireless network and the problems are caused by it, the mobile system shall have the
following characteristics:

en to
with
level

Perform

— ance: Although the performance of MDs has improved a lot, there is still a lot of burd

v

showing high security

pted.
ed to
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words, since the types of situations that may suddenly occur are too diverse compar
bd environment and the intensity of shock followed by such a situation-is also great
ess to prepare for such situations is required. For example, methods(to prevent the lea
Ftant business documents stored inside even under the situations'gf drastic accidents
f MD shall be presented.

In other
the wir
robustn
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as loss ¢

Agility:|Types of security attacks on wireless networks are getting very diverse and intelligent.
Therefglge, pre-emptive and active security measures are requiréd. For example, one shall be a:Fle to
ntally block the illegal network access by changing the encryption key value or changing

funda
the netyork configuration on a regular cycle.

6.3.2 Subrfunctionality for mobile confidentiality management

6.3.2.1 Ge¢neral

ronic
lasa

Subjects of ronfidentiality under the mobile environment are MDs, wireless channels and elect
documents. [Since it is impossible to apply confidentiality on OS and all apps in an MD, it is performe
form of storfng platform key values or various types of important information requiring confidentjality
management into an MTM (mobile trusted module), For the confidentiality management, encryption

function on|a wireless channel is the-method of encrypting all data exchanged on the channel yising

a fixed key bd of
pointing out
managed oy

or a variable key. Encryption of electronic documents is performed by the meth
and encrypting specific parts of the electronic document contents. Confidentiality sh
MDs and electrenic documents by the user, and the encryption of wireless channel sh

1l be
hll be

guaranteed by the MD and MS.

6.3.2.2 Cqnfidentiality for wireless channel

Mobile chamnels \can be more vulnerable to sniffing and spoofing caused by inappropriate users
compared With wired channels. Accordingly, when transmitting or receiving electronic documents
through wireless channels, encryption shall be considered and assumed. HOWEVET, 1t 1s necessary to
adopt a proper encrypting method suitable to the mobile type, by considering the computing power of
MD and the bandwidth of mobile channels.

The method to encrypt wireless channels can be divided into the static way and the dynamic way
based on the type of encryption key. And it is also divided into the single authentication method and
the mutual authentication method. The static method generates the encryption key and uses it through
mobile network without any changes, which is vulnerable to mobile network attacks and it is not easy
to distribute the encryption keys safely. The dynamic method generates the encryption key frequently
during mobile transmission and reception, which is far safer than the static one. A single authentication
only performs the authentication process on the MD for two-way communications between the MD
and the mobile server, while a mutual authentication performs two-way authentication between the
MD and the mobile server. Also, as shown in Figure 7, the protocol for mobile channel confidentiality
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can be divided into a protocol applicable to the transport layer and a protocol applicable to message
encryption.

In order for the MD to use the wireless network, it shall know the name of the AP, which is the so-
called SSID (service set ID). One SSID shall be assigned to each access point, and the SSID is used in the
wireless network list when composing a wireless network. The AP broadcasts its own SSID and does
not support security. The AP utilizes the MAC (media access control) address for identifying the MD
in the mobile network. However, as the MAC address can be easily copied or changed for use, it has a
problem for being used as an access control to mobile network.
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Figure7 — Mobile confidentiality protocols

istribute the'encryption keys safely.

Ce authentication protocols for wireless channel encryption and encrypted transmissig
een devices shall be as)follows.

VEP encrypts_the mobile network channel using the encryption keys. But, as it y
encryption keyyit is vulnerable to passive and active network attacks. In addition, it if

PA usesa dynamic encryption key by enhancing the vulnerability for encryption.

temporal key integrity protocol) as an encryption technique, which is a method to g
éys for encryption at regular intervals when transmitting packets. It can minimizs

hacking by changing the encryption Keys dynamically.

n/reception

ses a static
not easy to

t uses TKIP

bnerate new
b the risk of

802.1x authentication and EAP (extensible authentication protocol) is a port address protocol

which protects the network through authentication. When a wireless network user gets
authentication through 802.1x for network access, the access point opens a virtual port, permitting
the communications, and when failing to get authentication, the user cannot use the virtual port,
blocked from the communications. Major components include the MD, the access point and the
authentication server.
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— As MD5UY has no mutual authentication stage toward the MD and network, it only provides one-way
authentication. Above all, it does not support automatic distribution and circulation of WEP, which
cannot reduce the management burden of manual WEP key maintenance, so it is rarely used.

6.3.2.3 Confidentiality for electronic document

For security, a transmitter can select the encryption method and transmit electronic documents which
are attached for mobile transmission/reception. This is for confidentiality of documents, which is
different from network encryption.

Encrypted section ranges from the MD to the mobile server or from the MD to a receiver’s MD. When
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ecode encrypted documents.
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sword for accessing the individual key for the encrypted,documents to be decoded.

erver shall notify the receiving MD that the encrypted documents can be decoded b
br. When the transmitting MD transmits documents:to-the receiving MD, the receivin
r the range of encryption to the mobile server in otder to identify the range for encryg

nfidentiality for mobile device

Ce security means a device to protect varjous kinds of data and electronic documents
ype and to block a random usage when the MD is lost or robbed.

a mobile information security te¢hnology which is equipped to the MD, blocking ha
is TCG (trusted computing . group)-standard mobile security hardware which can
s relevant to security intluding user authentication, platform authentication, d

sed MD security system can prevent information leakage due to lost/robbery, detec
the attempt to change the MD environment and prevent illegal fabrication of the M
ated users under-an open platform environment.

MD security’system shall be able to provide middleware management and security fun

level-of security such as authentication/payment/smart banking in the MD.
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shall perform the measurement and verification of integrity of terminal’s boot loader, kd

rnel,

0S, major native system servers by stages when the MD is turned on, and it shall provide a function to
detect illegal modification by MD hacking or malicious codes through the integrity verification.

6.3.3 Usage criteria for mobile confidentiality

6.3.3.1 General

For the mobile confidentiality, the best confidentiality can be maintained when all confidentiality
functions mentioned in 6.3.2 are applied. In other words, the best confidentiality can be maintained
by maintaining confidentiality of electronic documents, maintaining confidentiality of wireless

1) A widely used cryptographic hash function producing a 128-bit (16-byte) hash value, typically expressed in
text format as a 32-digit hexadecimal number.
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transmission channels using a variable key, attachment of electronic signature by an individual key
of the user and MD/MS authentication of both parties. However, the confidentiality which is adequate
to guarantee safety and reliability may be maintained even if the next best combination is selected
considering the performance or cost. The usage criteria for mobile confidentiality may be defined as
the criteria which enable mobile system to maintain confidentiality to the extent of not introducing
problems followed by the damage of confidentiality in the business aspect through the combination
of certain confidentiality functions. Determination criteria to demonstrate the flexibility of applying
mobile confidentiality are the openness status of electronic documents, the status of authenticating the
MS already by a communication service provider and the number of people connecting to the mobile
network.

6.3.3.2 Confidentiality of electronic documents

If there are no problems even if the electronic document is disclosed, it isn’t necéssary
functions for maintaining confidentiality of documents. However, the confidéntiality

electronic document shall apply in case of documents that have legal effect or contain n
inforimation. If the confidentiality of the wireless channel is guaranteed, the\application s
confidentiality of the electronic document may be determined according-to’the business

to apply the
functions of
ondisclosed
tatus on the
situation or
com

circy

docujment and confidentiality functions of the wireless channel may-apply at the same time|.

6.3.3

Inor
be b
may
may
by a
folloy

any policy. For example, in case of electronic documents that shall not be expose
mstances such as important contract information, etc., confidehtiality functions of th

.3 Confidentiality of wireless channels

Her to guarantee reliability and safety of a mobile network, confidentiality of wireless cHi
isically guaranteed. One-way authentication of thie"MD and two-way authentication of
be required for the execution of confidentiality oh a wireless channel. At this time, au
be performed just with the one-way authentication of the MD by omitting the MS au

1 under any
e electronic

annels shall
the MD/MS
thentication
thentication

reliable network service provider. Also, in case of wireless channels with great business impact

ved by hacking, high risk of hacking réquires a channel encryption using the variable

key method

rath¢r than the fixed key method.

6.3.3.4 Electronic signature

In cgse of electronic documeénts with important significance in legal aspect such as ¢ontracts or
trangactions, the electronic sighature is absolutely required. That is because the verification of integrity

on the document is pogssible through the electronic signature. If a proof of the original

the ¢
prep

lectronic signature-shall be written by including the information on the time of cor
hration of the electronic document. In the PKI system, an individual shall use a private

an electronic sighattre for an electronic document, and in order for a business partner

elect
How
or el

ronic signature, a public key certificate of the person who created the digital signaturg
bver, theselectronic signature is not required in case of electronic documents for simp
ectronic documents that may be disclosed.

is required,
npleting the
key to make
o verify the
is required.
le reference

6.3.3

5 Conlldentlallty of the MD

It is safe to utilize the MTM in case of storing highest level of trade secret or information, etc into an
MD. Or it is also possible to store in the MD by writing important company information as data of an
encrypted form. In an MD which only stores information that can be disclosed, it isn’t necessary to
store the information as data of an encrypted form.

6.4 Mobile reliable messaging

6.4.1 Requirements

Mobile reliable messaging shall have a wireless session where a reliable messaging function shall
detect whether the virtual line for communication is alive, shall revive immediately if a dead session is
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discovered, shall be able to handle as integrity even if handover occurs in the middle of transmitting/
receiving messages and definitely prove that the message has been sent/received. In other words,
mobile reliable messaging means a function which enables users to trust the fact that a message was
transmitted within the time that can be understood by the sender/receiver even if a user does not have
any status information on the mobile network or wireless network when transmitting messages via
mobile. It may also include the function which enables the receiver to receive documents in the order
sent by the sender depending on circumstances. Such reliable messaging has a few requirements.

Recoverability: it shall have the ability to recover by itself. In other words, the ability to detect
abnormalities and recover by itself is required even if the message transmission channel is broken.

Continugty if the

wireles$ channel

er occurs.

Tave TeE—anv 7
is broken or handov
b the
ions.

Robustness: diverse forms of problems may occur in the wireless network and it shall hav
robustness to transmit/receive electronic documents without problems even under stich situat

6.4.2 Fun|ctionality for mobile reliable messaging

6.4.2.1 Ge¢neral

5sion
ction
ages
imes

For reliable
detection, m
and handov
between thd
to prepare fi

transmission of mobile electronic documents, it requires‘the ability for mobile se
obile session recovery, transmission guarantee, sequentialtransmission, mobile transa
br. Since reliable messaging function is performed by transmitting and receiving mes;
MD and the MS, a mobile service provider shall motitor all status information at all t
br the occurrence of problems.

6.4.2.2 Wijireless session detection

When transmitting electronic documents through.thie mobile network, sometimes mobile channel|does

not work at
is on or off
DoS attack
validity of

The mobile

an unexpected point of time. It is difficult to figure out whether the current mobile se
vhen it enters a radio shadow area'where it is hard to detect radio wave. In some caj
may disable a mobile session. In_preparation for such a case, it is necessary to chec
lobile session constantly.

session detection means an ability to detect whether a session for transmitting/rece

5sion
es, a
K the

iving

electronic documents operates without any problems. In the mobile network, transmission may be
slowed dowh randomly in the radio wave range, and abnormal situations may frequently occur such as
hand-off, poer-off or when théarea covered by the AP is changed. Accordingly, there shall be criterja for
determining whether there is'an abnormality, and for checking the transmission/reception of meg§sage
and the me$saging point of time, which can check whether the mobile session operates normally or
not. In order to deteCt the mobile session, the transmitting party shall be equipped with a device to
receive the ACK message for confirming reception of the mobile data, and the receiving party shalljhave
a function tp make and transmit the ACK message including the message ID when receiving the [data.
Of course, thé-mobile receiving party shall have a function to determine whether the transmitted|data
loses data such as checksum, and the mobile transmitting party shall have a function to determine the
validity of the transmitted ACK message.
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Figure 8 — Mobile reliable transmission protocols

receive data. Even if the network transmits data at high speed, if the MD moves to the shadpw area, the
cominunication speed may.suddenly drop or the communication session may be lost. If the MD leaves
the shadow area, data communication can be restored. However, it is difficult to directly dletect in the
TCP layer whether the MD has entered the shadow area or got out of the shadow area, and if can only be
estimated by receiving’ACK messages.

In tE shadow area where electromagnetic waves are difficult to reach, it is unreliable to[transmit or

Wheph sending 'an SYN message, a data packet requesting session connection and losjng it while
trangmitting\through mobile network, the MS re-transmits the SYN message for session cpnnection at
a cerftain tinte interval. If the MS does not get ACK for the SYN message from the MD even gfter several
atterppts,the MS decides the connection failure.

While transmitting messages, it is possible to detect the validity of mobile session through NACK
(negative acknowledgement). If the MS or MD does not receive the ACK of the specific ID packet after
sequentially transmitting message packets, it determines that there is a problem with the mobile
session.

The MS is responsible for the connection between the mobile network and the wired network, and the
most important role is to map the mobile private IP port into the Internet authorized IP port. When a
new MD requests network access, it makes network connection with a server in the public network
by changing the network request into the public IP address of the mobile server. In this process, it
maintains the session information which maps <private IP: port of the access device> into <public IP:
port> in the mobile server. As long as this information is maintained, the device can exchange packets
with the server normally. However, as it is not possible to maintain such information permanently,
if there is no packet which is exchanged through this session, the information is removed and the

© IS0 2019 - All rights reserved 19


https://standardsiso.com/api/?name=37072209bf51ac8c720c6605fcc8c0de

ISO 20415

:2019(E)

network connection is forcibly terminated. In case of forced termination, the MD and the mobile server
cannot communicate with each other through the same socket connection any longer. If it is necessary
to maintain the network connection, a Keep-Alive message shall be transmitted before deleting the

mobile sessi

on.

It shall be possible to detect that a message containing electronic documents is lost while sending the
electronic document. In case that the message is lost due to the MD’s entering the shadow area or a
radio wave problem, the message shall be re-transmitted. As the MD requires time to recognize the gap
between the time to start message loss and the time to recover the loss, it causes a time gap. It is most
important in detecting the mobile session to minimize the time gap.

6423 M
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cases, trans
differentiatg
through rec
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fear response from the néceiving party. It requires a functional requirement to be able {

pbile session recovery

r after detecting a break in the mobile session. A process for doing this starts,swhen it
cket is being lost, or when it finds that the mobile server’s session information has

ng mobile session, the MD or MS shall have a function to promptly figure out whethe
on is broken or not. That is, it shall figure out whether the ACK,message is delayed or
htely after figuring this out, it shall be able to re-transmit the lostmessage. However, in
mission delay may occur, without loss of message, so it shall’have a function to effect
b message loss from transmission delay. It shall have a funetion to transmit message s
bvered session after recovering the mobile session.

ansmission guarantee

n guarantee is to ensure the transmission offelectronic documents between the M[]
It is, an electronic document transmitted through mobile network shall be transm
pnce. Of course, it would be better to transmit the document exactly once, in case tha

it shall be transmitted at least once; Transmission guarantee means a function to be
lectronic document data at least @xice in any cases. In case that the MD is in a radio sh

ectronic documents, but thewreceiving party has difficulty to confirm whether it rec
In such a case, the transmitting party continues to resend the electronic documents u

erval or the number of'yesending as an optimized value. The transmission guarantee ¢
the level of mobile transmission channel and at the level of electronic document applic

Figure 8.

ransmission<hannel

ive the.sole identifier to the mobile transmission data packet and to figure out the inte|
fransmission when the MD or mobile server receives the data packet by checking wh
tifier has been lost or not. It adds the ID value of the received data packet to the ACK

bmission/receiving electronic documents, mobile session recovery shall he‘arranged
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e receiver sends the NACK to the transmitter, notifying that data has been lost.

Electronic document application

The electronic document application transmits an electronic document and waits for the ACK
message from a receiver. When it receives the ACK message, it considers that the receiver normally
receives the electronic document and finalizes the electronic document transmission process. If
it cannot get the ACK message, it re-transmits the same document. When it gets the ACK on the
re-transmitted document, it finalizes the transmission process. But in some cases, if the receiver
delays in sending the ACK or the transmitter gets the ACK message late due to a problem of the
mobile channel, it may get the ACK message after re-transmitting the same electronic document.
That is, the receiving application may receive the same electronic document more than once. In
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preparation for such a case, the receiving application shall have a function to delete duplicated
electronic documents.

6.4.2.5 Sequential transmission

Sequential transmission means to match the transmitting order with the receiving order of the
electronic document data packet. For doing this, it requires a field within the data packet having
information on the transmitting order of the data packet. The receiving party shall have a function to
reassemble data packets based on the transmitting order.

Sequential transmission is a means to allow the receiver to receive electronic documents in the

orde
trang

application.

)

The transmitter can give a sequential number when transmitting mobile-data packet

[ being transmitted by the transmitter when transmitting electronic documents. Th
mission can be arranged at both levels of mobile transmission channel and electron

Mobile transmission channel

6.4.2
Mobi

document (transaction) through the nidbile network. Generally, the transaction for t

elect
send

situation, the ability to completeithe transaction is required. Mobile transaction consid

trang
from
the 4
the t
ACK
even
it sha
trang
part)
resp

he electronic documents, and the receiver can reassemble the eletnonic document
ased on the sequential numbers.

lectronic document application

he transmitter’s electronic document application separately transmits data con
lectronic document, and at this time, it gives a sequential number to each data. T}
pplication combines data and reconfigures the eleetronic document based on th{
umbers.

.6 Mobile transaction

le transaction means an ability to complete one unit for transmitting/receiving on

ronic document is completed when-a transmitter sends one electronic document an|
5 an ACK message. When the transmitter cannot receive the ACK message under t}

action is completed when'it receives the ACK message on the electronic documents

the transmitting party\In order to prevent resending of message by the transmitting

LCK message arrives(ab the receiving party, the receiving party can send the hold-on
Fansmitting party\fniadvance. That is, the receiving party requires a function to detect
sending and to-send the hold-on message. The transmitting party shall not resend the
when it does’hot receive the ACK, and when it receives a hold-on message from the rec
1l be able tostop the transmitting process temporarily. In two-way mobile transaction
action is\considered to be completed when the transmitting party sends a message, t
 sendsithe response message, and the transmitting party again sends an ACK meg
pnsendata. The transmitting party shall store the history of the ACK message on the r¢

E sequential
¢ document

5 composing
data packet

hposing the
le receiver’s
e sequential

e electronic
ransmitting
d a receiver
le abnormal
brs that one
transmitted
barty before
message to
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data packet
biving party,
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sage on the
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for a

certain period of time after qpnding the ACK message for preparing the case that t

€ response

message is resent.

In order to transmit/receive electronic documents reliably using the mobile network, one of the
following mobile transactions can be used:

One-way electronic document transaction

[t is a transaction which transmits one-way electronic documents from a transmitter to a receiver
using mobile network. The transmitter waits for the ACK message from the receiver after
transmitting the electronic document. When it gets the ACK message, the transaction is considered
to be ended normally. If it cannot get the ACK message, it re-transmits the same electronic document.
The receiver immediately sends the ACK message after receiving the electronic document and
maintains the state information of the sent ACK message for a certain period of time through which

i
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— Two-way electronic document transaction

It is a transaction where a transmitter sends electronic document through mobile network, and
the receiver sends a response document to the transmitter. The transaction is ended when the
transmitter sends the electronic document, the receiver sends the response document, and the
transmitter sends the ACK message to the receiver. As the receiver sends response document,
which means that the receiver normally receives the transmitter’s electronic document, the
receiver does not need to send an additional ACK message. However, as the transmitter may re-
transmit the same electronic document when the receiver’s sending of the response document is
delayed, in such a case, the receiver has to send the ACK to the transmitter that it shall hold on
before the receiver sends a response document. The transmitter can prepare for the case where

the resjjonding message 1s re-transmitted by sending the ACK message aiter getting a responding
message from the receiver and by saving the information.
6.4.2.7 Mpbile document handover
The handoyer ability allows a mobile device to continue the service offered byithe previoug cell
even if it mpves out of the cell to another cell; when moving between sectors within the service cell
or moving from one cell to another, the current wireless channel is automatieally switched. For a

natural han|
cells shall b
communicaf

dover, a handover at both the wireless and wired levels betweein the two neighbouring

e established. The mobile document handover ability is an ability to enable seamless
ions even when a mobile device moves out of the cell range{while transmitting/rece

an electronikc document.
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b the range of handover, the mobile document handoeyer is divided into intra-cell hand
ndover and inter-network handover summarized’ in Table 1. Intra-cell handover is
r" handover as it occurs within a cell. It changesithe channel in use within the cell cove
nt terminal. A range of signals are supposed-to overlap at the boundary between seq
fer handover, terminals that pass throughisiich a boundary can communicate throug
this is possible because the transmission/reception signals generated in a base statio
hrough a single final modulator/demodulator for the most stable handover. It is trug
s, electronic documents within a.céll can be handed over without a data interruptior
data discontinuity that may occupwhen a channel is changed is also necessary.

data
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hndover, also known as_'soft” handover, is the most common handover adop

ti
fore-break” method. It establishes a connection with a new base station before compdl|2tely

g from the previous base’station. In this type of handover, an efficient technique is nee
nandover delay and-aeell loss that may occur in the course of a connection re-establish
f the existing eonilection. Inter-cell handover supports continuous communicatio
minal that meves out of the existing cell boundary by linking it with a new base stz
od, howevetythere is a high risk of data omission or data loss due to a handover del
b /receivingtelectronic documents.

g a

ed to
ment
s of
tion.
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cess

rk hatrdover hands over the control to the base station of another layer to better pr
it-does not indicate a handover caused by a signal movement (e.g. inter-layer hanc

hicdal call oyt
THE— e —Straetutrey:

the signals; lover
in a hierard used
between layer cells is adopted in a hierarchical cell structure, inter-layer handover can be made via
soft handover. Such a soft handover, however, is not possible if different frequencies are used. Thus,
a hard handover process, also known as a break-before-connect method, is needed to cut off the
signals sent by the previous base station and to connect to the signals from the next new base station.
When handover takes place between different networks, the method and environment for processing
signals are different from network to network even if both networks use the same frequency; this may
cause a momentary cutoff of conversation and reconnection attempt. Therefore, this hard handover
shall overcome issues such as a complete cutoff of communications and reconnection attempt at the
time of electronic document transmission/reception. Data transmission shall be resumed from the
disconnected point after reconnection.
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