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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

This document is useful to provide the product assurance (PA) activities from the standpoint of
commercial business on each phase of the project such as design, procurement, manufacturing,
assembly, integration, test, and at launch site. These product assurance requirements are requested by
customers for accomplishing the mission successfully and will lead to customer satisfaction.

Commercial satellites are designed, manufactured, assembled, integrated, tested and launched in
compliance with these PA requirements, which are applicable to prime contractor, subcontractors and
suppliers. The responsibility of the prime contractor is to allocate these requirements to subcontractors
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prime objective of PA is to ensure that commercial satellites accomplish their~defi
tives and more specifically, that they are safe and reliable.

rther objective is to achieve more cost-effective space projects and “thereby

competitiveness by coordinating the development and implementation of appropriate PA 1

stan

PA 1q
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equirements defined in this document have been established to prevent potential pj

applicable to all phases of project up to launch of commercial satellite. PA programs also

hard
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ware and software of ground support equipment are alse.safe, reliable and do not
[ hardware in any way.

intent of this document is to clarify the best practicés and typical requirements d
uct assurance activities in commercial business, preyent recurrence of problem and re
ovement especially for customers having less experience.

Fequirements described in this document;dte created by comparing and mixing exp
ical management methodologies used by*main actors of aerospace industry in the
ework of PA policy and principles are based on ISO 14300-2, ISO 27025, ISO 14620-1
0794 and ISO 14621-2 and unified as'one PA process. Detailed requirements of produ

ned mission

to promote
nethods and

oblems and
ensure that
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ealing with
hlize quality
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world. The
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(PA)) quality assurance (QA), dependability, EEE parts, material, mechanical parts and processes,
software product assurance and-ground support equipment are selected from releyant proven
stanglards.
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Space systems — Product assurance requirements for
commercial satellites

1 Scope

This document provides the recommended practices of product assurance (PA) requirements applicable
to copmmerTiat satettite:

2 Normative references

The following documents are referred to in the text in such a way that some.or all of their content
constitutes requirements of this document. For dated references, only thé€)edition cited [applies. For
unddted references, the latest edition of the referenced document (including any amendments) applies.

ISO 10007, Quality management — Guidelines for configuration management
ISO 10794:2011, Space systems — Programme management — Material, mechanical parts and processes
ISO 10795, Space systems — Programme management and quality — Vocabulary
ISO 14620-1:2002, Space systems — Safety requirements-—"Part 1: System safety

ISO 14621-1, Space systems — Electrical, electronic\and electromechanical (EEE) parts — Part 1: Parts
mandqgement

ISO 14621-2, Space systems — Electrical, eledtronic and electromechanical (EEE) parts — Pdrt 2: Control
programme requirements

ISO 14644-1, Cleanrooms and associated controlled environments — Part 1: Classification of ajr cleanliness
by pqrticle concentration

ISO 15388, Space systems — Eontamination and cleanliness control

ISO 47025, Space systems ' Programme management — Quality assurance requirements

3 Terms and-definitions
For the purpgse of this document, the terms and definitions given in ISO 10795 and the follpwing apply.

ISO gndAEC maintain terminological databases for use in standardization at the following dddresses:

Vasa | 4 q dalal £ lors L/ 1 i - L
CLICTTTUpPTUIA. avdildUTC dUIILT Y. 77 VW W W.CTCT T UPCUTA. UT 57

|
5 2]

— ISO Online browsing platform: available at http://www.iso.org/obp

3.1
commercial satellite
satellite used for private business

Note 1 to entry: Non-commercial satellite is military satellite or civil satellite developed on behalf of government
organization, space agency and/or research organization.

3.2
proto-flight level testing (PFT)
test of the flight quality product subjected to the qualification levels and acceptance duration

© ISO 2018 - All rights reserved 1
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4 Abbreviated terms

AT
CCB/CRB
CDR

CIL
DMPL
DPA

EEE
EIDP
EQSR
ESD
FDIR
FMECA
FRR

FTA

GSE
HSIA
LAT

MIP
MMPP
MMPPCB
MRB
MRR
PAD

PCB

PDA
PDR
PIND
PSR

QCI

QSL

Acceptance Test

Configuration Control Board/Change Review Board
Critical Design Review

Critical Item List

Declared Mechanical Parts List

Destructive Physical Analysis

Electrical, Electronic, and Electromechanical
End Item Data Package

Equipment Qualification Status Review
Electrostatic Discharge

Failure Detection Isolation and Recovery
Failure Mode, Effect and Criticality Analysis
Flight Readiness Review

Fault Tree Analysis

Ground Support Equipment
Hardware-Software Interaction Analysis
Lot Acceptance Test

Mandatory Inspection Point

Materials, Mechanical Parts and Processes

Materials, Mechanhical Parts and Processes Control Board

Material Réview Board
Manufacturing Readiness Review

Rarts Approval Document

Parts Control Board

Percent Defective Allowable
Preliminary Design Review
Particle Impact Noise Detection
Pre-Shipment Review

Quality Conformance Inspection

Qualification Status List
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RVT
SCCB
SCM
SCMS
SEE

SEU

Radiation Verification Test

Software Configuration Control Board
Software Configuration Management
Software Configuration Management system
Single Event Effect

Single Event Upset

IS0 20188:2018(E)

SET
SDR
SOW]
TRB
TRR
WCA

Single Event Transient
Special Design Review
Statement Of Work
Test Review Board
Test Readiness Review

Worst Case Analysis

5 Product assurance

5.1

PA management

Product assurance management policy for commercial satellite project is that PA plan which is
implemented throughout all phases, coordinated with involved parties, and is managgd in such a

way ps to:

a) ¢nsure that project and PA organization, requirements, methods, tools and resources are well-

defined before development and.implemented at each level from system down to piecelpart;

b) ¢nsure that aspects are identified, which could affect project requirements having major impacts

on safety, mission success/and the related cost and schedule consequences;

c) ¢nsure that adverse consequences of these aspects are prevented by the early detection,

¢haracterization,Zelimination, minimization and containment of problem contributors and
initiators;

d) ¢nsure that risks are assessed and controlled, and that acceptability of the residqual ones is

e) ;I)rovide at any time the necessary visibility of the quality status of the product;

¢valuated;

f) ensure that the end product conforms to its specifications and that observed non-conformances
are properly disposed.

Contractor shall designate a PA manager who shall have prime responsibility for the management and
direction of the PA program.

The PA manager shall act as the focal point of contact within the project for customer.

The PA manager, irrespective of other responsibilities, shall have sufficient organizational authority
and independence:

a) to propose, establish and implement the product assurance program in accordance with project
product assurance requirements;
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b) to have unimpeded access to top management through the company PA executive as necessary to

fulfill the duties.

Contractor shall report on a regular basis as specified in the applicable statement of work (SOW)
on the status of the product assurance program implementation. Contractor shall plan and perform
quality audits using established and maintained procedures. Contractor shall prepare and implement
a project product assurance plan that shall be maintained throughout the project life cycle.

The role of the PA manager is to provide to the top management and to the customer the guaranties (i.e.
confidence) of the compliance of the product at each stage of product life cycle (i.e. specified, designed,
manufactured, in use).

5.2 PAplan

The detailed
commercial
[29] or equ
responsibili
described ix
standards a
identify and
overall orga

rmal
0100

implementation of this program shall be defined in PA plan which shall be basedon ng
practices and comply with the requirements defined herein. Conformity/with AS
ivalent standards should be indicated. This plan shall describe the (task descriptions,
Lies and implementation methods in accordance with product assurance requirenpents
| the applicable SOW. The plan shall also identify any relevant specifications, procegltlres,
hd manuals that shall be applicable to the implementation of this plan. The plan shall clearly
define contractor’s product assurance organization and its refationship with contragtor’s
hizational interfacing functions and activities.

The PA plan|should cover, as a minimum, the following disciplines:

a) productassurance management;

b) quality pssurance;

c) dependability;

d) safety;

e) selectiop, procurement and control of materials, EEE parts, mechanical parts and processes;

f) softwarle product assurance;

g) ground support equipment (design reviews and controls including dependability and safety).

5.3 Audit

Contractor ghall performbinternal and external audits to ensure appropriate implementation of the
requirements of the PAiprogram. Customer shall be informed of the conclusion of the audits initiated in

the area of t|

he project/Audit reports shall be delivered to customer for review on site.

lier,

Contractor |shdll ‘perform external audits over the facilities of the supplier, sub-tier sup
parts/mategials manufacturer, and/or outside manufacturer facilities to confirm that the prO(ﬁred
items are in compliance with PA requirements specified in the applicable SOW. The representative of
contractor shall confirm the following items as the surveillance:

1)

contents of each design, quality assurance program task and performance meet these PA
requirements;

2) the activities of supplier satisfy the requirements in this document and SOW.

Contractor shall cooperate when customer personnel or its designated representatives perform
surveillance of contractor’s facilities. Contractor shall include provisions to accommodate such
representatives.

Contractor shall perform audits of subcontractors and suppliers to ensure that the required quality
standards and contractual requirements are appropriately implemented.
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As necessary, customer may participate in the surveillance.

Contractor shall establish and maintain an audit plan for procurement activities on the project,
designating the lower tier subcontractors and suppliers to be audited, the current status and the
schedule for auditing. In addition to the planned audits, extra audits shall be performed when necessary
to overcome failure, inconsistent poor quality, or other problems.

5.4 Customer right of access

Authorized representatives of customer will have the right of access at any reasonable time to all areas
where the work is performed under the contract. This includes access to relevant documentation and
records. Proprietary and governmental protected areas will not be accessible in aceordance with
contractual regulations.

If the contract is for the entire satellite system or subsystem level rather thap,a'tnit level, then a
visibjility agreement which defines the implementation procedure of the customer’s right|of access to
the tpst witness, document review and material review board will be identified project to groject.

5.5 | PA progress reports
Contfactor shall prepare and submit a periodic progress report as defined in the applicable SOW.
PA progress report should include the following items:

a) ¢urrent status of dependability and safety programs;
b) gtatus summary of critical items control;

c) review board activities;

d) ¢tatus of parts, materials, and processescconcerns;

e) ¢ignificant problems in hardware(Cquality assurance, software development, design reviews,
¢onfiguration management and the'safety program;

f) program product assurancesaudits and action items status;
g) ¢lass I (major) changes and waiver/deviation status;
h) gdummary of any planmed activities in the forthcoming period.

PA progress statu$ _could be done by meetings and/or reviews, not only by reports, with project
manager, PA manager, customer participation, depending on the subjects under concern.

5.6 | Risk management

Contfactor shall perform a systematic risk assessment, reduction and control of risks in achievement
of required technical performance, within the project cost and schedule constraints. The methodology
for risk management shall cover all areas of the project such as technology, management, customer
relationship, supplier relationship, manufacturing, design, parts, materials, processes, qualification,
resources, etc.

Risk assessment, reduction and control process shall include inputs from all PA disciplines and shall
contribute to the overall project risk management process.

Risk management shall take into account the requirements defined in ISO 17666.

© IS0 2018 - All rights reserved 5
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5.7 C(ritical item management

The following items will be classified as critical item for project:

a)

b)

c)

d)

e) items
f) itemsu
g) items cg
h) critical
i) otherit
j) excessiy
k) EEE con
1) EEE con
m)

n) softwar
Contractor 1
periodically]
establish pr
5.8 Subcq
Contractor
subcontract
requiremen

control requ

Subcontract
and manags
deliverable

intended ch

items not qualified;
items with highly sensitive processes;
items which are difficult to test on ground;

items containing limited life parts;

fTicIT are radiation-sensitive;

bing new technologies;

using critical or catastrophic hazards;

single point failures;

ems identified by the risk assessment analysis;
re long lead parts;

hponents subject to export license constraints;

hponents containing dangerous elements;

material with particular constraints for storage;

e critical items.

hall submit a critical item list (CIL) as required by the applicable SOW and update if
and at least for each design review, As part of the CIL, PA program shall be defin
pvisions which will ensure proper.control of critical items.

pntractor product assurance

prs/suppliers requiremerits are clearly defined and consistent with the overall PA pro
's. Subcontractors¢shall ensure that program PA requirements, including configur
irements, are achieved during design, procurement, manufacture, assembly and test ph

ors/suppliers’shall be selected in accordance with the contractor’s requirements for qu
ment systems and facilities. When there is a change of subcontractor/supplier for cr
jtem, customer's formal concurrence shall be requested with respect to the contrag
bicecofreplacement.

shall establish and maintain subcontractor PA program which shall ensure that

sues
bd to

the
bram
htion
ases.

ality
itical
tor’s

59 Endi

em data package

Contractor shall compile end item data package (EIDP) for each unit as defined in the applicable SOW.
These data packages shall be maintained during manufacturing and test activities and shall be delivered
to customer on satisfactory completion of testing after approval by PA. Each end item delivered to
customer shall be accompanied by EIDP containing the following as a minimum:

a)
b)
‘)
d)

configuration identification list;
mate/de-mate log;
log sheets (including turn-on time for each unit);

non-conformance list and MRB;
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e) deviations/waivers;

f) testdata (includes electrical and mechanical test data);
g) MIP reports, photos and final inspection reports;

h) testprocedures.

A copy of the original EIDP shall remain with the equipment at all times. Updates for EIDPs shall be

provided if units are returned for any modification/corrective action.

Contractor shall compile EIDP for each complete integrated commercial satellite, as de

fined in the

applicable SOW. These packages shall be delivered to customer on satistactory complefio
afterjapproval by PA, following pre-shipment review (PSR), and an addendum shall be provi
the lqunch site activities.

5.1( Organizational capability aspects

At le
or JI
relat

hst, prime contractor shall be certified to the applicable space standards (e.g. AS 91
b Q 9100) or equivalent standards. The certificate of registrationot-a current confof
jve to the standards will be closely monitored by prime contractor's PA team.

6 Quality assurance

6.1 | Quality assurance program

Asp
assu

irt of the PA program, the contractor shall document and maintain an effective and ti
rance program in accordance with ISO 27025;or equivalent standards (e.g. Reference
will pe planned in conjunction with other preject functions. Quality program shall be i
in a jmanner which permits the detection<and correction of deficiencies and other assq
compliances at the earliest practical pointinclusion of provisions for ascertaining product
prociirement through fabrication and\testing, and the delivery of the completed deliver
as well as launch activities, shall be incorporated. Quality assurance program shall provi
evidence of quality in the form of inspection and test results as well as systematic au
This|record shall be documented in sufficient detail, accuracy and completeness to perr
Records of detected discrepancies shall include root causes and corrective actions imp
remddy. This record shall be made readily available for review by customer's represer
requpst. Subcontractor.quality reports will be reviewed at subcontractor’s sites when not
contractor’s site.

6.2 | Equipment qualification status review

Cont
herit]
afterbentegorizationofegy 3 d-according to ateg
The EQSR shall assess qualification status of equipment with particular attention give

Factoirshall convene equipment qualification status review (EQSR) to verify qualificat
age designs with mission requirements. These reviews shall be held at the beginning

In of testing,
ded to cover

DO, EN 9100
mity status

mely quality
[29]), which
nplemented
ciated non-
juality from
hble system,
de recorded
lit findings.
nit analysis.
emented as
tative upon
available at

on status of
f the project

ined in 7.12.
n to any possible

design and process changes since the last qualification and to mission-specific requirements. When
mutually agreed, the requirement for a unit PDR and/or CDR may be waived by customer in exchange
of delivery of a data package and holding an EQSR with mutually acceptable contents. Qualification
or proto-flight test reports, and qualification by similarity reports shall be provided to customer in
accordance with the applicable SOW.

6.3 Review meeting and control boards

Contractor shall conduct a series of formal technical review meetings and establish control boards to
ensure the identification and resolution of issues and verify that appropriate controls are implemented.
These meetings shall include reviews and control boards such as design review,
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Contractor PA shall participate in review meetings and control boards as required to verify appropriate
actions have been implemented to satisfy all quality issues and concerns. Control board and review
meetings records shall be recorded, signed off and appropriately distributed. The representative of
customer shall be invited to participate in all program-specific PA review meetings and control boards
in accordance with the applicable SOW.

6.4 Designreview

Contractor shall conduct preliminary and critical design reviews. contractor PA shall participate
in all design reviews to Verlfy that reliability, quality, and safety requlrements under all expected
environments are 4

hctor
bsign
ith the
e and
it[level
pst of
luate
und.
f the

the flight hqrdware. When required, a special design review (SDR) shall be called to solve or eva
special or upique design problems that present unusual difficulties for which setution(s) must be fg

Any propos
modified itg

bd design change after completion of CDR shall be formally evaluated to determine
m should be resubmitted to the design review cycle and/or,be’subject to a new seri

qualification tests.

6.5 Pre-s

Pre-shipme
participate

The objecti
test progra
that contra
satisfies the
subsystem/

PSR will be
designated
contractor t

6.6 Fligh

Flight readi
FRR to veri
data requir
ready for la

hipment review

nt review (PSR) shall be convened by cofitractor. Contractor PA manager
in PSR.

ve of the review shall be to verify, as atminimum, the satisfactory completion o
n, status of open issues, reconcile the as-built to the as-designed status, and V
‘tual requirements have been met-\Contractor PA shall verify that the contents of
requirements as specified in therapplicable SOW. PA shall also participate in all 1
component PSRs as required.

held at the factory of centractor before shipment of commercial satellite to custoi
aunch site. At the completion of PSR, customer will authorize at the completion of PS
p ship commercial satellite to customer’s designated launch site.

t readiness review

'y that allquality issues have been satisfactorily resolved, all relevant product assuj
ed byseontract has been provided, and to concur that delivered commercial satell
1Inch.

es of

shall

[ the
erify

PSR
najor

mer’s
R for

ness review-(FRR) shall be convened by contractor. Contractor PA shall participafte in

ance
te is

6.7 Procurement control

6.7.1 General

Contractor shall implement a system for the selection, evaluation and approval of procurement
sources. Supplier’s quality records shall be made available for review on site when not available at the
contractor’s site by customer's representative upon request. Qualified procurement sources shall be
documented in contractor's list of qualified suppliers. In cases where contractor’s intended suppliers
are not recorded in these documents, performance of a supplier survey shall be a mandatory quality
assurance task prior to selection.
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6.7.2 Sub-tier source selection and evaluation

Prior to awarding a subcontract, contractor will evaluate and document each prospective supplier
or sub-tier sub-contractor of sub-assemblies with regard to their manufacturing and test facilities,
reliability procedures used, drawing and material controls, incoming inspections, and quality control
methods employed. Prior to subcontract award, improper performance on previous procurements may

disqualify a lower tier subcontractor.

Procurement department will evaluate and approve these suppliers based on either:

a) previous satisfactory quality assurance level, or

q

b)

6.7.3

Cont

contr

surv

contr

qualj

6.7.4

Cont
perfq

a)

b) ¢

6.7.5

QA p
Prio
be rd
ensu
accu

items that cannot have inspections or tests performed at contractor's facility;

urvey of supplier's facility and quality assurance system.

Sub-tier source surveillance

ractor will conduct quality surveys and quality audits to ensure that sub<tier main]
ol system that meets the requirements of quality assurance prognam, as well

by's by reports and follow-ups to ensure that proper corrective actiofis are taken. In c4
actual document requires sub-tier quality audits, customer will he-invited to contract]
ty audits for major subcontractors from which contractor procures subsystem or criti

Sub-tier source inspection

ractor will perform source inspections based on purchasing specifications. Inspect
rmed at sub-tier’s facility for the following items:

bquipment, fixtures, tools or jigs that cannot-be available at contractor's facility for ins

Procurement document review

rovisions of contractor will be‘included in all procurement specifications and purc
to purchase order preparation and subsequent procurement, each purchasing docu
viewed based on the internal regulations by QA personnel who will be required to
re that the completenéss and accuracy of customer requirements which are conj
Fately flowed down 0 procurement document and applicable QA requirements. Based

ains quality
hs close-out
1se of where
or’s sub-tier
cal units.

ions will be

bections.

hase orders.
ments shall
review and
Ipletely and
on internal

contractor's
customer’s

ations prior to preparation of a purchase order and subsequent procurement, the
Ce inspection réquirements will be completed as purchasing documents including
Ce inspectionavailability.

regu
sour
sour

Incoming inspection

als conform
] onal testing
performed on parts at either subcontractor s or manufacturer S fac111ty in accordance with the
requirements specified in Clauses 9 and 10. Incoming inspection shall be carried out in accordance with
the procurement documents and applicable engineering and QA requirements. When required, special
handling instructions shall be provided for incoming inspections to inspect, such as critical items
and/or sensitive parts and materials. Special cardboard, box or container will be used as necessary to
prevent damage during handling. Each lot of flight parts and materials received shall be identified for
subsequent handling by an identification tag that includes procurement order number. The articles and
materials processed through incoming inspection shall be identified with incoming inspection records.

actor will perform incoming 1nspect10n and test to verify that all parts and materti

6.8 Manufacturing and storage control

Contractor will perform in-process inspections based on in-process inspection specifications and
procedures to ensure that manufactured and assembled equipment meet applicable drawings
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and specifications. Manufacturing and assembly records include travelling tags, shop orders
and supplementary process sheets. These records will be issued by technicians with inspector’s
participation well in advance of their actual use in manufacturing or assembly operations. A list of the
tools, jigs, fixtures, non-standard inspection equipment and manufacturing equipment shall be also
utilized. Characteristics and tolerances to be obtained will be reflected on the drawing, including the
applicable workmanship standards that detail the procedures for process control.

Additionally, a drawing will include the special conditions to be maintained such as environmental
conditions or precautions. Detailed instructions and directions will be documented in inspection
instructions.

Kitting list y

prevent danpage, quallty degradation or drift.

Life-limited materials and articles shall be clearly labelled to show their due life date (or expiration date).

6.9 Manufacturing readiness review

Contractor ghall hold manufacturing readiness review (MRR) before thesmanufacturing of flight
equipment. [The purpose of MRR should be, at least, as follows:

— review flight manufacturing drawing release status and plan of fifaj release;
— review manufacturing specification, inspection specification;
— review production plan and manufacturing and inspectioni/flow chart;

— review preparation status of manufacturing and testing resource and availability for contragtual
equipment;

— review production schedule;
— review $tatus of corrective action with respéct to a non-conformance occurring in similar program.

As for the lpst item above, the customer should have a right of access to review of implementption
status of cofrective actions from nonsconformances occurred in similar programs. Implementatipn of
corrective action on assembly drawing, procedure and specification, etc. should be reviewed within the
contractual|constrains during MRR: Organization should communicate and implement actions agross
various entities and other orgdnizations.

6.10 In-prpcess inspég¢tion

Contractor will perform in-process inspection for all sub-assemblies, assemblies and components.
Configuratign control logs and discrepancies will be maintained. Inspection and/or test specificati
shall be plapnéd and conducted to ensure compllance Wlth requlred spec1f1cat10ns QA represent
will participa andl test
procedures, and test flow chart for dellverable items. QA representatlve will review all program
requirements and design data to ensure that completion of all tests and inspections will be completed
to verify that deliverable items meet program requirements. The following criteria shall be applied, as a
minimum, into the development of required manufacturing and test points:

a) inspection and test points are to ensure that all items meet requirements;
b) inspection and test from the lowest to higher indenture level;
c) inspection for contamination;

d) inspection of packaging;
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e) inspections to ascertain workmanship by applicable standards should be required. Training and/or
certification of process for each operation or inspection shall be performed, including rejection
criteria and methods of measurement, when required;

f) critical items will be treated with special attention during inspection and test;

g) visual aids will be provided for inspection and assembly personnel, as required;

h) inspection to verify adequacy of facilities' cleanliness.

The customer should be informed of MIP planning or should receive the MIP report.

6.11 Process control

All metallurgical, chemical, material cleaning, potting, welding, soldering, coating,

processes, and other processes where uniform, high quality cannot be completély en;
by irfspection of the end articles, are controlled according to QA procedures’and respec
specifications. QA procedures are documents which define methods and requirems

certification of the equipment, materials, and personnel. Inspection critéria and acceptang

epresentative will ensure that the technician shall be sufficiently skilled to mz¢
rements by personnel certification or personnel indoctrination.

6.12 Mandatory inspection points

Contfactor shall establish mandatory inspection points (MIP) as necessary to ensur
visibfility of hardware quality-rélated aspects. Contractor shall consider criteria such
veriffcation of critical processés)aspects of critical items, irreversible operations, visibilit}
area$, and results of previous trend analyses to select MIP. Customer shall have the right to

and plating
ured solely
five process
nts for the
e limits are
plied during

; the detailed

5s including
s, solutions,
records for

et contract

h

P maximum
as required
 of problem
recommend
bresentative
e tests/first
for advance

A/

o, assembly,
orkmanship

standards shall be in accordance w1th englneerlng drawrngs by reference to the approved contractor
process specifications and industry or government standards. Contractor and subcontractor/supplier
workmanship standards and procedures employed on project shall be identified and made available to
customer on site.

Workmanship standards shall identify acceptance or rejection criteria. Physical samples or visual
aids should be reviewed and agreed by customer when they are used for the purpose of acceptance or
rejection of items.

6.14 Personnel training and competence

Contractor shall establish and maintain a training and competence program of manufacturing and
quality personnel. This program shall be described in a plan and address the evaluation of workmanship
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and personnel skills. Contractor shall ensure that the personnel working on the project are sufficiently
skilled to meet the project requirements. Contractor shall ensure that manufacturing quality personnel
are trained and certified in accordance with the defined program. Records of personnel competence
and training shall be available to customers, if required. The training and competence program shall
address the following as a minimum:

a) Ensure that the personnel skills required to conduct necessary tasks are identified and provided
as needed.

b) Ensure that the status of personnel training is reviewed on a regular basis and appropriate records
are maintained.

c) Addresgequipment and process certification and identify the review periods for re-certificatipn.

d) Listany|special processes that require training and competence.

e) Listauthorized technical personnel to perform special processes.

6.15 Ground support equipment certification

Contractor fhall establish controls to ensure that ground support equipment (GSE), as well af the

test softwai
and manufa
to ensure c(
of test equi
equipment

e, are validated for use with qualification and flight hardwaré.”The GSE shall be desi
ctured in compliance with PA requirements including safety, cleanliness and calibr
mpatibility with flight hardware. An analysis shall be performed on the interface cir
pment that directly interfaces with a commercial satellite to ensure that potentia
failures will not cause damage to the flight equipment under test. Adequate prote

for flight hajrdware shall be implemented in the equipment.anid validated before use. Contractor

establish a
made availd
certification
by contract

6.16 Elect

Contractor

provisions for identification of ESD _sensitive devices, personnel training, and work area proce

ESD control

ESD control
under contr

ESD control
control is ne

6.17 Conts

program for certification of requirement. Records of equipment certification sh

r and subcontractors, the certificationtecords are available on site for review.

rostatic discharge control plan
bhall establish and maintain\electrostatic discharge (ESD) control plan to define sp

should be prepared on the basis of Reference [2] or equivalent standards as a guideli

shall be implemented for manufacturing, storage, inspection, assembly and test actiy
hctor’s responsibility.

shall be implemented where it is necessary. Customer should identify too, where
cessary.

jmindtion/cleanliness control plan

isned
htion
cuits

test
ction
shall
1 be

|
ble for customer’s review as required. Forcthe GSE delivered by contractor to cust}mer,
records shall be delivered to customer on\request. For equipment used for manufact

ring

beific

d1lelres.
ne.

rities

ESD

Contractor should establish and maintain approved contamination/cleanliness control plan for flight
hardware, with requirements for conformance specifically defining cleanliness, contamination and
debris control requirements in accordance with ISO 15388, ISO 14644-1, MIL-STD 1246C [28] or their
equivalent to prevent contamination of components, and contractor shall maintain a cleanliness record,
which subcontractor shall show the customer if required. This plan shall encompass provisions for
handling, storage, cleaning, assembly and packaging of deliverable qualification and flight items. The
minimum level from contamination cleanliness shall be defined in this plan.

6.18 Testing

6.18.1 Test facilities and equipment

Contractor shall ensure that test facilities, either internal or external, comply with project requirements.
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Contractor shall ensure that testing techniques and data are validated prior to use and controlled during
their use in testing. In particular, provisions shall be made for testing, approval and configuration
control of the software involved and prevention of it being tampered with.

It shall be possible to verify the correct operation of all items of test equipment without having to apply
them to the test item.

6.18.2 Test documentation

Test procedures and reports shall be reviewed and approved by the QA team. Contractor shall ensure
that tests are performed in accordance with the approved test procedures. Contractor shall implement
QA pfogram to ensure that tests are performed in accordance with documented test proceglures.

Contfactor shall ensure that all test are comprehensively documented in test repofts, and that they
include, as a minimum:

— teference of tested item;
— Tteference to applicable test procedure and description of deviations froni it during actyal testing;
— tlest data records and evaluation;

— gummary of test results including non-conformances.

6.18[{3 Test performance monitoring

Contfactor QA function shall define within test plan theZmost effective way to monitor the performance
of test activities, to ensure the adherence to the test’procedures. Test witnessing by QA peisonnel shall
be cgnsidered when manual intervention is perforimed, at the setting-up, start and end of continuous
fully| automated test sequences, or when no_automatic recording of test parameters dr results is
availpble. Special precautions shall be taken for all testing activities related to critical characteristics
as identified in the critical items control program

Testing activities or results to be subject to formal QA certification shall be identified aq such in the
releviant test procedure. Customer rmay witness test activities as specified in the applicable|]SOW.

6.19 Test reviews

Contfactor shall implenient QA program to ensure that formal reviews are performed befdre and after
maj? portions of qudlification or acceptance tests, according to the applicable SOW requirgments. The
t

QA team shall be sepresented in the formal boards established for the review of readinesf for testing
and testing accamiplishment. Customer participation in the test reviews is defined in the appllicable SOW.

Contyractorsshall ensure that a test readiness review (TRR) is held to authorize the test|before each
phasg ofsatellite testing activities.

Cont Astar chall anciiven thaot A +act vwaviagas hoaed (T.\B) H }\AIA AfEar yaiag bl o nf qu: lification or

o CToOT—STIroartrrourc——ttrac ot ot T v ItvYww—ooart TCTIO T tCT o O poTtrotrs—o

acceptance tests to review test results and to give the go ahead for the next phase.

6.20 Quality records and traceability

Contractor shall implement and maintain an effective identification and data retrieval system for parts
and materials in conjunction with the deliverable end items. This traceability system will provide
identification relevant to procurement, fabrication processing, inspection, test and operating records.
Quality history records shall contain the results of inspections and tests, discrepancies, rework history,
as well as the acceptance of each inspection and test operation, and shall be authenticated by authorized
and controlled quality approval stamp or by entry in a controlled electronic system. Contractor shall
maintain a system for the control of quality assurance approval stamps or signatures used to signify
acceptance of qualification and flight items as well as documentation. Such system shall be traceable to
the assigned individuals. Customer shall have the right to review such records from unit level assembly
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and test to satellite level integration. Quality records shall be maintained to demonstrate conformance
to specific requirements. Contractor shall maintain and implement documented procedures for storage,
maintenance, and retention of qualified records. Quality records shall be retained by contractor for a
minimum of five (5) years subsequent to program completion, or as specified by contract.

6.21 Non-conformance control

6.21.1 Non-conformance reporting

Contractor shall establish and implement a formal non-conformance reporting system which includes

effective an

corrective a
should take

Contractor
equipment 3

Major non-dg
conformanc
levels. Listi
accessible o
customer v
establish an
for timely rq
failures, wh
and flight 4
repetition g
will documd
achieved.

6.21.2 Non

A major non
following ar

T p o =

)

ctions that are taken with accurate and timely closures. Non-conformance reporting‘syj
into account requirements defined in ISO 23461.

lvcic formmal fondbacly of foiliven dat o
gy St5Herarreeasatorahtdre-aata

shall notify customer of major non-conformances that occur on qualifieation or {
t the unit, subsystem, or system level in accordance with the applicable SOW:

onformance reports shall be issued and delivered to customer by contractor on all
es for qualification, proto-flight or flight acceptance testing at unit,-subsystem and sy

a electronic online media, hard copy distribution or theifs equivalent. Contractor
d implement a corrective actions system with clearly defin€d methods and responsibi
solution of systematic non-compliances and specific discrepancies, non-conformance
ch are detected during procurement, manufacture and test of the deliverable qualific

f similar substandard conditions. Corrective, actions reports shall be generated W
ent follow-up actions until adequate correetion and verification have been satisfact

-conformance definition

-conformance shall be those which can have an impact on contractor requirements i
eas:

safety

interfa

people or equipment;

operatignal, functional or anytechnical requirements imposed by the contract;
reliability, maintainability, availability;
lifetime}

functiomal oridimensional interchangeability;

swith hardware or software regulated by different contracts;

foilurac that Avrn Analucnd and raviavsnd ~nd Broper
failures-that-are-analysed-andreviewedand-prop

stem

light

non-
stem

ngs of lower level non-conformance reports, as well as selected reports, shall be made
In site to customer upon request. Identified applicable alerts ‘shall be made accessili

le to
shall
flities
5 and
htion

irticles. The methods employed shall include.préventive measures to preclude fyture

hich
orily

nh the

and in the following cases:

— project-

— for EEE

changes to or deviations from approved qualification or acceptance test procedures;

specific items which are proposed to be scrapped;

components, in case of:

— lotorbatchrejection during manufacturing, screening or testing at the manufacturer’s facilities,
if contractor proposes to use as is the rejected lot or batch, or to continue processing, rework or
testing, although the lot or batch does not conform to the specified requirements;

14
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is used):

fit, form and function;

non-conformance detected after delivery from the EEE parts manufacturer (if the lot/batch

— any failure during lot validation at procurement responsible level (LAT, QCI, DPA, RVT);

EEE part failure in use at equipment level (manufacturing or testing).

3 Non-conformance disposition

onformance control cycfnm shallinclude nrocedures fortheidentification and control

f major and

ming
mind
Maj

chan|
with
requ
shall
of in|
proc

6.22

Cont
orbit
prob|

6.23

6.23

Cont
to th

6.23

Cont
and
elect

contr

cont
certi
Store

r discrepancies. Rework-to-procedure dispositions and authorized standard repair @i
r non-conformances may be processed subsequent to contractor’s preliminary engineq
non-conformances which cannot be disposed by such preliminary reviews |shall

0
by tIEe contractor’s material review board (MRB). All major deviations and waivers or

es documenting a non-compliance to contract requirements, shall beprocessed in
contractor’s configuration management procedures and, if not in‘¢ompliance w
rements, shall be submitted to customer for review and approval @s) contractually 1

spection or test, do not conform to acceptance criteria or coutractual requirement
bssing of these non-conformances shall be permitted in accordance with analysis by M

Alert system

ractor shall review alerts and problems occurrigg on other projects whether on g
and take necessary actions to eliminate their effects on the deliverable hardware. An
em notifications that impact the project shall'be identified and reported to customer.

Handling, storage, preservation, packaging and shipping

1 General

ractor shall have procedurestand appropriate facilities for avoiding deterioration, los
e items during storage, handling, preservation, packaging and shipping.

2 Handling, storage and preservation

ractor shall takeall relevant precautions during handling operations to prevent dam
protect them)from natural and induced environments. Particular attention shall
rostatic disecharge prevention. Contractor shall provide an ESD protected area and imj

in relevant handling instructions when and where necessary. Contractor shall
fication of ground handling equipment prior to any handling or transportation of fligh

provide for the effective segregation and identification of articlesZand materials that,

ol process. Quality assurance team shall verify that manufacturing, assembly and test

positions of
ring review.
be resolved
engineering
accordance
th contract
equired. QA
as a result
s. Continual
RB.

round or in
y alerts and

5 or damage

hge to items
be given to
blement ESD
documents
also verify
t hardware.

ddtems shall be hrm’pr‘fpd qo:nncf contamination deterioration and dnmncp Aded

uate safety,

cleanliness and age control of stored items shall be prov1ded Life limited items shall be specifically
identified and controlled with respect to shelf life time. Contractor shall ensure that items subject to
deterioration, corrosion or contamination through exposure to air, moisture or other environmental
elements are preserved by methods which ensure maximum protection consistent with life and usage.

6.23.3 Packaging and shipping

Contractor shall implement and control packaging operations to ensure qualified protection for
items from natural and induced destructive mechanical and environmental elements, ESD and
contamination. Shipping activities shall be monitored by QA to ensure conformance with established
procedures and specifications. Shipping containers for flight hardware susceptible to shock damage
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shall be instrumented with shock detectors. Provisions shall be made for inspection and control of all
equipment shipped to ensure that:

a) all equipment has been subjected to and have satisfactorily passed all applicable inspections
and tests. Emphasis shall be given to physical segregation of conforming equipment from those
awaiting test results or final dispositions;

b) all equipment is complete and assembled as required and documentation is complete;

c¢) all equipment has been preserved and packed in accordance with applicable procedures and
specifications;

d) all packed equipment has been identified and marked in accordance with applicable proeedures
and spefifications;

e) equipment is accompanied by the EIDP or as a minimum necessary technical dectiment] e.g.
handling instructions, operating manuals, installation manuals, historical regords, drawings,
indicatipn of remaining useful life of limited life items;

f) handlir(lf devices and transportation vehicles are adequate for the items ‘involved. Loading and
transpdrtation methods conform to agreed requirements. Shipping container shall identif}y the
location of the documentation package;

g) a shipmlent notification prior to the arrival of any item has to be-given to the next user in a timely
mannerwhich shall contain as a minimum:

1) project title;

2) item identification;

3) quantity;

4) flight or other transportation details, such'as flight no.;
5) timp and place of arrival;

6) airyvay bill no.

6.24 Preparation for delivery

Contractor $hall ensure that.packaging materials, methods, procedures and instructions provide for
protection gf items while atthe contractor’s plant, during transportation and, as far as it is practidable,
after arrival at destinatign.

Before packjng, conite¢tors shall be inspected to avoid any issue on damage and cleanliness. Contractor
shall ensure that appropriate marking and labelling for packaging, storage, transportation and shipping
of items are|pefformed in accordance with applicable specifications.

6.25 QA role in configuration management

Contractor shall maintain the satellite hardware, software and documentation configuration during the
assembly, integration and testing of the component/subsystem/system. Contractor shall prepare and
implement a configuration management process in accordance with ISO 10007 or approved equivalent
standards.

QA representative shall review that this process identifies activities to ensure that configuration
identification and configuration change control are achieved and maintained. Responsibilities and
decision points in the configuration management system shall be clearly delineated. Interfaces with
other systems affecting configuration management activities shall be described. The contractor’s
internal procedures required to implement this process shall be made available on site to customer for
review upon request.
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6.26 Configuration identification

Configuration identification shall identify specifications, standards, drawings and software that define
a system or article of equipment. Release of approved drawings and other associated documentation
shall establish the configuration identification. The initial configuration identification shall be
established by a group of specifications that define the technical requirements from the system level
down to a subsystem or control item level. A master index shall identify the list of control items which
comprise the contract deliverable items. The master index shall show the control items in terms of
top drawing number, indentured level, and quantity required for next assembly, along with revision
affectivity.

6.27 Configuration control

Confjguration control shall be maintained by means of a Configuration Control Boand/Chz
Boarid (CCB/CRB). Contractor shall submit Class [ approved changes from the CCB/CRB on t}
customer, and shall include engineering changes from heritage projects which are’consider
Sumpmary minutes of these meetings shall be reported to customer.

nge Review
is projectto
ed relevant.

Contfactor shall develop procedures for the administration, analysis eoerdination, and processing of
engineering change proposals as well as deviations and waivers, from origination of the chgnge request

throt
and

igh required approvals or rejection. Additionally, the contractot’s method of control fqg
waivers shall provide the means for departing from reguirements contained in c

r deviations
nfiguration

identification without permanently altering the technical doeGmentation.

6.28 Change classification

Cont ing changes
d document

mission of a

ractor’s configuration management system shall formally classify all program engineel
as Class I (major) and Class II (minor) changes. Thissystem shall be established to control ar
all changes affecting specification, drawing and\software. A Class I change shall require suh
chanjge proposal to customer for formal approval and a formal change to the contract.

A Class I change is a change that impacts the contractual/technical agreement by affe
including one or more of the following:

cting items

a) ¢stablished technical baselifie'after agreement;
b) o¢perational or performance aspects;

) ission objectives;

d) interfaces/interchangeability;

e) gafety, reliability, maintainability;

f) it ferihy, and function of final delivered satellite;
g) onttechnical contractual provisions

A Class Il change is an engineering change that does not fall within the definition of a Class I change.

6.29 Configuration status accounting

Contractor shall establish and maintain an as-designed versus as-built configuration verification
list. This list shall include details such as item name, part number, serialization, revision status, and
applicable change information. Contractor shall ensure that the manufactured as-built configuration
of hardware will accurately correspond to the configuration described in the released engineering as-
designed documentation. Differences identified between the as-designed report and the as-built report
shall be resolved prior to final acceptance for each control item and higher level assembly, as applicable.
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Contractor shall implement configuration status accounting, which involves the recording, and
reporting of the information required to manage configuration effectively. This area includes the status
of proposed changes to configuration as well as implementation of approved changes governing the as-

built versus

as-designed configuration.

7 Dependability

7.1 Gene

ral

The International Standards for space systems define the requirements of dependability (reliability,

availability
that cannot
life are geng
tailored to 1

7.2 Relia

Reliability pj
demonstrat
design phaf
equivalent 1

and maintainability), as specified in ISO 23460. In the application to commercial sat
be repaired in orbit, the requirements with regard to reliability, availability and o
rally required. The methods and techniques shown in 7.2 to 7.7 should be applied ay
heet the requirements of each project.

bility prediction

irediction should be performed to implement a reliability designs trade-off, if applicablg
e that the failure rate of the equipment can meet reliability requifement. During prelimj
e, this analysis should be performed using the parts count method of Reference ||

the stress apalysis method of Reference [1] or equivalent. Failure rate/of each part should use data

Reference [}
used in prey
of parts strg
for the elect
the result of
orbit is not ¢

Average

|| or equivalent information. If other data, such as manufacturer’s test data and/or
ious space projects, is necessary, then the customer, review the adequacy. As for the mq
ss on Reference [1] or equivalent, the result of the“parts stress analysis should be ap
rical stress. Also, the temperature stress used in this analysis should also be taken
the parts stress analysis based on average temperature in orbit. If average temperaty
lefined clearly, average temperature should be estimated by Formula (1):

Temp. = Minimum Temp. at BOL /2 +Maximum Temp. at EOL/2

Non-operating multiplication factors shall be used to assess the reliability of non-operat

equipment:

electric
active if

ems;

— mechanlical items shalllbeassumed to have 1/100 (one hundredth) of the failure rate of active it

Also, analys

is data package shall include the following as a minimum:

ellite
5sion
1d /or

,and
nary
1] or

hethod. During critical design phase, this analysis should be performed and updated yising

from
data
thod
plied
from
rein

(0

ional

al or electronic items shall be assumed to have 1/10 (one tenth) of the failure rdte of

ems.

a) reliability block-diagram;

b) failure fatesfor each block of reliability block diagram;
c¢) mathematical models or applicable dynamic model data;
d) probability of success results;

e) comparison of results with specified requirements.

The analysis shall be submitted to customer as a part of the design review data package.

7.3 Parts

derating and application review analysis

Parts derating and qualification should take into account the requirements defined in Reference [4]
or equivalent. Parts derating and application review for all equipment on commercial satellite should
be performed to ensure that application of each part meets the derating criteria under maximum

18 © ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=ef1c47e4c0dca565e378bfa7ef883adc

IS0 20188:2018(E)

temperature of acceptance test (AT) condition. As a minimum, the following should be reported in
stress analysis work sheet:

a)
b)
‘)
d)
e)
f)
g)

This
each

1

q

Subc
prim|

Allp
cons
werg

submpitted to the customer as part of the design review data package.

7.4

WCA|
case

data
shall

In p4
For {
term|
analy

7.5

Part
stres
they

parts description;
parts type;

parts number;
assembly name;

drawing number;

emperature range (both rated and applied temperatures);

tlectrical value (both rated value, applied value and stress ratio).

part type should be as is required in the appropriate performance specifieation.

pntractor of equipment may propose alternative derating criteria based on success ex]
e contractor’s review, if necessary.

hrts stress that exceeds derating criteria shall be reviewed internally and corrective ad

used and/or design changes were not practical with technical justification. The anal

Worst case analysis (WCA)

should be performed to ensure that satellite performance can meet requirements und

shall be clarified in the analysis. Where analysis or source of data are not practical, t
substitute for the analysis.

rticular, three (3) sigma approaches should be taken for the drift parameter by radia
he random term, the R§S:method should be used for the calculation of parameters.

the linear sum methed should be used. Contractor can propose alternative WCA ap
sis shall be submitfedto the customer as part of the design review data package.

Wear-outassessment

5, materials'and processes subjected to wear-out or degradation due to environment
ses or inherent physical processes should be designed, fabricated, selected and usg
cani provide full required performance over their intended design life time with

mar

analysis should include stress during transient under worst case condition. Deratinjg criteria of

perience for

tion shall be

dered. Subcontractor shall require prime contractor’s review if parts that exceed derating criteria

ysis shall be

er the worst

condition during its design lifetime thatis specified in performance specification. Thie tolerances
of parts, temperature, aging and radiation.effects should be considered in the analysis. Sot

rce of these
he test data

tion effects.
For the bias
proach. The

application
d such that
A justifiable

in_Design margin of such items for operation in orbit should be as is required in the

appropriate

performance specification. Such items should be analysed, and prediction should be made of their
satisfactory design lifetime. Data shall be submitted to customer for review regarding the justification
for selecting such limited life items, especially travelling wave tubes, mechanical devices/items,
lubrication systems, etc. The analysis shall be submitted to the customer as part of the design review
data package.

7.6 Failure mode, effect and criticality analysis (FMECA) and single point failure
(SPF) summary

FMECA should be performed to analyse the failure modes of the electric parts, their effects on
equipment and/or subsystem/system performance, and the severity of the failure modes. In order
to prevent failure propagation to interfacing equipment, special emphasis should be placed on the
input/output interface such as the power input line, telemetry and command interface, and signal line.
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Effects of failure modes should be analysed to determine the need for design change or other action.
Failure modes or effects that require corrective action shall be followed up and documented in a formal
way to ensure appropriate corrective action.

At preliminary design phase, an assembly level (unit level) and subsystem and/or system level, FMECA
should be performed. At critical/detail design phase, a detailed analysis including design modification
should be performed and an assembly level and subsystem and/or system level should be updated with
any change points. For a piece parts level FMEA, interface failure effects (i.e. between power lines,
telemetry and command lines, any signal line, etc.) should also be performed.

Each failure mode
categories are-de : dd
summarized based on the FMECA. Corr

arry, 5
ective action to eli

minate

will be a key activity of FMECA. The SPF with severity categories is defined in Table 2. As specified in
5.7, identifigd SPF items shall be identified and shall be reported to customer for review. The andlysis
shall be submitted to customer as part of the design review data package.
Table 1 — FMECA Severity Categories for Commercial Satellite
Severity Assembly/ Subsystem Satellite system
categorigs Equipment level level level
Failure mode results in risk'of Failure mode results in
Failure mode results in risk of . complete loss of the satellite
1 . loss or degradation of 6ther . o
loss or degradation of other f ional sub ik | System and all its missipns
i equipment (risk of failure unctional Subsysteidy (ris (referring to specified
(Catastrophic) q . of failure propagation) . .
propagation). . requirements) or constitutes
or constitutes‘@hazard. ;
a catastrophic safety hazard.
Failure mode results in Failure mode‘results in com- . .
2 . . Failure mode results in
complete loss of operational plete less of operational .
- . \ partial loss or severe degra-
(Criticall) capability of equipment under| capability of subsystems dation of mission P
consideration. tunder consideration. '
Failure mode results in severe [Failure mode results in severe . .
3 d dation of ; . : Failure mode results in ¢nly
egradation of operational degradation of operational : s
(Major) capability of equipment under| capability of subsystems minor or negligible
ajor i issi
) consideration. under consideration. degradation of missiop.
4 Failure mode resultsin only | Failure mode resultsin only
) minor or negligible minor or negligible No category 4 for a satellite
(Minor gr degradationofequipment degradation of subsystems system level
L g quip 8 y y
Negligiblp) under consideration. under consideration.
Table 2 — Definition of SPF with Severity
Assembly"/ Equipment Level Category 1
Subsystem Level Category 1
Satellite System Level Category 1

7.7 Hardware-software interaction analysis (HSIA)

HSIA should be performed to ensure that the software reacts in an acceptable way to hardware failure.
HSIA should take into account the requirements defined in Reference [26] or equivalent.

7.8 Fault tree analysis (FTA)

FTA should be performed to ensure that the design conforms to the failure tolerance requirements for
combinations of failures. FTA should take into account the requirements defined in Reference [26] or
equivalent.
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7.9 Common-cause analysis

Common-cause analysis should be performed on reliability and safety critical items to identify the root
cause of failures that have a potential to negate failure tolerance levels. Common-cause analysis should
take into account the requirements defined in Reference [26] or equivalent.

7.10 Failure detection isolation and recovery (FDIR) analysis

FDIR analysis should be performed at system level to ensure that the autonomy and failure tolerance
requirements are fulfilled. FDIR analysis should take into account the requirements defined in
Reference [26] or equivalent

7.11 Availability analysis

Availability analysis or simulation should be performed to assess the availahility of [the system.
Availability analysis should take into account the requirements defined in Reference [26] of equivalent.

7.12 Qualification status

Contfactor should ensure that all flight hardware is qualified for flight. All items subject to qualification
testing should not be used as flight hardware. Contractor shauld prepare and maintain a current
qualification status list (QSL) of units designated. The QSL shall be provided to customer. Any deletion
and/pr addition to the list shall be subject to review and approval by customer. The QSL shall identify
item$ such as unit name, part number, specification number, supplier, test type, test stptus, report
statys for qualifications on the project, report number, heritage and any supplementary comments.

Contfactor should demonstrate that flight units_supplied to the project have been id¢ntified and
qualified. The following categorization and assogiated qualification test methods should be applied.

a) [Existing fully qualified unit: Only requireés documentation review to substantiate statys.

b) Existing unit qualified or proto-qualified on another project and whose design, manufgcturing and
¢ontrol procedures, as well as parts, materials and processes need no modification for the present

roject, but which are subject te more stringent environmental conditions: Requires|proto-flight
Eevel testing for first unit.

c) Unit derived from ap-earlier qualified design but with design, manufacturing and/or control
procedures or withsparts, materials and processes changes: Delta qualification by test], or analysis

ith customer agreément and approval, is required for flight units, previously qualified or proto-
qualified on otherprojects by contractor, to levels appropriate to application.

ht the EQSR.
yironmental
warrant full
qualification testing, proto- fllght testlng may be warranted as mutually agreed with customer. If
a unit is designated for proto-flight testing, the proto-flight tests may replace the unit acceptance
tests. Customer shall have the right to monitor all qualification tests in progress during contract or
specifically performed for contract applicable to project equipment at contractor's facilities and its
subcontractors and suppliers.

8 Safety

8.1 System safety control

Contractor shall establish and implement system safety program as part of PA plan in accordance
with ISO 14620-1 or approved equivalent standards to ensure that safety is designed into a satellite
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system and is maintained throughout the life cycle from design, manufacture, assembly, test, storage,
transportation, launch support and launch. This safety program shall also ensure operational control
over identified hazards and ensure that malfunctions of equipment or human operating errors shall not
result in injury to personnel, including customer and visitors, or damage to flight equipment, facilities,

property or

its associated infrastructure, and that delay.

PA team shall review all test documentation to ensure that test procedures reflect conformance to
safety requirements for the protection of personnel, facilities and equipment, and to minimize the
hazards associated with the test performance.

System safety program shall be done in accordance with (by order of priority):

a)
b)

safety I
ISO 146

A safety rep
program or

8.2 Safet

Systematic
shall be init]
required.

Safety and
agreements
control of hi

8.3 Safet

Contractor ¥

hunch site regulations;
P0-1.

resentative shall be designated. Contractor shall demonstrate to customerthat the s
manual is implemented.

y and hazard analysis
hnalyses shall be performed to identify conditions which may’propagate hazards. T

jated early in design phase and shall be updated to include\adequate control measur

hazard analysis plan shall be prepared and presented, in accordance with the
including equipment, assembly, subsystem, system safety, for the elimination ar
izards.

y design

will clarify design philosophy and furnction for the criticality prevention function for s

critical sysfems. The following sequence ofractivities specified in ISO 14620-1:2002, 5.2.3 shg

applied:

a) hazard
b) hazard
c¢) hazard
d) hazard
e) hazard

Failure tolel
the system s

blimination;

minimization;

control — safety.devices;
control — warhing devices;
rontrol << $pecial procedures.

anee is one of the basic safety requirements that is used to control hazards. The desi
Hall meet the following failure tolerance requirements:

hfety

hese
es as

SOW
1d /or

hfety
1l be

on of

a) no singl

b)

e failure or operator error shall have critical (or catastrophic) consequences;

no combination of:

1) two failures;

2) two operator errors;

3) one

to desig

22

failure and one operator error for they shall have catastrophic consequences.

n to minimum risk or by meeting probabilistic safety targets.

All hazards not controlled by conformance to failure tolerance shall be controlled by conformance
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d) Technical requirements for areas of design for minimum risk shall be identified and approved by
the relevant safety approval authorities.

8.4

Training

Contractor will perform training for engineering, technician, operator and maintenance personnel to
maintain safety for hazardous work, personnel and payload/GSE. The training will be based on training

plan,

which will include the following items:

a) toidentify hazardous work which is required training;

b) toThrifyTequired certification;

c 1

1

I

d) t
e) 1
f)

9 1

9.1

Cont
seled
relia
mant

o clarify hazardous situation:
) identified hazard, hazard cause, risk estimation, prevention and controlanéthods;

) relevant procedure, check list and/or contingency procedure;

3) safety devices, protection devices and/or alarm devices;

l) residual risk;
o clarify emergency contact;
o clarify training schedule;

o record participant and result of training.

LEE parts

Program plan

ractor shall establish and maintain a comprehensive program for controlling the s
tion, approval, application, qualification, screening and burn-in as well as acceptanc
pility electrical, electronic-and electromechanical (EEE) parts, as applicable to their
ifacture of deliverable flight and qualification items.

Parts control board

5 control board (PCB) will be established and implemented in order to control, review

election and-application of parts. The members of PCB will be parts specialist, PA

ineer and the member of the project office. PCB will review the following items:

arts selection and standardization;

pecification,
e of all high
lisage in the

hnd approve
staff, design

results;

c) establishment and maintenance of parts qualification status;

d) wupdating the parts list;

e) review and approval of the qualification test plan and radiation test plan;

f) review and approval of the parts specifications;

g) review government alerts and/or other alerts.

Customer can participate as a member of PCB when specified in the applicable SOW. The findings of
PCB will be transmitted to customer in accordance with the applicable SOW.

© ISO

2018 - All rights reserved

23


https://standardsiso.com/api/?name=ef1c47e4c0dca565e378bfa7ef883adc

IS0 20188:2018(E)

9.3 Parts selection

The general guidelines for parts selection and control are described in 1SO-14621-1 and ISO-14621-2.
The parts shall be selected so that the equipment meets the reliability, performance and environmental
requirements specified in the engineering specification and the SOW. Unless otherwise specified,
preference should be given to parts selected from the following lists or their equivalent:

Level 1 Parts listed in NPSLD;

parts listed in ESCC QPL32);

parts listed in Part [ of EPPL:

materials testing or similarity.

a)

b) Level B

c)

d) Levell

e) Gradel
f) parts (a
g) parts af
h) parts, \
The parts th
that are not
parts, and p
for an exam

The manufa
parts manu

parts listed in GSFC EEE-INST-0021);

parts listed in GSFC PPL-211);

quality level is based on the NPSL level 1) listed in MIL QPL);
proved for other equivalent space programs;

rhich are demonstrated to meet the requirements of intended use*by qualification teg

at meet the selection criteria above, a) to f), are considefed as space qualified parts.

included in the selection criteria above, a) to f), should\be regarded as non-space qua
hrts approval document (PAD) shall be submitted to the customer for approval (see Ani
ble). The parts specification can be available at contbactor’s facility upon request for re
cturer of non-space qualified parts should be requested to have established, high relia
facturing program and good experience in-supplying parts for space use. The follo

ting,

Parts
ified
nex A
view.
hility
wing

consideratigns should be applied to parts selection.

a) Solid tgntalum capacitors require 100 %.surge current test as specified in Reference [}
equivalent.

b) Semicopductor devices using eutectic alloys for die mounting are preferred.

c) The use|of diodes, transistors and microcircuits with die protection through glass case is prefe

d) The us¢ of monometallic internal bonding of semiconductor devices is preferred as mug
possiblg.

e) Microcifcuit design ahd construction shall be in accordance with Reference [9], Reference [10
equivalent requiremeénts.

f) Hybrid |microeirctits shall be qualified and screened. The requirements of Reference [12
equivalentshall be used.

g) The follewingparts-shal-NOT-beused
1) variable resistor and capacitor;
2) aluminium electrolyte capacitor;
3) wet-slug capacitors with silver case;
4) relay which is not sealed by welding;
5) Germanium and GaAs semiconductor (not including microwave application);

1) All application notes in NPSL, GSFC EEE-INST-002 and GSFC PPL-21 apply.

2) As for alotacceptance test, LAT2 or LVT subgroup2 will be performed on each lot.
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6) plastic-encapsulated semiconductor;

7) dice without glassivation;

8) unpassivated power transistor;

9)

package seal;

10) semiconductor devices with glass die mounting except CMOS integrated circuit;

11) mesa or alloy type transistor;

discrete semiconductor with organic and/or polymeric materials as a package and/or

|
|

1

]
h) 1

q

1

4

g

¢

Part
and

shall
prop
non-

manufacture, screen, inspect and handle by contractor after receipt of them:

2) gundiode;

3) flip chip or beam lead device;

%) semiconductor device)without hermetic sealing;

| 2) parts and materials using pure tin, cadmium and zing;

may be acceptable);

14) non-hermetically sealing parts (semiconductor and microcircuit)shybrid 1C/mo
module;

|5) thin-film nichrome resistor;
|6) non-over coated silver epoxy in non-hermetic applicatiofis;
| 7) Polytetrafluoroethylene (PTFE) wire insulation for.e%ternal application (exposurg

f the following parts are used, then technical justification for their usage shall be
ustomer for approval. The technical justification~shall include, as a minimum, how

) tunnel diode;

}) LCC device;

) CMOS device thatis non-radhard or has not had radiation verification testing perfc

b selected foraise should be reviewed and listed in the parts lists. These lists should be
controlled,.and submitted to customer for review. For non-space qualified parts, th

submit<{he parts approval document (PAD) (see Table A.1) for approval. The con
pse their'own standard PAD format. The customer's formal approval is required for th
standdrd part.

|3) mechanical micro switch (in the case of one shot operation or only monitor|purpgse, the part

Hule and RF

to space).

provided to
F to control,

rmed.

maintained
b contractor
tractor may
b use of each
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9.4 Parts screening

All EEE parts should be screened by 100 % testing at the contractor, manufacturer or supplier. Parts
screening corresponding to the following parts quality levels or their equivalent should be applied, and

any changes or deviations shall be strictly approved by the customer:
a) resistors and capacitors: failure rate S of ER-MIL specification3);

b) transistors and diodes: JAN S of Reference [8] or equivalent3) or ESA Level B;

c) microcifcuits: Class V/S of Reference [10] or equivalent or ESA Level B;

d) hybrid microcircuits: Class K of Reference [11] or equivalent3);

e) for the ¢ther parts: Level 1 of Reference [4] or equivalent3):

For programmable devices (e.g. PROMs, PLAs, and FPGAs), a dynamic burn-in (duration time: 24
should be cpnducted after programming if the manufacturer recommend to,de-so. The post bu
should include DC/AC, and functional test for user’s program verification.

Hybrid devigces that contain discrete chip semiconductors should be scteened in accordance wit
Class K of Reference [11] or equivalent. Additionally, all chips and-hybrid devices should be st
processed, fabricated, assembled, tested and inspected in a clean.area or a cleaned work station
they are sedled hermetically in accordance with Reference [11] or)équivalent. Inspections should
accordance with an existing and proven standard such as Reference [12] or equivalent method 207
diodes, Reference [12] or equivalent method 2072 for transistors, Reference [13] or equivalent mqg
2010 for migrocircuits, or Reference [13] or equivalent method 2017 for Hybrids IC.

PIND test should be performed on discrete semiconductors and microcircuits having cavity
packaging. This test should be performed in accordance with Reference [13] method 2020 conditi
Reference [12] method 2052 condition A or equivalent. The percent defective allowable (PDA) for
test (see Reference [9] or equivalent and Reference [8] or equivalent) should be applied.

Contractor §hould review the screening test data. This review should contain the test procedures
lot acceptarnjce testing and recorded data. The data review should be conducted to verify the adeq
of the data, accept/reject criteria, delta limit and PDA based on the procurement specification.

The details ¢f the parts screenigrequirements shall be stated in each parts specification and subm
to customer|for approval.

Grade 2 Parts from Reference [3] or equivalent should be upgraded by re-screening. For th
screening, Reference [4] or equivalent should be used as a guideline. The contractor shall subm
contents of the re-Screening with the PAD (see Table 2) for approval.

Parts whos¢ Storage duration from being incoming accepted to being assembled is over six }

10 h)
rn-in

h the
bred,
until
be in
4 for
thod

type
on A,
PIND

with
uacy

itted

e re-
t the

years

should be re-tifetested—The tontentsof the Te=tife test shoutd-include extermat-visuat, sampteb
solderability test, and fundamental electrical characteristics as possible.

9.5 Lot acceptance test (LAT)/quality conformance inspection (QCI)

9.5.1 LAT/QCI for space qualified parts (MIL, EU, JAXA, etc.)

ased

The LAT/QCI should be performed on all products purchased according to JAN S, Class S, Class K, Class
V, MIL-ER specification, Class I of JAXA specification and Level B of the ESA/SCC for active parts and

3) All application notes in Reference [3], Reference [4] and Reference [5] or equivalent apply.
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Level C of ESA/SCC for passive parts or equivalent specification. For ESA/SCC parts, the following

criteria, which are specified in Reference [14], or equivalent can be applied.

a) Level LAT1: the part is neither ESA/SCC nor United States Military qualified at the time of
procurement and level LATZ2 is not applicable.

b) Level LAT2: the partis not space qualified but has successfully supported other long life and/or high
reliability space program and the reliability/evaluation data are still valid for the current design.

c) Level LAT3: all cases are not included in level LAT1 or LATZ2. Level LAT3 or tests may be replaced by
incoming inspection. Level LAT3 tests may be omitted for qualified ranges of components (e.g. 54HC).

9.5.2 LAT/QCI for non- space qualified parts

For mon-space qualified parts purchased according to SCD, the LAT or QCI should be p

accol
shou

or Q
proc
party

9.5.3

Cont

of thle selected parts to ensure that they meet their mission application for the predict

envi
envij

Cont
has j
satel
desig
are (
or in
perfy
Cont

comimercial satellite will survive to the total dose radiation during the mission lifetime. A

also
in th

Suffi
effec
latch
that

Cont

‘dance with the relevant specification. For European parts, Reference [14], Clause 4.3.5
Id be applied. Based on past experience with the same parts from the same'manufacty
L] should be decided on a case-to-case basis if no changes have been made to the mg

specification approval process.

Radiation

ractor should conduct a radiation effects assessment*to assess the radiation chj

onment. Parts, which can survive both the totalcdose and the high-energy heavy i
onments of a mission for the specified orbital lifétime, should be selected.

Factor should assess the radiation levels and’demonstrate that the radiation resistanc
[ustifiable margin greater than the total dose predicted for the particular part. The
lite should be designed so that its parts survive in a total dose environment for

esigned so that all parts can withstand the specified radiation levels for this perio
sufficient data are available for parts which may be sensitive to radiation, the contr
rm the radiation verificatien testing (RVT) and present the results to customer via g
ractor and sub-contractors should implement a radiation hardness policy to dem

be submitted for these/parts which do not meet the radiation environment but which
e design with additional shielding at unit/equipment level.

Cient testing/Sheuld be performed to demonstrate that electronic parts susceptible to
ts (SEE) have a low single event upset (SEU) or single event transient (SET) rate an
-up andvburn-out in the application. Circuit designs and software techniques should |
Ipsetizates will not adversely affect circuit performance.

erformed in
requivalent
rer, the LAT
nufacturing

ess and part design and construction. The corresponding justification shall be available during the

iracteristics
bd radiation
bn radiation

e of the part
commercial
a specified

ned radiation design lifetime. The total dose effects analysis should demonstrate that all circuits

1. Where no
hctor should
test report.
nstrate the
PAD should
hre retained

single event
d be free of
e chosen so

ractor shall provide a space radiation hardness assurance plan that should be implemd

nted during

the whole project phase.

9.5.4 Destructive physical analysis (DPA)

The DPA should be performed in accordance with Reference [15] or equivalent when specified in the
applicable SOW. The quantity of the DPA samples may be reduced for expensive parts after negotiation
with customer. The DPA lab or the subcontractor shall perform the DPA. However, if customer approves
the delegation of the subcontractor for the DPA, then the parts manufacturer may be able to perform
the DPA. The DPA should be required for the parts that are shown in Reference [15] or equivalent.
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