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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

The secure management of cryptographic keys requires that their values and usage constraints be
protected for both confidentiality and integrity. This is especially true for keys used with the 64-bit
block cipher triple data encryption algorithm (TDEA) and the 128-bit block cipher advanced encryption
standard (AES) because these block ciphers allow the use of key sizes that are larger than the block size.

This document provides a method of wrapping cryptographic keys in order to provide confidentiality
and integrity protection for the keys when being transmitted or stored. The mechanism is designed to
use AES as the wrapping cipher.
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Banking and related financial services — Key wrap using
AES

1 Scope

This document defines a method for packaging cryptographic keys for transport. This method can also

be ug
ciphg

Othe
encr

ed forthestorage of keys underam AES key- Themethod usesthe btocktipher AES a5t
r algorithm.

1e wrapping

r methods for wrapping keys are outside the scope of this document but can uselthe ayithenticated

ption algorithms specified in ISO/IEC 19772.

2 Normative references

The
cons
unda

ISO

following documents are referred to in the text in such a waykthat some or all of t
fitutes requirements of this document. For dated references,‘enly the edition cited
ted references, the latest edition of the referenced document(including any amendme

11568-2, Financial services — Key management (retail) — Part 2: Symmetric ciphe

manggement and life cycle

IS0/
Part

1S0/
ANS

Fort
[SO 4
— 1
— 1

3.1
adva3

EC 9797-1, Information technology — Security techniques — Message Authentication Cod
1: Mechanisms using a block cipher

EC 10116, Information technology — Security techniques — Modes of operation for an n-bit

X9 TR-31, Interoperable Secure Key Exchange Key Block Specification for Symmetric Algo

Terms and definitions

he purposes of this docdment, the following terms and definitions apply.
nd IEC maintain terminological databases for use in standardization at the following g
SO Online browsing platform: available at http://www.iso.or

EC Electropedia: available at http://www.electropedia.org/

ncéd'encryption standard

heir content
applies. For
hts) applies.

s, their key

es (MACs) —

block cipher

rithms

ddresses:

AES

algorithm specified in ISO/IEC 18033-3

3.2
bit

binary digit

3.3
byte

sequence of 8 bits (3.2)

3.4

ciphertext
encrypted (enciphered) data
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3.5

cryptographic key

key

sequence of symbols that controls the operation of a cryptographic transformation (e.g. encryption
(3.7), decryption (3.6), cryptographic check function computation, signature generation, or signature
verification)

3.6
decryption
process of transforming ciphertext (3.4) into plaintext (3.13)

3.7
encryption
process of transforming plaintext (3.13) into ciphertext (3.4)

3.8
exclusive-QR
bit-by-bit mpdulo-2 addition of binary vectors of equal length

39
initialization vector
binary vect¢r used as the input to initialize the algorithm for the encryption (3.7) of a plaintext block
sequence td increase security by introducing additional cryptograpliicvariance and to synchrgnize
cryptographic equipment

Note 1 to entfy: See ISO/IEC 10116.

3.10

key block
block containing a protected key, its usage constrains ahd’other data, that is wrapped (encrypted) yising
a key wrapging mechanism

3.11
key wrap
symmetric ¢ncryption (3.7) algorithm designed to encapsulate (encrypt) cryptographic key materjal

3.12
nibble
half a byte (8.3), which can be represented by a single hexadecimal digit

3.13

plaintext
intelligible |data thatthas meaning and can be read or acted upon without the applicatign of
decryption (3.6)

Note 1 to entfy: Also known as cleartext. In the context of this document, the plaintext is the key being wrapped.

3.14
secure cryptographic device

SCD

device that provides secure storage for secret information, such as keys, and provides security services
based on this secret information

3.15

triple data encryption algorithm
TDEA

algorithm specified in ISO/IEC 18033-3

2 © IS0 2017 - All rights reserved
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4 Symbols and abbreviated terms

AES
CBC

advanced encryption standard

cipher block chaining (mode of encryption)

CMAC cipher-based MAC

CTR
1Y

counter (mode of encryption)

initialization vector for CBC mode or starting value for CTR mode

K
MAC
TDE/
SCD
D

cryptographic key
message authentication code

\ triple data encryption algorithm
secure cryptographic device

exclusive-OR

5
Key

ey wrap method characteristics

anagement according to ISO 11568-2 requires that'symmetric keys be protected

prote¢ction, by splitting the key into components, or,by cryptographic protection. Cr
prote¢ction can be achieved using an authenticated<encryption algorithm such as one s
in ISP/IEC 19772. However, most of the authenticated encryption algorithms in ISO/IE
designed for protecting generic payloads such“as long messages or large databases
syminetric keys that are short and have high entropy. A clear exception to this is mec

1SO/
desig
Key |
also

EC 19772:2009 which is called Key Wrap. As stated in ISO/IEC 19772, “This scheme w
ned for authenticated-encryption:of keys and associated information. This mode is ki
Wrap when the AES block ciphet is used”. It is also noted in ISO/IEC 19772 that AES

specified in NIST, AES Key Wrkap Specification and Reference [5].

The method defined in this decument uses the MAC as [V (compared with Algorithm 5 in IS

whic
supp
(e.g

supp
1SO/

The
in Al
ISO/

h is an encrypt-then-MA€ authenticated encryption algorithm) and as such it could {
ort any symmetricceneryption algorithm mode (e.g. taken from ISO/IEC 10116) or MA
taken from ISO/AEC"9797-1). However, for the purposes of this document, the key w
orts only CBG{or"CTR mode encryption (as defined in ISO/IEC 10116) and CMAC (]
EC 9797-1 and-NIST/SP 800-38B) for MAC generation.

key usage’ attributes from ANS/TR 31 shall be included in the wrapping procesg

by physical
yptographic
tandardized
L 19772 are
rather than
hanism 2 of
hs originally
own as AES
Key Wrap is

D/IEC 19772
heoretically
C algorithm
rap method
Method 5 in

as defined

hnex A Other methods include but are not limited to authenticated encryption algorithms in

E€ 19772, RFC 3394[5], ANSI CBC MAC[4] and TDEA Key Wrapl4l.

6 Key Block Binding key wrap method

6.1

General

When a key is encrypted with a block cipher that has a block size less than the size of the key, this
forces the key to be represented by several blocks resulting in a danger of substitution or misuse of
a fragment of the overall key cryptogram. Binding the blocks of the encrypted key may be achieved
through various methods.

The Key Block Binding method protects the secrecy of the key blocks and protects the integrity of the
association between the key blocks and the key block header (see Annex A for a definition of a key
block header). The method uses an AES Key Block Protection Key that was previously exchanged (using
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secure, possibly manual, methods as described in [SO 11568-2) between the two communicating parties
and used for deriving keys used for MACing and encrypting the key blocks. The method can be used for
wrapping any cryptographic key (see Table A.4).

The process

ing components of the Key Block Binding key wrap method are as follows.

Key derivation as described in 6.3:

— derivation of the MAC and encryption keys from the protection key.

Binding

and encryption as described in 6.2:

bin

enc

Decrypf

dec

valil

6.2 Keyh
The key bloq

The con

For
wit
may
of 1

For
the
key]

CMAC i
includin
truncat

CTR mg
MACm
a cipher]

The cipl

The conlfidential part (keylength, key and random padding if present) is encrypted in either C

ling of the Key to be wrapped and its header using the derived MACT Key;

yption of the key to be wrapped and its length using the derived encryption key:
ion and validation as described in 6.4:

ryption of the wrapped key and its length using the derived encryptionkey;

dation of the associated header data using the derived MAC key.

lock binding and encryption
k binding and encryption proceeds as follows.
fidential portion is constructed using one of the folloiwing methods.

CBC mode encryption, the confidential portion‘(key length and key) is padded on the
h random pad bytes until the resulting stringts a multiple of 16 bytes. Additional pad
 be used to mask the true length of the key/data as long as the resulting length is a mu
6 bytes.

CTR mode encryption, there is no padding. Note that although CTR does not require pad
confidential portion may be padded in the same way as CBC mode in order to disguis
length.

applied to the entire payload, that is, the header concatenated with the confidential
g padding if present, using the derived MAC key (see 6.3) to yield a MAC, m. The MAC i
bd and is 16 bytes.

de (depending'on which mode is chosen) with no additional padding applied and usin
hs [V and the-derived encryption key (see 6.3) in accordance with ISO/IEC 10116. This y
text, c.

nertext c is transmitted along with the MAC m and the unencrypted portion (the headg

right
lding
tiple

ding,

e the

part,
s not

BC or

o the

ields

r).

Figure 1 illu
Details of th

ke BiockoBimt , omdescribedabove

e key block header and key length encoding can be found in Annex A.
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KEY
HEADER LENGTH KEY PADDING

.

: y

" H

. ’

‘\ .................................................. L4

\“"
MAC KEY H
v Y KEY
ENCRYPTION

HEADER CIPHERTEXT MAC

Figure 1 — Key Block Binding

The MAC key and the encryption key are derived keys-as’described in the next section.

6.3

Key derivation

The ¢ncryption key and MAC key are derived:from the Key Block Protection Key using CMA

C (algorithm

5in 1SO/IEC 9797-1) as detailed in the remainder of this subclause. Table 1 shows the inpuf data to the
CMACL function.
Table 1 — Key Derivation Input Data
Nibble # | Field name Description Encoding Range of valpes
0-1 Counter A counter that is incremented for 2H 0x01-0x02
each CMAC operation
3-5 Key Usdge Indicates whether the key to be 4H 0x0000 = encryption (BC mode
Indicator derived is to be used for _
encryption/decryption or MAC 0x0001 = MAC
generation/verification 0x0002 = encryption (TR mode
4-7 Separator A 1-byte separator, shall be zero 2H 0x00
81l Algorithm Indicates the encryption and MAC 4H 0x0002 = AES 128 bit
Indicator blc_)ck cipher algorithm that is 0x0003 = AES 192 bit
going to use the two derived keys
(and is used to derive those keys) 0x0004 = AES 256 bit
12-15 |Length Length, in bits, of the keying 4H 0x0080 if AES-128 keys are being
material being generated for the generated
pair of encryption and MAC keys . .
0x00CO if AES-192 keys are being
generated
0x0100 if AES-256 keys are being
generated

NOTE The counter value in nibbles 0-1 is set to 1 when deriving the first bytes of the encryption key, then is reset to 1
again when deriving the first bytes of the MAC key.

© IS0 2017 - All rights reserved
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The Counter is incremented for each call to CMAC as part of deriving an encryption or a MAC key from a
Key Block Protection Key. The Counter starts at 0x01. The Key Usage Indicator tells if the key generated
is a MAC key or an encryption key for CBC mode or CTR mode encryption. The Algorithm Indicator tells
which algorithm is used.

Key Block Protection Keys derive keys of the same length. That is, a 128-bit AES key can only be used to
derive 128-bit encryption and MAC keys, a 192-bit AES key can only be used to derive 192-bit encryption
and MAC keys and a 256-bit AES key can only be used to derive 256-bit encryption and MAC keys.

“Length” indicates how many bits of keying material is to be derived for the encryption and MAC keys.
If the derived key is a 128-bit key, then a total of 128 bits (0x0080) are to be derived, if it is a 192-bit
key, then a fetal-of392bits (CACCCC) are—to-bedertvedandiHittsa256-bit }\C_y, thet—a—totalof 256
bits (0x0100) are to be derived. Note that because wrapping is only allowed using AES, the"Lgngth
information|can be derived from the Algorithm Indicator.

In any sequgnce of calls to CMAC where the counter is incremented, the Key Usage Indicator and the
Algorithm Indicator should remain unchanged. Hence, when deriving an encryption kéyyand a MA( key,
that should pe done in two distinct sequences of calls to CMAC, each starting with the-Counter as (x01.

Figure 2 illystrates how to derive a 128-bit AES CBC encryption key and MACKkey from a 128-bit AES
Key Block Pfotection Key, K.

01 0000 00 0002 0080 01 0001 00 00020080
B s CEOR N 2 €D
Encryption key MAC key

Figure 2 — Deriving AES. 128 MAC and CBC encryption keys

Figure 3 illystrates how to derive a 192shit AES CBC encryption key and MAC key from a 192-bi AES
Key Block Protection Key, K.

01 0400 00 0003 00CO | | 020000 00 0003 00CO | | 01 0001 00 0003 00CO | | 02 0001 00 0003 00CO |

| MAC Key first part | | MAC key second part |

Encrypfion Key, first part | | Encryption key second part

a Select leftmost 64 bits.

Figure 3 — Deriving 192-bit AES MAC and CBC encryption keys

6 © IS0 2017 - All rights reserved
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Figure 4 illustrates how to derive a 256-bit AES CBC encryption key and MAC key from a 256-bit AES
Key Block Protection Key, K.

6.4

Upor
contg
rejed

a)

b) 1

f) 4

g)

q

The received key block header is checked for formatting efrors (e.g. invalid data in an
1or CBC mode only, the total length of the received key block ciphertext is validated to i

The received MAC is stored into a temporany buffer (RCVD_MAC).

The cleartext key block header is stored‘into a temporary buffer (BLK_BUF).

01 0000 00 0004 0100 02 0000 00 0004 0100 01 0001 00 0004 0100 02 0001 00 0004

0100

Encryption Key first part Encryption key second part MAC Key first part MAC Kkey second part

Figure 4 — Deriving 256-bit AES MAC and CBC encryption keys

Key Block Decryption and MAC Validation

receiving the key block, the SCD decrypts and authenticates the Key block and veri
ents of the header and the structure of the header are valid. If any'verification fails, the
ted. The steps of this process are described as follows.

f 16; if these checks fail, the received key block is rejected.

f the above checks pass, the MAC and encryptiomkeys are derived from the Key Bloc
Key as per 6.3.

he encryption key and the contents of RCVD_MAC as the IV and the decrypted data 3
BLK_BUF appended to the Key'Block Header and using the derived encryption key.

A\ MAC is calculated across the entire contents of the temporary buffer BLK_BUF using
he derived MAC key.

he received key’block is considered to be valid and the contents of BLK_BUF may be
alculated MAC and the contents of RCVD_MAC are not identical, the key block is reject]

fies that the
key block is

y fields) and
e a multiple

kK Protection

The encrypted portion of the received key block is decrypted using the algorithm indlicated with

re stored in

CMAC with

The calculated MAC is compared with the contents of RCVD_MAC. If the contents afre identical,

used; if the
ed.
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Annex A
(normative)

Key Block with Optional Block

A.1 General

This docum
definition. §
Key Block c(
(CBCor CTR
the key usag
of use (e.g. 1

The remain|
methods de

Figure A.1 outlines the overall format of the Key Block.

ent requires that the entities using the key wrap method have a pre-agreed Key Block Hg
uch a definition shall support the parsing, interpretation and processing of the.wral
ntents (header, ciphertext and MAC) and shall at a minimum identify the encryption
) and the algorithm (see Table A.4) to be used with the protected key. It sheuld also idg

estricted to verifying a MAC, see Table A.5).

der of this annex defines the Key Block Header to be used with-the Key Block Bir
ined in Clause 5. This header is based on ANS/TR 31.

Header Header Key Key Padding | MAC
(optional) | length
< Encrypted
< MAC -
Figure A.1 —CBC MAC Key Block

A.2 Key Block Header
A.2.1 General
The header| contains attribute information about the key. For better supportability (i.e. hy

readability)
characters 1
for each fiel
describe an
multi-byte H

ader
ped
ode
ntify

e of the protected key (e.g. encrypting a PIN, calculating a MAC, see Tablé A:3) and its mode

1ding

man
ther

the header b§ites use uppercase ASCII printable characters, although in some cases
hay be necessary. The specific encoding and acceptable characters are defined indivi

ally

d, for example in the “Encoding” column of Table A.1. When the term “numeric” is usgd to
ASCII hreader byte, it means an ASCII character in the range “0” to “9” (0x31 to 0x39). A
eader(field is considered numeric only when all bytes of the field contain numeric valdes.

Table A.1 sh

wsthe formmat of the Key Block Header:

© ISO 2017 - All rights reserved
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Table A.1 — Key Block Header for Key Block Binding method

Byte # Field name Description Encoding

0 Key Block Version ID Identifies the version of the key block, which defines 1AN
the method by which it is cryptographically protected
and the content and layout of the block:

— “D” (0x44) — Key block protected using the AES
Key Derivation Binding Method for CBC mode;

“E” (0x45) — Key block protected using the AES
Key Derivation Binding Method for CTR mode.

Note that numeric Key block Version IDs are reserved
for proprietary key block definitions. Also note that
multiple key block versions may be in use at any time

Future versions of this document may define othér
values. The values “A”, “B” and “C” are not used-hy'this
document.

1-4 Key Block Length ASCII numeric digits providing key blocklength 4N
(number of characters) after encodinghength

includes the entire block (Header +¢enerypted
confidential data + MAC) in decimal;e.g. a 112-byte key
block would contain “0” in byte#1, “1” in byte #2, “1” in
byte #3, and “2” in byte #4.See/A.2.9.

56 Key Usage Provides information abput the intended function of 2AN
the protected key/sensitive data. Common functions
include encrypting ddta, encrypting PINs, and
calculating a MAC:.See Table A.3.

7 Algorithm The approved-algorithm for which the protected key 1AN
may be used,'See Table A.4.
8 Mode of Use Definesthe operation the protected key can perform. 1AN

For example, a MAC key may be limited to verify-only.
SeeFable A.5.

9+10 |Key Version Number Two-digit ASCII character version number, 2AN
optionally used to indicate that contents of the key
block is a component or to prevent re-injection of old
keys. See Table A.6.

l Exportability Defines whether the protected key may be transferred 1AN
outside the cryptographic domain in which the key is
found. See Table A.7.

12-13 |Numbér-ef Optional Blocks|Defines the number of Optional Blocks included in the 2N
key block. The minimum value is zero and the
maximum is 99, but it is also limited by the maximum
number of bytes in the entire key block. For example,
five Optional Blocks would be represented by “0”
(0x30) in byte 12 and “5” (0x35) in byte 13.

14-15 |Reserved for future use |This field is reserved for future use and is filled with 2N
ASCII zero (0x30) characters.
16-17 |First Optional Block ID ID field for the First Optional Block, if one is present as 2AN

indicated by a value other than “00” in bytes 12 and 13.
See Table A.8.

© IS0 2017 - All rights reserved 9
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Table A.1 (continued)
Byte # Field name Description Encoding
18-19 |Optional Block 1 Length |If the first Optional Block is present, indicated by a 2H
value other than “00” in bytes 12 and 13, then this field
contains the length of that Optional Block in bytes,
including the field’s ID, length, and data. Byte 18
contains the high-order byte of the length and byte 19
contains the low-order byte, both in hex-ASCII form.
For example, for a 24-byte Optional Block (18 in
hexadecimal notation), byte 18 would contain a “1”
(0x31) and byte 19 would contain an “8” (0x38)
NOTE Optional Block Data may be omitted, in which
case the Optional Block Length will be “04”.
20-n (Qptional Block 1 Data If the first Optional Block is present, indicated by a PA
value other than “00” in bytes 12-13, then this field
contains the Data for that Optional Block. It will
contain only printable ASCII characters.
(n+1)-m |Additional Optional A variable number of Optional Blocks can follow the
Blocks, if present first Optional Block, as indicated by the countin bytes
12-13. Each Optional Block contains a 2-byte ID, 2-byte
length, and variable-length data field féllowing the
same format described above for Opfional Block 1.
NOTE1 Bgfore a key in the key block format is used in a secure cryptographic device (SCD), the contehts of
the header block are validated to ensure the correct usage is enforced.\First, the SCD makes sure that the l¢ngth
of the key blgck matches the contents of bytes 1 to 4. If the lengths.do not match, the SCD returns an errofr and
stops proces§ing the block. The “Key Usage” byte is typically checked next followed by the “Algorithm” byt¢. The
processing of the other header bytes depends on the key usage-and the algorithm used.
From 0 to 9P, optional blocks can be included in thekey block, with the limitation that the total lgngth
of the key block cannot exceed the maximum length that can be represented by the Key Block Lgngth
field in bytes 1 to 4. The total number of optignal blocks is indicated by a count in bytes 12 to 13.[Each
optional bldck consists of three fields: a 2tbyte identifier that indicates the content of the optional
block, a 2-byte length that indicates the tetal number of bytes in all of the optional block’s fields, and the
Variable—lerrrlrth data carried in the optional block.
As an example, consider an optional block that contains a Key Set Identifier. A sample block ¢ould
contain the following data.
Identifier: “KS”
Length: A8y
Datg: “00604B120F9292800000”
NOTEZ2 T +2 4 - s 24
decimal.

If more than one optional block is present, each one immediately follows the previous one in the key
block structure.

The total length of all optional blocks in the key block will be a multiple of the encryption block size.
This may require padding, and if padding is needed, it is included in a special final optional block that is
filled with an appropriate number of padding characters. For example, if the total length of all optional
blocks before padding is 90, six additional bytes are needed in order to bring the total to the next
multiple of the encryption block size, 96. A padding block would be added as the last optional block,
containing the 2-byte identifier “PB”, a 2-byte length field “06”, and two characters of padding.

10 © IS0 2017 - All rights reserved
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The data to be encrypted is the key length, the key, and any padding of the key field. The Key Length
is binary encoded on two bytes in the same way as the length field for the derivation data in Table A.1.
Table A.2 shows an example of formatting for a 16-byte TDEA key where encryption uses CBC mode
and thus involves padding. Other amounts of random padding can also be used, as long as the total
confidential data field is a multiple of 16 bytes in length. Refer to Annex B for a full worked example.

Table A.2 — Example of confidential data for a 16 byte TDEA key using CBC

Length before Eield name Description Encoding ncrypted
encryption bl b
2 bytes Key Length Key length in bits represented in binary 2B Yes
with the most significant byte transmitted
in the leftmost byte (byte 16 if no optional
data are present). In this example, a 128-bit
key is represented as 0x00 in byte 16 and
0x80 in byte 17.
16 bytes Key Key/sensitive data to be protected. In this 16B Yes
example, the TDEA key (including parity
bits).
14 bytes Pad Random data 14B Yes
A.2.3 Key usage
Key fisage defines the type of the key, whether it is used’'to encrypt data, calculate a MAC, letc. The key
usagg is identified by bytes 5 and 6. Table A.3 shows the currently defined key usage values.
Table A.3 — Defined key usage values
Value Hex Definition Mode(s) ofjuse
“B0” 0x42,0x30 |BDK Base Derivation Key “X”
“B1” 0x42,0x31 |DUKPT Initial Key (also known as IPEK) “X”
“co” 0x43, 0x30 CVK gard Verification Key “c”,“G”",“V”
“D0” 0x44, 0x30 DataEncryption using ECB, CBC, CFB, OFB, CCM, or CTR “B”, “D”, “E’
“D1” 0x44, 0x31 ~[Asymmetric key Data Encryption “B”, “D”, “E’
“E0” 0x45, 0x30.-~EMV/chip Issuer Master Key: Application cryptograms “X”
“E1” 0x45,0x%31 EMV/chip Issuer Master Key: Secure Messaging for “X”
Confidentiality
“E2” 0x45, 0x32 EMV/chip Issuer Master Key: Secure Messaging for “X”
Integrity
“E3” 0x45,0x33 |EMV/chip Issuer Master Key: Data Authentication Code “X”
“E4’” GA4‘5, OA34‘ ErVII‘V’/LIIilJ {bbucl }V{dbtcl I{Cy. Dy lldllliL 1l\‘{'l.llll]ucl N “X"
“E5” 0x45, 0x35 |EMV/chip Issuer Master Key: Card Personalization “X”
“E6” 0x45,0x36 |EMV/chip Issuer Master Key: Other “X”
“10” 0x49,0x30 |Initialization Vector (IV) “N”
“K0” 0x4B, 0x30 |Key Encryption or wrapping “B”, “D”, “E”
“K1” 0x4B, 0x31 TR-31 Key Block Protection Key “B” “D”, “E”
“K2” 0x4B, 0x32 TR-34 Asymmetric Key “B”, “D”, “E”, “S”, “V”
“K3” 0x4B, 0x33 |Asymmetric Key for key agreement/key wrapping “B”,“D”, “E”, “X”
“K4” 0x4B, 0x34 ISO 20038 Key Block Protection Key “B”, “D”, “E”
“M0” 0x4D, 0x30 ISO 16609 MAC algorithm 1 (using TDEA) “c”,“G",“v”
“M1” 0x4D,0x31 [SO 9797-1 MAC Algorithm 1 “«c”, Qv

© IS0 2017 - All rights reserved
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Table A.3 (continued)

Value Hex Definition Mode(s) of use

“M2” 0x4D, 0x32  |ISO 9797-1 MAC Algorithm 2 “c”, 6", v

“M3” 0x4D, 0x33 |ISO 9797-1 MAC Algorithm 3 “c”, ‘G, v

“M4” 0x4D, 0x34 |ISO 9797-1 MAC Algorithm 4 “c”, ‘G, v

“M5” 0x4D, 0x35 |ISO 9797-1 MAC Algorithm 5 “c”, Qv

“M6” 0x4D, 0x36 |CMAC “Cc”,“G", V"

“M7” 0x4D, 0x36 |HMAC “c”, ‘G, v

“P0” [B350-0x30—PIN-eneryption B PR

“S0” |0x53, 0x30 |Asymmetric key for digital signatures “S”,“v”

“s1” ||0x53, 0x31 |Asymmetric key pair, CA key “S”, “v”

“S2” ||0X53, 0x32 |Asymmetric key pair, non-X9.24 key “S”,“V' AT B, “DY, “E”
“v0” loxs6,0x30 | PIN verification, KPV, other algorithm “C”, LRIV

“v1” loxs6, 0x31  |PIN verification, IBM 3624 “Ch G, v

“v2” | 0x56, 0x32 | PIN Verification, VISA PVV ¢’ “G", v

All numeric values ll}szefg:(z(;iicfﬁrsgzﬁ[i{l"ei}e,;ary use (Acceptable modes of usé.vary depending on rules of

Note that spme of these usages may work for both symmetric and’aSymmetric keys. Usage “K0” is
appropriate| for a TDEA KEK and an RSA key exchange key. This\list of usages is not intended o be
exhaustive. Future versions may include other key usage types.

Precise usage restrictions for each of these usage values are‘described below.

Asymmetric Key Data Encryption — The public andrivate key pair used to directly enciphpr or
decipher dafa (e.g. encrypting a PAN using RSA or Elliptic Curve ECIES). If ECIES is used, the derived
encryption and MAC keys are ephemeral and never disclosed outside the SCD. Note that the D] key
usage value| should never be used when wrapping a symmetric key in a digital envelope, even if the
symmetric key is not stored or returned.

Asymmetric key pair — Asymmetric:public/private keys used for computing and verifying djgital
signatures, key exchange or both.

Asymmetric key pair, key exchange — Asymmetric public/private keys used to encrypt or de¢rypt
other keys for transport. Mode-of use “T” implies that the key can also be used to authenticat¢ key
exchanges (€.g. computingthe/TR-34 Freshness Challenge), but never for signing only.

BDK Base DerivationtKey — This key is used to derive the Initial Key (IPEK) in the DUKPT process
defined in XP.24-1. It.cannot be used in any other key derivation process. The Initial Key is subsequpntly
used by the PED tao derive any of the three DUKPT key types: PIN keys, MAC keys, or data encipherment
keys. This key type is always used in conjunction with the Derivation Key Usage, “X”".

CVK Card Verification Key — This key is used to compute a card verification code such as those using
the CVV, CVC, CSC, CVC2 and CVV2 algorithms. It can also be used to verify those codes, which consists
of computing the code and comparing the result to a supplied value. Note that key usages appropriate
for the CVK are the same as those appropriate for MAC Keys.

Data Encryption — This key can be used to encipher or decipher data, but it cannot be used in any
more specific cryptographic operations such as PIN block encryption or key encryption.

DUKPT Initial Key (also known as IPEK) — This key is sent to a PIN Entry Device as the initial key in
a DUKPT key management scheme. This key type is always used in conjunction with the Derivation Key
Usage, “X”".

EMV/chip Issuer Master Key: Application cryptograms — Keys with this type are used for deriving
the EMV chip card key used to produce Application Cryptograms (TC, ARQC or AAC).
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EMV/chip Issuer Master Key: Card Personalization — Keys with this type are used for deriving the
EMV chip card Master Key used to protect card data during personalization.

EMV/chip Issuer Master Key: Data Authentication Code — Keys with this type are used for deriving
the EMV chip card Master Key used to produce the DAC.

EMV/chip Issuer Master Key: Dynamic Numbers — Keys with this type are used for deriving the
EMV chip card Master Key used for producing Dynamic Numbers.

EMV/chip Issuer Master Key: Secure Messaging for Confidentiality — Keys with this type are used
for deriving the EMV chip card Master Key used to ensure messaging confidentiality.
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chip Issuer Master Key: Secure Messaging for Integrity — Keys with this type
ing the EMV chip card Master Key used to ensure messaging integrity.

chip Issuer Master Key: Other — Keys with this type are used for deriving the EM
er Key used for any other purposes.

Requirements for the use, generation, and management of EMV keys are defined by t
ocument.

hlization Vector (IV) — This is the IV used as input to any gipher mode of operation
g. MAC, Data encryption/Decryption, etc.). It is not a key afid eannot be used for any py
as an IV. Note that Key Usage appropriate for the IV is “N” since the IV is not a key. T}
hich the IV can be used is defined by the algorithm identifier in the header.

16609 MAC algorithm 1 (using TDEA) — ThisKéy can be used to either compute (
v a MAC using the ISO 16609 algorithm 1. It cannot be used with any other MAC algori

D797-1 MAC Algorithm 1 — This key can'be used to either compute (generate) or v
y the ISO 9797-1 algorithm 1. It cannot beyused with any other MAC algorithms.

D797-1 MAC Algorithm 2 — This Key can be used to either compute (generate) or v
y the [SO 9797-1 algorithm 2. It canhot be used with any other MAC algorithms.

D797-1 MAC Algorithm 3 <= This key can be used to either compute (generate) or v
y the ISO 9797-1 algorithm 3. It cannot be used with any other MAC algorithms.

D797-1 MAC Algorithm 4 — This key can be used to either compute (generate) or v
b the ISO 9797-1 algorithm 4. It cannot be used with any other MAC algorithms.

D797-1 MACAlgorithm 5 — This key can be used to either compute (generate) or v
b the ISO 97971 algorithm 5. It cannot be used with any other MAC algorithms.

Encryption or wrapping — This is a Key Encryption Key (KEK) which is used only t

hre used for

[V chip card

he standards

en by EMV and by the card associations that make use of EMV cards. These.requirements are ot defined in
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rpose other
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used

for both encryption and integrity computations. Note that this Key usage is not used for TR-31 Key
Block Protection Keys.

PIN Encryption — This key is used to protect PIN blocks. It can be used with any PIN block format
and with any PIN block encryption method. It cannot be used with any type of data other than a PIN or
PIN block.

TR-31 Key Block Protection Key — The derivation key from which the Key Block Encryption Key and
the Key Block MAC Key are derived; this key is used for no other purpose.

PIN verification, KPV, other algorithm — A key of this type is used to verify a PIN using some
algorithm other than IBM 3624 or Visa PVV, each of which have their own specific key types. These keys
cannot be used for the IBM 3264 or Visa PVV verification algorithms, or with any function other than
PIN verification.
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PIN verification, IBM 3624 — A key of this type is used in the IBM 3624 PIN offset generation process
or to verify a PIN using the IBM 3624 algorithm. It cannot be used to verify a PIN with any other
algorithm, or with any function other than PIN verification.

PIN Verification, VISA PVV — A key of this type is used to generate the PIN Verification Value (PVV) or
to verify a PIN using the Visa PVV algorithm. It cannot be used to verify a PIN with any other algorithm,
or with any function other than PIN verification.

A.2.4 Algorithm

The algorithm byte defines what algorithms can be used with this key. The algorithm is described by
byte 7 of th¢header Table AAshows the curremntty defined algor it vatues:

Table A.4 — Defined algorithm values

Value Hex Definition

‘A” 0x41 AES

‘D” 0x44 DEA

‘E” 0x45 Elliptic Curve

‘H” 0x48 HMAC-SHA-1

‘7 0x49 HMAC-SHA-2

‘7’ 0x4A HMAC-SHA-3

‘R” 0x52 RSA

‘S” 0x53 DSA

‘T” 0x54 Triple DEA (TDEA)
Numeric values Reserved for proprietary-use

A.2.5 Mode of use

The Mode df Use byte defines the operation the key can perform. The mode is identified in byte 8.
Table A.5 shjows the currently defined mode of use values.

Table-A.5 — Defined mode of use values

Value Hex Definition

“B” 0x42 Both encrypt and decrypt/wrap and
unwrap

“er 0x43 Both generate and verify

D" 0x44 Decrypt/unwrap only

“E” 0x45 Encrypt/wrap only

“G” 0x47 Generate only

“N” 0x4E No special restrictions (other than
restrictions implied by the Key Usage)

“S” 0x53 Signature only

“v” 0x56 Verify only

“X” 0x58 Key used to derive other key(s)

Numeric values Reserved for proprietary use

Precise usage restrictions for each of these mode values are described below.

Both Encrypt and Decrypt — The key can be used in encryption or decryption. This includes a
variety of key usages and not only data encryption and decryption. For example, if the key has usage
“Key Encryption or wrapping”, this mode indicates that the key can be used for both wrapping and
unwrapping.
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MAC Calculate (Generate or Verify) — The key can be used to generate or verify a MAC. This mode is
compatible with keys having MAC key usage attributes, as well as other attributes in which the key is
used to compute or verify a MAC

Decrypt Only — The key can be used in a decryption process. This includes a variety of key usages and
not only data decryption. For example, if the key has usage “Key Encryption or wrapping”, this mode
indicates that the key can be used for unwrapping but cannot be used for wrapping. If the Key Type is
“P0”, PIN Encryption, a Key Usage value of Decrypt Only means that this key is only used to decrypt
PINs as the first half of a translate or in preparation for a verify operation.

Encrypt Only — The key can be used in an encryption process. This includes a variety of key usages
and Oy —C a1 cY i" oTr—eXxain o—t 1€ CV as ';i’ Y 'pping",this
mod¢ indicates that the key can be used for wrapping but cannot be used for unwrapping. If the Key
Typelis “P0”, PIN Encryption, a Key Usage value of Encrypt Only may be used to encrypta PIN in a PED
or as|the second half of a PIN translate operation.

OT O rata CTY OTT PTC; v Cl PpTtIoiT—o

MAC| Generate Only — The key can be used to generate a MAC, but it cannotbéused to verify a MAC.
Thismode value is only compatible with keys that have one of the MAC key Gsage attributes.

No special restrictions or not applicable — If the key has this mode,itcan be used in any way that is
compatible with the key usage attribute associated with that key. This‘value is typically used (but not
limited to use) with IV’s and for proprietary key usages.

Signature Only — The key can only be used in digital signafure operations. This means fhat the key
shalllbe a public key (signature verify) or a private key (signature generate) from a public-k¢y algorithm
suchfas RSA or Elliptic Curve.

MAC(| Verify Only — The key can be used to verify a MAC, but it cannot be used to generatela MAC. This
mode value is only compatible with keys that haveone of the MAC key usage attributes.

Key tised to Derive other key(s) — The key.isused only in a key derivation process that produces one
or mpre derived keys.

A.2.6 Key Version Number

The key version number is a 2-byte field that can be used for one of two purposes, depepding on the
type|of sensitive data being protected in the key block. The key version number can have the values
shown in Table A.6.

Table A.6 — Key Version Number definition

First character Second character |Key value field meaning
“0” (px30) “0” (0x30) Key versioning is not used for this key.
“c” (0x63) Any character The value carried in this key block is a component of a Key. Local

with a specific header will be derived from two or mor
components with the same header (with the obvious exception of
the key version bytes).

rules will dictate the proper use of a component. Typicz\lly, a key

Any other combination of characters The key version field indicates the version of the key carried in the
key block. The value may optionally be used to prevent re-injection
of old keys.

This field should not be confused with byte 0, the Key Block Version ID. Byte 0 indicates which version
of the key block description is being used. It differentiates vendor proprietary key blocks from key
blocks that comply with this interoperable definition. It also provides future flexibility, since a different
version number could be used for an interoperable key block with different fields or different key
block protection mechanisms. In contrast, the key version number is a tool for enforcement of local key
change rules.
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A.2.7 Exportability

“Exportability” refers to transfer outside the cryptographic domain in which the key is found. Secure
backup of a key may be allowed, depending on local rules. Flags in this field indicate special types of
keys that require unusual handling. Any key that does not follow normal security assumptions should
have a notation in this field. This may mean that the key should be less trusted, like a CAPI key, or
that the key assumes a high degree of trust, such as a CA key. In general, a letter other than “E” in this
column means that future developers should check the definition of this type of key carefully.

The exportability byte is byte 11 of the header. Table A.7 shows the currently defined values for the
exportability byte.

Table A.7 — Defined values for exportability byte

Value Hex Definition

“E” 0x45 Exportable under a KEK in a form meeting the requirements of IS6,11568-2

“N” 0x4E Non-exportable

“S” 0x53 Sensitive, exportable under a KEK in a form not necessarily meeting the
requirements of ISO 11568-2, e.g. backwards compatibiliti?during key
migration

Numeric values Reserved for proprietary use

A.2.8 Optional Block ID

Each Optiorjal Block begins with a 2-byte identifier that indicates the type of optional data. Tablg A.8
shows the currently defined values for the Optional Block ID.If a device encounters an Optional block
ID value thaf it does not understand, it will reject the key.block containing that Optional Block.

An optional plock ID value cannot be repeated within a‘TR-31 key block. No two optional blocks in p key
block can hgve the same block ID.

Figure A.2 shows simplified examples of the'three possible configurations of the key block header in
terms of Optional Blocks.

— The leff] part of the diagram shows'the case when there are no Optional Blocks. In this casg, the
“Number of Optional Blocks” intheheader is set to zero by making its value ASCII “00” (0x3030). No
Optiondl Block information atall is appended to the base Key Block Header structure.

— The cenftre of the diagram,shows the case where Optional Blocks are present and the total length of
all Optignal Blocks combined happens to be a multiple of 8, the encryption block size. In this spgcific
exampl¢, two Optienal Blocks are shown. In this case, the presence of two Optional Blocks is shown
by the value 2 (ASCII “02” 0x3032) in the “Number of Optional Blocks”, and the information fgr the
two Optional Blocks immediately follows the base Key Block Header structure. Note that the ¢rder
of the Optiendl Blocks is unconstrained in this case; they can appear in any order.

— The rig
Optional Blocks, but the total length of those Optional Blocks combined is not a multiple of 8, the
encryption block length. In the example, the creator needs to include two Optional Blocks, shown as
“First optional block” and “2nd optional block”. Since the total length of the entire header, including
Optional Blocks, will be a multiple of 8 bytes, padding is required. The padding is included by
appending a third Optional Block called the Padding Block to the two Optional Blocks that were
required for functional purposes. The padding block is formed so that its total length, when added
to the combined total lengths of all other Optional Blocks in the header, is a multiple of 8. If used,
the padding block will always be the last Optional Block in the header. There is no constraint on the
order of the Optional Blocks that may precede it in the header; they can be in any order.
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and no padding
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Key Blk. Length

Key BIk. Length

Key Usage Key Usage
Algorithm Algorithm
Modes of Use Modes of Use

Key Version No.

Key Version No.
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KBH with two optional fields
and padding

Key BIk. Vers. No.

Key BIk. Length

Key Usage

Algorithm

Modes of Use

Key Version No.

Exportability

Exportability

Exportability

No. Optional Fields = 0 No. Optional Fields = 2 No. Optional Fields =3
Reserved = 0 Reserved = 0 Reserved = 0
First Optional Block ID FigStOptional Block [D
First Optional Block Lth First Optional Block Lth
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B, First Optional Block Data First Optional Block Dlata
o
© )
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o 2nd Optional Block ID 2 2nd Optional Block ID
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2nd Optional Block Data R= 2nd Optional Block Dhta
et
E
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Padding Block ID
Paddingl Block Lth
Padding bytes
(Padding Block Datq)

Figure A.2.— Examples of KBH and Optional Blocks

Table A.8 — Defined values for Optional Block ID

Value Hex Definition

“KC” 0x4B43  |Key Check Value of wrapped key: computed according to X9.24-1. Nog
used as an integrity mechanism.

“KP* 0x4B50 |Key Check Value of KBPK; computed according to X9.24-1. Not used 4s an

integrity mechanism.

“KS” 0x4B53 |Key Set Identifier, encoded in hex-ASCII; optionally used to identify the
Key within a system.

“KVv” 0x4B56 |Key Block Values: Informational field indicating the version of the key
block field values. Sub-fields are defined in Table A.9.
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Table A.8 (continued)

Value Hex Definition

“PB” 0x5042 |Avariable-length padding field used as the last Optional Block. The
padding block is used to bring the total length of all Optional Blocks in
the key block to a multiple of the encryption block length. The data bytes
in this block are filled with readable ASCII characters.

“TS” 0x5453 |Time stamp: the time and date (in UTC time format) that indicates when
the key block was formed.

These identifiers are reserved for proprietary use and will not be
defined by this report. If proprietary identifiers are used, it is the
Numeric values responsibility of the application owner to ensure that all necessary
devices support the proprietary Optional Block identifiers that they
will use.

Table A.9 — Key Block Values Version IDs Optional Block

Bytgs Definition
0-1 Key Block Field Values Version ID

This informational field identifies the version of the set of approved key block field
values. Each byte contains a printable ASCII character. A valueof “00” indicates that
this field is unused.

2-3 Provisional Values Version ID

This informational field identifies that the key block-Contains provisional values
that are not yet approved by ISO. Each byte contéins a printable ASCII character. A
value of “00” indicates that this field is unused.

A.2.9 Encoding

The results pf the encryption and the MAC are raw binary data. For transport, that binary data wjll be
encoded as hex-ASCII characters. For example;-the 128-bit MAC result 0x123456781234567812345678
12345678 (16 binary bytes) will be encoded‘as 32 hex-ASCII bytes hex 3132333435363738313233B3435
36373831323334353637383132333435363738.

The header |s printable information-and is not encoded.

The minimym key block length'using CBC encryption for a 16-byte TDEA key can be calculat¢d as
follows:

— The KBH is 16 bytes:
— The conffidentiakdata are 32 bytes:

— 2 byteskey length,

- 16 }J_y tes }\C_y,
— 14 bytes pad.
— CMAC 16 bytes.

After encoding, the key block length is 16 + 64 +32 = 112 bytes. In this case, bytes 1 to 4 of the KBH will
be “0112” (0x30313132).
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