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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the

ISO/IEC Di

[SO draws
patent(s).

rights in r¢
patent(s) ¢
this may n
WWW.iS0.0

Fectives, Part 2 (see www.lso.org/directives).

attention to the possibility that the implementation of this document may invoelve'th
SO takes no position concerning the evidence, validity or applicability of,any’clairy

fhich may be required to implement this document. However, implementers are cau
bt represent the latest information, which may be obtained from the patent database {
g /patents. ISO shall not be held responsible for identifying any or,all. such patent righ

Any trade
constitute

For an exp
related to
Organizati

This docun
SC 6, Navig

name used in this document is information given for the convenience of users an
an endorsement.

anation of the voluntary nature of standards, the meaning of ISO specific terms and e
conformity assessment, as well as information about ISO's adherence to the W
bn (WTO) principles in the Technical Barriers to Trade(TBT), see www.iso.org/iso/fore

e use of (a)
ned patent

pspect thereof. As of the date of publication of this document, ISO had not veceived nfotice of (a)

fijoned that
wvailable at
S.

d does not

Xpressions
prld Trade
word.html.

hent was prepared by Technical Committee ISQ/TC 8, Ships and marine technology, Sub
ation and ship operations.

This second edition cancels and replaces the firstyedition (ISO 19847:2018), which has been

revised.
The main d

In Clay

In Clay
criteri

In Ann
In Clay
In Clay

In Ann

hanges are as follows:
se 7, a specific security requirement on the shipboard data server has been added.

Ise 8, a test standard in_a tabular arrangement of test objectives, conditions, method
h has been added.

ex H, implementation requirements for the calculation function have been added.

se 6, an-additional output function with JSON data has been added.

ex-Cradditional query parameters to designate date and time, search for partial match

se 5, additional examples of an output statement for reporting status have been added.

committee

technically

s, and test

es of Local

IDs an

H abtain down cnmp]ing data have heen added

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

Shipboard computer applications to ensure ships operate safely and efficiently are becoming increasingly
popular.

These applications require access to data which is provided by shipboard machinery and equipment.

Navigational instruments can use the IEC 61162 series of standards when exchanging data, but access to
other shipboard machinery and systems to obtain data has not yet been standardized.

For the purpose of sharing field data at sea, including non-standardized machinery data, this document

specifies requirements for performance, function, service and safety for the shipboard data server that
stores datf‘ from chiphnarr‘ marhinnry and nqnipmnnf’ andsends stored data offthe chip

The shipbgard data server is connected to an information network that is specified inASO 16425. The
requirements for cyber security on the shipboard data server are specified.

© IS0 2024 - All rights reserved
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Ships and marine technology — Shipboard data servers for
sharing field data at sea

1 Scope

This document specifies requirements for shipboard data servers that are used to collect data from other

shipboard
This docun

This docu
developers

2 Norm

The follow
requireme
the latest ¢

[SO 8601-1

ISO 16425,
shipboard 4

ISO 198484
[IEC60092-

IEC 60945
Methods of]

IEC 611621
Part 1: Sing

IEC 61162-
— Part 454

IEC 62923-
— Part 1: (

IEC 629234

hent specifies communication protocols with reference to the data structure of [SO 19

ment is intended for users and developers of shipboard data servers, as'well as
of systems that record data on, or retrieve data from, shipboard data server's.

ative references

ng documents are referred to in the text in such a way that same)or all of their content
hts of this document. For dated references, only the edition-Cited applies. For undated
dition of the referenced document (including any amendinents) applies.

Date and time — Representations for information intexchange — Part 1: Basic rules

Ships and marine technology — Guidelines for théinstallation of ship communication n
quipment and systems

2024, Ships and marine technology — Standard data for shipboard machinery and equipr
504:2016, Electrical installations in ships — Part 504: Special features — Control and instr

Maritime navigation and radiocommunication equipment and systems — General requi
testing and required test results

1, Maritime navigation and radiocommunication equipment and systems — Digital in|
le talker and multiple listeners

150:2018, Maritime navigation and radiocommunication equipment and systems — Digitd
: Multiple talkers-and multiple listeners — Ethernet interconnection

1, Maritiménavigation and radiocommunication equipment and systems — Bridge alert m
perationaland performance requirements, methods of testing and required test results

2, Maritime navigation and radiocommunication equipment and systems — Bridge alert m

— Part 2: A

[ITaCHTITTeTy amd Sy StenTs, and to furtiersirare the cottected data ima safeamd efficient manner.

54.8.

users and

ronstitutes

references,

btworks for

nent
Limentation

rements —

terfaces —

linterfaces

anagement

anagement

lert and cluster identifiers and other additional features

INTERNET SOCIETY (ISOC) RFC 3986, Uniform Resource Identifier (URI): Generic Syntax [online]. Edited by T.
Berners-Lee, W3C/MIT, R. Fielding, Day Software, L. Masinter and Adobe Systems. January 2005 [viewed 2023-
05-13]. Available at https://datatracker.ietf.org/doc/html/rfc3986

IACS Rec.166, Recommendation on Cyber Resilience

3 Term

s and definitions

For the purposes of this document, the following terms and definitions apply.

© IS0 2024 - All rights reserved
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[SO and IEC maintain terminology databases for use in standardization at the following addresses:

ISO On

3.1

line browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

actual recorded data
actual (sensor) data acquired from data providers (3.10) and recorded to the shipboard data server (3.38)

3.2
Alias ID

symbol to refer to one or more Local IDs (3.24) with different names

3.3
Alias List
list definin|

Note 1 to en
and on-boar

3.4
calculatio
functions 4

Note 1 to
ISO 19848.

3.5

calculatio
list which
parameter

3.6
comma-se
CSV

method of
which field

3.7
Data Chan

virtual channel for data transtisSion from shipboard machinery and equipment to the shipboard

(3.38), defi
[SOURCE: |

3.8
Data Chan
list of defiy

.

a list of virtual Data Channel IDs

y: The Data Channel ID is the identifier for the Data Channel (3.7) that identifiesdata Channe
d a ship. There are three types of Data Channel ID: Universal ID, Local ID (3.24)-and Short ID.

h function
0 provide calculated data (e.g. min, max and average)

ntry: The calculated data provided is in accordance with the calculation data structures

h list
defines the calculation function (3.4) that executes calculations, and the input 4§
5 given to the calculation element

parated value

storing tabular data in plain text.in a file in which each row of the file forms a data re
s within one data record aretseparated by a comma character

nel

ning static propérties of data

SO 19848:202%, 3.5]

nel List
litions for the Data Channel (3.7) that define the Data Channel ID and the Data Channg

universally

specified in

nd output

rord and in

data server

1 Property,

and is shan

dthrouch the chinhoard data server (3 39)
aRrodgi-tie-SApsegard-aata-serer1s-—-s64

Note 1 to entry: The Data Channel Property shows attributes of the Data Channel (3.7), such as units, ranges and

others.
[SOURCE: I
39

SO 19848:2024, 3.7]

Data Channel Type
identification of the types of Data Channels (3.7), such as row numeric value, average value, alarms and

status

Note 1 to entry: See ISO 19848:2024, 5.2 a).

© IS0 2024 - All rights reserved
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data provider
equipment that provides (sends) data to the shipboard data server (3.38) and has interfaces for providing

data

3.11

Data Source Information
description of communication protocols and formats in which a data provider (3.10) sends data

3.12

data sample
measurement datum that has a timestamp

3.13
eXtensiblg
XML
text-based

[SOURCE: ]

3.14
file transfi
FTP

protocol for transferring files between a server and clients

3.15
file transf|
FTPS
protocol th
layer (SSL)

3.16

Function ID

identificati
calculation

3.17
hypertext
HTTP
communic
internet

3.18
hypertext
HTTPS
protocol in

3.19

markup language

data description language used for exchanging data on the Internet

SO 19848:2024, 3.10]

pr protocol

pr protocol over SSL/TLS

or transport layer security (TLS)

on for the calculation function with “which the shipboard data server (3.38) pel

transfer protocol

hition protocol used to,exXchange hypertext markup language (HTML) or other contg

transfer protocol over SSL/TLS

whichaweb servers and clients encrypt data transmissions

at encrypts data transmitted and received by filectransfer protocol (3.14) with a secure sockets

-forms the

nts on the

internet c

bntrol message prnfnrnl

ICMP

protocol consisting of communication rules that are used for purposes such as notifications of errors in the

processing

of datagrams, and notifications of information relating to communication

Note 1 to entry: This protocol is according to RFC 792.

3.20

internet group management protocol

IGMP

protocol which is used on IPv4 networks to report multicast group memberships

Note 1 to entry: This protocol is according to RFC 1112, RFC 2236 and RFC 4604.

© IS0 2024 - All rights reserved
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input parameter
variable which gives information to the calculation function which is needed to perform the calculation

3.22

java script object notation

JSON

open and text-based exchange format

Note 1 to entry: Data transmitted in JSON formats make it easy to read and write (for humans), parse and generate (for

computers).

Note 2 to en

try: It is similar to eXtensible markup language (3.13).

3.23
Local Dat{
identifier f

Note 1 to ef

Backus-Naufr form (ABNF).

Note 2 to en

3.24
Local ID
identificati

Name (3.23

3.25
managem
catalogues

EXAMPLE

3.26

malware
malicious ¢
software u

[SOURCE: IEC 61162-460:2018, 3.23]

3.27
message (

MQTT protocol

protocol fd
lightweigh

Note 1 to en

| Name
br Data Channels (3.7), which is named in accordance with a Naming Rule (3.28)

try: The syntax of the identification string shall be disclosed and precisely defified using the

try: See [SO 19848:2024, 5.1.3 b).

on of an on-board Data Channel (3.7) locally, consisting of\a)Naming Rule (3.28) and a

)

bnt data
that allow access to, and interpretation of, recaorded data

Timestamped Data Source Information (3.11), Data Channel List (3.8) and Alias List (3.3).

ode
sed or created to disrupt computer operation

ueuing telemetry.transport protocol

r machine-to“machine (M2M)/Internet of Things (IoT) connectivity designed as an
[ publish/sttbscribe messaging transport; it is also one of the streaming protocols

try: Itis'standardized by the Advancing Open Standards for the Information Society (OASIS).

3.28

Naming Rule
set of requirements that define a naming scheme (or an identification scheme) for components and systems
on-board the ship

Note 1 to entry: See ISO 19848:2024, 5.1.3 a).

3.29

network file system

NFS

augmented

Local Data

extremely

distributed file system and a protocol for distributed file systems and other protocol specifications

Note 1 to entry: This system is defined by RFC 1094, RFC 1813 and RFC 3530.

© IS0 2024 - All rights reserved
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3.30
owner
specified person who can restrict editors and users

3.31
output parameter
variable which gives destinations to the calculation function to which calculation results are output

3.32

removable external data source

REDS

user removable non-network data source

pa) e Jal sk & 7ok oY I TR =Y | 1L@1) 1 :
EXAMPLE hUIllleLL DJISU L\JUJ’ Uob lllclllUl_y SLUILK, DIUCLUULII ZUCVILCS

[SOURCE: IEC 61162-460:2018, 3.32]

3.33

REST API
program invocation convention for using web systems from outside, developed in accordande with the
architectural style called representational state transfer (REST)

Note 1 to enftry: Resource operations are designated by HTTP (3.17) sources. Results\are sent back in XML|(3.13), JSON
(3.22) and gther formats.

3.34
secure filg transfer protocol
SFTP
protocol that uses the SSH (3.35) protocol to securely transferfiles between computers

3.35
secure shell
SSH
cryptographic protocol that allows secure commuinrications over an unsecured network

3.36

session
stateful or] stateless dialogue established to exchange data between a shipboard data server |(3.38) and
shipboard pquipment or systems

3.37
server message block
SMB
protocol for sharing files and printers among several Windows®2) computers in networks

3.38

shipboard data Server
information h@ib{of a ship that stores data from shipboard machinery and equipment, shares flata at sea
including machine data, and sends stored data outboard

[SOURCE: ISO 19848:2024, 3.18]

3.39
syslog
standard for message logging

1) Bluetooth® is the trademark of products supplied by Bluetooth Special Interest Group. This information is given
for the convenience of users of this document and does not constitute an endorsement by ISO of the product named.
Equivalent products may be used if they can be shown to lead to the same results.

2) Windows® is the trademark of products supplied by the Microsoft Corporation. This information is given for the
convenience of users of this document and does not constitute an endorsement by ISO of the product named. Equivalent
products may be used if they can be shown to lead to the same results.
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4 Abbreviated terms

AMS alarm monitoring system

BWMS ballast water management system
CSv comma-separated value

ECDIS electronic chart display and information system
FTP file transfer protocol

FTPS file transfer protocol over SSL/TLS
GNSS global navigation satellite system
HTML hypertext markup language

HTTP hypertext transfer protocol

HTTPS hypertext transfer protocol over SSL/TLS
IT Information technology

JSON java script object notation

M/E main engine

MQTT message queuing telemetry transport
NFS network file system

OPCUA open platform communications unified architecture
oT operational technology

REDS removable external data source

RFC request for comments

SFTP secure file transfef protocol

SMB server message)block

SSH secure shell

SSL secure'sockets layer

TCP transmission control protocol

TLS transport layer security

UDP user datagram protocol

URI uniform resource identifier

UTC coordinated universal time

UTM unified threat management

VDR voyage data recorder

XML eXtensible markup language

© IS0 2024 - All rights reserved
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5 General requirements for the shipboard data server

5.1 Function and performance of the shipboard data server

5.1.1 Processing performance

5.1.1.1 General

Manufacturers supplying the shipboard data server shall specify how much data their products can process.
If the product exceeds the amount of data that can be processed, it is necessary to notify the requesting
party by returning the status code.

51.1.2 1

The shipbd
of 30 data
alarm and

nput data processing performance

ard data server using the request-response transport service shall process input data
samples per session, within one second, from at least five simultaneous sessions (e.g. |
monitoring systems, ballast systems and cargo systems). See Figure 1.

from a set
VDR, GNSS,

Data provider DafaConsumer
Dol e
Bilge and ballast <« M/E condition
system Request-response transport service monitoring
——————— 5sessions/second data input
Cargo (30 data sample set/session) Performance
System analysis
™ A}II{IS ) A\l Remote
achiner ! :
y > im}board ke maintenance
) 7y server
VDR | Weather
routing
ECDIS Optimum
trim
)
GNSS
Data provider shipboard data server
session1 | 00O O ___
30 data sample set
Session2 Less than one second
Session3
Session4
Session5

Figure 1 — Input data processing performance requirement

© IS0 2024 - All rights reserved
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5.1.1.3 Output data processing performance

When the shipboard data server is using the request-response transport service:

— it shall be able to process the read request of a set of 30 data samples per session, from at least five
sessions simultaneously (e.g. main engine condition monitoring, weather-routing, optimum trim, remote
maintenance and performance analysis);

— the five sessions shall be processed in less than five seconds; and

— the size of the database shall meet the manufacturer’s limit.

When the shipboard data server is using the file transport service:

— it shall have a processing performance to respond to the read requests of a set of 30 data.spmples per
session;

— atleasf one session shall be processed in less than five seconds; and
— the size of database shall meet the manufacturer’s limit.

See Figure|2.

© IS0 2024 - All rights reserved
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Data provider Data consumer
. e )
B‘lgesazfe':fna“ Request-response transport service |M/E condition
Y 5 sessions/second data input monitoring
(30 data sample set/session) .
Cargo Performance
system analysis
N —
M A}l:/.IS ) Remote
achiner , ;
y shipboard data maintenance
server ——
VDR Weather
routing
File transport service
ECDIS 1 session/5 second read request Optimum
(30 data sample set/session) trim
GNSS
shipboard data server Data consumer
Request-response transport service
——————————————————— — Sessionl
Less than 5 seconds 30 data'samples Session®
Less than 5 seconds
Less than 5 seconds
—————————————————— FT Session5
— Sessionl
Session2
File transport service Sessionl
30 data samples
Less than 5 seconds
Sessionl

Figure 2 — Output data processing performance requirement

5.1.1.4 Streaming transport processing performance

When the hinhaard data corveric ucinatho ctraaminag trancnart corvica:
SHpBedtra-aasa-Server s Usihgtne-streaiiih SRz Rz SPpetSertiee:

qi

— it shall have a processing performance to input a set of 150 data samples in less than one second from at
least one session; and

— itshall have a processing performance to output a set of 150 data samples in less than one second, from at
least two sessions of a set of 150 input data samples (e.g. condition monitoring and performance analysis
system).

See Figure 3.

© IS0 2024 - All rights reserved
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Data consumer

5.1.2 St
The shipbg

The manuff
record. Inf

Data provider

.
—
Bilge and ballast M/E condition
system monitoring
)
N
Cargo 1 session/second data input Performance
system (150 data sample set/session) analysis
-/
—
AMS Remote
(Machinery) _ maintenance
— shipboard data -
) server )
VDR Weather
routing
— Streaming transport service
ECDIS 2 sessions/second data output Optimum
(150 data sample set/session) trim
~—
Y
GNSS
~— @@/

shipboard data server

Data consumer

Streaming transport service \

Session1
Sessionl one data sample Less'than one second

Session2

Less than one second
Session1 Session1
Less than one second
Session2

Figure 3 — Streaming transport processing performance requirements

prage function
ard data server shall be able to store input data (defined in 6.3.2) for at least 30 days.

acturer'shall specify, in a user or installation manual, the amount of storage space re
brmatien on the total storage capacity within the ship data server shall also be providg

quired per
bd.

The shipbgard data server shall provide the means to assist the user in estimating if the to

tal storage

capacity of the shipboard data server is sufficient for the required time period. In the manual or the help file,
the manufacturer shall give instructions on how to estimate the storage capacity.

NOTE

data (e.g. redundant array of independent disks [RAID] 1, 3 and 5 systems).

5.1.3

Interface function

The shipboard data server shall be able to provide data input and output functions (see 6.3).

© IS0 2024 - All rights reserved
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The shipboard data server shall have one or more ethernet interfaces where data are transmitted at 100
Mbit/s or greater.

NOTE
of inputting

data.

5.1.4 Condition monitoring function

The shipboard data server shall be able to monitor the status of the following conditions:

system failure of shipboard data server processor;

to access storage device;

The shipboard data server can also have other interfaces capable of serial communications or other means

a)

b) failure
c¢) failure
d) loss of]
e) storag
The shipbd
and may pi

5.1.5 Data backup and restoration functions

The shipbg

manag

actual

5.1.6 Fu

The shipbd
items from

5.1.7 Stg

The shipb
personnel.
capable of
and the ing
personnel

For examp
status disp
the alerts t

of recording interface;
UTC synchronization; and
e device that is full or has insufficient capacity to store configured records;for up to 3(

ard data server shall be able to report the above statuses to other systems on-board
ovide local indications for these statuses.

ard data server shall have backup and restoration functions’for:
ement data, and

recorded data.

nction to protect against unauthorised accéss

ard data server shall have protected settings, management data, actual recorded dat:
accidental and/or unauthorised access. See Clause 7.

jtus reporting

ard data server shall be provided with an interface to provide status report to
The interface shall at.]east consist of one relay contact output and an indicator drive
ndicating normal/abnormal status of the shipboard data server to the ship’s personne
licator can be replaced by other means, as specified by the manufacturer, which alloy
o identify a related failure of the shipboard data server.

e, an alternate method to the relay and the indicator can be based on the provision g
lay at the'shipboard data server or on generating alerts in the shipboard data server an
0 other-systems on-board by employing sentences ACN, ALF, ALC, ARC and HBT from I}

days.
(see 5.1.7)

h and other

the ship’s
n by relay,
l. The relay
v the ship’s

f a specific
H reporting
C 61162-1.

If the ship
sentences,

r rver i le of providing the aler he ship’ rsonnel in

it shall comply with IEC 62923-1 and IEC 62923-2.

the above

When an alert occurs and a status report is made using the ALF statement, the following statement shown
in the example below will be output. If alerts in Table 1 are provided, they shall use the priority, category,
escalation and alert identifier in Table 1.

EXAMPLE

$I1ALF,1,1,0,223344.55,B,C,N,,3009,1,1,0, Recording failed*hh<CR><LF>

© IS0 2024 - All rights reserved
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Table 1 — Alert list

Alert identi- Alert title?2 Alert description text? .
. Pri Cat Escal
fier (example) (example)

3063 System fault The system was stoppec_i. Restart the system. If not C B i
recovered, schedule maintenance.

3009 Recording failed No access to storage device, replace storage device C B i
to new one.

3003 LOSt.< Data Check the connection to < Data Provider >. C B -

Provider >b

Recorded timestamp may deviate from UTC. Check

3156 Lost UTC sync the connection to the < Time Source > €. ¢ B i
Recording will be stopped in 30 days. Backup old

3133 Pata store low data and delete it until then. ¢ ) i

a2 The givgn text (as an example) may be adjusted according to the implementation.

b < Data Provider > in the above list shall be changed according to the data provider’s name.

¢ < Time

Key

Pri  Priority
Cat Categdry

Escal Escalgtion

ource > may be GNSS or NTP server.

5.2 Envi

ronmental performance of shipboard data server

5.2.1 Power-supply performance

The shipbg
[EC 60092

ard data server shall satisfy the test requir€éments of the power supply performance gpecified in
504.

Refer to IE[ 60092-504:2016, Table 1, No.4 a), Electric of power supply variations, and No.4 b), Power supply

failure.

The shipbg

even durinjg temporary loss of electricity.

5.2.2 Vibration-resistant feature

The shipboa

Refer to Nd

5.2.3 Re

.10, Vibration, of IEC 60092-504:2016, Table 1.

quirement for electromagnetic immunity and emission

ard data server, management data and actual recorded data shall be protected from damage,

ard data servershall satisfy the test requirements of the vibration test specified in IEC $§0092-504.

The shipb

pard data server shall anicfy the test requirements of the plpr‘frnmngnpfir imm 1nity tests

specified in [EC 60092-504. Refer to IEC 60092-504:2016, Table 1, Tests No. 13, 14, 15, 16 and 17.

The shipboard data server shall satisfy the test requirements of the electromagnetic emission tests specified
in IEC 60092-504. Refer to IEC 60092-504:2016, Table 1, Tests No. 19 and 20.

The electromagnetic immunity and emission tests shall be conducted according to the installation location.
For example, if installed on a ship bridge, the requirements of IEC 60945 shall be met. If installed in an
engine control room, the requirements of IEC 60092-504 shall be met.

© IS0 2024 - All rights reserved
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mperature and humidity resistant requirements

The shipboard data server shall satisfy the following requirements in IEC 60092-504:2016, Table 1:

No.6, cold with gradual change of temperature;

— No.7, dry heat with gradual change of temperature; and

No.8, damp heat cyclic.

Where electrical equipment is installed within environmentally controlled spaces, the ambient temperature
for which the equipment is suitable may be reduced from 45 °C and maintained at a value not less than 35 °C.

Also, according to the temperature conditions, the location of installation shall be drawn in the installation

manual.

For setting

the eq

tempe

units f

the eq

time that the lesser ambient temperature may be achieved; the copling equipment shall be 1
ambiel

audibl
of the

5.3 Inst

5.3.1 En

The manuf
server in ix

5.3.2 Re|

The manu

installatiop manuals.

5.3.3 Re|

The shipbg

requireme

NOTE I

up the environmentally controlled space, refer to the following:
hipment shall not be used for emergency services;

fature control is achieved using at least two cooling units arranged so\that if one of
hils, the remaining unit(s) is capable of satisfactorily maintaining thé design temperat

lipment can be initially set to work safely within an ambient temperature of 45 °C y

1t temperature of 45 °C; and

Cooling units.
hllation requirements for shipboard data server

vironment requirements

acturer shall define the surrounding ghvironment requirements for installing the ship
jstallation manuals.

quirements for maintenance areas

facturer shall define the’work areas that are needed for maintenance and providg

quirement for networks and network security

ard data~sérver shall be installed within networks that comply with network secur
hts givemsin [SO 16425.

SO 16425 sets network security related requirements on:

the cooling
ire;

ntil such a
ated for an

e and visual alertsare provided, ata continually mannedcontrol station, to indicate any malfunction

board data

details in

ity related

network system design,
network interface for shipboard equipment and systems,
protection from malware, and

protection from illicit access and equipment protection.
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6 Data input/output and data management on shipboard data server

6.1 General

The shipboard data server shall have the following functions for data input/output and data management:

data management function;
data input and output functions;
alias function;

data calculation function;

a)
b)
9
d)
e)
6.2 Datg
6.2.1 Ge|
The data
Informatio|
The shipbg

received f1i

6.2.2 M4

The syster
timestamp)

a)
b)
9

The sy

To ens
record
0,5so0

d)

NOTE ]

6.2.3 M4

The shipb
following 1

log malnagement function.

The shiipboard data server shall indicate state of loss of UTC synchronization (see 5.1.4).

| management function

neral

management function comprises time stamping of the Data Channel List, the D
n, and the Alias List based on the system clock and administration‘of management dat

ard data server shall accept change requests in managemenft data only when the rdg
om authorized sources. See 6.3.

nagement of system clock

h clock of the shipboard data server shall bé\managed as specified below to add
to the data.

stem clock of the shipboard data servershall be synchronised with UTC.

re that relative timings are detérmined within a resolution of one second, all data ite
ed with a time index derivedfrom the shipboard data server system clocks with a re
 less.

Network time protoeol can be used for UTC synchronization of the shipboard data server.

Inagement of Data Channel List

ard data server shall have a management function of the Data Channel List that
equirements.

hta Source
.

quests are

a precise

Drift in the system clock of the shipboard data server shall be no more than one second per hjour.

ms shall be
solution of

meets the

a) TheD

ta Chanmet Listshatt be able to be TegisStered, Tevised, deteted and Teferred by date

output functions.

b)

changed information with date and time.

)

input and

When the Data Channel List is added, updated or deleted, the shipboard data server shall record the

The shipboard data server shall be able to clearly indicate the Data Channel List which is currently used

for recording and output of recorded data. This may be done by offering a function for showing the
current Data Channel List to the user or by describing the information in the user or installation manual.

d)

of the Data Channel List.
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6.2.4 Management of Data Source Information

The shipboard data server shall have a management function of the Data Source Information that meets the
following requirements and guidance.

a)

input functions.

b)
record

0

the changed information with date and time.

The Data Source Information shall be able to be added on, updated and deleted by direct editing or data

When the Data Source Information is added on, updated or deleted, the shipboard data server shall

The shipboard data server may be able to indicate what data sources are currently configured for

the recordlng of data Thls may be done by offerlng a functlon for showmg the current data source

nnnnnnnnnn

configpe

Refer to Arn

6.2.5 Mg

The shipbq
requireme

a) AnAli

nex F for the Data Source Information.

nagement of Alias List

ard data server shall have a management function for the Alias List'that meets th
nts.

is List shall be able to be registered, revised, deleted and referred by direct editing o

and output functions.

When
inform

b)

c¢) The sh

ation with date and time.

ipboard data server shall be able to clearly indicate the Alias List which is current

recording and output of recorded data. This may be done by offering a function for showing 1

Alias [

d) Thesh|

of the |

Refer to 6.4
6.3 Datd

6.3.1 Ge

The shipbd
data input

The shipbd
recorded d|

ist to the user or by describing the informatieh‘in the user or installation manual.

ipboard data server shall require proper.authentication before allowing management o
Alias List.

| for alias function and to AnnexBfor Alias List.
| input and output functions

neral

ard data serverdshall have interface functions that meet the requirements in a) to d)
nnd output fufiction concepts, refer to Figure 4.

ard datarserver shall provide an access control method to prevent unauthorised acces
ata and-management data. Annex G provides examples of access control methods.

a)

aal.

b following

data input

an Alias List is added, updated or deleted, the shipboard“data server shall record tle changed

ly used for
he current

- alteration

below. For

s to actual

The shlipboard data server shall use the ethernet interface when inputting and outputting dar:a.

b)

functions:

request-response data transport services;

— streaming data transport services.

functions.

d)

Examples of the Data Source Information for data interfaces are shown in Annex F.
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The shipboard data server shall be provided with file transport services having data input and output

The data interface functions of the shipboard data server shall be defined in the Data Source Information.
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Input data

IEC 61162-450*

1SO 19848 format
data

Input function

Data streaming
(UDP)

Data streaming
(MQTT)

Request-response

shipboard data server

Output function

transport service

Output data

ISO 19848 format
data

Request-response
transport service

Stored data

9

File . File based|on
Based on File File transport 150 19848{or
0 19848 or service bidaty data
inary data)

Key
a  JEC61

6.3.2 Inj
The shipbg

a) The sh
ISO 19
and th
data s¢

The d3
the UD

NOTE
requirg

The sH
for exd
source

b) When
datab
record
datap

| 62-450 handles only “IEC 61162-1 formatted sentences”, not binary or image-data.

Figure 4 — Data input and output concept model

but function
ard data server shall have an input function that meets the following requirements.

ipboard data server shall be able to receive data that comply with the data format 4
848, the sentence specified in IEC 61162-45032018, 7.2 using the [EC 61162-1 formattg
b file based on ISO 19848, all of which are defined in the Data Source Information of thd
rver.

ta transmitted as specified in [E€61162-450 is not guaranteed to be reachable beca
P multicast protocol.

The shipboard data sepver'is not a navigational device and does not necessarily mesg
ments of [EC 61162-450.

pecified in
d sentence
shipboard

use it uses

t the other

ipboard data serversmay accept protocols other than those described here as input
mple, Modbus TEPROPC UA and MQTT. If the shipboard data server receives data fro
s, they shall be defined in the Data Source Information.

external timestamps and their related UTC synchronization status information, if
roviders.

functions;
such data

input data do not have UTC timestamps, the shipboard data server shall timestamp a]l recorded
hsed on the system clock of the shipboard data server. The shipboard data server may additionally

ovided by

c¢) The shipboard data server shall receive data that comply with the data format specified in ISO 19848
using the protocol defined in Annex C.

d) The shipboard data server shall receive data that comply with the data format specified in ISO 19848
and the sentence specified in IEC 61162-450 using the protocol defined in Annex D.

e) The shipboard data server shall receive the file based on ISO 19848 using the protocol defined in

Annex

E.

f) The data received with illegal integrity checking information, such as checksum/cyclic redundancy
check (CRC), or from a source marked as invalid shall either be stored as received and flagged to be
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invalid by use of quality coding (see ISO 19848:2024, 5.2 €) or be discarded and logged by the log
management function as an entry of invalid information. See 6.6.

— The shipboard data server shall discard received data having no integrity-checking information and
which is logged by the log management function as an entry of no integrity-checking information.

use of quality coding, See ISO 19848:2024, 5.2 €).

The data received with quality coding from the source shall be passed on to the Data Consumer by the

— If the shipboard data server receives data that contains quality information, it shall record that
information.

The quality information recorded in the shipboard data server shall be sent to the Data Consumer

g)
us
— Th
by
Pr
6.3.3 Ou
The shipbd
JSON speci

In addition|

Also, the

a)
based

b)
)

The s
The s

6.3.4 Re|

The reque
chronologi

The shipbg
requireme

a) There

are ari

The rd
requeg

b)

naotharaguact.racnoncatrancnaort carvica
TSt e T g et r Eo P oSttt port o v et

shipboard data server as long as the meaning of the quality information assigned kb
pvider is maintained (change of code system).

tput function

ard data server shall conform to the output function of XML specified in ISO 19848:2
fied in ISO 19848:2024, A.3.

the shipboard data server may have the output function of CSV specified in ISO 1984 §

ipboard data server shall have an output function thatimeets the following requireme

s
The sl]ipboard data server shall be able to send data thatcomply with ISO 19848:2024, A.2

pn [SO 19848.
pboard data server shall send data definedin 6.3.2 a) by 6.3.4 and 6.3.5.

:ripboard data server shall send the file defined in 6.3.2 a) by 6.3.6.

quest-response data transportservice

st-response data transport.services offer a function of processing data which are
cal order at a time.

ard data server shall have a request-response data transport service that meets th
hts.

quest-response data transport services shall receive and update one or more data ata
ayed in chrofiological order.

quest-response data transport services shall send data that contain data items a
teddrom shipboard machinery and equipment with this protocol.

The ré

e value recorded in the shipboard data server may be changed to unified quality eodinlg managed

y the Data

024, A.2 or

:2024,A4.
nts.

ind the file

arrayed in

b following

fime which

hd periods

alfact racmancn fron oot ]
I

1l vncnivn ata fny oy
I

)

T TCcCCTvC—Oata 11T OTITr  STIT

equipment with this protocol.

d)

inery and

The request-response data transport service shall generate a normative XML file defined by

[SO 19848:2024, A.2 from data records stored in the shipboard data server and shall then transport
the generated file to a location as indicated in the URI-parameter given by the requesting shipboard
machinery and equipment in the request.

NOTE

The applicable file transport mechanisms are described in 6.3.6.

Protocols for providing request-response data transport services are described in Annex C.
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6.3.5 Streaming data transport service

The streaming data transport services offer a function of sending the most recent data at that moment to

one or mor

e shipboard machinery and equipment.

The shipboard data server shall have a streaming data transport service that meets the following

requirements.

a) The streaming data transport services shall offer a function of putting a timestamp to input data
received from shipboard machinery and equipment, and of sending data at that moment to one or more
shipboard machinery and equipment.

b) The streaming data transport services shall be able to record data that are specified in Data Source
Informatienand-received-continneusty-fromshipbeard-machinery-and-equipment

c¢) The streaming data transport service shall be able to start sending required data when/they receive

begin

Protocols f

rommands from shipboard machinery and equipment.

pr providing streaming data transport service are described in Annex D.

6.3.6 File transport service

The file trg

The shipbd
by ISO 198

nsport services provide a function of data exchange of file formats:

18:2024, A.2. Other file formats may also be supported.

For compafibility with already installed systems, file transpoxt services may save received d

designated

The manuf
input and ¢

The shipbq
security, th

When usin
6.4 Alia

6.4.1 Ge
The alias f3

storage location areas defined in the configuratiomof shipboard data server.

acturer shall describe in the manufacturer’s documentation the maximum capacity f
utputin a single session.

ard data server shall support HTTP 'o#’FTP as file transport services. From the vi
e shipboard data server may support:HTTPS or FTPS.

c HTTP(HTTPS), see Annex E. Similarly, when using FTP(FTPS), see RFC 959 or RFC 4
5 function

neral

inction provides the ability to simultaneously access one or more Local IDs or Short I1]

simple name from the actual recorded data. See Figure 5.

The shipbg
method of

ard dataserver may be provided with an alias function. The alias function is executed
Lhe réguest-response transport service.

ard data server shall have file transfer function to outputthe normative XML file that

is defined

qta files in

hat can be

ewpoint of

p17.

s with one

by the GET

© IS0 2024 - All rights reserved

18


https://standardsiso.com/api/?name=5942b449ea93edaa0a0295d153f7c149

ISO 19847:2024(en)

Data request Data response

6.4.2 Alj

Shipboard data server
Local ID A
. Alias List
Alias ID :> :> Local ID B
| Alias Name [Local ID A
Local ID B Local ID C
LocalIDC - Local ID F
Local ID F
\/—— Stored data
Figure 5 — Alias function
as List

The alias finction is managed in an Alias List.

Virtual ID
virtual ID {

A virtual ]

Deletion of
List.

For details
6.5 Datd

6.5.1 Ge|

The shipbg
accordancd

If an inter
manual so

Examples (
NOTE

For the ser

registration which is used with the shipboard data server can-be done with the Alig

hall be unique within the shipboard data server.
D is called an Alias ID and can have the function of limitihg what the user can use.

the Alias ID or Alias List does not delete actual recorded data contained in the Alias

of the Alias List, refer to Annex B.
| calculation function

neral

ard data server shall have.a\function to provide calculated data (e.g. min, max and
with the calculation dat4 structures specified in ISO 19848.

hal calculation function'is implemented, its use and examples shall be given in the
as not to interferewith user operation.

fan internal-¢alculation function are shown in Annex H.
alculatedddta can be the result of the service agent calculating input data.

vice agent, refer to Annex A.

s List. The

ID or Alias

hverage) in

nstruction

6.6 Log

anagement function

The shipboard data server shall record the following events in detail into the system log:

a)

access
b)
)

control check;

history of status change: all changes in statuses described in 5.1.4;

adjustment of system clock; and

d)

© IS0 2024 - All rights reserved
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history of access: date and time of operational access to the shipboard data server including the result of

history of changes in management data: the Data Channel List, the Data Source Information and

Error information: input data are not recorded because a checksum error or CRC error occurs.
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Each system log record shall include the logical name of the shipboard data server and the date and time of

the event o

ccurrence.

Log contents shall cover a complete history of all records for at least the last 30 days.

7 Operation requirements

7.1 General

The shipboard data server shall be protected from the following logical threats — those which may damage
software systems, data and networks without damaging the hardware — through on-board and off-board
network systems, as well as physically connected shipboard systems.

a) Malware infection from shipboard systems.

b) Interryiption and discontinuation of network services by large-volume broadcast traffie’and
control message protocol (ICMP) and/or internet group management protocol (IGMP) packets.

c) Deletign and falsification of internal files by remote access.

The shipbdard data server shall be protected from physical threats of direct.aegess from removal

interfaces and other factors with which they are equipped.

The shipbdard data server should be installed in controlled areas.

7.2 Profection from logical threats

7.2.1 Acfess control

7.2.1.1 (eneral

The shipbdard data server shall have a system to identify and authorize users to control operatia

resources.|When users are appropriately autherized, the shipboard data server shall allow only t

to conduct|operations and use resources granted by their authorization.

To control|operations, the shipboardidata server shall have at least two types of authority: on

general users and one covering administrators with maintenance modes. It is necessary to ide

with identiffication, called accounts;To authenticate user accounts, it is necessary to introduce aut

with passyords and/or physical keys, or to adopt multifactor authentication. In case of the
necessary to combine passwords and keys. As an authentication procedure, users’ physical locati
used. When they are used, however, the procedure shall be applied to both local and remote acce
cases, access is controlied at a system level, where all users are identified and authenticated. I
identification and authentication mechanisms are also adopted at an application level. When use
as groups, pser identification and authentication may be carried out on roles and/or groups in so

7.2.1.2

ccount management

or internet

[72)

ble devices,

ns and use
hose users

e covering
ntify users
hentication
latter, it is
bns may be
5s. In many
In addition,
rs function
ne cases.

The shipboard data server shall provide functions of support so that authorized users can manage all
accounts, such as those for adding, activating, changing, deactivating and deleting accounts. Account
management tasks include organizing account groups, setting conditions for group memberships and
allotting relevant approvals. Application service accounts used for communication between software
processes shall have security policies and procedures that are different from those of user accounts.
When enhancing security, unified policies for account management shall be followed and developed in the
shipboard data server’s local components. Default system accounts shall be deactivated or deleted after they
have been used for system installation.
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7.2.1.3 Identifier management

The shipboard data server shall provide a function to support identification management by users, groups,
roles and/or shipboard data server interfaces.

7.2.1.4 User authentication

Mechanisms for user identification and authentication are applied to both general operation and
administrator authority modes. User authentication is carried out with one or more of the options described
in a) to d) below. When user authentication fails repeatedly, ways to limit the number of attempts shall be
provided. To control the number of attempts made over the designated number, for example, a function shall
be provided to reject access either for a certain period, or until locks are released by administrators. The

shipboard

ata server shall be able to record the 10 latest approvals either internally or in extern

a) Passw

brds

The equipment has alphanumeric keyboards and/or other data entry devices so that c

passw
authern

When

1) pa

2) p4
of
ch|
3) pa
fol
ch|

4) w

a
5) pa
b) Secret
When
Smart

When
levels

7.2.1.5 A
The shipbd

brds can be entered while normal operations are being made. It is necessary to
tication with login information, such as passwords used with users’ namés-and in key

sswords shall be case sensitive.

sswords for administrator authorities shall be made up of 10 or more letters that in
the following: arabic numerals, the uppercase and lowercase letters of the alphabet :
practers.

sswords for general users shall be made up of-eight or more letters that include
lowing: arabic numerals, the uppercase and lowercase letters of the alphabet a
aracters.

rds contained in dictionaries and proper nouns shall not be used; passwords shall
d meaningless.

sswords shall be strictly controlled and not shared with other individuals.

keys and other symmetric eryptosystems

remote-access functions are provided, the requirements set forth in 7.2.3.3 shall be m{
fards and other asymmetric cryptosystems

asymmetric cfyptosystems with smartcards and other means are used, cryptograph
bhall be equalto those for the 2048-bit RSA key or higher.

\uthenticator feedback

al syslogs.

bmplicated
allow user
cards.

password-based user authentication is allowed, the following requirements shall be mgt.

'lude three
ind special

two of the
nd special

be random

o

ic security

ard data server shall provide a function to obscure authentication information feedb

ack during

the authen

1cation process.

7.2.2 Usage control

7.2.2.1 General

The shipboard data server shall be able to control access to operations and resources with authorization
granted by authorized users. By confirming whether the necessary approvals are conferred before allowing
users to execute functions, usage control prevents unauthorized functions from being executed on the
shipboard data server and on the resources managed by the shipboard data server. It also prevents such
resources from being accessed.
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7.2.2.2 Authorization enforcement

By separating its functions or exercising minimum authorizations, the shipboard data server shall provide a
function to exercise authorizations granted to use in all of its interfaces.

7.2.3 Network access

7.2.3.1 Network access

To keep itself from threats from unmanaged networks, the shipboard data server shall be installed in
demilitarised zones (DMZs) with 16425-gateway or 460-gateway compliant gateways. The shipboard data
server shall halt communication services, except for those specified in 6.3.2 to 6.3.6. The shipboard data

server shapatsotmit tSage—so that-the—communteation pot ts—ofretworks—thatarenotused—n services
cannot be accessed from the outside. The manufacturer shall clarify available port numbers-in<nstruction
manuals.

The shipbgard data server shall not accept any commands other than those used by the servicgs set forth
in 6.3.2 to| 6.3.6. The shipboard data server shall provide a function to control the use of mgbile codes
that it downloads to itself and executes. See ISO 16425 for requirements for protection from threats from
unmanagefl networks.

7.2.3.2 Remote access

For remotq access to the shipboard data server, the shipboard data server shall be installed on the vessel in
accordance¢ with the requirements for Category I of IACS Rec.166:2020, 7.6.

7.2.3.3 Use of cryptography

When encrjyption is implemented, secret keys or other symametric cryptosystems shall be used. When secret
keys are uged, they shall essentially be random.

7.2.4 System defence

7.2.4.1 (eneral

System defences are made up of malware infection prevention, firewalls, intrusion preventioh and user
alerts in preparation for malware aiid other software infections being detected. They can be provided in
accordance¢ with the devices and/or the environments in which the devices are installed. For exgmple, they
can be proyided by devices which are compliant with IEC 61162-460, which are installed on netwprks which
are compliant with IEC 61162-460 and/or those installed on networks compliant with ISO 16425

NOTE The ship owxnér is responsible for disasters and restoration plans, which are included in the ship's
integrated dafety magagement plans (ISMPs).

7.2.4.2 Malware protection

Protection

Irom malware 1s provided with one or more of the rollowing options.

a) Devices compliant with IEC 61162-460.

b) Devices that have removed accessible interfaces that can be penetrated inside by malware.

Examples are built-in systems that do not have operating systems and those that have physical interfaces
that do not allow malware from invading. Examples are IEC 61162-1 serial interfaces or wireless device
(frequency) interfaces and specific functions of marine radiocommunication or navigation systems from
the International Maritime Organization (IMO) (i.e. interfaces of radio frequency where files cannot be
forwarded).

NOTE

“Accessible interfaces” refer to interfaces that can be accessed without tools or keys. Examples include
USB ports that are used to load files, serial interfaces or debug ports and network ports.
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that have accessible interfaces that can be penetrated inside by malware.

When deciding on protection to apply, the manufacturer shall consider risks related to device functions
and environments in which devices are designed to be operated. The manufacturer shall provide detailed
information on ways to reduce device-related cybersecurity risks. It is necessary to allow access only to
the device functions that are required to execute normal operations. For example, reading, writing and
executing files are appropriately configured in accordance with functions intended to be used in normal
operations. Devices shall provide enhanced functions when they are attacked and/or damaged. All
unused interfaces, network ports, services and applications that are not required in normal operations
shall be inactivated.

To reduce risks on devices, the following measures are required.

1) Dqg
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Device
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updatd
last up
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If alloy
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m malware.

nufacturer shall describe in installation and operation manuals how te-evaluate the

s to be made. When a certain amount of time has passed since malwane protection so
dated, notices shall be submitted to inform users that the software'is outdated. Whe
tion software is updated, it shall not be inferior to the performance requirements set fo
v-list anti-malware software is used, the manufacturer’s matwals shall be checked for
changes to the system on the anti-malware software and update the allow list appr
ary.

is necessary to install devices in DMZ with a firewall to protect from malware. Fg
ewalls that meet the 460-Gateway requirements;and consist of L3 Switch, UTM or 1642

ection from physical threats

neral

ard data server shall be proteéted from physical damage, such as theft, natural brg
destruction. The shipboardidata server should be installed in the restricted areas
b Code, Part B, 9.18 and 9:21.[13] When the shipboard data servers cannot be insta
ioned designated restricted areas, protection shall be provided from physical

in this clause. The~manufacturer shall include requirements regarding this cla

jtallation requirements

s to instal) the shipboard data server, the ship owner shall create policies and develop |
hccess il accordance with risk assessments. To prevent unauthorised access, the ship
| be\installed in locked rooms, on locked racks, in locked cabinets or in locked consoles

protection

s equipped with software for protection from malware shall meet the performance requirements
ibed in 5.1.1, even when they are in normal operation. Where blocklisted anti-malw4

re is used,
impact on

5 of the updating of files for defining anti-malware measures and softwaré, and the conpditions for

'tware was
n malware
rthin5.1.1.
the impact
bpriately if

r example,
H-Gateway.

akage and
designated
lled in the
threats, as
lse in the

brocedures
board data
Keys shall

iately managed so that only the ship manager has access.

7.3.3

Connection cables

Communication cables intended to be connected to the shipboard data server shall not be casually laid on
the floor to keep away from damage and disconnection.

7.3.4 Power source management

Electric-power supply cables intended to be connected to the shipboard data server shall be protected from

damage an

d disconnection.
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Interfaces for removable devices

7.3.5.1 General

The number of points with which removable devices are connected shall be the bare minimum for operations
and maintenance.

7.3.5.2 Unused connection points

Unused connection points shall be protected from easy access with one or more of the following options:

by tools or keys;

a) blocks
b) logical
¢) invalid
7.3.5.3 (

Connectioq
sources idd

Other conij
to avoid co
password-

The manuf
the require
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NOTE1 4
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J
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against a kn}
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All accessi
the equipny

nnection and use of a different device than the one intendedj«.g. by means of a tool or

invalidation (which cannot be validated);

ation with settings requiring authentication.

pperation protection

| points used for access to data storage shall be configured to permit connection o
ntified as USB device class 08h (USB mass storage).

ection points (other USB device classes and non-USB devices) shall be blocked from ¢

brotection (disable/enable) in the device set-up.

acturer shall provide information about the technolegyused and how the connection
ment to limit connection to its intended operation,

xecutable program file verification

nd CD/DVD. Manual execution of any type of file from REDS shall only be possible af
Fion for accessing the executable cofitent of the REDS. Manual execution shall be possi

\ digital signature method issbased on a private/public key pair. Typically, a hash-function
SHA-2 family (use of MD5.dand SHA-1 are now discouraged, see ISO/IEC 10118-3.)

pecial keys can be values calculated from the delivered data using a specified function an
own and expected value, both the function and the value being specified by the trusted sourcg

lon-executabledata verification

ble datain/REDS shall be verified using a digital signature or a special key before bei
ent.

hly to data

Pasy access
a key or by

oint fulfils

ard data server shall have prohibited all automatic execution from REDS, includinlg auto-run

ter passing
ble only for

is used, for

d compared
or sender.

ng used on

7.3.6 Pr

btection (nfh nrc)

The shipboard data server shall protect interfaces that are not used for operations.

7.3.7 Equipment maintenance

To ensure the continuous availability of the shipboard data server, the manufacturer shall write down

appropriat

e maintenance methods in maintenance manuals.
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7.4 Software maintenance

7.4.1 General

The shipboard data server shall support a maintenance mode to enable software maintenance.

The maintenance mode is intended to be accessible only by users authorized by the manufacturer or the

manufactu

NOTE
maintenanc

7.4.2 Ma

rer’s authorized representatives.

e. They are not necessarily employees of the manufacturer.

intenance mode

Authorized users are typically those working for a company that performs installation or after-installation

Restrictior]
but also:

with o

with a

— and/or

Operationg
shall inclu
mode is er
maintenan|
processing

7.4.3 Se

The shipbg
shallbeas

NOTE

deleted. Thd
also be proy

744 So

In the maintenance mode, Data Source’Information and Data Channel List can be added, (

s shall be imposed so that the maintenance mode cannot be entered with just sirgle

perations with managed keys;
Iministrative authorities approved by users, roles and/or groups;
on special conditions.

made in the maintenance mode shall be recorded either internally or in external syslo
de the following: authentication information with time¢stamps used when the m
tered, as well as operation details and results. There shall be a system to inform u

is not performed and operations are not made for certain periods during the mainten

[ting changes

ystem to import and export Data Souree-Information and Data Channel List settings.

account management function (see.7.2.1.2) and the identification management function (see
ided.

ftware update

As a meas
(including
mode. Wh

re against vulnerability, the shipboard data server shall have a function to update it
he 0S, databasé-system, etc.). However, this function may only be performed in the m
n the software/contains version information; the software versions shall be manag

bperations,

bs. Records
aintenance
sers in the

ce mode of operation results. Also, there shall be a system to end the maintenance nmpode, when

hnce mode.

ard data server shall allow users to change its settings, but only in maintenance mode. There

pdated and
7.2.1.3) can

s software
aintenance
red so that

is ensured;The software should constantly be kept up to date. When vulnerabilities are found in

The execution of a software update shall begin only after successful user authentication. The user identity
shall differ from that of users permitted to access maintenance mode.

The equipment shall ask users to confirm the start of the software update. This means that two steps are
required before execution of an update: user authentication and obtaining express permission to begin
installing the update. Both steps may be performed at the same time.

The user shall be notified if, once initiated, the software update fails to successfully occur.
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7.4.5 Failure recovery

The shipboard data server shall have a function to cancel updates and make rollbacks during software

maintenan

ce.

7.4.6 Software version information

The shipboard data server shall show at least its software version on a screen, or on a hardware where the
software is installed, if no screen is available by label, etc.

NOTE

The shipboard data server can manage its software version in a way which is consistent with ISO 24060.

8 Test

8.1 Outline

The manuf
output ang
methods li

results shall be documented in a test report.
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Test methd
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ds, judgment criteria and test results shall be repoxsted in detail.
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5t environments
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bnal tests shall be performed as outlined in IEC 60092-504. Confirm that the output
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30 data sa
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5.1.4 functjonsnormally.

ples the-file'defined by ISO 19848 at the same time. The test structure is shown in Fig

Hata input/
e with the
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hipboard data server is intended to be certified by a third-party organization, the manufacturer
shall contact the organization and agree to the documentation(s) and testing(s) necessary to de
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m that the
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Figure 6 — Test structure
Conditions|for peripheral test devices are as follows.
a) Data providers that can make more than ohe-data input request as shown in Chapter 5 are cqnnected to
the equipment under test (EUT).
b) Data cpnsumers that can make more than one data output request as shown in Chapter 5 are{connected
to the EUT.
c) Dataregceivers that can receive files in EUT’s file transport service are connected to the EUT.
d) When [the EUT does pot-have an administrative user interface, management devices that do have
adminjstrative user ifiterfaces are connected to the EUT.
e) Time masters that'can perform time synchronisation are connected to the EUT.
f) Backup systems that can receive backup data from the EUT and store them are connected to[the EUT.
g) The above-mentioned functions may be consolidated in one or more devices.

8.2.2 Test methods

The test items in Table 2 correspond to subclauses of Clause 5. The test conditions and methods listed in
the test methods column in Table 2 consists of three parts. The top part describes the test outline. The
middle part describes the test conditions and lists pairs of condition items and contents. The bottom part
describes the test procedures. The tests are conducted in accordance with the test procedures under the
test conditions and confirm that the evaluation standards are satisfied.
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Table 2 — Test items, test methods and evaluation standards for general requirements

Test items Test methods Evaluation standards
Confirm that the input data processing performance in 5.1.1.2 is satis-
fied.
Data volume 60 min x 60 s x 150 data sets Confirm that there is no
511.2 _ & sessions/s time stamp omission in
Data input frequency (1) / . data retrieved in ship-
Input data pro- (30 data sample sets/session) board data servers. and

cessing perfor-

1 i 0,2 d
Data input frequency (2) sessions/0,2 secon

that the data

complete-

mance (30 data sample sets/session) ly agree with request
Issue data input requests consecutively from data providers to ship- data.
board data serversin accordance with the conditions listed above in
this table, and write data on shipboard data servers periodically.
Confirm that the output data processing performance in 5.1.1.3 is satis-
fied.
Data volume 60 min x 60 s x 50 data sets
5113 1 sessions/second Cpnfirm that therg is no
A.1. Data request frequency ) time stamp dmission in
Output datq pro- (30 data sample sets/session) data retrieved in data
cessing perfor- Issue data output requests from data consumers to shipboard data consumers, dnd that the
mance servers for each of the following two protocols, in accordanceith the |data completely agree
conditions listed above in this test item, and retrieve the data-written in |with request data.
shipboard data servers in data consumers.
a) Request-response transport
b) File transport
Confirm that the streaming transport processing performance in 5.1.1.4|a) Incoming: Confirm
is satisfied. thatthereisno time
Incoming data volume 60 min x 60.5% 150 data sets _stamp omission
in datgd retrieved
Outgoing data volume 60 min x\60 s x 150 data sets x 2 streams in shippoard data
servers,| and that
the datd completely
5.1.1.4 agree with request
Streaming frans- data.
port processing |a) Send streaming data from data providers to shipboard data servers
performande in accordance with'the conditions listed above in this test item. b) Outgoing: Confirm
thatthefeisno time
b) Send streaming data from shipboard data servers to data providers stamp ¢mission in
in accordance with the conditions listed above in this test item. data rgtrieved in
data consumers,
and thgt the data
completely agree
with request data.
Confirm that the storage function in 5.1.2 is satisfied. Convert datq volume
Data volume 60 min x 60 second x 150 data sets recorded in ghipboard
data serversfand logs at
the time of pfocessing
5.1.2 into one-month vol-

Storage fun

ction

Confirm the above-mentioned with the Input data processing perfor-
mance in 5.1.1.2, using data written in shipboard data servers.

umes, and confirm that

the volumes are smaller
than available storages

prescribed in specifica-
tion documents.
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Table 2 (continued)

Test items Test methods Evaluation standards
Confirm that with the condition monitoring function in 5.1.4, shipboard
data server statuses are monitored, and the statuses are reported to
other shipboard systems.
One or all the following: a) system ab-
normalities in shipboard data server
processors (CPUs), b) access failures . o
. . in storage devices, ) failures in re- Confirm the following:
Subject to monitor .o
cording interfaces (LANs), d) troubles a) Abnormalities
in UTC time synchronisation and e) generated on
insufficient vacant space in storage chinhoard data
devices. N
servers| shall be
e - Vacant space accounts for zero per- repbrtedl to other
Standard for judging insufficient 3
M . _ vacant space in storage devices cent or data volumes for 30 days or shipboafd systems.
Condition moni- less. bl (0 local
toring function ' n - cpse oca
8 Volume of data tobe savedin 134 4, 54 1) x 60 min x 60's x 150 data~[C0  displays are
shipboard data servers (for desi db K 4
30 days) sets (or designated by makers) available):
Abnorfmalities
The interface for reporting shipboard generat¢d on
Status reporting interface data server statuses prescribed in shipboafd data
5.17 servers| shall be
a) Generate abnormalities (artificially) at each subjéect*and monitor displayqd locally.
shipboard data server statuses to be reported{from the status
reporting interface to other shipboard systems\(also see 5.1.7).
b) (In case local displays are available); (Generate abnormalities
(artificially) at each subject and moniter shipboard data server
statuses which shall be displayed locally.
Confirm the data backup and restoration function.
515 Volume of data to be saved in 80-d x 24 h x 60 min x 60 s x 150 data |Confirm thafmanage-
D.at.a backub and the EUT sets ment data arjd actual
restoration|func- |Save in the backup systemgnianagement data and actual recorded data recorded data saved
tions in the EUT. in backup syptems are
Restore in the EUT management data and actual recorded data saved in restored in the EUT.
backup systems.
5.1.6
Functior_l topro- INOTE Cybersecurity-related tests are described in Table 4.
tect agains{unau-
thorised acgess
Confirin that shipboard data server statuses can be recognized on
bgard ship with the status reporting interface described in 5.1.7.
3 Shipboard data server statuses (nor-
tatus to report . . ]
mal/abnormal) monitored in 5.1.4. In status reprting
517 Single outputs at relay contacts or interfaces, cgnfirm that

Status reporting

methods designated by makers (crew-
members shall recognize abnormali-
ties on shipboard data servers).

Status reporting interface

Generate shipboard data server abnormality (artificially) and confirm
interfaces for reporting shipboard data server statuses (normal/abnor-
mal).

shipboard data server
statuses (normal/ab-

normal) shal

1 be output.

The test items in Table 3 correspond to subclauses of Clause 6. The test methods column in Table 3 consists
of three parts. The top part describes the test outline. The middle part describes the test conditions and
lists pairs of condition items and contents. The bottom part describes the test procedures. The tests are
conducted in accordance with the test procedures under the test conditions and confirm that the evaluation
standards are satisfied
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Table 3 — Test items, test methods and evaluation standards for date input/output and data

management
Test items Test methods Evaluation standards
Confirm that the management of the system shown in 6.2.2 is car-
ried out.
Time Approximately 2 h Confirm the following:
Synchronization frequen- | | h/session a) EUT time is synchronized
cy with time masters with time masters at
a) Setthe UTC in the EUT one day or more in advance of test days, predefined intervals.
and confirm the UTC in the EUT is synchronized with the UTC i
6.2.2 in the time masters within an hour. b) When time
Manageme lt cynﬁ]ﬁrnnvvqiﬂn cannot
of system b) After synchronization with the time masters as described in a), be made, \x|the  EUT
clock dissolve connections between the EUT and time masters, and issues "1(_)55 of UTC
confirm that the EUT issues a “loss of UTC synchronisation” synchrénizatiop” warning.
warning (see 5.1.7 for methods). )
c¢) EUTreal-time ¢lock (RTC)
c) An hour after synchronization with the time masters as §hall not be ingccurate for
illustrated in a), when connections between the EUT and the more than one(second per
time masters are dissolved as shown in b), confirm that the hour.
time lag between the EUT’s UTC and the time masters’ UTC ‘is
no more than one second.
Confirm the data input/output functions in 6.2.3, 6.3.2, 6.3.3'dnd
6.3.4.
Volume of data to be 30d x 24 h x 60 min x 60 s X
6.2.3 saved in the EUT 150data sets
Managemeft |Frequency of data inputs 5 sessions/s )
of Data Chan- (30 data sample sets/Session)
nel List Frequency of data out- .
6.3.2 puts 5 sessions/5 s
Input functjon |Number of data inputting At least'dne device
6.3.3 devices Confirm that there ifs no time
Output funé- _ stamp omission in the data re-
tionp gﬁ?ggiﬁigata OUTPUE | At ledst one device trieved in the data qonsumers.
6.34 a) Issuedatainputrequests shownin 6.3.2 and 6.3.4 consecutively
Request- from data providers to the EUT in accordance with the
response conditions listed above in this test item, and write data in the
data EUT periodieally.
transport
service b) At the(same time as the abovementioned requests, issue data

output-requests shown in 6.3.3 and 6.3.4 from data consumers
te.the EUT in accordance with the conditions listed above in this
test item, and retrieve in data consumers the abovementioned
data written in the EUT.
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Table 3 (continued)

Test items Test methods Evaluation standards
Confirm whether three files managed by the EUT (Data Channel a) In case the EUT itself is
List, Data Source Information and Alias List) can be created, updat- also a management device,
ed and deleted from management devices, and whether access is confirm that:
controlled from management devices to the files. _ .
Frequency of data 30d x 24 h x 60 min x 60 s x 1) w1tlgh t _1nC(2rlrect
inputs 150 data sets authentication
information, it is
Frequency of data 5 sessions/s not  possible  to
inputs (30 data sample sets/session) perform creating,
Number of data - . updatlpg and deleting
sessions/5 s operation
puttmg devices T
Number of data . 2) with correct
X : : At least one device . .
inputting devices authlentication
At least one device 1nfor_mat10n, it Is
. possible to perform
One management device creating, updating
Number of data output- and deleting
ting devices operationd. ~ When
such operations
are madeg, confirm
that Dat@q Channel
List, Datta Source
Informatign and Alias
6.2.3,6.2.4 List are updated.
and 6.2.5
Managemept b) In case the HUT is not
of manage- a) Incasethe EUT itselfis also a managementdevice: a management device,
ment data confirm that:
1) Inputincorrect information in the/EUT, and apply creating,
updating and deleting operations to three files: Data 1) updating and deleting
Channel List, Data Source Information and Alias List. operationf can be
made quccessfully
2) Input correct informatiew’ in the EUT, and apply creating, when  nfanagement
updating and deleting operations to three files: Data devices lave been
Channel List, Data Source Information and Alias List. authorized by the
EUT. Datp Channel
b) In casethe EUT is hot a management device: List, Dafla Source
) . . Informatign and
1) \é\{Jth‘le mz;nagemtgnt devacets: havedbzerll ta'uthorlzeci_by tl;e Alias List qre updated
thréeiles: Data Channel List, Data Source Information and as intendpd by the
; ) ’ operationg made.
Alias List.
) ) ) 2) when nlanagement
2)\ ¥ While mana}gement d(?Vlces are not.authorlze(-i by the EUT, devices are not
apply creating, updating and deleting operations to three authorized by the

files: Data Channel List, Data Source Information and Alias

k EUT, updating and
List. deleting |operations
atre mmsuccessful,
and Data Channel
List, Data Source

Information and Alias
List are not updated.
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Table 3 (continued)

Test items Test methods Evaluation standards

Confirm the data input/output functions in 6.2.3, 6.3.2, 6.3.3 and
6.3.4.
Volume of data to be 30d x 24 h x 60 min x 60 s x

6.2.3 saved in the EUT 150 data sets

Management |Frequency of data inputs 5 sessions/s _

of Data Chan- (30 data sample sets/session)

nel List Frequency of data inputs |5 sessions/5 s

6.3.2

Input function

Number of data inputting
devices

At least one device

Confirm that there is no time

6.3.3

Number of data output-

At least one device

stamp omission in data that
data consumers rétrieve from

Output fung-  |ting devices
tion , : , the EUT.
a) Issuedatainputrequests shownin 6.3.2 and 6.3.4 consecutively
6.3.4 from data providers to the EUT in accordance with the
Request-re conditions listed above in this test item, and write data in the
sponse datg EUT periodically.
transport
service b) At the same time as the abovementioned requests, issue datd
output requests shown in 6.3.3 and 6.3.4 from data consumers
to the EUT in accordance with the conditions listed above in(this
test item, and retrieve in data consumers the abovementioned
data written in the EUT.
Request to subscribe/unsubscribe streaming data from:data
outputting devices to the EUT and confirm whether‘the request
is accepted and whether access is controlled by thé’appropriate
authentication. _ _
Volume of data to be 30d x 24 hx60min x 60 s x Confirm the following.
saved in the EUT 150 data sets a) When subscriptions are
. fd ) 5 sessionsy/$ made from datd outputting
6.3.5 requency of data inputs (30 datassample sets/session) deYices to the HUT, data on
. - < this topic are dent to data
Streaming Frequency of data inputs |5 séssions/5 s outputting devices.
data transgort : :
service Number of data inputting At least one device ; ;
devices b) When the |topic is
Numb fdat ol unsubscribed, data
tizfgndgiﬁes ata outpt At least one device outputting . devices no
longer receive|data from

a) Subscription)requests are made to MQTT topics by data
outputting devices.
b) Requests are made to unsubscribe to topics subscribed in a) by

data outputting devices.

the EUT.
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Table 3 (continued)

Test items Test methods Evaluation standards
Confirm that the file transport service shown in 6.3.6 is performed.
Protocol All compatible protocols Confirm the following.
Sample file data format |XML files complying with ISO 19848 a) Protocol functions
File size Maximum volumes in maker specifica- prescribed in  maker
tions specifications work
a) Confirm that protocol functions (authentication, exclusive appropriately.
6.3.6 sy(iatl:(;l, i%mlgzirglcl, etc.) prescribed in maker specifications b) All sample files sent from
File transport pprop Y data providers have been
service b)—Send sampie fites from data providers to the EUT and confirm saved-n-the EUT.
that they are saved at arbitrary locations in the EUT. 9  All samplefile$ sent from
¢) Send sample files from the EUT to data receivers, and confirm the EUT -have all been
that they are saved at arbitrary locations in data servers. saved|in-data receivers.
d) Connect the EUT with data receivers, and confirm that sample|d) | Sample files sjved in the
files saved in the EUT can be deleted with protocols with which EUT can be delgted.
the EUT complies.
Confirm the Alias function shown in 6.4, if the shipboard data sery-
er has this function.
Volume of data to be 30d x 24 hx 60min x 60sx 150 data ]
saved in the EUT sets Confirm that the data:
5 sessions/5 s - have been retrieveld by data
6.4 Frequency of data inputs consumers from thg EUT;

Alias function

(30 data sample sets/session)

Number of alias lists
registered

One or more

Make data output requests from data constvmers with Alias IDs
registered with the EUT in accordancewith the conditions listed
above in this test item. Retrieve the requested data from the EUT to

data consumers.

- have been obtained in agree-

ment with registerejd Alias IDs;

- have no time stamp omis-
sions.
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Table 3 (continued)

2) Request GET so that request results are 403. (Request-

response protocols are used.)

b) Make the following changes from management devices or the

EUT.

1) Changes in Data Channel List,Data Source Information and

Alias List.
2) Changesin time.

¢) Generate self-diagnostic abnormalities

1) Generate the'‘self-diagnostics abnormalities required in

this document, one by one.

Test items Test methods Evaluation standards
Confirm that the sufficient number of logs required for the EUT
have been recorded. Confirm that the following de-
6.6 Volume of data to be 30dx 24 hx 60 min x 60 s x 150 data  |tails are recorded in EUT logs.
Log saved in the EUT sets
management | grequency of data 5 sessions/s a) HTTP status codes done
function inputs (30 data sample sets/session) by data consumers:
requests that reply “200”
and “403” as well as their
Frequency of data . ] details (time stamps,
inputs sessions/5 s URLs, HTTP status codes
and IPs of requlest sourc-
es)
Number of data . b) 1) Redords of changes
inputting devices Atleast one device ) ) in Data CH annelgList,
Data Sourjce Infor-
Number of data i mation and Alias List
outputting devices Atleast one device (time stathps and
revised file names)
a) Make the following requests from data consumers to the EUT, 2) Changes ip time
(time befqre and
1) Request GET so that request results are 200. (Request- after charjges)
response protocols are used.) ¢ Details of genefated

self-diagnosticjlabnormal-
ities (time stamps and
abnormality dgtails)

The test it¢ms in Table 4 correspond to Clause 7. The test methods column in Table 4 consists off{two parts.
The upper| part describes\the test outline. The lower part describes the test procedures. Thg tests are
conducted |in accordan¢g-with the test procedures and confirm that the evaluation standards are|satisfied.
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Table 4 — Test items, test methods and evaluation standards for operation requirements

Test items

Test methods

Evaluation standards

Confirm support functions so that authorized users can manage
all accounts.

Confirm the following.

7.2.1.2. Accpunt
management

: : : a) Onl authorized users
a) Confirm that an authorized user can add, activate, change ) shaﬂ be permitted to add
and deactivate accounts. Confirm that general users cannot activate, change, deac tivaté

perform these operations. and dele'te accou'nts
b) Confirm that an authorized user managing accounts can b) oOnl authorized  users
organize account groups and set conditions for group shal}i be permitted to
membership. Confirm that general users cannot perform organize acIZount groups
these operations. and set group membership

c) Confirm whether read/write access to files, etc. is allowed conditions.

or denied for each account group. 9 Read/wiHD" dccess  to
d) Execute the application and confirm whether the necessary aRutI(ljorlzled files|is Eosilibll)e.
files can be read/written. eIVl access should be
readable and n¢t writable,
e) Confirm that the default account used during installation and read/writd access to
cannot be used. unauthorised fijles should

d)

be disabled.

The application shall be

able to read
necessary files,

The default syst|
shall be deac
deleted after ins

write the
ptc.

em account
tivated or
tallation.

7.2.1.3. Identifier
management

Confirm the effectiveness of functions thatsupport the man-
agement of users, groups, roles and/or identification through
the shipboard data server interface,

Confirm that there are functions to sipport identifier management.

a)

b)

Confirm that a managéement policy for identifiers has been
set.

Confirm that_theé ‘distributed identifiers are unique and
defined in accordance with the management policy.

Confirm the followin

There shall be functi
port the identifier m
by users, groups, rq
shipboard data serve

a)

b)

The method of

management sh
based.

The distributed
shall be unique
in accordance
management po

B.

ons to sup-
anagement
les and/or
"interfaces.

identifier
qll be rule-

identifiers
nd defined
with the

icy.
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Table 4 (continued)

Test items Test methods Evaluation standards
Confirm the effectiveness of the functions used to identify a) Confirm that a user identi-
users to the server, control access to specific information, and fication and user authen-
provide protection of information. tication mechanism for
a) Confirm that the shipboard data server has at least two at _leglst two typeslof user

types of user privileges. Priviieges, general opera-
yp b & tion mode and administra-
b) Confirm thatif user authentication fails, there is a limit to tor authority mode, shall
the number of attempts allowed. be provided.
c¢) Confirm that the most recent authentication information is
recorded.
721.4. Usekau- |94) Confirm thatthe account employs password, physical key [b)  Confirm thatthpre shall
thenticatioh authentication or multi-factor authentication methods. be a method\tolimit the
e) 1) When authenticating users with passwords number qf attempts when
] . user authénticafion fails

— Confirm that passwords are case-sensitive. repdatedly.

— Confirm that administrator passwords are at c¢) ,Confirm that thg last 10
least 10 characters including arabic numerals, occurrences of authentica-
upper and lower case letters of the alphabet and tion information shall be
three special characters. recorded in an internal or

external syslog

— Confirm that general user passwords consist’of at |d)  Confirm that the account
least eight characters including arabic numerals, shall use authentication
upper and lower case letters of the alphabet and methods such ap pass-
two special characters. words.

— Confirm that the password is a random row of e) 1 Confirm|that in
meaningless characters and that it is strictly con- the case jof user
trolled to prevent others from knowing it. authentifation

2)  When remote access functions are provided, confirm by passvaord, t.he
that security measures are sufficiently secured. passworfl setting
shall be nore strict
for admihistrators
than for general
users, anjd shall be
properlyymanaged.
3) Ifanasymmetric encryption method using a smart 2) Confirm|that if the
card, etc.jis used, confirm the encryption security system i provid-
level. ed with @ remote
access function,
a privatd key or
other symmetric
cryptosystem shall
be used.

3) Confirm|that if an
asymmefric cryp-
tosysteny suchasa
smartcard is used,
the cryptographic
security level shall

be 2048-bit RSA
key or higher.

7.2.1.5. Authenti-
cator
feedback

Confirm the function of masking the authentication informa-
tion feedback during the authentication process.

Confirm that feedback on authentication information is hidden
by displaying asterisks or other random characters when the
password is entered.

Confirm that the entered pass-
word shall be obscured and not
displayed.
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Table 4 (continued)
Test items Test methods Evaluation standards

Confirm that the usage control in 7.2.2 is satisfied. Confirm the following.

The shipboard data server shall
have functions that control op-

Confirm if there are any restrictions on user privileges when [€rations and access to resources

operating the shipboard data server or accessing resources.|With user authorization.

7.2.2. Usage a) Unauthorised users
control a) Check that it is not possible to execute the functions of the [shall be restricted from exe-
shipboard data server without authorization. cuting functions and accessing
resources.

b) Check to see if the user can execute authorized functions of | b) Authorized users

the shipboard data server while In an authorized state. shall be permitted tol execute
functions and aoCeSs[resources
normally.

Confirm that the network access in 7.2.3.1 is satisfied. Confirm”\the fgllowing.

a) [The shipboajrd data
server shall bge installed
in DMZs isolated from the

a) Confirm the configuration diagram of the network in which outer and innef networks
the shipboard data server will be installed. by a firewall |or similar

device that complies with

b) ponfirm_ the available communication portsins the the 16425-ga :(I:way or
instruction manual. 460-gateway.

1) Confirm that the available communicdtion ports can b) The available
be accessed. communication | ports are
2) Confirm that the unused communication ports cannot described in the manual,
72.3.1. Netlvork be accessed and only those |ports shall
access ’ be able to communicate
¢) Confirm the communication status by communicating with with each other.
communication services other’ than the ones specified in ¢ The function | shall be
6.3.2t0 6.3.6. X -
disabled for comﬂunlcatlon

d) Confirm the commands available on the shipboard data with comjmunication
server. Confirm thatthere are no commands other than the services whic are not
services specified in 6.3.2 to 6.3.6. specified.

e) Verify that'the manufacturer's documentation stipulates|d) There — shall | 'be  no
that the&_shipboard server has the function to control the commands ~ other than
use ofmiobile code execution. those used in the services

specified.
e) Only authoriz¢d mobile
codes shall be ejecutable.

Confirm that the remote access in 7.2.3.2 is satisfied. For remote access to [the ship-

board data server, confirm that

the server shall be ingtalled on
7.2.3.2. Renrote - - : :
access When using remote access to the shipboard data server, con- the Vessgl in accordance with

firm the installation environment of the shipboard data server. |the requirements for Category I

specified in [ACS Rec.166:2020,
7.6.
Confirm that the use of cryptography in 7.2.3.3 is satisfied. When encryption is implement-
7.2.3.3. Use of - ] ] ed, confirm that a private key
cryptography When encryption is implemented, confirm the encryption sys- |, other symmetric encryption

tem being used.

systems shall be used.
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Table 4 (continued)
Test items Test methods Evaluation standards
Confirm that the malware protection in 7.2.4.2 is satisfied. Confirm the following.
a) For devices that have anti-
malware software,

1) The anti-malware
software  shall be
working.

2) Automatic updates
shall be enabled.

a) For dgvicgs tfh'illt hav}el: anti-m;ﬂware s'oftware or the abilitly — Upddbds shall be
to update it, follow the manufacturer's instruction manual. execlthble.
1) C}?ngrrr_l th_at thekgnti-malw?re software installed on 2\ Notify lisers of the
the device is working properly. expirafion  date
2) Confirm that the anti-malware update is functioning if no ypdates are
7.2.4.2. Malware effectively. made fpr a certain
protection period pof time.
3) Confirm that performance is not impacted by the
software update by following the procedure shown.in 3) After thq update,
511 the performance
requirpments
b) For devices that do not have anti-malware software, ls)pec1f1ed in 5.1.1 shall
e met.
1) Confirm the installation requirements for the )
shipboard data server. b) For devices thatdo not have
anti-malware sofftware,

1) The shipbpard data
server ghall be
installed injp DMZ with
afirewall thlat complies
with the 460-Gateway
consisting |of an L3
switch, UTM, and
16425-Gatejway.

Confirm that the installation requirements in 7.3.2 are satis- Confirm and record that the
fied. shipboard data servdr is in-
stalled in a room or ganel that
can be physically or ¢lectroni-
7.3.2. Installation cally locked.
requirements Confirm that the installation requirements are described in the |Confirm and record the exist-
installation manual. ence of a document that spec-
ifies the method of managing
authentication devicgs such as
keys and passwords.

7.3.3. Connection

Confirm that the operational requirements in 7.3.3 are satis-
fied.

Confirm and record that com-
munication cables are protected
from being stepped on (e.g.

cables Cor}firm. that t_he installlation requirements satisfied are de- laid on the roof or protected by
scribed in the installation manual. cable ducts).
Confirm that the operational requirements in 7.3.4 are satis- Confirm and record that the
fied. power connector of the ship-
7.3.4. Power

source manage-

ment

Confirm that the installation requirements satisfied are de-
scribed in the installation manual.

board data server is equipped
with an anti-disconnection
mechanism (screw fixation,

hook, etc.).
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Table 4 (continued)

Test items

Test methods

Evaluation standards

Confirm that unused connection points are protected.

Confirm whether the unused connection points are
protected by any of the methods a) through c) in
7.3.5.2 using the manufacturer's documentation.

Confirm the following.

a)

The  connection  point
protected by method a)
in 7.3.5.2 shall not be
accessible without tools or

a) Confirm the access procedure for connection points keys
protected by the method a) in 7.3.5.2. '
) ) ) b) The connection points
b) Connectaremovabl_e device to a connection point protected protected by methods b)
2352 U . by methods b) or c) in 7.3.5.2. or c) in 7.3.5.2 shall not be
.0.0.4. Uunysea i
connection|points [c)  Confirm with the manufacturer's evidence documentation zccg551ble by, | removable
that the connection point is protected by method b) in evices.
7.3.5.2. ¢) The ,cownectipn  point
d) Confirm the activation procedure for the connection point grgogegt:}?aﬁ}l’)::ﬁzgﬁ?e? mn
protected by method c) in 7.3.5.2. Oy '
d)~ For connectign  points
protected by method c)
in 7.3.5.2, the| activation
procedure shalll require
authentication.
Confirm that the usage of the connection point is limited: Confirm the following.
Confirm the following for connection points with litnited usage. a) The technology limiting
. ) the intended |use shall
a) Refer to the manufacturer's evidence documents for the be described| in  the
usage limits. g .
7353, Opdration manufacturer's | evidence
protection b) Connect devices other than USB\device class 08h to the '
connection points specified forYSB data storage devices. b) Devices other |than USB
device class 08h shall not
be used in |connection
points specifiefl for USB
data storage devjices.
Confirm that only REDS data that passes verification can be Confirm the following.
executed.
: : : a) Automatic exdcution of
Confirm the following for points where REDS can be connected. executable REDS shall be
rohibited.
a) Referto the manufacturer's evidence documentation for P
the'attomatic execution of REDS. b) Manual execlition of
executable RED§ shall onl
7.3.5.4. Exefuta- |b) \Refer to the manufacturer's evidence documentation for b)é allllowed for )REDS tha};
Bgipgcoili’s;n file the manual execution of REDS. have passed authentication
c¢) Implement a manual execution procedure for test REDS ar.ld. verl.flcatlon (either _by
that do not pass verification digital signatur¢ or special

key).

Manual exec

ution of

executable REDS that do
not pass verification shall

not be executed.
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Table 4 (continued)

Test items Test methods Evaluation standards
Confirm that only REDS that pass validation can be used for Confirm the following.
non-running data in REDS.

. . . a) Onlynon-executable datain
Confirm the following for points where REDS can be connected. REDS that pass verification
either by digital signature
7.3.5.5.Non-ex-  |a) Refer to the manufacturer's evidence documentation for gr s -yl ﬁ 5
i pecial key) shall be
ecutable data the use of non-executable data in REDS. used
verification '
b) Implement usage procedures for non-executable data in b) Any non-executable data
REDS for testing that do not pass verification. in  REDS not passing
verification shall not be
used.
Confirm that the operational requirements in 7.3.6 are satis- Confirm and recerd that all
7.3.6. Proteiction |fied. unused Ethernet porfs and USB

(others) (1)

Confirm that the installation requirements satisfied are de-
scribed in the installation manual.

ports areblacked so that no
cables can’be connecfed.

7.3.6. Prote]
(others) (2)

ction

Confirm that the operational requirements in 7.3.6 are satis-
fied.

Confirm that the installation requirements satisfied are de-
scribed in the installation manual.

If the'Ethernet Port ind USB

Port blocks describe
previous item can be
using a tool, confirm
the existence of a do(
describing the manag
method of the tool.

in the
unblocked
and record
ument
rement

7.3.7. Equip
maintenan

ment
e

Confirm that the operational requirements in 7.3.7are satis-
fied.

Document review

Confirm and re

ord that

the following itenmps are de-

scribed in the use
of the shipboard d

Inspection item{

Troubleshooting

Consumables
recommended r
time

"'s manual
hta server.

list and
eplacement
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Table 4 (continued)
Test items Test methods Evaluation standards
Confirm that the maintenance mode in 7.4.2 is satisfied. a) When entering mainte-

nance mode, confirm that
a multi-step procedure
shall be necessary. It shall
require a managed key,
administrative privileges
granted by the user, role,
or group, and/or special
conditions.

b) In maintenance mode,
alter maintenance is com-
pleted, confirm|that:

1)i) Authentication
information with

a) Confirm the procedure for entering maintenance mode.

b) After completing the maintenance work: time stamps used
7.4.2. Mainte- when th¢ mainte-
nance mod¢ 1) Confirm the syslog when exiting maintenance mode. nance mpde is en-
Also confirm the system showing the operation result. tered angl that the
operatioh contents
2) Confirm the situation by staying in maintenance mode and resuflts shall
for a certain period without executing any operation: be recorgled in the
internal pr external
syslog.

ii) There shiall be a
system tp inform
users of the opera-
tion resylts.

2) The maint¢nance
mode shallfbe ter-
minated if fhere is
no operatio¢n for a
certain peifiod.

Confirm that the requirements in 7.4.3 are satisfied. Confirm the following.

a) Users shall bg able to
change the settings only in

) a) Confirm the procedure for a user to change the settings of maintenance mdde.
7.4.3. Setting the shipboard data server, but not in any other mode.
changes b) Data Source Information
b) Confifm the procedure to import and export Data Source and Data Channel List
Information and Data Channel List settings. settings shall belimportable
and exportpble in

maintenance mdde.
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Table 4 (continued)

Test items

Test methods

Evaluation standards

Confirm that the requirements in 7.4.4 are satisfied.

Confirm the following.

a)

The function to update
the OS, middleware, and
software shall operate only

a) Confirm that OS, middleware, and software updates can in maintenance mode.
operate in maintenance mode, and that update functions .
cannot be executed outside of maintenance mode. b) If the O, mlddlewa.re,
7.4.4. Software or software has version
update b) Confirm the version information of the OS, middleware, information, the version
and software and the method of mnnnging it shall be managed to
guarantee tragepbility.
c) Confirm the procedure for restoring the original state :
online or offline after updating. ¢) The OS,~middl¢ware, and
software 'shall [be able to
be inmmediately [restored to
thestate before [the update,
either online or pffline.
Confirm that the requirement in 7.4.5 is satisfied. Confirm that the fun¢tion to
7.4.5 Failurgre- | Confirm that when an update is cancelled or rolled back during f:ancelfor roll back updates (ilurll
covery software maintenance, the shipboard data server will return(to Lng S0 'tlwl?lre maintenance sha
the previous state. € avariable.
7.4.6. Softwlare Confirm that the requirements in 7.4.6 are satisfied. Confirm that softwaie version
version inf¢rma- information shall be pble to be

tion

Confirm that the software version information is displayed on

the display unit or output to an external device,

displayed or output.
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Annex A
(informative)

Ship-to-shore communication management

A.1 General

Storing data_on the shipboard data server and the on-shore data server has the advantage of providing
access to long-term data collection from several vessels for periods that exceed the shipboard ddta servers’
recording periods.
To realize |[such a system, this document establishes the requirements for the functioh which gends data
stored by the shipboard data server to the on-shore data servers.
Figure A.1|describes the concept model of the ship-to-shore communication using the networks gpecified in
ISO 16425 pnd IEC 61162-450 on-board. Details for mitigating the cyber safety related risks assogiated with
ship-to-shgre communication are introduced in [EC 61162-460.
(IS0 23807)
) ) Ship shore Communicatiofi 4
Genkral shipboard network architecture y
Shore network
Firewall (note 1) | I Firewall |
DMZ | DMZ
)
shipboard data server N | Di;itlgie
that conform to ISO ~ « E \
19847 and 15019848 .\ ™
Proxy
Pri
A p(iw
le eway
15019848
IEC 61162-1/2/ IEC61162-450 1S0 19848/
450 Sentence Modbus/TCP 1SO 19848 data file;
IEC 61162-460 Engine LAN.\ Business Crew LAN Wireless
Navigation LAN , LAN LAN
DMZ
note 2) (note 1) (note 1)
VDR @Ms AMS
Q)
) Portable PC Portable PC Mobile device
N Firewall
Y OTnetwork IT network
(Category II, 111 of UR E22) \ (Category I of UR E22)
3 Controlled network Uncontrolled network
NOTE1  Thefirewall is part of the 460-Gateway or 16425-Gateway. The 16425-Gateway can considt of layer 3

switch, UTM etc.

NOTE 2

switch, UTM etc.

NOTE 3

Figure A.2

The firewall complies with the 460-Wireless gateway or 16425-Wireless gateway.

Figure A.1 — Concept model of ship-to-shore communication

describes the concept model of a ship-to-shore communication agent.
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Practical implementation of the shipboard data server can require employing additional functions called

agents.

Agent functions can perform specific tasks such as to facilitate ship-to-shore communication or refine the
data recorded by the shipboard data server by performing additional data analysis.

[t is possible that agent functions reside within the shipboard data server equipment.

Ship

Shipboard data

server

On-shore

Request-response data transport Data server

Event data Ship-to-shore

communication

Ship-to-shore
mmunication

Streaming Event data

t-data

AL agent Data file agent Meastre a da
[ ”
File I Data communication Gateway firewall Data communication | File
management agent management agent
Figure A.2 — Concept model of ship-to-shore communication.agent

A.2 Ship-to-shore communication agents
To realize |data linkages between the unstable shipboard data setver and the on-shore data derver, it is
possible tolemploy ship-to-shore communication agents that have.the following basic functions:
a) transmitting data from the shipboard data server whemn required by on-shore data servdrs to send

requeqted data gathered for requested periods of timg;
b) trans:]:itting files stored on the shipboard data setver to on-shore data servers;
c) transmpitting streaming data from the shipboard data server when required by on-shore datd servers to

send dpta. SFTP, HTTPS and other protocols'may be used to encrypt data transmissions.
A.3 Data communication mandagement agents
To achieve| efficient ship-to-shore(communication, it is possible to use data communication mpnagement
agents with the following functions:
a) datacompression/decampression;
b) band/¢apacity management: limiting the volume of data that the shipboard data server can $end at one

time t¢ prevent-the server from sending large data that exceed limits;
¢) accournt maftagement: responding solely to approved accounts and requests from senders; arnld
d) prioritly anagement: managing priority for each account and each task.

A.4 Service agents

Agents that have functions other than those of ship-to-shore communication agents and data communication

management agents are called service agents. Service agents may be employed for statistical calculation and
other tasks.
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Annex B
(informative)

Structure of Alias List

B.1 Data model of Alias List

An Alias List shall consist of the following elements.

The pdckage element is metadata made up of a Header included in the Alias List, which is a main data

a) Package
body.
b) Header

The header element is metadata that includes the creation date and time, and the author of th¢ Alias List.

c¢) Alias
The Al
The Al

d) DataChannel

The DqtaChannel is defined by the Local ID or ShortID and assigned to the Alias ID.

Labels

label i§ an output label of the Time Series Dataand cannot be used to execute a method.

One Allias ID cannot contain the same LLo¢al ID and Alias ID.

The st
notati

ias consists of an Alias ID and multiple DataChannel including Local ID and Short ID.

ias can be restricted by using a public element and an.0Wner element.

can be added to the Local ID and Short ID. The label shall be unique in the Alias ID. Ho

n, see ISO/IEC 19505-1 and/ISO/IEC 19505-2.

wever, this

Fucture model of the Alias List is shown in Figure B.1 using UML. For more information on UML
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B.2 Log

The Alias [
notation, s

Package
1
1
Header
AliasList
1
1
Alias
1.x
1
DataChannel
1.*

Figure B.1 — Structure model of the Alias List

cal structure of the Alias List

ist shall have the logical structure shown in Figure B.2 using UML. For more informat

pe [SO/IEC 19505-1 and ISO/TEC 19505-2.
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Package

- Header : Header[1]
- AliasList : Alias[1]

Header

- DefineDataType : String[1]
CreateDate : DateTime[0..1]
- Author : String[0..1]

AliasList

|
|
|
|
|
L.
|
|
|
|
|
!
|
[

-3

- Alias : Alias[1]

Alias
L - ID : String[1]
________ - Public: boolean[1]
- Owner : string[0..1]
- Datachannel : Datachannel[1..*]
I
|
|
I
one of each & ——

Datachannel

- Label : String[0..1]
®- ShortID : String[0..1]
®- LocallD : String[0..1]

Figure B.2 — Logical structure of an Alias List model

The detailq of each element are shown in Tables B.% to B.5.

Table.B.1 — Package structure

Name Data type Note Usage Max count
Header Header See Table B.2 Mandatory 1
AliasList Alias List See Table B.3 Mandatory 1
Table B.2 — Header structure
Name Data type Note Usage Max count
DefineData[lype String Alias Mandatory 1
CreateDate DateTime Date when data are created |Optional 1
Author String Author of data Optional 1
Table B.3 — AliasList structure
Name Data type Note Usage Max count
Alias Alias See Table B.4 Mandatory 1
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Table B.4 — Alias structure

Name

Data type

Note

Usage

Max count

ID

String

Identifier identifying Alias.

The ID is unique within the
shipboard data server.

Mandatory

1

Public

Boolean

Specify the accessibility of
this Alias.

When the Public element
is set to false, disclosure
of Alias ID is restricted.

In that case, designation
of the Owner element is

Mandatory

necessary.

Owner

String

Specify the owner of this
Alias.

When owner element is
described, it is restricted to

the owner where editing is
described.

Optional

DataChanngl

DataChannel

See Table B.5

Mandatory

2 Any nun

\ber greater than or equal to 1.

Table B.5 — DataChannel structure

Data type

Note

Usage

Max count

Label

String

Specify the Labél element
when adding-another label
to ShortIBior LocallD.

Optional

1

ShortID

String

See 1SQ'19848:2024, 5.1.4.

Optional

LocallD

String

SeelSO 19848:2024, 5.1.3.

Optional
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Annex C
(normative)

Request-response protocol

eral

The request-response protocol consists of:

requeg
and

ting data processing from the shipboard machinery and equipment to the shipbodnd d

— the shipboard data server delivering results in response to the request.

The protod
originating

C.2 defines
implement|

C.2 Accq

Access to
authentica

Annex G sh
enter a pas

C.3 Pro
The shipbg
REST API |

The infornf
and TRACH
manual.

HT

ol supports the delivery of data arranged in chronological order and allows the delivery
from multiple data providers in the same report.

access control requirements while C.3 defines the specification of the protocol th
ed in the shipboard data server and also contains some examples.

pss control

the shipboard data server with request-respofise protocols shall involve the 4
Fion method (e.g. login ID and password).

ows an example of limiting access to the shipboard data server by requiring users tq
sword.

focol specification
ard data server provides request-response protocols in REST API. See Figure C.1.

andles the following information: Time Series Data, Data Channel List and Alias List.

lation is obtained, @dded and updated in the following method of HTTP/HTTPS: GET,
t. The manufactirer shall include the method, its function and parameter in the man|

System  Shipbpard data server

TEmethod Request processing uses HTTP/HTTPS protocols.

ata server,

r of records

at shall be

ppropriate

log in and

POST, PUT
pfacturer's

Prids
—————
————
Prids

If request is successful, search results are sent in the
formats that are designated when requests are made.

Error code

Response

Figure C.1 — Structure of request-response protocols
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The details of the request-response protocols are as follows.

a) Formats of requests made in request-response protocols

The structure of request-response protocols is shown in Table C.1.

When using the DataChannelType parameter, Make parameter, Query parameter, and Label parameter,
the protocol shall conform to RFC 3986.

[t is not necessary for the alphabet character in arguments and parameters to be case-sensitive.

Table C.1 — Structure of request-response protocols

Method Qevirir‘n Dncnurnn 'T‘}y;’\n pavam nata Channel Mc\lxe_pa_l:a_m__ ‘!“ev}r ;’\3 abel pa_
root path eter Type param- eter rameter rameter
eter
See C.3 b) SeeC.3¢) |SeeC.3d) SeeC.3 €) See C.3f) See C.3 g) See C.3)h) S¢e C.31)
b) Functipns and executions of request-response protocol methods
Metho{ls that can be used in request-response protocols are shown in Table€.2.
When |the shipboard data server receives a request from shipboard. machinery and equipment, the
shipbagard data server shall record logs with an HTTP status code, thé kind of HTTP methofd used, the
times @nd dates, and the results.
It is desirable that logs be recorded in the syslog.
Table C.2 — Request-responseprotocol method
Method Description Implementation
GET GET method retrieves the resources of the.specified URI from the shipboard Mandatory
data server.
POST POST method adds data of the message-body to the shipboard data server. Mandatory
Resource path cannot be specified;
It adds the latest data and setsvaltes in a time series.
PUT PUT method updates data 6f-the message body to the shipboard data server. Optional
The resource path cannot-be specified.
It updates configuration values.
TRACE TRACE method obtains the counting of resources of the specified URI from the |Optional
shipboard datd-server.
Units for counting information are as follows:
type = data:[Time Series].[Local ID]
type =sdd: [Local ID].[Data Channel Type].[History]
type-= alias: [Alias List].[History]
¢) Service root
Service root format and details are shown in Table C.3
Table C.3 — Details of service roots
Service root Description Usage Example
<host> Host name or IP address of the shipboard data Mandatory 192.168.1.253
server
<port> HTTP port number Optional 8080
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d) Resource path

The resource path depends on the type parameter and method. It cannot be specified when executing
POST and PUT methods.

Refer to e) for the details of the type parameter.
When the Data Channel Type is “LocallD”, Resource path format and details are shown in Table C.4.

When the Data Channel Type is “ShortID”, specify one Short ID defined in the Data Channel List. It is not

possible to specify multiple Short IDs by separating Short ID with “/” or “,

When the Data Channel Type is “Alias”, specify one Alias ID defined in the Alias List. It is not possible to

specify multiple Alias IDs by separating the Alias ID with “/” or “”.

When the Data Channel Type is “Local ID”, in the case of the GET method, a wildcard is u§ed in resource
paths.[See j) for more about wildcards.

Table C.4 — Details of resource paths

Resouirce path Description Usage Example
< Naming Rule > See 1SO 19848:2024,5.1.3 Mandator¥ /jsmea_mac
< Local Datp Name > Can be used only when the Type parameter /MainEngine/fAirCool-
is either “data” or “sdd”. Maddatory er/CoolingFreshWater/
Inlet/Temp
Both resourge path parameters in Table C.4 apply only when executing the GET. method.

e) Type parameter
Specify the data type to access resources in the shipboard data server.
Data type refers to Time Series Data, Data ChannelList and Alias List.
Types pf data that may be handled and ways to designate them are shown in Table C.5.
The type parameter is also used for methods other than the GET method.
The type parameter default is “data®

The type parameter is specifiéd in the message body.

Table C.5 — Details of type parameter

Types of data Description Nlll;:::;nociasp' Exdmple
data Handles Times Series Data 1 ?type = data
sdd Handles Data Channel List 1 ?type =sdd
alias Handles Alias List 1 ?type = alias

f) Data Channel Type parameter
Specify the type of ID to access resources in the shipboard data server.
Types of Data Channel Type that may be handled and ways to designate them are shown in Table C.6.
Data Channel Type parameter default is “Local ID".

Data Channel Type parameter is specified in the message body.
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Table C.6 — Details of Data Channel Type parameter

- Number of
Data Channel Type Description appearances Example
Local ID Local ID is used to access resources on the ship- 1 2idtvoe = LocallD
board data server. Hdtype =
Short ID Short ID is used to access resources on the ship- o _
board data server. 1 7idtype = ShortID
Alias ID Alias ID is used to access resources on the ship-
board data server. 1 2idtvpe = Alias
When type parameter is not Alias, only the GET Hatype =
method can be used.

g) Make ﬂ)arameter

The mpke parameter specifies the destination of search results. Only the GET method‘@an be

The d¢
The m

The fi
Annex

EXAMH
h) Query
The qu
There

argumients in Table C.7.

The qu
More
When
follows
1) AH
Th
2) R¢
Th
tiy

Th

stination shall be specified by full path.

hke parameter is specified in the message body.

E).

LE1  ?make = /user/local/sds/IM012345/ME_Data.xml

[parameter

ery parameter is used to specify data format, change sort order, use filter, etc.

quest-response protocol shall be capable of handling the query parameter and the cori

ery parameter that may be used and its‘designation are shown in Table C.7.
han one query parameter may be-designated at a time.

Hate and time are used for argument of parameter, they are designated in the format d

solute date and time;
e absolute date anid<time shall be designated in the format specified in ISO 8601-1.

lative date and\time:

ne, not i the future.

used.

e created by the make parameter is acquired using the file inplit and output profocols (see

'esponding

bscribed as

e relative date and time are used to designate a date and time in the past based on the current

efrelative date and time are designated in the form of the Now (parameter).

The parameter sets the date and time backward from the current time of the shipboard data server.
The parameter can be designated in the following duration format specified in ISO 8601-1.

P[n]Y[n]M[n]DT[n]H[n]M[n]S
P[n]W

The query parameter is specified in the message body.
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Table C.7 — Details of query parameters

Parameter name

Description

Default argu-
ment

Implementa-
tion

Example

?offset

Designate in UTC times and dates for obtaining data.

UTC atatime
when server re-
ceives Method

Mandatory

?offset =

2016-03-31T00:00:00Z

?before

Designate whether the search is made before or after
base times and dates (before: true, after: false). Can be
used only when type parameters are “data”.

true

Mandatory

?before =

false

?header

Designate whether Time Series Data are output with
or without Headers.

false

Mandatory

?header =

true

?limit

Designate time frames to obtain on the second time
scale, when tvpes are “data”

Mandatory

limit=5

Designate the number of items to obtain in histories to
obtain, when types are not “data”.

Return the latest information, when 1 is designated.

Return the latest Data Channel List, when types are
“sdd”.

Return the latest Data Source Information, when
types are “siod”.

Return the latest Alias List, when types are “alias”.

The limit parameter cannot be used if the method is
delete and the type parameter is not “data”.

?revisionfrom

When itis necessary to obtain the revision history of the
Data Channel List and the Alias List, the date and time
should be specified.

This parameter searches the list whose time stamp of
the Alias List or the Data Channel List is newer than the
date and time specified.

The revisionfrom parameter can be used if the typ#
parameter is “sdd” or “alias”.

Optional

?revision
2016-03-

from =
B1T00:00:00Z

?revisionto

When obtaining revision history of the Data Channel
List and the Alias List, specify the date and time.

This parameter searches the list whose time stamp of
the Alias List or the Data Channel List is(older than the
date and time specified.

It can be used simultaneously with nevisionfrom.

The revisionto parameter can be used if the type
parameter is “sdd” or “alias%

Optional

?revision
2015-04+

0=
01T23:59:59Z

?orderby

Designate either ascending.or descending chronologi-
cal orders for data obtained.

(asc: ascending; descidescending)

Mandatory

?orderby

F asc

?fromDate

Designate start ddte and time for obtaining datain UTC
times and dates/

This parainetér can be used if the type parameteris “data”.
Use in ¢onjunction with the toDate parameter.
Designate a date and time earlier than the toDate pa-
rameter.

This parameter cannot be used with the offset, limit,
and before parameters

Mandatory

?fromDat
2021-09-

P =

D1T12:00:00Z

Tfthe above conditions are not met, a bad request (HT TP
status code “400”) is returned.

?toDate

Designate the end date and time for obtaining data in
UTC times and dates.

The toDate parameter can be used if the type parameter
is “data”.

Use in conjunction with the fromDate parameter.
Designate a date and time more recent than the from-
Date parameter.

This parameter cannot be used with the offset, limit,
and before parameters.

Ifthe above conditions are not met, abad request (HTTP
status code “400”) is returned.

Mandatory

?toDate =

2021-09-06T12:00:00Z
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Table C.7 (continued)

Parameter name

Description

Default argu-
ment

Implementa-
tion

Example

?duration

Designate the data period for obtaining down sampled data.
Designate in the duration format specified in ISO 8601-1.

In the data down sampling method, data are obtained
for each designated period based on the reference time

(see Figure C.2).
If the before parameter is true, search backward from
the reference time to retrieve the mostrecent data from
the nextrelevant time through to the nextrelevant time
minus duration.

If the before parameter is false, search forward

Mandatory

? duration =
P4DT12H30MS5S

TTOMT the Teference tIme 1o the TUTure, and the
oldest data contained in the next relevant time to
the next relevant time + duration is retrieved.

When there is no corresponding data, there is no
output of data corresponding to the time.

When the offset, limit, and before parameters
are designated, the reference time is the time
designated by the offset parameter.

When the fromDate and toDate parameters are
designated, the reference time is the toDate when
the before parameter is true, and the fromDate
when the before parameter is false.

Data are notinterpolated. For example, if the stored data
areinaperiod of one hour and the duration is one minute,
data are output every hour because data interpolation
is not performed.

The duration parameter can be used if the Type option
is “data”.

The limit parameter can be used with the duration
parameter.

?substr

Designate the specified substring to.search partial
matching of the Local ID.

1) The substring shall not be casetserisitive.

2) The substring shall not contdin [\ ] [: 1 [*][?]1[”]
[<1[>]11]andany white space characters.

3) Thelength of the substking shall be less than or equal
to 255 characters.

It can be used in cdmbination with the Wildcard filter
shown inj), and Wwhen used together, it becomes an AND
condition.

When using “}”; convert to the URL-encoded character
“%2F”.

Mandatory

?substr =

"Cool”

© IS0 2024 - All rights reserved

54



https://standardsiso.com/api/?name=5942b449ea93edaa0a0295d153f7c149

Key
t

W data fo be retrieved
N data hot retrieved

ISO 19847:2024(en)

offset -limit Reference time Reference time
/ fromDate - duration = offset / toDate

v v (No relevant data) v N v v v A 4 v v
| | | | | |

[ | | | | At = duration |

t

Case (b) before = false
Reference time Reference time offset + limit
= offset / fromDate + duration / toDate
\ AiEvAll dikvilivi SAVARvAIULIUIDN SV
t
I I I I I |
| At = duration | | | | |
data fime

Figure C.2 — Down sampling method

i) Label parameter
Specify the priority of the output format of the column headewhen obtaining Time Series Data with the
GET miethod.
If not §pecified, use Short ID and Local ID, in that ordér.
Table (.8 shows the label parameter that may be-used and how to designate these parameters.
The label parameter is specified in the message body.
Table C.8 == Details of label parameters
Label type Description Number of Exanjple
appearances
ShortID Use ShottID with the highest priority.
The €olumn header is used with the priority of 1 ?label = ShontID
ShottlD, LocallD.
LocallD Use LocallD with the highest priority. 1 ? label = LocdlID
i) Use of wildcard\in resource paths

For the stfucture of resource paths, refer to the Local ID specified in ISO 19848:2024, 5.1.3.

Filtersare created 1f wildcard In resource paths are used when obtaining T1me Series Data, Data Channel
List and Data Source Information saved in the shipboard data server.

Conditions for searching can be designated in the same way as MQTT protocol filters.
Wildcard strings of characters comprise the following:

— Multi-level wildcards represented by #. The multi-level wildcard is used to match any number of
levels within a URI; however, it shall be the last character specified in the search string.

— Single-level wildcards represented by +. The single-level wildcard matches only one URI level.
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As clients may replace “#” and “+” by their respective URL-encoded characters, the shipboard data
server shall be able to handle both parameters. Therefore, the shipboard data server shall interpret the
following:

— “%23” as multi-level wildcard (“#”)
— “%Z2B” as single level wildcard (“+”)
EXAMPLE 2 Search URI /jsmea_mac/MainEngine/AirCooler/+/Outlet/Temp.

Table C.9 shows search results with URI option using +.

Table C.9 — Search results with URI option using +

URlI list Match/Umhatch
/jsmea_maf/MainEngine/AirCooler/CoolingFreshWater/Outlet/Temp Matched
/jsmea_maf/MainEngine/AirCooler/CoolingFreshWater/Inlet/Temp Unmatched
/jsmea_maf/MainEngine/AirCooler/CoolingFreshWater/Outlet/Press Unmatched
/jsmea_maf/MainEngine/AirCooler/ScavAir/Inlet/ Temp Unmatched
/jsmea_maf /MainEngine/AirCooler/ScavAir/Outlet/Temp Matched
/jsmea_maf /MainEngine/Cylinder/ScavAir/Outlet/Temp Unmatched

EXAMRBLE 3 Search URI /jsmea_mac/MainEngine/AirCooler/CoolingFreshWater/#.

Table (.10 shows search results with URI option using #.

Table C.10 — Search results withZURI option using #

URI list Match/Unmatch
/jsmea_maf/MainEngine/AirCooler/CoolingFreshWater/Qutlet/ Temp Matched
/jsmea_maf/MainEngine/AirCooler/CoolingFreshWatéryInlet/Temp Matched
/jsmea_maf/MainEngine/AirCooler/CoolingFreshWater/Outlet/Press Matched
/jsmea_maf/MainEngine/AirCooler/ScavAir/Ihlet/ Temp Unmatched
/jsmea_maf /MainEngine/AirCooler/ScavAir/Outlet/Temp Unmatched
/jsmea_maf /MainEngine/Cylinder/ScavAir/Outlet/Temp Unmatched

EXAMBLE4  Search substring “Cool”

Table (.11 shows search.results with substring option.

Table C.11 — Search results with substring option

URI list Match/Unmatch
/jsmea_maf/MainEngine/AirCooler/CoolingFreshWater/Outlet/Temp Matched
/jsmea_mat/MainEngine/AirCooler/CoolingFreshWater/Inlet/Temp Matched
/jsmea_mac/MainEngine/AirCooler/CoolingFreshWater/Outlet/Press Matched
/jsmea_mac/MainEngine/AirCooler/ScavAir/Inlet/Temp Matched
/jsmea_mac/MainEngine/AirCooler/ScavAir/Outlet/Temp Matched
/jsmea_mac/MainEngine/Cylinder/ScavAir/Outlet/Temp Unmatched

k) Return code of method

When the shipboard data server receives a method, it sends processing results and the HTTP status
code (see Table C.12) to the sender.
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Table C.12 — HTTP status code

Status code Message Description

200 OK

201 Created ;Flilren[e}(lil of the resource newly created is re-

400 Bad request Syntax error

401 Unauthorized User confirm error

403 Forbidden Accessed an unauthorised directory and file

404 Not found Data not available

405 Method not allowed (client error)

408 Request time out It did not result within a specific timje

41B Payload too large Accepted an unexpected request

50D Internal server error Execute the unauthorised method
C.4 Example of request-response protocol
The follow]ng a) to e) lists examples of request-response protocols.
a) Table (.13 shows an example of actual recorded data.

Table C.13 — Actual recorded data example
Time|stamp Lecal ID Value

2016/11/2% 06:43:00 |/jsmea_mac/MainEngine/Cylinderd/ExhaustGas/Outlet/Temp 268
2016/11/25 06:43:00 |/jsmea_mac/MainEngine/Cylinder2/ExhaustGas/Outlet/Temp 269
2016/11/25 06:43:00 |/jsmea_macMainEngine/Cylinder3/ExhaustGas/Outlet/Temp 255
2016/11/2%5 06:43:00 |/jsmea_macMainEngine/Cylinder4/ExhaustGas/Outlet/Temp 253
2016/11/25 06:43:00 |/jsmea_macMainEngine/Cylinder5/ExhaustGas/Outlet/Temp 260
2016/11/2% 06:43:00 |/jsmea_macMainEngine/Cylinder6/ExhaustGas/Outlet/Temp 261
2016/11/25 06:43:00 |/jsmea_mac/ MainEngine/FuelOilLine/FuelQOil/Inlet/Press 0,75
2016/11/2% 06:43:00 |/jsmea-mac/ MainEngine/FuelOilLine/FuelOil/Inlet/Temp 131
2016/11/2% 06:43:00 |/jsmaeavmac/ DieselGeneratorSetl/TurboCharger/ExhaustGas/Inlet/Temp 351
2016/11/25 06:43:00 | /jsmea_mac/ DieselGeneratorSet2/TurboCharger/ExhaustGas/Inlet/Temp 360
2016/11/2% 06:43:00_ \t/jsmea_mac/ DieselGeneratorSet3/TurboCharger/ExhaustGas/Inlet/Temp 358
2016/11/25 06:43:01" | /jsmea_mac/MainEngine/Cylinder1/ExhaustGas/Outlet/Temp 269
2016/11/25 06¢43:01 |/jsmea_mac/MainEngine/Cylinder2/ExhaustGas/Outlet/Temp 268
2016/11/2% 06:43:01 |/jsmea_mac/MainEngine/Cylinder3/ExhaustGas/Outlet/Temp 256
2016/11/25 06:43:01 |/jsmea_mac/MainEngine/Cylinder4/ExhaustGas/Outlet/Temp 254
2016/11/25 06:43:01 |/jsmea_mac/MainEngine/Cylinder5/ExhaustGas/Outlet/Temp 261
2016/11/25 06:43:01 |/jsmea_macMainEngine/Cylinder6/ExhaustGas/Outlet/Temp 260
2016/11/25 06:43:01 |/jsmea_mac MainEngine/FuelOilLine/FuelOil/Inlet/Press 0,76
2016/11/25 06:43:01 |/jsmea_mac/ MainEngine/FuelOilLine/FuelOil/Inlet/Temp 131
2016/11/25 06:43:02 | /jsmea_mac/MainEngine/Cylinder1/ExhaustGas/Outlet/Temp 267
2016/11/25 06:43:02 | /jsmea_mac/MainEngine/Cylinder2/ExhaustGas/Outlet/Temp 270
2016/11/25 06:43:02 | /jsmea_mac/MainEngine/Cylinder3/ExhaustGas/Outlet/Temp 258
2016/11/25 06:43:02 | /jsmea_mac/MainEngine/Cylinder4/ExhaustGas/Outlet/Temp 256
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Table C.13 (continued)

Time stamp Local ID Value
2016/11/25 06:43:02 | /jsmea_mac/MainEngine/Cylinder5/ExhaustGas/Outlet/Temp 264
2016/11/25 06:43:02 | /jsmea_mac/MainEngine/Cylinder6/ExhaustGas/Outlet/Temp 263
2016/11/25 06:43:02 | /jsmea_mac MainEngine/FuelOilLine/FuelOil/Inlet/Press 0,77
2016/11/25 06:43:02 | /jsmea_mac/ MainEngine/FuelOilLine/FuelOil/Inlet/Temp 134
2016/11/25 06:43:03 | /jsmea_mac/MainEngine/Cylinderl/ExhaustGas/Outlet/Temp 268
2016/11/25 06:43:03 | /jsmea_mac/MainEngine/Cylinder2/ExhaustGas/Outlet/Temp 270
2016/11/25 06:43:03 | /jsmea_mac/MainEngine/Cylinder3/ExhaustGas/Outlet/Temp 258
2016/11/25 06:43:03 | /jsmea_mac/MainEngine/Cylinder4/ExhaustGas/Outlet/Temp 254
2016/11/25 06:43:03 | /jsmea_mac/MainEngine/Cylinder5/ExhaustGas/Outlet/Temp 261
2016/11/25 06:43:03 |/jsmea_macMainEngine/Cylinder6/ExhaustGas/Outlet/Temp 261
2016/11/2% 06:43:03 |/jsmea_mac MainEngine/FuelOilLine/FuelOil/Inlet/Press 0,77
2016/11/2% 06:43:03 | /jsmea_mac/ MainEngine/FuelOilLine/FuelOil/Inlet/Temp 133
2016/11/2% 06:43:04 |/jsmea_mac/MainEngine/Cylinder1/ExhaustGas/Outlet/Temp 269
2016/11/25 06:43:04 |/jsmea_mac/MainEngine/Cylinder2/ExhaustGas/Outlet/Temp 269
2016/11/2%5 06:43:04 |/jsmea_mac/MainEngine/Cylinder3/ExhaustGas/Outlet/Temp 259
2016/11/25 06:43:04 | /jsmea_mac/MainEngine/Cylinder4/ExhaustGas/Outlet/ Temp 256
2016/11/2% 06:43:04 |/jsmea_mac/MainEngine/Cylinder5/ExhaustGas/Qutlet/Temp 260
2016/11/2% 06:43:04 |/jsmea_mac/MainEngine/Cylinder6/ExhaustGasyOutlet/Temp 262
2016/11/2% 06:43:04 |/jsmea_mac/MainEngine/FuelOilLine/Fuel@il/Inlet/Press 0,76
2016/11/2% 06:43:04 |/jsmea_mac/MainEngine/FuelOilLine/FuelOil/Inlet/Temp 132

b) POST method example

1) Pq

ST method

POST Inttp://localhost/

{Trang
See IS

2) R¢
The pr

See Ta

sults

mission data in the format specified in ISO 19848 }
) 19848:2024, A.2.4 ¢).

ocessing result iSxeturned in the HTTP return code.

ble C.12 HTTP-status code.

¢) GET mlethod example

Execuf

e the GET method for the actual recorded data in Table C.13.

GET http://Tocalhost/+/+/+/ ExhaustGas /+/+

*?offset = 2016-11-25T06:43:03Z&before = true&limit = 2

Search conditions include:

a) ExhaustGasin Local ID,

b) date and time on 25 November 2016, 6:43:03 or earlier and

c) search over the last 2 seconds.

Table C.14 shows search results of an example of actual recorded data.
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Table C.14 — Search results of actual recorded data example

Time stamp Local ID Value
2016/11/25 06:43:02 /jsmea_mac/MainEngine/Cylinder1/ExhaustGas/Outlet/Temp 267
2016/11/25 06:43:02 /jsmea_mac/MainEngine/Cylinder2/ExhaustGas/Outlet/Temp 270
2016/11/25 06:43:02 /jsmea_mac/MainEngine/Cylinder3/ExhaustGas/Outlet/ Temp 258
2016/11/25 06:43:02 /jsmea_mac/MainEngine/Cylinder4/ExhaustGas/Outlet/ Temp 256
2016/11/25 06:43:02 /jsmea_mac/MainEngine/Cylinder5/ExhaustGas/Outlet/ Temp 264
2016/11/25 06:43:02 /jsmea_mac/MainEngine/Cylinder6/ExhaustGas/Outlet/Temp 263
2016/11/25 06:43:03 /jsmea_mac/MainEngine/Cylinderl/ExhaustGas/Outlet/Temp 268
2016/11/25 06:43:03 /ijsmea mac/MainEngine/Cylinder2/ExhaustGas/Outlet/Temp 270
2016/11/2% 06:43:03 /jsmea_mac/MainEngine/Cylinder3/ExhaustGas/Outlet/ Temp 258
2016/11/25 06:43:03 /jsmea_mac/MainEngine/Cylinder4/ExhaustGas/Outlet/Temp 254
2016/11/2% 06:43:03 /jsmea_mac/MainEngine/Cylinder5/ExhaustGas/Outlet/Temp 261
2016/11/2% 06:43:03 /jsmea_mac/MainEngine/Cylinder6/ExhaustGas/Outlet/Temp 261

For the¢ output format, refer to ISO 19848:2024, A.2.4 c).
d) PUT method example
1) PUT method
PUT http://localhost/
{Trangmission data in the format specified in ISO 19848}
See ISQ 19848:2024, A.2.4 c).
Actuallrecorded data corresponding to TimeStamp-and Local ID of DataSet Structure is updafted.
2) Regsults
The prjocessing result is returned in thee HTTP return code.
See Taple C.12 for details on the HTTP'status code.
e) TRACH method example
Execute the TRACE methedfor the actual recorded data in Table C.13.
TRACH http://localhest/4/+/+/ ExhaustGas /#
?offset|= 2016-1125T06:43:02Z&before = true

Search conditions include:

a) EX|haustGas in Local ID, and

b) date and time on 25 November 2016, 6:43:02 or earlier.
Select in the past direction and the results are returned.

The processing results are returned in the HTTP return code and the number of records matching the
search condition.

See Table C.12 for the HTTP status code.
The search results for the example in Table C.13 are returned at normal end as follows:

<Result>8</ Result >
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Annex D
(normative)

Streaming protocol

eral

The streaming protocol arranges data sent from the shipboard machinery and equipment to other

and systems in real time.

Examples (

D.2 Accq

The shipbg
method (e.

Annex G sH
enter a pas

D.3 Pro

The shipbd
(see Figurd

The shipbg
transport s

When the s
are reques
as message

f streaming protocols that the shipboard data server provide are given in D.3.

pss control

ard data server with streaming protocols shall be accessed using the appropriate aut}
b. login ID and password).

ows an example of limiting access to the shipboard data server by requiring users tq
sword.

focol specification

ard data server shall be provided with the broker and publisher functions of the MQ']
D.1).

ard data server can subscribe to data published by using MQTT or input by the requeg
ervice in the data format specified in ISO 19848.

hipboard data server has a filteringfunction that complies with MQTT protocols, and su
ted in MQTT topics, the shipboard data server shall send data that fall under requeste

s to subscribers in the forniat described in ISO 19848:2024, A.2.4 c) or A.3.4 b).
System Shipboard data server System
(Subscriber) (Broker) (Publisher)

Conmect Command

equipment

hentication

log in and

T protocol

t-response

bscriptions
d Local IDs

Key
ACK

MQTT, etc .
/ Streaming or
Connect ACK Request-response
transport service
Subscribe request
Subscribe ACK /
—————— Message
—

Unsubscribe request

Unsubscribe ACK

acknowledge

Figure D.1 — Protocol specification
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The shipboard data server shall have the function of managing subscribers and managing their sessions
by ID. Also, the session management function shall be provided so that the interrupted message can be
transmitted.

MQTT streaming messages may adopt SSL/TLS or X.509 certificates. If encrypted data transfer is used
between publisher/subscriber and broker (shipboard data server), a valid certificate is required.
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Annex E
(normative)

File input and output protocol by the HTTP(S)

eral

o HTTP (HTTPS) to input files to, or output files from, the shipboard data server, the re

uirements

described 1}

E.2 Stry

Users shall
password)

E.3 Det;

When stor

The path that preserves a file is designated for each user.

n this annex shall be met.

cture of file input and output protocols by the HTTP(S)

access the shipboard data server using the appropriate authentication fethod (e.g. I

hils of service roots by HTTP(S)

ng a file using an http/https protocol, use the GET method,

gin ID and

The method of each protocol shall be able to handle multiple‘data with wildcards, such as those|mentioned
in a) to e).
a) Structfire of file input and output protocols
The structure of file input and output protocols’is as follows (for details refer to Table E.1):
[Method] [Service root]/[Resource path]/{File name]
Table E.1 — Structure of file input and output protocols
Method Service roet Resource path File name
GET http://<host>[;port>]/ see E.3d) see E.3 €)
POST http://<host>f;port>]/ see E.3d) see E.3 €)
PUT http://<host>[:port>]/ see E.3 d) see E.3 e)
DELETE https//<host>[:port>]/ see E.3d) see E.3 e)
b) Functipn ofmethod

Metho

dsthat may be used in file input and output protocols are shown in Table E.2.

When the method is input, logs may output on the status code for the method used, as well as request
details, times and dates, and results.

[t is recommended that logs are recorded in syslog.
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Table E.2 — File input and output protocol method

Method Description
GET GET method retrieves the file of a specified URI from the shipboard data server.
POST POST method adds the file of a specified URI to the shipboard data server
PUT PUT method updates the file of a specified URI to the shipboard data server
DELETE DELETE method deletes the file of a specified URI from the shipboard data server

c) Serviceroot

The service root format and details are shown in Table E.3.

Table E.3 — Details of service roots

Service root Description Mandatory/optional Example
<host> Host name of the shipboard data server Mandatory 192.168.1.2%3
<port> HTTP port number Optional 8080

d) Resource path

The uger shall be provided a specified path allowing access.

e) File name

The file name shall meet the following requirements.
1) THe file name shall not be case-sensitive.

2) The file name shall not start with “.” (period).

3) The file name shall notcontain [\ ][ /11N ?1[”1[<1[>11]] or any white space dharacters.

4) The length of the file name shall be less than or equal to 255 characters.

© IS0 2024 - All rights reserved

63



https://standardsiso.com/api/?name=5942b449ea93edaa0a0295d153f7c149

F.1 Gen
The data

eral

ISO 19847:2024(en)

Annex F
(informative)

Data source information

ource information defines the formats in which data providers supply data a

d identify

communic

When the |
protocols k

The data spurce information shall meet certain assumptions by defining XML schemas.

Examples (

Examples

F2 Req

XML Schemas are formulated in accordance with the requirements described in F.3 and F.4.

htion protocols.

ormats in which data providers send data do not comply with ISO 19847, users)may
y defining their relation to the data source information.

f defining the data source information in W3C XML Schemas are djscussed in E.5.

f XML formulated in accordance with XML Schemas are shown in F.6.

irements for XML Schemas

onvert the

The minimum and maximum numbers of appearances are‘clearly defined.
To define data structure, the following standard data;types listed in Table F.1 are used.
Table F.1 — Standard data types
Standdrd data type XML Schema data type Remarks
Integer Integer Integer number
Positive intleger Positive jfiteger Integer number thatis 1 or larggr
Non-negatiye integer Nonnegative integer Integer number that is 0 or largé¢r
Real Real Single precision floating point npmber
Date Time String Format by ISO 8601-1.
Refer to RFC 3339 for the augmented Back-
us-Naur form (ABNF).
String String Random string of characters
Boolean Boolean Truth value
Null Null specifies the lack of a value(can be

1 L e b Y
WOTUTUT dITy Udld 1y Pto]

XML Schemas are created to command XML to add Namespace to all elements and attributes.

EXAMPLE

< sdd:NamingRule sdd:ID = "JSMEA_MACHINERY_STD” >

[t is desirable to separate elements in Namespaces that are different in each Naming Rule from others.

F.3 Structure of Data Source Information

Each data provider may define the Data Source Information, respectively.

The Data Source Information and the Data Channel List are related to the Local ID.
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Relations between the Data Source Information and the Data Channel List are shown in Figure F.1.

—_—

7 N 7 AN
|( Data provider \| |( Maker, Manufactures ]|
| | | |
I I I [T1]System I
e N A - |
I Gateway device ! I \ J I
(Data logger)
I e N |
- J [T1]System |
I I I (DG) I
| RN J
| [T1]Product | | |
| (R0 o |
AN J | |
| | | |
| . |
I Gateway device | | [T1] Systemq)b‘ I
i (VDR) ! ! (GPS)\Q) |
| | | ~, |
| | | |
| | | |
| | | |
| | | |
| +
|
|
|
|
|
|
____________ L
____________ Jl_
[T1]Product :
|
|
|
J

Figure F-1\— Relations between Data Source Information and Data Channel List

ire‘'model of the Data Source Information is shown in Figure F.2 using UML. For more i

Key

DB datalpase

RC remdte control

RCS remdte control system

T1 tier 1

The struct

on UML notation, see ISO/IEC 19505-1 and

VDR voyage data recorder

ME
DG

ISO/IEC 19505-2.

main engine

diesel generator

—_ — ——

—_  — — ——

hformation
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Package
1

Header

1
Body

1

1

DataSource
1
1
DataChannel
0..x

DataDefineReferemce

1.

Figure F.2 — Structure model of Data Source Information

The differgnt elements of the structure model are described in a) to f).
a) Package
The Pqckage is data comprising Header, which is the metadata, and Body, which is the main data.
b) Header
The He¢ader shows when the-Body was created and who created it.
c¢) Body
The Bady consists/of DataSource and DataChannel, and defines Data Source and Data Channgl.
d) DataSqurce

The DataSource elements indicate formats in which data providers supply data and information with
which communication protocols are identified.

e) DataChannel

The DataChannel elements define ways to map input data elements in the Local ID, when formats other
than designated in ISO 19487 are input.

f) DataDefineReference

The DataDefineReference elements indicate types of data to be handled and protocol definitions.
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F4 Logical structure of Data Source Information

The Data Source Information shall have the logical structure shown in Figure F.3 using UML. For more
information on UML notation, see ISO/IEC 19505-1 and ISO/IEC 19505-2.

Package

- Header : Header[1]
- Body : Body[1]

Header

I

|

|

l - DataDefine : String[1]
l‘——ﬁ - CreateDate : DateTime[1]
- Author : String[1]

- DataSourcelnformation : DataSourcelnformationReference[1]

T et
Dat celnformat ence

- ID : String[1]
- ModifiedDate : DateTime[1]

1
L

Body

1 - DataSource : DataSource[1]

L

DataSource

I

|

|

I - SourcelPAddress : String[1]

[ - SourcePort : Integer[1]

L - DestinationPort : Integer([1]
——=—=—3 - Protocol : String[1]

- Encoding : String[1]

- DatalnputTimeOut : int[1]

- Checksum : boolean[0..1]

- DataChannel : DataChannel[1..¥]

| DataChannel

| sLocallD : String[1..¥]

L - AmountOfData : Positive Integer[1]
—="2] - MQTTPublish : boolean[1]

- DataDefine : DataDefineReference[1]

DataDefineReferencg

|
|
|
L_____|"1Ece1162: IEC61162[0.1]
“1- ModbusTCP : ModbusTCP[0}.
- CSV : CSV[0.1]

1

1IEC61162
- NmeaTalkerID : String[1]
- AddressFieldPos : Positive Integer[1] - NmeaSentencelD : String[1]
- AddressFieldChar : String[1] - NmeaDecision : NmeaDecisiop[0..*]
- NmeaDataPos : Positive Integer[1]

fla

NmeaDecision

Figure F.3 — Logical structure model of Data Source Information

The various elements of the logical structure model are described in Tables F.2 to F.9.

Td‘U}U F.Z - ?abkagc Dtl ubtul <
Name Data type Note Mandatory/option Max. count
Header Header See Table F.3 Mandatory 1
Body Body See Table F.4 Mandatory 1

© IS0 2024 - All rights reserved

67


https://standardsiso.com/api/?name=5942b449ea93edaa0a0295d153f7c149

ISO 19847:2024(en)

Table F.3 — Header structure

Name Data type Note Mandatory/option | Max. count
DataDefine String Description of this Data- Optional 1
Sourcelnformation
CreatedDate Date Time Date when data are created |Optional
Author String Author of data Optional
DataSourcelnformationID |DataSource See Table F.5 Mandatory
InformationRefer-
ence
Table F4 — Rndy structure
Name Data type Note Mandatory/option | | Max. count
DataSourcg DataSource See Table F.6 Mandatory 1
Table F.5 — DataSourcelnformationReference structure
Name Data type Note Mandatory/option | Max. count
ID String Identifier of the Data Mandatory 1
Source Information list
ModifiedD3te Date Time Modified Date and Time Mandatory 1
Table F.6 — DataSource structure
Name Data type Description Mandatory/option | Max. count
SourcelPAddress String I[P address of Sender Mandatory 1
SourcePort Integer Port nufber of sender Mandatory 1
DestinationPort Integer Portnumber of receiver Mandatory 1
Protocol String [SO 19848/1EC 61162/ Mandatory 1
http(https)/ftp(SFTP/
FTPS)
Encoding String Designates types of charac- [Mandatory 1
ter codes.
(ASCII/]JIS/Shift-JIS/EUC/
UNICODE1.1/UNICODE2.0)
DatalnputTimeOut Non-Negative inte- |Time-out period of data Mandatory 1
ger input
Checksum Boolean Checksum Optional 1
DataChanngl DataChannel Mandatory Unlimited
Table F.7 — DataChannel structure
Element Data type Description Mandatory/option | Max. count
LocallD String See ISO 19848:2024, 5.1.3 |Mandatory Unlimited
AmountOfData Positive Integer Number of data structures |Optional 1
contained.
MQTTPublish Boolean Whether to publish in Mandatory 1
MQTT Topic or not (True/
False)
DataDefine a) DataDefineReference |See a) Mandatory
Suffix String See ISO 19848:2024, Optional
Table B.1
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a) DataDefineReference
Definition details vary depending on data types and protocols.
The definition of DataDefineReference depends on the protocol.

When handling general [EC 61162-1 sentence transmission protocols, see Table F.8.

Table F.8 — Examples of elements for handling general IEC 61162-1 formatted sentence
transmission protocols

Element Data type Description Mandatory/option | Max. count
NmeaTalkerID String IEC 61162-1 Talker IDs Mandatory 1
NmeaSentencelD String [EC 61162-1 Sentence IDs Mandatory 1
NmeaDecisfion NmeaDecision Condition deciding the ef- Optional 3

fectiveness of the value.
When all of the conditions
are true the value is valid.
See Table F.9

NmeaDataRos Positive integer Column index handled as Mandatory 1
a point for measuring data
from IEC 61162-1

Table F.9 — Examples of elements for Nmea Decision

Element Data type Description Mandatory/option | Max. count

AddressFieldPos Positive integer Column index hardled Mandatory 1
as a point for nieasuring
IEC 61162-1.data

AddressFieldChar String Column ihdex for judging Mandatory 1
IEC 61162-1 data effective-
ness

F.5 Example of XML Schema — Namespace:SIOD (Ships Server Input and Output
Definitign)

a) The following shows an example of general IEC 61162-1 formatted sentence transmission prgtocol.

<?xml vergion="1.0" encoding="utf-8"?>

<xs:schemg xmlns:xs="ht{ps://www.w3.0rg/2001/XMLSchema"
dttributeFopmBgfault="unqualified"
¢lementFormDefault="qualified" targetNamespace=
'ISOl9847/SHIP_SERVER_INPUT_AND_OUTPUT_DEFINITION"
fmlns:siod="ISO 19847/SHIP SERVER INPUT AND OUTPUT
| DEETMNLTION">

<xs:elemeri? name="Package" type="siod:Package"/>

<xs:complexType name="Package">

<xs:sequence>

<!--F.4 a) Header Structure-->

<xs:element name="Header" type="siod:Header" minOccurs="0"
maxOccurs="1"/>

<!--F.4 b) Body Structure-->

<xs:element name="Body" type="siod:Body" minOccurs="0"
maxOccurs="1"/>

</xs:sequence>

</xs:complexType>

<xs:complexType name="Header">

<xs:sequence>
< ==>
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