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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proce@lures used to develop this document and those intended for its further maintenance
described In the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed forj
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

This document presents the TCP (trusted communication platform) system for trusted communication
in the open and distributed ICT (information communication technology) environment, as a connected
standard of ISO 19626-1.

The TCP system is a kind of middleware for connecting trusted communication in IoT (internet of
things) or cloud environments, that delivers the information between humans, organizations, and
devices by exchanging the e-documents via the TCP system components and stores the evidence of
executed communication.
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5 document specifies the functionalities of processes and APIs (application programming
lveen TCP system components.

pplying various wire-wireless applied services and communication protocols used in the
key points that are implicated to this document are as follows.

The communication protocol used for inter-connection between TGP components is a co

basic function of sending or receiving messages between thé. TCP system components c
mon communication interface to deliver message(s) in a{distributed computing system
pless environment.

TCE (trusted communication evidence) can provedrusted communication in a TCP.

as the proof in a way of non-repudiation between the communication participants.

A TCP system can be adequately ported-to various kinds of business communication sys|

e distributed with various work-systems of B2B, e-government, and e-trade as well as
tronic communication systems to transmit contents directly using the address of sender
Ls, IP, address) such as thee*mail system as a related application system.

tends to be described in the technology-neutral way in order that a TCP system.cdn be in

of the application service layer in the distributed environment of wire and wireless comn

TCP communication server executes reliablescommunication transactions, and create

CP system is connected as a transmit or receive module between the e-business systems

interfaces)

plemented
real world.
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INTERNATIONAL STANDARD

ISO 19626-2:2021(E)

Processes, data elements and documents in commerce,
industry and administration — Trusted communication
platform for electronic documents —

Part 2:

Applications

1 [Scope

As p connected standard of ISO 19626-1, this document defines the comymunication interactions
betveen TCP system components and specifies their detailed interfaces — the processes and the APIs
of the TCP system components.

It provides the common communication interface for deploymentc«and implementation of the system
conjponents, and their functions in a specific technology-neutral Wway to those who consid¢r applying

and

The
con
und

ISO
com

For

ISO

3.1
bla

establishing a TCP system.

Normative references

following documents are referred to in the text'in such a way that some or all of th
Ktitutes requirements of this document. Fordated references, only the edition cited 4
ated references, the latest edition of the referenced document (including any amendmen

19626-1, Processes, data elements and dacuments in commerce, industry and administration
munication platforms for electronic dgcuments — Part 1: Fundamentals

Terms and definitions
the purposes of this dociiment, the terms and definitions given in ISO 19626-1 and the follo

and IEC maintain terminological databases for use in standardization at the following ad

ISO Online browsing platform: available at https://www.iso.org/obp

[EC Electropedia: available at http://www.electropedia.org/

Cklist

bir content
pplies. For
[s) applies.

— Trusted

wing apply.

dresses:

list

ofe-identities (3.3) of the originators who are proved having ‘malicious intent’

Note 1 to entry: If a message is confirmed as spam (3.5), an e-identity who sent the spam is classified as a sender
having ‘malicious intent’.

Note 2 to entry: An addressee receiving a message from the originator in the blacklist can reject receiving the

mes

3.2
cha

sage.

racteristic information

unique identifying information to identify the entity in the offline (real) world such as a resident
registration number, social security number, or identification number of an [oT device
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3.3
e-identity

sole object to identify the entity who is the actual subject of communication activity under a TCP system

Note 1 to entry: In a TCP, it is the object which expresses the entity who is the actual subject of all activities
including transmission, reception, and perusal (viewing or reading), etc. of e-documents after the electronic

verification

3.4
e-identity

of identity.

ID

name that refers to an e-identity (3.3) identifying a value an e-identity gives itself for identification

Note 1 to erjtry: With the ID, the e-identity expresses itself and distinguishes itself from other e-identities.

3.5
spam
unsolicited

[SOURCE:
"unsolicite

3.6
whitelist
list of trust

Note 1 to 4

d email".]

ed communication servers in a TCP

email, which can carry malicious contents and/or scam messages

ntry: If a communication server is proved that the one «s_secure technically and politically

[SO/IEC 27033-1:2015, 3.37, modified — "unsolicited emails" has been replaced with

and

complies with a standard and policy of the TCP, then TTP (trusted third party) directory server adds the orfe to

its whitelist].

4 Relat

4.1 Ovel

ISO 19626
standard, t

As shown
entity (i.e.
and the co

jonal architecture of TCP

"'view

1 presents 2 types of ‘TCP main’yand ‘TCP client’ in system architecture. As a conne
his document enhances its relational architecture at the view of the interface.

ted

n Figure 1, once a transmitting entity (i.e. a sender) makes a delivery request to a receiying
h receiver), each of the components can be linked to one another through linkage interfaces,
mmunication server‘is' enabled to form an entrusted chain with a relying party. The gair-

linked conmpmunication seryérs’implement communication that can be entrusted, and through their

interaction

s, generate TCEand can possess evidence in the TCE repository.

Interfac‘f i@lsted Communication Platform (TCP)

N

main [

(distributed)

TTP identity directory ]

1 Main1

i TCP

~

communication

linkage

linkage

TCP .
communication | Client
server i
(relying party)

linkage

L

[

TCE repository

(distributed)

TCP
communicatio

client
(relying party)

Figure 1 — TCP relational architecture

Entity
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4.2 TCP relational architecture

Even if some communities intend to establish a TCP, they could not implement it in case their business

and technical environments are different.

The particular authentication level, applied technology and communication protocol, etc. in each
linkage need to be arranged properly by designing after classifying ‘TCP main’ and ‘TCP client’ even
under various existing legacy system environments (refer to the [SO 19626-1:2020, 5.2). Figure 1 shows

two interfaces.

a) TCP client interface

‘TCP client interface’ refers to an area inter-linked between a TCP communication client
conmpmunication server. Apart from various existing legacy system environments, a TCP.com
client chooses and delegates a TCP communication server as its agent for trusted communicaf
point, “TCP client interface’ should be agreed and linked by the SLA (service leveliagréement]
by the communication server. Thus, in this interface, the communication seryeér,can functig

and a TCP
munication
ion. At this
suggested
n an agent

of the communication client to transmit the requested e-document(s) in a trfusted manner under a TCP

architecture.

P requires a standard interface for common linkage that a cotimunication client ar
sha]l comply with. Then there are advantages of being able to provide convenience or efficig

d a server
ncy of TCP

opefration to the communication clients. If a communication client wants to change its agdnt into the

other communication server in a TCP, the communication clienpis able to change easily wit}
img dependent on the proprietary interface of a specificcommunication server.

1)

b)
“TC

linKages that shalhcomply with a communication interface specification (see Reference [6]).
the following-types of linkage:

has

1)

TCP main interfaceée

it without

Client linkage: between a TCP communication client and a TCP communicatiorn server

Once the entity gets to register its own e-identity by going through the process of yerifying it
from the TTP identity directory, this entity becomes a participant as a TCP communication client.

A TCP communication client can participate in trusted communication after signinlg a service
agreement provided by the communication server. This means the communication|client does
not perform the direct communication with the other communication client(s).

A TCP communication elient can delegate trusted communication after authentication of the TCP
communication serverin the PR3 (communication authentication process).

P main interface’refers to an area which performs practical trusted communication thrpugh three

‘TCP main’

Main1 linkage: between a TCP communication server and a TTP identity directory

htion client,
ftory in the

For the communication server to send or receive e-documents on the behalf of communic
information on the TCP communication server shall be registered in the TTP identity dire

2)

© IS0 2021 - All rights reserved

PR1 (communication server registration process).

The newly registered TCP communication server shall get added to the whitelist as a trusted list in the
identity directory. Then the identity directory shall notify the changed whitelist to the other registered
communication servers in the PR2 (e-identity registration process).

Communication server shall query to the identity directory in order to acquire and verify information
on the relying party of reception in the PR4 (e-document transmitting process).

Main2 linkage: between TCP communication servers

When a communication server transmits e-documents by inter-linking with the communication server
of relying party, this communication server acts as a transmitting server.

When a communication server has received the e-document, this communication server acts as a re-
ceiving server by processing it in the PR4 (e-document transmission process).
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3)

Main3 linkage: between a TCP communication server and a TCE repository

Communication server(s) shall store the TCE generated after sending or receiving an e-document as

evidence on the transactions of sending or receiving in the TCE repository in the PR6 (TCE preservation
process).

If verification on the communication of sending or receiving the e-document is necessary, TCE repository

can verify the communication based on the stored TCE in the process of communication server verification.

4.3 Functionalities of TCP components

4'-3-1 TTP ;dcllt;t_y d;l C\,t\,u y

4.3.1.1 (

TTP identi
identifying
The entity
TTP identi
on all co

is physical
integrated
matter wh

TTP identi

4.3.1.2

A TCP
receiv
TTP id

Before
to ve
deter
shall r

After 1
implen
areim
securi

The tr]

commyinicatiof server listed in the whitelist can participate in trusted communication.

whitel
server

ijy functional security requireménts, conformity of standards and interoperability sha

feneral

y directory provides a service to store and retrieve e-identity information onthe’entity
and authenticating the entity participating in trusted communication in a'reliable met
becomes a member of TCP as a communication client after registering@ie-identity in

unication clients shall exist logically. In other words, even if the-e-identity informa
y distributed or replicated information exists in various places,\there should be only
e-identity information logically and one shall be able to obtain the same informatior
en or by whom the information is searched or retrieved.

y directory provides the 5 functions defined in 4.3.1.2:t0°4.3.1.6.

o register and manage trusted list of TCP communication server

communication server shall perform the funetion to transmit or receive e-document:
ng the request of the communication client~For doing it, this server shall be registered in|
entity directory.

the TTP identity directory registerssa TCP communication server, methods or proced

ined according to “TCP main’*policy. However, such a policy of the TTP identity direct
bach a mutual agreement between the participants of TCP.

he communication server goes through verification on whether the concerned serve
hented by conforming to the standard and whether the necessary functional requireme
plemented, the network address of communication server and the information necessary
y, etc. shall beregistered at the trusted list in the TTP identity directory.

usted list of-registered communication servers is managed as the whitelist and only

st consists of a trusted list of TCP communication servers in the process of communica
registration.

y directory. In one TCP, only one TTP identity directory that has e-identity informag

ter
od.
the
ion
[ion
one

no

—

the

res
be
ory

r is
bnts
for

the
The
fion

4.3.1.3 To identify entity

TTP identity directory shall check and authenticate whether the information provided by the entity

is identical to its actual information in the real world (e.g. if the entity is a person or an organization,
name or unique ID of the entity such as resident registration number, social security number or
DUNS number, etc. and in case of a IoT device, itincludes device ID, IP number and etc.) in the process
of registering, modifying or deleting e-identity information.

Criteria or methods for verifying the identity of an entity are determined according to the policy of

the TTP identity directory and these shall be agreed between the participants who are performing
trusted communication under the concerned TCP system.

© ISO 2021 - All rights reserved
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1.4 To register and manage information of entity

To perform trusted communication under a TCP system, the entity shall register e-identity
information to the TTP identity directory.

The entity may be a person or a conceptual subject such as a company, an organization, or loT
device, etc.

For the entity to register its information, information on which communication server is used
for sending or receiving e-documents in trusted mode is also necessary in addition to the basic
information on the entity such as unique ID which represents an e-identity, entity name, and an ID

commonly used 1n the real world (offline).

In TCP, an entity is represented as an e-identity; and only an entity that has registeted’it
may participate in trusted communication of e-documents as a TCP communication clie

1.5 To search e-identity information

If the transmitting client intends to send an e-document to a receiving.client in TCP, the tr|
server which receives a request of sending an e-document from the\transmitting client
to the TTP identity directory in order to obtain information on theteceiving server whi
e-documents on the behalf of the receiving client.

For this, the transmitting server requests to retrieve-dnformation which includes th
address of the receiving server used by the receiving ¢lient to the TTP identity direc
the e-identity ID value of the receiving client. After.rétrieving the requested informatig
identity directory returns the retrieved information to the transmitting server.

Also, in order to verify whether the transmitting server that has sent the message is thg
communication server performing the rolet@s an agent of transmission for the transmi
at the time of receiving the message, théreceiving server shall query on this to the T
directory.

1.6 To handle spam messagés,blacklist and whitelist

Once the received message.is determined as a spam message, the receiving client r
message as a spam message to the TTP identity directory through the receiving server. T
directory shall review the spam message status of this message after receiving the re
spam message.

Once the TTP/dentity directory determines the reported message as the spam messag
identity diré€ctory shall add the originator (i.e. the e-identity of transmitting client) of the
message-inblacklist and shall notify the updated blacklist to all communication sery
Unlike ‘the whitelist managed as a list of communication servers, the blacklist is regi
managed as a list of e-identities.

b e-identity
nt.

ansmitting
thall query
Ch receives

e network
tory using
n, the TTP

legitimate
kting client
[P identity

bports this
he identity
port of the

e, the TTP
concerned
ers in TCP.
stered and

Criteria or procedures to decide whether the submitted report of the spam message is dppropriate
are determined according to the policy of the TTP identity directory and shall be agreed between

TCPSPs (TCP service providers) who are performing trusted communication under the concerned
TCP system.

2 TCP communication server

2.1 General

TCP communication server provides a service to send or receive e-documents using a trusted method
by receiving a request of communication clients under a TCP system. All communication servers in one
TCP shall be implemented according to mutually agreed transmission or reception protocols inside
the TCP. Accordingly, all communication servers shall be verified in advance on whether the system

© IS0 2021 - All rights reserved
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operates by conforming to the standards agreed in TCP main and whether it is interoperable with other
components in order to participate in TCP.

Methods or procedures to verify conformity with standards or interoperability on the communication
server shall be determined by mutual agreement between the TCPSPs.

TCP communication server shall provide the functions defined in 4.3.2.2 to 4.3.2.11.

4.3.2.2 To register and manage TCP communication client

— TCP communication client shall sign on an agreement about the use of trusted transmission or

recept
truste

— For do

apply
with W

— For the
shall b
e-iden
use of

— The cq

on service of e-documents provided by the TCP communication server to delegate action
l communication to the communication server.

ng this, the communication server shall provide a function for the communicationi clien
or the use of services and a function to manage the information of commufication cli
hom the communication server makes an agreement on the use of services.

e registered as an e-identity to the TTP identity directory and shall'\present a unique ID
ity ID) representing the e-identity registered to the identity directory when applying for
services.

mmunication server shall go through the process of verifying whether the connec

communication client currently is a legitimate owner of the e-identity ID presented b
commyinication client when applying for the use of services.:

— After being registered to the TCP communication sexver properly, a TCP communication cl
will bg able to use the trusted transmission or reception service of e-documents provided by
commuyinication server.

4.3.2.3

— Anaut
server
In oth
reques

— Toverify whether the client tequesting usage of the services to the communication server is regists

or not
perfor

— IfaTCl
client,
recept

o authenticate TCP communication client for requesting the services

hentication processonthe communjcation clientisabsolutelynecessary,sothatcommunica

br words, the communicatien'server shall know which e-identity the communication cl
ts the services with.

P client is authenticated successfully, the communication server, as an agent of communica
performs.the servicesrelated to trusted communication of e-documents such as transmisg
on, perusal or a spam message report.

ocreate trusted chain for TCP communications

acts as an agent on the service:in TCP by receiving a request from the communication cllfnt.

s of

tto
ents

e communication client to apply for the use of services to the communication server, a client

(i.e.
the

[ing
y a

ient

the

fion

ent

red

the communication’ server shall perform authentication using various methods such as
ming authenticatioh using ID/PW, personal information or biometrics information of client.

[ion
ion,

4.3.2.4

— Once the transmitting client requests transmission of messages to the transmitting server, the
transmitting server shall authenticate the e-identity of the transmitting client first to prevent from
deceiving the receiving client as if the transmitting client is another user.

— As the next step, the transmitting server requests the network address (such as IP address) of the
receiving server to receive messages on behalf of the receiving client to the TTP identity directory
using the e-identity ID of the receiving client presented by the transmitting client.

— The receiving server shall verify whether the transmitting server that has transmitted messages is
the server properly registered in the whitelist of the TTP identity directory under TCP system.

© ISO 2021 - All rights rese
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2.5 To transmit messages

— The TCP communication server shall transmit the document by the request of the transmitting

client to the receiving client using a trusted method.

For doing so, the communication server shall comply with all security and reliability requirements

of the transmission process including proper verification of identity on the transmit

ting client,

packaging of a trusted method on the delivered document, reliability on the identity information of
the transmitting client, securing the integrity of transmitted messages, guaranteeing confidentiality

in the process of trusted communication between the transmitting client or receiving

client, and

even the verification on whether the receiving client has received the e-document sent by the

NO1
the

4.3

4.3

4.3

transmitting client.

E Integrity of transmitted message means to verify that the document transmitted is\safely
Feceiving client from the transmitting client without being forged in the process of delivéring dod

2.6 To receive messages

The communication server as a receiving server shall respond-after verifying wh
transmitted message from the transmitting server is a trusted message created accor
TCP transmission protocol.

To make this possible, the receiving server shall verify tlie’ reliability on the transmi
information in the received message, the integrity of the\veceived message, confidenti
process of communication between the transmitting client and receiving client. etc. Afte
that the received message is trusted, it should securejustifiability and reliability on th
of the message through the ACK (acknowledgment),for receipt confirmation.

2.7 To store and manage transmitted and'received messages

delivered to
ument.

ether the-
ling to the

[ting client
hlity in the
r verifying
b reception

The communication server can safely store all messages transmitted or received under the TCP

system by the request of the communication client.

The communication server can §ef'up the period to store transmitted or received messa
scope of communication clients to access (search, browse or delete) the stored message
to the policy agreed at thetinie of concluding an agreement with the communication clig

The communication server shall be managed to avoid the stored messages from gettin
damaged wrongfully_by another communication client which is not the communicatio
whom the access‘is-permitted by the agreement with the communication client.

2.8 To handle spam message reports

If the«communication client requests to the communication server to report a specif]
message as a spam message, the communication server reports the message as a spam
identity directory.

bes and the
according
nt.

b leaked or
h client for

ic received
to the TTP

Once the communication server receives the examination result on the reported message as a
spam from the TTP identity directory, the communication server shall notify this result to the

communication client that had requested the report of the spam.

4.3.2.9 To create and deliver the NRR (non-repudiation of receipt) /NRD (non-repudiation of
delivery) for receipt confirmation

— Thereceiving server shall create the NRR/NRD including the ACK signal to confirm that the receiving

server has received the message at the time of receiving the message; and the NRR con

sists of the

information of transmitting client, information of receiving client, transmitted date/time, received

date and the information to prove that the contents of e-document is not forged (e.g. the
of e-document). NRD consists of the information of perusal confirmation (e.g. perused
the hash value of perused e-document).

© IS0 2021 - All rights reserved
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In order that the transmitting server is able to get evidence that the e-document sent by the

transmitting client is delivered properly to the receiving client, the receiving server shall deliver
the NRR/NRD to the transmitting server instantly after creating the NRR/NRD.

4.3.2.10 To receive NRR/NRD and create TCE

— The transmitting server shall receive the NRR/NRD created by the receiving server after
transmitting the e-document to complete the transmitting process successfully.

— The transmlttmg server shall verify whether the detalls on receipt conflrmatlon included in the

— After
comm
reposi

— The pafrticipants who have participated in communication or a third party that needs evidence s

reques
reposi

4.3.3 TC

4.3.3.1 (

“‘TCP comn
the TCP sy
e-documern
e-documer
e-documer
in trusted

TCP Commjunication client should provide the functions defined in 4.3.3.2 to 4.3.3.6.

4.3.3.2

The cq
to the
provi

comm

reating the TCE including the NRR/NRD for receipt and/or perusal~confirmation,
nication server participated in trusted communication requests tg“store this into the
fory.

t verification on the fact of sending or receiving e-documentbased on TCE stored in the
[ory.

P communication client

feneral

wunication client” means a component that performs the role of the entity’s proxy ur
r'stem for the entity to use the services of communication server to transmit or rec
ts using the trusted method. Since;a communication client may not transmit or rec
ts, it shall use the concerned service after making sure to sign an agreement on the us

the

RD.

the
[CE

hall
[CE

der
Pive
Pive
e of

t transmission or reception service with TCP communication server in order to participate

Cfommunication.

o request authentication for using TCP communication services

mmunicatiep~¢lient shall provide the function to deliver information for authentica
communication server in order to get the approval of using the communication serv
d by the'eommunication server. For this, the communication client shall be registered to
nicatien server ahead.

The co

munication clientshall be allowed to use the functions such asrequests to transmitorrec

Fion
ices
the

pive

e-documents only in case of the communication client authenticated by the communication server.

4.3.3.3 To request transmission

— The transmitting client shall provide the function to make the transmission request information for
transmitting e-documents to the receiving client.

— The transmitting client shall request the transmission of e-document by connecting to the
transmitting server.

— The transmitting client shall provide the function to receive information of transmission status
from the transmitting server after requesting the transmission of e-documents.
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3.4 To getthe received e-documents

— Thereceiving clientshall provide the function to getthelistof received messages, the detail information
of specific message and the attached e-document by retrieving them from receiving server.

4.3.

4.3

4.3

4.3

‘“TC
or

con
son|
gett
rep
ablg

managed from the-threat of any forgery.

TCH

4.3

3.5 Torequest communication verification based on TCE

When an entity desires to receive evidence to prove that the information of communication on the
transmitted or received message is true, the communication client shall provide the function to

deliver such a request to the communication server.

The communication client that has received a request for communication verificatio
entity shall request to verify the communication with the information of the communhic

repository through the communication server.

3.6 To report spam messages

client) determines the received message as a spam message after perusing it.

If a communication client (especially sending client) selects the received message and
report this as a spam message, it shall request to reportihe message as the spam mes
TTP identity directory through the communication server.

The communication client (especially sending clieht)'shall inquire the examination rg
spam status on the message which the communication client has reported as the spa
through the communication server.

4  TCE repository

4.1 General

E repository’ stores and manages TCE which proves the fact of (communication) tr
Feceiving messages betweels communication servers. It plays a role of verifying f{

munication and assigning)trust on the verified information based on TCE when re
eone else. TCE repositery may be operated by one trusted third party or may be o
ing distributed to TCPSPs. For example, most communication server might share TCE i
bsitory such as blockchain. However, TCE repository shall have a precondition on the fz
to trust eachsother between all participants of TCP on the fact that the stored TCE is b

repository should provide the functions defined in 4.3.4.2 to 4.3.2.3.

4.2  Storage and management of TCE

h from the
qtion (such

as message ID) to the communication server and return the verification result received from TCE

The communication client shall provide a function to report spam messages if it (especially sending

intents to
cage to the

sult of the
n message

Aansmitting
he fact of
juested by
perated by
h each TCE
ct of being
eing safely

— After receiving and verifying the ACK signal including confirmation about information of
communication obtained from the receiving server and creating TCE, the transmitting server shall
request to store into the TCE repository. The TCE repository shall store TCE requested to be stored

using a method which is safe from forgery.

— The period for the TCE repository to store TCE shall be determined by mutual agreement between

4.3.

the participants of TCP.

4.3 Verification on communication record

— If someone (e.g. communication server, 3 party) requests verification of the communication
record that had transmitted and received the e-document under TCP system (transmitting client

©IS

information, receiving client information, transmitted date, received date and con

02021 - All rights reserved
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transmitted or received document contents, etc.), the communication server shall provide the
function to verify validity on the concerned information based on the stored TCE.

— If someone (e.g. communication server, 3" party) requests evidence about communication record,
the TCE repository shall provide a material consisting of the confirmation that ‘verification on
whether TCE is created through certainty, completeness, and confidentiality of communication
(refer to the ISO 19626-1:2020, 4.2) and the communication record has been valid’.

5 TCP processes

5.1 Overview of main processes

For trusted communication, every communication shall be performed according to the pro¢edure pand
the order gletermined between each component of TCP. In each stage, there are processes that shall
be perfornmied mandatorily such as e-identity creation or e-document transmitting and_the procegses
where the ptatus of performance is determined by the choice of an entity such as petusal confirmation
process.

Figure 2 dhows the processes (PRs) that are basically necessary in ordér,to accomplish trugted
communication between TCP clients under a TCP.

entity sender receiver

Communicatio Partlapate Communication Request received . Q
in TCP start e-document Want to verify | Detect

client o
communication | spam messdge
Communication e—documeft O
authentication transmittin
g fWan'c to 2
Communicatio PR3 confirm perusal?
server 9 PR4-1\\{PR4-2
Participate PRS Perusal
in TCP confirmation

Communication e—identity Spam message
TTP identity server registration | registration handling

directory PRI & PR2 &

TCE repositoryl| presivatmn Verlﬁgﬂtlon

Key

|:| maindatory procéss
|:| optjcal process

Figure 2 — Overview of TCP processes

Figure 2 emphasizes the necessary basic processes required for trusted communication. Of course,
aside from these processes, various processes exist including the revision of information and inquiry
of information. Each of the components within the TCP can provide the other processes (related to the
myriad additional services as listed in the service agreement among the TCP participants) aside from
processes defined in Figure 2; it can provide them with the resulting functions and APIs.

This document mainly describes the process that forms the core in the TCP for trusted communication.
The processes are composed of 5 mandatory processes and 3 optional processes. The mandatory
processes absolutely necessary for trusted communication are PR1 (communication server registration
process), PR2 (e-identity registration process), PR3 (communication authentication process), PR4

10 © IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=95a23f0cdd82e53a46328df0b940870b

IS0 19626-2:2021(E)

(e-document transmitting process) and PR6 (TCE preservation process) and the processes generated
optionally by an entity’s request are PR5 (perusal confirmation process), PR7 (communication
verification process) and PR8 (spam message handling process). Among these, PR4 and PR5 that are
the most basic processes of trusted communication become one trusted communication unit inside TCP
and grouped by a unique communication ID.

The purposes of the process(es) of each stage implemented are as follows:

a) PR1 (communication server registration process): In order to communicate using e-documents in
a trusted manner in a TCP, all TCP communication servers to perform the roles of transmitting and

receiving messages according to the standards and policies of TCP shall exist together; and such

b)

TCP communication servers shall be registered to the TTP identity directory as the trus

PR2 (e-identity registration process): In order to have trusted communication ghder 3
the entity trying to transmit the e-document and the entity receiving it shall"have e
identity (i.e. e-identity) before doing anything else; and they shall be registered t
identity directory. After the entity completes registration with an e-identity, a service
for delegating trusted communication shall be signed related to trustéd)communicatid

ted list.

1 TCP, both
hch unique
0 the TTP
agreement
n with the

TCP communication server(s) providing the concerned services in~order to transmit|or receive

e-documents.

PR3 (communication authentication process): A TCP comnmnication client shall
communication server with information including an e-identity ID. It shall be auth
which entity is connecting to the communication serverfor/using the service.

}Iovide the
enticated on

d) |[PR4 (e-document transmitting process): After thée“communication client that ha$ obtained
authentication from the communication server, the communication server shall transmit messages

to the receiving client and confirm its successful\fransmission using a trusted method.

PR5 (perusal confirmation process): If the transmitting client may request to receive confirmation
on whether the receiving client has perused the document, the information that copfirms the
perusal action of the receiving client is«delivered to the transmitting client when the recejving client
peruses the document. This processtis an optional one which takes place only if the trpnsmitting
client desires to receive the perusal confirmation.

f) |PR6 (TCE preservation procéss): To demonstrate the business transactions takep via PR4
(e-document transmitting process) or PR5 (perusal confirmation process), TCE is generated and
then stored in the TCE tepository.

PR7 (communicatien verification process): After performing trusted communication upder a TCP,
the information-value of TCE can be validated before being stored in the TCE repoditory. This
process is anyoptional one which takes place only if the TCE repository has this policy.

g)

h) |PR8 (spam® message handling process): It’s the process to prevent spreading spams |n the TCP.
This precess is composed of the stage to report a spam message, the stage to determine whether
the/message is a spam by examining the reported spam message and the stage of prohibiting all

messages transmitted by an originator of the spam message.

5.2 Description of each process

5.2.1 PR1 (communication server registration process)

For the communication server to perform trusted communication by acting as an agent of the
communication client, it shall be registered to the TTP identity directory. Also, the communication
server shall get a unique ID assigned according to the ID rule of the “TCP main’ when getting registered
to the identity directory.

All communication servers registered in the TTP identity directory shall be managed as the whitelist
and a communication server that couldn't be registered to the whitelist could not participate in trusted
communication. For doing this, the TTP identity directory shall share information by distributing the

© IS0 2021 - All rights reserved 11


https://standardsiso.com/api/?name=95a23f0cdd82e53a46328df0b940870b

IS0 19626-2:2021(E)

updated whitelist to all communication servers inside the TCP after reflecting on the whitelist if a new
communication server is registered, or if information of a registered communication server is changed

or deleted.

The overall feature of PR1 is shown in Figure 3.

Communication TTP Identity Other Communication
Server Directory Servers

request communication server registration

| register A01

communication
response on request | |server API

a) Related APIs

This proce
and B13 ‘n
b) Flow @
1) Th

se

2) Or

re

miinication server. Afterthis, TTP identity directory shall notify the revised whitelist to anot

CO

3) TH

th

sy

5.2.2 PR

notification of updated whitelist

Figure 3 — PR1 (communication server registration process)

bs consists of AO1 ‘register communication server*API provided by the TPP identity direct
ptify whitelist’ API provided by the communication server.

f process

e communication server requests.thé TTP identity directory to register the communica
ver (call AO1 ‘register communication server’ API).

ce registration has been eempleted for the communication server that was requested t
bistered, the TTP identity directory then reflects the registered information of the new ¢

mmunication server-(call B13 'notify whitelist' API).

e communication server that has received the notification for the revised whitelist then dec
P target seryer. for trusted communication based on this whitelist. In other words, under the
tem, fordriisted communication, all communication servers shall be included in the white

2 (e-identity registration process)

ot Bil3
to all communication servers notify
. whitelist]
- response on received message API

ory

fion

be
pm-
her

des
TCP
list.

For the ent

the TCP.

Ity to participate in trusted communication, the entity shall create and register the e-identity
to the TTP identity directory through a communication client. Now a communication client is a proxy of
the entity in TCP. This process is the one to create and register e-identity for the entity to participate in

After creating an e-identity, the communication client can use the following methods:

— requesting registration by connecting to the TTP identity directory directly; in this case, after
registration of the e-identity, the entity shall sign on a service agreement with the communication

server

with the information of the registered e-identity before using the service; or

— requesting registration to the communication server after signing on a service agreement with the
communication server; in this case, after receiving the request from the entity, the communication

server

12

shall substitute for the entity to request registration to the TTP identity directory.
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The e-identity registration process is accomplished by two transactions called A04 ‘identify entity’
API and AO5 ‘register e-identity’ APL. If a communication client wants to create its e-identity before
signing an agreement on the use of the TCP service between the entity and the server, then the subject
of requesting registration of the e-identity may become the entity. But if an entity wants to create an
e-identity after the signing on a service agreement, then the communication server may become a

substitute for the entity to request the registration of the e-identity.

In order to identify the entity, the TTP identity directory shall request to the communication client the
information to identify who the entity making registration request is in the real world and authenticate
whether the entity is the legitimate owner of the 1nformat10n ldentlflcatlon on this shall be determined

NOTE For the identification method, identity of the entity can be verified using various appreprid
such as personal identification in cellular phone, public certificate, face-to-face authentication or id

thrqugh the information which only you know.

Figlire 4 shows the overall feature of PR2.

be various

te methods,
entification

Communication Communication TTP Identity
Client Server Directory
request entity identification
identify

response on request entity A

request e-identity registration

o

register

i
hal

request of service application BO 1
request using of
response on request | |services API

Figure 4 — PR2 (e-identity registration process)

A04

A05

response on request | | e-identigy API
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a) Related APIs

This process consists of BO1 ‘request using of services’ API provided by the communication server, A04’
identify entity’ APl and A05 ‘register e-identity’ API provided by the TTP identity directory.

b) Flow of process

1) Asan entity called an identifier under the TCP system, to generate a unique e-identity, a process
first takes place to ensure that the entity connecting to the TTP identity directory through a
communication client is the entity himself/herself/itself that exists in the real world. To do this,

th

e communication client requests entity identification from the TTP identity directorv

call

AQ

2) On
th
e

3) On
Sy
co
se

5.2.3 PR

For the cor
perusal of
legitimate

This proce
authentica

as a legitimate proxy of an entity by the communication server, communication client may not req;

any functic

The commjunication authentication proce§s)is implemented according to the service authentica

4 ‘identity entity’ API).

ce identification for the entity has been completed, then the communication client aSaprox

ce the e-identity has successfully been registered to the TPP identity direetory, under the
Ktem, instead of itself, the communication client will find a communigation server for trug
munication of e-documents, and request the use of the services’provided by the reley
rver (call BO1 ‘request using of services’ API).

3 (communication authentication process)

hmunication client to perform the processes related tothe transmission of e-documents,
received documents, or completeness of trusted comnitinication, a communication client
proxy of entity shall be authenticated by a commuttication server.

ss is the one to authenticate whether a_communication client is a legitimate entity
Fing the services of a communication serverilfthe communication client can’t be authentic:

ns related to trusted communicationtof e-documents to the communication server.

y of

e entity requests the TTP identity directory to register an e-identity after generdting a unique
identity (call AO5 ‘register e-identity’ API).

'CP
ted
fant

the
hs a

for
ted
hest

Fion

agreed upgn by the communication clientand communication server under PR2 (e-identity registrafion
process). Also, after the communication authentication, under the TCP system, the communication

client will act as the legitimate proxy-for the e-identity of the authenticated entity.

Figure 5 sHows the overall feature of PR3.
Communication Communication
Client Server
request communication client authentication B02
| | authenticate
communication

response on request | | client API

Figure 5 — PR3 (communication authentication process)
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Related APIs

This process consists of BO2 ‘authenticate communication client” API provided by the communication
server.

b)

Flow of process

1)

To obtain authentication for the use of the service from the communication server, the communi-

cation client requests an authentication using the authentication method that was agreed upon

at the time of the BO1 ‘request using of services API".

5.2

5.2

Thi
reg
as ¢
ma
tra

On
a)

Priq
acq
rece
clie
clie
e-d
the
NOT
abo

apr
info

b)
Thi

by t
sen

5.2

4 PR4 (e-document transmitting process)

4.1 General

5 process is for transmitting e-documents to the relying party using a‘trusted met
hrded as a critical process on trusted communication of e-documents. Afteran entity get
result of ‘communication authentication’, the process is considered as a success. This
ly composed of two stage transactions called ‘a) acquisition of receiving client informat

n
lsmission of e-document and creation of TCE’.

pach stage transactions are as follows.

Stage: acquisition of receiving client information

hiring information about the receiving client,~tHe intended recipient. Information
piving client was requested by the transmitting client or the transmitting server. If the tr
ht seeks to encrypt any e-documents or confirm the recipient on its own, then the tr
ht is to make such a request. However, ifthe transmitting client requests the transmi

transmitting server, then the transmitting server is to make such a request.

E The process in 5.2.4.2 can be_described as a process where a transmitting client acquires

bcess where the transmitting-server that receives a transmission request from the transmitting cli
'mation about the receiving €lient before immediately sending the e-document to the receiving se

Stage: transmission of e-document and creation of TCE

5 is the stage wiiére TCE is generated to confirm the transmission and reception of an ¢
he communication server participated in trusted communication after the transmitting
[ the e-docliment based on the information of the receiving client acquired.

4.2, \VPR4-1 (e-document transmitting process - basic type)

hod and is
S a success
process is
ion’ and ‘b)

r to the transmitting client sending e-documents*to the receiving client, there is the stage of

about the
ansmitting
ansmitting
5sion of an

bcument including encryption of e-doetiments or confirmation of the recipient in its enftirety over

information

it a receiving client before it is transmitted to a transmitting server. The process in 5.2.4.3 can be lescribed as

ent acquires
Fver.

-document
server has

Thi

E_process confirms the e-identitvy of the receiving client by retrieving information

about the

receiving client prior to the transmitting client sending the e-document. Also, before the transmitting
client orders a transmission of the e-document for the transmitting server, it encrypts the e-document
with the encryption key acquired from the receiving client which is used to reinforce its confidentiality.
Figure 6 shows the overall feature of PR4-1.
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Transmitting TTP Identity Receiving
Transmitting Server Directory Server
Client
request retrieval of
request retrieval of e-identity information AO6 )
receiving client information ;’Z]C!ourlr’;leazcl)‘ilegjflw
i response on request o .
B03 ;Zféiiﬁ;efﬁf:f[ of ||« P d receiving client API
information API request information of recefiving client _50_9
response onrequestof | |~ """ m o >J:I ;Zj?o“;’fai?;’?;gt
b ceivi ient i i response on request (). .
receiving client information | TSI ponse on re quest receiving clignt
- API
encrypt! |
content | | N
tequest e-document package transmitting
fransmission message | B10 ]
request R . ] transmit
B304 e-document | :transmlt e-document response on transmission -| e-document
transmission create TCE API
API f :
or receipt
response on request of
receiving client information
<t

a) Related APIs

This proce
e-documer]
A06 ‘inqui
identity di
API provid

b) Flow @

This proce
the receivi
server bas

1) Stag

f process

peacquisition of receiving client information

Figure 6 — PR4-1 (e-document transmitting process - basic type flow)

5s consistsof2 stages, 1) the stage where the transmitting client acquires information al
hg client)\2) the stage where the transmitting client sends the e-document via a transmit
bd oncthe information acquired by the transmitting client.

ss consists of B03 ‘request retrieval of receiving client information’ API, BO4 ‘reqfiest
t transmission’ API providéd, to the communication client by the communication ser
'e e-identity information ©fjreceiving client’ API provided to communication server by

‘ectory, BO9 ‘inquire encrypt information of receiving client’ and B10 ‘transmit e-docum|
bd to the relying communication server.

ver,
TP
ent’

out
[ing

i)

ii)

16

Prior to a request being made for the transmission of the e-document, the transmitting cli-
ent requests the transmitting server to obtain information of the receiving client in order
to acquire the secure information needed for the confirmation about the receiving client
and encryption of the transmitted document (call BO3 ‘request retrieval of receiving client

information’ API).

At the request of the transmitting client, the transmitting server will request and acquire
information about the receiving server which acts as the agent for the receiving client over
the identity directory (call A06 ‘inquire e-identity information of receiving client’ API).
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Figire7 shows the overall feature of PR4-2
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iii) Using the receiving server information acquired beforehand the transmitting server requests

information about the receiving client (secure information for encryption, etc
receiving server and then returns the acquired information to the transmitting

.) from the
client (call

B09 ‘inquire encrypt information of receiving client’” API). This is an optional stage. When
additional information is required such as that the transmitting client requests an encryption
key in order to encrypt the e-documents by itself before transmission of e-documents, this

stage is implemented.

2) Stage: transmission of the e-document and creation of TCE

iii)

iv)

4.3 PR4-2 (e- document'transmitting process - server delegation type)

5 is the process where the transmitting client delegates the transmission of e-docum
trapsmitting server~-fully. Prior to transmitting e-documents, the transmitting server th
transmission¢request retrieves information about the receiving client to confirm the 3
e-identity of the receiving client. Also, if the transmitting server receives request of e-
ryption from a transmitting client, prior to transmitting the e-documents, the transmit
| acquireran encryption key provided by the receiving client (or receiving server) and ¢
bcuments.

receiving client's (or receiving server's) encryption key. Whether or not the@©ydog
be encrypted is at the discretion of the transmitting client.

Now the transmitting client requests to transmit the encrypted orjhet-encrypt
ment to the transmitting server (call BO4 ‘request e-documenttransmission” A
stage, the transmitting client calls this API after adding the information requir
(non-repudiation of origin, refer to the ISO 19626-1:2020, 6{1))into a request me
sent to the transmitting server.

The transmitting server that receives a request for e-documents transmission fror
mitting client packages the e-document into a request message. And then the tr
server transmits it to the receiving server according to the agreed protocol and 1
transmission results (call B10 ‘transmit e-doc¢ument’ API). In this stage, the tr
server calls this API after adding the information required for NRS (non-repudia
mission) into a request message to be sentto the receiving server. Once the recei
has successfully received the requestimessage, the information required for thej
(non-repudiation of receipt/non-repudiation of delivery) is extracted from thi
After that, the receiving server adds a receipt notification ACK including this infd
aresponse message and returhs-it to the transmitting server.

And the transmitting server returns the response received from the receiving s
transmitting client.

using the
ument will

ed e-docu-
PI). In this
ed for NRO
ksage to be

h the trans-
Aansmitting
eceives the
Ansmitting
fion of sub-
ing server
NRR/NRD
s message.
rmation to

rver to the

bnts to the
ht receives
jccuracy of
documents
fing server
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Fighire 7 — PR4-2 (e-document transmitting process - server delegation type flow)

a) Related APIs

This process consists of B04 ‘request e-dectiment transmission” API provided to the communica
client by the communication server, AO6 ‘inquire e-identity information of receiving client’ API provi
to the comimunication server by the TTP identity directory and B09 ‘inquire encrypt informatio
receiving dlient’ and B10 ‘transmit etcdocument’ API provided to the relying communication server.

b) Flow df process

PI

Transmitting TTP Identity Receiving
Transmitting Server Directory Server
Client
request e-document request retrieval of
transmission e-identity information AO06
(njguire e-Identity
response on request | | information of
< receiving client API
E Ou%s ¢ request information of receiving|client B09
_____________________________________________________________________ I I
ejdocument. | infmiion F
A1 A ___].._Tesponseonrequest| | recejving cliept
| | |encrypt ABI
i | |contents
T
package transmitting
message | B10
| transmit e-document transmit
P response on transuiission| | e-document A
create TCE
for receipt
response on request of
e-document transmission

fion
ded
h of

This proceps basically consists of only one stage where the transmitting server sends the e-docunfent

according fo a request-of the transmitting client. Unlike the PR4-1 (process - basic type) that
proactively implemented for each of the necessary stages of e-document transmission by

vas
the

transmittipg clientfwith the PR4-2 (process - server delegation type) the transmitting server acqufres

informatiopn aboutthe receiving client and directly processes the transmission of the e-document b4
on this information by itself.

sed

Stage: transmission of the e-document and creation of TCE

1) The transmitting client requests the transmission of the e-document to the transmitting server.
In this stage, the transmitting client calls the API after adding the information required for NRO
(non-repudiation of origin, refer to the [ISO 19626-1:2020, 6.1) and an option whether encrypting
e-documents or not into a request message to be sent to the transmitting server (call B04 ‘request

e-document transmission’ API).

2) Thetransmitting server requests the TTP identity directory for the receiving client's basic infor-
mation. Here the necessary basic information means the network information of the receiving

server necessary for receiving the e-document instead of the receiving client from the capa
of an agent (call A06 ‘inquire e-identity information of receiving client” API).
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Using the information of receiving server acquired beforehand the transmitting server requests
additional information about the receiving client such as a security information needed for
encryption (call B09 ‘inquire encrypt information of receiving client” API). This is an optional
stage and as is the case when the transmitting client requests transmission after encrypting the
e-document, this stage is implemented when additional information is required.

The transmitting server confirms the acquired information about the receiving client. If encryp-
tion for e-documents is necessary, the e-documents are encrypted using the receiving client's
(or receiving server's) encryption key. Whether or not the e-documents will be encrypted is at
the discretion of the transmitting client.

5.2
Thi

while transmitting an e-document to the receiving elient.

If e
If a

clie
ast

Ond
the

Aftg
per
me;

5)

6)

5

The transmitting server packages the e-documents into a request message. Then the trjansmitting
server transmits it to the receiving server according to the protocol agreed on 'withjin the TCP
and receives the transmission results (call B10 ‘transmit e-document’ API). In thig stage, the
transmitting server calls this API after adding the information requiredfor'NRS (nqn-repudia-
tion of submission) into a request message to be sent to the receiving sénver. Once thie receiving
server has successfully received the request message, the information required for the NRR/
NRD is extracted from this message. After that, the receiving serveradds a receipt fotification
ACK including this information to a response message and returas it to the transmitfing server.

And the transmitting server returns the response received from the receiving sefver to the
transmitting client.

PR5 (perusal confirmation process)

5 is an optional process generated only if the transmitting client has requested ‘perusal copfirmation’

kramined in stages, this is according to the following procedures.

transmitting client has requested ‘perusal confirmation’ of the receiving client in the stage of
trapsmitting an e-document, receiving server shall notify of this to the receiving server wheh receiving
ht views the message. The time ofiewing the message by the receiving client is normally fonsidered
he time when the client has requested the detailed information inquiry of the received message.

e the behaviour of perusalby the receiving client is confirmed, the receiving server shall deliver to

transmitting server a confirmation signal of perusal instantly.

br the transmitting”server has received the confirmation signal of perusal, it shall cregte TCE for
1sal as legal andtechnical evidence on the fact that the receiving client has viewed the tfansmitted

sage. Figure 8'shows the overall feature of PR5.
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Transmitting Receiving
Sere Server Receiving
Client
B05 7 request of received message

Inquire information of
message and e-document API

response on request

\ 4

B 1 1 deliver confirmation signal of viewing
deliver confirmation
df perusal API | | response on delivery

\ 4

Figure 8 — PR5 (perusal confirmation process)

a) Related APIs

This process consists of BO5 ‘inquire information of message, and e-documents’ API provided by|the
communication server to the communication client, and B11v‘deliver confirmation of perusal’ [API
provided t¢ the relying communication server.

b) Flow df process

1) THe receiving client requests detailed infermation of the received message and the attadhed
e-flocuments to the receiving server in-order to review the content of the received message (call
B({5 ‘inquire information of messageand e-documents’ API). Once the receiving server succgss-
fully replies to this request, this stage would be marked as a confirmation of perusal action.

2) Orce thereceiving server successfully replies with the detailed information of the message tgthe
regeiving client, the receiving server considers that the transaction is reading action performef by
the receiving client andimmediately transmits a signal (i.e. a perusal notification ACK) includiing
perusal time, etc. to the transmitting server (call B11 ‘delivery confirmation of perusal’ API).

3) If fransmittingsserver receives a signal for confirmation of perusal from the receiving serjver,
and then the transmitting server creates TCE for perusal confirmation including information in
this signalafter checking the validity of this signal.

5.2.6 P116 {TCE preservation process)

After each communication server generates TCE for receipt or perusal and stores TCE in the TCE
repository to keep it safe from hacking. This process has a pair of request-response to store TCE in the
TCE repository. After being stored this way, TCE can later be searched or used when a confirmation or
verification for the communication of e-documents is required.

Figure 9 shows the overall feature of PR5.
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Figure 9 — PR6 (TCE preservation process)

Flow of process

7 PR7 (communication verification process)

1) Once PR4 (e-document transmitting) or PR5 (perusalconfirmation) has been succes
pleted, the communication server will generate a TCE for receipt or perusal.

2) TCE generated by each communication server willundergo a validation before being s
TCE repository (call CO1 ‘store TCE’ API). Thetwo communication servers’ method fd
TCE is to be decided by the TCP participantsreaching an agreement on the matter.

TCE repository that has received a request of verification on the behaviour of tra
biving e-documents shall verify the behaviour in detail (transmission/reception time,

fion server.

sfully com-

ored in the
r verifying

5 process has an API to request/verification on the behaviour of transmitting of receiving

en some disputes occur on thé&béhaviour communicating e-document, someone requests yerification
the behaviour and relatéd)information (transmission/reception time, originator/add
inality of delivered document, etc.) through this process.

ressee and

nsmitting/
priginator/

addressee and originality of delivered document, etc.) based on TCE stored on its own. Figurle 10 shows

the

response on verification

overall feature of PR7.
Communication TCE
Server Repository
request of verification on communication c02
communication

verification API

Figure 10 — PR7 (communication verification process)
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a) Related APIs

This process consists of C02 'communication verification' API provided by the TCE Repository to the
communication server and the communication client.

b) Flow of process

1y

If the communication server or communication client requests a verification for the behaviour

of communication with unique ID of TCE, then the TCE Repository shall verify the transmission/
reception time, originator/addressee and originality of the delivered document using TCE having

th

5.2.8 PR8 (spam message handling process)

This procefs is the one to notify the result by determining the spam status after the receiving clfent

reports thfs to the TTP identity directory and the TTP identity directory examines$ the repoi

ted

message if|the received message is determined as a spam as a process to prevent'spreading a spam

message uhder a TCP system.

If determined as a spam message by the TTP identity directory, the concerned transmitter shall
-documents under a TCP system by getting included on the blacklist. If this is examined
he receiving client reports the spam message first and if determined as a spam mess
entity directory reviews the reported details, this is notified-to each communication se
hg in the TCP after including the e-identity of the transniitting client on the blacklist.

transmit e
in stages, 1
after the id
participati

After the d
use is rest
messages.
server reje

ommunication server manages the blacklist received’from the TTP identity directory,
ricted so that the communication client using the“concerned e-identity shall not trans
Also, if the transmitting client of the received message falls under the blacklist, the receiying
cts the reception of the concerned message. Eigure 11 shows the overall feature of PR8.

not
age

ver

the
mit
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Servers
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submit report of spam message

B08
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spam message API
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A\ 4

notify result of review

»
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Figure 11 — PR8 (spam message handling process)
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a) Related APIs

This process consists of B8 ‘request report of spam message’ APl provided by the communication server
to the communication client, AO8 ‘submit report of spam message’ API provided to the communication
server by the TTP identity directory, B12 ‘notify result of review of spam message’ API and B14 ‘notify

blacklist’ API provided to the TPP identity directory by the communication server.

b)

Flow of process

1y

If the communication client deems the message received to be a spam message, th

is message

6

6.1

The
con

anofther for trusted communication-in distributed environment.

6.2

6.2

Eac
exc

will be reported to the communication server as a spam message (call BO8 ‘request report of

spam message’ API).
2) The communication server then transmits the message reported as a spam by the com
client to the TTP identity directory (call AO8 ‘submit report of spam messageAPI).
3) After reviewing the reported message, the TTP identity directory will:decide wheth
sage is a spam or not.
4) The TTP identity directory will transmit the review results of.theé message to the c
tion server that the message was deemed to be a spam (callB12"notify result of revi
message’ API).
5) Ifthe TTP identity directory deems the reported message to be a spam message, the
of this message will be added to a blacklist. After that, the TTP identity directory shal
the revised blacklist to all participating in the TGP (call B14 ‘notify blacklist’ API).

TCP APlIs

General

four components under a TCP system (‘TTP Identity directory’, “TCP communication s¢
munication client’ and ‘TCE répoésitory’) shall exchange some information by linkin

Network requirements for APIs

1 General

h system component shall provide the APIs necessary for linking with other systems and
hanging information shall satisfy the following requirements.

In case of linking each component, each API shall use the protocol to guarantee con
of'network, authentication on the relying party of communication and integrity on

information for safety and reliability of exchanging information.

munication

br the mes-

bmmunica-
bw of spam

originator
[ broadcast

rver’, “TCP
b with one

a1l APIs for

fidentiality
exchanged

6.2.

6.2.

Each component shall share the mutually agreed protocol in one TCP system and shall be linked

based on this protocol.
2 Security requirements

2.1 General

In TCP, the security items required when interfacing between each component should satisfy the four
types of conditions including guarantee of confidentiality on the exchanged information, authentication
on the relying party of communication, guarantee of integrity on the exchanged information and non-
repudiation on the behaviour of transmitting or receiving.
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6.2.2.2 Confidentiality

Confidentiality of exchanging information needs to be performed from two types of perspectives. The
firstrequirementis guarantee of confidentiality through network security applied in the communication
protocol. The second requirement is the contents encryption targeting the information which needs
confidentiality during exchange of messages. Although the first requirement ‘confidentiality on
network’ is a mandatory item on all linked interfaces, the second requirement ‘confidentiality of
contents’ via encryption’ is an optional item applied by the policy of confidentiality is necessary on the
contents at the time of transmitting the e-document by the transmitting client.

a) Confidentiality on network

For the corjfidentiality of network, SSL (Secure Socket Layer) or TLS (Transport Layer Security Proto

is universag
Although v
since ‘conf
shall be ap

SSL or TLS
Main1l
Main2
Main3
Client

As SSL or]
interfaces,
at the last

be introdu
SSLor TLS

Ily applied and used as a method encrypting all messages exchanged in the transpert 13
vhich version of SSL or TSL to use may be determined by agreement betweenthé TCP
dentiality on network’ is a mandatory requirement which is not optional inside'the TCP,
blied in case of the linkage through all interfaces.

shall be applied on all of the following interfaces for the linkage between components.
linkage interface (between a communication server and a TTP identity directory),
linkage interface (between a communication server and a relying communication server
linkage interface (between a communication server and{@ TCE repository), and

inkage interface (between a communication server @nd a communication client)

TLS is the security which guarantees confidentiality between the two end-point
decryption takes place at the initial stage oftteceiving the message on the data encryy
btage of transmitting the message. Such a se¢urity method has an advantage of being abl
Ced easily since the end-to-end confidentiality can be guaranteed just by the configuratio

the applicaltion.

On the con
component
transmissi
method is 1

For instan
server and
e-documer]

The part ir
on the mes

If the trang

trary, there is a problem if confidentiality of the delivered message is necessary up to
in the middle stage, since-encryption and decryption are repeated by each stage if

he one to guarantee confidentiality only between two contact points.

e, if the transmitting client delivers an e-document to the receiving client, the transmit
receiving servertransmitting messages by the agent will also be able to check the detai
tif only SSLOCTLS is applied.

sage is maintained when SSL or TLS is applied.

dicated@s)‘a) Confidentiality on network’ in Figure 12 shows the section where encrypt

col)
yer.
SPs,
this

<

b of
ted
e to
n of

during the system configuration without separate consideration of security when developing

the
the

bn of message takes place_ when two or more interfaces become combined; such a secufrity

[ing
s of

—e

on

mitting client desires to prevent the communication server at the middle stage from view

ing

the conten

Ls of e-document and only have the receiving client view the contents of e-document, secu

on the contents should be applied.

rity

The part indicated as ‘b) Confidentiality of contents’ in Figure 12 shows the section where encryption
on e-document is maintained when encryption is applied on the contents.
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Figure 12 — Security aréa

Confidentiality of contents

TCP, the process which needs confidentiality on@he contents is PR4 (e-document tr

cess) and additional encryption of contents is not'considered in other processes.

br performing the operation of encryption:iff the stage prior to the transmission by re
Fyption key from the relying party, the encrypted document shall ensure confidentiality
he process of transmitting the message:

the method of encrypting the e-document in PR4 (e-document transmitting process), se¢

2.3 Authentication on the'relying party of communication

message sender and.message receiver in the interface between components shall perfa
lentication on the pelying party. To do it so, it should verify whether the other party is 3
ty through the procéss of handshaking in the SSL or TLS applied for the ‘confidential o
Ver certificate{hecessary in the handshake process shall be distributed by inputtin

whiltelist.

Wh
per
inte

le all miutual authentications on the relying party of communication through SSL or T
forméd-on the following interfaces, authentication on the server shall be basically perfor
rface between a communication server and a communication client.

Aansmitting

Ceiving the
pf contents

5.2.4.

rm mutual
legitimate

h network’.

g into the

.S shall be

med in the

6.2.

Main1 linkage interface (between a communication server and a TTP identity directory),

Main2 linkage interface (between a communication server and a relying communication server),

Main3 linkage interface (between a communication server and a TCE repository), and

Client linkage interface (between a communication server and a communication client)

2.4 Guarantee of integrity on exchanged information

In order to guarantee integrity on exchanged information, it shall deliver by inputting hash information
to guarantee integrity of content into the message header from the interface between components.
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This document specifies the method of transmitting by inputting the digital signature on the message
header with the certificate of sender after including the hash value guaranteeing the integrity of
content.

After extracting the message header to verify integrity between hash information included in the header
and the actually received contents, the message receiver shall verify whether the digital signature value
of the header and information of the certificate used for the signature belong to the sender’s one.

This method of verifying the integrity of exchanged information by inputting digital signature on the
message header shall be applied mandatorily in Main2 linkage interface (between a communication

server and

arelying communication server).

To make it
of message
identity di

6.2.2.5 N

Under a T
e-documer
the origina
TCE by rec
the TCE re

In TCE, the
TCE for pe
has receivg

TCE fo

practicable, the communication server shall register the certificate for the digital signat
as well as the certificate of server for SSL/TLS to the TTP identity directory. Alse;.bhe
rectory shall distribute the whitelist by including the certificate information onceach sery

[on-repudiation of communication

CP system, TCE performs a critical role of proving the fact of transmitting or receiy
ts between communication clients and preventing repudiation of a.communication betw
tor and the addressee. For implementation of TCE, the communication servers shall cr
prding information of non-repudiation related to the fact of communication and store it
pository in a trusted method.

re are two types: TCE for receipt confirmation to prove.the fact of receiving e-document
rusal confirmation to prove the fact of perusing thée*document which the receiving cl
d.

I receipt confirmation:

pperly by the receiving server after transmission.

etransmittingserver creates TCEfexreceiptconfirmation by combiningthe receiptnotifica
K received from the receiving server and the basic information to classify the TCE.

See Annex

6.2.3 Co

a) Struct

perusal confirmation:

ure
TP
er.

ring
een
pate
nto

and

ient

E for receipt confirmation is created in order to prove the fact of receiving the e-docunent

fion

the
ore,
t of

K to

A for a detailed structure of TCE.

mmon requirements for protocol

ure of message package

1sal
'CE.

The message exchanged for linking between each component is composed of multiple message
containers.

The first message container is composed of the message header containing basic information on
the transmitted or received message and the message body area containing context on the message
delivered to the sender or the recipient as an essential item of all messages.
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The message containers after the second one shall be extended as much as needed by inputting one
attached file into one container as an optional item which exists only if there is an attached file.
Figure 13 shows a structure of message package.

\

Connection protocol envelope(ex: HTTP Header)

Multi-contents package header

1% contents part

W VvV

t*partieader

Message header (]/Qq/

Transmitting server & receiving server info ﬂ/

Information of transmitted message such as ®)
transmission date/time, transmitted message N .
type and title, etc. O > 3-ii

Information to verify identity on the sender \%
of message !

Information to verify the integrity of messagQQ
s

Message body Q

Vv

3-iii

Request (or response) message \,\Q

nd - Nth
2 N™ content part %O

- o5
N part header ."\§O

\J
Attachment (ﬁqhtent such as e-document)
)

Va0
L\ )

=

2\
5N »-ll>-[>

Key .

1 connection protoco\ﬁ&ader

2 | header for mu '%tainer envelope

3 1st Message wainer envelope

3-i | header g?;tmessage container envelope
3-ii | mes eader

3-iii awz'e(ss ge body

4 IN }\v{\,ooas\, \fUllta;ll\,l bllVblUPb
4-i header for Nth message container envelope
4-ii attachment content

Figure 13 — Structure of message package
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b) Details of message structure

Each item which composes a message is as follows.

1y

2)

3)

28

Connection protocol header (mandatory)

The header information basically defined in the protocol is described here when the entire message
becomes enveloped according to the communication protocol agreed for the linkage between
system components inside the TCP.

Header for multi-container envelope (optional)

If the:F is additional data (document) attached in addition to the basic message when lin}

(ing
br a
for

der
b be

the
in-
age

S to
N or
hdy.

systenp components, a protocol for packaging multi-contents is necessary in order to deliv
numbdr of contents. In this part, the header information necessary according to the packaging
multi-¢ontents shall be described; and this part can be omitted if there are no attachedifiles.
15t Megsage container envelope (mandatory)
As a coptainer which contains the first content within the message, this part i§ composed of the he3
information to classify the container, the message header commonly included in all messages t
deliverted, and message body describing what the details of the conceriied message are.
i) Hdader for 15t message container envelope
Injthis part, the separator for the first container out of the entire message and the basic inffor-
mation on the message (message type or message length; etc.)
ii) Mg¢ssage header
Mgssage header is configured by inputting inlecommon items except for business details on
mé¢ssage exchanged between a transmitting server and a receiving server, for instance the
formation such as e-identity ID of transmitting client, e-identity ID of receiving client, mes§
type or message title. See Annex B for@’detailed structure of the message header.
iii) Mé¢ssage body
Asq this part contains the business-related details which the sender of the message intend|
send to the recipient, request item is contained in the request message and response iten
erfor item is contained-in the response message. Table 1 describes a structure of message b
Table 1 — Structure of message body
Nam&kelement Description Notes
MgsSageBody — Root element of request message
RequestMSG — Appropriate request, response or error
(ResponseMSG, message is described depending on each
ErrorMSG) interface.
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4) Nth Message container envelope (optional)

This part delivers attached files (documents) in order from the second container as many as the
number of containers putting an attached file if there are any attached files in a delivering message.
In this container, information of the header separating the container and the attached files (docu-

ments) to be delivered are put in.

i) Header for Nth message container envelope

In this part, the separator for separating each container and the basic information on the contents

(message tvne or message length etc) are described
Y [=] J I [=] [=] 4 J

ii) Attachment content

In this part, the actual content to be delivered, in other words the attachéd, file (da
put in to be delivered.

c) |Message exchange pattern

The APIs providing main components within the TCP exchange messagesfollowing a reques

patfern as shown below. Figure 14 shows the message exchange pattern of AP
Requester API provider
1
2
3

Key
inquire some information or requegt $ome processing to API provider
query some information or execute some process

return a result of inquiry orexecution

Figure 14 — Message exchange pattern of API

The API is provided by each component in the TCP and is performed in the following ste
a rqquester sends a request message to the API provider, then the API provider performs
profess accérding to this request, and as a final step the API provider returns a respon;

trapsaction in order to ensure reliability of the message exchange. Therefore, a pattern

cument) is

t-response

ps. At first
hn internal
e message

ollowing a

syn{hronously. The main API within the TCP shall clearly identify the success or failure status of each

syngchfonous request-response method is requested.

Of course, aside from the API mentioned in this document, additional API provided for TCP to offer

more diverse services has a unique message exchange pattern for each API.
6.3 Requirements for service interface

6.3.1 APIs of TTP identity directory

Table 2 describes an API list of the TTP identity directory.
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Table 2 — APl list of TTP identity directory

No. Name of API Description Linkage target
Register communica- APl to register information on the .
A01 . - Ca Communication server
tion server communication server participating in the TCP
A02 Inquire information of APl to get information of registered|Communication server
communication server communication server. or communication client
API to modify or remove the concerned
Manage information of information if the information of the
A03 ge intor communication server registered to the|Communication server
communication server YR e q P
luCllLlLy ulr CLLUL)’ SCLD \,uauscu Ul 1T L1Ic
removal of server information is necessary
APl to verify whether the information
presented by the entity and the actual owner
: . of the concerned information are matching|Communication server
A04 Identify entity : . . : . L
in the process of registering an e-identity|or communication clijent
to participate in the distribution of trusted
electronic document by the entity
API to register an e-identity to uniquely
A0S Régister e-identity 1denF1fy the_entlty in thfe T(_IP in order\to Communlca.tlor.l server
participate in the distribution of trusted|or communication cljent
electronic document by the entity
API to get registered e-identity information
AO6 Inqtqlreef-ldenptymflqr-t According to a type of a requester, the Communlca_tlotr_l Ser\llert
mption of receiving clien requester gets a different scope of data from |°F Communication cljen
TTP identity directory.
APIto modify information when the e-identity
A07 Mpnage information of information registéred by the entity has been|Communication server
e-identity changed or to remove information when the|or communication client
entity no longéruses the registered e-identity
Sdbmit report of spam API to report the received message as a spam
A08 mkssace p p message, when it has been determined as a|Communication server
§ spam message
APL*to request an inquiry of the whitelist
A09 Re¢trieve whitelist Information registered in the identity|Communication server
directory
API to request an inquiry of the blacklist
A10 Retrieve blacklist Information registered in the identity|Communication server
directory
See C.1 forjmoreiinformation on each APIL.
6.3.2 APIs-of communication-server

Table 3 describes an API list of the TCP communication server.

30
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Table 3 — API list of TCP communication server

No Name of API Description Linkage target
. . API for communication client to request use of the| Communication
B0O1 Request using of services . . e .
services provided by communication server client
APl  for the communication client to
BO2 Authenticate communi- request authentication in order to use the|Communication
cation client functions(services) provided by the server by|client
connecting to the communication server
Request retrieval of API for the communication client to request -
5 .. g 4 L. B . . 7. |Communication
BO; lCLClVllls CIICIIU IIITIUT ITlricvdal Ul lCLClVllls CIITIIU TITTUT IIIAalIUIl LU UIIT Cl]ent
mation communication server
API for the communication client to request o
Request e-document . C .| Commmurjication
B04 o transmission to the communication server i’
transmission . .. client
order to transmit an e-document to the recipient
C API for the communication client to request
Inquire list of trans- . . . L . —
! . . inquiry of list to the communication sépver in|Commurfication
BO] mission / reception : . ) : . .
order to inquire the list of transmitted / received|client
messages
messages
L . API for the communication client to request
Inquire information of . . . o R
detailed information to the))‘communication|Commurfication
B0 message and e-docu- : : . T . X
server in order to inquire detdiled information on|client
ments . .
transmitted / received megssages
API for the communigation client to request to -
| Request message . .~ .~ |Commurjication
BO : delete the messages+stored in the communication| 7.
deletion client
server
API for the communication client to request report -
Request report of spam o Commurfication
BO$ a specific mnessage as a spam message to the| 7.
message 30 () client
communication server
API for)the transmitting communication server
B0 Inquire encrypt informa- to \kequest inquiry on whether the account|Commurfication
tion of receiving client infermation of the recipient is valid to the|server
Receiving communication server
APl for the transmitting communication Commudication
B1 Transmit e-document server to transmit e-document to the receiving server
communication server
: . . API for the Receiving communication server to S
Deliver confirmation of . . . . . Commurjication
B1] deliver a confirmation letter to notify receipt or
perusal o server
perusal after receiving an e-document
] Notify-résult of review API to nptlfy the reporter of the review results TTP iderftity direc-
B13 after reviewing the spam message status based on
of spam message . : tory
the details of reporting as a spam message
APl to notify the communication server . . .
B13 Notify whitelist participating in the TCP when the information of TTP identity direc-
oo tory
whitelist hasheen r‘h:lngnd
APl to notify the communication server
B14 Notify blacklist participating in the TCP when the_ information of| TTP identity direc-
blacklist has been changed according to the spam|tory
message review result, etc.
See C.2 for more information on each API.
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6.3.3 APIs of TCE repository

Table 4 describes an API list of the TCE repository.

Table 4 — API list of TCE repository

No Name of API Description Linkage target
— APIforacommunication server torequestthe storage Communication
Cco1 Store TCE of TCE generated as a communication confirmation
. . server
received to the TCE repository
—APHfor—commuicatior Server or COTIIITUITCatio Communication
Cpmmunication client to request to verify the behaviour of .
C02 PP - . server or copdmurji-
verification communication that occurred in the past to TCE . :
. cation client
repository

See C.3 for[more information on each API.
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Annex A
(informative)

Structure of TCE

A.1l

If a
aT
rece
orr
per

Thd
the
infq

modlel regarding the purpose of the TCP or the agreement made-among the participants,

infd

A.2

AT
and|
e-d

Thd
con

General
=enera:

h originator transmitted e-documents on the trusted communication platform te, an
CE is generated to verify that the e-documents were sent by the originator, or that the
bived it, or that the addressee read the e-documents. To verify whether the e-doeument
eceived, a TCE for receipt confirmation is created, and to verify that the received e-docur
1sed, a TCE for perusal confirmation is created.

TCE is an evidence of an action of receipt or perusal; therefore, to~verify this, informs
act of sending, receiving and perusal and information about the-originator and addj

rmation can be required, but the basic structure that a TGE'should bring is described in

Structure of TCE

CE is created by the following structure including receipt notification or receipt notifi
the basic information on the TCE sent by the recipient in order to record the fact of
cument in a reliable way.

TCE is uniquely identified by combination of information such as TCE identifier, TC

munication ID out of the informatign‘inside TCE. Figure A.1 shows the structure of a TCE.

addressee,
addressee
were sent
hents were

ition about
essee, and

rmation about the transmitted e-documents shall be included. Of course, depending on tle business

additional
N.2.

Cation ACK
delivering

L type and
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Basic Information of TCE

TCE unique ID

TCE type (for receiving action or perusal action)

TCE creation time or creator

Receipt / perusal notification acknowledgment

Information on distribution activity

Communication ID

Metadata of transmitting client

Metadata of receiving client

Transmitting/receiving/perusing time

Information on distributed electronic document . E
Title of distribution message D
Hash value of 1st attached file

N
R
Hash value of Nth attached file
Digital signature info of comr@ﬁcation server
L \\ J/

O

Figure A.1— Structure of TCE

A.3 Basjc information of TCE

This part i composed of the basi¢ information to identify the TCE. Table A.1 describes the structuife of
basic information in a TCE.

Table A.1 — Structure of basic information in TCE

Elementname v;\) Description Note
TCEInfo Basic information on the TCE

Name or alias which represents the TCE

Ta The-identifierfor-identifyinsthe TcEin T - -

TCEIdentifier which the TCE is created when TCP is created in country, community
or business group units
‘01": Created for the purpose of proving
that the receiving server has received the
e-document properly as a TCE for receipt

i i i ivi i [|notification
TCEType The value to identify which activity the evi

dence is for in trusted communication ‘02" Created for the purpose of proving
that the receiving client has perused the
e-document properly as a TCE for perusal
notification

TCECreation  |The time on which the transmitting server ~ |UTC format
Time has created the TCE 2017-10-27T13:24:54.7457
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Element name

Description

Note

TCEInfo Basic information on the TCE
TCECreator iﬁi;o;rélgtlon of the creator who has created Unique ID of the transmitting server

A.4 Signal for receipt notification or perusal notification

This part is the receipt notification ACK or perusal notification ACK which the transmitting server has

rec¢ived from the receiving server as it is. ACK signal for receipt or perusal notification issc¢mposed of
infgrmation of communication, information of e-document received and digital signature/signed by the
conpmunication server. Table A.2 describes the structure of an ACK signal.
Table A.2 — Structure of ACK signal
Element name Description t{) Note
Receipt notification ACK or perusal notification
AcKknowledgment . : L
ACK signal received from the receiving server
Information on the communication to distribute
CommunicationInfo e-documents between transmitting server and
receiving server
As an ID value trapsmitted
after being uniqu¢ly created
inside the TCP at the time of
- A unique ID for classifying'the distribution unit |transmitting an efdocument
CommunicationID s
of e-documents by the transmitting server,
transmitting and fesponding
message become ¢onnected
as one communicqtion ID
TransmitterInfo Informatien'on Transmitter
A unique e-identitly ID for
identifying the communica-
TransmittingClient |Af-e-identity ID value of the transmitting client |tion client perforthing the
role of an originator in the
TTP identity dire¢tory
An ID value to uniquely
identify the communication
TransmittingServer |A unique ID value of the transmitting server server which actuglly trans-
mits e-documentq by the
request of the trafismitting
client inside the TICP
Reeeiverinfo Information on receiver
A unique e-identitly ID for
identifying the communica-
ReceivingClient An e-identity ID value of the receiving client tion client performing the
role of an addressee in the
TTP identity directory
An ID value to uniquely
identify the communica-
ReceivingServer A unique ID value of the receiving server tion server which actually
receives e-documents by
the request of the receiving
client inside the TCP
The time on which the transmitting server UTC format
TransmittingTime transmits an electronic document to the receiv-
ing server 2017-10-27T13:24:52.855Z
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Table A.2 (continued)

Element name Description Note
The time on which the receiving server has UTC format
ReceivingTime received an electronic document from the trans-
mitting server 2017-10-27T13:24:53.031Z
The time on which the receiving client has
g viewed the electronic document received from |UTC format
PerusingTime . . . :
the receiving server [An item included only m 2017-10-27T13:24:53.0317Z
the TCE for viewing notification)
Basicinformationonthe-electronicdocument
eDocunjentInfo distributed between transmitting server and
receiving server
TitldMsG Title of the message to transmit an electronic

document

AttafhedFileNo

Total number of the delivered e-documents

Total number-of e-docu-
ments transmitted from dne
commuhication

AttafhedFilelnfo

Information on the delivered electronic document

Deseribed repeatedly

as'many as the number
described on the Attached
FileNo

SeqNo Sequence of being attached to the message
FileName File Name of the electronic document to.deliver
FileHashInfo Hash information on the delivered electronic
document
HashAlgorithm |Algorithm for extracting the.hash value of File
Hash value of the File extracted according to the
HashValue .
Hash algorithm
The digital signature-information which the
communication.server has added in order to
DigitalSjign assign reliability’on the information described

in the acknowledgement signal on the fact of
receivingor viewing an electronic document

36
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Annex B
(informative)

Structure of message header

Aside from the mere trusted communication of e-documents, in order that all participants in the

st satedn—trusted communication—and thatinformaton—related forustedcommunication
nanaged, connections and communication between each component shall be made,-To.jmake such
conpections, the basic structure of messages required in the process of communicatiofi\werle provided
(sed 6.2.3). Of these, regardless of the purpose of the connection, within the message of . comrhunication,
the|recipient, basic information to identify the message, and digital signature information fpr securing
relipbility shall be included, but in the first contents part of the basic structutre-of the message such
infqrmation should be included in the message header.
Table B.1 provide suggestions for the basic configuration of information that should be included in
thel|header.
Table B.1 — Structure of message header
Name of element Desg(ﬁi‘(;n Notes
MegdsageHeader — Root element of requestanessage -
Hrom — Information on the sender of message -
PartylInfo — Information on the system owner requesting the transmis- |
sion of message
ID — Unique ID value of the owner Stfring
— Unique IDtype of the owner )
Type ] ) ) ] Stfing
— Business registration no. or corporation no., etc.
Role — Rol€of the sender of message Stfing
To —=\Information on the recipient of message -
Partylnfo = Information on the system owner receiving the message -
ID — Unique ID value of the owner String
— Unique ID type of the owner ]
Type . . . . Stfing
— Business registration no. or corporation no., etc.
Role — Role of the recipient of message String
— Unique ID of business unit to accomplish one purpose
(omfainicationID — Performs the role of binding these messages as one when Stfing
more than one message is transmitted / received for business
}Jul PUQCD
— Specifies the type of communication
- — Setup as ‘TCE_Comm’ as default in trusted communication .
CommunicationType string
— Utilized when extending as various communication types in
the future
Service — Unique name of business unit to accomplish one purpose String
Action — Refers to the purpose of message in the work String
MessageData — Unique information on message -
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Table B.1 (continued)

Name of element Description Notes
Version Version of the protocol which the message complies with String
MessagelD — Unique ID value of the message String
RefToMessagelD — Descrlbe:s the MessagelD value on the requested message if String
the message is a response message
Description — Description on the details of message String
— Extended data region used if an entity has additional items
ExtendedNote that need to be deljvered i
Subjéct — Name of the extended data String
Contpent — Datavalue String

— Information on the contents that need integrity (Described

Contents. Info repeatedly as much as needed)

Contgnts_ID — Information to identify contents in the message
Contgnts_hash — Hash value on the contents
DigitalSign_Info — Digital signature information on the message
Cert_Ipfo — Information of the certificate used for digitaksignature
Algori|thm_lnfo — Information of the Algorithm used for digital’signature

— Digital signature value on the message*header except for the

1 -
DSig Yalue information on the DigitalSign_Info
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C.1—APRIs of TTPiadentitv directorv
. A S-0H1H—aentty-6& Y

C.1{1 AO1’register communication server’ API

Seryer information shall be registered to the identity directory for the communicatior
participate in trusted distribution under a TCP system. TTP identity directory’ that has
reglstration request shall verify whether the concerned server is implemented by conforn

sta

reg

wh

a)

b)

©lI
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Annex C
(informative)

Detailed description for APIs

T CTTUT

stration of server information, and only the verified servers shall be registered and incl
elist.

Idard protocol and whether it is interoperable with other component inside the TCP g
Related process

PR1 (communication server registration process) (see 5.2.1).
Description of API

Requester

— The communication server is a requestépthat requests A01 ‘register the communicaf
to the TTP identity directory.

Structure of message sent by requester

— Request message in message-body of 15t content part

encryption and-digital signature verification, etc.

— And management information of communication server: contact information d
manager.

— Attachmeént in 2nd ~ Nth content part
— < Nothing.

Internal process

server to
received a
hing to the
rior to the
ided in the

ion server’

— Includes basic infermation of communication server: name, network address, pupblic key for

f owner or

— AfTer Tecelving the Tequest Message, 110 1dentity directory Verity wWhether this s
one that has completed verification on conformity of standards and interoperability
and whether all necessary information has been submitted.

rver is the
in advance,

— TTP identity directory registers it on the whitelist as a server that can participate in trusted

communication.
Structure of message replied by responder
— Response message in message body of 15t content part

— Includes success or failure as a result of internal process.
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If the result is success then response message includes unique ID issued by TTP identity

directory.

Else if the result s failure then response message includes error code, error description,

— Attachment in 2nd ~ Nth content part

C1.2 A0

Nothing.

2 ‘inquire information of communication server’ API

etc.

This API igused to get imforation of COMMIUITICAtION SErver Tegistered at T TP Tderntity direcy
Usually infprmation of communication server is open to every participant.

a) Relatefl process

— Norelated process.

b) Descri
— Reque

— TH
se

— By

with any special authority.

— Struct

— R4

— At
— Intern

— R
co

— Struct

— R

ption of API
ster

e communication server is a requester that requests ‘inquire information of communica
rver’ to the TTP identity directory.

t TTP identity directory does not restrict retrieving information of communication sej

ire of message sent by requester
quest message in message body of 15t content-part

Includes the unique ID of communication server which received from TTP identity direct
after registering it.

tachment in 2nd ~ Nth content part
Nothing.
h] process

trieves informatiofirof communication server corresponding with the unique ID or nam
mmunication setver.

ire of messagereplied by responder
sponseniessage in message body of 15t content part

Includes success or failure as a result of internal process.

ry.

Fion

ver

ory

e of

— Iftheresultis success, then response message includes information (basic and management

information) of the communication server.

Else if the resultis failure then response message includes error code, error description,

— Attachment in 2nd ~ Nth content part

Nothing.

C.1.3 AO03 ‘manage information of communication server’ API

etc.

If the information of the communication server registered to the identity directory is modified or if the
server is no longer participating (or unable to participate) as a communication server, the server shall
request change of the concerned communication server information (modification or removal). The

40
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TTP identity directory shall perform an operation to change the concerned information after verifying
whether the requester who has requested the change of information is the requester who has authority
to make changes on the communication server.

a)

b)

Related process

Related process is not described in this document because this API is not used in main

processes.

Butif the information of the communication server is changed or the communication server does not
participate in TCP anymore, then this API is used with similar step to AO1'register communication

server’ APl in PR1 (communication server registration process) (see 5.2.1).

Description of APT
Requester

— The communication server is a requester that requests A03 ‘manageinform
communication server’ API to the TTP identity directory.

Structure of message sent by requester
— Request message in message body of 15t content part
— Includes request type: this request is whether ‘modify"or ‘delete’.

— If the request type is 'modified,' the request meSsage includes the information
the necessity of revision for the unique ID of the €ommunication server that is to

— If the request type is deleted, the request message includes the information reg
unique ID of the communication server:that is to be deleted.

— Attachment in 2nd ~ Nth content part
— Nothing.

Internal process

ation of a

regarding
be revised.

arding the

change (or to delete) the\concerned information after verifying whether the reques

r who has

— After receiving the request message, TTP identity directory shall perform an o%eration to

requested the change (or deletion) of information is the requester who has authori
changes on the communication server.

— If changed information of communication server is concerned with information for
to the sepver or a registered communication server is deleted, then TTP identity
applies¢he‘change to whitelist.

Structufeof message replied by responder

—A Response message in message body of 15t content part

y to make

connection
F directory

1 11 FoBES | A PR SN 1
—  HICIUUCS SULLESS Ul 14Ul T d5 d TTSUIL UL HTILCTIIAT PIUCTSS5.

— Ifthe result is failure then response message includes error code, error description, etc.

— Attachment in 2nd ~ Nth content part

— Nothing.

C.1.4 AO04 ‘identify entity’ API

TTP identity directory shall verify whether the online entity connected to the TCP through a
communication client is the same one as the offline entity prior to the registration of the entity to use
the trusted e-document communication.
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In order to verify whether it is the same one or not, TTP identity directory verifies that the online entity
is the legitimate owner of a characteristic information (e.g. resident registration number, social security
number) submitted by the online one. Communication client or communication server performs the
verification of entity identity using this API provided by the TTP identity directory in order to register
the entity to the TTP identity directory.

a) Related process

— ‘PR-2 (e-identity registration process)’, ‘'modification or deletion information of e-identity process’
(this process is not described in this document because it is not used in a main process, this process
consists of this APl and A07 ‘manage information of e-identity’ API).

b) Description of API
— Requester

— THe communication server or communication client is a requester that requests authenti¢ate
identity to the TTP identity directory.

— Structfyire of message sent by requester
— Rdquest message in message body of 15t content part

—| Includes characteristic information that TTP identity directory can identify who |the
requesting entity is on offline space.

— Atfachment in 2nd ~ Nth content part
—| Nothing.
— Interngl process

— TTP identity directory verifies whether (the connected entity is a legitimate owner of|the
supmitted characteristic information er not.

— T(P's internal policy will decide hat characteristic information the TTP identity direcfory
willl have and by what method of the entity's identification will be confirmed.

— Structfire of message replied by'responder
— Rgsponse message in message body of 15t content part
—| Includes success)or failure as a result of internal process.

—| Ifthe resultis success, then response message includes some information as an evidende of
authenfication success.

—| Else’if failure, then response message includes error code, error description, etc.

—  Attachmentin 2nd Nth content p:n‘f
— Nothing.
C.1.5 AO0S5 ‘register e-identity’ API

For an entity to participate in the TCP, after authenticating, the entity shall register an e-identity to the
TTP identity directory. If result of registering an e-identity is success, then ID (that is an e-identity ID)
of the registered e-identity becomes a unique alias name to represent the entity in the TCP from now on
and gets to refer to the entity who owns the e-identity.

a) Related process

— PR2 (e-identity registration process).
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b) Description of API
— Requester

— The communication server or the communication clientis arequester thatrequests’A05 register
e-identity’ API to the TTP identity directory.

— Structure of message sent by requester
— Request message in message body of 15t content part

— Includes the token received as an evidence of anthentication success from TTP identity
directory.

— Includes basic information of the entity: characteristic information, name)
— Includes an e-identity ID which an entity wants to use as an alias nafaé in TCP.

— An e-identity ID should be unique in a TCP and namingyrdle of ID is ¢lecided by
policy of TCP.

— Includes management information of entity: informatiotZef contact point such as e-mail,
address, phone no, etc.

— Attachment in 2nd ~ Nth content part
— Nothing.
— |Internal process
— TTP identity directory verifies whether the received message is valid or not.

— If it is valid, then TTP identity directory registers an e-identity ID with the ipformation
submitted by requester.

— |Structure of message replied byresponder
— Response message in message body of 15t content part

— Includes success;or failure as a result of internal process.

— Iffailure, then response message includes error code, error description, etc.
— Attachmentin 2nd ~ Nth content part

— Nothing.

C.1{6 AO06 ‘inquire e-identity information of receiving client’ API

Thip API is used to get e-identity information of receiving client registered at TTP identityf directory.
This API has two types of requests. One request type is network information of an e-identity as an
addressee (a receiving client), the other one is basic and management information of the e-identity:.

Searches for network information typically are performed before the transmitting client (or server)
sends the e-document and is used to search network information about the addressee. Therefore, this
search can be performed by any TCP participant as a requester. However, searches on the basic and
management information of an e-identity are only permitted by users having an access authentication
(owner of an e-identity and sometimes managers).

a) Related process

— If the request type is for network information, then the PR4 (e-document transmitting process)
(see 5.2.4).
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b) Description of API

44

Requester

— In case of searches for network information, generally the communication server is a requester
that requests an A06 ‘inquire information of e-identity’ API to the TTP identity directory.

— For full information searches about the basic and management information about the e-identity,
an authenticated entity would request an A06 ‘inquire e-identity information of receiving client’
API to the TTP identity directory via the communication client or the communication server.

Struct

— RHd

Intern

rre-of messagesentbyreqtester
quest message in message body of 15t content part
Includes a type of request: ‘network information’ or ‘full information’.
Includes the ID of the e-identity that is the target of the search.
tachment in 2nd ~ Nth content part
Nothing.

h] process

— Fofr 'full information' type of request, prior to performing€heé’search, the authorization wg

be
of

performed to determine if the requester has an accéss authentication for the informa
the e-identity. The information of the e-identity cariinclude privacy information about

e
— F
p

— If
re
by

Struct

— R

ity, therefore, an access control is required.

'network information' type of request, the' information can be disclosed to all u
ticipating in the TCP. Therefore, any authgorization for this request is not performed.

the requester has a legitimate authority for the information, then TTP identity direct
‘rieves access information of the e-identity corresponding with the e-identity ID submi
the requester.

ire of message replied by responder

sponse message in message body of 15t content part
Includes success ‘enfailure as a result of internal process.
If the resultis success:

— andtypeofrequestis’fullinformation’, then response message includes fullinforma
(basic and management information) of the e-identity;

~—\ and type of requestis 'network information’, then response message includes a netw

uld
[ion
the

bET'S

ory
ted

Fion

ork

informationtosendan e-documenttaothe addressee hnving the n-ir‘nhfify;

— ‘networkinformation’is the information for connecting to the communication serve

I,as

a proxy of the e-identity and so on, which will perform the transmission and reception

of the e-document.

Else if the resultis failure, then response message includes error code, error description,

Attachment in 2nd ~ Nth content part

Nothing.
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C.1.7 A07 ‘manage information of e-identity’ API

This API is used in case the information of an e-identity registered to the TTP identity directory is
changed or the e-identity does not participate in TCP anymore. Before modifying or removing
information of the e- identity, the TTP identity directory handles the requested action after verifying
whether the requester is an entity with a legitimate authority.

a)

b)

Related process

Related processis not described in this document because this APl is not used in main processes. But
if the information of an e-identity is changed or the e-identity does not participate in TCP anymore,

then this APl1s used with similar step to A0> register e-1dentity’ APl'in PR2 (e-1dentity r
process) except the step calling BO1 ‘request using of service* APIL.

Description of API
Requester

— The communication server or communication client is a requester that reques
e-identity’ to the TTP identity directory.

Structure of message sent by requester
— Request message in message body of 15! content part

— Includes the token received as an evidence .of authentication success from T/
directory.

— Includes request type: this request is whether ‘modifying’ or ‘deleting’.

— If the request type is 'modified,’ the request message includes the informatior
the necessity of revision for the e-identity ID that is to be revised.

— If the request type is deleted, the request message includes the e-identity ID t
deleted.

— Attachment in 2nd ~ Nthcontent part
— Nothing.
Internal process

— Verify whether the requester who has requested the change (or deletion) of infg
the requester who has authority to make changes on the e-identity and requested
valid @r-hot.

— If¥esult of verification is valid, TTP identity directory shall perform an operation to
to delete) the concerned information.

pgistration

'S ‘'manage

[P identity

regarding

hat is to be

rmation is
message is

change (or

STrUcture of Message repiied by responder
— Response message in message body of 15t content part

— Includes success or failure as a result of internal process.

— Ifthe result is failure, then response message includes error code, error descrip
— Attachment in 2nd ~ Nth content part

— Nothing.
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C.1.8 AO08 ‘submit report of spam message’ API

After the communication server receives a report about a spam message from the receiving client, this
message will be reported to the TTP identity directory as a spam message. This API is used when the
communication server reports the spam to the TTP identity directory.

a) Related process
— PR8 (spam message handling process) (see 5.2.8).
b) Description of API

— Requester

— THe communication server is a requester that requests A08 'submit report of message’ ARI to
the TTP identity directory.

— Structfire of message sent by requester
— Rdquest message in message body of 15t content part
—| Includes full content of a message considered as a spam message,
—| Includes the e-identity of the receiving client that reported’this spam message.
— Atfachment in 2nd ~ Nth content part
—| Nothing.
— Interngl process

— THe message reported as a spam message to the TTP identity directory is registered to the list
of spam messages pending verification to be verified by the system or manager.

— Structfire of message replied by responder
— Rdsponse message in message body-of 15t content part
—| Includes success or failurewas a result of receipt of the submitted message.
—| Ifthe resultis success:then response message is just ACK message.
—| Elseifthe resultiisfailure, then response message includes error code, error description,|etc.
— Atfachment in2"%~ Nth content part

—| Nothing.

C.1.9 AO|9 ‘fetrieve whitelist’ API

If a communication server does not have a whitelist because it is participating in the TCP for the first
time, or because it has not received whitelists that are delivered by TTP identity directory due to a
system abnormality or operation issue, then it is possible that the whitelist held is not its latest version.
In this case, the communication server will not wait until the TTP identity directory sends one, but
using this API, it can be received by requesting the latest whitelist to the TTP identity directory.

a) Related process

— Norelated process.
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Description of API

Requester

— The communication server is a requester that requests A09 ‘retrieve whitelist' to the TTP

identity directory.
Structure of message sent by requester

— Request message in message body of 15t content part

— Includes a request type [whpfhpr request of full latest whitelist or list of communication

C1

If a
tim
Sys

white list<lthis case, the communication server will not wait until the TTP identity dired

one

server changed since a requested date in whitelist).

— If the request type is 'list of communication server changed since a requested
includes the requested date in whitelist.

— Attachment in 2nd ~ Nth content part
— Nothing.
Internal process

— Depending on the request type, the TTP identity direetory either searches for the
whitelist or from among a list of communication servérichanges since a requested d

Structure of message replied by responder
— Response message in message body of 15t contéent part
— Includes success or failure as a result.of receipt of the submitted message.

— If the result is success then response message includes a latest full whitelig
communication server changéd-since the requested date in the whitelist.

— Elseiftheresultis failuréthen response message includes error code, error desc
— Attachment in 2nd ~ Nthcontent part

— Nothing.
10 A10 ‘retrieve’blacklist’ API

communicatjgn)server does not have a blacklist because it is participating in the TCP f]
b, or because(it has not received blacklists that are delivered by TTP identity director
em abnaerniality or operation issue, then it is possible that the blacklist held is not the lat]

but using this API, it can be received by requesting the latest blacklist to the TTP identity

date’, then

full latest
hte.

t or list of

ription, etc.

pr the first
y due to a
est version
tory sends
r directory.

a)

Nxl

fad o
TCTatCtprotess

No related process.
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b) Description of API

— Requester

— The communication server is a requester that requests 'inquire blacklist' to the TTP identity
directory.

— Structure of message sent by requester

— Request message in message body of 15t content part

Includes a request type (whp'rhpr request of full latest blacklist or list of an e-ide

tity

— Intern

or

— Struct

C.2 API

C.2.1 B0

The comm
server that

changed since a requested date in blacklist).

If the request type is 'list of the e-identity changed since a requested date in blacklist’,
includes the requested date.

tachment in 21d ~ Nth content part
Nothing.
hl process

pending on the requesttype, the TTP identity directory either searches for full latest blac
list of the e-identity changed since a requested date in theffull blacklist.

ire of message replied by responder
sponse message in message body of 15t content patt
Includes success or failure as a result of receipt of the submitted message.

If the result is success then response niessage includes a latest full blacklist or list of]
e-identity changed since the requestéd-date in the blacklist.

Else if the resultis failure then résponse message includes error code, error description,
tachment in 21d ~ Nth content.part

Nothing.

5 of Communic€ation server

1 ‘request using of services’ API

Inication.client as an entity's proxy shall request the use of the service to the communica

hen

(list

the

etc.

fion

acts as-an agent for the actual trusted communication with e-documents for participation in

the TCP, a

psts

dreceive an approval of the request. This is an API where the communication client requ

. 1 . .
the use of servicetothecommunicationserver:

The service shall undergo an agreement stage regarding the use of service and the terms and conditions
of use, therefore, aside from the information specified in this document, additional information and
procedures are necessary. This will be decided according to the operating policy of the communication
server. Here only the most basic, required categories are specified.

a) Related process

— PR2(e

48

-identity registration process)
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Description of API
Requester

— The communication client is a requester that requests BO1 'request using of services
communication server.

Structure of message sent by requester

— Request message in message body of 15t content part

— Includes basicinformation of communication client: name. e-identitv ID_etc

" API to the

C.2

Ac
conj
reg

— And management information of communication server: contact informaf
e-identity (such as the address, email address, phone number).

— Additional information for the use of service requested by the commtinication
example, period of service use, service levels).

— Attachment in 2nd ~ Nth content part
— Nothing.
Internal process

— Communication server verifies that the communication client is a legitimate user
e-identity ID.

— Communication server decides based on the gperation policy if the request of the s¢
by the communication client is approved.

Structure of message replied by respondet
— Response message in message body-of 15t content part

— Includes acceptance or réjection as a result of internal process.

— Ifthe result is rejection, then response message includes reason of rejection, etg.

— Attachment in 2nd = N*h content part

— Nothing.
2 BO02 ‘authenticate communication client’ API

bmmunication client shall obtain user authentication before using the services provi

ion of the

server (for

having the

rvice used

ed by the

munication server. Communication server decides through this API if the communicatipn client is

steredas a service user at the communication server.

To

o<s0o, the communication server will use a wide range of anthentication methods such a

password

authentication method, onetime password authentication method, and the biometrics method. This
will be determined according to an agreement between the TCP participants and the policies of the
communication server.

a)

Related process

PR3 (communication authentication process) (see 5.2.3).
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b) Description of API

— Requester

— The communication client is a requester that requests B02 ‘authenticate communication client’
API to the communication server.

— Structure of message sent by requester

— Request message in message body of 15t content part

ord,

— At

— Intern
— Th

in

— Struct

— R

C.2.3 B0

This APl is
client tran
communic
implement
communic
e-documern
client infor

a) Relate

Includes an e-identityv ID of the entitv and information for authentication [Qm‘h ASPASSW
information of finger print, information of entity’s face).

tachment in 2nd ~ Nth content part
Nothing.
h] process

e communication server implements user verification by using( the e-identity ID
ormation for authentication included in the request message.

ire of message replied by responder
sponse message in message body of 15t content part

Includes success or failure as a result of internal pfocess.

If the result is success then response messagedincludes authentication token.

Else if the resultis failure then response méssage includes error code, error description,
tachment in 2nd ~ Nth content part

Nothing.

3 ‘request retrieval of receiving client information’ API

used to acquire the network information of the receiving client prior to the communica
smitting the e-document. In the process of transmitting the e-document, when
hition client adopts)the method of confirming the receiving client’s information
ing encryption Cef*e-documents by itself (5.2.4.2) rather than the method where
htion client requests confirming the receiving client’s information or encryption of
ts to the eemmunication server in its entirety (5.2.4.3), a 'request retrieval of receiy
mation’API call is made to the communication server.

 process

and

etc.

[ion
the

or
the
the
ring

— PR4-1

LD
oIy
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b) Description of API

Requester

— The communication client is a requester that requests B0O3 ‘request retrieval of receiving client
information’ API to the communication server.

Structure of message sent by requester

— Request message in message body of 15t content part

— Includes an e-identity ID of an addressee and encryption aption (whp'rhpr th
client encrypts e-document or not).

e receiving

— Attachment in 2nd ~ Nth content part
— Nothing.
Internal process

— The communication server requests information of an e<identity to the TT
directory using the information about the e-identity for which/a search was reque
communication client (call AO6 ‘inquire e-identity informatioen of receiving client’ A

P identity
tted by the
P1).

Once the network information about the receiving client's agent, receiving server, fis received
from the TTP identity directory, based on this information an encryption key that willl be used in
the encryption of the e-document is requested of the receiving server. (call B09 ‘inqujre encrypt
information of receiving client’ API). If the receiving client does not select an encrypfion option
within a request message, the communicatjenserver will omit this stage.

Structure of message replied by responder
— Response message in message body of 15t content part

Includes network information of receiving server acting as proxy of receiving client.

— If the e-identity ID is not registered in the TTP identity directory, or it i§ currently
unavailable, then the response message will include a failure signal, error cod¢ and error
description as a result.

— Attachment in 219~ Nth content part
— Nothing
C.2{4 BO04 ‘request e-document transmission’ API
Thif is an API called by communication client when the communication client requests the trinsmission
of etdoGuments to the communication server acting as a proxy of the communication client. At this time,
thecommunication server that receives a request will perform the role of transmitting the efdocument,

so it will be named a transmitting server.

When the communication client requests a transmission message of the communication server, two
different options exist. The first is, prior to the communication client requesting transmission, it
acquires the necessary information by searching for information on receiving client and then requests
a transmission to the transmitting server based on this information. After that the transmitting server
performs the transmission. This step is performed according to the procedure of 5.2.4.2. Another option
is that the communication client to request a transmission of e-documents including confirmation of
receiving client and encryption of e-documents to the communication server in its entirety. In the case
the communication server performs the transmission according to the procedure of 5.2.4.3.
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a) Related process

— PR4-1 (e-document transmitting process - basic type) (see 5.2.4.2) and PR4-2 (e-document
transmitting process - server delegation type) (see 5.2.4.3).

b) Description of API

— Requester

— The communication client is a requester that requests B04 'request e-document transmission’
API to the communication server.

— Struct

— Rd

— Intern

— Af]

client, the transmitting server would.implement the following procedure.

— Iff

ire of message sent by requester
quest message in message body of 15t content part

Includes request option type (‘'basic type' or 'server delegation type'), €-identity II
transmitting clientand receiving client, perusal confirmation option (whether transmit
client requests to receiving client for perusal confirmation or not) and-the other data
title of transmitting message, description).

information of receiving server.

Else if request option type is 'server delegation type’ then it includes encryption option
e-documents.

tachment in 21d ~ Nth content part
Starting from the 2nd content part, each of the e-documents are added.
hl process

ter having extracted the request option type from the message received from the transmit

he request option type is 'basic type’ then the transmitting server

Extracts the network and security information necessary for connecting to the receiy
server and e-documehnts that will be transmitted to the receiving client from the recei
message.

Following the ‘agreed upon protocol among TCP members, the content transmitted to
receiving client is packaged, and then using the network and security information off
receivingserver transmitting server calls B10 'transmit e-document' API provided by
receiving server.

Onfce the transmitting server receives a response message as a result of the API call f
the receiving server, it saves the response message.

D of
[ing
e.g.

And if request option type is 'basic type’ then it includes network information and secufrity

for

[ing

ring

ved

the
the
the

fom

If the response message states 'receipt notification ACK’, then the transmitting server
would generate a TCE based on the information of the transmission, (such as an e-identity
ID of transmitting client and receiving client, transmitting time, receiving time, title of

transmitting message, hash values of transmitted contents).

— Elseif the request option type is 'server delegation type’, then the transmitting server:

Extracts the e-identity ID of receiving client in the message received from

transmitting client.

52

the

In order for the transmitting server to acquire the necessary information (i.e. information
about the network and security of the receiving server that acts as receiving client's agent)
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when transmitting the e-document to the receiving client, it calls the 'retrieve e-identity
information' API provided by the TTP identity director.

If there is a "yes" for the encryption option for e-documents, using the receiving server's
network and security information, the transmitting server calls the 'inquiry information of
receiving client' API provided by the receiving server, and acquires an encryption key as a
response of the API. And then the transmitting server encrypts the e-documents using the
encryption key (optional step).

Following the agreed upon protocol among TCP members the transmitting server packages
the message information and e-documents to be transmitted to the receiving client, and

calls B10 'transmit e-document' API provided by the receiving server.

Once the transmitting server receives a response message as a result ofthe ARl call from

the receiving server, it saves the response message.

— If the response message states 'receipt notification ACK,” then.the transmit

ID of transmitting client and receiving client, transmitting time, receiving ti
transmitting message, hash values of transmitted contents).

— |Structure of message replied by responder
— Response message in message body of 15t content part

— Includes success or failure as a result of internal process. (If the transmitf

the message will include a success value,ifnot, then the message will include a fa
And the transmitting server sends the résponse message to the transmitting cli

— Ifthe result is failure then respon$é message includes error code, error descripf
— Attachment in 2nd ~ Nth content part

— Nothing.
C.2|5 BOS5 ‘inquire list of transmission/reception messages’ API

Theg communication client\can request a list of messages received or sent by the com
seryer. This API is used\for this request. The communication server received the request
megsage list according to the query conditions and transmits the list to the communication
trapsmitting or receiving time of the communication server(s) should be stored. It should b
the|SLA (serviceJevel agreement) made between the communication server and the client.

a) |Relatedprocess

— |No‘elated process.

ing server

would generate a TCE based on the information of the transmissien, (such as an e-identity

me, title of

ing server

receives a ‘receipt notification ACK’ as the response of B10 ‘transmit e-documen|t’ API, then

jlure value.
ent.)

ion, etc.

munication
jueries the
client. The
b agreed in
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