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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and

non-g

avernmental in liaison with 1SO_also take part in the wark 1SQ collaborates clo

ly with the

Interr

Interr

The main task of technical committees is to prepare International Standards. Draft\internation

adop
Interr

Attention is drawn to the possibility that some of the elements of this document may be the sub

rights

ISO 1

Secuyity management and general banking operations.

This
notal]

ational Electrotechnical Commission (IEC) on all matters of electrotechnical standardization

ational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, F

ed by the technical committees are circulated to the member bodies fer<voting. Publi
ational Standard requires approval by at least 75 % of the member bodies-casting a vote.

. ISO shall not be held responsible for identifying any or all such patent rights.

9092 was prepared by Technical Committee ISO/TC 68, Financial services, Subcom

irst edition of ISO 19092 cancels and replaces 1SO_19092-1:2006, of which it constitutes a n
ly to remove references to the ISO 19092-2 project:

Part 2.

al Standards
cation as an
ect of patent

Mmittee SC 2,

hinor revision,
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Introduction

This International Standard replaces ISO 19092-1:2006. When ISO 19092-1:2006 was published, it was
expected that a second part of ISO 19092 (ISO 19092-2, Financial services — Biometrics — Part 2: Message
syntax and cryptographic requirements) would subsequently be published. However, ISO 19092-2 was not
completed due to a lack of consensus. As a result, ISO 19092-1: 2006 has been updated into th|s International
Standard, rema

Business practice has changed with the introduction of computer-based technologies. The substitutipn of
electronic trgnsactions for their paper-based predecessors has reduced costs and improved Sefficiency.
llars in funds and securities are transferred daily on systemically important payment,systemp and
ipl systems by telephone, wire services and other electronic communication (mechanisms| The

and its customers to potentially severe risks from accidental or deliberate alteration, substitution or destrgction
rconnected networks, and the increased number and sophistication of“malicious advergaries

The inevitable advent of electronic communications across uncontrolled publi¢ networks, such as the Int¢rnet,
asing risk to the financial industry. The necessity to expand’ business operations into fhese
environment$ has elevated the awareness for strong authentication and created the need for alternate forms
of authentication. The financial community is responding to these needs:.

Biometrics, the “something you are or are able to do” identity<factor, has come of age, and includes|such
technologies|as finger image, voice identification, eye scan and facial image. The cost of biometric technplogy
has been degreasing while the reliability has been increasing, and both are now acceptable and viable for the
financial indystry.

This International Standard describes adequate .controls and proper procedures for using biometrics @s an
authentication mechanism for secure remoteselectronic access or local physical access controls fdr the
financial indystry.

Biometrics can be used for human authentication for physical and logical access. Logical access can inglude
access to applications, services, or ‘entitlements. This International Standard promotes the integratipn of
biometrics iffto the financial industry, and the management of biometric information as part of the overall
information pecurity management programme of the organization. It positions biometric technology to
strengthen ppblic key infrastriucture (PKI) for higher authentication by providing stronger methods as wgll as
multi-factor authenticationnIn/ addition, this International Standard allows continuous reassurance thgt the
entity about fo generate a,digital signature is, in fact, the person authorized to access the private key.

The succesg of a bigmetric system with the public is based on a number of factors, and these factors |differ
among the ayailable biometric technologies:

— convenience and ease of use;

— level of apparent security;

— performance;

— non-invasiveness.

The authentication systems discussed in this International Standard are those for a closed user group in which
the group members have agreed to use biometric identification or perform identification themselves. Such
agreements might be explicit (e.g. service agreement) or implicit (e.g. entering a facility indicating a clear

intent to conduct a transaction). Such systems that will be used to monitor an indefinite number of people are
excluded from the scope of this International Standard.

Vi © 1SO 2008 — All rights reserved
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The techniques specified in this International Standard are designed to maintain the integrity and
confidentiality of biometric information and to provide authentication. However, this International Standard
does not guarantee that a particular implementation is secure. It is the responsibility of the financial institution
to put an overall process in place with the necessary controls to ensure that the process is securely
implemented. Furthermore, the controls should include the application of appropriate audit tests in order to
verify compliance with this International Standard.

© ISO 2008 — All rights reserved Vi
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INTERNATIONAL STANDARD ISO 19092:2008(E)

Financial services — Biometrics — Security framework

1 Scope

This [International Standard describes the security framework for using biometrics for auﬂ-i?ntication of
individuals in financial services. It introduces the types of biometric technologies and‘\addr¢sses issues
concerning their application. This International Standard also describes the architectures for implementation,
specifies the minimum security requirements for effective management, and provideshcontrol objectives and
recornmendations suitable for use by a professional practitioner.

The fpllowing are within the scope of this International Standard:

— Uisage of biometrics for the authentication of employees and persons-seeking financial servicges by:

— verification of a claimed identity;

— identification of an individual,

— VYalidation of credentials presented at enrolment.'to support authentication as requlred by risk
fManagement;

— 1anagement of biometric information across its life cycle comprised of the enrolment, trangmission and
gtorage, verification, identification and termination processes;

— gecurity of biometric information during its life cycle, encompassing data integrity, origin guthentication
and confidentiality;

— application of biometrics for'logical and physical access control;
— gurveillance to protect the financial institution and its customers;
— gecurity of the physical hardware used throughout the biometric information life cycle.

The fpllowing aretnot within the scope of this International Standard:

— the individual’s privacy rights and ownership of biometric information;

; ata, and the
biometric matching decision-making process;

— usage of biometric technology for non-authentication convenience applications such as speech
recognition, user interaction and anonymous access control.

This International Standard provides the mandatory means whereby biometric information may be encrypted
for data confidentiality or other reasons.

Although this International Standard does not address specific requirements and limitations of business
applications employing biometric technology, other standards may address these topics.

© 1SO 2008 — All rights reserved 1
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2 Conformance

A biometric authentication system may claim compliance to this International Standard if the implementation
satisfies the management and security requirements identified in this International Standard.

A biometric authentication system that utilizes the cryptographic message requirements recommended in this
International Standard and that has implemented appropriate policies, practices and operational procedures

shall comply

with this International Standard.

Compliance of many of the aspects of a biometric authentication system can be achieved by satisfying the
management and security requirements specified in Clauses 9 and 10, and verified if the implementation and

its associate
Clause 11. 4/
Standard usi

3 Norma

The followin
references,
document (in

ISO 10202-3

hg the biometric event journal specified in Annex A.

tive references

g referenced documents are indispensable for the application of this~document. For
bnly the edition cited applies. For undated references, the latest“edition of the refere
cluding any amendments) applies.

Financial transaction cards — Security architecture of financial transaction systems

integrated cifcuit cards — Part 3: Cryptographic key relationships

ISO/IEC 197
modules

4 Terms

D0, Information technology — Security techniques =, Security requirements for cryptogn

and definitions

For the purpgses of this document, the following tefms and definitions apply.

4.1
adaptation

process of alitomatically updating or refreshing a reference template

4.2

attempt
submission ¢
identification

f a biometric sample on the part of an individual for the purposes of enrolment, verificatiq
in a biometricsystem

NOTE An individual.ean be permitted several attempts to enrol, to verify, or to be identified.

4.3

binning

n organization can document compliance to many operational aspects of this Internafi

edin

jated
nced

L/Sing

aphic

n, or

database partitioning based on information contained within (endogenous to) the biometric patterns

4.4
biometrics

measurable biological or behavioural characteristic, which reliably distinguishes one person from another,
used to recognize the identity, or verify the claimed identity, of an enrolee

4.5

biometric authentication
process of confirming an individual’s identity, either by verification or by identification

© 1SO 2008 — All rights reserved


https://standardsiso.com/api/?name=5cf2ef49826ed930943c26498508d3e9

ISO 19092:2008(E)

4.6

biometric data

extracted information taken from the biometric sample and used to generate either a reference template or a
match template

4.7

biometric identification

one-to-many process of comparing a submitted biometric sample against some or all enrolled reference
templates to determine an individual’'s identity

4.8

Biometrie Poliey
BP
named set of rules that indicate the applicability of a biometric template to some community or class of
appli¢ation having common security requirements

49
Bionjetric Practice Statement
BPS
statenent of the practices which an organization follows during the biometric-template life cycle (g.g. creation,
management, and destruction), including business, legal, regulatory and technical matters

410
biometric sample
initiall (raw) biometric data that is captured and processed

4.1
biometric system
autorpated system capable of capturing, extraction, matching and returning a decision (match/nor-match)

412
biometric verification
procgss of comparing a match template against a specific reference template based on a claimed identity (e.g.
user |D, account number)

413
captuire
acquysition of a biometric sample

414
claim of identity
name or index of a.claimed reference template or enrolee used by a biometric system for verificatjon

4.15
claimant
persgn-submitting a biometric sample for verification

416
confidentiality
property that information is not made available or disclosed to unauthorized individuals, entities, or processes

[ISO/TR 13569:2005, 3.15; ISO/IEC 13335-1:2004, 2.6]
4.17

cryptographic exchange
secure transport or storage of data or cryptographic materials under the protection of a cryptographic key

© 1SO 2008 — All rights reserved 3
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418

decision policy
logic through which a biometric system provides match/no match decisions, inclusive of the following

elements:

— the biometric system’s matching threshold;

— the number of match attempts permitted per transaction;

— the number of reference templates enrolled per claimant;

— the num

— the num
— the use

NOTE S¢
template in th
templates are

419
encryption
reversible tr|
(unreadable)

4.20
enrolment
process of
biometric ref

NOTE Sé
4.21

Equal Error
EER
probability o
rate is equal
NOTE Hi
4.22
extraction

ber of biometric technologies (e.g. fingerprint, voice) in which the claimant is enrolled;

pf internal controls in the matching process to detect like or non-like biometric samples.

created and stored from multiple fingerprints).

to hide the information content of the plain text

brence templates associated with that person

e also initial enrolment (4.36) and re-enrolment (4.47).

Rate

to the false non-match

storically, this was refetred to as “crossover rate”.

feature extraction

process of G
reference ter

nplate creation

4.23

rial, parallel, weighted or fusion decision models in biometric systems utilize more“than one refg
e match process for a given user (e.g. multiple-biometric systems as well as systems in which refg

ansformation of plain text (readable) by a cryptographicyalgorithm to produce ciphe

collecting biometric samples from a person and the subsequent generation and stora

percentage of errors whenthe decision threshold of a system is set such that the false 1

onverting.raw biometric data into processed biometric data for use in template comparis

rence
rence

text

je of

natch

bn or

face biometrics
biometric technology based on the distinctive characteristics of the face, inclusive of features in the visible
spectrum, the infrared spectrum, or both

4.24

failure to acquire
failure of a biometric system to capture a biometric sample, or to extract biometric data from a biometric
sample, sufficient to generate a reference template or match template

4.25
failure to en

rol

failure of a biometric system to capture one or more biometric samples, or to extract data from one or more
biometric samples, sufficient to generate a reference template

© 1SO 2008 — All rights reserved
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4.26

False Acceptance Rate

FAR

probability, in a one-to-one system, that a biometric system will incorrectly identify an individual,
reject an impostor

NOTE For a positive (verification) system, it can be estimated from the number of false acceptances
number of impostor verification attempts.

4.27
False Match Rate
FMR

or will fail to

divided by the

rate fpr incorrect positive matches by the matching algorithm for single template comparison atten

NOTE For a biometric system that uses just one attempt to decide acceptance, FMR is the same 4
multigle attempts are combined in some manner to decide acceptance, FAR is more meaningful at'the sys
FMR.

4.28
Fals¢ Non-Match Rate
FNMR
rate for incorrect negative matches by the matching algorithm for single template comparison atte

NOTE For a biometric system that uses just one attempt to decide~acceptance, FNMR is the same 4
Whenl multiple attempts are combined in some manner to decide acceptance, FRR is more meaningful at th
than FNMR.

4.29
Fals¢ Rejection Rate
FRR
probgbility that a biometric system will fail to identify ‘a genuine enrolee

NOTH For a positive (verification) system, it\can be estimated from the number of false rejects divided
of enrplee verification attempts.

4.30
filter|ng

partitjoning a database through,the use of exogenous information about the user not discern
biomegtric patterns, such as sex, age or race

4.31
finger geometry

biometric technology based on the distinctive characteristics of the shape and dimensions of
fingefs

4.32
finggrprint biometrics

npts

s FAR. When
tem level than

mpts

s FRR (4.29).
e system level

by the number

ble from the

one or more

biometretechnotogy-fe-o—fingerminttiaor-fingerpattermmatechinebased-or

4.33
hand geometry
hand identification

atacteristics of

biometric technology based on the distinctive characteristics of the shape and dimensions of the hand

4.34
impostor

person who submits a biometric sample in either an intentional or inadvertent attempt to be authenticated as

another person who is an enrolee

© 1SO 2008 — All rights reserved
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4.35
information

security

preservation of confidentiality, integrity and availability of information; in addition, other properties such as
authenticity, accountability, non-repudiation and reliability can also be involved

[ISO/IEC 17799:2005, 2.5]

4.36

initial enrolment
process of enrolling an individual's biometric data for the first time, such that the individual shall provide a
means of authentication, such as a password or ID in order to establish or confirm an identity

NOTE Sé
4.37
integrity
property of s
[ISO/IEC 133
4.38

iris biometrics

biometric tec

4.39

match
process of ¢
degree of sin

4.40

match temp
data, which r
and used by

4.41

multi-biom
biometric au
NOTE Fd

4.42

ett]ric authentication

e also enrolment (4.20) and re-enrolment (4.47).

bfeguarding the accuracy and completeness of assets

35-1:2004, 2.15]

hnology based on the distinctive characteristics of features found'in the iris

omparing a match template against a previously stored reference template and scorin
hilarity or correlation between the two

ate
epresents the biometric measurement of a‘claimant, extracted from a claimant’s biometric s3
a biometric system for comparison against one or more stored reference templates

entication using two or more’ different biometric types

r example, finger biomefries with iris biometrics or voice biometrics with face biometrics.

multi-factor
authenticatio

knowled

possess

4.43

authentication
n using twe 'or more of the following factors:

ge factor, “something an individual knows”;

j the

mple

loffactor—something-ar-individuathas——mMmMm

biometric factor, “something an individual is or is able to do”.

one-to-many

biometric ide

4.44
one-to-one

ntification

biometric verification

© 1SO 2008 — All rights reserved
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palm biometrics
biometric technology based on the distinctive characteristics of features found in the palm of the hand,
inclusive of ridge/minutiae information and/or palm lines

4.46

raw biometric data
captured, unprocessed biometric data (e.g. fingerprint image or audio stream) from a sensor device, in digital
form, suitable for subsequent processing to create a biometric sample or template

4.47

re-enrelment
procgss of enrolling an individual's biometric data where the same or other biometric data hast
at legst once

NOTE See also enrolment (4.20) and initial enrolment (4.36).

4.48

reference template

data,

which represents the biometric measurement of an enrolee, extracted from an enrole

samgle and typically stored and used by a biometric system for comparison against subsequen
match templates

4.49

registration
procegss in which a person proves his/her identity by presenting credentials to the biometric ser
before being allowed to enrol and is assigned an electroniclidentifier

4.50
retin
biom

4.51
risk

al biometrics
btric technology based on the distinctive characteristics of features found in the retina

management

coordinated activities to direct and control an organization with regard to risk

[ISO

4.52

score

EC Guide 73:2002, 3.1.7}

numaerical representation of the degree of similarity between two matched templates

NOTH The specific method by which a biometric score is generated, as well as the probability
indicdting a true or false match, is generally propriety to each biometric vendor.

4.53

sign ification bi tri

een enrolled

£'s biometric
tly submitted

vice provider

f its correctly

biometric technology based on the distinctive characteristics of features found in the dynamics of a
hand-written signature or other signed symbols

4.54
sing

le-factor authentication

authentication using only one of the following factors:

knowledge factor, “something an individual knows”;
possession factor, “something an individual has”;

biometric factor, “something an individual is”.

© 1SO 2008 — All rights reserved
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4.55

template

data, which represents the biometric measurement of an individual, used by a biometric system to execute
biometric matches

NOTE See match template (4.40) and reference template (4.48).

4.56

threshold
point above which the degree of similarity between two compared templates is sufficiently high to constitute a
“match”, and below which the degree of similarity between two compared templates is sufficiently low to
constitute a

yoR-match”

NOTE THresholds can often be adjusted at an administrative level to decrease the False Match Rate(4.27] or to
decrease the False Non-Match Rate (4.28).

4.57
voice biometrics

biometric teghnology based on the distinctive characteristics of acoustic information-found in the voicg of a
speaker

5 Symbols and abbreviated terms
ADF Application Data File

AES Advianced Encryption Standard
ATM Autpmated Teller Machine

BISMS Biomnetrics Information Security Management.System
CA Cerfification Authority

CDF Common Data File

DEA Data Encryption Algorithm

DES Data Encryption Standard

DSV Dynlamic Signature Verification

IC Integrated Citcuit

ICC Integrated/ Circuit Card

ID Identification
KEK Key Encryption Key

PKI Public Key Infrastructure

8 © 1SO 2008 — All rights reserved
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6 Biometric technology overview

6.1 General

Biometric technology addresses the problems associated with confirming the identity of an individual for the
purposes of financial transactions. The registration processes are a prerequisite for any formal biometric
enrolment. Each person shall prove his/her identity to the biometric service provider using credentials before
being allowed to enrol. This provides assurance that the biometric reference template is actually bound to the
identity of the individual who has enrolled.

Biometric identification leverages the universally recognized fact that certain physiological or behavioural

chara
autor
chara
typical authentication process utilizing biometric technology consists of the following basic steps:

natic collection and the comparison of these characteristics. The digital representatig
cteristics are stored in an electronic medium and later used to confirm the identity)of an

cteristics can reliably distinguish one person from another. Biometric technology includes both the

ns of these
individual. A

a) ¢apturing the biometric data;

b) ¢valuating the quality of the captured biometric data and recapturing it ifnecessary;

c) processing the captured biometric data; and

d) atching the processed biometric data with previously enrolled‘template(s) to determine if a match exists;

Therg¢ are three basic biometric processes, as described below.

The &

is matching can be done for biometric verification or biometric identification.

nrolment is the process of collecting biometric.samples from a person and the subseque

nd storage of biometric reference templates‘@associated with that person. Enrolment m
¢ollection of other information about the individual, which links them to an organization, an
one-to-many comparison to make sure that the individual is not already in the database, p
another name. If no match is found,\the template and its associated information may be
individual’'s respective database entries. (See also 9.3.)

enerated from a newly eaptured sample with a previously generated reference templats
atabase or on an ID-card. If the newly captured sample matches the previously generated
laim of identity is confirmed or verified.

dentification is-a “one-to-many” comparison. This process entails the comparison of a ma
enerated.from a newly captured sample with all of the templates in the database. It is most
etermine whether a person has previously enrolled in the system. Some systems useg
ualifier(e.g. telephone number) to narrow the search and subsequent identification to “one-1

t generation
by entail the
bccount, or a

et of privileges. In cases where duplicateenrolment is not allowed, enrolment may be pleceded by a

rhaps under
hdded to the

erification is a “one-to-one” comparison. This process entails the comparison of a match template

stored in a
femplate, the

tch template

pften used to
an external

o-few”.

purposes of

identification a viable option in many areas. The characterlstlcs which can be used to represent an individual,
include fingerprints, voiceprints, iris patterns, hand geometry, facial image, retinal patterns, and signature
verification. These seem to be the current mainstream biometric technologies, and a brief description of these
techniques is given in the following paragraphs. However, these are not the only biometric characteristics
available today. Others include palm identification, head acoustics, wrist vein geometry, body odour, ear
shape and keystroke dynamics. As technology advances, the list of viable characteristics may well expand.

6.2 Fingerprint biometrics
Friction ridges and valleys on an individual's fingertips are considered unique to that individual. For over one

hundred years, law-enforcement agencies have been classifying fingerprint images into one of several main
Henry types and sub-types (i.e. fingerprint patterns such as loops, whorls, and arches) as well as determining
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identity by matching key points of ridge endings and bifurcations. Fingerprints appear unique for each finger
on the same hand, as well as between identical twins.

Most modern fingerprint matching technology focuses on the unique points within the finger image, the
minutiae. These minutiae are the points where individual friction ridges branch apart (bifurcate) or end.
Imaging algorithms extract the minutiae and create a proprietary template that codes these minutiae. Pattern
matching systems are based on overall ridge flow as opposed to minutiae. Systems can also analyse the
finger's tiny sweat pores or the number of ridges between two key points (such as the core and the deltas).
Fingerprint biometrics is capable of both verification and identification.

Conditions that may affect the prints of different |nd|V|duaIs and reduce the quallty of image capture include

dirty, dry or
finger images,
may see thq
although the
being marke
this technolo

6.3 Voice

as well as the placement (rotation, shn‘t and pressure) of the ﬂnger on the scanner. They
historical use of fingerprinting by government law-enforcement organizations as_a-neg
capture of the fingerprint is generally regarded as non-invasive. Many fingerprint’'system
ed by many companies, and significant advances have been made in the cost, size.and spd
gy in this competitive environment.

biometrics
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existing micrpphones and voice-transmission technology. This provides functionality over long distance
ordinary telephones (wire line or wireless). However, performance is negatively affected by changes, bet

e
\Jsed the output of several analogue filters, which were averaged,over time for matching. C

rics (also called “speaker recognition”) dates back five decades. Early systems, pre-dating

er recognition systems model the acoustic features of speéch that have been found to
viduals, yet remain stable over time for a single individual. These acoustic patterns reflect
size and shape of the throat and mouth) and learned-behavioural patterns (e.g. voice
e).

bgnition systems can employ any of three styles of Spoken input: text-dependent, text-prom
pendent speech. Most speaker verification applications use text-dependent input, which inv
enrolment of one or more voice passwords:=Text-prompted systems ask users to repeat sp
es, or numbers. Text-prompted input isxused where there is concern regarding tape-rec
pxt-independent input is free-flowing speech.

btrics can be used for challenge-response type speaker verification, categorize
5-11 as “dynamic biometric vefification”. Applications of speaker identification by law-enforce
cally use text-independent input because it does not require enrolment or input of specific w
is “digitized” to create a(series of numbers. From these numbers, a reduced set of “featur|
thematically. Voice biegmetrics is commonly used for verification, but rarely for identification.

e levels can be_anyimpediment to the collection of initial and subsequent voice samples.
to ageing also\need to be addressed by voice biometrics systems; adaptation can be emp
voice template along with changes in the verified speaker's voice. Many companies

rics issseen as non-invasive. The technology needs little additional hardware and can lev
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6.4

Iris biometrics

The iris of the eye is the coloured portion of the eye surrounding the pupil. Iris imaging uses distinctive
anatomical features such as corona, crypts, filaments, freckles, pits, radial furrows, and striations that make
up the complex iris patterns. Iris biometrics entails illumination of the eye, capture of the resulting image, and
location of distinctive features through specialized video cameras. Iris biometrics is capable of both verification
and identification.

Iris images can be acquired automatically and with reasonabily little effort from a distance of more than 0,33 m
from the camera. Iris biometrics systems utilize automatic eye detection and advanced camera technology.
Iris biometrics systems are much easier for the public to use than retinal systems.
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The iris, being naturally well protected behind the cornea, appears to be stable over long periods (decades)
according to medical literature. Iris imaging is not perceived as highly invasive, since the minimum distance,
even for less-sophisticated iris identification systems, is between 75 mm and 100 mm (between 3 in and 4 in)
from the sensor. Iris images are unaffected by common contact lenses but can be affected by “designer”
contacts. Reflections caused by eyeglasses and sunglasses can also be a problem.

6.5 Retina biometrics

The retina is a structure in the interior of the eye. Retinal biometrics leverages the pattern of blood vessels on
the retina. Retinal biometrics entails illumination of the eye, capture of the resulting image, and location of

distinctive features through specialized video cameras.
Accurate retinal imaging requires almost perfect alignment of the eye with the scanning deviceswhich requires
the elye to be in close proximity to the scanner. This requires a great deal of effort and training, pnd can lead
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h levels of enrolment and non-matching errors. At the same time, this contributes to"the

ically low false match rate. Retina biometrics is capable of both verification and idéntification.

al patterns are highly distinctive, but the retinal structure may change during-the life of the
fement for close proximity to the retinal imager, as well as the beam of light shone int
ived as unpleasant by many.

Face biometrics

dentification or verification of a person by their facial imagejis/a common use of biometri
face biometrics solutions utilize images captured in the*visible spectrum using stan

technology’s

person. The
b the eye, is

b technology.
lard camera

ology. An alternative approach, known as facial thermography, uses an infrared camera t¢ capture the

e heat emission patterns made by people’s faces.

visible light systems extract features from captured facial image(s). Approaches to mo
es in the visible spectrum include Principal Component Analysis, Local Feature Analysis, ne
c graph theory, and multi-resolution analysis. Principal Component Analysis, or the
ique, models a particular face as a weighted combination of other “basis” faces. The set of

all. Local Feature Analysis locates-and maps key feature points of the face, similar to finger
Ction. Face biometrics is capable.of-both verification and identification.

enges for facial identificationNin the visual spectrum include reducing the impact of chan
ssion, hairstyle, facial hair, makeup and lighting. Some facial biometrics systems m
nary or posed user in order to capture the image, though some systems use motion imagery
ss the images to détect a person's head and locate the face automatically. Major advanta
fication are that it-is non-intrusive, hands-free, continuous and accepted by most users.

speci{rum, an untraified operator can also assist the system when identification is uncertain.

6.7
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Hand geometry biometrics

geometry has been used for physical access control and time and attendance systems
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Hand geometry uses the dimensions and shape of the hand, fingers and knuckles to form an identifying series
of numbers. This template is one of the smallest, requiring only 9 bytes for storage. Operation requires use of
a token or a PIN, as the technology operates only in verification mode.

Users with arthritis and rheumatism, as well as those with missing fingers or excessively large hands, could
have difficulties. Hand geometry is convenient to use and requires little training. The process of using a hand
scanner is perceived as non-invasive and acceptable to the public. A related biometric technology is finger
geometry, scanning and extracting features only from a few fingers, as opposed to the entire hand.
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6.8 Signature biometrics

Hand-written signatures can be identified from the way the signature looks or the way the hand of the signer
moves during the signing. Signature recognition based upon the biometric characteristics related to movement
of the hand is referred to as Dynamic Signature Verification (DSV). These systems capture the way we sign
our names, utilizing features such as the angle of the pen, the time to complete the signature, the acceleration
and velocity of the pen, the pressure while signing, and how often the pen is lifted from the page. Electronic
pens, tablets or both can be used to capture the signature biometrics. Digitized signatures are generally used
in verification as opposed to identification mode.

The sensing equment can be h|ghly sensmve and prone to wear and tear over time and therefore may prove
to be maintghrance—intensive—Since- DSV is not based gveral
companies arket DSV systems and publlc acceptance of signature venflcatlon is h|gh since hand- ritten
signatures ate currently one of the most accepted means of asserting identity.

6.9 Vein biometrics
Vein authentjcation uses the blood vessel pattern of the veins in the subcutaneous tissue. of the human|body
to discriminate between individuals. A vein pattern is read using near-infrared light. When a hypodermig¢ vein
is irradiated yith near-infrared light, the reduced haemoglobin contained in the vein.absorbs near-infrared light
and the hyppdermic vein creates a shadow on an image. The shaded part is-extracted from the cagtured
image as thg blood vessel pattern of the vein using image processing technglogy. The resulting blood vessel
pattern is compared using vessel structure features such as directions and bifurcations, or using the pattern
itself.

In practical t¢rms, a blood vessel pattern of a hand, such as that of a palm, the back of a hand, or a finger, are
used for authentication because such parts of the hand are easyto-present to a sensor, and various profducts
have been developed for such hand parts. Because the products have many functions to support and guide
users in proper usage, such as detection of hand position“based on image processing technology,| high
usability is aghieved and the accuracy of authentication is-very stable. Since the blood vessel pattern usgd by
vein authentication is information that is hidden in a body, it is generally not known by others in typical ysage
environments$, and therefore forgery is very difficult.

Many produdts for vein authentication of a palmy.a finger or the back of a hand are already employed by ATMs

of multiple financial service companies') and.as access control systems.

7 Technoplogical considerations

7.1 Biometric system properties
For applicati¢pns in the financial services, the following biometric system properties should be considered:

— public a¢ceptance and policy considerations,

— resistantetofraud{see-Annex-C-forfurtherinformation);
— universality of the chosen biometric characteristic,

— uniqueness of the chosen biometric characteristic,

— accuracy of the biometric system,

— stability of the biometric characteristic,

1) In Japan, since December 2005, the vein authentication technology of a palm or a finger has been employed on ATMs
of financial institutions, including some major banks and several regional banks.
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emplate storage requirements (i.e. template size),

system validation ability,
speed of comparison between the claimant sample and the enrolled template, and

environmental and interface factors.

Universality

In order for a biometric system to be of value, nearly all people in the target population should be able to

succgssfully use that system. A small number of exceptions may be possible, providing that, 3
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bd is available to authenticate or recognize those people who are unable to use the biom
shall be taken in the design and administration of that alternative method, so that it-does n
of weakness or vulnerability in the system.

vendor claims may be misleading, measurable error rates are assoOciated with
ologies. Most of these errors come from two classes of users:

hdividuals who cannot provide the biometric feature required by the sensor;

individuals are referred to as “outliers” in the biometric industry. Experience suggests that t
bve a repeatable biometric measurement, or chronicallycexperience a “failure to acquire” sys

percentage of outliers differs by technology and véndor. The use of multiple biometrics
on to the outlier problem, since the overall probability of an individual being an outlier across
ptrics is smaller than the probability for a single biometrics system. Alternatively, other

alternative methods are often necessary to provide for universal authentication, these alter!
'mine overall system security. The~use of passwords as a fall-back, for example, may proy
n attacker purposely to fail his/her biometric match in order to access a less robust 3
anism.

Distinctiveness

ctiveness describes.how reliably the biometric characteristic is measurably different for each
opulation. In anTideal system, there would be no ambiguity; the measured biometric featu
dual in the pOpulation would be different from that of every other individual. This can only
fe itself is-unique to each individual, who at least requires that the number of permutati
gh2) to_aceommodate the population, and if the biometric system can measure the feature
and repeatability to produce a unique electronic analogue of that feature.

n alternative
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ndividuals who are unable to give consistent or high-quality samples, resulting in false non-npatches.
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Expel

ience and studies provide some idea aof the disfinctiveness of mast of the popu

characteristics. For example, fingerprints have been studied for many years, and there is a consensus that
fingerprint patterns are unique among individuals. More recent studies suggest that iris and retinal patterns
are also unique. In contrast, as an example, the facial features of identical twins may not be unique. Therefore,
the properties of each biometric technology are different and should be evaluated to determine which provide
the level of distinctiveness required for a given application.

2) A template size of at least 232 ~ 4 billion permutations would theoretically accommodate the earth’s population.
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7.4 Accuracy

Biometric techniques are subject to statistical error, such that impostors may be granted access to protected
resources that legitimate users are prevented from accessing. The probability that a biometric system will fail
to reject an impostor in a 1:1 verification attempt, or will incorrectly identify an individual in a 1:N identification
attempt, is the system’s False Match Rate (FMR). The probability that a biometric system will fail to verify an
enrolled individual in a legitimate 1:1 verification attempt, or will fail to identify an enrolled individual in a
1:N identification attempt, is the system’s False Non-Match Rate (FNMR). The techniques discussed in this
International Standard are all prone to some level of false matching and false non-matching.

A system’s FMR and FNMR are inversely related, such that adjusting biometric system security settings to
d to

reduce the AviR—results—imamincreased FNMR, and-vice-versa—Twobiometric tcnlpiatca are—determit
“match” or “non-match” based on a comparison between
the scor

a) e that results from the match attempt, and

b) the systém’s match threshold.

the
which
cting

Strictly spes
administratof
two template
the other. Bo

king, a system’s FMR and FNMR are not “adjusted” by an administrator. Instead
adjusts a single threshold above which two templates are declared. @’ match and below
s are declared a non-match. It is therefore impossible to adjust oneterror rate without impa
th error rates are a function of a single threshold.

A deployer's| operating environment will generally dictate which of the ‘efror types should be limited, at the

expense of
minimize the
will usually n

potentially increasing the other error type. For example; a high-security facility will u
system FMR at the expense of increasing the system FNNMR, whereas a customer service f
inimize the FNMR at the risk of increasing the FMR.

Because of the relationship between FMR and FNMR, a system’s FMR is only meaningful when provid
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vith its FNMR, and vice versa. Any system-can claim a FMR of 0 % by simply rejecting
FNMR of 0 % by accepting every attempt.(An ideal biometric system will offer simultaneous
MR.

which a biometric system’s FMR ‘equals its FNMR is the Equal Error Rate (EER) or Cros

me biometric systems do ngt allow threshold adjustments and do not use EER (see Reference [16]).

vides a useful snapshot’of overall matching accuracy, as a system with a low EER is more
curately than one with a high EER. However, few deployers will actually implement a syst
hatch and false{non-match rates are identical. Most will choose to emphasize either conven
pbased on their-operating environment. When comparing the accuracy of different bior
deployers:should evaluate what levels of false matching and false non-matching are accep
bterminexwhat technology or technologies are capable of providing the required lev
for both metrics.

>ua|Iy
heility

ed in
bvery
y low

sover

likely
Em in
ence
netric
able,
el of

element not captured by matching error rates.

| rate,

critical

Capabilities of certain biometrics allow them to be deployed for the purposes of identification, or “single-factor
authentication.” Single-factor authentication does not require that the individual provide a unique identifier in
the form of a card, token or username, with major implications for system security and convenience. These
issues are discussed further in Clause C.8.

Error rates can be generated through independent testing or through vendor-provided testing. In either case,
published error rates may only be reflective of operation in a strictly controlled test environment, and may not
be indicative of performance in a deployment environment, subject to decision policy. Decision policy is the
logic through which a biometric system provides match/no match decisions, inclusive of implementation-
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specific factors. In order to gauge a biometric system’s real-world performance, the system’s error rates
should be evaluated in conjunction with its decision policy.

One of the major factors in a biometric system’s decision policy is the number of attempts permitted for
verification or identification. In biometric systems, an “attempt” is the act of an individual providing a usable
biometric sample (a single fingerprint, voice pattern or iris image) to a biometric system.

NOTE 3  In certain biometric systems, an attempt consists of comparison of multiple biometric samples acquired over a
brief period. Facial-scan systems can acquire multiple facial images over the period of several seconds, generate match
templates with each image, and declare a match if any of the acquired images exceed the required threshold. In this case,
the “attempt” can continue until the system times out after a certain duration.

Most

preve
times
three

nting further attempts, e.g. an individual may be permitted to place a fingerprint on a scann
in order to verify against his or her enrolment. A common decision policy is to grant access
attempts is successful. Under this decision policy, the system’s effective FNMR‘may be |

singlg¢-attempt FNMR, i.e. the user is more likely to be verified at some point in the verification se
the aflditional attempts. However, this decision policy increases a system’s effective’FMR, as an i

have

multiple chances to provide biometric data in an effort to defeat the system.

Anotler factor in a biometric system’s decision policy is the number of enrolment templates assd

given

user. Many biometric systems acquire two enrolment templates, from a user, such as from

left fingerprints, in order to mitigate the impact of injuries and to reduce incidents of false non

authg

rized users. If a system allows a user to verify against gither of his or her enrolled te

systgm’s effective FNMR may be lower than its single-attempt ENMR, i.e. the user is more likely
agair)st one of his or her enrolled templates. However, this degision policy increases a system’s g

as an

Othe

impostor may have multiple chances to match againstenrolled biometric data.
decision policy elements that can impact a system’s accuracy include the following:

the number of distinct biometric samples (e.g. different fingerprints) enrolled per claimant;

e use of internal controls in ‘the matching process to detect like or non-like biome

}7.9. comparing templates derived from two subsequent match attempts to determine if the
lacing different fingers inan.attempt to falsely match;

the use of serial, parallel, weighted or fusion decision models in biometric systems that utili

aone reference template in the match process for a given user (e.g. multiple-biometric systen

gystems in which reference templates are created and stored from multiple fingerprints).

Secure biometric\system implementation requires that deployers evaluate the impact of decision
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ive FMR and its effective FNMR represent its error rates with all elements of a deployer’s d
into consideration. The overall decision policy (including thresholds) is set according to the
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biometric systems allow an individual multiple attempts to be verified or identified before timing out or
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7.5 Performance evaluation

When evaluating the performance of biometric products, it is important to understand the different factors that
can influence the measured FMR and FNMR (see Clause C.5 for further information). Reported performance
numbers for different products may have been measured under different circumstances, and thus they cannot
be directly compared. The factors below should be taken into consideration.

— Who were the users in the test, and how were they selected? Ideally, the users should be chosen at
random from a population that is representative of the people who will use the system in the real
application environment. In some cases, however, the test users do not accurately represent the real-
world users. If the test group comes from the vendor's employee population, they may differ significantly
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from the target users in terms of educational level, cultural background and other factors that can
influence the performance with the chosen biometric system.

— How were the test users trained? The training for the testers should be as close as possible to that
anticipated for users of the real system. The testers are often more carefully coached than the real users
will be, either intentionally (to improve measured performance) or unintentionally (due to the enthusiasm
of the vendor for his/her own product). A related issue is how long the test group used the system before
the formal measurement period began. Typically, performance will be lower when the users begin using
the system, and will rise and stabilize as they get accustomed to it.

— What thresholds were used during the test? Because false match and false non-match rates between
sample
encountgered during testing will similarly be affected by the chosen thresholds FMR and FNMR shoyld be
reported together at a common threshold.

— How many attempts are allowed per verification session? Most measurements are(based on single
attemptg to verify identity with the biometric system. Some, however, are based on the,everall resultg of a
“session’ in which the user is permitted several tries. The system decision policy, including the number of
allowed jattempts per verification session, will allow for various system FNMR and FMR to result from the
same single-comparison false match and false non-match rates. Clearly, the ENMR will be lower arld the
FMR wil| be higher if the user is given more than one try at verification.

— Were pfoblem users systematically eliminated from the test?<{lt)is common for some usdrs to
experierjice a “failure to acquire” during enrolment. This is often called a “failure to enrol.” If enrojment
requirenpents are placed high, problem users can be systematically~eliminated from the test at enrolment.
Of courge, eliminating problem users will lower measured false non-match rates later in the test and fesult
in better|system performance.

— What isl the motivation to succeed at impersonating another user? In some biometric systems, a
user hag a better chance of achieving a False Mateh®if motivated to do so, e.g. the user may have a
better chance of impersonating another user's signature, voice or keyboard dynamics if he/she is rying
very had to do so. Measurements of FMR can-therefore be influenced by the testing method. In pome
tests, ugers are directly rewarded if they can-successfully forge another user's identity. In other fests,
there is ho reward. Finally, some False Match tests are carried out simply by cross-testing a databgse of
collected biometric data, in order to see if any of the samples can be verified as a match to any [other
sample ywhich came from a different-pérson.

— How did the test conditions;compare with those for the real application? Did the test subjects use
the systém while seated in aleomfortable room? If so, will the real application involve verification outfoors
in potentially bad weathef-ar in the dark? Will users have to verify while standing? Will they be clpthed
differently in some way,)such as in heavy winter coats, that might in some way affect verifigation
performance? These are important factors in determining whether the test results will accurately match
those oljtained ind¢he real world.

— Was th¢ test ‘organization impartial? Some tests are run by independent organizations. Others a
by the vendor who sells the biometric product or by some other organ|zat|on W|th a stake in making the
product ook
way that is unb|ased rather than performmg the test under the best -case circumstances for that particular
product or technology.

— Has there been a change in the product since the test was performed? Products constantly change.
The test results you see may have been measured with a version of the product that differs from what is
available today. Frequently this means that performance will improve, or that performance will be the
same, but with a reduction in cost. Although less likely, it is also possible, however, that changes in
hardware or software can reduce performance.

It is important to understand these issues before choosing a biometric product for your application. Biometric

performance depends upon the precise conditions of the installation and the users, can be difficult to measure,
and may be subject to much more variation than performance measurements of other products, e.g. it is much
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easier to measure the number of transactions per hour that a computer system can support, or the access
time for a disk drive. When selecting a biometric system, be sure you understand how performance was
measured, and how that method relates to the way the system will be used in your application.

There is no substitute for testing in an environment that replicates the actual application environment.
Biometrics vendors cannot replicate the conditions of all potential customers, and it should be expected that
the vendors have a natural bias to portray their products favourably. Thus, the customer should ultimately test
a system to understand how it would perform under their specific conditions.

7.6 Interoperability

BiOm ie EPTatesS “-‘G A" ‘:“; "-G“ SHOthG—O€ -“G‘ -
biomegtric information management policy and practices of the institution.

8 Basic principles of biometric architectures

8.1 | Biometric system model
All blometric systems have the common function of recognizing individuals by matching some personal
physical characteristic with the stored information about that same characteristic. The methods,|applications,
and implementations of biometric systems vary widely, and in the context of biometric standards it is important
to understand the biometric system model and basic approaches that’are common to most applicstions.

All bibmetric systems are composed of the following subsystenis:

— data collection;

— gignal processing (feature extraction);

— 1natching;

— gtorage;

— decision;

— fransmission.

NOTH For dynamic biometric verification, a “challenge presentation” subsystem is used.
Trangmission is the‘movement of biometric data between two components that are not physically collocated
within the same.tamper-resistant security module. Transmission can occur between any two [components,
depepding on the'specific vendor implementation, and may not exist in some systems.
Any biometric system operates in an environmental context, which shall be taken into considgration when

evaldating*security aspects of the system. Subclause 11.2 illustrates the two major domains of arny biometric
syster+e:

a) the physical domain, in which resides the subject to be verified or identified, and

b) the logical domain, in which the computational processing of the biometric data takes place.

The data collection device provides the bridge from the physical domain to the electronic processing domain.
Furthermore, some biometric technologies may have low enough crossover error rates to be suitable for large-
scale single-factor authentication. Single-factor authentication has major implications from a security and

convenience standpoint (see C.4.3).

Each of the major components is described in more detail in 8.2 and 8.3.
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8.2 Data collection subsystem

The data collection subsystem contains the input device or sensor that reads the biometric information from
the user and converts it to a form suitable for processing by the remainder of the biometric system.

It is the link from the physical domain to the logical domain. Examples include a variety of transducers, such
as a video camera, a fingerprint scanner, a special signature pen or tablet, a microphone and other input
devices specific to the chosen biometric characteristic to be measured. The output of this subsystem is raw
biometric data, which may be processed locally or may be transmitted to another location.

To recognize a user successfully, the sampled blometnc character|st|c shall always be S|m|lar to the user's

enrolled tem
sensor, and
and biometri

those change¢

enrolment t¢
performed.

In use, the |
suitable for f
by one seng
recognized €
over time, ei
automatic qy
poor-quality

The performance and output of the data collection subsystem is impacted by changes in any of the follow

the unde
the pres
the perfq

the surrg

8.3 Transmission subsystem

The transmi

processing, ¢lecision, storage.and matching components. The connectivity provided may be point-to-po

networked, a

The system
secure enve
transmission

ay impose training reqwrements for the users. Some characteristics change slowly oves
systems may employ adaptation in order to keep the stored reference template in-steq
s (see Clause C.7 for further information). Re-enrolment of a user's record by provision of 4
mplate for that individual on an overt basis (usually initiated by the application),may als

iometric feature is presented to a sensor, which converts the feature into an electronic s
Lirther processing. All sensors in a given system shall be similar enough-that a feature mea
or will closely match the same feature measured at other sensors,*so that the user c4g
qually well at any location. This includes the requirement that,the’sensors shall be cons
her by virtue of inherent stability, or through use of automatic-calibration. Some systems in
ality control features in the sensors or signal processing paths, and these systems can ¢
bignals that might otherwise increase the false non-match rate.

rlying biometric pattern;
entation of the pattern to the sensor;
rmance of the sensor itself; and

unding environmental conditions (e.g. lighting, background noise).

Esion subsystem provides the ability to send information between the data collection, s
[lowing one system to connect to multiple subsystems.
componénts that are communicating may be local or remote to each other, within the

subsystem may not necessarily be monolithic, but may actually be composed of a numt

ope, e.g. tamper-resistant security module (see Annex D), or in separate secure envelopes|

ction
time,
with
new
o be

ignal
sured
n be
stent
clude
etect

ng:

ignal
int or

same
The
er of

different tran

smission mediums such as Ethernet, leased line, wireless, etc. These media may or ma

y not

provide security services, such as data confidentiality, data integrity and authentication of origin between the
connected subsystems.

8.4 Signa

| processing subsystem

The signal processing subsystem receives the raw biometric data from the data collection subsystem, and
transforms that data into the form required by the matching subsystem. The exact processing that takes place
varies for different biometric characteristics that are measured, and for different vendors’ biometric systems.

The system may perform a quality analysis on the input signal to determine it if is satisfactory for use. If the
signal fails the quality tests, it is rejected and, depending upon the enrolment policy, the user may need to
supply another presentation of the biometrics.

18 © ISO 2008 — All rights reserved


https://standardsiso.com/api/?name=5cf2ef49826ed930943c26498508d3e9

ISO 19092:2008(E)

Filtering may be applied to the signal in order to remove noise or other information that is extraneous to the
matching process. This may include, for example, removing high- or low-frequency data from the signal.

The signal may be normalized in some way, e.g. the voltage level of an analogue signal may be adjusted to
be within accepted limits, and a video image may be adjusted to standard levels of brightness and contrast.

Once the input signal has been satisfactorily adjusted, it will be analysed to extract features that are used by
the matching subsystem. Some biometric systems compare raw data, and this step is not required. Feature
extraction is performed to transform the raw data into a set of characteristics that will represent it to the
matching process. The types of features vary with different biometric techniques. A fingerprint system typically
looks for physical characteristics such as branch and end points of the ridges; the system would extract a set

ane—cantisipe VY o ~f ETRT-NE N coord:

of va
found

oo whara Anc~h daoan indinat aof tha fon nd_thao natoc
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on the finger, and the angle of the ridge at that point. A voice biometrics system, on. thg

where it was
other hand,

might record such things as the energy in the different frequency components of the signal. [The result of
feature extraction is data that is much smaller and simpler to use than the original raw data signal

Typidally, once raw biometric data has been processed, it is not feasible to reconsttuct the raw ¢lata from the
procgssed sample or template.

8.5 | Matching subsystem

The matching subsystem receives the processed biometric data from the signal processing supsystem and
compares it with the biometric template from the storage subsystem:yThe matching subsystem hps a key role
in thg biometric architecture.

The hatcher is composed of the following sub-components:

— gequencer,

— 1natch-scoring module, and

— adaptation module (optional).

The pequencer handles the sequencing of the activation of the match and adaptation modyles and the

trans

fer of matching scores to the decision subsystem to perform different functions.

The match-scoring module measures the similarity of a claimant sample with a template. Each ¢

a sar

hple with a particular template yields a score, which is a numeric value indicating how close

and femplate match. The-method of computing the score differs among biometric technologie

meth
Ultim
whiclk
policy

bds include distance~metrics (see Reference [14]), probabilistic measures and normalize
ately, the scoresshould be related to a given confidence of positive identification for the bion
can be factored into the overall business rules and risk policy for the financial institution
. This confidence value will be considered by the decision subsystem in implementing the a

bmparison of
y the sample
5, but typical
| correlation.
etric subject,
authorization
iministrator’'s

authqrization ‘pelicy for the transaction, employing the biometrics as an authentication factor.

In thg¢ simplest form of verification, the sequencer provides the claimant sample and enrolment
the r%atghgr, and passes this result to a decision subsystem, which returns a binary decisi

whether the claimant is who he/she claims to be.

templates to
pn regarding

However, the interplay between the match-scoring module and the sequencer may be quite involved in
systems that carry out identification, e.g. in an identification mode, the sequencer may take into account
additional indexing or binning information about the claimant sample, in order to focus the computations of the
matcher onto templates that are most likely to match the claimant sample. Feedback from the decision
subsystem might also be invoked during the identification process to guide the search towards the likeliest
match enrolment templates.

Some systems use the sequencer and matcher, with feedback from the decision subsystem to perform
adaptation, to keep the enrolment templates up to date with gradually changing biometric characteristics for
the user (see also Clause C.7).
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An application program (e.g. a transaction authorization system) uses the decision process result. It may be
used in various ways, depending on the purpose of that application program. The actions at this level are not
a part of the decision subsystem itself, but are a part of that application program. Most often, the application
program will grant the user some level of privilege if the decision indicates a match with the template
belonging to the claimed identity. In other systems, however, the goal is to verify that the user is not in the
template database, e.g. when a financial services employee attempts to enrol in a benefits program in which
he/she is already a member, thus avoiding duplicate records. In this case, the application program will
“accept” the user only if the decision subsystem indicates that there are no matches between the user’'s
sample and any template in the current database.

8.6 Decision subsystem

The decision| subsystem receives a score from the matching subsystem and, using a confidence valug jased
on business fisks and risk policy, interprets the results of the score.

The decision| subsystem returns a binary yes or no regarding the positive identification of the elaimant, hased
on the score|computed by the pattern matching subsystem. In the most common case, the\decision is hased
on a single threshold. If the score is above the threshold, the system concludes that the ‘user is indeed the
individual owning the template. If not, the system indicates that the user is not ¢hat individual. In [more
complicated fases, the decision subsystem may require matches in one out of three“submitted samples] or in
higher security scenarios, for two out of three multi-biometric characteristics.

An applicatign program (e.g. a transaction authorization system) uses this"decision process result in vgrious
ways, depending on the purpose of that application program. The actions ‘at this level are not a part ¢f the
decision subpystem itself, but are a part of that application program. Most often, the application prografn will
grant the user some level of privilege if the decision indicates a match with the template belonging fo the
claimed identity. In other systems, however, the goal is to verify.that the user is not in the template datapase,
e.g. when an individual attempts to enrol in a benefits program. In this case, the application program will
“accept” the|user only if the decision subsystem indicates;that there are no matches between the yser's
sample and @any template in the current database.

8.7 Storage subsystem
The storage |subsystem maintains the templates’ for the enrolled users. It provides for the addition, dejetion
and retrievall of an enrolled template (or_templates), as needed by the matching subsystem. The stprage
subsystem may contain a single template*for a single user, or thousands of templates, depending oh the
system archifecture and intended function.

For example| templates may be.stored in:

— physically protected storage within the biometric device,

— a conventional database on a computer system, or

— portable|tokens, such as smart cards.

The data stored for each user always includes that user’s template, but it may also include other information. It
may also contain data that is completely unrelated to the biometric system, if the same database is used for
purposes other than user authentication.

8.8 Portable tokens

When portable tokens, such as smart cards, are used in conjunction with biometrics, then any (or none) of the
biometric subsystems described in this clause may reside within the token. The most common card
deployment models are (from lowest to highest token cost):

— “identity on card”, in which the token contains no biometric template or subsystem, and is used with an
external biometric verification system to provide two-factor authentication;
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“off-card matching”, in which the biometric storage subsystem contains one or more reference templates

stored in the token, and where all other biometric subsystems are external to the token;

“on-card matching”, in which the matching and storage subsystems are in the token and data collection is
external to the token; the signal processing or decision subsystems may be in or external to the token;

“self-contained card”, in which all the biometric subsystems (including the sensor) are in the token, and

verification can be performed without any external system interaction.

The “identity on card” model does not differ significantly from a cardless biometric implementation with a
central database. The token contains a unique value that has been associated with the reference template of
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9.1

Therg¢ are threevbasic applications in a biometric system:

a)
b)

c)

9.2

dividual—T he ndividuat possessing the token provides this vatue to craim an identity 1 his
hplify location of the individual's reference template in a template database, without the need
btric matching. Together, the token and biometrics provide two-factor authentication.
ntralized template management.

bther three models remove the need for centralized template management ‘and databas

tion or substitution of the template by an attacker.

additional risks and confidentiality concerns that come with publicly ‘sharing reference templ
‘off-card matching” model. In this model, the token shall emit the individual's reference te
hal verification system. This exposure makes the template<vulnerable to theft by “skimm
S.

r

on-card matching” model avoids the risks of template“exposure associated with the “off-cg
I. This model does not emit the reference template to external systems. Instead, the to
btric samples or matching templates, and emits only biometric match results and deg
nation.

€

i

fer the reference template acrosssan interface to external systems during verificatio
ontained tokens are prone to frequent sensor failure due to rough handling and storad
quality sampling due to dirty onndamaged sensors, and higher failure rates (both FMR and F
sample quality and limited precessing power.

d

Management and security requirements

Basic applications

alue is used
to search by
This model

nizes the risk of a cardless implementation and token cost, but does not provide the benefits of

b support by

ng the reference template in the token. However, decentralized template)storage increasgs the risk of

ptes apply to
mplate to an
ing” or other

rd matching”
ken receives
ision control

'self-contained card” model largely avbids tampering and skimming risks, since the token does not

n. However,
e of tokens,
NMR) due to

anolment (creating the biometric template used in later verification or identification functions

verification (the user claims an identity and offers a biometrics sample to prove that identity),

and

identification (the system searches a database looking for a match with the offered biometrics).

Core security requirements

This subclause defines the requirements for managing and securing biometric information for each application,
for the transmission and storage of biometric information, and for maintaining the event journal for purposes of
compliance and audit. The core requirements that apply to all applications and environments wherever
biometric information is used are the following:
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a)

between any two components;

b)

and authentication results, between the sender and receiver component;

c)
two com

ponents and within any component.

Each of these biometric applications is comprised of the components described in 8.1.

mechanisms shall be in place to maintain the integrity of biometric data and authentication results

mechanisms shall be in place to mutually authenticate the source and destination of the biometric data

if desired, mechanisms may be in place to ensure the confidentiality of the biometric data between any

9.3 Enrol

9.3.1

Enrolment is
prior busine
identification
the system
organizations

NOTE Th
transactions d
reports, board
verification prg

The enrolmsg
processing ¢
data may bq
already been
Other enrolm
and forwardi

9.3.2 Initia

Initial enrolm|
addition to thi

Gengdral

| enrolment

%
1Tt

the process through which the user’s identity (either as claimed by the user, orknown thro
s relationship, or as verified through collateral documentation, such as ajpassport, na
card, driving licence or birth certificate) is bound with biometric template _data and entere
database or an appropriate portable token. The bound information\is' discretionary t
and may be the hash of some representation of one or more collateral documents.

ere can also be a need to establish the validity of a business and the’ authority of individuals to pg
n its behalf. Consequently, financial institutions typically review articles of incorporation, business
resolutions identifying officers and authorized signers, and other,_business credentials as part of the ig
cess.
q

J

nt process consists of the initial biometric data being captured during data collection.
enerates a template, and the template is placed securely into storage. Optionally, the sg

registered. The matching subsystem component would retrieve as many templates as nece

ent variations may also be implemented, . such as storing the initial data from numerous enr
ng the data for template generation in a.batch mode.

e core requirements in 9.2, the following requirements for enrolment apply.

sms and procedures shall be in place to ensure the enroller has the proper permissions
ontrol for the enrelment function) to enrol the enrolee.

sms and procedures shall be in place to verify the identity of the enrolee before his/her bior
ollected. Collateral material, such as photo identification, may be useful.

sms,_and procedures shall be in place to ensure a binding of the biometric information t

igh a
tional
i into
b the

erform
credit
entity

ignal
mple

forwarded to a matching subsystem for identification to determine whether the enroleg has

Ssary.
plees

ent is the first time an enrolee's biometric data is captured for creating the biometric templdte. In

(e.q.

netric

p the

such that the biometric information captured during the enrolment process belongs to the er

rolee,

in the same tamper-resistant unit, as described in ISO/IEC 19790;

ISO 13491-1 contains similar materials and has particular relevance for the financial services.

existing enrolee information.

physical protection, such as a token where no transmission is involved and all components reside

manual procedures, such as reference numbers where the biometric information is traceable to

Each biometric component shall at least meet the minimum security level of the application system, and

shall meet or exceed the equivalence of Level 2 physical security requirements in a controlled
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using:
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d)
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environment and at least Level 3 physical security requirements in an uncontrolled env
specified in Annex D.

ironment, as

The integrity and authenticity of biometric data shall be maintained throughout its life cycle, beginning with

the enrolment process. Furthermore, the issuance date of the template shall be captured an
maintained throughout the biometric life cycle.

9.3.3 Re-enrolment

Re-enrolment is for subsequent updates to the biometric template, such as

q

hanging biometric sources (e.g. use a different finger),

¢hanging biometric technology (e.g. switch from finger image to iris scanning), and

¢hanging biometric devices when they are not interoperable (e.g. move from fingerprint
fingerprint sensor B).

d its integrity

sensor A to

The $ecurity requirements for re-enrolment are the same as for enrolment. Note that the reqdiirements for

authgnticating the enrolee can be satisfied by the re-enrolment process in any one of the foIIowini ways.

a) Wse the original credential material and do not use the existing biometric template. Depending upon the
fleliability and availability of the existing biometric template and technology, this may provide a sufficient
Ipvel of assurance.

b) Wse the biometric template and do not use the existing collateral material. Depending upon [the reliability
nd availability of the existing biometric template and technology, this may provide a higher level of
ssurance than relying solely on the collateratmaterial.

c) Wse both the biometric template and the collateral material. This provides a higher level pf assurance

than relying solely upon either the collateral material or the biometric template.

Somé biometric technologies and authéntication systems do not require updating the biometric data within the

xcept for the
updates and
uired when

ed biometric
the claimed
C in order to

The verification process consists of the raw biometric data being captured in the data collection subsystem,
the sample biometric features being generated by the signal processing subsystem, a specific biometric
template being retrieved from storage, and the comparison of sample features to the template being made by
the matching subsystem. The resulting score from matching might be forwarded to a decision process or
optionally to the application, where the score is evaluated and a Boolean “Yes/No” is determined.

If the decision process were separate from the application, then the application would only receive the
Boolean result. Although adaptation of the biometric template is performed in the matching subsystem, the
judgement as to whether or not to accept the adaptation and update the enrolled template in storage may also
involve the decision subsystem (see also Clause C.7).
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The biometric data includes the raw biometric data, the processed sample data, and the biometric template. In
addition to the core requirements in 9.2, the following requirements, recommendations and other
considerations for verification apply.

a) The matching subsystem shall be performed within the physical confinement of a tamper-resistant
security module meeting at least the Level 3 requirements in Annex D, or in a physical environment that
provides a comparable level of security, as determined by the institution. These requirements can be met
by various architectures not related to “on-card matching”.

b) Error rates differ among various biometrics. Due to the variable nature of physical characteristics and
human behaviour, it is difficult to arrive at a con5|stent common biometric error rate The varlables
involveda—determining trics,
environmental cond|t|ons and user trammg/acceptance ThIS Internatlonal Standard assumes.thgt the
biometrics is presented under ideal conditions.

c) For verifjcation systems, the corresponding false non-match rate of the biometrics shall be.censistenft with
requiremients for convenient operations, and shall not exceed 10-2 (see Clause C.6)

d) Enrolmdnt error rates shall also be taken into consideration, so as not to lead to significant cusfomer
service issues.

When evalugting overall system security, deployers shall bear in mind the decision policy issues addresged in

7.4. There i a critical difference between the single-attempt False Matchi Rate and False Non-Match|Rate

required in this International Standard and the effective False Match Rate and False Non-Match Rgte. A

system’s effdctive False Match Rate and False Non-Match Rate represent its error rates with all elementg of a

deployer’s dgcision policy taken into consideration.

For examplg, a system whose decision policy allows for multiple attempts against multiple enrojment

templates fo

a given user will have a higher effective False-Match Rate than its single-attempt False Match

Rate. This is|due to the increased likelihood of an impostor's'template matching an enrolled template at fome
point in the Verification process. Consequently, a biometrics may have, as an example, an FMR of 104 jut be
susceptible tp higher real-world false match rates due t6 the manner in which it is implemented.

Due to the npture of biometrics, users shall carefully balance security risks, prudent business practiceg, and
application specifics when determining the specific accuracy requirements for the systems to be implemgnted,
and should additionally work with vendors.to*ensure that optimum testing procedures are followed.

9.5 Identification

The identific@tion process is_used to recognize an individual within a large group, based on a set of bion

templates. T
data to a set|
as soon as t
of the user.

Variations th

he user presents/the required biometric characteristic, and the system compares that bior
of templates,in the system database. In the simplest case, the system stops checking temy
ne first one)is found. It returns the identity associated with that matching template as the id

hetric
netric
lates
entity

bt-are more complex are also possible, e.g. the system may compare the user’s biometric sa

mple

to all templa

es In the system data set, In order to verity that the user does not match more than one.

n the

case of multiple matches, the system may identify the user as the owner of the template with the closest
correspondence to the sample data, or it may use other approaches.

The identification process consists of the raw biometric data being captured in data collection, the sample
biometric features being generated by signal processing, multiple biometric templates being retrieved from
storage, and multiple sample-template comparisons being made by a matching subsystem. The resulting
candidate list from matching might be forwarded to a decision process or optionally to the application, where
the candidate list is evaluated and an assumed identity is determined. If the decision process were separate
from the application, then the application would only receive the result.

The security requirements for identification are the same as in 9.4, with the additional consideration for
identification: this International Standard recommends that significantly lower system False Match and False
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Non-Match Rates should be employed for systems that employ a single biometrics for authentication as
opposed to multi-factor authentication. Determining the proper false non-match and false match rates in
single-factor authentication systems is contingent on the number of identification attempts, the size of the
database against which attempts are executed, and the overall decision policy (see also Clause C.8).

In order to ensure the highest possible system accuracy in an identification system (especially in the case of
large databases), it may be necessary to utilize high-quality sensors (typically higher than needed for
verification systems) to generate high-quality sample data. Higher threshold settings may also be necessary.

If the biometric system is being used to prohibit enrolment by certain individuals, it is critical that the enrolment
be of sufficient quality to enable an accurate search. Low-quality enrolment is more likely to allow the

Indlvu pal tn ha ra~ictarad 1 thn ovctanms ~An A bl A~ A~ Ano
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9.6 | Transmission and storage

9.6.1|] General

Trangmission is the process subsequent to enrolment and prior to verification or identification, where the
biometric template is transferred to its storage location. Subclause 9.1 describes the relationship| between the
variolis subsystems.

The femplate is created in the enrolment process and transferred’do one or more storage dites that are
accesgsed by the verification and identification applications. The storage sites can be a central ddtabase, local
storape or a removable token, such as a smart card.

It is important that templates reflect a common schema, socthat the template created by one financial services
institition can be used by another. A common standardized schema facilitates application |solutions by
multiple vendors, which can help to increase competition and drive down costs to customers.

9.6.2] Transmission

The locations where the enrolment process’occurs, the biometric template is generated and thg template is
storefl might be different and thereforelinclude transmission. The requirements for transmission|are the core
requifements in 9.2.

9.6.3| Central database

In this model, biometric (data (raw biometric data, sample biometric data and the biometric template) are
storefl in a central database, and verification or identification is performed online. In additior] to the core
requirements in 9,25 the requirement for storage is that access control mechanisms shall bg in place to
prevent unauthorizéd access to stored biometric data (see Clause C.4 for risk issues).

9.6.4| Biometric tokens

In this ‘model, the biometric template is stored in a portable device, such as a smart card, wherelyy verification
or identification can be performed non-centrally. A system external to the card may load the reference
template to the card. At this time, the card shall authenticate the external system, or the reference template
shall be an integrity object.

At verification time, the user claims an identity by presenting the token and their biometric sample at the point
of presence. The system cryptographically authenticates the reference template, or authenticates the token,
and then retrieves the user’s reference template from the token. The system then compares that reference
template to the biometric sample to determine whether that user is the owner of the claimed identity. In some
cases, identification may be used where several templates are stored on the token, such as family members.

The verification (or identification) process is the same as previously described, but the system architecture of

the biometric components may differ between implementations. The token boundary may be limited to storage,
in which case the token only provides the storage of the biometric template and all other system components
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are external to the token. In this implementation, the template shall be exported from the token. Other token
boundaries may include all of the system components, except the data collection and application components.
In this implementation, the template is never exposed outside the confines of the token and only the
verification result is exported from the token. In other implementations, the token may encompass the entire
verification and application process.

If any part of the verification process occurs outside the secure token boundary, then any reference template
stored in the token shall be protected as defined in this International Standard. Without cryptographic
protection to provide data integrity and origin authentication, biometric templates are vulnerable to alteration or
substitution attacks.

in ISO/IEC 1816-11, and additional guidance
requirementg
control mec
for risk issue

RC—SHTeuRaGiGg—SEEd o ewo > o CarasS—a detailed
can be obtained from ISO 10202. In addition to_ the| core
in 9.2 and the additional requirements in 9.4 and 9.5, the requirement for tokens is that'a¢cess
nisms shall be in place to prevent unauthorized access to stored biometric data (see|Clausg C.4

).

9.7 Termination and archiving

9.7.1 Termlination

Termination |s the process of expunging a user’s biometric data or making th€ data obsolete. The termination

of the biomefric data is dependent on various factors:

a) employment termination reasons that might legally preclude job €mployment in the future;

b) the enrglment period for the user has expired (e.g. a smart-card user whose card has reached its
expiratign date);

NOTE Tdrmination is required before re-enrolment.

c) technoldgy of the biometrics has become outdated in favour of a newer version;

d) a differeht biometrics will be used in place of the previous one;

e) the bionjetric data has changed enough to warrant a new sample;

f) adiffereht means of authentication has been developed;

g) the biometric data has been’compromised;

h) legal or fegulatory.measures.

Where biomgtric information is used, the following termination requirements and recommendations apply|to all

applications and environments.

26

The required period for keeping biometric data depends on the application. Business applications may
require that the biometric data be archived for an extended period. For this and other reasons, an audit
history of these events is recommended and is covered in Annex A.

The possibility exists that the use of biometric data could be put “on hold” or “restricted” for a period. This
would be analogous to a credit-card authorization being restricted for reasons such as fraudulent activity.
Depending upon the outcome of an investigation, the biometric data could be “activated” again or be
assigned a termination status.
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Archiving

Archiving is the process of storing biometric data for either a predetermined or an indeterminate period.
Expiration dates are a part of the enrolment process. The expiration date signals the date by which
re-enrolment should occur.

In addition to the core requirements in 9.2, there is an archiving requirement that access control mechanisms
shall be in place to prevent unauthorized access to archived biometric data (see Clause C.4 for risk issues).

9.8

The ¢

asce

recor

Com

!

A

Compliance and event journal

tained by an audit trail in an event journal. This International Standard makes
nmendations.

Compliance of the biometric system to this International Standard should bg\ periodica
ccording to the organization's Biometric Information Security Management:System (BI
ractices and procedures. This activity is part of the “Check” function employed-in a “Plan — I
\ct (PDCA)” model.

Clause 11 should be used in the compliance process.

validation are typically kept confidential within the organizatiof. Independent third parties

comy

10

10.1

10.1

N

liance or issue a formal attestation report that can be made-public.

Security infrastructure

Components

. Security architecture

The biometric functions necessary to,_construct the components described in Clause 8 may be ¢

biom

be cq
interr

In on
archi
The

the G

In an

archi

ptric service provider (BSP) The cryptographic functions necessary to protect biometric infq
ntained in a separate cryptographic service provider (CSP), or within the BSP, an applicatig
hediate architectural layer-3).

b possible implementation, the application submits a biometric function call to the architectu
ectural layer insulates the BSP from the application and submits the biometric function cal
BSP processes the biometric function call and manages all cryptography by communicating
SP. The €all'response is returned from the BSP to the architectural layer and then to the apq

alteriative approach, the application submits a biometric function call to the architectur

ents is often
e following

lly validated
SMS) policy,
Do — Check —

bliance can be validated internally by an organization or by.@n external third party. The fesults of the

can validate

bntained in a
rmation may
n layer or an

al layer. The

to the BSP.
directly with
lication.

bl layer. The
N the BSP 4.

ecture manages the cryptographic functions with the CSP and the biometric functions wit

The calf responses from the CSPand-the BSPare returned to the application by the architecturat

layer.

In a third approach, the application submits cryptographic function calls directly to the CSP and the biometric
function calls directly to the BSP. No intermediate architecture is used. The call responses from the CSP and
the BSP are returned directly to the application.

3) The Common Data Security Architecture (CDSA) is one example of an intermediate architecture (See Reference [12]).
4) The BSP described is consistent with the BioAPI specification in ISO/IEC 19784-1.
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10.1.2 Digital signature

The following requirements apply for employing a digital signature to protect biometric information with

integrity.

Hash algorithms shall be as specified in a relevant ISO (or equivalent national) standard.

Key management techniques, as identified in Table 1, shall be as specified in a relevant ISO (or

equivalent national) standard, such as ISO 11568, or in an ISO/IEC standard, such as ISO/IEC 11770.

10.1.3 Encryption for purposes of data confidentiality

The following

Encrypti

Key ma

10.2.1 Protg

Protection mechanisms are physical techniques to prevent and/or detect the unauthorized discld

modification
designed ne
as those des|

smooth,

tamper-

zeroizingg memory or placing the system into a sécurity state;

V[j
10.2 Physigal techniques

tamper-¢vident mechanisms that result in visual evidence that an attack has been attempted, su

requirements apply for employing encryption to protect biometric information.

bn algorithms shall be as specified in a relevant ISO (or equivalent national) standard.

ction mechanisms

or substitution of sensitive information, e.g. a tamper-resistant security module (TRS
er to reveal a symmetric or asymmetric private key in clear text form. Physical techniques,
cribed in ISO/IEC 19790 and discussed in Reference [15], include the following:

moulded casing, discoloration due to chemical@ttacks, evidence tape, or holographic seals;

esponsive mechanisms that detect unauthorized access and initiate countermeasures, su

gement techniques shall be as specified in a relevant ISO (or equivalent national) standard.

sure,
M) is
such

ch as

ch as

— tamper-fesistant mechanisms that resist physical penetration, such as hardened casing to resist difilling,
or comppunds that resist acid washings.

10.2.2 Typep of attack

The type of pttack the mechanism™is designed to thwart is related to the sophistication of the attackgr, as

described in fhe following taxonemy of attackers (see Reference [17]).

— Class | (clever outsiders) are often very intelligent, but may have insufficient knowledge of the sygtem.
They mgy have access to only moderately sophisticated equipment, and often try to take advantage[of an
existing weakness'in the system, rather than try to create one.

— Class Il (knowledgeable insiders) have substantial specialized technical education and experience. [They
have va \llnﬂ degrees Cf unr{ersi‘anr{lng r\'F pari‘c\ n'F fhn Syel‘nnln hlll‘ pr\l‘nnha| access—t fr\ mnc\f r\'F |+ They
often have highly sophisticated tools and instruments for analysis.

— Class lll (funded organizations) are able to assemble teams of specialists with related and

complementary skills, backed by great funding resources. They are capable of in-depth analysis of the
system, designing sophisticated attacks and using the most advanced analysis tools. They may use

Class Il

10.2.3 Risk

adversaries as part of the attack team.

analysis

The actual design and implementation of such protection mechanisms is problematic. A risk analysis should
be performed to determine the appropriateness of the physical techniques in the design of the biometric
equipment, in the implementation’s environment and for the business application. Consideration in the design

28

© 1SO 2008 — All rights reserved


https://standardsiso.com/api/?name=5cf2ef49826ed930943c26498508d3e9

ISO 19092:2008(E)

should recognize that physical techniques based solely on ISO/IEC 19790 may not address the risk of being
attacked from outside the biometric security perimeter, through the peculiar weaknesses to biometric systems,

such

as spoofing by artificial counterfeit.

For the purposes of this International Standard, the following requirements for physical protection apply.

Level 2 security requirements specified in Annex D, within a physically secure environment.

ISO/IEC 19790 Level 2 security requirements, within a physically secure environment.

Biometric devices shall meet or exceed the Level 3 security requirements specified in Annex D, or the

Cryptographic devices shall meet or exceed ISO/IEC 19790 Level 3 security requirements, or the

11 |

11.1

Like

prote|
respq
secu

The
using

part ¢f an overall policy-based information security management programme. This programme s

impo
pract
types

The ¢
recog
asse

Stanglard, for the purposes of an(internal or an external audit.

The
evaly
busin
secu
desc
contr

A bio

internal security reviews, and

external reviews conducted by an independent information security professional.

Biometric validation control objectives

Periodic review and audit considerations

bther organizations, financial services rely heavily on the use of information technology (IT
ct and manage the security of these assets, including biometric information. To fulfil these
nsibilities, security shall be provided for biometric information, and.-the’ management o
ity shall become an important component of the organization's management plan.

joal of financial services organizations shall be to meet or exceed industry standards and
biometric technology in a responsible manner, and by managing the security of biometric t

5ing and monitoring the effectiveness of proper controls.~"Compliance with the organizati

of security reviews:

ontrol criteria used for internal or gxternal security reviews may be internally generated or @
nized standards, such as this International Standard. Consequently, this clause contains ¢
5sing the compliance of a .biemetric system with the requirements contained in this

control objectives in_this® clause represent control criteria against which a biometric sys
ated or audited. The) control criteria described in this clause represent recommended

ess, operational,.and technical use by an organization which has implemented a biometric
ity policies and.practices of an existing information security management programme,

ibed in ISOfFR 13569, and in more general terms in ISO/IEC 17799, may already address s
bl objectives:

metric'system may reside within or employ an IT infrastructure, and therefore environmenta

and need to
management
f information

practices by
bchnology as
nould include
bn's policies,

ces and procedures can only be assured by systematic, periodic security reviews. There ar¢ two primary

riginate from
uidelines for
International

tem may be
practices for
system. The
such as that
pme of these

controls are

appli

Cable to the secure implementation of any biometric technology.

A biometric system may employ some form of cryptographic protection, such as encryption for data
confidentiality, digital signatures for data integrity and authentication of origin. If cryptographic protection is
used, key management controls are applicable to the secure implementation of biometric technology.

A biometric system enrols individuals by capturing biometric data to generate, distribute, use, and eventually
terminate templates. This is analogous to the certificate registration process (see ISO 15782) for public key
infrastructure (PKI) and, in some instances, biometric technology incorporated into a PKI.
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11.2 Environmental controls

11.2.1 Security policy

The organization maintains controls to provide reasonable assurance that security policy and practices
regarding biometric information exist and are maintained by a recognized policy management authority (see

Table 1).

Table 1 — Security policy

Control criteria: Information security policy

b) a
c) a

d) a
s

1. A Biometric Information Security Management System (BISMS) Biometric Policy (BP) document is approved [by
management, published and communicated, as appropriate, to all employees, customers, and users of the
biomefric system. There may be more than one BP in an organization.

2. As a njinimum, the BP contains the following:

a) definition of information security, its overall objectives and scope, and the importance ‘of security 4s an

nabling mechanism for information sharing;
statement of management intent, supporting the goals and principles of information)security;

brief explanation of the security policies, principles, standards and compliance/requirements of part
hportance to the organization, including:

- compliance with legislative, regulatory and contractual requirementsy
- security education requirements,

- prevention and detection of viruses and other malicious software,

- cryptography requirements,

- business continuity management, and

- consequences of security policy violations;

definition of general and specific responsibilities~for information security management, including rep
pcurity incidents; and

e) references to documentation that may suppertthe policy.

cular

brting

3. There
securi

is a defined review process, including responsibilities and review dates, for maintaining the biometric
y policy.

Contr

pl criteria: Policy managemep\}&hority

4. The organization has a managementigroup with final authority and responsibility for specifying and approving
the BH.

5. The p
legisla
in the

a) e
b) k
c) b

licy management authority (or equivalent group) has performed an assessment to evaluate business,
live and regulatory.risks to determine the security requirements and operational procedures to be inclu
bpplicable policies.and practices for

hvironmental\éontrols as detailed in this subclause,
Py management controls, as detailed in 11.3, and
ometric management controls as detailed in 11.4.

Hed

Contr

)I%t;ria: Policy management

6. The BP is approved and modified in accordance with a defined review process, including responsibilities and
review dates for maintaining the BP.

The organization publishes the applicable public sections of the BP to all appropriate users.

Significant revisions to the biometric security policy are made available to users.

11.2.2 Secu

rity organization

The organization maintains controls to provide reasonable assurance that:

— manage

30

ment direction and support for information security is provided;
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— information security is properly managed within the organization;
— the security of facilities, systems and information assets accessed by third parties is maintained; and

— the security of information is maintained when the responsibility for functions has been outsourced to
another organization or entity.

See Table 2.

Table 2 — Security organization

Controleriteria—tnf " iv-infrastruet
9. Senior management and/or a high-level management information security committee ensure thére'ig clear
direction and visible management support for security initiatives.

10. | | A management group or security committee exists to coordinate the implementation of information s¢curity
practices and procedures.

11. Responsibilities for the protection of individual assets and for carrying out specific security processeg are clearly
defined.

12. | | A management authorization process for new information-processing facilities exists and is followed

Control criteria: Security of third-party access Q O

13. | | Procedures exist and are followed to control access to organizatignal/biometric information-processing facilities by
third parties.

14. Where there is a business need to connect to a third-party loeation, a risk assessment is performed fo determine
security implications and specific control requirements.

15. | | Arrangements involving third-party access to organizational biometric information-processing facilities are based
on a formal contract containing all necessary secufity requirements.

. . )
Control criteria: Outsourcing «O
16. If the organization outsources the management and control of all or some of its information systems,|networks

and/or desktop environments, the security requirements of the organization are addressed in a contrpct agreed
between the parties.

11.2.3 Asset classification and management

The prganization maintains controls to provide reasonable assurance that biometric assets angl information
receiye an appropriate level of protection (see Table 3).

Table 3 — Asset classification and management

CéQ\ZBI criteria: Accountability for assets

17. O\wners are identified for all majnr aeeofe’ such as

— biometric data (especially templates),
— biometric hardware and/or software (including biometric readers at the point of presence), and
— cryptographic hardware and/or software,

and assigned responsibility for the maintenance of appropriate controls.

18. Inventories of important assets are maintained by the organization.

Control criteria: Information classification

19. The organization has implemented biometric information classification and associated protective controls for this
information that take account of business needs for sharing or restricting information, and the business impacts
associated with such needs (e.g. unauthorized access or damage to the information).
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20.

Procedures are defined to ensure that biometric information labelling and handling are performed in accordance
with the organization’s classification scheme and associated protective controls, e.g. the authorization to read or
modify an event journal.

11.2.4 Personnel security

The organization maintains controls to provide reasonable assurance that personnel and hiring practices
enhance and support the trustworthiness of the organization’s operations (see Table 4).

Table 4 — Personnel security

Control criteria: Personnel security

21. | Security roles and responsibilites are specified in the organization’s biometric security policy, whigh is
documented in job descriptions where appropriate.

22. | Verifichtion checks on permanent staff are performed at the time of job application.

23. |Employees sign a confidentiality (non-disclosure) agreement as part of their initial terms:and conditiops of
employment.

24. | Contrdls on contracting personnel are documented, and include
a) bpnding requirements on contract personnel,

b) cpntractual requirements, including indemnification for damages du€/ to the actions of the contfactor
personnel, and
c) apdit and monitoring of contractor personnel.

25. | All employees of the organization and, where relevant, third-party users receive appropriate trainifg in
organigational policies and procedures. The organization’s policies‘and procedures specify the following:
a) the training requirements and training procedures for each role; and
b) apy retraining period and retraining procedures for gach role.

26. Periodic reviews occur to verify the continued trustworthiness of personnel involved in the activities related tp key
management and biometric information management.

27. A fornpal disciplinary process exists. This process is followed for employees who have violated organizational
securify policies and procedures. The, organization’s policies and procedures specify the sanctions against
persornel for unauthorized actions, unauthorized use of authority, and unauthorized use of systems. Appropriate
and timely actions are taken when (an employee's contract is terminated so that controls and security arg not
impairgd by such occurrences.

11.2.5 Physjcal and environmental security

The organizgtion maintains controls to provide reasonable assurance that:

physical
in Anne
hazards

access-to facilities housing biometric systems not otherwise protected (e.g. by the requirer
D). is limited to properly authorized individuals, and facilities are protected from environn

nents
ental

loss, damage or compromise of assets and interruption to business activities are prevented; and

compromise or theft of information and information-processing facilities are prevented.

See Table 5.

32
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Table 5 — Physical and environmental security

Control criteria: Secure areas

28. Physical protection is achieved through the creation of clearly defined security perimeters (i.e. physical barriers)
around the business premises and facilities housing biometric systems.

29. | The perimeter of the building or site containing biometric systems is physically sound (i.e. there should be no
gaps in the perimeter where a break-in could easily occur).

30. | A manned reception area, or other means to control physical access, is in place to restrict access to the building
or site housing biometric systems to authorized personnel only.

31. | To prevent unauthorized access and damage, critical or sensitive biometric system components are housed in
secure areas with appropriate physical barriers in place.

32. Secure areas are used in accordance with the security policy to protect offices, rooms and facilities With special
security requirements.

33. Intruder detection systems are installed and regularly tested to cover all external doors. leading to se¢ure areas.

34. Unoccupied secure areas are alarmed at all times.

35. | | All personnel are required to wear visible identification and are encouraged to.challenge anyone not wearing
visible identification.

36. | [Access to facilities is controlled and restricted to authorized persons only.

37. | | All personnel entering and leaving the facility housing biometric systems are logged (i.e. an audit traj of all access
is securely maintained).

38. | | Visitors to the facility housing biometric systems are supervised and their date and time of entry and |[departure are
recorded.

39. | | Third-party support services personnel are granted restricted access to secure facilities housing biorpetric
systems only when required, and such access is authorized and monitored.

40. | | Access rights to the facility housing biometric systems are regularly reviewed and updated.

Control criteria: Equipment security \L\U

41. Equipment is sited or protected such-as\to reduce the risks from environmental threats and hazards,|and
opportunities for unauthorized access.

42. | |Equipment is protected from power failures and other electrical anomalies.

43. Power and telecommunications cabling carrying data or supporting biometric services are protected from
interception or damage:-

44, Equipment is maintained in accordance with the manufacturer’s instructions and/or other documented procedures
to ensure its continued availability and integrity.

45. Security procedures and controls are used to secure equipment used outside an organization’s prenises.

46. || All items.of equipment containing storage media (i.e. fixed hard disks) are checked to determine whqgther they
contaifi-any sensitive data prior to disposal or reuse. Storage devices containing sensitive informatiop that are no
longer’in operational use are physically destroyed or securely overwritten.

47. Equipment, information and software belonging to the organization cannot be taken off-site without guthorization.

11.2.6 Operations management

The organization maintains controls to provide reasonable assurance that:

risk of systems failure is minimized;

integrity of systems and information is protected against viruses and malicious software;

© 1SO 2008 — All rights reserved
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— damage from security incidents and malfunctions is minimized through the use of incident reporting and
response procedures; and

— media are securely handled to protect media from damage, theft and unauthorized access.

See Table 6.

Table 6 — Operations management

Control criteria: Operational procedures and responsibilities

48 Blom ric cvotam anaratina nranadiirac ara dosimantad and maaintaiaad
. |G C— Sy StCT Op Cratm g pProCCOurcoarc oo et OTmaTan o rIc G

49, Forma management responsibilities and procedures exist to control all changes to biometric system equipment,
software and operating procedures.

50. Duties|and areas of responsibility are segregated in order to reduce opportunities for unauthorized modificatipn or
misuse¢ of information or services.

51. Develgpment and testing facilities are separated from operational facilities.

Control criteria: System planning and acceptance \(‘,}-)

52. Capadity demands are monitored and projections of future capacity requirements made to ensure that adequpte
procegsing power and storage are available.

53. Acceplance criteria for new information systems, upgrades and new versjons.are established, and suitable tgsts
of the pystem are carried out prior to acceptance.

Control criteria: Protection against malicious software hs\\)

54. Detecfion and prevention controls to protect against viruses and'‘malicious software and appropriate user
awarepess procedures are implemented.

Control criteria: Incident reporting and response A.\@

55. A formal incident reporting procedure exists and thisis-followed, together with an incident response procedurg
settind out the action to be taken on receipt of anineident report.

56. Users [of biometric systems are required to note'and report observed or suspected security weaknesses in, o
threatg to, systems or services.

57. Procedlures exist and are followed fopreporting hardware, software and firmware malfunctions or new feature
requirgments.

58. | Proceglures exist and are followed to ensure that faults are reported and corrective action is taken.

59. Incident management responsibilities and procedures exist and are followed to ensure quick, effective and orderly
resporjse to security ineidents.

Control criteria: N%ilandling and security

60. Procedlures for the‘management of removable computer media require the following:

a) ifl no<longer required, the previous contents of any reusable media that are to be removed from the
ofganization are erased;

b) authorization is required for all media removed from the organization and a record is kept of all such
removals to maintain an audit trail;

c) all media are stored in a safe, secure environment, in accordance with manufacturers' specifications.

61. Media is disposed of securely and safely when no longer required.

62. Procedures for the handling and storage of information exist and are followed in order to protect such information
from unauthorized disclosure or misuse.

63. | System documentation is protected from unauthorized access.
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11.2.7 System access management

The organization maintains controls to provide reasonable assurance that access to the management
component of a biometric system and access to a resource that is controlled by a biometric access control
system is limited to properly authorized individuals (see Table 7).

Table 7 — System access management

Control criteria: User access management

64. |Business requirements for access control are defined and documented in an access control policy which includes
at least the following:
a) roles and corresponding access permissions,
b) authentication process for each user,
c) segregation of duties, and
d) number of persons required to perform specific operations (e.g. n of m rule).

65. | | A formal user registration and deregistration procedure for granting access to all multiuser informatipn systems
and services is followed.

66. || The allocation and use of privileges is restricted and controlled.

67. | | The allocation of passwords is controlled through a formal management process.

68. Users' access rights are reviewed at regular intervals.
Control criteria: Network access control ‘\\\(

69. Users are provided direct access to only those services that'they have been specifically authorized tp use.

70. | | The path from the user terminal to computer services is‘controlled.

71. If permitted, access by remote users is subject to authentication.

72. Connections to remote computer systems are authenticated.

73. | | Access to diagnostic ports is securely controlled.

74. | | Controls (e.g. firewalls) are in place to.protect the organization’s internal network domains from extefnal network
domains accessible by third parties.

75. Controls are in place to limit the‘services (e.g. HTTP, FTP, etc.) available to users, in accordance with the
organization’s access controlpolicies.

76. | | Routing controls are in place to ensure that computer connections and information flows do not breagh the access
control policy of the organization’s business applications.

77. | | The security attributes’of all network services used by the organization are documented by the orgarfization.
Control crit?ﬁ.)/perating system access control

78. Automatic terminal identification is used to authenticate connections to specific locations and to portablg equipment.

79. | | Accessto'the organization’s systems uses a secure logon process.

80. | | AMusers have a unique identifier (user ID) for their personal and sole use, so that activities can be traced to the
individual responsible.

81. | A password management system is in place to provide an effective, interactive facility, which ensures quality
passwords.

82. | Use of system utility programs are restricted and tightly controlled.

83. If required, based on a risk assessment, duress alarms are provided for users who might be the target of coercion.

84. Inactive terminals serving biometric systems time out after a defined period of inactivity to prevent access by
unauthorized persons.

85. Restrictions on connection times are used to provide additional security for high-risk applications.
Control criteria: Application access control

86. Access to information and application system functions are restricted in accordance with the access control policy.

87. |Access to program source libraries is restricted and controlled.
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11.2.8 Systems development and maintenance

The organization maintains controls to provide reasonable assurance that systems development and
maintenance activities are properly authorized to maintain system integrity (see Table 8).

Table 8 — Systems development and maintenance

Control criteria: Systems development and maintenance

88. Business requirements for new systems, or enhancements to existing systems, specify the requirements for
controls.

89. | Chande control criteria exist and these are followed for the Implementation of software on operational systemys.

90. [Change control criteria exist and these are followed for scheduled software releases and modifications:

91. | Chande control criteria exist and these are followed for emergency software fixes.

92. Test dpta is protected and controlled.

93. | Strict ¢ontrol is maintained over access to program source libraries.

94. | The implementation of changes is strictly controlled by the use of formal change contrleriteria, to minimize the
risk of|corruption of information systems.

95. | Applichtion systems are reviewed and tested when operating system changes/ccur.

96. Modifi¢ations to software packages are discouraged and essential changes are strictly controlled.

97. The pdrchase, use and modification of software is controlled and checked to protect against possible covert
channgls and Trojan code.

98. Contrqls are applied to secure outsourced software development.

11.2.9 Business continuity management

The organiza
of a disaster

36

tion maintains controls to provide redasonable assurance of continuity of operations in the
or key compromise (see Table 9).

bvent
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Table 9 — Business continuity management

Control criteria: Business continuity management process

99. [The organization has a managed process for developing and maintaining its business continuity plans.

100. | The organization has a business continuity planning strategy based on an appropriate risk assessment.

101. | A single framework of business continuity plans is maintained to ensure that all plans are consistent and to
identify priorities for testing and maintenance.

102. |Business continuity plans are tested regularly and maintained by regular reviews to ensure that they are up to
date and effective.

103. (rThe wyallicatiun’a business buntilluity piallb inctudedisaster TeCOVETy Processes for-attcriticatcomppnents of a
biometric system, including the hardware, software and keys, in the event of a failure of one or more|of these
components.

104.| | Disaster recovery processes are in place to provide for the event that a critical security compohent ig
compromised.

105.| | Backup copies of essential business information and software are regularly made. The security requfrements of
these copies are consistent with the controls for the information backed up.

106. | | Fall-back equipment and backup media are sited at a safe distance to avoid.damage from disaster af the main
site.

107.| | The recovery procedures used, if computing resources, software, and/or data are corrupted or suspgcted to be
corrupted, describe:

a) how a physically secure environment is re-established,

b)  which biometric templates are terminated,

c¢) under what circumstances the system cryptographic keys are destroyed or archived,
d) how the new cryptographic keys (if any) are securely distributed, and

e) how the subjects are re-enrolled.

108.| | The biometric system continuity plan includes procedures for securing its facility during the period of|time
following a natural or other disaster, and\before a secure environment is re-established, either at the|original site
or a remote hot site.

Control criteria: Key compr@ee‘

109.| | The organization’s business‘continuity plan for key compromise addresses who is notified and what actions are
taken with system software-and hardware, symmetric and asymmetric keys, previously generated signatures and
encrypted data.

11.2.10 Monitoring and compliance

The

See

grganization maintains controls to provide reasonable assurance that:

1f1e Qrganization complies with legal requirements;

compliance with the organization’s security policies and procedures is ensured;

the effectiveness of the system audit process is maximized and interference to/from the system audit
process is minimized; and

unauthorized system usage is detected.

Table 10.
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Table 10 — Monitoring and compliance

Control criteria: Compliance with legal and regulatory requirements

110. [The organization has procedures to ensure that all relevant statutory, regulatory and contractual requirements are
explicitly defined and documented for each information system.

111. [Appropriate procedures are implemented to ensure compliance with legal restrictions on the use of material in
respect of intellectual property rights, and on the use of proprietary software products.

112. [Important records of an organization are protected from loss, destruction and falsification (see 9.7).

113. | Procedures exist to ensure that personal information is protected in accordance with relevant legislation.

1 14 Mana& CITIc] It auti 101 ;LUD ti 1€ USC Uf ;I IfUI LIl IdtiUl I'plUbUbbil Iy fdb”iticb, dl IL.JI CUI Itl Uib dltT appilcu' tU PI [SAASH | It ‘I:: 1<
misusé of such facilities.

115. | Contrqls are in place to ensure compliance with national agreements, laws, regulations or other instruments o
contro| the access to or use of cryptographic controls.

116. [ The onganization’s biometric system confidentiality policies and procedures address the following:
a) the types of information that shall be kept confidential;

b) the types of information that are not considered confidential;

c) the policy on release of information to law-enforcement officials;

d)

e) the conditions upon which information may be disclosed upon the owner’s request; and

rfformation that can be revealed as part of civil discovery;

f)  ahy other circumstances under which confidential information may;be disclosed.

Control criteria: Review of security policy and technical coql;@ance
Ne

117. | Manaders are responsible for ensuring that security procedures within their area of responsibility are carried put
correcfly.

118. [ The onganization’s biometric system is subject to regular review to ensure compliance with security policies ahd
standgrds.

119. [The orlganization’s biometric system is periodically' checked for compliance with security implementation
standgrds.

Control criteria: System audit consll\@atlons

120. | Audits|of operational systems are planned and performed such as to minimize the risk of disruptions to busingss
procegses.

121. [Access to system audit tools iS protected to prevent possible misuse or compromise.

Control criteria: Mo%@?g system access and use

122. | Procedlures for monitaring the use of biometric systems are established and the results of the monitoring actiyities
are reyiewed regularly.

123. | Audit Ipgs recerding exceptions and other security-relevant events are produced and retained for an agreed
period| to‘assist in future investigations and access control monitoring.

124. | Procedures formonitoring the use of biometric nformation-processing facitities are estabtishedandthe esutt of

the monitoring activities are reviewed regularly.
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11.2.11 Event journaling
The organization maintains controls to provide reasonable assurance that:

— significant environmental, key management and biometric information life-cycle events are accurately and
completely logged;

— the confidentiality and integrity of active and archived event journals is maintained;

— event journals are completely and confidentially archived in accordance with disclosed business
practices; and

— zluthorized personnel review event journals periodically.

See Table 11.

Table 11 — Event journaling

Control criteria: Event journals O}')
LN

125.| | The biometric system generates automatic (electronic) and manual event journals as appropriate.

126.| | Elements to be included in all journal entries include (synchronise with/9.8):
a) date and time of the entry;

b) serial or sequence number of entry;

c) type of entry;

d) source (terminal, port, location, customer, etc.);

e)

identity of the entity making the journal entry.

o R\
Control criteria: Events logged A

127.| | Biometric enrolment information to be journalized includes:
a) type of identification document(s)\presented by the applicant;

b) a record of unique identification data, numbers, or a combination thereof (e.g. applicant's driving licence
number) of identification documents, if applicable;

c) storage location of copies’of applications and identification documents;
d) identity of entity accepting the application;
e) method used tovalidate identification documents, if any; and

f)  name of efroller, if applicable.

128.| | Events to be journalized in the event journal(s) concerning keying material include the following:
generation and installation of cryptographic keys;

backup and/or recovery of cryptographic keys;

a)
b)
e)) withdrawal, destruction, or termination of keying material from service;
d) deposit or withdrawal of archived cryptographic keys; and

e)

compromise of a symmetric key or asymmetric private key.

129. |Events to be journalized in the event journal(s) concerning cryptographic and biometric device life-cycle
management include the following:

a) device receipt;

b) entering or removing a device from storage;
c) device usage;

d) device de-installation;

e) designation of a device for service and repair; and

f)  device retirement.
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Table 11 (continued)

130. | Security-sensitive events to be journalized:
a) security-sensitive files or records read or written, including the event journal;
b) deletion of security-sensitive data;
c) security profile changes;
d) use of authentication mechanisms, both successful and unsuccessful (including multiple failed authentication
attempts);
e) system crashes, hardware failures and other anomalies;
f)  aftions taken by computer operators and system administrators and/or System Security officers,
g) cpange of affiliation of an entity;
h) decisions to bypass encryption/authentication processes or procedures; and
i)  apcess to the biometric system or any component thereof.

131. | Additignal considerations for high-risk applications where non-repudiation is necessary, leoncerning verifigation

and identification:
a) retention of the biometric sample captured and used in the authentication;
b) dpletion of the retained biometric sample on a predetermined basis;
c) apility to validate the original verification or identification results; and
d) pfotection mechanisms to prevent replay of a legitimate biometric.sample.

132. |Eventjjournals do not record the plain text values of any symmetric\keys, asymmetric private keys, or biorpetric
informption.

133. [Computer clocks are synchronized for accurate recording.

Control criteria: Event journal protection A\w

134. |Currenft and archived event journals are maintained in a form that prevents unauthorized modificatiopn or
destrugtion.

135. | Currenjt and archived automated event journalsyare protected from modification or substitution.

136. | The prfivate key used for signing event journals is not used for any other purpose.

Control criteria: Event journal ar ) \I

137. [ The bipmetric system archives €vent journal data on a periodic basis.

138. | A peripdic risk assessment\has been performed to determine the appropriate length of time for retentipn of
archived event journalsy as part of a continuous programme for the assessment of threats and mitidating
procegses.

Control criteriexlsx”l‘ew of event journal

139. |Current andarehived event journals may only be retrieved by authorized individuals for valid business or sefurity
reasors.

140. | Event lourhals are reviewed periodically

141. [The review of current and archived event journals includes a validation of the event journals’ integrity, and the
identification and follow-up of exceptional, unauthorized or suspicious activity.
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11.3 Key management life-cycle controls

11.3.1 Key generation

The organization maintains controls to provide reasonable assurance that keys are generated in accordance
with industry standards (see Table 12).

Table 12 — Key generation

Control criteria: Key generation

142. |Key generation uses a random bit generator (RBG) or pseudo random bit generator (PRBG), as specified in
ISO/MEC 18037.
143.| | When prime numbers are needed, key generation uses a prime number generator, as specified\in
ISO/IEC 18032.
144.| | Key generation occurs within a secure cryptographic device meeting the equivalent of
— Level 3 requirements from ISO/IEC 19790, or
— Level 2 requirements from ISO/IEC 19790 contained within a physically secure environment.
145.| | Key generation takes place in a physically controlled environment.
146. | | Key generation requires dual control by authorized personnel.
147.| | Key generation uses a key generation algorithm, as specified in an ISQ (or equivalent national) stanglard.
148.| | Key generation results in key sizes in accordance with the applicable BISMS practices and procedures.
149.| | The trustworthiness of the hardware/software used for key generation and the interfaces to the hardware/software
are tested and verified before usage.
150. | | Key generation is recorded in the event journal.
11.3.2 Key storage, backup and recovery

The ¢
main

rganization maintains controls to provide‘teasonable assurance that private keys remain co
ain their integrity (see Table 13).

hfidential and

Table 13 — Key storage, backup and recovery

Control criteria: Key sto;a@\;ackup and recovery

151.| | If an asymmetric private-key or symmetric key is exported from a secure cryptographic module and rhoved to
secure storage for purposes of backup and recovery, then the cryptographic key is exported using a [secure key
management scheme:

a) as cipherdext-under a key encryption key, used solely for the purpose as a KEK, with at least the equivalent
cryptogtaphic strength of a double length DEA key using Triple DES, or the strength of AES;

b) as.encrypted key fragments using dual control and split ownership, with the encryption used polely for that
purpose, with at least the equivalent cryptographic strength of a double length DEA key using Triple DES, or
the strength of AES;

C), * as clear text that is directly injected into another secure cryptographic module, such as a key fransportation
device-usina dual contral- or
device using-dualcontrokor

d) as symmetric key components under dual control and split knowledge.

152. |If an asymmetric private key or symmetric key is backed up, it is stored and recovered by authorized personnel
using dual control in a physically secured environment.

153. |If an asymmetric private key or symmetric key is backed up, recovery of the key is conducted in the same secure
schema used in the backup process, using dual control.

154. | Procedures are in place to ensure that the integrity of the asymmetric private key or symmetric key is maintained
throughout its life cycle.

155. | The permissible backup and recovery period for an asymmetric public key or symmetric key is in accordance with
the BISMS policy, practices, and procedures.

156. |Backup and recovery procedures are tested on a periodic basis in accordance with the BP and BPS.

157. |Key storage, backup and recovery actions are recorded in the event journal.
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11.3.3 Key distribution

The organization maintains controls to provide reasonable assurance that the integrity and authenticity of keys
are maintained during initial and subsequent distribution (see Table 14).

Table 14 — Key distribution

Control criteria: Public key distribution

158. | The integrity and authentication of origin of a biometric system’s public keys, and any associated parameters, are
provided via the use of a public key certificate.

159. [ The difiribution mechanism for the public key certificate 1S established and documented.

160. [The public key certificate shall be changed (re-keyed) periodically according to the BISMS policy, practices apd
procedures.

[ § 0
Control criteria: Private key distribution O_)l/
o~

161. | The infegrity and authenticity of an asymmetric private key and any associated parameters shall be maintaingd
throughout the distribution process, such as the injection of the key into a biometric reader device within a
physically secure key generation/loading facility.

162. | The digtribution mechanism for the private key is established and documented.

163. [Privatg key distribution actions by the biometric systems are recorded in the event journal.

Control criteria: Symmetric key distribution Q\}

164. | The infegrity and authenticity of a symmetric key and any associated parameters shall be maintained througHout
the digtribution process, such as the injection of the key into a biometric reader device within a physically secure
key ggneration/loading facility.

165. | The digtribution mechanism for the symmetric key is established and documented.

166. | Symmgtric key distribution actions by the biometric systemare recorded in the event journal.

11.3.4 Key UWisage

The organization maintains controls to provide reasonable assurance that keys are used only for
intended fungtions in their intended locations (see Table 15).

Table 15 — Key usage

their

Control criteria: Key u 1@9‘@

167.

Cryptdgraphic keysiare generated and used solely for their intended purpose, which is specified and docume]
during|key generation, including:

apymmetric key pairs for biometric data integrity and authentication of origin;

apymmetric key pairs for biometric device authentication of origin;

hted

symmetric keys for biometric data integrity and authentication of origin;
symmetric keys for biometric device authentication of origin; and

symmetric keys for biometric data confidentiality.

42
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11.3.5 Key destruction and archival

The organization maintains controls to provide reasonable assurance that

— keys are completely destroyed at the end of their life cycle, and

— archived keys remain confidential and are never put back into production.

See Table 16.
Table 16 — Key destruction and archival
Control criteria: Key destruction QD
. (@)

168.| | The BP and BPS specify who is authorized to destroy the cryptographic keys, and how the cryptogrgphic keys are
destroyed (e.g. token surrender, token destruction, or key overwrite).

169.| | All copies and fragments of cryptographic keys are destroyed at the end of the key life\cycle (with thg noted
exception of any archived keys).

170.| | Key destruction actions taken by the biometric system are recorded in the eventjournal.
Control criteria: Key archival Cs)\ -

171.] | The BP and BPS specify:
a) the identity of the archival agent(s);
b) the form in which the key is archived (e.g. encrypted, secret shares, components); and
c) the security controls specified on the archival mechanism.

172.| | Archived CA keys are subject to the same or greateridevel of security controls as keys currently in use.

173.| | All archived keys are destroyed at the end of the\archive period using dual control in a physically sequre
environment.

174.| | Mechanisms are in place to ensure that archived keys are never put back into production.

175.| | Mechanisms are in place to ensure that the archived keys are recoverable for the shortest time perigd technically
permissible.

176.| | Archived keys are periodically'verified to ensure that they are properly destroyed at the end of the arthive period.

177.| | All archival access is recorded in the event journal.

11.3.p Cryptographic device life cycle

The ¢

rganization maintains controls to provide reasonable assurance that:

— chess to cryptographic hardware is limited to properly authorized individuals, and

— cryptographic hardware is functioning correcitly.

See Table 17.
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Table 17 — Cryptographic device life cycle

Control criteria: device shipment @

178. |[Policies and procedures require that cryptographic hardware be sent from the manufacturer via registered mail
using tamper-evident packaging.
Control criteria: Device receipt?
179. |Upon the receipt of cryptographic hardware from the manufacturer, authorized personnel inspect the tamper-
evident packaging to determine whether the seal is intact.
180. | Upon the receipt of cryptographic hardware from the manufacturer, acceptance testing and verification of
firmware settings is performed.
181. [Devicds used for private key storage and recovery, and the interfaces 1o these devices, are tested before usdge
for intggrity.
182. | Devicg receipt is recorded in an event journal.
Control criteria: Device pre-use storage © OQ/’
183. | To prevent tampering, the cryptographic hardware shall be stored in a secure site, the access)to-which is limited
to authorized personnel, and which has the following characteristics:
— injventory control processes and procedures to manage the origination, arrival,~eondition, departurg and
destination of each device;
— afcess control processes and procedures to limit physical access to authorized personnel;
— reporting of all successful or failed physical access attempts in an evernit journal;
— incident processes and procedures to handle abnormal events,ssecurity breaches, and investigation and
re¢ports; and
— apdit processes and procedures to verify the effectiveness of(the controls.
184. | Cryptdgraphic hardware is stored in tamper-resistant packages.
185. |The harndling of cryptographic hardware is performed in thé/presence of no less than two trusted employees.
186. Enteri||1g or removing a device from storage is recorded,in an event journal.
- e - - - d ~
Control criteria: Device installation r\jt
187. | The inptallation of cryptographic hardware isimanaged procedurally by authorized personnel to prevent tampgring
or subptitution, such that:
— installation is performed in the presence of no less than two trusted employees;
— installation is performed using,automated initialization processes capable of remotely authenticating the
device.
188. [Devicg installation is recorded’in an event journal.
Control criteria: Devi@@age ©
189. [Docunmented policies*and procedures exist and these are followed to verify correct processing on a periodic Qasis.
190. [Diagnéstic suppdrtis provided during troubleshooting of CA cryptographic hardware, in the presence of no legs
than two trustedemployees.
191. [Devicg usage is recorded in an event journal.
Contr cri fas i =i tion £
192. | The removal of cryptographic hardware is performed in the presence of no less than two trusted employees.
193. |Device de-installation is recorded in an event journal.
Control criteria: Device service and repair 9
194. [The service or repair site is a secure site with inventory control and access limited to authorized personnel.
195. | The process whereby cryptographic hardware is serviced or repaired with new hardware, firmware or software is
performed in the presence of no less than two trusted employees, unless the keys have been removed.
196. | The designation of a device for service and repair is recorded in an event journal.
197. | Upon the receipt of cryptographic hardware that has been serviced or repaired, acceptance testing and
verification of firmware settings are performed.
44 © ISO 2008 — All rights reserved


https://standardsiso.com/api/?name=5cf2ef49826ed930943c26498508d3e9

ISO 19092:2008(E)

Table 17 (continued)

Control criteria: Device retirement N

e
o
9
h

198. | The process whereby cryptographic hardware is disassembled and permanently removed from use is performed
in the presence of no less than two trusted employees.

199. |If the device is being permanently removed from service, then any key contained within the device that has been
used for any cryptographic purpose is erased from the device.

200. |If the device case is intended to provide tamper-evident characteristics and the device is being permanently
removed from service, then the case is destroyed.

201. [The device case is securely stored until its destruction.

202. Beviceretirementisrecorded-iran-eventjournak

@  This stage is where the cryptographic device is shipped from the manufacturer to the organization.

b This stage is where the biometric system accepts the cryptographic device received from the manufacturer

¢ This stage is where the cryptographic device has been received from the manufacturer, prior to_installation, gnd stored in a

contr¢lled environment.

d  qhis stage is where the cryptographic device has been removed from storage, installed into its production site, and feadied for use.

Instalfation includes the loading of all cryptographic keying material.

his stage is where the cryptographic device is in full operational mode.

his is the process whereby the cryptographic device is physically removed from production.
his is the process whereby the cryptographic device is serviced or repaired with new-hardware, firmware, or softwafe.
his is the process whereby the cryptographic device is disassembled and thus permanently removed from use.

11.4

11.4.1 Enrolment

The ¢

— e¢nrolees are properly identified and authenticated, and

— ¢nrolment of the enrolee's biometri¢ data is accurate, authorized and complete.

Biometric information life cycle

rganization maintains controls to provide reasonable assurance that

See Table 18.
Table 18 — Enrolment
Control criteria: ﬁ\‘fﬂﬁlent request

203. | [ The authentication-procedures for individual enrolment and reference template creation conform to the BP and BPS.

204.| [ The enrolment procedure requires that an individual enrolee shall prepare and submit the appropriatp
identification credentials, commensurate with an appropriate level of assurance, as specified in the BP and BPS.

205.| | The.enrolment procedure verifies the identity of the individual enrolee, in accordance with the BP angd BPS.

206. | [The enrolment procedure verifies the authority of the enrolee, in accordance with the BP and BPS.

207. LFhe-enrolmentprocedure-verifies-theidentity-and-the-authority-of the-enrellerin-accerdanee-with-the-BP and BPS.
Control criteria: Checking the enrolment data for errors and changes

208. [The enrolment procedure shall check the biometric data for quality and the enrolee’s identification credentials for
errors or omissions.

209. |If required by the BP and BPS, the biometric system verifies the uniqueness of the enrolee's biometric data and
claimed identity, and takes appropriate action, as specified in the BP and BPS.

Control criteria: Enrolee notification

210. | The biometric system issues an out-of-band notification to the enrolee when a reference template has been
generated and distributed.

211. | Where the biometric system could passively initiate an identification process as the customer activates the
application (e.g. insertion of an ATM card), the applicant enrolling in such a biometric verification system is made
aware of, and agrees to the use of, this procedure.
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11.4.2 Template life cycle

The organization maintains controls to provide reasonable assurance that biometric templates are properly
and securely generated, validated, stored, transmitted, distributed and terminated (see Table 19).

Table 19 — Template life cycle

Control criteria: Template generation

212. | The biometric reference template components used by the biometric system conform to and do not conflict with
the BP and BPS.

213. | The bipmetric system generates a biometric reference template that includes an identifier of the BP and may,
includg BPS identification.

214. | The bipmetric system generates a biometric reference template that includes a unique user identifier in‘a critical
templgte extension.

215. | The bipmetric system generates a biometric reference template that includes a unique reference template isquer
identifier in a critical template extension.

216. | The bipmetric system ensures that the minimum number and type of authentication factors required for use of the
biometric reference templates it generates can be enforced by applications and devices that conform to the
securify policies and practices of the organization.

217. | The bipmetric system ensures that the minimum number and type of biometric)identifiers required for use of the
biomefric reference templates it generates can be enforced by applications’and devices that conform to the
securify policies and practices of the organization.

218. | The bipmetric system does not generate reference templates for twe users with the same unique user identifier.

219. | The bipmetric system does not generate reference templates fortwo users with the same biometric data.

Control criteria: Template validation ~\\®

220. | The bipmetric system validates the newly generated template against the enrolee’s biometric data prior to
acceplance and/or distribution of the template.

221. | The bipmetric system validates that the newly-génerated template is relatively unique within the domain of
existing templates.

222. | The bipmetric system validates that thexnewly generated template contains sufficient data points to achieve the
False Match Error Rate for verification or identification, in accordance with the BP and BPS.

223. | The bipmetric system ensures that.the minimum number and type of alternate, fall-back authentication factorg 2,
when the biometric reference’templates it generates cannot be used for any reason, are enforced by applications
and dgvices that conformto_the security policies and practices of the organization.

224. | The bipmetric system-ensures that the minimum number and type of alternate, fall-back biometric factors @, when
the bigmetric reference templates it generates cannot be used for any reason, are enforced by applications gnd
devices that conform to the security policies and practices of the organization.

Control cgt@ Template storage and transmission

225. | The bipmetric system ensures the integrity and authentication of origin of the template during transmission.

226. | The biometric system ensures the integrity and authentication of origin of the template whilst in storage.

227. | The biometric system ensures the access controls to the template during storage.
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Table 19 (continued)

Control criteria: Template distribution

228. | Templates are distributed within the biometric system using one or more of the following mechanisms.
a) The central model is where the template is stored in a single location, such as a database, containing all
other templates and accessed for verification or identification.
b) The distributed model is where the template is transmitted to one or more locations, containing some or all
other templates and accessed for verification or identification.
c) The token model is where the template is stored in removable media, such as a smart card, containing one
Qor maore tpmplafpa for an individual that are accessed for verification or identification
229.| [ If the central model is used, the biometric system has policies and procedures to acknowledge the's¢cure delivery
of the template to the central storage site.
230. | | If the distributed model is used, the biometric system has policies and procedures to ackiowledge the secure
delivery of the template to all storage sites.
231.| | If the token model is used, the biometric system has policies and procedures to acknowledge the se¢ure injection
of the template into the device and the issuance of the token to the enrolee.
232.| | Distribution acknowledgements are recorded in the event journal.
N\
Control criteria: Template termination $ @)
233.| | The BP and BPS specify who may terminate a template.
234.] | The BP and BPS specify under what circumstances a templaté.\may be terminated.
235.| | The BP and BPS specify under what circumstances a template shall be terminated.
236.| | The biometric system verifies the identity and authority of the individual (e.g. enrolee) requesting the|termination
of a template.
237.] | When feasible to do so, the biometric system notifies the enrolee in the event of a template terminatipn.
238. | [ Template termination requests are processed and validated in accordance with the requirements of he BP and
BPS.
239. | [ Template termination is recorded in an’event journal as described in Annex A.
240.| [ When a template is terminated;.all instances of the template are destroyed.
@ |h cases where the alternate, (fall-back authentication factors are deemed to provide a weaker level of assufance, it is the
respopsibility of the organization te-ensure that applications adjust access and entitlements accordingly.
11.4.B Verification,and identification process controls
The prganization ‘maintains controls to provide reasonable assurance that verification and identification are
secufely performed in accordance with parameters agreed upon (see Table 20).
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Table 20 — Verification and identification process controls

Control criteria: Sample capture (raw data)

241. |Procedures and/or mechanisms are in place to ensure that the raw data can be accurately processed to create
the sample data with sufficient data points for entity authentication in accordance with the BP and BPS.

242. | Mechanisms are in place to ensure that alternate authentication is made available when the biometric mechanism
has failed, in accordance with the BP and BPS, which should consider that there is a risk of creating a serious
security hole when alternative mechanisms are used.

Control criteria: Sample transmission

243. | The integrity of the sample data during transmission is protected from modification.

244. [The allthenticity of the sample data during transmission is protected from substitution.

245. | The ngn-repudiation of the sample data during transmission is protected from masquerading, where applicable,
as detgrmined by BP and BPS.

o o %M
Control criteria: Template transmission (\Q

246. | The infegrity of the template during transmission is protected from deliberate or accidental medification.

247. | The aythenticity of the template during transmission is protected from substitution.

248. | The ngn-repudiation of the template during transmission is protected from masquerading, where applicable, ip
accordance with the BP and BPS.

Control criteria: Matching (scoring) Q\)

249. | The False Match Error Rate is in accordance with the BP and BPS.

250. |[The results of the matching (score) are protected from modificationzand substitution.
Control criteria: Decision \A\)

251. | The results of the decision (yes/no) are protected from modification and substitution.

11.4.4 Biometric device life-cycle controls

The organizs

See Table 21.
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Table 21 — Biometric device life-cycle controls

Control criteria: Device shipment @
252. | Practices and procedures require that biometric devices be sent from the manufacturer via a reliable shipping
process, using tamper-evident packaging.
Control criteria: Device receipt®
253. [Upon the receipt of biometric devices from the manufacturer, practices and procedures require that authorized
personnel inspect the tamper-evident packaging to determine whether the seal is intact.
254. | Device receipt is recorded in an event journal.
[~ Control criteria: Device pre-use storage ° e~
255.| [ To prevent tampering, the biometric device shall be stored in a controlled environment within the.stofage facility,
access to which is limited to authorized personnel, and which has the following characteristi€s:
— inventory control practices and procedures to manage the origination, arrival,Ceondition, departure and
destination of each biometric device;
— access control practices and procedures to prevent physical access o the controlled enyvironment by
unauthorized personnel;
— incident practices and procedures to handle abnormal events, security breaches, and invgstigation and
report; and
— audit practices and procedures to verify the effectiveness of the ¢ontrols.
256.| | An audit of the inventory control process to verify its accuracy @nd‘account for the location and statu$ of each
biometric device is performed on a periodic basis.
257.| [ All successful or failed physical access attempts are recorded in the event journal.
258. | [ All incidents and their resolutions are recorded in the:event journal.
259.] | An audit of the event journal is performed on a périodic basis to verify the access controls and incidgnt controls.
Control criteria: Device installation ¢ \L\O
260. | | The installation of a biometric device_is‘performed by an authorized individual.
261.| [ The verification or identification capabilities of the biometric device are tested prior to activation.
262.| | The cryptographic capabilities~0f the biometric device are tested prior to activation.
263.| | Device installation is recorded in an event journal.
Control criteria: D@’ usage ©
264.| [ Documented practices and procedures exist and are followed to verify correct processing on a perioglic basis.
265. | | Documentedpractices and procedures exist and are followed to provide diagnostic support during
troubleshooting.
266. | | Biometric devices meet or exceed the equivalent of Level 3 requirements from Annex D.
&/;nt\rol criteria: Device de-installation f
267. | The de-installation of a biometric device is performed by an authorized individual.
268. | All biometric and/or cryptographic material is deleted from the biometric device.
269. |[Device de-installation is recorded in an event journal.
Control criteria: Device service and repair9
270. | The service or repair site is a controlled environment, with inventory control and access limited to authorized
personnel.
271. | The designation of a device for service and repair is recorded in an event journal.
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Table 21 (continued)

Control criteria: Device retirement"

272. |The ret

irement of a biometric device is performed by an authorized individual.

273. | All biometric and/or cryptographic material is deleted from a retired biometric device.

274. |If the device case is intended to provide tamper-evident characteristics and the device is being permanently
removed from service, then the case is destroyed.

275. |Device

retirement is recorded in an event journal.

b This stage

€ This stagg
facility with a c

d  This stage

€  This stage
f Thisis the
9 Thisis the
h This is the|

@  This stage is where the biometric device is shipped from the manufacturer to a storage facility, either under the direct control of the

biometric systeprorto-a-third=party-storage-facitity-

Installation inclyides the loading of all cryptographic keying material and biometric templates.

is where the storage facility accepts the biometric device received from the manufacturer.

is where the biometric device has been received from the manufacturer, prior to installation, and storéd jn a sforage
ntrolled environment.

is where the biometric device has been removed from storage, installed into its production site} and readied fof use.

is where the biometric device is in full operational mode.
process whereby the biometric device is physically removed from production.

process whereby the biometric device is serviced or repaired with new hardware, firmware, or software.

process whereby the biometric device is permanently removed from service.

11.4.5 Integrated Circuit Card (ICC) life-cycle controls
The organizdtion maintains controls to provide reasonable assurance that

— ICC preparation is securely controlled,

— ICC app|

— ICC usape is enabled prior to ICC issuance,

— ICCs ar¢ securely stored and distributed,

— ICC dealtivation and reactivation are securely controlled, and

— the use pf ICCs is secur€ly-terminated for ICCs returned to the organization.

See Table 22.

A more deta

use can be fTund in 1ISO 10202.

ication preparation is securely controlled,

led description of life-cycle controls is provided in ISO/IEC 7816-11. Additional guidance o ICC
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Table 22 — Integrated Circuit Card (ICC) life-cycle controls

Control criteria: ICC manufacturing @
276. | Prior to the stage when proprietary data enters the manufacturing process of the ICC (smart card), the security of
the manufacturing procedures is in accordance with the level of security as requested by the card issuer.
277. |From the stage when proprietary data (e.g. a proprietary cryptographic algorithm or a cryptographic key) and/or
other secret elements are combined with an IC, the following security requirements shall apply.
— All processes are conducted in a secure environment, where access is controlled and confidentiality of
proprietary data is maintained.
— Access to controlled areas of an IC is only through use of a production key (as specified in ISO 10202-3).
(Between each stage of manufacture, there may be a different production key.)
— During storage and transport, ICs and ICCs (e.g. smart cards) are physically protectedcor.cryptographically
protected.
278.| | The following data is recorded in an IC for security audit purposes:
— IC manufacturer identifier,
— manufacturer's IC type identifier, and
— embedder/IC assembler identifier.
279.| [ As part of the manufacturing process, the integrity of an IC is verified fe.g-by examining a statistical sample) to
confirm that it corresponds to the agreed reference specifications.
280. | | Production of ICCs (e.g. smart cards) is properly authorized.
281.| | Documented procedures exist and these are followed to ensure that ICCs (e.g. smart cards) are seclrely and
accurately processed and documented.
)
Control criteria: ICC personalization P Q\
)
282.| [ The card issuer is responsible for the card personalization process.
283.| | The personalization process is under the control of the appropriate cryptographic key(s) (as specified in
ISO 10202-3) and involves the loading of @ommon Data File (CDF) data and its IC-related cryptographic keys.
284.]| | A card personalizer shall be recorded inran IC for security audit purposes.
Control criteria: Common Da‘LNEiie (CDF) activation ©
285.| | CDF activation is the responsibility of the card issuer.
286. | | CDF activation is conducted by a securely controlled process.
287.| | CDF activation takes place at the end of the CDF personalization process, or as a separate process |ater.
288.| | CDF activationtis)indicated in the ICC (e.g. smart card).
289.| | The CDF activator identifier, date of activation and the CDF activator serial number should be recorded in the ICC
(e.g. smiart card) for security audit purposes.
Cxﬁ criteria: Application Data File (ADF) allocation ¢
290. | |This process is only conducted under the control of the card issuer.
291. [For protection against unauthorized ADF allocation, a cryptographic exchange is performed using the appropriate
cryptographic key (as specified in ISO 10202-3).
Control criteria: Application Data File (ADF) personalization ©
292. [The application supplier is responsible for the ADF personalization process.
293. | For protection against unauthorized personalization, a cryptographic exchange is performed using the appropriate
cryptographic key.
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Table 22 (continued)

Control criteria: Application Data File (ADF) activation f

294. | ADF activation is the responsibility of the application supplier.

295. | ADF activation is conducted by a securely controlled process.

296. |ADF activation takes place at the end of the ADF personalization process, or as a separate process later.

297. |ADF activation is indicated in the ICC (e.g. smart card).

298. | An ADF can only be activated when the CDF is either in a activated or in a reactivated state.

Control criteria: Smart card use

299. |An ICC (e.g. smart card) is not issued unless the card has been personalized.

300. | The Iq is not usable for a financial transaction unless the CDF is in an activated or a reactivated state)

301. |Updating of ADF security parameters is not possible without approval of the application supplier

302. |For prptection against unauthorized modification, a cryptographic exchange is performed using the appropriate
cryptographic key (as specified in ISO 10202-3).

T
Control criteria: Application Data File (ADF) deactivation \CO
303. | ADF deactivation is indicated in the ICC (e.g. smart card).

304. |Only the application supplier is able to deactivate or define the conditions fof the deactivation of the ADF.

305. |While fhe ADF is deactivated, the ADF cannot perform any financial transaction.

-

306. |Reading of an ADF and ADF reactivation may be performed under the direct control of the application supplid

307. |For prptection against unauthorized deactivation of an ADF, a cryptographic exchange is performed using thd
appropriate cryptographic key (as specified in ISO 10202-3).

Control criteria: Common Data File (CDF) deactivati@w
308. | CDF deactivation is indicated in the ICC (e.g. smart card).

309. |[Only the card issuer is able to deactivate or definesithe conditions for the deactivation of the CDF.

310. |While fhe CDF is deactivated, an ICC (e.g.,smart card) cannot perform any financial transaction.

311. |Reading of the CDF or CDF reactivatjon:may be performed under the direct control of the card issuer.

312. |For prptection against unauthorized deactivation of the CDF, a cryptographic exchange is performed using the
appropriate cryptographic key (a@s,specified in ISO 10202-3).

Control criteria: Commoa‘éﬂa File (CDF) reactivation

313. | CDF reactivation is indjeated by an active status in the ICC (e.g. smart card).

314. |The process of reactivating the CDF, so that the ICC (e.g. smart card) may again be used for financial
transaftions, is‘Cenducted under the control of the card issuer.

315. | For prptection”against unauthorized reactivation of the CDF, a cryptographic exchange is performed using the
appro;rriate cryptographic key (as specified in ISO 10202-3).

 —
Control criteria: Application Data File (ADF) reactivation

316. | ADF reactivation is indicated by an active status in the ICC (e.g. smart card).

317. | The process of reactivating an ADF, so that it may again be used for financial transactions, is conducted under
the control of the application supplier.

318. | For protection against unauthorized reactivation of an ADF, a cryptographic exchange is performed using the
appropriate cryptographic key (as specified in ISO 10202-3).
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Table 22 (continued)

Control criteria: ICC distribution

b g

J

°

319. |[Documented procedures exist and are followed to ensure that smart cards are securely distributed.

320. [ICCs (e.g. smart cards) are securely stored prior to distribution.

321. [Distribution of ICCs (e.g. smart cards) is logged in an event journal.
Control criteria: Application Data File (ADF) termination

322. | ADF termination is indicated in the ICC (e.g. smart card).

323. | ADF termination is the responsibility of the application supplier

324.| [ In this state, an ADF is permanently disabled (no possible reactivation) from use for a financial transaction.

325. | | Preventing the termination of an ADF is the responsibility of the application supplier.

326. | | For protection against unauthorized termination of an ADF, a cryptographic exchange is_performed Using the
appropriate cryptographic key (as specified in ISO 10202-3).
Control criteria: Common Data File (CDF) termination f\'\

327.| | CDF termination is indicated in the ICC (e.g. smart card).

328.| | CDF termination is the responsibility of the card issuer.

329.| [ In this state, the CDF is permanently disabled (no possible reactivation) from use for a financial trangaction.

330. | [ Preventing the termination of the CDF is the responsibility of the card issuer.

331.| | For protection against unauthorized termination of the CDF, a cryptographic exchange is performed pising the
appropriate cryptographic key (as specified in ISO 10202-3).
Control criteria: Key termination $\'

332.| | After ADF termination, all cryptographic keys remaining in the ADF are disabled under the control of the
application supplier.

333.| [ This process does not preclude the subsequent reading of previously readable information (as specified in
1ISO 10202-3).

334.| | After CDF termination and the transfer of any residual values from an IC, all cryptographic keys remagining in the
CDF are disabled under the centrol of the card issuer.

335.| | This process does not preclude the subsequent reading of the previously readable CDF information (as specified
in ISO 10202-3).

336. | | After the termination-0f all the keys, the cryptographic functions are disabled in such a way that they|cannot be
used again.

@  The smart-card manufacturing process includes IC semi-conductor design and software design, IC manufacturing] IC assembling

and I€ embedding.

mart-card-préparation consists of two steps: card personalization and CDF activation.

he @DR activation process prepares the ICC (smart card) for use in financial transactions by the cardholder.

d 4

DFE-preparation consists of three steps: ADF allocation, ADF personalization, and ADF activation. ADF allocati

bn involves the

f

allocation of memory areas in an IC.
€ ADF personalization involves the loading of ADF-related keys and data.

ADF activation prepares an ADF for use in financial transactions by the cardholder.
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Annex A
(informative)

Event journal

A.1 General

The complia:l\ce of any authentication system as to its consistency and accuracy are validated by evider

an event jou
— the activ

— the arch

A.2 Mana
This Internat
maintained t
the event jou
a) Mechan
— the
— the
— the
b) Mechan

c) The acti
occurs fi

d) Mechan
— the

— only

nal providing an audit trail. An event journal is considered to have two states:
e state, where events are captured in the event journal by the authentication mec¢hanism;

ve state, where a journal has been removed from the active state and placed.in storage.

gement requirements

onal Standard requires that an event journal, whether electroni¢ or manual, be generateq
b meet the control objectives specified in 11.2.11. The following are suggestions for mainta
rnal.

sms should be in place to maintain the integrity of the active event journal, such that
deletion of an event entry can be detected,

addition of an event entry can be detected,-and

modification of an event entry can be détected.

sms should be in place to provide authentication of the event journal’s origin.

e event journal should be archived no less than every 30 days or every 3 000 events, whic
rst.

sms should be in‘place to provide access control over the active event journal, such that
pctive eventyournal cannot be replaced by an archived event journal,

authpfized processes can add entries to the event journal,

ce of

and
ining

hever

— only

authorized processes can delete entries from the event journal,

— only authorized processes can modify the event journal, and

— only authorized personnel can read the event journal.

e) The archive event should be captured in both the new active journal and the new archive journal, with at
least the following information:

— indicator denoting the archive event;

— date and time of the archive event;

— tota
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| number of event entries (optional);
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f)  The archive journal should be kept up to a maximum time consistent with security policies and prudent

business practices, and legislative and regulatory requirements.

A.3 Content requirements

A.3. 1 Enrolment

The fpllowing are journal recommendations for enrolment events.

a) The following information shall be captured for each successful enrolment:

1+ successful enrolment event record indicator;

+ date and time of the enrolment;

+— template description (e.g. biometric header);

1+ enrolee identifier;

+ enroller identifier;

+ Biometric Policy under which the enrolment occurred,;
+ certificate serial number (optional);

+ discretionary data (e.g. usage flags):

b) The following information should be Captured for each failed enrolment:

+ failed enrolment event.record indicator;

1+ date and time of the/enrolment failure;

+ template description (e.g. biometric header);
+ enrolee identifier;

+— _enroller identifier;

Il o
- CTrimrunct CUITITICTIG,

— discretionary data (e.g. usage flags).

A.3.2 Verification and identification

The following are journal recommendations for verification events.
The following information shall be captured for each failed verification:
— failed verification event record indicator;

— date and time of the verification failure;
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— template description (e.g. biometric header);

— discretionary data (e.g. usage flags).

A.3.3 Termination and revocation
The following are journal recommendations for termination and revocation events.
The following information shall be captured for each termination and revocation:

— failed termination and revocation event record indicator;

— date and time of the termination and revocation;
— reference template;

— discretignary data (e.g. usage flags).

A.3.4 Transmission and storage
The following are journal recommendations for distribution events.
a) The follgwing information shall be captured for each addition to a storage system:
— addjtion to the database event record indicator;
— datg¢ and time of the addition;
— template description (e.g. biometric header);
— enrglee identifier;
— enr¢ller identifier;
— cerffficate identification (optional);
— disqretionary data (e.g. usage flags).
b) The follgwing informatian“shall be captured for each modification to a template in a storage system:
— modification of\a template event record indicator;

— datg and time of the modification;

— tempiate dcauiptiuu (c.y. biometric hcadcl),
— reference template identifier;

— enrolee identifier;

— enroller identifier;

— certificate identification (optional);

— discretionary data (e.g. usage flags).
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The following information should be captured for each deletion in a storage system:

indicator denoting a deletion from the database;
date and time stamp of the deletion;

reference template description;

enrolee identifier;

enroller identifier;

certificate identification (optional);

discretionary data (e.g. usage flags).

The following information shall be captured for each injection of biometric information into a t

indicator denoting an issuance of a token;

date and time stamp;

reference template description (e.g. biometric object identifier);
enroller identifier;

enrolee identifier;

certificate identification (optional);

discretionary data (e.g. usage flags):

The following summary informationsshould be captured daily:

date and time stamp of when the summary record was generated;

total number of additions, deletions and modifications to the storage system;
total number.of successful enrolments;

total number of failures to enrol;

tataknumber of tokens issued with a biometric template;

total number of successful verifications;

bken:

total number of failed verifications;
total number of successful identifications;

total number of failed identifications;

total number of adds and reads to the event journal, including the current summary record.
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Annex B
(normative)

Biometric enrolment

B.1 General

Enrolment is
institution’s f
Standard, it i
that the biom
emanating fr|
otherwise un

bm an authorized capture site in order to preclude the possibility of insertion of false, spoo

a) individugl identity verification;

b) biometrig profile capture;

c) quality check and verification of ability to match; and

d) biometrit data transmission and storage.

B.2 Identification criteria for an individual

The registrali{on authority at the authorized capture *station is responsible for verifying that the indivi

enrolling with
to verify iden
the enrolee.
financial sery

a biometric identification profile are “who they say they are”. The level of documentation red
tification is dependent on the valuefrisk involved in the financial services that will be accessi
These documents and the collection mechanism are chosen based on the risk level g
ice, as in the following recommendations.

financial services should)require the registration authority to collect from the user per
on (e.g. name, address, ‘driving licence number) and other financially related information
employer, work address). In addition, at least two other forms of personal identification shoy
(e.g. credit cards}-state-issued driving licence, passport, utility bills).

risk financial-services should require the registration authority to collect from the user per
hcial information. In addition, at least two other forms of personal identification should be red
vhich should contain the applicant’s photograph (e.g. credit cards, state-issued driving lic
, utility bills).

wanted biometric data into the system. The enrolment process consists of the fellowing steps:

the process whereby an individual's biometric data is captured for intended use in accessing the
nancial services or for internal use by employees. To meet the requirements of this International
5 necessary for applicants to be enrolled at an authorized capture site. There shall be verifigation
etrics being recorded is that of the actual user. It is crucial that all biometric dataybe validated as

d or

b

duals
uired
ble to
f the

sonal

(e.g.
Id be

sonal
uired,
Bnce,

High-risk financial services should require a senior registration authority 1o collect the user's personal and

financial information in person, with photo identification, multiple identification documents and a
recognized third-party notarized testimonial. A court officer, minister or medical doctor who has known the
applicant for at least two years should write this testimonial letter. The senior registration authority shall
verify the validity of at least two of the supplied identification documents and make verbal contact with the
individual authoring the testimonial letter. Copies of the legal documents, identification documents
supplied and the user's original written signature attesting to the accuracy and truthfulness of the
information should be kept on file at the biometric capture location, or at the site of the registration
authority if the enrolment point is at a third-party or remote location.

a) Low-risk
informat
income,
required

b) Medium
and fina
one of
passpor

c)
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B.3 Quality check and verification of ability to match

It is imperative that the biometric data captured be automatically checked for acceptable quality before the
applicant leaves the site. Experience has shown that human judgement of the acceptability of the captured
sample is not always accurate with many biometric systems. To guarantee that the biometric profile has been
accurately recorded and stored, a live match should be made of the applicant’s biometrics to the newly stored
biometric template.
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Annex C
(normative)

Security considerations

C.1 General

This annex i
possible poif
can be found

C.2 Registration of an individual using false identity

Each user sH
assurance th
enrolled, and
can enrol usi

Hentifies security considerations and possible attacks or weaknesses in biometric systenis
ts of attack and a set of possible solutions are described when applicable. Further infern
in Reference [16].

all prove their identity to the biometric system owner before being allowed to enrol. This pro

not to a different person who the enrolee claims to be. Securitylis compromised if any indi
hg a false identity (see Table C.1).

Table C.1 — False identity registration

. The
ation

vides

at the biometric reference template is actually bound to the identity of the individual wh¢ has

idual

Points

of entry or attack Protection mechani\s@ Relevant component

enrolment prq

well-defined and controlled, enrolment
process

cess capture
process

transmission

storage

C.3 Fraud

An attacker fabricates an analogue of the real user’s biometric characteristic using captured information

fabrication ig
separate ste

a) collectio
b) use of th
and use

susceptibility within data collection “Synthetic attack”

subsequently used*to impersonate the user to the biometric system. This attack involve
DS:

n of biométric information representing one or more other users’ biometric characteristic;

e collected biometric information to fabricate a model or facsimile of the biometric characte
of-that model in a biometric reader.

. The
5 two

ristic,

It is impractical to prevent collection of biometric information from an individual, so the preventive measures
apply to the possible use of the fabricated model of the user’s biometric characteristic (see Table C.2).
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