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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-geve ontal—in—liai vith—SO; ake—part—in—the—work—ISO ely with the
Interpational Electrotechnical Commission (IEC) on all matters of electrotechnical standardization,

Interpational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Rart 2.

The |main task of technical committees is to prepare International Standards. Draft lnternational Standards
adopted by the technical committees are circulated to the member bodies for/voting. Publigation as an
Interpational Standard requires approval by at least 75 % of the member bodies,casting a vote.

Attention is drawn to the possibility that some of the elements of this docunient may be the subject of patent
rights. ISO shall not be held responsible for identifying any or all such pdtent rights.

ISO 19092 was prepared by Technical Committee ISO/TC 68)“Financial services, Subcommittee SC 2,
Secdyrity management and general banking operations.

This ffirst edition of ISO 19092 cancels and replaces ISO 19092-1:2006, of which it constitutes a njinor revision,
notably to remove references to the ISO 19092-2 project.

© 1SO 2008 — All rights reserved \4
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Introduction

This International Standard replaces ISO 19092-1:2006. When ISO 19092-1:2006 was published, it was
expected that a second part of ISO 19092 (ISO 19092-2, Financial services — Biometrics — Part 2: Message
syntax and cryptographic requirements) would subsequently be published. However, ISO 19092-2 was not
completed due to a lack of consensus. As a result, ISO 19092-1:2006 has been updated into this International
Standard, repreving-al+eferences-to1SO14909 and-ircorperating-some-minor-editorial-correstions-

Business practice has changed with the introduction of computer-based technologies. The substitution of
electronic transactions for their paper-based predecessors has reduced costs and improved| efficigncy.
Trillions of dpllars in funds and securities are transferred daily on systemically important payment systems and
other financjal systems by telephone, wire services and other electronic communicationcmechanisms.| The
high value of sheer volume of such transactions within an open environment exposes the'financial community
and its custgmers to potentially severe risks from accidental or deliberate alteration, substitution or destruction
of data. Intgrconnected networks, and the increased number and sophistication-of/malicious adversaries

compound this risk.

The inevitable advent of electronic communications across uncontrolled pubfic networks, such as the Intgrnet,
is also incrgasing risk to the financial industry. The necessity to expand business operations into these
environments has elevated the awareness for strong authentication and ‘ereated the need for alternate fprms
of authenticgtion. The financial community is responding to these needs:

Biometrics, the “something you are or are able to do” identity factor, has come of age, and includes |such
technologieq as finger image, voice identification, eye scan and facial image. The cost of biometric technglogy
has been decreasing while the reliability has been increasing, and both are now acceptable and viable fgr the
financial inddistry.

This International Standard describes adequate controls and proper procedures for using biometrics ds an
authenticatign mechanism for secure remote~electronic access or local physical access controls fof the
financial indyistry.

Biometrics can be used for human authentication for physical and logical access. Logical access can in¢lude
access to applications, services, or(entitlements. This International Standard promotes the integration of
biometrics into the financial industry, and the management of biometric information as part of the oyerall
information [security managemeént programme of the organization. It positions biometric technology to
strengthen gublic key infrastructure (PKI) for higher authentication by providing stronger methods as wegll as
multi-factor puthentications I/ addition, this International Standard allows continuous reassurance that the
entity about [o generatesa digital signature is, in fact, the person authorized to access the private key.

The succesg of a_biometric system with the public is based on a number of factors, and these factors {iffer
among the agvailable biometric technologies:

— convenience and ease of USE;

— level of apparent security;

— performance;

— non-invasiveness.

The authentication systems discussed in this International Standard are those for a closed user group in which
the group members have agreed to use biometric identification or perform identification themselves. Such
agreements might be explicit (e.g. service agreement) or implicit (e.g. entering a facility indicating a clear

intent to conduct a transaction). Such systems that will be used to monitor an indefinite number of people are
excluded from the scope of this International Standard.

Vi © 1SO 2008 — All rights reserved
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The techniques specified in this International Standard are designed to maintain the integrity and
confidentiality of biometric information and to provide authentication. However, this International Standard
does not guarantee that a particular implementation is secure. It is the responsibility of the financial institution
to put an overall process in place with the necessary controls to ensure that the process is securely
implemented. Furthermore, the controls should include the application of appropriate audit tests in order to
verify compliance with this International Standard.

© ISO 2008 — All rights reserved Vi
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INTERNATIONAL STANDARD

1ISO 19092:2008(E)

Financial services — Biometrics — Security framework

1 Scope

This
indiv
cong|
spec

recommendations suitable for use by a professional practitioner.

The

1+— verification of a claimed identity;

1+ identification of an individual;

duals in financial services. It introduces the types of biometric technologies andyaddre
erning their application. This International Standard also describes the architectures for img
fies the minimum security requirements for effective management, and provides, eontrol ol

ollowing are within the scope of this International Standard:

Isage of biometrics for the authentication of employees and persons seeking financial service

management;

management of biometric information across-its life cycle comprised of the enrolment, trans
storage, verification, identification and termination processes;

security of biometric information during its life cycle, encompassing data integrity, origin a
and confidentiality;

ppplication of biometrics forlogical and physical access control;
surveillance to protect'the financial institution and its customers;
security of the physical hardware used throughout the biometric information life cycle.
ollowing are/hot within the scope of this International Standard:

he individual’s privacy rights and ownership of biometric information;

International Standard describes the security framework for using biometrics for_authentication of

sses issues
lementation,
jectives and

s by:

balidation of credentials presented at enrolment“to support authentication as requifed by risk

mission and

Lithentication

bnacific techniauas for data collection—sianal nrocessina—and —matehina—of hiometric—d4
SPEeGHE—e R gues—o—Eata—6one6HoR—S51GHa—PHt Hg—aRa—Hatehg —otoetHc—&

ta, and the

biometric matching decision-making process;

usage of biometric technology for non-authentication convenience applications such
recognition, user interaction and anonymous access control.

as speech

This International Standard provides the mandatory means whereby biometric information may be encrypted

ford

ata confidentiality or other reasons.

Although this International Standard does not address specific requirements and limitations of business
applications employing biometric technology, other standards may address these topics.

© 1SO 2008 — All rights reserved
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2 Conformance

A biometric authentication system may claim compliance to this International Standard if the implementation

satisfies the

management and security requirements identified in this International Standard.

A biometric authentication system that utilizes the cryptographic message requirements recommended in this
International Standard and that has implemented appropriate policies, practices and operational procedures

shall comply

with this International Standard.

Compliance of many of the aspects of a biometric authentication system can be achieved by satisfying the
management and security requirements specified in Clauses 9 and 10, and verified if the implementation and

its associate]
Clause 11.
Standard us

3 Normative references

The followin
references,
document (ir

ISO 10202-3
integrated ci

ISO/IEC 197
modules

4 Terms and definitions

For the purp

4.1
adaptation
process of a

4.2
attempt
submission
identification
NOTE A

4.3

\n organization can document compliance to many operational aspects of this Interga
ng the biometric event journal specified in Annex A.

g referenced documents are indispensable for the application of this’/document. For (
only the edition cited applies. For undated references, the latest\edition of the refere
cluding any amendments) applies.

, Financial transaction cards — Security architecture of financial transaction systems
rcuit cards — Part 3: Cryptographic key relationships

90, Information technology — Security techniques — Security requirements for cryptogr

pses of this document, the following.terms and definitions apply.

Litomatically updating or refreshing a reference template

pf a biometric sample on the part of an individual for the purposes of enrolment, verificatio
in a biometriC/system

n individuahean be permitted several attempts to enrol, to verify, or to be identified.

binning

d policies, practices and operational procedures meet the validation conirol objeclives ideniified in

ional

ated
nced

ising

bphic

database pa

4.4
biometrics

rtitioning based on information contained within (endogenous to) the biometric patterns

measurable biological or behavioural characteristic, which reliably distinguishes one person from another,
used to recognize the identity, or verify the claimed identity, of an enrolee

4.5

biometric authentication
process of confirming an individual’s identity, either by verification or by identification

© 1SO 2008 — All rights reserved
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4.6

biometric data

extracted information taken from the biometric sample and used to generate either a reference template or a
match template

4.7

biometric identification

one-to-many process of comparing a submitted biometric sample against some or all enrolled reference
templates to determine an individual’'s identity

4.8

BionretricPoticy
BP
named set of rules that indicate the applicability of a biometric template to some community or class of
application having common security requirements

49
Biometric Practice Statement
BPS
statgment of the practices which an organization follows during the biometric{emplate life cycle (¢.g. creation,
mangagement, and destruction), including business, legal, regulatory and technical matters

410
biometric sample
initia| (raw) biometric data that is captured and processed

4.1
biometric system
autofated system capable of capturing, extraction, matching and returning a decision (match/nonfmatch)

412
biometric verification
procgss of comparing a match template against a specific reference template based on a claimed|identity (e.g.
user|ID, account number)

413
capture
acquisition of a biometric sample

414
claim of identity
name or index of a.claimed reference template or enrolee used by a biometric system for verificatipn

4.15
claimant
perspn-submitting a biometric sample for verification

416
confidentiality
property that information is not made available or disclosed to unauthorized individuals, entities, or processes

[ISO/TR 13569:2005, 3.15; ISO/IEC 13335-1:2004, 2.6]
4.17

cryptographic exchange
secure transport or storage of data or cryptographic materials under the protection of a cryptographic key

© 1SO 2008 — All rights reserved 3
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418

decision policy

logic through which a biometric system provides match/no match decisions, inclusive of the following
elements:

— the biometric system’s matching threshold;

— the number of match attempts permitted per transaction;

— the number of reference templates enrolled per claimant;

— the numperofdistinctiometric Ddlllpicb (L-;.g. different fillgcl plilltb) enrotted pert claimmant;
— the number of biometric technologies (e.g. fingerprint, voice) in which the claimant is enrolled;

— the useof internal controls in the matching process to detect like or non-like biometric samples.

NOTE Serial, parallel, weighted or fusion decision models in biometric systems utilize more)than one refefence
template in tHe match process for a given user (e.g. multiple-biometric systems as well as systems in which refefence
templates are|created and stored from multiple fingerprints).

419

encryption
reversible tfansformation of plain text (readable) by a cryptographicalgorithm to produce cipher| text
(unreadable] to hide the information content of the plain text

4.20

enrolment
process of pollecting biometric samples from a person and the subsequent generation and storage of
biometric reference templates associated with that person

NOTE See also initial enrolment (4.36) and re-enrolment (4.47).
4.21

Equal Error|Rate

EER

probability of percentage of errors when-thie decision threshold of a system is set such that the false match
rate is equallto the false non-match

NOTE Historically, this was refetred to as “crossover rate”.

4.22

extraction
feature extrpction
process of gonverting\raw biometric data into processed biometric data for use in template comparis¢n or
reference teplaté&ereation

4.23
face biometrics

biometric technology based on the distinctive characteristics of the face, inclusive of features in the visible
spectrum, the infrared spectrum, or both

4.24

failure to acquire

failure of a biometric system to capture a biometric sample, or to extract biometric data from a biometric
sample, sufficient to generate a reference template or match template

4.25

failure to enrol

failure of a biometric system to capture one or more biometric samples, or to extract data from one or more
biometric samples, sufficient to generate a reference template

4 © 1SO 2008 — All rights reserved
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4.26

False Acceptance Rate

FAR

probability, in a one-to-one system, that a biometric system will incorrectly identify an individual, or will fail to
reject an impostor

NOTE For a positive (verification) system, it can be estimated from the number of false acceptances divided by the
number of impostor verification attempts.

4.27

False Match Rate
FMR
rate for incorrect positive matches by the matching algorithm for single template comparison attenjpts

NOTE For a biometric system that uses just one attempt to decide acceptance, FMR is the'same as FAR. When
multiple attempts are combined in some manner to decide acceptance, FAR is more meaningful)at the system level than
FMR

4.28
False Non-Match Rate
FNMR

rate for incorrect negative matches by the matching algorithm for single template comparison attempts

NOT For a biometric system that uses just one attempt to decide.ac¢eptance, FNMR is the same as FRR (4.29).
When multiple attempts are combined in some manner to decide acceptance, FRR is more meaningful at th¢ system level
than FNMR.

4.29
Falsg¢ Rejection Rate
FRR
probability that a biometric system will fail to identifya genuine enrolee

NOTE For a positive (verification) system, it/can be estimated from the number of false rejects divided by the number
of enfolee verification attempts.

4.30
filte|]ing
partifioning a database through-the use of exogenous information about the user not discerniple from the
biometric patterns, such as,sex; age or race

4.31
finger geometry
biomletric technology based on the distinctive characteristics of the shape and dimensions of pne or more
fingers

4.32

grprint biometrics

..... jstincti acteristics of

4.33

hand geometry

hand identification

biometric technology based on the distinctive characteristics of the shape and dimensions of the hand

4.34

impostor

person who submits a biometric sample in either an intentional or inadvertent attempt to be authenticated as
another person who is an enrolee

© 1SO 2008 — All rights reserved 5
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security

preservation of confidentiality, integrity and availability of information; in addition, other properties such as

authenticity,

accountability, non-repudiation and reliability can also be involved

[ISO/IEC 17799:2005, 2.5]

4.36

initial enrolment
process of enrolling an individual's biometric data for the first time, such that the individual shall provide a
means of authentication, such as a password or ID in order to establish or confirm an identity

NOTE S
4.37
integrity
property of s
[ISO/IEC 13
4.38

iris biometr

biometric teg

4.39

match
process of
degree of sif

4.40

be also enrolment (4.20) and re-enrolment (4.47).

afeguarding the accuracy and completeness of assets

B35-1:2004, 2.15]

cs
hnology based on the distinctive characteristics of features foundin the iris

comparing a match template against a previously .stored reference template and scoring
hilarity or correlation between the two

match template

data, which
and used by

4.41

epresents the biometric measurement.of a-claimant, extracted from a claimant’s biometric sa|
a biometric system for comparison against one or more stored reference templates

multi-biomdtric authentication

biometric au
NOTE F
4.42

multi-factor
authenticatig

knowled

hentication using two or more different biometric types

br example, finger biometries with iris biometrics or voice biometrics with face biometrics.

authentication
n using two\or more of the following factors:

ge factor, “something an individual knows”;

) the

mple

posses

lon‘factor “saomethina an individual has”:
y ) y

biometri

4.43

c factor, “something an individual is or is able to do”.

one-to-many
biometric identification

4.44
one-to-one

biometric verification
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biometrics

biometric technology based on the distinctive characteristics of features found in the palm of the hand,
inclusive of ridge/minutiae information and/or palm lines

4.46

raw biometric data
captured, unprocessed biometric data (e.g. fingerprint image or audio stream) from a sensor device, in digital

form,

4.47

re-eqrotment
procgss of enrolling an individual's biometric data where the same or other biometric data hasth)
at least once

NOTE See also enrolment (4.20) and initial enrolment (4.36).

4.48
refel]
data

sample and typically stored and used by a biometric system for comparison against subsequen

mato

4.49
regis
proc
befo

4.50

retinal biometrics

biom
4.51

risk
coor

[ISO
4.52
scorn

num

NOTE

indicating a true or false match, is generally propriety to each biometric vendor.

4.53

suitable for subsequent processing to create a biometric sample or template

ence template

h templates

ptration
pss in which a person proves his/her identity by presenting credentials to the biometric sen
e being allowed to enrol and is assigned an electroniciidentifier

etric technology based on the distinctive characteristics of features found in the retina

management
Hinated activities to direct and control an organization with regard to risk

IEC Guide 73:2002, 3.1.7]

2]
prical representation of the degree of similarity between two matched templates

E The_specific method by which a biometric score is generated, as well as the probability o

signpture verification biometrics

een enrolled

which represents the biometric measurement of an enrolee, extracted from an enroleg¢'s biometric

ly submitted

ice provider

f its correctly

biometric technology based on the distinctive characteristics of features found in the dynamics of a

hand

4.54

-written signature or other signed symbols

single-factor authentication
authentication using only one of the following factors:

— knowledge factor, “something an individual knows”;

— possession factor, “something an individual has”;

— biometric factor, “something an individual is”.

© 1SO 2008 — All rights reserved


https://standardsiso.com/api/?name=29595bc28a74833a2f96786cd75f8b24

ISO 19092:2008(E)

4.55

template

data, which represents the biometric measurement of an individual, used by a biometric system to execute
biometric matches

NOTE See match template (4.40) and reference template (4.48).

4.56

threshold
point above which the degree of similarity between two compared templates is sufficiently high to constitute a
“match”, and below which the degree of similarity between two compared templates is sufficiently low to
constitute a frenr=rratel*

NOTE Thresholds can often be adjusted at an administrative level to decrease the False Match Rate((4:27)|or to
decrease the False Non-Match Rate (4.28).

4.57
voice biometrics

biometric te¢hnology based on the distinctive characteristics of acoustic information-found in the voice| of a
speaker

5 Symbols and abbreviated terms
ADF Application Data File

AES Adyanced Encryption Standard
ATM Automated Teller Machine

BISMS Biometrics Information Security Management System
CA Certtification Authority

CDF Common Data File

DEA Data Encryption Algorithm

DES Data Encryption Standard

DSV Dympamic Signaturé, Verification

IC Intggrated Cifcuit

ICC Intggrated Circuit Card

ID Identifrcation
KEK Key Encryption Key

PKI Public Key Infrastructure

8 © 1SO 2008 — All rights reserved
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6 Biometric technology overview

6.1 General

Biometric technology addresses the problems associated with confirming the identity of an individual for the
purposes of financial transactions. The registration processes are a prerequisite for any formal biometric
enrolment. Each person shall prove his/her identity to the biometric service provider using credentials before
being allowed to enrol. This provides assurance that the biometric reference template is actually bound to the
identity of the individual who has enrolled.

Bio behavioural
charqcteristics can es both the
autofnatic collection and the comparison of these characteristics. The digital representations of these
characteristics are stored in an electronic medium and later used to confirm the identity |of an |individual. A
typichl authentication process utilizing biometric technology consists of the following basic steps:

a) fapturing the biometric data;

b) gvaluating the quality of the captured biometric data and recapturing it if-necessary;

c) processing the captured biometric data; and

d) matching the processed biometric data with previously enrolledh\template(s) to determine if a qatch exists;
his matching can be done for biometric verification or biometric identification.

Therp are three basic biometric processes, as described bejow.

— Enrolment is the process of collecting biometric samples from a person and the subsequent generation
and storage of biometric reference templatescassociated with that person. Enrolment may entail the
collection of other information about the individual, which links them to an organization, an account, or a
set of privileges. In cases where duplicate“enrolment is not allowed, enrolment may be preceded by a
bne-to-many comparison to make sure;that the individual is not already in the database, pgrhaps under
bnother name. If no match is found;.the template and its associated information may be added to the
ndividual’s respective database entries. (See also 9.3.)

— Verification is a “one-to-one’) comparison. This process entails the comparison of a majch template
penerated from a newly'‘captured sample with a previously generated reference templatg stored in a
Hatabase or on an ID. card. If the newly captured sample matches the previously generated femplate, the
Claim of identity is_confirmed or verified.

— |dentification 482" “one-to-many” comparison. This process entails the comparison of a mafch template
penerated from a newly captured sample with all of the templates in the database. It is most ¢ften used to
etermine, whether a person has previously enrolled in the system. Some systems use|an external
hualifier(e.g. telephone number) to narrow the search and subsequent identification to “one-tp-few”.

The pdvent of modern computing technigues is making the use of biometric technology for the|purposes of

identification a viable option in many areas. The characteristics, which can be used to represent an individual,
include fingerprints, voiceprints, iris patterns, hand geometry, facial image, retinal patterns, and signature
verification. These seem to be the current mainstream biometric technologies, and a brief description of these
techniques is given in the following paragraphs. However, these are not the only biometric characteristics
available today. Others include palm identification, head acoustics, wrist vein geometry, body odour, ear
shape and keystroke dynamics. As technology advances, the list of viable characteristics may well expand.

6.2 Fingerprint biometrics
Friction ridges and valleys on an individual's fingertips are considered unique to that individual. For over one

hundred years, law-enforcement agencies have been classifying fingerprint images into one of several main
Henry types and sub-types (i.e. fingerprint patterns such as loops, whorls, and arches) as well as determining
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identity by matching key points of ridge endings and bifurcations. Fingerprints appear unique for each finger
on the same hand, as well as between identical twins.

Most modern fingerprint matching technology focuses on the unique points within the finger image, the
minutiae. These minutiae are the points where individual friction ridges branch apart (bifurcate) or end.
Imaging algorithms extract the minutiae and create a proprietary template that codes these minutiae. Pattern
matching systems are based on overall ridge flow as opposed to minutiae. Systems can also analyse the
finger's tiny sweat pores or the number of ridges between two key points (such as the core and the deltas).
Fingerprint biometrics is capable of both verification and identification.

Cond|t|ons that may affect the pnnts of different |nd|V|duaIs and reduce the quality of image capture include
, : ity of
ubl|c

5 are
ed of

6.3 Voicd biometrics

Voice biometrics (also called “speaker recognition”) dates back five decades. Eatly systems, pre-dating digital
computing, dised the output of several analogue filters, which were averaged,over time for matching. Cyrrent
digital spealer recognition systems model the acoustic features of speé€ch"that have been found to (iffer
between indjviduals, yet remain stable over time for a single individual T hese acoustic patterns reflect|both
anatomy (e.g. size and shape of the throat and mouth) and learned. behavioural patterns (e.g. voice pitch,
speaking styfe).

Speaker recpgnition systems can employ any of three styles_of‘spoken input: text-dependent, text-prompted,
and text-ind¢pendent speech. Most speaker verification applications use text-dependent input, which invplves
selection angl enrolment of one or more voice passwords.\'ext-prompted systems ask users to repeat spgcific
words, phragses, or numbers. Text-prompted input is.Used where there is concern regarding tape-recqrded
impostors. Text-independent input is free-flowing spéech.

Voice biometrics can be used for challenge-response type speaker verification, categorizefl in
ISO/IEC 7816-11 as “dynamic biometric verification”. Applications of speaker identification by law-enforcement
agencies tydically use text-independent input because it does not require enrolment or input of specific wprds.
Input speech is “digitized” to create a“series of numbers. From these numbers, a reduced set of “featurgs” is
extracted mathematically. Voice biemetrics is commonly used for verification, but rarely for identification.

Ambient noige levels can be @nimpediment to the collection of initial and subsequent voice samples. Yoice
changes dug to ageing also.need to be addressed by voice biometrics systems; adaptation can be employed
to evolve the voice template along with changes in the verified speaker’s voice. Many companies mparket
speaker recognition engines, often as part of large voice processing, control and switching systems. Capture
ics i i rage
existing micfophones and voice transmission technology This provides functionality over long distancep via
veen

6.4 Iris biometrics

The iris of the eye is the coloured portion of the eye surrounding the pupil. Iris imaging uses distinctive
anatomical features such as corona, crypts, filaments, freckles, pits, radial furrows, and striations that make
up the complex iris patterns. Iris biometrics entails illumination of the eye, capture of the resulting image, and
location of distinctive features through specialized video cameras. Iris biometrics is capable of both verification
and identification.

Iris images can be acquired automatically and with reasonabily little effort from a distance of more than 0,33 m

from the camera. Iris biometrics systems utilize automatic eye detection and advanced camera technology.
Iris biometrics systems are much easier for the public to use than retinal systems.
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The iris, being naturally well protected behind the cornea, appears to be stable over long periods (decades)
according to medical literature. Iris imaging is not perceived as highly invasive, since the minimum distance,
even for less-sophisticated iris identification systems, is between 75 mm and 100 mm (between 3 in and 4 in)
from the sensor. Iris images are unaffected by common contact lenses but can be affected by “designer”
contacts. Reflections caused by eyeglasses and sunglasses can also be a problem.

6.5 Retina biometrics

The retina is a structure in the interior of the eye. Retinal biometrics leverages the pattern of blood vessels on
the retina. Retinal biometrics entails illumination of the eye, capture of the resulting image, and location of
distinctive features through specialized video cameras.

Accyrate retinal imaging requires almost perfect alignment of the eye with the scanning device {which requires
the qye to be in close proximity to the scanner. This requires a great deal of effort and training, and can lead
to high levels of enrolment and non-matching errors. At the same time, this contributes' to the ftechnology’s
historically low false match rate. Retina biometrics is capable of both verification and idéntification

Retinal patterns are highly distinctive, but the retinal structure may change durin@the life of the|person. The
requirement for close proximity to the retinal imager, as well as the beam _of light shone intq the eye, is
percgived as unpleasant by many.

6.6 | Face biometrics

The jdentification or verification of a person by their facial image,is’a common use of biometrig technology.
Mos{ face biometrics solutions utilize images captured in .the. visible spectrum using standard camera
techmology. An alternative approach, known as facial thermography, uses an infrared camera td capture the

jelling facial
ral networks,
“Eigenface”
asis faces is
nally models
rint minutiae

jes in pose,
y require a
All systems
ges of facial
n the visible

for over two
ht directions.

Hand geometry uses the dimensions and shape of the hand, fingers and knuckles to form an identifying series
of numbers. This template is one of the smallest, requiring only 9 bytes for storage. Operation requires use of
a token or a PIN, as the technology operates only in verification mode.

Users with arthritis and rheumatism, as well as those with missing fingers or excessively large hands, could
have difficulties. Hand geometry is convenient to use and requires little training. The process of using a hand
scanner is perceived as non-invasive and acceptable to the public. A related biometric technology is finger
geometry, scanning and extracting features only from a few fingers, as opposed to the entire hand.
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6.8 Signature biometrics

Hand-written signatures can be identified from the way the signature looks or the way the hand of the signer
moves during the signing. Signature recognition based upon the biometric characteristics related to movement
of the hand is referred to as Dynamic Signature Verification (DSV). These systems capture the way we sign
our names, utilizing features such as the angle of the pen, the time to complete the signature, the acceleration
and velocity of the pen, the pressure while signing, and how often the pen is lifted from the page. Electronic
pens, tablets or both can be used to capture the signature biometrics. Digitized signatures are generally used
in verification as opposed to identification mode.

The sensing
to be maintg
companies
signatures a

6.9 Vein
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7 Technplogical considerations

7.1 Biom
For applicati

public a

ptric system properties

equipme

arket DSV systems, and public acceptance of signature verification is high since hand-w|
e currently one of the most accepted means of asserting identity.

v cl

biometrics
ication uses the blood vessel pattern of the veins in the subcutaneous tisslie ‘of the human
te between individuals. A vein pattern is read using near-infrared light. When a hypodermic

with near-infrared light, the reduced haemoglobin contained in the vein‘absorbs near-infrared
podermic vein creates a shadow on an image. The shaded part is*extracted from the cap

mpared using vessel structure features such as directions and\bifurcations, or using the p3
brms, a blood vessel pattern of a hand, such as that of a‘palm, the back of a hand, or a finge
nentication because such parts of the hand are easy-t6¢’present to a sensor, and various pro
eveloped for such hand parts. Because the products have many functions to support and

per usage, such as detection of hand position* based on image processing technology,

cation is information that is hidden in a bady, it is generally not known by others in typical u
5, and therefore forgery is very difficult:

ts for vein authentication of a palm,_ a finger or the back of a hand are already employed by A
nancial service companies?) and as access control systems.

bns in thefinancial services, the following biometric system properties should be considered:

Cceptance and policy considerations,
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chieved and the accuracy of authentication is\very stable. Since the blood vessel pattern usgd by

sage
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o-to fraud (cnn Annex-C for further infnrmafinn),

stability

universality of the chosen biometric characteristic,
unigueness of the chosen biometric characteristic,

accuracy of the biometric system,

of the biometric characteristic,

1)

of financial institutions, including some major banks and several regional banks.

12

In Japan, since December 2005, the vein authentication technology of a palm or a finger has been employed on ATMs
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template storage requirements (i.e. template size),

system validation ability,

speed of comparison between the claimant sample and the enrolled template, and
environmental and interface factors.

7.2 Universality

In order for a biometric system to be of value, nearly all people in the target population should be able to

successfully use that system. A small number of exceptions may be possible, providing thatya
metHod is available to authenticate or recognize those people who are unable to use the Biom
Carg| shall be taken in the design and administration of that alternative method, so that itcdoes n
point of weakness or vulnerability in the system.

n alternative
ptric system.
bt become a

While vendor claims may be misleading, measurable error rates are associated with all biometric
techiologies. Most of these errors come from two classes of users:

a) |ndividuals who cannot provide the biometric feature required by the sensor;

b) |ndividuals who are unable to give consistent or high-quality samples, resulting in false non-matches.
SuclH| individuals are referred to as “outliers” in the biometric industry. Experience suggests that t:rey either do
not Have a repeatable biometric measurement, or chronically experience a “failure to acquire” sysiem error.
The |percentage of outliers differs by technology and wéndor. The use of multiple biometrics i$ a potential

solufjon to the outlier problem, since the overall probability of an individual being an outlier across
biomletrics is smaller than the probability for a siagle biometrics system. Alternatively, other
factars can be used as a fall-back, such as the PIN, for users not possessing the biometric featurg

Whilg alternative methods are often necessary to provide for universal authentication, these alterr
undgrmine overall system security. The-use of passwords as a fall-back, for example, may prov
for gn attacker purposely to fail his/her biometric match in order to access a less robust a
mechanism.

7.3 | Distinctiveness
Disti
the
indiv]
featu
enoy
deta

nctiveness describes ‘how reliably the biometric characteristic is measurably different for each

dual in the population would be different from that of every other individual. This can only
re itself is_unique to each individual, who at least requires that the number of permutatiq
gh?) to ascommodate the population, and if the biometric system can measure the feature
| and repeatability to produce a unique electronic analogue of that feature.

rience _and studies provide some idea of the distinctiveness of most of the popul

two or more
dentification
of interest.

atives might

de incentive
Lithentication

individual in

opulation. In an~ideal system, there would be no ambiguity; the measured biometric featufe from each

occur if the
ns be large
with enough

ar biometric

Expd

characteristics. For example, fingerprints have been studied for many years, and there is a consensus that

fingerprint patterns are unique among individuals. More recent studies suggest that iris and ret

inal patterns

are also unique. In contrast, as an example, the facial features of identical twins may not be unique. Therefore,
the properties of each biometric technology are different and should be evaluated to determine which provide

the level of distinctiveness required for a given application.

2) A template size of at least 232 ~ 4 billion permutations would theoretically accommodate the earth’s population.
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7.4 Accuracy

Biometric techniques are subject to statistical error, such that impostors may be granted access to protected
resources that legitimate users are prevented from accessing. The probability that a biometric system will fail
to reject an impostor in a 1:1 verification attempt, or will incorrectly identify an individual in a 1:N identification
attempt, is the system’s False Match Rate (FMR). The probability that a biometric system will fail to verify an
enrolled individual in a legitimate 1:1 verification attempt, or will fail to identify an enrolled individual in a
1:N identification attempt, is the system’s False Non-Match Rate (FNMR). The techniques discussed in this
International Standard are all prone to some level of false matching and false non-matching.

A system’s FMR and FNMR are mversely related, such that adjusting blometnc system security settlngs to
reduce the § ' bd to

“match” or “rjon- match” based ona comparlson between

a) the score that results from the match attempt, and

b) the system’s match threshold.

Strictly spedking, a system’s FMR and FNMR are not “adjusted” by an administrator. Instead| the
administratol adjusts a single threshold above which two templates are declared‘@aymatch and below which
two templatgs are declared a non-match. It is therefore impossible to adjust oné error rate without impdcting

the other. Bd

A deployer's
expense of
minimize thg
will usually n

Because of
conjunction
attempt, or g
FMR and FN

The point at
Error Rate.
NOTE 1 S

This rate prg
to operate a

th error rates are a function of a single threshold.

operating environment will generally dictate which of the <error types should be limited, gt the
potentially increasing the other error type. For example, a high-security facility will ugually
system FMR at the expense of increasing the system FNMR, whereas a customer service facility
ninimize the FNMR at the risk of increasing the FMR,

he relationship between FMR and FNMR, a system’s FMR is only meaningful when providged in
with its FNMR, and vice versa. Any system Can claim a FMR of 0 % by simply rejecting every
FNMR of 0 % by accepting every attemptCAn ideal biometric system will offer simultaneously low
MR.

which a biometric system’s FMR{equals its FNMR is the Equal Error Rate (EER) or Crosgover

bme biometric systems do net allow threshold adjustments and do not use EER (see Reference [16]).

vides a useful snapshet of overall matching accuracy, as a system with a low EER is more
Ccurately than one with a high EER. However, few deployers will actually implement a syste

ikely
m in

which false
or security

technologied,

and then d
performanc

NOTE 2

atch and false'hon-match rates are identical. Most will choose to emphasize either conveni
pased on their-'operating environment. When comparing the accuracy of different bio

deployers should evaluate what levels of false matching and false non-matching are accep
terminé.what technology or technologies are capable of providing the required lev
for both metrics.

ence
etric
ble,
Bl of

rate,

or the percentage of users unable to provide sufficiently distinctive or repllcable blometrlc data for enrolment is a critical
element not captured by matching error rates.

Capabilities of certain biometrics allow them to be deployed for the purposes of identification, or “single-factor
authentication.” Single-factor authentication does not require that the individual provide a unique identifier in
the form of a card, token or username, with major implications for system security and convenience. These
issues are discussed further in Clause C.8.

Error rates can be generated through independent testing or through vendor-provided testing. In either case,
published error rates may only be reflective of operation in a strictly controlled test environment, and may not
be indicative of performance in a deployment environment, subject to decision policy. Decision policy is the
logic through which a biometric system provides match/no match decisions, inclusive of implementation-
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specific factors. In order to gauge a biometric system’s real-world performance, the system’s error rates
should be evaluated in conjunction with its decision policy.

One of the major factors in a biometric system’s decision policy is the number of attempts permitted for
verification or identification. In biometric systems, an “attempt” is the act of an individual providing a usable
biometric sample (a single fingerprint, voice pattern or iris image) to a biometric system.

NOTE 3  In certain biometric systems, an attempt consists of comparison of multiple biometric samples acquired over a
brief period. Facial-scan systems can acquire multiple facial images over the period of several seconds, generate match
templates with each image, and declare a match if any of the acquired images exceed the required threshold. In this case,
the “attempt” can continue until the system times out after a certain duration.

Mos

prev
time

biometric systems allow an individual multiple attempts to be verified or identified before
nting further attempts, e.g. an individual may be permitted to place a fingerprint on a scanne
in order to verify against his or her enrolment. A common decision policy is to grant‘access

iming out or
r up to three
if any of the

threq attempts is successful. Under this decision policy, the system’s effective FNMR™may be Igwer than its
single-attempt FNMR, i.e. the user is more likely to be verified at some point in the verifiCation sequence given
the gdditional attempts. However, this decision policy increases a system’s effective\FMR, as an ifnpostor may
havel multiple chances to provide biometric data in an effort to defeat the system.

ciated with a
the right and
rmatching of
mplates, the
o be verified
ffective FMR,

Another factor in a biometric system’s decision policy is the number of enprelment templates asso
given user. Many biometric systems acquire two enrolment templates from a user, such as from
left flngerprints, in order to mitigate the impact of injuries and to réduce incidents of false non
authorized users. If a system allows a user to verify against either of his or her enrolled te
systgm’s effective FNMR may be lower than its single-attempt ENMR, i.e. the user is more likely {
agaimst one of his or her enrolled templates. However, this decision policy increases a system’s e
as an impostor may have multiple chances to match against enrolled biometric data.

Othéfr decision policy elements that can impact a systein’s accuracy include the following:

he number of distinct biometric samples (e.g."different fingerprints) enrolled per claimant;
he number of biometric technologies (e,g. fingerprint, voice) in which the claimant is enrolled

ric samples,
individual is

he use of internal controls jn-the matching process to detect like or non-like biomet
p.g. comparing templates derived from two subsequent match attempts to determine if the
blacing different fingers in.an attempt to falsely match;

he use of serial, parallel, weighted or fusion decision models in biometric systems that utilize more than
pbne reference template in the match process for a given user (e.g. multiple-biometric systemss, as well as
bystems in whichwreference templates are created and stored from multiple fingerprints).

Secl
FMR]
effec
take
orgaTl

re biometric/system implementation requires that deployers evaluate the impact of decision

and FNMR in order to determine how well their system will perform when deployed. A biome
tive FMR and its effective FNMR represent its error rates with all elements of a deployer’s de
into.consideration. The overall decision policy (including thresholds) is set according to the
ization, based upon a risk assessment.

bolicy on the
tric system’s
cision policy
needs of the

7.5 Performance evaluation

When evaluating the performance of biometric products, it is important to understand the different factors that
can influence the measured FMR and FNMR (see Clause C.5 for further information). Reported performance
numbers for different products may have been measured under different circumstances, and thus they cannot
be directly compared. The factors below should be taken into consideration.

— Who were the users in the test, and how were they selected? Ideally, the users should be chosen at
random from a population that is representative of the people who will use the system in the real
application environment. In some cases, however, the test users do not accurately represent the real-
world users. If the test group comes from the vendor's employee population, they may differ significantly

© 1SO 2008 — All rights reserved 15


https://standardsiso.com/api/?name=29595bc28a74833a2f96786cd75f8b24

ISO 19092:2008(E)

from the target users in terms of educational level, cultural background and other factors that can
influence the performance with the chosen biometric system.

— How were the test users trained? The training for the testers should be as close as possible to that
anticipated for users of the real system. The testers are often more carefully coached than the real users
will be, either intentionally (to improve measured performance) or unintentionally (due to the enthusiasm
of the vendor for his/her own product). A related issue is how long the test group used the system before
the formal measurement period began. Typically, performance will be lower when the users begin using
the system, and will rise and stabilize as they get accustomed to it.

— What thresholds were used during the test? Because false match and false non-match rates between

samplefmm—mmmmm Ngs, Sy NMR
encountered during testing will similarly be affected by the chosen thresholds. FMR and FNMR should be

reported together at a common threshold.

— How many attempts are allowed per verification session? Most measurements are-based on gingle
attempts to verify identity with the biometric system. Some, however, are based on the'overall resultg of a
“session” in which the user is permitted several tries. The system decision policy, including the numher of
allowed|attempts per verification session, will allow for various system FNMR and“FMR to result from the
same sihgle-comparison false match and false non-match rates. Clearly, the ENMR will be lower anfd the
FMR will be higher if the user is given more than one try at verification.

— Were [lroblem users systematically eliminated from the test? li“is common for some usefs to
experiefce a “failure to acquire” during enrolment. This is often called a “failure to enrol.” If enrolment
requirements are placed high, problem users can be systematicallyreliminated from the test at enrolment.
Of coursge, eliminating problem users will lower measured false non-match rates later in the test and result
in betten system performance.

— What i§ the motivation to succeed at impersonating another user? In some biometric systems, a
user hap a better chance of achieving a False Matc¢h if motivated to do so, e.g. the user may hgve a
better chance of impersonating another user's signature, voice or keyboard dynamics if he/she is trying
very hafd to do so. Measurements of FMR can_therefore be influenced by the testing method. In gome
tests, ugers are directly rewarded if they can’successfully forge another user's identity. In other fests,
there is[no reward. Finally, some False Mat¢h tests are carried out simply by cross-testing a databage of
collectefl biometric data, in order to see if any of the samples can be verified as a match to any pther
sample which came from a different-person.

— How did the test conditions-compare with those for the real application? Did the test subjects$ use
the system while seated in a’eomfortable room? If so, will the real application involve verification outdoors
in potenftially bad weathef-or in the dark? Will users have to verify while standing? Will they be clathed
differentEy in some way, such as in heavy winter coats, that might in some way affect verifigation

performpnce? These\are important factors in determining whether the test results will accurately match
those obtained inthe real world.

— Was the test\organization impartial? Some tests are run by independent organizations. Others arg¢ run
by the Jendor who seIIs the blometrlc product or by some other organ|zat|on W|th a stake in maklng the
product feok—good;-or-perhaps-bac independer : sina
way that is unb|ased rather than performmg the test under the best -case cwcumstances for that particular
product or technology.

— Has there been a change in the product since the test was performed? Products constantly change.
The test results you see may have been measured with a version of the product that differs from what is
available today. Frequently this means that performance will improve, or that performance will be the
same, but with a reduction in cost. Although less likely, it is also possible, however, that changes in
hardware or software can reduce performance.

It is important to understand these issues before choosing a biometric product for your application. Biometric

performance depends upon the precise conditions of the installation and the users, can be difficult to measure,
and may be subject to much more variation than performance measurements of other products, e.g. it is much
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easier to measure the number of transactions per hour that a computer system can support, or the access
time for a disk drive. When selecting a biometric system, be sure you understand how performance was
measured, and how that method relates to the way the system will be used in your application.

There is no substitute for testing in an environment that replicates the actual application environment.
Biometrics vendors cannot replicate the conditions of all potential customers, and it should be expected that
the vendors have a natural bias to portray their products favourably. Thus, the customer should ultimately test
a system to understand how it would perform under their specific conditions.

7.6 Interoperability

Bionfetrictemptatesissued by fimanciainstitutions—shoutd—beused—ima mmranmer—thatis—consistent with the
biomeetric information management policy and practices of the institution.

8 PBasic principles of biometric architectures

8.1 | Biometric system model
All hiometric systems have the common function of recognizing individuals by matching soe personal
physjcal characteristic with the stored information about that same characteristic. The methods, japplications,
and implementations of biometric systems vary widely, and in the context of biometric standards i{ is important
to understand the biometric system model and basic approaches thatiare common to most applications.

All biometric systems are composed of the following subsystems:

— fata collection;

— bignal processing (feature extraction);

— matching;

— Btorage;

— fecision;

— fransmission.

NOTIEE For dynamic biametric verification, a “challenge presentation” subsystem is used.
Tranpmission is the{movement of biometric data between two components that are not physically collocated
withip the same_tamper-resistant security module. Transmission can occur between any two ¢omponents,
depgnding onthe specific vendor implementation, and may not exist in some systems.
Any piometric system operates in an environmental context, which shall be taken into considgration when

evalliating security aspects of the system. Subclause 11.2 illustrates the two major domains of gny biometric
Syst m; Lo

a) the physical domain, in which resides the subject to be verified or identified, and

b) the logical domain, in which the computational processing of the biometric data takes place.

The data collection device provides the bridge from the physical domain to the electronic processing domain.
Furthermore, some biometric technologies may have low enough crossover error rates to be suitable for large-
scale single-factor authentication. Single-factor authentication has major implications from a security and

convenience standpoint (see C.4.3).

Each of the major components is described in more detail in 8.2 and 8.3.
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8.2 Data collection subsystem

The data collection subsystem contains the input device or sensor that reads the biometric information from
the user and converts it to a form suitable for processing by the remainder of the biometric system.

It is the link from the physical domain to the logical domain. Examples include a variety of transducers, such
as a video camera, a fingerprint scanner, a special signature pen or tablet, a microphone and other input
devices specific to the chosen biometric characteristic to be measured. The output of this subsystem is raw
biometric data, which may be processed locally or may be transmitted to another location.

To recognize a user successfully, the sampled biometric characteristic shall always be similar to the user’s

enrolled ten
sensor, and
and biometr|
those chang
enrolment tg
performed.

In use, the

suitable for further processing. All sensors in a given system shall be similar enoughsthat a feature meag

p:atc tU VV;I;L:;I It ib bUIIIPdIUd. T;Iib ;IIIPUDUD IUqUiIUIIIGI Itb Ul t;lc dcb;yll Uf t: Ic Uldtd bU”
may impose training requirements for the users. Some characteristics change slowly over
¢ systems may employ adaptation in order to keep the stored reference template in step
bs (see Clause C.7 for further information). Re-enrolment of a user's record by provision of a
mplate for that individual on an overt basis (usually initiated by the applicatioh) may als

biometric feature is presented to a sensor, which converts the feature jinto an electronic s

by one sen
recognized

over time, e
automatic q
poor-quality
The perform
the und
the pres

the perf

the surr

8.3 Trangmission subsystem

The transmi
processing,
networked, &

The system
secure enve
transmission
different trarn

]

sor will closely match the same feature measured at other sensars)so that the user ca
qually well at any location. This includes the requirement that, the) sensors shall be consi
her by virtue of inherent stability, or through use of automatic-cdlibration. Some systems in
ality control features in the sensors or signal processing paths, and these systems can d
signals that might otherwise increase the false non-match-tate.

ance and output of the data collection subsystem is impacted by changes in any of the follow
brlying biometric pattern;

entation of the pattern to the sensor;

prmance of the sensor itself; and

bunding environmental conditions (e.g. lighting, background noise).

ssion subsystem provides the ability to send information between the data collection, s
fdecision, storage-and matching components. The connectivity provided may be point-to-po
llowing one system to connect to multiple subsystems.

q

4

componénts that are communicating may be local or remote to each other, within the
ope, €.¢. tamper-resistant security module (see Annex D), or in separate secure envelopes
subsystem may not necessarily be monolithic, but may actually be composed of a numb
sniission mediums such as Ethernet, leased line, wireless, etc. These media may or ma

ction
time,
with
new
o be

ignal
ured
n be
stent
clude
etect

ignal
nt or

ame
The
er of
y not

provide security services, such as data confidentiality, data integrity and authentication of origin between the
connected subsystems.

8.4 Signal processing subsystem

The signal processing subsystem receives the raw biometric data from the data collection subsystem, and
transforms that data into the form required by the matching subsystem. The exact processing that takes place
varies for different biometric characteristics that are measured, and for different vendors’ biometric systems.

The system may perform a quality analysis on the input signal to determine it if is satisfactory for use. If the
signal fails the quality tests, it is rejected and, depending upon the enrolment policy, the user may need to
supply another presentation of the biometrics.
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Filtering may be applied to the signal in order to remove noise or other information that is extraneous to the
matching process. This may include, for example, removing high- or low-frequency data from the signal.

The signal may be normalized in some way, e.g. the voltage level of an analogue signal may be adjusted to
be within accepted limits, and a video image may be adjusted to standard levels of brightness and contrast.

Once the input signal has been satisfactorily adjusted, it will be analysed to extract features that are used by
the matching subsystem. Some biometric systems compare raw data, and this step is not required. Feature
extraction is performed to transform the raw data into a set of characteristics that will represent it to the
matching process. The types of features vary with different biometric techniques. A fingerprint system typically
looks for physical characteristics such as branch and end points of the ridges; the system would extract a set
of vgtues—whereeactronmecontaimed—ammdication of thetypeof featurefound;thecoordimates—where it was
found on the finger, and the angle of the ridge at that point. A voice biometrics system, on-the| other hand,
might record such things as the energy in the different frequency components of the signal. The result of
featdre extraction is data that is much smaller and simpler to use than the original raw data signal
ally, once raw biometric data has been processed, it is not feasible to reconstruct the raw data from the
bssed sample or template.

Typi
proc

8.5 | Matching subsystem

The
com
in th

matching subsystem receives the processed biometric data from the signal processing subsystem and
ares it with the biometric template from the storage subsystemyThe matching subsystem has a key role
biometric architecture.

The matcher is composed of the following sub-components:

Sequencer,
match-scoring module, and

pdaptation module (optional).

The
trans

sequencer handles the sequencing*of the activation of the match and adaptation moddles and the

fer of matching scores to the decision subsystem to perform different functions.

The match-scoring module measures the similarity of a claimant sample with a template. Each c(
a saple with a particular template yields a score, which is a numeric value indicating how closel

bmparison of
y the sample

and
meth
Ultim

femplate match. The ‘'method of computing the score differs among biometric technologies
ods include distanee“metrics (see Reference [14]), probabilistic measures and normalized
ately, the score~sheuld be related to a given confidence of positive identification for the biom

, but typical
correlation.
etric subject,

puthorization
ministrator’s

whic
polic
auth

n can be factored into the overall business rules and risk policy for the financial institution
y. This confidence value will be considered by the decision subsystem in implementing the ag
prization\policy for the transaction, employing the biometrics as an authentication factor.

templates to
n regarding

In the simplest form of verification, the sequencer provides the claimant sample and enrolment
the ateher, and passes this result to a decision subsystem, which returns a binary decisig
whether the claimant is who he/she claims to be.

However, the interplay between the match-scoring module and the sequencer may be quite involved in
systems that carry out identification, e.g. in an identification mode, the sequencer may take into account
additional indexing or binning information about the claimant sample, in order to focus the computations of the
matcher onto templates that are most likely to match the claimant sample. Feedback from the decision
subsystem might also be invoked during the identification process to guide the search towards the likeliest
match enrolment templates.

Some systems use the sequencer and matcher, with feedback from the decision subsystem to perform
adaptation, to keep the enrolment templates up to date with gradually changing biometric characteristics for
the user (see also Clause C.7).
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An application program (e.g. a transaction authorization system) uses the decision process result. It may be
used in various ways, depending on the purpose of that application program. The actions at this level are not
a part of the decision subsystem itself, but are a part of that application program. Most often, the application
program will grant the user some level of privilege if the decision indicates a match with the template
belonging to the claimed identity. In other systems, however, the goal is to verify that the user is not in the
template database, e.g. when a financial services employee attempts to enrol in a benefits program in which
he/she is already a member, thus avoiding duplicate records. In this case, the application program will
“accept” the user only if the decision subsystem indicates that there are no matches between the user’'s
sample and any template in the current database.

8.6 Decision subsystem

The decisior) subsystem receives a score from the matching subsystem and, using a confidence valuebased
on business|risks and risk policy, interprets the results of the score.

The decisior) subsystem returns a binary yes or no regarding the positive identification of the-claimant, based
on the scorg computed by the pattern matching subsystem. In the most common case, thé decision is based
on a single threshold. If the score is above the threshold, the system concludes that the“user is indeed the
individual owning the template. If not, the system indicates that the user is notthat individual. In more
complicated|cases, the decision subsystem may require matches in one out of three-submitted samples,|or in
higher secunjty scenarios, for two out of three multi-biometric characteristics.

An applicatipn program (e.g. a transaction authorization system) uses this~decision process result in various
ways, deperding on the purpose of that application program. The actiens“at this level are not a part df the
decision subsystem itself, but are a part of that application program. Most often, the application prograrm will
grant the uger some level of privilege if the decision indicates a match with the template belonging t¢ the
claimed iderftity. In other systems, however, the goal is to verify that the user is not in the template database,
e.g. when ah individual attempts to enrol in a benefits program. In this case, the application program will
“accept” the| user only if the decision subsystem indicates-that there are no matches between the user’'s
sample and pny template in the current database.

8.7 Storage subsystem
The storage| subsystem maintains the templates for the enrolled users. It provides for the addition, deletion
and retrieval of an enrolled template (or templates), as needed by the matching subsystem. The stqrage
subsystem may contain a single template for a single user, or thousands of templates, depending on the
system architecture and intended function.

For exampld|, templates may be stored in:

— physically protected storage within the biometric device,

— a conveptional database on a computer system, or

— portablg tokens, such as smart cards.

The data stored for each user always includes that user’s template, but it may also include other information. It
may also contain data that is completely unrelated to the biometric system, if the same database is used for
purposes other than user authentication.

8.8 Portable tokens

When portable tokens, such as smart cards, are used in conjunction with biometrics, then any (or none) of the
biometric subsystems described in this clause may reside within the token. The most common card
deployment models are (from lowest to highest token cost):

— “identity on card”, in which the token contains no biometric template or subsystem, and is used with an
external biometric verification system to provide two-factor authentication;
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“off-card matching”, in which the biometric storage subsystem contains one or more referen
stored in the token, and where all other biometric subsystems are external to the token;

ce templates

“on-card matching”, in which the matching and storage subsystems are in the token and data collection is
external to the token; the signal processing or decision subsystems may be in or external to the token;

“self-contained card”, in which all the biometric subsystems (including the sensor) are in th
verification can be performed without any external system interaction.

e token, and

The “identity on card” model does not differ significantly from a cardless biometric implementation with a
central database. The token contains a unique value that has been associated with the reference template of

the i

to sir

biom

minin
dece

The

hous

nplify location of the individual's reference template in a template database, without the need
etric matching. Together, the token and biometrics provide two-factor authentieation.

ntralized template management.

alteration or substitution of the template by an attacker.

The
the *

hdditional risks and confidentiality concerns that come with publicly-sharing reference templ
off-card matching” model. In this model, the token shall emit™the individual's reference te

extefnal verification system. This exposure makes the templateé/vilnerable to theft by “skimm
attagks.
The ['on-card matching” model avoids the risks of templaté’exposure associated with the “off-ca

mod
biom
infor!

The

bl. This model does not emit the reference template to external systems. Instead, the to
etric samples or matching templates, and emits only biometric match results and dec
mation.

“self-contained card” model largely avoids tampering and skimming risks, since the tok

trangdfer the reference template across-'an interface to external systems during verificatio

self-
poor
poor
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9.1
Ther|

a)

ontained tokens are prone to frequent sensor failure due to rough handling and storag
quality sampling due to dirty or damaged sensors, and higher failure rates (both FMR and F
sample quality and limited processing power.

Management and)security requirements

Basic applications
b are three/basic applications in a biometric system:

bnrolment (creating the biometric template used in later verification or identification functions)

hdividual. The individual possessing the token provides this value to claim an identity. T'his V

hizes the risk of a cardless implementation and token cost, but does not provide the

h

alue is used
to search by
This model

benefits of

other three models remove the need for centralized template management-and database support by
ing the reference template in the token. However, decentralized template, storage increass

s the risk of

es apply to
plate to an
ng” or other

rd matching”
en receives
sion control

bn does not
n. However,
e of tokens,
NMR) due to

b)

c)

9.2

Core security requirements

verification (the user claims an identity and offers a biometrics sample to prove that identity), and

identification (the system searches a database looking for a match with the offered biometrics).

This subclause defines the requirements for managing and securing biometric information for each application,
for the transmission and storage of biometric information, and for maintaining the event journal for purposes of
compliance and audit. The core requirements that apply to all applications and environments wherever

biom

©I1SO

etric information is used are the following:
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a) mechanisms shall be in place to maintain the integrity of biometric data and authentication results
between any two components;

b) mechanisms shall be in place to mutually authenticate the source and destination of the biometric data
and authentication results, between the sender and receiver component;

c) if desired, mechanisms may be in place to ensure the confidentiality of the biometric data between any

two components and within any component.

Each of these biometric applications is comprised of the components described in 8.1.

9.3 Enrolment

9.3.1

Enrolment ig
prior busine
identification
the system

Gengéral

the process through which the user’s identity (either as claimed by the user, orknown throd
5s relationship, or as verified through collateral documentation, such as aypassport, nat
card, driving licence or birth certificate) is bound with biometric template data and entereg
database or an appropriate portable token. The bound informationi is discretionary tg

gh a
ional
into
the

organizationg and may be the hash of some representation of one or more collateral’‘documents.
rform
credit
entity

NOTE

transactions
reports, board
verification pri

There can also be a need to establish the validity of a business and thie authority of individuals to pg
n its behalf. Consequently, financial institutions typically review articles of incorporation, business
resolutions identifying officers and authorized signers, and other business credentials as part of the id
bCess.

The enrolmgnt process consists of the initial biometric data being captured during data collection. §
processing generates a template, and the template is placed ‘securely into storage. Optionally, the sa
data may bg¢ forwarded to a matching subsystem for identification to determine whether the enrole¢g
already been registered. The matching subsystem component would retrieve as many templates as nece
Other enrolment variations may also be implemented, such as storing the initial data from numerous enr
and forwarding the data for template generation in a batch mode.

ignal
mple
has
Esary.
blees

9.3.2 Initidl enrolment

ent is the first time an enrolee’s biometric data is captured for creating the biometric template. In

e core requirements in 9¢2,,the following requirements for enrolment apply.

Initial enrolmn
addition to th

Mechan
access

isms and procedurésyshall be in place to ensure the enroller has the proper permissions
control for the enrolment function) to enrol the enrolee.

a) (e.g.

Mechan
data is ¢

b) isms and procedures shall be in place to verify the identity of the enrolee before his/her biometric

ollected.«Collateral material, such as photo identification, may be useful.

b the
rolee,

Mechan
enrolee
using:

isms and procedures shall be in place to ensure a binding of the biometric information t
sugh that the biometric information captured during the enrolment process belongs to the en

c)

physical protection, such as a token where no transmission is involved and all components reside
within the same tamper-resistant unit, as described in ISO/IEC 19790;

NOTE ISO 13491-1 contains similar materials and has particular relevance for the financial services.

— manual procedures, such as reference numbers where the biometric information is traceable to
existing enrolee information.

d) Each biometric component shall at least meet the minimum security level of the application system, and
shall meet or exceed the equivalence of Level 2 physical security requirements in a controlled
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environment and at least Level 3 physical security requirements in an uncontrolled environment, as
specified in Annex D.

The integrity and authenticity of biometric data shall be maintained throughout its life cycle, beginning with

the enrolment process. Furthermore, the issuance date of the template shall be captured and its integrity
maintained throughout the biometric life cycle.

9.3.3 Re-enrolment

Re-enrolment is for subsequent updates to the biometric template, such as

— [pdating the biometric data (e.g. per a security policy addressing the biometric liie cycle),

— ghanging biometric sources (e.g. use a different finger),

— thanging biometric technology (e.g. switch from finger image to iris scanning), and

— fhanging biometric devices when they are not interoperable (e.g. move 'frdm fingerprint|sensor A to
ingerprint sensor B).

The [security requirements for re-enrolment are the same as for enrolmient. Note that the reqyirements for

authenticating the enrolee can be satisfied by the re-enrolment process if any one of the followind ways.

a) Use the original credential material and do not use the existing biometric template. Depend|ng upon the
reliability and availability of the existing biometric templatevand technology, this may provid¢ a sufficient
evel of assurance.

b) Use the biometric template and do not use the existing collateral material. Depending upon the reliability
bnd availability of the existing biometric template and technology, this may provide a higher level of
bssurance than relying solely on the collateralimaterial.

c) Use both the biometric template and the collateral material. This provides a higher level ¢f assurance
han relying solely upon either the collateral material or the biometric template.

Somg biometric technologies and authentication systems do not require updating the biometric data within the

template, such that the previousytemplate and the new template are essentially equivalent except for the

issuance date (see also Clause C.7 for information about the security risk differences between updates and
adaptation). Termination ©f, the previous template is required and archiving may be required when
re-enrolment occurs.

9.4 | Verification

In the verification process, the user presents a claimed identity and presents the requir¢d biometric

identity,”and compares that template to the features derived from the measured characteristic

charf

detefmine whether that user is in fact the owner of the claimed identity.

cteristic. for measurement. The system retrieves the user’s template, usually based on

the claimed
in order to

The verification process consists of the raw biometric data being captured in the data collection subsystem,
the sample biometric features being generated by the signal processing subsystem, a specific biometric
template being retrieved from storage, and the comparison of sample features to the template being made by
the matching subsystem. The resulting score from matching might be forwarded to a decision process or
optionally to the application, where the score is evaluated and a Boolean “Yes/No” is determined.

If the decision process were separate from the application, then the application would only receive the
Boolean result. Although adaptation of the biometric template is performed in the matching subsystem, the
judgement as to whether or not to accept the adaptation and update the enrolled template in storage may also
involve the decision subsystem (see also Clause C.7).
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The biometric data includes the raw biometric data, the processed sample data, and the biometric template. In
addition to the core requirements in 9.2, the following requirements, recommendations and other

consideratio

a)

ns for verification apply.

The matching subsystem shall be performed within the physical confinement of a tamper-resistant

security module meeting at least the Level 3 requirements in Annex D, or in a physical environment that
provides a comparable level of security, as determined by the institution. These requirements can be met

by vario

b)

us architectures not related to “on-card matching”.

Error rates differ among various biometrics. Due to the variable nature of physical characteristics and

human behaviour, it is difficult to arrive at a consistent, common biometric error rate. The variables

involve
environ
biometr

For veri
requirer
d) Enrolme
service

When evalugting overall system security, deployers shall bear in mind the decision policy issues address

7.4. There i
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system’s eff¢ctive False Match Rate and False Non-Match Rate represent its error rates with all elementg
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ental conditions and user training/acceptance. This International Standard assumes-~tha
cs is presented under ideal conditions.

ication systems, the corresponding false non-match rate of the biometrics shall be consisten
nents for convenient operations, and shall not exceed 102 (see Clause C.6).

nt error rates shall also be taken into consideration, so as not to lead-to significant cust
ssues.

5 a critical difference between the single-attempt False Match~Rate and False Non-Match
his International Standard and the effective False Match {Rate and False Non-Match Ra

bcision policy taken into consideration.

b
®

a system whose decision policy allows for multiple attempts against multiple enrol
I a given user will have a higher effective False-Match Rate than its single-attempt False N
due to the increased likelihood of an impostar's' template matching an enrolled template at §
erification process. Consequently, a biometrics may have, as an example, an FMR of 10~4b
0 higher real-world false match rates duge to the manner in which it is implemented.

ature of biometrics, users shall carefully balance security risks, prudent business practices
pecifics when determining the specific accuracy requirements for the systems to be impleme
dditionally work with vendorstte ensure that optimum testing procedures are followed.

fication

htion process is uUsed to recognize an individual within a large group, based on a set of bio
he user presents the required biometric characteristic, and the system compares that bio
of templates'in the system database. In the simplest case, the system stops checking temp
he first one,is found. It returns the identity associated with that matching template as the ids

at.are more complex are also possible, e.g. the system may compare the user’s biometric sa
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) the

case of multiple matches, the system may identify the user as the owner of the template with the closest
correspondence to the sample data, or it may use other approaches.

The identification process consists of the raw biometric data being captured in data collection, the sample
biometric features being generated by signal processing, multiple biometric templates being retrieved from
storage, and multiple sample-template comparisons being made by a matching subsystem. The resulting
candidate list from matching might be forwarded to a decision process or optionally to the application, where
the candidate list is evaluated and an assumed identity is determined. If the decision process were separate
from the application, then the application would only receive the result.

The security requirements for identification are the same as in 9.4, with the additional consideration for
identification: this International Standard recommends that significantly lower system False Match and False
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Non-Match Rates should be employed for systems that employ a single biometrics for authentication as
opposed to multi-factor authentication. Determining the proper false non-match and false match rates in
single-factor authentication systems is contingent on the number of identification attempts, the size of the
database against which attempts are executed, and the overall decision policy (see also Clause C.8).

In order to ensure the highest possible system accuracy in an identification system (especially in the case of
large databases), it may be necessary to utilize high-quality sensors (typically higher than needed for
verification systems) to generate high-quality sample data. Higher threshold settings may also be necessary.

If the biometric system is being used to prohibit enrolment by certain individuals, it is critical that the enrolment
be of sufficient quality to enable an accurate search. Low-quality enrolment is more likely to allow the
individuattobeTegisteredmrthe-systemmrommuitipteoccasiorns:

9.6 | Transmission and storage

9.6.1 General

Tranpmission is the process subsequent to enrolment and prior to verification “or identification, where the
biomeetric template is transferred to its storage location. Subclause 9.1 describes the relationship |between the
varigus subsystems.

The [template is created in the enrolment process and transferred«to one or more storage sftes that are
accepsed by the verification and identification applications. The storage sites can be a central dajabase, local
storgge or a removable token, such as a smart card.

It is important that templates reflect a common schema, sosthat the template created by one financial services
institution can be used by another. A common standardized schema facilitates application solutions by
multiple vendors, which can help to increase competition and drive down costs to customers.

9.6.2 Transmission

The Jocations where the enrolment process occurs, the biometric template is generated and the template is
stordd might be different and therefore include transmission. The requirements for transmission jJare the core
requirements in 9.2.

9.6.3 Central database

In this model, biometricCdata (raw biometric data, sample biometric data and the biometric t¢mplate) are
storgd in a central database, and verification or identification is performed online. In addition| to the core
requrements in 9.2, the requirement for storage is that access control mechanisms shall bg in place to
prevent unauthorized access to stored biometric data (see Clause C.4 for risk issues).

9.6. Biometric tokens

In thistmodel, the biometric template is stored in a portable device, such as a smart card, wherebjy verification

p y. y e reference
template to the card. At this time, the card shall authenticate the external system, or the reference template
shall be an integrity object.

At verification time, the user claims an identity by presenting the token and their biometric sample at the point
of presence. The system cryptographically authenticates the reference template, or authenticates the token,
and then retrieves the user’s reference template from the token. The system then compares that reference
template to the biometric sample to determine whether that user is the owner of the claimed identity. In some
cases, identification may be used where several templates are stored on the token, such as family members.

The verification (or identification) process is the same as previously described, but the system architecture of

the biometric components may differ between implementations. The token boundary may be limited to storage,
in which case the token only provides the storage of the biometric template and all other system components
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are external to the token. In this implementation, the template shall be exported from the token. Other token
boundaries may include all of the system components, except the data collection and application components.
In this implementation, the template is never exposed outside the confines of the token and only the
verification result is exported from the token. In other implementations, the token may encompass the entire
verification and application process.

If any part of the verification process occurs outside the secure token boundary, then any reference template
stored in the token shall be protected as defined in this International Standard. Without cryptographic
protection to provide data integrity and origin authentication, biometric templates are vulnerable to alteration or
substitution attacks.

The process
in ISO/IEC ]
requirement
control mech
for risk issug

9.7 Term

9.7.1 Tern

Termination
of the biome

a)

employiment termination reasons that might legally preclude jobcemployment in the future;

the bionpetric data has changed en¢ugh to warrant a new sample;

the biometric data has been compromised;

816-11, and additional guidance can be obtained from ISO 10202. In addition to #the
5 in 9.2 and the additional requirements in 9.4 and 9.5, the requirement for tokens is_that‘ag
anisms shall be in place to prevent unauthorized access to stored biometric data (see €laus¢
S).

nation and archiving
ination

is the process of expunging a user’s biometric data or making the data obsolete. The termin
fric data is dependent on various factors:

biment period for the user has expired (e.g. a smart-card user whose card has reache
n date);

ermination is required before re-enrolment.
gy of the biometrics has become outdated in favour of a newer version;

nt biometrics will be used in place of the previous one;

nt means of authentication has been developed;

regulatory measures.

ptric information is used, the following termination requirements and recommendations apply
and‘environments.

Esof enrotment;,authenticatiomand-thesurmoundinmg—security framework for t€cards—aredetailed

core
cess
e C.4

ation

d its

to all

The required period for keeping biometric data depends on the application. Business applications may

require that the biometric data be archived for an extended period. For this and other reasons, an audit
history of these events is recommended and is covered in Annex A.

The possibility exists that the use of biometric data could be put “on hold” or “restricted” for a period. This

would be analogous to a credit-card authorization being restricted for reasons such as fraudulent activity.
Depending upon the outcome of an investigation, the biometric data could be “activated” again or be
assigned a termination status.

b) the enr
expiratig
NOTE T
c) technolg
d) a differq
e)
f) adifferg
9)
h) legal or
Where biom
applications
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9.7.2 Archiving

Archiving is the process of storing biometric data for either a predetermined or an indeterminate period.
Expiration dates are a part of the enrolment process. The expiration date signals the date by which
re-enrolment should occur.

In addition to the core requirements in 9.2, there is an archiving requirement that access control mechanisms
shall be in place to prevent unauthorized access to archived biometric data (see Clause C.4 for risk issues).

9.8 Compliance and event journal

The fFompliance of any authentication system In terms of Its consISIeNCy and accuracy requirem
asceftained by an audit trail in an event journal. This International Standard makes -t
recommendations.

lents is often
he following

Compliance of the biometric system to this International Standard should be, !periodica
pccording to the organization's Biometric Information Security Management. System (BIS
bractices and procedures. This activity is part of the “Check” function employed'in a “Plan — [

lly validated
BMS) policy,
0 — Check -

Act (PDCA)” model.
Clause 11 should be used in the compliance process.

bsults of the
can validate

Compliance can be validated internally by an organization or by<{an“external third party. The r
validption are typically kept confidential within the organizatien.” Independent third parties
compliance or issue a formal attestation report that can be madepublic.

10 Becurity infrastructure
Components

1 Security architecture

piometric functions necessary {0 construct the components described in Clause 8 may be contained in a
etric service provider (BSP)~Fhe cryptographic functions necessary to protect biometric info
bntained in a separate cryptographic service provider (CSP), or within the BSP, an applicatio
ediate architectural layer ).

rmation may
n layer or an

al layer. The

architectural layer jinsulates the BSP from the application and submits the biometric function call to the BSP.
The directly with
the @SP. Thecall response is returned from the BSP to the architectural layer and then to the appllication.

the BSP 4).
layer.

In a third approach, the application submits cryptographic function calls directly to the CSP and the biometric
function calls directly to the BSP. No intermediate architecture is used. The call responses from the CSP and
the BSP are returned directly to the application.

3) The Common Data Security Architecture (CDSA) is one example of an intermediate architecture (See Reference [12]).
4) The BSP described is consistent with the BioAPI specification in ISO/IEC 19784-1.
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al signature

The following requirements apply for employing a digital signature to protect biometric information with

integrity.

Hash algorithms shall be as specified in a relevant ISO (or equivalent national) standard.

Key management techniques, as identified in Table 1, shall be as specified in a relevant ISO (or

equivalent national) standard, such as ISO 11568, or in an ISO/IEC standard, such as ISO/IEC 11770.

10.1.3 Encryption for purposes of data confidentiality

The followin

Encrypt

Key ma

10.2 Phys

10.2.1 Proteéction mechanisms

Protection 1
modification
designed ne
as those des
— tamper-
smooth,

tamper-|
zeroizin

tamper-
or comp

10.2.2 Typ¢€s of attack

The type of
described in

Class |
They m
existing

Class Il

) requirements apply for employing encryption to protect biometric information.

on algorithms shall be as specified in a relevant ISO (or equivalent national) standard.

cal techniques

hechanisms are physical techniques to prevent and/or detéct the unauthorized disclo
or substitution of sensitive information, e.g. a tamper-resistant security module (TRSI
ver to reveal a symmetric or asymmetric private key in clear text form. Physical techniques,
cribed in ISO/IEC 19790 and discussed in Reference [15]; include the following:

bvident mechanisms that result in visual evidence“that an attack has been attempted, sud
moulded casing, discoloration due to chemical-attacks, evidence tape, or holographic seals;

Fesponsive mechanisms that detect unauthorized access and initiate countermeasures, sud
J memory or placing the system into asecurity state;

resistant mechanisms that resist physical penetration, such as hardened casing to resist dri
ounds that resist acid washings.

attack the mechanism-is designed to thwart is related to the sophistication of the attackg
the following taxonomy of attackers (see Reference [17]).

clever outsiders) are often very intelligent, but may have insufficient knowledge of the sys
hy have aecess to only moderately sophisticated equipment, and often try to take advantage
weakngssvin the system, rather than try to create one.

(knowledgeable insiders) have substantial specialized technical education and experience.

have vd

hagement techniques shall be as specified in a relevant ISO (or equivalent natiénal) standard|

sure,
) is
such

h as

h as

lling,

r, as

tem.
bf an

They

rying dpgrppq of ||ndprq’randing of parts of the system but pntpntial access to most of it

They

often have highly sophisticated tools and instruments for analysis.

Class Il

(funded organizations) are able to assemble teams of specialists with related

and

complementary skills, backed by great funding resources. They are capable of in-depth analysis of the
system, designing sophisticated attacks and using the most advanced analysis tools. They may use

Class Il

10.2.3 Risk

adversaries as part of the attack team.

analysis

The actual design and implementation of such protection mechanisms is problematic. A risk analysis should
be performed to determine the appropriateness of the physical techniques in the design of the biometric
equipment, in the implementation’s environment and for the business application. Consideration in the design

28
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should recognize that physical techniques based solely on ISO/IEC 19790 may not address the risk of being
attacked from outside the biometric security perimeter, through the peculiar weaknesses to biometric systems,

such

as spoofing by artificial counterfeit.

For the purposes of this International Standard, the following requirements for physical protection apply.

Level 2 security requirements specified in Annex D, within a physically secure environment.

ISO/IEC 19790 Level 2 security requirements, within a physically secure environment.

Biometric devices shall meet or exceed the Level 3 security requirements specified in Annex D, or the

Cryptographic devices shall meet or exceed ISO/IEC 19790 Level 3 security requirements, or the

11

11.1] Periodic review and audit considerations

Like [other organizations, financial services rely heavily on the use of information technology (IT)

iometric validation control objectives

and need to

protgct and manage the security of these assets, including biometric information:\To fulfil these management

responsibilities, security shall be provided for biometric information, and_the management of
secufity shall become an important component of the organization's management plan.

The poal of financial services organizations shall be to meet or excéed industry standards and
using biometric technology in a responsible manner, and by managing the security of biometric te
part pf an overall policy-based information security management'programme. This programme sh

imp
prac
typeg

The

reco
asse
Stan

The
evaly
busir
secu
desc

control objectives.

A bid

ing and monitoring the effectiveness of proper controls:x*Compliance with the organizatig
ices and procedures can only be assured by systematic, \periodic security reviews. There arg
of security reviews:

nternal security reviews, and
bxternal reviews conducted by an independent information security professional.

control criteria used for internal or external security reviews may be internally generated or o
hnized standards, such as this International Standard. Consequently, this clause contains g
5sing the compliance of a_biometric system with the requirements contained in this
Hard, for the purposes of an’internal or an external audit.

control objectives in ¢his clause represent control criteria against which a biometric sys
ated or audited. The control criteria described in this clause represent recommended
ess, operational,“and technical use by an organization which has implemented a biometric
rity policies and jpractices of an existing information security management programme, s
ribed in ISOATR 13569, and in more general terms in ISO/IEC 17799, may already address s

metri¢’ system may reside within or employ an IT infrastructure, and therefore environmental

information

practices by
chnology as
ould include
n's policies,
two primary

riginate from
uidelines for
International

em may be
bractices for
system. The
tuch as that
bme of these

controls are

appli

cable to the secure implementation of any biometric technology.

A biometric system may employ some form of cryptographic protection, such as encryption for data
confidentiality, digital signatures for data integrity and authentication of origin. If cryptographic protection is
used, key management controls are applicable to the secure implementation of biometric technology.

A biometric system enrols individuals by capturing biometric data to generate, distribute, use, and eventually
terminate templates. This is analogous to the certificate registration process (see ISO 15782) for public key
infrastructure (PKI) and, in some instances, biometric technology incorporated into a PKI.
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11.2 Environmental controls

11.2.1 Security policy

The organization maintains controls to provide reasonable assurance that security policy and practices
regarding biometric information exist and are maintained by a recognized policy management authority (see

Table 1).

Table 1 — Security policy

Control criteria: Information security policy

1. A Biofnetric Information Security Management System (BISMS) Biometric Policy (BP) document is approved by
management, published and communicated, as appropriate, to all employees, customers, and users of the
biomdjtric system. There may be more than one BP in an organization.

2. As a rhinimum, the BP contains the following:

a) efinition of information security, its overall objectives and scope, and the importance of security as an
nabling mechanism for information sharing;
b) statement of management intent, supporting the goals and principles of information security;
c) brief explanation of the security policies, principles, standards and compliance’ requirements of particular
importance to the organization, including:
-+ compliance with legislative, regulatory and contractual requirements,
-+ security education requirements,
-+ prevention and detection of viruses and other malicious software,
-+ cryptography requirements,
-+ business continuity management, and
-+ consequences of security policy violations;
d) 4 definition of general and specific responsibilities-for information security management, including repqrting
decurity incidents; and
e) references to documentation that may support-the policy.

3. Therelis a defined review process, including(responsibilities and review dates, for maintaining the biometric
security policy.

Contrpl criteria: Policy managemap@\lthority

4. The ofganization has a management group with final authority and responsibility for specifying and approving
the BR.

5. The pplicy management auth@rity (or equivalent group) has performed an assessment to evaluate business,
legislgtive and regulatory‘risks to determine the security requirements and operational procedures to be includled
in the [applicable policies and practices for
a) gnvironmentaleontrols as detailed in this subclause,

b) Key management controls, as detailed in 11.3, and
c) Hiometric'management controls as detailed in 11.4.
Contro@ﬁeria: Policy management

6. The BP is approved and modified in accordance with a defined review process, including responsibilities and
review dates for maintaining the BP.

The organization publishes the applicable public sections of the BP to all appropriate users.
Significant revisions to the biometric security policy are made available to users.

11.2.2 Security organization

The organization maintains controls to provide reasonable assurance that:

— management direction and support for information security is provided;

30
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information security is properly managed within the organization;
the security of facilities, systems and information assets accessed by third parties is maintained; and

the security of information is maintained when the responsibility for functions has been outsourced to
another organization or entity.

Table 2.

Table 2 — Security organization

—Controf critertar information security infrastructure
fa ¥
9. Senior management and/or a high-level management information security committee ensure there)is|clear
direction and visible management support for security initiatives.
10. [ | A management group or security committee exists to coordinate the implementation of jnformation sgcurity
practices and procedures.
11. Responsibilities for the protection of individual assets and for carrying out specific ‘security processes| are clearly
defined.
12. | | A management authorization process for new information-processing facilities“exists and is followed.
)
Control criteria: Security of third-party access & O
13. | | Procedures exist and are followed to control access to organizatienal/biometric information-processirlg facilities by
third parties.
14. Where there is a business need to connect to a third-party I6¢ation, a risk assessment is performed tp determine
security implications and specific control requirements,
15. | | Arrangements involving third-party access to organizational biometric information-processing facilitie$ are based
on a formal contract containing all necessary security requirements.
. . S\
Control criteria: Outsourcing e
16. If the organization outsources the management and control of all or some of its information systems, petworks
and/or desktop environments, the security requirements of the organization are addressed in a contract agreed
between the parties.
11.2]3 Asset classification and management
The jorganization maintains controls to provide reasonable assurance that biometric assets and information
receive an appropriate{evel of protection (see Table 3).
Table 3 — Asset classification and management
N
CQ?H)I criteria: Accountability for assets
17. Owners are identified for all major assets, such as
— biometric data (especially templates),
— biometric hardware and/or software (including biometric readers at the point of presence), and
— cryptographic hardware and/or software,
and assigned responsibility for the maintenance of appropriate controls.
18. Inventories of important assets are maintained by the organization.
Control criteria: Information classification
19. The organization has implemented biometric information classification and associated protective controls for this
information that take account of business needs for sharing or restricting information, and the business impacts
associated with such needs (e.g. unauthorized access or damage to the information).
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20.

Procedures are defined to ensure that biometric information labelling and handling are performed in accordance
with the organization’s classification scheme and associated protective controls, e.g. the authorization to read or
modify an event journal.

11.2.4 Personnel security

The organization maintains controls to provide reasonable assurance that personnel and hiring practices
enhance and support the trustworthiness of the organization’s operations (see Table 4).

Table 4 — Personnel security

Contr iteria: ity

21. | Secunty roles and responsibilites are specified in the organization’s biometric security policy, (whigh is
documented in job descriptions where appropriate.

22. | Verifidation checks on permanent staff are performed at the time of job application.

23. |Emplqyees sign a confidentiality (non-disclosure) agreement as part of their initial terms_and conditions of
emplgyment.

24. | Contrgls on contracting personnel are documented, and include
a) Honding requirements on contract personnel,

b) dontractual requirements, including indemnification for damages du€,to the actions of the contractor
gersonnel, and
c) dudit and monitoring of contractor personnel.

25. | All employees of the organization and, where relevant, third-party users receive appropriate training in
organ|zational policies and procedures. The organization’s policies‘and procedures specify the following:
a) the training requirements and training procedures for each role; and
b) dny retraining period and retraining procedures for each role.

26. Periodic reviews occur to verify the continued trustworthiness of personnel involved in the activities related t¢ key
management and biometric information management.

27. A forrpal disciplinary process exists. This process is followed for employees who have violated organizatjonal
security policies and procedures. The organization’s policies and procedures specify the sanctions agpinst
personnel for unauthorized actions, unauthorized use of authority, and unauthorized use of systems. Approgriate
and timely actions are taken when(an‘employee's contract is terminated so that controls and security ar¢ not

impaired by such occurrences.

11.2.5 Physical and environmental security

The organization maintains controls to provide reasonable assurance that:

physica
in Anne

X D)Nis limited to properly authorized individuals, and facilities are protected from environmiental

hazardsi,

accessto facilities housing biometric systems not otherwise protected (e.g. by the requiren’weents

loss, damage or compromise of assets and interruption to business activities are prevented; and

compromise or theft of information and information-processing facilities are prevented.

See Table 5.
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Control criteria: Secure areas

28. Physical protection is achieved through the creation of clearly defined security perimeters (i.e. physical barriers)
around the business premises and facilities housing biometric systems.

29. | The perimeter of the building or site containing biometric systems is physically sound (i.e. there should be no
gaps in the perimeter where a break-in could easily occur).

30. [A manned reception area, or other means to control physical access, is in place to restrict access to the building
or site housing biometric systems to authorized personnel only.

31. To prevent unauthorized access and damage, critical or sensitive biometric system components are housed in
secure areas with appropriate physical barriers in place.

32. Secure areas are used in accordance with the security policy to protect offices, rooms and facilities with special
security requirements.

33. Intruder detection systems are installed and regularly tested to cover all external doors {eéading to sedure areas.

34. Unoccupied secure areas are alarmed at all times.

35. All personnel are required to wear visible identification and are encouraged to ¢hallenge anyone not wearing
visible identification.

36. | [Access to facilities is controlled and restricted to authorized persons only:

37. | | All personnel entering and leaving the facility housing biometric systems are logged (i.e. an audit trail of all access
is securely maintained).

38. | | Visitors to the facility housing biometric systems are supervised-and their date and time of entry and geparture are
recorded.

39. | | Third-party support services personnel are granted restricted access to secure facilities housing biometric
systems only when required, and such access is authorized and monitored.

40. | | Access rights to the facility housing biometric systems are regularly reviewed and updated.

Control criteria: Equipment security \L\'U

41. Equipment is sited or protected such as.to reduce the risks from environmental threats and hazards, pnd
opportunities for unauthorized access.

42. | |Equipment is protected from power failures and other electrical anomalies.

43. Power and telecommunications cabling carrying data or supporting biometric services are protected from
interception or damage-

44, Equipment is maintaified in accordance with the manufacturer’s instructions and/or other documented procedures
to ensure its continued availability and integrity.

45. Security procedures and controls are used to secure equipment used outside an organization’s premjses.

46. | | All items of*fequipment containing storage media (i.e. fixed hard disks) are checked to determine whether they
contain-any sensitive data prior to disposal or reuse. Storage devices containing sensitive information that are no
longerin operational use are physically destroyed or securely overwritten.

47. Equipment, information and software belonging to the organization cannot be taken off-site without ayithorization.

11.2.6 Operations management

The organization maintains controls to provide reasonable assurance that:

— correct and secure operation of the organization’s information processing facilities is ensured;

— risk of systems failure is minimized;

— integrity of systems and information is protected against viruses and malicious software;
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— damage from security incidents and malfunctions is minimized through the use of incident reporting and
response procedures; and

— media are securely handled to protect media from damage, theft and unauthorized access.

See Table 6.

Table 6 — Operations management

Control criteria: Operational procedures and responsibilities

48. Biomgtricsystermoperatingproceduresare documented-and-mairtaired:

49, Formal management responsibilities and procedures exist to control all changes to biometric system equipment,
softwgre and operating procedures.

50. Dutieg and areas of responsibility are segregated in order to reduce opportunities for unauthorized modificatiqn or
misusp of information or services.

51. Develppment and testing facilities are separated from operational facilities.

Contrpl criteria: System planning and acceptance O)Q)

rS

52. Capagity demands are monitored and projections of future capacity requirements made to ensure that adequate
procegsing power and storage are available.

—_
(2]

53. Accedtance criteria for new information systems, upgrades and new versjens,are established, and suitable teg
of the|system are carried out prior to acceptance.

—-
Contrpl criteria: Protection against malicious software \\)

54. Deteclion and prevention controls to protect against viruses and{malicious software and appropriate user
awargness procedures are implemented.

Contrpl criteria: Incident reporting and response ’\\®
)

55. A fornpal incident reporting procedure exists and this.is)followed, together with an incident response procedure
settinr:l; out the action to be taken on receipt of aniincident report.

56. Users|of biometric systems are required to note.and report observed or suspected security weaknesses in, or|
threatp to, systems or services.

57. Procefures exist and are followed forteporting hardware, software and firmware malfunctions or new feature
requirements.

58. | Procefures exist and are followed to ensure that faults are reported and corrective action is taken.

59. Incident management responsibilities and procedures exist and are followed to ensure quick, effective and orglerly
response to security ingidents.

Contrpl criteria: I\@%E\ilandling and security

60. Procefures for'the’management of removable computer media require the following:

a) il noclonger required, the previous contents of any reusable media that are to be removed from the
drganization are erased;

b) authorization is required for all media removed from the organization and a record is kept of all such
removals to maintain an audit trail;

c) all media are stored in a safe, secure environment, in accordance with manufacturers' specifications.

61. Media is disposed of securely and safely when no longer required.

62. Procedures for the handling and storage of information exist and are followed in order to protect such information
from unauthorized disclosure or misuse.

63. | System documentation is protected from unauthorized access.
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11.2.7 System access management

The organization maintains controls to provide reasonable assurance that access to the management
component of a biometric system and access to a resource that is controlled by a biometric access control
system is limited to properly authorized individuals (see Table 7).

Table 7 — System access management

Control criteria: User access management

64. |Business requirements for access control are defined and documented in an access control policy which includes
at least the following:
a) roles and corresponding access permissions,
b) authentication process for each user,
c) segregation of duties, and
d) number of persons required to perform specific operations (e.g. n of m rule).

65. | | A formal user registration and deregistration procedure for granting access to all multicuser informatign systems
and services is followed.

66. | | The allocation and use of privileges is restricted and controlled.

67. | | The allocation of passwords is controlled through a formal management process.

68. Users' access rights are reviewed at regular intervals.
Control criteria: Network access control A\ -

69. Users are provided direct access to only those services thatthey have been specifically authorized tq use.

70. | | The path from the user terminal to computer services iscontrolled.

71. If permitted, access by remote users is subject to authentication.

72. Connections to remote computer systems are authenticated.

73. | | Access to diagnostic ports is securely controlied.

74. | | Controls (e.g. firewalls) are in place to protect the organization’s internal network domains from exterpal network
domains accessible by third parties

75. Controls are in place to limit theyservices (e.g. HTTP, FTP, etc.) available to users, in accordance with the
organization’s access controlpaolicies.

76. | |Routing controls are in place to ensure that computer connections and information flows do not breagh the access
control policy of the organization’s business applications.

77. | | The security attributes’of all network services used by the organization are documented by the organjzation.
Control crit}@dperating system access control

78. Automatic terminal identification is used to authenticate connections to specific locations and to portablg equipment.

79. | | Access\to'the organization’s systems uses a secure logon process.

80. | | All users have a unique identifier (user ID) for their personal and sole use, so that activities can be trgced to the
individual responsible.

81. | A password management system is in place to provide an effective, interactive facility, which ensures quality
passwords.

82. | Use of system utility programs are restricted and tightly controlled.

83. If required, based on a risk assessment, duress alarms are provided for users who might be the target of coercion.

84. Inactive terminals serving biometric systems time out after a defined period of inactivity to prevent access by
unauthorized persons.

85. Restrictions on connection times are used to provide additional security for high-risk applications.
Control criteria: Application access control

86. Access to information and application system functions are restricted in accordance with the access control policy.

87. |Access to program source libraries is restricted and controlled.
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11.2.8 Systems development and maintenance

The organization maintains controls to provide reasonable assurance that systems development and
maintenance activities are properly authorized to maintain system integrity (see Table 8).

Table 8 — Systems development and maintenance

Control criteria: Systems development and maintenance

88. Business requirements for new systems, or enhancements to existing systems, specify the requirements for
controls.

o

89. Chan¢e control criteria exist and these are followed for the implementation of software on operational system

90. Chan*e control criteria exist and these are followed for scheduled software releases and modifications

91. Chancl;e control criteria exist and these are followed for emergency software fixes.

92. Test data is protected and controlled.

93. | Strict fontrol is maintained over access to program source libraries.

94. | The implementation of changes is strictly controlled by the use of formal change controlcriteria, to minimize the
risk of| corruption of information systems.

95. | Appligation systems are reviewed and tested when operating system changes-oceur.

96. Modifications to software packages are discouraged and essential changes are strictly controlled.

97. The plirchase, use and modification of software is controlled and checked to protect against possible covert
channels and Trojan code.

98. Contrgls are applied to secure outsourced software development.

11.2.9 Busihess continuity management

The organization maintains controls to provide reasonable assurance of continuity of operations in the gvent
of a disaster|or key compromise (see Table 9).

36 © ISO 2008 — All rights reserved


https://standardsiso.com/api/?name=29595bc28a74833a2f96786cd75f8b24

ISO 19092:2008(E)

Table 9 — Business continuity management

Control criteria: Business continuity management process

99. [The organization has a managed process for developing and maintaining its business continuity plans.

100. | The organization has a business continuity planning strategy based on an appropriate risk assessment.

101. | A single framework of business continuity plans is maintained to ensure that all plans are consistent and to
identify priorities for testing and maintenance.

102. |Business continuity plans are tested regularly and maintained by regular reviews to ensure that they are up to
date and effective.

103.[ [ The organization's busiNess contnuity plans imnclude disaster recovery processes for all critical compgnents of a
biometric system, including the hardware, software and keys, in the event of a failure of one or mere pf these
components.

104.| | Disaster recovery processes are in place to provide for the event that a critical security compenent is
compromised.

105.| | Backup copies of essential business information and software are regularly made., The security requifements of
these copies are consistent with the controls for the information backed up.

106.| | Fall-back equipment and backup media are sited at a safe distance to avoid ‘damage from disaster aff the main
site.

107.] | The recovery procedures used, if computing resources, software, and/or data are corrupted or suspefted to be
corrupted, describe:

a) how a physically secure environment is re-established,

b)  which biometric templates are terminated,

¢) under what circumstances the system cryptographic keys are destroyed or archived,
d) how the new cryptographic keys (if any) are seeurely distributed, and

e) how the subjects are re-enrolled.

108.| | The biometric system continuity plan includes procedures for securing its facility during the period of fime
following a natural or other disaster, and before a secure environment is re-established, either at the priginal site
or a remote hot site.

Control criteria: Key compr@se

109.| | The organization’s business.continuity plan for key compromise addresses who is notified and what 3ctions are
taken with system software.and hardware, symmetric and asymmetric keys, previously generated signatures and
encrypted data.

11.2]10 Monitoring and compliance

See

brganization maintains controls to provide reasonable assurance that:

he.organization complies with legal requirements;

compliance with the organization’s security policies and procedures is ensured;

the effectiveness of the system audit process is maximized and interference to/from the system audit
process is minimized; and

unauthorized system usage is detected.

Table 10.
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Table 10 — Monitoring and compliance

Control criteria: Compliance with legal and regulatory requirements

110. [The organization has procedures to ensure that all relevant statutory, regulatory and contractual requirements are
explicitly defined and documented for each information system.

111. [Appropriate procedures are implemented to ensure compliance with legal restrictions on the use of material in
respect of intellectual property rights, and on the use of proprietary software products.

112. [Important records of an organization are protected from loss, destruction and falsification (see 9.7).

113. | Procedures exist to ensure that personal information is protected in accordance with relevant legislation.

114. | Mana@ement authorizes the Use of mformation-processing raciites, and controls are applied 10 prevent the
misusk of such facilities.

115. | Controls are in place to ensure compliance with national agreements, laws, regulations or other instruments t¢
contrdl the access to or use of cryptographic controls.

116. [ The ofganization’s biometric system confidentiality policies and procedures address the following:
a) the types of information that shall be kept confidential;

b) the types of information that are not considered confidential;

c) the policy on release of information to law-enforcement officials;

d) imformation that can be revealed as part of civil discovery;

e) the conditions upon which information may be disclosed upon the owner’s request; and

f)  dny other circumstances under which confidential information may. be disclosed.

)
Contrpl criteria: Review of security policy and technical com,@ance

117. | Managers are responsible for ensuring that security procedures within their area of responsibility are carried qut
corredtly.

118. [ The ofganization’s biometric system is subject to regular review to ensure compliance with security policies and
standards.

119. | The ofganization’s biometric system is periodically checked for compliance with security implementation
standards.

Contrpl criteria: System audit consi@aﬁons

120. | Auditq of operational systems are planned and performed such as to minimize the risk of disruptions to busingss
processes.

121. [Access to system audit tools-iS)protected to prevent possible misuse or compromise.

Contrpl criteria: Mon@;ﬁg system access and use

122. | Procefures for moniforing the use of biometric systems are established and the results of the monitoring actiities
are reyiewed redularly.

123. | Audit ogs recording exceptions and other security-relevant events are produced and retained for an agreed
period, to“assist in future investigations and access control monitoring.

124 P a £ H'S H ko £ L $ac ot 'H + £, HHH tablaolaodl ot 1+ f
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the monitoring activities are reviewed regularly.
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Event journaling

The organization maintains controls to provide reasonable assurance that:

significant environmental, key management and biometric information life-cycle events are accurately and
completely logged;

the confidentiality and integrity of active and archived event journals is maintained;

event journals are completely and confidentially archived in accordance with disclosed business
practices; and

— fauthorized personnel review event journals periodically.
See [Table 11.
Table 11 — Event journaling
Control criteria: Event journals X O\U
125.| | The biometric system generates automatic (electronic) and manual event’journals as appropriate.
126.| | Elements to be included in all journal entries include (synchronise with9.8):
a) date and time of the entry;
b) serial or sequence number of entry;
c) type of entry;
d) source (terminal, port, location, customer, etc.);
e) identity of the entity making the journal entry,
Control criteria: Events logged ,-\A\
127.| | Biometric enrolment information to be journalized includes:
a) type of identification document(s)presented by the applicant;
b) a record of unique identification data, numbers, or a combination thereof (e.g. applicant's dfiving licence
number) of identification dosuments, if applicable;
c) storage location of copies of applications and identification documents;
d) identity of entity aceepting the application;
e) method usedtoValidate identification documents, if any; and
f)  name of enroller, if applicable.
128.| | Events to bejournalized in the event journal(s) concerning keying material include the following:
a) generation and installation of cryptographic keys;
b), {sbackup and/or recovery of cryptographic keys;
¢), * withdrawal, destruction, or termination of keying material from service;
d) deposit or withdrawal of archived cryptographic keys; and
e) compromise of a symmetric key or asymmetric private key.
129. |Events to be journalized in the event journal(s) concerning cryptographic and biometric device life-cycle
management include the following:
a) device receipt;
b) entering or removing a device from storage;
c) device usage;
d) device de-installation;
e) designation of a device for service and repair; and
f)  device retirement.
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Table 11 (continued)

130.

Secur

ity-sensitive events to be journalized:

a) security-sensitive files or records read or written, including the event journal;

b) deletion of security-sensitive data;

c) security profile changes;

d) use of authentication mechanisms, both successful and unsuccessful (including multiple failed authentication
attempts);

e) system crashes, hardware failures and other anomalies;

f) 4

9) d
h) d

i) 4

ctions taken by computer operators and system administrators and/or system security officers;
hange of affiliation of an entity;
ecisions to bypass encryption/authentication processes or procedures; and

ccess to the biometric system or any component thereof.

131.

Additi
and id

a) T
b) d
c) 4
d) ¢

bnal considerations for high-risk applications where non-repudiation is necessary,concerning verific
entification:

btention of the biometric sample captured and used in the authentication;
eletion of the retained biometric sample on a predetermined basis;
bility to validate the original verification or identification results; and

rotection mechanisms to prevent replay of a legitimate biometric sample.

ation

132.

Event
inform

journals do not record the plain text values of any symmetrié keys, asymmetric private keys, or bioni
ation.

etric

133.

Comp

uter clocks are synchronized for accurate recording.

Contr

ol criteria: Event journal protection A\Q

134.

Curre
destry

nt and archived event journals are maintained in a form that prevents unauthorized modificatig
ction.

135.

Curre

nt and archived automated event journals are protected from modification or substitution.

136.

The p

ivate key used for signing event journals is not used for any other purpose.

Contr

pl criteria: Event journal ap@l

137.

The b

ometric system archives,event journal data on a periodic basis.

138.

A per
archiv
proce

odic risk assessment has been performed to determine the appropriate length of time for retentid
ed event journals,“a@s part of a continuous programme for the assessment of threats and mitig
ESEs.

n of
ating

Contr

- > .
ol crlterle?@view of event journal

139.

Curre
reaso

nt and_archived event journals may only be retrieved by authorized individuals for valid business or se
NS.

urity

140.

Event

journals are reviewed periodically.

141.

The review of current and archived event journals includes a validation of the event journals’ integrity, and the
identification and follow-up of exceptional, unauthorized or suspicious activity.

40
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Key management life-cycle controls

1 Key generation

The organization maintains controls to provide reasonable assurance that keys are generated in accordance
with industry standards (see Table 12).

Table 12 — Key generation

Control criteria: Key generation

142. | Key generation uses a random bit generator (RBG) or pseudo random bit generator (PRBG), as specified in
ISO/IEC 18031.
143.| | When prime numbers are needed, key generation uses a prime number generator, as specified.in
ISO/IEC 18032.
144.| | Key generation occurs within a secure cryptographic device meeting the equivalent of
— Level 3 requirements from ISO/IEC 19790, or
— Level 2 requirements from ISO/IEC 19790 contained within a physically secure environment.
145.| | Key generation takes place in a physically controlled environment.
146.| | Key generation requires dual control by authorized personnel.
147.] | Key generation uses a key generation algorithm, as specified in an ISO (er equivalent national) standard.
148.| | Key generation results in key sizes in accordance with the applicable)BISMS practices and procedurgs.
149.| | The trustworthiness of the hardware/software used for key generation and the interfaces to the hardware/software
are tested and verified before usage.
150.| | Key generation is recorded in the event journal.
11.3]2 Key storage, backup and recovery

The
main

brganization maintains controls to provide«<reasonable assurance that private keys remain corjfidential and
tain their integrity (see Table 13).

Table 13 — Key storage, backup and recovery

Control criteria: Key sto,r_@\T)ackup and recovery

151.| | If an asymmetric private Key or symmetric key is exported from a secure cryptographic module and moved to
secure storage for purposes of backup and recovery, then the cryptographic key is exported using a $ecure key
management schenie:

a) as ciphertext’under a key encryption key, used solely for the purpose as a KEK, with at least the equivalent
cryptogfraphic strength of a double length DEA key using Triple DES, or the strength of AES;

b) as.encrypted key fragments using dual control and split ownership, with the encryption used solely for that
purpose, with at least the equivalent cryptographic strength of a double length DEA key using Triple DES, or
the strength of AES;

c) » as clear text that is directly injected into another secure cryptographic module, such as a key fransportation
device using dual control: or

d) as symmetric key components under dual control and split knowledge.

152. |If an asymmetric private key or symmetric key is backed up, it is stored and recovered by authorized personnel
using dual control in a physically secured environment.

153. |If an asymmetric private key or symmetric key is backed up, recovery of the key is conducted in the same secure
schema used in the backup process, using dual control.

154. | Procedures are in place to ensure that the integrity of the asymmetric private key or symmetric key is maintained
throughout its life cycle.

155. | The permissible backup and recovery period for an asymmetric public key or symmetric key is in accordance with
the BISMS policy, practices, and procedures.

156. |Backup and recovery procedures are tested on a periodic basis in accordance with the BP and BPS.

157. |Key storage, backup and recovery actions are recorded in the event journal.
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11.3.3 Key distribution

The organization maintains controls to provide reasonable assurance that the integrity and authenticity of keys
are maintained during initial and subsequent distribution (see Table 14).

Table 14 — Key distribution

Control criteria: Public key distribution

158. | The integrity and authentication of origin of a biometric system’s public keys, and any associated parameters, are
provided via the use of a public key certificate.

159. [The d|stribution mechanism for the public key certificate is established and documented.

160. [The ppblic key certificate shall be changed (re-keyed) periodically according to the BISMS policy, practices’and
proceglures.

Contrpl criteria: Private key distribution O:l/

161. | The irtegrity and authenticity of an asymmetric private key and any associated parameters shall’ be maintained
throughout the distribution process, such as the injection of the key into a biometric reader device within a
physigally secure key generation/loading facility.

162. | The distribution mechanism for the private key is established and documented.

163. [Privatg key distribution actions by the biometric systems are recorded in the eventjournal.

Contrpl criteria: Symmetric key distribution Q\)

164. | The irtegrity and authenticity of a symmetric key and any associated parameters shall be maintained throughput
the distribution process, such as the injection of the key into a biometric reader device within a physically seclire
key g¢neration/loading facility.

165. | The djstribution mechanism for the symmetric key is established and documented.

166. | Symnijetric key distribution actions by the biometric system are recorded in the event journal.

11.3.4 Key hsage
The organization maintains controls to .previde reasonable assurance that keys are used only for [their

intended fun

ctions in their intended locations (see Table 15).

Table 15 — Key usage

Contr

ol criteria: Key @,‘Sé

167.

Crypt
during

A

I [«

— [=

graphic keys-are generated and used solely for their intended purpose, which is specified and docume
key generation, including:

symmetric key pairs for biometric data integrity and authentication of origin;

symmetric key pairs for biometric device authentication of origin;

hted

— symmetric keys for biometric data integrity and authentication of origin;

— symmetric keys for biometric device authentication of origin; and

— symmetric keys for biometric data confidentiality.

42
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11.3.5 Key destruction and archival

The organization maintains controls to provide reasonable assurance that

keys are completely destroyed at the end of their life cycle, and

archived keys remain confidential and are never put back into production.

92:2008(E)

See Table 16.
Table-16— Key destruction-and-archival

Control criteria: Key destruction ‘(\Q—U

168.| | The BP and BPS specify who is authorized to destroy the cryptographic keys, and how the cryptographic keys are
destroyed (e.g. token surrender, token destruction, or key overwrite).

169.| | All copies and fragments of cryptographic keys are destroyed at the end of the key life*eycle (with thg noted
exception of any archived keys).

170.| | Key destruction actions taken by the biometric system are recorded in the evéntjournal.
Control criteria: Key archival (§\\

171.| | The BP and BPS specify:
a) the identity of the archival agent(s);
b) the form in which the key is archived (e.g. encrypted, secret shares, components); and
c) the security controls specified on the archival mechanism.

172.| | Archived CA keys are subject to the same or greaterJevel of security controls as keys currently in usé.

173.| | All archived keys are destroyed at the end of the, archive period using dual control in a physically secpre
environment.

174.] | Mechanisms are in place to ensure that arehived keys are never put back into production.

175.] | Mechanisms are in place to ensure(that the archived keys are recoverable for the shortest time periogl technically
permissible.

176.| | Archived keys are periodically\verified to ensure that they are properly destroyed at the end of the ar¢hive period.

177.] | All archival access is recorded in the event journal.

11.3J6 Cryptographic¢cdevice life cycle

brganization‘maintains controls to provide reasonable assurance that:

access to cryptographic hardware is limited to properly authorized individuals, and

Cryptograpnic naraware I1s tunctioning correctly.

See Table 17.
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Table 17 — Cryptographic device life cycle

Control criteria: device shipment @

178. |[Policies and procedures require that cryptographic hardware be sent from the manufacturer via registered mail
using tamper-evident packaging.
Control criteria: Device receipt?
179. |Upon the receipt of cryptographic hardware from the manufacturer, authorized personnel inspect the tamper-
evident packaging to determine whether the seal is intact.
180. | Upon the receipt of cryptographic hardware from the manufacturer, acceptance testing and verification of
firmware settings is performed.
181. [Devicgs used for private key storage and recovery, and the interfaces to these devices, are tested before usage
for integrity.
182. | Devicg receipt is recorded in an event journal.
Contrpol criteria: Device pre-use storage °© cﬂ/ ’
183. [To prevent tampering, the cryptographic hardware shall be stored in a secure site, the access;to'which is limifed
to authorized personnel, and which has the following characteristics:
— inpventory control processes and procedures to manage the origination, arrival,_condition, departure| and
destination of each device;
— dccess control processes and procedures to limit physical access to authorized personnel;
— reporting of all successful or failed physical access attempts in an eventyjournal;
— incident processes and procedures to handle abnormal events, sécurity breaches, and investigation| and
reports; and
— dudit processes and procedures to verify the effectiveness of the controls.
184. Crypt(l»graphic hardware is stored in tamper-resistant packages:
185. | The handling of cryptographic hardware is performed in thé’presence of no less than two trusted employees.
186. |Entering or removing a device from storage is recorded in an event journal.
Control criteria: Device installation ¢ ,-\Jr\
187. | The irjstallation of cryptographic hardware is-managed procedurally by authorized personnel to prevent tampgring
or sulbstitution, such that:
— i]:stallation is performed in the presence of no less than two trusted employees;
— installation is performed using~automated initialization processes capable of remotely authenticating the
device.
188. [Device installation is recordedin an event journal.
Contrpl criteria: Devige{@;ge ©
189. [Docurmented policies@nd procedures exist and these are followed to verify correct processing on a periodic bpsis.
190. [Diagnpstic supp@rt)is provided during troubleshooting of CA cryptographic hardware, in the presence of no legs
than twyo trusted*employees.
191. [Devicg usage is recorded in an event journal.
Contriok-criteriaDevice-de-instaliation|
192. | The removal of cryptographic hardware is performed in the presence of no less than two trusted employees.
193. |Device de-installation is recorded in an event journal.
Control criteria: Device service and repair 9
194. [The service or repair site is a secure site with inventory control and access limited to authorized personnel.
195. | The process whereby cryptographic hardware is serviced or repaired with new hardware, firmware or software is
performed in the presence of no less than two trusted employees, unless the keys have been removed.
196. | The designation of a device for service and repair is recorded in an event journal.
197. | Upon the receipt of cryptographic hardware that has been serviced or repaired, acceptance testing and
verification of firmware settings are performed.
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Table 17 (continued)

Control criteria: Device retirement N

198. | The process whereby cryptographic hardware is disassembled and permanently removed from use is performed
in the presence of no less than two trusted employees.

199. |If the device is being permanently removed from service, then any key contained within the device that has been
used for any cryptographic purpose is erased from the device.

200. |If the device case is intended to provide tamper-evident characteristics and the device is being permanently
removed from service, then the case is destroyed.

201. [The device case is securely stored until its destruction.

202 DCV;MU IC‘liICIIIUI Ill ;b lUbUldUd ;II dllT ©VCTI Ii. quI I Idi.

Insta
e

f

9
h

a ['his stage is where the cryptographic device is shipped from the manufacturer to the organization.
b I'his stage is where the biometric system accepts the cryptographic device received from the manufacturer

¢ [his stage is where the cryptographic device has been received from the manufacturer, prior to ifistallation, apd stored in a
contrplled environment.

d ['his stage is where the cryptographic device has been removed from storage, installed into its pfoduction site, and readied for use.
lation includes the loading of all cryptographic keying material.

['his stage is where the cryptographic device is in full operational mode.

['his is the process whereby the cryptographic device is physically removed from production.
['his is the process whereby the cryptographic device is serviced or repaired with new_hardware, firmware, or software.
['his is the process whereby the cryptographic device is disassembled and thus permanently removed from use.

11.4] Biometric information life cycle

1.4

The

1 Enrolment
brganization maintains controls to provide reasonable assurance that
enrolees are properly identified and authenticated, and

enrolment of the enrolee's biometric data is accurate, authorized and complete.

See [lable 18.
Table 18 — Enrolment

Control criteria:ﬁEE@\lﬁlent request

203.| [ The authentication-procedures for individual enrolment and reference template creation conform to the BP and BPS.

204.| | The enrolmentprocedure requires that an individual enrolee shall prepare and submit the appropriate
identification credentials, commensurate with an appropriate level of assurance, as specified in the BP and BPS.

205.| | The énrolment procedure verifies the identity of the individual enrolee, in accordance with the BP and BPS.

206.| [The'enrolment procedure verifies the authority of the enrolee, in accordance with the BP and BPS.

207 .LLTFhe enrolment rnrnr‘nrh re verifies the idnnfify and the al |fhnrify of the enroller_in accordance with the BP and BPS.
Control criteria: Checking the enrolment data for errors and changes

208. [The enrolment procedure shall check the biometric data for quality and the enrolee’s identification credentials for
errors or omissions.

209. |If required by the BP and BPS, the biometric system verifies the uniqueness of the enrolee's biometric data and
claimed identity, and takes appropriate action, as specified in the BP and BPS.
Control criteria: Enrolee notification

210. | The biometric system issues an out-of-band notification to the enrolee when a reference template has been
generated and distributed.

211. | Where the biometric system could passively initiate an identification process as the customer activates the
application (e.g. insertion of an ATM card), the applicant enrolling in such a biometric verification system is made
aware of, and agrees to the use of, this procedure.
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11.4.2 Template life cycle

The organization maintains controls to provide reasonable assurance that biometric templates are properly
and securely generated, validated, stored, transmitted, distributed and terminated (see Table 19).

Table 19 — Template life cycle

Control criteria: Template generation

212. | The biometric reference template components used by the biometric system conform to and do not conflict with
the BP and BPS.

213. | The blometric system generates a biometric reference template that includes an identifier of the BP and may
include BPS identification.

214. | The blometric system generates a biometric reference template that includes a unique user identifier'in‘a criti¢al
template extension.

215. | The bjometric system generates a biometric reference template that includes a unique reference template isspier
identiffjer in a critical template extension.

216. | The blometric system ensures that the minimum number and type of authentication factors required for use of the
biometric reference templates it generates can be enforced by applications and deyices that conform to the
security policies and practices of the organization.

217. | The bjometric system ensures that the minimum number and type of biometfric identifiers required for use of the
biometric reference templates it generates can be enforced by applications’ and devices that conform to the
security policies and practices of the organization.

218. | The blometric system does not generate reference templates for two users with the same unique user identifi¢

-

219. | The blometric system does not generate reference templates for:two users with the same biometric data.

Contrpl criteria: Template validation . Q\Y‘
AN

220. |The bjometric system validates the newly generated template against the enrolee’s biometric data prior to
acceptance and/or distribution of the template.

221. | The blometric system validates that the newly 'generated template is relatively unique within the domain of
existing templates.

222. | The blometric system validates that the.newly generated template contains sufficient data points to achieve tHe
False [Match Error Rate for verification or identification, in accordance with the BP and BPS.

223. | The blometric system ensures that'the minimum number and type of alternate, fall-back authentication factorg 2,
when the biometric reference-templates it generates cannot be used for any reason, are enforced by applicatjons
and devices that conform.to.the security policies and practices of the organization.

224. | The blometric system-énsures that the minimum number and type of alternate, fall-back biometric factors @, when
the bipmetric reference templates it generates cannot be used for any reason, are enforced by applications apd
devicgs that conform to the security policies and practices of the organization.

N
Contrpl cri@ Template storage and transmission
ya

225. | The blomettic system ensures the integrity and authentication of origin of the template during transmission.

226. | The biometric system ensures the integrity and authentication of origin of the template whilst in storage.

227. | The biometric system ensures the access controls to the template during storage.
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Table 19 (continued)

Control criteria: Template distribution

228. | Templates are distributed within the biometric system using one or more of the following mechanisms.
a) The central model is where the template is stored in a single location, such as a database, containing all
other templates and accessed for verification or identification.
b) The distributed model is where the template is transmitted to one or more locations, containing some or all
other templates and accessed for verification or identification.
c) The token model is where the template is stored in removable media, such as a smart card, containing one
r—maaratamanlat £ diddual that e o A fora. 1fi 41 - | ifr tion
ofmere-termplatestforamindividuatthat-are-accessedforverfication-oridentiication:
229.| |If the central model is used, the biometric system has policies and procedures to acknowledge theé,sdcure delivery
of the template to the central storage site.
230.| | If the distributed model is used, the biometric system has policies and procedures to acknowledge the secure
delivery of the template to all storage sites.
231.| |If the token model is used, the biometric system has policies and procedures to acknewledge the sedure injection
of the template into the device and the issuance of the token to the enrolee.
232.| | Distribution acknowledgements are recorded in the event journal.
Control criteria: Template termination Vs O\
L
233.| | The BP and BPS specify who may terminate a template.
234.| | The BP and BPS specify under what circumstances a template’may be terminated.
235.| | The BP and BPS specify under what circumstances a template shall be terminated.
236.| | The biometric system verifies the identity and authority:of the individual (e.g. enrolee) requesting the fermination
of a template.
237.] | When feasible to do so, the biometric system natifies the enrolee in the event of a template terminatign.
238.| | Template termination requests are processed and validated in accordance with the requirements of the BP and
BPS.
239.| [ Template termination is recorded in\an event journal as described in Annex A.
240.| [When a template is terminated, all instances of the template are destroyed.

a
respq

n cases where the alternate,fall-back authentication factors are deemed to provide a weaker level of assurpnce, it is the
nsibility of the organization to_ensure that applications adjust access and entitlements accordingly.

1.4

The
secu

3 Verification‘and identification process controls

organization' maintains controls to provide reasonable assurance that verification and identification are
rely performed in accordance with parameters agreed upon (see Table 20).

© 1SO 2008 — All rights reserved 47


https://standardsiso.com/api/?name=29595bc28a74833a2f96786cd75f8b24

ISO 19092:2008(E)

Table 20 — Verification and identification process controls

Control criteria: Sample capture (raw data)

241. |Procedures and/or mechanisms are in place to ensure that the raw data can be accurately processed to create
the sample data with sufficient data points for entity authentication in accordance with the BP and BPS.

242. | Mechanisms are in place to ensure that alternate authentication is made available when the biometric mechanism
has failed, in accordance with the BP and BPS, which should consider that there is a risk of creating a serious
security hole when alternative mechanisms are used.

Control criteria: Sample transmission

243. |The integrity of the sample data during transmission is protected from modification.

244. | The apthenticity of the sample data during transmission is protected from substitution.

245. [ The npn-repudiation of the sample data during transmission is protected from masquerading, where applicabl
as defermined by BP and BPS.

o

|4
Contrpl criteria: Template transmission Q(b
N

246. | The irtegrity of the template during transmission is protected from deliberate or accidental modification.

247. | The apthenticity of the template during transmission is protected from substitution.

248. | The npn-repudiation of the template during transmission is protected from masquerading, where applicable, i
accorglance with the BP and BPS.

N
Contrl criteria: Matching (scoring) OQ

249. | The Fplse Match Error Rate is in accordance with the BP and BPS.

250. |[The rgsults of the matching (score) are protected from modificationrand substitution.

Contrpl criteria: Decision \\\\\

251. | The r¢sults of the decision (yes/no) are protected from madification and substitution.

11.4.4 Biometric device life-cycle controls

The organizgtion maintains controls to provide.reasonable assurance that

— access o biometric devices is limited'to properly authorized individuals, and
— biometric devices are functioning correctly.

See Table 2fl.
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Table 21 — Biometric device life-cycle controls

Control criteria: Device shipment?

252. | Practices and procedures require that biometric devices be sent from the manufacturer via a reliable shipping
process, using tamper-evident packaging.
Control criteria: Device receipt®
253. [Upon the receipt of biometric devices from the manufacturer, practices and procedures require that authorized
personnel inspect the tamper-evident packaging to determine whether the seal is intact.
254. | Device receipt is recorded in an event journal.
Control criteria: Device pre-use storage °© O
255.| [ To prevent tampering, the biometric device shall be stored in a controlled environment within the'storage facility,
access to which is limited to authorized personnel, and which has the following characteristi¢s:
— inventory control practices and procedures to manage the origination, arrivalc-condition, dpparture and
destination of each biometric device;
— access control practices and procedures to prevent physical access to the controlled enyironment by
unauthorized personnel;
— incident practices and procedures to handle abnormal events, security breaches, and inveptigation and
report; and
— audit practices and procedures to verify the effectiveness of the'controls.
256.| | An audit of the inventory control process to verify its accuracy.and-account for the location and statuq of each
biometric device is performed on a periodic basis.
257.| | All successful or failed physical access attempts are recorded in the event journal.
258.| [All incidents and their resolutions are recorded in thelevent journal.
259.| | An audit of the event journal is performed on a periodic basis to verify the access controls and incidept controls.
Control criteria: Device installation 9 . \0
260.| | The installation of a biometric device is\performed by an authorized individual.
261.| | The verification or identification capabilities of the biometric device are tested prior to activation.
262.| | The cryptographic capabilities of'the biometric device are tested prior to activation.
263.| | Device installation is recorded in an event journal.
Control criteria: [zgy#) ;Jsage ©
264.| [ Documented practices and procedures exist and are followed to verify correct processing on a periodic basis.
265.| | Documented¢practices and procedures exist and are followed to provide diagnostic support during
troubleshouoting.
266.| |Biometric devices meet or exceed the equivalent of Level 3 requirements from Annex D.
@n‘rol criteria: Device de-installation f
267. | The de-installation of a biometric device Is performed by an authorized individual.
268. | All biometric and/or cryptographic material is deleted from the biometric device.
269. |[Device de-installation is recorded in an event journal.
Control criteria: Device service and repair9
270. | The service or repair site is a controlled environment, with inventory control and access limited to authorized
personnel.
271. | The designation of a device for service and repair is recorded in an event journal.

© IS0 2008 — Al rights reserved 49


https://standardsiso.com/api/?name=29595bc28a74833a2f96786cd75f8b24

ISO 19092:2008(E)

Table 21 (continued)

Control criteria: Device retirement"

272. | The retirement of a biometric device is performed by an authorized individual.

273. | All biometric and/or cryptographic material is deleted from a retired biometric device.

274. |If the device case is intended to provide tamper-evident characteristics and the device is being permanently
removed from service, then the case is destroyed.

275. |Device retirement is recorded in an event journal.

b This stage

d

€  This stagq
f Thisis the
9 This is thg
h This is the

biometric systgmorto a third-party storage faciity:

@  This stage is where the biometric device is shipped from the manufacturer to a storage facility, either under the direct control of the

is where the storage facility accepts the biometric device received from the manufacturer.

€ This stag¢ is where the biometric device has been received from the manufacturer, prior to installation, and stored| in a stprage
facility with a cpntrolled environment.

This stag¢ is where the biometric device has been removed from storage, installed into its production site;~and readied for use.
Installation includes the loading of all cryptographic keying material and biometric templates.

is where the biometric device is in full operational mode.

process whereby the biometric device is physically removed from production.

process whereby the biometric device is serviced or repaired with new hardware, firmware, or software.

process whereby the biometric device is permanently removed from service.

11.4.5 Inted

rated Circuit Card (ICC) life-cycle controls

The organizgtion maintains controls to provide reasonable assurance that

— ICC preparation is securely controlled,

— ICC apq

lication preparation is securely controlled,

— ICC usgge is enabled prior to ICC issuance;

— ICCs arg securely stored and distributed,

— ICC deg

ctivation and reactivation are securely controlled, and

— the useof ICCs is securely-terminated for ICCs returned to the organization.

See Table 2P.

NJ

A more detdjiled deseription of life-cycle controls is provided in ISO/IEC 7816-11. Additional guidance or] ICC
use can be fpundiin ISO 10202.
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Table 22 — Integrated Circuit Card (ICC) life-cycle controls

Control criteria: ICC manufacturing @

276. | Prior to the stage when proprietary data enters the manufacturing process of the ICC (smart card), the security of
the manufacturing procedures is in accordance with the level of security as requested by the card issuer.
277. |From the stage when proprietary data (e.g. a proprietary cryptographic algorithm or a cryptographic key) and/or
other secret elements are combined with an IC, the following security requirements shall apply.
— All processes are conducted in a secure environment, where access is controlled and confidentiality of
proprietary data is maintained.
— Access to controlled areas of an IC is only through use of a production key (as specified in ISO 10202-3).
(Between each stage of manufacture, there may be a different production key.)
— During storage and transport, ICs and ICCs (e.g. smart cards) are physically protected ©r eryptographically
protected.
278.| | The following data is recorded in an IC for security audit purposes:
— IC manufacturer identifier,
— manufacturer's IC type identifier, and
— embedder/IC assembler identifier.
279.| | As part of the manufacturing process, the integrity of an IC is verified (e.g”by examining a statistical $ample) to
confirm that it corresponds to the agreed reference specifications.
280.| | Production of ICCs (e.g. smart cards) is properly authorized.
281.| | Documented procedures exist and these are followed to ensuré that ICCs (e.g. smart cards) are secyrely and
accurately processed and documented.
A
Control criteria: ICC personalization P Q\
282.| | The card issuer is responsible for the card personalization process.
283.| | The personalization process is under the coritrol of the appropriate cryptographic key(s) (as specified in
ISO 10202-3) and involves the loading of Common Data File (CDF) data and its IC-related cryptographic keys.
284.| | A card personalizer shall be recorded in*an IC for security audit purposes.
Control criteria: Common Da&File (CDF) activation ©
285.| | CDF activation is the responsibility of the card issuer.
286.| | CDF activation is conducted by a securely controlled process.
287.| | CDF activation takes_place at the end of the CDF personalization process, or as a separate process later.
288.| | CDF activation(is)indicated in the ICC (e.g. smart card).
289.| | The CDF agtivator identifier, date of activation and the CDF activator serial number should be recorded in the ICC
(e.g. smart ‘card) for security audit purposes.
(3?@ criteria: Application Data File (ADF) allocation ¢
290.| {This process is only conducted under the control of the card issuer.
291. [For protection against unauthorized ADF allocation, a cryptographic exchange is performed using the appropriate
cryptographic key (as specified in ISO 10202-3).
Control criteria: Application Data File (ADF) personalization ©
292. [The application supplier is responsible for the ADF personalization process.
293. | For protection against unauthorized personalization, a cryptographic exchange is performed using the appropriate

cryptographic key.
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Table 22 (continued)

Control criteria: Application Data File (ADF) activation f

294. | ADF activation is the responsibility of the application supplier.

295. | ADF activation is conducted by a securely controlled process.

296. |ADF activation takes place at the end of the ADF personalization process, or as a separate process later.

297. |ADF activation is indicated in the ICC (e.g. smart card).

298. | An ADF can only be activated when the CDF is either in a activated or in a reactivated state.

Contrelcriteria:--Smartcard-use

299. |An ICE (e.g. smart card) is not issued unless the card has been personalized.

300. |The I¢ is not usable for a financial transaction unless the CDF is in an activated or a reactivated state.

301. |Updafing of ADF security parameters is not possible without approval of the application supplier:

D

302. |For prptection against unauthorized modification, a cryptographic exchange is performed using the appropriat
cryptagraphic key (as specified in ISO 10202-3).

Contrpl criteria: Application Data File (ADF) deactivation \@\J

303. | ADF deactivation is indicated in the ICC (e.g. smart card).

304. |Only the application supplier is able to deactivate or define the conditions forthe deactivation of the ADF.

305. |While[the ADF is deactivated, the ADF cannot perform any financial transaction.

bl

306. |Readihg of an ADF and ADF reactivation may be performed under the-direct control of the application supplie

307. |For prptection against unauthorized deactivation of an ADF, a ¢ryptographic exchange is performed using the]
appropriate cryptographic key (as specified in ISO 10202-3).

Contrpl criteria: Common Data File (CDF) deactivatiﬂ’\e

308. | CDF deactivation is indicated in the ICC (e.g. smarticard).

309. |Only the card issuer is able to deactivate or define the conditions for the deactivation of the CDF.

310. |While[the CDF is deactivated, an ICC (e.g. smart card) cannot perform any financial transaction.

311. |Readihg of the CDF or CDF reactivation.thay be performed under the direct control of the card issuer.

312. |For prptection against unauthorized deactivation of the CDF, a cryptographic exchange is performed using thé
appropriate cryptographic key (as specified in ISO 10202-3).

Contrpl criteria: Commc}t@a File (CDF) reactivation

313. | CDF reactivation is indicated by an active status in the ICC (e.g. smart card).

314. |The pfocess of reactivating the CDF, so that the ICC (e.g. smart card) may again be used for financial
transdctions, is.conducted under the control of the card issuer.

315. | For prptectiopagainst unauthorized reactivation of the CDF, a cryptographic exchange is performed using thg
appropriate\cryptographic key (as specified in ISO 10202-3).

=4
Control criteria: Application Data File reactivation

316. | ADF reactivation is indicated by an active status in the ICC (e.g. smart card).

317. | The process of reactivating an ADF, so that it may again be used for financial transactions, is conducted under
the control of the application supplier.

318. | For protection against unauthorized reactivation of an ADF, a cryptographic exchange is performed using the
appropriate cryptographic key (as specified in ISO 10202-3).
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Table 22 (continued)

Control criteria: ICC distribution

319. |[Documented procedures exist and are followed to ensure that smart cards are securely distributed.

320. [ICCs (e.g. smart cards) are securely stored prior to distribution.

321. [Distribution of ICCs (e.g. smart cards) is logged in an event journal.
Control criteria: Application Data File (ADF) termination

322. | ADF termination is indicated in the ICC (e.g. smart card).

323. ADE terminationis-theresponsibility of the-application-supplier

324.] |In this state, an ADF is permanently disabled (no possible reactivation) from use for a financial transgction.

325.| | Preventing the termination of an ADF is the responsibility of the application supplier.

326.| | For protection against unauthorized termination of an ADF, a cryptographic exchange is performed using the
appropriate cryptographic key (as specified in ISO 10202-3).
Control criteria: Common Data File (CDF) termination A'\J

327.| | CDF termination is indicated in the ICC (e.g. smart card).

328.| | CDF termination is the responsibility of the card issuer.

329.] |In this state, the CDF is permanently disabled (no possible reactivation) from use for a financial transpction.

330.| [Preventing the termination of the CDF is the responsibility of the €ard issuer.

331.| |For protection against unauthorized termination of the CDF;‘a-Cryptographic exchange is performed ysing the
appropriate cryptographic key (as specified in ISO 1020243).
Control criteria: Key termination \\k\'\

332.| | After ADF termination, all cryptographic keys remaining in the ADF are disabled under the control of the
application supplier.

333.| | This process does not preclude the subsequent reading of previously readable information (as speciffed in
ISO 10202-3).

334.| | After CDF termination and the transfer of any residual values from an IC, all cryptographic keys remdfining in the
CDF are disabled under the control of the card issuer.

335.| | This process does not preclude the subsequent reading of the previously readable CDF information (gs specified
in ISO 10202-3).

336.| | After the termination-of all the keys, the cryptographic functions are disabled in such a way that they ¢annot be

used again.

and |
b

Cc

d

f

he smart-card mantifacturing process includes IC semi-conductor design and software design, IC manufacturing,
C embedding.

Bmart-card \preparation consists of two steps: card personalization and CDF activation.

'he €DF activation process prepares the ICC (smart card) for use in financial transactions by the cardholder.

IC assembling

\DF Jpreparation consists of three steps: ADF allocation, ADF personalization, and ADF activation. ADF allocati

n involves the

allocation of memory areas in an IC.
€ ADF personalization involves the loading of ADF-related keys and data.

ADF activation prepares an ADF for use in financial transactions by the cardholder.
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Annex A
(informative)

Event journal

A.1 General

The compliapce of any authentication system as to its consistency and accuracy are validated by eviden
an event joufnal providing an audit trail. An event journal is considered to have two states:

— the acti

— the arch

A.2 Management requirements

This Interna

maintained fo meet the control objectives specified in 11.2.11. The following are suggestions for mainta

the event jou

a) Mechanjisms should be in place to maintain the integrity of the‘dctive event journal, such that

— the
— the
— the
b) Mechan

c) The act

occurs fjrst.

d) Mechan
— the

— onl

e state, where events are captured in the event journal by the authentication meghanism;

ive state, where a journal has been removed from the active state and placed'in storage.

ional Standard requires that an event journal, whether electrfohic or manual, be generated

rnal.

deletion of an event entry can be detected,

addition of an event entry can be detected,.and

modification of an event entry can be\detected.

isms should be in place to provide authentication of the event journal’s origin.

ve event journal should be archived no less than every 30 days or every 3 000 events, whick

isms should be inCplace to provide access control over the active event journal, such that
active event journal cannot be replaced by an archived event journal,

authorized processes can add entries to the event journal,

ce of

and
ining

ever

— onl

authorized processes can delete entries from the event journal,

— only authorized processes can modify the event journal, and

— only authorized personnel can read the event journal.

e) The archive event should be captured in both the new active journal and the new archive journal, with at
least the following information:

— indi

cator denoting the archive event;

— date and time of the archive event;

— total number of event entries (optional);
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— subtotals by event type (optional);
— sequence numbers of the new archive journal and the new active journal.
f)  The archive journal should be kept up to a maximum time consistent with security policies and prudent

business practices, and legislative and regulatory requirements.

A.3 Content requirements

The following are journal recommendations for enrolment events.

a) [The following information shall be captured for each successful enrolment:
— successful enrolment event record indicator;

— date and time of the enrolment;

— template description (e.g. biometric header);

— enrolee identifier;

— enroller identifier;

— Biometric Policy under which the enrolment occurred;

— certificate serial number (optional);

— discretionary data (e.g. usage flags):

b) ['he following information should be-Captured for each failed enrolment:
— failed enrolment event record indicator;

— date and time of.the’enrolment failure;

— template description (e.g. biometric header);

— enrolee\identifier;

— enroller identifier;

enroller comments.:
L

— discretionary data (e.g. usage flags).

A.3.2 Verification and identification

The following are journal recommendations for verification events.
The following information shall be captured for each failed verification:
— failed verification event record indicator;

— date and time of the verification failure;
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— template description (e.g. biometric header);

— discretionary data (e.g. usage flags).

A.3.3 Termination and revocation
The following are journal recommendations for termination and revocation events.
The following information shall be captured for each termination and revocation:

— failed termination and revocation event record indicator:

— date ang time of the termination and revocation;
— referenge template;

— discretignary data (e.g. usage flags).

A.3.4 Transmission and storage
The following are journal recommendations for distribution events.
a) The follpwing information shall be captured for each addition to a storage system:
— addition to the database event record indicator;
— datg and time of the addition;
— tenjplate description (e.g. biometric header);
— enrplee identifier;
— enrpller identifier;
— cerfificate identification (optional);
— disg¢retionary data (e.g. usage flags).
b) The follpwing informationshall be captured for each modification to a template in a storage system:
— mofification of @template event record indicator;

— datg and'time of the modification;

tem nlata decerintion{e-a - biometric-header)
prate-aoS6HPpHOR6-g—ooetHEeaasH);

— reference template identifier;

— enrolee identifier;

— enroller identifier;

— certificate identification (optional);

— discretionary data (e.g. usage flags).
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c) The following information should be captured for each deletion in a storage system:
— indicator denoting a deletion from the database;
— date and time stamp of the deletion;
— reference template description;
— enrolee identifier;

— enroller identifier;

1+ certificate identification (optional);

1+— discretionary data (e.g. usage flags).

d) [The following information shall be captured for each injection of biometric infoffnation into a tq

1+— indicator denoting an issuance of a token;

+— date and time stamp;

1+— reference template description (e.g. biometric object identifier);
+ enroller identifier;

1— enrolee identifier;

1+ certificate identification (optional);

1+— discretionary data (e.g. usage flags).

e) ['he following summary information.should be captured daily:

1+— date and time stamp ofrwhen the summary record was generated;
1+— total number of additions, deletions and modifications to the storage system;
+— total number ©@f)successful enrolments;

1+— total number of failures to enrol;

1+ totalnumber of tokens issued with a biometric template;

1 =Dtotal number of successful verifications;

— total number of failed verifications;
— total number of successful identifications;

— total number of failed identifications;

ken:

— total number of adds and reads to the event journal, including the current summary record.
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Annex B
(normative)

Biometric enrolment

B.1 General

Enrolment ii
institution’s

Standard, it
that the bio
emanating f
otherwise un

the process whereby an individual’s biometric data is captured for intended use in accessin
inancial services or for internal use by employees. To meet the requirements of this Internat
s necessary for applicants to be enrolled at an authorized capture site. There shall belverific
etrics being recorded is that of the actual user. It is crucial that all biometric data:be validate
om an authorized capture site in order to preclude the possibility of insertion_af\false, spoof

wanted biometric data into the system. The enrolment process consists of the-following stepd:

g the
ional
ation
bd as
bd or

a) individugl identity verification;

b) biometric profile capture;

c) quality gheck and verification of ability to match; and

d) biometric data transmission and storage.

B.2 Identjfication criteria for an individual

The registra*ion authority at the authorized capturexstation is responsible for verifying that the indiviguals

enrolling with a biometric identification profile are “wheo they say they are”. The level of documentation reqpired

to verify identification is dependent on the value/risk involved in the financial services that will be accessible to
the enrolee| These documents and the colleetion mechanism are chosen based on the risk level of the
financial seryice, as in the following recommendations.

a) Low-risk financial services should,Tequire the registration authority to collect from the user pergonal
information (e.g. name, address,: driving licence number) and other financially related information|(e.g.
income,|employer, work address). In addition, at least two other forms of personal identification should be
required (e.g. credit cards,-state-issued driving licence, passport, utility bills).

b) Mediumtrisk financial‘sérvices should require the registration authority to collect from the user pergonal
and fingncial information. In addition, at least two other forms of personal identification should be required,
one of which shoeuld contain the applicant’'s photograph (e.g. credit cards, state-issued driving licence,
passport, utility bills).

c) High-riskfimanciatservices shoutdTequire @ semor Tegistratiom authority tocottect theuserspersomal and
financial information in person, with photo identification, multiple identification documents and a
recognized third-party notarized testimonial. A court officer, minister or medical doctor who has known the
applicant for at least two years should write this testimonial letter. The senior registration authority shall
verify the validity of at least two of the supplied identification documents and make verbal contact with the
individual authoring the testimonial letter. Copies of the legal documents, identification documents
supplied and the user's original written signature attesting to the accuracy and truthfulness of the
information should be kept on file at the biometric capture location, or at the site of the registration
authority if the enrolment point is at a third-party or remote location.
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B.3 Quality check and verification of ability to match

It is imperative that the biometric data captured be automatically checked for acceptable quality before the
applicant leaves the site. Experience has shown that human judgement of the acceptability of the captured
sample is not always accurate with many biometric systems. To guarantee that the biometric profile has been
accurately recorded and stored, a live match should be made of the applicant’s biometrics to the newly stored
biometric template.
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Annex C
(normative)

Security considerations

ral

This annex
possible poi
can be foung

C.2 Registration of an individual using false identity

Each user shall prove their identity to the biometric system owner before being allewed to enrol. This pro

assurance t
enrolled, ang
can enrol us

dentifies security considerations and possible attacks or weaknesses in biometric systems
nts of attack and a set of possible solutions are described when applicable. Further.inform
in Reference [16].

nat the biometric reference template is actually bound to the identity of the individual wha
not to a different person who the enrolee claims to be. Security is compromised if any indiV
ng a false identity (see Table C.1).

Table C.1 — False identity registration

The
ation

ides
has
idual

Pointg of entry or attack

\%
Protection mechanis@ Relevant component

enrolment pr

well-defined and controlled-enrolment
process

bcess capture
process

transmission

storage

C.3 Fraug

An attacker
fabrication i
separate ste

a) collectig

b) use of t

and use

| susceptibility within data collection “Synthetic attack”

fabricates an analoglie-of the real user’s biometric characteristic using captured information
subsequently used to impersonate the user to the biometric system. This attack involves

ps:
n of biometric information representing one or more other users’ biometric characteristic;

ne collected biometric information to fabricate a model or facsimile of the biometric characte
of'that model in a biometric reader.

The
two

istic,

It is impractical to prevent collection of biometric information from an individual, so the preventive measures
apply to the possible use of the fabricated model of the user’s biometric characteristic (see Table C.2).
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