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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards

bodies (ISO

member bodies). The work of preparing International Standards is normally carried out

through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

The set of International Standards that collectively refer to communications access for land mobile
(CALM) focus on the specification of open interfaces regarding the functionality required by all relevant
layers and entities of a Standard ITS station reference architecture.

These International Standards are designed to allow interoperable instantiations of ITS stations, which
are based on the concept of abstracting applications and services from the underlying communication
layers. This abstraction makes the ITS station architecture described herein ideally suited to the
development and deployment of Cooperative ITS applications and services.
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management, distributed ITS-S implementations, legacy communication mediadnter

as those designed for safety of both life and property.

‘undamental advantage of the CALM concept with respect to traditionalk’systems is t
ort vertical handovers between the various media that can be includediin a CALM systel
lanisms are defined within the CALM architecture International Stanidard (ISO 21217

bn management International Standard (ISO 24102).

ptwork layer, CALM [IPv6 networking I1SO 21210 and €©ALM 6LoWPAN networking
'mine the network protocols to support reachability at\a global IPv6 address for Wir
rorks (WSNs) based on the IEEE 802.15.4 access mediwim.

1 compliant networks (both in-vehicle and off*vehicle) are expected to interact wit}
amlessly exchange information. This shouldtbe true also for information retrievec

dispatched to any ITS-Station. As WSNs are largely based on low-cost Component
S), IETF has started the standardization,of a set of protocols at network and facility
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vireless personal area networks (LR*WPANSs) technologies. An important candidate a

esentational State TransferREST) protocol built on top of the UDP transport p
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INTERNATIONAL STANDARD

ISO 19080:2016(E)

Intelligent transport systems — Communications access
for land mobiles (CALM) — CoAP facility

1 Scope

This document describes the CoAP facilities between two or more ITS stations communicating over the

globgtimtermet ToMmMITUITICation TetwoTK:

It is dssumed that the reader is familiar with IETF specifications found in request for Ccemments (RFCs)
of individual CoAP and 6LoWPAN protocol blocks used within this document. This dod
not define a new protocol, a new exchange of messages at the CoAP layer, or new data s
definles how protocols standardized by IETF are combined so that ITS stations.can communicate with
one another using CoAP. Procedures defined to share information between-the CoAP layz
components of the ITS station architecture are defined in ISO 24102 serie$ (Management)
to thle requirements specified within this document, a number of notessand examples are
illusgrate CoAP main facilities.
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P1217:2014, Intelligent transport systems.s~ Communications access for land mobiles
tecture

14102-61), Intelligent transport systéms — Communications access for land mobiles (C.
bn management — Part 6: Path and flow management

RFC 6690, The Constrained'RESTful Environments (CoRE) Link Format
RFC 7252:2014, The Constrained Application Protocol (CoAP)
RFC 7641, Observing)Resources in the Constrained Application Protocol (CoAP)
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he purpeses of this document, the terms and definitions given in ISO 19079, ISO 2121
1248xISO 24102-3 and the following apply.
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EC Electropedia: available at http://www.electropedia.org/

SO Online browsing platform: available at http://www.iso.org/obp

ITS-S CoAP node
device/node that implements CoAP protocol

[SOU

RCE: IETF RFC 7252]

1) To be published.
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Endpoint

entity participating in the CoAP protocol

Note 1 to entry: Colloquially, an endpoint lives on a “node”, although “host” would be more consistent with
Internet standards usage, and is further identified by transport-layer multiplexing information that can include a
UDP port number and a security association.

[SOURCE: IETF RFC 7252]

3.3
ITS-S CoAP
originating

Client

bndpoint of a request; the destination endpoint of a response

[SOURCE: IHTF RFC 7252]

3.4

ITS-S Server

destination

endpoint of a request; the originating endpoint of a response

[SOURCE: IHTF RFC 7252]

3.5

confirmable message
message requiring an acknowledgement

Note 1 to ent

prompts exagtly one return message of type acknowledgement or.tyjpe reset.

[SOURCE: IHTF RFC 7252]

3.6

non-confirmable message
message nof requiring an acknowledgement

Note 1 to ent

such as repedted readings from a sensor.

[SOURCE: IHTF RFC 7252]

3.7
acknowled

bement message

message acknowledging that a specific confirmable message arrived

Note 1 to enftry: By itself, an acknowledgement message does not indicate success or failure of any re

encapsulated in the confirmable message.

[SOURCE: IHTF RFC 7252]

3.8

ry: These messages are called “confirmable”. When no packets are lost, each confirmable me

ssage

ry: This is particularly true for messages that are repeated regularly for application requirenpents,

quest

reset message
message indicating that a specific message (confirmable or non-confirmable) was received, but some
context is missing to properly process it

Note 1 to entry: This condition is usually caused when the receiving node has rebooted and has forgotten some
state that would be required to interpret the message. Provoking a reset message (e.g. by sending an empty

confirmable message) is also useful as an inexpensive check of the aliveness of an endpoint (“CoAP ping”).

[SOURCE: IETF RFC 7252]
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subject
resource in the namespace of an ITS-S CoAP server

Note 1 to entry: The state of the resource can change over time, ranging from infrequent updates to continuous

state
[SOU

3.10
obse

transformations.

RCE: IETF RFC 7641]

rver

ITS-S CoAP client that is interested in having a current representation of the resource ata

y given time

[soy

4 3

For {1
RFC

1

1

f

q

q

The first category (see 5.2) contains requirements applying to all ITS-S CoAP nodes an
equirements that are applicable to the diffetént types of CoAP nodes in each ITS sub-gystem.

The second category (see 5.3) contains«the requirements that define the CoAP functio
hat are mandatory for the implementation of “ITS-S CoAP nodes”. Two different gnodules are
detailed.

4 set of ITS-S architectufe depending on the specific application.

The fourth category(s€e 5.5) contain requirements defining which of the CoAP functio
gpecified in 5.3 and*5.4 are combined for each particular “ITS-S CoAP node” specified if 5.3.

RCE: IETF RFC 7641]

bymbols and abbreviated terms

he purposes of this document, symbols and abbreviated terms in 1S0721210, ISO
1944, IETF RFC 6282 apply.

Requirements

Categories

be 5 explains the relationship between the four categories of the requirements.

unctional modules of the C0AP protocol block. These optional features could be combin|

21217, IETF

] it specifies

nal modules

The third category (see 5.4)\contains optional features and functions specified aq one of the

ed to realize

nal modules
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Facilities
m Other Protocols

Information support

Figure 1 — Scope of this document within the architecture of an ITS-S

5.2 ITS-S nodes implementing CoOAP

5.2.1 General

As CoAP was designed according to the REST architecture, it thus exhibits functionality similar to that
of the HTTP protocol, it will support web style transactions originated or directed to 6LoWPAN nodes

in ITS stations (ISO 19079).

4 © IS0 2016 - All rights reserved
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For a better understanding of CoAP, the terminologies are specified in IETF RFC 7252 and the
“Terminologies behind constrained-node networks” in IETF RFC 7228. These documents shall serve as
the normative references for how to apply “CoAP” to ITS CALM.

IDvA] DA
. -
802.15.4 MAC ] 302.15.4 MAC

|
802.15.4 PHY | 802.15.4 PHY

6LoWPAN

6LowPAN

302.15.4 MAC

802.15.4 PHY

’V/VO

% Lionran 2 C
G

PL d cuboevcta
T O

aco n
aASCTU SUOSy STCTIT

A station implementing CoAP (in a PAN) is pictorially represented in Figure 2 together with its
connections with other CoAP nodes in the same 6LoWPAN (IETF RFC 4919, IETF RFC 4944, IETF
RFC 6282), eventually exploiting the multi-hop forwarding module featured by ad-hoc routers. The
forwarding service established with peers of the Internet is also shown leveraging the functionality
provided by a “6LoWPAN Border Router” equipped with at least two MAC interfaces.

The CoAP-based ITS stations can notably take part in the “road-side” and “vehicular” subsystems as
pictorially shown in ISO 21217:2014, Figure 16, although this protocol instantiated at the facility layer
does not depend on the actual network topology. The other scenarios will not be discussed in this
document due to the reduced impact they provide on the C-ITS general architecture.

© IS0 2016 - All rights reserved 5
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Although CoAP is a UDP-dependent standard applicable to every layer-3 protocol, its most popular
implementation is the one connected with 6LoWPAN. The latter will be considered in the remainder of

this document.

5.2.2 Requirements on all ITS-S CoAP nodes

This subclause specifies the functional requirements of all ITS stations implementing CoAP in an “ITS-S
6LoWPAN” as shown in the scenario of Figure 3. This figure depicts two possible ITS-S subsystems
that utilize CoAP protocol to realize communication between constrained devices, e.g. WSNs and the

internet.

An “ITS-S C¢AP node” shall implement CoAP in accordance with IETF RFC 7252 and IETF RFC 6699.

C-ITS Vehicular Segment

" Other Backhaul channel
(e.g. 3/4G)

o

Sensors [ Actuators

(e.g. Traffic detector,
barrier switch, VYMS)

IEEE8B02.1

‘-‘-‘_‘_""‘-—-—__

Connect to the roadside
IEEEB02.11p)

}Q—liéher ITS .

o

Figure 3 — Example CoAP nodes in ITS

<4 C-ITS Road Side

IEEE802.15.4 / 6LOWPAN / CoAP

ITS-S CoAP nodes could be used in Traffic variable message systems (VMSs), ITS weather stations and
transportation and logistics applications. The network of wireless sensor nodes deployed in these

categories shall be prescribed as ITS-S CoAP nodes.

6 © IS0 2016 - All rights reserved
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Roadside ITS System

( ITS-S Host

Roadside ITS-S Gateway

~

Propietary

In al

f/’——— /
,,,,,,,, ?z’,AA}/
i
N
Figure 4 — Extended road-side sub-systems (ISO 21210 and I 217) including CoAP
g\\
: & )
Facilities
’WO QQ
Session / communication support \\
i ()
3 N Vehicle ITS station )
e R A [ ITS-S host
ITS-S router
ECU ITS station-internal network
P) etary in-vehicle network
2
§ Figure 5 — Extended vehicular ITS sub-system including CoAP
g&ups (see Figures 4 and 5), the deployment will include a set of ITS CoAP nodes jaddressable

from the internet through a ITS 6LoWPAN border router (or mobile router in the case of vehicles), as
specified in ISO 19079.

5.3

CoAP functional modules

5.3.1 General

This subclause specifies what CoAP functions are required by an ITS-S CoAP node. These functions are
put together in three different modules. 5.5 specifies which of these modules are required for each type
of ITS-S CoAP node specified in 5.2. This separation into modules simplifies the specification of CoAP
functions.

© ISO 2016 - All rights reserved
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Figure 6 illustrates how these functional modules are mapped to the CoAP facilities functional block of
the ITS station reference architecture.

L oo

o == ~
L ‘\ CoAP ‘/l Other Protocols | ) CoAP
>t Information support “'3‘_, management ootional
= 1" ptiona
f jon / communication module
| ' Session / : support | 1 module

' SO =

Ehaall

l
|

S Transpat | | TCPUDP | |
I I e
| Local || ool e Mokility || |

>z 7 >
5 AR R
4 ) i ! i
R

Figure 6 — CoAP functional modules

5.3.2 CoAP management module

5.3.2.1 Géneral

The CoAP mjanagement module shall implement some functions defined in the CoRE Link Format ([ETF
RFC 6690) dnd theCoAP (IETF RFC 7252).

These functicon$Sare used hy an ITS-S CoAP node to enable resource Hicr‘nvpryy resource directorvy and
resource observation of the available resources on an ITS-S CoAP node.

With the aim of offering generic services performing similar common actions at the ITS-S facilities layer
to all applications, as standardized in ISO 21217 the CoAP management module shall:

a) request default settings from the ITS station management entity through the MF-SAP using MF-
COMMAND.request instructions as specified in [SO 24102-6;

b) use the procedures defined in ISO 17429 for the exchange of information between the ITS station
facilities layer and the ITS-S application processes.

5.3.2.2 Message formatting

For clarity, the mechanism of message formatting is included below.

8 © IS0 2016 - All rights reserved
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Message Formatting: The CoAP message definition used in an ITS-S system shall be encoded in a
simple binary format, which by default are transported over UDP i.e., every CoAP message occupies the
data section of one UDP datagram. The CoAP message starts with a fixed-size of 4-byte header that is
followed by a variable-length token value, which can be between 0 and 8 byte long. Following the Token
value comes a sequence of zero or more CoAP Options in Type-Length-Value (TLV) format, optionally
followed by a payload that takes up the rest of the datagram. Figure 6 shows an example message
format (see IETF RFC 7252).

0 1 2 3
0123456789 012345678901234567189°01
Bt T o e e e e e e e e e e e e S e e e e e S e S S e e e e e e e

|[Ver| T | TKL | Code | Message 1D
+—f—t+—+—+—t+—+—+—+—+—F—F—F—F—F—F—F—F—F—F—F—F—t—F—tF—+—+—+ -+ —H-+—+
| Token (if any, TKL bytes)
+—f—t—t—t—t—t—t—Ft—F—F—F—F—F—F—F—F—F—F—F—F—tF—F—t—+—+—t Lt —+—
| Options (if any)
+-f—+—+—t—+—+—+—+—+—F—F—F—F—F—F—F—F—F+—F+—+—t+—+—+—t=t "+ —+—+—+—
[1]1 1 1 1 1 1 1} Payload (if any)
+—f—+—+—t—t—+—+—+—+—F—F—F—F—F—F—F—F—F—F—+—+—+ St >+ -+ —+—+—+—+—

+

+

Figure 7 — Message format

The fields in the header are defined as follows:

ions of this
re versions.

Vers
spec
Mesq

Typq

confi
type

Toke

jion (Ver): 2-bit unsigned integer indicates.the CoAP version number. Implementat
fication MUST set this field to 1 (01 bina¥y). Other values are reserved for futu
ages with unknown version numbers MUST be silently ignored.

(T): 2-bit unsigned integer indicates if this message is of type Confirmable (0)
rmable (1) (NON), Acknowledgement (2) (ACK), or Reset (3) (RST). The semantics of th
5 are defined in IETF RFC 7252:2014, Clause 4.

(CON), Non-
Ese message

byte
Codd

signifficant bits), docimented as “c.dd” where “c” is a digit from 0 to 7 for the 3-bit subfield

two
(2), 4
a spH
requ

n Length (TKL): 4-bit unSigned integer, indicates the length of the variable-length To
). Lengths 9-15 are reserved, MUST NOT be sent, and MUST be processed as a message

: 8-bit unsigned ifiteger, split into a 3-bit class (most significant bits) and a 5-bit

ligits from 00te 31 for the 5-bit subfield. The class can indicate a request (0), a succq
client errgsresponse (4), or a server error response (5). (All other class values are r
cial casé, Code 0.00 indicates an empty message. In case of a request, the code field i
st method; in case of a response, a response code. The semantics of requests and r¢

T

n field (0-8
rmat error.

Hetail (least
hnd “dd” are
SS response
bserved.) As
ndicates the
sponses are

defined/in IETF RFC 7252:2014, Clause 5.

Message ID: 16-bit unsigned integer in network byte order. Used to detect message duplication and
to match messages of type acknowledgement/reset to messages of type confirmable/non-confirmable.
The rules for generating a message ID and matching messages are defined in IETF RFC 7252:2014,
Clause 4.

5.3.2.3 Resource Discovery

With this service an ITS-S CoAP node will discover on-line resources using the CoRE Link Format
(IETF RFC 6690). An ITS-S CoAP node (end-point) could be implemented either as a server or a client
node. This CoAP node shall implement a resource discovery as either a unicast or multicast. When an
ITS-S CoAP server node’s IP address is known unicast discovery is used to locate the entry point to the
interested resource. This function is performed using a GET to “/.well-known/core” (shown in Figure 8)
on the ITS-S server node, which returns a payload in the CoRE Link Format. An ITS-S CoAP node as a

© ISO 2016 - All rights reserved
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client would then match the appropriate URI, resource type, interface description, content-type and
media type, etc. with the specific directives of the final application.

A multicast resource discovery is useful if the ITS-S CoAP node needs to discover a resource within
a limited scope, which supports a multicast. The GET request to “/well-known/core” on the ITS-S
server node is made. Same as with the unicast, the multicast resource discovery is located based on the
resource type, interface description and other ITS-S specific attributes. An example implementation of
a CoAP server and client targeted for logistic transportation is described in Reference [12].

=z
= > = [T
@ |(ErE— =0
ITS-S CoAlP Server Proxy (cross-proxy) HTTP Cliari€

HTTP GET /image

A

CON GET /image
-

ACH max-age=30s 2.05 Content"</image>}.."

200 OK "</image>=-"

Y

( cache/image )

HTTP GET /image
-

(_cache fresh )

200 OK "</image>..."

Y

Figure 8 —Resource discovery

To increase Interoperability in a CoRE environment, a CoAP endpoint shall supportthe CoRE Link Format
of discoverdble resources as describéd)in IETF RFC 6690, except where fully manual configuration is
desired.

5.3.2.4 Reésource observe

The ITS-S (oAP node shall implement the CoAP core protocol specified in IETF RFC 7641 wijith a
mechanism [for an I'TS;:§CoAP client to “observe” a resource on an ITS-S CoAP server. The ITS-S CoAP
client retrigves a representation of the resource and requests this representation be updated by the
ITS-S server| as long'as the ITS-S client is interested in the resource.

10 © IS0 2016 - All rights reserved
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| |
| Registration |
Fmm e > |
| |
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| Notification |
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| Notification |
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Figure 9 — Observer designpattern

own in Figure 9, the observer design pattern shall berealized in an ITS-S CoAP networ

ect: In the context of CoAP, the subject is a resource in the namespace of an ITS-S (
btate of the resource can change over time,ranging from infrequent updates to cont
formations.

rver: An observer is an ITS-S CoAP «client that is interested in having a current repre
psource at any given time.

stration: An ITS-S CoAP client registers its interest in a resource by initiating an ex
bst to the server. In addition to returning a representation of the target resource,
s the ITS-S CoAP serverto-add the client to the list of observers of the resource.

ication: Wheneverthe‘state of a resource changes, the ITS-S CoAP server shall notify ¢
st of observers of the resource. Each notification is an additional CoAP response sent

Fesource state:

Responses sent by ITS-S CoAP server: As notifications are just additional response
CoAPserver in response to a GET request, they are subject to caching as defined in IETF RFC 7
.5).

k as follows:

0AP server.
nuous state

sentation of

tended GET
this request

ach client in
by the ITS-S

server in response to the GET request and this includes a complete, updated representation of the

s sent by the
252:2014, 5.6

5.3.3 CoAP security module

The

is TL

© ISO

ITS-S CoAP security module has the same security considerations as described in
IETF RFC 7252:2014, Clauses 9 and 11. Just as HTTP is secured using transport layer security (TLS)
over TCP, CoAP is secured using datagram TLS (DTLS) (IETF RFC 6347) over UDP (see Figure 10). DTLS

S with added features to deal with the unreliable nature of the UDP transport.

2016 - All rights reserved
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including an
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with applic3
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IETF RFC 7]
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e -
| Application |
e -
e -
| Requests/Responses |
| - | COAP
| Messages |
Fe—————— e ————— F
e +
| DTLS |
e -
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| UDP |
e +

shown in IETF RFC 7252.
Figure 10 — DTLS-secured:CoAP

constrained nodes (limited flash and/or RAM) and networks (limited bandwidth or
equirements), and depending on the specific cipher suites in use, all modes of DTLS
cable. Some DTLS cipher suites can add significant implementation complexity, as w
handshake overhead needed whef;setting up the security association. Once the i

y initialization vectors/nonce (e.g. 8 bytes with TLS_PSK_WITH_AES_128_CCM_8, see
ntegrity check values and-padding required by the cipher suite. Whether the use of a

LS is applicable for an I'FS:€0AP-based application should be carefully weighed consid
cipher suites that may-be“applicable, whether the session maintenance makes it comp4
tion flows, and whether sufficient resources are available on the constrained nodes an
btwork overhead:.

known/core’/résource MAY be protected, e.g. using datagram transport layer sec
bwing the\approach of IETF RFC 6347, when hosted on an ITS-S CoAP server aj
52:2014;,,9.1. Some ITS-S CoAP servers might provide resource discovery services to
ht are\trusted to different levels.

For a better

s completed, DTLS adds a limited per-datagram overhead of approximately 13 byteg,

high
may
bl]l as
nitial
not
IETF
riven
Pring
tible
d for

urity
per
) mix

nndprcf:mdlnc of CoAP security, the CoAP hlndlnoc are cnpmfmd in IETEF REC 728

P, i.e.

“defining DTLS binding to CoAP” in Clause 9. This document shall serve as the normative reference on
how to apply “CoAP security” to CoAP nodes in ITS CALM.

5.4 Optional module

5.4.1 General

This module specifies other features and functions that could be realized by an ITS-S CoAP node.
Features such as CoAP/HTTP interoperability, resource directory and blockwise transfer could be
implemented as optional features depending on the network type.

12
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5.4.2 CoAP/HTTP interoperability

5.4.2.1 General

In an ITS-S network where information would increasingly converge to the HTTP, one important
optional feature of CoAP implementation would be the HTTP interoperability. This interoperability
shall ensure that:

— the URI does not change between CoAP and HTTP;

— HTTP/CoAP mapping is performed by a proxy.

HTTP shall access available resources on an ITS-S CoAP node using the same URI. Forrgxample, the
ITS-§ CoAP resource “//itsnode.coap.monitor.net/temperature”, shall be accessed using CoAP at the
URI {coap://itsnode.coap.monitor.net/temperature”, and similarly using HTTP the resourfe would be
accegsed at http://itsnode.coap.monitor.net/temperature. And this mapping shall be pgrformed by
using the proxy option.

=]
= T S I
© =" i
I15-S CoAP Server Proxy (cross-proxy) HTTPlClient

HTTP GET /image

A

CON GET /image

—
-

ACK max-age=30s 2.05 Content"</image>}

200 OK "</image>..."

Y

( cache/image )

HTTP GET /image
-

(: cache fresh )

200 OK "</image>..."

Y

Figure 11 — Proxying and caching features

5.4.2.2 , Proxy feature

As CH i (onad . . . b . oo
of the HTTP protocol 1t is qulte stralghtforward to map from CoAP to HTTP and from HTTP to CoAP.
Such a mapping may be used to realize an HTTP REST interface using CoAP or to convert between HTTP
and CoAP. This conversion can be carried out by a cross-protocol proxy (“cross-proxy”), which converts
the method or response code, media type, and options to the corresponding HTTP feature. A proxy is
a CoAP endpoint (see Figure 11) that can be tasked by COoAP/HTTP clients to perform requests on their
behalf. IETF RFC 7252:2014, Clause 5 more details about HTTP mapping.

The proxy referred to HTTP-CoAP cross-protocol proxy (HC)[13] shall provide a cross-protocol mapping
between the HTTP-CoAP. Two kinds of HC proxies may exist:

— 1-way proxy: This proxy shall map from a client of a protocol, e.g. CoAP to a server of another
protocol, e.g. HTTP and not vice versa.

© IS0 2016 - All rights reserved 13
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— 2-way proxy (bidirectional): This proxy shall map from a client of both protocols (in this case CoAP
and HTTP) to a server of the other protocol, e.g. COAP or HTTP.

These proxies shall be realized using the below general types of proxies:

— Forward proxy (F): It is a type of proxy known by an ITS-S client (either CoAP or HTTP) used to
access a specific cross-protocol server (respectively HTTP or CoAP). Main feature: server(s) do not
require to be known in advance by the proxy [zero server configuration (ZSC)].

— Reverse proxy (R): It is known by the client to be the server, however for a subset of resources
it works as a proxy, by knowing the real server(s) serving each resource. When a cross-protocol
resourcei i ' i the
real serjver (running a different protocol). If a response is received by the reverse proxy, itwill be
mapped, if possible, to the original protocol and sent back to the client. Main feature: client(s) do not
requirejto be known in advance by the proxy [zero server configuration (ZSC)].

— Transpdrent (or Intercepting) proxy (I): This proxy can intercept any origin protocol'request (HTTP
or CoAH) and maps it to the destination protocol, without any kind of knowledge about the clignt or
server ipvolved in the exchange. Main feature: client(s) and server(s) do not require to be knoyn in
advance by the proxy (ZCC and ZSC).

The HC proyy shall be placed at the edge of the constrained network in various logical locations, e]g. on
the Server-gide or the client-side or on the external-side.

ITS-5 CoaP
nodes

IT5-5 sub-
IT5-5
i Border HC proxy system,End-user

Q—E ccess router
router
0= -
BR JColAPHTTP
ITS-5 CoAP Server root E

3
~—

Figure12'— Example caching architecture in ITS-S

5.4.2.3 C3ching feature

Figure 12 depicts a‘possible use-case of the caching feature specified in IETF RFC 7252. This scheme
supposes a pumber of ITS-S CoAP server nodes exposing a set of resources, e.g. traffic counts being
queried fromcanother ITS-S sub-system or end-user. The set of resources is gathered by the [TS-S

Tl |8 Fal i pa | H 1 Al £l £, Ao+l 1ITC . C L. £
border routerThe HE proxyasaistusseapreviousry- whrtirehrrorwaratotie oo SUD-SyStei ot end-

user the request. When HC proxy is used, any request from the end-user is intercepted by the HC proxy
which handles also the eventual response from the given ITS-S CoAP server. If the proxy has a stored
value which is fresh enough that is, whose lifetime is smaller than a given threshold it directly replies
to the request from a remote client, without forwarding it to the ITS-S CoAP nodes. Otherwise, if the
required value is not present or violates the threshold, it transfers the request to the applicable ITS-S
CoAP server. Additionally, the proxy stores the sensor responses in the cache, in order to make them
available for other eventual incoming requests[14].

An ITS-S CoAP node may implement the caching option in order to efficiently fulfil requests. Simple
caching is enabled using freshness and validity information carried with CoAP responses as specified
in [ETF RFC 7252. The cache operation preserves the semantics of COAP transfers while eliminating the
transfer of information already held in the cache. Although caching is an entirely OPTIONAL feature
of CoAP, we assume that reusing the cached response is desirable in ITS-S and that such reuse is the

14 © IS0 2016 - All rights reserved
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