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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards

bodies (ISO

member bodies). The work of preparing International Standards is normally carried out

through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

The set of International Standards that collectively refer to CALM (Communications Access for Land
Mobile) focus on the specification of open interfaces regarding the functionality required by all relevant
layers and entities of a standard communication architecture for Intelligent Transport Systems (ITS).

This

communication is known as the ITS station reference architecture (ISO 21217).

These International Standards are designed to allow interoperable instantiations of ITS stations
(ITS-S), which are based on the concept of abstracting applications and services from the underlying
communication layers. This abstraction makes the ITS station architecture ideally suited to the
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et of ITS station International Standards include specifications for security in ITScomr
management, distributed ITS-S implementations, legacy communication media inter
cation interfaces, and new communication interfaces specifically designed-for ITS
as those targeted to safety of both life and property.

ort vertical handovers between the various access technologies@®hat can be includg
bn. Handover mechanisms are defined within the ITS station reférence architecture, th
um service access points International Standard (ISO 21218)-and the ITS station 1
national Standard (I1SO 24102).

TS station IPv6 networking International Standard (ISQ.21210) determines the netw

ies between session performed by infrastructuredmobile routers (MR) using the sar
b different access technologies.

tation compliant internal networks (both in-vehicle and off-vehicle) are expected to i
other to seamlessly exchange informatien. This should be true also for information ref
less Sensor Networks (WSN) to be dispatched to any ITS station. As WSNs are largely b
Component of The Shelf (COTS), IETE has promoted the standardization of a set of pro
ork and facility layers suited fori constrained devices (in terms of capability of procesg
mmunication) based on lowsrate wireless personal area networks (LR-WPANs) tech
rtant candidate at networklayer in this sense is the IETF IPv6 over Low power Wirel
Networks (6LoWPAN),an-adaptation layer for IPvé6 that addresses device limitations

header compression and protocol optimizations.
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INTERNATIONAL STANDARD

ISO 19079:2016(E)

Intelligent transport systems — Communications access
for land mobiles (CALM) — 6LOWPAN networking

1 Scope

This document describes the networking protocol functionality related to 6LoWPAN networking
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ssumed that the reader is familiar with IETF specifications found in “Request for Comm
, 6282 and 2460 for 6LoWPAN and IPv6 protocols respective blocks used within thi
document does not define a new protocol, neither does it define new abstraction for
ages at the 6LoWPAN layer nor does it define new data structures. It -however, illyj

[ETF protocols are combined to allow seamless communication among. both heterog

pgeneous ITS stations using 6LoWPAN. The 6LoWPAN family of protocols defined in th
e Internet of Things Management Service Entity (IoT MSE) is integrated within the
ence architecture as a new protocol block of the ITS station Networking and Transpo
bdures defined to share information between the loT MSE block of the ITS station
ransport protocols and other components of the ITS station architecture will be ddg

1etwork.

ents” (RFCs)
s document.
exchange of
strates how
reneous and
is document
ITS station
rt layer. The
networking
fined in the

4102 series. ISO 24102 series includes the specificatiens for ITS station managemenft, which are

lardized to be compliant with the ITS station referencearchitecture and related stand

dition to the requirements described within this"document, a number of notes and e
ded to illustrate the IoT MSE block and its configuration.

Normative references

following documents are referred:té in the text in such a way that some or all of t
Fitutes requirements of this document. For dated references, only the edition cited
ted references, the latest edition of the referenced document (including any amendme

1210:2012, Intelligent transport systems — Communications access for land mobiles (CA
orking

P1217:2014, Intelligent transport systems — Communications access for land mobiles
tecture

P1218:2013/ Intelligent transport systems — Communications access for land mobile;
s technology support

P4102-3:2013, Intelligent transport systems — Communications access for land mobile

Mang

jgement- Part 3: Service access points

ards.

kamples are

heir content
applies. For
hts) applies.
LM) — IPv6
b (CALM) —
b (CALM) —

5 (CALM) —

ISO 24102-6, Intelligent transport systems — Communications access for land mobiles (CALM) — ITS
station management — Part 6: Path and flow management

ETSI/TS 102 760-1 V1.1.1 (2009-11), Intelligent Transport Systems (ITS); Test specifications for Intelligent
Transport Systems; Communications Access for Land Mobiles (CALM); Medium Service Access Points
(1S0O 21218); Part 1: Implementation Conformance Statement (ICS) proforma

IETF
IETF
IETF
IETF
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RFC 2460 Internet Protocol Version 6
RFC 4861 Neighbor Discovery for IP version 6 (IPv6)
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IETF RFC 4303 IP Encapsulating Security Payload (ESP)

IETF RFC 4835 Cryptographic Algorithm Implementation Requirements for Encapsulating Security
Payload (ESP) and Authentication Header (AH)

IETF RFC 3566 The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec

IETF RFC 7228 Terminology for Constrained-Node Networks

IETF RFC 4919 IPv6 over Low-Power Wireless Personal Area Networks (6LoWPANs): Overview, Assumptions,
Problem Statement, and Goals

[ETF RFC 49
IETF RFC 64
[ETF RFC 63

IETF RFC 6
Networks (6

IETF RFC 64

IETF RFC 6]
(6LoWPANS)

IETF RFC 69

IEEE 802.15
Low-Rate W)

3 Terms

For the purposes of this document, the terms-and definitions given in ISO 21210, ISO 21217, ISO 2

and ISO 241
ISO and IEC
IEC Eleq

ISO Onl

3.1
IoT managd
IoT MSE
collection of

Note 1 to ent

474 Transmission of IPv6 Packets over IEEE 8UZ.15.F Networks
82 Compression Format for IPv6 Datagrams over IEEE 802.15.4-Based Networks
47 Datagram Transport Layer Security Version 1.2

/75:2012 Neighbor Discovery Optimization for IPv6 over Low-Power Wireless Personal
LoWPANSs)

50 IPv6 Routing Protocol for Low-Power and Lossy Networks (RPL)

68 Design and Application Spaces for IPv6 over Low-Power Wireless Personal Area NetV

57 Duplicate Address Detection Proxy

4-2006Wireless Medium Access Control (MAC) and’ Physical Layer (PHY) Specification
reless Personal Area Networks (WPANs)

and definitions

)2-3 and the following apply.
maintain terminological databases for use in standardization at the following address

tropedia: available athttp://www.electropedia.org/

ne browsing platferm: available at https://www.iso.org/obp/

ment service entity

modules required for a specific instantiation of 6LoWPAN

Area

vorks

s for

1218

ry-The 6LoWPAN network comprises of a set of 6LoWPAN protocols, of which some are al

ready

standardize

3.2

(see IETF RFC 6Z262Z2and IETF RFC 6775, etc.).

6LoWPAN address

address incl

uding the network prefix and the host address

Note 1 to entry: The network-prefix set-up determines if the device can be addressed globally whereas the host

address shou

3.3

1d be unique within the 6LoWPAN.

6LoWPAN prefix

prefix corre

sponding to a node’s address
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3.4

link-local address

6LoWPAN address corresponding to a “link-local 6LoWPAN unicast address” and being used to
communicate with devices in the same PAN

3.5
6LoWPAN global address
6LoWPAN address for communicating with devices globally

3.6
6LoWPAN node

d ' oot o 1 a1 Y
evigetrarmprementsOmovv T 7xIN

Note|l to entry: See IETF RFC 4944, IETF RFC 6282 and IETF RFC 6775.

3.7
6LoWPAN host
ITS-§ 6LoWPAN node comprising of ITS-S IoT MSE functionality other than those of a 6LoWPAN router
or 6lloWPAN gateway

3.8
6LoWPAN internal interface
intenface of a 6LoOWPAN node in an ITS station used to connect with other 6LoWPAN nodes

3.9
6LoWPAN external interface
6LoWPAN interface of an ITS-S 6LoWPAN router node inyan ITS station used to connect to[the Internet
or to|lother ITS-Stations

3.10
6LoWPAN ad-hoc router

devige that implements 6LoWPAN and a layer-3 ad-hoc routing protocol internally to an IT$-S

Note [l to entry: IETF RFC 4944, IETF REE 6282, and IETF RFC 6775.

3.11
6LoWPAN access router
6LoWPAN AR

6LoWPAN router residing in‘an ITS-S at the edge of an Access Network and connected to pne or more
accegs points

3.12
6LoWPAN-IPvé6-border router
6LoWPAN-IPY6'BR

6LoWPAN.rauter residing in an ITS-S at the edge of an Access Network and connected to the Internet

entry: This router could perform additional functions related to IPv6 networking as defined in

Note | 1Lt
ISO 2%2%

0
-

3.13

ITS-station unit

ITS-SU

physical instantiation of an ITS-S

Note 1 to entry: This could be a distributed instantiation in a 6LoWPAN/IPv6 Border router and 6LoWPAN Hosts.
An ITS-SU contains one or more ITS-SCUs, and hence one or more communication interfaces (CIs). See Annex A
for guidelines on CI.

© IS0 2016 - All rights reserved 3
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3.14

ITS-S communication unit

ITS-S CU

physical unit in an ITS-SU containing a part or all of the functionality of an ITS-S

Note 1 to entry: In case an ITS-SU consists of a single physical unit, the ITS-SU and the ITS-SCU are identical. In

case an ITS-SU consists of more than one ITS-SCU, then these ITS-SCUs are interconnected via the ITS station-
internal network of the ITS-SU.

4 Symbols and abbreviated terms

Symbols and abbreviated terms specified in ISO 21210, ISO 21217, ISO 21218, ISO 24102-3,
IETF RFC 4944, IETF RFC 6282, IETF RFC 6775, IETF RFC 4301, IETF RFC 4302, IETF RFC€ 4303,
IETF RFC 6347 apply.

5 Requirements: ITS-Station 6LoWPAN Nodes

5.1 Categories
This subclayse describes the relationship between the five categories of requirements.

— The firdt category (see 5.2) contains requirements applying to @specific instantiation of an | TS-S
6LoWPAN node and the requirements applying to different types of 6LoWPAN nodes in each ITS
sub-sysfem.

— Thesecpnd category (see 5.3) contains requirements thatdefine the [oT MSE (6LoWPAN networking)
module}, which are specific to the “ITS-S 6LoWPAN nades”. The five different modules are detpiled
under this category and they may be combined in\different ways according to the functions qf the
6LoWPAN nodes that is defined in 5.2.

— The thifd category (see 5.4) contains requiréments defining which of the [oT MSE modules spe¢ified
in 5.3 dgre combined for each particular,“ITS-S 6LoWPAN node” specified in 5.2 and it further
providels an example instantiation for an ITS-SU distributed in one or more ITS-SCUs.

— The fourth category (see 5.5) cohtains 6LoWPAN addressing requirements that are applicahle to
“ITS-S LoWPAN nodes” according to the functions listed in 5.2.

— The fifth category (see 5.6).¢ontains optional features and functions. Their actual specification is
current]y out of the scopeof this document.

4 © IS0 2016 - All rights reserved
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K2

FA

Application Support

Information support ‘ s >
|

In Ajnex A, the general usage for MAC-PHY interface is provided.

5.2

ITS-S nodes implementing 6LoWPAN

| Transport Protocols |
ITs IPV6 +

Local Mokility [, /
Network

Geo-

" loT MSE
Routing

Station-intemal
interfaces \
@ ]4—»
e.g. /
Ethemet

I

Sia!ion-adami
4—»{/: interfaces

\\
\ €9. €9 802.15. \\%9(; ’

IR, MM, M5 GPS QQ f

b I

Figure 1 — Scope of IoT MSE (6LoOWPAN Networking) within the ITS station refdrence

architecture

Figure 1 illustrates the.scope of [oT MSE within the ITS station reference at the Network anld Transport

(NT)
with

layer. A station.jmiplementing 6LoWPAN(in a PAN) is pictorially represented in Figure 2 together
its (eventual)cennectivity to ordinary Internet peers (in a LAN) making use of a specfial node (i.e.
an “Access Router™) equipped with at least two MAC interfaces.
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Upper Layers

6LOWPAN
6LowPAN

802.15.4 MAC
302.15.4MAC

802.15.4 PHY 802.15.4 PHY

If the router]

The 6LoWP/
as pictoriall
document d

Internet

Upper Layers
6LoWPAN

802.15.4 MAC

802.3 MAC (Etherne )

802.15.4 PHY

xO
Figure 2 — (@W PAN subsystem

o

device connects the PAN t(@e’lnternet, the device is called “Border Router”.

AN-based ITS stations C Cl?otably take part in the “Road-side” and “Vehicular” subsys
y shown in ISO 212 14, Figure 16. The other scenarios will not be discussed if
e to the reduced ct they provide on the C-ITS general architecture.

5.2.1 Requirements @l ITS-S 6LoWPAN nodes

5.2.1.1 G

This subcla
networkingl A

-neraleov

tems
this

¢ c1f1es the functlonal requlrements of all ITS stations 1mplement1ng 6LOV\

is referred to as an “ITS S 6LOWPAN"

5.2.1.2 Specific Instantiation of 6LoWPAN nodes

Additional features may be required according to the role played by the ITS-S 6LoWPAN node, which
in this instance could be an ITS-S 6LoWPAN host, an ITS-S 6LoWPAN (ad-hoc) router as well as a multi-
MAC device such as ITS-S IPv6 mobile router, ITS-S IPv6 access router, ITS-S IPv6 border router (see
ISO 21210) regardless of the deployment scenarios such as the “Road-side” and “Vehicular” subsystems,
etc. as pictorially shown in Figure 3.

© ISO 2016 - All rights reserved
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C-ITS Vehicular Segment

L
z/’

" Other Backhaul channel

‘ ‘ \ ///’/ (e.g. 3/4G)
dd

. . 4 . IEEE802.15.4 / 6LOWPAN
IEEEB02.15.4 / 6LOWPAN N\ ‘

Sensors / Actuators

ITS-§

ITS-§
using

Tran|
entit|
Inten

The
Ther]

connectivity among nodes.

If thd
shall
thel

Any
Rout]

(e.q. Traffic detector,
m barrier switch, VMS)

Connect to the roadside %
(IEEE802.11p) / “‘“m
mhm C-ITS Ro&d Side
— . Iayers Segment

Figure 3 — Example of 6LoWPAN nodesin ITS deployment

6LoWPAN deployed in ITS stations shall be part of.the global public Internet.

6LoWPAN shall all be 6LoWPAN islands of inter-connected networks over the publig
b either the native IPv6, or tunnelled in [Pv4metworks or a combination of both.

Sition mechanisms may be deployed, to facilitate the communication between th
ies and the public Internet entities that are not yet able to communicate using the IH
national Standard.

functions of an ITS subsystem may be distributed among various nodes on an ITS-§
e shall be at least one ITS-SS6LoWPAN (ad-hoc) “Router” on the ITS-S 6LoWPAN to gy

ITS-S functionality is’spread over a set of nodes in a PAN and a LAN, the ITS-S 6LoW
have an ITS-S internal interface in order to forward messages coming or directed to
['S-S [Pv6 LAN((see Figure 2).

[TS-S 6LoWPAN shall have at least one external 6LoWPAN interface (implementing
er” functionality) to guarantee the addressability and connectivity to the Internet.

Internet by

e 6LoWPAN
v6 protocol

b 6LoWPAN.
arantee the

/PAN router
any node in

the “Border

5.2.1

.3 Communications directed to other Internet peers

Being part of the global Internet, 6LoWPAN nodes deployed within ITS-S 6LoWPAN can communicate
with IPv6 third parties that are not located in the same ITS. It is necessary that the 6LoWPAN in ITS
stations are backward compatible with all legacy IPv6 nodes connected to the ITS station either in the
“ITS-S 6LoOWPAN” or anywhere in the Internet.

5.2.1.4 ITS-S 6LOWPAN host instantiation

An ITS-S 6LoWPAN host deployed in an ITS-S 6LoWPAN shall implement the modules of an ITS-S
6LoWPAN host as indicated in 5.4.1.

© ISO

2016 - All rights reserved


https://standardsiso.com/api/?name=d900e22cbff1eb68a58dadad94c45e3b

ISO 19079

5.2.1.5

:2016(E)

ITS-S 6LoWPAN ad-hoc router instantiation

An ITS-S 6LoWPAN ad-hoc router deployed in an ITS-S 6LoWPAN shall implement the modules of an
ITS-S 6LoWPAN ad-hoc router in accordance with 5.4.2. If desired in a particular implementation, the
functions of the ITS-S 6LoWPAN host can be performed by an ITS-S 6LoWPAN ad-hoc router.

5.2.1.6

ITS-S 6LoWPAN access router instantiation

An ITS-S 6LoWPAN access router deployed in an ITS-S 6LoWPAN shall implement the modules of an
ITS-S 6LoWPAN access router in accordance with 5.4.3. If desired in a particular implementation, the
functions of the ITS-S 6LoWPAN ad-hoc router can be performed by an ITS-S 6LoWPAN access router.

5.2.1.7 1T

An ITS-S 6L

S-S 6LOWPAN border router instantiation

OWPAN border router deployed in an ITS-S 6LoWPAN and connected to thenternet

shall

implement the modules of an ITS-S 6LoWPAN border router in accordance with 5.4¢., \If desired in a
particular implementation, the functions of the ITS-S 6LoWPAN access router can be performed by an
ITS-S 6LoWPAN border router.
5.2.1.8 [IT|S-S 6LoWPAN gateway instantiation
An ITS-S gqteway acting as a firewall isolating non-6LoWPAN devices. from other devices thaf are
reachable oyer 6LoWPAN can be implemented as an ITS-S 6LoWPAN. host (in accordance with 5.4{1) or
as an ITS-S §LoWPAN router (in accordance with 5.4.2, 5.4.3 or 5.4:4).
5.2.1.9 Cdnsideration on central and personal ITS-Station subsystems
As discussed in 5.2, while the provisions for the ITS:§*6LoWPAN nodes deployed in both central
and personal ITS subsystems are not specified in this document, nothing prevents the adaptatipn of
6LoWPAN ngetworking to these subsystems.
Roadside ITS System . b
&
R T i | Session/ conmncaton s
:‘ﬁ” =i j ITS-S Border Router ?
‘ “:1 '_-_J TS Trarsport TCPUDP
e T 3y ey e i A iy
\.\‘L|'1_J..J )= : |N=€l.:km. mml I
ITS-Sidtarnal network . |
Propletary roadside netwdrk a I i - I
N [I“?;J ' [
— | ere) = s |
——————————— e B [ | % S o e | [
Ll o o (T T P S S

Figure 4 — Extended road-side sub-systems (ISO 21210 and ISO 21217) including 6LoWPAN

5.2.2

ITS-

S 6LoWPAN nodes deployed in roadside ITS sub-systems

In addition to 5.2.1, which applies to all ITS sub-systems the provisions in 5.2.2 apply to roadside ITS
sub-systems. Figure 4 illustrates the extension of the roadside subsystem in consideration to ITS-S
6LoWPAN nodes.

A roadside ITS station may contain one or more 6LoWPAN networks.

© ISO 2016 - All rights reserved
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The “ITS-S 6LoWPAN border router” will provide access to the Internet in accordance with 5.4.4. See
example instantiation in ITS-SU in 5.4.

An “ITS-S 6LoWPAN access router” implemented following the provisions in 5.4.3, will eventually
provide access to the roadside IPv6 LAN and the vehicular ITS sub-systems if it is also implementing
the ITS-S IPv6 Access Router (ISO 21210) functions in that specific instantiation.
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Figure 5 — Extended Vehicular ITS sub-system including 6LoWPAN

ITS-S 6LoWPAN LAN nodes deployed in vehicle ITS sub-systems

dition to 5.2.1 which applies to all ITS sub-systems, the provisions of 5.2.3 apply tg
ystems. Figure 5 illustrates the extension of the vehicular subsystem in considerat]
VPAN nodes.
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Figure 6 — IoT MSE functional modules

pT management service entity

6LoWPAN forwarding module

acket forwarding at the ITS Network and Tratisport layer permits to transmit data pa
higher layers in the ITS-S to other nodes in'the PAN, IPv6 connected LAN(s) or the Intg

nd forward them to the next destination, either to the higher layers of the node its¢
in the network.

AN forwarding module conSists of some adopted IP features (Stateless Address 4
n, Neighbor Discovery) needed to acquire IP parameters such as 6LoWPAN address a
ermination. The packets.¢an be forwarded either to

bAP as defined in IS®24102-3 if the 6LoWPAN address belongs to the receiving node,

VPAN internalinterface module if the next hop to the destination 6LoWPAN address be
'S station itseélf,

b LAN dnterface module if the next hop to the destination IPv6 address belongs to th
tself,'\or

rkets
rnet.

brnal

blf or

\uto-
nd IP

ongs

e ITS

rAal 61 AYAJDAN Tntarfacn pmadnlo i€t oyt hon +0 +ha ion-6LaWPRAN addracc
THo SO vy e ceHo Gttt ittt r e OOV vy I aaaress

does

TOpP—T0

not belong to the ITS station itself.

The 6LoWPAN forwarding module receives 6LoWPAN packets from its External Interface(s), 6LoWPAN
and IPv6 LAN Interface(s) or the layer above through the NF interface.

— The 6LoWPAN forwarding module shall maintain the information necessary about 6LoWPAN and
[Pv6 neighbors (in case of “access” and “border” routers) in order to determine the next hop towards
a destination reachable through an interface to perform the forwarding function.

— Whenever the 6LoWPAN forwarding module receives a 6LoWPAN packet, it shall perform next hop
determination and address resolution and forward the packet to the appropriate interface (or the
layer above if intended for itself) as specified in its forwarding table.

10

© ISO 2016 - All rights reserved


https://standardsiso.com/api/?name=d900e22cbff1eb68a58dadad94c45e3b

IS0 19079:2016(E)

The forwarding table shall be updated by the ITS station management entity of the ITS station reference
architecture (ISO 21217).

Implementations supporting path and flow management shall

a)

request default settings of the forwarding table from the ITS station management entity through

the MN-SAP using MN-COMMAND.request instructions as specified in ISO 24102-6, and

b) modify the forwarding table upon the reception of MN-COMMAND.request instructions from the

I

NOTE 1

flows
vend
so th
be pj
sourq
appli

NOTH
or de
archi
trans
this d

In us|
of Co

All g
throt

5.3.2
This

cominunication with IPv6 peers in the LAN, the same provisions of ITS-S IPv6 LAN inter

apply

The
pack
(IN)
MAC
prov

The )
“6Lo}

protocol, standardized in IETF RFC 4861) is discussed in IETF RFC 6775. The example inclu

also

TS station management entity through the MN-SAP as specified in ISO 24102-6.

The default settings are particularly important so that the 6LoWPAN forwarding module can route

originated from “non CALM-Aware” applications. Rules are configurable by stakeholders, e:g.
rs, service providers, OEMs, car manufacturers. These rules are competitive factors among
e definitions of these policies are outside the scope of this document. The default routing pr
e-registered in any manner the manufacturer wishes to implement or can be pesformed

e and destination addresses indicated in the 6LoWPAN header. Methods to definerules bindiy
Cations are outside the scope of this document.

2 The 6LoWPAN Forwarding module exchanges packets with the abgve layer if the 6Lo\
ctination address in the packet belongs to the ITS-S 6LoWPAN node. Accerding to the ITS sta]
fecture (ISO 21217), traditional OSI network and transport layers<are merged into a sin
port layer functions specific to CALM are necessary. If any is needed;-its specification is out o
ocument.

ual deployments, 6LoWPAN devices implement UDP atFransport Layer following the sj
AP (depending on UDP) at Facility Layer.

ackets should be transmitted to some transport layer functions before they are
igh the NF interface.

Internal ITS-S 6LOWPAN interface module

module aims at interconnecting_all devices belonging to the same ITS stati

r (see 1SO 21210:2012, 5.3.2),

bts between the 6LoWPAN forwarding module and the layer below through the Access 4§
interface with the eonstraint of selecting IEEE 802.15.4-2006 as the only compatible
technology. A detailéd description on how to use the IEEE 802.15.4 access technolog)
ded in Annex A

TS-S 6LoWPAN internal interface module shall configure its 6LoWPAN addresses accq
IWPAN_Address Configuration”. Neighbor discovery (as optimized from the IPv6 co

hpplicable to the Neighbor Discovery function.

users, device
stakeholders,
pcedures can
based on the
g Flow Ids to

(VPAN source
ion reference
gle layer. No
f the scope of

ecifications

transmitted

bn. For the
face module

nternal ITS-S 6LoWPAN.interface module shall provide a mechanism for transmitting 6LoWPAN

nd Network
channel for
y with TS is

rding to 5.5
rresponding
ded in 5.5 is

5.3.3

External 6LoWPAN interface modules

The “external 6LoWPAN interface” module shall provide a mechanism for transmitting 6LoWPAN
packets to the Internet. The same provisions of ITS-S [Pv6 external LAN interface module apply (see
[SO 21210:2012, 5.3.3).

5.3.4 6LoWPAN/IPv6 Compression module

Apart from compressing/decompressing the [Pv6 packet being transmitted in accordance to IETF RFC
6282, the 6LoWPAN compression module shall also implement a routing strategy such as in IETF RFC

6550

© ISO

. All routing functionalities are performed within this module.
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WPAN/IPv6 security module

Generally speaking, communication security must ensure confidentiality, integrity and authentication

between tw

o peers interconnected through the Internet.

When one of the peers is part of a 6LoWPAN, there can be issues related to the constraints both at
node (i.e. RAM footprint, computational overhead) and network levels (i.e. increased number of packets

exchanged t

hrough the network).

Although IEEE 802.15.4-2006 guarantees host-to-host integrity and confidentiality with hardware-
implemented protocols (e.g. AES-CCM-128), there can be security breaches when end-to-end

transmissio

s in mn]fi_hnp fnpn]ngipc must be considered Mnrnnvpr, the IEEE standard doe

S not

consider hoy

Therefore, i
fulfil the ful
which turng

The ITS-S sd

a) commu
b) commu
c) enables
d) reports

In this docu
the set of ap
the ITS with

5.3.5.1 A

The 6LoWPAN security module could utilizethe IP security (IPsec) technological solution. The sec
module imp]lementation must support annEnd-to-End (E2E) communication between an ITS-6LoW

node and

mechanism
be impleme
and/or the ]
for authenti
and authent

5.3.5.2 6l

Considering

v to secure MAC headers and does not detail how the keys will be distributed to all fro

n 6LOWPAN, the adoption of security protocols at networking layer has been considerg
[ interoperability with the conventional Internet, solutions based on IPsec (AIETF RFC 4
to be mandatory in IPv6) have been explored as candidate IETF standards for LoWPA

curity module shall carry out the following actions:

hicates with the security entity through the SN-SAP interface;

hicates with other modules in the IoT MSE functional block;

the security protocols for the required security services;

available 6LoWPAN security capabilities to the security entity through the SN-SAP.

ment, it is assumed that symmetric cryptography (with pre-shared set of keys) is suit
plications and services which can be accomplished by a 6LoWPAN definitely not prov
safety-critical services.

dressing security issues in 6LoWPAN Networks

her nodes. In 6LoWPAN;\this is achieved using the Next Header Compression (
described in IETF RFQ 6282. If the IPsec solution is adopted, the security module
hted to support eithérythe [Psec’s Authentication Header (AH, defined in IETF RFC 4
ncapsulation Security Payload (ESP, defined in IETF RFC 4303). The first protocol a
cation and integfrity, whereas the latter enables for confidentiality (and optionally inte
ication if AH.is\not adopted).

oWPAN.with compressed IPsec

that6LoWPAN is an adaptation layer of IPv6 in low-rate PANs, IPsec could be a technolo

Hes.

d. To
1301,
N's[1].

ed to
iding

urity
'PAN
NHC)
shall
302)
lows

ority

gical

solution sui

Led/to be ported to 6LoWPAN. In order to link IPsec header compression with 6LoW|

PAN,

IETF RFC 6282 defines the general format of NHC that can be used to encode IP extension headers. IETF
RFC 6282 defines an NHC encoding for [Pv6 Extension Headers (NHC_EH) shown in Figure 7 that can

be used to li

12

nk uncompressed AH and ESP headers to the 6LoWPAN header compression.

0 1 2 3 4 5 6 7
i T S S e
|1 | 1 | 1 | O | EID |NH |
i e R i it S e

Figure 7 — LOWPAN NHC encoding for IPv6 Extension Header
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The working draftll] suggests making use of the two unassigned values of EID to consider compressed
security header like AH (see NOTE) and ESP.

NOTE LoWPAN NHC for AH.

Example Authentication Header using the LoWPAN_NHC.

6LoWPAN can be used to compress a significant number of bits in AH as shown in the example in
Figure 7. The next header is decided based on the value of NH bit in the IPv6 Extension Header Encoding
in IETF RFC 6282. The compressed IPsec draft proposes to always elide the length field. The payload
length field (the length of AH header in 32-bit words units minus “2” as in IETF RFC 4302 in the AH
header is always elided, as it can be inferred from the lower layers: either from the IEEE 802.15.4-
2004 header or the 6LoWPAN header. The size of the Integrity Check Value (ICV) can be®ftained from
the decurity parameter index (SPI) value because the length of the authenticating data*depend on the
algorithm used and are fixed for any input size. The RESERVED field in the AH header isfalso always
elideld. The SPI and sequence number (SN) are compressed using the proposed NHE ehcodirlg for the AH
header shown in Figure 8 and are explained below.

0 1 2 3 4 5 6 1
i e s st S S
|1 | 1 | 0 | 1 | SPI & SN |
st A ettt S

Figure 8 — LOWPAN NHC encoding for AH

Whe

auth

The first four bits in the NHC AH representthe NHC ID is defined for AH. These are set

If SPI = 00: the default SPI for the IEEE 802.15.4 network is used and the SPI field
gssociation (SA), but that every nede has a single preferred SA, identified by SPI 1. If §
tast significant 8 bits of the SRl are carried inline; the remaining 24 bits are elided. If

ast significant 16 bits of the SPI are carried inline; the remaining 16 bits are elided. If
32 bits of the SPI are carriéed inline.

If SN = 00: the least'significant 8 bits of sequence number are carried inline. The remai
¢lided. If SN = Q1%the least significant 16 bits of the SN are carried inline; the remainin
¢lided. If SN =10 the least significant 24 bits of the SN are carried inline; the remaini
elided. If SNo="11: All 32 bits of the SN are carried inline.

h usedcin 6LoWPAN, AH calculates the ICV on the uncompressed IP header, th|
bntiCated communication with Internet hosts. The minimum length of a standard AH

to 1101.

is omitted.

The default SPI value could be set\to 1. This does not mean that all nodes use the same security

bPI = 01: the
5Pl = 10: the
SPI=11: All

hing bits are
p 16 bits are
hg 8 bits are

us allowing
supporting

the 1

handatory HMAC-SHA1-96 (IETF RFC 4835), consists of 12 bytes of header fields plug

12 bytes of

ICV. Figure 9 shows a sample NHC compressed [P/UDP packet secured with AH. Using NHC encoding for
the AH it is possible to reduce the AH header overhead from 24 bytes to 14 bytes: 1 byte of next header,
1 byte of length, 2 bytes of Reserved field, 4 bytes of SPI, and 2 bytes of sequence number. However, two
additional bytes are used to define NHC_EH and NHC_AH. Therefore, in the best case, with AES-XCBC-
MAC-96 (IETF RFC 3566) or HMAC-SHA1-96 ciphers (when 12 bytes are used for ICV), applying NHC
encoding for AH saves 8 bytes in each data packet secured with [Psec AH.
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B R B I st I e st
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B L s e e e e st S
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+
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|
+
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+
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+
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Figure 9 — Sample NHC compressed IP/UDP packet securedwith AH

Similar to AH, the LoOWPAN NHC encoding for ESP is possible; the~sécurity parameter index

sequence ny
overhead w
overhead ca
also include
the case of 4

5.4 Mody

5.4.1to05.4.4
6LoWPAN 1
“6LoWPAN

6LoWPAN f
because the
with IETF R|

In order to
called the 1
10. This ney
specified in
instantiatio
connected t
required fuj
If on the oth

mber, the next header fields and the NHC ID for ESP cdn'be encoded. The minimun]
thout authentication is 10 bytes (IETF RFC 4303), after optimal compression this hg
in be reduced to 6 bytes, considering that two bytes are"used for NHC_EH and NHC_ESH
5 an [nitialization Vector(IV), which is equal to thésize of an encryption block; 16 byt

les implemented in ITS-S 6LoWPANnodes

 identify which of the modules specified in 5.3 shall be implemented for each type of “

Host”, note that the term “Host*” and “Router” are as defined in ISO 21217). The
inctions (such as 6LoWPAN‘addressing or transmission over IEEE 802.15.4) are om|
Se are features with which'all 6LoWPAN nodes shall conform in order to be in accord
FC 4944 and IETF RFC 6282.

simplify the description of the modules implemented in an ITS-SCU, a new protocol |

LES. If authentication is enabled in the ESP, additienal 12 bytes of ICV are also required.

, the

ESP
ader
. ESP
es in

TS-S

ode” (“6LoWPAN Access router”\“6LoWPAN Ad-hoc router”, “6LoWPAN Border router”,

basic
itted
ance

block

nternet of Things) Management Service Entity (IoT-MSE) is defined as shown in Fj

ure

v protocol bloek shall inherit all the [Pv6 functionalities (i.e. IPv6 functional modules)
[SO 21210 for'the Internet Management Service Entity (I-MSE). As an example supposipg an
h of an ITS*SCU in a border router that is residing on the edge of a 6LoWPAN network and
p theInfernet or to other ITS-S, the BR in this specific instantiation shall perform all the
nctions specified within the I-MSE together with the necessary loT MSE related functions.
er‘hand the ITS-SCU is instantiated in a 6LoWPAN Host, this reduced function device|shall

only be required to perform a few selected functionalities defined in the IoT MSE.
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Figure 10 — ITS Station Unit: Modules implemented in BR (ITS-SCU) and Host (ITS-SCU)

Figure 10 depicts an example ITS Station, which includes an ITS-SCU as a Host and an ITS-SCU as a
border router. Note that this configuration may include one or more ITS-SCUs and altogether making up
an ITS-Station Unit (ITS-SU). The BR functionality may provide connectivity to other ITS communication
nodes over both its internal and external networks.

In addition to the IoT MSE functionality, all other IPv6 and mobility extension related functions needed
by a BR are described in ISO 21210, these sets of functions are divided into various modules that may
be specific to a particular instantiation of a BR depending on what network it is connected or attached
to. In this document, the BR shall be capable of performing all the IoT MSE (6LoWPAN networking)
functions and shall use the 6LoWPAN internal interface module to connect with any attached 6LoWPAN
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Host. It will use the 6LoWPAN external interface module to connect with the internet or any other
external ITS-SUs or CUs if required.

5.4.1 ITS-S 6LoWPAN host modules

“ITS-S 6LoWPAN hosts” (i.e. “Vehicle Hosts”, “Roadside Hosts”, “Central Hosts”, as referred to in
ISO 21217) shall implement only the non-routing capabilities of an ITS station and shall include the
following modules:

— 6LoWPAN forwarding module;

I 6LOWPt N LUllllJl ﬁbbiUll lllUC‘lu}C,
— 6LoWPAN internal interface module(s);

— 6LoWPAN security module.

5.4.2 ITS{S 6LoWPAN ad-hoc router modules

The “ITS-S §LoWPAN ad-hoc router” shall include the following modules:
— 6LoWPAN forwarding module;

— 6LoWPAN compression module;

— 6LoWPAN internal interface module(s);

— 6LoWPAN security module.

5.4.3 ITS{S 6LoWPAN access router modules

The “ITS-S §LoWPAN access router” shall include the‘following modules:
— 6LoWPAN forwarding module;

— 6LoWPAN internal interface module(s);

— 6LoWPAN external interface module(s);

— 6LoWPAN security module:

There shall pbe a “6LoWPAN-external interface” module for each communication interface.
5.4.4 ITS{S 6LoWPAN-IPv6 border router modules

5.4.4.1 Géneral

The “ITS-S 6LOWPAN border router shall inciude the following modules:
— 6LoWPAN compression module;

— 6LoWPAN internal interface module(s);

— 6LoWPAN external interface module(s);

— 6LoWPAN security module.

This node will include the Internet Service Management Entity functional block and feature a 6LoWPAN
external interface module for each communication interface.
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5.4.4.2 Implementation of border router

If desired in a particular implementation, the functions of the ITS-S BR can be performed by an ITS-S
mobile router as described in ISO 21210. An ITS-S mobile router deployed in an ITS-S 6LoWPAN network
and connected to the Internet shall implement the modules of an ITS-S 6LoWPAN-IPv6 border router in
accordance with 5.4.4.

5.4.4.3 Additional IPv6 functions of border router

Any other functions required to be performed by the BR that are not specific to the 6LoWPAN network
is out of the scope of this document. In addition to the IoT MSE functionalities, all other extensions
to IPv6 and mobility related functions that may be required by a router and that are ndt specific to
6LoWPAN networking are described within the I-MSE.

5.5 | The 6LOoWPAN address configuration

5.5.1 General

All “ITS-S 6LoWPAN nodes” shall configure a “link-local 6LoWPAN addréss” on each of thejr 6LoWPAN
interffaces following the methods specified in IETF RFC 4944. Mor€over, all “ITS-S 6LoWPAN nodes”
shall| configure a “global 6LoWPAN address” following the methods specified in IETF RHC 4944 and
IETF|RFC 6282.

As an example, we will consider a message exchange as deseribed in [ETF RFC 6775 also|considering
Neighbor Discovery as a further service.

5.5.2 Consideration on address configuration

Rule$ are required to determine how addresses are allocated (either dynamically or stiatically), by
whoin, for what use, and with what lifetime? It is necessary that the uniqueness of the address and
locatfion privacy of the user be guaranteed: These are operational considerations that are outside the
scopg of this document.

5.5.3 Address configuration‘and Optimized Neighbor Discovery
Neighbor Discovery (ND) funetion according to IETF RFC 6775:
a) 4 neighbor discoveryoption to distribute 6LoWPAN header compression context to hogts;

b) a host address tegistration feature using a new option in unicast Neighbor Solicitatipn (NS) and
Neighbor Advertisement (NA) messages;

c) 1nultihepdistribution of prefix and 6LoWPAN header compression context;
d) malti DAD), which uses two new ICMPv6 message types. DAD is
NOTE Functions c) and d) could be substituted or performed by any routing protocol that provides good

alternative mechanism to achieve the same overall effect.
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5.5.4 Examples: Message Exchange

ITS ITS
6LoWPAN 6LoWPAN
node/host Router
(6LN) (6LR)

Router Solicitation (RS)

[SLLAQ]

Router advertisement (RA)

[PIO + 6CO+ABRO + SLLAQ]

Figure 11 —+ Basic router solicitation/router advertisemeént exchange between a node and a 6LR

Figure 11 apd Figure 12 show example message exchanges between an ITS 6LoWPAN node (6LN) and
ITS 6LOoWPAN (ad-hoc) router (6LR) and 6LoWPAN border router (6LBR). The exchanges use the ND
Message options defined in IETF RFC 6775:

a) addresgRegistration Option (ARO), 6LoWPAN Context Information option (6CO), and Authoritative
Border Router option (ABRO);

b) duplicate Address Request (DARYand Duplicate Address Confirmation (DAC).
In Figure 11 the steps listed below describe the message sequence:

— 6LN interface initializes’'with link-local address based on EUI-64, next it multicasts a RS message to
specify fits source link-layer address;

— all 6LR Wwithindirect connectivity reply with a unicast RA message for available IPv6 prefix(es);

— Host-Rduter interaction as described in of IETF RFC 6775:2012, Clause 3; ABRO + 6CO + Hrefix

: s dan. LI ym | -
informatiomn OPTIOIT (T 1UJ + OtIeT OpPtIoITS;

— when ARO is used by hosts, an SLLAO (Source Link-Layer Address Option) as in IETF RFC 4861 must
be included, and the address that is to be registered MUST be the IPv6 source address of the NS
message;

— ARO and ABRO are specifically used to achieve multihop distribution of prefix and 6LoWPAN header
compression context.
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ITS ITS ITS
6LoWPAN 6LoWPAN 6LoWPAN
node/host A/Router B/Router

(BLN) (6LR) (BLBR)

Neighbor Solicitation (NS)

Duplicate Address Request
(DAR)

NeTgHhOT ATVETHISETTETIT (VA | Duplicate Address Confirmation
(DAC)

Figiire 12 — Basic Router Solicitation/Router Advertisement Exchange between a Npode, a 6LR
and a 6LBR

In Figure 12, the steps listed below describe the message sequerice.

pulc 14

a) After address configuration as shown in Figure 11,‘a™inicast NS is sent to the 6LR td register its
¢onfigured address.

b) Then, the 6LR sends a unicast DAR message td:the 6LBR to check the status of the [Py6 address if
gvailable.

c) The 6LBRreplies to the 6L.R with a DAC'miessage indicating the status of the registration. The status
indicates a successful registration orafailure due to a duplicated address.

d) Finally, the 6LR sends a unicast NA message to the 6LN indicating the same status received from
tthe 6LBR in the DAC message.

5.6 | Optional features-and functions

5.6.1 IPv6-IPv4 interoperability

While all ITS sub<systems are required to support IPv6 for TCP/IP-based communications, 6LoWPAN
nodes deployéd,in an “ITS-S 6LoWPAN” can be required to communicate with legacy [Pv4 nodes that
will ¢ontintie'to operate in the Internet for several years. In addition, some access networky will remain
accegsible using [Pv4 only, whereas existing legacy ITS services or non-ITS services, such asjweb servers
can 1leltain accessible in IPv4 only.

“ITS-S 6LoWPAN border routers” shall provide IPv4/6LoWPAN transition mechanisms to transmit
packets over IPv4 networks.

5.6.2 IPv6 priority

The ITS-S 6LoWPAN router may implement mechanisms to ensure 6LoWPAN packets with higher
priority (time critical, safety, etc.) are sent prior to packets of lower priority as instructed by the
management entity. The specification of these methods is outside the scope of this document.

NOTE Consideration on Flow Label: The “Flow Label” field in the 6LoWPAN header can be set by CALM-
aware applications to differentiate flows with higher priorities and to match flows to particular interfaces based
on preferences exchanged between the CALM-aware applications running on “ITS-S IPv6 hosts” and the “ITS-S
6LoWPAN-IPv6border router” serving the ITS-S 6LoWPAN.
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