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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

GG“:-‘ tS€6 O—GEVE16P A o ehRt3 v G106 v 3
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria nep

..... i her—matntenance are
ded for the

different types of ISO documents should be noted. This document was drafted in acéordapce with the

editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documént may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all sueh“patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or

on tHe ISO list of patent declarations received (see www.iso.org/patents);

Any
constitute an endorsement.

frade name used in this document is information given for the-éonvenience of users gnd does not

For an explanation on the voluntary nature of standards, the meaning of ISO specifi¢ terms and
exprgssions related to conformity assessment, as well ‘as’information about ISO's adhefence to the
World Trade Organization (WTO) principles in the Techniical Barriers to Trade (TBT) see the following

URL{www.iso.org/iso/foreword.html.

This
systens.

This
revided.

The inain differences comparedo'the second edition are as follows:

document was prepared by Project Committee ISO/PC 302, Guidelines for auditing management

third edition cancels and replaces the'second edition (ISO 19011:2011), which has been technically

dddition of the risk-based approach to the principles of auditing;
e¢xpansion of the guidance on managing an audit programme, including audit programine risk;
e¢xpansion of the'guidance on conducting an audit, particularly the section on audit plapning;

¢xpansion-0f the generic competence requirements for auditors;

ddjustmient of terminology to reflect the process and not the object (“thing”);

fermoval of the annex containing competence requirements for auditing specific nanagement
system disciplines (due to the large number of individual management system standards, it would
not be practical to include competence requirements for all disciplines);

expansion of Annex A to provide guidance on auditing (new) concepts such as organization context,
leadership and commitment, virtual audits, compliance and supply chain.
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Introduction

Since the second edition of this document was published in 2011, a number of new management system
standards have been published, many of which have a common structure, identical core requirements
and common terms and core definitions. As a result, there is a need to consider a broader approach
to management system auditing, as well as providing guidance that is more generic. Audit results can
provide input to the analysis aspect of business planning, and can contribute to the identification of
improvement needs and activities.

An audit can be conducted against a range of audit criteria, separately or in combination, including but
not limited te*

— requirements defined in one or more management system standards;

— policies|and requirements specified by relevant interested parties;

— statutofy and regulatory requirements;

— one or rhore management system processes defined by the organization or-other parties;

— managégment system plan(s) relating to the provision of specific outputs. of a management syjstem
(e.g. quality plan, project plan).

This documgnt provides guidance for all sizes and types of organizations and audits of varying sdopes
and scales, |including those conducted by large audit teams, typically of larger organizations) and
those by single auditors, whether in large or small organizations. "This guidance should be adapted as
appropriate|to the scope, complexity and scale of the audit programme.

This documlent concentrates on internal audits (first party) and audits conducted by organizations
on their external providers and other external interested parties (second party). This documenf can
also be useflul for external audits conducted for putposes other than third party management syjstem
certificatior]. ISO/IEC 17021-1 provides requiremeénts for auditing management systems for third party
certification]; this document can provide usefubadditional guidance (see Table 1).

Table 4> Different types of audits

14t party audit 2nd party audit 3rd party audit
Internal audft External provider audit Certification and/or accreditatipn
audit
Other external interested party Statutory, regulatory and similgr
audit audit

To simplify the readability of this document, the singular form of “management system” is prefefred,
but the reader can-adapt the implementation of the guidance to their own situation. This also appljes to

» o«

the use of “ihdividual” and “individuals”, “auditor” and “auditors”.

This document is intended to apply to a broad range of potential users, including auditors, organizations
implementing management systems and organizations needing to conduct management system audits
for contractual or regulatory reasons. Users of this document can, however, apply this guidance in
developing their own audit-related requirements.

The guidance in this document can also be used for the purpose of self-declaration and can be useful to
organizations involved in auditor training or personnel certification.

The guidance in this document is intended to be flexible. As indicated at various points in the text,
the use of this guidance can differ depending on the size and level of maturity of an organization’s
management system. The nature and complexity of the organization to be audited, as well as the
objectives and scope of the audits to be conducted, should also be considered.

vi © ISO 2018 - All rights reserved
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This document adopts the combined audit approach when two or more management systems of different
disciplines are audited together. Where these systems are integrated into a single management system,
the principles and processes of auditing are the same as for a combined audit (sometimes known as an
integrated audit).

This document provides guidance on the management of an audit programme, on the planning and
conducting of management system audits, as well as on the competence and evaluation of an auditor
and an audit team.

© 1S0 2018 - All rights reserved vii
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Guidelines for auditing management systems

1

Scope

This document provides guidance on auditing management systems, including the principles of auditing,
managing an audit programme and conducting management system audits, as well as guidance on
the evaluation of competence of individuals involved in the audit process. These activities include the

individual(s) managing the audit programme, auditors and audit teams.

It is

management systems or manage an audit programme.

The

2

Therk are no normative references in this document.

For the purposes of this document, the following terms and definitions apply.

ISO gnd [EC maintain terminological databases for use in standardization at the following z

31

audif

syst

it objectively to determiné the extent to which the audit criteria (3.7) are fulfilled

Note |1 to entry: Interhal*audits, sometimes called first party audits, are conducted by, or on 1

orga

Note P to entry-External audits include those generally called second and third party audits. Secong
are ¢

applicable to all organizations that need to plan and conduct internal or cextern|

Normative references

Terms and definitions

ISO Online browsing platform: availablé.at https://www.iso.org/obp

IEC Electropedia: available at http:/fwww.electropedia.org/

gmatic, independent and documented process for obtaining objective evidence (3.8) an

nization itself.

al audits of

dpplication of this document to other types of audits is possible, providedhat special consideration
is given to the specific competence needed.

ddresses:

1 evaluating

behalf of, the

party audits

bnducted\by parties having an interest in the organization, such as customers, or by other ipdividuals on
their|[behalf>Third party audits are conducted by independent auditing organizations, such as th
certification/registration of conformity or governmental agencies.

se providing

[SOURCE: ISO 9000:2015, 3.13.1, modified — Notes to entry have been modified]

3.2

combined audit
audit (3.1) carried out together at a single auditee (3.13) on two or more management systems (3.18)

Note 1 to entry: When two or more discipline-specific management systems are integrated into a single
management system this is known as an integrated management system.

[SOURCE: ISO 9000:2015, 3.13.2, modified]
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3.3
joint audit

:2018(E)

audit (3.1) carried out at a single auditee (3.13) by two or more auditing organizations

[SOURCE: IS
3.4

09000:2015, 3.13.3]

audit programme
arrangements for a set of one or more audits (3.1) planned for a specific time frame and directed
towards a specific purpose

[SOURCE: I

3.5
audit scope
extent and H

Note 1 to ent
organization

Note 2 to ent
environment|

[SOURCE: I§
been added]

3.6
audit plan
description

[SOURCE: IS

3.7
audit criter
set of requir

Note 1 to en
“compliance”

Note 2 to e
contractual o

[SOURCE: IS
2 have been

3.8
objective e}

09000:2015 313 4 modified — \Amrding has heen added to the dpfinifinn]

oundaries of an audit (3.1)

'y: The audit scope generally includes a description of the physical and virtual‘lacations, func
h] units, activities and processes, as well as the time period covered.

Fy: A virtual location is where an organization performs work or provides.a service using an o
allowing individuals irrespective of physical locations to execute processes.

0 9000:2015, 3.13.5, modified — Note 1 to entry has beenymodified, Note 2 to entr)

pf the activities and arrangements for an audit(3:1)

0 9000:2015, 3.13.6]

ia

bments (3.23) used as a referenceé against which objective evidence (3.8) is compared
try: If the audit criteria are<legal (including statutory or regulatory) requirements, the
or “non-compliance” are often used in an audit finding (3.10).
bligations, etc.

added]

Vidence

0 9000:2015,.8.13.7, modified — the definition has been changed and Notes to entry 1

fions,

h-line

U/ has

vords

ntry: Requirements may’ include policies, procedures, work instructions, legal requirentents,

and

data supporj

ting the existence or verity of something

Note 1 to entry: Objective evidence can be obtained through observation, measurement, test or by other means.

Note 2 to entry: Objective evidence for the purpose of the audit (3.1) generally consists of records, statements of

fact, or other
[SOURCE: IS
39

information which are relevant to the audit criteria (3.7) and verifiable.

09000:2015, 3.8.3]

audit evidence
records, statements of fact or other information, which are relevant to the audit criteria (3.7) and

verifiable

[SOURCE: IS

09000:2015, 3.13.8]
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3.10
audit findings
results of the evaluation of the collected audit evidence (3.9) against audit criteria (3.7)

Note 1 to entry: Audit findings indicate conformity (3.20) or nonconformity (3.21).

Note 2 to entry: Audit findings can lead to the identification of risks, opportunities for improvement or recording
good practices.

Note 3 to entry: In English if the audit criteria are selected from statutory requirements or regulatory
requirements, the audit finding is termed compliance or non-compliance.

[SOURCE:TSUO 9000:2015, 3.13.9, modified — Notes to entry Z and 3 have been modified]

3.11
audif conclusion
outcpme of an audit (3.1), after consideration of the audit objectives and all audit'findings (3.10)

[SOURCE: 1SO 9000:2015, 3.13.10]

3.12
audif client
orgahization or person requesting an audit (3.1)

Note |l to entry: In the case of internal audit, the audit client canalso’be the auditee (3.13) or the|individual(s)
mandging the audit programme. Requests for external auditican come from sources such as regulators,
contrjacting parties or potential or existing clients.

[SOURCE: ISO 9000:2015, 3.13.11, modified — Note Lt0 entry has been added]

3.13
audifee
orgahization as a whole or parts thereof being audited

[SOURCE: ISO 9000:2015, 3.13.12, modified]

3.14
audif team
one gr more persons conducfing an audit (3.1), supported if needed by technical experts (3.16)

Note [1 to entry: One auditor,(3.15) of the audit team (3.14) is appointed as the audit team leader.
Note 2 to entry: The audit team can include auditors-in-training.
[SOURCE: 1S0,9000:2015, 3.13.14]

3.15
audifor
perspiiavho conducts an audit (3.1)

[SOURCE: ISO 9000:2015, 3.13.15]

3.16
technical expert
<audit> person who provides specific knowledge or expertise to the audit team (3.14)

Note 1 to entry: Specific knowledge or expertise relates to the organization, the activity, process, product,
service, discipline to be audited, or language or culture.

Note 2 to entry: A technical expert to the audit team (3.14) does not act as an auditor (3.15).

[SOURCE: IS0 9000:2015, 3.13.16, modified — Notes to entry 1 and 2 have been modified]
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3.17
observer

:2018(E)

individual who accompanies the audit team (3.14) but does not act as an auditor (3.15)

[SOURCE: IS
3.18

09000:2015, 3.13.17, modified]

management system
set of interrelated or interacting elements of an organization to establish policies and objectives, and
processes (3.24) to achieve those objectives

Note 1 to e

1ality

management|

Note 2 to ¢
responsibilit
objectives.

Note 3 to en|
identified fu
functions acn

[SOURCE: IS

3.19
risk
effect of und

Note 1 to ent

Note 2 to ent
knowledge of

Note 3 to enf
3.5.1.3) and d

Note 4 to enf
changes in ci

[SOURCE: IS

3.20
conformityj
fulfilment o

[SOURCE: IS

3.21
nonconforrn

fry: A management system can address a cing]p discipline or several disciplines eg q
financial management or environmental management.

entry: The management system elements establish the organization’s structure) \roles

es, planning, operation, policies, practices, rules, beliefs, objectives and processes tb.achieve

fry: The scope of a management system can include the whole of the organization, specifi
\ctions of the organization, specific and identified sections of the orgahization, or one or
oss a group of organizations.

0 9000:2015, 3.5.3, modified — Note 4 to entry has been deleted]

ertainty

Fy: An effect is a deviation from the expected - positive or negative.

, an event, its consequence and likelihood.

ry: Risk is often characterized by reference to potential events (as defined in ISO Guide 73:
onsequences (as defined in [SO Guide.%3:2009, 3.6.1.3), or a combination of these.

ry: Risk is often expressed in terms of a combination of the consequences of an event (incl
rcumstances) and the associated likelihood (as defined in ISO Guide 73:2009, 3.6.1.1) of occurtj

0 9000:2015, 3.7.9, modified — Notes to entry 5 and 6 have been deleted]

F a requirement(3.23)

0 9000:2015, 3.6.11, modified — Note 1 to entry has been deleted]

and
those

c and
more

ry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or

2009,

iding
ence.

hity

non-fulfilment of a requirement (3.23)

[SOURCE: IS
3.22

09000:2015, 3.6.9, modified — Note 1 to entry has been deleted]

competence
ability to apply knowledge and skills to achieve intended results

[SOURCE: IS

09000:2015, 3.10.4, modified — Notes to entry have been deleted]
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requirement
need or expectation that is stated, generally implied or obligatory

Note 1 to entry: “Generally implied” means that it is custom or common practice for the organization and
interested parties that the need or expectation under consideration is implied.

Note 2 to entry: A specified requirement is one that is stated, for example in documented information.

[SOURCE: ISO 9000:2015, 3.6.4, modified — Notes to entry 3, 4, 5 and 6 have been deleted]

3.24

prodess

seto

[SOURCE: ISO 9000:2015, 3.4.1, modified — Notes to entry have been deleted]

3.25
perf

meagurable result

Note

Note

[SOURCE: ISO 9000:2015, 3.7.8, modified — Note 3 to entryhas been deleted]

3.26

effeqtiveness
extent to which planned activities are realized afrd planned results achieved

[SOURCE: IS0 9000:2015, 3.7.11, modified =<Note 1 to entry has been deleted]

4 Principles of auditing

Audi

the qudit an effective and réliable tool in support of management policies and controls, &
inforjmation on which an grganization can act in order to improve its performance. Adhere

pring
enab
circ

The

guidancegiven in Clauses 5 to 7 is based on the seven principles outlined below.

f interrelated or interacting activities that use inputs to deliver an intended result

prmance

1 to entry: Performance can relate either to quantitative or qualitativesfindings.

Ling is characterized by reliance on a number of principles. These principles should h

ing auditors, werking independently from one another, to reach similar conclusion
mstances.

2 to entry: Performance can relate to the management of activities, processes (3.24), prodycts, services,
systems or organizations.

elp to make
y providing
nce to these

iples is a prerequisite for providing audit conclusions that are relevant and sufficient, and for

s in similar

— perform their work ethically, with honesty and responsibility;

— only undertake audit activities if competent to do so;

— perform their work in an impartial manner, i.e. remain fair and unbiased in all thei

— Dbesensitive to any influences that may be exerted on their judgement while carrying

b) Fair presentation: the obligation to report truthfully and accurately

r dealings;

out an audit.

Audit findings, audit conclusions and audit reports should reflect truthfully and accurately the
audit activities. Significant obstacles encountered during the audit and unresolved diverging

© ISO

2018 - All rights reserved
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d)

f)

g)

5

5.1 Gene

An audit p

opinions between the audit team and the auditee should be reported. The communication should
be truthful, accurate, objective, timely, clear and complete.

Due pro

fessional care: the application of diligence and judgement in auditing

Auditors should exercise due care in accordance with the importance of the task they perform
and the confidence placed in them by the audit client and other interested parties. An important
factor in carrying out their work with due professional care is having the ability to make reasoned
judgements in all audit situations.

Confidentiality: security of information

Auditor
of their]
auditor

duties. Audit information should not be used inappropriately for personal gain.b
or the audit client, or in a manner detrimental to the legitimate interests of €he’au

This concept includes the proper handling of sensitive or confidential information.

Indeper]

Auditor
all case
should

objectiyf
based o

For sm3
activity

Evidend
conclus

Audit e

be independent from the function being audited if practicable;yAuditors should mai
ity throughout the audit process to ensure that the audit{indings and conclusion
hly on the audit evidence.

being audited, but every effort should be made to remove bias and encourage objectiv

e-based approach: the rational method for\reaching reliable and reproducible
ons in a systematic audit process

Fidence should be verifiable. It should.in general be based on samples of the inform

available, since an audit is conducted during-a finite period of time and with finite resource

appropi
can be

Risk-ba

The ris}
audits i
and for

Manag

laced in the audit conclusions.
sed approach: an audit approach that considers risks and opportunities

-based approach should-substantively influence the planning, conducting and reporti
h order to ensure that-daudits are focused on matters that are significant for the audit c
hchieving the audit\programme objectives.

fing an audit programme

ral

5 should exercise discretion in the use and protection of information acquired in the clurse

dence: the basis for the impartiality of the audit and objectivity of the audit’conclusions

the
itee.

5 should be independent of the activity being audited wherever practicable, and shoyld in
b act in a manner that is free from bias and conflict of interest. Eorinternal audits, auditors

htain
5 are

1l organizations, it may not be possible for internal auditors to be fully independent gf the

ty.
hudit

htion
S. An

iate use of sampling should be applied, since this is closely related to the confidencd that

ing of
lient,

OgTAMITE Shoutd be estabiisiied wiichr canm Inciude audits addressing one or

more

management system standards or other requirements, conducted either separately or in combination
(combined audit).

The extent of an audit programme should be based on the size and nature of the auditee, as well as on
the nature, functionality, complexity, the type of risks and opportunities, and the level of maturity of
the management system(s) to be audited.

The functionality of the management system can be even more complex when most of the important
functions are outsourced and managed under the leadership of other organizations. Particular
attention needs to be paid to where the most important decisions are made and what constitutes the
top management of the management system.

© ISO 2018 - All rights reserved
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In the case of multiple locations/sites (e.g. different countries), or where important functions are
outsourced and managed under the leadership of another organization, particular attention should be
paid to the design, planning and validation of the audit programme.

In the case of smaller or less complex organizations the audit programme can be scaled appropriately.

In order to understand the context of the auditee, the audit programme should take into account the
auditee’s:

— organizational objectives;

— relevant external and internal issues;

— the needs and expectations of relevant interested parties;
— information security and confidentiality requirements.

The planning of internal audit programmes and, in some cases programmes for auditjng external
provijders, can be arranged to contribute to other objectives of the organization.

The individual(s) managing the audit programme should ensure the integrity of the audit i maintained
and that there is not undue influence exerted over the audit.

Audif priority should be given to allocating resources and metheds to matters in a management system
with|higher inherent risk and lower level of performance.

Competent individuals should be assigned to manage thetaudit programme.

The pudit programme should include information ahd identify resources to enable the pudits to be
conlected effectively and efficiently within the specified time frames. The information should include:

a)

b) 1isks and opportunities associatedwith the audit programme (see 5.3) and thg actions to
address them;

bjectives for the audit programme;

c) gcope (extent, boundaries, loecations) of each audit within the audit programme;
d) gchedule (number/duration/frequency) of the audits;

e) 4qudit types, such as-dinternal or external;

f) audit criteria;

g) qudit methads to be employed;

h) ¢riteriafor selecting audit team members;

i) televant documented information.

Some of this information may not be available until more detailed audit planning is complete.

The implementation of the audit programme should be monitored and measured on an ongoing basis
(see 5.6) to ensure its objectives have been achieved. The audit programme should be reviewed in order
to identify needs for changes and possible opportunities for improvements (see 5.7).

Figure 1 illustrates the process flow for the management of an audit programme.
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NOTE 1

NOTE 2

PLAN DO CHECK ACT

5.2 Establishing
audit programme
objectives

5.3 Determining
and evaluating 5.7 Reviewing
audit progrdmme 4l HIIProVvIITg
risks and audit programme
opportunities
5.4 Establishing
audit
grogramme
5.5 Implementing 5.6 Monitoring
audit audit
programme programme
Clauge 5
Clauge 6
T T
6.2 [nitiating audit |
—_
r A
6.3 Preparing 6.4 Conducting | 6.7 Conducting |
apdit activities audit activities audit follow-up
L —_ Y —
A
6'.5 P.repa.rmg an.d 6.6 Completing |
distributing audit R
e audit
PLAN DO CHECK ACT

This Figure illustrates the application of the Plan-Do-Check-Act cycle in this document.

Clause/subclause numbering refers to the relevant clauses/subclauses of this document.

Figure 1 — Process flow for the management of an audit programme
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5.2 Establishing audit programme objectives

The audit client should ensure that the audit programme objectives are established to direct the
planning and conducting of audits and should ensure the audit programme is implemented effectively.
Audit programme objectives should be consistent with the audit client’s strategic direction and support
management system policy and objectives.

These objectives can be based on consideration of the following:
a) needs and expectations of relevant interested parties, both external and internal;

b) characteristics of and requirements for processes, products, services and projects, and any changes
fo them;

c) Ilanagement system requirements;
d) 1eed for evaluation of external providers;

e) auditee’s level of performance and level of maturity of the management system(s), ps reflected
in relevant performance indicators (e.g. KPIs), the occurrence of nondonformities or f[incidents or
¢omplaints from interested parties;

f) identified risks and opportunities to the auditee;

g) tesults of previous audits.

Examples of audit programme objectives can include the following:
— identify opportunities for the improvement of a manhagement system and its performarce;
— ¢valuate the capability of the auditee to detetimine its context;

— ¢valuate the capability of the auditee'te’ determine risks and opportunities and to {dentify and
implement effective actions to address-them;

— ¢onform to all relevant requirements, e.g. statutory and regulatory requirements,| compliance
¢ommitments, requirements for certification to a management system standard;

— Ibtain and maintain confidence in the capability of an external provider;
etermine the continuing suitability, adequacy and effectiveness of the auditee’s management system;

— ¢valuate the compatibility and alignment of the management system objectives with the strategic
dlirection of the-6rganization.

5.3 | Determining and evaluating audit programme risks and opportunities

Thergecare risks and opportunities related to the context of the auditee that can be assqciated with
an audit-programme-and-—canaffect-theachtevermentof itsobjectives—The-individual{sjmanaging the
audit programme should identify and present to the audit client the risks and opportunities considered
when developing the audit programme and resource requirements, so that they can be addressed
appropriately.

There can be risks associated with the following:

a) planning, e.g. failure to set relevant audit objectives and determine the extent, number, duration,
locations and schedule of the audits;

b) resources, e.g. allowing insufficient time, equipment and/or training for developing the audit
programme or conducting an audit;

c) selection of the audit team, e.g. insufficient overall competence to conduct audits effectively;
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communication, e.g. ineffective external/internal communication processes/channels;

implementation, e.g. ineffective coordination of the audits within the audit programme, or not
considering information security and confidentiality;

control of documented information, e.g. ineffective determination of the necessary documented
information required by auditors and relevant interested parties, failure to adequately protect

cords to demonstrate audit programme effectiveness;

monitoring, reviewing and improving the audit programme, e.g. ineffective monitoring of audit
programme outcomes;

availabitity and cooperation of auditee and availability of evidence to be sampled.

d)
e)
f)
auditre
g)
h)
Opportuniti
— allowin
— minimij
— matchirf
audit ol
— aligning
5.4 Estab
5.4.1 Rol

The individqial(s) managing the audit programme should:

a)

b)

d)

f)

10

establis|
known

determi
prograr
auditing

ensurinf the selection of audit-teams and the overall competence for the auditing activitig

assigni
establis|
— the

— the
met

s for improving the audit programme can include:
b multiple audits to be conducted in a single visit;
ring time and distances travelling to site;

g the level of competence of the audit team to the level of competeniee needed to achiey
jectives;

audit dates with the availability of auditee’s key staff.
lishing the audit programme

ps and responsibilities of the individual(s) managing the audit programme

fonstraints;

ne the external and internal issués, and risks and opportunities that can affect the
hme, and implement action$.to address them, integrating these actions in all relg
b activities, as appropriate;

g roles, responsihilities and authorities, and supporting leadership, as appropriate;
h all relevant processes including processes for:

coordinatiofand scheduling of all audits within the audit programme;

establishment of audit objectives, scope(s) and criteria of the audits, determining
hods and selecting the audit team;

e the

h the extent of the audit programme acgdrding to the relevant objectives (see 5.2) andl any

hudit
vant

es by

qudit

— evaluating auditors;

— the
— the

— aud

establishment of external and internal communication processes, as appropriate;
resolutions of disputes and handling of complaints;

it follow-up if applicable;

— reporting to the audit client and relevant interested parties, as appropriate.

determine and ensure provision of all necessary resources;

ensure that appropriate documented information is prepared and maintained, including audit
programme records;
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monitor, review and improve the audit programme;

communicate the audit programme to the audit client and, as appropriate, relevan
parties.

t interested

The individual(s) managing the audit programme should request its approval by the audit client.

5.4.2 Competence of individual(s) managing audit programme

The individual(s) managing the audit programme should have the necessary competence to manage the
programme and its associated risks and opportunities and external and internal issues effectively and

L 1 - 1 - 1 1 1 £
effic utly, TITCTUTITE KITOWITCTUgT Ot

a)
b)

c)

d)

As appropriate, knowledge of risk management, project and.pfocess management, and info
comimunications technology (ICT) may be considered.

The

activjities to maintain the necessary competence to.manage the audit programme.

5.4.3 Establishing extent of audit programme

The

This|can vary depending on the information provided by the auditee regarding its context

NOT
only

Othefr factors impacting the extent of an audit programme can include the following:

a)

b)
‘)
d)
e)

f)
g)
h)

udit principles (see Clause 4), methods and processes (see A.1 and A.2);
anagement system standards, other relevant standards and reference/guidance docy

information regarding the auditee and its context (e.g. external/internal isstes, relevar
arties and their needs and expectations, business activities, produets, Services and
the auditee);

dpplicable statutory and regulatory requirements and other requirements relevant to
ctivities of the auditee.

individual(s) managing the audit programme shotld engage in appropriate continual d

individual(s) managing the audit pregramme should determine the extent of the audit

H In certain cases, depending on the auditee's structure or its activities, the audit progi
Fonsist of a single audit (e.g.@small project or organization).

the objective, scope:dnd duration of each audit and the number of audits to be conductg
method and, ifapplicable, audit follow up;

the management system standards or other applicable criteria;

the number, importance, complexity, similarity and locations of the activities to be aud

ments;

It interested
brocesses of
the business

rmation and

levelopment

brogramme.
see 5.3).

amme might

d, reporting

ited;

thase factors influencing the effectiveness of the management system;

applicable audit criteria, such as planned arrangements for the relevant management system

standards, statutory and regulatory requirements and other requirements to
organization is committed;

results of previous internal or external audits and management reviews, if appropriate
results of a previous audit programme review;

language, cultural and social issues;

which the

)

the concerns of interested parties, such as customer complaints, non-compliance with statutory

and regulatory requirements and other requirements to which the organization is co
supply chain issues;
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j)
k)

D

m)

significant changes to the auditee’s context or its operations and related risks and opportunities;

availability of information and communication technologies to support audit activities, in particular

the use

of remote audit methods (see A.16);

the occurrence of internal and external events, such as nonconformities of products or service,
information security leaks, health and safety incidents, criminal acts or environmental incidents;

busines

s risks and opportunities, including actions to address them.

5.4.4 Determining audit programme resources

When deter
should cons

a)

b)
c)

d)
e)
f)
g)

h)
1)

j)

5.5

5.5.1 Genleral

Once the audlit prograimme has been established (see 5.4.3) and related resources have been deternj
(see 5.4.4) itlis necessary to implement the operational planning and the coordination of all the actiy
within the grégramme.

the findncial and time resources necessary to develop, implement, manage and, improve
activitigs;

audit m

the indjividual and overall availability of auditors and technical experts having compef
approptiate to the particular audit programme objectives;

the extent of the audit programme (see 5.4.3) and audit programme\risks and opportunities (see

travel time and cost, accommodation and other auditing needs;

the imp

the ava

to set up a remote audit using technologies that support remote collaboration);

the availability of any tools, technology and equipment required;

the ava
the aud

require

backgrqund checks, personal protective equipment, ability to wear clean room attire).

Impléementing audit programme

der:

bthods (see A.1);

het of different time zones;

lability of information and communication technologies (e.g. technical resources req

lability of necessary documented information, as determined during the establishme
t programme (see A.5);

ments related to the facility, including any security clearances and equipment

mining resources for the audit programme, the individual(s) managing the audit progralmme

qudit

ence

5.3);

hired

nt of

(e.g.

lined
rities

The individual(s) managing the audit programme should:

a)

12

communicate the relevant parts of the audit programme, including the risks and opportunities
involved, to relevant interested parties and inform them periodically of its progress, using
established external and internal communication channels;

define objectives, scope and criteria for each individual audit;

select audit methods (see A.1);

coordinate and schedule audits and other activities relevant to the audit programme;

ensure the audit teams have the necessary competence (see 5.5.4);
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f) provide necessary individual and overall resources to the audit teams (see 5.4.4);

g) ensure the conduct of audits in accordance with the audit programme, managing all operational
risks, opportunities and issues (i.e. unexpected events), as they arise during the deployment of the
programme;

h) ensure relevant documented information regarding the auditing activities is properly managed
and maintained (see 5.5.7);

i) defineand implement the operational controls (see 5.6) necessary for audit programme monitoring;

j) review the audit programme in order to identify opportunities for its improvement (see 5.7).

5.5.1 Defining the objectives, scope and criteria for an individual audit

Each|individual audit should be based on defined audit objectives, scope and criteria. Thege should be

consjstent with the overall audit programme objectives.

The hudit objectives define what is to be accomplished by the individual audit and may| include the

following:

a) dletermination of the extent of conformity of the management system to be audited, ofr parts of it,
yith audit criteria;

b) ¢valuation of the capability of the management system to assist the organization|in meeting
felevant statutory and regulatory requirements andther requirements to which the ¢rganization
ils committed;

c) ¢valuation of the effectiveness of the management system in meeting its intended results;

d) identification of opportunities for potentiallimprovement of the management system;

e) evaluation of the suitability and adequaty of the management system with respect to the context
gnd strategic direction of the auditeg;

f) e¢valuation of the capability of the management system to establish and achieve objectives and
effectively address risks angiopportunities, in a changing context, including the impleentation of
the related actions.

The audit scope should be_consistent with the audit programme and audit objectives. It includes such
factdrs as locations, functions, activities and processes to be audited, as well as the time pefiod covered
by the audit.
The audit criteria-are used as a reference against which conformity is determined. These may include
one ¢r more ‘of.the following: applicable policies, processes, procedures, performance criteria including
objeqtives;>statutory and regulatory requirements, management system requirements, [information
regarding ‘the context and the risks and opportunities as determined by the audite¢ (including
relevant’ external/internal interested parties requirements), sector codes of conduct or ather planned
arrangements.

In the event of any changes to the audit objectives, scope or criteria, the audit programme should be
modified if necessary and communicated to interested parties, for approval if appropriate.

When more than one discipline is being audited at the same time it is important that the audit
objectives, scope and criteria are consistent with the relevant audit programmes for each discipline.
Some disciplines can have a scope that reflects the whole organization and others can have a scope that
reflects a subset of the whole organization.

© ISO 2018 - All rights reserved
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5.5.3 Selecting and determining audit methods

The individual(s) managing the audit programme should select and determine the methods for
effectively and efficiently conducting an audit, depending on the defined audit objectives, scope and
criteria.

Audits can be performed on-site, remotely or as a combination. The use of these methods should be
suitably balanced, based on, among others, consideration of associated risks and opportunities.

Where two or more auditing organizations conduct a joint audit of the same auditee, the individuals
managing the different audit programmes should agree on the audit methods and consider implications

for resourc'ng and p]anning the audit If an auditee npnrquc WO or more mnnagnmnnf cycfpr‘ S Of

different digciplines, combined audits may be included in the audit programme.

5.5.4 Sel¢cting audit team members

The individpal(s) managing the audit programme should appoint the members pf\the audit eam,

including the team leader and any technical experts needed for the specific audit.

An audit team should be selected, taking into account the competence needed®oachieve the objedtives

of the individual audit within the defined scope. If there is only one auditor, the auditor should perfform

all applicable duties of an audit team leader.

NOTE Clguse 7 contains guidance on determining the competence requiréed for the audit team memberfs and

describes theg processes for evaluating auditors.

To assure the overall competence of the audit team, the following steps should be performed:

— identifi¢ation of the competence needed to achieve the\objectives of the audit;

— selectiop of the audit team members so that the necessary competence is present in the audit team.

In deciding the size and composition of the audit-team for the specific audit, consideration shou|d be

given to thelfollowing:

a) the overall competence of the audititeam needed to achieve audit objectives, taking into ac¢ount
audit scppe and criteria;

b) complexity of the audit;

c) whethef the audit is a combined or joint audit;

d) the selefted audit methods;

e) ensuring objectivity and impartiality to avoid any conflict of interest of the audit process;

f) the abiljty.of'the audit team members to work and interact effectively with the representatives of
the auditéeyand relevant interested parties;

g) the relevant external/internal issues, such as the language of the audit, and the auditee’s social
and cultural characteristics. These issues may be addressed either by the auditor's own skills or
through the support of a technical expert, also considering the need for interpreters;

h) type and complexity of the processes to be audited.

Where appropriate, the individual(s) managing the audit programme should consult the team leader on
the composition of the audit team.

If the necessary competence is not covered by the auditors in the audit team, technical experts with
additional competence should be made available to support the team.

Auditors-in-training may be included in the audit team, but should participate under the direction and
guidance of an auditor.
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Changes to the composition of the audit team may be necessary during the audit, e.g. if a conflict of
interest or competence issue arises. If such a situation arises, it should be resolved with the appropriate
parties (e.g. audit team leader, the individual(s) managing the audit programme, audit client or auditee)
before any changes are made.

5.5.5 Assigning responsibility for an individual audit to the audit team leader

The individual(s) managing the audit programme should assign the responsibility for conducting the
individual audit to an audit team leader.

The assignment should be made in sufficient time before the scheduled date of the audit, in order to
ensufe the effective planning of the audit.

To ensure effective conduct of the individual audits, the following information should be [provided to
the audit team leader:

a) audit objectives;
b) audit criteria and any relevant documented information;

c) audit scope, including identification of the organization and its“functions and progesses to be
qudited;

d) 4qudit processes and associated methods;
e) ¢omposition of the audit team;

f) ¢ontact details of the auditee, the locations, time frame and duration of the audit actjivities to be
¢onducted;

g) tfesources necessary to conduct the audit;

h) information needed for evaluating.and addressing identified risks and opportunfities to the
dchievement of the audit objectives;

i) information which supports the.audit team leader(s) in their interactions with the auglitee for the
effectiveness of the audit programme.

The gssignment information‘should also cover the following, as appropriate:

— working and reporting language of the audit where this is different from the language of the auditor
¢r the auditee, o both;

— Judit reporting output as required and to whom it is to be distributed;

— 1nattersrelated to confidentiality and information security, as required by the audit programme;

— Jny-health, safety and environmental arrangements for the auditors;

— requirements for travel or access to remote sites;
— any security and authorization requirements;
— any actions to be reviewed, e.g. follow-up actions from a previous audit;

— coordination with other audit activities, e.g. when different teams are auditing similar or related
processes at different locations or in the case of a joint audit.

Where a joint audit is conducted, it is important to reach agreement among the organizations conducting
the audits, before the audit commences, on the specific responsibilities of each party, particularly with
regard to the authority of the team leader appointed for the audit.
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5.5.6 Managing audit programme results

The individual(s) managing the audit programme should ensure that the following activities are

performed:

a) evaluation of the achievement of the objectives for each audit within the audit programme;

b) review and approval of audit reports regarding the fulfilment of the audit scope and objectives;

c) review of the effectiveness of actions taken to address audit findings;

d) distribution of audit reports to relevant interested parties;

e) determi

The individfial managing the audit programme should consider, where appropriate:

— commu

— theimp

5.5.7 Managing and maintaining audit programme records

The individ

managed ampd maintained to demonstrate the implementation of{thé audit programme. Proc

should be e
with the aug

Records can
a) Record;

— sch

— audiit programme objectives and extent;

— tho
inte

— rev

b) Record;

— audlit plans andqudit reports;

— obijq

— 1Non

nation of the necessity for any follow-up audit.

hicating audit results and best practices to other areas of the organization and

ications for other processes.

pal(s) managing the audit programme should ensure that‘audit records are gener

stablished to ensure that any information security and confidentiality needs assoc
lit records are addressed.

include the following:
related to the audit programme, such as:

bdule of audits;

e addressing audit programme risks and opportunities, and relevant external
rnal issues;

ews of the audit programme effectiveness.

related to each audit, such as:

pctive audit evidence and findings;

conformity reports;

ated,
bsses
jated

and

— Ccor

— aud

ECTIONS and COTTeCtiVe action TEPOTTS;

it follow-up reports.

c) Records related to the audit team covering topics such as:

— competence and performance evaluation of the audit team members;

— crit

eria for the selection of audit teams and team members and formation of audit teams;

— maintenance and improvement of competence.

The form and level of detail of the records should demonstrate that the objectives of the audit

programme

16

have been achieved.
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5.6 Monitoring audit programme
The individual(s) managing the audit programme should ensure the evaluation of:
a) whether schedules are being met and audit programme objectives are being achieved;

b) the performance of the audit team members including the audit team leader and the technical
experts;

c) the ability of the audit teams to implement the audit plan;

d) feedback from audit clients, auditees, auditors, technical experts and other relevant parties;

e) dufficiency and adequacy of documented information in the whole audit process.
Somg¢ factors can indicate the need to modify the audit programme. These can include/chaniges to:
— audit findings;

— demonstrated level of auditee’s management system effectiveness andsmaturity;
— effectiveness of the audit programme;

qudit scope or audit programme scope;

— the auditee’s management system;

— gtandards, and other requirements to which the organization is committed,;

— ¢xternal providers;

— identified conflicts of interest;

— the audit client’s requirements.

5.7 | Reviewing and improving audit programme

The [individual(s) managing theraudit programme and the audit client should revieyw the audit
programme to assess whether’its objectives have been achieved. Lessons learned from the audit
programme review should-béused as inputs for the improvement of the programme.

The individual(s) managing the audit programme should ensure the following:
— T1eview of the/oveérall implementation of the audit programme;
— identification of areas and opportunities for improvement;

— Jpplication of changes to the audit programme if necessary;

¢ £11 e 1 c : 11 1 P 14 : h] PR
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— reporting of the results of the audit programme and review with the audit client and relevant
interested parties, as appropriate.

The audit programme review should consider the following:

a) results and trends from audit programme monitoring;

b) conformity with audit programme processes and relevant documented information;
c) evolving needs and expectations of relevant interested parties;

d) audit programme records;
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alternative or new auditing methods;

alternative or new methods to evaluate auditors;

associated with the audit programme;

h)

6

confidentiality and information security issues relating to the audit programme.

Conducting an audit

effectiveness of the actions to address the risks and opportunities, and internal and external issues

6.1 Gene

This clause

Figure 2 pr
provisions g

6.2 Initia

6.2.1 General

The respon
5.5.5) until {

To initiate
depending g

6.2.2 Estg

The audit te

ral

vides an overview of the activities performed in a typical audit. The extent'to whic
f this clause are applicable depends on the objectives and scope of the specific audit.

ting audit

5ibility for conducting the audit should remain with the)assigned audit team leader
he audit is completed (see 6.6).

n the auditee, processes and specific circumstanges of the audit.

1blishing contact with auditee
am leader should ensure that contactis'made with the auditee to:
communication channels with the\auditee’s representatives;

the authority to conduct the'audit;

relevant information ©on the audit objectives, scope, criteria, methods and audit
ition, including any téchnical experts;

access to relevant information for planning purposes including information on the
ortunities the‘qrganization has identified and how they are addressed;

ities, processes, products and services of the auditee;

theagreement with the auditee regarding the extent of the disclosure and the treatmg

ontains guidance on preparing and conducting a specific audit as part of an audit.programme.

h the

(see

in audit, the steps in Figure 1 should be considered; however, the sequence can differ

feam

risks

ne applicable statutory and regulatory requirements and other requirements relevant to

nt of

htidl infarmaatian

Tero T T o IirrorcroTs;

make arrangements for the audit including the schedule;

issues regarding composition of the audit team with the auditee or audit client.

a) confirm
b) confirm
c) provide
compos
d) request
and opy
e) determi
the acti
f) confirm
confide
g)
h)
or other;
i)
j)
k) resolve
18

determine any location-specific arrangements for access, health and safety, security, confidentiality

agree on the attendance of observers and the need for guides or interpreters for the audit team;

determine any areas of interest, concern or risks to the auditee in relation to the specific audit;
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6.2.3 Determining feasibility of audit

The feasibility of the audit should be determined to provide reasonable confidence that the audit
objectives can be achieved.

The determination of feasibility should take into consideration factors such as the availability of the
following:

a) sufficient and appropriate information for planning and conducting the audit;

b) adequate cooperation from the auditee;

c) 4dequate time and resources for conducting the audit.

OTE Resources include access to adequate and appropriate information ahdy communication
echnology.

Where the audit is not feasible, an alternative should be proposed to the audit-¢lient, in agrgement with
the auditee.

6.3 | Preparing audit activities

6.3.1 Performing review of documented information
The relevant management system documented information ¢f the auditee should be reviewedl in order to:

— gather information to understand the auditee’s gperations and to prepare audit adtivities and
gpplicable audit work documents (see 6.3.4), e.g*0n processes, functions;

— ¢stablish an overview of the extent of the doctiimented information to determine possibl¢ conformity
flo the audit criteria and detect possible areas of concern, such as deficiencies, omissions|or conflicts.

The documented information should include, but not be limited to: management systen] documents
and yecords, as well as previous audit reports. The review should take into account the cantext of the
auditee’s organization, including its.size, nature and complexity, and its related risks and ogportunities.
It shguld also take into account the.audit scope, criteria and objectives.

NOTH Guidance on how to(verify information is provided in A.5.
6.3.1 Audit planning

6.3.1.1 Risk-based approach to planning

The qudit teamleader should adopt a risk-based approach to planning the audit based on thefinformation
in the auditprogramme and the documented information provided by the auditee.

Audit planning should consider the risks of the audit activities on the auditee’s processes and provide
the basis for the agreement among the audit client, audit team and the auditee regarding the conduct of
the audit. Planning should facilitate the efficient scheduling and coordination of the audit activities in
order to achieve the objectives effectively.

The amount of detail provided in the audit plan should reflect the scope and complexity of the audit, as
well as the risk of not achieving the audit objectives. In planning the audit, the audit team leader should
consider the following:

a) the composition of the audit team and its overall competence;
b) the appropriate sampling techniques (see A.6);

c) opportunities to improve the effectiveness and efficiency of the audit activities;
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d) the risks to achieving the audit objectives created by ineffective audit planning;

e)

the risks to the auditee created by performing the audit.

Risks to the auditee can result from the presence of the audit team members adversely influencing
the auditee’s arrangements for health and safety, environment and quality, and its products, services,
personnel or infrastructure (e.g. contamination in clean room facilities).

For combined audits, particular attention should be given to the interactions between operational
processes and any competing objectives and priorities of the different management systems.

6.3.2.2 Ayditplanning-details

The scale a
audits, as wi
permit chanjges which can become necessary as the audit activities progress.

b1l as between internal and external audits. Audit planning should be sufficiently flexi

ng should address or reference the following:
t objectives;

t scope, including identification of the organization and its functions, as well as proc

t criteria and any reference documented information;

the locgtions (physical and virtual), dates, expected time and duration of audit activities
conducted, including meetings with the auditee’s managentent;

| for the audit team to familiarize themselves,with auditee’s facilities and processes (e

conducting a tour of physical location(s), or reviewing information and communication technol

it methods to be used, including the eXtent to which audit sampling is needed to o
t audit evidence;

the rolgs and responsibilities of the ‘audit team members, as well as guides and observe

Lo the activities that are to be audited.
ng should take-into account, as appropriate:
fation of thesauditee’s representative(s) for the audit;

king and reporting language of the audit where this is different from the language d
or theauditee or both;

nd content of the audit planning can differ, for example, between initial and subsequent

le to

PSses

o be

g. by
pgY);

btain

'S or

cation of appropriate resources based upon consideration of the risks and opportuities

f the

treporttopics;

logistics and communications arrangements, including specific arrangements for the locations to be

any specific actions to be taken to address risks to achieving the audit objectives and opportunities

matters related to confidentiality and information security;

any follow-up actions from a previous audit or other source(s) e.g. lessons learned, project reviews;

any follow-up activities to the planned audit;

ation with other audit activities, in case of a joint audit.

Audit plann
a) theaud
b) the aud
to be audited;
c) theaud
d)
e) thenee
f) the aud
sufficie
g)
interpre¢ters;
h) the allo
related
Audit plann
— identifi
— the wor
auditor
— theaud
audited;
arising;
— coordin
20

© ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=e8814dde48c616b2f623f9700c16ec2b

ISO 19011:2018(E)

Audit plans should be presented to the auditee. Any issues with the audit plans should be resolved
between the audit team leader, the auditee and, if necessary, the individual(s) managing the audit
programme.

6.3.3 Assigning work to audit team

The audit team leader, in consultation with the audit team, should assign to each team member
responsibility for auditing specific processes, activities, functions or locations and, as appropriate,
authority for decision-making. Such assignments should take into account the impartiality and
objectivity and competence of auditors and the effective use of resources, as well as different roles and
responsibilities of auditors, auditors-in-training and technical experts.

Audif team meetings should be held, as appropriate, by the audit team leader in order to‘allocate work
assignments and decide possible changes. Changes to the work assignments can bexmade|as the audit
progfesses in order to ensure the achievement of the audit objectives.

6.3.4 Preparing documented information for audit

The gudit team members should collect and review the information relevant to their audit assignments
and prepare documented information for the audit, using any appropriate media. The flocumented
information for the audit can include but is not limited to:

a) physical or digital checklists;
b) audit sampling details;
¢) aqudio visual information.

The tise of these media should not restrict the extent of audit activities, which can change gs a result of
information collected during the audit.

NOTH Guidance on preparing audit work documents is given in A.13.

Docymented information prepared fory*and resulting from, the audit should be retained 3t least until
audif completion, or as specified ‘in the audit programme. Retention of documented [information
after] audit completion is described in 6.6. Documented information created during the apdit process
involving confidential or preprietary information should be suitably safeguarded at all times by the
audif team members.

6.4 | Conducting audit activities

6.4.1 General

Audif activities are normally conducted in a defined sequence as indicated in Figure 1. This sequence
may pe-Varied to suit the circumstances of specific audits.

6.4.2 Assigning roles and responsibilities of guides and observers

Guides and observers may accompany the audit team with approvals from the audit team leader, audit
client and/or auditee, if required. They should not influence or interfere with the conduct of the audit.
If this cannot be assured, the audit team leader should have the right to deny observers from being
present during certain audit activities.

For observers, any arrangements for access, health and safety, environmental, security and
confidentiality should be managed between the audit client and the auditee.
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Guides, appointed by the auditee, should assist the audit team and act on the request of the audit
team leader or the auditor to which they have been assigned. Their responsibilities should include the

following:

a)

and locations;

b)
c)

arrangi

ng access to specific locations of the auditee;

assisting the auditors in identifying individuals to participate in interviews and confirming timings

ensuring that rules concerning location-specific arrangements for access, health and safety,

environmental, security, confidentiality and other issues are known and respected by the audit

team m
d)
e)

witness

providil

6.4.3
The purposq
a)
b)
c)
An opening

responsible
questions sH

confirm
introdu

ensure

The degree
many instar
communicalf

ombers and observers and anv risks are addressed:

ing the audit on behalf of the auditee, when appropriate;

(g clarification or assisting in collecting information, when needed.

Conducting opening meeting

e of the opening meeting is to:
the agreement of all participants (e.g. auditee, audit team) to the*audit plan;
re the audit team and their roles;

hat all planned audit activities can be performed.

for the functions or processes to be audited.\During the meeting, an opportunity t
ould be provided.

of detail should be consistent with the familiarity of the auditee with the audit proce
ces, e.g. internal audits in a small organization, the opening meeting may simply cons
ing that an audit is being conductéd-and explaining the nature of the audit.

For other a

meeting should be held with the auditee’s mandgement and, where appropriate, t

hose
b ask

5s. In
ist of

dit situations, the meeting may be formal and records of attendance should be retalined.
The meeting should be chaired by the auidit team leader.

Introduction of the following should-be considered, as appropriate:

other p:

the aud
audit te

Confirmatiq

the aud

irticipants, includitig’observers and guides, interpreters and an outline of their roles;

t methods teymanage risks to the organization which may result from the presence ¢
hm members.

n of thefollowing items should be considered, as appropriate:

t©bjectives, scope and criteria;

f the

the audit plan and other relevant arrangements with the auditee, such as the date and time for the

closing meeting, any interim meetings between the audit team and the auditee’s management, and
any change(s) needed;

the audi
the avai

matters
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formal communication channels between the audit team and the auditee;

the language to be used during the audit;

tee being kept informed of audit progress during the audit;
lability of the resources and facilities needed by the audit team;

relating to confidentiality and information security;
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— relevant access, health and safety, security, emergency and other arrangements for the audit team;

activities on site that can impact the conduct of the audit.

The presentation of information on the following items should be considered, as appropriate:

q

q

6.4.4

Duri
team
regu
nonc

The
work

Duri
findi
audif
and,

note

Whe
leads
Such

the method of reporting audit findings including criteria for grading, if any;
conditions under which the audit may be terminated;

how to deal with possible findings during the audit;

ny-systemrforfeedbackfromrtheauditeeomrthefindingsor—conctustonrsofthe—=audiit, including

omplaints or appeals.

Communicating during audit

hg the audit, it may be necessary to make formal arrangements for communication wit}
, as well as with the auditee, the audit client and potentially with external interested
ators), especially where statutory and regulatory requirements require mandatory
pnformities.

hudit team should confer periodically to exchange informatidn, assess audit progress 4
between the audit team members, as needed.

hg the audit, the audit team leader should periodically:communicate the progress, an
hgs and any concerns to the auditee and audit client, as appropriate. Evidence collecte

that suggests an immediate and significant risk’should be reported without delay tq
as appropriate, to the audit client. Any concern about an issue outside the audit scoy
l and reported to the audit team leader, for possible communication to the audit client

Fe the available audit evidence indicate$.that the audit objectives are unattainable, th
r should report the reasons to the audit client and the auditee to determine approp
action may include changes to audit planning, the audit objectives or audit scope, or te

the audit.

Any
shou

prog
6.4.5

The ¢
as dy
avail

Whe

need for changes to the audit plan which may become apparent as auditing activit
Id be reviewed and accepted, as appropriate, by both the individual(s) managin
ramme and the audit/client, and presented to the auditee.

Audit informiation availability and access

iudit methads chosen for an audit depend on the defined audit objectives, scope and cri
ration ahd location. The location is where the information needed for the specific aud
able to the audit team. This may include physical and virtual locations.

ré,when and how to access audit information is crucial to the audit. This is independg

hin the audit
parties (e.g.
reporting of

nd reassign

 significant
d during the
the auditee
e should be
and auditee.

b audit team

riate action.

"mination of

es progress
g the audit

eria, as well
it activity is

bnt of where

the information is created, used and/or stored. Based on these issues, the audit methods need to be
determined (see Table A.1). The audit can use a mixture of methods. Also, audit circumstances may
mean that the methods need to change during the audit.

6.4.6 Reviewing documented information while conducting audit

The auditee’s relevant documented information should be reviewed to:

— determine the conformity of the system, as far as documented, with audit criteria;

— gather information to support the audit activities.

NOTE
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Guidance on how to verify information is provided in A.5.
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The review may be combined with the other audit activities and may continue throughout the audit,

providing th

is is not detrimental to the effectiveness of the conduct of the audit.

If adequate documented information cannot be provided within the time frame given in the audit plan,
the audit team leader should inform both the individual(s) managing the audit programme and the
auditee. Depending on the audit objectives and scope, a decision should be made as to whether the audit

should be co

ntinued or suspended until documented information concerns are resolved.

6.4.7 Collecting and verifying information

During the audit, information relevant to the audit objectives, scope and criteria, including information

relating to

appropriate
NOTE1 Fd
NOTE 2

G
Only inforr:[

evidence. W
to determin
findings shq

aware of any new or changed circumstances, or risks or opportunities; these should be addressg

the team ac

Figure 2 pr
conclusions

nterfaces between runctions, activities and processes should be collected by mea
sampling and should be verified, as far as practicable.

r verifying information see A.5.
idance on sampling is given in A.6.

ation that can be subject to some degree of verification should-be accepted as

here the degree of verification is low the auditor should use theif-professional judge
e the degree of reliance that can be placed on it as evidence. Audit evidence leading to

uld be recorded. If, during the collection of objective evidenee, the audit team bec

ordingly.

ovides an overview of a typical process, from collecting information to reaching

Source of information

Y

Collecting by means.of appropriate sampling

Audit evidence

A

Evaluating against audit criteria

Audit findings

hs of

qudit
ment
hudit
bmes
ed by

hudit

Reviewing

A

Audit conclusions

Figure 2 — Overview of a typical process of collecting and verifying information

Methods of collecting information include, but are not limited to the following:
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interviews;
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— observations;

— review of documented information.

NOTE 3  Guidance on selecting sources of information and observation is given in A.14.

NOTE4  Guidance on visiting the auditee’s location is given in A.15.

NOTES5  Guidance on conducting interviews is given in A.17.

6.4.8 Generating audit findings

Audi
findi
indiv
evidg
Nong

Nond
grad
with
nonc
conc
The 4
NOTH

NOTH
other

6.4.9

6.4.9
The :

a) 1
1

b) 4

[ evidence should be evaluated against the audit criteria in order to determine audit fin
hgs can indicate conformity or nonconformity with audit criteria. When specified by.th
idual audit findings should include conformity and good practices along with their
bnce, opportunities for improvement, and any recommendations to the auditee.

onformities and their supporting audit evidence should be recorded.

onformities can be graded depending on the context of the organization and its
ng can be quantitative (e.g. 1 to 5) and qualitative (e.g. minor, major). They should
the auditee in order to obtain acknowledgement that the audityevidence is accurate

erning the audit evidence or findings. Unresolved issues sheuld be recorded in the aud

1  Additional guidance on the identification and evaluation of audit findings is given in A.

2 Conformity or nonconformity with audit efiteria related to statutory or regulatory req
requirements, is sometimes referred to as compliance or non-compliance.

Determining audit conclusions

.1 Preparation for closing meeting
udit team should confer prior to the closing meeting in order to:

eview the audit findings and any other appropriate information collected during the a
he audit objectives;

igree on the andit conclusions, taking into account the uncertainty inherent in the aud

d)

) Irepare recommendations, if specified by the audit plan;

iscu§s-audit follow-up, as applicable.

dings. Audit
e audit plan,
supporting

risks. This
be reviewed
hnd that the

onformities are understood. Every attempt should be made to resolve any diverging opinions

treport.

judit team should meet as needed to review the auditfindings at appropriate stages duri[lg the audit.
1

uirements or

hdit, against

t process;

6.4.

-2 Comtentof auditconclusions

Audit conclusions should address issues such as the following:

a) theextentof conformity with the audit criteria and robustness of the management system, including
the effectiveness of the management system in meeting the intended outcomes, the identification
of risks and effectiveness of actions taken by the auditee to address risks;

b) the effective implementation, maintenance and improvement of the management system;

c) achievement of audit objectives, coverage of audit scope and fulfilment of audit criteria;

d) similar findings made in different areas that were audited or from a joint or previous audit for the
purpose of identifying trends.
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If specified by the audit plan, audit conclusions can lead to recommendations for improvement, or

future audit

6.4.10 Con

ing activities.

ducting closing meeting

A closing meeting should be held to present the audit findings and conclusions.

The closing meeting should be chaired by the audit team leader and attended by the management of the

auditee and

include, as applicable:

those responsible for the functions or processes which have been audited;

the aud
other m
other rqg

If applicablg
audit that

managemerrI]Ec

frame for an

The degree
the auditee’

The familiaj
closing mee

For some aydit situations, the meeting can be formal ghd minutes, including records of attend
pt. In other instances, e.g. internal audits, the closing meeting can be less formal and cgnsist

should be k¢
solely of con

t client;
embers of the audit team;
levant interested parties as determined by the audit client and/or auditee:

, the audit team leader should advise the auditee of situations encountered durin
ay decrease the confidence that can be placed in the audit conclusions. If defined i
system or by agreement with the audit client, the participants‘should agree on the
action plan to address audit findings.

bf detail should take into account the effectiveness of the-management system in achig
b objectives, including consideration of its context and risks and opportunities.

Fing, to ensure the correct level of detail is provided to participants.

himunicating the audit findings and audit.tonclusions.
hte, the following should be explained to the auditee in the closing meeting:

b that the audit evidence collected was based on a sample of the information available g
bssarily fully representativéof the overall effectiveness of the auditee’s processes;

hod of reporting;
audit finding should’be addressed based on the agreed process;
consequencesof not adequately addressing the audit findings;

ation of the'audit findings and conclusions in such a manner that they are understoog
ledgedsby the auditee’s management;

ted, post-audit activities (e.g. implementation and review of corrective actions, addre

b the
h the
time

bving

ity of the auditee with the audit process should also be taken into consideration durinig the

ance,

nd is

| and

5sing

As appropri
a) advisin
not necg
b) the met
c) how thq
d) possiblg
e) present
acknow]
f) any relg
audit c

1o 1 aY
HIPIAIIILS, dpptdl pruttss].

Any diverging opinions regarding the audit findings or conclusions between the audit team and the
auditee should be discussed and, if possible, resolved. If not resolved, this should be recorded.

If specified by the audit objectives, opportunities for improvement recommendations may be presented.

It should be
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emphasized that recommendations are not binding.
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6.5 Preparing and distributing audit report

6.5.1 Preparing audit report

The audit team leader should report the audit conclusions in accordance with the audit programme.
The audit report should provide a complete, accurate, concise and clear record of the audit, and should
include or refer to the following:

a) audit objectives;

b) audit scope, particularly identification of the organization (the auditee) and the functions or
TOCESSES audited;

c) identification of the audit client;

d) identification of audit team and auditee’s participants in the audit;

e) ates and locations where the audit activities were conducted;

f) qudit criteria;

g) audit findings and related evidence;

h) audit conclusions;

i) statement on the degree to which the audit criteria have been fulfilled;

i) ny unresolved diverging opinions between the audit team and the auditee;

k) audits by nature are a sampling exercise; as such there is a risk that the audit evidence jexamined is
ot representative.

The qudit report can also include or refer to‘the following, as appropriate:
— the audit plan including time schedule;

— a4 summary of the audit précess, including any obstacles encountered that may decrease the
feliability of the audit con¢lysions;

— ¢onfirmation that theaudit objectives have been achieved within the audit scope in accgrdance with
the audit plan;

— any areas withih the audit scope not covered including any issues of availability pf evidence,
fesources or'eonfidentiality, with related justifications;

— 3 summary covering the audit conclusions and the main audit findings that support thgm;

— goodpractices identified;

— agreed action plan follow-up, if any;
— astatement of the confidential nature of the contents;

— any implications for the audit programme or subsequent audits.

6.5.2 Distributing audit report

The audit report should be issued within an agreed period of time. If it is delayed, the reasons should be
communicated to the auditee and the individual(s) managing the audit programme.

The audit report should be dated, reviewed and accepted, as appropriate, in accordance with the audit
programme.
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The audit report should then be distributed to the relevant interested parties defined in the audit

programme

or audit plan.

When distributing the audit report, appropriate measures to ensure confidentiality should be

considered.

6.6 Completing audit

The audit is completed when all planned audit activities have been carried out, or as otherwise
agreed with the audit client (e.g. there might be an unexpected situation that prevents the audit being
completed according to the audit plan).

Documentetll information pertaining to the audit should be retained or disposed of by agree

between th
requiremen

Unless requ
disclose any
explicit app
the contents
as possible.

Lessons lear

auditee.

6.7 Cond

The outcom
corrective a
by the audit
managing th

e participating parties and in accordance with audit programme and-~‘appli
[S.

red by law, the audit team and the individual(s) managing the audit progsamme shoul
information obtained during the audit, or the audit report, to any other party withou
roval of the audit client and, where appropriate, the approval of the auditee. If disclosy
of an audit document is required, the audit client and auditee should be informed as

ned from the audit can identify risks and opportunities_fon the audit programme an

ucting audit follow-up

e of the audit can, depending on the audit objectives, indicate the need for corrections,
ctions, or opportunities for improvement. Such actions are usually decided and undert]

le audit programme and/or the audit téam informed of the status of these actions.

ment
rable

d not
t the
re of
soon

d the

r for
aken

ee within an agreed timeframe. As appropriate, the auditee should keep the individyal(s)

The completion and effectiveness of these aetions should be verified. This verification may be parf of a
subsequent faudit. Outcomes should be reported to the individual managing the audit programme and
reported to fthe audit client for management review.

7 Competence and evaluation of auditors

7.1 Genefal

Confidence |n the auditprocess and the ability to achieve its objectives depends on the competerce of
those indivi ders.
Competence the

and its ob]ectlves Some of the knowledge and skllls descrlbed in 7 7.2.3 are common to audltors of any
management system discipline; others are specific to individual management system disciplines. It is
not necessary for each auditor in the audit team to have the same competence. However, the overall
competence of the audit team needs to be sufficient to achieve the audit objectives.

The evaluation of auditor competence should be planned, implemented and documented to provide an
outcome that is objective, consistent, fair and reliable. The evaluation process should include four main
steps, as follows:

a) determine the required competence to fulfil the needs of the audit programme;

b) establish the evaluation criteria;
c) selectthe appropriate evaluation method;
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d) conduct the evaluation.

The outcome of the evaluation process should provide a basis for the following:
— selection of audit team members (as described in 5.5.4);

— determining the need for improved competence (e.g. additional training);
— ongoing performance evaluation of auditors.

Auditors should develop, maintain and improve their competence through continual professional
development and regular participation in audits (see 7.6).

A process for evaluating auditors and audit team leaders is described in 7.3, 7.4 and 7.5.

Audifors and audit team leaders should be evaluated against the criteria set out in|Z2.2 pnd 7.2.3 as
well ps the criteria established in 7.1.

The ¢ompetence required of the individual(s) managing the audit programme-is described |n 5.4.2.
7.2 | Determining auditor competence

7.2.1 General

In de¢ciding the necessary competence for an audit, an auditer’s knowledge and skills related to the
following should be considered:

a) the size, nature, complexity, products, services ahidprocesses of auditees;

b) the methods for auditing;

c) the management system disciplines to b&audited;

d) the complexity and processes of the‘management system to be audited;

e) the types and levels of risks and opportunities addressed by the management system;
f)  the objectives and extent of the audit programme;

g) the uncertainty in achiéving audit objectives;

h) other requiremefits; such as those imposed by the audit client or other relevant interested parties,
where appropiiate.

Thislinformation should be matched against that listed in 7.2.3.

7.2.2 Personal behaviour

Auditors should possess the necessary attributes to enable them to act In accordance with the
principles of auditing as described in Clause 4. Auditors should exhibit professional behaviour during
the performance of audit activities. Desired professional behaviours include being:

a) ethical, i.e. fair, truthful, sincere, honest and discreet;

b) open-minded, i.e. willing to consider alternative ideas or points of view;
c) diplomatic, i.e. tactful in dealing with individuals;

d) observant,i.e. actively observing physical surroundings and activities;
e) perceptive, i.e. aware of and able to understand situations;

f) versatile, i.e. able to readily adapt to different situations;
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tenacious, i.e. persistent and focused on achieving objectives;

decisive, i.e. able to reach timely conclusions based on logical reasoning and analysis;

not always be popular and may sometimes result in disagreement or confrontation;

improvement, i.e. willing to learn from situations;

culturally sensitive, i.e. observant and respectful to the culture of the auditee;

self-reliant, i.e. able to act and function independently while interacting effectively with others;

able to act with fortitude, i.e. able to act responsibly and ethically, even though these actions may

g)

h)

i)

j)

k) opento

1)

m) collaboi
auditee

7.2.3 Kng

7.2.3.1 Gg
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the audit ted

7.2.3.2 G¢
Auditors sh

a) Auditp

ensure
An audi

und
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plai

per

—

pr

ative, i.e. effectively interacting with others, including audit team members ;atg
s personnel.

wledge and skills

bneral
uld possess:

wledge and skills necessary to achieve the intended resultsief the audits they are exp¢
rm;

competence and a level of discipline and sector-specific’knowledge and skills.

eaders should have the additional knowledge and'skills necessary to provide leadersH
m.

tneric knowledge and skills of management system auditors
uld have knowledge and skills in thejareas outlined below.

Finciples, processes and methods? knowledge and skills in this area enable the audi]
hudits are performed in a censistent and systematic manner.

for should be able to:

erstand the types 6fyisks and opportunities associated with auditing and the princip
risk-based approach to auditing;

1 and organizethe work effectively;
form the.audit within the agreed time schedule;

ritize'and focus on matters of significance;

| the

bcted

ip to

or to

es of

interpreters);

doc

umented information, including records and data;

understand and consider technical experts’ opinions;

different functions, where appropriate;
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verify the relevance and accuracy of collected information;

communicate effectively, orally and in writing (either personally, or through the use of

collect information through effective interviewing, listening, observing and reviewing

understand the appropriateness and consequences of using sampling techniques for auditing;

audit a process from start to finish, including the interrelations with other processes and
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confirm the sufficiency and appropriateness of audit evidence to support audit findings and

conclusions;
assess those factors that may affect the reliability of the audit findings and conclus
document audit activities and audit findings, and prepare reports;

maintain the confidentiality and security of information.

ions;

b) Management system standards and other references: knowledge and skills in this area enable the
auditor to understand the audit scope and apply audit criteria, and should cover the following:

management system standards or other normative or guidance/supporting docuim
establish audit criteria or methods;

the application of management system standards by the auditee and other. organiz
relationships and interactions between the management system(s) processes;
understanding the importance and priority of multiple standards er references;

application of standards or references to different audit situatioens.

The organization and its context: knowledge and skills in thisdrea enable the auditor to
he auditee’s structure, purpose and management practicessand should cover the folloy

needs and expectations of relevant interested parties that impact the management
type of organization, governance, size, structure, functions and relationships;

general business and management congepts, processes and related terminolog
planning, budgeting and management-ofindividuals;

cultural and social aspects of the auditee.

\pplicable statutory and regulatory requirements and other requirements: knowledg
in this area enable the auditor'to be aware of, and work within, the organization’s re
Knowledge and skills specifie'to the jurisdiction or to the auditee’s activities, process
gnd services should cover the following:

statutory and regulatory requirements and their governing agencies;
basic legal tefminology;
contracting and liability.

NOTE Awareness of statutory and regulatory requirements does not imply legal ex
mmanagement system audit should not be treated as a legal compliance audit.

ents used to

ations;

understand
ying:

system;

y, including

re and skills
quirements.
es, products

bertise and a

A
1
d) 4
]
7.2.3

.3 Discipline and sector-specific competence of auditors

Audit teams should have the collective discipline and sector-specific competence appropriate for
auditing the particular types of management systems and sectors.

The discipline and sector-specific competence of auditors include the following:

a) management system requirements and principles, and their application;

b) fundamentals of the discipline(s) and sector(s) related to the management systems standards as
applied by the auditee;

c) application of discipline and sector-specific methods, techniques, processes and practices to enable
the audit team to assess conformity within the defined audit scope and generate appropriate audit
findings and conclusions;
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d) principles, methods and techniques relevant to the discipline and sector, such that the auditor can
determine and evaluate the risks and opportunities associated with the audit objectives.

7.2.3.4 Generic competence of audit team leader

In order to facilitate the efficient and effective conduct of the audit an audit team leader should have the
competence to:

a) plan the audit and assign audit tasks according to the specific competence of individual audit team
members;

b) discussrstr ategicissues with top—mamnagenrent ofthe—auditee—to—determime—whether thc_y have
considefed these issues when evaluating their risks and opportunities;

c) develop|and maintain a collaborative working relationship among the audit team members;
d) manage the audit process, including:

— making effective use of resources during the audit;

— mahaging the uncertainty of achieving audit objectives;

— protecting the health and safety of the audit team members during the audit, including ensfiring
conppliance of the auditors with the relevant health and safety;, and security arrangements;

— dirg¢cting the audit team members;
— propiding direction and guidance to auditors-in-training;

— prepenting and resolving conflicts and problems*that can occur during the audit, inclyding
thoge within the audit team, as necessary.

e) represehtthe audit team in communications with the individual(s) managing the audit prograjnme,
the audit client and the auditee;

f) lead thgaudit team to reach the audit conclusions;

g) preparg and complete the audit répprt.

7.2.3.5 Knowledge and skills'for auditing multiple disciplines

When auditing multiple discipline management systems, the audit team member should have an
understanding of the intéractions and synergy between the different management systems.

Audit team leaders should understand the requirements of each of the management system standards
being auditgd and.recognize the limits of their competence in each of the disciplines.

NOTE Audits of multiple disciplines done simultaneously can be done as a combined audit or as an audit of
an integrated management system that covers multiple disciplines.

7.2.4 Achieving auditor competence
Auditor competence can be acquired using a combination of the following:
a) successfully completing training programmes that cover generic auditor knowledge and skills;

b) experience in a relevant technical, managerial or professional position involving the exercise of
judgement, decision making, problem solving and communication with managers, professionals,
peers, customers and other relevant interested parties;

c) education/training and experience in a specific management system discipline and sector that
contribute to the development of overall competence;
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d) audit experience acquired under the supervision of an auditor competent in the same discipline.

NOTE Successful completion of a training course will depend on the type of course. For courses with an
examination component it can mean successfully passing the examination. For other courses, it can mean
participating in and completing the course.

7.2.5 Achieving audit team leader competence

An audit team leader should have acquired additional audit experience to develop the competence
described in 7.2.3.4. This additional experience should have been gained by working under the direction
and guidance of a different audit team leader.

7.3 | Establishing auditor evaluation criteria

The ¢riteria should be qualitative (such as having demonstrated desired behaviour,’knowjedge or the
perfgrmance of the skills, in training or in the workplace) and quantitative (such.as the y¢ars of work
expefience and education, number of audits conducted, hours of audit training):

7.4 | Selecting appropriate auditor evaluation method

The ¢valuation should be conducted using two or more of the methods given in Table 2. In ufing Table 2,
the fpllowing should be noted:

a) the methods outlined represent a range of options and«may not apply in all situations;
b) the various methods outlined may differ in their reliability;

c) 4 combination of methods should be used to ensure an outcome that is objective, consistent, fair
and reliable.

Table 2 — Auditor evaluation methods

Evaluation method Objectives Examples

Revipw of records To verify the background of the auditor Analysis of records of educati¢n, training,
employment, professional creflentials and
auditing experience

Feedback Toprovide information about how the Surveys, questionnaires, personal refer-
performance of the auditor is perceived ences, testimonials, complain{s, perfor-
mance evaluation, peer review

Integview To evaluate desired professional behav- Personal interviews
iour and communication skills, to verify
information and test knowledge and to
acquire additional information

Obsgrvation To evaluate desired professional behav- Role playing, witnessed auditg, on-the-job
iour and the ability to apply knowledge performance
and sKills

Testing To evaluate desired behaviour and knowl- |Oral and written exams, psychometric
edge and skills and their application testing

Post-audit review To provide information on the auditor Review of the audit report, interviews with

performance during the audit activities, the audit team leader, the audit team and, if
identify strengths and opportunities for |appropriate, feedback from the auditee
improvement

7.5 Conducting auditor evaluation

The information collected about the auditor under evaluation should be compared against the criteria
set in 7.2.3. When an auditor under evaluation who is expected to participate in the audit programme
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does not fulfil the criteria, then additional training, work or audit experience should be undertaken and
a subsequent re-evaluation should be performed.

7.6 Maintaining and improving auditor competence

Auditors and audit team leaders should continually improve their competence. Auditors should maintain
their auditing competence through regular participation in management system audits and continual
professional development. This may be achieved through means such as additional work experience,
training, private study, coaching, attendance at meetings, seminars and conferences or other relevant
activities.

The individual(s) managing the audit programme should establish suitable mechanisms for the
continual evjaluation of the performance of the auditors and audit team leaders.

The continupl professional development activities should take into account the following:
a) changegin the needs of the individual and the organization responsible for the conduct of the qudit;
b) developments in the practice of auditing including the use of technology;

c) relevanfstandards including guidance/supporting documents and othet requirements;

d) changegin sector or disciplines.
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Annex A
(informative)

Additional guidance for auditors planning and conducting audits
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Applying audit methods

rtainty arising from the application of audit methods should also be considered. Apply
fombination of different audit methods can optimize the efficiency and‘effectiveness
bss and its outcome.

ods that can be used, singly or in combination, in order to_dchieve the audit objective
simultaneously.

Additional information on visiting physical locatiens is given in A.15.

Table A.1 —Audit methods

udit can be performed using a range of audit methods. An explanation of commenly
ods can be found in this annex. The audit methods chosen for an audit depend on‘the d
tives, scope and criteria, as well as duration and location. Available auditorrcompete

rmance of an audit involves an interaction among individuals ‘within the managern
b audited and the technology used to conduct the audit. Tabte*A.1 provides examy

ves the use of an audit team with multiple members, both’' on-site and remote metH

y used audit
efined audit
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ng avariety
of the audit
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les of audit
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ods may be
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bnt of involvement Location of the auditor

ween the auditor

ind the auditee On:site

Remote

Hun{

an interaction Conducting interviews

Completing checklists and questionnaires
with auditee participation

— conducting interviews;

Condutting document review with au-
ditee participation

mote guide;

Sampling — conducting document rev

ditee participation.

Via interactive communicatio

observing work perforn

— completing checklists and qu

n means:

hed with re-

estionnaires;

iew with au-

No human interaction

Conducting document review (e.g. re-
cords, data analysis)

Conducting document review
cords, data analysis)

Observing work performed Observing work performed v

lance means, considering soc

wtorvandreaculatorv reauire
el J el o J b Sl

Conducting on-site visit

(e.g. re-

a surveil-
al and stat-
ments

Completing checklists Analysing data

Sampling (e.g. products)

On-site audit activities are performed at the location of the auditee. Remote audit activities are performed at any place
other than the location of the auditee, regardless of the distance.

Interactive audit activities involve interaction between the auditee’s personnel and the audit team. Non-interactive
audit activities involve no human interaction with individuals representing the auditee but do involve interaction with
equipment, facilities and documentation.

The responsibility of the effective application of audit methods for any given audit in the planning stage
remains with either the individual(s) managing the audit programme or the audit team leader. The audit
team leader has this responsibility for conducting the audit activities.
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The feasibility of remote audit activities can depend on several factors (e.g. the level of risk to achieving
the audit objectives, the level of confidence between auditor and auditee’s personnel and regulatory
requirements).

At the level of the audit programme, it should be ensured that the use of remote and on-site application
of audit methods is suitable and balanced, in order to ensure satisfactory achievement of audit

programme

objectives.

A.2 Process approach to auditing

The use of
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w1th ISO/IEC Dlrectlves Part 1 Annex SL. Auditors should understand that audit

ement system standard(s). Consistent and predictable results are achieved more|effect
[ly when activities are understood and managed as interrelated processes that functi
ystem.

rssional judgement

buld apply professional judgement during the audit process and avoid concentratin
requirements of each clause of the standard at the expense of achieving the inte
the management system. Some ISO management systefy standard clauses do not re
lves to audit in terms of comparison between a set of ctiteria and the content of a procd
ruction. In these situations, auditors should use theirprofessional judgement to deter
intent of the clause has been met.

buld be focused on the intended result of the management system throughout the
ile processes and what they achieve are important, the result of the management sy
ormance are what counts. It is(also important to consider the level of the integrati
nagement systems and theirintended results.

of a process or documentation can be important in a high risk or complex organizatio
icant in other organizatiens.

ying information

bracticablej»the auditors should consider whether the information provides suffi
idence to.demonstrate that requirements are being met, such as being:

e (all expected content is contained in the documented information);
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b) correct (the content conforms to Other Tretiabie SOUTCes SUch as standards and regulations);
c) consistent (the documented information is consistent in itself and with related documents);
d) current (the contentis up to date).

It should also be considered whether the information being verified provides sufficient objective
evidence to demonstrate that requirements are being met.

If information is provided in a manner other than expected (e.g. by different individuals, alternate
media), the integrity of the evidence should be assessed.

Specific care is needed for information security due to applicable regulations on protection of data
(in particular for information which lies outside the audit scope, but which is also contained in the

document).
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