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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the International
Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.
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Introduction

Since the first edition of this International Standard was published in 2002, a number of new management
system standards have been published. As a result, there is now a need to consider a broader scope of
management system auditing, as well as providing guidance that is more generic.

In 2006, the ISO committee for conformity assessment (CASCO) developed ISO/IEC 17021, which sets out
requirements for third party certification of management systems and which was based in part on the guidelines
contained in the first edition of this International Standard.

The second edition of ISO/IEC 17021, published in 2011, was extended to transform the guidance offered in
this Ipternational Standard into requirements for management system certification audits. It is il this context
that this second edition of this International Standard provides guidance for all users, includifg small and
medipm-sized organizations, and concentrates on what are commonly termed “internalhaudits’ (first party)
and ‘faudits conducted by customers on their suppliers” (second party). While those invelved in management
systeim certification audits follow the requirements of ISO/IEC 17021:2011, they mightalso find th¢ guidance in
this International Standard useful.

The felationship between this second edition of this International Standard andASO/IEC 17021:2D11 is shown

in Table 1.

Table 1 — Scope of this International Standard and its relationship with ISO/IEC 17021:2011

Internal auditing External auditing

Supplier auditing Third party audjfiting

For legal, regulatory and|similar
purposes

Sqmetimes called first party audit Sometimes calledisecond party audit

the
17021:2011)

For certification (see alsq
requirements in ISO/IEC

This
audit
comy

Orga

International Standard does not state requirements, but provides guidance on the manag
programme, on the planning and conducting of an audit of the management system, as w
etence and evaluation of an auditor and an audit team.

hizations can operate mare than one formal management system. To simplify the read

ement of an
ell as on the

hbility of this

an adapt the
‘person” and

Interpational Standard, thelsingular form of “management system” is preferred, but the reader g
implgmentation of the guidance to their own particular situation. This also applies to the use of

“persions”, “auditor” and-*auditors”.

This [Internationat-~Standard is intended to apply to a broad range of potential users, includ
orgamizations implementing management systems, and organizations needing to conduct audits of
systems for_eontractual or regulatory reasons. Users of this International Standard can, howeyv
guidgncenin developing their own audit-related requirements.

ing auditors,
management
er, apply this

The guidance in this International Standard can also be used for the purpose of self-declaration, and can be
useful to organizations involved in auditor training or personnel certification.

The guidance in this International Standard is intended to be flexible. As indicated at various points in the text,
the use of this guidance can differ depending on the size and level of maturity of an organization’s management
system and on the nature and complexity of the organization to be audited, as well as on the objectives and
scope of the audits to be conducted.

This International Standard introduces the concept of risk to management systems auditing. The approach
adopted relates both to the risk of the audit process not achieving its objectives and to the potential of the
audit to interfere with the auditee’s activities and processes. It does not provide specific guidance on the
organization’s risk management process, but recognizes that organizations can focus audit effort on matters of
significance to the management system.

© 1SO 2011 — All rights reserved
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This International Standard adopts the approach that when two or more management systems of different
disciplines are audited together, this is termed a “combined audit”. Where these systems are integrated into a
single management system, the principles and processes of auditing are the same as for a combined audit.

Clause 3 sets out the key terms and definitions used in this International Standard. All efforts have been taken
to ensure that these definitions do not conflict with definitions used in other standards.

Clause 4 describes the principles on which auditing is based. These principles help the user to understand the
essential nature of auditing and they are important in understanding the guidance set out in Clauses 5 to 7.

Clause 5 provides guidance on establishing and managing an audit programme, establishing the audit
programme objectives, and coordinating auditing activities.

Clause 6 proyvides guidance on planning and conducting an audit of a management system.

Clause 7 prgvides guidance relating to the competence and evaluation of management system* additor$ and
audit teams.

Annex A illugtrates the application of the guidance in Clause 7 to different disciplines.

Annex B proyides additional guidance for auditors on planning and conducting audits;

vi © SO 2011 — Al rights reserved
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INTERNATIONAL STANDARD 1ISO 19011:2011(E)

Guidelines for auditing management systems

1 Scope

This International Standard provides guidance on auditing management systems, including the principles of
auditing, managing an audit programme and conducting management system audits, as well as guidance on
the evaluation of competence of individuals involved in the audit process, including the person managing the
audit|programme, auditors and audit teams.

It is gpplicable to all organizations that need to conduct internal or external audits of management systems or
manage an audit programme.

The ppplication of this International Standard to other types of audits is possible, provided|that special
consl{deration is given to the specific competence needed.

2 Normative references

No nprmative references are cited. This clause is included in ordero retain clause numbering [dentical with
other ISO management system standards.

3 Terms and definitions
For the purposes of this document, the following term&and definitions apply.

31
audit
systegmatic, independent and documented process for obtaining audit evidence (3.3) and |evaluating it
objegtively to determine the extent to which the audit criteria (3.2) are fulfilled

NOTH 1 Internal audits, sometimes.called first party audits, are conducted by the organization itself, or op its behalf, for
management review and other internal purposes (e.g. to confirm the effectiveness of the management systém or to obtain
information for the improvement @f the management system). Internal audits can form the basis for an orgahization’s self-
declaration of conformity. In niany cases, particularly in small organizations, independence can be demorjstrated by the
freedpm from responsibilityfer the activity being audited or freedom from bias and conflict of interest.

NOTH 2  External addits include second and third party audits. Second party audits are conducted by patfties having an
interept in the orgarization, such as customers, or by other persons on their behalf. Third party audits are{ conducted by
independent auditing organizations, such as regulators or those providing certification.

NOTH 3 When two or more management systems of different disciplines (e.g. quality, environmental| occupational
health anthsafety) are audited together, this is termed a combined audit.

NOTEZ VVhen two or more audiiing organizations cooperate 1o audit a single auditee (3.7), this Is termed a joint audit.
NOTE5  Adapted from ISO 9000:2005, definition 3.9.1.

3.2
audit criteria
set of policies, procedures or requirements used as a reference against which audit evidence (3.3) is compared

NOTE 1 Adapted from ISO 9000:2005, definition 3.9.3.

NOTE 2  If the audit criteria are legal (including statutory or regulatory) requirements, the terms “compliant” or “non-
compliant” are often used in an audit finding (3.4).

© 1SO 2011 — Al rights reserved 1
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3.3
audit evidence
records, statements of fact or other information which are relevant to the audit criteria (3.2) and verifiable

NOTE Audit evidence can be qualitative or quantitative.
[ISO 9000:2005, definition 3.9.4]
34

audit findings
results of the evaluation of the collected audit evidence (3.3) against audit criteria (3.2)

NOTE 1 Audit findings indicate conformity or nonconformity.
NOTE 2  Audit findings can lead to the identification of opportunities for improvement or recording good practices.

NOTE 3 If fhe audit criteria are selected from legal or other requirements, the audit finding is termed~compliance or
non-compliange.

NOTE 4  Adapted from ISO 9000:2005, definition 3.9.5.

3.5
audit conclysion
outcome of gn audit (3.1), after consideration of the audit objectives and all.audit findings (3.4)

NOTE Adapted from ISO 9000:2005, definition 3.9.6.

3.6
audit client
organization for person requesting an audit (3.1)

NOTE 1 In[the case of internal audit, the audit client can als@*be the auditee (3.7) or the person managing thg audit
programme. Requests for external audit can come from sourc€s such as regulators, contracting parties or potential clients.

NOTE 2 Adapted from ISO 9000:2005, definition 3:9(7;

3.7
auditee
organization|being audited

[ISO 9000:2005, definition 3.9.8]

3.8
auditor
person who ¢onducts an-audit (3.1)

3.9
audit team
one or more Iauditors (3.8) conducting an audit (3.1), supported if needed by technical experts (3.10)

NOTE 1 One auditor of the audit team is appointed as the audit team leader.
NOTE 2  The audit team may include auditors-in-training.
[ISO 9000:2005, definition 3.9.10]

3.10
technical expert
person who provides specific knowledge or expertise to the audit team (3.9)

NOTE 1 Specific knowledge or expertise is that which relates to the organization, the process or activity to be audited,
or language or culture.

NOTE 2 A technical expert does not act as an auditor (3.8) in the audit team.

2 © 1SO 2011 — Al rights reserved
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[ISO 9000:2005, definition 3.9.11]

3N
observer
person who accompanies the audit team (3.9) but does not audit

NOTE 1 An observer is not a part of the audit team (3.9) and does not influence or interfere with the conduct of the
audit (3.1).

NOTE 2  An observer can be from the auditee (3.7), a regulator or other interested party who witnesses the audit (3.1).
312

guid
person appointed by the auditee (3.7) to assist the audit team (3.9)

313

audit programme
arrangements for a set of one or more audits (3.1) planned for a specific time frame and directgd towards a
specific purpose

NOTH Adapted from ISO 9000:2005, definition 3.9.2.

314
audit scope
extent and boundaries of an audit (3.1)

NOTH The audit scope generally includes a description of the«physical locations, organizational units| activities and
procelsses, as well as the time period covered.

[ISOP000:2005, definition 3.9.13]

315
audit plan
desctiption of the activities and arrangements-for an audit (3.1)

[ISO P000:2005, definition 3.9.12]

3.16
risk
effecf of uncertainty on objectives

NOTH Adapted from-ISO Guide 73:2009, definition 1.1.

347
competence
ability to apply.knowledge and skills to achieve intended results

NOTH Ability implies the appropriate application of personal behaviour during the audit process.
3.18
conformity

fulfilment of a requirement
[ISO 9000:2005, definition 3.6.1]

3.19
nonconformity
non-fulfilment of a requirement

[ISO 9000:2005, definition 3.6.2]

© 1SO 2011 — Al rights reserved 3
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3.20

management system
system to establish policy and objectives and to achieve those objectives

NOTE

management system, a financial management system or an environmental management system.

[ISO 9000:2005, definition 3.2.2]

4 Principles of auditing

Auditing is cf
an effective 4
an organizat
providing au
from one anq

The guidanc

a)

b)

c)

A management system of an organization can include different management systems, such as a quality

Integrity: the foundation of professionalism

Auditors

— perform their work with honesty, diligence, and responsibility;
— obsprve and comply with any applicable legal requirements;

— denonstrate their competence while performing their work;

— perf

— be{

Fair prejsentation: the obligation to report truthfully and accurately

Audit fin
activitieg

the audit team and the auditee should be reported. The communication should be truthful, acc
objective, timely, clear and complete.

Due prd

Auditors
confiden
out their
situation

Confidgntiality: security of information

on can act in order to improve its performance. Adherence to these principles is a prerequis
it conclusions that are relevant and sufficient and for enabling auditors, workingrindepend

b given in Clauses 5 to 7 is based on the six principles outlined below.

aracterized by reliance on a number of principles. These principles should help to make the
nd reliable tool in support of management policies and controls, by providing informationton

ther, to reach similar conclusions in similar circumstances.

and the person managing an audit programme should:

orm their work in an impartial manner, i.e. remain fair and unbiased in all their dealings;

ensitive to any influences that may be exerted on their judgement while carrying out an audit.

dings, audit conclusions and, audit reports should reflect truthfully and accurately the
. Significant obstacles encountered during the audit and unresolved diverging opinions bet

fessional care: the application of diligence and judgement in auditing

should exergise/due care in accordance with the importance of the task they perform an
ce placed ifbthem by the audit client and other interested parties. An important factor in ca
work with due professional care is having the ability to make reasoned judgements in all
S.

audit
vhich
te for
ently

audit
ween
irate,

d the

rying
audit

Auditors should exercise discretion in the use and protection of information acquired in the course of
their duties. Audit information should not be used inappropriately for personal gain by the auditor or the
audit client, or in a manner detrimental to the legitimate interests of the auditee. This concept includes the

proper h

andling of sensitive or confidential information.

Independence: the basis for the impartiality of the audit and objectivity of the audit conclusions

Auditors should be independent of the activity being audited wherever practicable, and should in all
cases act in a manner that is free from bias and conflict of interest. For internal audits, auditors should
be independent from the operating managers of the function being audited. Auditors should maintain

© 1SO 2011 — All rights reserved
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objectivity throughout the audit process to ensure that the audit findings and conclusions are based only
on the audit evidence.

For small organizations, it may not be possible for internal auditors to be fully independent of the activity
being audited, but every effort should be made to remove bias and encourage objectivity.

f) Evidence-based approach: the rational method for reaching reliable and reproducible audit conclusions
in a systematic audit process

Audit evidence should be verifiable. It will in general be based on samples of the information available,
since an audit is conducted during a finite period of time and with finite resources. An appropriate use of
sampling should be applied, since this is closely related to the confidence that can be placed in the audit

5 anaging an audit programme

5.1 [General

An organization needing to conduct audits should establish an audit programme that contributes to the
determination of the effectiveness of the auditee’s management systeni The audit programmg can include

audits considering one or more management system standards, conducted either separately or injcombination.

The fop management should ensure that the audit programme abjectives are established and gssign one or
morelcompetent persons to manage the audit programme. The'extent of an audit programme should be based
on the size and nature of the organization being audited, as.well as on the nature, functionality, complexity
and the level of maturity of the management system to.be audited. Priority should be given [to allocating
the ajudit programme resources to audit those matters, of-significance within the management system. These
may |nclude the key characteristics of product quality:or hazards related to health and safety, pr significant
envirpnmental aspects and their control.

NOTH This concept is commonly known as; risk-based auditing. This International Standard does npt give further
guidapce on risk-based auditing.

The qudit programme should include information and resources necessary to organize and conduct its audits
effecfively and efficiently within the.sSpecified time frames and can also include the following:

— objectives for the audit programme and individual audits;

— ¢xtent/number/typesiduration/locations/schedule of the audits;
Iudit programme procedures;

— audit criteria;

— dudit methods;

— geléction of audit teams;

— necessary resources, including travel and accommodation;
— processes for handling confidentiality, information security, health and safety, and other similar matters.

The implementation of the audit programme should be monitored and measured to ensure its objectives have
been achieved. The audit programme should be reviewed in order to identify possible improvements.

Figure 1 illustrates the process flow for the management of an audit programme.

© 1SO 2011 — Al rights reserved 5
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P 5.2 Establishing the audit programme objectives

\
5.3 Establishing the audit programme

5.3.1 Roles and responsibilities of the person PLAN

managing the audit programme

5.3.2 Competence of the person managing the audit
programme

5'373'ES[3'HTS|‘TI1|9 TMEEXTETTC OT {Te auuTt prograntie

5]3.4 Identifying and evaluating audit programme
risks

[$)]

3.5 Establishing procedures for the audit
ogramme

O T

3.6 Identifying audit programme resources

\
4 Implementing the audit programme

o

4.1 General Compétence and
evaluation of auditors

4.2 Defining the objectives, scope and criteria for [ (Clause 7)

n individual audit
4.3 Selecting the audit methods Do

4.4 Selecting the audit team members
Performing an audit

(&2 S ) I IS NG |

4.5 Assigning responsibility for an individual audit
q the audit team leader (Clause 6)

A
Yy

—_

a1

4.6 Managing the audit programme outcome

)]

4.7 Managing and maintaining audit programme
rgcords

A/

5|5 Monitoring the audit programme

CHECK|

Y
6 Reviewing and\improving the audit ACT
Fogramme

T a

NOTE 1 Thisfigure illustrates the application of the Plan-Do-Check-Act cycle in this International Standard.

NOTE 2  Clause/subclause numbering refers to the relevant clauses/subclauses of this International Standard.

Figure 1 — Process flow for the management of an audit programme

5.2 Establishing the audit programme objectives

The top management should ensure that the audit programme objectives are established to direct the planning
and conduct of audits and should ensure the audit programme is implemented effectively. Audit programme
objectives should be consistent with and support management system policy and objectives.
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These objectives can be based on consideration of the following:

a)
b)
c)
d)
e)
f)
9)
h)

Examples of audit programme objectives include the following:

5.3

5.3.1| Roles and responsibilities of the person managing the audit programme

The

management priorities;

commercial and other business intentions;

characteristics of processes, products and projects, and any changes to them;
management system requirements;

legal and contractual requirements and other requirements to which the organization is committed;

need-for-supplierevaliation;

meeds and expectations of interested parties, including customers;
auditee’s level of performance, as reflected in the occurrence of failures or incidents orcustomgr complaints;
flisks to the auditee;
flesults of previous audits;

level of maturity of the management system being audited.

to contribute to the improvement of a management system:and its performance;
to fulfil external requirements, e.g. certification to a management system standard;
to verify conformity with contractual requirements;

to obtain and maintain confidence in the capabhility of a supplier;

to determine the effectiveness of the management system;

to evaluate the compatibility and alignment of the management system objectives with the management
gystem policy and the overall organizational objectives.

Establishing the audit programme

1erson managing’the audit programme should:
stablish the'extent of the audit programme;

identify and evaluate the risks for the audit programme;

actahlich ~
Cotaorrstau

establish procedures for audit programmes;
determine necessary resources;

ensure the implementation of the audit programme, including the establishment of audit objectives, scope
and criteria of the individual audits, determining audit methods and selecting the audit team and evaluating
auditors;

ensure that appropriate audit programme records are managed and maintained;

monitor, review and improve the audit programme.

© 1SO 2011 — Al rights reserved 7
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The person managing an audit programme should inform the top management of the contents of the audit
programme and, where necessary, request its approval.

5.3.2 Competence of the person managing the audit programme

The person managing the audit programme should have the necessary competence to manage the programme
and its associated risks effectively and efficiently, as well as knowledge and skills in the following areas:

— audit principles, procedures and methods;

— manage

ment system standards and reference documents;

— activities
— applicab
— customd

The person 1
activities to

5.3.3 Estak

The person
vary depend
level of matu

NOTE In
of a single aud

Other factord

— the obje

, products and processes of the auditee;
le legal and other requirements relevant to the activities and products of the auditee;
rs, suppliers and other interested parties of the auditee, where applicable.

hanaging the audit programme should engage in appropriate continual professional develop
haintain the necessary knowledge and skills to manage the audit programme.

lishing the extent of the audit programme

managing the audit programme should determine the extent-of the audit programme, whic
ng on the size and nature of the auditee, as well as on the nature, functionality, complexity arn
Fity of, and matters of significance to, the management system to be audited.

certain cases, depending on the auditee’s structure or its\@etivities, the audit programme might only ¢
it (e.g. a small project activity).

impacting the extent of an audit programme.include the following:

Ctive, scope and duration of each audit and the number of audits to be conducted, including

follow up, if applicable;

— the num
— those fa

— applicab
contract

— conclusi
— results d

— languag

ber, importance, complexity, similarity and locations of the activities to be audited;
ctors influencing the effectivehess of the management system;

le audit criteria, such as'planned arrangements for the relevant management standards, lega
Lial requirements and other requirements to which the organization is committed;

pns of previousiinternal or external audits;
f a previoustaudit programme review;

b, cultoral and social issues;

— thecong

ment

h can
d the

bnsist

audit

| and

erns of interested parties. such as customer complaints or non-compliance with legal requiren

ents;

— significa

nt changes to the auditee or its operations;

— availability of information and communication technologies to support audit activities, in particular the use

of remot

e audit methods (see Clause B.1);

— the occurrence of internal and external events, such as product failures, information security leaks, health
and safety incidents, criminal acts or environmental incidents.
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5.3.4 Identifying and evaluating audit programme risks

There are many different risks associated with establishing, implementing, monitoring, reviewing and improving
an audit programme that may affect the achievement of its objectives. The person managing the programme
should consider these risks in its development. These risks may be associated with the following:

5.3.5| Establishing procedures for the audit programme

planning, e.g. failure to set relevant audit objectives and determine the extent of the audit programme;
resources, e.g. allowing insufficient time for developing the audit programme or conducting an audit;

selection of the audit team, e.g. the team does not have the collective competence to conduct audits
effectively;

implementation, e.g. ineffective communication of the audit programme;

ecords and their controls, e.g. failure to adequately protect audit records to demonstrate audit programme
ffectiveness;

onitoring, reviewing and improving the audit programme, e.g. ineffective monitoring of audit programme
gutcomes.

The gerson managing the audit programme should establish one ortnore procedures, addressing the following,

as applicable:

5.3.6| Identifyinhg audit programme resources

planning and scheduling audits considering audit programme risks;

nsuring information security and confidentiality;
Issuring the competence of auditors and audit\team leaders;
gelecting appropriate audit teams and assigning their roles and responsibilities;
¢onducting audits, including the use ‘ef-appropriate sampling methods;

¢onducting audit follow-up, if applicable;

eporting to the top management on the overall achievements of the audit programme;
aintaining audit programme records;

onitoring and reviewing the performance and risks, and improving the effectiveness |of the audit
programme.

When identifying resources for the audit programme, the person managing the audit progrﬂmme should
consider

the financial resources necessary to develop, implement, manage and improve audit activities;
audit methods;

the availability of auditors and technical experts having competence appropriate to the particular audit
programme objectives;

the extent of the audit programme and audit programme risks;
travelling time and cost, accommodation and other auditing needs;

the availability of information and communication technologies.

© 1SO 2011 — Al rights reserved 9
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5.4 Implementing the audit programme

5.41 General

The person managing the audit programme should implement the audit programme by means of the following:

— communicating the pertinent parts of the audit programme to relevant parties and informing them
periodically of its progress;

— defining

— coordin;’ring and thpdllling audits and other activities relevant to the audit programme;

objectives, scope and criteria for each individual audit;

— ensuring the selection of audit teams with the necessary competence;

— providin

— ensuring the conduct of audits in accordance with the audit programme and within the agreed time f

— ensuring that audit activities are recorded and records are properly managed and maintained.

5.4.2 Definfing the objectives, scope and criteria for an individual audit

Each individ

defined by the person managing the audit programme and be consistent with the overall audit progra

objectives.
The audit ob

— determir
criteria;

— determir
procedu

— evaluati

requirements and other requirementstte which the organization is committed,;

— evaluati

— identification of areas for patential improvement of the management system.

The audit sc
as physical |

covered by the audit.

The audit cri
policies, pr(

J necessary resources to the audit teams;

lal audit should be based on documented audit objectives, s€ope and criteria. These shou
ectives define what is to be accomplished by the individual audit and may include the follow
ation of the extent of conformity of the management system to be audited, or parts of it, with
ation of the extent of conformity of activities, processes and products with the requirement
res of the management system;

bn of the capability of the management system to ensure compliance with legal and contrg

bn of the effectiveness of'the management system in meeting its specified objectives;

bpe should be-consistent with the audit programme and audit objectives. It includes such fg
bcations, orgdnizational units, activities and processes to be audited, as well as the time p

eriar are used as a reference against which conformity is determined and may include appli
cedures, standards, legal requirements, management system requirements, contra

ame;

Id be
mme

ing:

audit

5 and

ctual

ctors
eriod

cable
ctual

requirements;sectorcodes of conduct or other ptanmed-—arrangements:

In the event of any changes to the audit objectives, scope or criteria, the audit programme should be modified

if necessary.

When two or more management systems of different disciplines are audited together (a combined audit), it is
important that the audit objectives, scope and criteria are consistent with the objectives of the relevant audit

programmes

10
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5.4.3 Selecting the audit methods

The person managing the audit programme should select and determine the methods for effectively conducting
an audit, depending on the defined audit objectives, scope and criteria.

NOTE Guidance on how to determine audit methods is given in Annex B.

Where two or more auditing organizations conduct a joint audit of the same auditee, the persons managing
the different audit programmes should agree on the audit method and consider implications for resourcing and
planning the audit. If an auditee operates two or more management systems of different disciplines, combined
audits may be included in the audit programme.

5.4.4| Selecting the audit team members

The person managing the audit programme should appoint the members of the audit tearh, including the team
leadgr and any technical experts needed for the specific audit.

An alidit team should be selected, taking into account the competence needed to,achieve the objectives of the
individual audit within the defined scope. If there is only one auditor, the auditer, should perform all applicable
dutieg of an audit team leader.

NOTH Clause 7 contains guidance on determining the competence required for the audit team members and
descrjbes the processes for evaluating auditors.

In degiding the size and composition of the audit team for the specific audit, consideration shoulf be given to
the fallowing:

a) the overall competence of the audit team needed te~achieve audit objectives, taking into gccount audit
gcope and criteria;

b) ¢omplexity of the audit and if the audit is a combined or joint audit;
c) the audit methods that have been selected;

d) Iegal and contractual requirements’and other requirements to which the organization is compnitted;

e) e need to ensure the independence of the audit team members from the activities to be apdited and to
void any conflict of interest [see principle e) in Clause 4];

f) e ability of the audit ttam members to interact effectively with the representatives of the apditee and to
ork together;

Q) e language of.the audit, and the auditee’s social and cultural characteristics. These isgues may be
ddressed either by the auditor’s own skills or through the support of a technical expert.

To agsure the-overall competence of the audit team, the following steps should be performed:

— igentification of the knowledge and skills needed to achieve the objectives of the audit;

— selection of the audit team members so that all of the necessary knowledge and skills are present in the
audit team.

If all the necessary competence is not covered by the auditors in the audit team, technical experts with additional
competence should be included in the team. Technical experts should operate under the direction of an auditor,
but should not act as auditors.

Auditors-in-training may be included in the audit team, but should participate under the direction and guidance
of an auditor.

Adjustments to the size and composition of the audit team may be necessary during the audit, i.e. if a conflict
of interest or competence issue arises. If such a situation arises, it should be discussed with the appropriate
parties (e.g. audit team leader, the person managing the audit programme, audit client or auditee) before any
adjustments are made.

© 1SO 2011 — Al rights reserved 1
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5.4.5 Assigning responsibility for an individual audit to the audit team leader

The person managing the audit programme should assign the responsibility for conducting the individual audit
to an audit team leader.

The assignment should be made in sufficient time before the scheduled date of the audit, in order to ensure
the effective planning of the audit.

To ensure effective conduct of the individual audits, the following information should be provided to the audit

audit objectives;

audit crileria and any reference documents;

any seclirity and authorization requirements;

team leader:
a)
b)
c) audit scq
d) audit mg
€) compos
f)  contact
g) allocatig
h) informat
The assignm
— working
auditee,
— audit ref
— matters
— any hea
— any follg
— coording
Where a join|

audits, befor
the authority

5.4.6 Manﬂging the audit programme outcome

bpe, including identification of the organizational and functional units and processes tolbe au
thods and procedures;

tion of the audit team;

fetails of the auditee, the locations, dates and duration of the audit activities to be conducte
n of appropriate resources to conduct the audit;

on needed for evaluating and addressing identified risks to thelachievement of the audit objec
ent information should also cover the following, as appropriate:

and reporting language of the audit where this is different from the language of the auditor
or both;

ort contents and distribution required by the audit programme;
related to confidentiality and informatioty security, if required by the audit programme;

th and safety requirements for the ‘auditors;

Ww-up actions, e.g. from-a previous audit, if applicable;
tion with other audit.activities, in the case of a joint audit.

t audit is conducted, it is important to reach agreement among the organizations conductin

of the team leader appointed for the audit.

Hited;

tives.

br the

g the

b the audjt_ commences, on the specific responsibilities of each party, particularly with regard to

The person managing the audit programme should ensure that the following activities are performed:

12

review and approval of audit reports, including evaluating the suitability and adequacy of audit findings;

review o

f root cause analysis and the effectiveness of corrective actions and preventive actions;

distribution of audit reports to the top management and other relevant parties;

determination of the necessity for any follow-up audit.
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5.4.7 Managing and maintaining audit programme records

The person managing the audit programme should ensure that audit records are created, managed and
maintained to demonstrate the implementation of the audit programme. Processes should be established to
ensure that any confidentiality needs associated with the audit records are addressed.

Records should include the following:

a)

b)

<)

The form and level of detail of the records should demonstrate that the objectives of the audit prog
been|achieved.

5.5

The person managing the audit-programme should monitor its implementation considering the ng

records related to the audit programme, such as:

— documented audit programme objectives and extent;

1+ hose addressing audit programime risKs,

— reviews of the audit programme effectiveness;
flecords related to each individual audit, such as:

4+ audit plans and audit reports;

1+ nonconformity reports;

1+ corrective and preventive action reports;

4+ audit follow-up reports, if applicable;

flecords related to audit personnel covering topics such as:

1+ competence and performance evaluation of the audit team members;

— selection of audit teams and team members;

1+ maintenance and improvement of competence.

Monitoring the audit programme

¢valuate conformity\with audit programmes, schedules and audit objectives;
¢valuate the performance of the audit team members;

¢valuate the ‘ability of the audit teams to implement the audit plan;

¢valuate-feedback from top management, auditees, auditors and other interested parties.

ramme have

bed to:

audit findings;
demonstrated level of management system effectiveness;
changes to the client’s or the auditee’s management system;

changes to standards, legal and contractual requirements and other requirements to which the
is committed;

change of supplier.

© 1SO 2011 — All rights reserved
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5.6 Reviewing and improving the audit programme

The person managing the audit programme should review the audit programme to assess whether its objectives
have been achieved. Lessons learned from the audit programme review should be used as inputs for the
continual improvement process for the programme.

The audit programme review should consider the following:
a) results and trends from audit programme monitoring;

b) conformity with audit programme procedures;

c) evolvinglneeds and expectations of Interested parties;

d) audit prggramme records;

e) alternatije or new auditing methods;

f) effectivgness of the measures to address the risks associated with the audit programme;
g) confiderftiality and information security issues relating to the audit programme.

The person managing the audit programme should review the overall implementation of the audit programme,
identify area$ of improvement, amend the programme if necessary, and shoduld also:

— review the continual professional development of auditors, in accordance with 7.4, 7.5 and 7.6;

— report the results of the audit programme review to the top management.

6 Performing an audit

6.1 General

This clause gontains guidance on preparing and.c€onducting audit activities as part of an audit progragnme.
Figure 2 proyides an overview of typical audit activities. The extent to which the provisions of this clause are
applicable dg¢pends on the objectives and.scope of the specific audit.
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6.2 Initiating the audit

6.2.1 General
6.2.2 Establishing initial contact with the auditee
6.2.3 Determining the feasibility of the audit

J L

6.3 Preparing audit activities

6.3.1 Performing document review in preparation for the audit
6.3.2 Preparing the audit plan
6.3.3 Assigning work to the audit team

ISO 19011:2011(E)

6.3.4 Preparing work documents

< L

6.4 Conducting the audit activities

6.4.1 General

6.4.2 Conducting the opening meeting

6.4.3 Performing document review while conducting the audit
6.4.4 Communicating during the audit

6.4.5 Assigning roles and responsibilities of guides and observers
6.4.6 Collecting and verifying information

6.4.7 Generating audit findings

6.4.8 Preparing audit conclusions

6.4.9 Conducting the closing meeting

4 L

6.5 Preparing and distributing the audit report

6.5.1 Preparing the audit report
6.5.2 Distributing the audit report

J L

6.6 Completing the audit

J L

6.7 Conducting audit follow-up
(if specified in the audit plan)

NOTH Subclause nambering refers to the relevant subclauses of this International Standard.

Figure 2 — Typical audit activities

6.2 | Initiating the audit

6.2.1 General

When an audit is initiated, the responsibility for conducting the audit remains with the
leader (see 5.4.5) until the audit is completed (see 6.6).

assigned audit team

To initiate an audit, the steps in Figure 2 should be considered; however, the sequence can differ depending on

the auditee, processes and specific circumstances of the audit.

© 1SO 2011 — All rights reserved
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6.2.2 Establishing initial contact with the auditee

The initial contact with the auditee for the performance of the audit can be informal or formal and should be
made by the audit team leader. The purposes of the initial contact are the following:

— establish communications with the auditee’s representatives;
— confirm the authority to conduct the audit;

— provide information on the audit objectives, scope, methods and audit team composition, including
technical experts;

— request ACCESS 10 relevant documents and records for planning purposes,

— determine applicable legal and contractual requirements and other requirements relevant to theactivities
and prodlucts of the auditee;

— confirm |the agreement with the auditee regarding the extent of the disclosure and the treatmgnt of
confidential information;

— make arfangements for the audit including scheduling the dates;
— determine any location-specific requirements for access, security, health and safety or other;
— agree on the attendance of observers and the need for guides for the audit team;

— determinje any areas of interest or concern to the auditee in relatiotto the specific audit.

6.2.3 Detefmining the feasibility of the audit

The feasibility of the audit should be determined to provide;téasonable confidence that the audit objectives can
be achieved.

The determination of feasibility should take into consideration such factors as the availability of the following:
— sufficient and appropriate information for planning and conducting the audit;
— adequate cooperation from the audjtee;

— adequate time and resources for cenducting the audit.

Where the ajdit is not feasible,\an' alternative should be proposed to the audit client, in agreement with the
auditee.

6.3 Preparing audit activities

6.3.1 Perfdrming document review in preparation for the audit

The relevant management system documentation of the auditee should be reviewed in order 1o:

— gatherinformation to prepare audit activities and applicable work documents (see 6.3.4), e.g. on processes,
functions;

— establish an overview of the extent of the system documentation to detect possible gaps.
NOTE Guidance on how to perform a document review is provided in Clause B.2.

The documentation should include, as applicable, management system documents and records, as well as
previous audit reports. The document review should take into account the size, nature and complexity of the
auditee’s management system and organization, and the audit objectives and scope.
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Preparing the audit plan

6.3.2.1 The audit team leader should prepare an audit plan based on the information contained in the audit
programme and in the documentation provided by the auditee. The audit plan should consider the effect of the
audit activities on the auditee’s processes and provide the basis for the agreement among the audit client, audit
team and the auditee regarding the conduct of the audit. The plan should facilitate the efficient scheduling and
coordination of the audit activities in order to achieve the objectives effectively.

The amount of detail provided in the audit plan should reflect the scope and complexity of the audit, as well as
the effect of uncertainty on achieving the audit objectives. In preparing the audit plan, the audit team leader

shoul

d be aware of the following:

For €
healt
servi

For g
and

6.3.2

as well as between internal and external audits. The audit-plan should be sufficiently flexible to pe

whiclk

e appropriate sampling techniques (see Clause B.3);
e composition of the audit team and its collective competence;
e risks to the organization created by the audit.

xample, risks to the organization may result from the presence of the audit team member
N and safety, environment and quality, and their presence presentingdhreats to the audite
Ces, personnel or infrastructure (e.g. contamination in clean room fagilities).

ombined audits, particular attention should be given to the interactions between operation
he competing objectives and priorities of the different management systems.

2 The scale and content of the audit plan may differ, forexample, between initial and subse

can become necessary as the audit activities progress.

The
a)

b)

c)

d)

e)

f)
9)

udit plan should cover or reference the following:
e audit objectives;

e audit scope, including identification of the organizational and functional units, as well as
e audited;

e audit criteria and any reference documents;

e locations, dates, expected time and duration of audit activities to be conducted, includ
ith the auditee’s management;

s influencing
e’s products,

al processes

quent audits,
rmit changes

processes to

ng meetings

e audit methods to be used, including the extent to which audit sampling is needed to obfain sufficient

udit evidencedand the design of the sampling plan, if applicable;
e roles-and responsibilities of the audit team members, as well as guides and observers;

e-allocation of appropriate resources to critical areas of the audit.

The audit plan may also cover the following, as appropriate:

— identification of the auditee’s representative for the audit;

— the working and reporting language of the audit where this is different from the language of the auditor or

t
— t

he auditee or both;

he audit report topics;

— logistics and communications arrangements, including specific arrangements for the locations to be
audited,;

— any specific measures to be taken to address the effect of uncertainty on achieving the audit objectives;

— matters related to confidentiality and information security;

©1SO
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any follow-up actions from a previous audit;
any follow-up activities to the planned audit;

coordination with other audit activities, in case of a joint audit.

The audit plan may be reviewed and accepted by the audit client, and should be presented to the auditee. Any
objections by the auditee to the audit plan should be resolved between the audit team leader, the auditee and
the audit client.

6.3.3 Assigning work to the audit team

The audit ted
for auditing 4
the independ
responsibiliti

Audit team
assignments|
progresses i

6.3.4 Preparing work documents

The audit te
prepare work
may include

checklis

audit sa

forms fo|

The use of ¢
of informatio
NOTE G

Work docum
or as specifi

documents involving confidential\or proprietary information should be suitably safeguarded at all times K

audit team m

6.4 Cond

m leader, in consultation with the audit team, should assign to each team member respons
pecific processes, activities, functions or locations. Such assignments should take intoac
ence and competence of auditors and the effective use of resources, as well as differentrole
bs of auditors, auditors-in-training and technical experts.

priefings should be held, as appropriate, by the audit team leader in ordeb to allocate
and decide possible changes. Changes to the work assignments can-be ‘made as the
h order to ensure the achievement of the audit objectives.

hm members should collect and review the information relévant to their audit assignment
documents, as necessary, for reference and for recording.audit evidence. Such work docur
the following:

S;
mpling plans;
I recording information, such as supporting-evidence, audit findings and records of meeting

hecklists and forms should not restrict the extent of audit activities, which can change as a
n collected during the audit.

hlidance on preparing work doguments is given in Clause B.4.

ents, including records-resulting from their use, should be retained at least until audit compl
ed in the audit plancRetention of documents after audit completion is described in 6.6. T

embers.

icting the) audit activities

6.4.1 Genelral

ibility
count
5 and

work
audit

5 and
nents

B.

Fesult

btion,
hose
y the

Audit activities are normally conducted in a defined sequence as indicated in Figure 2. This sequence may be

varied to suit

the circumstances of specific audits.

6.4.2 Conducting the opening meeting

The purpose
a)
b)

c) ensuret

18

of the opening meeting is to:

confirm the agreement of all parties (e.g. auditee, audit team) to the audit plan;

introduce the audit team;

hat all planned audit activities can be performed.
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An opening meeting should be held with the auditee’s management and, where appropriate, those responsible
for the functions or processes to be audited. During the meeting, an opportunity to ask questions should be
provided.

The degree of detail should be consistent with the familiarity of the auditee with the audit process. In many
instances, e.g. internal audits in a small organization, the opening meeting may simply consist of communicating
that an audit is being conducted and explaining the nature of the audit.

For other audit situations, the meeting may be formal and records of attendance should be kept. The meeting
should be chaired by the audit team leader, and the following items should be considered, as appropriate:

— introduction of the participants, including observers and quides, and an outline of their roles;:

— ¢onfirmation of the audit objectives, scope and criteria;

— ¢onfirmation of the audit plan and other relevant arrangements with the auditee, such as the dlate and time
for the closing meeting, any interim meetings between the audit team and the auditee’s manggement, and
any late changes;

— presentation of the methods to be used to conduct the audit, including advising the auditee that the audit
g¢vidence will be based on a sample of the information available;

— inptroduction of the methods to manage risks to the organization which' may result from the pr¢sence of the
audit team members;

— ¢onfirmation of formal communication channels between the audit team and the auditee;
— ¢onfirmation of the language to be used during the audit;

— ¢onfirmation that, during the audit, the auditee willbe kept informed of audit progress;
— ¢onfirmation that the resources and facilities needed by the audit team are available;

— ¢onfirmation of matters relating to confidentiality and information security;

— ¢onfirmation of relevant health and\.safety, emergency and security procedures for the audit feam;
— ipformation on the method of feporting audit findings including grading, if any;
— information about conditions under which the audit may be terminated;

— ipformation about theZclosing meeting;

— information abeut/how to deal with possible findings during the audit;

— ipformatiomabout any system for feedback from the auditee on the findings or conclusions| of the audit,
including-eomplaints or appeals.

6.4.3| “Performing document review while conducting the audit

The auditee’s relevant documentation should be reviewed to:

— determine the conformity of the system, as far as documented, with audit criteria;
— gather information to support the audit activities.

NOTE Guidance on how to perform a document review is provided in Clause B.2.

The review may be combined with the other audit activities and may continue throughout the audit, providing
this is not detrimental to the effectiveness of the conduct of the audit.

If adequate documentation cannot be provided within the time frame given in the audit plan, the audit team
leader should inform both the person managing the audit programme and the auditee. Depending on the audit
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objectives and scope, a decision should be made as to whether the audit should be continued or suspended
until documentation concerns are resolved.

6.4.4 Communicating during the audit

During the audit, it may be necessary to make formal arrangements for communication within the audit team,
as well as with the auditee, the audit client and potentially with external bodies (e.g. regulators), especially
where legal requirements require the mandatory reporting of non-compliances.

The audit team should confer periodically to exchange information, assess audit progress, and reassign work
between the audit team members, as needed.

During the audit, the audit team leader should periodically communicate the progress of the audit and any
concerns to the auditee and audit client, as appropriate. Evidence collected during the audit that suggests an
immediate and significant risk to the auditee should be reported without delay to the auditee and, as approgriate,
to the audit ¢lient. Any concern about an issue outside the audit scope should be noted and\.reported fo the
audit team Ilader, for possible communication to the audit client and auditee.

Where the ayailable audit evidence indicates that the audit objectives are unattainable; the audit team Ig¢ader
should repor} the reasons to the audit client and the auditee to determine appropriatesaction. Such action may
include recopfirmation or modification of the audit plan, changes to the audit ébjectives or audit scope, or
termination qf the audit.

Any need forl changes to the audit plan which may become apparent as auditing activities progress shodld be
reviewed and approved, as appropriate, by both the person managing the audit programme and the auditee.

6.4.5 Assigning roles and responsibilities of guides and observers

Guides and ¢bservers (e.g. regulator or other interested parties) may accompany the audit team. They should
not influence or interfere with the conduct of the audit. If this cannot be assured, the audit team leader should
have the right to deny observers from taking part in certain audit activities.

For observers, any obligations in relation to healthland safety, security and confidentiality should be marjaged
between the[audit client and the auditee.

Guides, appointed by the auditee, should.assist the audit team and act on the request of the audit team Idader.
Their respongibilities should include the'following:

a) assisting the auditors in identifying individuals to participate in interviews and confirming timings;
b) arranging access to specific locations of the auditee;

c) ensuring that rules concerning location safety and security procedures are known and respected by the
audit tegm members'and observers.

The role of the guide may also include the following:

-+h

— witnessikgtheauditen-behal

— providing clarification or assisting in collecting information.

6.4.6 Collecting and verifying information

During the audit, information relevant to the audit objectives, scope and criteria, including information relating to
interfaces between functions, activities and processes, should be collected by means of appropriate sampling
and should be verified. Only information that is verifiable should be accepted as audit evidence. Audit evidence
leading to audit findings should be recorded. If, during the collection of evidence, the audit team becomes
aware of any new or changed circumstances or risks, these should be addressed by the team accordingly.

NOTE 1 Guidance on sampling is given in Clause B.3.

Figure 3 provides an overview of the process, from collecting information to reaching audit conclusions.
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Methpds of collecting information include the fellowing:

NOTHE 2  Guidance on sources of information is given in Clause B.5.
NOTH 3  Guidance onVisiting the auditee’s location is given in Clause B.6.

NOTH 4  Guidancé.on how to conduct interviews is given in Clause B.7.

6.4.7| Generating audit findings

Audiflevidence should be evaluated against the audit criteria in order to determine audit findings. 4

ISO 19011:2011(E)

Source of information

Y

Collecting by means of appropriate sampling

Audit evidence

A

Evaluating against audit criteria

Audit findings

\

Reviewing

A

Audit conclusions

Figure 3 — Overview of the process-of collecting and verifying information

interviews;
observations;

fleview of documents, including records.

\udit findings

can indicate conformity or nonconformity with audit criteria. When specified by the audit plan, individual audit
findings should include conformity and good practices along with their supporting evidence, opportunities for
improvement, and any recommendations to the auditee.

Nonconformities and their supporting audit evidence should be recorded. Nonconformities may be graded.
They should be reviewed with the auditee in order to obtain acknowledgement that the audit evidence is
accurate, and that the nonconformities are understood. Every attempt should be made to resolve any diverging
opinions concerning the audit evidence or findings, and unresolved points should be recorded.

The audit team should meet as needed to review the audit findings at appropriate stages during the audit.

NOTE Additional guidance on the identification and evaluation of audit findings is given in Clause B.8.
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6.4.8 Preparing audit conclusions

The audit team should confer prior to the closing meeting in order to:

a) review the audit findings, and any other appropriate information collected during the audit, against the
audit objectives;

b) agree on the audit conclusions, taking into account the uncertainty inherent in the audit process;

c) prepare recommendations, if specified by the audit plan;

d) discuss audit follow-up, as applicable.

Audit conclugions can address issues such as the following:

— the extept of conformity with the audit criteria and robustness of the management system, including the
effectivgness of the management system in meeting the stated objectives;

— the effegtive implementation, maintenance and improvement of the management system;

— the cappbility of the management review process to ensure the continuing-suitability, adequacy,
effectivgness and improvement of the management system;

— achievement of audit objectives, coverage of audit scope, and fulfiimentof audit criteria;

— root caupes of findings, if included in the audit plan;

— similar findings made in different areas that were audited for the“purpose of identifying trends.

If specified by the audit plan, audit conclusions can lead to, fecommendations for improvement, or future

auditing actiyities.

6.4.9 Conducting the closing meeting

A closing m
conclusions.
appropriate,
the audit clig
encountered
defined in thq
time frame fq

The degree

audit situatio|
other instang
the audit find

beting, facilitated by the audit teamJeader, should be held to present the audit findingy
Participants in the closing meeting’should include the management of the auditee and, v
those responsible for the functions or processes which have been audited, and may also in
nt and other parties. If applicable, the audit team leader should advise the auditee of situg
during the audit that may decCrease the confidence that can be placed in the audit conclusig
b management system oy by agreement with the audit client, the participants should agree g
r an action plan to.address audit findings.

bf detail should'bé consistent with the familiarity of the auditee with the audit process. For
ns, the meeting may be formal and minutes, including records of attendance, should be ke
es, e.g. internal audits, the closing meeting is less formal and may consist solely of communig
ings and~audit conclusions.

As appropriﬂte, the following should be explained to the auditee in the closing meeting:

and
here
clude
tions
ns. If
n the

some
pt. In
ating

advising

the proc

acknowl

that the audit evidence collected was based on a sample of the information available;

the method of reporting;

ess of handling of audit findings and possible consequences;

edged by the auditee’s management;

process).

presentation of the audit findings and conclusions in such a manner that they are understood and

any related post-audit activities (e.g. implementation of corrective actions, audit complaint handling, appeal

Any diverging opinions regarding the audit findings or conclusions between the audit team and the auditee
should be discussed and, if possible, resolved. If not resolved, this should be recorded.
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If specified by the audit objectives, recommendations for improvements may be presented. It should be

emph

6.5

6.5.1

asized that recommendations are not binding.
Preparing and distributing the audit report

Preparing the audit report

The audit team leader should report the audit results in accordance with the audit programme procedures.

The audit report should provide a complete, accurate, concise and clear record of the audit, and should include
or refer to the following:

a)

b)

e audit objectives;

e audit scope, particularly identification of the organizational and functional units,or ptoces

c) identification of the audit client;

d) identification of audit team and auditee’s participants in the audit;

e)
f)
9)
h)
i)

e dates and locations where the audit activities were conducted;
e audit criteria;

e audit findings and related evidence;

e audit conclusions;

statement on the degree to which the audit criteriashave been fulfilled.

The qudit report can also include or refer to the following, as appropriate:

v

4

— &

— q

—

—

e audit plan including time schedule;

summary of the audit process, including any obstacles encountered that may decrease th
e audit conclusions;

onfirmation that the audit gbjectives have been achieved within the audit scope in accordd
udit plan;

ny areas within the @udit scope not covered;
summary coveéring the audit conclusions and the main audit findings that support them;
ny unresolved diverging opinions between the audit team and the auditee;

pportunities for improvement, if specified in the audit plan;

ses audited;

b reliability of

nce with the

oaod practices identified;

— agreed follow-up action plans, if any;

— a statement of the confidential nature of the contents;

— any implications for the audit programme or subsequent audits;

— the distribution list for the audit report.

NOTE

6.5.2

The audit report can be developed before the closing meeting.

Distributing the audit report

The audit report should be issued within an agreed period of time. If it is delayed, the reasons should be
communicated to the auditee and the person managing the audit programme.
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The audit report should be dated, reviewed and approved, as appropriate, in accordance with audit programme

procedures.

The audit report should then be distributed to the recipients as defined in the audit procedures or audit plan.

6.6 Comp

leting the audit

The audit is completed when all planned audit activities have been carried out, or as otherwise agreed with the
audit client (e.g. there might be an unexpected situation that prevents the audit being completed according to

the plan).

DOCUmentS Pl ta;ll;llu tU thc audlt ohuu:d bU IUtG;IIUd T dUDtI UyUd by GHIUUIIIUIIt bUtVVUUII thU 'Jaltlulf. atlng
parties and ih accordance with audit programme procedures and applicable requirements.

Unless requifed by law, the audit team and the person managing the audit programme should not disclode the

contents of d
without the e
of the conter
possible.

Lessons lear

system of th¢ audited organizations.

6.7 Cond

The conclus

for corrective, preventive or improvement actions. Such actionscare usually decided and undertaken b

auditee withi

ocuments, any other information obtained during the audit, or the audit report, to. any other
kplicit approval of the audit client and, where appropriate, the approval of the auditee. If discl
ts of an audit document is required, the audit client and auditee should berinformed as so

ned from the audit should be entered into the continual improvementprocess of the manage

icting audit follow-up

ons of the audit can, depending on the audit objectives, indicate the need for correction

h an agreed timeframe. As appropriate, the auditee’should keep the person managing the

programme

The completion and effectiveness of these actions should be verified. This verification may be part

subsequent

7 Compe

7.1 Genel

Confidence i
individuals W
Competence
the knowled
This procesg
knowledge a
are specific t

nd the audit team informed of the status of these actions.

udit.

tence and evaluation of.auditors

al

h the audit process.and the ability to achieve its objectives depends on the competence of
ho are involved.implanning and conducting audits, including auditors and audit team leg
should be evaluated through a process that considers personal behaviour and the ability to
je and skills>gained through education, work experience, auditor training and audit experi
should take'into consideration the needs of the audit programme and its objectives. Some
hd skills.described in 7.2.3 are common to auditors of any management system discipline; g

party
psure
bNn as

ment

s, or
y the
audit

of a

hose
ders.
apply
Bnce.
bf the
thers
team

D individual management system disciplines. It is not necessary for each auditor in the audit

to have the {

bame competence; however, the overall competence of the audit team needs to be suffici¢nt to

achieve the audit objectives.

The evaluation of auditor competence should be planned, implemented and documented in accordance with
the audit programme, including its procedures to provide an outcome that is objective, consistent, fair and

reliable. The
a)

b)

conduct
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evaluation process should include four main steps, as follows:

determine the competence of audit personnel to fulfil the needs of the audit programme;
establish the evaluation criteria;

select the appropriate evaluation method;

the evaluation.
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The outcome of the evaluation process should provide a basis for the following:
— selection of audit team members as described in 5.4.4;

— determining the need for improved competence (e.g. additional training);
— ongoing performance evaluation of auditors.

Auditors should develop, maintain and improve their competence through continual professional development
and regular participation in audits (see 7.6).

A process for evaluating auditors and audit team leaders is described in 7.4 and 7.5.

Auditors and audit team leaders should be evaluated against the criteria set out in 7.2.2 and 7.2.3.

The ¢gompetence required of the person managing the audit programme is described in 5(3,2.
7.2 |Determining auditor competence to fulfil the needs of the audit programme

7.2.1| General

In defiding the appropriate knowledge and skills required of the auditor, the following should be ¢onsidered:

— e size, nature and complexity of the organization to be auditéd,

— e management system disciplines to be audited,;

— e objectives and extent of the audit programme;

— ¢ther requirements, such as those imposed by external bodies, where appropriate;
— e role of the audit process in the management system of the auditee;

— e complexity of the management system to be audited;

— e uncertainty in achieving audit objectives.

This [nformation should be matched against that listed in 7.2.3.2, 7.2.3.3 and 7.2.3.4.

7.2.2| Personal behaviour

Auditors should posséss the necessary qualities to enable them to act in accordance with the|principles of
audit|ng as described.in Clause 4. Auditors should exhibit professional behaviour during the pefformance of
audit|activities, including being:

— ¢thical,<:e: fair, truthful, sincere, honest and discreet;

— o¢pen-minded, i.e. willing to consider alternative ideas or points of view;

— diplomatic, i.e. tactful in dealing with people;

— observant, i.e. actively observing physical surroundings and activities;

— perceptive, i.e. aware of and able to understand situations;

— versatile, i.e. able to readily adapt to different situations;

— tenacious, i.e. persistent and focused on achieving objectives;

— decisive, i.e. able to reach timely conclusions based on logical reasoning and analysis;

— self-reliant, i.e. able to act and function independently whilst interacting effectively with others;
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— acting with fortitude, i.e. able to act responsibly and ethically, even though these actions may not always

be popu

— opento

lar and may sometimes result in disagreement or confrontation;

improvement, i.e. willing to learn from situations, and striving for better audit results;

— culturally sensitive, i.e. observant and respectful to the culture of the auditee;

— collaborative, i.e. effectively interacting with others, including audit team members and the auditee’s

personn

el.

7.2.3 Knowledge and skills

7.2.31 Ge|||eral

Auditors sho
they are exp
expected to {
the additiong

7.2.3.2 Generic knowledge and skills of management system auditors

Auditors sho
a) Audit p

apply th
conduct

— app
— plan
— con
— prio

— coll
recq

— und
— und
— veri
— con

— ass

uld possess the knowledge and skills necessary to achieve the intended results-of/the 2
pcted to perform. All auditors should possess generic knowledge and skills and.should al
ossess some discipline and sector-specific knowledge and skills. Audit team leaders should
| knowledge and skills necessary to provide leadership to the audit team.

Lild have knowledge and skills in the areas outlined below.

Finciples, procedures and methods: knowledge and skills in this area enable the audi
b appropriate principles, procedures and methods to different audits, and to ensure that audi
bd in a consistent and systematic manner. An auditor should be able to do the following:

y audit principles, procedures, and methods;
and organize the work effectively;

fduct the audit within the agreed time schedule;
ritize and focus on matters of significance;

pct information through effective interviewing, listening, observing and reviewing docuni
rds and data;

erstand and consider the experts’ opinions;

erstand the apprapriateness and consequences of using sampling techniques for auditing;
fy the relevance-and accuracy of collected information;

firm the sufficiency and appropriateness of audit evidence to support audit findings and conclug

bss those factors that may affect the reliability of the audit findings and conclusions;

udits
50 be
have

for to
s are

ents,

ions;

— use

work documents to record audit activities;

— document audit findings and prepare appropriate audit reports;

— maintain the confidentiality and security of information, data, documents and records;

— communicate effectively, orally and in writing (either personally, or through the use of interpreters and

tran

slators);

— understand the types of risks associated with auditing.

b) Management system and reference documents: knowledge and skills in this area enable the auditor to
comprehend the audit scope and apply audit criteria, and should cover the following:

— management system standards or other documents used as audit criteria;
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appropriate;

— interaction between the components of the management system;

— recognizing the hierarchy of reference documents;

— application of the reference documents to different audit situations.

the application of management system standards by the auditee and other organizations, as

c) Organizational context: knowledge and skills in this area enable the auditor to comprehend the auditee’s
structure, business and management practices, and should cover the following:

d) 4
H
|

7.2.3

Audit
the p

It is
comy

The ¢
—

q

4

——organizationat types, goVETTTAarCE, SiZE, Sructure, furnctions and Tetationships;

— general business and management concepts, processes and related terminology, includ
budgeting and management of personnel;

— cultural and social aspects of the auditee.

Applicable legal and contractual requirements and other requirements that apply to
nowledge and skills in this area enable the auditor to be aware of, and work within, the @
egal and contractual requirements. Knowledge and skills specific to the jurisdiction or to

activities and products should cover the following:

— laws and regulations and their governing agencies;
— basic legal terminology;

— contracting and liability.

3 Discipline and sector-specific knowledge’and skills of management system auditd

prs should have the discipline and sector-specific knowledge and skills that are appropriat
prticular type of management system and sector.

not necessary for each auditor in“the audit team to have the same competence; howeve
etence of the audit team needs.to be sufficient to achieve the audit objectives.

liscipline and sector-specific-knowledge and skills of auditors include the following:
iscipline-specific management system requirements and principles, and their application;

egal requirements-relevant to the discipline and sector, such that the auditor is aware of the
pecific to the jurisdiction and the auditee’s obligations, activities and products;

equirements of interested parties relevant to the specific discipline;

ndamentals of the discipline and the application of business and technical discipline-speg

ing planning,

the auditee:
rganization’s
the auditee’s

rs

e for auditing

r, the overall

requirements

ific methods,

chhiques, processes and practices, sufficient to enable the auditor to examine the manage

ment system

and generate appropriate audit findings and conclusions;

— discipline-specific knowledge related to the particular sector, nature of operations or workplace being
audited, sufficient for the auditor to evaluate the auditee’s activities, processes, and products (goods and
services);

— risk management principles, methods and techniques relevant to the discipline and sector, such that the
auditor can evaluate and control the risks associated with the audit programme.

NOTE Guidance and illustrative examples of discipline-specific knowledge and skills of auditors are provided in
Annex A.
© 1SO 2011 — Al rights reserved 27


https://standardsiso.com/api/?name=b64db596c208a92f175d9940d50da7f7

ISO 19011:2011(E)

7.2.3.4 Generic knowledge and skills of an audit team leader

Audit team leaders should have additional knowledge and skills to manage and provide leadership to the audit
team, in order to facilitate the efficient and effective conduct of the audit. An audit team leader should have the
knowledge and skills necessary to do the following:

a) balance
b) develop

C) manage

the strengths and weaknesses of the individual audit team members;
a harmonious working relationship among the audit team members;

the audit process, including:

— pla

— malj

— profecting the health and safety of the audit team members during the audit, ingluding ens

con

— organizing and directing the audit team members;

— pro

— pre

d) represent the audit team in communications with the person managing the audit programme, audit

and aud
e) lead the

f)  prepare

7.2.3.5 Kn¢wledge and skills for auditing management systems addressing multiple disciplines

Auditors whq
multiple disc
disciplines a

Audit team

understand the requirements of eaeh of the management system standards and recognize the limits of

knowledge a

7.2.4 Achieving auditor-competence

Auditor know

— formale
manage

ning the audit and making errective use ol resources auring tne audlt,

aging the uncertainty of achieving audit objectives;

pliance of the auditors with the relevant health, safety and security requirements;

iding direction and guidance to auditors-in-training;

enting and resolving conflicts, as necessary;

tee;
audit team to reach the audit conclusions;

and complete the audit report.

intend to participate as an audit.team member in auditing management systems addre
plines should have the competence’ necessary to audit at least one of the management sy

uring

client

5sing
stem

nd an understanding of the interaction and synergy between the different management syst¢ms.

leaders conducting audits—-0f management systems addressing multiple disciplines s

nd skills in each of the disciplines.

ledge and skills can be acquired using a combination of the following:

Hucation/training and experience that contribute to the development of knowledge and skills
ment'system discipline and sector the auditor intends to audit;

hould
their

n the

— training programmes that cover generic auditor knowledge and skills;

— experience in a relevant technical, managerial or professional position involving the exercise of judgement,
decision making, problem solving and communication with managers, professionals, peers, customers
and other interested parties;

— audit experience acquired under the supervision of an auditor in the same discipline.

7.2.5 Audit team leaders

An audit team leader should have acquired additional audit experience to develop the knowledge and skills
described in 7.2.3. This additional experience should have been gained by working under the direction and
guidance of a different audit team leader.
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7.3 Establishing the auditor evaluation criteria

The criteria should be qualitative (such as having demonstrated personal behaviour, knowledge or the
performance of the skills, in training or in the workplace) and quantitative (such as the years of work experience
and education, number of audits conducted, hours of audit training).

7.4 Selecting the appropriate auditor evaluation method

The evaluation should be conducted using two or more of the methods selected from those in Table 2. In using
Table 2, the following should be noted:

— the various methods outlined may differ in their reliability;

— combination of methods should be used to ensure an outcome that is objective, ‘consisfent, fair and
eliable.

Table 2 — Possible evaluation methods

Evjaluation method Objectives Examples
Revipw of records To verify the background of the auditor Abalysis of records of educatior, training,
employment, professional credgntials and
audit experience
Feedback To provide information about how the Surveys, questionnaires, personal
performance of the auditor is perceived references, testimonials, complaints,
performance evaluation, peer rgview
Interview To evaluate personal behaviourtand Personal interviews
communication skills, to verifyinformation
and test knowledge and to acquire additional
information
Obsegrvation To evaluate personal behaviour and the Role playing, witnessed audits, pn-the-job
ability to apply knowledge and skills performance
Testing To evaluate,pérsonal behaviour and Oral and written exams, psychometric
knowledgé:and skills and their application testing
Posttaudit review To provide information on the auditor Review of the audit report, interfiews with
performance during the audit activities, the audit team leader, the audit feam and, if
identify strengths and weaknesses appropriate, feedback from the auditee.

7.5 |Conducting auditor evaluation

The ipformation collected about the person should be compared against the criteria setin 7.2.3. When a person
expegted\to participate in the audit programme does not fulfil the criteria, then additional training, work or audit
expefience should be undertaken and a subsequent re-evaluation should be performed.

7.6 Maintaining and improving auditor competence

Auditors and audit team leaders should continually improve their competence. Auditors should maintain their
auditing competence through regular participation in management system audits and continual professional
development. Continual professional development involves the maintenance and improvement of competence.
This may be achieved through means such as additional work experience, training, private study, coaching,
attendance at meetings, seminars and conferences or other relevant activities.

The person managing the audit programme should establish suitable mechanisms for the continual evaluation
of the performance of the auditors, and audit team leaders.
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The continual professional development activities should take into account the following:
— changes in the needs of the individual and the organization responsible for the conduct of the audit;
— the practice of auditing;

— relevant standards and other requirements.
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Annex A
(informative)

Guidance and illustrative examples of discipline-specific knowledge and
skills of auditors

A.1[ General

This gnnex provides generic examples of discipline-specific knowledge and skills for auditors of management
systems, which are intended as guidance to assist the person managing the audit programmg to select or
evalyate auditors.

Othef examples of discipline-specific knowledge and skills for auditors may also be'developed for management
systems. It is suggested that, where possible, such examples follow the same’ general structure in order to
ensufe comparability.

A.2 | lllustrative example of discipline-specific knowledge and skills of audijtors in
transportation safety management

Knowledge and skills related to transportation safety management and the application of transportation safety
management methods, techniques, processes and prag¢tices should be sufficient to enable the auditor to
exanfine the management system and generate appropriate audit findings and conclusions.

Exanpples are as follows:

— gafety management terminology;

— (inderstanding safe system approach;
Isk assessment and mitigation;

— analysis of human factors\related to transportation safety management;
— uman behaviour and’interaction;

— ipteraction of humans, machines, processes and the work environment;

— potential hazards and other workplace factors affecting safety;

— Iethods and practices for incident investigations and monitoring safety performance;

valuation of operational incidents and accidents:

— developing proactive and reactive performance measures and metrics.

NOTE For additional information, see the future 1ISO 39001 developed by ISO/PC 241 on road-traffic safety
management systems.

A.3 lllustrative example of discipline-specific knowledge and skills of auditors in
environmental management

Knowledge and skills related to the discipline and the application of discipline-specific methods, techniques,
processes and practices should be sufficient to enable the auditor to examine the management system and
generate appropriate audit findings and conclusions.
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Examples are as follows:

environmental terminology;

environmental metrics and statistics;

measurement science and monitoring techniques;

interaction of ecosystems and biodiversity;

environmental media (e.g. air, water, land, fauna, flora);

life cycldg
environr
pollution
source T
use of h
greenhg
manage
environr
environr
product

renewal]

NOTE Fd

A4

ing significance);

assessment;
nental performance evaluation;

prevention and control (e.g. best available techniques for pollution control orenergy efficie
eduction, waste minimization, reuse, recycling and treatment practices and processes;
hzardous substances;
use gas emissions accounting and management;
ment of natural resources (e.g. fossil fuels, water, flora &hd fauna, land);
nental design;
nental reporting and disclosure;
stewardship;

le and low carbon technologies.

r additional information, see related'standards developed by ISO/TC 207 on environmental managen

lllustrative example of discipline-specific knowledge and skills of auditors i
quality mg

Knowledge 4
processes a
generate apy

Examples ar
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nagement

nd skills relatedto’the discipline and the application of discipline-specific methods, techni

ropriate audit findings and conclusions.

b as, follows:

terminol

bgyrelating to quality, management, organization, process and product, characteristics, confo

Is for

ncy);

ent.

hues,

nd practices should be sufficient to enable the auditor to examine the management system and

rmity,

documentation, audit and measurement processes;

customer focus, customer-related processes, monitoring and measuring of customer satisfaction,
complaints handling, code of conduct, dispute resolution;

leadership — role of top management, managing for the sustained success of an organization — the quality
management approach, realizing financial and economic benefits through management of quality, quality

manage

ment systems and excellence models;

involvement of people, human factors, competence, training and awareness;

process

approach, process analysis, capability and control techniques, risk treatment methods;
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system approach to management (rationale of quality management systems, quality management systems
and other management system focuses, quality management system documentation), types and value,
projects, quality plans, configuration management;

continual improvement, innovation and learning;

factual approach to decision making, risk assessment techniques (risk identification, analysis and
evaluation), evaluation of quality management (audit, review and self-assessment), measurement and
monitoring techniques, requirements for measurement processes and measuring equipment, root cause

analysis, statistical techniques;

characteristics of processes and products, including services;

utually beneficial supplier relationships, quality management system requirements and'req
products, particular requirements for quality management in different sectors.

lllustrative example of discipline-specific knowledge and skills of aud
rds management

ledge and skills related to the discipline and the application ofdiscCipline-specific methods
sses and practices should be sufficient to enable the auditof.tdo examine the managemen

r]xples are as follows:
ecords, records management processes, and management systems for records terminolog
developing performance measures and metrics,

investigation and evaluation of records praetices through interviewing, observation and valid

$ample analysis of records created in business processes. Key characteristics of records, recq
ecords processes and controls;

isk assessment (e.g. assessment of risks through failure to create, maintain and control adeq
of the organization’s business processes);

the performance and-adequacy of records processes to create, capture and control records;

assessment of the adequacy and performance of records systems (including business systsg
and control reeords), the suitability of technological tools used, and facilities and equipment

¢valuation of the different levels of competence in records management required across an
and the~assessment of that competence;

Lirements for

For additional information, see related standards developed by ISO/TC 176 on quality manageiment.

itors in

techniques,
[ system and

ation;

rds systems,

uate records

ms to create
bstablished;

organization

methods for developing records-specific instruments;

adata) required

technologies used for creation, capture, conversion and migration, and long-term preservation of

electronic/digital records;

identification and significance of the authorization documentation for records processes.
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A.6

lllustrative example of discipline-specific knowledge and skills of auditors in

resilience, security, preparedness and continuity management

Knowledge and skills related to the discipline and the application of discipline-specific methods, techniques,
processes and practices should be sufficient to enable the auditor to examine the management system and
generate appropriate audit findings and conclusions.

Examples are as follows:

processes, science and technology underlying resilience, security, preparedness, response, continuity
and recovery management;

methodg for intelligence gathering and monitoring;

managir)g the risks of disruptive events (anticipate, avoid, prevent, protect, mitigate, respond teand regover
from a djsruptive event);

risk ass¢ssment (asset identification and valuation; and risk identification, analysis, evalyation) and impact
analysis|(related to human, physical and intangible assets, as well as the environment);

risk treajment (adaptive, proactive and reactive measures);

methodg and practices for information integrity and sensitivity;

methodg for personnel security and protection of persons;

methodg and practices for asset protection and physical security;

methodg and practices for prevention, deterrence, and security management;
methodg and practices for incident mitigation, responsé;and crisis management;
methodg and practices for continuity, emergencyxand recovery management;

methodg and practices for monitoring, measuring, and reporting of performance (including exercis¢ and
testing methodologies).

NOTE Fqgr additional information, see related standards developed by ISO/TC 8, ISO/TC 223 and ISO/TC 247 on

resilience, sedurity, preparedness and continuity management.

A7
informatign security management

lllustrative example of discipline-specific knowledge and skills of auditors in

Knowledge and skills related to the discipline and the application of discipline-specific methods, technifjues,
processes and practices should be sufficient to enable the auditor to examine the management system and

generate apgropriate audit findings and conclusions.

Examples are_as follows:
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guidelines from standards such as ISO/IEC 27000, ISO/IEC 27001, ISO/IEC 27002, ISO/IEC 27003,
ISO/IEC 27004 and ISO/IEC 27005;

identification and evaluation of customer and interested parties requirements;

the laws and regulations dealing with information security (e.g. intellectual property; content, protection
and retention of organizational records; data protection and privacy; regulation of cryptographic controls;
anti-terrorism; electronic commerce; electronic and digital signatures; workplace surveillance; workplace
ergonomics; telecommunications interception and monitoring of data (e.g. e-mail), computer abuse,
electronic evidence collection, penetration testing, etc.;

processes, science and technology underlying information security management;

© 1SO 2011 — All rights reserved


https://standardsiso.com/api/?name=b64db596c208a92f175d9940d50da7f7

NOTH
mana

A.8

occC

A.8.

Kno

procq
gene

Exa

ISO 19011:2011(E)

risk assessment (identification, analysis and evaluation) and trends in technology, threats and vulnerabilities;

information security risk management;
methods and practices for information security controls (electronic and physical);

methods and practices for information integrity and sensitivity;

methods and practices for measuring and evaluating effectiveness of the information security management

system and associated controls;

methods and practices for measuring, monitoring and recording of performance (including testing, audits

AT TEVIEWS):

gement.

lllustrative example of discipline-specific knowledge and;skills of aud
ipational health and safety management
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General knowledge and skills

wledge and skills related to the discipline and the application 6f\discipline-specific methods
sses and practices should be sufficient to enable the auditer to examine the managemen

rate appropriate audit findings and conclusions.
ples are as follows:

r:[azard identification, including those and other;factors affecting human performance in tk
such as physical, chemical and biological factors, as well as gender, age, handicap or other |

psychological or health factors);

fisk assessment, determining controls;,and risk communication [the determining of contrd
based on the “hierarchy of controls” (see OHSAS 18001:2007, 4.3.1)];

the evaluation of health and duman factors (including physiological and psychological fac
principles for assessing them;

Iethod for exposure monitoring and assessment of occupational health and safety risks (in
rising out of the hunyan factors mentioned above or relating to occupational hygiene) and relat
or eliminating or-Minimizing such exposures;

]

q

f

uman behaviour, person-to-person interactions and the interaction of humans to machineg
nd the work environment (including workplace, ergonomic and safe design principles, inf
ommunication technologies);

For additional information, see related standards developed by ISO/IEC JTC 1/SC 27 on(infornpation security

itors in

techniques,
I system and

e workplace

hysiological,

Is should be

ors) and the

tluding those
ed strategies

S, processes
brmation and

é-evaluation of the different types and levels of occupational health and safety compete
1Zall ,

methods to encourage employee participation and involvement;

nce required

methods to encourage employee wellness or well-being and self-responsibility (in relation to smoking,
drugs, alcohol, weight-related issues, exercise, stress, aggressive behaviour, etc.), both during working

hours and in their private lives;

the development, use and evaluation of proactive and reactive performance measures and metrics;

the principles and practices for identifying potential emergency situations and for emergency planning,

prevention, response and recovery;

methods for incident (including accident and work-related ilinesses) investigation and evalua
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