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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the International
Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare International Standards. Draft International Standards
adopted by |the technical committees are circulated to the member bodies for voting. Publication gs an
International Standard requires approval by at least 75 % of the member bodies casting a vote.

Attention is grawn to the possibility that some of the elements of this document may be the 'subject of pptent
rights. ISO shall not be held responsible for identifying any or all such patent rights.

ISO 19011 was prepared by Technical Committee ISO/TC 176, Quality managemerit and quality assurance,
Subcommittee SC 3, Supporting technologies.

This second|edition cancels and replaces the first edition (ISO 19011:2002), which’has been technically revjised.

The main diIerences compared with the first edition are as follows:

— the scope has been broadened from the auditing of quality and environmental management systems to the
auditing| of any management systems;

— the relafionship between ISO 19011 and ISO/IEC 17021_has been clarified;

— remote pudit methods and the concept of risk have been introduced;

— confidentiality has been added as a new principle of auditing;

— Clauseg 5, 6 and 7 have been reorganized;

— additionial information has been incluged in a new Annex B, resulting in the removal of help boxes;
— the conlpetence determination and’evaluation process has been strengthened;

— illustrative examples of diseipline-specific knowledge and skills have been included in a new Annex A,;

— additional guidelines are available at the following website: www.iso.org/19011auditing.

iv © SO 2011 — Al rights reserved
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Introduction

Since the first edition of this International Standard was published in 2002, a number of new management
system standards have been published. As a result, there is now a need to consider a broader scope of
management system auditing, as well as providing guidance that is more generic.

In 2006, the ISO committee for conformity assessment (CASCO) developed ISO/IEC 17021, which sets out
requirements for third party certification of management systems and which was based in part on the guidelines
contained in the first edition of this International Standard.

ce offered in
this context
g small and
(first party)
nanagement
guidance in

this I[nternational Standard useful.

The felationship between this second edition of this International Standard and/ISO/IEC 17021:2011 is shown
in Taple 1.

Table 1 — Scope of this International Standard and its relationship with ISO/IEC 17031:2011

Internal auditing External auditing

Supplier auditing Third party auditing

For legal, regulatory and gimilar

purposes
Spmetimes called first party audit Sometimes called second party audit
For certification (see also|the

requirements in ISO/IEC [17021:2011)

This|International Standard does not state requirements, but provides guidance on the management of an
audif programme, on the planning and conducting of an audit of the management system, as wgll as on the
competence and evaluation of an«auditor and an audit team.

Orggnizations can operate more than one formal management system. To simplify the readgbility of this
Interpational Standard, the singular form of “management system” is preferred, but the reader can adapt the
implementation of the guidance to their own particular situation. This also applies to the use of |person” and

“pergons”, “auditor” and *auditors”.

This|International‘Standard is intended to apply to a broad range of potential users, includjng auditors,
orgahizationsimplementing management systems, and organizations needing to conduct audits of Ilanagement
systams forscontractual or regulatory reasons. Users of this International Standard can, howevegr, apply this

guidanceé.in developing their own audit-related requirements.
The memrmmmmm and can be

useful to organizations involved in auditor training or personnel certification.

The guidance in this International Standard is intended to be flexible. As indicated at various points in the text,
the use of this guidance can differ depending on the size and level of maturity of an organization’s management
system and on the nature and complexity of the organization to be audited, as well as on the objectives and
scope of the audits to be conducted.

This International Standard introduces the concept of risk to management systems auditing. The approach
adopted relates both to the risk of the audit process not achieving its objectives and to the potential of the
audit to interfere with the auditee’s activities and processes. It does not provide specific guidance on the
organization’s risk management process, but recognizes that organizations can focus audit effort on matters of
significance to the management system.

© 1SO 2011 — All rights reserved \%
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This International Standard adopts the approach that when two or more management systems of different
disciplines are audited together, this is termed a “combined audit”. Where these systems are integrated into a
single management system, the principles and processes of auditing are the same as for a combined audit.

Clause 3 sets out the key terms and definitions used in this International Standard. All efforts have been taken
to ensure that these definitions do not conflict with definitions used in other standards.

Clause 4 describes the principles on which auditing is based. These principles help the user to understand the
essential nature of auditing and they are important in understanding the guidance set out in Clauses 5 to 7.

Clause 5 provides guidance on establishing and managing an audit programme, establishing the audit
programme phjectives _and coordinating auditing activities

Clause 6 prqvides guidance on planning and conducting an audit of a management system.

Clause 7 provides guidance relating to the competence and evaluation of management system ‘additorq and
audit teams.

Annex A illustrates the application of the guidance in Clause 7 to different disciplines.

Annex B provides additional guidance for auditors on planning and conducting audits,

vi © SO 2011 — Al rights reserved
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INTERNATIONAL STANDARD 1ISO 19011:2011(E)

Guidelines for auditing management systems

1 Scope

This International Standard provides guidance on auditing management systems, including the principles of
auditing, managing an audit programme and conducting management system audits, as well as guidance on
the evaluation of competence of individuals involved in the audit process, including the person managing the
audilprogramme, auditors and audit teams.

It is applicable to all organizations that need to conduct internal or external audits of managemer|t systems or
mangge an audit programme.

The |application of this International Standard to other types of audits is possible, provided [that special
consfderation is given to the specific competence needed.

2 Normative references

No normative references are cited. This clause is included in order0 retain clause numbering ipgentical with
othef ISO management system standards.

3 Terms and definitions

For the purposes of this document, the following termsi\and definitions apply.

systematic, independent and documented\process for obtaining audit evidence (3.3) and pvaluating it
objegtively to determine the extent to which the audit criteria (3.2) are fulfilled

NOTIE 1 Internal audits, sometimes ¢alléd first party audits, are conducted by the organization itself, or on its behalf, for
manggement review and other integmalhpurposes (e.g. to confirm the effectiveness of the management systgm or to obtain
information for the improvement 6f thée management system). Internal audits can form the basis for an orgapization’s self-
declgration of conformity. In prany cases, particularly in small organizations, independence can be demonktrated by the
freedpm from responsibility‘for-the activity being audited or freedom from bias and conflict of interest.

NOTIE 2  External audits include second and third party audits. Second party audits are conducted by parties having an
intergst in the organization, such as customers, or by other persons on their behalf. Third party audits are [conducted by
indegdendent auditing organizations, such as regulators or those providing certification.

NOTE 3 When two or more management systems of different disciplines (e.g. quality, environmental] occupational
health and safety) are audited together, this is termed a combined audit.

NOT d a joint audit.
NOTE 5  Adapted from ISO 9000:2005, definition 3.9.1.

3.2
audit criteria
set of policies, procedures or requirements used as a reference against which audit evidence (3.3) is compared

NOTE 1 Adapted from ISO 9000:2005, definition 3.9.3.

NOTE 2  If the audit criteria are legal (including statutory or regulatory) requirements, the terms “compliant” or “non-
compliant” are often used in an audit finding (3.4).

© 1SO 2011 — Al rights reserved 1
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3.3
audit evidence
records, statements of fact or other information which are relevant to the audit criteria (3.2) and verifiable

NOTE Audit evidence can be qualitative or quantitative.
[ISO 9000:2005, definition 3.9.4]
34

audit findings
results of the evaluation of the collected audit evidence (3.3) against audit criteria (3.2)

NOTE 1 Apdit findings indicate conformity or nonconformity.
NOTE 2  Apdit findings can lead to the identification of opportunities for improvement or recording good practiced.

NOTE 3 Iffthe audit criteria are selected from legal or other requirements, the audit finding is termed.compliance or
non-complianice.

NOTE 4  Agapted from ISO 9000:2005, definition 3.9.5.

3.5
audit conclpision
outcome of @n audit (3.1), after consideration of the audit objectives and all audit findings (3.4)

NOTE Aflapted from ISO 9000:2005, definition 3.9.6.

3.6
audit client
organization|or person requesting an audit (3.1)

NOTE 1 Inf the case of internal audit, the audit client can also.be the auditee (3.7) or the person managing the|audit
programme. Requests for external audit can come from sourges such as regulators, contracting parties or potential cljents.

NOTE 2 Aflapted from ISO 9000:2005, definition 3.9:7:

3.7
auditee
organization|being audited

[ISO 9000:2p05, definition 3.9.8]

3.8
auditor
person who conducts ap.audit (3.1)

3.9
audit team
one or more|atditors (3.8) conducting an audit (3.1), supported if needed by technical experts (3.10)

NOTE 1 One auditor of the audit team is appointed as the audit team leader.
NOTE 2  The audit team may include auditors-in-training.
[ISO 9000:2005, definition 3.9.10]

3.10
technical expert
person who provides specific knowledge or expertise to the audit team (3.9)

NOTE 1 Specific knowledge or expertise is that which relates to the organization, the process or activity to be audited,
or language or culture.

NOTE 2 A technical expert does not act as an auditor (3.8) in the audit team.

2 © 1SO 2011 — Al rights reserved


https://standardsiso.com/api/?name=ff29fdaae2d852e7cb27f0bc5c804c7f

ISO 19011:2011(E)

[ISO 9000:2005, definition 3.9.11]

3.1

observer
person who accompanies the audit team (3.9) but does not audit

NOTE

NOTE

312

1 An observer is not a part of the audit team (3.9) and does not influence or interfere with the conduct of the
audit (3.1).

2 Anobserver can be from the auditee (3.7), a regulator or other interested party who witnesses the audit (3.1).

guide

perspn appointed by the auditee (3.7) to assist the audit team (3.9)

3.13
audif

programme

arrangements for a set of one or more audits (3.1) planned for a specific time frame and directg¢d towards a

spedfi
NOTIE

314
audI
exte

NOTE

iC purpose

Adapted from ISO 9000:2005, definition 3.9.2.

scope

t and boundaries of an audit (3.1)

The audit scope generally includes a description of the physical locations, organizational units,

procgsses, as well as the time period covered.

[1ISO[9000:2005, definition 3.9.13]

3.15
audif
descri

plan
ption of the activities and arrangements.for an audit (3.1)

[1ISO[9000:2005, definition 3.9.12]

3.16

risk

effedt of uncertainty on objectives

NOTE Adapted from.1S@ Guide 73:2009, definition 1.1.

317

competence

ability to applynkhowledge and skills to achieve intended results

NOT Ability implies the appropriate application of personal behaviour during the audit process.
3.18

conformity

fulfilment of a requirement

[1SO 9000:2005, definition 3.6.1]

3.19

nonconformity
non-fulfilment of a requirement

[ISO 9000:2005, definition 3.6.2]

© 1SO 2011 — All rights reserved
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3.20
management system
system to establish policy and objectives and to achieve those objectives

NOTE A management system of an organization can include different management systems, such as a q
management system, a financial management system or an environmental management system.

[ISO 9000:2005, definition 3.2.2]

4 Principles of auditing

uality

Auditing is characterized by reliance on a number of principles. These principles should help to make the
an effective gnd reliable tool in support of management policies and controls, by providing information ‘on
an organization can act in order to improve its performance. Adherence to these principles is a pretequisi

audit
hich
e for

providing audit conclusions that are relevant and sufficient and for enabling auditors, working.independently

from one anpther, to reach similar conclusions in similar circumstances.

The guidande given in Clauses 5 to 7 is based on the six principles outlined below.

a)

b)

c)

Integrity: the foundation of professionalism

Auditorg and the person managing an audit programme should:
— perform their work with honesty, diligence, and responsibility;
— obgerve and comply with any applicable legal requirements;
— demonstrate their competence while performing their work;

— perform their work in an impartial manner, i.e. remain fair and unbiased in all their dealings;

—

— be pensitive to any influences that may be exerted on their judgement while carrying out an aud
Fair prgsentation: the obligation to report truithfully and accurately

Audit fipdings, audit conclusions and audit reports should reflect truthfully and accurately the pudit
activitieg. Significant obstacles encountered during the audit and unresolved diverging opinions betyeen
the audjt team and the auditee should be reported. The communication should be truthful, accyrate,
objectivg, timely, clear and complete.

Due professional care: theapplication of diligence and judgement in auditing

Auditorg should exergise/due care in accordance with the importance of the task they perform and the
confidemce placed in.them by the audit client and other interested parties. An important factor in carfying
out theif work with)due professional care is having the ability to make reasoned judgements in all pudit
situations.

Confidefntiality: security of information

Auditors should exercise discretion in the use and protection of information acquired in the course of
their duties. Audit information should not be used inappropriately for personal gain by the auditor or the
audit client, or in a manner detrimental to the legitimate interests of the auditee. This concept includes the
proper handling of sensitive or confidential information.

Independence: the basis for the impartiality of the audit and objectivity of the audit conclusions

Auditors should be independent of the activity being audited wherever practicable, and should in all
cases act in a manner that is free from bias and conflict of interest. For internal audits, auditors should
be independent from the operating managers of the function being audited. Auditors should maintain

© 1SO 2011 — All rights reserved
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objectivity throughout the audit process to ensure that the audit findings and conclusions are based only
on the audit evidence.

For small organizations, it may not be possible for internal auditors to be fully independent of the activity
being audited, but every effort should be made to remove bias and encourage objectivity.

f)

in a systematic audit process

Evidence-based approach: the rational method for reaching reliable and reproducible audit conclusions

Audit evidence should be verifiable. It will in general be based on samples of the information available,
since an audit is conducted during a finite period of time and with finite resources. An appropriate use of

sampling should be applied _since this is closely related to the confidence that can be place

in the audit

5

5.1

An d
dete
audif

The
morg
on th
and
the &
may

envifonmental aspects and their control.

NOTE

guidg

The
effed

Managing an audit programme

conclusions.

General

rganization needing to conduct audits should establish an audit programme that contri
mination of the effectiveness of the auditee’s management system. The audit programme
s considering one or more management system standards, conducted either separately orin

fop management should ensure that the audit programme objectives are established and a
competent persons to manage the audit programme. Thelextent of an audit programme sho
e size and nature of the organization being audited, ds\well as on the nature, functionality
the level of maturity of the management system to®e audited. Priority should be given
udit programme resources to audit those matters ofsignificance within the management syj
include the key characteristics of product quality*or hazards related to health and safety,

This concept is commonly known as risk-based auditing. This International Standard does n
nce on risk-based auditing.

hudit programme should include .infermation and resources necessary to organize and cond
tively and efficiently within the specified time frames and can also include the following:

bbjectives for the audit programme and individual audits;
bxtent/number/typesiduration/locations/schedule of the audits;
hudit programmeprocedures;

budit criteria;

audit methods;

putes to the
can include
combination.

5sign one or
ild be based
, complexity
to allocating
stem. These
br significant

t give further

Lict its audits

sélection of audit teams;

necessary resources, including travel and accommodation;

processes for handling confidentiality, information security, health and safety, and other similar matters.

The implementation of the audit programme should be monitored and measured to ensure its objectives have
been achieved. The audit programme should be reviewed in order to identify possible improvements.

Figure 1 illustrates the process flow for the management of an audit programme.

© 1SO 2011 — All rights reserved
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P 5.2 Establishing the audit programme objectives

\
5.3 Establishing the audit programme

5.3.1 Roles and responsibilities of the person PLAN

managing the audit programme

5.3.2 Competence of the person managing the audit
programme

J.3.3 Establishing the exient of the audit programme

§.3.4 Identifying and evaluating audit programme
risks

§.3.5 Establishing procedures for the audit
drogramme
H

.3.6 ldentifying audit programme resources

\
8.4 Implementing the audit programme

N

4.1 General Compétence and
evaluation of auditors

4.2 Defining the objectives, scope and criteria for [ (Clause 7)

n individual audit
4.3 Selecting the audit methods Do

Q N

n

§.4.4 Selecting the audit team members

§.4.5 Assigning responsibility for an individual audit Performing an audit

tp the audit team leader

A
Yy

(Clause 6)

§.4.6 Managing the audit programme outcome

§.4.7 Managing and maintaining audit programme
records

A/

§.5 Monitoring the audit programme

CHECK

y
§.6 Reviewing and improving the audit ACT
grogramme

NOTE 1 This-figure illustrates the application of the Plan-Do-Check-Act cycle in this International Standard.

NOTE 2  Clause/subclause numbering refers to the relevant clauses/subclauses of this International Standard.

Figure 1 — Process flow for the management of an audit programme

5.2 Establishing the audit programme objectives

The top management should ensure that the audit programme objectives are established to direct the planning
and conduct of audits and should ensure the audit programme is implemented effectively. Audit programme
objectives should be consistent with and support management system policy and objectives.

6 © 1SO 2011 — Al rights reserved
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These objectives can be based on consideration of the following:

a) management priorities;

b) commercial and other business intentions;

c) characteristics of processes, products and projects, and any changes to them;
d) management system requirements;

e) legal and contractual requirements and other requirements to which the organization is committed;

f) peedforsuppterevatuation:

g) heeds and expectations of interested parties, including customers;
h) Buditee’s level of performance, as reflected in the occurrence of failures or incidents or customef complaints;
i) [isks to the auditee;

j)  [fesults of previous audits;

k) |evel of maturity of the management system being audited.

Examples of audit programme objectives include the following:

— 1o contribute to the improvement of a management systemrand its performance;
— o fulfil external requirements, e.g. certification to a mapagement system standard;
— 1o verify conformity with contractual requirements;

— 1o obtain and maintain confidence in the capability of a supplier;

— o determine the effectiveness of the management system;

— 1o evaluate the compatibility and alignment of the management system objectives with the management
ystem policy and the overall organizational objectives.

5.3 | Establishing the audit,;programme

5.3.1 Roles and responsibilities of the person managing the audit programme
The person managing’'the audit programme should:
— pstablishdhe extent of the audit programme;

— |dentify"and evaluate the risks for the audit programme;

—  establish audit rnepnneihilii‘ine;

— establish procedures for audit programmes;
— determine necessary resources;

— ensure the implementation of the audit programme, including the establishment of audit objectives, scope
and criteria of the individual audits, determining audit methods and selecting the audit team and evaluating
auditors;

— ensure that appropriate audit programme records are managed and maintained;

— monitor, review and improve the audit programme.

© 1SO 2011 — Al rights reserved 7
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The person managing an audit programme should inform the top management of the contents of the audit
programme and, where necessary, request its approval.

5.3.2 Competence of the person managing the audit programme

The person managing the audit programme should have the necessary competence to manage the programme
and its associated risks effectively and efficiently, as well as knowledge and skills in the following areas:

The person

audit p

rinciples, procedures and methods;

management system standards and reference documents;

activitiep, products and processes of the auditee;

applicaIIe legal and other requirements relevant to the activities and products of the auditee;

custom

rs, suppliers and other interested parties of the auditee, where applicable.

managing the audit programme should engage in appropriate continual professional develop

activities to fnaintain the necessary knowledge and skills to manage the audit programme.

5.3.3 Establishing the extent of the audit programme

The person

managing the audit programme should determine the extent©f)the audit programme, which

vary dependjng on the size and nature of the auditee, as well as on the nature, functionality, complexity an
level of matyrity of, and matters of significance to, the managementsystem to be audited.

NOTE

n certain cases, depending on the auditee’s structure or itscactivities, the audit programme might only ¢

of a single auflit (e.g. a small project activity).

Other factorg impacting the extent of an audit programmeiinclude the following:

the obj

gctive, scope and duration of each audit and the number of audits to be conducted, including

follow up, if applicable;

the number, importance, complexity, similarity and locations of the activities to be audited;

those fgctors influencing the effectiveness of the management system;

applicabple audit criteria, such a@syplanned arrangements for the relevant management standards, lega
contracfual requirements anid-other requirements to which the organization is committed;

conclus|ons of previous.internal or external audits;

results

f a previous{audit programme review;

language, cultutal and social issues;

the congerns of interested parties, such as customer complaints or non-compliance with legal requirem

ment

can
d the

nsist

audit

and

ents;

significant changes to the auditee or its operations;

availability of information and communication technologies to support audit activities, in particular the use
of remote audit methods (see Clause B.1);

the occurrence of internal and external events, such as product failures, information security leaks, health
and safety incidents, criminal acts or environmental incidents.

© 1SO 2011 — All rights reserved
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Identifying and evaluating audit programme risks

There are many different risks associated with establishing, implementing, monitoring, reviewing and improving
an audit programme that may affect the achievement of its objectives. The person managing the programme

shou

Id consider these risks in its development. These risks may be associated with the following:

— planning, e.g. failure to set relevant audit objectives and determine the extent of the audit programme;

— resources, e.g. allowing insufficient time for developing the audit programme or conducting an audit;

— selection of the audit team, e.g. the team does not have the collective competence to conduct audits
effectively;

5.3.5

The
asa

5.3.6

Whe|

mplementation, e.g. ineffective communication of the audit programme;

records and their controls, e.g. failure to adequately protect audit records to demonstrate audi
effectiveness;

monitoring, reviewing and improving the audit programme, e.g. ineffective monitoring of audi
butcomes.

Establishing procedures for the audit programme

bplicable:

blanning and scheduling audits considering audit programme risks;

ensuring information security and confidentiality;

assuring the competence of auditors and auditteam leaders;

selecting appropriate audit teams and assigning their roles and responsibilities;
conducting audits, including the useof-appropriate sampling methods;

conducting audit follow-up, if applicable;

reporting to the top management on the overall achievements of the audit programme;
Mmaintaining audit programme records;

monitoring and-teviewing the performance and risks, and improving the effectiveness
brogramme.

Identifying audit programme resources

h identifying resources for the audit programme, the person managing the audit progra

con

der:

programme

programme

person managing the audit programme should establish one orémore procedures, addressing the following,

of the audit

mme should

— the financial resources necessary to develop, implement, manage and improve audit activities;

— audit methods;

— the availability of auditors and technical experts having competence appropriate to the particular audit
programme objectives;

— the extent of the audit programme and audit programme risks;

— travelling time and cost, accommodation and other auditing needs;

— the availability of information and communication technologies.
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5.4 Implementing the audit programme
5.4.1 General

The person managing the audit programme should implement the audit programme by means of the following:

periodically of its progress;

defining

coordin

objectives, scope and criteria for each individual audit;

mn thar actihvitine ralavant o th it
oty e rerevyartto—T o

[aVdaValdataalaayall
rogro

communicating the pertinent parts of the audit programme to relevant parties and informing them

ensurin
providin|
ensurin

ensurin

5.4.2 Defin

Each individ
defined by t
objectives.

The audit ob

determi
criteria;

determi
procedy

evaluati
requirer]

evaluati

identific

The audit sG
as physical
covered by t

The audit cr
policies, pr

atirg-and-seheduling oth he-audit-prograrmm €;
) the selection of audit teams with the necessary competence;

g hecessary resources to the audit teams;

) the conduct of audits in accordance with the audit programme and within thesagreed time fr

) that audit activities are recorded and records are properly managed and maintained.

ing the objectives, scope and criteria for an individual audit

ual audit should be based on documented audit objectives, sCope and criteria. These shou
he person managing the audit programme and be consisteqt with the overall audit progra

jectives define what is to be accomplished by the individual audit and may include the follow

nation of the extent of conformity of the management system to be audited, or parts of it, with

nation of the extent of conformity of activities, processes and products with the requirements
res of the management system;

bn of the capability of the management system to ensure compliance with legal and contra
hents and other requirements:te*which the organization is committed;

bn of the effectiveness ofithe management system in meeting its specified objectives;
ption of areas for potential improvement of the management system.

ope should be €onsistent with the audit programme and audit objectives. It includes such fa
ocations, organizational units, activities and processes to be audited, as well as the time p
he audit.

teria are used as a reference against which conformity is determined and may include appli
beedures, standards, legal requirements, management system requirements, contra

pme;

d be
mme

ng:

audit

and

ctual

ctors
briod

able
ctual

requirement
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In the event of any changes to the audit objectives, scope or criteria, the audit programme should be modified
if necessary.

When two or more management systems of different disciplines are audited together (a combined audit), it is
important that the audit objectives, scope and criteria are consistent with the objectives of the relevant audit
programmes.

10
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5.4.3 Selecting the audit methods

The person managing the audit programme should select and determine the methods for effectively conducting
an audit, depending on the defined audit objectives, scope and criteria.

NOTE Guidance on how to determine audit methods is given in Annex B.

Where two or more auditing organizations conduct a joint audit of the same auditee, the persons managing
the different audit programmes should agree on the audit method and consider implications for resourcing and
planning the audit. If an auditee operates two or more management systems of different disciplines, combined
audits may be included in the audit programme.

5.4.J Selecting the audit team members

The person managing the audit programme should appoint the members of the audit team,|including the team
leadér and any technical experts needed for the specific audit.

An apdit team should be selected, taking into account the competence needed to achieve the objgctives of the
indivjdual audit within the defined scope. If there is only one auditor, the auditor should perform all applicable
dutigs of an audit team leader.

NOTIE Clause 7 contains guidance on determining the competence reguired for the audit team members and
desctibes the processes for evaluating auditors.

In dgciding the size and composition of the audit team for the specific audit, consideration should be given to
the fpllowing:

a) the overall competence of the audit team needed te'achieve audit objectives, taking into account audit
scope and criteria;

b) pomplexity of the audit and if the audit is a combined or joint audit;
c) the audit methods that have been selected;
d) [|egal and contractual requirements-and other requirements to which the organization is comritted;

e) the need to ensure the indepgndence of the audit team members from the activities to be addited and to
avoid any conflict of interest [see principle e) in Clause 4];

f)  the ability of the audit team members to interact effectively with the representatives of the adiditee and to
vork together;

g) [he language of the audit, and the auditee’s social and cultural characteristics. These isques may be
hddressed eithier by the auditor’s own skills or through the support of a technical expert.

To agsure thewoverall competence of the audit team, the following steps should be performed:

— |dentification of the knowledge and skills needed to achieve the objectives of the audit;

— selection of the audit team members so that all of the necessary knowledge and skills are present in the
audit team.

If all the necessary competence is not covered by the auditors in the audit team, technical experts with additional
competence should be included in the team. Technical experts should operate under the direction of an auditor,
but should not act as auditors.

Auditors-in-training may be included in the audit team, but should participate under the direction and guidance
of an auditor.

Adjustments to the size and composition of the audit team may be necessary during the audit, i.e. if a conflict
of interest or competence issue arises. If such a situation arises, it should be discussed with the appropriate
parties (e.g. audit team leader, the person managing the audit programme, audit client or auditee) before any
adjustments are made.
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5.4.5 Assigning responsibility for an individual audit to the audit team leader

The person managing the audit programme should assign the responsibility for conducting the individual audit
to an audit team leader.

The assignment should be made in sufficient time before the scheduled date of the audit, in order to ensure
the effective planning of the audit.

To ensure effective conduct of the individual audits, the following information should be provided to the audit

team leader:

a) audit objectives;

b) audit criteria and any reference documents;

c) audit scppe, including identification of the organizational and functional units and processes to be audlited;
d) audit m¢thods and procedures;

e) composjtion of the audit team;

f) contact|details of the auditee, the locations, dates and duration of the audit activities to be conducted];

g) allocatign of appropriate resources to conduct the audit;

h) informafion needed for evaluating and addressing identified risks to the achievement of the audit objecfives.

The assignment information should also cover the following, as appropriate:

working|and reporting language of the audit where this is different from the language of the auditor gr the
auditee or both;

audit report contents and distribution required by the audit programme;

matters|related to confidentiality and informatien-security, if required by the audit programme;
any hedth and safety requirements for the-auditors;

any secprity and authorization requirements;

any follgw-up actions, e.g. from.a previous audit, if applicable;

coordingtion with other audit-activities, in the case of a joint audit.

Where a joint audit is condueted, it is important to reach agreement among the organizations conducting the
audits, beforle the audit tommences, on the specific responsibilities of each party, particularly with regdrd to

the authority| of the team leader appointed for the audit.

5.4.6 ManTging the audit programme outcome

The person managing the audit programme should ensure that the following activities are performed:

12

review and approval of audit reports, including evaluating the suitability and adequacy of audit findings;
review of root cause analysis and the effectiveness of corrective actions and preventive actions;
distribution of audit reports to the top management and other relevant parties;

determination of the necessity for any follow-up audit.
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5.4.7 Managing and maintaining audit programme records

The person managing the audit programme should ensure that audit records are created, managed and
maintained to demonstrate the implementation of the audit programme. Processes should be established to
ensure that any confidentiality needs associated with the audit records are addressed.

Records should include the following:

a)

records related to the audit programme, such as:

— documented audit programme objectives and extent;

b)

<)

The

— those addressing audit programme risks;

— reviews of the audit programme effectiveness;

records related to each individual audit, such as:

— audit plans and audit reports;

— nonconformity reports;

— corrective and preventive action reports;

— audit follow-up reports, if applicable;

records related to audit personnel covering topics such as:
— competence and performance evaluation of the audit team members;
— selection of audit teams and team members;

— maintenance and improvement of competence.

orm and level of detail of the records should demonstrate that the objectives of the audit prog

beer| achieved.

5.5
The
a)
b)
c)
d)

Som

Monitoring the audit pregramme

berson managing the audit programme should monitor its implementation considering the ne
bvaluate conformity ‘with audit programmes, schedules and audit objectives;

bvaluate the performance of the audit team members;

bvaluate theYability of the audit teams to implement the audit plan;

bvaluate feedback from top management, auditees, auditors and other interested parties.

ramme have

ed to:

e factors may determine the need to modify the audit programme, such as the following:

audit findings;
demonstrated level of management system effectiveness;
changes to the client’s or the auditee’s management system;

changes to standards, legal and contractual requirements and other requirements to which the
is committed;

change of supplier.

© 1SO 2011 — All rights reserved
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5.6 Reviewing and improving the audit programme

The person managing the audit programme should review the audit programme to assess whether its objectives
have been achieved. Lessons learned from the audit programme review should be used as inputs for the
continual improvement process for the programme.

The audit programme review should consider the following:

results and trends from audit programme monitoring;

ity with audit programme procedures;

a)

b) conform
c) evolving
d) audit pr
e) alternat
f) effectiv
9) confideI
The person

identify areq

review t

6 Perfor

6.1 Gene

This clause
Figure 2 pro
applicable d

Dgramme records;

report the results of the audit programme review to the top management.

needs and expectations of interested parties;

ve or new auditing methods;
ness of the measures to address the risks associated with the audit programme;
tiality and information security issues relating to the audit programme,

managing the audit programme should review the overall implementation of the audit prograr
s of improvement, amend the programme if necessary, and shodld also:

he continual professional development of auditors, in accordance with 7.4, 7.5 and 7.6;

ming an audit

ral

contains guidance on preparing and\conducting audit activities as part of an audit prograr
vides an overview of typical audit ‘activities. The extent to which the provisions of this claus
bpends on the objectives and Scope of the specific audit.

hme,

nme.
e are
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6.2 Initiating the audit

6.2.1 General
6.2.2 Establishing initial contact with the auditee
6.2.3 Determining the feasibility of the audit

J L

6.3 Preparing audit activities

6.3.1 Performing document review in preparation for the audit
6.3.2 Preparing the audit plan

ISO 19011:2011(E)

6.3.3 Assigning work fo the audit team
6.3.4 Preparing work documents

< L

6.4 Conducting the audit activities

6.4.1 General

6.4.2 Conducting the opening meeting

6.4.3 Performing document review while conducting the audit
6.4.4 Communicating during the audit

6.4.5 Assigning roles and responsibilities of guides and observers
6.4.6 Collecting and verifying information

6.4.7 Generating audit findings

6.4.8 Preparing audit conclusions

6.4.9 Conducting the closing meeting

4L

6.5 Preparing and distributing the audit report

6.5.1 Preparing the audit repart.
6.5.2 Distributing the audit report

J L

6.6 Completing the audit

J L

6.7 Conducting audit follow-up
(if specified in the audit plan)

NOTE Subclause numbering refers to the relevant subclauses of this International Standard.

Figure 2 — Typical audit activities

6.2 | Initiating the audit

6.2.1 General

When an audit is initiated, the responsibility for conducting the audit remains with the assigned audit team
leader (see 5.4.5) until the audit is completed (see 6.6).

To initiate an audit, the steps in Figure 2 should be considered; however, the sequence can differ depending on
the auditee, processes and specific circumstances of the audit.

© 1SO 2011 — All rights reserved
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6.2.2 Establishing initial contact with the auditee

The initial contact with the auditee for the performance of the audit can be informal or formal and should be
made by the audit team leader. The purposes of the initial contact are the following:

— establish communications with the auditee’s representatives;
— confirm the authority to conduct the audit;

— provide information on the audit objectives, scope, methods and audit team composition, including
technical experts;

— request|access to relevant documents and records tor planning purposes;

— determine applicable legal and contractual requirements and other requirements relevant to the‘actiyities
and profucts of the auditee;

— confirm|the agreement with the auditee regarding the extent of the disclosure and“the treatment of
confidential information;

— make afrangements for the audit including scheduling the dates;
— determipe any location-specific requirements for access, security, health and-safety or other;
— agree oh the attendance of observers and the need for guides for thefaudit team;

— determipe any areas of interest or concern to the auditee in relation-to the specific audit.

6.2.3 Detefmining the feasibility of the audit

The feasibilify of the audit should be determined to provide réasonable confidence that the audit objective$ can
be achieved

The determipation of feasibility should take into consideration such factors as the availability of the followjing:
— sufficient and appropriate information for planning and conducting the audit;
— adequafe cooperation from the audjtée;

— adequatfe time and resources for‘conducting the audit.

Where the qudit is not feasibley an alternative should be proposed to the audit client, in agreement with the
auditee.

6.3 Preparing audit\activities

6.3.1 Performing document review in preparation for the audit

The relevanimmarmagementsystermdocumentationof theauditee shoutd-beTeviewedimorderto:

— gatherinformation to prepare audit activities and applicable work documents (see 6.3.4), e.g. on processes,
functions;

— establish an overview of the extent of the system documentation to detect possible gaps.
NOTE Guidance on how to perform a document review is provided in Clause B.2.

The documentation should include, as applicable, management system documents and records, as well as
previous audit reports. The document review should take into account the size, nature and complexity of the
auditee’s management system and organization, and the audit objectives and scope.
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6.3.2 Preparing the audit plan

6.3.2.1

The audit team leader should prepare an audit plan based on the information contained in the audit

programme and in the documentation provided by the auditee. The audit plan should consider the effect of the
audit activities on the auditee’s processes and provide the basis for the agreement among the audit client, audit
team and the auditee regarding the conduct of the audit. The plan should facilitate the efficient scheduling and
coordination of the audit activities in order to achieve the objectives effectively.

The amount of detail provided in the audit plan should reflect the scope and complexity of the audit, as well as
the effect of uncertainty on achieving the audit objectives. In preparing the audit plan, the audit team leader

shou

Id be aware of the following:

For
heal
serv

For ¢
and

6.3.2
asw
whic

The
a)

b)

e)

f)
9)

he appropriate sampling techniques (see Clause B.3);
he composition of the audit team and its collective competence;
he risks to the organization created by the audit.

xample, risks to the organization may result from the presence of the audit'team member
h and safety, environment and quality, and their presence presenting-threats to the audite
ces, personnel or infrastructure (e.g. contamination in clean room facilities).

ombined audits, particular attention should be given to the intéractions between operation
he competing objectives and priorities of the different management systems.

.2 The scale and content of the audit plan may differ, for-€éxample, between initial and subse
bll as between internal and external audits. The audit-plan should be sufficiently flexible to pe
N can become necessary as the audit activities progress.

hudit plan should cover or reference the following:
he audit objectives;

he audit scope, including identification of the organizational and functional units, as well as
be audited;

he audit criteria and any reférence documents;

he locations, dates, expected time and duration of audit activities to be conducted, includi
vith the auditee’s management;

he audit methadsto be used, including the extent to which audit sampling is needed to obt
hudit evidence and the design of the sampling plan, if applicable;

he roles and responsibilities of the audit team members, as well as guides and observers;

he“allocation of appropriate resources to critical areas of the audit.

5 influencing
p’'s products,

bl processes

nuent audits,
mit changes

brocesses to

hg meetings

hin sufficient

The audit plan may also cover the following, as appropriate:

— identification of the auditee’s representative for the audit;

— the working and reporting language of the audit where this is different from the language of the auditor or
the auditee or both;

— the audit report topics;

— logistics and communications arrangements, including specific arrangements for the locations to be
audited,;

— any specific measures to be taken to address the effect of uncertainty on achieving the audit objectives;

— matters related to confidentiality and information security;

© 1SO 2011 — All rights reserved
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any follow-up actions from a previous audit;
any follow-up activities to the planned audit;

coordination with other audit activities, in case of a joint audit.

The audit plan may be reviewed and accepted by the audit client, and should be presented to the auditee. Any
objections by the auditee to the audit plan should be resolved between the audit team leader, the auditee and
the audit client.

6.3.3 Assigning work to the audit team

The audit te
for auditing

the indepeng
responsibilit

Audit team
assignments
progresses i

6.3.4 Prep

The audit te
prepare wor
may include

checklig

forms fd

The use of g
of informatio

NOTE G

Work docum
or as specif
documents i

bm leader, in consultation with the audit team, should assign to each team member respohs
bpecific processes, activities, functions or locations. Such assignments should take inte, acq
ence and competence of auditors and the effective use of resources, as well as different roles
es of auditors, auditors-in-training and technical experts.

briefings should be held, as appropriate, by the audit team leader in order-to allocate
and decide possible changes. Changes to the work assignments cap.be' made as the
h order to ensure the achievement of the audit objectives.

pring work documents
am members should collect and review the information relgvant to their audit assignments

the following:

ts;

audit sampling plans;

n collected during the audit.

uidance on preparing work dogurments is given in Clause B.4.

ed in the audit plan- Retention of documents after audit completion is described in 6.6. T
hvolving confidentialor proprietary information should be suitably safeguarded at all times b

audit team npembers.

6.4 Cond

6.4.1 Gen

ucting the ‘audit activities

ral

r recording information, such as supporting’evidence, audit findings and records of meetingg.

bility
ount
b and

work
audit

and

documents, as necessary, for reference and for recording audit evidence. Such work docunpents

hecklists and forms should not restrict-the extent of audit activities, which can change as a rfesult

ents, including records.resulting from their use, should be retained at least until audit complgtion,

hose
y the

Audit activities are normally conducted in a defined sequence as indicated in Figure 2. This sequence may be

varied to suit

the circumstances of specific audits.

6.4.2 Conducting the opening meeting

The purpose of the opening meeting is to:

a) confirm
b)

c)

18

the agreement of all parties (e.g. auditee, audit team) to the audit plan;

introduce the audit team;

ensure that all planned audit activities can be performed.
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An opening meeting should be held with the auditee’s management and, where appropriate, those responsible
for the functions or processes to be audited. During the meeting, an opportunity to ask questions should be
provided.

The degree of detail should be consistent with the familiarity of the auditee with the audit process. In many
instances, e.g. internal audits in a small organization, the opening meeting may simply consist of communicating
that an audit is being conducted and explaining the nature of the audit.

For other audit situations, the meeting may be formal and records of attendance should be kept. The meeting
should be chaired by the audit team leader, and the following items should be considered, as appropriate:

— introduction of the participants including observers and guides _and an outline of their roles:

— fonfirmation of the audit objectives, scope and criteria;

— fonfirmation of the audit plan and other relevant arrangements with the auditee, such’as the date and time
or the closing meeting, any interim meetings between the audit team and the auditee’s management, and
hny late changes;

— presentation of the methods to be used to conduct the audit, including advising the auditee that the audit
bvidence will be based on a sample of the information available;

— |ntroduction of the methods to manage risks to the organization which may result from the prgsence of the
budit team members;

— tonfirmation of formal communication channels between the audit team and the auditee;
— tonfirmation of the language to be used during the audit;

— fonfirmation that, during the audit, the auditee will\be kept informed of audit progress;
— fonfirmation that the resources and facilities-needed by the audit team are available;

— fonfirmation of matters relating to confidentiality and information security;

— fonfirmation of relevant health and safety, emergency and security procedures for the audit feam;
— |nformation on the method of«eporting audit findings including grading, if any;
— |nformation about conditions under which the audit may be terminated;

— |nformation about the‘elosing meeting;

— |nformation about/how to deal with possible findings during the audit;

— |nformation,about any system for feedback from the auditee on the findings or conclusions|of the audit,
ncluding:complaints or appeals.

6.4.3 CPerforming document review while conducting the audit

The auditee’s relevant documentation should be reviewed to:

— determine the conformity of the system, as far as documented, with audit criteria;
— gather information to support the audit activities.

NOTE Guidance on how to perform a document review is provided in Clause B.2.

The review may be combined with the other audit activities and may continue throughout the audit, providing
this is not detrimental to the effectiveness of the conduct of the audit.

If adequate documentation cannot be provided within the time frame given in the audit plan, the audit team
leader should inform both the person managing the audit programme and the auditee. Depending on the audit
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objectives and scope, a decision should be made as to whether the audit should be continued or suspended
until documentation concerns are resolved.

6.4.4 Communicating during the audit

During the audit, it may be necessary to make formal arrangements for communication within the audit team,
as well as with the auditee, the audit client and potentially with external bodies (e.g. regulators), especially
where legal requirements require the mandatory reporting of non-compliances.

The audit team should confer periodically to exchange information, assess audit progress, and reassign work
between the audit team members, as needed.

During the gudit, the audit team leader should periodically communicate the progress of the audit,ang
concerns to fthe auditee and audit client, as appropriate. Evidence collected during the audit that sugges
immediate apd significant risk to the auditee should be reported without delay to the auditee and, as approp
to the audit tlient. Any concern about an issue outside the audit scope should be noted angd reported t
audit team Igader, for possible communication to the audit client and auditee.

any
[s an
riate,
D the

ader
may
e, or

Where the available audit evidence indicates that the audit objectives are unattainabte, the audit team ¢
should repoft the reasons to the audit client and the auditee to determine appropriate,action. Such action
include recdnfirmation or modification of the audit plan, changes to the audit @bjectives or audit scop
termination ¢f the audit.

d be
ee.

Any need fo
reviewed an

changes to the audit plan which may become apparent as auditing activities progress shou
 approved, as appropriate, by both the person managing-the audit programme and the audi

6.4.5 Assigning roles and responsibilities of guides and obsérvers

Guides and
not influencs

have the right to deny observers from taking part in certain audit activities.

For observe
between the|

Guides, app
Their respor
a) assistin
b) arrangir

c) ensurin

audit tedm membhers and observers.

The role of t

bbservers (e.g. regulator or other interested parties) may accompany the audit team. They s
or interfere with the conduct of the audit. If this"cannot be assured, the audit team leader s

s, any obligations in relation to health(and safety, security and confidentiality should be man
audit client and the auditee.

binted by the auditee, shouldassist the audit team and act on the request of the audit team le|
sibilities should include the\following:

j the auditors in identifying individuals to participate in interviews and confirming timings;
g access to specific locations of the auditee;

j that rules.concerning location safety and security procedures are known and respected b

ne guide may also include the following:

]

ould
ould

hged

nder.

y the

witness

providin

ng the audit on behalf of the auditee;

g clarification or assisting in collecting information.

6.4.6 Collecting and verifying information

During the audit, information relevant to the audit objectives, scope and criteria, including information relating to
interfaces between functions, activities and processes, should be collected by means of appropriate sampling
and should be verified. Only information that is verifiable should be accepted as audit evidence. Audit evidence
leading to audit findings should be recorded. If, during the collection of evidence, the audit team becomes

aware of any new or changed circumstances or risks, these should be addressed by the team accordingly.
NOTE 1 Guidance on sampling is given in Clause B.3.

Figure 3 provides an overview of the process, from collecting information to reaching audit conclusions.
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Source of information

Y

Collecting by means of appropriate sampling

Audit evidence

Meth

NOT
NOT

NOT

6.4.7

Audi

A

Evaluating against audit criteria

Audit findings

\

Reviewing

A

Audit conclusiohs.

Figure 3 — Overview of the process of collecting and verifying information

ods of collecting information include the following:

nterviews;

bbservations;

feview of documents, including records.

F 2 Guidance on soufces of information is given in Clause B.5.

F 3 Guidance onwvisiting the auditee’s location is given in Clause B.6.

F 4 Guidanceé on how to conduct interviews is given in Clause B.7.

Generating audit findings

évidence should be evaluated against the audit criteria in order to determine audit findings. A

cani

ndicate coniormity or nonconformity with audit criteria. VWhen specified by the audit plan, in

udit findings
ividual audit

findings should include conformity and good practices along with their supporting evidence, opportunities for
improvement, and any recommendations to the auditee.

Nonconformities and their supporting audit evidence should be recorded. Nonconformities may be graded.
They should be reviewed with the auditee in order to obtain acknowledgement that the audit evidence is
accurate, and that the nonconformities are understood. Every attempt should be made to resolve any diverging

opini

ons concerning the audit evidence or findings, and unresolved points should be recorded.

The audit team should meet as needed to review the audit findings at appropriate stages during the audit.

NOTE Additional guidance on the identification and evaluation of audit findings is given in Clause B.8.
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aring audit conclusions

The audit team should confer prior to the closing meeting in order to:

audit objectives;

a)

b) agreeo
C) prepare
d) discuss

Audit conclusions can address issues such as the following:

effectiv
the effe

the cap

effectivgness and improvement of the management system;

achieve
root cay
similar f]

If specified
auditing acti

6.4.9 Conc

A closing m
conclusions
appropriate,

the extgnt of conformity with the audit criteria and robustness of the management system, includin

n the audit conclusions, taking into account the uncertainty inherent in the audit process;
recommendations, if specified by the audit plan;

audit follow-up, as applicable.

review the audit findings, and any other appropriate information collected during the audit, against the

ness of the management system in meeting the stated objectives;
ctive implementation, maintenance and improvement of the management system;

ability of the management review process to ensure the continuing’ suitability, adeq

ment of audit objectives, coverage of audit scope, and fulfilmentf audit criteria;

ses of findings, if included in the audit plan;

ndings made in different areas that were audited for theipurpose of identifying trends.

by the audit plan, audit conclusions can lead to*tecommendations for improvement, or fi
ities.

ucting the closing meeting

eeting, facilitated by the audit team‘leader, should be held to present the audit findings
Participants in the closing meeting should include the management of the auditee and, W
those responsible for the functions or processes which have been audited, and may also in

j the

Lacy,

Liture

and
here
lude

the audit clignt and other parties. If applicable, the audit team leader should advise the auditee of situations

encountered
defined in th
time frame f

The degree
audit situatidg
other instang
the audit fing

As appropria

during the audit that may decrease the confidence that can be placed in the audit conclusio
e management systemor.by agreement with the audit client, the participants should agree o
br an action plan to_address audit findings.

pf detail should be consistent with the familiarity of the auditee with the audit process. For s
ns, the meeting may be formal and minutes, including records of attendance, should be ke
es, e.g. internal audits, the closing meeting is less formal and may consist solely of communic
ings andxaudit conclusions.

te; the following should be explained to the auditee in the closing meeting:

hs. If
n the

ome
bt. In
ating

advising that the audit evidence collected was based on a sample of the information available;
the method of reporting;

the process of handling of audit findings and possible consequences;

acknowledged by the auditee’s management;

process

).

presentation of the audit findings and conclusions in such a manner that they are understood and

any related post-audit activities (e.g. implementation of corrective actions, audit complaint handling, appeal

Any diverging opinions regarding the audit findings or conclusions between the audit team and the auditee
should be discussed and, if possible, resolved. If not resolved, this should be recorded.
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If specified by the audit objectives, recommendations for improvements may be presented. It should be
emphasized that recommendations are not binding.

6.5 Preparing and distributing the audit report

6.5.1 Preparing the audit report
The audit team leader should report the audit results in accordance with the audit programme procedures.

The audit report should provide a complete, accurate, concise and clear record of the audit, and should include
or refer to the following:

a) the audit objectives;
b) he audit scope, particularly identification of the organizational and functional units of procesges audited;
c) [dentification of the audit client;

d) |dentification of audit team and auditee’s participants in the audit;

e) the dates and locations where the audit activities were conducted;

f)  the audit criteria;

g) the audit findings and related evidence;

h) the audit conclusions;

i) @ statement on the degree to which the audit criteria-have been fulfilled.
The pudit report can also include or refer to the follgwing, as appropriate:

— the audit plan including time schedule;

— A summary of the audit process, ineluding any obstacles encountered that may decrease the reliability of
he audit conclusions;

— fonfirmation that the audit phjectives have been achieved within the audit scope in accordgnce with the
audit plan;

— fny areas within thecaudit scope not covered;
— A summary covering the audit conclusions and the main audit findings that support them;
— gny unresolved diverging opinions between the audit team and the auditee;

— ppporiunities for improvement, if specified in the audit plan;

— pood practices identified;

— agreed follow-up action plans, if any;

— a statement of the confidential nature of the contents;

— any implications for the audit programme or subsequent audits;
— the distribution list for the audit report.

NOTE The audit report can be developed before the closing meeting.

6.5.2 Distributing the audit report

The audit report should be issued within an agreed period of time. If it is delayed, the reasons should be
communicated to the auditee and the person managing the audit programme.
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The audit report should be dated, reviewed and approved, as appropriate, in accordance with audit programme

procedures.

The audit report should then be distributed to the recipients as defined in the audit procedures or audit plan.

6.6 Completing the audit

The audit is completed when all planned audit activities have been carried out, or as otherwise agreed with the
audit client (e.g. there might be an unexpected situation that prevents the audit being completed according to

the plan).

Documents
parties and i

Unless requ

contents of ¢
without the 4

of the conte
possible.

Lessons lea
system of th

6.7 Cond

The conclus

for correctiv

ertaiming to the auditshoutdbe Tetainmedor destroyed by agreement betweern the particip
N accordance with audit programme procedures and applicable requirements.

red by law, the audit team and the person managing the audit programme should not disclos
ocuments, any other information obtained during the audit, or the audit report, to ‘any other
xplicit approval of the audit client and, where appropriate, the approval of the auditee. If disclq
hts of an audit document is required, the audit client and auditee should be.informed as sog

ned from the audit should be entered into the continual improvement process of the manage
b audited organizations.

ucting audit follow-up

ions of the audit can, depending on the audit objectives, indicate the need for correction
b, preventive or improvement actions. Such actions~are usually decided and undertaken b

ating

e the
Darty
sure
n as

ment

s, or
 the

auditee with|n an agreed timeframe. As appropriate, the auditee should keep the person managing the pudit
programme pnd the audit team informed of the status of these actions.

The complefion and effectiveness of these actions _should be verified. This verification may be part|of a
subsequent pudit.

7 Compeé¢tence and evaluation of auditors

7.1 Genefal

Confidence [n the audit process(@nd the ability to achieve its objectives depends on the competence of those
individuals who are involved mplanning and conducting audits, including auditors and audit team leafers.
Competence should be evaluated through a process that considers personal behaviour and the ability to apply
the knowledpge and skills,gained through education, work experience, auditor training and audit experignce.

This procesg
knowledge &
are specific
to have the

should.take into consideration the needs of the audit programme and its objectives. Some qf the
nd skillS'described in 7.2.3 are common to auditors of any management system discipline; ofhers
o individual management system disciplines. It is not necessary for each auditor in the audit feam
same competence; however, the overall competence of the audit team needs to be sufficignt to

achieve the audit objectives.

The evaluation of auditor competence should be planned, implemented and documented in accordance with
the audit programme, including its procedures to provide an outcome that is objective, consistent, fair and
reliable. The evaluation process should include four main steps, as follows:

a)

b) establis

24

determine the competence of audit personnel to fulfil the needs of the audit programme;

h the evaluation criteria;

select the appropriate evaluation method;

conduct the evaluation.
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The outcome of the evaluation process should provide a basis for the following:
— selection of audit team members as described in 5.4.4;

— determining the need for improved competence (e.g. additional training);
— ongoing performance evaluation of auditors.

Auditors should develop, maintain and improve their competence through continual professional development
and regular participation in audits (see 7.6).

A process for evaluating auditors and audit team leaders is described in 7.4 and 7.5.

Auditors and audit team leaders should be evaluated against the criteria set out in 7.2.2 and 7.23.

The fompetence required of the person managing the audit programme is described in 5.3.2.
7.2 | Determining auditor competence to fulfil the needs of the audit programme

7.2.1 General
In dgciding the appropriate knowledge and skills required of the auditor,the following should be considered:
— the size, nature and complexity of the organization to be auditéd

— the management system disciplines to be audited;

— [he objectives and extent of the audit programme;

— pther requirements, such as those imposed by external bodies, where appropriate;
— the role of the audit process in the management system of the auditee;

— [he complexity of the management system to be audited;

— the uncertainty in achieving audit objectives.

This [information should be matchédragainst that listed in 7.2.3.2, 7.2.3.3 and 7.2.3.4.

7.2.2 Personal behaviour

Auditors should possess the necessary qualities to enable them to act in accordance with the |principles of
audifing as describéd)in Clause 4. Auditors should exhibit professional behaviour during the pefformance of
audif activities, incfuding being:

— pthicald.Bfair, truthful, sincere, honest and discreet;

— ppen=minded, i.e. willing to consider alternative ideas or points of view;

— diplomatic, i.e. tactful in dealing with people;

— observant, i.e. actively observing physical surroundings and activities;

— perceptive, i.e. aware of and able to understand situations;

— versatile, i.e. able to readily adapt to different situations;

— tenacious, i.e. persistent and focused on achieving objectives;

— decisive, i.e. able to reach timely conclusions based on logical reasoning and analysis;

— self-reliant, i.e. able to act and function independently whilst interacting effectively with others;
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— acting with fortitude, i.e. able to act responsibly and ethically, even though these actions may not always
be popular and may sometimes result in disagreement or confrontation;

— opento

improvement, i.e. willing to learn from situations, and striving for better audit results;

— culturally sensitive, i.e. observant and respectful to the culture of the auditee;

— collaborative, i.e. effectively interacting with others, including audit team members and the auditee’s
personnel.

7.2.3 Knowledge and skills

7.231 Ge

Auditors shg
they are exg
expected to

the additional knowledge and skills necessary to provide leadership to the audit team.

7.2.3.2 Ge

Auditors shd

heral

uld possess the knowledge and skills necessary to achieve the intended results of‘the a
ected to perform. All auditors should possess generic knowledge and skills and should als
possess some discipline and sector-specific knowledge and skills. Audit team leaders should

heric knowledge and skills of management system auditors

uld have knowledge and skills in the areas outlined below.

a) Audit grinciples, procedures and methods: knowledge and skills in this area enable the audit
apply t% appropriate principles, procedures and methods to different audits, and to ensure that audit

conduc
— apQ
— pla
— cor
—  prig

— coll
rec

— ung
— ung
— ver
— con

— ass

d in a consistent and systematic manner. An auditor sheuld be able to do the following:
ly audit principles, procedures, and methods;
N and organize the work effectively;
duct the audit within the agreed time schedule;
ritize and focus on matters of significance;

ect information through effective interviewing, listening, observing and reviewing docum
prds and data;

erstand and consider the.experts’ opinions;

erstand the appropriateness and consequences of using sampling techniques for auditing;
fy the relevange and accuracy of collected information;

firm the sufficiency and appropriateness of audit evidence to support audit findings and conclug

ess‘those factors that may affect the reliability of the audit findings and conclusions;

udits
o be
have

or to
5 are

ents,

ions;

— Uus

WoTrk documents to record audit activities;

— document audit findings and prepare appropriate audit reports;

— maintain the confidentiality and security of information, data, documents and records;

— communicate effectively, orally and in writing (either personally, or through the use of interpreters and
translators);

— understand the types of risks associated with auditing.

b) Management system and reference documents: knowledge and skills in this area enable the auditor to
comprehend the audit scope and apply audit criteria, and should cover the following:

— management system standards or other documents used as audit criteria;
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7.2.3.3 Discipline and sector-specific knowledge and skills of management system auditofs

Auditors should have the discipline and sector:specific knowledge and skills that are appropriatg
the garticular type of management system and sector.

It is
com

The

NOTE

ISO 19011:2011(E)

— the application of management system standards by the auditee and other organizations, as

appropriate;
— interaction between the components of the management system;
— recognizing the hierarchy of reference documents;
— application of the reference documents to different audit situations.

Organizational context: knowledge and skills in this area enable the auditor to comprehend
structure, business and management practices, and should cover the following:

the auditee’s

— organizational types, governance, size, structure, tunctions and relationships;

— general business and management concepts, processes and related terminology,.inglud
budgeting and management of personnel;

— cultural and social aspects of the auditee.

Applicable legal and contractual requirements and other requirements‘that apply to
nowledge and skills in this area enable the auditor to be aware of, and-work within, the o

activities and products should cover the following:
— laws and regulations and their governing agencies;
— basic legal terminology;

— contracting and liability.

not necessary for each auditor innthe audit team to have the same competence; howeve
petence of the audit team needs to be sufficient to achieve the audit objectives.

Hiscipline and sector-specifie’knowledge and skills of auditors include the following:

discipline-specific management system requirements and principles, and their application;

specific to the'jurisdiction and the auditee’s obligations, activities and products;
requirements of interested parties relevant to the specific discipline;

undarmentals of the discipline and the application of business and technical discipline-spec

ng planning,

he auditee:
Fganization’s

egal and contractual requirements. Knowledge and skills specific to“\the jurisdiction or to {he auditee’s

for auditing

, the overall

egal requirements-relevant to the discipline and sector, such that the auditor is aware of the ffequirements

fic methods,

eehniques, processes and practices, sufficient to enable the auditor to examine the management system

and generate appropriate audit findings and conclusions;

discipline-specific knowledge related to the particular sector, nature of operations or workplace being
audited, sufficient for the auditor to evaluate the auditee’s activities, processes, and products (goods and

services);

risk management principles, methods and techniques relevant to the discipline and sector, such that the

auditor can evaluate and control the risks associated with the audit programme.

Annex A.
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neric knowledge and skills of an audit team leader

Audit team leaders should have additional knowledge and skills to manage and provide leadership to the audit
team, in order to facilitate the efficient and effective conduct of the audit. An audit team leader should have the
knowledge and skills necessary to do the following:

a) balance the strengths and weaknesses of the individual audit team members;

b) develop

a harmonious working relationship among the audit team members;

c) manage the audit process, including:

— pla
— ma
— pro
cor

— org
— pro
— pre

d) represe
and aug

e) lead theg
f)  prepare
7.23.5 Kn
Auditors wh
multiple disg
disciplines a|

Audit team
understand
knowledge &

7.2.4 Achi
Auditor knov

— formal s
manage

hning the audit and making effective use of resources during the audit;
naging the uncertainty of achieving audit objectives;

ecting the health and safety of the audit team members during the audit, including ens
npliance of the auditors with the relevant health, safety and security requirements;

Bnizing and directing the audit team members;
viding direction and guidance to auditors-in-training;
venting and resolving conflicts, as necessary;

ht the audit team in communications with the person managing the audit programme, audit
itee;

audit team to reach the audit conclusions;

and complete the audit report.

bwledge and skills for auditing management systems addressing multiple disciplines

D intend to participate as an audit.{e€am member in auditing management systems addre
iplines should have the competence necessary to audit at least one of the management sy
hd an understanding of the interaction and synergy between the different management syste

he requirements of each'of the management system standards and recognize the limits of
nd skills in each of the-disciplines.

bving auditor-competence
ledge andskills can be acquired using a combination of the following:

ducatien/training and experience that contribute to the development of knowledge and skills i
ment system discipline and sector the auditor intends to audit;

Liring

Client

ESing
Stem
ms.

leaders conducting audits—of management systems addressing multiple disciplines should

their

h the

— training

programmes that cover generic auditor knowledge and skills;

— experience in a relevant technical, managerial or professional position involving the exercise of judgement,
decision making, problem solving and communication with managers, professionals, peers, customers
and other interested parties;

— audit ex

perience acquired under the supervision of an auditor in the same discipline.

7.2.5 Audit team leaders

An audit team leader should have acquired additional audit experience to develop the knowledge and skills
described in 7.2.3. This additional experience should have been gained by working under the direction and
guidance of a different audit team leader.
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7.3 Establishing the auditor evaluation criteria

The criteria should be qualitative (such as having demonstrated personal behaviour, knowledge or the
performance of the skills, in training or in the workplace) and quantitative (such as the years of work experience
and education, number of audits conducted, hours of audit training).

7.4 Selecting the appropriate auditor evaluation method

The evaluation should be conducted using two or more of the methods selected from those in Table 2. In using
Table 2, the following should be noted:

he methods outlined represent a range of options and may not apply 1n all siuations,
he various methods outlined may differ in their reliability;

A combination of methods should be used to ensure an outcome that is objective, consistent, fair and
reliable.

Table 2 — Possible evaluation methods

Eyaluation method Objectives Examples

Revlew of records To verify the background of the auditor Analysis of records of education] training,
employment, professional credeptials and

audit experience

Feeflback To provide information about how the Surveys, questionnaires, persorial
performance of the auditor is perceived references, testimonials, compldints,
performance evaluation, peer rejiew
Intefview To evaluate personal behaviour.and Personal interviews

communication skills, to verify’information
and test knowledge and toacquire additional
information

Obskrvation To evaluate persanal’behaviour and the

ability to apply knewledge and skills

Role playing, witnessed audits,
performance

n-the-job

Testing To evaluate personal behaviour and Oral and written exams, psychomnetric
knowledge-and skills and their application testing
Post-audit review To provide information on the auditor Review of the audit report, interJiews with
performance during the audit activities, the audit team leader, the audit feam and, if
identify strengths and weaknesses appropriate, feedback from the guditee.
7.5 | Conducting auditor evaluation

The information collected about the person should be compared against the criteria setin 7.2.3. When a person
expelcted. to participate in the audit programme does not fulfil the criteria, then additional training, work or audit
expdrience should be undertaken and a subsequent re-evaluation should be performed.

7.6 Maintaining and improving auditor competence

Auditors and audit team leaders should continually improve their competence. Auditors should maintain their
auditing competence through regular participation in management system audits and continual professional
development. Continual professional development involves the maintenance and improvement of competence.
This may be achieved through means such as additional work experience, training, private study, coaching,
attendance at meetings, seminars and conferences or other relevant activities.

The person managing the audit programme should establish suitable mechanisms for the continual evaluation
of the performance of the auditors, and audit team leaders.
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The continual professional development activities should take into account the following:
— changes in the needs of the individual and the organization responsible for the conduct of the audit;
— the practice of auditing;

— relevant standards and other requirements.
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Annex A
(informative)

Guidance and illustrative examples of discipline-specific knowledge and
skills of auditors

A.1| General

This|annex provides generic examples of discipline-specific knowledge and skills for auditors’ of nanagement
systems, which are intended as guidance to assist the person managing the audit programme| to select or
evalyate auditors.

Othgr examples of discipline-specific knowledge and skills for auditors may also be.developed for pnanagement
systems. It is suggested that, where possible, such examples follow the same general structurg in order to
ensure comparability.

A.2| lllustrative example of discipline-specific knowledge and skills of auditors in
transportation safety management

Knowledge and skills related to transportation safety management and the application of transpoitation safety
mangagement methods, techniques, processes and practices should be sufficient to enable the auditor to
exanpine the management system and generate appropriate audit findings and conclusions.

Examples are as follows:

— pafety management terminology;

— pnderstanding safe system approdch;

— fisk assessment and mitigatien;

— fpnalysis of human factors related to transportation safety management;
— human behaviour andijnteraction;

— |nteraction of hdmans, machines, processes and the work environment;
— potential hazards and other workplace factors affecting safety;

— methads and practices for incident investigations and monitoring safety performance;

— gvaluation of operational incidents and accidents;

— developing proactive and reactive performance measures and metrics.

NOTE For additional information, see the future 1ISO 39001 developed by ISO/PC 241 on road-traffic safety
management systems.

A.3 lllustrative example of discipline-specific knowledge and skills of auditors in
environmental management

Knowledge and skills related to the discipline and the application of discipline-specific methods, techniques,
processes and practices should be sufficient to enable the auditor to examine the management system and
generate appropriate audit findings and conclusions.
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Examples are as follows:

— environmental terminology;

— environmental metrics and statistics;

— measurement science and monitoring techniques;

— interaction of ecosystems and biodiversity;

— environmental media (e.g. air, water, land, fauna, flora);

— techniques—for—determining—risk{e-g—environmentaaspectsfimpacts—evaitatiorm—inciuding—metirod

evaluatipg significance);

— life cyc

I assessment;

— enviroanental performance evaluation;

— pollutio

— source

prevention and control (e.g. best available techniques for pollution control orenergy efficier

eduction, waste minimization, reuse, recycling and treatment practices-and processes;

— use of Hazardous substances;

— greenh

— manag

quse gas emissions accounting and management;

gment of natural resources (e.g. fossil fuels, water, flora and fauna, land);

— environ]:ental design;

— environ

— produc

ental reporting and disclosure;

t|stewardship;

— renewalle and low carbon technologies.

NOTE For additional information, see related standards developed by ISO/TC 207 on environmental managen

A4 lllu

Knowledge

nagement

hnd skills related\te’the discipline and the application of discipline-specific methods, technig

processes and practices<&hould be sufficient to enable the auditor to examine the management systen
generate appropriate audit findings and conclusions.

Examples aile as follows:

— termino

Itrative example of discipline-specific knowledge and skills of auditors in
quality m

s for

cy);

ent.

ues,
and

ogyrelating to quality, management, organization, process and product, characteristics, confomity,

documentation, audit and measurement processes;

— customer focus, customer-related processes, monitoring and measuring of customer satisfaction,
complaints handling, code of conduct, dispute resolution;

— leadership — role of top management, managing for the sustained success of an organization — the quality
management approach, realizing financial and economic benefits through management of quality, quality

manag

— involve

ement systems and excellence models;

ment of people, human factors, competence, training and awareness;

— process approach, process analysis, capability and control techniques, risk treatment methods;
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— system approach to management (rationale of quality management systems, quality management systems
and other management system focuses, quality management system documentation), types and value,
projects, quality plans, configuration management;

— continual improvement, innovation and learning;

— factual approach to decision making, risk assessment techniques (risk identification, analysis and
evaluation), evaluation of quality management (audit, review and self-assessment), measurement and
monitoring techniques, requirements for measurement processes and measuring equipment, root cause
analysis, statistical techniques;

characteristics of processes and products including services:

NOT

A.5
rece

Knoy
proc
gene

Exan

broducts, particular requirements for quality management in different sectors.

E For additional information, see related standards developed by ISO/TC 176 on quality'manager]

lllustrative example of discipline-specific knowledge and skills of aud
prds management

vledge and skills related to the discipline and the application of/discipline-specific methods
psses and practices should be sufficient to enable the auditof to' examine the management
rate appropriate audit findings and conclusions.

nples are as follows:

Heveloping performance measures and metrics;

sample analysis of records created inbusiness processes. Key characteristics of records, reco
records processes and controls;

risk assessment (e.g. assessment of risks through failure to create, maintain and control adeq
pf the organization’s busifess processes);

he performance and-adequacy of records processes to create, capture and control records;

hssessment of the-adequacy and performance of records systems (including business syste

bvaluation.of the different levels of competence in records management required across an
and the-assessment of that competence;

fecords, records management processes, and management systems for records terminology;

mutually beneficial supplier relationships, quality management system requirements and reqxlﬂrements for

hent.

tors in

techniques,
system and

nvestigation and evaluation of records practices through interviewing, observation and validation;

rds systems,

uate records

Ims to create

ind control récords), the suitability of technological tools used, and facilities and equipment ¢stablished;

organization

significance of the content, context, structure, representation and control information (metad

hta) required

to define and manage records and records systems;

— methods for developing records-specific instruments;

— technologies used for creation, capture, conversion and migration, and long-term preservation of
electronic/digital records;

— identification and significance of the authorization documentation for records processes.

NOTE
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A.6

lllustrative example of discipline-specific knowledge and skills of auditors in

resilience, security, preparedness and continuity management

Knowledge and skills related to the discipline and the application of discipline-specific methods, techniques,
processes and practices should be sufficient to enable the auditor to examine the management system and
generate appropriate audit findings and conclusions.

Examples are as follows:

processes, science and technology underlying resilience, security, preparedness, response, continuity
and recovery management;

methods for intelligence gathering and monitoring;

managing the risks of disruptive events (anticipate, avoid, prevent, protect, mitigate, respond td and re¢over
from a disruptive event);

risk assessment (asset identification and valuation; and risk identification, analysis, evaluation) and imppact
analysiq (related to human, physical and intangible assets, as well as the environment);

risk tregtment (adaptive, proactive and reactive measures);

method$ and practices for information integrity and sensitivity;

methods for personnel security and protection of persons;

method$ and practices for asset protection and physical security;

method$ and practices for prevention, deterrence, and security management;
method$ and practices for incident mitigation, responséj;and crisis management;
method$ and practices for continuity, emergency, @and recovery management;

method$ and practices for monitoring, measuring, and reporting of performance (including exercisgq and
testing methodologies).

NOTE For additional information, see related standards developed by ISO/TC 8, ISO/TC 223 and ISO/TC 247 on

resilience, segurity, preparedness and coptinuity management.

A7
informatigon security management

lllugtrative example of discipline-specific knowledge and skills of auditors im

Knowledge @and skills related to the discipline and the application of discipline-specific methods, techniques,
processes and practices should be sufficient to enable the auditor to examine the management systen] and

generate appropriate audit findings and conclusions.

Examples aie as follows:

34

guidelines from standards such as ISO/IEC 27000, ISO/IEC 27001, ISO/IEC 27002, ISO/IEC 27003,
ISO/IEC 27004 and ISO/IEC 27005;

identification and evaluation of customer and interested parties requirements;

the laws and regulations dealing with information security (e.g. intellectual property; content, protection
and retention of organizational records; data protection and privacy; regulation of cryptographic controls;
anti-terrorism; electronic commerce; electronic and digital signatures; workplace surveillance; workplace
ergonomics; telecommunications interception and monitoring of data (e.g. e-mail), computer abuse,
electronic evidence collection, penetration testing, etc.;

processes, science and technology underlying information security management;
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— risk assessment (identification, analysis and evaluation) and trends in technology, threats and vulnerabilities;

— information security risk management;

— methods and practices for information security controls (electronic and physical);

— methods and practices for information integrity and sensitivity;

— methods and practices for measuring and evaluating effectiveness of the information security management
system and associated controls;

— methods and practices for measuring, monitoring and recording of performance (including testing, audits
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E For additional information, see related standards developed by ISO/IEC JTC 1/SC 27 onlinforn{
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lllustrative example of discipline-specific knowledge and, skills of aud
upational health and safety management

vledge and skills related to the discipline and the applicationofydiscipline-specific methods
bsses and practices should be sufficient to enable the auditor to examine the management
rate appropriate audit findings and conclusions.

nples are as follows:

hazard identification, including those and otherfactors affecting human performance in th
such as physical, chemical and biological factefs, as well as gender, age, handicap or other g
bsychological or health factors);

[isk assessment, determining controls,;;and risk communication [the determining of contro
based on the “hierarchy of controls™ (see OHSAS 18001:2007, 4.3.1)];

he evaluation of health and:human factors (including physiological and psychological fact
brinciples for assessing them;

method for exposure monitoring and assessment of occupational health and safety risks (ing
arising out of the human factors mentioned above or relating to occupational hygiene) and relat
or eliminating or.\inimizing such exposures;

human behaviour, person-to-person interactions and the interaction of humans to machine
bnd the work environment (including workplace, ergonomic and safe design principles, infg
communication technologies);

hé-evaluation of the different types and levels of occupational health and safety compete

ation security

tors in

techniques,
system and

e workplace

hysiological,

s should be

pors) and the

luding those
bd strategies

5, processes
rmation and

nce required

H e (T R T Ry 4
AdUTUSS diT UTyalliZduulT ariu tic daSSTSSITITTIU UT Wial LUTTIPTICTIVE,

— methods to encourage employee participation and involvement;

— methods to encourage employee wellness or well-being and self-responsibility (in relation to smoking,
drugs, alcohol, weight-related issues, exercise, stress, aggressive behaviour, etc.), both during working
hours and in their private lives;

— the development, use and evaluation of proactive and reactive performance measures and metrics;

— the principles and practices for identifying potential emergency situations and for emergency planning,
prevention, response and recovery;

— methods for incident (including accident and work-related ilinesses) investigation and evaluation;
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