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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

This document provides a methodology for organizations seeking to assess whether their ECM
environment complies with key concepts of trustworthiness and information reliability as identified in
ISO/TR 15801 and ISO/TR 22957.

Many organizations are now required to ensure their business-related electronically stored information
(ESI) is securely created, stored and eventually destroyed in order to establish the authenticity and
accuracy of the ESI and the security and trustworthiness of the organization.

This document identifies activities and operations an organization needs to follow in order to

— ¢nsure that any electronically stored information (ESI) is created and maintained in a|reliable and
frustworthy manner through the entire ESI lifecycle, and

— ¢valuate existing enterprise content management (ECM) systems or electronic dofument and
fecords management (EDRM) systems for compliance with applicable ISOstandards.

ISO 15489, ISO/TR 15801 and ISO/TR 22957 provide organizations with’ guidance for the design of
their enterprise content management (ECM) systems; however, organizations may also belrequired to
provide auditable proof that these systems provide a secure environment for ESI that medts any legal,
techmical and policy obligations of the organization and comply with applicable ISO standards.

Any trustworthy ECM/EDRM solution needs to be capable of‘being audited, with reprodugible results.
Therg also needs to be a method of independently verifying the claims of the software and hardware
vendors that the information is safe and secure and being stored in a trustworthy fashion. Ofganizations
will need to ensure that their supporting documentation reflects these requirements.

Althgugh standardized ECM solutions are likely 'to be auditable and can be easily verified, non-
stanglardized or proprietary storage solutionstimay not provide a full audit trail and cldims for the
security of the ECM/EDRM solution made by-vendors are difficult to independently verify} Regardless
of whether the storage technology is standardized or proprietary, the organization faces the same need
to be able to verify that the ECM/EDRMsolution complies with all applicable requirements
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Document management — Assessing ECM/EDRM
implementations — Trustworthiness

1

Scope

This document identifies activities and operations that an organization needs to perform, or have
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ble and trustworthy environment(s). These environments utilize content or records\i

ent and records management (EDRM) enforcing organizational records managen|
chedules.

q

bmenting trustworthy records/document management environménts. However, a
5sary to define the methodology used to evaluate these types ofirecords/document 1
onments regardless of what technologies are currently employed by the organi
ent establishes the assessment methodology to be followed toidentify the level of or
ance with these standards as related to trustworthines$.and reliability of informati
P environments.

1

[0

document is applicable to existing or planned ECM systems. Establishing the ex
1
system or environment. This document is designed for use by organizations ev
worthiness of existing record/document mahagement environments. This document

1

ugh technical and operational knowledge of the specific technologies and methodo|
ined, along with understanding record management processes and activities.

Normative references

following documents afe)referred to in the text in such a way that some or all of t
[itutes requirements of*this document. For dated references, only the edition cited
ted references, the'latest edition of the referenced document (including any amendme
12651-1, Electronic document management — Vocabulary — Part 1: Electronic document

15489-1, Infermation and documentation — Records management — Part 1: Concepts an

Terms and definitions

TTITEd, to evatuate witether tire etectromnicatty stored information (ST s orwas maintained in a

hanagement

ologies commonly referred to as either enterprise content management (ECM) or electronic

ent policies
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] principles

For the purposes of this document, the following terms and definitions given in ISO 12651-1, ISO 15489-1

and

the following apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

31

IEC Electropedia: available at http://www.electropedia.org/

ISO Online browsing platform: available at http://www.iso.org/obp

authentic record
record that can be proven

a)

to be what it purports to be,
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b) to have been created or sent by the person purported to have created or sent it, and

‘)
3.2

to have been created or sent at the time purported

business practice documentation

BPD

detailed business process document identifying how information is received, stored and managed along
with the processes, policies and procedures followed by the organization

Note 1 to entry: The BPD contains sufficient information allowing the organization to authenticate or certify

that electron

icallv stored information contained within the electronic document/record management sys

em is

accurate, relj
Note 2 to ent

3.3
electronica
ESI
information

Note 1 to ent
by the organi
application d

3.4
readability
ability of th

able and trustworthy.

Fy: In some areas, this document is referred to as a master procedure manual.

lly stored information

created, used and stored in digital form, and requiring a computer prrother device for a

zation in the course of business. Electronic data contained within rélational databases or specij
hta sets are not considered to be part of the ESI examined whendeXecuting this assessment.

e system to accurately reproduce the stored information in a consistent fashion o

period of tilne without modification to the original contentin any way that materially changes

was origina

3.5
reliable
trusted as a
depended uj

3.6
trustworth
stored elect

Note 1 to ent

ly stored

full and accurate representation of'the transactions, activities or attested facts and c
bon in the course of subsequent transactions or activities

y
fFonically in an accurate,.reliable and usable/readable manner, ensuring integrity over

y: See ISO/TR 15801

4 Trustworthy ECM system assessment

4.1 Gene

ral

LCESS

y: For the purposes of this document, ESI includes documents and records created and/or maaged

lized

rer a
what

hin be

time

4.1.1 Assessment output

Trustworthy ECM systems shall ensure that information being managed can be reproduced in a reliable
fashion and prevent unauthorized modifications or changes to the content or associated metadata.
This includes any ESI generated from various office applications that utilize external sources to
“complete” the document/record then created and/or printed/saved as determined appropriate by the
organization.

The output of this standardized assessment shall include a detailed report including sufficient
information allowing the organization to determine how to best address any areas identified as not
being in full compliance. The report should also include, with detailed technology (if appropriate),
recommendations and records/document management related policies and procedures required to
come into full compliance.
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A key element of this assessment standard is to provide detailed information to the organization
related to the overall trustworthiness of their ECM environment along with recommendations on
how to address those areas evaluated not to be in compliance with the associated ECM and records
management related standards.

Upon conclusion of any ISO 18829-compliant assessment, the assessment team shall prepare a detailed
report containing, at a minimum, the following:

4.1.2

Any

asso
actu

shal

conv
audit

the
dele

If th
documentation to deteymine compliance and/or areas in need of improvement including rey

a business needs and/or business case. This section shall include a description of

the records

assessment process followed, a summary of findings for physical records and electronic records

and business-related issues identified throughout the assessment;

n analysis section that provides detailed information associated with a clear sét
ecords and information management principles to achieve a measurable, consist
information structure, fully insulated from individual and organizational bias. Previoy
0as GARP (“Generally Accepted Recordkeeping Principles”), itis now referred-to withiy
anagement industry as the “Principles” that define very specific levels pfimaturity of
anagement program;

technology gap analysis section providing a description of all relévant ECM, records 1
nd other document/record related storage or creation techhologies currently in
rganization;

3
fecommendations associated with changing the existing state of records management]
3 trustworthy ECM environment.

q

Process review

frustworthy ECM system assessment shall begin with a review of the processes and
riated with the entire environment in which ESI is managed. This includes reviewing
] processes and procedures but alselthe business practices documentation (BPD). A
be made regarding: how records,xdocuments or information are ingested (i.e. how
erted into electronic format, existing ESI is received and processed, etc.); how the systg
s and secures the electronictinformation; and how the system (including hardware) ¢
torage of the informatiofiis secured, preventing unauthorized alteration, modifica
ion.

1

9

I

e BPD is availablé,~then the existing processes and procedures shall be verified

31l ECM procedures will be followed,

q
information is or has been imported/scanned, indexed and verified,

the’system is and has been secured from unauthorized access,

section of technical and records related recommendations. This section shall

of objective
ent records
sly referred
therecords
the records

hanagement
use by the

include
to establish

procedures
not only the
h evaluation
hardcopy is
m manages,
bnsures that
tion and/or

against the
riewing how

documents are and have been secured from unauthorized modification or alternation,

authorized modification of document(s) has/have been and is/are managed, includin

g audit trail

information and the ability to retrieve any previous document version required to be maintained,

notes and annotations (if any) have been and stored and managed, if they are a part of the business

record, and

the system establishes controls over all stored electronic information adhering to the published

records retention schedule.

If a hosted solution or off-site components not within the direct custodial care of the organization are
being utilized, the assessment team shall include reviewing the level of compliance with ISO 17068
Trusted Third Party Repositories. ISO 17068 provides detailed information and recommendations
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associated with offsite vendor requirements, procedures and agreements that should be considered
before storing content in an external environment that is not under the full control of the organization.

If the BPD is lacking or non-existent, the assessment can be followed by creating the documentation.
The BPD is a required component of any trustworthy environment. While the creation of this document
after the environment was placed into “production” may leave information contained in the system
vulnerable to claims that it is not trustworthy, subsequently added information shall have a clearly

documented process.

4.1.3 Fulfilling legal, government and regulatory requirements

Organizatiofis that are subject to legal, government and regulatory requests for ESI may be req|

to verify th‘E

and proced
detailing ho
the ESI.

4.2 Asses

4.2.1 Rey

The assessn
coherently ¢
impact the g

Each of the
assessment
and records
identified in
lacking, the
procedures

Furthermorj
throughout
by the indiv

Specifically,
established

integrity and authenticity of the ESI under oath. Maintaining clearly defined\po
res and business practice documentation, as well as providing authenticated-audit {
w the ESI was collected and assembled, will be critical to establishing the authentic

sment activities

iew of existing business practice and other organizational decumentation

nent team shall examine the business practices document (BPD) previously develop
xplaining the interrelationship of the various organizational policies and procedures
torage of electronic information.

areas covered by policies and procedures identified in the BPD shall be reviewed b
team to determine whether the policies and procedures, together with the hardware,
document management software has beenzimplemented following design consider
ISO/TR 22957, ISO/TR 15801 and ISO 15489. If the BPD does not exist, or is found
assessment team shall evaluate aspeets’ of the ECM system, focusing on the policie{
related to how information is captured, managed and secured.

e, the assessment team shall review how the policies and procedures have been dissemif]
the organization, including any training programs and ascertain the familiarity with
duals charged with implementing or enforcing those policies.

even if no BPD exists;the assessment team shall evaluate all the policies and proced
under the principlesidentified in ISO/TR 15801 and ISO/TR 22957 regarding a trustw

ECM systenp. Though the térims in these documents may differ slightly, the concept betweer

activities is

While the n|
specific bus
procedures

consistent.

aming conyention or existence of a particular policy or procedure is dependent upo
iness operation, an assessment team could be expected to obtain and review policiey
in 4¢2\2:
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hired
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to be
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lures
rthy
key

h the
and

4.2.2 Eva

uating information ingested into the system

4.2.2.1 General

The assessment team shall review in detail the processes associated with importing born digital
data and information converted from hardcopy formats. The import, migration and/or conversion
process(es) used to create ESI shall be reviewed in detail to ensure all information (as described in
the BPD, if one exists, otherwise, the BPD needs to be developed; see 4.1.1) imported/converted and
“indexed” is searchable and retrievable by all end-users upon request.

The assessment team shall prepare test scenarios from which the total number of pages and documents
imported and/or converted can be compared and validated against the volume of information in
original formats and structures.
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4.2.2.2 Data conversion from hardcopy format into electronic format

The assessment team shall evaluate how documents were prepared for conversion and how the
organization ensured that all documents, notes, etc. were converted from hardcopy format to ESI as
described in the BPD. The assessment shall include examining whether users follow the processes and
procedures, or which processes and procedures are not in conformance with international standards

and

best practices.

4.2.2.3 Born digital capture

This subclause deals with the capture of born digital data and storage in the ECM environment/solution

bein

storg

For d
conyv|

also

The
that

4.2.3

Trus

syst

with

was

The

the i
spec
spec

isth
into

exarn

b assessed. The assessment team shall evaluate the process used to capture dataAr
ge media to determine the following:

the process utilized ensures all data anticipated to be stored in the trustworthy '‘ECM 3
dctually captured, indexed and stored as described in the policies and procedures;

q

tthe process used to identify data duplication and/or replication between users wh
multiple copies of the same document;

1

q

he process used for any existing content conversion from “out*of'date” or “proprietd
ind how the user/migration team ensured all relevant data syas converted without lo
or readability while ensuring all “material” information was'converted as described in

Jata that required conversion, if some information was.lost due to inability of conve
ert as described in the BPD, the assessment team shall review whether the user/mig
stored the original data in original format for histofical purposes.

issessment team shall identify and validate pracesses used during electronic informati
Fequired conversion from other formats in\which the information was originally receiy

q

Readability

fworthy ECM systems support‘the concept of ESI readability. Readability is the a
m to accurately reproduce the‘stored information in a consistent fashion over a pe
but unintended modification(s) to the original content in any way that materially c}
briginally stored.

q

issessment team skiallprepare test scenarios using a process of verifying readability g
mported and/orCeonverted information with standardized image/data “viewers”. Pr
alized “viewing’ software shall not be used to verify readability of ESI, unless the pr

q

 case, th€ evaluation team shall assess the “viewing” software from the perspective o
the future wherever possible. These test scenarios shall be executed by the system an
1ined by the assessment team for a “sampling of ESI” to

(

bm external

olution was

0 may have

ry” formats
5s of fidelity
the BPD.

sion tool to
ration team

pn ingestion
red.

bility of the
riod of time
langes what

f samples of
bprietary or
bprietary or

alized “viewing” software is the only available software to access the ESI being evalyated. If this

Favailability
d the output

Lo |
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the system,

1 DTII1E

nanaged by

enable the assessment team to evaluate whether the content between original document/record

and the electronic version has changed,

identify whether any specialized tools are required to extract/display the information that perform

any interpolation or extrapolation of the data, and/or

identify whether the ESI formats/structures are standardized and which standards are being

followed.
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4.3 Evaluating information retention, preservation and destruction

4.3.1 Application interoperability

Evaluate whether metadata used within the ECM system is duplicated between ECM systems, can be
changed or modified changing accessibility to the ESI or preventing future accessibility and/or can
produce different results depending on which system is used to search, store and/or retrieve ESI.

4.3.2 Data migration between electronic storage media

Evaluate hoy

information was migrated into the ECM solution including procedures to ensure ES

and

related met
type and ley
that all anti

4.3.3 Dat

Evaluate thd
the method
procedures

4.3.4 Meq

Evaluate th{
stored infor
trustworthy

4.3.5 Dat

Evaluate ho
manage delq
removal aftg

The assessn
ESI has bee
configured §
review all
clearly ident
documented
may existin

Further, an
comply with

ndata remained intact including file formats, compression, metadata, etc. Evaluate
el of auditing was implemented during the migration and how the organization detérn
ripated ESI was migrated as described in the BPD.

h format conversion

process utilized to convert the ESI from the original format to the désired format. Eva
plogy used to ensure no loss of information along with process’documentation o
followed to perform the conversion(s).

Jlia monitoring program

e storage technology used for the ESI data and all decumentation associated with hoy
mation is secured and in compliance with relevantinternational standards associated
storage environments (ISO/TR 15801, ISO/TR 22957, etc.).

h expunging/deletion

w the organization handles receipt of expunging requests and the formalized proce
tion of ESI flagged by the ECM system as either requiring archiving to an outside systg
er the ESI has reached the end of(its'lifecycle.

ent team shall review the deciiment retention policy and schedule to verify that approp
n identified and the electtonic retention scheduling portion of the ECM solution has
iccording to the schedule/and policy. Along with reviewing this information, the team
ersions of the retention schedules and policies to determine if changes and update
ifiable and all information contained in the ECM solution is being managed as defineq
. The assessment-team should also review any manual records management processeg
the absencel(br'instead) of an automated process.

hssessment shall be made regarding how the retention schedule may be suspended so
discovery response procedures or litigation hold policies.

what
lined

uate
the

v the
with

Ss to
m or

riate
been
shall
5 are
| and
that

as to

4.4 Syste

24
I STLurity

4.4.1 Security-related information to be collected/reviewed

The organizational policies and procedures established to access, capture, manage and/or create
ESI while maintaining trustworthiness and reliability shall be evaluated. The assessment team shall
identify whether information captured, managed and secured by the system is captured (audit level
history), documenting (both successful and unsuccessful) any attempted addition, modification or
deletion of ESI during the information lifecycle along with other historical tracking of user activities.

This assessment shall include reviewing the technical architectures, the ECM software, storage media
trustworthiness, including system and network security and whether sufficient system controls are in
place to prevent unauthorized access to both the system and data maintained within the ECM storage
environment.
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The assessment team shall collect information from the organizational network team and/or
infrastructure team to evaluate how the organizational network is secured from unauthorized access,
both electronic and physical. Additionally, the assessment team shall evaluate the ECM solution to
determine whether users are able to access ESI, database data, or other information associated with
the ECM solution outside of established authorization and/or appropriate levels of security credentials.

4.4.2 Securing the information to prevent unauthorized modification or deletion of ESI

This step requires evaluation of both the system-level and document-level security features to
determine what protections are in place to prevent unauthorized modifications or alterations to the
ESI. At the system-level, the evaluation team shall sample existing audit history and logged historical
information. This audit history and logged historical information should contain informdtion related

to lo
faile

At t
una

been
placd

bin attempts (both successful and failed) along with data access attempts (both'su

).

e document-level, the ESI shall be stored in ECM solutions that are~configured
thorized access, modification or deletion and provide audit trails verifying that the
altered from its original form. Ensuring that unauthorized modification or alteration
once the ESI enters the system is the goal for most organizations. Aswot all ECM solut

this level of system and/or document level security and/or may not be configured as design

the g
man

4.5

4.5.1

Ident
hous
thei

The
is fu
mod
to er
using
storad
that
cont]

The

to al
errol
mair
medj

verall solution shall be fully evaluated to determine compliance with organizational
hgement policies and procedures.

Evaluating information access

General

ify and document the steps taken to prevenfuunauthorized access to the ECM system. |
ing of ESI on a network drive, even if profected by various security levels, may not be
hformation can be accessed without an‘audit trail.

hssessment team needs to evaluate how ESI is stored in a secure environment whe
lly logged and tracked, preventing any user from accessing the data through anyj
ps/tools. This evaluation shall include a review of the process implemented by the ¢
sure that at least two (2) copies of the information have been committed to the st
b techniques and optimizations that ensure exact copies of the information are created
ge media in a timelyway. The information should not be transferred to the storage m
propagate data transfer errors, for example, by making copies in the absence of str
fols.

evaluationtshall include reviewing the ECM system to confirm that errors in trans
storage~media are recorded and that there is a mechanism in place for fixing data t
s in atimely way. A record of successful ESI committals and failures to all storage med
tainied, including any check-sums or other bit-comparative results, if created/used by

a [or sub-system).

rcessful and

to prevent
ESI has not
cannot take
ons provide
ed/planned,
and records

For example,
sufficient if

e all access
non-logged
rganization
brage media
on multiple
bdia in ways
ict integrity

ferring data
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ia should be
the storage

The assessment team shall prepare test scenarios using a process of verifying that ESI is being stored to
multiple locations, with at least one copy being stored in a storage technology that does not permit any
modifications, alterations, or deletions outside the control of the records management system and/or
trustworthy ECM controls. These test scenarios shall utilize a process of identifying a sampling of ESI
to be examined to

— determine when the ESI is stored on the various storage media,
— evaluate ESI storage and system logging,

— examine the ability to access the ESI outside the controls provided by the ECM solution, and
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— identify whether information can be altered or deleted through other means outside the controls
provided by the ECM solution.

4.5.2 Managing authorized modification

4.5.2.1 General

Recognizing that there may be business reasons to allow modifications or alterations, it is critical to
identify that these situations are the exception and not the rule and to identify policies and procedures
to address when the changes may occur and whether they are followed. An audit trail should clearly

identify the
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system. Specifically, when a document retention policy and schedule (DRP/S) desc
)g process such as althard copy and electronic information shall be “removed” (“reti
estroyed” or somé-other similar phrase) yet employees state they are unaware or

cause it can-be/demonstrated that it does not follow its own procedures regardin
information. Further, the failure to follow the stated policies may expose the organiz
ial costs. in producing and reviewing all information during litigation or regul
hs thatit'would otherwise have removed from its system.
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4.6.2 Retrieval of previous document version required to be maintained

If the ECM solution is configured to enable users to store documents utilizing version or revision
controls, the organizational retention schedule/policy should clearly define when the system shall
automatically remove versions or revisions of the document when the finalized document is approved.

For organizations that determine it is appropriate to maintain earlier versions of ESI, the system should
provide a mechanism to locate and retrieve previous versions of the ESI and the system should log the
fact that a new version of a document has been stored.
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If the organization utilizes revision control (used after a document has been finalized) to keep track of
updates to documents, the system should log when the newly revised document has been committed
along with tracking other information such as date, time, reason for revision, user performing action, etc.

The assessment team shall evaluate how the organization manages document versions and/or revisions
if being used within the ECM solution.

4.6.3 Management of notes and annotations as part of a business record

In some organizations and for some document/record types, notes and/or annotations should be
retained with the same level of protections provided in the original document/record. Separating the
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ved by the organization.

processes and procedures the assessment shall evaluate include those associated w
hization:

¢ontrols security associated with how notes and/effannotations are managed and stor

whether this information is under different retention controls;

ensures sufficient audit log and historical information is managed by the ECM systen]

q

or as part of a workflow process.

e absence of any formal organizational documentation, the assessment team shall e
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The assessment team shall evaluate how the organization manages notes and/or annotat{ons if being
used|within the ECM.solution.

4.6.4 Management of ESI containing macros and/or external links

The fraditienal model of thinking, related to what types of documents/records stored within ECM
system; was to only consider office documents, emails, faxes and scanned documenty. The rapid
intedration of most nnn]lr‘nhnnc with office :mn]lr‘ntmnc to generate documents and /nr emails requires

that any trustworthy ECM system support the ability to save a copy of what has been generated by the
application in an unalterable format such as PDF or other industry standardized format.

With these technology integrations, ESI now commonly is being generated by applications, along with
other applications that may utilize “macros” (such as those that automatically insert the current date,
or other field data within a document), or external links to other files on an internal network, or even a
link to an external document outside the organization (i.e. an internet URL). This generated ESI is then
commonly uploaded to the ECM solution for management.

The assessment team shall evaluate how the ECM solution manages

electronic content created from applications,
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when displayed or printed), and/or

links to

other documents external to the ECM solution.

4.7 Evaluating technical and data storage environments

4.7.1

Information security models

electronic content generated with the use of “macros” (code embedded in a document that executes
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4.7.3 Technology standards being followed by organization

The assessment team will sample the ESI to identify data formats in use to determine whether the
ESI formats follow industry standards along with compression standards to determine usability and
readability into the future as the technologies continue to change.

4.7.4 Primary and secondary storage

A key concept to trustworthy storage concepts is the ability of any system to save at least two copies
of the information in safe and separate locations (also considered the primary or secondary storage).
The primary storage is considered to be the first storage location for the first copy of the ESI and the
secondary location is where the organization is storing the second copy of the ESI. The assessment team
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