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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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main changes compared to the previous edition are as follows:
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previous Annex A "PC specification" has been removed; the corresponding subclauses p.2

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

The ISO 18541 series includes the requirements to be fulfilled by repair and maintenance information
(RMI) systems as applied by the European Commission — Enterprise and Industry Directorate-General,
Consumer goods — Automotive industry EC mandate M/421,[6] dated Brussels, 21 January 2008.

This mandate relates to the EC type-approval system for vehicles falling into the scopes of Directives
70/156/EEC (replaced by 2007/46/EC [2]), 2002/24/EC [replaced by (EU) 168/2013 [Z]] and 2003/37/
EC [replaced by (EU) 167/2013 [8]] and, in particular, to requirements for access to vehicle repair and
maintenance information by independent operators.

The purpope of the EC Mandate M/421 is to develop a standard or set of standards which specify|the
requirements to provide standardized access to automotive repair and maintenance information(RMI)
for indepemdent operators.

The ISO 18541 series only covers access to automotive repair and maintenance \information| for
light passenger and commercial vehicles [see (EC) No 715/2007 [13], (EC) No 692¢2008 [14] and ([EU)
No 566/2(11 [11] and heavy-duty vehicles [see (EC) No 595/2009 [13], (EU) No-582/2011 [12] and
(EU) No 6[4/2012 [19]] based on Directive 2007/46/EC [2] and for two-or three-wheel vehicles and
quadricyclgs based on regulation (EU) 168/2013 [Zl,

The infornlation included in the ISO 18541 series derives from the legislative requirements on European
level in the field of RMI and related security requirements and can bé.referenced by legislation in other
countries.
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Scope

5 document includes technical requirements which are related to automotive repait and m
rmation (RMI) systems in order to standardize access to RMI for independéent operators

hintenance

5 document specifies the minimum set of technical requirements related.te a vehicle man
system. These requirements will reflect the deriving needs fromi the use cases as
18541-1.

thermore, this document defines requirements for granting-access to security-rela
ex A following the SERMI scheme.

5 document is applicable to light passenger and commiercial vehicles as defined in
715/2007 Article 2 [13],

Normative references

following documents are referred to in the text in such a way that some or all of th
Stitutes requirements of this document” For dated references, only the edition cited 4
ated references, the latest edition of the referenced document (including any amendmen

18541-1, Road vehicles — Standardized access to automotive RMI — Part 1: General infor
case definition

18541-3, Road vehicles\— Standardized access to automotive repair and maintenance i
[[) — Part 3: Functiodaluser interface requirements

22900-2, Road ehicles — Modular vehicle communication interface (MVCI) — Part 2:
tocol data unitapplication programming interface (D-PDU API)

J2534-1Récommended Practice for Pass-Thru Vehicle Programming

J2534=2, Optional Pass-Thru Features
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For

Terms and definitions

the purposes of this document, the terms and definitions given in ISO 18541-1 apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

1y
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4 Abbreviated terms

API application programming interface
CSP certificate status protocol

DB database

DLC data link cable

DLL dynamic link library

D-PDU diagnostic - protocol data unit

DVD optical disc storage media format
ECU electronic control unit

FAQ frequently asked questions

10 independent operator

IT information technology

LAN local area network

MVCI modular vehicle communication interface
NAT network address translation

OBD on-board diagnostics

0CSP online certificate status protocol

PC personal computer

PKCS public key certificate status

RMI repair and maintenance information
SERMI forum for access'to security-related vehicle repair and maintenance information
TREQ- technicalvrequirement

TC trustcentre

USB universal serial bus

VAT No. vatue addedtax rumber

VM vehicle manufacturer

WWH-0BD  World-wide harmonized on-board diagnostics

5 Requirements overview and principles

5.1 Basic principles for requirements definition
Basic principles have been established as a guideline to define the requirements.

— BP1: the requirements stated in this document shall not specify any implementation details.

2 © IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=fab69d1e9aa62277d3b73b3af67485cc

ISO 18541-2:2021(E)

— BP2: requirements shall be expressed in terms of performance rather than design or descriptive
characteristics. This approach leaves maximum freedom to technical development.

— BP3: a requirement is identified by a TREQ-xx, where ‘xx’ is the requirement number. Each
requirement consists of a “Main title”, “Requirement definition”, “Requirement description”,
“Explanatory/example” and “Classification”.

— BP4: The requirements in clusters 4 and 5 in this document have been formulated with the aim of
minimizing the number of IO clients (PC, laptop, etc.) required to access different VM RMI systems.

5.2 Requirements f‘lllcfpring
Figlire 1 illustrates the technical requirements clusters. Figure 1 shall provide an overviev about all
teciﬁnical requirements clusters and the specific technical requirements. Each techhical r¢quirement
is ifentified by the mnemonic “TREQ-" and an alpha-numeric number. The name’ of the¢ technical
reqpirement is descriptive for the area.
=4
Overview about the technical requirements clusters and associated\&uirements
Clpister “access-related Cluster “IT- Cluster “technical ustet “VM software Cluster “opefations”
dpta administration” architecture” infrastructure” installed on the 10
O client”
TREQ-1: TREQ-7: TREQ-13: TREQ-20: TREQ-25:
Gpneral access- Requirements for the Requirements for the Requirements for Requiremengs for the
r¢lated data conceptual type of device installing VM-specific VM RMI systlem
adlministration architecture software on the 10 availability ime
N lient
TREQ-14: cren
TREQ-2: TREQ-8: PC requirements TREQ-26:
Rpquirements for the Requirements for O ¥ TREQ-21: Requirements for the
aflministration of 10 implementation TREQ-15: Regu;_rem\%r\l/lts for if support for the usage
dfita by the VM rinciples irem updating VM-specitic of the VM RNII system|
v P P Requ1rer_nenis software on the 10 Y
eoncerning the client
TREQ-3: operating systems TREQ-27:
Rpquiements for the TREQ-22: Requiremenyts for the
aglministration of 10 7 TREQ-16: : oo operation off the IO
elplovee data by the Cluster “external\.) < Requirements for the PC
pr y y i N .. Requirements for operation of VM-
Web browsers specific software on
TREQ-9: the IO client
TREQ-4: Requirements for the |
Requirements for the vehiclé comm. TREQ-17:
aflministration of interface (VCI) Requirements for the TREQ-23: Cluster “furfctional
phyment data by the N\ presentation formats Requirements for the user interfface”
VM TREQ-10: for information umn_sft_alllnf% of VM-
_| “{)Requirements for the packages :};l)ecllolclgo tware on TREQ-28:
TREQ-5: | trust centre ¢V clien Requiremenjts for the
Rpquirements for the N (certificate TREQ-18: functional ufer
adiministration of management) Requirements for the TREQ-24: interface
agcess event data’by internet connection Requirements for
tite VM TREQ-11: restoring in case of
(S Requirements for the an abnormal
TREQ46: parts ordering for TREQ-19: termination of the
Rpqtirements for the security-related Requirements for VM-specific software
adlministration of features performance of the on the I0 client
access event data to VM RMI system
security-related RMI TREQ-12:
by the VM Requirements for the
partnered accessory
provider systems

Figure 1 — Overview about the technical requirements clusters

Table 1 provides an overview of the main categories of standardized access to automotive RMI
requirements. A requirement category shall have at least one requirement.
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Table 1 — Main requirements clusters

# - Main title of
cluster

Brief description

Technical requirements
[TREQ] reference

1 - Access-related
data administra-

Describes the main data types to be administered by the VM
RMI system and the requirements for the appropriate man-

[TREQ-1] General access-relat-
ed data administration

tion zgsér;gr;gg&cledures in order to comply with the standardized [TREQ-2] Administration of [0
' data by the VM
{Rs'll/llalalt'ie(()]r:l;rreer.nents related to cluster access-related data admin- [TREQ-3] Administration of
' 10 employee data by the VM
—  TEqUITENENtS for the admministration of todata by tie VIV — - ‘1
[TREQ-4] Administratiop of
— requirements for the administration I0 employee data by|payment data by the-Y M
the VM; [TREQ-5] Admjnisttatiof of
— requirements for the administration of payment data by access event qapaby the {M
the VM; [TREQ-6]JcAdministratiof of
access, éyent data to secfyiri-
— requirements for the administration of access event data|ty-related RMI by the VM
by the VM;
— requirements for the administration of access event data
to security-related RMI by the VM.
2-1IT Describes requirements for the main IT components andiinter-| [TREQ-7] Conceptual ar¢hi-
architecture faces at the different IT architectural levels. tecture
RMI requirements related to cluster IT architectureare: [TREQ-8] Implementatfion
— requirements for the conceptual architectufte; principles
— requirements for the implementationjprinciples.
3 - External inter- | Describes the requirements for commuuication interfaces other | [TREQ-9] Vehicle communjca-
faces than the user interface. tion interface (VCI)
RMI requirements related to cluster external interfaces are: |[TREQ-10] Trust centre (¢er-
— requirements for the(vehicle communication interface tificate management)
(VCD); [TREQ-11] Parts ordering|for
) . security-related features
— requirements (for the trust centre (certificate
management): [TREQ-12] Partnered accesdory
provider systems
— requirements for the parts ordering for security-related
features;
— réquirements for the partnered accessory provider
systems.
4 © IS0 2021 - All rights reserved
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# - Main title of
cluster

Brief description

Technical requirements
[TREQ] reference

4 - Technical in-

Compatibility conditions, minimum requirements for components

TREQ-13] Type of device

[
frastructure and Internet connection parameters to give an acceptable per- .
formance. This cluster intends to define minimal development [TREQ-14] PC requirements
guiding rules that shall be followed by the VM in order to ensure | [TREQ-15] Operating systems
compatibility between VM RMI systems. Compatibility issues
that may occur shall be managed by the Forum SERMI. [TREQ-16] Web browsers
This requirements cluster specifies the technical infrastructure [TREQ-17] Presentation for-
recommendations which are: THATS TOr TTOTMmattpn packages
— requirements related to type of device; [TREQ-18] Internet connection
) ) . [TREQ-19] Rerformance of the
— requirements related to PC requirements; VM RMLdystem
— requirements related to operating systems, runtime
languages, libraries;
— requirements related to Web browsers;
— requirements related to presentation formats® for
information packages;
— requirements related to Internet connectiony
— requirements related to performance,of the VM RMI
system.
5 - Loexistence of | This requirements cluster specifies the coexistence of VM soft- | [TREQ-20] Requiements for

VM]lsoftware on 10 |ware on the 10 client: installing VM-specific software
clignt —  requirements for installing"VM-specific software on the|°n the IO client
10 client; [TREQ-21] Requitements for
] X o updating of installed VM data
— rie'qultrements for updating VM-specific software on the [0 | ;4 applications onfthe 0 client
client;
[TREQ-22] Requiements for
— requiremerits for the operation of VM-specific software|the operation of YM-specific
on the I0-¢elient; software on the IQ client
— requirements for the uninstalling of VM-specific software [TREQ-23] Requifements for
on'the 10 client: the uninstalling of Y M-specific
' software on the IQ) client
—. —requirements for restoring in case of an abnormal [TREQ-24] Requitements for
termination of the VM-specific software on the 10 client. restoring in case of in abnormal
The VM software shall be developed according to acknowledged | termination of the Y M-specific
quality criteria for the coexistence of VM applications installed | software on the I{) client
on the client side.
6 -|[Operations | Thisrequirements cluster specifies the RMIrequirementsrelated | [TREQ-25] VM R|MI system

tatha clactar onarationc vuhich onq.
€rste S eR-ates

requirements related to the VM RMI system availability
time;

requirements related to the support for the usage of the
VM RMI system;

requirements related to the operation of the 10 PC.

VOO O TITT

[TREQ-26] Support for the
usage of the VM RMI system

[TREQ-27] Operation of the
[0 PC

.....

7 - Functional user
interface

This requirement cluster includes the reference to the ISO 18541-
3 functional user interface of the VM RMI system.

[TREQ-28] Requirements clus-
ter 7 - Functional user interface

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=fab69d1e9aa62277d3b73b3af67485cc

ISO 18541-2:2021(E)

6 Requirements cluster 1 — Access-related data administration

6.1 [TREQ-1] General access-related data administration

Table 2 defines the requirements for the general access-related data administration.

Table 2 — [TREQ-1] General access-related data administration

REQ # TREQ-1
Main title General access-related data administration

Requireme¢nt |The VM allows access to the RMI system depending on the storage of some data:

definition — for user registration;

— agreement to terms and conditions;

— any other data required by local legislation;

— for user login and access data recovery;

— for invoicing;

— for physical delivery of material if needed;

— forlogging of any access to security-related RMI;

— forlogging of any access to ECU replacing/update (in case of liability issues);

— to be able to disable a user, see ISO 1854%-1 use case UC 1.5 "request to delete [the
registration of an [0 employee".

ot

Brief descrip- |The VM shall administer data on users,-ofYpayment, on access events to security-related RMI
tion and on access events to general RMI content. It is important to be aware of any data or priviacy
protection legislation when administering this data.

Classificatfion |Mandatory

6.2 [TREQ-2], [TREQ-3] Administration of I0 and I0 employee data by the VM

6.2.1 [TREQ-2] Administration of 10 data by the VM

Table 3 deffines the requirements for the administration of 10 data by the VM.

6 © IS0 2021 - All rights reserved
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Table 3 — [TREQ-2] Administration of 10 data by the VM

REQ # TREQ-2
Main title Requirements for the administration of IO data by the VM
Requirement |IO datashall be administered by the VM to enable user access, access data resetand to facilitate
definition written communication with the I10.
Brief descrip- |The following list of I0 data shall be administered by the VM:
tion — 10 name;
— [0 postal address;
— country;
— postal address for invoicing if different from 10 postal address;
— inter-community VAT No.;
— first name, family name of the [0 legal representative;
— e-mail address for communication with the 10 legal representative in all aspects of the
VM RMI system usage;
— preferred language;
— user ID and password of the 10 legal representdtive (the user ID must be uniqye in the VM
system).
Classification |Mandatory
6.2)2 [TREQ-3] Administration of I0 employee data by the VM
Table 4 defines the requirements for the administration of IO employee data by the VM.
Table 4 — [TREQ-3] Administration of I0 employee data by the VM
REQ # TREQ-3
Majn title Requirements forthe administration of [0 employee data by the VM
Requirement |IO employee data shall be administered by the VM to enable user access, access dafa reset and
de$niti0n to facilitate-written communication with the I0 employee.
Brief descrip- |The fellowing list of user data shall be administered by the VM:
tion — G40 name;
= e-mail address for communication with the employee in all aspects of the VM RMI system
usage;
— preferred language;
— user ID and password of the 10 employee (the user ID must be unique in the VM system);
— optionally credentials requested by the VM if the I0 employee wants to request access to
security-related RMI;
— optionally the access level granted for security-related RMI.
Classification |Mandatory

6.3 [TREQ-4] Administration of payment data by the VM

Table 5 defines the requirements for the administration of payment data by the VM.

© IS0 2021 - All rights reserved
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Table 5 — [TREQ-4] Administration of payment data by the VM

REQ # TREQ-4
Main title Requirements for the administration of payment data by the VM

Requirement |User data shall be administered by the VM to allow the VM to invoice the user.
definition

Brief descrip- |The following user data shall be administered by the VM for the purposes of invoicing for use
tion of the VM RMI system:

— type of subscription;

— method of paymeng,
— subscription period;
— invoicing address;

— inter-community VAT No.

Classificatfon |Mandatory

6.4 [TREQ-5] Administration of access event data by the VM

Table 6 deffines the requirements for the administration of access event’data by the VM.

Table 6 — [TREQ-5] Administration of access event data by the VM

REQ # TREQ-5

Main title Requirements for the administration of access event data by the VM

Requirement |Access event data shall be administered by~the VM to monitor use of the VM RMI system and
definition take appropriate action if necessary.

It

Brief descr
tion

p- |The following access event data shallbe administered by the VM:

— userID;
— log on and off times;

— period of non-use:

Classificatjion |Mandatory

6.5 [TREQ-6] Administration of access event data to security-related RMI by the VM

Table 7 deffines the requjrements for the administration of access event data to security-related RM|l by
the VM.

Table 7/— JTREQ-6] Administration of access event data to security-related RMI by the VM

REQ # TREQ-6

Main title Requirements for the administration of access event data to security-related RMI by the VM

Requirement |Accesseventdatato security-related RMIshall be administered by the VM to support enquiries
definition in case of liability issues.

Brief descrip- |The following access event data shall be administered by the VM:

tion — userID;

— log on and off times;
— type of security-related RMI accessed;

— VIN of the related vehicle;

— affected ECU (if possible).

8 © IS0 2021 - All rights reserved
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Table 7 (continued)

REQ #

TREQ-6

Classification

Mandatory

7 Requirements cluster 2 — IT architecture

7.1 [TREQ-7] Conceptual architecture

Tab,

0.8 definest] : fort] Lacchi .

Table 8 — [TREQ-7] Conceptual architecture

cas

bs defined in ISO 18541-1.

The RMI applications will be implemented as distributed software on a client device at
of the independent operator (independent operator system) and a server in the VM premi
manufacturer/RMI system).\The software distribution may follow different patterns de
the overall design decisioh taken by the application builders to achieve an optimum pqg
(see 7.2).

Client and server éemimunicate via Internet.

The RMI application may communicate with other applications for the execution of singl

navigation, communication and display facilities.

Thewehicle acts as an IT system communicating with the other systems for use cases lik

REQ # TREQ-7

Majn title Requirements for the conceptual architecture

Requirement |The implementation of the RMI system shall be according to a standardized conceptual archi-

de$nition tecture.

Brief descrip- |The standardized conceptual architecture is described in‘Figure 2.

tion The IO is responsible for the provision of client hardware (PC, laptop, etc.) and a V(I according
to the detailed requirements in Clause 8.
The VM is responsible for the availability of tlie RMI system and the authorized)purchased
software and data components.
The VM shall facilitate the successful download to the IO client, once the 10 has|registered,
logged-in and prompted the download,

Clafssification |Mandatory

Fig&re 2 shows all IT systems potentially invelved in the execution of the repair and maintenance use

he location
bes (vehicle
bending on
rformance

P USe cases.

The userisotfered access to repair and maintenance information via the client device with standard

e updating

and replacing modules or integrated diagnostics

For the communication with the VM RMI applications, for the purposes of diagnostics and

reprogramming, two alternatives are possible:
communication interface;

vehicle communication interface;

standards.

© IS0 2021 - All rights reserved
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H <<Hardware system>>
Vehicle

-1

H <<Hardware system>>
VCI

H <<Hardware system>>
Independent operator system

Registration/login
download
access/operation

H <<Hardware system>>
Vehicle manufacturer/RMI system

N
%)
R\

\Q)$

H <<Hardwarne System>>

\

Other VM gste‘r'ﬁs
O

Key

1 wired/Wwireless connection between “vehicle” and “independent operator system” with VCI protocol modllle
2 alternative means of connéction as defined in TREQ-8 between “vehicle” and “independent operator sys

without VCI protocol,module

Eigure 2 — Conceptual architecture for access to vehicle RMI

7.2 [TR :Q-S] Iluplt:lut:utaﬁuu PT ilu,iplca

Table 9 defines the requirements for the implementation principles.

Table 9 — [TREQ-8] Implementation principles

REQ # TREQ-8

Main title Requirements for implementation principles

Requirement |The implementation of the VM RMI architecture may vary as long as it remains within the
definition conceptual architecture.

10
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Table 9 (continued)
REQ # TREQ-8
Briefdescrip- |The VM will decide on the option for implementation to follow:
tion

— 'thin' client;
— 'thick’' client, or

— any other implementation strategies following state-of-the-art software technology.

There are minimum requirements for the software infrastructure to be supported by the im-
plemented application. See the requirements of cluster 4 in Clause 9 for a detailed specification.

Figure 3 shows an example for 'thick' client architecture.

Figure 4 shows an example for 'thin’ client architecture.

Clafssification |Mandatory

Figire 3 illustrates an example for the implementation of a VM RMI application following a so-
called “thick client” software distribution pattern. Substantial parts oftthe applicatiof software
are|downloaded to the client system and executed there. Some use cases are executed completely in
the|client system; others are executed in cooperation between the €lient and the server ppplication
soffware parts.

© IS0 2021 - All rights reserved 11
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H <<Hardware system>>
Independent operator system
A <<Deployment unit>> A <<Deployment unit>>
VM module CSP / PKCS#11 API
functional RMI
modules A, B, .., Z to
I <<Execution unit>>
H <<Hardwaresystens= JLQCESS R.MI as
: - specified in ISO Web browser
Vehicle AN 18541-1 -
~ 2
~ \/ I <<Execution unit>>
1 ~ Windows 0S b
H <<Hardware system>> ‘/ A <<Deployment unit>> Qg)
VCI N Communication '\
\O) registration/lqgin
download
H <<Hardware system>> P A access/operatjon
Vehicle manufacturer /RMI system ‘0\
LA
I <<Execution unit>>
Web server
A <<Deployment unit>> AN<<Deployment unit>>
VM module VM User management
A <<Deployment unit>>
“Rights“ management
functional RM{ A <<Deployment unit>>
modules A-B,\;Z to A tine /billi
provide.RMI as ceotinein/billing
specified in ISO
18541-1
optional
H <<Hardware system>>
Parts orderihg system
ﬂ«
L~
&
User DB Logging DB

Key
1 wired/wireless connection between “vehicle” and “independent operator system” with VCI protocol module

2 alternative means of connection as defined in TREQ-8 between “vehicle” and “independent operator system”
without VCI protocol module

Figure 3 — Example for thick client architecture

Figure 4 illustrates an example for the implementation of a VM RMI application following a so-called
“thin client” software distribution pattern. The application software resides only on the server and
is not downloaded to the client. In the client system only modules for web-based navigation, display

12 © IS0 2021 - All rights reserved
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and communication with the server, the vehicle, the certificate hardware and the trust centre are
implemented. All use cases are executed using the server application software.

H <<Hardware system>>
Independent operator system
A <<Deployment unit>> A <<Deployment unit>>
VM module CSP / PKCS#11 API
I <<Execution unit>> (
H| <<Hardware system>> ,(1,
. ¢ — | Web browser (1/,
V¢hicle - 2 > <
~ N
N P
\ I <<Execution unit>>
1 Windows OS
H| <<Hardware system>> / A <<Deployment unit>> A <<Deployntent unit>>
V(I A Communication OCSP API
~X registration/login
download
- 3 ti
H <<Hardware system>> A \\\ acceps/operation
Vehicle manufacturer/RMI system \\)
(%)
I <<Execution unit>>
Web server
A <<Deployment unit>> A <<Deployment unit>>
VM module \O VM user management
0\\(): A <<Deployment unit>>
C) “Rights“ management
*  functional RMI 3
A <<Depl t unit>>
modules A, B, .., Z to e'p oyITlejn Hi
- ) provide RMI as Accounting/billing

& specified in ISO
18541-1

T

optional

H| <<Hardware systegm"zJ P
v

Pdrts ordering sys

R

—] ]
]

User DB Logging DB

Key
1 wired/wireless connection between “vehicle” and “independent operator system” with VCI protocol module

2 alternative means of connection as defined in TREQ-8 between “vehicle” and “independent operator system”
without VCI protocol module

Figure 4 — Example for thin client architecture
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8 Requirements cluster 3 — External interfaces

8.1 [TREQ-9] Vehicle communication interface (VCI)

Table 10 defines the requirements for the vehicle communication interface.

Table 10 — [TREQ-9] Vehicle communication interface (VCI)

REQ #

TREQ-9

Main title

Requirements for the vehicle communication interface (VCI)

Requirem;
definition

ent

The vehicle shall be connected to the diagnostics or programming application via a vehjficle
communication interface (VCI) either compliant to the modular vehicle communicationinterface
(MVCI) according to ISO 22900-2 (D-PDU API), or SAE J2534 pass-thru according to SAEJ253¢-1

and SAE J2534-2 for diagnosis according to use case 6.3 and updating and repldding mod
according to use cases in cluster 7 of ISO 18541-1:2021.

The diagnostic and programming application may be integrated in the,RMI system or
separately.

les

Fun

tion

Brief descy

=

p-

The VM RMI website shall inform the user about the VCI standards supported under the r
vant use cases.

When the VM RMI system supports [SO 22900-2 then the VM RMIsystem will support the D-J
APl as specified in ISO 22900-2 (D-PDU API), so that differentMVCI providers can communig

via this API with the VM RMI system application for updating and replacing modules and ifte-

grated diagnostics. A software driver for the specificMVCI shall be provided by the MVCI
manufacturer and shall be installed in the [0 PC insaddition to the VM RMI system softw
Figure 5 illustrates the ISO 22900-2 structure, components and interfaces.

When the VM RMI system supports the SAE J2534 series of pass-thru standards then the
RMI system will support the pass-thru APlas specified in the SAE J2534-1 and SAE J253
recommended practice, so that differentpass-thru VCI providers can communicate via

API with the VM RMI system application for updating and replacing modules and integrgted

diagnostics. A software driver for the'specific SAE J2534 series pass-thru VCI shall be provi
by the pass-thru device tool manufacturer and shall be installed in the IO PC in addition to
VM RMI system software. Figure 6 illustrates the SAE J2534 series structure, components
interfaces.

There may be many MV€l/pass-thru VCI providers for the vehicles and RMI system of one
[tis up to the IO to make a provider choice.

NOTE Itisthé VICI tool manufacturer's decision which vehicle communication protocols
implemented mthe VCI.

In additienite’the above interfaces Ethernet, serial cable or LAN interface and alternative md
like CD; DVD or memory stick may also be used for infotainment systems (e.g. navigation {
temsjtelephone) but on the condition that no proprietary communication software (e.g. driy
or plugins) and hardware is required.

ble-

DU
ate

ool
hre.

VM
-2
his
Hed

the
hnd

/M.

are

dia

ys-
ers

Classificat]

ion

Mandatory

Figure 5 il

ustrates the ECU programming/diagnostic runtime system as part of the VM's RMI sys

em

with support for the ISO 22900-2 MVCI D-PDU API-compatible VCI.

The ECU programming/diagnostic runtime system consists of:

— atleast one application, e.g. ECU programming;

— an IS0 22900-2 MVCI D-PDU API compatible Microsoft Windows™2) DLL provided by the VCI tool
manufacturer;

2) Microsoft Windows is the trademark of a product supplied by Microsoft. This information is given for the
convenience of users of this document and does not constitute an endorsement by ISO of the product named.
Equivalent products may be used if they can be shown to lead to the same results.

14
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— alternative '1":

— anMVCI protocol module with vehicle communication protocols (see NOTE in Table 10) provided
by the VCI tool manufacturer;

— an MVCI protocol module with a standardized diagnostic connector to connect to the vehicle.
It is important to be aware of possible region-specific legislation regarding the standardized
diagnostic connector, e.g. the ISO 15031-3 compatible diagnostic connector as used for light
passenger cars.

— alternative '2":

— alternative means of connection as defined in TREQ-8 between “vehicle” and,“irjdependent
operator system” without VCI protocol module.

|
ECU programming / diagnostic runtime system |
|

Application | Application 11 Application 111 Application IV

i Altérnative
| ~eans, e.g. :

|

|

|

|

|
......... * | VM respopsiblity

o

|

|

DVD '

IS0 22900-2 MVCI D-PDU API

P S S, S SRS L 4
§ Tool supplier A § ;

>

|
|
|
|
|
|
|
|
|
|
MVCI protocol modnle :
|
|
|
|
|
|
|
|
|

|
|
|
|
: / MVCI proyider’s
I / respondiblity
|
| Tool supplier A 2
| 1\ PR I.)B ........... , \ /
| ; E /
: i Priotpcol sriver(s) i /
| ; :
| € o e cccccccccccccccccanaad /
|
Lo N ____ % ___________ [ [ N
____________________________ S
| |
: )/ [
|
I diagnostic alternative I
: connector interface : VM respoTsiblity
: ECU | ' ' > ECU :
' Vehicle [
.- - L N

Key
1 wired/wireless connection between “vehicle” and “independent operator system” with VCI protocol module

2 alternative means of connection as defined in TREQ-8 between “vehicle” and “independent operator system”
without VCI protocol module

Figure 5 — ISO 22900-2 MVCI D-PDU API-compatible VCI
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Figure 6 illustrates the ECU programming/diagnostic runtime system as part of the VM's RMI system
with support for the SAE J2534 series pass-thru API-compatible VCI.

The ECU programming/diagnostic runtime system shall consist of:

— atleast one application, e.g. ECU programming;

— an SAE J2534-1 and SAE ]J2534-2 pass-thru API compatible Microsoft Windows™ DLL provided by
the VCI tool manufacturer;

— alternative '1":

— a
pr
— an|
to

re
di

— altern

— alt
op

pass-thru protocol module with vehicle communication protocols (see NOTE in Table|10)
bvided by the VCI tool manufacturer;

SAE ]2534 series pass-thru API-compatible VCI with a standardized diagnostic conneftor
connect to the vehicle. The standardized diagnostic connector shall be aceording to|the
quirements specified in the country-specific legislation, e.g. the ISO 15631-3 compatfible
hgnostic connector as used for light passenger cars.

htive '2";

ernative means of connection as defined in TREQ-8 betweemy‘vehicle” and “independent
erator system” without pass-thru protocol module.

16

© ISO 2021 - All rights reserved


https://standardsiso.com/api/?name=fab69d1e9aa62277d3b73b3af67485cc

ISO 18541-2:2021(E)

|
ECU programming / diagnostic runtime system I
|

Application [

Application II Application 1II Application 1V

i Alternative
i means, e.g. :
i DVD

VM responsiblity

Tool supplier A : ;

SAE J2534 pass-thru API

|
|
|
|
|
|
|
]
|
|
VCI protocol module :
|
|
|
|
|
|
|
|
|

Key)

8.2

VCI prov
respons
1 | 2 /
Tool supplier A \ /
s g /
i Protocol driver(s) ! )
Lececccccccccccccccccccaaaas /
____________________________ A NN
_____________ /o
[
)/ [
[
diagnostic alternative |
connector interface : VM respo
- I I | ECU |
Vehicle I
[ N

wired/wireless connectionrbetween “vehicle” and “independent operator system” with VCI protoc

alternative means of-connection as defined in TREQ-8 between “vehicle” and “independent oper
without VCI protdeol'module

[TREQ-10] Trust centre (certificate management)

Figure 6 — SAE J2534 series pass-thru API-compatible VCI

ider’s

iblity

psiblity

pl module

4

htor system’

In case access to security-related RMI is provided following the SERMI scheme, the technical
requirements defined in Annex A shall apply.

8.3 [TREQ-11] Parts ordering for security-related features

Table 11 defines the requirements for the parts ordering for security-related features.

Table 11 — [TREQ-11] Parts ordering for security-related features

REQ #

TREQ-11

Main title

Requirements for the parts ordering for security-related features

© IS0 2021 - All rights reserved
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Table 11 (continued)

REQ #

TREQ-11

Requirement
definition

In cases where ordering of security-related parts is needed, this ordering shall be facilitated
either online or offline where appropriate.

Brief descrip-
tion

If and only if security-related parts (pre-programmed or programmable parts, e.g. keys or
ECUs) can be ordered online, then an interface from the VM RMI system shall be provided to
facilitate the ordering.

This interface shall only be accessible for an [0 with an appropriate access level granted by the VM.

The ordering process to be followed will be VM-specific. Some VMs may provide access to an

online parts ordering system, other VMs may require this ordering process to be condudted
via the authorized repair network.

There are different ways and concepts for the implementation of security-related.featuref so
that the repair doesn’t require the ordering of pre-programmed or programmable parts,|e.g.
keys and ECUs.

Classificatjion

Mandatory

8.4 [TREQ-12] Partnered accessory provider systems

Table 12 de¢fines the requirements for the partnered accessory provider systems.

Table 12 — [TREQ-12] Partnered accessory ptovider systems

REQ # TREQ-12

Main title Requirements for the partnered accessory prowider systems

Requirement |The VM RMI system shall support an interface or offer a link to a system of the accessory gjro-
definition vider for RMI for the accessories.

Brief descyip- |For the purposes of meeting the requirément a minimum interface would be a relevant URL.
tion

Classificatfon |Mandatory if the information is@ot contained in the VM RMI system.

9 Requjrements cluster 4 — Technical infrastructure

9.1 [TREQ-13] Type of device

Table 13 de¢fines the requirénjents for the type of device.

Table 13 — [TREQ-13] Type of device

REQ # TREQ-13

Main title Requirements for the type of device

Requirement” |[The VM RMI system shall support [0 PCsandlaptops which fulfil TREQ-13 TREQ-14 and TREQ-
definition 15 as client interfaces that are connected to the Internet.

Briefdescrip- |Thedevicesshall be able to communicate via Internet. Other types of devices may be considered
tion in the future depending on the overall technological evolution.

Classification |Mandatory

9.2 [TREQ-14] PCrequirements

Table 14 defines the requirements for the PC.

18
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Table 14 — [TREQ-14] PC requirements

REQ # TREQ-14

Main title Requirements for the PC

Requirement |The VM RMI system shall support a “fit for purpose” and commercially available PC.

definition

Brief descrip- |A “fit-for-purpose” and commercially available PC, laptop, etc. installed with an operating sys-

tion tem that is currently supported by the operating system supplier is considered to be used by
the 10s. Refer to VM-RMI website for "fit-for-purpose” requirements.

Classification |Mandatory

9.3

Table 15 defines the requirements for the operating systems.

[TREQ-15] Operating systems

Table 15 — [TREQ-15] Operating systems

RE(Q) # TREQ-15

Majn title Requirements concerning operating systems

Requirement |The VM shall ensure that the VM applications runningon the IO client are able to fun on a fit-
deffinition for-purpose commercially available PC as specified\in 9.2.

Brief descrip- |See brief description in 9.2.

tion

Classification |Mandatory

9.4

Table 16 defines the requirements for the webbrowsers.

[TREQ-16] Web browsers

Table 16'— [TREQ-16] Web browsers

RE() # TREQ-16

Majn title Requirements-far Web browsers

Requirement |The VM RMI system shall support at least one web browser which can run on a fit-for-purpose

de%nition commercially available PC as specified in 9.2.

Brifef descrip- |Ausagélevelis considered sufficient when the browser is Microsoft-Windows basefl and listed

tion under the top 5 according to the acknowledged publisher of statistical usage datj, e.g. “Stat-
Ceunter Global Stats”, “W3Counter”.
The supported web browser version shall be freely available and downloadable frpm the web
browser supplier site.

Clajssification |Mandatory

9.5 |TREQ-17] Presentation formats for information packages

Table 17 defines the requirements for the presentation formats for information packages.

Table 17 — [TREQ-17] Presentation formats for information packages

REQ # TREQ-17

Main title Requirements for the presentation formats for information packages

Requirement |The information packages shall be presented using open text and graphic formats or formats

definition that can be viewed and printed using only standard software plug-ins that are freely available,
easy to install, and that run under computer operating systems, as listed in Table 15.

© IS0 2021 - All rights reserved 19
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Table 17 (continued)
REQ # TREQ-17
Briefdescrip- |PDF, HTML, JPG, PNG are examples of open text and open graphic formats as implied by the
tion requirements.
Classification |Mandatory

9.6 [TREQ-18] Internet connection

Table 18 defines the requirements for the Internet connection.

Table 18 — [TREQ-18] Internet connection

REQ # TREQ-18

Main title Requirements for the Internet connection

Requiremé¢nt |VM recommendations for Internet connection parameters shall be publishéd by each VM.

definition The VM application shall use known standard communication ports for any standard exteinal
protocols used within the application, e.g. http (80), https (443), ftp{21); for reference see pgrts
up to 1023 in the standard ports list (RFC 1700). For internal communication local to th¢ 10
Client any port above 1023 can be used.
VM software shall work with NAT (Network Address Translation) if the I0 uses NAT.

Brief descrip- |Seerequirement definition.

tion

Classification |Mandatory

9.7 |[TREQ-19] Performance of the VM RMI systém

Table 19 d¢fines the requirements for the performance of the VM RMI system.

Table 19 — [TREQ-19]-Rerformance of the VM RMI system

REQ # TREQ-19

Main title Requirements for the-performance of the VM RMI system

Requirement |The performance of the VM RMI system for an 10 shall be equivalent to the performance fof an

definition AR considering the‘performance implications of using the Internet connection and the spgci-
fication for the’RPC.

Brief descrip- |See requirement definition.

tion

Classificatfon |Mandatory

10 Requjréments cluster 5 — Co-existence of VM software on IO client

10.1 [TREQ-20] Requirements for installing VM-specific software on the IO client

Table 20 defines the requirements for installing VM-specific software on the IO client.

Table 20 — [TREQ-20] Requirements for installing VM-specific software on the 10 client

REQ # TREQ-20
Main title Requirements for installing VM-specific software on the 10 client
20 © IS0 2021 - All rights reserved
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Table 20 (continued)

REQ #

TREQ-20

Requirement
definition

If any VM-specific software is to be installed on the IO client it shall act in such a way that the
functionality of the 10 PC/laptop is unaffected when the VM software is not running, except
for VM installed software files.

In cases where the VM software installations on the IO client side cannot be performed without
10 cooperation, the 10 shall take the necessary steps to facilitate the installation following the
instructions from the VM.

Brief descrip-

The VM shall checkatleastthe following properties for the supportof their software (ifthere is no specific

tioxr

ASA W v PR | - o b | 1 XN Al 1 . 1 1L e L o 1 1 e s 1' d
VIV SOTTWAT € t0 DT TS talled, v IVI ITdsS OIILy TO CITCCK 10T SUpPPOT toT a staltadr oper atilg sorcware das iste )

— Ifconnected devices (card reader, MVCI, pass-thru VCI, etc.) are used, they'shalll be applied
with the tool manufacturer's driver unit.

— Ifruntime-languages/scriptlanguagesareused, whichcanbeinstalledindiffer¢ntversions
in parallel, these different runtime-languages versions can bejinstalled. Conffigurations
shall be made per application. Global configurations shall notbe overwritten,

— If runtime-languages/script languages are used, whieh'eannot be installed irj all version

levels at the same time, the minimum version shallbe.used. Configurations sh|
per application. Global configurations shall not begverwritten;

If additional standard software packages are installed which need general P
(e.g. operating system services, Apache web server), they shall be set up in

hll be made

[ resources
prder to be

used by several applications (e.g. the task'scheduler: existing configurations phall not be
overwritten but adjusted).

— No system libraries/runtime enw%ironment modified, except for the update [to a newer
version.

— No system initialization files modified.

— No autorun entries added without user’s confirmation.

— The installation.shall be contained either in a single folder named uniquely of follow the
platform recommendation (e.g. Microsoft, Java).

— If the VM application requires registry keys” modifications, these shall be dohe either in
the localluser section or follow the platform recommendation (e.g. Microsoft, |NET).

Classification |Mandatory

10.2 [TREQ-21]'\Requirements for updating of installed VM data and applications on the

10 ¢lient

Tabje 21 defines the requirements for updating VM-specific software on the IO client.

Tal 1pdating o atidns on the
10 client

REQ # TREQ-21

Main title Requirements for updating VM-specific software on the 10 client

Requirement |Installed VM data and applications on the IO client shall be maintained by checking the validity

definition of the data and application when the application is running, and, where necessary, providing

updates to the application but only with user consent. In addition to the actual VM applications
web browser plugins or further base software components might be updated by the VM.

Updates of the VM-specific software on the 10 client shall follow the same requirements as
installation of software onto the 10 PC as set out in TREQ-20.
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Table 21 (continued)

REQ # TREQ-21
Briefdescrip- |The following installed VM data and applications and optionally also plugins and other
tion base software components at the 10 site shall be administered by the VM based on:

— installed application version at the IO site;
— current version information available;

— downloaded data validity.

In cases where the VM software installations and updates on the client side cannot be perforllled
without IO cooperation, the 10 shall take the necessary steps to facilitate the installation or
update following the instructions from the VM.

Classificatfon |Mandatory

10.3 [TREQ-22] Requirements for the operation of VM-specific software-on the 10 client

Table 22 de¢fines the requirements for the operation of VM-specific software on(the 10 client.

Table 22 — [TREQ-22] Requirements for the operation of VM-specific software on the 10 cli¢nt

REQ # TREQ-22

Main title Requirements for the operation of VM-specific software-on the 10 client

Requireme¢nt |Any VM-specific software on the IO client shall be responsible for resetting the PC/laptop system
definition configuration to the same state as it was before it’started, excepting the VM-specific software

configuration and general-purpose services ahd processes.

Brief descyip- |Ifchangesare made to the configuration oftthe I0 PC/laptop, these changes shall be reset atfthe
tion end of the execution of the VM-specific'software, e.g. screen resolution, disabling of browser
functions.

Used resources shall be released-when the VM-specific software completes execution andfare
closed wherever possible unless:the user agreed otherwise during the application installagion
or via user specific configuration (e.g. connection to VCI device, communication port, usp of
libraries):
— VM application $pecific processes and services shall not be running once the actual [VM

application's execution is terminated;

— the VM application shall not terminate generic processes and services in the IO client (e.g.
TOMCAT,*Apache, antivirus);

— TEPAUDP ports for VM specific processes and services shall not be in use once the [VM
application is terminated;

= no system libraries/runtime environment modified, except for the update to a neer
version;

— no system Initialization riles modiried.

Classification |Mandatory

10.4 [TREQ-23] Requirements for the uninstalling of VM-specific software on the 10
client

Table 23 defines the requirements for the uninstalling of VM-specific software on the IO client.
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Table 23 — [TREQ-23] Requirements for the uninstalling of VM-specific software on the 10

client
REQ # TREQ-23
Main title Requirements for the uninstalling of VM-specific software on the 10 client
Requirement |The VM-specific software is responsible for removing VM installed software files, data, registry
definition entries and folders when the user requests to uninstall the VM software.
Brief descrip- |The VM-specific software shall include a procedure for a complete removing of VM installed
tion software files, data, registry entries and folders when the user requests to uninstall.
User specific data shall only be removed if confirmed by the user except VM RMI-specific ad-
justments or preferences of the VM RMI-specific software.
If additional standard software packages were installed which need general P€ resources (e.g.
operating system services, Apache web server), they shall not be removed ifrequirfed by other
applications.
Clafssification |Mandatory

10.

[TREQ-24] Requirements for restoring in case of an abnormal termination|of the
-specific software on the 10 client

Table 24 defines the requirements for restoring in case of an abnormal termination of the YM-specific

soffware on the IO client.
Thble 24 — [TREQ-24] Requirements for restoring inrcase of an abnormal terminatipn of the
VM-specific software on the 10 client

REQ # TREQ-24

Majn title Requirements for restoring in case of an abnormal termination of the VM-speciffc software
on the 10 client

Requirement |In case of an abnormal termination the VM specific software shall make best endleavours to

deffinition restore the PC/laptop system configuration to the same state as after a normal términation,
at the next invocation/eall of the VM-specific software.

Brief descrip- |Atthe start of VM-specific software it shall be possible to recognize there has beep an abnor-

tion mal termination-in order to attempt to restore a consistent configuration state wjith regards
to VM-specific installed software services and configuration files. The user will He informed
about the aetions put in place to this aim.

Clajssification |Mandatory

11|Requirements cluster 6 — Operations

111 [TREQ-25] VM RMI system availability time

Tab’e 25 defines the requirements related to the VM RMI system availability time.

Table 25 — [TREQ-25] VM RMI system availability time

REQ # TREQ-25

Main title Requirements for the VM RMI system availability time

Requirement |The system shall be available except for scheduled maintenance downtime for the system or
definition part of the system.
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Table 25 (continued)

REQ #

TREQ-25

Brief descrip-
tion

The system shall be available 24 hours, 7 days a week except for scheduled maintenance down-
time for the system or part of the system.

The scheduled maintenance downtime notification period for the VM RMI system shall be the
same for both an AR and an [0. [Os accessing the system during this time period should get the
notification that some operations like re-programming may be interrupted by the maintenance
downtime. The period of maintenance will depend on the type being carried out but will also
form part of the notification, e.g. ‘Maintenance on June 21st, 2011 for 2 h startingat 22:00 (CET)".
Date, time and time zone shall be indicated. Where possible this maintenance should be carried

out outside of normal working hours.

Emergency maintenance or failure of the VM RMI system shall be notified ‘normal setryice ill
be resumed as soon as possible’ or text with a similar meaning. It is the user’s responsibility to
continue to try and connect to the service as it is not possible to notify in this instance.

Classificatjion

Mandatory

11.2 [TREQ-26] Support for the usage of the VM RMI system

Table 26 de¢fines the requirements for the support for the usage of the VM RMIsystem.

Table 26 — [TREQ-26] Support for the usage of the VM RMI system

REQ # TREQ-26

Main title Requirements for the support for the usage of the VM RMI system
Requiremé¢nt |The VM shall offer a support to assist the usexs.n the usage of his RMI system.
definition

Brief descrip-
tion

A “user manual” shall be made available“online or for download from the VM RMI webkite
homepage. Alternatively, the VM canprovide a context sensitive online help.

Online supportin the form of a FAQshall be available to assist the user. This shall be accessjble
from the VM RMI website.

Email contact shall be available for registered users for issues not covered or understpod
within the FAQ.

Additional support,e.g-user help desk, only if provided to authorized repairers and to the sgme
level and conditions:

Classificatjion

Mandatory withone optional part

11.3 [TREQ-27] Operation of the 10 PC

Table 27 de¢fines thé.requirements for the operation of the 10 PC.

Table 27 — [TREQ-27] Operation of the 10 PC

REQ # TREQ-27

Main title Requirements for the operation of the 10 PC

Requirement |The IO shall keep the PC or laptop in an adequate state to allow the proper execution of the
definition RMI functionality.
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Table 27 (continued)
REQ # TREQ-27
Briefdescrip- |The following are the recommendations for the operation of the IO PC.
tion — The I0 PC shall be connected to the Internet and be dedicated to operations required for
the servicing and maintenance of vehicles. This is to avoid security threats, application
conflicts and performance loss.
— AnIT security protection system shall be installed and shall be kept up to date.
— The system firewall shall be activated, and the 10 shall ensure that any firewall settings
Shall ot intertere with the installation process and are in accordance with tije technical
settings for the firewall access issued by each VM.
— The IO PC operating system and other relevant software infrastructure shall be kept up
to date by the IO, i.e. migrating to the requirements in TREQ-13 - TREQ-17.
During data transfer operations the computer shall be dedicated to this.task as therg is a danger
of an interruption in communication resulting in a failed operatiox.
10 shall comply with VM-specific requirements for the administration of downloaded VM data
at the 10 location e.g. as documented in the VM's terms and conditions.
Classification |Mandatory

12|Requirements cluster 7 — [TREQ-28] Functignal user interface

Tabje 28 includes the reference to ISO 18541-3 functionahutser interface requirements.

Table 28 — [TREQ-28] Requirements cluster 7 — Functional user interface

REQ # TREQ-28

Majn title Requirements for the functignal user interface

Requirement |This requirements clustettincludes the reference to the ISO 18541-3 functional usgr interface
de$nition of the VM RMI system:.

Brifef descrip- |Seerequirement definition.

tion

Classification |Mandatory,
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Annex A
(normative)

Requirements for access to security-related RMI according to
SERMI scheme

A1l Genleral

This anney specifies requirements for granting access to security-related RMI according te the SERMI
scheme.

If the SERMI scheme is applied, the following modified requirements shall be-considered. [The
modificatipns are marked in italics.

A.2 [TREQ-1] General access-related data administration

Table A.1 defines the requirements for the general access-related data administration.

Table A.1 — General access-related data‘administration

REQ # TREQ-1

Main title General access-related data administration

Requireme¢nt |The VM allows access to the RMI system*depending on the storage of some data:

definition — for user registration;

— agreement to terms and conditions;

— any other data required by local legislation;

— for user login and access data recovery;

— for invoicing;

— for physieal delivery of material if needed;

— forlogging of any access to security-related RMI, see SERMI;

—_for logging of any access to ECU replacing/update (in case of liability issues);

= to be able to disable a user, see ISO 18541-1 use case UC 1.5 "request to delete [the
registration of an I0 employee";

Brief descrip- | The VM shall administer data on UsSers, on pay ment, On access events to security-related RMI
tion and on access events to general RMI content. It is important to be aware of any data or privacy
protection legislation when administering this data.

Classification |Mandatory

A.3 [TREQ-3] Administration of I0 employee data by the VM

Table A.2 defines the requirements for the administration of IO employee data by the VM.
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