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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through 1SO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely voluntary,
the results of Committee actions are termed Recommendations and are not in themselves
considered binding on any Agency.

CCSDS Recommendations take two forms: Recommended Standards that are prescript{ve

es not imply a commitment by any Agency or organization to implement |its
endations in a prescriptive sense.

No later than five years from its date of issuance, this, Recommended Practice will |be
reviewed by the CCSDS to determine whether it should; (1) remain in effect without change;
(2) bg¢ changed to reflect the impact of new technologies, new requirements, or ngw
directions; or (3) be retired or canceled.

In those instances when a new version of(@ Recommended Practice is issued, existing
CCSDS-related member Practices and implementations are not negated or deemed to be ngn-
CCSDS compatible. It is the responsibility of each member to determine when such Practi¢es
or implementations are to be modified. Each member is, however, strongly encouraged|to
direct |planning for its new Praetices and implementations towards the later version of the
Recommended Practice.
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FOREWORD

This document is a technical Recommended Practice for use in developing ground systems
for space missions and has been prepared by the Consultative Committee for Space Data
stems (CCSDS). The Application Program Interface described herein is intended for
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C(CSDS Space Link Extension—Application = September  Current issue:
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— differentiates
applicability by SLE
service specifidation
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— updates references.

NQTE - Substantive changes from the ptevious issue are marked with change bars|in the
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INTRODUCTION

1.1 PURPOSE

The Recommended Practice Space Link Extension—Application Program Interface for
Transfer Services—Core Specification (reference [3]) specifies a C++ API for CCSDS Space

Link Extension Transfer Services.

implementing SLE transfer services.

The API is intended for use by application programs
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1.

Th

It

Th

r

in1plementations supporting the Return All Frames service in addition to the specifica
efe

ference [3] defines the architecture of the API and the functionality on a genetie
ich is independent of specific SLE services and communication technologies.) It
cessary to add service type-specific specifications in supplemental [ReComn
actices.  The purpose of this document is to specify extensions to the API need
pport of the Return All Frames (RAF) service defined in reference [2].

SCOPE

is Recommended Practice defines extensions to the SLE API in terms of:
a) the RAF-specific functionality provided by APl gemponents;
b) the RAF-specific interfaces provided by API‘¢omponents; and

c) the externally visible behavior associated with the RAF interfaces exported
components.

loes not specify
a) individual implementations-or products;
b) the internal design of the components; and

c¢) the technology used for communications.

is Recommendcd’ Practice defines only interfaces and behavior that must be provig

rence [3}.

level,
s thus
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ed for

by the

led by
lion in
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1.3 APPLICABILITY

The Application Program Interface specified in this document supports three versions of the
Return All Frames service, namely:

a) Generation 1 identified by the version number 1 in the BIND operation, as specified
by reference [C2];

b)| Generation 2 identified by the version number 2 in the BIND operation, as speeified
by reference [C3];

c¢)| Generation 3 identified by the version number 4 in the BIND operation, as specified
by reference [2].

NOTH — The use of the term ‘Generation’ follows the definition in the API Core
Specification (reference [3]) where it is used to classify all SLE Transfer
Services.

Support for Generation 1 and Generation 2 of this service is included for backwigrd
compdtibility purposes for a limited time and may not be continued in future versions of this
specification. Support for Generation 1 (i.e., version 1 of'the RAF service) implies that SLE
API ithplementations of this specification are able toxinteroperate with peer SLE systems that
complly with the specification of the Transport Mapping Layer (TML) in ‘Specification of a
SLE API Proxy for TCP/IP and ASN.1°, ESOC; SLES-SW-API-0002-TOS-GCI, Issue 1.1,
Februgry 2001. For Generation 2 and 3 of'these services, SLE API implementations of this
specification are able to interoperate ~with peer SLE systems that comply with the
specif]cation of the Transport Mapping Layer (TML) in reference [CS5].

Providions within this Recommended Practice that are specific for one or more generatigns
are marked as follows:

— | [Gn:] for provisiens Specific to Generation n;

— | [Gn,m:] forprovisions specific to Generation n and Generation m.

Providions that.apply to all generations are not marked. That implies that for a Recommended
Practi¢e supporting all generations with the same application program interface, [no
genergtion'markers are present.

1.4 RATIONALE

This Recommended Practice specifies the mapping of the RAF service specification to
specific functions and parameters of the SLE API. It also specifies the distribution of
responsibility for specific functions between SLE API software and application software.

The goal of this Recommended Practice is to create a standard for interoperability between:

CCSDS 915.1-M-2 Page 1-2 September 2015
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a) application software using the SLE API and SLE API software implementing the SLE

API; and

b) service user and service provider applications communicating with each other using

the SLE API on both sides.

This interoperability standard also allows exchangeability of different products implementing the
SLE AP], as long as they adhere to the interface specification of this Recommended Practice.

1.5

1.5

TH

TH
SL
on|

4

.1

a)

b)

c)

d)

e)
f)

3.2

a)

b

DOCUMENT STRUCTURE

is document is organized as follows:

e SLE suite of Recommended Standards is based on the cross support model defined
E Reference’Model (reference [1]). The services defined by the reference model con
e of the three types of Cross Support Services:

ORGANIZATION

section 1 provides purpose and scope of this specification, identifies conventior
lists definitions and references used throughout the document;

section 2 provides an overview of the RAF seryice ‘and describes the API
extension including support for the RAF service;

section 3 contains detailed specifications forthe API components and for applid
using the API;

annex A provides a formal specification of the API interfaces and data types sj
to the RAF service;

annex B lists all acronyms usgd within this document;

annex C lists informatiye references.

SLE SERVICE-DOCUMENTATION TREE

Part 1: SLE Services;

1S, and

model

ations

pecific

in the
stitute

Part 2: Ground Domain Services; and

c)

Part 3: Ground Communications Services.

The SLE services are further divided into SLE service management and SLE transfer
services.

The basic organization of the SLE services and SLE documentation is shown in figure 1-1.
The various documents are described in the following paragraphs.

CCSDS 915.1-M-2 Page 1-3 September 2015
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Space Link Extension
Cross Support Cross Support Concept : SLE Executive :
PRefe.rence MOd?I Part 1: SLE Services ' Summary '
art 1: SLE Services 1 1
1 1
L
SLE Transfer Services
Forward SLE Service Return SLE Service Internet Protocol for SLE Service
Specifications Specifications Transfer Services Management Suite
SLE API for Transfer Services
__________ |
I Core Specification | Summary of
: | Concept and
| I Rationale
I I
I I
e a
i rorward h i et “h
Forward | Return | L
I SLE Service I :_i I SLE Service | ﬂ PApp“Ca“O”,
I Specifications | /! I Specifications | 1! rogéar_nmers
[ [H uide
' i i
! i ! Hh
_________ a4 —_—— e ——— e — — ]
T T
) Recommended U771 [T Recommended !
Legehd; Standard (Blue) Report(Green) E Report (Yellow) ! !_ Practice (Magenta) :
Figure 1-1: SEE Services and SLE API Documentation
a)| Cross Support ‘Reference Model—Part 1: Space Link Extension Services,| a
Recommended “Standard that defines the framework and terminology for the
specificatien-0f SLE services.
b)| Cross Support Concept—Part 1: Space Link Extension Services, a Report introducing
the concepts of cross support and the SLE services.
C) CAhgea [ in Lvtoncaon Seopmiicaoc E‘vnﬁqlfi1yvc Summary, an Administrati‘v’e Re“ It

z
OPpACC— 1T LATCRSTOTT— DT ittty 1T7NCCUT

providing an overview of Space Link Extension (SLE) Services. It is designed to
assist readers with their review of existing and future SLE documentation.

d) Forward SLE Service Specifications, a set of Recommended Standards that provide
specifications of all forward link SLE services.

e) Return SLE Service Specifications, a set of Recommended Standards that provide
specifications of all return link SLE services.
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f) Internet Protocol for Transfer Services, a Recommended Standard providing the

g)

h)

specification of the wire protocol used for SLE transfer services.

SLE Service Management Specifications, a set of Recommended Standards that

establish the basis of SLE service management.

Application Program Interface for Transfer Services—Core Specification, a
Recommended Practice document specifying the generic part of the API for SLE

transfer services.

1.6 DEFINITIONS, NOMENCLAFURE, AND CONVENTIONS

1.6.1

1.6.1.1 Definitions from SLE Reference Model

ThHis Recommended Praetice makes use of the following terms defined in reference [1]:

a)

1) Application Program Interface for Transfer Services—Summary of Concept and

Rationale, a Report describing the concept and rationale for specification and

implementation of a Application Program Interface for SLE Transfer Services.

J) Application Program Interface for Return Services, a set of Recemmended Practice

documents specifying the service type-specific extensions of/the API for retufn link

SLE services.

k) Application Program Interface for Forward Services,za set of Recommended Practice

documents specifying the service type-specific extefisions of the API for forward link

SLE services.

software developers using the APL

DEFINITIONS

Return Adl'Frames service (RAF service);
operation;
service provider (provider);

Service 1l
DoV ToT

1) Application Program Interface for Transfer Services—Application Prograq;mer K
Guide, a Report containing guidance material and software source code examp

es for

SLE transfer service instance;
SLE transfer service production;

SLE transfer service provision.

CCSDS 915.1-M-2 Page 1-5
© 1SO 2016 — All rights reserved

September 2015


https://standardsiso.com/api/?name=b368120cd1b5c5ff6ce1b2be7b3784e3

1.6.1.2 Definitions from RAF Service

CCSDS RECOMMENDED PRACTICE: API FOR THE SLE RAF SERVICE

ISO 18442:2016(E)

This Recommended Practice makes use of the following terms defined in reference [2]:

a)
b)

c)

association;
communications service;

confirmed operation;

d)
e)
f)

g)
h)

3

k)
D

1.6.1.3

This Recommended Practice makes use of the following terms defined in reference [5]:

a)

delivery mode;
invocation;

latency limit;

lock status;

notification;

offline processing latency;
parameter;

performance;

port identifier;

production status;

return;

service instance provision period;

transfer buffer;

unconfirmed operation.

Definitioens from ASN.1 Specification

Object Identifier;

b)

1.6.1.4 Definitions from UML Specification

Octet String.

This Recommended Practice makes use of the following terms defined in reference [C9]:

a)

Attribute;

CCSDS 915.1-M-2

September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=b368120cd1b5c5ff6ce1b2be7b3784e3

ISO 18442:2016(E)

CCSDS RECOMMENDED PRACTICE: API FOR THE SLE RAF SERVICE

b) Base Class;
c) Class;

d) Data Type;
e) Interface;

f) Method.

1.41.1.5 Definitions from API Core Specification

This Recommended Practice makes use of the following terms defined in refefence [3]:

a) Application Program Interface;

b) Component.

1.¢.2 NOMENCLATURE

1.6.2.1 Normative Text

THe following conventions apply for the normative specifications in this Recomny

St

indard:

a) the words ‘shall’ and ‘must’ imply-a binding and verifiable specification;
b) the word ‘should’ implies an@ptional, but desirable, specification;

c) the word ‘may’ implies,ah.optional specification;

d) the words ‘is’, ‘are’,;and ‘will” imply statements of fact.

NOQTE — These cofventions do not imply constraints on diction in text that is

informfative in nature.

1.6.2.2 Informative Text

lended

clearly

In|thé 'normative sections of this document, informative text is set off from the nornative
S bhoifipatinine At age 100 sn b e e s e oy AL A LTl A g cnlacant i a oo din oo
puUlLl\u“LlUllD VIUIIVI 11T TTUTVS Ul Ulluuvl VUllv Ul UiV 1TUIIVUYVY 1116 OUUSVULIVIL uwuuulso.
—  Overview;
— Background;
— Rationale;
— Discussion.
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1.6.3 CONVENTIONS
This document applies the conventions defined in reference [3].

The RAF-specific model extensions in section 2 are presented using the Unified Modeling
Language (UML) and applying the conventions defined in reference [3].

The RAF-specific specifications for APl components in section 3 are presented using the
conventions specified in reference [3].

The RAF-specific data types and interfaces in annex A are specified in the notation.of the
C++ programming language using the conventions defined in reference [3].

1.7 REFERENCES

The following publications contain provisions which, through reference in this text,
constifute provisions of this document. At the time of publication, the editions indicated
were [valid. All publications are subject to revision, and<users of this document are
encoufaged to investigate the possibility of applying thé{most recent editions of the
publicptions indicated below. The CCSDS Secretariat maintains a register of currently valid
CCSDS publications.

— A list of informative references is provided in annex C.

ross Support Reference Model—Part) 1: Space Link Extension Services. Issue|?2.
ecommendation for Space Data System Standards (Blue Book), CCSDS 910.4-B}2.
ashington, D.C.: CCSDS, October 2005.

[2] S$pace Link Extension—Return All Frames Service Specification. Issue |3.
ecommendation for Space Data System Standards (Blue Book), CCSDS 911.1-B

ashington, D.C.: CESDS, January 2010.

T
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[3] S$pace Link Extenmsion—Application Program Interface for Transfer Services—Core
pecification)Issue 2. Recommendation for Space Data System Practices (Magenta
ook), CCSBS 914.0-M-2. Washington, D.C.: CCSDS, September 2015.
[4] rogramming Languages—C++. 3rd ed. International Standard, ISO/IEC 14882:20] 1.
eneva: ISO, 2011.

[5] Information Technology—Abstract Syntax Notation One (ASN.1): Specification of
Basic Notation. 4th ed. International Standard, ISO/IEC 8824-1:2008. Geneva: ISO,
2008.
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OVERVIEW

2.1 INTRODUCTION

This section describes the extension of the SLE API model in reference [3] for support of the
RAF service. Extensions are needed for the API components API Service Element and SLE

Operations.

In addition to the extensions defined in this section, the component APT Proxy must sypport
enfoding and decoding of RAF-specific protocol data units.

2.2 PACKAGE RAF SERVICE INSTANCES

2.2.1 OVERVIEW

THe RAF extensions to the component API Service Element are defined by the packagg RAF
Service Instances. Figure 2-1 provides an overview of this package. The diagram includes

cld
ap

Th

Th
Pr

Bd

blicable specifications for the RAF service.

e package adds two service instance classes:
a) RAF SI User, supporting the service userrole; and

b) RAF SI Provider, supporting service provider role.

ese classes correspond to the .placeholder classes I<SRV> SI User and I<SR
pvider defined in reference [3].

th classes are able to handle the specific RAF operations.

Far the class RAF SI User, this is the only extension of the base class SI User.

Th

e class RAF SIProvider adds two new interfaces:

paratheters; and

sses from the package API Service Element specified{in" reference [3], which provide

V> SI

a) IRAEVSIAdmin by which the application can set RAF-specific configyration

b), IRAF SIUpdate by which the application must update dynamic status infornllation,

required Ior generation Of status reports.

These interfaces correspond to the placeholder interfaces I<SRV> SIAdmin and
I<SRV> SIUpdate defined in reference [3].

RAF-specific configuration parameters are defined by the internal class RAF Configuration.
The class RAF Status Information defines dynamic status parameters maintained by the
service instance.
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All specifications provided in this section refer to a single service instance. If more than one
service instance is used, each service instance must be configured and updated independently.

2.2.2 COMPONENT CLASS RAF SI USER

The class defines a RAF service instance supporting the service user role. It ensures that SLE
PDUs passed by the application and by the association are supported by the RAF service and
handles the RAF operation objects defined in 2.3. It does not add further features to those

provided by tie base ctass STUSer:
<<CoClass~>
<<Iniedface>> AP1 Service Instance
(fmm APl Service Elemeng) - ~
- rehum timeout peniod
<inizemal->
- <<infemal->
jecfsarrar =l St ser
o= end) ffom APT Service Elbmend)
- report request type
- reporing cycle
<<inierface>>
RAF_SIAdmin
e
T (s<CoClass>> <<dntemal>
RAF Sl Provider RAF Sl User
_ e
<<inlerface>> |
IRAF_SliUpdale
<<infamnal>>
RAF Stalus iInfvmalion
<<inizemal-> - mumber of amor free frames delivered
RAF Conhguralin - mamber of frames delivered
- delivery mode - requesizd frame qualily
- kalency Emi - frame synchronisalion lock
—transier bulfer sze - Symbol Synchromsaion Ik
- subcamier demoduialion lock
- camier demodulalion lock
- produckon stalirs
Figure 2-1: RAF Service Instances
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2.2.3 COMPONENT CLASS RAF SI PROVIDER

2.2.3.1 General

The class defines a RAF service instance supporting the service provider role. It exports the
interfaces TRAF _SIAdmin for configuration of the service instance after creation and
IRAF SIUpdate for update of dynamic status parameters during operation.

2.

2.

Th
co

interface must be called after creation of the service instance.

pa
IS
co

In

2.

TH
n
sel

In
PL

up
TH

2.

stitus parameters defined by the class\RAF Status Information. In order to ensure that the

3.2 Responsibilities
3.2.1 Service Specific Configuration

e service instance implements the interface IRAF SIAdmin to set.the RAF-s]
hfiguration parameters defined by the class RAF Configuration. The methods

rameters (including those set via the interface ISLE SIAdmin) have been set, the 1

nfiguration parameters values are defined and are in the ratige defined in reference [2].

Fameters.

3.2.2 Update of Dynamic Status Parameters

e class implements the interface IRAF SIUpdate. The methods of this interface
ormation is always up to date, all changes of status parameters must be reported

vice instance during its complete lifetime, independent of the state of the service instan

PUs exchanged between the service provider and the service user. The method u
date each of the parameters is defined in 2.2.5.

e interfaee TRAF SIUpdate provides read access to all status parameters.

becific
bf this

When all configyiration

hethod

LE SIAdmin::ConfigCompleted () must be called, This method verifies that all

addition, the interface TRAF SIAdmin provides read access to the configyration

update

status
to the
ce.

addition, the class derives some of the parameters in RAF Status Information fromp RAF

sed to

.3:2.3 Handling of the RAF-GET-PARAMETER Operation

The class responds autonomously to RAF-GET-PARAMETER invocations. It generates the
appropriate RAF-GET-PARAMETER return using the parameters maintained by the classes
RAF Configuration and RAF Status Information.
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2.2.3.2.4 Status Reporting

The class generates RAF-STATUS-REPORT invocations when required using the
parameters maintained by the class RAF Status Information.

2.2.3.2.5 Processing of RAF Protocol Data Units

The class ensures that SLE PDUs passed by the application and by the association are
suppotted by the RAF service and handles the RAF operation objects defined in 2.3.

2.2.4 | INTERNAL CLASS RAF CONFIGURATION

The ¢lass defines the configuration parameters that can be set via-the interfgce
IRAF| SIAdmin. These parameters are defined by reference [2]. Table 2-1 describes how
the sefvice instance uses these parameters.

2.2.5 | INTERNAL CLASS RAF STATUS INFORMATION
The class defines dynamic status parameters handled by theservice instance. The parameters

are defined by reference [2]. Table 2-2 describes howthe service element updates each of the
paramgters and how it uses the parameters.

Table 2-1: RAF Configuration Parameters

Parameter Used for (@M

deliyery-mode handling of the transfer buffer (enables / disables discarding of data)
checkingof PDUs
RAF-GET-PARAMETER returns

latehcy-1limit | handling of the transfer buffer in the ‘timely online’ and ‘complete online’
delivery modes
RAF-GET-PARAMETER returns

trangfer- handling of the transfer buffer
buffkr-size RAF-GET-PARAMETER returns
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Table 2-2: RAF Status Information

Parameter Update Used for
number-of-error- count of RAF-TRANSFER-DATA invocations status reports
free-frames- transmitted with the parameter ‘frame quality’ set
delivered to ‘good’
number-of-frames- count of RAF-TRANSFER-DATA invocations status reports
delivered transmitted
requested-frame- set to ‘undefined’ at configuration time RAF-GHT-
gality extracted from accepted RAF-START invocations PARAMETER
set to ‘undefined’ after RAF—STOP, RAF-PEER-
ABORT and protocol abort
fgame-sync-lock- set by a method of IRAF SIUpdate status reports
sflatus
symbol-sync-lock- set by a method of IRAF SIUpdate status reports
sflatus
sybcarrier-lock- set by a method of IRAF STIUpdate status reports
sflatus
cgrrier-lock- set by a method of IRAF 8 IUpdate status reports
sflatus
production-status set by a method oftIRAF SIUpdate status reports

a) RAF-START;

.3 PACKAGE RAF OPERATIONS

rure 2-2 shows the operation ebject interfaces required for the RAF service. The pj
A\F Operations adds operation objects for the following RAF operations:

b) RAF-TRANSFER-DATA;
¢) RAF-SYNC-NOTIFY;

d) RAF STATUS-REPORT;
) \RAF-GET-PARAMETER.

ickage

For other operations the API uses the common operation objects defined in reference [3].

Table 2-3 maps RAF operations to operation object interfaces.
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Table 2-3: Mapping of RAF Operations to Operation Object Interfaces

RAF Operation Operation Object Interface Defined in Package
RAF-BIND ISLE Bind SLE Operations
RAF-UNBIND ISLE Unbind SLE Operations
RAF-START IRAF Start RAF Operations
RAF-STOP IST .P_Q fop S| E QOperations
RAF-TRANSFER-DATA IRAF TransferData RAF Operations
RAF-3YNC-NOTIFY IRAF SyncNotify RAF Operatiohs
[TRANSFER-BUFFER] (see note) ISLE TransferBuffer SLE Operations
RAF-§CHEDULE-STATUS-REPORT ISLE ScheduleStatusRe |@SLE Operations
port
RAF-§TATUS-REPORT IRAF StatusReport RAF Operations
RAF-GET-PARAMETER IRAF GetParametex RAF Operations
RAF-HEER-ABORT ISLE PeerAbort SLE Operations

NOTH - TRANSFER-BUFFER is a pseudo-operation used to handle the transfer buffer
defined in reference [2].
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<<Interface>>

<<Inheritance>>

ISLE_ConfirmedOperation———————— >

(from SLE Operations)

N

<<Interface>>
ISLE_Operation
(from SLE Operations)

<<Inheritance>>

<<Inheritance>>

<<Inher

tance>>

<<Inheritance>>

<<Interface>>
ISLE_PeerAbort
(from SLE Operations)

<<Inheritance>>

<<Interface>>
ISLE_TransferBuff
(from SLE Operations)

Br

<<Interface>>
IRAF_StatusReport

<<Interface>>
IRAF_SyncNotify

<<Inheritance>>

<<Interface>>
IRAF_TransferData

<<Inhegritance>>

<<Inheri

<<Interface>>
ISLE_Bind
(from SLE Operations)

<<Inhe

<<Interface>>
ISLE_Unbind
(from SLE Operations)

ritance>>

<<Inheritance>>

<<Inhe

itance>>

ance>>

<<Interface>>
IRAF_GetParameter

<<Interface>>
ISLE_Stop
(from SLE Operations)

<<Interface>>

IRAF_Start

<<Interface>>
ISLE_ScheduleStatusReport
(from SLE Operations)

Figure 2-2: RAF Operation Object Interfaces
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2.4 SECURITY ASPECTS OF THE SLE RAF TRANSFER SERVICE

2.4.1 SECURITY BACKGROUND/INTRODUCTION

The SLE transfer services explicitly provide authentication and access control. Additional
security capabilities, if required, are levied on the underlying communication services that
support the SLE transfer services. The SLE transfer services are defined as layered
application services operating over underlying communication services that must meet certain

requirgments of the communicating parties and/or the availability of CCSDS-§tandgrd
commpnication technology profiles and proxy specifications. Different ~underlying
commpnication technology profiles are intended to address not only different performarnce
requirgments but also different security requirements. Missions and service providers are
expecfed to select from these technology profiles to acquire the performance and securjity
capabilities appropriate to the mission. Specification of the. Zvarious underlying
commpnication technologies, and in particular their associated (security provisions, jre
outsidg the scope of this Recommendation.

The SLE RAF transfer service transfers data that originates:on a mission spacecraft. As su¢h,
the SIE RAF transfer service has custody of the data for only a portion of the end-to-end data
path hQetween mission spacecraft and MDOS. Consgquently the ability of an SLE transfer
servicg to secure the transfer of mission spacecraftidata is limited to that portion of the end-
to-end path that is provided by the SLE transfer-service (i.e., the terrestrial link between the
MDOS$ and the ground termination of the space-ground link to the mission spacecraft). End-
to-end security must also involve securingithe data as it crosses the space-ground link, which
can bg provided by some combination-0f securing the mission data itself (e.g., encryption|of
the myssion data within CCSDS space packets) and securing the space-ground link (elg.,
encryption of the physical space-ground link). Thus while the SLE RAF transfer service plays
a role|in the end-to-end security’of the data path, it does not control and cannot ensure that
end-to-end security. This ¢omponent perspective is reflected in the security provisions of the
SLE transfer services.

2.4.2 | STATEMENTS OF SECURITY CONCERNS

2.4.2.1 Overview

This subsection identifies RAF transter service sUpport 10T capabilities that responds to these
security concerns in the areas of data privacy, data integrity, authentication, access control,
availability of resources, and auditing.
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2.4.2.2 Data Privacy (Also Known As Confidentiality)

This SLE RAF transfer service specification does not define explicit data privacy
requirements or capabilities to ensure data privacy. Data privacy is expected to be ensured
outside of the SLE transfer service layer, by the mission application processes that
communicate over the SLE transfer service, in the underlying communication service that lies
under the SLE transfer service, or some combination of both. For example, mission

application processes might apply end-to-end encryption to the contents of the CCSDS space
link—dataunits carried-asdata by the SLE transfer service—Alternatively or inadditign, the

nefwork connection between the SLE entities might be encrypted to provide data privacy in
th¢ underlying communication network.

N

4.2.3 Data Integrity

The SLE RAF transfer service defines and enforces a strict sequence of operations that
copstrain the ability of a third party to inject operation invocations, or returns into the tfansfer
sefvice association between a service user and provider (s€e 4.2.2 in reference [2]). This
copstrains the ability of a third party to seize control of\.dn active RAF transfer dervice
ingtance without detection.

The SLE RAF transfer service requires that the underlying communication service tfansfer
data in sequence, completely and with integrity, without duplication, with flow contrpl that
notifies the application layer in the eventZof congestion, and with notification fo the
application layer in the event that communication between the service user and the gervice
provider is disrupted (see 1.3.1 in reference [2]). No specific mechanisms are identifjed, as
th¢y will be an integral part of the underlying communication service.

()]

2.4.2.4 Authentication

This SLE RAF transfet.service specification defines authentication requirements (see 3[1.5 in
reference [2]), and\defines initiator-identifier, responder-identiffier,
irfvoker-credentials, and performer-credentials parameters of the dervice
operation inwOcations and returns that are used to perform SLE transfer dervice
authentication. The procedure by which SLE transfer service operation invocations and
refurns ‘are authenticated is described in annex F of the Cross Support Service Green Book
(rgference [C4]). The SLE transfer service authentication capability can be selectively] set to
authenticate at omne of three tfevelsauthenticate every mvocation and Teturt, authemnticate only
the BIND operation invocation and return, or perform no authentication. Depending upon the
inherent authentication available from the underlying communication network, the security
environment in which the SLE service user and provider are operating, and the security
requirements of the spaceflight mission, the SLE transfer service authentication level can be
adapted by choosing the SLE operation invocation and returns that shall be authenticated.
Furthermore the mechanism used for generating and checking the credentials and thus the
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level of protection against masquerading (simple or strong authentication) can be selected in
accordance with the results of a threat analysis.

2.4.2.5 Access Control

This SLE RAF transfer service specification defines access control requirements (see 3.1.4 in
reference [2]), and defines initiator-identifier and responder-identifier
parameters _of the service operation invocations and returns that are used to perform SLE
transtj r service access control. The procedure by which access to SLE transfer services| is
contrdlled is described in annex F of the Cross Support Service Green Book (reference{C4|).

2.4.2.6 Availability of Resources

The SLE transfer services are provided via communication networks that-have some limit|to
the repources available to support those SLE transfer services. If¢theése resources can |be
divert¢d from their support of the SLE transfer services (in what-is commonly known|as
“denidl of service”) then the performance of the SLE transfer services may be curtailed|or
inhibifed. This SLE RAF transfer service specification does.nét define explicit capabilities|to
prevent denial of service. Resource availability is expeeted to be ensured by appropriate
capabilities in the underlying communication services The specific capabilities will |be
depenglent upon the technologies used in the underlying communication service and the
securify environment in which the transfer servicgaiser and provider operate.

2.4.2.] Auditing

This SLE RAF transfer service .specification does not define explicit security auditing
requirgments or capabilities. Seetirity auditing is expected to be negotiated and implemented
bilaterfally between the spaceflight mission and the service provider.

2.4.3 | POTENTIAE THREATS AND ATTACK SCENARIOS

The SLE RAF transfer service depends on unspecified mechanisms operating above the SLE
transfgr servicev(between a mission spacecraft application process and its peer applicatj'on

proceds on the ground), underneath the SLE transfer service in the underlying communicatijon
servicg,“Or some combination of both, to ensure data privacy (confidentiality). If no sych
mechanisms are actually implemented, or the mechanisms selected are inadequate or
inappropriate to the network environment in which the mission is operating, an attacker could
read the spacecraft telemetry data contained in the RAF protocol data units as they traverse
the WAN between service user and service provider.

The SLE RAF transfer service constrains the ability of a third party to seize control of an
active SLE transfer service instance, but it does not specify mechanisms that would prevent
an attacker from intercepting the protocol data units and replacing the contents of the data

CCSDS 915.1-M-2 Page 2-10 September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=b368120cd1b5c5ff6ce1b2be7b3784e3

ISO 18442:2016(E)

CCSDS RECOMMENDED PRACTICE: API FOR THE SLE RAF SERVICE

parameter. The prevention of such a replacement attack depends on unspecified mechanisms
operating above the SLE transfer service (between a mission spacecraft application process
and its peer application process on the ground), underneath the SLE transfer service in the
underlying communication service, in bilaterally agreed extra capabilities applied to the SLE
transfer service (e.g., encryption of the data parameter) or some combination of the three. If
no such mechanisms are actually implemented, or the mechanisms selected are inadequate or
inappropriate to the network environment in which the mission is operating, an attacker could
substitute telemetry data without detection.

If
en

the SLE transfer service authentication capability is not used and if authentication

1S not

sured by the underlying communication service, attackers may somehow ~obtain valid

irfitiator-identifier values and use them to initiate SLE transfer s€ivice inStances

by|which they could gain access to spacecraft telemetry data.

THe SLE RAF transfer service depends on unspecified mecharisms operating

(n the

underlying communication service to ensure that the supporting“network has sufificient

IS

implemented, or the mechanisms selected are inadequate-of. inappropriate to the ng

en
frq

If
us
es

2.4

TH
de
alt

—_—

ources to provide sufficient support to legitimate users. If no such mechanisms are a

vironment in which the mission is operating, an attacker could prevent legitimate
m receiving telemetry from their spacecraft.

he provider of SLE RAF transfers service provides no security auditing capabilities,
pr chooses not to employ auditing capabilities that do exist, then attackers may dg
bape detection while stealing or altering telemetry data.

}.4 CONSEQUENCES OF NOTAPPLYING SECURITY

e consequences of not applying security to the SLE RAF transfer service are p
pbradation and loss of ability to receive telemetry from the spacecraft, or the substitu
ered telemetry data.

ctually
rtwork
users

orifa
lay or

ssible
ion of
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3 RAF SPECIFIC SPECIFICATIONS FOR API COMPONENTS

3.1 APISERVICE ELEMENT

3.1.1 SERVICE INSTANCE CONFIGURATION

3.1.1.1 The service element shall provide the interface IRAF SIAdmin for configuration
of a provider-side service instance after creation.

3.]
sel
to

N(

3.1
sel

a)
b)

c)

a)
b)

c)

d)

.1.2 The interface shall provide methods to set the following parameters, whi
vice element needs for handling of the transfer buffer and delivers to the userdn re
a RAF-GET-PARAMETER invocation:

delivery-mode;

transfer-buffer-size, ie., the maximum number. (0of RAF-TRANS
BUFFER invocations and RAF-SYNC-NOTIFY invocations that can be storg
transfer buffer PDU submitted to the service user; and

latency-1limit, if the delivery mode is either ‘timely online’ or ‘coj
online’.

DTE — These parameters are defined in refetence [2] for the operation RAF

PARAMETER. Handling of the transfer buffer by the service element is d
in reference [3].

.1.3 The interface shall provide.methods to set the following parameters, whi
'vice instance uses to initialize parameters of the status report:

the value of the production status at the time the service instance is configured;

the lock status of the frame synchronization process at the time the service inst:
configured;

the lock status of the symbol synchronization process at the time the service in
is configured;

thellock status of the sub-carrier demodulation process at the time the service in
is-configured;

ch the
sponse

b FER—

dto a

mplete

LGET-
efined

ch the

ince 1s

stance

stance

the lock status of the carrier demodulation process at the time the service instd

nce 1s

configured.

NOTES

1

For the delivery mode ‘offline’, status reporting is not supported. Therefore, these

parameters need not be specified.
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2 Further configuration parameters must be set using the interface ISLE SIAdmin
specified in reference [3]. These include the parameter return-timeout-period required
for the RAF-GET-PARAMETER operation.

3.1.14 All configuration parameters must be set before the method
ConfigCompleted() of the interface ISLE SIAdmin is called. If one of the
parameters is omitted or the value of a parameter is not within the range specified by
reference [2], the method ConfigCompleted () shall return an error.

NOTHS

1 As defined in reference [3], the service element shall start processing of-the”’service
instance only after successful configuration.

2 The range of specific parameter values might be further constrained by service
management. The service element shall only perform checks.6mthe limits specifijed
by reference [2].

3.1.1.%5 If the delivery mode is ‘offline’, the service element;shall accept the configuration
when the parameters defined in 3.1.1.3 have not been specified:

3.1.1.¢ Configuration parameters must not be modified after successful return of the
method ConfigCompleted () defined in the interface ISLE SIAdmin. The effect ofjan
attempt to set these parameters after completion:gfthe configuration is undefined.

3.1.1.7 The values of all configuration patrameters shall remain unmodified following a
RAF-UNBIND or RAF-PEER-ABORT:gperation and following a protocol-abort.

3.1.1.8 The interface IRAF SIAdmin shall provide methods to retrieve the values of the
configuration parameters. Th¢ Values returned by these methods before configuration has
been dompleted are undefined.

3.1.2 | STATUS INFORMATION

3.1.2.1 The service element shall maintain status parameters for every service instance and
uses them for'generation of status reports and for RAF-GET-PARAMETER returns.

NOTHS

1 The parameters are defined in reference [2] for the operations RAF—STATUS-
REPORT and RAF-GET-PARAMETER.

2 Handling of the parameter reporting-cycle defined for the RAF-GET-
PARAMETER operation is specified in reference [2].
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3.1.2.2 The service element shall update the following status parameters in the methods of
the interface IRAF _SIUpdate described in 3.1.2.6:

a) frame-sync-lock-status;
b) symbol-sync-lock-status;
c) subcarrier-lock-status;

d) carrier-lock-status;

e) production-status.

NQTE - The initial values of these parameters following configuration-ofithe dervice
instance are defined in A4.2.

3.1.2.3 The service element shall handle the parameter number-of-error-flree-
frames-delivered as defined by the following specifications:

a) the parameter shall be set to zero when the service instance is configured;

b) when a TRANSFER-BUFFER PDU is transmitted’ to the service user, the pargmeter
shall be incremented by the number of RAF-TRANSFER-DATA invocations in that
PDU, for which the parameter frame—-quabity is setto ‘good’.

NOTE - Frames in a TRANSFER-BUFFER PDU that is discarded shall mot be
included in the count of error free frames delivered.

3.1.2.4 The service element shall- handle the parameter number-of-frgmes-
dglivered as defined by the folowing specifications:

a) the parameter shall be.set to zero when the service instance is configured;

b) when a TRANSFER-BUFFER PDU is transmitted to the service user, the parpgmeter
shall be incremented by the number of RAF-TRANSFER-DATA invocations in that
PDU.

NOTE —_Frames in a TRANSFER-BUFFER PDU that is discarded shall pot be
included in the count of frames delivered.

3.1.2:5." The service element shall handle the parameter requested-frame-qudlity

as ldefined by the following specifications:

oot

a) the parameter shall be set to ‘undefined’ when the service instance is configured;

b) when the application transmits a RAF-START return with a positive result, the value
of the parameter shall be extracted from the RAF-START invocation;

c) the parameter shall be set to ‘undefined’ following an accepted RAF-STOP
invocation, and following RAF-PEER-ABORT and protocol abort.
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NOTE - The parameter requested-frame-quality can be requested by a RAF-
GET-PARAMETER invocation.

3.1.2.6 The service element shall provide the interface IRAF SIUpdate for every
service instance. This interface must be used by the application to update the status
parameters defined in 3.1.2.2.

3.1.2.7 If more than one service instance exists, each service instance must be updated
indeppndpnﬂy

3.1.2.8 In order to keep the status information up to date and consistent, the methods,of the
interfjce IRAF SIUpdate must be invoked for every change, independent of the“state|of
the setvice instance.

3.1.2.9 The interface IRAF SIUpdate shall provide read access to alhstatus parametdprs,
including those that are derived by other means.

NOTH - In the delivery mode ‘offline’, status reporting is nof-supported. Therefore, the
application can opt not to update status informatien in that mode. If stafus
information is not initialized and not updated, setrieval methods shall return the
initial parameter values defined in A4.2.

3.1.2.10 The service element shall keep the status parameters defined in 3.1.2.3, 3.1.2.4, and
3.1.2.3 up to date for all delivery modes includingthe delivery mode ‘offline’.

3.1.2.11 Except for the parameter requested-frame-quality, status parameters
defined in this specification shall not be'modified as result of RAF-UNBIND, RAF-PEHR-
ABORT, or protocol abort.

3.1.3 | PROCESSING OF RAF PROTOCOL DATA UNITS

NOTHES

1 The servicelelement shall process RAF PDUs according to the general specificatigns
in referénce [3]. This section only addresses additional checks and processing stgps
defined" for the RAF service. RAF-specific checks defined in reference [2], but thot
listed in this section, must be performed by the application.

2 It is noted that 3.1.2 defines further processing requirements for PDUs with respect to
update of status information. Annex subsection A3 defines the checks that operation
objects perform when the methods VerifyInvocationArguments () and
VerifyReturnArguments () are called. Reference [3] contains specifications
defining how the service element handles error codes returned by these methods.
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3.1.3.1 RAF START

3.1.3.1.1 When receiving a RAF-START invocation, the service element shall perform the
following checks:

a) if the delivery mode is ‘offline’, the start time must not be null;

b) if the start time is defined and the delivery mode is ‘online’:

1) the start time must be F'{ll]ﬂ] to or later than the start time of the scheduled

provision period of the service instance, and
2) the start time must be earlier than the stop time of the scheduled provision pgriod;

c) if the delivery mode is ‘offline’:
1) the stop time must not be null, and

2) the stop time must be earlier than current time;

NOTE - Reference [2] defines an offline-procéssing-latency and rdquires
that the stop time plus the offline processing latency be earlier than qurrent
time. If the application makes use‘of the offline processing latengy, the
associated checks must be performed’by the application.

d) if the stop time is defined and the delivery mode is online, the stop time mjust be
earlier than or equal to the stop time-of the scheduled provision period.

NOTES

1 If the start time and _the'stop time are defined, the start time must be earlier than the
stop time. This check/shall be performed by the operation object.

2 The service element shall not check the production status, as this could change pefore
the PDU is‘processed by the application.

3.1.3.1.2 If'any of the checks defined in 3.1.3.1.1 fail, the service element on the provider
side shall'net forward the PDU to the application but shall respond with a RAF-S[TART
refurncwith a negative result and the appropriate diagnostic.

NOTE — AS specified in reterence [3], the service element shall reject PDUS with errors
received from the local application with an appropriate result code.
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3.1.3.2 RAF SYNC NOTIFY

When receiving a RAF-SYNC-NOTIFY invocation, the service element on the provider side
shall perform the following checks:

a) if the delivery mode is ‘offline’, the notification type must not be ‘loss of frame
synchronization’, ‘production status change’, or ‘data discarded due to excessive
backlog’;

b) [ifthe detivery mode 15— tmety ontine , the nottication type Mmust ot be_dpta
discarded due to excessive backlog’.

NOTH - This check cannot be performed on the user side, because the seryi¢e element
does not have the required information.

3.1.4 | SERVICE INSTANCE SPECIFIC OPERATION FACTORY

For RAF service instances, the interface ISLE SIOpFactory specified in reference [3] shall
suppoft creation and configuration of operation objects for the gperations specified in 3.2 wjith
excepfion of the interfaces IRAF StatusReport and ISLES TransferBuffer.

NOTHS

1 The initial values of parameters that shall;-be set for RAF-specific operation objefts
are defined in annex A.

2 Status reports and the transfer buffer shall be handled by the API Service Elem¢nt
without involvement of the application.

3.2 BSLE OPERATIONS

3.2.1 | The component SLE Operations shall provide operation objects for the following
RAF gperations in addition to those specified in reference [3]:

a)| RAF-START;
b)| RAFSTRANSFER-DATA;

c)| RAF-SYNC-NOTIFY;

d) RAF-STATUS-REPORT; and
e) RAF-GET-PARAMETER.

3.2.2 The operation factory shall create the operation objects specified in 3.2.1 when the
requested service type is RAF.
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3.2.3 The operation factory shall additionally create the following operation objects
specified in reference [3] when the requested service type is RAF:

a) SLE-BIND;

b) SLE-UNBIND;

¢) SLE-PEER-ABORT;
d) SLE-STOP; and

3.3

N(

3.]
de

3.3
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3.4
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se

3.4
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.].1 via the interface IRAF_STIAdmin.

4 SEQUENCE OF DIAGNOSTIC CODES

4.1 GENERAL

e) SLE-SCHEDULE-STATUS-REPORT.

b SLE APPLICATION

DTE — This subsection summarizes specific obligations of a RAF provider appli
using the SLE APL

.1 Following creation of a service instance, and setting‘ef the configuration para
fined in reference [3], the application shall set the configuration parameters defi

.2 The application shall update every service instance in the service element w
tus information defined in 3.1.2 by invocatien of the appropriate methods in the in
AF SIUpdate.

).1.1 Reference [3] requires provider applications that do not perform checks
quence of the diagnestic codes defined in the Recommended Standard to documg
quence in whichcchecks are actually performed.

}.1.2  The specification in 3.1.3.1 does not preserve the sequence of the diagnostic
fined ineference [2] for the operation RAF-START. This subsection defines the

cation

meters
hed in

th the
erface

in the
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codes
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quence-of checks performed by the API Service Element. For the checks that remain to be

ained.

pe

rformed by the provider application, the sequence defined in reference [2] is main

A
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3.4.2 SEQUENCE OF RAF START DIAGNOSTIC CODES

3.4.2.1 Codes set by the API Service Element

a) ‘duplicate invoke id’;

b) ‘invalid start time’;
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c) ‘invalid stop time’; and

d) ‘missing time value’.

3.4.2.2 Codes set by the Application
a) ‘out of service’;

b) ‘unable to comply’;

c¢)| ‘invalid stop time’ (for the delivery mode ‘offline’ if an offline processing laténcy| is
used); and
d)| ‘other’.
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ANNEX A
RAF SPECIFIC INTERFACES

(NORMATIVE)

Al __INTRODUCTION

THis annex specifies RAF-specific
a) data types;
b) interfaces for operation objects; and

c) interfaces for service instances.

The specification of the interfaces follows the design patternss conventions and the addjitional
copventions described in reference [3].

The presentation uses the notation and syntax of the €% programming language as sp¢cified
in reference [4].
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A2 RAF TYPE DEFINITIONS

File

RAF Types.h

The following types have been derived from the ASN.1 module CCSDS-SLE-TRANSFER-
SERVICE-RAF-STRUCTURES in reference [2]. The source ASN.I type is indicated in
brackets. For all enumeration types is defined a special value, ‘invalid’, which is returned if
the associated value in the operation object has not yet been set, or is not applicable in case of

a choi

ce

Anten

typed
{
raf
raf
raf
} RAF]

Referd
The 19

RAF ¢

typed
{

raf
raf
} RAF]

RAF §

typed
{

raf
raf
raf
raf
raf
raf
} RAF]

na Id Format [AntennalId]

ef enum RAF AntennaldFormat

AF global

AF local

AF invalid

| AntennaIdFormat;

([T
—
~

nce [2] defines a local form (LF) and a global form (GE). for the antenna identifier.
cal form is a string of octets and the global form is an ASN.1 object identifier.

et Parameter Diagnostic [DiagnosticRafGet]

f enum RAF GetParameterDiagnostic

0,
-1

GP_unknownParameter
GP_invalid
| GetParameterDiagnostic;

I

ptart Diagnostic [DiagnosticRafStart]

f enum RAF StartDiagnostic

SD_outOfService

SD unableToComply
SD_invalidStartTime
SD _invalidS£opTime
SD missingJlimeValue
SD_invalid

| StartDiagnostic;

~N N N N O~

RS wbdhh - O

Delivqred Frame Quality [FrameQuality]

typed
{

raf
raf
raf
raf
} RAF

ef enum RAF FrameQuality

FQ good

FQ erred

FQ undetermined
FQ invalid
~FrameQuality;

~ N~ 0~

RN PO
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Lock Status [LockStatus]

typedef enum RAF LockStatus

{

rafLS inLock =
rafL.sS outOfLock =
rafLLS notInUse
rafLS unknown
rafLs invalid = -

Il
R WNhF O
S S~ S~ S

} RAF LockStatus;

/* for sub-carrier lock */

N(ltiﬁcation Type [Notification]

ty]
{

Pr

ty

R¢

ty

pedef enum RAF NotificationType

rafNT lossFrameSync =
rafNT productionStatusChange
rafNT excessiveDataBacklog
rafNT endOfData =
rafNT invalid = -
RAF NotificationType;

Il
SN~ S

Il
R W~ O

oduction Status [RafProductionStatus]

pedef enum RAF ProductionStatus

rafPS running =
rafPS interrupted =
rafPS halted =
rafPS invalid = -
RAF ProductionStatus;

PN O
~ N~ 0~

quested Frame Quality [RequestedFrameQuality]

pedef enum RAF RequestedFrameQuality

rafRQ goodFramesOnly =
rafRQ erredFramesOnly =
rafRQ allFrames =
rafRQ invalid = -
RAF RequestedFrameQuality;

PN O
~ N~ 0~

Parameterkrame Quality Requested [RafGetParameter]

ty
{

pedef,;enum RAF ParFrameQuality

raDPQ goodFramesOnly =

}

ratPQ erredFramesOnly
rafPQ allFrames =
rafPQ undefined
rafPQ invalid = -
RAF ParFrameQuality;

R wbhNHO
~ ~ ~ |~

This type is used to report the requested frame quality in RAF GET-PARAMETER returns.

The value ‘undefined’ is set when the state of the service instance is ‘ready’.
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RAF Parameter Names [RafGetParameter]

typedef enum RAF ParameterName

{

rafPN bufferSize = 4,
rafPN deliveryMode = 6,
rafPN latencyLimit = 15,
rafPN reportingCycle = 26,
rafPN requestedFrameQuality = 27,
rafPN returnTimeoutPeriod =29,
rafPN invalid = -1

} RA CalLdllliT LT LINAIlT,

Paramieters that can be read using a RAF-GET-PARAMETER operation. The parameter
name [values are taken from the type ParameterName in ASN.1 module CCSDS-SLE-
TRANSFER-SERVICE-COMMON-TYPES in reference [2].

Delivgry Modes

typedef enum RAF DeliveryMode

{
rafpM timelyOnline
rafpM completeOnline
rafpM offline
rafpM invalid

} RAF| DeliveryMode;

sleDM rtnTimelyOnline,
sleDM rtnCompleteOnliney
sleDM rtnOffline,

-1

The d¢livery modes are defined as a subset of SLE.1DeliveryMode in reference [3].
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A3 RAF OPERATION OBJECTS

A3.1 RAF START OPERATION

Name IRAF Start

GUID {2F5AEB20-7C28-11d3-9F15-00104B4F22C0}

Inheritance: IUnknown — ISLE Operation - ISLE ConfirmedOperation
File IRAF Start.H

The interface provides access to the parameters of the confirmed operation RAF— STAII{T.

Symnopsis

#ijpclude <RAF Types.h>
#include <ISLE ConfirmedOperation.H>
interface ISLE Time;

#define IID IRAF Start DEF { 0x2f5aeb20, 0x7c28, 0x1kd3, \
{ 0x9f, 0x15, 0x0, 0x10, Ox4b, 0x4f, 0x22,00xcO0 } }

interface IRAF Start : ISLE ConfirmedOperation

virtual const ISLE Time*

Get StartTime() const = 0;

virtual const ISLE Time*

Get StopTime() const = 0;

virtual RAF RequestedFrameQuality

Get RequestedFrameQuality () const = 0;
virtual RAF StartDiagnostic

Get StartDiagnostic() const =v0;
virtual void
Set StartTime( const ISEENTime& time ) = 0;
virtual void
Put StartTime( ISLE Time* ptime ) = 0;
virtual void
Set StopTime( const ISLE Time& time ) = 0;
virtual void
Put StopTime (CISLE Time* ptime ) = 0;
virtual void
Set RequegtedFrameQuality (RAF RequestedFrameQuality quality) = 0;
virtual vaid
Set StartDiagnostic( RAF StartDiagnostic diagnostic ) = 0;
}i
MgEtheds

const ISLE Time* Get_StartTime() const;

Returns the reception time of the first frame to be delivered, or NULL if the parameter is not
defined.
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const ISLE Time* Get StopTime() const;

Returns the reception time of the last frame to be delivered, or NULL if the parameter is not
defined.

RAF RequestedFrameQuality Get RequestedFrameQuality() const;

Returns the requested frame quality.

RAF_:JitartDiagnostic Get StartDiagnostic() const;
Returns the value of the diagnostic code.

Precondition: the result is negative, and the diagnostic type is set to ‘specific;.

void|Set StartTime( const ISLE Time& time );

Copiep the argument to the receive time of the first frame to be délivered.

void|Put_StartTime( ISLE_Time* ptime );

Stores|the argument as receive time of the first frame.to be delivered.

void|Set StopTime( const ISLE Timeé&\time );

Copies the argument to the receive time of‘the last frame to be delivered.

void|Put_StopTime( ISLE Time* ptime );

Stores|the argument as receive time of the last frame to be delivered.

void |Set RequestedFrameQuality (RAF RequestedFrameQuality quality);

Sets the requested frame quality to the value of the argument.

void|SetiStartDiagnostic( RAF_StartDiagnostic diagnostic );

SCtS the racnlt ta ‘raogatina’ thao diagnactin txmma +0 Comanifind o d ctnsac tha voaliia ~F he
IV IVOoUuIll o xlvsutwi F) IV uluélluoll\a I-JIJ\/ T Dl}\/\alll\a F) Al otuvuIrvo IV valuv ulr

diagnostic code passed by the argument.

CCSDS 915.1-M-2 Page A-6 September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=b368120cd1b5c5ff6ce1b2be7b3784e3

ISO 18442:2016(E)

CCSDS RECOMMENDED PRACTICE: API FOR THE SLE RAF SERVICE

Initial Values of Operation Parameters after Creation

Parameter Created directly Created by Service Instance
start time NULL (not used) NULL (not used)

stop time NULL (not used) NULL (not used)

requested frame quality ‘invalid’ ‘invalid’

START diagnostic ‘invalid’ ‘invalid’

Checking of Invocation Parameters

Parameter Required condition

stgrt time if the start and the stop time are used, must be earlier than stop time
stqp time if the start and the stop time are used, musibe later than start ime
requested frame quality must not be ‘invalid’

Additional Return Codes for VerifyInvocationArguments

SIE E TIMERANGE

specification of the start and stop times is inconsistent.

Checking of Return Parameters

Parameter Required'condition

STIART diagnostic must\not be ‘invalid’ if the result is ‘negative’ and the diagnostic|type is
‘specific’
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A3.2 RAF TRANSFER DATA OPERATION

Name IRAF TransferData

GUID {2F5AEB21-7C28-11d3-9F15-00104B4F22C0}
Inheritance: IUnknown - ISLE Operation

File IRAF TransferData.H

The interface provides access to the parameters of the operation RAF-TRANSFER-DATA.

Synopsis
#incljude <RAF Types.h>

#incljude <ISLE Operation.H>
interjfface ISLE Time;

#defijne IID IRAF TransferData DEF { 0x2f5aeb2l, 0x7c28, 0x11d3; \

{ 0x9f, 0x15, 0x0, 0x10, 0x4b, 0x4f, 0x22, OxcP '/}

interjfface IRAF TransferData : ISLE Operation
{

virftual const ISLE Time*

Get_EarthReceiveEime() const = 0;
virftual RAF AntennaldFormat
Get AntennaldFormat () const = 0;
virftual const SLE Octet*
Get AntennaldLF( size t& size ) const =07

virftual const int*

Get AntennaldGF( inté& length ) constd= 0;
virftual char*

Get AntennaldGFString() const =%04
virftual int

Get DatalLinkContinuity () cons¥ = 0;
virftual RAF FrameQuality

Get FrameQuality() const, =. 0;

virftual const SLE Octetx*

Get PrivateAnnotation\(Usize t& size ) const = 0;
virftual SLE Octet*

Remove PrivateAnnotation( size t& size ) = 0;
virftual const SLE\Oc¢tet*

Get Data( size<té& size ) const = 0;
virftual SLE Oetet*

Remove Data{ size t& size ) = 0;
virftual vodd

St EasthiReceiveTime ( const ISLE Time& time ) = 0;
virftuad\woid

Put_BarthReceiveTime ( ISLE Time* ptime ) = 0;
viritugl void

Set AntennalIdLF ( const SLE Octet* id, size t size ) = 0;
virtual void

Set AntennaldGF ( const int* id, int length ) = 0;
virtual void

Set AntennaldGFString( const char* id) = 0;
virtual void

Set DataLinkContinuity( int numFrames ) = 0;
virtual void

Set FrameQuality( RAF FrameQuality quality ) = 0;

virtual void
Set PrivateAnnotation( const SLE Octet* pannotation,

CCSDS 915.1-M-2 Page A-8 September 2015

© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=b368120cd1b5c5ff6ce1b2be7b3784e3

ISO 18442:2016(E)
CCSDS RECOMMENDED PRACTICE: API FOR THE SLE RAF SERVICE

size t size ) = 0;
virtual void
Put PrivateAnnotation( SLE Octet* pannotation,

size t size ) = 0;
virtual void
Set Data( const SLE Octet* pdata, size t size ) = 0;
virtual void
Put Data( SLE Octet* pdata, size t size ) = 0;

i

M 4+la A |
UIovud

virtual const ISLE Time* Get EarthReceiveTime () const;

Rdturns the earth receive time of the frame delivered, if the parameter has. been set|in the
object. Returns NULL otherwise.

RAF AntennaldFormat Get AntennaldFormat () const;

3

Rdturns the format of the antenna identifier (octet string or, object identifier) or ‘ipvalid’
when the parameter has not been set.

cgnst SLE Octet* Get_ AntennaldLF( size_t& size ) const;

Rdturns the antenna identifier in the local form, i.€:, a string of octets.

Arguments
size the number of octets in the antenna ID (1 to 16)

Prgcondition: Get AntennalIdEormat returns rafAF local.

cgnst int* Get AntennaldGF( int& length ) const;

Rdturns the antenna-identifier in the global form, i.e., an object identifier as defiged by
A$N.1. In C++ this-iS represented as a sequence of integers.

Arguments
lgngth the number of elements in the antenna ID

Precondition: Get AntennaIdFormat returns rafAF global.

char* Get_ AntennaldGFString() const;

Returns the antenna ID as a character string formatted as a dot separated list of numbers. The
string is allocated on the heap and must be deleted by the client.

Precondition: Get AntennaIdFormat returns rafAF global.
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int Get DataLinkContinuity() const;

Returns the data link continuity parameter, if the parameter has been set in the object, or -2 if
the parameter has not been set. A valid value can be —1, 0, or any positive number.

RAF_FrameQuality Get FrameQuality() const;

Returns the quality of the delivered frame.

const SLE Octet* Get PrivateAnnotation( size t& size ) const;

Returns a pointer to the private annotation in the object or NULL if the private annotation has
not begn set.

Arguments
lengkh the length of the private annotation in bytes

SLE_Qctet* Remove_ PrivateAnnotation( size_té& sjize );

Returrs the private annotation data and removes them from the'object. The memory allocated|by
the pagameter must be released by the client. If the parameter-has not been set returns NULL.

Arguments
lengkh the length of the private annotation in bytes

const SLE Octet* Get_Data( size t& size ) const;
Returgys a pointer to the frame in the-object or NULL if the frame has not been inserted.

Arguments
lengkh thedength of the frame in bytes

SLE_Qctet* Remove-Data( size_té& size );

Returns the fram¢ and removes it from the object. The memory allocated by the frame mfist
be relgased by-the client. If the parameter has not been set returns NULL.

Arguments
length the length of the frame in bytes

void Set EarthReceiveTime( const ISLE Time& time );

Copies the value of the argument to the earth receive time.
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void Put EarthReceiveTime( ISLE Time* ptime );

Stores the argument to the parameter earth receive time.

void Set AntennalIdLF ( const SLE Octet* id, size t size );

Sets the antenna id format to ‘local form’ and the antenna id to the value of the argument.
The local form of the antenna id is a string of octets.

VQ

Se
Th
se

VQ

Se
thq

Af
1d

VQ

Se

VQ

Se

VQ

id Set_AntennaldGF ( const int* id, int length );
ts the antenna id format to ‘global form’ and the antenna id to the value ofjth¢ argy

e global form the antenna id is an object identifier as defined by ASN. 1, representg
Juence of integers.

id Set_AntennaldGFString( const char* id);

ts the antenna id format to ‘global form’ and the antenna idfo the value of the argum
b argument is badly formatted, the parameter is reset to its initial state, i.e., ‘not set’.

guments
an object identifier formatted as a dot separated list of numbers

id Set DataLinkContinuity( int\numFrames ) ;
ts the parameter data link continuity'te the value of the argument.
id Set_FrameQuality ((RAF FrameQuality quality );

ts the parameter frame quality to the value of the argument.

id Set_PrivateAnnotation( const SLE Octet* pannotation,
size_t size );

hment.
dasa

ent. If

n.

Capies sizg bytes from the argument pannotation to the parameter private annotatig
Arguments

pdnpotation pointer to the private annotation

length the length of the annotation in bytes

void Put_ PrivateAnnotation( SLE Octet* pannotation, size_ t size );

Stores the argument pannotation to the parameter private annotation.
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Arguments

pannotation pointer to the private annotation

length the length of the annotation in bytes

void Set Data( const SLE Octet* pdata, size_ t size );

Copies size bytes from the argument pdata to the parameter ‘data’.

Argungents

pdatp pointer to the data

lengkh the length of the data in bytes

void |Put_Data( SLE_Octet* pdata, size t size );
Stores|the argument pdata to the parameter ‘data’.

Arguments

pdath pointer to the data

lengkh the length of the data in bytes

Initial Values of Operation Parameters after Creation
Parameter Created directly Created by Service Instance
earth receive time NULL NULL
antenna id NULL NULL
antennia id format ‘invalid’ ‘invalid’
data link continuity -2 -2
frame quality ‘invalid’ ‘invalid’
privatelannotation NULL NULL
data NULL NULL

ChecKing of Invocation Parameters

Parameter Required condition

earth receive time must not be NULL

antenna id must not be NULL

data link continuity must be > -2

frame quality must not be ‘invalid’

private annotation if used, the size must be in the range of 1 to 128 octets
data must not be NULL
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A3.3 RAF SYNC NOTIFY OPERATION

Name IRAF SyncNotify

GUID {2F5AEB22-7C28-11d3-9F15-00104B4F22C0}
Inheritance: IUnknown - ISLE Operation

File IRAF SyncNotify.H

The interface provides access to the parameters of the unconfirmed operation

R[ AR GAVANFANRNFalsal i BAVA
I'=O0 I INC=INUITII' 1.

Synopsis

#ijnclude <RAF Types.h>
#include <ISLE Operation.H>
interface ISLE Time;

#define IID IRAF SyncNotify DEF { 0x2f5aeb22, 0x7c¢28, 02I11d3, \
{ 0x9f, 0x15, 0x0, 0x10, Ox4b, O0x4f, 0x22% 0xcO } }

interface IRAF SyncNotify : ISLE Operation

virtual RAF NotificationType

Get NotificationType() const = 0;
virtual const ISLE Time*

Get LossOfLockTime () const = 0;
virtual RAF LockStatus

Get CarrierDemodLock() const = 0Q;
virtual RAF LockStatus
Get SubCarrierDemodLock () const = 0;

virtual RAF LockStatus
Get SymbolSyncLock() const(s 0;
virtual RAF ProductionStatus
Get ProductionStatus().const = 0;
virtual void
Set LossOfFrameSynC{*const ISLE Timeé& time,
RAF LockStatus symbolSyncLock,
RAF LockStatus subCarrierDemodLock,
RAF LockStatus carrierDemodLock ) = 0;
virtual void
Set ProductitnStatusChange ( RAF ProductionStatus status ) = 0;
virtual vaied
Set Dat@biscarded() = 0;
virtuad\void
Set_EndOfData() = 0;
b

Methods
RAF NotificationType Get NotificationType() const;

Returns the type of the notification.

CCSDS 915.1-M-2 Page A-13 September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=b368120cd1b5c5ff6ce1b2be7b3784e3

ISO 18442:2016(E)

CCSDS RECOMMENDED PRACTICE: API FOR THE SLE RAF SERVICE

const ISLE Time* Get LossOfLockTime() const;

Returns the time at which the frame synchronizer lost lock.

Precondition: notification type is ‘loss of frame synchronization’.

RAF LockStatus Get_CarrierDemodLock() const;

Returns the lock status of the carrier demodulation process.

Precoxlxdition: notification type is ‘loss of frame synchronization’.

RAF lockStatus Get_ SubCarrierDemodLock () const;
Returns the lock status of the sub-carrier demodulation process.
Precomdition: notification type is ‘loss of frame synchronization’.
RAF lockStatus Get_ SymbolSyncLock() const;

Returns the lock status of the symbol synchronization proeess.
Precomdition: notification type is ‘loss of frame synchtonization’.
RAF PFroductionStatus Get ProductienStatus() const;
Returnys the production status.

Precondition: notification type is_‘production status change’.

void|Set LossOfFrameSync( const ISLE Time& time,

RAF LockStatus symbolSyncLock,
RAF LockStatus subCarrierDemodLock,
RAF LockStatus carrierDemodLock ) ;

Sets the notification type to ‘loss of frame synchronization’ and the notification values|as

specified by-the arguments.

Argumpnfc
time the time at which the frame synchronizer lost lock
symbolSyncLock the lock status of the symbol synchronization process

subCarrierDemodLock
carrierDemodLock

CCSDS 915.1-M-2

the lock status of the sub-carrier demodulation process
the lock status of the carrier demodulation process
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void Set ProductionStatusChange ( RAF ProductionStatus status );

Sets the notification type to ‘production status change’ and the notification value as defined

by the argument.

void Set DataDiscarded() ;

Sets the notification type to ‘data discarded due to excessive backlog’.

vdid Set EndOfData() ;

Sets the notification type to ‘end of data’.

Injtial Values of Operation Parameters after Creation

Parameter Created directly Created by Service Instance
nqtification-type ‘invalid’ ‘invalid’

logs of lock time NULL NULL
symbol-sync-lock- ‘invalid’ ‘invalid’

sflatus

suybcarrier-lock- ‘invalid’ ‘invalid’

sflatus

cdrrier—-lock- ‘invalid’ ‘invalid’

sflatus

pyoduction-status ‘invalid’ ‘invalid’

Checking of Invocation Parameters

Parameter

Required condition

natificati@n-type

must not be ‘invalid’

loss of lock time

if notification type is ‘loss of frame synchronization’ must not be NULL

symbo¥=sync-lock-
sfjakus

if notification type is ‘loss of frame synchronization’ must not be
‘invalid’ or ‘not in use’

subcarrier-lock-
status

if notification type is ‘loss of frame synchronization’ must not be
‘invalid’

carrier—-lock-
status

if notification type is ‘loss of frame synchronization’ must not be
‘invalid’ or ‘not in use’

production-status

if notification type is ‘production status change’ must not be ‘invalid’

CCSDS 915.1-M-2
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A3.4 RAF STATUS REPORT OPERATION

Name IRAF StatusReport

GUID {2F5AEB23-7C28-11d3-9F15-00104B4F22C0}
Inheritance: IUnknown - ISLE Operation

File IRAF StatusReport.H

The interface provides access to the parameters of the unconfirmed operation
RAF-$TFATUS-RERORT-

ISO 18442:2016(E)

Synop)sis

#incljude <RAF Types.h>
#incljude <ISLE Operation.H>

#defihe IID IRAF StatusReport DEF { 0x2f5aeb23, 0x7c28, 0xlTd3, \

{ 0x9f, 0x15, 0x0, 0x10, 0x4b, 0x4f, 0x22, OxcO~Y }

interjfface IRAF StatusReport : ISLE Operation

{
virftual unsigned long

Get NumErrorFreeFrames () const = 0;

virftual unsigned long

Get NumFrames () const = 0;

virftual RAF LockStatus

Get FrameSyncLock() const = 0;

virftual RAF LockStatus

Get CarrierDemodLock() const = 0;

virftual RAF LockStatus

Get SubCarrierDemodLock () const™= 0;

virftual RAF LockStatus

Get SymbolSyncLock () const =\0;

virjtual RAF ProductionStatus

Get ProductionStatus () _denst = 0;
virftual void
Set NumErrorFreeFramés( unsigned long count ) = 0;
virftual void
Set NumFrames ( umns¥gned long count ) = 0;
virftual void
St FrameSyneghock ( RAF LockStatus status ) = 0;
virftual void
Set CarriérDemodLock( RAF LockStatus status ) = 0;
virftual vodid
St SubCarrierDemodLock( RAF LockStatus status ) = 0;
virftuald (void
SptAaSymbolSyncLock ( RAF LockStatus status ) = 0;
virteet Spxe:
Set ProductionStatus( RAF ProductionStatus status ) = 0;
}i
Methods

unsigned long Get NumErrorFreeFrames () const;

Returns the number of error free frames delivered.
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unsigned long Get NumFrames () const;

Returns the total number of frames delivered.

RAF LockStatus Get_FrameSyncLock() const;

Returns the lock status of the frame synchronization process.

RA

R4

FTLoekStatus—GCet—CarrierDemodlock{)—econst;

turns the lock status of the carrier demodulation process.

RAF LockStatus Get_SubCarrierDemodLock () const;

R4

turns the lock status of the sub-carrier demodulation process.

RAF LockStatus Get_ SymbolSyncLock() const;

R

turns the lock status of the symbol synchronization proéess.

RAF ProductionStatus Get ProductionStatus() const;

R4

Vg

Se

VQ

Se

VQ

Se

turns the production status.

id Set_NumErrorFreeFrames( unsigned long count );

id Set_ NumFrames ( unsigned long count );

ts the total number.of frames delivered as defined by the argument.

id Set_FrameSyncLock( RAF LockStatus status );

ts the frame synchronizer lock status as defined by the argument.

VQ

id Set_CarrierDemodLock ( RAF LockStatus status );

ts the number of error free frames,delivered as defined by the argument.

Sets the carrier demodulator lock status as defined by the argument.

void Set_SubCarrierDemodLock ( RAF_ LockStatus status );

Sets the sub-carrier demodulator lock status as defined by the argument.
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void Set SymbolSyncLock( RAF LockStatus status );

Sets the symbol synchronizer lock status as defined by the argument.

void Set ProductionStatus( RAF_ProductionStatus status );

Sets the production status as defined by the argument.

Initiarb‘ziwrvf-ﬁpaﬂimrhmntterraﬁa-ereaﬁuu

ISO 18442:2016(E)

Pararr]eter Created directly
numbgr-of-error-free-frames- 0
delipered

numbgr-of-frames-delivered 0
framg-sync-lock-status ‘invalid’
symbpl-sync-lock-status ‘invalid’
subcprrier-lock-status ‘invalid’
carrfier—lock-status ‘invalid’
prodiction-status ‘invalid’

NOTH

ChecKing of Invocation Parameters

— The interface ISLE SIOpFactory does not support creation of status repprt
operation objects, as this operation is handled by the service instance internally

Paramieter

Required condition

framp-sync-lock-status

must not be ‘invalid’ or ‘not in use’

symbpl-sync-loek*status

must not be ‘invalid’ or ‘not in use’

subchrrier-i0ck-status

must not be ‘invalid’

carrfier—iock-status

must not be ‘invalid’ or ‘not in use’

prodpetion-status

must not be ‘invalid’
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A3.5 RAF GET PARAMETER OPERATION

Name IRAF GetParameter

GUID {2F5AEB24-7C28-11d3-9F15-00104B4F22C0}

Inheritance: IUnknown — ISLE Operation - ISLE ConfirmedOperation
File IRAF GetParameter.H

The interface provides access to the parameters of the confirmed operation
RAE-GET-PARAMETER.

Symnopsis

#include <RAF Types.h>
#include <ISLE ConfirmedOperation.H>

#define IID IRAF GetParameter DEF { O0x2f5aeb24, 0x7c28, (0x11d3, \

{ 0x9f, 0x15, 0x0, 0x10, Ox4b, 0x4f, 0x22, Oxc0 } }
interface IRAF GetParameter : ISLE ConfirmedOperatidn

virtual RAF ParameterName

Get RequestedParameter () const = 0;
virtual RAF ParameterName
Get ReturnedParameter () const = 0;

virtual RAF DeliveryMode
Get DeliveryMode () const = 0;
virtual RAF ParFrameQuality
Get RequestedFrameQuality () const~= 0;
virtual unsigned short
Get LatencylLimit () const = _0;
virtual unsigned long
Get TransferBufferSize ()~ €onst = 0;
virtual unsigned long
Get ReportingCycle () ‘eohst = 0;
virtual unsigned long
Get ReturnTimeoutPeriod() const = 0;
virtual RAF GetPaxameterDiagnostic
Get GetParameterDiagnostic() const = 0;
virtual void
Set RequegtedParameter ( RAF ParameterName name ) = 0;
virtual vaoid
Set DeljiveryMode ( RAF DeliveryMode mode ) = 0;
virtuall void
SetSRequestedFrameQuality ( RAF ParFrameQuality quality ) = 0;
virtwal void
Set LatencyLimit ( unsigned short limit ) = 0;
tvet—votd
Set TransferBufferSize( unsigned long size ) = 0;
virtual void
Set ReportingCycle( unsigned long cycle ) = 0;
virtual void
Set ReturnTimeoutPeriod( unsigned long period ) = 0;
virtual void
Set GetParameterDiagnostic( RAF GetParameterDiagnostic
diagostic ) = 0;
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Methods

RAF ParameterName Get RequestedParameter() const;

Returns the identification of the parameter whose value shall be returned.

RAF ParameterName Get ReturnedParameter () const;

Returns the identification of the parameter whose value is reported.

RAF I

Retury

eliveryMode Get DeliveryMode() const;

s the delivery mode of the service instance.

Precondition: the returned parameter is delivery-mode.

RAF ParFrameQuality Get_ RequestedFrameQuality () const;

Returt

s the requested frame quality as set by the RAF—-START operation.

unsi

Returgys the latency limit defined by service management. If the delivery mode is ‘offlinge’,

return
Preco
unsigd

Returr
1INVOCY

dition: the returned parameter is requested-frameZquality.

ned short Get LatencyLimit() const;

Z€ro.

dition: the returned parameter is latency-limit.

jned long Get_TransferBufferSize() const;

s the size of the transfer buffer as the maximum number of RAF-TRANSFER-DATA

tions and RAF-SYNCANOTIFY invocations that can be stored in the buffer.

Precondition: the returned parameter is transfer-buffer-size.

unsig

Returry
1s not

jned long{Get ReportingCycle() const;

s the repotting cycle requested by the user if periodic reporting is active. If reporting

hctives returns zero.

Precor

PR PSR VR IO | faze 3 2 |
IUILIVUIL. LIV TULUITIVU Palalllbl\al IS J_CJ:JUJ_ l.J_llg k_,_Y C LT,

unsigned long Get_ ReturnTimeoutPeriod() const;

Returns the return timeout period used by the provider.

Precondition: the returned parameter is return-timeout-period.
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