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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through 1SO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical

solutions to these problems.

Inasmuch as participation in the CCSDS is completely

voluntary, the results of Committee actions are termed Recommendations and are not in
themselves considered binding on any Agency.
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FOREWORD

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights. CCSDS has processes for identifying patent issues and for securing
from the patent holder agreement that all licensing policies are reasonable and non-
discriminatory. However, CCSDS does not have a patent law staff, and CCSDS shall not be
held responsible for identifying any or all such patent rights.

Through the process of normal evolution, it is expected that expansion, deletion, or
modification of this document may occur. This Recommended Standard is therefore subject
to CCSDS document management and change control procedures, which aré~defined in
Organization and Processes for the Consultative Committee for Space(Patq Systems
(CCSDS A02.1-Y-4). Current versions of CCSDS documents are maintained at the CCSDS
Web site:

http://www.ccsds.org/

Questions relating to the contents or status of this document should be sent to the CCSDS
Secretariat at the e-mail address indicated on page 1.

CCSDS 914.0-M-2 Page iii September 2015

© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=f90e49c24543e11956851efb2fefffcd

ISO 18441:2016(E)
API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

At time of publication, the active Member and Observer Agencies of the CCSDS were:

Member Agencies

— Agenzia Spaziale Italiana (ASI)/Italy.

— Canadian Space Agency (CSA)/Canada.

— Centre National d’Etudes Spatiales (CNES)/France.

— China National Space Administration (CNSA)/People’s Republic of China.
— Deutsches Zentrum fiir Luft- und Raumfahrt (DLR)/Germany.

— | Federal Space Agency (FSA)/Russian Federation.

— | Instituto Nacional de Pesquisas Espaciais (INPE)/Brazil.

— | Japan Aerospace Exploration Agency (JAXA)/Japan.

— | National Aeronautics and Space Administration (NASA)/USA.
— | UK Space Agency/United Kingdom.

Obseryer Agencies

— | Austrian Space Agency (ASA)/Austria.

— | Belgian Federal Science Policy Office (BFSPO)/Belgium.

— | Central Research Institute of Machine Building (TsNIIMash)/Russian Federation.
— | China Satellite Launch and Tracking Control General, Beijjing Institute of Tracking and
Telecommunications Technology (CLTC/BITTT)/Chinha:

— | Chinese Academy of Sciences (CAS)/China.

— | Chinese Academy of Space Technology (CAST)/China.

— | Commonwealth Scientific and Industrial Resgarch Organization (CSIRO)/Australia.
— | Danish National Space Center (DNSC)/Denmark.

— | Departamento de Ciéncia e Tecnologia Aeroespacial (DCTA)/Brazil.

— | Electronics and Telecommunicationg-Research Institute (ETRI)/Korea.

— | European Organization for the Exploitation of Meteorological Satellites
(EUMETSAT)/Europe.

— | European Telecommunications Satellite Organization (EUTELSAT)/Europe.

— | Geo-Informatics and Space-Technology Development Agency (GISTDA)/Thailand.
— | Hellenic National Space Committee (HNSC)/Greece.

— | Indian Space Research Organization (ISRO)/India.

— | Institute of Space-Research (IKI)/Russian Federation.

— | KFKI Research/Institute for Particle & Nuclear Physics (KFKI)/Hungary.

— | Korea Aerespace Research Institute (KARI)/Korea.

— | Ministry 0f Communications (MOC)/Israel.

— | National Institute of Information and Communications Technology (NICT)/Japan.
— | National Oceanic and Atmospheric Administration (NOAA)/USA.

— | National Space Agency of the Republic of Kazakhstan (NSARK)/Kazakhstan.

— National Space Organization (NSPO)/Chinese Taipei.

— Naval Center for Space Technology (NCST)/USA.

— Scientific and Technological Research Council of Turkey (TUBITAK)/Turkey.

—  South African National Space Agency (SANSA)/Republic of South Africa.

— Space and Upper Atmosphere Research Commission (SUPARCO)/Pakistan.

— Swedish Space Corporation (SSC)/Sweden.

— Swiss Space Office (SSO)/Switzerland.

— United States Geological Survey (USGS)/USA.
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DOCUMENT CONTROL
Document  Title Date Status
CCSDS Space Link Extension—Application  October Original issue, superseded
914.0-M-1  Program Interface for Transfer 2008
Services—Core Specification,
Recommended Practice, Issue 1
C(CSDS Space Link Extension—Application = September  Current issue:
914.0-M-2  Program Interface for Transfer 2015 — updates text to
Services—Core Specification, aceommodate
Recommended Practice, Issue 2 changes in current
versions of SLE
service specifidations;
— differentiates
applicability by SLE
service specifidation
version;
— updates references.
NOQTE — Substantive changes from the preyious issue are marked with change bars|in the
inside margin.
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1 INTRODUCTION
1.1 PURPOSE OF THIS RECOMMENDED PRACTICE

The purpose of this Recommended Practice is to define a C++ Application Program Interface
(API) for CCSDS Space Link Extension (SLE) Transfer Services, which is independent of
any specific technology used for communications between an SLE service user and an SLE
service provider.

THis API is intended for use by application programs implementing SLE services. {t,tan be
copfigured to support SLE service user applications or SLE service provider applicatioms.

THis API is also intended to simplify the implementation of gateways thatyare required to
achieve interoperability between SLE service provider and SLE serviéeyuser appligations
us|ng different communications technologies.

Uding this Application Program Interface Recommended Pragtice, API implementations
(software packages) able to run on specific platforms can be developed. Once devdloped,
such a package can be supplied to new users of SLE servigés for integration with their yiser or
production facilities, thus minimizing their investment to.buy into SLE support.

=

1.2 SCOPE
1.2.1 ITEMS COVERED BY THIS RECOMMENDED PRACTICE

THis Recommended Practice defines the-Application Program Interface in terms of:
a) the components that provide’the services of the API;

b) the functionality provided by each of the components;

c) the interfaces proyvided by each of the components; and

d) the externally,visible behavior associated with the interfaces exported by the compgnents.

It does not specify:

a) individual implementations or products;

b)) the internal design of the components; and

c¢) the technology used for communications.

This Recommended Practice defines those aspects of the Application Program Interface,
which are common for all SLE service types or for a subset of the SLE service types, e.g., all
return link services or all forward link services. It also defines a framework for specification
of service type-specific elements of the API. Service-specific aspects of the API are defined
by supplemental Recommended Practice documents for SLE return link services (references
[10],[11], and [12]) and SLE forward link services (references [13] and [14]).

CCSDS 914.0-M-2 Page 1-1 September 2015
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This Recommended Practice for the Application Program Interface responds to the
requirements imposed on such an API by the CCSDS SLE transfer service Recommended
Standards that were available when this Recommended Practice was released.

1.2.2

CONFORMANCE TO CCSDS RECOMMENDED STANDARDS

This version of the SLE API Recommended Practice conforms to the CCSDS Recommended
Standards for Space Link Extension Services, referenced in 1.7, with the exception of the

follow

a)

b)

1.3

The A
SLE T

b)

ing optional features:

supported. If the responder does not support the version number identified in {

the diagnostic ‘version number not supported’. The responder does.not propose
alternative version number.

link services is not included in this Recommended Practice. The managemq

procedure in later versions.

APPLICABILITY

pplication Program Interface specified in‘this document supports three generations
ransfer Service specifications, namely:

Generation 1 covering the seryices RAF, RCF, and FCLTU identified by the versi|
number 1 in the BIND operation, as specified by references [C1], [C2], and [C3];

Generation 2 covering

1) the services RAF, RCF, and FCLTU identified by the version number 2 in 1
BIND operation, as specified by references [J9], [J10], and [J12];

2) the serviees ROCF and FSP identified by the version number 1 in the BIN
operation, as specified by references [J11] and [J13];

Generation 3 covering the services RAF, RCF, ROCF, FCLTU, and FSP identified

the ‘version number 4 in the BIND operation, as specified by references [4], [5], [

[77, and [8T-

The negotiation procedure for version numbers in the BIND operation-is ot

he

BIND Invocation, it responds with a BIND Return containing a negative result and

an

Provider-initiated binding, specified by CCSDS Recommended Standards for retyrn

ent

parameters that specify the bind initiative are supported/to simplify addition of this

of

on

he

D

by
6],
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Support for Generation 1 and Generation 2 of these services is included for backward
compatibility purposes for a limited time and may not be continued in future versions of this
specification. Support for Generation 1 (i.e., version 1 of the RAF, RCF and CLTU services)
implies that SLE API implementations of this specification are able to interoperate with peer
SLE systems that comply with the specification of the Transport Mapping Layer (TML) in
‘Specification of a SLE API Proxy for TCP/IP and ASN.1°, ESOC, SLES-SW-API-0002-TOS-
GCI, Issue 1.1, February 2001. For Generation 2 and 3 of these services, SLE API
implementations of this specification are able to interoperate with peer SLE systems that

(&10)

mulbouath the cnanificatiogn L4l o Treanona vt NMannina L axzer LTANMI N 10 vroforanco [01]

Pr
arg

Pr

1.4

TH

TIPTy vy It o S POt oatIoT O thiC T oy POT T IVIT P PIIT S 170 y O L 1V IiT ) o ToroTronoTT77

pvisions within this Recommended Practice that are specific for one or more genetations
b marked as follows:

— [Gn:] for provisions specific to Generation n;

— [Gn,m:] for provisions specific to Generation n and Generatiohn m.

pvisions that apply to all generations are not marked.

} RATIONALE

is Recommended Practice describes the serviées provided by a software pgckage

implementing the API to application software using the APIL. It specifies the mapping|of the

SIi
als

SO
dul

TH

Th
the
Pr

E Transfer Services specifications to specific functions and parameters of the SLE APIL It
o specifies the distribution of responsibility for specific functions between SLE API
ftware and application software. The distribution of responsibility has been definefl with
e consideration for reusability of software packages implementing the SLE API.

e goal of this Recommended:Practice is to create a guide for interoperability between
a) software packages imiplementing the SLE API; and

b) application sgftware using the SLE APL

is interoperability guide also allows exchangeability of different products implementing
t SLE API~as long as they adhere to the interface specification of this Recommended
ctice.
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1.5 DOCUMENT STRUCTURE

1.5.1

OVERVIEW

This Recommended Practice is organized in two parts and a set of annexes.

1.5.1.1 Part I—The Descriptive Part

1.5.1.2

The pfescriptive part contains the specification of the API. In case of“any discrepanc

betwe
apply.

Sectio
must 4

Sectio

1.5.1.3 Annexes

AnneX A contains the detailed declaration“of the C++ interfaces, which are common for

SLE s

AnneX B lists the result codes thatare used by the API.

[G1:]
repres

[G2,3

provided by the*applicable CCSDS Recommended Standards.

Annex B, describes the design patterns and conventions that shall be applied to A

) Part II—The Prescriptive Part

en the descriptive part and the prescriptive part, the specificatiofis in the latter sh

n 3 contains detailed specifications of the API compongnts and of the interfaces tl
e provided by the application.

h 4 defines the state tables that must be implementéd by the APIL.

prvice types.

For version 1 of the services RAF, RCF, and CLTU, annex C defines a standard AS(

| For laterVersions of these services and all other services, these specifications

es
all

nat

all

CIT

entation for the <Sérvice instance identifier and lists the attribute identifiers and
abbreviations that are-valid for the service instance identifier.

re

PI

components. The specifications 1n this annex are also relevant for the application software
using the APIL.

Annex E defines requirements for software products claiming conformance with this
Recommended Practice.

Annex F describes the interaction of API components, showing several use cases.
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Annex G provides cross-references between interfaces provided by API components and
interfaces used by API components.

Annex H contains an index to definitions.
Annex I explains all acronyms used in this Recommended Practice.

Annex J lists informative reference documents.

1.5.2 DOCUMENTATION TREE FOR SLE SERVICES AND SLE API

This Recommended Practice is based on the cross support model definéd ‘in th¢ SLE
Rdference Model (reference [3]). The SLE services constitute one of the thtee types off Cross
Support Services:

a) Part 1: SLE Services;
b) Part 2: Ground Domain Services; and

c) Part 3: Ground Communications Services.

THe SLE services are further divided into SLE Setvice Management and SLE Tiansfer
Services.

NOQTE - In reference [3], SLE transfer séfvices are identified; however, the complete
service specifications will be provided in separate Recommended Standards.

This Recommended Practice describes’how the functions of an SLE transfer service prpvider
orfuser can be implemented in a.seftware package for the purpose of providing or using one
or|several SLE transfer services. It is part of a suite of documents specifying the API for
SIE transfer services:

—

a) Core Specification of the Application Program Interface for Transfer Services (this
Recommended Practice);

b) a set of Application Program Interfaces for specific Transfer Services; and

c) Internet Protocol for Transfer Services.

Thecbasic organization of the SLE services and SLE API documentation is shown in
fignre -1 The various documents are described in the foltowing paragraphs.
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Space Link Extension

Cross Support
Reference Model
Part 1: SLE Services

Cross Support Concept
Part 1: SLE Services

SLE Transfer Services

SLE Executive
Summary

Forward SLE Service
Specifications

Return SLE Service
Specifications

Internet Protocol for
Transfer Services

SLE API for Transfer Services

—————————— -
I Core Specification | Summary of
: | Concept and
| : Rationale
! I
|
e 4
I TN TTTTTEaTT g
Forward | m Return (s L
l SLE Service I : I l SLE Service | : I phpplications
| Specifications | /! | Specifications | 1! rogéar_nmer )
[ | | | uide
: N ot
| HI HE
————————— | ol
TT____________ pleplepleplat| TT______________ plaplesial|
. Recommended lr“"“"“"""":
Legend: Standard (Blue) Report (Green) E Report (Yellow) |

SLE Service
Management Suite

| Recommended |
!_ Practice (Magenta)

a)| Cross Support . ‘Reference Model—Part 1: Space Link Extension Services,
RecommendedStandard that defines the framework and terminology for f{
specificatien-of SLE services.

Figure 1-1: SEE'Services and SLE API Documentation

he

b)| Cross-Support Concept—Part 1: Space Link Extension Services, a Report introducing

the cencepts of cross support and the SLE services.

an Administrative Rep

1t

C) Space [ ink Extension Services—FExecutive Summary

providing an overview of Space Link Extension (SLE) Services. It is designed to
assist readers with their review of existing and future SLE documentation.

d) Forward SLE Service Specifications, a set of Recommended Standards that provide
specifications of all forward link SLE services.

e) Return SLE Service Specifications, a set of Recommended Standards that provide
specifications of all return link SLE services.
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f) Internet Protocol for Transfer Services, a Recommended Standard providing the
specification of the wire protocol used for SLE transfer services.

g) SLE Service Management Specifications, a set of Recommended Standards that
establish the basis of SLE service management.

h) Application Program Interface for Transfer Services—Core Specification, this
document.

t and

Rationale, a Report describing the concept and rationale for specification and

implementation of a Application Program Interface for SLE Transfer Services.

1) Application Program Interface for Return Services, a set of Recommended Practice
documents specifying the service-type specific extensions of thecAPI for retun link
SLE services.

k) Application Program Interface for Forward Services, a set'of’ Recommended Pfactice
documents specifying the service-type specific extensions) of the API for forward link
SLE services.

1) Application Program Interface for Transfer Services—Application Prograq;mer s
Guide, a Report containing guidance material‘and software source code examples for
software developers using the API.

1.6 DEFINITIONS

1.6.1 DEFINITION OF TERMS USED IN THIS DOCUMENT

1.¢.1.1 Definitions from the SLE Reference Model

This Recommended Practice-tmakes use of the following terms defined in reference [3]
a) invoker;

b) offline delivery mode;

c) onlingddelivery mode;

d), operation,;

e) pprf'nrrn er;

f) service provider (provider);

g) service user (user);

h) SLE protocol data unit (SLE-PDU);

1) SLE transfer service instance (service instance);

J) SLE transfer service production (service production);
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k) SLE transfer service provision (service provision);

1) SLE transfer service provision period (provision period).

1.6.1.2 Definitions from the ISO Abstract Service Definitions and Conventions

This Recommended Practice makes use of the following terms defined in reference [19]:

a) _initiator;

b)| responder.

1.6.1.3 Definitions from SLE Transfer Service Specifications

This Recommended Practice makes use of the following terms defined in teferences [4], [],
[6], [7]], and [8]:

a)| association;

b)|[ communications service;

c¢)| confirmed operation;

d)| invocation;

e) | parameter (of an operation);
f) | port identifier;

g)| return;

h)| unconfirmed operation.

1.6.1.4 Additional Definitions
1.6.1.4.1 General

For thg purpose.of this Recommended Practice, the following definitions also apply:

1.6.1.42—€Component

A software module, providing a well-defined service via a set of interfaces. In this document
the term component is used only to refer to the API components defined by this
Recommended Practice.
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1.6.1.4.3 Component Interface

An interface exported by a component.

1.6.1.4.4 Component Object

An object within a component that can be accessed by one or more interfaces exported by the
component. Objects providing more than one interface support navigation between these
inferfaces.

1.6.1.4.5 Client

A oftware entity that uses the services of a component or of an objectrby invocation |of the
mg¢thods of an interface provided by the component or object. In this(Recommended Practice
th¢ qualified term ‘local client’ is used to stress the difference between an interface to a
software entity on the same computer and the interface betweem an SLE service user gnd an
SIE service provider.

1.6.1.4.6 Interface
The abstraction of a service that only defines the operations supported by that service, but not
th¢ir implementations. The specification of affoperation is referred to as a method.
1.6.2 NOMENCLATURE

1.6.2.1 Normative Text

THe following conventiofis-apply for the normative specifications in this Recommjended
Standard:

a) the words ‘shall’ and ‘must’ imply a binding and verifiable specification;
b) the word “should’ implies an optional, but desirable, specification;

c) theword ‘may’ implies an optional specification;

@), the words ‘is’, ‘are’, and ‘will’ imply statements of fact.

NOTE — These conventions do not imply constraints on diction in text that is clearly
informative in nature.
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1.6.2.2 Informative Text

In the normative sections of this document, informative text is set off from the normative
specifications either in notes or under one of the following subsection headings:

Overview;
Background;

Rationale:

1.6.2.]

Inac
proces
an eny

the inferfaces defined for the API Service Element. An example-for such a configuration i

gatew
which

Wherg
the ne
client’

1.6.2.4

The te
be tak
For in|
called
descri

1.7

The {d

Discussion.

b Use of the Term “Client’

bmplete SLE API, the API Proxy interacts with the API Service Element in the saj
ironment where some other software entity interfaces locally ¢to*the proxy and suppl

y. Therefore this specification uses the term ‘client” when referring to the entity w
the proxy interacts locally.

it is necessary to explicitly distinguish between interaction with the peer proxy acr
twork and interactions with the client on the-local computer, the qualified term ‘lo
is used.

| Use of the Term ‘Release’

en that are required to frée)the allocated memory or other operating system resourc
ferfaces defined in this ‘specification, this means that the method Release () must

ption of the method Release () and of the reference counting scheme.)

REFERENCES

llowing documents contain provrslons which, through reference in this text COnStltl

s and with a peer proxy across the network. However, the proxy might also be used|i

for every reference-to an interface that a component holds. (See annex D for

me

es
5 a
ith

ss
Cal

rm ‘release an object’ (or a tesource) must be understood to mean that all actions shiall

eS.
be

provisk

were Vahd All documents are subject to revision, and users of thrs Recommended Practlce
are encouraged to investigate the possibility of applying the most recent editions of the
documents indicated below. The CCSDS Secretariat maintains a register of currently valid
CCSDS documents.

NOTE - A list of informative references is provided in annex J.
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2 DESCRIPTION OF THE SLE API
2.1 INTRODUCTION
2.1.1 SCOPE OF THE MODEL

The intention of this section is to provide a high-level yet precise description of the API
covering all API components and their interaction. For this purpose, the section uses an
object model presented in the Unified Modeling Language (UML). Detailed specifications
for each of the components are provided in section 3, which references the concepts(opjects,
anf interfaces described by this model.

The material presented here is an API design, to the extent that the API is breken down into
components and the interfaces and interactions of these components are specified. However,
this model (i.e., design) is restricted to what must be defined to ensure,co-operation bgtween
components and excludes specification of the internal design of components.

The model defines:
a) the runtime components, from which the API is constructed;
b) the externally visible logical architecture of thé . API in terms of:
1) the interfaces that are exposed by the.components;
2) the functionality to which these interfaces provide access; and

3) the behavior of the operatiens defined by the interfaces.

Injorder to specify the externally visible architecture, the model defines logical entities |below
th¢ level of runtime components. These entities are to be understood as abstract amalysis
orqscts. It is not the intehition to prescribe the structure defined by these objects [for an

implementation in any,way. The only requirement for an implementation is to provide the
inferfaces specified with'the functionality and the behavior described by the analysis objects.

Some minor semantic extensions to UML have been defined to highlight the difference
between those-aspects of the model that must be implemented as specified and those gspects
that are required only for a complete and unambiguous description. Subsection 2.2 prpvides
details f-how UML is used in this model.

T ib DCUtiUll uuutaiuo Ulll_y a Dblllllllal_)’ dCDblilJtiUll Uf illtlea\.«CD. A \/Ulll})}CtC DPUbiﬂba IOH Of
the methods and types is provided in annex A for all interfaces that are not service type
specific.  Service type-specific interfaces are detailed in supplemental Recommended
Practice documents defining service-specific APIs.
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PRESENTATION OF THE MODEL

The API model is presented as follows:

Subse

ction 2.2 describes how UML is used for this model. It does not provide

an

introduction to UML. For a description of UML, the reader is asked to refer to the UML

specification (see reference [J6]), or to one of the textbooks on the subject (see references
[J7] and [J8]).

Subse

a)
b)
©)
d)

Subse
and d
annex

2.2

2.2.1

The architectural model for the SLE\API is defined using the Unified Modeling Langua
(UML) as defined in reference [J6}. This subsection describes some specific aspects of h

UML

A conjponent in UML medels a runtime object, e.g., an executable file, a dynamically link
library, or similar operatirig system objects. Therefore the relationships that can be defin
for a domponent in UML are limited:

a)
b)

In this
a)
b)
c)

API Proxy (see 2.3.2);

API Service Element (see 2.3.3);
SLE Operations (see 2.3.6); and
SLE Utilities (see 2.3.7).

ction 2.3.4 describes interfaces that must be implementéd by more than one compon

pscribes the application interface to the API. The logical view is complemented
F providing an overview of how the components interact.

SPECIFICATION METHOD AND NOTATION

INTRODUCTION

is used in this Recommended Practice.

a componeént can implement (‘realize’) and export an interface;

a_ecomponent can depend on another component (more precisely on the interfg

ction 2.3 describes the ‘logical view’. It contains a subsection for each of the API
compa@nents:

Pnt
by

DW

ed
ed

Cce

exported by another component).

Recommended Practice, the UML component is used to refer to a component that:
is delivered as one or more linkable libraries;
is instantiated by a global ‘creator function’ defined in annex D;

is substitutable by a different component providing the same interfaces.

CCSDS 914.0-M-2 Page 2-2 September 2015
©1S0 2016 — All rights reserved


https://standardsiso.com/api/?name=f90e49c24543e11956851efb2fefffcd

ISO 18441:2016(E)
API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

This specification requires these characteristics only for the top-level components API Proxy,
API Service Element, SLE Operations, and SLE Ultilities. =~ These components are
considerably complex and provide a rather large number of interfaces. In order to specify
these interfaces, additional model constructs are needed. Following the general UML
approach, this Recommended Practice uses UML classes with specific stereotypes to define
special model objects. The specialized model objects are:

a) Interface;

by Component Class (CoCliass);
¢) Component Internal Class; and
d) Entity.
They are shown in figure 2-1 together with some important relationships addressed later in
this section. In addition, the model uses the UML utility class to represent functions that are
not bound to any specific class.
<<Entityes
Eniity
mplements{
eqorts neface
\ uses merlBce
<«<CnQCass>> \ <dimerface>>
Compoment Gass T~ > Component Interface
<<CnQCass>> <<interface>
Speceksed Gass Inierface
caRaimnent ¥ aggregalion <dnhengnce>
. ___|interface
Inhentance
<intermaie- <cinierfnree-
Compment inlemal Gass Dernexd Interface

Figure 2-1: UML Stereotypes Used in This Recommended Practice
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2.2.2 INTERFACE

The stereotype ‘Interface’ is defined by the UML specification. In this model it is used to
identify a component interface. In C++ an interface is implemented as a class containing no
data members and only public, pure virtual function members. According to the simple
component model defined in annex D, all interfaces inherit the interface TUnknown. This
fact is not explicitly shown in the diagrams.

An interface is displayed as a UML class with the stereotype <<Interface>>. The operatigns
defined by the interface may or may not be shown, depending on the purpose of the spéeiffic
diagr

Wherg explicit public interface inheritance is required, this is indicated by the stereotype
<<Inhpritance>>. Generalization relationships that do not show this stéreotype do mot
requirg an implementation using inheritance.

2.2.3 | COMPONENT CLASS

A comiponent class is a model object that specifies some functionality to be provided by a
compgnent. It is also used to describe navigational relatipnships between interfaces. The
only implementation requirements related to component classes are the following. (Fof a
description of the interface TUnknown and the method QueryInterface () see the
‘Simple Component Model’ in annex D.)

a)| A component must export all intérfaces specified for a component class| it
implements.

b)| It must be possible to navigate-between all interfaces specified for a component class
and for component classes to which a generalization interface exists using
QueryInterface )\

¢)| For every non-abstra¢t component class (except the ‘main’ class for a component) the
model defines one’ (or more) interfaces by which a new instance can be obtaingd.
These interfaces must be supported.

d)| When more than one instance of a component class exist, distinct references for the
assoctateéd interfaces must be provided. The general requirement of the compongnt
madel, that a query for the interface ITUnknown on the same instance always retufns
the same pointer, applies.

Beyond these requirements, this Recommended Practice does not prescribe how the
functionality defined for component classes is implemented. In particular, the generalization
relationships shown in the model do not require implementation via inheritance. In fact,
there need not be any equivalence between the classes within a component and the
component classes shown in this model.
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A component class is defined as abstract, when no instances of the class are created. Such
component classes define common functionality, behavior, and interfaces that are provided
by more than one derived class.

A runtime component contains a single ‘main’ class and exposes a special ‘creator function’
that can create an instance of that class. This creator function must be a global symbol in the
library that implements the component. In the diagrams of this model the creator function is
represented by a UML Utility Class, which has an association ‘instantiates’ to the ‘main’
class

The model uses the UML dependency (or ‘uses’) relationship between component ¢lasses
anfl interfaces to describe how components are linked via their interfaces.” Th¢ only
requirement for an implementation is that the component implementing, the functignality
asgociated with the component class use the specified interfaces for the purpose identified in
th¢ model.

In|a few cases, attributes are shown for component classes. Atfributes are strictly anplysis-
m¢del constructs to highlight characteristics of a class or optiens provided by a class.| They
ar¢ not to be understood to define data. Attributes shown, in the model may not eyen be
acgessible at all.

A |lcomponent class is displayed as a UML class with the stereotype <<CoClass>>. |If the
component class is abstract, its name is displayed in italic typeface.

2.2.4 COMPONENT INTERNAL CLASS

Cqamponent internal classes are use¢d to describe features that are expected from a component,
but which do not result in any externally visible interface. Component internal clasdes are
pure model objects. This specification does not prescribe how the features presented by
th¢se objects are implemented.

A [component internal’class is presented as a UML class with the stereotype <<Interpal>>.
A1 internal class-do€s not implement an interface. Beside this constraint, all relationshjps for
clgsses can beused.

p—

2.2.5 « ENTITY

In Some cases, it is necessary to identily use oI an interface by some entity, which is
otherwise unspecified. For this purpose, the model object ‘Entity’ is used. An entity is
displayed as a UML class with the stereotype <<Entity>>. The only relationship an entity
can have is a dependency relationship to an interface. No further semantics are associated
with an entity.

CCSDS 914.0-M-2 Page 2-5 September 2015
© S0 2016 — All rights reserved


https://standardsiso.com/api/?name=f90e49c24543e11956851efb2fefffcd

ISO 18441:2016(E)

2.2.6

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

NAMING CONVENTIONS

2.2.6.1 Component Classes

Because component classes are not expected to be visible in source code, their names do not
adhere to the syntax of identifiers in programming languages.

The names of component classes that are independent of service types are not specifically
prefixed. Names of classes for which a special version must be provided for every service

type a

2.2.6.7

Interfs
and m

Follov
interfd
servic
types,
Recon
the ab
impro

e prefixed with ‘<SRV>’,

) Interfaces

ethod names are displayed in mono-space font.

ying Component Object Model (COM) conventions (see referénce [J5]), the name of
ce always starts with a capital ‘I’. Interfaces that are inidependent of specific S}
e types are prefixed with ISLE . Names of interfacesy which are specific for serv

imended Practice documents for service-specific’APIs, where <SRV> is replaced
breviation for the service type. Readability of'the name following the prefix can
ved using upper and lower case letters. sThe underscore character is reserved

separation of prefixes from the name. It is not used in the name itself.

Exam

2.2.6.]

Becau
code,

ples: ISLE ProxyAdmin
ISLE ServiceInform
I<SRV> SIAdmin becomes, e.g., IFSP_SIAdmin or IRAF SIAdmir

b Entities and Component Internal Classes

se the objects are pure modeling constructs and are not expected to be visible in sout
heir names do-not adhere to the syntax of identifiers in programming languages and

special naming-egnventions are applied.

2.2.7

DYNAMIC MODELING

ces adhere to the syntax of C/C++ identifiers. Except for diagrams)\interface nanj

€S

an
LE
ce

are prefixed with I<SRV>. These interfaces are defined in supplemental

by
be
for

ce
no

The API requires implementation of a number of state machines. Because these comprise a
considerable number of states and events, this Recommended Practice uses state tables
instead of the state diagrams foreseen by UML. Because implementation of these state tables
is mandatory, they have been placed in the prescriptive part of this Recommended Practice.
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2.3 LOGICAL VIEW

2.3.1 STRUCTURE

The logical view of the API is partitioned into the packages shown in figure 2-2, which also

displays the dependencies between these packages.

Utilities are not shown in order to avoid overloading of the diagram.

TH

] ]

Dependencies on the package SLE

Sl F Apphcabon S1E Utilhe s

/ [P~
\
e \ N

il N

Interfaces (= — — Element —

Common Conlrol AM Sennce SLE Operatons

Figure 2-2: Top Level Decomposition of the API

e following packages exist:

a)c API Proxy

The package contains the component classes that define the component API Pr

DXy as

well as interfaces exported only by the Proxy.

b) API Service Element

The package contains the component classes that define the component API Service

Element as well as interfaces exported only by the API Service Element.

¢) Common Control Interfaces

The package specifies some interfaces that are supported by the API Proxy and the

API Service Element.
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SLE Application

The package defines component classes that are assumed to be part of the application
software. These component classes export the interfaces that must be made available

by the application.
SLE Operations

The package specifies the interfaces for operation objects implemented by the

associated component and used for SLE transfer service interfaces.

232

2.3.2.1

The A
manne

implements access control on system level and authentication of the peer identity.

structy

The ¢
manag
config

Comny
class

complementary interface ISLE . SxvProxyInform supplied by the client. Associatig

can bdg

Assoc
operat]
respor

speciafized classes-differ in their behavior but do not expose any interfaces in addition

those

The P

StEHtitites
The package defines a small set of generally useful classes and their interfaces:. "1
interfaces of these utility classes are used by interfaces throughout the model:

PACKAGE API PROXY

Overview

r and shields its clients from all technology-specific aspects. In addition, the Pro

re is shown in figure 2-3.

ement of the Proxy component and. he data communication system. T
uration and initialization is performed using the interface ISLE ProxyAdmin.

Junication between an SLE serviceuser and an SLE service provider is handled by {
Association via the exported) interface ISLE SrvProxyInitiate and

created via the interface(ISLE AssocFactory.

jations are distinguished according to the role they play in the BIND and UNBIN
jon.  Initiating~associations invoke BIND and UNBIND operations, wherq
ding associations accept incoming BIND and UNBIND invocations.  Thg

nheritedrom the abstract class Association.

DU Translator is responsible for translation of the operation parameters between f{

he

PI Proxy provides all functionality that must be implemented in a technology-specilfic

Xy
[ts

omponent class API Proxy is responsible “for configuration, initialization, and

he

he
he
ns

as
S¢€

he
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PDU Translator handles common PDUs for association management, while a service-specific
translator handles service-specific PDUs. It is the only element in the proxy that depends on
the SLE service type.

The proxy and associations support logging and diagnostic traces using the interfaces
ISLE Reporter and ISLE Trace provided by the application. Diagnostic traces can be
switched on and off via the interface ISLE TraceControl exported by the API Proxy
and by the class Association.
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NOTE - All classes

in the package API Proxy use the interfaces of operation objects and

of utility objects. This fact is not specifically mentioned in the following

description.
At least one of these mterfaces
AP1 Proxy Creator and the assocaied behaviowr
<Product> cre must be supporied
insta / N
<<|nterface>> <<|nterface>>
ISLE_Sequenkal ISLE Concurent
(from C ommmon Condrol inferfaces) (from Comman Corfrol Indesfaces)
7
<<interface>> N\ //
ISLE_ProxyAdmmn <7 | <«<CoClass>>

ISLE_AssocFadory

<dnierface>> ) ‘/|Bi'd Hutos Sepgoskod

AP1 Proxy

Protocol ID

manpges
“"Q
<<nterface>> <<CoClass>> <<Intesface>>
ISLE_SivProxyinitiate [~ Assogaton — —— > ISLE_SivProxyinform
- (from A1 Service Bermment)
Service Type
1
uses
1
<<Intermalb>> <<Internal>> <<intemal>>
Iniialing Associabion PDU Translator Responding Associalion

i v

<<Intesmnal>> <<interface>>
<SRV> PDU Transiator ISLE_Locator
(from A1 Service Bemert)

Figure 2-3: Structure of the Package API Proxy
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mﬂaemcmml manages ISLE Trace
Common Confrol Inferfaces) (from SLE Applicaior)

<<CoClass>> <<Intesface>>
AP1 Proxy -~ ISLE_Reporier
(from SLE Applicalior)
$) A
1
od N\
<<Interface>> <<|nterface>>

2.3.2.7
2.3.2.7

The |
associ
servic
availa

In gen

impleimentation may support only one of these roles. The ‘bind roles’ actually supported :

define
respor]

A sing

N /’7

<<CoClass>>
) i i

Figure 2-4: Reporting and Tracing by.the Proxy

. Component Class API Proxy
.1 General

APl Proxy provides management, of the communications infrastructure and
htions. The communications technology and the specific mapping of SLE trans
ps to that technology by a prexy implementation is identified by a ‘Protocol IJ
ple via the interface ISLE . RroxyAdmin.

eral, a proxy supports initiating associations and responding associations. However,

d by the attribute~“Bind Roles Supported’. A proxy supporting associations in 1
der role listens for incoming connection requests on the network interface.

le instarice of this class exists within one instance of the component API Proxy.

of
fer
D’

an
\re
he

2.3.2.]

2- Responsibilities

2.3.2.2.2.1 Configuration and Initialization of the Proxy Component

After creation the proxy must be configured and initialized using the interface
ISLE ProxyAdmin. This action includes configuration and initialization of the
communications infrastructure. All static configuration parameters needed for this purpose
are specified in the configuration database, defined in 2.3.2.8.
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An implementation may require that part of the required infrastructure has already been
initialized, e.g., at system start-up, or that a global infrastructure exists, e.g., for access to a
directory system. Such prerequisites must be documented for every implementation.

2.3.2.2.2.2 Dynamic Port Registration and De-registration

The proxy performs dynamic registration of responder ports on request of a client via the
interface ISLE ProxyAdmin. Port registration includes all actions that may be required
byl a technology to register addresses, export address related information to a directory
system, or publish a port by other means. Port registration has the effect that requests $ent to
th¢ port are correctly routed to the proxy that registered it.

If port registration is not needed for the technology used, or for the current configurafion of
th¢ proxy, the proxy ignores the request.

2.3.2.2.2.3 Management of Initiating Associations

The proxy creates and initializes initiating associations fof.a Specified service type on request
of|its client via the interface ISLE AssocFactorys If the proxy does not support the
reiuested service type or does not support associations in the initiator role, it reje¢ts the
request.

The proxy keeps a reference to the associations until the client requests it to destrpy the
asgociation. If the association is not iri_an unbound state, the proxy rejects this r¢quest.
Otherwise, it releases all resources that-may be allocated to the association and perfoims all
acfions required to delete the assogidtion.

(@]

2.3.2.2.2.4 Management of Responding Associations

A |proxy that supports-associations in the role of a BIND responder starts listenihg for
in¢goming BIND invecations as soon as the start method of one of the control interfages has
bepn called, ory'when the port has been registered. When the proxy receives a [BIND
inyocation, it\ereates a new responding association to process the BIND invocation.

When. fesponding association terminates (following UNBIND, PEER-ABORT, or gfter a
failute “reported by the data communication service), the proxy releases all respurces
allocated to the association and deletes the association object.

2.3.2.2.2.5 Logging and Notification

The proxy generates log records for important events and enters them to the system log using
the interface ISLE_Reporter provided by the application. For specific events that require
immediate attention, the proxy notifies the application using the method Notify () in the
interface ISLE_Reporter.
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2.3.2.2.2.6 Diagnostic Traces

The proxy generates trace records for events that are not related to any particular association
and passes them to the interface ISLE Trace provided by the application. It supports the
interface ISLE TraceControl to switch tracing on and off. The proxy forwards all

reques

ts received via this interface to all associations currently managed.

2.3.2.2.3 Attributes

2.3.2.]

Identif

2.3.2.]

INITL
RESP
ALL

2.3.2.7

When
proxy
the pr|
return
return
proceq
ISLE

suppo
only a|

When
if app
associ
associ

3.1 Protocol ID

ies the technology and specific mapping of SLE transfer services to that technology.

3.2 Bind Roles Supported

ATOR the proxy is capable to support associations in the role of a bind initiator;
DNDER  the proxy is capable to support associations in.the role of a bind responde
the proxy is capable to support associations inh the role of an initiator
well as associations in the role of a responder.

.4 Behavior and Use

the method Configure () is called on the interface ISLE ProxyAdmin, |
checks the information passed and performs all actions required for configuration
pxy and the communications serviee. Errors are logged and result in an error cq
pd to the caller. When the component has been configured successfully, the prg

sing only when the start method is called on one of the control interfag
| Sequential or ASLE Concurrent (see 2.3.4). This implies that a prg
'ting associations. iirthe responder role starts listening for incoming BIND invocatig
fter call of the start method.

the terminate method of the control interface is called, the proxy terminates all threa

=
- .

as

he
of
de

Xy

5 a positive result code, indicating that it is ready for operation. However, it stafrts

€S

Xy
ns

s,

licable,»such that an orderly termination of the application is possible. If any
htions~are  still active when termination is requested, the proxy aborts th¢

S¢€

htions. A proxy must expect that other proxies using the same communicati

n

infrastructure exist on the system and must make sure that their operation is not affected by
termination activities.

NOTE - The terminate method is either TerminateSequential () of the interface
ISLE Sequential, or TerminateConcurrent () of the interface
ISLE Concurrent, depending on the behavior supported by the proxy.
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The proxy provides the method ShutDown () to shut it down on its administrative interface
ISLE ProxyAdmin. When that method is called it releases all interfaces of other
components it still holds, frees all resources, and deletes all internal objects.

2.3.2.2.5 Exported Interfaces

Interface Defined in Package  Purpose
IS ; ;
registration, and shutdown
IS[LE Concurrent Common Control start and termination of operations-for
Interfaces concurrent behavior
IS[LE Sequential Common Control start and termination of aperations for
Interfaces sequential behavior
IS[LE AssocFactory AP Proxy creation and deletion of associations in|the
initiator role
IS[LE TraceControl Common Control start and step of diagnostic traces
Interfaces

2.3.2.2.6 Dependencies

Interface Defined in Package Purpose

IS[LE Reporter SLE Application logging and natification

IS[LE Trace SLE Application tracing

IS[LE Locator API Service Element indication of an incoming BIND invocation to
the client (not shown in the diagram)

IS|LE OperationFactory~\.SLE Operations creation of operation objects (not shown in the
diagram)

ISLE UtilFactory SLE Utilities creation of utility objects (not shown in the
diagram)

2.3.2.3 .Component Class Association

2.3.23.1 General

An object of a class derived from the abstract class Association handles a single data
communication association between an SLE service user and an SLE service provider. The
class Association defines those aspects of an association, which are independent of the role it
plays in the BIND and UNBIND operation. An association is independent of the SLE
service type. Service type-specific aspects are handled by the class PDU Translator, to which
the association passes all operation invocations and returns for checking and for encoding
and decoding.
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An association object does not distinguish between the SLE service user role and the SLE
service provider role and accepts any PDU that is defined for a given SLE service type.
Checking for validity of PDUs for a given role must be performed by the client of the
association.

2.3.2.3.2 Responsibilities

2.3.2.3.2.1 Mapping of Port Identifiers

The apsociation maps the logical port identifiers defined by the CCSDS Recommended
Standgrds for SLE transfer services to technology-specific addresses. The mapping| is
defined in the configuration database.

2.3.2.3.2.2 Processing of SLE Protocol Data Units

Assocjations accept operation objects holding SLE invocation and return parameters via the
interfgce ISLE SrvProxyInitiate, pass them to the PDU-Translator for checking and
encoding, and transfer the encoded PDU to the peer proxy. <They receive SLE PDUs fr¢m
the pepr proxy, pass them to the PDU Translator for checking and decoding, and forward the
resulting operation object to the client via the interface ESLE SrvProxyInform.

2.3.2.3.2.3 Basic SLE Protocol Execution

Assocjation objects implement a basic subsét of the state tables defined for SLE servicgs.
The stpte table for associations is specified in section 4.

2.3.2.3.2.4 Authentication

For infoming PDUs, the-association determines the required authentication mode defined|in
the configuration database for the peer application. If authentication is required it uses the
interfgce ISLE SecAttributes provided by the component SLE Utilities to check the
crederftials transmitted in the PDU. If authentication fails the association ignores the PDU.
For oytgoing PDUs, the association generates the credentials using the security attributes|of
the logal application in its configuration database.

2.3.2.3.2.5 Monitoring of the State of the Data Communication Connection

The association monitors the state of the data communication connection it uses and informs
its client if the connection breaks down. The maximum delay between the failure and the
report is specified in the proxy configuration file.
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2.3.2.3.2.6 Queuing of Outbound PDUs

The association queues a maximum number of PDUs if these cannot be transmitted
immediately. A positive response to a transmission request by the client guarantees that the
PDU has been queued for transmission. The maximum size of the queue is defined in the
proxy configuration file. If requested by the client (see the interface
ISLE SrvProxyInitiate) the association notifies the client when a PDU has actually
been transmitted. If the queue of outgoing PDUs is full, the association rejects further

transmission reguests
T

2.3.2.3.2.7 Removal of Transfer Buffer PDUs

On request by the client, the association removes all PDUs of the type TRANSFER-BUFFER
for which transmission has not yet started from the queue and releases associated resqurces.
It informs the client whether such PDUs have been discarded.

2.3.2.3.2.8 Limiting Inbound Data Traffic

The association ensures that the number of PDUs received from the network and ot yet
papsed to its client does not exceed a maximpm number N1 defined in the [proxy
copfiguration file. Of these a maximum number N2 < N1 are allowed to be PDUs of the type
TRANSFER-DATA invocation or TRANSEER-BUFFER invocation. The number|N2 is
aldo defined in the proxy configuration file. If either of these limits is exceed¢d the
asgociation does not accept further datasfrom the network making sure that back-prespure is
buiilt up.

—

2.3.2.3.2.9 Logging and Notification

The association and its~derived classes generate log records for important events and enter
th¢m to the system.log using the interface ISLE Reporter provided by the appligation.
For specific events’that require immediate attention, the association notifies the application
using the method'Notify () in the interface ISLE Reporter.

2.3.2.3.2.10 Diagnostic Traces

The ctassAssociation and 1ts derived classes generate trace records and pass thent to the
interface  ISLE Trace provided by the application. It supports the interface
ISLE TraceControl to switch tracing on and off.
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2.3.2.3.3 Exported Interfaces

Interface

ISLE SrvProxyInitiate

Defined in Package

API Proxy

Purpose

passing of SLE PDUs for transfer

ISLE TraceControl Common Control start and stop of diagnostic traces
Interfaces

2.3.2.3.4 Dependencies

Interface Defined in Package  Purpose

ISLE [sSrvProxyInform API Service Element  passing of SLE PDUs received ffom the

network

ISLE Reporter SLE Application logging and notification

ISLE [Trace SLE Application tracing

2.3.2.4 Internal Class Initiating Association

2.3.2.4.1 General

An in
operat
PDU

‘proto

2.3.24
2.3.2.4

When
a data
transnj
receiv
result,
carries

col error’.

The assc
parameters received from the peer proxy.

ion from its local client.

}.2  Responsibilities

}.2.1 Association Establishment

tiating association accepts requests to invoke the BIND operation and the UNBIND
If the associatioft’receives a BIND or UNBIND invocatjon
rom the peer proxy, it aborts the dataccommunication association with the diagnostic

receiving a BINDninvocation from its local client, the initiating association establishes
communicatién association with the peer proxy using technology-specific means and
its the BIND- invocation. It completes the association establishment procedure when it

The association ensures that the BIND operation is not performed on an established
association or during association release and is not re-invoked during association

establishment.

It also ensures that the BIND operation is performed according to the

protocol defined by the CCSDS Recommended Standards for SLE transfer services.
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2.3.2.4.2.2 Association Release

When receiving an UNBIND invocation from its local client, the association object forwards
the invocation to the peer proxy and initiates termination of the data communication
association by technology-specific means. It completes the association release procedure
when receiving the UNBIND return, by setting its state to ‘unbound’ and forwarding the
return to its client.

The association ensures that the UNBIND operation is performed only on an established
asgociation and is not re-invoked during association release. It also ensures that UNBIND
opgration is performed according to the protocol defined by the CCSDS Recommended
Standards for SLE transfer services.

2.3.2.4.2.3 Access Control

Aq part of the BIND operation the initiating association locates, theé peer application |in the
copfiguration database of the proxy using the responder identifier in the BIND opgration
object. When receiving the BIND return it verifies that the)responder identifier is tﬁ:e one
expected and aborts if that is not the case. This test is performed before authentication, if
aufhentication is required for the peer application.

2.3.2.5 Internal Class Responding Association
2.3.2.5.1 General

A |responding association processessBIND invocations received from the peer proyy and
regponds to UNBIND invocations issued by the peer proxy. It rejects any BIND or UNBIND
inyocations that might be requested by its local client.

2.3.2.5.2 Responsibilities
2.3.2.5.2.1 Association Establishment

A1 object<of'the class Responding Association is created by the API Proxy in ornder to
processiasreceived BIND invocation (see 2.3.2.2.2.4). It performs all initial checks pn the
BIND“invocation defined in this section. It then informs its client via the inferface

o v nravidad ac o ofthae nravyy coanfigyiratingy occing 1+ o vafarano 1
IMLE_LU\/MtUJ_ IJLUVIUUU ao Puﬂ \vpu tll\l IJLUIX \/Ullllsulutlull’ t_}uoollls lt A ITVIVIVIIVV tO lts
interface ISLE SrvProxyInitiate and to the operation object holding the BIND
invocation parameters.

If the locator interface returns a reference to the interface ISLE SrvProxyInform, the
association forwards the BIND invocation via that interface. If the locator returns an error,
the association generates a BIND return PDU with a negative result and a diagnostic
corresponding to the error. It transmits the PDU to the peer proxy and terminates the data
communication association.
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The association completes the association establishment procedure when it receives the
BIND return from its local client. If the BIND return PDU contains a positive result, the

association is established and the state is set to ‘bound’.

If the BIND return PDU carries a

negative result, the association is not established. In both cases, the association forwards the

BIND

return to the peer proxy.

If the association receives a BIND invocation from the peer proxy on the data
communication association it handles, it aborts the association with the diagnostic ‘protocol

error’

The association also ensures that the BIND nperﬂﬁnn is perfnrm9d nr(‘nr(‘]ing tQ

he

protog

2.3.2.1

When
1nvoc4
UNBI

The a
associ
operat]
Stand3

2.3.2.1

When
peer a
with al

2.3.2.5

When
define

can b¢

negati

ol defined by the CCSDS Recommended Standards for SLE transfer services.

.2.2  Association Release

receiving an UNBIND invocation from the peer proxy, the association forwards f
tion to its client. It completes the association release procedure-when it receives f
ND return from its local client.

ssociation ensures that the UNBIND operation is perferined only on an establish
htion and is not re-invoked during association release.<It also ensures that UNBIN
jon is performed according to the protocol defined by the CCSDS Recommend
irds for SLE transfer services.

p.2.3  Access Control

receiving a BIND invocation, the association verifies that the initiator is defined a
bplication in the configuration database of the proxy. If that is not the case, it respor
BIND return containing a negative result and the diagnostic ‘access denied’.

).2.4 Handling of Service Types and Version Numbers

receiving a BIND invocation, the association checks that the requested service typg
d in the configuration database of the proxy and that the version number for that ty,

ve result.and the appropriate diagnostic.

supported: If that is not the case, it responds with a BIND return containing

he
he

ed

ed

5 a

ds

PC

Interface Defined in Package  Purpose

ISLE

Locator API Service Element indication of an incoming BIND invocation to

the client
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2.3.2.6 Internal Class PDU Translator
2.3.2.6.1 General

The class PDU Translator translates SLE operation parameters between the syntax used in
the API and the syntax required for communication with the peer proxy. The base class
handles the SLE operations BIND, UNBIND, and PEER-ABORT, which are identical for all
service types. Service-specific operations are handled by the derived classes.

2.3.2.6.2 Responsibilities
2.3.2.6.2.1 Association of Returns with Invocations

THe PDU Translator receives operation objects from the association.™ For invocatipns of
copfirmed operations by the local client, it stores a reference to the operation object until the
refurn from the peer proxy arrives or the association is aborted. When receiving a PDU that
coptains a return, the PDU Translator locates the operation objéct holding the invocatjon by
mg¢ans of the invocation identifier. The PDU Translatorverifies that the invocatign and
refurn are of the same operation type. If it cannot locateé the invocation, it informs the
asgociation, which aborts with the diagnostic ‘unsolicited invocation identifier’.

NOTE - The processing of invocations of comifirmed operations received from thg peer
proxy is described in 2.3.2.6.2.3.

It jis noted that the confirmed operationsH)BIND and UNBIND do not carry an invqcation
id¢ntifier. Because only a single returh-can be outstanding for these operations at any time,
asgociation of the return with the invvocation is possible without the invocation identifief.

7]

2.3.2.6.2.2 Encoding of PDUs

A [PDU Translator extracts the invocation or return parameters from the operation gbjects
papsed by the assaciation, encodes them as required by the technology mapping, builds the
protocol data unit,Jand passes it back to the association for transmission.

=

2.3.2.6.2.3 Decoding of PDUs

The PDUI Translator decodes PDUS received from the peer proxy and extracts the aperation

parameters. For invocations, the PDU Translator creates an operation object using the
interface ISLE OperationFactory, stores the invocation parameters to this object, and
passes it to the association for further processing. For returns, it stores the return parameters
to the operation object, which holds the associated invocation.
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2.3.2.7 Internal Class <SRV> PDU Translator

A class <SRV> PDU Translator exists for every SLE service type supported by the proxy.
For operation objects and PDUs passed to the PDU Translator, the class checks whether
these are defined for the service type. If the operation is defined for the service type, the
class performs encoding and decoding for these operations as described in 2.3.2.6.

2.3.2.8 Proxy Configuration Database

2.3.2.4.1 General

Operation of the API Proxy in a specific deployment environment is centrolled py
paramgters in a configuration database. The structure of this database is Amplementation
speciffc. It could consist of one or more files or could be implemented-using directgry
systenjs or some management database. The configuration file passed to'the proxy as part{of
the cqnfiguration can contain the complete database or only a reference that enables the
proxy|to access the database.

Also, [the content of the database is largely implementatiofi{specific. Information, which
must e part of the configuration database, is presented in figure 2-5. The objects shown|in
the figure are not complete. Information objects not shewn in the figure are represented |by
the attribute ‘Configuration Parameters’ of the class Proxy Config Database. A complete list
of reqqiired objects may be found in section 3.

<<Internal>> <<Internal>>
$upported Servcie “aternal>> LocalApplication
g o T —————<>| Proxy.Config Database — dentifi
ervcie Type . . . entifier
Version List 1. 1 |Configuration Parameters| 1 1 Password
1 1
1. local port
Pe<e<rl rXerTiil;Ton <<Internal>> |, ,
- PP Responder Port | ™
Identifier o
Identifier
Password Address
Authentication Mode
Figure 2-5: Configuration Database of the Proxy
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2.3.2.8.2 Local Application

The database contains information concerning the local SLE application. The information
includes the identifier (user name) and a password for authentication. For proxies supporting
associations in the responder role, the database also holds information related to local ports,
on which the proxy shall accept incoming BIND invocations. The number of ports that can
be supported is implementation defined.

2.3.2.8.3 Peer Application

THe database contains a list of peer applications, which are allowed to access|the system.
The list includes service users that may access a service provider and setvice proyiders,
which the local application may use. For every peer application, the database contains the
id¢ntifier, the required authentication mode (no authentication, authentication for BINI) only,
authentication of all PDUs) and a password for authentication.

2.3.2.8.4 Port

For all responder ports (local and remote) the database contains a logical port identifier and
th¢ technology-specific address information associated with that name.

2.3.2.8.5 Supported Services

THe database contains a list of the seryice types that are supported by all API compongnts in
an|installation, and for each type, the list of version numbers that are supported by all API
components.

2.3.2.8.6 Interfaces Defiried by the Package

Name Description

IS|LE ProxyAdmin The interface is provided to configure and initialize the proxy
component passing it the pointers to interfaces of other components it
needs operationally. In addition, the interface comprises the methods
for port registration and de-registration and for shutting down off the

proxy.

ISEFE—#Assocteactory The-interface-stupports—creationof-initiating-assoctationobjectsor a
specified SLE transfer service type. A pointer to the client interface
must be passed to the creation function. The interface also provides a
method to request the proxy to destroy an association object that is no
longer needed.

ISLE SrvProxylInitiate The interface provides methods to pass SLE operation invocations and
returns for transmission. In addition, it supports the features to request
reporting of actual transfer of a PDU, and to discard PDUs of the type
TRANSFER-BUFFER. The interface is identical for all association roles
(initiator and provider) and all SLE service types.
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2.3.3 PACKAGE API SERVICE ELEMENT
2.3.3.1 Overview

The API Service Element implements functionality related to SLE transfer service
provisioning, which can be clearly separated from service production. It provides support for
SLE service provider applications and for SLE service user applications. The structure of the
API Service Element is shown in figure 2-6.

The component class API Service Element is responsible for configuration, initialization; id
management of the component. It provides an interface to the application to create and
delete|service instances (ISLE SIFactory) and to the proxy to locate service instanges
when feceiving a BIND invocation (ISLE Locator).
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Figure 2-6: Structure of the Package API Service Element
Inglividual service instances are handled by the class API Service Instance. During perfods in
whi 1 1 i i ice instdnce is

linked with an association object in the component API Proxy. It communicates with the
association via the interface ISLE SrvProxyInitiate and the complementary interface
ISLE SrvProxyInform. With the application it communicates via the interface
ISLE ServiceInitiate and the complementary interface ISLE ServiceInform.

Service instances are distinguished according to the application role they support. The class
SI Provider supports SLE service provider applications and the class SI User supports SLE
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service user applications. While the behavior of these classes and the operations they support
differ, the externally visible interfaces are identical.

The classes API Service Instance, SI Provider, and SI User are abstract. Service instance
objects support a specific SLE service type represented by the classes <SRV> SI Provider
and <SRV> SI User. The class <SRV> SI User does not export any new interfaces, while
service instances in the provider role support additional service type-specific interfaces for
configuration (I<SRV> SIAdmin) and for wupdate of service parameters

(I<SRV>—_SIUpdate).

<< CoClass> <|ntefface->
APISewvice Bement [~ | ISLE_Repoder
{fmm SLE Applicaion)
01 T
odniaiae>> mangges <|iniaface>>
ISLE_TraceControl ISLE_Trey
{ium Common Canml Inferfice=$ (fom SLE Appcasinn)
\ o*

< CoClass=
APl Service lnsance —

Figure 2-7: Reporting/and Tracing by the Service Element

The s¢rvice element and service instances support logging and diagnostic traces using the
interfgces ISLE Reporter and ISLE Trace provided by the application. Diagnostic
Traceg can be switched o and off via the interface ISLE TraceControl exported by the
API Sgrvice Element and by the API Service Instance.

NOTH - Alf classes in the package API Service Element use the interfaces of operation
objects and of utility objects. This fact is not specifically mentioned in the
following description.
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2.3.3.2 Component Class API Service Element
2.3.3.2.1 General

The component class API Service Element provides management of service instances. An
implementation of the component can support service instances for the SLE service provider
role and for the SLE service user role or only for one of the roles as indicated by the attribute
‘Roles Supported’. Support for user-initiated binding of service instances is mandatory,
while support for provider-initiated binding is an option. Its support is indicated by the
attribute ‘Provider Initiated Bind Supported’.

NOQTE — This version of the Recommended Practice does not support provider-infitiated
binding (see 1.2.2 item b)). The option and the attribute ‘Provider Initiated Bind
Supported’ are foreseen to allow later extension.

A |single instance of this class exists within an instance of the-API Service Element
component.

2.3.3.2.2 Responsibilities
2.3.3.2.2.1 Configuration and Initialization of the API Service Element Compong¢nt

AlJter creation, the API Service Element must be configured and initialized usipg the
inferface ISLE SEAdmin. All static configuration parameters needed for this purpqgse are
specified in the configuration database defined in 2.3.3.8.

2.3.3.2.2.2 Control of Proxies

THe service element can use several proxies distinguished by the ‘Protocol ID’ of the proxy.
THe interface ISLE _SEAdmin provides a method to link proxies to the service element after
copfiguration. The service element starts and terminates operation of all linked proxiey when
itslown operation is-started or terminated.

For service instances that initiate the BIND operation, the service element selects the|proxy
to juse by atable in its configuration database, which associates the peer port identifigr with
th¢ Protoeol ID supported by the proxy.

2.3.3.2.2.3 Management of Service Instances

The service element creates and initializes service instances for a specified service type and a
specified role on request of the application via the interface ISLE SIFactory. If the
service element does not support the requested service type or role, it rejects the request. If
the service instance shall initiate binding, the application must additionally specify the
version number of the service type.
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The service element keeps a reference to the service instances created until the application
requests it to destroy the service instance. If the service instance is still bound at that time,
the service element rejects the request. Otherwise, it releases all resources that are allocated
to the service instance and performs all actions required to delete the service instance.

2.3.3.2.2.4 Location of Service Instances

The service element provides the interface ISLE Locator to the proxy to locate requested
servicg instances when the proxy receives a BIND invocation from the peer system. Itquges
the sefvice instance identifier in the BIND invocation passed by the proxy to find the-sérvice
instange. If the service instance has been created by the application, the service lelement
verifids that this service instance is not already bound and that the BINIDx invocation
paramgters are consistent with the configuration of the service instance. If-all checks gre
passed, it links the service instance with the association and returns-a reference to the
interfgce ISLE SrvProxyInform of the service instance to the proxy. Otherwise| it
returng an error, instructing the proxy to reject the BIND invocation,

2.3.3.2.2.5 Access Control

For infoming BIND invocations the service element vetifies that the initiator identifier in the
BIND|invocation matches the peer identifier defined-for this service instance. If that is fot
the case, it rejects the request and generates an aceess violation alarm.

2.3.3.2.2.6 Logging and Notification

The sqrvice element generates log recofds for important events and enters them to the systgm
log uqing the interface ISLE_Reporter provided by the application. For events that
requirg immediate attention,(the’service element notifies the application using the methiod
Notiffy () inthe interfac€ TSLE Reporter.

2.3.3.2.2.7 Diagnostic Traces

The s¢rvice elément generates trace records for events that are not related to any particufar
servicg instance and passes them to the interface ISLE Trace provided by the applicatipn.
It suppérts the interface ISLE TraceControl to switch tracing on and off. The service
element forwards all requests received via this interface to all service instances currently
managed, and, if requested by the caller, to all proxies that it controls.

NOTE - The interface ISLE TraceControl of the service element allows setting of
the trace level on a global scope. Individual setting of the trace level of each
service instance is possible using the interface ISLE TraceControl of the
service instance.
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2.3.3.2.3 Attributes

2.3.3.2.3.1 Roles Supported

USER the service element supports service instances in the role of an SLE service
user;

PROVIDER the service element supports service instances in the role of an SLE service
provider;

ALL the service element supports service instances in the role of a user as well

as service instances in the role of a provider.

2.3.3.2.3.2 Provider Initiated Bind Supported

Inglicates whether the service element supports provider-initiated “binding of dervice
ingtances.

NOQTE - This version of the Recommended Practice does rot support provider-injitiated
binding (see 1.2.2 item b)). The option and the-attribute ‘Provider Initiatedl Bind
Supported’ are foreseen to allow later extension.

2.3.3.2.4 Behavior and Use

When the method Configure () is called e®¥the interface ISLE SEAdmin (), the dervice
elgment checks the information passed, and performs all actions required for configuration of
th¢ component. Errors are logged and-tesult in an error code returned to the caller. WHen the
component has been configured successfully, the service element returns a positive| result
cofe. Following configuration of the component, the service element must be linked wjith the
proxies it will use. For this putpose, the service element provides the method AddPrqgxy ()

in its administrative interface:

iy

=

The service element (stafts processing when the start method is called on one of the ¢ontrol
inferfaces ISLE-~Sequential or ISLE Concurrent (see 2.3.4). It then also| starts
processing of alllinked proxies using the interface selected for control of the proxy.

When the términate method is called via the control interface, the service element terminates
all] threads, if applicable, such that an orderly termination of the application is possible. If
anjy‘service instances are still active when termination is requested, the service element
instructs them to abort the association. Finally the service element terminates processing of
all linked proxies.

—

NOTE - The terminate method is either TerminateSequential () of the interface
ISLE Sequential, or TerminateConcurrent () of the interface
ISLE Concurrent, depending on the behavior supported by the service
element.
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The service element provides the method ShutDown () to shut it down on its administrative
interface ISLE SEAdmin. When that method is called it releases all interfaces of other
components it still holds, frees all resources, and deletes all internal objects.

2.3.3.2.5 Exported Interfaces

Interface Defined in Package  Purpose
ISLE pPEAdmIT APHService Etement——configuration; nitiatization,and-stotdowmn
ISLE [Concurrent Common Control start and termination of operations for
Interfaces concurrent behavior
ISLE [Sequential Common Control start and termination of operations for
Interfaces sequential behavior
ISLE SIFactory API Service Element creation and deletion of Service instances
ISLE [Locator API Service Element  location of service instances requested by
incoming BIND invocations
ISLE [TraceControl Common Control start and stop_of 'diagnostic traces
Interfaces
2.3.3.2.6 Dependencies
Interface Defined in Package\“~ Purpose
ISLE Reporter SLE Application logging and natification
ISLE [Trace SLE Appljcation tracing
ISLE PperationFactory SLE Qperations creation of operation objects (not shown in
diagram)
ISLE UtilFactory SLE Utilities creation of utility objects (not shown in the
diagram)
ISLE [Concurrent Common Control start and termination of proxies for concurrg
Interfaces behavior (not shown in the diagram)
ISLE [Sequential Common Control start and termination of proxies for sequent
Interfaces behavior (not shown in the diagram)
ISLE [Frac&Control Common Control start and stop of diagnostic traces of proxie

Interfaces

(not shown in the diagram)

the

Nt
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2.3.3.3 Component Class API Service Instance
2.3.3.3.1 General

An object of a class derived from the abstract class API Service Instance handles a single
SLE transfer service instance. The class API Service Instance defines those aspects of a
service instance, which are independent of the user and provider role and independent of a
specific service type.

2.3.3.3.2 Responsibilities
2.3.3.3.2.1 Configuration of the Service Instance

THe service instance exports the interface ISLE SIAdmin to set common configyration
parameters after creation. When all parameters have béen set, the method
CqnfigCompleted () must called. The service instance then.checks its configuration for
completeness and consistency.

2.3.3.3.2.2 Control of Initiating Associations

If the service instance initiates binding, it creates(the initiating association via the inferface
I4LE AssocFactory exported by the component API Proxy. It selects the [proxy
ingtance from the mapping table in the configuration database of the service element) using
th¢ responder port identifier as a key. The service instance requests the proxy to destrjoy the
asgociation when it is no longer needed:

Implementations might create the association after configuration and keep it for the complete
lifetime of the service instance.0r create a new association for every BIND invocation.

2.3.3.3.2.3 Processing’of SLE Protocol Data Units

THe service instance receives operation objects holding SLE PDUs from the application via
th¢ interface TSLE_ServiceInitiate. It verifies that the PDUs are valid in the qurrent
stqte and checks the parameters for completeness, consistency, and range. If all chedks are
papsed, ‘the service instance passes the operation objects to the association for transfer Via the

intlerface ISLE SrvProxyInitiate. With a positive result code returned fo the
application, the service instance guarantees that the as been accepted by the proxy.

The service instance receives operation objects holding SLE PDUs from the association via
the interface ISLE SrvProxyInform. It verifies that the PDUs are valid in the current
state and checks the parameters for completeness, consistency, and range. If all checks are

passed and the operation is not handled by the service instance itself, it passes the operation
objects to the application via the interface ISLE_ServiceInform.
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2.3.3.3.2.4 SLE Protocol Execution
The service instance enforces conformance to the state tables defined for SLE services to the

extent that these are independent of service production. The state tables processed by service
instances are specified in section 4.

2.3.3.3.2.5 Management of Invocation Identifiers

The s¢Tvice inStance assigns unique invocation identiiiers 1o operation objects tor contirmed
SLE ¢perations. For invocations of confirmed operations received from the proxy,-the
servicg instance verifies that the invocation identifier is unique for all operations to Which the
applicption has not yet responded. If the service instance detects a duplicate ‘iivocation
identifier, it responds with a return containing a negative response and +the appropriate
diagngstic.

It is roted that the confirmed operations BIND and UNBIND do mot“carry an invocatjon
identifier and must be excluded from these checks.

2.3.3.3.2.6 Timeout Monitoring for Operation Returns

For cgnfirmed operations invoked by the local application or by the service instance itself, the
servic¢ instance ensures that a return is received within a timeout defined as a configuration
paramgter. If no return arrives within the specifieddimeout, it aborts the association.

2.3.3.3.2.7 Pre-setting of Operation Object Parameters

The s¢rvice instance provides an interface for creation of operation objects for the service
type supported. It uses the~interface ISLE OperationFactory exported by the
compgnent SLE Operations (to create these objects and initializes the parameters of the
operatjon objects according to its own configuration.

2.3.3.3.2.8 Logging'and Notification

The class APL'Service Instance and its derived classes generate log records for importgnt
eventq and ‘enter them to the system log using the interface ISLE Reporter provided by
the application. For events that require immediate attention, the service instance notifies the
application using the method Notify () in the interface ISLE Reporter.

2.3.3.3.2.9 Diagnostic Traces

The class API Service Instance and its derived classes generate trace records and pass them
to the interface ISLE Trace provided by the application. It supports the interface
ISLE TraceControl to switch tracing on and off. If requested by the caller, the service
instance forwards the request to the associations, which it is using.
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2.3.3.3.3 Behavior

For handling of errors, the service instance applies the following rules:

a) If SLE PDUs received from the application are not valid in the current state or fail to
pass any of the other checks the service instance applies, it returns an error code to
the method that passed the PDU.

b) If a PDU received from the application is rejected by the association, the service

instanee—retarns—the—result—eode—reeerved—from—the—assoetation—to—the—apphgation.
If the result code indicates that the queuing capacity of the association is eX¢geded,
the service instance aborts the association. Because of the flow control-mechgnisms
built into the API, queue overflow cannot be caused by transfer of space link data
units. It can only happen because of excessive generation of othetevents relgted to
the production process or excessively high status reporting frequencies. In| these
cases the application would have no other option to handle the problem.

c) If SLE PDUs received from the association are not valid-in the current state or|fail to
pass any of the other checks the service instance applies, the service instance
proceeds as follows:

1) if the problem is due to a misbehavior of the association, it returns an error code
to the method that passed the PDU;,

2) if the PDU is an invocation of a confirmed operation, the service instance spts the
result of the operation object to _‘hegative’, inserts the appropriate diagnostic, and
forwards it to the association.for transfer;

3) otherwise, the service-instance aborts the association with the appropriate
diagnostic.

2.3.3.3.4 Exported Interfaces

Interface Defined in Package  Purpose
IS[LE SIAdmin API Service Element  configuration of the service instance
IS[LE_SIOpFactory API Service Element  creation and initialization of operation opjects

IS[LE SexviceInitiate API Service Element  passing of SLE PDUs from the applicatjon to
the service instance

ISLE SrvProxylnrorm APT Service Element  passing of SLE PDUS received from the
association
ISLE TraceControl Common Control start and stop of diagnostic traces
Interfaces
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2.3.3.3.5 Dependencies

Interface Defined in Package  Purpose

ISLE AssocFactory API Proxy creation and deletion of associations in the
initiator role

ISLE ServiceInform SLE Application passing of SLE PDUs to the application

ISLE SrvProxyInitiate  API Proxy passing of SLE PDUs to the association for
transfer

ISLE PperationFactory SLE Operations creation of operation objects (not shown iDthe
diagram)

ISLE [TraceControl Common Control start and stop of diagnostic traces"of the

Interfaces association (not shown in the diagram)

2.3.3.4 Internal Class SI User

2.3.3.4.1 General

The class SI User defines those aspects of a service instarice”in the user role, which fre

indepd

2.3.3.4
2.3.3.4

The s4
are co
the sef

2.3.34

For re
from

object
TRAN
receiv

ndent of a specific SLE service type. This class does netexport any additional interface

}.2  Responsibilities

}.2.1 Processing of SLE Protocol Data\Units

mpatible with the user role, the setvice type supported, and with the version number
vice.

}.2.2  Buffering for Return Services

turn services, the.service instance accepts the TRANSFER-BUFFER operation obj
the association,~extracts the TRANSFER-DATA and SYNC-NOTIFY operati
5, and passes~them to the application in the sequence they have been stored in f
[SFER-BUFFER operation object. The service instance verifies that the buf
ed only-e¢ontains PDUs for which buffering shall be applied.

2.3.3.4

D.

rvice instance verifies that PDUs rec¢eived from the association or from the application

of
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.23 Flow Control for Forward Services

For forward services, the service instance provides flow control for TRANSFER-DATA

mnvocations.

When a maximum number of TRANSFER-DATA invocations have been

queued by the association and not yet transmitted, the service instance returns a code to the

application requesting it to suspend data transfer.

It informs the application when data

transmission can be resumed via the method ResumeDataTransfer () of the interface
ISLE ServiceInform. The number of invocations that can be queued is defined by the
implementation or can be set in the configuration database of the service element.
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2.3.3.5 Internal Class SI Provider
2.3.3.5.1 General

The class SI Provider defines those aspects of a service instance in the provider role, which
are independent of a specific SLE service type. This class does not export any additional
interfaces.

- 0 LK)
2 S ; 5 ! Reshn“c]]’\]]lfinc
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2.3.3.5.2.1 Processing of SLE Protocol Data Units

THe service instance verifies that PDUs received from the association or fremthe application
ar¢ compatible with the provider role, the service type supported, ard)with the version
number of the service. It extracts the applicable version number from,the BIND invdcation
re¢eived from the proxy.

2.3.3.5.2.2 Buffering for Return Services

For return services the service instance handles theltransfer buffer defined by GCSDS
Rdcommended Standards for return link services. For this purpose, it uses the opgration
object for the TRANSFER-BUFFER operation. The service instance adds invocations|of the
operations TRANSFER-DATA and SYNC-NOTIFY received from the application |to the
TRANSFER-BUFFER operation object, and-\ferwards it to the association when the byffer is
full. The size of the buffer is a parameter passed to the service instance as part|of its
copfiguration.

2.3.3.5.2.3 Buffering in the Delivery Modes Timely Online and Complete Online

the delivery modes ‘tifhely online’ and ‘complete online’, the service instance handles the
release timer as defined by the CCSDS Recommended Standards for return link serviceg. The
ice instance starts_the release timer when inserting the first PDU into the transfer puffer.
When the bufferds, full, when the release timer expires, or when the last PDU appended to the
bufffer is an ‘end-of data’ SYNC-NOTIFY operation, the service instance forwards the tfansfer
bufffer content'to the association for transfer in the form of a TRANSFER-BUFFER invogation.

NOTE. - The term ‘TRANSFER-BUFFER invocation’ corresponds to a transnjission
request for the transfer buffer, not an SLE operation.

2.3.3.5.2.4 Buffering in the Delivery Mode Timely Online

For the delivery mode timely online the service instance additionally handles discarding of
buffers as defined by the CCSDS Recommended Standards for SLE return link services.
When a transfer buffer is due for transmission, it performs the following steps:
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If the association did not yet notify transmission of the previous TRANSFER-
BUFFER invocation, the service instance requests the association to discard the
queued (previous) TRANSFER-BUFFER invocation.

If the result returned by the association confirms that the association has actually
discarded a TRANSFER-BUFFER invocation, the service instance inserts a
notification ‘data discarded due to excessive backlog’ at the beginning of the transfer
buffer before forwarding it to the association.

2.3.3.5.2.5 Flow Control for Complete Online and Offline Delivery Modes

In the|delivery modes complete online and offline, the service instance provides flow contfol
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NSFER-DATA invocations. If the transfer buffer fills up and a previously s¢nt
[SFER-BUFFER invocation has not yet been transmitted by the associdtion, the service
be returns a code to the application requesting it to suspend data transfer. It informs the
ation  when  data  transmission can  be resumed .“yia the method
meDataTransfer () of the interface ISLE ServiceInform.

.2.6 GET-PARAMETER Operation

prvice instance performs the operation GET-PARAMETER without involving the
htion. It stores the current value of the requested parameter into the operation objgct
rwards it to the association for transfer. It is noted that the GET-PARAMETER
jon is service specific and the derived service-specific class must be involved.

.2.7 Status Reporting

ervice instance performs the operation SCHEDULE-STATUS-REPORT withut

involving the application. It handles the report timer, generates status reports when needed,

and f(
valueg
specif

2.3.3.1

The sq
If the

rwards them to the association for transfer. The status reports contain the curr¢nt
of the service pararmeters. It is noted that the STATUS-REPORT operation is servjce
c and the derived'service-specific class must be involved.

.2.8 Service Provisioning Period

rvice-nstance accepts a BIND invocation only within the scheduled provision perigd.

the as

interface ISLE_ServiceInform.

For special purposes, the service provision period can be declared as infinite by setting the
start and end times to NULL. If that is done, the service instance assumes that the provision
period starts as soon as configuration is completed and never terminates.
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2.3.3.6 Internal Class <SRV> SI User

A class <SRV> SI User exists for every service type supported by the service element. It
ensures that the SLE PDUs passed by the application and by the association are supported by
the service type and handles the service-specific operation objects.

2.3.3.7 Component Class <SRV> SI Provider

2.33.71 General

A flass <SRV> SI Provider exists for every service type supported by the service elem¢nt.

2.3.3.7.2 Responsibilities
2.3.3.7.2.1 Processing of SLE Protocol Data Units

The service instance ensures that the SLE PDUs passed by the application and by the
asgociation are supported by the service type and handles the s€rvice-specific operation opjects.

2.3.3.7.2.2 Service Specific Configuration

The service instance provides an interface to._deéfine the service-specific configuration
parameters. This interface is defined by the relevant supplemental Recommended Practice
for the service-specific APIL.

2.3.3.7.2.3 Update of Service Parameéters

If defined by the relevant supplemental Recommended Practice for the service-specific API,

th¢ service instance provides an interface to update the values of service parameters uged for
th¢ GET-PARAMETER returnand for status reports.

2.3.3.7.2.4 GET-PARAMETER and Status Reporting

THe service instance generates the service-specific GET-PARAMETER returns and|status
reports.

2.3.3.7.2:5."Handling of Service Parameters after UNBIND or Abort

Following completion of the UNBIND operation with the unbind-reason ‘suspend’ or a[fter an
abort, the service mstance sefs the configuration parameters as defined Tor the specific service type.

2.3.3.7.3 Exported Interfaces

Interface Defined in Package  Purpose

I<SRV> SIAdmin Service Supplement  Configuration of the service instance

I<SRV> SIUpdate Service Supplement  Update of service parameters
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2.3.3.8 Service Element Configuration Database

The execution of the API Service Element is controlled by parameters in a configuration
database. The structure of this database is implementation specific. It could consist of one or
more files or could be implemented using directory systems or some management database.
The configuration file passed to the service element as part of the configuration can contain the
complete database or only a reference that enables the service element to access the database.

Also the content of the database is largely implementation specific. Elements required by

this Recommended Practice include

a)| a table associating port identifiers with protocol identifiers to select the proxy

outgoing BIND invocations;

for

b)[ for a service element supporting the provider role, the minimum ‘and maximym

reporting cycle supported.

2.3.3.9 Interfaces Defined by the Package

Name

ISLE [SEAdmin

ISLE |SIFactory

ISLE [Locator

ISLE |SIAdmin

ISLE |SIOpFactory

Description

The interface is provided to configure and initialize the service eleme
component passing it the paoifters to interfaces of other components

nt
t

needs. In addition, the intérface comprises the methods for linking pfoxy

components and for shutting down the service element.

The interface allows creation of service instances for a specified serv
type and with a.specified role (service user or service provider). It als

ce
o}

provides a method to request deletion of a service instance object that is

no longer needed.

The locator interface is used to locate a service instance, using the
parameters of a BIND invocation, and to link it with an association
object.

The interface provides the methods needed to set common configurati

parameters for a service instance and to complete configuration.
Service type-specific configuration parameters must be set by the
interface specified for that type.

The interface allows creation of operation objects for the service type|
supported by the service instance, and initialization of invocation
parameters according to the configuration of the service instance.

on

ISLE STvProxXylIntrorm

ISLE Servicelnitiate
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The interface provides the methods 1o pass SLE operation invocatio
and returns received from the peer proxy. In addition, it supports
reporting of actual transfer of a PDU.

The interface provides the methods to pass SLE operation invocations

and returns from the application to a service instance and to read the
state of the service instance.
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2.3.4 PACKAGE COMMON CONTROL INTERFACES
2.3.4.1 Overview

In order to ensure substitutability, handling of multiple flows of control must be well defined
at interfaces between components. This specification defines two behaviors:

a) sequential behavior, in which a single flow of control at a time may pass an interface;

]‘\\ concurrent ]‘\P]’\Q‘ 1.f'\1" 1‘1’\ ‘XT]’\I‘{"]’\ mn]ﬁn]p 'FII\‘XIC n‘F r\nnfrr\] Can_1Nnass an iﬂ erface
VA oF orrery ) vy o ) o \a g et Per €t

concurrently.
NOTES
1 Multiple flows of control are frequently implemented by in-proéeéss threads but can

also be provided by interrupt handlers or other operating system features. In this
Recommended Practice, the term ‘thread’ is used in a broader sense referring fo any
kind of flow of control.

2 The terms ‘sequential’ and ‘concurrent’ have beern adopted from the charactgristics
defined in UML for operations. However, the.meaning of ‘sequential’ is s|ightly
more restrictive and the term ‘concurrent’ ds™ised in this Recommended Practice
maps to ‘concurrent or guarded’ in UML.

These behaviors are defined to more detail dn*2.3.4.2 and 2.3.4.3. The behavior miust be
regpected by the supplier of an interface and by the client of an interface. The same behavior
is pssumed for complementary interfaces: Components are required to support at least pne of
th¢se behaviors but can support both.

A |lcomponent providing a speeific behavior for its interfaces exports an associated ¢ontrol
inferface to start and terminate processing of the component. These control interfades are
defined by the package Common Control Interfaces. The interface ISLE Sequentjal is
supported by compenents providing sequential behavior and the inferface
I4LE Concurrent is supported by components providing concurrent behavior.

For the sequential interface behavior, this Recommended Practice also defines interfages by
which thelclient offers means for components to wait for external events and to handle
timers, Components providing concurrent behavior are expected to handle external events
and timers internally.

In addition, this package defines an interface to start and stop diagnostic traces, which is
implemented by all components providing that option.
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2.3.4.2 Sequential Behavior
2.3.4.2.1 Definitions

A component providing sequential behavior on an interface provided to the application or to
a higher layer API component ensures that methods of the complementary client interfaces
are only called in a thread that originates from a client call. Use of multiple threads by the
component is not excluded, but the component must guarantee that no thread started by the
component itself or by any lower layer component enters client code.

Becauke of these restrictions, components providing sequential interface behavior~canfot
wait for external events or timers without blocking the client. Therefore the client provides
specific interfaces for monitoring of events and handling of timers on beghalf of the
compagnent.

The application or API components using interfaces of lower layer AP¥ components with
sequential behavior ensure that methods of these interfaces are invoked sequentially. Use|of
multigle threads by clients is not excluded, but access to the interface must be strictly
serialiged.

2.3.4.2.2 Sequential Control Interface
2.3.4.2.2.1 General

The elements of the sequential control interface are shown in figure 2-8. The interfgce
ISLE| Sequential must be implementéd by the controlled component. The client of the
interfqce, the ‘controller’, provides services to the controlled component to listen for exterpal
eventy and to handle timers. In the model, these services are described by the compongnt
classep Event Monitor and Tifher Handler. The controlled component implements the
interfqces  that shall be,~ called when an external event is detecled
(ISLE _EventProcessO%) or a timer expires (ISLE TimeoutProcessor). In the
model} these interfaces are provided by the component classes Event Processor and Timegut
Procegsor. The contrelfed component can use one or more instances of these classes and|of
the asgociated interfaces.

The c¢gmponent class ‘Controlled Component’ is actually a placeholder for a component class
that pfovides the interface ISLE Sequential. This can be the component class API
Proxylof-the component class API Service Element. Pr ing of the methods to start and
terminate operation is described in the packages API Proxy and API Service Element.
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<<interface>> <<CoClass>>
l_ — ISLE_TimeoutProcessor <] — Tumeout Processor
<<CaClass>> <me>>
TmerHandler — 1> ISLE TmerHandler <= —
StartTmer() \
<<interface>> \ i
<<Entity>> ISLE_Sequeniia <<GoClass>>
TermindeSeguential()
/&
<<CoClass>> <<interface>> /
EventMonitor —  —{">{ ISLE_EvenitMonitar <~
| RegisterEvent()
l_ <<interface>> ] <<GCoClass>>
— ~ 7= ISLE_EverniProcessor <] Event Processar
Figure 2-8: Sequential Control Interface Component Class Controlled Compornent
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2.3.4.2.2.2 Exported Interfaces

Interface Defined in Purpose
Package
ISLE Sequential Common Control start and termination of processing and supply of
Interfaces interfaces for monitoring of external events and
timer handling
2.3.4.2.2.3 Dependencies
Interface Defined in Purpose
Package
ISLE [EventMonitor Common Control monitoring of external events
Interfaces
ISLE [TimerHandler Common Control timer Handling
Interfaces
2.3.4.2.3 Component Class Event Monitor
2.3.4.2.3.1 General
The eyent monitor supports registration of exterfial events it shall monitor, together with a

reference to the interface ISLE_EventProcessor. When a registered event occurs, the

event| monitor calls the method ¥ ProcessEvent () of the interfdce
ISLE| EventProcessor. Events can’also be removed from the event monitor. If the
event monitor is no longer able to handle an event, it informs the event processor, using the
method MonitorAbort ().
2.3.4.2.3.2 Exported Interfaces
Interface Defined in Purpose

Package
ISLE [EventMohitor Common Control monitoring of external events

Interfaces
2.3.4.2.3.3 Dependencies
Interface Defined in Purpose

Package

ISLE EventProcessor

CCSDS 914.0-M-2
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Interfaces
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2.3.4.2.4 Component Class Event Processor
2.3.4.2.4.1 General

The event processor processes an event detected by the event monitor as required for the
component.

2.3.4.2.4.2 Exported Interfaces

Interface Defined in Purpose
Package

ISLE EventProcessor Common Control processing of external events
Interfaces

2.3.4.2.5 Component Class Timer Handler
2.3.4.25.1 General

THe timer handler supports starting of timers, together with a reference to the inferface
I4LE TimeoutProcessor. When the timer expires, the timer handler calls the method
PgocessTimeout () of the interface ISLE TimeoutProcessor. Running timgrs can
be[cancelled. If the timer handler is no longer;able to support a running timer, it informs the
timeout processor, using the method HandierAbort ().

2.3.4.2.5.2 Exported Interfaces

Interface Pefined in Purpose
Package

IS[LE TimerHandler Common Control timer handling
Interfaces

2.3.4.2.5.3 ~Dependencies

Interface Defined in Purpose
Package
ISLE TimeoutProcessor Common Control processing of a timeout
Interfaces
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2.3.4.2.6 Component Class Timeout Processor

2.3.4.2.6.1 General

The timeout processor processes a timeout detected by the timer handler as required for the

component.

2.3.4.2.6.2 Exported Interfaces

Interface Defined in Package Purpose

ISLE_[TimeoutProcessor Common Control processing of a timeout
Interfaces

2.3.4.3 Concurrent Behavior
2.3.4.3.1 Definitions

Comppnents providing concurrent interface behavior are abl€ to handle concurrent calls
the m¢thods of the interface by several flows of control. . Components can guard methods
the interface to achieve sequential semantics, but this fact is not visible to clients.

NOTH - When multiple threads access object data or global data within the component,
least access to these data must be setialized using some kind of guard.

It is ekpected that components providing ¢encurrent interface behavior use multiple threg
of control internally. Therefore they ate able to wait for external events and timers with
affecting their clients.

Clientp of an interface with-'eencurrent behavior must expect that the methods of f{
complementary interface are,called by concurrent flows of control.

When(SLE protocol data units are passed across an interface with concurrent characteristi
sequence preservation'is not guaranteed when PDUs are passed in one direction by more th
one thread. Therefore this Recommended Practice foresees sequence counts that allow {
receivpr to re=sequence PDUs. Although the actual need for sequence counting depends

of

at

ds
ut

he

CS,
an
he

nat

the implemefitation of a multi-threaded component, this Recommended Practice requires tl
sequ:xfce counts be always used on an interface with concurrent behavior.
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2.3.4.3.2 Concurrent Control Interface

The concurrent control interface is shown in figure 2-9.

The component class ‘Controlled Component’ in figure 2-9 is actually a placeholder for a
component class that provides the interface ISLE Concurrent. This can be the
component class API Proxy or the component class API Service Element. Processing of the
methods to start and terminate operation is described in the packages API Proxy and API

Service Element

2.3.4.4 Trace Control Interface

<<Inkerface>>
<<Enfity>> ISLE_Concurrent <<CoClass>>
Conkoller — —= StartConcurment() | Coniroled Component
Termmnate Concusreni()

Figure 2-9: Concurrent Control Interface

Cgmponents supporting diagnostic traces implement, the interface ISLE TraceCorjtrol
to |start and stop tracing with a specified trace level.” The interface is shown in figure 3-11 in
2.3.5 together with the interface ISLE Traece provided by the application. Specific uses

ar¢ described in the sections dealing with the. API Proxy and the API Service Element.

2.3.4.5 Interfaces Defined by the Package

Name

ISLE _EventMonitor

IS[LE EventProtelssor

ISLE TimexHandler

Pescription

The interface supports registration of external events, for which|the
event monitor shall wait together with a reference to the interfage
ISLE EventProcessor to call when the event is detected.

The interface provides a method to call when an external event|is
detected and a method to invoke, if the event monitor aborts.

The interface allows starting of a timer together with a reference to the
interface ISLE_TimeoutProcessor to call when the timer expires. It
also provides a method to cancel a running timer.

ISLE TimeoutProcessor

ISLE Sequential

ISLE Concurrent

ISLE TraceControl

CCSDS 914.0-M-2

The interface provides a method 1o call, when a fimer expires, and a
method to invoke, if the timer handler aborts.

The interface provides methods to start and terminate the operation of
a component that can only handle sequential flows of control. It allows
passing of interfaces to an event monitor and a timer handler.

The interface provides methods to start and terminate the operation of
a component supporting concurrent flows of control.

The interface provides methods to start tracing and stop tracing.
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2.3.5 PACKAGE SLE APPLICATION

2.3.5.1 Overview

The SLE Application is not an API component, but the client of the API. However, the
application must provide a set of interfaces for use by the API. In addition, the application
must perform configuration, initialization and control of the API.

The obligations of the application and the interfaces it provides are described in this model

by a set of classes that are assumed present in the application program. These classes
pure nodeling constructs and do not prescribe the design and implementation~0f {

applichtion in any way.

Figurq 2-10 shows the classes provided for actual service provisioning. The-model assun
that eyery service instance is handled by an instance of the class API Application Instan
This dlass defines the functionality that is independent of the user or¢ptrevider role and {
specific SLE transfer service type. Specific derived classes are assumed for every serv
type and role. These are represented by the classes <SRV> User ‘Application and <SR}

Provider Application in the figure.

(from APl Service Hemert)

<Jntesface>>
ISLE_SiFactory

<Intesface>>
ISLE_SiAdmn
(fram A1 Service Bement)

<<|ntesface>>

ISLE_SIOpFadory
(fram APl Service Bemend)

<intesface>>
ISBLE_Sesvicelnform [<_]

<LCoClass>>
StEApphication instance

—

<<|nlerface>>

ISLE_Servicelniiale
(from AP Sarvice Bemeng)

<<{ntemal>>
<SRV>> User Applicabion

<<|nlemal>>
<SRV>> Provider Applicaion

hre
he

1es
be.
he
ce
/>

!f/ \x‘s

<<intesface>>
KSRV SiAdmin

(from A1 Service Blemerf)

<<nterface>>
KSRV> SlUpdaie

(fom AF1 Service Bemeng

Figure 2-10: Structure of the Package SLE Application
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Interfaces that must be provided by the application for logging, for notification of events, and
for diagnostic traces, are shown in figure 2-11. The model assumes a class that accepts log
records and notifications (Reporter) and a class that accepts trace records (Trace). The model
does not make any assumptions about the number of objects an application uses.

<<interface>>
<<CoClass>> | ISLE_Reporter
Reporter + LogRecord)
+ Nofify()
<nierface>>
<<Enlity>> ISLE TraceControl <<CoClass>>
Conkoller —— =] (romCommon Control interfaces) 7]  —— Controlled Component
+ StarfTrace()
+ Stoplrace()
v
<<CoClass>> <<nterface>>
Tace — —{ ISLE Trace (<=
+ TraceRecord()

Figure 2-11: Reporting and Tracing Interfaces Provided by the Application|

Fipally, applications have’the option of supplying an external time source to thg API

components.

function of the,’component SLE Utilities (see 2.3.7).

system time,

CcO gutratron; artza
more detail in annex F.

CCSDS 914.0-M-2

In| addition to the tasks discussed in this
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section, the application is responsib

To use'this option, applications must provide an implementation fpr the
inferface ISLE TdmeSource (Component Class Time Source) and pass it to the ¢reator

If the interface is supplied by the

application, the' component uses the interface to retrieve current time. Otherwise, it uses
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2.3.5.2 Component Class SLE Application Instance
2.3.5.2.1 General

The component class SLE Application Instance handles a single service instance. For this
purpose it implements and exports the interface ISLE ServiceInform by which it
receives SLE PDUs sent by the peer SLE application. This interface is identical for all
service types and all roles of an SLE Application. The class SLE Application Instance uses
the interface TSTE ServiceInitiate to pass PDUs to the service instance in the
compgnent API Service Element.

The application instance creates the service instance in the service element using the
interfjce ISLE SIFactory and configures the service instance using,the interfce
ISLE| SIAdmin. For invocations of SLE operations, the class usesDthe interfgce
ISLE| SIOpFactory to create the required operation objects.

2.3.5.2.2 Exported Interfaces

Interface Defined in Package  Purpose

ISLE [ServiceInform SLE Application passing of SLE PDUs to the application

2.3.5.2.3 Dependencies

Interface Defined in Package Purpose

ISLE [SIFactory API Service Element creation and deletion of service instances
ISLE [SIAdmin API Service Element  configuration of the service instance

ISLE [sIOpFactory API-Service Element  creation and initialization of operation objedts

ISLE [ServicelInitiate API Service Element  passing of SLE PDUs from the application {
the service instance

[]

2.3.5.3 Internal Class <SRV> User Application

The class{ <SRV> User Application represents a set of specific classes handling service
instangesof a specific service type for an SLE user application.

2.3.5.4 Internal Class <SRV> Provider Application
2.3.54.1 General

The class <SRV> Provider Application represents a set of specific classes handling service
instances of a specific service type for an SLE provider application. The class must set
service-specific configuration parameters in the service instance of the service element
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component. If specified by the relevant supplemental Recommended Practice for the service-
specific API, it updates the service parameters of the service instance using the interface
I<SRV> SIUpdate.

2.3.5.4.2 Dependencies

Interface Defined in Package  Purpose

I<ER™>—S A Service Supp:clllcllt COf |ﬁymatiuu of-the-service-instance

I<|SRV> SIUpdate Service Supplement  update of service parameters

2.3.5.5 Component Class Reporter

2.3.5.5.1 General

THe component class Reporter implements the interface ISLE{Reporter, by which the
application receives log messages and notifications. It is assiumed that the log messages are
stqred to the system log and notifications are brought teythe attention of the operatpr. A
reference to the interface is passed to the API Proxy and\the API Service Element when they
ar¢ configured.

2.3.5.5.2 Exported Interfaces

Interface Defined in Rackage Purpose

ISILE Reporter SLE Application logging and notification

2.3.5.6 Component Class Trace

2.3.5.6.1 General

THe component Class Trace implements the interface ISLE Trace, by whigh the
application receives trace records. It is assumed that the class stores the trace records to a
file. A refetence to the interface is passed to the tracing component with the method
SflartTxace () inthe interface ISLE TraceControl.

2.3.5.6.2 Exported Interfaces

Interface Defined in Package  Purpose

ISLE Trace SLE Application Tracing
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2.3.5.7 Component Class Time Source
2.3.5.7.1 General

The component class Time Source implements the interface ISLE TimeSource, by which
the component class Time (see 2.3.7.3) can retrieve current time. As all API components are
obliged to use the interface ISLE Time, the time reference supplied by
ISLE TimeSource is distributed throughout the APL

The time provided via the interface ISLE TimeSource can be offset from the system
time. [However, API components can rely on the fact that the offset is constant throughout
the lifetime of an API instance within the limits of the time accuracy definedby this
Recommended Practice.

2.3.5.7.2 Exported Interfaces

Interface Defined in Package Purpose

ISLE [TimeSource SLE Application Retrieval of/current time

2.3.5.8 Interfaces Defined by the Package

Name Description

ISLE |ServiceInform  The interface provides'the methods to pass on to the application SLE
operation invocations and returns received from the peer application.
addition, it supports resuming of data transfer if that has been suspended.

=]

ISLE Reporter The reporter-interface provides methods to enter a log record to the
system.log and to notify the application of events that require immediate
attentien

ISLE [Trace The tracing interface provides a method to pass a trace record.

ISLE [TimeSource Supply of current time.

2.3.6 | PACKAGE SLE OPERATIONS

2.3.6.1 ~Overview

Operation objects store the invocation and return parameters of an SLE operation and export
interfaces by which these parameters can be read and written. In addition, the interfaces
provide features to verify completeness and consistency of the parameters.

Operation objects are implemented by a separate component because they must be passed
across component boundaries.

CCSDS 914.0-M-2 Page 2-48 September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=f90e49c24543e11956851efb2fefffcd

ISO 18441:2016(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

An implementation provides one operation object class for every operation defined for the
SLE transfer service types it supports. All implementations support the common operations
In addition, all implementations provide an Operation
Factory, providing the interface ISLE OperationFactory to create an operation object
with a specified interface, a specified SLE transfer service type and a specified version
number for the service type.

defined in 2.3.6.7 and 2.3.6.8.

Common characteristics of all operation objects are defined by the abstract component class

Operation—and—its—nterface I SLE Operation— Conmmon—characterstics—of confirmed
opgrations are defined by the abstract component class Confirmed Operation and its ‘inferface
I4LE ConfirmedOperation. All operation objects for unconfirmed SLE operatigns are
detived from Operation and all operation objects for confirmed SLE operations are derived
frgm Confirmed Operation. The same applies to the interfaces exported by these objects
NOQTE - Classes in the package SLE Operations use the interfaces of utility objects| This
fact is not specifically mentioned in the following description.
SLE Operafions Crenfor
<Procns>_cresteCpFactny)|
<<CoCe=s> <<inferfce>>
<SRV <uncovimed opevelion™ —Dm_mw
inshartiadey < >
inshr{fales
<<CoCexr> -
\ _Cpersin SLE Opereon
Service Type - —)
Operokon Ty e
Condirmeexd Opserion Unlock])
<Gl [—. Verifylimocaonfapemental)
|_ Operafion Fackory
v < >
<<inferface>>
ELE OperafonFaciy
<<CoCaxp>
Carirm ext pevation
Opevafion Resl <<inferiace>>
_ ICormmon Diegrosafica VerifyRefamAruments()
inskrfoles e
Credentiols
A < >
pr— <<inferface>>
w:mm;um -—— [=={ SR> _<ConfimenOperefion>
I fhis cee <SRV can sl be repleced by lj
“SLE" for common opevslion clesses
Figure 2-12: Operation Objects
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2.3.6.2 Component Class Operation Factory

2.3.6.2.1 General

The operation factory provides an interface to create an instance of an operation object by
specification of the desired interface, the operation type, the service type and the version
number of the service type.

2.3.6.’

Interfa

ISLE |

2.3.6.]

2.3.6.]

.2 Exported Interfaces
ce Defined in Purpose
Package
OperationFactory SLE Operations creation of operation objects
b Component Class Operation
3.1 General

The class defines common characteristics supported by all operations objects.

2.3.6.]
2.3.6.]

The ¢
ISLE

2.3.6.]

An og
servic
param|

2.3.6.3

Every
the op

.2 Attributes
}.2.1 Common Attributes

bmmon attributes are displayed in figure 2-12. These are accessible via the interfg
| Operation, inherited by all eperation objects.

.2.2  Service Type and Operation Type

eration object class-is~uniquely identified by the combination of the SLE trans
e type and the operation type, because the same operation can have differs
eters for different-SLE transfer service types.

3.2.3  Version Number

operation object identifies the version number of the service it supports, because use
eration object might differ between the versions.

fer
ent

of

2.3.6.3.2.4 Confirmed Operation

Identifies whether the operation is confirmed or not.

2.3.6.3.2.5 Invoker Credentials

Holds

the credentials of the invoker.
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2.3.6.3.3 Behavior and Use
2.3.6.3.3.1 Checking of Invocation Parameters

Interfaces to operation objects provide a method for checking the invocation arguments with
respect to completeness, consistency and range. Obviously, an operation object cannot
perform checks that require knowledge of the context. The checks performed are defined
in AS for common operations and in the supplemental Recommended Practice documents for
service-specific APIs for service type-specific operations.

2.3.6.3.3.2 Support for Concurrent Flows of Control

Agcess to operation objects is not safe with respect to concurrent access by multiple threads.
However, operation objects provide an advisory lock, which can be used to ensure that jaccess
to the object is guarded. The guarding mechanism provided by operation objects prgvents
self inflicting locks.

2.3.6.3.4 Exported Interfaces

Interface Defined in Purpose
Package
IS[LE Operation SLE Operations access to common attributes of operation
objects

2.3.6.4 Component Class Confirmed Operation
2.3.6.4.1 General

The class defines common”characteristics supported by all operations objects for confirmed
SIE operations.

2.3.6.4.2 Attributes

2.3.6.4.2.15 _Common Attributes

THe €ommon attributes are displayed in figure 2-12.

2.3.6.4.2.2 Operation Result

Operation Result holds the result of the operation when it has been performed.

CCSDS 914.0-M-2 Page 2-51 September 2015
© S0 2016 — All rights reserved


https://standardsiso.com/api/?name=f90e49c24543e11956851efb2fefffcd

ISO 18441:2016(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

2.3.6.4.2.3 Diagnostic Type

Diagnostic Type identifies whether diagnostics are present and if so, whether the common
diagnostics or special diagnostics have been used.

2.3.6.4.2.4 Common Diagnostics

Common Diagnostics holds the common diagnostics, if present.

2.3.6.4

The Iy

2.3.6.4

Perfor

2.3.6.4
2.3.6.4

Interfs
argum
define
docunf

2.3.6.4

Interfa

ISLE |

}.2.5 Invocation Identifier

vocation Identifier holds the invocation identifier defined for SLE services:

}.2.6 Performer Credentials

mer Credentials holds the credentials of the performer.

1.3 Behavior and Use
}.3.1 Checking of Return Parameters

ces of confirmed operation objects provide a method for checking the rety
ents with respect to completeness, corsistency and range. The checks performed
d in A5 for common operations and in the supplemental Recommended Pract
ients for service-specific APIs for service type-specific operations.

}.3.2 Exported Interfaces

ce Defined in Purpose
Package

ConfirmedOperation  SLE Operations access to common attributes of confirmeag
operation objects

2.3.6.1

b ““Component Class <SRV> <Unconfirmed Operation>

irm
Are
ce

An operation object class is provided for every unconfirmed SLE operation of the SLE

transfer service types supported by the component.

The interfaces of these classes are

derived from ISLE Operation. The names of the interfaces are constructed by replacing
<SRV> by the abbreviation for the service type. For instance, the name of the interface for
the TRANSFER-DATA operation of the RAF service is IRAF TransferData.
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2.3.6.6 Component Class <SRV> <Confirmed Operation>

An operation object class is provided for every confirmed SLE operation of the SLE transfer
service types supported by the component. The interfaces of these classes are derived from
ISLE ConfirmedOperation. The names of the interfaces are constructed by replacing
<SRV> by the abbreviation for the service type. For instance, the name of the interface for
the TRANSFER-DATA operation of the FSP service is IFSP_TransferData.

2.3.6.7 Operations for Common Association Management
2.3.6.7.1 General

The SLE operations for association management are used for all service types. The int¢rfaces
ofloperation objects for common association management are shown in _figure 2-13.

<<Interface>>
ISLE_Operation

<<|nheritance>>
<<|nheritance>>

<<Interface>> <<Interface>>
ISLE_PeerAbort ISLE_ConfirmedOperation

<<Inheritance>> ]
<<|nheritance>>

<<|nterface>>

<<Interface>> ISLE_Unbind
ISLE_Bind -

Figure 2-13: Operation Object Interfaces for Common Association Managem¢nt
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2.3.6.7.2 Exported Interfaces

Interface Defined in Purpose
Package
ISLE Bind SLE Operations access to parameters of the BIND operation
ISLE Unbind SLE Operations access to parameters of the UNBIND operation
ISLE PeerAbort SLE Operations access to parameters of the PEER-ABORT
operation

2.3.6.3 Other Common SLE Operations

2.3.6.8.1 General

The operations shown in figure 2-14 are identical for all SLE service types that actually

them. | Therefore the operation object interfaces are defined in this Recommended Practice.

The operation TRANSFER-BUFFER is actually not an SLE operation. In the API it is ug
to trarfsfer the contents of the transfer buffer defined for returidservices between componer

This object also provides methods to facilitate buffering of ether operation objects.

<<Interface>>

ISLE_Operation

<<Inheritance>>

ISLE_ConfirmedOperation

<<Interface>>

<<Interface>>

<<Interface>>

$LE_TransferBuffer ISLE_Stop

<<Inheritanice>>

<<|nheritance>>

<<Interface>>
ISLE_ScheduleStatusReport

Figure 2-14: Common SLE Operation Objects
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2.3.6.8.2 Exported Interfaces

Interface Defined in Purpose
Package
ISLE Stop SLE Operations access to parameters of the STOP
operation
ISLE_ScheduleStatusReport SLE Operations access to parameters of the

SCHEDULE-STATUS-REPORT operation

ISLE TransferBuffer SLE Operations support for handling of the transfer uffer
for return services

2.3.6.9 Interfaces Defined by the Package

Name Description

IS[LE OperationFactory Creation of operation objects

IS[LE Operation Common characteristics of opération objects

IS[LE ConfirmedOperation Common characteristics of\Confirmed operation objects
ISLE Bind BIND operation

ISLE Unbind UNBIND operation

IS[LE PeerAbort PEER-ABORT;operation

IS[LE Stop STOP operation

ISLE ScheduleStatusReport SCHEDPULE-STATUS-REPORT operation

ISLE TransferBuffer Support for handling of the transfer buffer for return servicgs
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2.3.7 PACKAGE SLE UTILITIES
2.3.7.1 Overview

The package SLE Utilities defines a small set of utility classes and the associated interfaces.
The utilities defined for the API are shown in figure 2-15.

<« Cplass > <<inlaface->
Usily Faciry L ISLE_UREF ackey

— | ==
B

—  —— 2 ISLE_TemeSoumve

\ (i SLE Appii cafion)
nsladiles | <<CpQGlass> RS
SLETme {3 |StE Tame
Tme
<<CoClass>> <<inierface>>
= SLE SHl — [ 1SLE SH
Service Instance ldentiher
<<CoClass>>
SUE Seanily Aliribules D" “m’"
nstartides Usts Name ISLE_SecArtiibutes
Password

<<CpClass>> A

Generdion Time —— ISLE_CQredenials

nslaniales | Random Number
Hash Code
<<CoClass>> [ <<inierface>>
N Memmy Manager IMaloc
Figure 2-15: SLE Utilities
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2.3.7.2 Component Class Utility Factory
The Utility Factory provides an interface to create instances of the utility classes, specified

by the identifier of the interface. It returns a pointer to the interface exported by the
requested class.

2.3.7.3 Component Class Time

THe SLE Time class provides a Iimited set of time handling functions. It specifically
supports the CCSDS defined time codes and conversion between these codes and. the native
time representation of the platform. Its services are available via the interface ISLE Tlime.

If |an external time source interface (ISLE TimeSource) was supplied to the ¢reator
function of the component, the class Time uses that interface to determine currenf time.
Otherwise it uses system time.

2.3.7.4 Component Class Service Instance Identifier

The class handles the service instance identifier defined by the CCSDS Recommjended
Standards for SLE transfer services. It supports a standard ASCII representation |of the
ice instance identifier (see annex C for version 1 of the SLE services RAF, R(F and
CILTU, and references [4], [5] and [7] for vetsion 2 of the SLE services RAF, R(F and
CLTU, and [6] and [8] for the SLE setvices ROCF and FSP), and verifies that the
components of the identifier are those defined by CCSDS. Its services are available yia the
inferface ISLE STIT.

2.3.7.5 Component Class €redentials
The class holds the credentials used for authentication of the peer identity and prpvides
acgess to its attributes-via the interface ISLE_Credentials.

2.3.7.6 Component Class Security Attributes

THe class holds the user name and password for generation of credentials and for
authentication of the peer identity. It implements generation of the credentials frqm the

att ibutuo DtUlbd aud auth\,utiuaﬁuu Uf (2 § bdblltialb lbb\/i\’\/d flUlll a Pbbl al.ll.l‘libatiu l. ItS
services are available via the interface ISLE SecAttributes.
2.3.7.7 Component Class Memory Manager

The class provides memory management that must be used for all data structures passed
across component boundaries and between the application and API components.
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2.3.7.8 Interfaces Defined by the Package

Name Description

ISLE UtilFactory Creation of SLE utility objects

ISLE Time Time handling

ISLE SII Handling of the service instance identifier

ISLE Credentials Storage and transfer of credentials for authentication

ISLE [SecAttributes Storage of security attributes for authentication, generation of credentielils,
and authentication of credentials

IMallpc Memory management

2.4 BSECURITY ASPECTS OF CORE SLE API CAPABILITIES

The spcurity aspects of the core SLE API capabilities specified<in this Recommended
Practi¢e are highly dependent upon the specific SLE Transfer Services that use these core
API cgpabilities. Therefore the security aspects associated with'the SLE API are identified|as
part of the Recommended Practices for each of the specific-SLE transfer services, and are mot
further addressed in this specification.
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3 SPECIFICATION OF API COMPONENTS
3.1 INTRODUCTION

This section provides detailed specifications for the API components
— API Proxy (see 3.2);
— API Service Element (see 3.3);

— SLE Operations (see 3.4);
— SLE Utilities (see 3.5).

In|addition, 3.6 specifies what the API expects from an SLE application’both in tetms of
inferfaces that must be implemented and in terms of the tasks the application is expeg¢ted to
pefform for control of the API. The specification defines the full scepe’ of the API, including
th¢ API Service Element. When an application chooses to use thevAPI Proxy directly (e.g.,
injan SLE gateway as outlined in section 2), it must implement-the functionality defirjed for
th¢ API Service Element and must export all interfaces needéd by API Proxy.

Aq{ far as possible, each of the API components and.the"SLE application are specified by a
self-contained subsection. In some cases, these subsections comprise specifications op how
interfaces exported by a component must be used. Such specifications actually |define

luirements on clients of the component. Where this is the case, cross-references havg been
enfered to the subsections dealing with\client components. =~ Common specifigations
applicable to all of the components or on.a’subset of the components are provided in 3.7.

THe specification of API components in this section is based on the model described in
se¢tion 2. It is complemented: by state transition tables for the API Proxy and the API
Sepvice Element in section 45.and by the specification of the interfaces in annex A.
3.2 API PROXY
3.2.1 FEATURES

3.2.1.1 _The proxy shall implement all aspects of SLE transfer services that need|to be
provided-by technology-specific means.

3.2+ T o1l £ 1.4 : 1o ot QI PPl 4 SOWSE |
iV-rs vy Ty 8 TIIC ProxXy Shiarr periornT aata CONversTon oCtweeI ST T D US transmittet aCross

the network and operation objects used within the API (see 3.2.2).

3.2.1.1.2 The proxy shall establish, maintain, and terminate data communication
associations with one or more peer proxies (see 3.2.4).

3.2.1.1.3 The proxy shall configure and initialize the data communication service as part of
its own configuration and initialization procedure (see 3.2.12).
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3.2.1.1.4 The proxy shall provide means to dynamically register and de-register responder
ports for SLE service provisioning (see 3.2.5).

3.2.1.2 The proxy shall queue protocol data units and provide flow control features both for
the data received from the network and data sent to the network (see 3.2.3).

3.2.1.3 The proxy shall implement access control on system level, perform authentication
of the peer identity for SLE PDUs received from the network, and generate the credentials
for PDUs sent to the network (see 3.2.6).

3.2.1.4 The proxy shall generate entries to the log of the hosting system for important
eventd (see 3.2.8).

3.2.1.5 The proxy shall provide the feature to produce an event trace for'the complete
proxyland for individual associations (see 3.2.9).

3.2.1.6 The proxy shall support a range of execution environments With respect to use|of
procegses and in process threads (see 3.2.10).

3.2.1.7 The proxy shall use a configuration database, which shall control its operation
within a specific deployment environment (see 3.2.11).

3.2.1.8 The proxy shall support a special ‘pass-thtough’ mode of operation, in which it
does rot modify any parameters in the PDUs but ferwards them unmodified to the respect{ve
recipi¢nt.

NOTH - The pass-through mode of opération is further detailed in 3.2.7. Unless stated
otherwise, all other specifications refer to the default mode of operation.

3.2.2 | PROCESSING OF SLE'PROTOCOL DATA UNITS

NOTH - The proxy may-support more than one concurrent bound association (see E6.[1).
In that case“the processing specified in this subsection must be performed
independently for each association.

3.2.2.1 The-<proxy shall accept operation objects provided by the component SLE
Operafions‘yia the interface ISLE SrvProxyInitiate. With the operation parameters

extracted-from the operation objects, it shall create SLE protocol data units in the format and

encod ﬂfﬁﬁl‘ﬁﬁh_m_rm—alng Tequired for transfer, and transmit these S 1o the peer proxy.

NOTE - The format and encoding used for transfer are determined by the technology used
by the proxy.

3.2.2.1.1 For invocations of unconfirmed SLE operations and for operation returns, the proxy
shall release the operation object when the parameters have been extracted from the object.
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NOTE - The exact time at which the object is released is not defined by this specification.
The objects might be released immediately or when the PDU has been actually
transmitted.

3.2.2.1.2 For invocations of confirmed operations, the proxy shall memorize the object
until the operation return from the peer proxy arrives, or the association is terminated.

3.2.2.1.3 Except for the PEER-ABORT invocation, the proxy shall ensure that PDUs
received from its local client on one association are transmitted to the peer proxy in the
sequence received.

NQTE - Handling of the PEER-ABORT invocation is defined in 3.2.4.4.

3.2.2.2 The proxy shall receive SLE protocol data units from the peer proxy in the format
anfl encoding used for transfer. It shall decode the operation parameters, store them|to the
asgociated operation object and forward the operation object to its-elient via the inferface
I§LE SrvProxyInform.

3.2.2.2.1 For operation invocations, the proxy shall createlaynew operation object, using the
inferface ISLE OperationFactory, which is supplied to the proxy as part |of its
copfiguration.

3.2.2.2.2 For operation returns, the proxy shall“\associate the PDU received from the peer
proxy with the operation object of the cefresponding invocation using the invdcation
id¢ntifier. If no corresponding invocation can be found, the proxy shall abort the asso¢iation
with PEER-ABORT and the diagnostic, “unsolicited invoke ID’.

NOTES

1 The invocation identifier of a return must match the invocation identifier |of an
invocation for the Same operation type. It is noted that invocation identifiers must also
be unique across all operations. This requirement is handled by the service elemgnt.

2 It is further noted that the confirmed operations BIND and UNBIND do not cdrry an
invocation identifier. For these operations, only a single return can be outstandling at
anyctime, such that association of the return with the invocation shall be possibl

94

3.2.22.3 The proxy shall release an operation object passed to its client when the function
papsing that object has returned. ‘-‘ll"

NOTE — The specification implies that the proxy does not memorize invocations of
confirmed operations it passes to its local client. It is considered the
responsibility of the client not to send any returns for which no invocation has
been received.

3.2.2.24 If there is a decoding error, the proxy shall abort the association using the
PEER-ABORT operation.
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3.2.2.2.5 Except for the PEER-ABORT invocation, the proxy shall ensure that PDUs
received from the peer proxy on one association are delivered to its client in the sequence
received.

NOTE - Handling of the PEER-ABORT invocation is defined in 3.2.4.4.

3.2.3 FLOW CONTROL

NOTH - The proxy may support more than one concurrent bound association (see E6.[1).
In that case the processing specified in this subsection must be perforiled
independently for each association.

3.2.3.1 Incoming Traffic

The pfoxy shall limit the number of protocol data units received from'the peer proxy and not
yet forwarded to its client to a configurable maximum number QN1 per association. |[In
additich the proxy shall ensure that a maximum number N2 < N1 of these are
TRANSFER-BUFFER invocations. When either of these limits is reached the proxy shall
not regd any further data from the network such that a backlog is built up.

NOTHS

1 The objective of this specification is to etisure that incoming traffic is controlled and
backpressure is actually built up when needed. An implementation may restrict the
number of PDUs it accepts from the-network per association or for all associationsj it
must not accept more than defined by the configuration parameters. When a proxy
limits the number of incoming PDUs that it can process in parallel, the limits shall |be
clearly documented.

2 TRANSFER-BUFEER"is not defined as an SLE operation but refers to the PDU uded
for transmission @fthe transfer buffer used by return link services. (For a specificatjon
of the ‘pseudo-eperation” TRANSFER-BUFFER within the API, see 3.4.)

3.2.3.2 Outgeing Traffic

3.2.3.2.1_“The proxy shall queue a configurable maximum number of PDUs for transfer Il)er
associatton:

NOTE - This specification does not prescribe what the proxy actually queues. Whether it
queues the operation object, a data structure ready for transmission, or any other
object depends on the implementation. For a technology based on remote
procedure calls, the ‘queue’ might also consist of procedure calls that have not
yet been completed.
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3.2.3.2.2 When the proxy accepts a transfer request by a result code indicating success, it
shall guarantee that the associated PDU has been queued for transmission. The positive
result code does not imply that the PDU has been transmitted.

3.2.3.2.3 When the client requests to be informed on transmission of a PDU (setting the
argument reportTransmission in the interface ISLE SrvProxyInitiate to
true), the proxy shall inform the client by:

a) returning the appropriate result code of the function if the PDU can be sent
immediately; or

b) calling the function PDUTransmitted () in the interface
ISLE SrvProxyInform when that PDU has been transmitted “if immediate
transfer is not possible.

NOTE — The exact meaning of ‘transmitted’ depends on the technology used py the
proxy. As a minimum, the communications system'must have been requested
to initiate transfer of the data.

3.2.3.2.4 When the maximum queue size has been reached, the proxy shall reject further
transfer requests with a result code indicating ‘overflow>until the queue size drops belpw the
thieshold again.

NOTE - It is expected that the client will abort the association in such a case. Hopwever,
this decision must be taken by the¢'client and not by the proxy.

3.2.3.2.5 The proxy shall provide asxmethod to discard TRANSFER-BUFFER invogations
that have been queued for transmigssion and for which data transfer has not yet started.

NOQTE - In other respects,<the proxy shall handle the TRANSFER-BUFFER invocation as
any other PDU.\_It shall queue more than one TRANSFER-BUFFER invdcation
if so requested:” This is necessary in some cases, e.g., for support of 3.3.5.3.5.1
item b). Buffering for return services is the responsibility of the service instance.

3.2.3.2.6 When discarding of queued buffers is requested (using the method
DiscardBuffer () in the interface ISLE SrvProxyInitiate), the proxy| shall
search the queue and release all resources allocated for all TRANSFER-BUFFER PQUs on
th¢ queue:

3.23.277 The rtesult code returned by the method shall indicate whether one or more
TRANSFER-BUFFER PDUs have been actually discarded.
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3.2.4 ASSOCIATION MANAGEMENT

3.2.4.1 General Specifications

NOTES

1

The exact meaning of an association depends on the technology used by the proxy.
the context of the SLE API, the essentials are:

In

a@) —am assocration 15—cstablished—whenmtheBIND—operatiomtras—beemr—compie
successfully;

b) an association is terminated by one of the operations UNBIND, PEER-ABOR

or by a protocol abort;

c) other SLE operation invocations and returns can only be-exchanged on
established association.

This specification makes no assumptions concerningthe’ characteristics of 1
technology and its use by the proxy.

If the underlying technology is connection oriented, an implementation might:
a) apply a one to one mapping between an association and a connection;
b) use multiplexing of associations on one;connection; or

c) use more than one connection fora’single association.

This specification does not prescribe whether the operations BIND, UNBIND
PEER-ABORT are implemented by means of specific connection establishment
release procedures proyided by the communications technology or by exchange
data on an established(connection.

If the technology7s connectionless, the notion of an association is provided by f{
implementatioti-of the proxy.

In this specification, the term association is also used to refer to the component obj

ed

T,

an

he

d
d
of

he

Ect

that provides the interface to the ‘real association’. The association object can exist

indant “unbound’ state; i.e., the association it handles has not yet been established

or

has been terminated. Whether a specification refers to the association object or {

he

actual association should become clear from the context in most cases. Where there
is a need to explicitly refer to the object, the term ‘association object’ is used. To
make explicit reference to the association provided by the data communications

service, the term ‘data communication association’ is used.

Further details are specified in the state table for associations in section 4. This state

table complements the following specifications.
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3.2.4.1.1 The proxy shall establish a data communication association with a peer proxy as
part of the BIND operation.

NOTE - Association establishment by the proxy is specified in 3.2.4.2.

3.2.4.1.2 Associations managed by a proxy are distinguished by the role the proxy plays in
the BIND operation. The role of an association can be either ‘initiator’ or ‘responder’.

NOTE — The roles ‘initiator’ and ‘responder’ for the BIND operation are defined in
references [4], [5], [6], [7] and [8].

3.2.4.1.3 An implementation of the API Proxy may support associations in thé initiatpr role
anf associations in the responder role concurrently or may provide associations only fpr one
oflthese roles.

3.2.4.1.4 Associations in the initiator role shall be created and deleted by the clienf using
th¢ interface ISLE AssocFactory exported by the proxy.

3.2.4.1.5 If the implementation does not support associations in the initiator role of does
not support the SLE service type requested by the client,the association factory shalll reject
th¢ request.

3.2.4.1.6 Following creation of an association:in the initiator role, its state shall be
‘unbound’.

3.2.4.1.7 Associations in the initiator role shall use the inferface
I4LE SrvProxyInform passed to‘the factory interface to forward SLE PDUs regeived
frqm the peer proxy.

3.2.4.1.8 The proxy shall rélease association objects in the initiator role only on reqiiest of
th¢ client (via the interfage ¥SLE AssocFactory) or as part of the terminate functjon. It
shall reject the request to delete the association object if the association is not in thg state
upbound’.

3.2.4.1.9 Assoeiation objects in the responder role shall be created and deleted
aufonomously by the proxy as part of the association establishment and release procedures.

NOTE v~ Association establishment and release is specified in 3.2.4.2,3.2.4.3 and 3.7.4.4.

3.2.4.1.10 The proxy shall provide specific associations for every SLE service type it
supports.

3.2.4.1.11 An association shall accept every PDU defined for the supported SLE service
from its local client or the remote proxy. For any other PDU, the proxy shall reject a transfer
request from its local client and abort the association with PEER-ABORT, if it receives the
PDU from the peer proxy.
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3.2.4.1.12 The proxy shall be able to decode PDUs received on an association if the PDUs
are defined for the service type supported by the association object.

NOTE - For other PDUs, decoding is expected to fail. If decoding does succeed, the PDU

must be rejected as ‘unknown’ according to 3.2.4.1.11.

3.2.4.1.13 The proxy and the associations shall not distinguish between the roles SLE
service provider and SLE service user. Associations shall accept every PDU that is defined

for the supported SLE service type from the local client and from the remote proxy.

NOTH - This implies, for instance, that an association might also aceept| a
TRANSFER-DATA invocation for a forward service when that is issued by |an
SLE service provider. It is the responsibility of higher layers to_prevent sych
requests.  Associations do distinguish between the role G*initiator’ and
‘responder’, and apply the associated rules for the BIND "and UNBIND
operations defined in 3.2.4.

3.2.4.1.14 The proxy shall terminate a data communication assogiation in an orderly manmer

as parf of the UNBIND procedure.

NOTH - Orderly association release by the proxy is specified in 3.2.4.3.

3.2.4.1.15 The proxy shall abort an association in thé\following cases:

a)| the local client invokes the PEER-ABORT-operation;

b)| the remote proxy invokes the PEER-ABORT operation;

c)| abort of the association is explicitly required by any other specification for the proxy
in this document; or

d)| the proxy is affected-by major problems and cannot continue processing of the
association.

NOTH - This specification implies that the proxy might also abort the association in the
case ofya.catastrophic failure when that case is not specified in this document.
Assogiation abort in is specified in 3.2.4.4.

3.2.4.2 ~ Association Establishment

NOTE — This section defines procedures for association establishment without
consideration of security aspects. Specifications related to access control and
authentication, which must be taken into account for association establishment,
are provided in 3.2.6.
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3.2.4.2.1 Associations in the Initiator Role

3.2.4.2.1.1 For association objects in the initiator role, the proxy shall initiate establishment
of a data communication association when the client requests transfer of a BIND invocation
and the state of the association object is ‘unbound’.

3.2.4.2.1.2 The proxy shall initiate association establishment using the parameters of the
BIND invocation. It shall transmit the BIND invocation PDU to the remote proxy as part of
this procedure.

3.2.4.2.1.3 The proxy shall complete the association establishment procedure“when it
re¢eives the BIND return from the remote proxy. If the BIND return PDU,contains a
positive result, the association shall be established and the state shall be set to,'bound’.| If the
BIND return PDU carries a negative result, the association shall not be@stablished ahd the
stdte shall be set to ‘unbound’. The proxy shall inform its client by forwarding the opgration
object with the return parameters received from the peer proxy.

3.2.4.2.1.4 If association establishment fails before the BIND invocation can be transmitted
or|before the BIND return is received, the proxy shall inform its client and perfotm the
clganup actions defined for the PEER-ABORT operation.ifr 3.2.4.4.

NOQTE - This specification does not prescribe the means by which the proxy infofms its
client, as the selection of the appropriate method depends on implementation
details. If the connection failure’is detected in the same thread of control in
which the BIND invocation was-passed to the proxy, the proxy may opt to|return
the appropriate error code to-the caller of that method. In all other casgs, the
proxy shall use the OUmethod ProtocolAbort() of the inferface
ISLE SrvProxyInform.

3.2.4.2.2 Associations in the Responder Role

3.2.4.2.2.1 A proxy-supporting associations in the responder role may listen for assog¢iation
esfablishment requests on the network interface using technology-specific means. Whether a
proxy instancé-actually listens for such requests and when it starts listening is defined|in the
copfiguration ‘database.

NOQTE, - In a given deployment environment, a proxy may not be supposed to lisfen for
and respond to BIND invocations from the network interface, although it thay be
able to do so. An example of such an environment is an SLE service user system
that does not support the provider-initiated bind option. The configuration
database and the initialization procedures are specified in 3.2.11. Depending on
the technology used, the implementation of the proxy, and the requirements of
the hosting system, a proxy might only start listening when a port has been
registered dynamically. In other environments, the port on which a proxy listens
might be statically defined and the proxy might start listening as soon as its
operation has been started.
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3.2.4.2.2.2 A proxy listening for association establishment requests on the network
interface shall process an incoming call as defined by the specifications in 3.2.4.2.2.3 to
3.2.4.2.2.10.

3.2.4.2.2.3 The proxy shall receive a BIND invocation PDU from the remote proxy as part
of the association establishment procedure, and shall perform the checks defined in
324.224and3.2.42.2.5.

NOTE_— Further checks related to access control and authentication are defined in 3.2.6.

3.2.4.2.2.4 If the SLE service type does not match one entry in the list of supported-service
types |n the configuration database, the proxy shall respond with a BIND return containing a
negatipe result and the diagnostic ‘service type not supported’.

3.2.4.2.2.5 If the version number does not match one entry in the list of supported versians
for th¢ service type defined in the configuration database, the proxycshall respond with a
BIND|return containing a negative result and the diagnostic ‘version aot supported’.

NOTH - This version of the API does not support the optionalyversion-number negotiation
procedure defined by the CCSDS Recommended Standards for SLE transfer
services. The responding proxy either accepts the proposed version number,|or
responds with a BIND return containing a negative result. It does not propos¢ a
different version number.

3.2.4.2.2.6 If the BIND invocation is acceptable for the proxy, it shall create an association
object| supporting the SLE service type identified in the BIND invocation. It shall tHen
inforn} its client using the interface I8LE Locator and pass a reference to interfgce
ISLE| SrvProxyInitiate of thelassociation as well as to the BIND operation object.

3.2.4.2.2.7 If the locator returns-a positive result code and a pointer to the complementary
interfgce ISLE SrvProxylonform, the proxy shall forward the BIND operation object yia
that interface.

3.2.4.2.2.8 If the locator returns an error, the proxy shall send a BIND return containing a
negative result and a diagnostic reflecting the result code returned by the locator to the
remot¢ proxy.< The proxy shall not establish the data communication association and shall
releas¢ the association object.

3.2.4.2.29 The proxy shall complete the association establishment procedure whenl it
receives the BIND return from its local client. If the BIND return PDU contains a positive
result, the association shall be established and the state shall be set to ‘bound’. If the BIND
return PDU carries a negative result, the association shall not be established and the
association object shall be released. In both cases, the proxy shall forward the BIND return to
the peer proxy.
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3.2.4.2.2.10 If association establishment fails before the call to the locator, the proxy shall
release all resources allocated to the association and shall not inform its client. If association
establishment fails subsequently but before the BIND return can be transmitted, the proxy
shall inform the client and perform the cleanup actions defined for the PEER-ABORT
operation in 3.2.4.4.

3.2.4.2.3 Port Identifiers

3.2.4.2.3.1 The proxy shall map the responder port identifier specified by thec(JCSDS
Rgcommended Standards for SLE transfer services to address information as required py the
te¢hnology used.

NOQTE — The means by which this mapping is performed is not préscribed by this
specification. Options include a local table lookup and-a query to a difectory
system. The method used by an implementation must-be’documented together
with the required configuration.

3.2.4.2.3.2 When a BIND invocation is requested on th¢ Jocal interface, the proxy shall
detive the technology dependent information required .to<establish an association frqm the
pafameter ‘responder port identifier’.

3.2.4.2.3.3 When receiving a BIND invocatiori“from a peer proxy, the proxy shall gnsure
that the value of the responder port identifier-passed to the local client is identical [to the
vajue that has been passed to the peer proxy-by the client of the peer proxy.

NOTE — An implementation may choose to transmit the original value or to derive it from
technology-specific formats.

3.2.4.2.4 Protocol for the- BIND Operation

THe proxy shall ensuré that the BIND operation is not performed on an established
asgociation or during association release and is not re-invoked during asso¢iation
esfablishment./»lt/shall also ensure that the BIND operation is performed according |to the
protocol defined by the CCSDS Recommended Standards for SLE transfer services.

=

3.2.4.3° Orderly Association Release

3.2.4.3.1 The proxy shall enforce the rules defined in the CCSDS Recommended Standards
for SLE transfer services for initiating the UNBIND operation. It shall ensure that the
UNBIND operation is performed only on an established association and is not re-invoked
during association release. It shall also ensure that UNBIND operation is performed
according to the protocol defined by the CCSDS Recommended Standards for SLE transfer
services.
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3.2.4.3.1.1 When receiving a valid UNBIND invocation from the peer proxy, the proxy
shall remove and discard all operation invocations that are queued for transmission on the
affected association.

NOTE - Following reception of an UNBIND invocation, the responder shall not send any
further invocations. Pending operation returns may still be transmitted.

3.2.4.3.1.2 The proxy shall ensure that the data communication association is terminated as
part of the UNBIND operation.

NOTH - The means by which the data communication association is terminatedcand the
time at which it is terminated depends on the technology used and the
implementation of the proxy.

3.2.4.3.1.3 Following completion of the UNBIND operation, the proxy shall set the state|of
the aspociation to ‘unbound’, release all resources allocated to the association, discard [all
PDUs|that may still be queued for transmission, and release all opération objects that may
still bp memorized. If the association object has the responder, role, the proxy shall also
releas¢ the association object.

3.2.4.4 Association Abort

3.2.44.1 The proxy shall implement invocation ¢f'the PEER-ABORT operation as defined
by the|following specifications.

3.2.4.4.1.1 The proxy shall discard all PDDUs that are queued for transmission and all PDUs
receivpd from the peer proxy that havernot yet been forwarded to its client. It shall also
releas¢ all operation objects for which returns are still pending.

3.2.4.4.1.2 The proxy shall-make sure that the peer proxy recognizes the PEER-ABORT
invocdtion and that the diagnostic parameter of the PEER-ABORT invocation is made known
to the peer proxy.

3.2.4.4.1.3 The proxy shall abruptly terminate the data communication association using
the mgst efficient’means available from the data communications technology, which are able
to megt the requirement stated in 3.2.4.4.1.2.

3.2.4.4.14" The proxy shall set the state of the association to ‘unbound’. If the associati|0n
object has the responder role, the proxy shall also release the association object.

3.2.4.4.1.5 If the proxy invokes the PEER-ABORT operation on its own initiative, it shall
also forward a PEER-ABORT operation object to its local client. It shall set the parameter
‘originator’ in this object to ‘proxy’.

3.2.4.4.2 When the proxy is informed of a PEER-ABORT invoked by the peer proxy, it
shall perform the following steps:
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3.2.4.4.2.1 The proxy shall discard all PDUs that are queued for transmission and all PDUs
received from the peer proxy that have not yet been forwarded to its client. It shall also
release all operation objects for which returns are still pending.

3.2.4.4.2.2 The proxy shall forward a PEER-ABORT operation object containing the
diagnostics set by the peer proxy to its local client. It shall set the parameter ‘originator’ in
this object to “‘peer’.

3.2.4.4.2.3 The proxy shall set the state of the association to ‘unbound’. If the association
obﬁect has the responder role, the proxy shall also release the association object.

NOTE — Depending on the communications technology and its specific use by the proxy,
the proxy might have to accept and discard data that have. already| been

transmitted by the peer proxy. Associated activities are performed ‘behind the
scenes’ and are not visible to clients.

3.2.4.4.3 Aborting an association shall not affect any other associations that are cufrently
hapdled by the proxy.

)

3.2.4.5 Failure of the Data Communication Service

3.2.4.5.1 The proxy shall monitor the status of<an association and inform its local client if
th¢ data communication connection breaks down using the method ProtocolAbort () of
th¢ interface ISLE_SrvProxyInform.

3.2.4.5.1.1 If the communications-‘provider does not signal breakdown of th¢ data
communication connection, the (proxy shall support the requirement by implemienting
adpquate methods.

3.2.4.5.1.2 The maximum’ acceptable delay between the time the communigations
copnection fails and the¢ associated call to ProtocolAbort () shall be configurable.

3.2.4.5.1.3 If thedata communication connection breaks down, the proxy shall perfofm the
clganup actions/defined for the PEER-ABORT operation in 3.2.4.4.

3.2.5 - DYNAMIC PORT REGISTRATION

mwhich

NOTE — The actions associated with dynamic port registration depend on the technology.
These could include registration of an address, export of information to a
directory service or publishing of a service by any other means. Port registration
is only required for a proxy in the role of a BIND responder. If no actions are
required for a given technology or implementation, the request should simply be
ignored.
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3.2.5.1.1 Port registration has the effect that requests sent to the port are correctly routed to
the proxy that registered it. If the proxy can detect duplicate registration of the same port by
more than one proxy instance, it shall reject the request with an error.

3.2.5.1.2 The information supplied for registration includes the following parameters:

a)
b)

responder port identifier; and

service instance identifier.

NOTH

3.2.5.1

c)

3.2.5.1
be use

3.2.5.1
3.2.5.1
receiv
3.2.6

3.2.6.]

3.2.6.1
auther]

3.2.6.1
and fol

— The information actually used by the proxy depends on the implementation;

.3 The proxy shall reject registration if:

the proxy does not support associations in the responder role or the responder rolg
not enabled in the configuration database;

the responder port identifier is not part of the address mapping information in {
configuration database; or

the responder port identifier is not marked as local pott;

4 If registration is accepted, the proxy shall returiva registration identifier that m
d for later de-registration.

.6 The proxy shall ensure that BIND invocations sent to a registered port i
ed by the proxy instance in the period from port registration until de-registration.
SECURITY

Security Information

.1 The configufation database of the proxy shall contain all information required
tication of the-identity of the local SLE application and of peer SLE applications.

.1.1 _The configuration database shall contain a list of registered peer applicatio
r each’application:

.5 The proxy shall de-register ports on client request as required by the technology|.

he

1St

ire

for

a)

tlha s d a0 Ll gl ngtin oo wrintable chagraanfare et oo
ICTOCITOTICT OT O~ ap priCatiolas—a pritaOTC CITar aCtCI—STTE,

NOTE - The identifier is the name of the authority operating the application (user

name).

b) the authentication mode for communication with the peer application; the

authentication mode defines one of the following:

1) authentication shall not be applied (‘none’);
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2) authentication shall be applied for the BIND operation only (‘bind’); or
3) authentication shall be applied for all operations except for PEER-ABORT (‘all’).

c) the security attributes needed for authentication of the peer application, unless the
authentication mode is set to ‘none’.

NOTE - The security attributes are defined in 3.5.6 for the utility object Security
Attributes, which provides the actual authentication service.

3.2.6.1.1.2 For the local SLE application, the configuration database shall contain;
a) the identifier of the application as a printable character string; and

b) the security attributes needed for authentication.

3.2.6.1.1.3 Entry and update of the security information in the configuration databasg is an
implementation-specific maintenance activity and is not defined by this specification. An
i:lglementation must document the format of the related entriestand the means by which the
coptent can be defined and updated.

NOQTE - This specification implies that it might be necessary to stop and restart the|proxy
when this information is modified.
3.2.6.2 Access Control

3.2.6.2.1 When receiving a BIND inyocation from the peer proxy for a new associatipn, the
proxy shall perform the following steps:

=

3.2.6.2.1.1 The proxy shall_use the parameter ‘initiator identifier’ in the BIND invdcation
to [locate the initiator in the {ist of registered peer applications.

3.2.6.2.1.2 If the initiator is not registered, the proxy shall respond with a BIND teturn,
coptaining a negative tesult and the diagnostic ‘access denied’. This BIND return shall not
coptain credentials.” In addition, the proxy shall generate an ‘access violation alarm’.

NQTE -.<The access violation alarm is defined in 3.2.6.4.

3.2.6:2.1.3 If the initiator is registered, the proxy shall assign the authentication mode and,
if applicable the security attributes specified for the initiator to the association

3.2.6.2.2 When receiving a BIND return from its local client, or when generating a BIND
return, the proxy shall insert the local application identifier stored in its configuration
database into the parameter ‘responder identifier’ of the BIND return PDU.

3.2.6.2.3 When receiving a BIND invocation from its local client for an unbound
association, the proxy shall perform the following steps:
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NOTE - This specification implies that the authentication mode of an association is
always determined by the authentication mode of the peer application. Therefore
different authentication modes may be specified for different peers, but the same
authentication mode is always used for the same peer.

3.2.6.2.3.1 The proxy shall use the parameter ‘responder identifier’ in the operation object
passed with the BIND invocation request to locate the responder in the list of registered peer
applications.

NOTH - Although the BIND invocation PDU defined by the CCSDS Recommended
Standards for SLE transfer services does not include the responder identifier, this
argument must be passed to the proxy with the BIND invocation request,|to
enable the proxy to determine the authentication mode. The proxy does pot
insert that argument into the BIND invocation PDU.

3.2.6.2.3.2 If the responder is not registered, the proxy shall reject thérequest with a resplt
code ihdicating ‘peer application not registered’.

3.2.6.2.3.3 If the responder is registered, the proxy shall assigh the authentication mqde
and, iff applicable, the security attributes specified for the responder, to the association.

3.2.6.2.3.4 The proxy shall insert the local applicatioftiidentifier stored in its configuration
databgse into the parameter ‘initiator identifier’ of'the operation object and the BIND
invocgtion PDU.

3.2.6.2.4 When receiving a BIND return from the peer proxy on an association in the state
‘bind pending’, the proxy shall perform the¢ following steps:

3.2.6.2.4.1 If the responder identifier in the PDU is not registered, the proxy shall abort the
associption with the diagnostic faccess denied’ and generate an access violation alarm.

3.2.6.2.4.2 If the responder i1s registered, but differs from the responder assigned to the
associption, the proxy shall abort the association with the diagnostic ‘unexpected responder
ID’ and generate an aecess violation alarm.

3.2.6.3 Authentication

NOTH & "In the following, the term ‘ignore the PDU’ might be interpreted in differ¢nt
ways, depending on the data communications technology, the proxy
implementation, and the specific SLE operation. 3.2.6.3.2 specifies permissible
interpretations and behaviors.

3.2.6.3.1 The proxy shall perform the following steps for all SLE PDUs received from the
peer proxy, immediately after decoding and before any other processing steps.
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NOTES

1 For a BIND invocation, these steps are performed immediately after location of the
initiator identifier on the list of registered applications, if the PDU is received on an
unbound association. For a BIND return, these steps are performed immediately after
location of the responder identifier if the PDU is received on an association in the
state ‘bind pending’.

2 The TRANSFER-BUFFER PDU (see 3.3.5.3) does not represent an invocation or
return of an SLE operation but is rather used to transmit a number of TRANSFER-
DATA and SYNC-NOTIFY invocations as a single data unit across theasso¢iation
between the SLE Provider and the SLE User. Therefore authentication shall be
performed on each of the contained SLE PDUs presenting SLE operation invogations
and not on the TRANSFER-BUFFER PDU.

3.2.6.3.1.1 The proxy shall check the authentication mode assigned to the associafion to
defermine whether authentication is required.

3.2.6.3.1.2 If authentication is required, the proxy shall use)the PDU parameter holding the
pepr’s credentials and the security attributes assigned to the association to authenticgte the
id¢ntity of the peer.

NOQTE - For invocations the parameter used“is ‘initiator credentials’ and for feturns
‘responder credentials’.

3.2.6.3.1.3 For the actual authentication-procedure, the proxy shall use the service provided
by| the component ‘SLE Utilities’¢ via the interface ISLE SecAttributes.| The
acgeptable delay argument required for authentication is defined in the configyration
database of the proxy.

NOTE — The authentication procedure and the role of the argument ‘acceptable delgy’ are
defined in.3.5.6.

3.2.6.3.1.4 If authentication fails, the proxy shall generate an authentication alarm, and
igmore the PDU.

NQTE =—The authentication alarm is defined in 3.2.6.4.

3.2.6:3.2 The action to ‘ignore a PDU’ shall be implemented according to the following
specifications:

3.2.6.3.2.1 As a rule, the proxy shall not take any action that could be observed via the
network. In addition, it shall not modify the state of the association or of any operation
object waiting for a return PDU, such that a subsequent ‘legal’ return will succeed.

3.2.6.3.2.2 In order to prevent permanent blocking of resources, a proxy implementation
may abort the underlying data communication connection and set the state of the association
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to ‘unbound’ when authentication fails for a BIND invocation, BIND return, or UNBIND
invocation. If this option is selected, the abort procedure shall restrict the information that is
made available to the peer system to the minimum possible. For a BIND return and an
UNBIND invocation, the proxy shall inform its local client using a PEER-ABORT operation
object with the diagnostic ‘other reason’.

3.2.6.3.2.3 If an implementation uses technology-specific connection termination
procedures for the operation UNBIND, it might not be possible to apply the rule defined in

3.2.6. he
appropriate actions defined in 3.2.4.3.

NOTH — The proxy shall nevertheless perform authentication and generdte the
authentication alarm record, such that the attack can be recognized.~ It is nofed
that authentication at application level cannot provide any proteetion against [an
intruder who succeeds in closing the connection of, the underlying
communications service. The case addressed here therefere does not imply a
reduced level of security.

3.2.6.3.3 When receiving a PDU for transfer from its local¢liént, the proxy shall perform
the following steps:

3.2.6.3.3.1 If the authentication mode assigned to the.association requires authentication for
the PDU, the proxy shall insert the credentials_for the local SLE application into the
operatfion object passed by the client.

—_—

NOTH - Inserting the credentials into_the-operation object instead of writing it directly
into the PDU makes sure that the information held by the operation object] is
complete. The credentials are subsequently inserted into the PDU used for
transfer.

3.2.6.3.3.2 For generation of the credentials, the proxy shall use the service provided by the
compgnent ‘SLE Utilities’\via the interface ISLE_SecAttributes.

3.2.6.3.3.3 If authéntication is not required, the proxy shall set the parameter for the
creder(tials of the local SLE application in the operation object to ‘not used’.

3.2.6.4 -Security Alarms

3.2.6.4.1 For the following security alarms, the proxy shall enter an alarm record into the
system log and notify the application via the interface ISLE_Reporter.

3.2.6.4.1.1 The access violation alarm record shall be generated when a peer identifier is
not registered in the configuration database of the proxy (see 3.2.6.2.4.2) or differs from the
expected one. It shall comprise as much information as possible to allow investigation of the
event. The information entered shall include but not be limited to the following:
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a) For access violation associated with a BIND invocation, the alarm record shall
contain the following parameters extracted from the PDU:

1) the initiator identifier; and
2) the service instance identifier.

b) For access violation associated with a BIND return, the alarm record shall contain the

responder identifier extracted from the PDU and the following parameters derived
from the attributes of the association:

1) the responder port identifier; and

2) the service instance identifier.

3.2.6.4.1.2 The authentication alarm record shall be generated whenever authentication
fails. It shall comprise as much information as possible to allow invyestigation of the|event.
The information entered shall include but not be limited to the following:

a) the peer identifier;
b) the credentials for which authentication has failed;and

c) the service instance identifier.

3.2.7 PASS-THROUGH MODE OF OPERATION

3.2.7.1 As an optional feature, the proxy shall support a special ‘pass-through’ mpde of
operation, in which processing of-‘the proxy is modified as defined by the following
specifications. The means by which this mode of operation shall be enabled is defingd and
documented by the implementation.

NOQTES

1 The pass-through mode is required for a gateway in order to support end-to-end
identification and authentication, and preservation of other parameters set by the
proxy:itt end-systems.

2 An implementation might support enabling and disabling of the pass-through| mode
by a parameter in the configuration database or might provide a special version|of the

nroxvforuse in a gcatewass
P ) use a-g WAL

3.2.7.1.1 The proxy shall not insert the local application identifier into a BIND invocation
or a BIND return received from its local client, but use the parameter in the operation object.
If the proxy needs to generate a BIND return on its own behalf (see 3.2.6.2.1.2), it shall insert
the local application identifier as responder identifier. In these cases, the BIND return shall
not include credentials.

NOTE - This modifies 3.2.6.2.2 and 3.2.6.2.3.4.
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3.2.7.1.2 When receiving a BIND invocation from its local client, the proxy shall use the
initiator identifier in the operation object, to determine the authentication mode. The peer
identifier for the association shall remain undefined initially.

NOTE - This modifies 3.2.6.2.3. The peer identifier is assigned to the association as
specified in 3.2.7.1.3. The procedure specified here implies that all responders
linked to one initiator must have the same authentication mode. In cases where

this constraint is not acceptable, different initiator identifiers must be used for
different authentication modes

3.2.7.1.3 The proxy shall process a BIND return PDU received from the peer proxy,on jan
associption in the state ‘bind pending’ as defined by the following specifications.

NOTH - This modifies 3.2.6.2.4.

3.2.7.1.3.1 If the responder is not registered, it shall abort the cassociation with the
diagngstic ‘access denied’ and generate an access violation alarm.

3.2.7.1.3.2 If the responder is registered, but the authenticatioh 'mode differs from the dne
assigngd to the association, the proxy shall abort the assogciation with the diagnostic ‘other

b

reason .

3.2.7.1.3.3 If the responder is registered and the*authentication mode matches the dne
assigngd to the association, the proxy shall assignsthe identifier and the security attributes|of
the redponder to the association.

3.2.7.1.4 The proxy shall not generate credentials for PDUs transmitted to the peer proxy
but usg the credentials parameter of th€ operation object passed by its client.

NOTH - This modifies 3.2.6.3;3. The proxy shall perform authentication of PDUs |as
defined in 3.2.6.3(1,

3.2.7.2 In the pass-thfough mode of operation, dynamic port registration shall not [be
requirgd. The lack-0f’dynamic port registration may imply restrictions, which must |be
clearly documented*for an implementation.

NOTHES

1 This modifies 3.2.5.1.

2 On a gateway, the responder port identifier is not known in advance of an incoming
BIND invocation. An example for restrictions that might be implied is that only a
single instance of the proxy can be used within the gateway and all associations
bound via the same port have to be handled by a single process.
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3.2.8 LOGGING AND NOTIFICATION

3.2.8.1 The proxy shall generate log messages for important events and enter them to the
system log of the hosting system using the interface ISLE Reporter, passed to its
configuration method.

NOTE - The arguments to be supplied with a log message are specified in A9.2. Specific
requirements and constraints on how this interface must be used are defined in 3.6.2.

3.2.8.2 The log messages generated by the proxy shall include, but not be limited tq those
explicitly defined in this section.

NOTE — Guidelines for selection of the events that are entered to the log are defiped in
3.6.2.

3.2.8.3 The proxy shall notify the application of the events defined in’3.6.2.6.

3.2.8.4 The log messages and notifications shall be defined and documentgd by
lementations of the API Proxy.

3.2.8.4.1 Each log message shall be identified by a uniique number, which is referenced in
th¢ documentation and passed to the interface ISLE Reporter, when the message is

3.2.8.4.2 Log message identifiers in the range 0 to 999 shall be reserved for use by this
Rdcommended Practice and supplemental Recommended Practice documents for s¢rvice-
specific APIs. These log message identifiers shall not be used for messages defiged by
implementations.

NOTE - This version of the specification does not define any log messages. Identifiers
are reserved for-potential future use. Beside this constraint, each component
implementation can independently assign log message identifiers, 3s the
componentidentification is also passed to the interface ISLE_Reporter

3.2.9 DIAGNOSTIC TRACES

NOTE =" Support for diagnostic traces is an optional feature. This subsection cgntains
specific requirements for the proxy. Further general specifications concgerning
the events thaf are traced and the informafion enfered in trace records are
provided in 3.6.3.

3.2.9.1 The proxy shall provide a feature to generate trace records for events and to pass
them to the interface ISLE Trace.

3.2.9.1.1 A trace for a specific association can be started and stopped via the interface
ISLE TraceControl provided by association objects.
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3.2.9.1.2 Traces started via the interface ISLE TraceControl exported by the proxy
shall include all associations as well as events that cannot be associated with a specific
association. When tracing is stopped via the interface of the proxy, all traces started for
individual associations shall be stopped as well.

3.2.9.1.3 After creation, all traces in the proxy shall be disabled.

3.2.10 EXECUTION CONTEXT

3.2.10{1 Processes

3.2.10t1.1 Every instance of the proxy component shall exist within a single_application
procegs and provide interfaces only to other components in the same process.

3.2.10t1.2 For a given proxy implementation, the creator function shall\ensure that a single
instange of the proxy component is created within one process. Proxyimplementations shall
be distinguished by the protocol they use for communication with the peer proxy. The
protogol identifier shall be available via the administrative interface of the proxy.

NOTH - Several proxies using different communications technologies or differ¢nt
protocols can exist within one process. The protocol identifier is required|to
distinguish different proxies and to route outgoing BIND invocations to the
correct proxy instance.

3.2.1011.3 The proxy is able to support the following configuration of processes, service
instanges, and communication ports, for associations in the initiator role and for associatigns
in the pesponder role.

NOTH - The meaning of the terin communication port depends on the technology. It dan
refer to an end-point-of a transport or session connection, an object reference,|or
any other addgess- or routing information by which PDUs are routed to a givien
process.

3.2.10t1.3.1 A process shall handle all service instances using one or more communicatjon
ports.

3.2.101.3:2Service instances using the same communication port may be distributed|to
differgnt-existing processes in a manner defined by the application.

NOTES

1 Depending on the technology and its specific use by the proxy, the configuration
defined in 3.2.10.1.3.2 can require a separate process handling all or part of the
interface to the communications service provider. Such processes are considered part
of the proxy infrastructure. Routing of BIND invocations might be based on
technology-specific addressing or on the service instance identifier. The dynamic
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port-registration procedure defined in 3.2.5 can be used to establish the associated
routing path.

2 Reference [J3] provides examples for architectures that can be supported by a proxy
implementing these specifications.

3 This version of the specification does not include launching of application processes
as a result of reception of a BIND invocation. Use of this technique is not excluded,
but cannot be expected from a conforming implementation.

3.2.10.2 In Process Threads

3.2.10.2.1 For the interaction with its client, the proxy shall provide at-least one |of the
behaviors defined in 3.7 as well as the control interface associated with the'provided behgvior.

3.2.10.2.1.1 An implementation may provide more than one of.the“specified behavigrs. If
that option is selected the implementation shall specify the means by which the desired
behavior can be selected.

NOTE — An implementation may support selection of the behavior by dff-line
configuration, or may support dynamic selection by call of a specific start furjction.

3.2.10.2.1.2 The proxy shall provide the same.behavior for all exported interfaces.

3.2.10.2.1.3 The proxy shall expect that the complementary interfaces provided by the client
anf used by the proxy have the same be¢havior.

3.2.11 CONFIGURATION

3.2.11.1 The proxy can be’configured for a specific deployment environment by defjnition
of|parameters in a configuration database.

NOTE - For theOperation of the proxy, an implementation may additionally requife that
supporting programs or external systems have been installed, configured in a
specific manner, and have been started. Such requirements must be docurhented
for an implementation together with a reference to the relevant installatign and
operating instructions.

3.2.11.1.1 The detailed content, the structure, and the format of the configuration database
are implementation specific and are documented for an implementation together with the
procedures for entry and update of configuration parameters.

NOTE - This specification does not prescribe how the database is created and how it is
accessed. The configuration database may consist of a simple text file or a set of
files, or it may be distributed to one or more directory systems or management
information databases.
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3.2.11.1.2 Modification of the configuration database shall be considered a maintenance
activity. The procedures for entry and update of configuration parameters may require the
proxy to be terminated and restarted for the modifications to become effective.

3.2.11.1.3 The proxy shall specify a configuration file, which provides all information
required by the proxy to access the configuration database. The full path name of this file
shall be passed to the Configure () method of the administrative interface.

NOTE_—_The configuration file might contain all configuration parameters or might
contain references to other files or information that enables the proxy to qug¢ry
some database for the configuration parameters.

3.2.11}2 The information in the configuration database of the proxy shall include but not|be

limited to:

a)| configuration parameters required for configuration and initialization of the data
communications system such as local addresses, operational modes, etc.;

b)| the acceptable delay between failure of the data commaunication service and the
associated report by the proxy;

c)| a specification whether the proxy shall support agsociations in the responder role,|in
the initiator role, or both;

d)| mapping of the logical responder port identifiers specified by CCSDS to addr¢ss
information;

e)| one or more local responder port identifiers on which a proxy supporting associatiqns
in the responder role shall accept BIND invocations;

f) | the list of SLE service types. supported by all components in the installation, and for
each service type the list ef\version numbers that can be supported;

NOTE - Version negatien is not supported by this Recommended Practice (see 1.2.2

item a)).

g)| the identifierzand security attributes of the local SLE application;

h)| the list ofiregistered peer applications including, for each application, the identifier,
authentication mode, and the security attributes (if used);

1) | the.acceptable delay between the time credentials have been created and the time|of
authentication;

j) the maximum number of incoming PDUs that shall be queued according to the
definitions in 3.2.3.1;

k) the maximum number of PDUs that shall be queued for transmission;

1) the mode of operation, with the possible values ‘default’ and ‘pass-through’.

NOTE - The pass-through mode of operation is defined in 3.2.7.
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3.2.12 INITIALIZATION, START-UP, TERMINATION, AND SHUTDOWN

3.2.12.1 The proxy must be initialized by a call to the method Configure () of the
interface ISLE ProxyAdmin, passing it the name of the configuration file and the
interfaces of other components.

NOTE - The interfaces needed by the proxy and the exact signature are defined in A7.

3.2.12.1.1 When the method Configure() is called. the proxy shall check the
copfiguration on completeness and consistency. If any of the checks fail, the proxy shall
geherate appropriate error messages to the log and return a result code ifidicating a
copfiguration error.

3.2.12.1.2 If the configuration database is correct, the proxy shall perform all dctions
rijluired to configure itself and then any data communication products-it uses. If there are any
erfors, the proxy shall log errors indicating the reason and return an@sror code to the client.

3.2.12.1.3 Only when all initialization procedures have been.completed successfully and the
proxy is ready for operation, it shall return a positive result.code.

=

3.2.12.2 Operation of the proxy shall be started by ateall to the start method associated with
th¢ behavior selected according to 3.2.10.2.1. The proxy shall only start the operation] if the
initialization has been completed with success. Otherwise, the method shall return an ejror.

NOQTES

1 The start method is defined by the control interface associated with the sglected
behavior. Control interfaces,are specified in A6.1.1 and A6.1.6.

2 The specification implies that a proxy supporting associations in the respondgr role
shall start listening for incoming BIND invocations only after call of the start mgthod.

3.2.12.3 Operation .0f) the proxy shall be terminated by a call to the terminate method
asgociated with theZbehavior selected according to 3.2.10.2.1. When this method is falled,
th¢ proxy shallstop processing and revert to the state it had after configuration and befgre the
stdqrt method-was invoked.

NOTE '~ The terminate method is defined by the control interface associated with the
selected behavior. Control interfaces are specified in A6.1.1 and A6.1.6.

3.2.12.3.1 If any associations are still active, the proxy shall abort these associations.

3.2.12.3.2 The proxy shall stop listening on the network interface, if applicable, and release
all resources it has allocated after the call to the start function.

3.2.12.3.3 A proxy must expect that other proxies using the same communication
infrastructure exist on the system and must make sure that their operation is not affected by
termination activities.
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3.2.12.4 The proxy shall be instructed to shutdown by a call to the method ShutDown () in
its administrative interface.

3.2.12.4.1 The proxy shall reject the request when it is still operating.

NOTE - In this case, the client shall be required to invoke the terminate method first.

3.2.12.4.2 The proxy shall release all interfaces of other components, to which it still holds
references, delete all internal objects, and release any other resources it has allocated.

3.2.12

3.2.12

3.2.13

3.2.13
interf3q

NOTH

1)
2)

3)

4)

4.3 The proxy shall ensure that all objects of the component are deleted when-cliej
holdinlg a reference to interfaces have released these references.

4.4 When the method returns with success, the proxy has ceased to exist:

COMPONENT OBJECTS AND INTERFACES

— Component objects are defined in annex D_of"this specification. As explain

nts

L1 The component API Proxy shall implement the following component objects and
ces:

ed

there, a component object is an externally¥isible entity that may be implemented

by a single object or by several internaliobjects, which co-operate to provide 1
required external view. As specified in annex D, every component obj
supports the interface TUnknown in addition to the interfaces listed in t
subsection. The interfaces refefenced in this subsection are specified in annex

the interface ISLE_JProxyAdmin;

the interface.ISLE AssocFactory if the proxy supports associations in {
initiator role;

the anterface ISLE Sequential if the proxy supports ‘sequential interf
behavior’ as specified in 3.7.2;

he
ECt
his
A

a single instance of the API Proxy, which shall export the following interfaces and
support navigation between these interfaces via the method QueryInterface ()|:

he

ce

the interface ISLE Concurrent if the proxy supports ‘concurrent interf

CcC

b)

S)

behavior as speciticd 1 3.7.2; and

the interface ISLE TraceControl if the proxy supports diagnostic traces
specified in 3.2.9;

as

association objects, which shall export the following interfaces and support
navigation between these interfaces via the method QueryInterface () :
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NOTE - A separate object shall be provided for every data communication
association.

1) the interface ISLE SrvProxyInitiate;and

2) the interface ISLE TraceControl if the proxy supports diagnostic traces as
specified in 3.2.9;

c) one or more objects for processing of external events, which shall export the interface

IST E _ExvantProcaccar i ftha rensrxs capmnate Coqantial tntorfo g ooy’
P U B ) wvy A/ VVIIULL TUVVOOVUL 11 UV t}l UI\J UUI}I}UL LT U\J\ibl\dllblul ITIIIVI TAVY UVIIAVIUL 9

d) one or more objects for processing of a timeout, which shall export the ‘inferface
ISLE TimeoutProcessor if the proxy supports ‘sequential interface behavier’.

3.3 APISERVICE ELEMENT

3.3.1 FEATURES

3.3.1.1 The service element shall create, configure, maintain, and delete service instances
(sge 3.3.2).

3.3.1.2 The service element shall provide interfaces to generate operation objects with
initialized parameters according to the configuration of a service instance (see 3.3.3).

3.3.1.3 The service element shall handle bindifig and unbinding of service instances (see(3.3.4).

3.3.1.4 The service element shall enforce conformance of the protocol data units exchanged
to [the state tables defined in the CESPS Recommended Standards for SLE transfer sgrvices
as|far as these do not refer to events’and procedures related to service production.

NOQTE - A detailed specification of the state tables processed by the service element is
provided in-seetion 4. These state tables complement the specifications n this
section. They are considered mandatory for a conforming implementation.

3.3.1.5 The service element shall ensure that the parameters of SLE protocol dat3 units
copform to the specification in the CCSDS Recommended Standards for SLE ttansfer
sefvices.

NOQEFE™ — Processing of SLE Protocol Data Units is detailed in 3.3.5.1.

3.3.1.6 The service element shall handle invocation identifiers and timeout monitoring for
operation returns (see 3.3.5.2).

3.3.1.7 The service element shall implement the transfer buffer for return link services
including the procedures for discarding of buffered data in the delivery mode timely online
and flow control for the delivery modes complete online and offline (see 3.3.5.3).
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3.3.1.8 The service element shall implement flow control for TRANSFER-DATA
invocations for forward link services (see 3.3.5.4).

3.3.1.9 For an SLE service provider, the service element shall provide an interface for
updating service parameters and status parameters by the client (see 3.3.5.5).

3.3.1.10 The service element shall process GET-PARAMETER and SCHEDULE-STATUS-
REPORT invocations received from the peer (see 3.3.5.5).

3.3.1.]
impor]

3.3.1.1

1 The service element shall generate entries to the log of the hosting system for
ant events (see 3.3.6).

2 The service element shall provide a feature to produce an event trace for f

complgte service element and for individual service instances (see 3.3.7).

3.3.1.1
use of]

3.3.1.1
within

3.3.2

3.3.2.]

3.3.2.1
ISLE

3.3.2.1
role (s

type o
NOTH

3 The service element shall support a range of execution enviropments with respect
in-process threads (see 3.3.8).

a specific deployment environment (see 3.3.9).

SERVICE INSTANCE MANAGEMENT
Creation of Service Instances

.1 A service instance shall be created on request of the application via the interf3
| SIFactory.

.1.1 The request to create'a service instance shall identify the service type and {
ervice user or service pfoyider). If the service element does not support the serv
I the role, it shall reject the request.

— An implementation may support service instances in the user role and in {
providet“role concurrently. This feature enables an application to act as an S

instance. However, an implementation may also restrict the role of the serv
instances supported to either ‘user’ or ‘provider’.

all

4 The service element shall use a configuration database; which controls its operation

CcC

he

he
L E

service-user for one service instance and as an SLE service provider for another

ce

3.3.2.

1= - . . 41 1 41 s 4 . . 4 JJes
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ly

shall identify the version number of the specified service type. If the service element does
not support the specified version, it shall reject the request.

NOTES

1

The service instance shall use the version number to generate the BIND invocati

on

with the desired version number. Service instances in the provider role shall obtain
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the version number from the incoming BIND invocation. Checking of the version
number on the provider side is specified in 3.2.4.2.2.

2 The service types and versions supported by an implementation shall be identified in
the implementation specific documentation.

3.3.2.2 Configuration of Service Instances

3.1.2.2.1 When a service instance has been created, it must be configured usihg the
inferface ISLE SIAdmin.

3.3.2.2.1.1 For service instances in the responder role, additional configuration parameters
m;Lst be supplied via the service-type specific administrative interfacespecified by the
rellevant supplemental Recommended Practice for the service-specific APL

3.3.2.2.1.2 The configuration parameters that must be “s¢t via the inferface
I4LE STIAdmin are:

a) the service instance identifier;

b) the peer identifier;

NOTE - The peer identifier is either the initiator identifier or the responder identifier.
If the service instance acts .ag’an initiator in the BIND operation, thg peer
identifier is used to check the parameter ‘responder identifier’ in the |[BIND
return PDU. If the seryiee instance acts as a responder, the peer identjfier is
used to check the parameter ‘initiator identifier’ in the BIND invqcation
PDU.

c) the scheduled provisienperiod defined by the start time and the stop time;
d) the initiator of the BIND operation (service user or service provider);
e) the responderport identifier; and

f) the valte-of the timeout in which returns must arrive for confirmed operations.

NOQTE =-These parameters are defined in the CCSDS Recommended Standards fqr SLE
transfer services.

3.3.2.2.1.3 Configuration of a service instance shall be terminated by a call to the method
ConfigCompleted () of the interface ISLE SIAdmin. This method shall check the
configuration parameters on completeness and consistency and reject the configuration if a
deficiency is detected.

NOTE - Configuration parameters must not be modified after a successful return of the
method ConfigCompleted (). The effect of an attempt to set a parameter
when the initial configuration has completed is undefined.
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3.3.2.2.1.4 The checks performed for the common configuration parameters passed via the
interface ISLE STIAdmin shall include the following:

a) the service instance identifier must be valid and unique for all service instances

currently handled by the service element;

NOTE - The validity of a service instance identifier is verified by the component ‘SLE

Utilities’ via the interface ISLE STIT.

b)

N(

A

g

N(

3.3.2.7
config

supplg

3.3.2.7
config
rejecte

foraservice instance 1 the provider Tote the start—amnd emnd time for the schedu
provision period must be specified or must be set to NULL;

period begins after invocation of the method ConfigCompleted();

period never expires;
if the start and end time are specified, the start time must be €atlier than the end tim

if the end time is specified the end time must not be in/the’past;

DTE — A service instance in the user role shall<not constrain the application w
respect to the time the service is requested. It shall accept the schedu
provision period parameter if it is supplied, but shall not require it. If i
supplied, it shall not further process it.

the responder port identifier must be’defined in the configuration database of {
service element, if the service instance initiates the BIND operation.

DTE — The responder port ‘identifier is used by the service instance to select f
proxy instance to-which the BIND invocation shall be sent.

.1.5 For service (instances in the provider role, checks performed on 1
uration shall include those defined for the specific service type in the relev
mental Recommended Practice for the service-specific API.

.1.6 If~the service element does not support an option related to one of f

uration—parameters, the configuration shall be considered incorrect and shall
d.

ed

if the start time is set to NULL, the service instance shall assume that the pfovision

if the end time is set to NULL, the service instance shall assume. that the provision

ith

ed

1s

he

he

he
int

he
be

NOTE - For instance, an implementation might not support provider-initiated binding.

3.3.2.2.1.7 If the service instance responds to BIND invocations, the service element shall
register the responder port as part of the method ConfigCompleted () and reject the
configuration if port registration is not accepted by the proxy.

NOTE - Port registration is defined in 3.2.5.
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3.3.2.3 Deletion of Service Instances
3.3.2.3.1 A service instance shall only be deleted on request of the application.

3.3.2.3.1.1 If the state of the service instance is not ‘unbound’ at the time deletion is
requested, the service element shall reject the request.

NOTE - The application will have to abort the association before deleting the service
instance. The service element does not require that the scheduled provision
period has terminated when a service instance is deleted. (The states of a-dervice
instance are defined in section 4.)

3.3.2.3.1.2 If the responder port has been registered at the proxy, the service element shall
request de-registration of the port before the service instance is actually deleted.

3.3.2.3.1.3 When deleting the service instance, the service element shall relegqse all
reqources allocated to the service instance as well as all interfaces used by the dervice
ingtance.

3.3.2.4 End of Provision Period

When the scheduled provision period of a seryice instance supporting the providgr role
expires, the service element shall inform the application via the inferface
I4LE ServiceInform.

NOTES

1 If the end time of the provision period was set to NULL during configuration |of the
service instance, the «service element shall assume that the provision period|never
expires.

2 The service element shall not monitor the provision period for service instances in the

user role and,shall not inform the application when the period ends.

3.3.3 CREATION AND CONFIGURATION OF OPERATION OBJECTS

3.3.3.1. " Service instances shall export the interface ISLE SIOpFactory to creafe pre-

cO lﬁgured Cv\nvof;r\n obiccta

PeratrorroUjTotsy

3.3.3.1.1 A service instance shall only return operation objects which are defined for the
service type and version it supports, and which are invoked by applications in the role it
implements.

NOTE - This specification implies that a RAF service instance in the user role generates a
START operation but does not generate a TRANSFER-DATA operation.
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3.3.3.1.2 The service instance shall use the interface ISLE OperationFactory
exported by the component ‘SLE Operations’ to create the operation object, and set selected
parameters of the operation object according to its own configuration.

NOTE - The parameters that are set by the service instance are defined for each operation
object in annex A or in the supplemental Recommended Practice documents for
service-specific APIs.

3.3.4 | BINDING AND UNBINDING
3.3.4.1 User Initiated Binding

NOTH - Further details of the BIND and UNBIND operations are specified in the state
tables for service instances in section 4. These state tables complement the
following specifications. They are considered mandatory—for a conforming
implementation.

3.3.4.1.1 Service Instances in the User Role

3.3.4.1.1.1 A service instance supporting the user role~and the BIND-initiator role shall
initiat¢ the BIND operation when receiving a BINDxinvocation request from the applicatijon
in the|state ‘unbound’ via the interface ISLE Sé&rviceInitiate. It shall initiate the
UNBIND operation when receiving an UNBINDinvocation in the state ‘bound’.

3.3.4.1.1.2 The service instance shall\'create an association via the proxy interfdce
ISLE| AssocFactory and use the-interface ISLE SrvProxyInitiate provided by
the asgociation for binding, unbinding and service provisioning.

NOTH - This specification-dees not prescribe when the association object is created. An
implementation~might create a new association when the BIND operation| is
initiated. Alternatively an implementation might create the association objgct
when the-service instance is created and use it throughout the lifetime of the
service instance.

port iglentifiers to protocol identifiers. The service element shall use this table and the
resporfdep port identifier in the service instance to select the proxy instance, from whicl it
will request creation of the association.

3.3.4.1.1.3 .The configuration database of the service element shall contain a table mapping

NOTE - The protocol identifier supported by a proxy is specified when the proxy is registered
with the service element. The associated procedures are defined in 3.3.10.

3.3.4.1.1.4 The service element shall insert the peer identifier into the parameter ‘responder
identifier’ of the BIND operation object passed to the proxy.
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NOTE - This parameter is used by the proxy to retrieve information about the responder
from its configuration database. In addition, the proxy shall check the identifier
against the responder identifier in the BIND return PDU and take appropriate
actions if these do not match (see 3.2.6.2 for further details).

3.3.4.1.1.5 The BIND and UNBIND operations shall be performed according to the general
rules specified in 3.3.5.

3.3.4.1.2 Service Instances in the Provider Role

3.34.1.2.1 A service element supporting service instances in the responder rold shall
lement the interface ISLE Locator, which shall be used by the proxy to notify the
sefvice element of a BIND invocation received via the network.

3.3.4.1.2.2 When receiving a notification of a BIND invocation via the method
LqcateInstance () of the interface ISLE Locator, the service element shall ahalyze
th¢ PDU. If the BIND invocation is acceptable, it shall link the requested service instance
h the association using the pointer to the interface ISLE SrvProxyInitiate, and
n a reference to the interface ISLE_SrvProxyInform of the service instance.

3.3.4.1.2.3 The service element shall perform thé checks in 3.3.4.1.2.4 to 3.3.4.1.2{10 on
BIND invocation in the sequence specified. \If-any of the checks fail, it shall not pass the
D invocation to the application, but reject the BIND invocation. If the checks are
performed within the method LocateInstance (), this method shall retufn an
appropriate error code. If the checks are performed by the service instance after having
re¢eived the BIND invocation via thé.mterface ISLE SrvProxyInform, it shall ggnerate
IND return with a negative restlt and the appropriate diagnostic.

NOTE - This specification does not prescribe whether these checks are performed py the
method LocateInstance () of the interface ISLE Locator, or by the
service instance when receiving the BIND invocation via the inferface
ISLECSrvProxyInform. The checks must be performed before the [BIND
invecation is passed to the application and the appropriate method to reject|errors
must be applied.

3.3.4.1.2:4 The service instance identifier in the BIND invocation must match the idgntifier
oflan-existing service instance. If the check fails, the BIND invocation shall be rejected with
the dTagnostic o SUcH Service IMStarnce -

3.3.4.1.2.5 The initiator identifier in the BIND invocation must match the peer identifier
defined for the service instance. If the check fails, the BIND invocation shall be rejected
with the diagnostic ‘service instance not accessible to this initiator’. In addition, the service
element shall enter an ‘access violation alarm’ in the system log and notify the application
using the interface ISLE Reporter.

CCSDS 914.0-M-2 Page 3-33 September 2015
© S0 2016 — All rights reserved


https://standardsiso.com/api/?name=f90e49c24543e11956851efb2fefffcd

ISO 18441:2016(E)
API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

3.3.4.1.2.6 The information included into the access violation alarm shall include, but not
be limited to:

a) the initiator identifier in the BIND invocation; and

b) the service instance identifier of the service instance.

NOTE - Some of this information can be conveyed by standard arguments of the
LogRecord () function in the interface ISLE Reporter. This information

1 1.1 Vih | 1 1. + 1 +1 L 1C
SIIOUIA TIO0U DC AdUupIiCalCd 111 UIC TTCOIU ILSCIL.

3.3.4.1.2.7 The service type of the service instance must match the one indicated)in the
BIND| invocation. If the check fails, the BIND invocation shall be rejected. with the
diagngstic ‘inconsistent service type’.

3.3.4.1.2.8 The version number in the BIND invocation must be suppotted by the service
instange. If the check fails, the BIND invocation shall be rejected”vith the diagnostic
‘versign not supported’. Otherwise the service instance shall memotize the version number
and erjsure that the service is provided as specified for that version,

NOTH — As the API Proxy already checks the version number against the versigns
identified in its configuration database (see 3.2.4.2.2.5), reception of |an
unsupported version number by the sefvice instance is an indication off a
configuration problem. Therefore implementations should issue an alarm if that
happens.

3.3.4.1.2.9 The time of the request must_be within the scheduled provision period of the
servicg instance. If the check fails, the:'BEND invocation shall be rejected with the diagnostic
‘inval{d time’.

3.3.4.1.2.10 The state of the service instance must be UNBOUND. If the check fails, the
BINDJinvocation shall be rejeeted with the diagnostic ‘already bound’.

3.3.4.1.2.11 The UNBIND operation for a service instance in the responder role shall |be
perforined according to the general rules specified in 3.3.5. The additional specifications|in
3.3.4.1.2.12 to 3.3:4.1.2.14 shall apply to a service instance supporting the provider role.

3.3.4.1.2.121f the parameter ‘unbind reason’ in the UNBIND invocation is set to ‘suspend’,

service instance is ready to receive a new BIND invocation.

NOTE - Handling of the service parameters in the case of an UNBIND is specified
individually for the every service type.

3.3.4.1.2.13 If the parameter ‘unbind reason’ in the UNBIND invocation is set to ‘end’, the
service element shall inform the application that the scheduled provision period has been
prematurely terminated.
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NOTE - Further BIND invocations shall be rejected with the reason ‘invalid time’, if the
service instance has not yet been deleted by the application.

3.3.4.1.2.14 When the scheduled provision period of a service instance supporting the
provider role ends and the state of the service instance is not “‘unbound’, the service element
shall abort the association.

3.3.4.2 Aborting Associations

3.3.4.2.1 The service element shall abort an association in the following cases:
a) the application invokes the PEER-ABORT operation;

b) abort of the association is explicitly required by any other specification for the gervice
element in this document; or

c) the service element cannot continue processing of the. association, becaus¢ it is
affected by major problems.

NOQTE - This specification implies that the proxy mightabort the association in the ¢ase of
a catastrophic failure also when that case is not specified in this document.

3.3.4.2.2 Whenever the service element aborts.'an association, it shall also forward a
PHER-ABORT invocation to the application.t* It shall set the parameter ‘originafor’ to
‘sgrvice element’ in the operation objects passed to the proxy and to the application.

3.3.4.2.3 Whenever an association ysed by a service instance in the provider role is aported,
fof any reason and by any party, the state of the service instance shall be set to ‘unbpund’.
THe service parameters shall be reset to the initial state, if applicable, and the service instance
is teady to receive a new BINB:invocation.

3.3.4.3 Releasing Resources

3.3.4.3.1 Follewing completion of the UNBIND operation and following an abort |of the
asgociation, the' service element shall release the resources allocated to the association as
defined by-the following specifications.

3.3.4.3:1.1 For a service instance in the provider role, the service element shall relegse the
interface of the assocratiomobject provided by the proxy:

NOTE - A proxy supporting associations in the responder role creates a new association
for every incoming bind request and deletes the association object when the
association has terminated. To enable final deletion, the service element must
release all interfaces.
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3.3.4.3.1.2 For a service instance in the user role, the service element shall release the
association interfaces and request the proxy to delete the association object when it is no
longer needed.

NOTE - This specification does not prescribe when the association object in the initiator

role is deleted. Implementations are free to use a single association object duri

ng

the lifetime of the service instance, or a new association for every BIND. An
implementation is required to release an association object that has been created

for a service instance latest when the service instance itself is deleted

3.3.4.]
cancel

3.3.4.]
data it

335
3.3.5.1
3.3.5.]

3.3.5.1
operat]
shall T
interfa
instan

3.3.5.]
PDUs
forwai
functi

3.3.5.]

and mpst be compatible with the role of the service instance (user or provider).

3.3.5.1
and cd

$.1.3 The service element shall clear the list of pending local and remote (retur
any timers still running, and release all operation objects on which it holds refefencg

b.1.4  If the service instance holds a transfer buffer, it shall release theybuffer and
may still contain.
SERVICE PROVISIONING
Processing of SLE Protocol Data Units
.1 Protocol Data Units Received from the Application

.1.1 The service element shall accept SBE protocol data units in the form
jon objects from the application via theinterface ISLE ServiceInitiate.
process them as defined in this subséotion and forward them to the proxy via {
ce ISLE SrvProxyInitiate for transfer on the association linked to the serv
.

.1.2  The service element:shall perform the checks in 3.3.5.1.1.3 to 3.3.5.1.1.6 on {

d the PDU to the proxy but reject the PDU by an appropriate return code to 1
n.

.1.3 The PDVY must be defined for the service type supported by the service instar]

.1.4 \"The parameters passed with the operation object must be complete, in ran

s,

“n

all

of

It
he
ce

he

received from the application. If any of the checks fails, the service element shall pot

he

ce

nsistent with the configuration of the service instance.

NOTES

1

An example for a consistency check is the verification that the service type in a BIND

invocation matches the type of the service instance.

2 Operation objects are required to perform all checks that can be done on the data
passed without any further knowledge about the context and to provide an interface
by which these checks can be invoked. That feature should be used by the service
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element. However, it must be considered that some checks require further knowledge
about the state and configuration of the service instance. These checks cannot be
performed by the operation objects. The checks performed by the operation objects
are defined in annex A and in the supplemental Recommended Practice documents
for service-specific APIs.

3 The checks do not include those parameters that are handled by the service instance

itself. If such parameters are checked by the operation object, they must be correctly
set befare checking is requested

3.3.5.1.1.5 A return for a confirmed operation must be conveyed by an operation |object
that has previously been passed to the application by the service instance.

3.3.5.1.1.6 The PDU must be valid in the state of the service instance.

NOTE — In a multithreaded environment, the application might-not yet have bgcome
aware of a state change in some cases. If so, the retutn'code does not indigate an
error but informs the application of the state change.~These cases are specilfically
marked in the state tables in section 4.

3.3.5.1.1.7 With a return code indicating success, the>service element shall guarant¢e that
th¢ PDU has been accepted by the proxy for transmission.

NOTE - The following specifications (3.3.5:1.1.8 to 3.3.5.1.1.10) for processing of error
cases also apply when a PDU has been generated by the service element| itself.
The statements referring to return codes do not apply in that case.

3.3.5.1.1.8 When the proxy rejects a PDU with a return code indicating thpat the
transmission queue is full, the service element shall abort the association with the
PHER-ABORT operation. Injaddition, it shall set the code returned to the application for the
affected PDU to ‘overflow’;

NOQTE - Because.of the flow control mechanisms built into the API, queue ovgrflow
cannot be caused by transfer of space-link data units. It can only happen bgcause
of ‘exCessive generation of other events related to the production procgss or
excessively high status reporting frequencies. In these cases, the application
would have no other option for handling the problem.

3.3.51.1.9 When the proxy rejects the transfer request with a code that informs the dervice
element of a state change, the service element shall return the corresponding code to the
application and not abort the association.

NOTE - In such cases, it must be expected that the event causing the state change is
already pending and will be available to the service element soon.

3.3.5.1.1.10 When the proxy rejects the transfer request with a code that indicates a protocol
error, the service element shall abort the association. In addition, it shall generate a log
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message providing as much information as possible to investigate the problem, and notify the
application via the interface ISLE Reporter.

3.3.5.1.1.11 When the service element has passed an unconfirmed invocation or a return to
the proxy, it shall release the operation object holding the PDU.

3.3.5.1.1.12 With the exception of PEER-ABORT invocations and invocations that are
inserted into the transfer buffer for return services, the service element shall ensure that

PDUs

received from the application are passed to the proxy in the sequence received

NOTH

3.3.5.1

3.3.5.1
operat]
1INVOoCs
applic

3.3.5.]

from the proxy. If any of the checks fails, the serviee.element shall not forward the PDU

the ap
PDU

NOTH
a)

b)

N(

— Handling of PEER-ABORT invocations is specified in 3.3.4.2. Buffering
PDU s for return services is specified in 3.3.5.3.
.2 Protocol Data Units Received from the Proxy

2.1 The service element shall receive SLE protocol data “units in the form
ion objects from the proxy and process them as specified inthis subsection. If 1
tions and returns are accepted by the service element.it shall forward them to {
htion unless specified differently for specific operations:

2.2 The service element shall perform the follewing checks on the PDUs receiv

plication, but shall respond by rejecting the PDU locally (see 3.3.5.1.2.3), rejecting 1

of

of
he
he

ed

he

ria the protocol (see 3.3.5.1.2.4), or by aborting the association.
— The type of response is defined:for the individual tests.
The PDU must be defined for-the service type supported by the service instance. | If
the check fails, the PDU shall be rejected locally.
The PDU must be compatible with the role of the service instance (user or providgr).
If the check fails,.the service element shall abort the association with the diagnostic
‘protocol error/-

DTE — Theproxy is not aware of the user or provider role of the service instance and

shall not check the PDUs for compatibility with this role.

The'\parameters passed with the PDU must be complete, in range, and consistent wiith

the configuration of the service instance. If the check fails, the PDU shall be rejected

via the protocol. (See also the note on 3.3.5.1.1.4.)

d) An invocation PDU must be consistent with the configuration of the service instance.

If the check fails, the PDU shall be rejected via the protocol.

NOTE - An example for a consistency check for an invocation is the verification that a

FSP service instance has invoke directive capability when receiving

an

INVOKE-DIRECTIVE invocation. Consistency checks are defined by the

supplemental Recommended Practice documents for service-specific APIs.
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e) A return PDU must be conveyed by an operation object that has previously been
passed to the proxy by the service instance. If the check fails, the PDU shall be
rejected locally.

f) The PDU must be valid in the state of service instance. If the check fails, the type of
response shall depend on the PDU and on the state of the service instance.

NOTE - The type of response is defined in the state tables in section 4.

3.3.5.1.2.3~ The service clement shall teject a PDU locally by returning an error code| to the
function which passes the PDU. In this case, it shall not modify the state of th¢-gervice
ingtance.

3.3.5.1.2.4 The action taken by the service element to reject a PDU via {the protoco|l shall
depend on the PDU type.

NOQTE - Ifthe PDU is rejected via the protocol, the method passing the PDU shall r¢turn a
result code indicating success.

a) For a confirmed invocation PDU, the service element shall generate a return with a
negative result and the appropriate diagnostictvand forward this to the proky for
transmission.

b) For an unconfirmed invocation PDU or a‘return PDU, the service element shal| abort
the association with PEER-ABORT and-the appropriate diagnostic.

3.3.5.1.2.5 When the service element has passed an unconfirmed invocation or a refurn to
th¢ application, it shall release the opetation object holding the PDU.

3.3.5.1.2.6 With the exception.of PEER-ABORT invocations, the service element shall
enpure that PDUs received-ftom the proxy are passed to the application in the sequence
re¢eived.

NOTE - Handling-of PEER-ABORT invocations is specified in 3.3.4.2.

3.3.5.2 Processing of Confirmed Operations

3.3.5.2.1~ The service element shall process invocations of confirmed operations issyied by
th¢ dapplication as follows:

a) The service element shall assign an invocation identifier according to the rules
specified in the CCSDS Recommended Standards for SLE transfer services and pass
it to the operation object.

NOTE - It is noted that the confirmed operations BIND and UNBIND do not carry
invocation identifiers. Therefore this specification does not apply to these
operations.
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b) When the operation object has been accepted by the proxy for transmission, the
service element shall place the object on a list of pending remote returns. In addition,
it shall start a return timer for the object.

NOTE - The timeout value shall be passed to the service instance as part of its

configuration.

c) When the proxy returns the operation object via the interface
ISLE SrvProxyInform, the service element shall cancel the return timer,
remove the object from the list of pending remote returns, forward it to. the
application, and release the object.

d)| If the return timer expires, the service element shall abort the association with the
diagnostic ‘return timeout’.

3.3.5.2.2 The service element shall process invocations of confirmed ¢perations issued by
the proxy as follows:

a)| The service element shall verify that the invocation identifier of the operation objgct
is unique for all operation objects on the list of penduig/local returns. If this chdck
fails, the service element shall add a negative result and a diagnostic ‘duplicpte
invocation identifier’ to the object and forward it to-the proxy for transmission.

NOTE — It is noted that the confirmed operations BIND and UNBIND do not catry

b)

3.3.5.
3.3.5.

3.3.5.]
define

invocation identifiers. Therefore’this specification does not apply to thgse
operations.

The service element shall add the @peration to the list of pending local returns.
When the application returns the operation object via the interfgce
ISLE Servicelnitiate, the.service element shall remove the object from the list|of
pending local returns, forward it to the proxy for transmission, and release the objedt.
b Buffering and, Flow Control for Return Link Services

3.1  General Specifications

.1.1 . Sérvice instances for return link services shall implement the transfer buffer
d by~the CCSDS Recommended Standards for SLE return link services (references [¢#],

[5] an

H [61)
=+ TLo17"

NOTE - The specification of the procedure assumes use of a single transfer buffer. An

implementation may use multiple buffers to increase performance. However, an
implementation must ensure that only a single buffer is queued for transmission
in the delivery mode timely online.

3.3.5.3.1.2 The service element shall use the operation object TRANSFER-BUFFER for
buffering and for transfer of the buffer to and from the proxy.
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3.3.5.3.1.3 The size of the transfer buffer and the value of the release timer are
configuration parameters passed to the service instance during configuration. The associated
interface is defined by the supplemental Recommended Practice documents for return link
service-specific APIs.

NOTE - The size of the transfer buffer is defined by the number of PDUs that can be
inserted into the buffer.

3.3.5.3.1.4 A service instance in the provider role shall buffer and transmit data as follows:

NQTE - Variations of this basic procedure depending on the delivery mode are sp¢cified
in3.3.5.3.2.1,3.3.5.3.3.1,and 3.3.5.3.4.1.

a) The service element shall insert TRANSFER-DATA  invocations| and
SYNC-NOTIFY invocations into the buffer in the sequence received from the
application.

b) When the buffer is full, or when the SYNC-NOTIFY dnvocation indicates ‘end of
data’, the service element shall forward the complete buffer to the proxy requegting it
to issue a notification when the buffer has been transmitted.

NOTE - Notifications for transmitted PDUs are‘specified in 3.2.3.2.

c) When the proxy cannot transmit the buffer immediately, the service element shall
memorize that a buffer is queued unfil it receives the notification via the mpethod
PDUTransmitted ().

d) After transmission of the transfer buffer, the service element shall create p new
buffer.

3.3.5.3.2 Delivery Modes- Timely Online and Complete Online

3.3.5.3.2.1 For the delivery modes timely online and complete online, a service instance in
th¢ provider role shall handle the release timer and the associated procedure defined|in the
C(CSDS Recommended Standards for return link services (references [4], [5] and [6]).

a) Thé value of the release timer is a configuration parameter passed to the dervice
instance via the service-type specific interface defined in the supplemental
Recommended Practice documents for return link service-specific APIs.

b) When the service element inserts the first PDU into an empty transfer buffer, it shall
start the release timer.

c) When the release timer expires and the transfer buffer is not empty the service
element shall transmit the buffer regardless of its fill-grade.
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3.3.5.3.3 Delivery Mode Timely Online

3.3.5.3.3.1 For the delivery mode timely online, a service instance in the provider role shall
apply the following additional rules before transferring the buffer to the proxy:

a) When a buffer is already queued, the service element shall request the proxy to
discard the buffer.

b) If the return code frorn the proxy indicates that a buffer has been discarded, the

| sat—alaall SVUNCNOTIEN o 13 cd s d
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due to excessive backlog’, at the beginning of the buffer.

NQTE - If data transfer for the previous buffer has already started or when the
notification that the buffer has been transmitted is already pénding in a
different thread of control, the proxy shall indicate that no.buffer has bden
discarded.

3.3.5.3.4 Delivery Modes Complete Online and Offline

3.3.5.3.4.1 For the delivery modes complete online and.effline, a service instance in the
provider role shall perform the following procedure to-suspend data transfer when the
transnjission capacity is exceeded.

a)| When the buffer is due for transfer and a buffer is already queued, the service elem¢nt
shall return a code to the application indicating ‘suspend data transfer’.

b)[ When receiving PDUs that must.be buffered from the application in a period,|in
which data transfer has been suspended, the service element shall reject the requst
with a code indicating ‘data transfer suspended’.

c)| When data transfer has)'been suspended and the service element receives the
notification that the previous buffer has been transmitted, it shall forward the currgnt
buffer to the proxy;-€reate a new buffer, and notify the application that data transfer
can be resumed:;

NOTE — The& notification to the application is passed by the method
ResumeDataTransfer () of the interface ISLE ServiceInform.

3.3.5.3.52 STOP Operation

3.3.5.3.5.1 When receiving a STOP return from the application, a service instance in the
provider role shall transmit the transfer buffer if it is not empty.

a) For the delivery mode timely online the service element shall apply the procedure
defined in 3.3.5.3.3.1.

b) For the delivery modes complete online and offline, the service element shall transfer
the buffer also when a buffer is already queued.
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3.3.5.3.6 User Side Processing

3.3.5.3.6.1 When receiving a transfer buffer from the proxy, a service instance in the user
role shall extract the TRANSFER-DATA invocations and SYNC-NOTIFY invocations and
forward them to the application using individual operation objects. These objects shall be
forwarded in the sequence the invocations have been stored into the buffer.

3.3.5.4 Flow Control for Forward Services

3.3.54.1 A service instance in the user role supporting a forward link servicq shall
implement the following flow control procedure for the operation TRANSFER-DATA.

NQTE - The specification of the procedure assumes use of a single FRANSFER-DATA
invocation pending for transmission by the proxy. An implementation may
support multiple outstanding TRANSFER-DATA inveocations to increase
performance.

3.3.54.2 When receiving a TRANSFER-DATA invocation from the application, the
sefvice element shall forward it to the proxy requesting the/proxy to issue a notificationl when
th¢ buffer has been transmitted.

NOQTE - Notifications for transmitted PDUs are'specified in 3.2.3.2.

3.3.5.4.3 When the proxy cannot transmit thie buffer immediately, the service element shall
refurn a code to the application indicating(‘suspend data transfer’.

3.3.5.4.4 When receiving a TRANSFER-DATA invocation in a period, in which data
transfer has been suspended, the”service element shall reject the request with g4 code
indlicating ‘data transmission suspended’.

3.3.5.4.5 When data transfer has been suspended and the service element receivies the
notification that the previous TRANSFER-DATA invocation has been transmitted, it shall
notify the application that data transfer can be resumed.

NOTE — The notification to the application is passed by the mhethod
ResumeDataTransfer () of the interface ISLE ServiceInform.

4+
IICICT S

3.3.5.5.1 A service instance in the provider role shall maintain all service parameters
defined in the CCSDS Recommended Standards for SLE transfer services. For service
parameters that are updated by the production process, the service instance shall provide an
interface for the application to pass the updated values.

NOTE - The interface to update service parameters is service-type specific and is defined
by the relevant supplemental Recommended Practice for the service-specific API.
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3.3.5.5.2 A service instance in the provider role shall implement the GET-PARAMETER
operation by returning the value of the requested parameter. It shall not forward the
GET-PARAMETER invocation to the application.

3.3.5.5.3 A service instance in the provider role shall implement status reporting as defined
in the CCSDS Recommended Standards for SLE transfer services.

3.3.5.5.3.1 The service element shall not forward the SCHEDULE-STATUS-REPORT
invocation to the application. but perform all required actions internally.

3.3.5.53.2 When the SCHEDULE-STATUS-REPORT invocation requests periodic
transfgr of status reports, the service element shall check the cycle period against-the lintits
specififed in its configuration database and reject the request when the period is. not within
these limits.

3.3.5.5.3.3 When status reports have been scheduled, the service element shall generate the
STATUS-REPORT invocation from the values of the service paramieters at the time the
status [report is due and send it without involvement of the application.

3.3.5.5.3.4 If the delivery mode of the service instance is ‘offline’, the service element shall
reject p SCHEDULE STATUS REPORT invocation withca negative return and the diagnostic
‘not supported in this delivery mode’.

NOTH - The CCSDS forward transfer services-do not support the delivery mode ‘offline’.
Therefore ‘not supported in this delivery mode’ is not a valid diagnostic code for
these services.

3.3.6 | LOGGING AND NOTIFICATION

3.3.6.1 The service element shall generate log messages for important events and enger
them fo the system log of the hosting system using the interface ISLE Reporter, pasged
to its ¢onfiguration method.

NOTH - The arguments to be supplied with a log message are specified in annex |A.
Specific requirements and constraints on how this interface must be used are
defiried in 3.6.2.

3.3.6.2 CThe log messages generated by the service element shall include, but not be limited
to those explicitly defined in this subsection.

NOTE - Guidelines for selection of the events that are entered to the log are defined in
3.6.2.

3.3.6.3 The service element shall notify the application of the events defined in 3.6.2.6.

3.3.6.4 The log messages and notifications shall be defined and documented by
implementations of the API Service Element.
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3.3.6.4.1 Each log message shall be identified by a unique number, which is referenced in the
documentation and passed to the interface ISLE Reporter, when the message is logged.

3.3.6.4.2 Log message identifiers in the range 0 to 999 shall be reserved for use by this
Recommended Practice and its supplemental Recommended Practice documents for service-
specific APIs. These log message identifiers shall not be used for messages defined by
implementations.

NQTE — This version of the specification does not define any log messages. Identifiers
are reserved for potential future use. Besides this constraint, each component
implementation can independently assign log message identifi€ts,” 3s the
component identification is also passed to the interface ISLE Reporter

3.3.7 DIAGNOSTIC TRACES

NOQTE - Support for diagnostic traces is an optional feature: “This subsection cdntains
specific requirements for the service element. /Further general specifigations
concerning the events that are traced and the information entered in trace rgcords
are provided in 3.6.3.

3.3.7.1 The service element shall provide a feature@to generate trace records for everts and
to [pass them to the interface ISLE Trace.

3.3.7.1.1 A trace for a specific service instance can be started and stopped via the inferface
I4LE TraceControl exported by setyice instance objects.

3.3.7.1.2 When the argument f¢nward in the method StartTrace () is set to trpe, the
sefvice instance shall start tracing for all associations to which it is bound as long as fracing
is pnabled. The service instanee shall stop tracing by an association when StopTrace () is
called, if it has started tracing by the association.

NQTE - The service instance can only forward the request if the proxy supports tracjng.

3.3.7.1.3 Trdees started via the interface ISLE TraceControl exported by the gervice
elgment shall‘include all service instances as well as events that cannot be associated with a
specific.Service instance. When tracing is stopped via the interface of the service elem¢nt, all
traces started for individual service instances shall be stopped as well.

p—

3.3.7.1.4 When the argument forward in the method StartTrace () is set to true, the
service element shall start tracing for all proxies to which it is linked. The service element
shall stop tracing by a proxy when StopTrace () is called, if it has started tracing by the

proxy.
NOTE - The service instance can only forward the request if the proxy supports tracing.

3.3.7.1.5 After creation, all traces in the service element shall be disabled.
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3.3.8 EXECUTION CONTEXT
3.3.8.1 Processes

3.3.8.1.1 Every instance of the component API Service Element shall exist within a single
application process and provide interfaces only to clients in the same process.

3.3.8.1.2 The creator function shall ensure that a single instance of the service element
component is created within one process.

3.3.8.2 In Process Threads

3.3.8.2.1 For the interaction with the application, the service element shall ptovide at lepst
one of the behaviors defined in 3.7 as well as the control interface asseciated with the
provided behavior.

3.3.8.2.1.1 The service element shall provide the same behavior for all interfaces expoged
to the ppplication.

3.3.8.2.1.2 The service element shall expect that the complementary interfaces provided by
the application and used by the service element have the same behavior as the interfages
provided to the application.

3.3.8.2.2 For the interaction with the proxy, the'service element shall provide at least one|of
the behaviors defined in 3.6 and control the-proxy using the interface associated with that
behavjor.

NOTH — The behavior provided .towards the proxy need not be the same as the dne
provided towards the.application.

3.3.8.2.2.1 The service element shall provide the same behavior for all interfaces expoged
to the proxy.

3.3.8.2.2.2 If the Sefvice element provides the sequential behavior towards the proxyj it
shall grovide thegvent monitor and the timer handler defined in 3.7.2.

NOTH - «fithe service element also provides sequential behavior towards the applicati¢n,
it must pass the event monitor and the timer handler supplied by the applicatilon

tatha neaoys
U UV tll\.l/\].

3.3.8.2.3 An implementation may provide more than one of the specified behaviors on
either interface. If that option is selected, the implementation shall specify the means by
which the desired behavior can be selected.

NOTE — An implementation may support selection of the behavior by off-line
configuration, or may support dynamic selection by call of a specific start
function.
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3.3.9 CONFIGURATION

3.3.9.1 The service element can be configured for a specific deployment environment by
definition of parameters in a configuration database.

3.3.9.1.1 The detailed content, the structure, and the format of the configuration database
shall be implementation specific and documented for an implementation together with the
procedures for entry and update of configuration parameters.

NOQTE — This specification does not prescribe how the database is created or hoy it is
accessed. The configuration database may consist of a simple filecor-a|set of
files, or it may be distributed to one or more directory systems or management
information databases.

3.3.9.1.2 Modification of the configuration database shall be considered a maint¢nance
activity. The procedures for entry and update of configuration parameters may requite that
th¢ service element is terminated and restarted for the modifications'to become effectivg.

3.3.9.1.3 The service element shall specify a configuration file, which provides all
information required by the proxy to access the configuration database. The full path name
ofthis file shall be passed to the Configure () method of the administrative interface.

NOTE — The configuration file might contain all configuration parameters or |might
contain references to other files or-information that enables the service element to
query some database for the configuration parameters.

3.3.9.2 The information in the configuration database of the service element shall irjclude,
but not be limited to:

a) the mapping of port.identifiers to protocol identifiers for selection of the [proxy
instance, as definedin’3.3.4.1.1.3; and

b) the minimum and the maximum value for the reporting cycle to be supported for
periodic status-reports for a service element supporting the provider role.

3.3.10 INITTALIZATION, START-UP, TERMINATION, AND SHUTDOWN

3.3.10,1,J'he service element must be initialized by a call to the method Configure () of
th¢ anterface ISLE SEAdmin, passmg it the name of the configuration file alild the

IHLCI ldLCb Ul UI.llCl bUlu})UllCllLb uccucu

NOTE - The interfaces needed by the service element and the exact signature are defined
in annex A.

3.3.10.1.1 When the method Configure () is called, the service element shall check the
configuration on completeness and consistency. If any of the checks fail, the service element
shall generate appropriate error messages to the log and return a result code indicating a
configuration error.
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3.3.10.1.2 If the configuration database is complete and consistent, the service element shall
perform all actions required to configure the component. If there are any errors, the service
element shall log errors indicating the reason and return an error code to the client.

3.3.10.1.3 Only when all initialization procedures have been completed successfully it shall

return

a positive result code.

3.3.10.2 Following configuration, all proxy instances needed must be registered with the

servic

3.3.10{2.1 The service element shall check whether the proxy registration is compatible'w
hfiguration database, its capabilities, and previous registrations. If there lare any
problgms, it shall log an error and reject the registration with an appropriate errorcode.

1ts co

3.3.10{2.2 The checks performed by the service element shall include, but not be limited
the following:

a)

N(

b)

NOQTE - Remaining checks must be performed when the service element is start

3.3.10

operatiion ef the service element is started. Invocation of the function at other times results|i
an error

e element, using the method AddProxy () ofthe interface ISTLE SEAdmin.

The protocol identifier passed with the registration requestomust be defined in {
configuration database if the proxy supports associations‘in the initiator role for 1
given deployment environment.

roles which associations of the proxy. support for the given installation. I
proxy implementation can support.the initiator role but this role is not need
by the application, this argument,should be set to ‘provider only’.

The number of proxies registered-must be within the limits supported by the serv
element.

Duplicate registration of the‘same proxy or the same protocol identifier must
prevented.

For instanee, the service element must ensure that all protocol identifiers ug
in it§)mapping table are actually supported by a proxy that has be
registered.

2.3 Registration of proxies must be performed after configuration and bef

ith

to

he
he

DTE — The argument role of the method AddProxy () shall indicate the bind

fa
ed

be

ed.
ed

3.3.10.3 Operation of the service element shall be started by a call to the start method

associ

ated with the behavior selected according to 3.3.8.2.1.

NOTE - The start method is defined by the control interface associated with the selected

behavior. Control interfaces are specified in annex A.
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3.3.10.3.1 The service element shall only start operation when the initialization has been
completed with success. Otherwise, the start function shall return an error.

3.3.10.3.2 As part of the start method, the service element shall start operation of all proxies
that have been registered. If starting of any of the proxies fails, it shall log an error.

3.3.10.3.3 If starting of at least one of the proxies succeeds, the service element shall start
operation. If starting of at least one of the proxies failed, the service element shall return a
result indicating ‘degraded mode’. Otherwise, the function shall return with success.

NQTE - Start of a proxy may fail because of problems with one or more interfacgs. In
such a case, communication with a subset of the peer-systems might still be
possible.

3.3.10.4 Operation of the service element shall be terminated by a call to the terminate
mg¢thod associated with the behavior selected according to 3.3.8.2:1,~When this method is
called, the service element shall stop processing and revert: to the state it had after
copfiguration and before the start method was called.

NOTE — The terminate method is defined by the comntrol interface associated with the
selected behavior. Control interfaces are specified in annex A.

3.3.10.4.1 If service instances are still active ahd not in the state ‘unbound’, the dervice
elgment shall abort the associations and release the service instance objects.

[ty

3.3.10.4.2 The service element shall invgke the terminate method on all proxies whiclj it has
stdrted.

3.3.10.4.3 The service element shall release all resources it has allocated after the call|to the
staqrt method.

3.3.10.5 The service element shall be instructed to shutdown by a call to the method
SHutDown () in its‘administrative interface.

3.3.10.5.1 Theservice element shall reject the request when it is still operating.

NOTE < \In this case, the client shall be required to invoke the ‘terminate function’ fifst.

3.3.10.5.2 The service element shall release all interfaces of other components on which it
still otds Teferences, delete all internal objects, and release any other resources it may have
allocated.

3.3.10.5.3 The service element shall ensure that all objects of the component are deleted
when clients holding a reference on interfaces have released these references.

3.3.10.5.4 When the method returns with success, the service element has ceased to exist.
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3.3.11 COMPONENT OBJECTS AND INTERFACES

3.3.11.1 The component API Service Element shall implement the following component
objects and interfaces:

NOTE — Component objects are defined in annex D of this specification. As explained
there, a component object is an externally visible entity that may be implemented
by a single object or by several internal objects, which co-operate to provide the
required external view. As specified in annex D, every component object shall
support the interface TUnknown in addition to the interfaces listed in(-this
subsection. The interfaces referenced in the following are specified in_annex| A
and in the supplemental Recommended Practice documents for service<specilfic
APIs.

a)| a single instance of the API Service Element, which shall export the following
interfaces and support navigation between these interfages—via the method
QuerylInterface() :

1) the interface ISLE SEAdmin;
2) the interface ISLE Locator;
3) the interface ISLE SIFactory;

4) the interface ISLE Sequential, if the service element supports ‘sequential
interface behavior’ as specified in 3:74.2;

5) the interface ISLE Concurxent if the service element supports ‘concurr¢nt
interface behavior’ as specified in 3.7.2; and

6) the interface ISLE TraceControl if the service element supports diagnostic
traces as specified in3.3.7;

b)| service instance objects, which export the following interfaces and support navigation
between these interfaces via the method QueryInterface () :

NOQTE - A-separate object shall be provided for every service instance created by the
application.

1)< the interface ISLE_STAdmin;

2) the interface T<SRV>_ STAdmin for service instances in the provider role, if this
interface is specified for the SLE service type supported by the service instance;

NOTE - The prefix I<SRV> is substituted by the abbreviation for the service type,
e.g., ‘IRAF’. The supplemental Recommended Practice for the service-
specific API defines the interface, if it is needed.
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3) the interface I<SRV> SIUpdate for service instances in the provider role, if
this interface is specified for the SLE service type supported by the service
instance;

NOTE - The prefix I<SRV> is substituted by the abbreviation for the service type,
e.g., ‘IFSP’. The supplemental Recommended Practice for the service-
specific API defines the interface, if it is needed.

4) the interface ISLE SIOpFactory;

5) the interface ISLE TraceControl, if the service element supports diagnostic|traces
as specified in 3.3.7; and

6) the interface ISLE Servicelnitiate;

c) one or more objects for processing of external events, which shall export the inferface
ISLE EventProcessor if the service element suppérts ‘sequential inferface
behavior’;

d) one or more objects for processing of a timeout,<which shall export the inferface
ISLE TimeoutProcessor if the service element supports ‘sequential inferface
behavior’.

NOTE - If the service element supports ‘the interface behavior ‘sequential’ ¢n the
interface to the proxy and the interface behavior ‘concurrent’ on the inferface
to the application, it shall* also implement and export the intgrfaces
ISLE EventMonitoriand ISLE TimerHandler.

3.3.11.2 For the interface ISLE (SyrvProxyInform, the service element shall implement
ong of the following options:

a) the interface ISEE-SrvProxyInform shall be exported by the same |object
exporting the interfaces listed in 3.3.11.1 item b); or

b) the interfdee” ISLE SrvProxyInform shall be implemented by a sgparate
component object, which shall also implement a separate interface TUnknown.

NOTE.+ Clients of the component do not need to navigate between the intgrfaces
listed in 3.3.11.1 item b) and the interface ISLE SrvProxyInform.
Therefore an implementation may opt to support the interfaces to the|proxy
and to the application by different objects.
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3.4 SLE OPERATIONS
3.4.1 OPERATION OBJECTS

3.4.1.1 The component ‘SLE Operations’ shall implement one operation object class for
every SLE operation defined for the service types it supports. Common operations shall be
provided by all implementations.

NOTE - Common operations are defined in this subsection. Service-type specific
operations are defined in the relevant supplemental Recommended Practice. for
the service-specific APIL.

3.4.1.2 Operation objects shall store the parameters defined for the SLE operation, a‘lnd
provide read and write access to these parameters. For confirmed operatiohs, operation
objectp shall contain the invocation parameters and the return parameters.

3.4.1.3 A reference to the interface ISLE Reporter may be optionally passed as [an
argumient to the creator function. This interface can be used by implementations to repprt
errors [and inconsistencies detected in the attributes of operationlobjects.

3.4.1.4 The component shall provide an ‘operation factory’, which shall create operation
objectp in response to requests received via the interface?’ISLE OperationFactory.

3.4.1.4.1 A reference to the operation factory shall be returned by the creator function for
the component.

3.4.1.4.2 The operation object to be created shall be specified by an identifier for the
operatjon object interface, the operation-type, the service type and the version number of the
servicg. When the component does not support objects with the specified interface, the
servicg type, or version number;-Or'when the operation is not defined for the service type and
versioh the factory shall reject the request.

3.4.1.4.3 Following credtion, the parameters held by an operation object shall be set to the
initial|values defined-in’ annex A for common operations and in the relevant supplemental
Recommended Practice for the service-specific API for service-type specific operations.

NOTH - Deletion of operation objects shall be achieved by the reference counting schefne
defined in annex D.

3.4.1.4.4 Unless specified differently in annex A, data passed to operation objects shall be
considered the property of the operation object and be deleted when the object itself is
deleted.
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3.4.2 CHARACTERISTICS OF OPERATION OBJECTS

3.4.2.1 Common characteristics of operation objects shall be defined by the interface
ISLE Operation, which shall be inherited by all interfaces exported by operation objects.

NOTE - This subsection specifies essential characteristics but does not address every
method of the interface. Annex A defines the methods.

3.4.2.1.1 An operation object shall be identified by the combination of an identifier for the
operation, an identifier for the service type and the version number of the servicg type.
Onperation objects shall provide methods to query these identifiers.

3.4.2.1.2 Operation objects shall provide methods to verify that the invocation argyments
ar¢ complete, consistent and in range.

NOTES

1 The checks are specified in annex A for common eperations and in the rglevant
supplemental Recommended Practice for the service-specific API for servide-type
specific operations. These checks assume that the operation object has been passed
from the proxy or is about to be passed to the proxy. Therefore the checks o not
include parameters handled by the proxy.

2 Implementations may issue log messages to report errors detected by these mgthods
using the interface ISLE Repouter passed to the creator function ¢f the
component.

3.4.2.1.3 All operation objects shall'store the parameter for the invoker credentials.

3.4.2.1.4 Operation objectstshall provide a method to produce a human readable|string
in¢luding the names and-values of all parameters set in the object. For binary data, the
mg¢thod shall produce adump of hexadecimal digits, where the maximum length of the|dump
is ponstrained by an-argument to the method.

NOTE - This-specification does not prescribe the format of the printout nor the naies of
the parameters. When defining the output it should be considered that it will be
included into diagnostic traces and must be interpreted by humans. The putput
should be understandable to engineers that are not programmers.

3.4.2.1.5 In order to increase performance, the interfaces provided by operation objects are
not safe in a multi-threaded environment. However, operation objects shall support an
advisory lock that can be set on the object. This lock must be used by clients in a multi-
threaded environment. The implementation shall prevent self-inflicting deadlocks.

CCSDS 914.0-M-2 Page 3-53 September 2015
© S0 2016 — All rights reserved


https://standardsiso.com/api/?name=f90e49c24543e11956851efb2fefffcd

ISO 18441:2016(E)

343

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

CHARACTERISTICS OF CONFIRMED OPERATION OBJECTS

3.4.3.1 Common characteristics of objects implementing confirmed operations shall be
defined by the interface ISLE ConfirmedOperation, which is inherited by all
interfaces exported by confirmed operation objects.

NOTE - This subsection specifies essential characteristics but does not address every

method of the interface. Annex A defines the methods.

3.4.3.1
PDU ¢

3.4.3.1
to ‘neg

3.4.3.]
creder]

3.4.3.]
argum

NOTE

3.4.4
3.44.]

3.44.1
operat

a)
b)
©)

nd in the return PDU.

.2 Confirmed operations shall store the result of the operation and, if the,result is

jons:
the operation BIND;

the operation UNBIND; and
the operation PEER-ABORT.

.1 Confirmed operations shall store the invocation identifier used in the invocation

set

rative’, the associated diagnostics.

.3 Confirmed operation objects shall store the parameter.for the perfornper
tials.

4 Confirmed operation objects shall provide metheds"to verify that the retyrn
ents are complete, consistent, and in range.

— The checks are specified in annex A for common operations and in the relevant
supplemental Recommended Practice forthe service-specific API for service-type
specific operations. These checks assume that the operation object has bden
passed from the proxy or is about to'be passed to the proxy. Therefore the chegks
do not include parameters handled by the proxy.

COMMON OPERATION OBJECT CLASSES
Operations for Common Association Management
.1 All implementations shall provide operation objects for the following SLE

3.4.4.1.2 The operations for association management shall be included in the set of service-
type specific operations provided for a given service type. The implementation shall ensure
that the service type information returned by these objects matches the service type for which
it has been created.

NOTE - This specification implies, for instance, that a BIND operation object that has

been created for the FSP service always returns the service type identification
‘FSP°.
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3.4.4.2 Other Common Operations

3.4.4.2.1 All implementations shall provide objects for the following SLE operations,
which are used for more than one SLE service type:

a) the STOP operation;
b) the SCHEDULE-STATUS-REPORT operation; and
c) the pseudo-operation TRANSFER-BUFFER.

NOQTE - TRANSFER-BUFFER is actually not defined as an SLE operation by the
CCSDS Recommended Standards for return link services (references/[4] and [5]
and [6]). Within the API, the operation object shall implement the transfer [bufter
used for return link services. It shall correspond to  th¢ PDU us¢d for
transmission of the transfer buffer.

3.4.4.2.2 These operations shall be included into the set of service-type specific opetations
provided for a given service type. The implementation shall ensure that the servicg type
information returned by these objects matches the service type for which it has been crgated.

NOQTE - This specification implies, for instance, that.a'STOP operation object that has been
created for the FSP service always return§’the service type identification ‘FSP’.

3.4.4.2.3 The operation object for the  pseudo-operation TRANSFER-BUFFER| shall
provide a facility to queue and to de-queueiany type of operation objects. The objedt shall
not check what operation objects are inserted into the buffer.

NOTE - Itis considered the responsibility of the client to insert only those objects for{fwhich
buffering has been défined in the CCSDS Recommended Standards for retun link
services (referenees [4] and [5] and [6]). This implies that a client extfacting
objects from the buffer must verify that the type of the object is correct. Detpils on
the features provided for queue handling are defined by the interface in annex A.
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COMPONENT OBJECTS AND INTERFACES

3.4.5.1 The component SLE Operations shall implement the following component objects
and interfaces:

NOTE — Component objects are defined in annex D of this specification. As explained
there, a component object is an externally visible entity that may be implemented
by a single object or by several internal objects, which co-operate to provide the

required external view. As specified in annex D. every component object sh

all

support the interface TUnknown in addition to the interfaces listed ini-t

subsection. The interfaces referenced in the following are specified in anfiex" Al.

1S

a)| an object for the operation object factory exporting the, * interfce
ISLE OperationFactory;and
b)| operation objects for all operations required by the SLE service types supported.
NQTE - A separate object shall be supported for every operation object created via the
operation factory.
3.4.5.2 Operation objects shall export the following interfaces and provide navigation
betwegn these interfaces via QueryInterface ():
a) | the interface ISLE Operation;
b)| the interface ISLE ConfirmedOperation, if the SLE operation supported by
the object is confirmed; and
c)| the interface specified for the gperation type supported by the object.
3.5 BLE UTILITIES
3.5.1 | GENERAL SPECIFICATIONS
3.5.1.1 The compenent ‘SLE Utilities’ shall implement auxiliary objects that must [be
passed across component boundaries. The object classes provided are:
a)| a memory management class handling allocation and release of memory for data
stfuctures passed across component boundaries;
b) a time class handling specific CCSDS time formats;
c) aclass handling the service instance identifier defined by the CCSDS Recommended
Standards for SLE transfer services;
d) a class handling the credentials passed with SLE protocol data units for authentication
of the peer identity; and
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e) a class storing security attributes of an SLE application and capable of generating
credentials and authenticating credentials.

NOTES

1 The API requires a common implementation for objects passed between component
boundaries. Use of component interfaces for such objects instead of a standard class
library minimizes the dependencies between the API components.

2 The functionality and the interfaces defined for SLE Utilities are minimal and
restricted to what is needed for the SLE API.

3.5.1.2 The component shall provide a ‘utility factory’, which shall create wtility objgcts in
regponse to requests received via the interface ISLE UtilFactory.

NOQTE - Deletion of utility objects is achieved by the reference counting scheme defined
in annex D.

3.5.1.3 A reference to the utility factory shall be returned\by the creator function for the
component.

3.5.1.4 An interface providing an external time source may be passed to the component as
an| argument to the creator function. If this option is used, the component shall use the
exfernal time source interface to obtain current:fime. Otherwise, it shall use system timie.

NOTES

1 The external time source is provided via the interface ISLE TimeSource defined
in 3.6.4 and in annex A.

2 The current time-obtained via the external time source or from system time is
supplied to other~API components via the Time class specified in 3.5.2.

3.5.1.5 In order to)increase performance, the interfaces provided by utility objects gre not
safe in a multi~threaded environment, except for the memory management inferface
IMalloc.

NOTE ‘=" In general, utility objects shall either be stored locally or need to be accessed only
in combination with the operation object passing the value. Therefore access by
a single thread ot control can generally be guaranteed by the processing context.
Should special protection be required, this must be implemented by the clients of
the object.
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3.5.2 MEMORY MANAGEMENT

NOTE - An SLE API specific memory management service is required to avoid
inconsistencies between memory management services used by different
independently developed components. The interface provided conforms to the COM
memory manager specified in reference [J5] in order to allow use of the SLE API in
a COM environment. However, implementations are not required to provide a COM
conforming implementation and clients should only rely on the methods specified in
this subsection (For fisrther information see annex A and annex D )

3.5.2.1 The services of the memory manager shall be made available by the interfgce
IMallloc. The features provided shall include:

a)| allocation of a block of memory;
b)[ release of a previously allocated block of memory; and

c)| re-allocation of a block of memory using a new block size, the contents of the black
are unchanged up to the shorter of the new and old sizes.

3.5.2.2 Implementations may provide dummy implementations for the following methads
defined by the interface IMalloc:

a)| GetSize () always returning zero;
b)| DidAlloc () always returning —1;
c)| HeapMinimize ().

3.5.2.3 The component SLE Utilities shall make sure that all memory allocated and
releas¢d via the interface TMallog¢.is subject to a consistent memory management schemg.

NOTH - Provided that thissrequirement is met, implementations may use multiple objefts
or a single objeet to implement the interface IMalloc.

3.5.2.4 The implementation of the interface TMal1loc shall be multi-thread safe.

3.5.2.% API.eomponents and SLE Applications using the API shall be required to use the
memoyy nianager for allocation and release of all data structures passed between API
compgnents and between API component and the SLE application.

NOTE - This requirement does not apply to utility objects and operation objects, as
memory management for these is achieved by reference counting as specified in
annex D.
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3.53 TIME

NOTE - CCSDS SLE Recommended Standards require that all time parameters be in UTC.
However, the time class is not required to perform conversion between local time
and UTC. It is assumed that the systems providing or using SLE Services will
use UTC as their system time or supply UTC time via the interface
ISLE TimeSource, if that interface is used. (For possible exceptions see

3.6.4.)

3.5.3.1 The services of the time class shall be made available by the Gnferface
I4LE Time. The features provided shall include:

a) setting the time from the following inputs:

1) the CCSDS day segmented time code (CDS) specified in réference [1] with the
following selection of options:

i) level 1 epoch, i.e., 01.01.1958;

i1) 16-bit day field;

ii1) resolution in picoseconds;

iv) the P-Field is implicit and not part ofthe input or output data;

2) the CCSDS ASCII Calendar Segmented Time Code specified in reference [1]
with two variants A (Month/Day-of Month) and B (Year/Day of Year), supporting
the following subsets:

1) the calendar subset;

i1) the time subset.to the resolution defined by the client;
b) output of the stored time in the formats defined by item a);
c) resetting the{ime to current time;
d) comparison of two time objects;

e) calculation of the difference between two time objects and output of the result in
seconds and fractions of seconds.

3.5.32 After creation of an nhjer“r) the time value shall be set to current time

3.5.3.3 The time class shall support time values up to an accuracy of one picosecond.

NOTE - This requirement is to be understood such that the object shall maintain the
accuracy of a time value passed to it. The accuracy of the time value when the
current time is set depends on the capability of the platform.
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SERVICE INSTANCE IDENTIFIER

NOTES

1

The service instance identifier is specified in the CCSDS Recommended Standards

for SLE transfer services as a Distinguished Name as defined by reference [17].

In

addition, the CCSDS Recommended Standards define a human readable string

format. This class supports both formats and is able to convert between them.

3.5.4.]
interfdq

a)

This class is not required to provide a general implementation for distinguish
names. In particular, the implementation may take advantage of the following:

— the attribute value is always an ASCII string;

— the values of the object identifiers used to identify the attributeshave a fixed s
and differ only in the last component.

[G1:] For version 1 of the SLE transfer services RAFRCF, and CLTU, f{
specification of the Service Instance Identifier is provided in annex C of t
Specification. By default the class shall support the service instance identifier forn
defined by the CCSDS Recommended Standards for:transfer services. Support of {
initial format defined by annex C is optional and must be requested by calling 1
appropriate method. Implementations not supporting the initial format shall return
error when this method is called.

The services of the service instance-identifier class shall be made available by f{
ce ISLE SII. The features provided shall include:

setting of the service instance identifier value from the following inputs:

1) a sequence of relatiye distinguished names where the attribute is identified by
object identifier presented as a sequence of integers and the attribute value as
ASCII string;

2) [GI1:] for_version 1 of the RAF, RCF or CLTU service, the standard AS(
representation of the service instance identifier as defined in annex C; or

3) [G2,3:] the standard ASCII representation of the service instance identifier
defined in the CCSDS Recommended Standards for SLE transfer services;

ed

z€

he
his
nat
he
he
an

he

an

CIT

as

b)

output of the service instance identifier in the formats defined in item a):

©)
d)

NOTE -

testing two service identifier objects for equality;

[G1:] for version 1 of the RAF, RCF or CLTU service, verification that the attributes

used in the service instance identifier are those defined by annex C;

For version 1 of the services RAF, RCF, and CLTU, the class shall not check

the number, sequence, or selection of attributes. Also it shall not check any

of the attribute values.
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e) [G2,3:] verification that the format conforms to the specification provided in the
CCSDS Recommended Standards for SLE transfer services.

NOTE - The attributes used in the identifier and the sequence of the attributes must
conform to the specification and all required attributes must be present. In
addition, the CCSDS Recommended Standards define a permissible set of
values for some of the attributes, which must be adhered to.

3.5.4.1.1 The class shall process input and output as follows:

a) When processing input of a value presented in ASCII, the class shall check the fyntax
and perform the checks specified in 3.5.4.1. If there is an error, it shall reset the
internal value to NULL and return an error.

b) In the ASCII representation produced as output, a NULL value of the service injstance
identifier shall be represented by a string of three asterisks (7*%*). This valug shall
not be accepted for input.

3.5.4.2 After creation, the value of the service instance idéntifier shall be NULL; ile., the
digtinguished name shall not contain any components.

3.5.5 CREDENTIALS

3.5.5.1 Objects of the credentials class shall store the following attributes, as defined by
reference [ 18] for the simple authentication'scheme:

a) the time when the credentials have been created;
b) arandom number;

c) amessage digest pregduced according to the procedure defined in 3.5.6.4.

3.3.5.2 The credentials class shall provide read and write access to its attributes py the
inferface ISLE Credentials.

3.5.6 SECURITY ATTRIBUTES

3.5.6.1 ¥ Objects of the class handling security attributes shall store the following attributes:

1) the user name is a character string of 3 to 16 characters; and

2) the user name must be identical to the authority identifier of the application by
which the application is identified in the BIND invocation and the BIND return.

b) Password. The following rules shall apply for this attribute:

1) the password is an octet string of 6 to 16 octets; and
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2) SLE API components make no assumptions on the contents of the octets and use

the octet string as supplied.

3.5.6.2 Objects handling security attributes shall not check the length of the user name and
the password but rely on the client supplying the attributes to pass strings of the correct
length.

NOTE - It is expected that the components API Proxy and API Service Element check the

length of the user name and password when reading the configuration database

3.5.6.3 The services of the class shall be made available by the interfdce

ISLE

a)

N(

b)

©)
d)

| SecAttributes. The features provided shall include:

write access to the attributes stored by the object;

read access.
test of two objects of the class for equality;
generation of credentials from the security attributes.stored; and

authentication of credentials using the security attributes stored.

DTE — Because objects hold sensitive information, the interface)shall not suppprt

3.5.6.4 Generation of credentials shall be performed according to the protected simple

auther]

specif]cations.

3.5.6.4.1 The following information-shall be encoded using the ASN.1 syntax defined|i

referefice [15] and the Distinguished Enicoding Rules (DER) specified in reference [16]:

NOTH

of credentials-does not imply that ASN.1 or DER is used for encoding of d

simpligity’of the ASN.1 type, encoding can be easily handcrafted and use of
ASN:\I"compiler is not required.

the current time, using the CCSDS day segmented time code without the P-field;

arandom number generated by the class:

tication procedure (Protected 1) defined in-reference [18] and detailed by the following

— Encoding the information with DER provides a platform independent bit patt¢rn
from which a hashCode can be generated. Use of ASN.1 and DER for generation

hta

exchanged-between the service user and the service provider. Given the

an

the user name stored in the object; and

the password stored in the object.
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3.5.6.4.2 The ASN.I type used for encoding shall be defined as

HashInput ::= SEQUENCE

{ time OCTET STRING (SIZE(8))

, randomNumber INTEGER (0 .. 2147483647)
, userName VisibleString

, passWord OCTET STRING

}

3.5.6.4.3 The output of the encoder shall be passed through a one-way hash function to

obgat

1 1B s 4+
AT IIICSSAgCUTZ oSt

3.5.6.4.4 A new credentials object shall be created and user name, the random-humb
timhe, and the message digest shall be passed to that object.

3.5.6.5 Authentication of credentials shall be performed according to,the protected

er, the

simple

authentication procedure (Protected 1) defined in reference [18] and detailed by the following

spgcifications.

3.5.6.5.1 The time in the credentials shall be checked against the current time. If th
difference is larger than the acceptable delay passed as an.argument, authentication sha

.6.5.2 The following information shall be encoded using the ASN.1 type defi
.6.4.2 and the Distinguished Encoding Rules:

a) the time obtained from the credentials,sin the CCSDS format;
b) the random number obtained from the credentials;
c) the user name stored in the abject; and

d) the password stored in the.object.

§.6.5.3 The string shall be¢ passed through a one-way hash function to obtain a m
digest.

3.3.6.5.4 The message digest shall be compared with the message digest in the credentt
thgse match, agtheéntication shall be regarded as successful. Otherwise, authenticatio
fail.

3.5.6.,6 \(The one-way hash function used is SHA-1 defined by reference [21].

e time
1 fail.

hed in

essage

als. If
n shall
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3.5.7 COMPONENT OBJECTS AND INTERFACES

The component SLE Utilities shall implement the following component objects and

interfaces:

NOTE — Component objects are defined in annex D of this specification. As explained
there, a component object is an externally visible entity that may be implemented
by a single object or by several internal objects, which co-operate to provide the
required external view. As specified in annex D. every component object shall
support the interface TUnknown in addition to the interfaces listed in(-this
subsection. The interfaces referenced in the following are specified in anfex Al

a) [ an object for the utility factory exporting the interface ISLE UtilFactory;

b)| objects for the time utility exporting the interface ISLE Time;

c) | objects for the service instance identifier exporting the interface, TSLE SIT;

d)| objects for the credentials exporting the interface ISLE _Credentials;and

e) | objects for the security attributes exporting the interfac€ ISLE SecAttributes|

NOTH - Separate utility objects shall be supported for every object created via a call|to
the utility factory.

3.6 BLE APPLICATION

3.6.1 | OBLIGATIONS

NOTH — An application using.the SLE API must implement a set of interfaces defined by
the API and perform)specific tasks required for correct functioning of the APL
This subsection-summarizes the obligations of the application.

3.6.1.1 The applicationshall create all API components and configure them (see 3.6.5).

3.6.1.2 The application shall control processing of the service element and participate|in

servicg instance management (see 3.6.6).

3.6.1.3 ~The application shall implement and export the interface ISLE ServiceInfofm

used ]:_y the—service—clementfor PaaSi'ﬁs ofSEE prutuuul data—anits rb\:ivvd frot—the peer

SLE application for one service instance.

3.6.1.4 The application shall implement and export an interface by which API components
can enter records to the system log and notify the application of specific events (see 3.6.2).

3.6.1.5 The application shall implement and export an interface by which API components
can enter event trace records for diagnostic purposes. The application shall also start and stop
tracing using the interface ISLE TraceControl exported by the components (see 3.6.3).
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3.6.1.6 The application may implement and export an interface by which the API
component ‘SLE Utilities’ can obtain current time (see 3.6.4).

NOTE - An application using this feature may provide simulated time to the API.

3.6.1.7 The application shall participate in memory management by applying the reference
counting scheme for component interfaces specified in annex D to this specification and
using the API memory manager via the interface TMalloc.

NITE — API memory management is specified in 3.5.2.

3.6.1.8 The application shall terminate processing of the API and control orderly shutdown
ofthe API (see 3.6.5).

3.6.2 LOGGING AND NOTIFICATION
NOQTES

1 The specifications in this subsection partially @pply to clients of the inferface
ISLE Reporter.

2 API components shall apply the following guidelines for production of log rgcords
and notifications. Errors detected by a.gomponent shall always be logged, proyviding
as much information as possible to Support investigation of the problem. |[Errors
reported by a lower layer component shall not be logged unless important inforgnation
can be added. Nominal events:shall only be logged when the higher layer component
or the application is not infermed of the event by other means.

3 Notifications shall belconstrained to events related to security, failure of the
communication system, and to events that cannot be detected by the applicatjon by
other means. Fhe event shall be notified by the highest layer in the API that can
detect the event

3.9.2.1 The SLE Application shall export the interface ISLE Reporter by whigh API
Prpxy and theé~API Service Element can enter log records and notify the applicatjon of
specific alatms.

NOQTE - An application interface conforming to this specification must proviqie the
inferface TSLE Reporter. However, this specification does not prescribe
how the application handles the information passed to the interface.

3.6.2.2 The implementation of the interface ISLE_Reporter shall be multi-thread safe.

3.6.2.3 Log records shall be classified as ‘alarms’ or ‘information messages’.
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3.6.2.3.1 Alarms shall be raised for non-nominal events, including but not limited to:

a) security alarms (access violations and authentication failures);
b) communication system failures;
c) incorrect specification of operation parameters;

d) protocol errors;

Lo bt R I A . 1
e) COLLITEULAUIO UCTICVICHITITS - dlltd

f) | errors that might be caused by a malfunctioning component.

3.6.2.3.2 Information messages shall report nominal events for documentation purposes.

3.6.2.4 A log record shall be an ASCII string without any formatting characters.

NOTH — This specification does not define a maximum length for the stripg.

length of log records and might have to truncatelIong strings.
message should be kept as short as possible.

3.6.2.5 For every log record the following additionalzinformation shall be supplied, usi

the arguments of the method LogRecord () :
a)| the identification of the component that produced the log record;
b)| the service instance identifier, if applicable;

c)| the classification of the log record as defined in 3.6.2.3; and

d)| a unique identification number, which is referenced in the documentation supplied

the implementation of'the’ API component.

NOTH - The time of the €vent is not passed as an argument. It is expected that the time

added by-the method LogRecord ().

3.6.2.6 The application shall be notified of the following types of events using the functi

Notiffy () s

a)| access violation alarms;

Implementers should consider that most applications,impose constraints on {

Therefore f{

he
he

ng

b) authentication failures;

c) communication system failures;

d) premature termination of an association by a component before the higher layer

becomes aware of association establishment; and

e) premature termination of an association by the peer system before the higher layer

becomes aware of association establishment.
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3.6.2.7 The following information shall be supplied with a notification, using the
arguments of the method Notify ():

a) the type of the notification as defined in 3.6.2.6;
b) the identification of the component that issued the notification;
c) the service instance identifier, if applicable;

d) a unique identification number, which is referenced in the documentation supplied by
the implementation of the API component; and

e) optionally an additional text with a maximum length of 20 characters.

NOTE — The time of the event shall not be passed as an argument. It is\€xpected that the
time be added by the method Notify ().

3.6.3 DIAGNOSTIC TRACES

NOTES
1 The following specifications partially apply to*Clients of the interface ISLE Tnxace.
2 This specification does not prescribe how an application deals with the trace rgcords

passed to the interface ISLE Trace!

3 This specification does not prescribe how a trace record is formatted. When dgfining
the layout, it should be considered that traces are generally used for printout angl must
be readable for humans. ‘The output should be understandable to engineers that are
not programmers.

3.6.3.1 Components supporting traces of events shall generate trace records that are passed
to the interface ISLE- Trace, provided by the SLE Application.

NOTE - Compofients  supporting  traces  shall  implement the  inferface
ISLE TraceControl. If a component does not support tracing, a qugry for
that interface shall be rejected.

3.<r'.3.1.1 The implementation of the interface ISLE Trace shall be multi-thread safe.

3.6.3.1.2 The events for which for which trace records are generated and the amount of
information that is entered in trace records shall be controlled by a trace level argument to the
method StartTrace () in the interface ISLE TraceControl. The trace levels are
defined as follows:

a) ‘Low’ — state changes are traced. The information includes the old state, the new
state, and the event that caused the state change.
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b) ‘Medium’ — the trace additionally includes the type of all PDUs processed as well as

additional interactions between components.

NOTE — An example for an additional interaction is the report by the proxy that a PDU

c)

has been transmitted. Further local events may be added by an implementation

‘High’ — the trace additionally contains a printout of all parameters of the PDU

processed. The maximum length for the printout of one argument is constrained
the associated argument of the method StartTrace().

by

d)

3.6.3.1
using

b)

N(

3.6.4

NOTH

received from the network.

.3 For every trace record the following additional information shall, be suppli
he arguments of the method TraceRecord () defined in ISLE Tnakee:

the identification of the component that produced the trace record;and

the service instance identifier, if applicable.

DTE — The time of the event is not required as it«can be added by the meth
TraceRecord().

TIME SOURCE
S

Applications may require that APl components use a time source supplied by f{
application. Such a feature might be needed if the application uses an external tij
source, which is not necessarily synchronized with system time. It might also be us

without changing system time.

The Time Source interface specified in this subsection is used by the API compon
‘SLE Utilifies”to set current time in the interface ISLE Time. As API compone
are required to use that interface for handling of time, the time reference is distribut
to all*other API components. If the application opts not to use this feature, {
component ‘SLE Utilities’ uses system time.

within simulation campaigns where a simulation might have to run in ‘future tinpe

‘Full’ — the trace additionally contains a dump of the encoded data sent to Jnd

ed
P

he
mne
ed

b

ent
nts
ed
he

3.6.4.

Apptications Wishing to provide a time source to the APTshaliexport the imterfa

CcC

ISLE TimeSource and pass this interface to the creator function of the API component
‘SLE Utilities’.

3.6.4.2 The interface ISLE TimeSource shall provide a method returning the current
time in CCSDS CDS format.
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3.6.4.3 The time returned by the interface ISLE TimeSource may have a positive or
negative offset to the system time. However, API components may rely on the fact that this
offset remains constant within the limits of the accuracy for timers defined in this specification.

NOTES
1 The required timer accuracy is specified in 3.7.2.8.
2 A constant offset from system time allows implementation of timers using standard

services of the operating system.

3.6.5 INITIALIZATION AND SHUTDOWN OF THE API

3.0.5.1 The application shall create the API components needed for thespecific installation
using the creator functions provided by the components.

NOQTE - The sequence in which the components must be créated is partially detegmined
by information required by the creator function. For instance, the ¢reator
function for operation objects requires a pointer to the utility factory.

3.6.5.2 The application shall configure and link the, APT components.

3.6.5.2.1 The application shall configure the service element providing it the path ngme of
th¢ configuration file and the required interface’ references.

NQTE - Configuration of the servieg element is specified in 3.3.10.

3.6.5.2.2 The application shall ‘eonfigure all proxy instances with the path name |of the
copfiguration file for each preXy and the required interface references including the reference
to fthe interface ISLE Locator obtained from the service element.

NOTE - Configuratien of the proxy is specified in 3.2.12.
3.0.5.2.3 The application shall register each of the proxies with the service element.

NOQTE -.<Registration of proxies with the service element is specified in 3.3.10.

t0 3.6.6.1.

NOTE - Processing of the proxies shall be started by the service element.

3.6.5.4 For closedown of the API, the application shall perform the following steps in the
sequence specified.
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3.6.5.4.1 The application shall call the terminate method of the selected control interface on
the service element.

NOTE - Processing of the proxies shall be stopped by the service element.
3.6.5.4.2 The application shall release all API interfaces on which it holds references.

3.6.5.4.3 The application shall call the method ShutDown () of the administrative
interfaces of the service element and of all proxies.

3.6.6 | CONTROL OF THE SERVICE ELEMENT

3.6.6.1 For the interaction with the service element, the application shall preovide one of the
behavijors defined in 3.7 and control the service element using the interface.associated wjith
that b¢havior.

3.6.6.1.1 If the application provides the sequential behavior, it shall also provide the eve¢nt
monitpr and the timer handler defined in 3.7.2.

3.6.6.2 The application shall create and delete service: instances using the interfgce
ISLE| SIFactory provided by the service element.

3.6.6.3 The application shall configure service.instances providing the common service
paramgters defined in this specification and the service-type specific parameters defined|in
the relevant supplemental Recommended Practice for the service-specific APL

3.6.6.4 A service provider application’ shall update service instances with values |of
paramgters that are modified by the service production process.

3.6.7 | COMPONENT OBJECTS AND INTERFACES
3.6.7.1 An SLE Application shall implement the following component objects and interfacgs:

NOTH - Componént objects are defined in annex D of this specification. As explairjed
thete,'a component object is an externally visible entity that may be implemen

required external view. As specified in annex D, every component object shall
stpport—the—tterfaee—FHrrowr——additton—to—the—nterfaces—hsted—n—this

subsection. The interfaces referenced in the following are specified in annex A.

a) objects for use by service instances exporting the interface
ISLE Servicelnform;

NOTE - A separate component object shall be provided for every service instance
created by the application.
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b) one or more objects accepting log records and notifications and exporting the
interface ISLE Reporter;

c) one or more objects exporting the interface ISLE EventMonitor, if the application
requires the interface behavior ‘sequential’;

d) one or more objects exporting the interface ISLE TimerHandler if the application
requires the interface behavior ‘sequential’.

3.7 HANDLING OF IN PROCESS THREADS AND EXTERNAL EVENTS
3.7.1 GENERAL SPECIFICATIONS
NOQTES

1 In order to ensure substitutability, handling of threads (or ©ther implementatipns of
concurrent flows of control) must be well defined at intetfaces between compgnents.
This specification defines a single threaded (sequential) and a multi-threaded
(concurrent) option. For the single threaded option, it also defines an interface by
which the client offers means for components.to ‘wait for external events. Hor the
multi-threaded option, components are expecteéd to handle external events intefnally.
Components are required to support one of-these options but may support both. The
terminology and the concepts are explained in 3.3.4.

2 The specifications in this subsection apply to active API components, i.e., the API
Service Element and the API Proxy, as well as to the interfaces provided by the SLE
Application. Relevant specifications for the components ‘SLE Operations’ and ‘SLE
Utilities’ are defined in 3.4.and 3.5.

3.7.1.1 API components shall provide one of the following behaviors for interfaces:

a) sequential behavior, in which methods of the interface must be invoked sequentially
by different flows of control;

NOTE - <Sequential behavior and the associated control interface are defined in 3.7.2.

b) coneurrent behavior in which methods of an interface may be invoked concufrently
by different flows of control.

NOTE + okl dtha cccaecin tad tral toprfoonn
A\ AN U )

Conenrran ahaxziase o A 1atad ~ogate] 1o o afinad 1 7 3
TN CONC T Ot oCa v I 0T anttrC—assotiarca oo tCiraco—a cmCoaTirOo./.0.

3.7.1.2 A component shall provide the same behavior on all interfaces provided to one
client and expect the same behavior for the complementary interfaces provided by the client.

3.7.1.3 API components shall support a control interface according to the behavior
provided on their interfaces. This control interface shall provide methods to start and
terminate processing of the component.
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3.7.2 SEQUENTIAL BEHAVIOR

3.7.2.1 A component providing sequential interface behavior shall be controlled by the
interface ISLE Sequential exported by the component.

3.7.2.2 Processing of the component shall be started by the method
StartSequential (), which shall pass references to the interfaces
ISLE EventMonitor and ISLE TimerHandler asarguments.

NOTH - The event monitor and its use by the component are defined in 3.7.2.7. The tinper
handler and its use by the component are specified in 3.7.2.8.

3.7.2.3 The method StartSequential () shall return as soon as processing of the
compgnent has started.

3.7.2.4 The component shall guarantee that calls to complementary ifiterfaces provided by
its clignt are performed in the thread of control that originates from:

a)| a call of the client to one of the interfaces exported by thescomponent;

b)| a call to the method ProcessEvent () in the interface ISLE EventProcesspr
passed to the event monitor; or

c)Ja call to the method ProcessTimeout () in the interfjce
ISLE TimeoutProcessor passed to.the timer handler.

NOTH — Use of multiple threads within the component is not excluded. However, the
component must ensure that-no thread created within the component or irff a
component other than the ‘elient enters client code.

3.7.2.% The client shall guarantee that all calls to component interfaces are performed i a
single[thread of control at a time.

NOTH - Use of multiple threads by the client is not excluded, but the client must ensyre
that calls to the component interfaces are strictly serialized.

3.7.2.6 For ifiterfaces with sequential behavior, sequence counting for transfer of SLE
protogol data‘units as defined in 3.7.3.5 is not required. The sequence count argument in the
associptedmethods shall be set to zero.

3.7.2.77 The event monitor shall provide a service to the component to wait for external events.

3.7.2.7.1 An event, which the event monitor should wait for, shall be registered with the
method AddEvent () passing an event handle and a reference to the interface
ISLE EventProcessor.
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NOTE — When events make use of UNIX file descriptors and event types (see annex A)
AddEvent () must be called separately for read events, write events, and
exceptions on a file descriptor, if the event monitor shall report these events.

3.7.2.7.2 An event shall be de-registered with the method RemoveEvent (), which
references the event handle that shall be removed from the list of monitored events.

3.7.2.7.3 The event monitor shall support waiting for several events in parallel. If the event

mjmmm&mmmw_mwww&mr code
indlicating ‘overflow’ when this number is exceeded.

NOQTE - It is noted that an event monitor with too restrictive constraints ean prevent
proper operation of the component.

3.7.2.7.4 When the event monitor detects an event, it shall “call the method
ProcessEvent () on the interface that has been registered for thatgvent.

3.7.2.7.5 When the event monitor is no longer able to monitor an event for whatever feason,
it | shall remove the event and inform the event® processor using the method
MgnitorAbort ().

NOTE — If more than one event must be remoyed; the method shall be invoked for| every
event.

3.7.2.8 The timer handler shall provide a-service to the component to have timers $tarted
anf be informed when the timer expires.

3.7.2.8.1 A timer shall be started by the method StartTimer () passing the timeout
value and a reference to the interface ISLE TimeoutProcessor. When the timer has
bepn started, the method shallyprovide a timer identifier for later reference.

3.7.2.8.2 The timer_ handler shall allow specifying the timeout value with a resolution of
ong second.

3.7.2.8.3 Théctimer handler shall support several running timers in parallel. If the timer
hapdler constrains the number of timers that can be running, it shall return an errof code
indlicating “overflow’ when this number is exceeded.

NQTE — 1t is noted that timer handler with too restrictive constraints can prevent proper
operation of the component.

3.7.2.84 When the timer expires, the timer handler shall call the method
ProcessTimeout () of the interface ISLE TimeoutProcessor, which has been
registered with the method StartTimer ().

3.7.2.8.5 The timer handler shall provide the method CancelTimer () of the interface
ISLE TimerHandler, with which an active timer can be cancelled.
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3.7.2.8.6 The timer handler shall provide the method RestartTimer () of the interface
ISLE TimerHandler, with which an active timer can be cancelled and restarted with a
new timeout value.

3.7.2.8.7 As an option, the timer handler shall support an invocation identifier to be
associated with the activation of a timer.

3.7.2.8.8 The invocation identifier shall be passed as an optional argument to the method
StartTimer () orRestartTimer () ofthe interface TSTE TimerHandler

3.7.2.8.9 The timer handler shall memorize the identifier and pass it to the call>of the
method ProcessTimeout () in the interface ISLE TimeoutProcessox when the
timer ¢xpires.

NOTH - The invocation identifier supports handling of race conditions-in a multi-threaded
environment. If a timer is restarted just before it expires{-a call to the methiod
ProcessTimeout () in the interface ISLE TimeoutProcessor dan
actually result from a previous call to StartTime% (). Such race conditiqns
cannot be avoided, but unwanted calls to RpoOCessTimeout () can |be
identified and ignored, as the causality of the call can be determined using the
invocation identifier.

3.7.2.8.10 When the timer handler is no longer able to process an active timer for whateyer
reasor], it shall cancel the timer and inform:the timeout processor using the method
Hand[lerAbort ().

NOTH - If more than one timer must.be-aborted, the method shall be invoked for every timgr.

3.7.2.9 Processing of the component shall be terminated by calling the method
TermfinateSequential ()(of the interface ISLE Sequential. The method shall
ensurq that all events registered by the component are removed from the event monitor and
all runining timers have b&en’ cancelled.

3.7.3 | CONCURRENT BEHAVIOR

3.7.3.1 Ascemponent providing concurrent interface behavior shall be controlled by the
interfgce’ 'SLE Concurrent exported by the component.

3.7.3.2 Processing of the component shall be started by the method
StartConcurrent (), which shall return as soon as processing has started.

3.7.3.3 The component must expect methods in an interface exported to the client to be
called concurrently by separate threads of control.

3.7.3.4 The client of the component must expect methods in an interface passed to the
client to be called concurrently by separate threads of control.
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3.7.3.5 In order to support sequence preservation for SLE protocol data units, methods
passing PDUs across an interface with concurrent behavior shall support sequence counting.

NOTES

1 The sequence count refers to the sequence in which PDUs have been received from
the network or have been supplied by the application. It is required in a multi-
threaded environment, because the sequence is not preserved when different PDUs
are processed by different threads. This specification requires components to support
sequence counting also in those cases where the specific implementatiofwould
preserve the sequence of PDUs. This would be the case when a component juses a
single thread for PDUs transferred in one direction.

2 It is stressed that sequence counting is local to a given interface;” For the dervice
element, sequence-counts on the proxy interface can differ from those ¢n the
application interface.

3.7.3.5.1 The sequence count is a 32 bit unsigned integer.

3.7.3.5.2 The sequence count for a BIND invocation ora BIND return transmitted fpr one
asgociation shall be set to one.

NOTE - This implies that sequence counts shall restart at one when an associatipn has
been terminated or aborted and a new BIND invocation is issued.

3.7.3.5.3 For subsequent PDUs, the sequience-count shall be incremented by one.
3.7.3.5.4 Recycling of the sequence -count to zero shall be supported.

3.1.3.5.5 The receiving entityshall define a window in which it accepts sequence ¢ounts.
When receiving a sequence’ count outside of this window for a PDU, which is|not a
PHER-ABORT invocation, it shall reject the PDU with an error code indicating ‘sequence prror’.

NOTE - It is ndtvequired but recommended that the window size be configurable.

3.7.3.6 Components providing the concurrent behavior shall handle external fvents
internally without further support by the client.

3.7.3.7" Processing of the component shall be terminated by the method
TerminateConcurrentc () of the imerface ISLE_Concurrent. 1he method shall
ensure that all threads started by the component are stopped such that graceful termination of
the process becomes possible.
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4 STATE TABLES
4.1 INTRODUCTION

This section defines detailed state tables for the processing of associations in the API Proxy
and service instances in the API Service Element, which are derived from the state tables in
the CCSDS Recommended Standards for SLE transfer services. The state tables in this
specification differ from those in the CCSDS Recommended Standards for SLE transfer

services in the fn]]nwing aspects:

a) the state tables are applicable to all service types;
b) specific state tables are provided for the API Proxy and the API Service Element; and

c) state tables for the SLE service user are explicitly specified.

The API Proxy and the API Service Element do not implement allyaspects defined py the
stqte tables in the CCSDS Recommended Standards for SLE transfer services. In pait]icular,
detection of and reaction to events in the service production ptocess must be implemented by
th¢ application. The behavior defined by the state tables/in the CCSDS Recommjended
Standards for SLE transfer services is achieved by interaction of the state machines|in the
ARI Proxy, the API Service Element, and the SLE Application.

4.2 NOTATION

THe notation used for the state tables is.the one specified by UML for state diagram}s (see
reference [J6]). This notation has.been slightly extended to adapt it to state tables| It is
summarized below together with the extensions. Extensions are highlighted by under]ining.
For formulation of conditionssthe Object Constraint Language (OCL) specified by UML is
usgd (see reference [J6]).

A1 incoming event in theé event column is defined by
<origin>/+ <event-name> [ '('<arguments>')' |
Prpcessing ofithe event is described by the following sequence

[&guard-condition>] [<action-expression>]* [<send-clause>]* [<state-transitior>]

<guard-condition> ::= '[' <condition> "'

<condition> n= conditional expression formulated in OCL
<action-expression> ::= '/' <action-name> [ '(' <arguments>")' ]
<send-clause> = "' <target> "' <event-name> [ '(' <arguments>")' ]
<state-transition> n= '2' <new-state>

Transition to self is not shown in the tables.
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In extension of the UML notation actions can be simple actions or compound actions.
Compound actions are displayed in capital letters and are expanded using simple pseudo-
code (IF, THEN, ELSE, END IF) together with the notational elements shown above.

For a detailed description of the syntax and an explanation of how it is to be interpreted, the
UML specification should be consulted (see reference [J6]).

4.3 GENERAL ERROR HANDLING CONVENTIONS

For eyents received from another component, the following general rules are applied if the
event |s illegal in the current state:

a)| If violation is due to misbehavior of the sending component the state.shall not |[be
changed and the request shall be rejected using a return code that indicates an errpr.
In addition, the event shall be entered to the system log. When receiving such a
return code, the invoking component is expected to abort the’ association and|to
provide as much information as possible to support investigation and correction of the
problem.

b)[ In cases where the invoking component may not yet have become aware of a state
change, the request shall be rejected by returning<a-code indicating that the state has
changed. For instance, the service element.may not yet have seen an UNBIND
invocation when sending an invocation PDU, 'In this case, the proxy shall respond| to
the request with a return code indicating ‘unbind pending’. This shall not [be
considered an error. The invoking cemponent is expected to check the return cdde
and adjust its state accordingly.

c)| If the protocol error is due(to*a problem in the peer system, and it is not the
responsibility of the sending component to check and handle the condition, the
receiving component shall*€ither generate and send a return with a negative result and
the appropriate diagnostic, or abort the association. In this case, the state shall |be
adjusted and the méthod used to send the event returns with a code indicating succegs.

4.4 BSTATE TABLE FOR ASSOCIATIONS
4.4.1 | PROCESSING CONTEXT

4.4.1.1 C-Overview

The presentation of the state table is based on the model described in section 2. The
processing context used for specification of the state table is shown in figure 4-1. The proxy
shall receive events either from the network interface (NIF) or the client interface (CIF) and
send events to both the network interface and the client interface. The client interface shall
include the interface ISLE SrvProxyInitiate, which is exported by the proxy
component and ISLE SrvProxyInform, which is exported by the service element
component.
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Client (e.g. Service Element)

Cocator N AN A clent|
: oo @) Interface !
i Interface ; | ‘

________________________________________________________ X (©F)
Association h 4 ”
Object CIF pre-processing ISLE_SrvProxylnitiate
|
\ 4
PROXY STATE MACHINE @
? ISLE_SrvProxyinform
|CIF post—processing| | NIF pre-processing |
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Figure 4-1: Processing Context for the Association State Table

When a BIND invocation is received from the network interface, the proxy shall crgate an
asgociation object of the correct service \type and request the locator inferface
(JSLE Locator) to locate a service imstance. The locator interface shall refurn a
reference to the interface ISLE SrvProxyInform, if possible.

In|order to simplify the state tables,ptocessing steps that are common for all PDUs passed
actoss an interface, and independent of the state of the association, have been excludedl from
the state tables. These are allecated to ‘pre-processing’ and ‘post-processing’ functiong.

Aq shown in figure 4-1, #'is assumed that pre-processing shall be performed on an| event
before it is passed tocthe’state machine. If pre-processing fails, the associated action shall be
petformed as part 6f the pre-processing tasks and the event shall not be forwarded to the state
mgchine. Post-pracessing of an event shall be performed after the event has been propessed
byl the state machine. If a pre-processing or post-processing function encounters a sifuation
in [which_the/association must be aborted, it shall generate an internal event (INT: PeefAbort
(rgason));-which shall then be processed by the state machine.

Pre=processing tasks are defimed forevemnts Teceived from the client Imterface and forevents
received from the network interface. Post-processing is only defined for events received
from the client interface.

It is stressed that the specification of pre- and post-processing functions has only the purpose of
simplifying the presentation of the state table. They do not prescribe any specific
implementation. The only requirement on implementations is that the behavior defined by
combination of the state table and the auxiliary functions shall actually be provided by the proxy.
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4.4.1.2 Pre-Processing of Events Received from the Network Interface

Pre-processing of events received from the network interface includes the following tasks:

a) Decoding of the PDU. If decoding fails, the association shall be aborted.

b) Authentication of the peer identity, if authentication is required for the PDU. If
authentication fails, the PDU shall be ignored and not passed to the state machine.
3.2.6.3.2 defines optional exceptions from this rule. These exceptions are not
annaderadinthicaibaeantian

c)| Verification that the PDU is supported for the service type handled by the ass@ciatipn.
If that is not the case, the association shall be aborted with the diagnostic “éncoding
error’.

d)| For operation returns, retrieval of the operation object, which holds the associated
operation invocation, using the invocation identifier. If the asseciated invocation
cannot be found, the association shall be aborted with the, diagnostic ‘unsolicifed
invocation identifier’. If the operation object is located, it shall be removed from the
list of pending returns.

4.4.1.3 Pre-Processing of Events Received from the Client Interface
Pre-prpcessing of events received from the client intetface includes the following tasks:

a)| Verification that the PDU passed with\the event is supported for the service type
handled by the association. If the check fails, the event shall be rejected with an erfor
indicating ‘unknown PDU”.

b)| Verification that the PDU can-be queued for transmission. If the queue is full, the
event shall be rejected with\an error indicating ‘overflow’.

4.4.1.4 Post-Processing©f Events Received from the Client Interface
Post-processing of events received from the client interface includes the following tasks:

a)| For invocations of confirmed operations, adding the operation object to the list|of
pending.returns.

b)[ Generation and insertion of the credentials if authentication is required for the PDJU.
Far PDUIs of the BIND operation _insertion of the local application identifier  This
step is omitted in the special ‘pass-through’ mode as specified in 3.2.7.

c) Encoding of the PDU.

d) Queuing of the PDU for transmission.

e) Transmission of the PDU, as soon as possible. If notification of transfer has been
requested for that PDU, the task shall include the following steps:
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1) if the PDU can be sent immediately, the event shall be acknowledged with a
return code indicating ‘PDU transmitted’;

2) otherwise, the internal event ‘PDU transmitted’ shall be generated as soon as the
PDU has been sent.

If the PDU is discarded on request of the client or because of an abort, the event
‘PDU Transmitted’ shall not be generated.

4.4.2 STATES

S1f- UNBOUND An association in the initiator role has been ereated, but no
BIND has been initiated yet or the associdtion hag been
unbound or aborted. For an association intthe responddr role,
the association object does not exist.

S2 - BIND PEND A BIND invocation PDU has been‘processed successfully; the
associated BIND return has notryet been received.

S3 - BOUND The BIND operation has.been completed successfully.

S4 - LOC UNBIND PEND  An UNBIND invogation issued by the local client hay been
processed; the peerproxy has not yet responded.

S5 - REM UNBIND PEND  An UNBIND ‘invocation received from the peer proxy has
been processed; the local client has not yet responded.
4.4.3 EVENTS

4.4.3.1 Events Received from the Client Interface (ISLE_SrvProxyInitiate)

BipdInvoke callto InitiateOpInvoke () with a BIND operation

BipdReturn callto InitiateOpReturn () with a BIND operation

UnbindInvoke call to InitiateOpInvoke () with a UNBIND operation

UnbindRetarn call to InitiateOpReturn () with a UNBIND operation

PeerAbort callto InitiateOpInvoke () with a PEER-ABORT opergtion

SryRdulnvoke call to ITnitiateOpInvoke () with an operation that is valid for
the shvenserviee tvpe

SrvPduReturn call to ITnitiateOpReturn () with an operation that is valid for
the given service type

DiscardBuffer call to DiscardBuffer ()

4.4.3.2 Events Sent to the Client Interface (ISLE_SrvProxyInform)

BindInvoke call to InformOpInvoke () with a BIND operation
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BindReturn call to InformOpReturn () with a BIND operation

UnbindInvoke call to InformOpInvoke () with a UNBIND operation

UnbindReturn call to InformOpReturn () with a UNBIND operation

PeerAbort call to InformOpInvoke () with a PEER-ABORT operation

ProtocolAbort call to ProtocolAbort ()

SrvPdulnvoke call to InformOpInvoke () with an operation that is valid for the
given service type

SrvPduReturn call to InformOpReturn () with an operation that is valid for the
glven service type

PDUTjransmitted call to PDUTransmitted ()

4.4.3.3 Events Sent to the Locator Interface (ISLE_Locator)

locate|nstance

4.4.3.4 Events Received from the Network Interface

BindIfpvoke
BindRleturn
UnbindInvoke
UnbindReturn
SrvPdplnvoke

SrvPdpReturn
PeerAbort
Communication failure

4.4.3.5 Events Sent to.the Network Interface

BindInvoke
BindRleturn
UnbindInvoke
UnbinldR eturn
SrvPdhlnyoke

call to LocateInstance ()

reception of a BIND invocation PRDU
reception of a BIND return PDU
reception of a UNBIND invocation PDU
reception of a UNBIND return PDU
reception of a PDU with”an invocation that is valid for the service
type

reception of a PDU with a return that is valid for the service type
indication of a'peer abort procedure initiated by the peer proxy
any indication’ from the local communication service provider of a
communications failure or breakdown of the connection

BIND invocation PDU

BIND return PDU

UNBIND invocation PDU

UNBIND return PDU

a PDU with an invocation that is valid for the service type

SrvPduReturm

a PDUwithrareturm that 1svatid for the service type

4.4.3.6 Internal Events

PDU transmitted

Peer Abort

CCSDS 914.0-M-2
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A PDU for which notification of transfer has been requested has
been transmitted.

The need to abort the association has been detected by one of the
pre-processing functions.
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4.44 PREDICATES

role = initiator The association initiates the BIND operation. This predicate is true
for all associations that have been created on request of the client.
role = responder The association responds to a BIND invocation. This predicate is

true for all associations that have been created by the proxy because
of an incoming BIND invocation.

result = positive The result parameter in the PDU indicates ‘positive result’.
result = negn‘rive The resnlt parameter in the PDIUI indicates ‘negn‘rive result’
ingtance located The locator has returned an instance of the client interface,
id fregistered The initiator identifier (user name) presented by a BIND invdcation

PDU or the responder identifier presented in the BIND.'feturn PDU
is registered in the configuration database of the proxy.
regponder = expected  The responder identifier in a BIND return PDU.iS'the one expected.
If the role of the association is ‘initiator’, the ID must be the one
specified by the BIND operation objecf2 If the role ¢f the
association is ‘responder’, it must match the local application

identifier.

vefsion supported The version number presented inth¢ BIND invocation is supported
for the specified service type.

type supported The service type presented in the BIND invocation PDU is
supported.

bind arguments ok The arguments of a.BIND invocation issued by the local|client

match the definitions in the configuration database of the proxy.
The expected responder identifier is registered.

4.4.5 ACTIONS
4.4.5.1 Discrete Actions

/aBort connection(diagnhostic) All PDUs queued for transmission shall be discarded and the
connection to the peer system terminated in an abortive mnfanner,
using the most efficient procedure available. The procedure applied
must make sure that its effect can be interpreted by the pegr as a
PEER-ABORT and that the diagnostic is made available to the peer
proxy.
/clleanup All resources allocated by the association shall be released. In
particutar;, attoperatiomobjects to-which theassocratiomstittholds a
reference shall be released and the list of pending returns cleared.

/create association Create a new association object in the role of a responder. In a strict
sense, this action is performed before processing of the state table
starts.

/delete association The association object is deleted; following this action processing of
the state table shall be assumed to cease. Therefore no state change
shall be indicated.
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/prevent If the technology is connection-oriented and a single connection is
used for an association, the event cannot happen. If the event can
occur, the proxy shall handle it in a manner that the operation of the

API is not affected.
/reject(reason) The function call returns with a result code indicating the reason.
/terminate connection  The connection to the peer system is released in an orderly manner.
/discard invocations Remove all invocation PDUs from the send queue and discard them.
/discard buffers Remove all TRANSFER-BUFFER PDUs from the send queue and
diccard thom
4.4.5.2 Compound Actions
/ABORT (diagnostic) is defined as
/abort connection(diagnostic)
CIF.PeerAbort(diagnostic)
/cleanup
IH role = initiator THEN - S1
ELSE /delete association
END IF
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/PROCESS BIND INYV is defined as

IF not id registered THEN
ANIF.UnbindReturn(‘access denied’)
/cleanup /delete association

ELSE
IF not type supported THEN

h a0 & mih ok S0k MLSU b YD yay + VIS EAN
INI. UHUHIUINCUULIIT Ty Pe HOU SUpPpPOUItcd )

/cleanup /delete association
ELSE
IF not version supported THEN
NIF.UnbindReturn(‘version not supported”)
/cleanup /delete association
ELSE
"Locator.locatelnstance
IF not instance located THEN
ANIF.UnbindReturn(error returned by locatelnstance)
/cleanup /delete association
ELSE
ACIF.BindInvoke
2> S2
END IF
END IF
END IF
END IF

NOQTE — If the initiator Jidentifier is registered and authentication is required,
authentication must'be performed before processing starts. If authentication fails,
the request shall be ignored.
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/PROCESS BIND RET is defined as

IF not id registered THEN
/ABORT(‘access denied”)
/cleanup = S1

ELSE
IF not responder = expected THEN

JARODRT(C VRS | 1 LR T AN
FTADUINN T ULCTAPUCLICU TTSPOULIUCT 1U )

/cleanup > S1
ELSE
ACIF.BindReturn
IF result = positive THEN
2> S3
ELSE
/cleanup = S1
END IF
END IF
END IF

NOTH - If the responder identifier is registered ‘and authentication is requirgd,
authentication must be performed before processing starts. If authentication fafls,
the request shall be ignored.
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4.4.6 STATE TABLE FOR ASSOCIATIONS

ISO 18441:2016(E)

S1- UNBOUND {1} S2 - BIND PEND S3 - BOUND S4 - LOC UNBIND PEND. S5 - REM UNBIND PEND
CIF: [bind arguments ok] Ireject(protocol error)
BindInvoke ANIF.BindInyoke
> 82
[not bind argunments ok]
Ireject(config error)
CIF: Ireject(protocol|error) [role = initiator] Ireject(protocol error)
BindReturn [reject(protocol error)
[role = responder]
ANIF.BindReturn
[result = positive]
> S3
[result = negative]
/terminate connection
/cleanup
/delete association
{12}
CIF: Ireject(protocol error) [roles initiator] Ireject(protofol error)
Unbindinvoke ANIF.UnbindInvoke
> S4
[role = responder]
/reject(protocol error)
CIF: Ireject(protocol errof) [role = intiatpr]
UnbindReturn [reject(protocl error)
[role = respgnder]
ANIF:UnbindReturn
/terminate connection

/cleanuf

/delete gssociation

{12}
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S1- UNBOUND {1}

S2 - BIND PEND

S3-BOUND

S4 - LOC UNBIND PEND

S5 - REM UNBIND PEND

CIF: Ireject(protocollerror) /abort connection(diagnostic)
PeerAbort /cleanup
[role = initiator]
> S1
[role = responder]
/delete association
{12}
CIF: Ireject(protocol error) ANIF.SrvPdulnvoke Ireject(protocol error) /reject(unbind pending)
SrvPdulnvoke {2}
CIF: Ireject(protocol error) ANIF.SrvPduReturn Ireject(protocol error) ANIF.SrvPduReturn
SrvPduReturn {3}
CIF: Ireject(protocol error) /discard buffers Ireject(protocol error) /discard buffers
DiscardBuffer
NIF: create associafjon [ABORT (protocol eror)
BindInvoke /PROCESS BIND INV {5}
{4}
NIF: /prevent [role = initiator] /ABORT (protocol error)
BindReturn /PROCESS BIND RET {7}
[role = responder]
/ABORT (protocol error)
{6}
NIF: /prevent /ABORT (protocal erorr) [role = initiator] /ABORT|(protocol error)
Unbindinvoke /ABORT (protocol error)
[role = responder]

/discard invocations

ACIF.UnbindInvoke

> S5
NIF: /prevent /ABORT (protocol error) [role = initiator] /ABORT (protocol error)
UnbindReturn ACIF.UnbindReturn

/cleanup
-> S1

[Fote =Tesponder]
/ABORT (protocol error)

© ISO 2016 — Al rights reserved
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S1- UNBOUND {1} S2 - BIND PEND S3 - BOUND S4 - LOC UNBIND PEND S5 - REM UNBIND PEND
NIF: /prevent ACIF.PeerAbort
PeerAbort /cleanup
[role = initiator]
> 81
[role = responder]
/delete associaton
NIF: /prevent ACIF.ProtocolAbort
Communicatio /cleanup
n failure [role = initiator]
-> S1
[role = responder]
/delete associaton
NIF: /prevent /ABORT (protocol error) ACIF.SrvPdulnvoke ACIF.SrvPdulnvoke /ABORT (protocol error)
SrvPdulnvoke {8} {9}
NIF: /prevent /ABORT (protocol error) ACIF.SrvPduReturn ACIF.SrvPduReturn /ABORT (protocol error)
SrvPduReturn {10} {11}
INT: not applicable ACIF.PDUTransmitted
PDU
Transmitted
INT: not applicable /ABORT(reason)
Peer Abort
(reason)
NOTES
1 With exception of the event NIE: BindInvoke the events in the state UNBOUND can only occur{for an association in the
initiator role. An associatiop-in the responder role is created when the event NIF: BindInvoke Has been received. If the
BIND invocation|is accepted, the state is changed to BIND PENDING. Otherwise the object is delete again.
2 If UNBIND has peen" initiated by the peer, the local client must not transmit any further invocatigns. In a multi-threaded

system, the clien

Ty TIot iave seen the UNBIND yet—The special Teturm code umnbind pending 1S meant to indicate to the

client that this action is not a bug (protocol error) but cannot be accepted because the state has already changed.
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10

11

12

If UNBIND has been initiated by the peer, the local client may transmit all pending returns before the UNBIND return.

The cell only con
BIND invocation

The event can on
association. In th
the one presented
violation alarm in

If the (illegal) BI]
the proxy generat]

The event can on
association. In th
one presented in
alarm in addition

fains an entry for the responder role. For the initiator role, it 1S assumed that proxy
5 such that this event cannot occur in the state UNBOUND.

y occur, if the technology and the implementation allow transmission of a BIND inv

in the original BIND invocation. If such an event is possible, the proxy is expect
addition to the actions specified.

ND return received by an association in the responder role carties a responder identi
es an access violation alarm in addition to the action specified.

ly occur, if the technology and the implementation allow transmission of a BIND
is case, it could theoretically happen that the BIND return contains a responder ident
the original BIND return. If such an event is possible, the proxy is expected to gen
to the actions specified.

If UNBIND has Been sent by the local client, the peer should no longer send any invocations. Howe

have seen the UN
After sending an
If UNBIND has H
After sending an

Following deletic
indicated.

BIND invocation. Therefore invocations are passed on to local client, which should
[JNBIND invocation, the peer. must not send any further invocations.

een sent by the local cliefit) the peer may send all pending returns before sending the
[UNBIND invocatieny-the peer must not send any returns.

n of the asso€iation object, processing of the state table is assumed to cease. The

will not be listening for

pcation on an established

is case it could theoretically happen that the BIND invocation contains-an<initiator idlentifier that differs from

ed to generate an access

fier, that is not expected,

return on an established
ifier that differs from the
erate an access violation

ver, the peer may not yet
ignore them.

UNBIND return.

refore no state change is
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4.5 STATE TABLES FOR SERVICE INSTANCES
4.5.1 INTRODUCTION

Processing of a service instance within the API Service Element is defined by the following
state tables:

a) SLE Service Provider

1) Common state table (see 4.5.3.2);

2) Return link SLE services state table (see 4.5.3.3);

3) Forward link SLE services state table (see 4.5.3.4).
b) SLE Service User

1) Common state table (see 4.5.4.2);

2) Return link SLE services state table (see 4.5.4.3);

3) Forward link SLE services state table (see 4.5:4.4).

The common state tables define processing of.all’ events that have identical processing
requirements for return services and for forward services. The specific tables for [return
sefvices and forward services specify processing of the remaining events. They mpust be
understood as a supplement to the common tables.

The common state tables are applicable to all service types; the return link tables and the
ard link tables are applicable_for all return link services and all forward link sgrvices
regpectively. Because some service types only use a subset of the SLE operations d¢fined,
not all events defined in the(tables can occur for those services, unless there are serious|errors
in fthe application or in the-API Proxy. If such events are encountered, the service instance is
expected to reject them-with an appropriate error code. These actions are not specifically
shpwn in the state table.

some of the actions defined in the state tables processing is service-type specific, but the
fagt that the action must be performed is independent of the service type. Obviously, gctions
related te-events that are not supported by a given service type, are not applicable fpr that
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4.5.2 PROCESSING CONTEXT

4.5.2.1 Overview

The state tables are based on the model presented in section 2. The processing context is
used for specification of the state tables is shown in figure 4-2. A service instance shall
receive events from the Proxy Interface (PIF) and the Application Interface (AIF) and send

events to both the Proxy Interface and the Application Interface.

The Pfoxy Interface comprises the interfaces ISLE SrvProxyInitiate, exported by the
proxy|for an association and the interface ISLE SrvProxyInform, exported by the
servicg element. The Application Interface includes the interface ISLE ServigeInfoym,
exporfed by the application, and ISLE ServiceInitiate, exported by the serv

element.

In addition, the service instance shall receive updates for service (patrameters from f{
applicption via the service-type specific interface I<SRV> SIUpdate, which is referred

as Mapagement Interface (MIF) in the figure. These parameters.are needed to respond t

GET-PARAMETER request and to generate status reports.

Finally the locator interface (ISLE Locator), by which'the service element is informed
an ingoming BIND invocation, needs to be considered™’ This interface is not shown in 1

figure

Application

| Management Application !
i Interface @ i 5 @ @ Interface |
L (MIF) L

| AlF pre-processing | | PIF post-processing|

A 4

STATE MACHINE

Y
v
|AIF post-processing| | PIF pre-processing |

SERVICE
INSTANCE

ISLE_SrvProxylnitiate

ISLE_SrvProxylnform

®

ISLE_Servicelnform

ISLE_Servicelnitiate

Cce

he

of
he

(5)

I<SRV>_SI|Update

Figure 4-2: Processing Context for the Service Instance State Table
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In order to simplify the state tables, processing steps that are common for all PDUs passed
across an interface and are independent of the state of the service instance have been
excluded from the state tables. These are allocated to ‘pre-processing’ and ‘post-processing’
functions.

As shown in figure 4-2, it is assumed that pre-processing is performed on an event before it is
passed to the state machine. If pre-processing fails, the associated action shall be performed
as part of the pre- processmg function, and the event shall not be forwarded to the state

counters a situation in which the association must be aborted, it shall generate an ipternal
event (INT: Peer Abort(reason)), which shall then be processed by the state machine.

Furthermore, the state tables do not include processing performed by‘ccall to the locator
inferface. This processing is described to more detail in 4.5.2.6.

It {s stressed that the specification of pre- and post-processing futictions as well as the fetails
related to calls on the locator interface have only the purposelof simplifying the presemtation
ofthe state tables. They do not prescribe any specific impl¢mentation. The only requitement
on|implementations is that the behavior defined by the combination of the state tables and the
aukiliary functions shall actually be provided by service instance objects.

4.5.2.2 Pre-Processing of Events Received from the Proxy

Prg-processing of events received from the’proxy includes the following tasks:

a) Verification that the PDU-passed with the event is supported by the servicg type
handled by the service instance. If that check fails, the event shall be rejectefl with
the error ‘unknown PRUF.

b) Verification that thé PDU is compatible with the role of the service instancg (SLE
service user or~-SLE service provider). If the check fails, the association shall be
aborted with-the diagnostic ‘protocol error’.

c) Checking that an operation object passing a return is actually on the list of p¢nding
remote returns. If that check fails, the request shall be rejected, because this prjoblem
should have been handled by the proxy. Otherwise the operation object shall be
removed from the list of pending remote returns.

d) Canceling of the return timer for a return PDU.

e) Checking for duplicate invocation identifiers for confirmed invocations. If duplicate
invocation identifiers are detected, the pre-processing function shall generate and
send a return PDU with a negative result and the diagnostic ‘duplicate invocation id’.

f) Checking of invocation and return arguments on completeness, consistency and
range. If there is an error, the reaction depends on the type of the PDU. For a
confirmed invocation, the pre-processing function shall generate and send a return
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PDU with a negative result and the appropriate diagnostic. In all other cases it shall
abort the association with the appropriate diagnostic code.

g) Checking of the consistency of the PDU and the parameters with the configuration of
the service instance. If these checks fail, the function shall generate a return with a
negative result and the appropriate diagnostic. These checks are service-type
specific.

The checks and actions are partially service-type specific.

4.5.2.3 Post-Processing of Events Received from the Proxy

Post-processing of events received from the proxy includes the following tasks:

a)| adding the operation object to the list of pending local retusns for confirmed
invocations;

b

N

passing of the PDU to the application.

Theselactions are independent of the service type.

4.5.2.4 Pre-Processing of Events Received from the Application

Pre-prpcessing of events received from the application includes:
a)| Checking that the PDU is valid for thie-service type handled by the service instance.

b)| Verification that the PDU is compatible with the role of the service instance (SLE
service user or SLE service provider).

c)| Verification that an opération object used to forward a return PDU is on the list|of
pending local returns.

d)| Checking of invocation and return arguments on completeness, consistency and
range.

e)| Checking'of the consistency of the PDU and the parameters with the configuration|of
the serviCe instance.

If there4s any error, the pre-processing function shall reject the request with the approprigte
return code. These tasks are partially service-type specific.

4.5.2.5 Post-Processing of Events Generated or Received from the Application

Post-processing of events received from the application includes:

a) Generation of a unique invocation identifier and inserting the id into the operation
object, if the PDU transmitted is a confirmed invocation.
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b) Addition of the operation object to the list of pending remote returns and starting of
the return timer for confirmed invocations.

¢) Forwarding the operation to the proxy for transmission. If the transfer request is
rejected by the proxy, e.g., because the send queue is full, the association shall be
aborted.

d) Because of the flow control mechanisms built into the API, queue overflow cannot be
caused by transfer of space link data-units.

THese tasks are not service-type specific.

4.5.2.6 Processing of Calls to the Locator Interface

Prpcessing of calls to the locator interface includes the following steps:

ervice
ervice

a) Location of the service instance requested by the BIND, invocation. If the
instance cannot be found, the function shall return with an error ‘no such
instance’.

S
S

ervice
ervice

b) Verification that the initiator identifier matches the one defined for the
instance. If that is not the case, the function shall return with an error
instance not accessible to this initiator’.

R
¢
R

c) Verification that the service instance. i§ not already bound. If the service instgnce is
bound, the function shall return with-an error ‘already bound’.

d) Verification that the scheduled provision period of the service instance has started and
has not yet ended. If the check fails, the function shall return with the error ‘invalid
time’.

When receiving an error gfesponse from the locator, the proxy shall generate a BIND |return
with a negative result(and the diagnostic related to the error code returned. If the Jocator
refurns a code indicating success and a pointer to the interface ISLE_SrvProxyInfform,
th¢ proxy shall pass‘the BIND invocation to that interface. Except for location of the dervice
ingtance, an implementation may choose to perform these checks by the service ingtance,
when the BIND invocation has been passed to the interface ISLE SrvProxyInform. If
that is done, the service instance must generate the BIND return PDU.

4.5.3 PROVIDER SIDE STATE TABLES
4.5.3.1 States

All provider side state tables use the same set of states. The main states are identical to those
defined in the CCSDS Recommended Standards for SLE transfer services. Sub-states have
been added to allow presentation of further details related to the interactions with the
application and the proxy. The states are defined as follows.
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UNBOUND:UNBOUND No user is bound.

UNBOUND:BIND PEND A BIND invocation has been received, the application has not
yet responded.

READY:BOUND A BIND has been sent to the user and no START invocation
has been received yet, or a STOP operation has been
completed.

READY:START PEND A START invocation has been received, the application has.fot
yet responded.

READY:UNBIND PEND  An UNBIND invocation has been received, the application has
not yet responded.

ACTIVE:ACTIVE A START return with a positive result/has been sent to the
user.

ACTIVE:STOP PEND A STOP invocation has been received, the application has fot
yet responded.

NOTH - Sub-states are only shown in the tables if needed. If the processing is identigal

for all sub-states, only the main state is entered in the table.

4.5.3.2 Common State Table—User Initiated Binding

4.5.3.2.1 Events

4.5.3.2.1.1 Events received from.the Application Interface

(ISLE_ServicelInitiate)

BindRjet callto InitiateOpReturn () with a BIND operation

UnbindRet call to InitiateOpReturn () with a UNBIND operation

PeerAportInv call to InitiateOpInvoke () with a PEER-ABORT operation

4.5.3.2.1.2 - Events sent to the Application Interface (ISLE_ServiceInform)

BindlIrr eat-to IllfUJ_lllOtJIllvu]\C () Wfth‘ﬁ‘B‘H‘H;‘ﬁpW

UnbindInv call to InformOpInvoke () with a UNBIND operation

PeerAbortInv call to InformOpInvoke () with a PEER-ABORT operation

ProtocolAbort call to ProtocolAbort ()

PPends call to ProvisionPeriodEnds ()
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4.5.3.2.1.3 Events received from the Management Interface (I<SRV>_SIUpdate)

SetParameter update of a service parameter

4.5.3.2.1.4 Events received from the Proxy Interface (ISLE_SrvProxyInform)

BindInv call to InformOpInvoke () with a BIND operation

UnbindInv call to InformOpInvoke () with a UNBIND operation

GetRemlnv cal—to TaformooTovoled wipth o GET DARAMETER
operation

ScheduleStatRepInv call to InformOpInvoke () with a SCHEDULE-STATUS-
REPORT operation

PeerAbortInv call to InformOpInvoke () with a PEER-ABORT operatign

PrptocolAbort call to ProtocolAbort ()

4.5.3.2.1.5 Events sent to the Proxy Interface (ISLE_SrvProxyInitiate)

BipdRet callto InitiateOpReturn () with a BIND operation

UnbindRet call to InitiateOpReturn ()<with a UNBIND operation

GgtPrmRet call to InitiateOpReturn () with a GET-PARAMETER
operation

ScheduleStatRepRet call to InitiateOpReturn () with a SCHEDULE-STATUS-
REPORT operation

StatusReplnv call to InitiateOpInvoke () with a STATUS-REPORT
operation

PeerAbortInv call to InittdateOpInvoke () with a PEER-ABORT opergtion

4.5.3.2.1.6 Internal Events

Rdport timer expired  theperiodic status report timer has expired

Rdturn timeout the time to wait for a specific return-PDU has elapsed
Prpvision period ends” the service instance provision period has ended
Pegr Abort peer abort event generated by a pre-processing function

4.5.3.2.2 Predicates

deliveryzmode = offline The delivery mode of the service instance is ‘oftline’.

report timer active The periodic status report timer is active.

redsom —erd Theumbimd=reasom 1s—“end of Service provisiorn -

reason <> end The unbind-reason is not equal ‘end of service provision’.

result = positive The result parameter in the PDU indicates ‘positive result’.

result = negative The result parameter in the PDU indicates ‘negative result’.

type = stop The type parameter in the SCHEDULE-STATUS-REPORT

invocation is set to ‘stop’.
type = periodically The type parameter in the SCHEDULE-STATUS-REPORT
invocation is set to ‘periodically’.
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4.5.3.2.3 Actions

4.5.3.2.3.1 Discrete Actions

/reject(reason)

/cancel report timer
/start report timer
/generate end of PP

Reject the event by returning an error code to the function invoking
the event.

Cancel the periodic status-report timer, if active.
Start the periodic status-report timer.

Generate the internal event ‘Provision period ends’

/clear remote returns

/store parameter value

4.5.3.2.3.2 Compound Actions

/PROCESS SSREP(type) is defined as

ELSE

ELSE

END IF
ELSE

END IE
END IE
END IF

IH delivery mode = offline THEN
/reject(not supported in this delivery mode)

IF type = stop THEN
IF report timer active THEN
/cancel report timer
APIF.ScheduleStatusRepRet(positive result)

PIF.ScheduleStatusRepRet(already stopped)

/cancel report timer
PIF.ScheduleStatusRepRet(positive result)
"PIF.StatusReportinv
IF type = periodically THEN

/start réport timer

Cancel return timers for all pending remote returns, clear the list|of
pending remote returns, and release operation objects.
Store the value of the service parameter passed.

/ABORT (diagnostic)

Abort processing is forward/return-service specific (see /ABORT in 4.5.3.3 and 4.5.3.4).

/CLEANUP

Cleanup processing is forward/return-service specific (see /CLEANUP in 4.5.3.3 and 4.5.3.4).
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1 UNBOUND 2 READY 3 ACTIVE
1.1 UNBOUND {1} 1.2 BIND PEND 2.1 BOUND 2.2 START PEND 2.3 UNBJIND PEND
PIF: AAIF .Bindinv [reject(protocol error) {3}
BindInv >1.2 {2}
AlF: Ireject(pfotocol error) | *PIF.BindRet /reject(protocol error)
BindRet [result = positive]
> 21
[result =negative]
2> 11
PIF: /reject(protocol error) Iclear remote returns | /ABQRT (protocol err) | /reject(protocol erfor) /ABORT (protocol error)
UnbindInv /cancel report timer | >4 S>11
AAIF.Unbindinv
>23

AlF: /reject(protocol error) APIF.UnbindRet Ireject(protocol error)
UnbindRet /CLEANUP

[reason = end]

/generate end of RP

2> 11
[reason <> end]
2> 11

PIF: Ireject(protocol error) APIF.GetPrmRet Ireject(protocol erfor) APIF.GetPrmRet
GetPrminv
PIF: /reject(protocol efror) /PROCESS SSREP [reject(protocol erfor) /PROCESS SSREP

ScheduleStatReplinv

PIF:
PeerAbortinv

Ireject(p

Fotocol error)

AAIF.PeerAbortiny
/CLEANUP
2> 1.1

NOLLVIIAIOAS 40D —SHIIAYAS dHASNVIL d71S 404 IdV

AlF:
PeerAbortinv

Ireject(p

rofocol error)
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Q 1 UNBOUND 2 READY 3 ACTIVE
92}
g 1.1 UNBOUND {1} [ 1.2 BIND PEND 2.1 BOUND 2.2 START PEND 2.3 UNBINDPEND
\O
__E‘ PIF: Ireject(pfotocol error) AAIF.ProtocolAbort
= ProtocolAbort /CLEANUP
=z > 1.1
S
MIF: /store parameter value
SetParameter
INT: N/A /ABORT(reason)
PeerAbort(reason) 2>1.1
INT: N/A N/A APIF.StatusReplnv N/A {4} | "PIF.StatusRepinv
Report timer expired [start report timer [start report timer
INT: N/A N/A /ABORT (return timeout) N/A {4} | /ABORT(return timeout)
- Return timeout {5} 2> 11 > 1.1
o
@ INT: AAIF.PPENds /ABORT(end of Provision Period)
| Provision period ends AAIF.PPends
[\
~ 2>1.1
NOTES
1 In the state UNBIOUND, events other than_a BIND invocation can be received from the proxy only when the proxy fails to
forward the initia] BIND invocation.
2 All checks that nged to be performed by the service element are performed by the method LocateInstance () defined by
the Locator interface. If any-ofthese checks fail, that function returns an error and the proxy resppnds with the associated
n BIND return.
3
g 3 The event can only occur when a BIND invocation is received on an established association, which must be prevented by the
g{ proxy. If a BINI} invocation is received on a new association, the event must be passed to the locator} which will reject it with
< 1 12
§ the error ‘already bourd ™
(9]
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4

5

This is N/A as the timer was cancelled when the UNBIND invocation arrived.

ISO 18441:2016(E)

In this version o
API software is ¢

the Recommended Practice the provider never sends contirmed operations, so this.c
prrectly implemented.

bent cannot happen if the
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4.5.3.3 Return Link SLE Services

4.5.3.3.1 Events

4.5.3.3.1.1 Events received from the Application Interface
(ISLE_ServicelInitiate)

StartRet

callto InitiateOpReturn () with a START operation

StopRlet
TransferDatalnv

SyncNotifylnv

4.5.3.3.1.2 Events sent to the Application Interface (ISLE_ServiceInform)

StartInv
Stoplnv
ResunpeDataTransfer
PeerAportInv

4.5.3.3.1.3 Events received from the Proxy Interface (ISLE_SrvProxyInform)

StartInv
Stoplnv
PDUTjransmitted

4.5.3.3.1.4 Events sent to the Proxy Interface (ISLE_SrvProxyInitiate)

StartRlet
StopReet
TransferBufferInv

DiscaidBufter call to DiscardBuffer ()
PeerALDﬁTv—wﬂ-mﬁ'mteﬁmrFﬁ—wﬁTPﬁﬁRﬁ%B%pmﬁon

callto InitiateOpReturn () with a STOP operation
call to InitiateOpInvoke () with a TRANSFER=DA]
operation

call to InitiateOpInvoke () witha SYNC-NOTIEY operati

call to InformOpInvoke () with a START operation

call to InformOpInvoke () with a STOP operation

call to ResumeDataTransfer ()

call to InformOpInvoke () with a PEER-ABORT operation

call to InformOpEnvoke () with a START operation
call to InformOpInvoke () with a STOP operation
call to PDUTransmitted ()

call to InitiateOpReturn () with a START operation
call to InitiateOpReturn () with a STOP operation
call to InitiateOpInvoke () with a TRANSFER-BUFF]
operation. This event is always transmitted with the request
notify transmission of the PDU.

[A

n

7

ER

4.5.3.3.1.5 Internal Events

release timer expired

CCSDS 914.0-M-2
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4.5.3.3.2 Predicates

result = positive The result parameter in the PDU indicates ‘positive result’.

result = negative The result parameter in the PDU indicates ‘negative result’.

timely online The delivery mode is timely online.

complete online The delivery mode is complete online.

online The delivery mode is either timely online or complete online.

buffer full The transfer buffer is full.

bum&&d—memjﬁihﬁmmmmmLMMTd the
PDU Transmitted event has not yet been received for that buffler.

bulffer empty The transfer buffer is empty.

bufffer discarded The proxy has actually discarded the queued tramsfetr buffer as
indicated by the return code.

bufffer transmitted The transfer buffer passed to the proxy ceuld be transmitted

immediately as indicated by the return code ofjthe function.
data transfer suspended The application has been requested to suspend data transfer|to the
user.

enf of data The SYNC-NOTIFY invocation is,‘enid of data’.

4.5.3.3.3 Actions
4.5.3.3.3.1 Discrete Actions

/rgject(reason) Reject the event by‘returning an error code to the function inyoking
the event.
/clear remote returns Cancel returh,times for all pending remote returns, clear the list of
pending temote returns, and release operation objects.
/clgar local returns Cleartthe list of pending local returns and release operation objects.
/cgncel report timer Cangel the periodic status-report timer, if active.
/rgset service parameters Reset the service parameters to the initial values. Resetting of
service parameters must be checked individually for| each
parameter. Depending on the service type some parameters may
have to be reset to the initial values, while others must keep their
current values.

/sthrt releaSe timer Start the release timer.

/cdncel release timer Cancel the release timer, if active.
/cieate new buffer Create a new transfer buffer.

/apperd PDY Append the PDYtothe transfer buffer:

/prepend notification  Prepend the SYNC-NOTIFY invocation, indicating ‘data discarded
due to excessive backlog’, to the transfer buffer.

/discard buffer Discard transfer buffer and all contained PDU .

/suspend data transfer =~ Request the application to suspend data transfer.
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4.5.3.3.3.2 Compound Actions
/ABORT (diagnostic) is defined as

~PIF.PeerAbort(diagnostic)
AAIF.PeerAbort(diagnostic)
/CLEANUP

/CLE ANUR-is-defined-as

/clear remote returns

/clear local returns

/cpncel release timer

/cpncel report timer

/discard buffer

/spt data transfer suspended = FALSE
/spt buffer queued = FALSE

/rgset service parameters

/BUFFER DATA is defined as

IH online and buffer empty THEN
/start release timer

IH buffer full THEN
IF buffer queued THEN
IF timely online THEN
APIF.DiscardBuffer
IF buffer discarded THEN
/prepend netification
END IF
PIF.TransferBuffer
IF notibuffer transmitted THEN
[set buffer queued = TRUE
END IF
/cancel release timer
ELSE

IF complete online THEN
/cancel release timer

END IF
/set data transfer suspended = TRUE
/suspend data transfer

END IF

ELSE
IF online THEN

CCSDS 914.0-M-2 Page 4-28
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/cancel release timer
END IF
APIF.TransferBuffer
IF not buffer transmitted THEN
/set buffer queued = TRUE
END IF
END IF

/create new buffer
ENDIE

p=smp e ar ey

NQTE - Processing as specified here, uses a single transfer buffer. Multiple buffgrs can

be used by an implementation to increase performance.
/PROCESS RELEASE TIMER is defined as

IF buffer queued THEN
IF timely online THEN
APIF.DiscardBuffer
IF buffer discarded THEN
/prepend notification
END IF
END IF
IF complete online THEN
/suspend data transfer
END IF
END IF
APIF.TransferBuffer
IF not buffer transmitted THEN
/set buffer queued = TRUE
END IF
/create new buffer

/PROCESS PDU FRANSMITTED is defined as

/set buffes-queued = FALSE

IF data-transfer suspended THEN
Iset data transfer suspended = FALSE
~AIF.ResumeDataTransfer

ENDIF
/PROCESS STOP PDU is defined as
IF not buffer empty THEN
IF online THEN
/cancel release timer

END IF
IF timely online THEN
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IF buffer queued THEN
~PIF.DiscardBuffer
IF buffer discarded THEN
/prepend notification
END IF
END IF
END IF
APIF.TransferBuffer

IE naot huffor fransmitted TEHENL

T TTOTOOTTIo . TTITIoTN

/set buffer queued = TRUE
END IF
END IF

/PROCESS EOD is defined as

/append PDU

IH online THEN

/cancel release timer

END IF

IH timely online THEN

IF buffer queued THEN
~PIF.DiscardBuffer
IF buffer discarded THEN

/prepend notification

END IF

END IF

END IF

APIF. TransferBuffer

IH not buffer transmitted THEN

/set buffer queued = TRUE

END IF

/ckeate new buffer

CCSDS 914.0-M-2 Page 4-30 September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=f90e49c24543e11956851efb2fefffcd

C-IN-0'F16 SASID

[¢-t 93ed

$10¢ Joquieydeg

4.5.3.3.4 Return Link State Table—Provider Side

ISO 18441:2016(E)

1 UNBOUND 2 READY 3 ACTIVE
2.1 BOUND 2.2 START PEND 2.3 UNBIND PEND 3.1 ACTIVE 3.2 STOP PEND
PIF: Ireject(protocql err) | MAIF.Startinv /ABORT (protocol err) | /reject(protocol error) /ABORT (protocol error)
Startinv >22 2> 11 2> 11
AlF: Ireject{protocol error) APIF.StartRet Ireject(protocol error
StartRet [result = positive]
[/create new buffer
2> 3.1
[result = negative]
> 21
PIF: Ireject(protocql err) /ABORT (protocol error) Ireject(protocol error) | MAlF.Stoplnv /ABORT (protocol error)
Stopinv > 1.1 > 3.2 > 1.1
AlF: Ireject(protocol error) [result = positive]
StopRet /PROCESS STOP PDU
APIF.StopRet
> 21
[result =negative]
APIF.StopRet
2> 3.1
AlF: /reject(protocaokerror) [data transfer suspenfed] | /reject(stop pending)
TransferDatalnv Ireject
[not

data transfer suspeng
/BUFFER DATA

ed]

AlF:
SyncNotifylnv

[reject(protocol error)

[data trar]
reject(s
[not data
[end of
/PR

[not en

sfer suspended]
uspended)

transfer suspended]
data]

DCESS EOD

d of data]

/BUF

FER DATA
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8 1 UNBOUND 2 READY 3 ACTIVE
)
8 2.1 BOUND 2.2 START PEND 2.3 UNBIND PEND 3.1 ACTIVE 3.2 STOP PEND
)
:E INT: N/A /IPROCES$S RELEASE TIMER
¢ | Release timer
Z | expired
ro
PIF: Ireject /PROCESS PDU TRANSMITTED
PDUTransmitted
)—U
o
ag
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W
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4.5.3.4 Forward Link SLE Services

4.5.3.4.1 Events

4.5.3.4.1.1 Events received from the Application Interface (ISLE_ServiceInitiate)

StartRet call to InitiateOpReturn () with a START operation

StopRet callto InitiateOpReturn () with a STOP operation

TransferDataRet call to InitiateOpReturn () with a TRANSFER-DATA
operation

InyokeDirectiveRet call to TnitiateOpReturn () with an INVOKE-DIRE(TIVE
operation

AgyncNotifylnv call to InitiateOpInvoke () with an“ ASYNC-NOQTIFY
operation

ThHrowEventRet call to InitiateOpInvoke() withh a THROW-ENVENT
operation

4.5.3.4.1.2 Events sent to the Application Interface (ISLE_ServiceInform)

Startlnv call to InformOpInvoké() with a START operation

Stpplnv call to InformOpInvoke () with a STOP operation

TrpnsferDatalnv call to InformOpInvoke () with a TRANSFER-DATA
operation

InyokeDirectivelnv call to InfermOpInvoke () with an INVOKE-DIRE(CTIVE
operation

ThrowEventInv call to InformOpInvoke () witha THROW-EVENT operdtion

PeerAbortInv calltesInformOpInvoke () with a PEER-ABORT operatign

4.5.3.4.1.3 Events reccived from the Proxy Interface (ISLE_SrvProxyInform)

StartInv call to InformOpInvoke () with a START operation

StopInv call to InformOpInvoke () with a STOP operation

TransferDatalnv call to InformOpInvoke () with a TRANSFER-DATA
operation

InyékeDirectivelnv call to InformOpInvoke () with an INVOKE-DIRE(TIVE
operation

ThrowEventInv call to InformOpInvoke () witha THROW-EVENT operation

CCSDS 914.0-M-2
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4.5.3.4.1.4 Events sent to the Proxy Interface (ISLE_SrvProxyInitiate)

Y

of

on

StartRet call to InitiateOpReturn () with a START operation

StopRet call to InitiateOpReturn () with a STOP operation

TransferDataRet call to InitiateOpReturn () with a TRANSFER-DATA
operation

InvokeDirectiveRet call to ITnitiateOpReturn () with a INVOKE-DIRECTIVE
operation

AsyngNotifytmv catt—to—InTrtiagteopinvoke ) —with —am—ASYNCNOTT
operation

ThrowEventRet call to InitiateOpReturn() with a THROWIEVENT
operation

PeerAbortlnv callto InitiateOpInvoke () with a PEER-ABORT operation

4.5.3.4.2 Predicates

result F positive The result parameter in the PDU indicates$ ‘positive result’.

result [ negative The result parameter in the PDU indicates ‘negative result’.

4.5.3.4.3 Actions

4.5.3.4.3.1 Discrete Actions

/rejecreason) Reject the event by‘teturning an error code to the function invoking
the event.

/clear pemote returns Cancel returfi_timers for all pending remote returns, clear the list
pending remote returns, and release the operation objects.

/clear Jocal returns Clear (the list of pending local returns and release the operati
objeets.

/cancd|l report timer Cancel the periodic status-report timer, if active.

/reset

service parameters'Reset the service parameters to the initial values. Resetting

service parameters must be checked individually for eq
parameter. Depending on the service type some parameters m

of
ch

ay

have to be reset to the initial values, while others must keep their

current values.

4.5.3.4.3.2 Compound Actions

/ABORT (diagnostic) is defined as

~PIF.PeerAbort(diagnostic)
~ATF.PeerAbort(diagnostic)
/CLEANUP

CCSDS 914.0-M-2
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/CLEANUP is defined as

/clear remote returns
/clear local returns
/cancel report timer
/reset service parameters
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Q
O
w2
93 1 UNBOUND 2 READY 3 ACTIVE
Nel
_-l: 2.1 BOUND 2.2 START PEND 2.3 UNBIND PEND 3.1(ACGTIVH 3.2 STOP PEND
o
,Z PIF: /reject(profocol error) | “AlF.Startinv /ABORT (protocol error) | /reject(protocol error) ABORT (protocol error)
o Startinv >22 > 1.1 2>1.1
AlF: Ireject(profocol error) APIF.StartRet [reject(protocol errdr)
StartRet [result = positive]
2> 3.1
[result = negative]
> 241
PIF: /reject(profocol error) /ABORT (protocol error) Ireject(protocol error) | MAIF.Stoplnv /ABORT (protocol error)
Stopinv 2> 1.1 > 3.2 > 1.1
g AlF: [reject(protocol error) APIF.StopRet
o StopRet [result = positive]
1 > 21
& [result = negative]
=N 2> 3.1
PIF: Ireject(profocol error) /ABORT (protocol €rror) Ireject(protocol error) | MAlF.TransferDatginv /ABORT (protocol error)
TransferDatalnv >1.1 > 3.1 2>1.1
AlF: Ireject(profocol error) APIF.TransferDataRet
TransferDataRet
PIF: /reject(profocol error) J/ABORT (protocol error) [/reject(protocol error) | “AlF.InvokeDirectjvelnv | /ABORT (protocol error)
InvokeDirectivelnv >/1.1 2>11
AlF: Ireject(profocol error) APIF.InvokeDirectiveRet
InvokeDirectiveRet
&
S
a AlF: /reject(profocol error) APIF.AsyncNotifylnv /reject(unbind pend) APIF.AsyncNotifylnv
8 AsyncNotifylnv
g
=
g PIF: Ireject(protocoferror) *AF - ThrowEventinv {I} [ /reject(protocot error) *AfF-ThrowEventinv {1}
o ThrowEventinv
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Q 1 UNBOUND 2 READY 3 ACTIVE
22!
g 2.1 BOUND 2.2 START PEND 2.3 UNBIND PEND 3.IACTIVE 3.2 STOP PEND
\O
= AlF: Ireject(profocol error) APIF.ThrowEventRet {1} | /reject(unbind pend) APIF.ThrowEventRet {1}
= ThrowEventRet
: 2
NOTE — The operation THROW-EVENT is defined in the transfer services but the associated management support is not yet in -
place. As lpng as this situation exists, applications should respond with a(réturn holding a| negative result and the %
diagnostic ‘other reason’. n
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4.54 USER SIDE STATE TABLES

4.5.4.1 States

All user side state tables use the same set of states.
defined in the CCSDS Recommended Standards for SLE transfer services.

The main states are identical to those
Sub-states have

been added to allow presentation of further details related to the interactions with the
application and the proxy. The states are defined as follows.

UNBQUND:UNBOUND

UNB(QUND:BIND PEND

READY:BOUND

READY:START PEND

READY:UNBIND PEND

ACTIVE:ACTIVE

ACTIVE:STOP PEND

The user is not bound to the service instance.

A BIND invocation has been issued, the service previder
not yet responded.

A BIND return with a positive result has been received and
START invocation has been sent, or, a&.STOP operation }
been completed.

A START invocation has been4ssued, the service provider |
not yet responded.

An UNBIND invocatien has been issued, the service provig
has not yet responded:

A START return, with a positive result has been received.

A STOP:invocation has been issued, the service provider |
not yet responded.

4.5.4.2 Common State Tablé—User Initiated Binding

4.5.4.2.1 Events

4.54.2.1.1 Eventsreceived from the Application Interface
(ISLE_ServiceInitiate)

1asS

no
1asS

1asS

ler

1as

BindInv call to InitiateOpInvoke () with a BIND operation

UnbindIny callto Tniti ateQpInvoke () with a TINRIND inm‘rinn

GetPrmInv call to InitiateOpInvoke () with a GET-PARAMETER
operation

ScheduleStatReplnv call to InitiateOpInvoke () with a SCHEDULE-STATUS-
REPORT operation

PeerAbortInv callto InitiateOpInvoke () with a PEER-ABORT operation

CCSDS 914.0-M-2
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4.5.4.2.1.2 Events sent to the Application Interface (ISLE_ServiceInform)

ration
n

ETER

ATUS-

ration
n

ETER

ATUS-

BindRet call to InformOpReturn () with a BIND operation

UnbindRet call to InformOpReturn () with a UNBIND operation

GetPrmRet call to InformOpReturn() with a GET-PARAMETER
operation

ScheduleStatR epRet call to TnformOpRetnrn () with a SCHEDUIE-STATUS-
REPORT operation

StatusReportinv call to InformOpInvoke () witha STATUS-REPORT op¢

PegerAbortInv call to InformOpInvoke () with a PEER-ABORToperatio

PrptocolAbort call to ProtocolAbort ()

4.5.4.2.1.3 Events received from the Proxy Interface (ISLE_SxryProxyInform)

BipdRet call to InformOpReturn () with@BIND operation

UnbindRet call to InformOpReturn () with-a UNBIND operation

GgtPrmRet call to InformOpReturny) with a GET-PARAM
operation

ScheduleStatRepRet call to InformOpRetWrrn () with a SCHEDULE-STA
REPORT operation

StatusReportinv call to InformOpInvoke () with a STATUS-REPORT opg

PeerAbortInv call to Inform@pInvoke () with a PEER-ABORT operatio

PrptocolAbort call to ProtzocolAbort ()

4.5.4.2.1.4 Events sent to_the Proxy Interface (ISLE_SrvProxyInitiate)

BipdInv callto InitiateOpInvoke () with a BIND operation

UnbindInv call to InitiateOpInvoke () with a UNBIND operation

GgtPrmInv call to InitiateOpInvoke () with a GET-PARAM
operation

ScheduleStatReplnv call to InitiateOpInvoke () with a SCHEDULE-STA
REPORT operation

PeerAbortinv callto InitiateOpInvoke () with a PEER-ABORT oper:

ition

4.5.4.2.1.5 Internal Events

Pe

er Abort

Return timeout

CCSDS 914.0-M-2

peer abort event generated by a pre-processing function or a post-

processing function
the time to wait for a specific return-PDU has elapsed
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4.5.4.2.2 Predicates

result = positive The result parameter in the PDU indicates ‘positive result’.
result = negative The result parameter in the PDU indicates ‘negative result’.

4.5.4.2.3 Actions

4.5.4.2.3.1 Discrete Actions

/reject(reason) Reject the event by returning an error code to the function invokJng
the event.
/clear Jocal returns Clear the list of pending local returns and release operation objects.

4.54.2.3.2 Compound Actions

/ABORT

Abort [processing is forward/return-service specific (see /ABORT/in 4.5.4.3 and 4.5.4.4).

/CLEANUP

Cleanyp processing is forward/return-service specifiei(see /CLEANUP in 4.5.4.3 and 4.5.4.4).
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4.5.4.2.4 Common State Table—User Side

ISO 18441:2016(E)

1 UNBOUND 2 READY 3 ACTIVE
1{1 UNBOUND 1.2 BIND PEND 2.1 BOUND 2.2 START PEND | 2.3 UNBIND HEND
AlF: APIH.BindInv [reject(protocol error)
BindInv 2> 1
PIF: Ireject(protocol error) | MAlF.BindRet Ireject(protocol error)
BindRet [result = positive]
> 21
[result = negative]
> 1.1
AlF: Ireject(protocol error) APIF.UnbindInv Ireject(protocol error)
Unbindinv [clear local returns
>23
PIF: Ireject(protocol error) AAIF.UnbindRet Ireject(protocol error)
UnbindRet /CLEANUP
> 1.1
AlF: Ireject(protocol error) APIF.GetPrminv Ireject(protocol ferr) | APIF.GetPrminv
GetPrminv
PIF: Ireject(protocol error) AAIF.GetPrmRet {1}
GetPrmRet
AlF: reject(protocol error) APIF.ScheduleStatRepinv Ireject(protocol err) | "PIF.ScheduleStatReplnv

ScheduleStatReplinv

PIF: Ireject(protacol etror) MAIF.ScheduleStatRepRét {1}
ScheduleStatRepRet
PIF: Ireject(protocol error) AAIF.StatusReportinv {2}

StatusReportinv

PIF:
PeerAbortinv

Ireje]

ct(protocol error)

AAIF.PeerAbortinv

[CLEANUP
2> 11
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8 1 UNBOUND 2 READY 3 ACTIVE
92}
2 1[TUNBOUND 1.2 BIND PEND 2.1 BOUND 2.2 START PEND | 2.3 UNBIND AEND
\O
= AlF: Ireject(protocol error) APIF.PeerAbortinv
= PeerAbortinv /CLEANUP
z > 1.1
S

PIF: Ireject(protocol error) AAIF.ProtoclAbortinv

ProtocolAbort /CLEANUP

>1.1

INT: N/A /ABORT(return timeout)

Return timeout |

INT: N/A /ABORT(reason)

PeerAbort(reason) 2>1.1
)—U
i
(S NOTES
+
-b . .
0 1 In the state UNBIND-PENDING, returns can still be reeetved from the peer.

2 In the state UNBIND-PENDING, no further invgcations should be sent by the peer. However, the peer may not yet have seen
the UNBIND invpcation. Therefore all invocations are passed to the application. The application shopld no longer respond.

1
(¢}
=
g
=3
(¢}
=
[\
=
(9]
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4.5.4.3 Return Link SLE Services
4.5.4.3.1 Events

4.5.4.3.1.1 Events received from the Application Interface
(ISLE_ServicelInitiate)

StartInv callto InitiateOpInvoke () with a START operation
Stoplnv callto InitiateOpInvoke () with a STOP operation

4.5.4.3.1.2 Events sent to the Application Interface (ISLE_ServiceInform)

StartRet call to InformOpReturn () with a START opération

StopRet call to InformOpReturn () with a STOP 'eperation

TransferDatalnv call to InformOpInvoke () with~a TRANSFER-DATA
operation

SyincNotifylnv call to InformOpInvoke () with a' SYNC-NOTIFY operation

PeerAbortlnv call to InformOpInvoke ().with a PEER-ABORT operatign

4.5.4.3.1.3 Events received from the Proxy Interface (ISLE_SrvProxyInform)

StartRet call to InformOpReturn () with a START operation

StppRet call to InformOpReturn () with a STOP operation

TransferBufferlnv call to InformOpInvoke () with a TRANSFER-BUFFER
operation,

4.5.4.3.1.4 Events sent(to the Proxy Interface (ISLE_SrvProxyInitiate)

StartInv call to InitiateOpInvoke () with a START operation
StopInv callto InitiateOpInvoke () with a STOP operation
PeerAbortIny callto InitiateOpInvoke () with a PEER-ABORT opergtion

4.5.43.2 Predicates

result = positive The result parameter in the PDU indicates ‘positive result’.

result = negative The result parameter in the PDU indicates ‘negative result’.

buffer empty The transfer buffer is empty.

pdu = data The PDU extracted from the transfer buffer is a TRANSFER-
DATA invocation.

pdu = notification The PDU extracted from the transfer buffer is a SYNC-NOTIFY
invocation.
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4.5.4.3.3 Actions

4.5.4.3.3.1 Discrete Actions

/reject(reason) Reject the event by returning an error code to the function invoking
the event.

/extract pdu Extract (and remove) the PDU at the beginning of the transfer
buffer.

/clear remote returns Cancel return timers for all pending remote returns, clear the list of
pending remote returns, and release operation objects.

/clear Jocal returns Clear the list of pending local returns and release operation abjects.

4.5.4.3.3.2 Compound Actions

/ABO

N

/d

/CLE]

/c
/¢

/PRO

W

RT(diagnostic) is defined as

~PIF.PeerAbort(diagnostic)

A [F.PeerAbort(diagnostic)
LEANUP

ANUP is defined as

lear remote returns
lear local returns

CESS BUFFER is defined as

HILE not buffer empty DO
/extract pdu
IF pdu = data THEN
AAIF.TransferDatalnv
ELSE
IF pdu =netification THEN
"AIF:-SyncNotifylnv
ELSE
7ABORT (protocol error)

END IF

END IF

END WHILE
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4.5.4.3.4 Return Link State Table—User Side

ISO 18441:2016(E)

TransferBufferlnv

> 1.1

1 YNBOUND 2 READY 3 ACTIVE

2.1 BOUND 2.2 START PEND | 2.3 UNBIND PEND 31 A]TIVE 3.2 STOP PEND
AlF: Ireject(protocol error) | APIF.Startinv Ireject(protoeolerror) >
Startlnv > 22 o
Ll
o3|
PIF: Ireject(protocol error) | /ABORT(protocol error) AAIF.StartRet /ABORT (protgcol error) %
StartRet 2>1.1 [result = positive] 2>1.1 n
> 3.1 -
[result = negative] tl
> 21 E
AlF: /reject(protocol error) APIF.Stoglnv Ireject(protocol error) %
Stoplnv > 3.2 e
53
PIF: /reject(protocol error) /ABORT (pratocol error) AAIF . StopRet rtﬁ
StopRet 2>1.1 [result = positive] =
> 21 S
[result = negative] (-rrj)
2> 3.1 T)
PIF: Ireject(protocol error) JABORT (protocol error) PROCESS BUFFER 8
=
es}
-
o3}
@)
[
=
@)
>
=
o
Z
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4.5.4.4 Forward Link SLE Services

4.5.4.4.1 Events

4.5.4.4.1.1 Events received from the Application Interface
(ISLE_ServicelInitiate)

StartInv callto InitiateOpInvoke () with a START operation
StopI\1V callto InitiateOpInvoke () with a STOP operation
TransferDatalnv call to InitiateOpInvoke () with a TRANSFER=DATA

Invok¢Directivelnv

ThrowEventlnv

4.5.4.4.1.2 Events sent to the Application Interface (ISLE.ServiceInform)

StartRlet
StopRlet
TransferDataRet

Invok¢DirectiveRet

ResunpeDataTransfer
AsyndNotifylnv
ThrowEventRet
PeerAbortlnv

4.5.4.4.1.3 Events received from the Proxy Interface (ISLE_SrvProxyInform)

operation
call to InitiateOpInvoke () with an INVOKE-DIRECTIYVE
operation
call to InitiateOpInvoke() with a/~THROW-EVENT
operation

call to InformOpReturn () with'a START operation
call to InformOpReturn ()'avith a STOP operation
call to InformOpReturn () with a TRANSFER-DATA
operation
call to InformOpReturn () with an INVOKE-DIRECTIVE
operation

call to ResumePataTransfer ()
call to InformOpInvoke () withan ASYNC-NOTIFY operatipn
call to TnformOpReturn () with a THROW-EVENT operation
call to;FnformOpInvoke () with a PEER-ABORT operation

StartRlet call to InformOpReturn () with a START operation

StopReet call to InformOpReturn () with a STOP operation

TransferDataRet call to InformOpReturn () with a TRANSFER-DATA
operation

InvokeDirectiveRet call to InformOpReturn () with an INVOKE-DIRECTIVE
operation

AsyncNotifylnv callto InformOpInvoke () with an ASYNC-NOTIFY operation

ThrowEventRet call to InformOpReturn () witha THROW-EVENT operation

PDUTransmitted call to PDUTransmitted ()

CCSDS 914.0-M-2
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4.5.4.4.1.4 Events sent to the Proxy Interface (ISLE_SrvProxyInitiate)

VENT

Startlnv call to InitiateOpInvoke () with a START operation

Stoplnv call to InitiateOpInvoke () with a STOP operation

TransferDatalnv call to InitiateOpInvoke () with a TRANSFER-DATA
operation

InvokeDirectivelnv call to InitiateOpInvoke () with an INVOKE-DIRECTIVE
operation

ThrowEventinv catt—to—Inttiateopinvoketr —with —a —THROW-E
operation

PeerAbortInv callto InitiateOpInvoke () with a PEER-ABORT ppergtion

4.5.4.4.2 Predicates

Icy
Icy

da

da

4.1
4.1

/re

ult = positive
ult = negative
a transmitted

la queued

b.4.4.3 Actions

ject(reason)

/clear remote returns

/clear local returhs

/su

The result parameter in the PDU indicates. “positive result’.
The result parameter in the PDU indicates ‘negative result’.
The TRANSFER-DATA invocation<passed to the proxy co
transmitted immediately as indicated by the return code
function.

nld be
pf the

A TRANSFER-DATA invocation has been passed to the proxy for

transfer and the PDU Tiansmitted event has not yet been re
for that buffer.

b.4.4.3.1 Discrete Actions

ceived

Reject the event by returning an error code to the function inyoking

the event.
Cancel return timers for all pending remote returns, clear the
pending remote returns, and release operation objects.

list of

Clear the list of pending local returns and release operation objects.

spend data-ffansfer =~ Request the application to suspend data transfer, by returnipg the
appropriate code from the function transmitting the event.
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4.5.4.4.3.2 Compound Actions

/ABORT (diagnostic) is defined as

~PIF.PeerAbort(diagnostic)
AAIF.PeerAbort(diagnostic)
/CLEANUP

/CLE;

ANUP is defined-as

/¢
/c
/s

/PRO

IK

E

E

NOTH

/PRO

IH

E

TIITOT Ty

lear remote returns
lear local returns
bt data queued = FALSE

CESS TD INV is defined as

data queued THEN

/reject(transfer suspended)

_.SE

APIF.TransferDatalnv

IF not data transmitted THEN
/set data queued = TRUE
/suspend data transfer

END IF

ND IF

by an implementatiofiito increase performance.

CESS PDU TRANSMITTED is defined as

data queued THEN

/set data queued = FALSE
AAIF ResumeDataTransfer
ND IE

— Processing as specified here;-applies to a single outstanding TRANSFER DATA
invocation. Multiple outstanding TRANSFER DATA invocations might be uged
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4.5.4.4.4 Forward Link State Table—User Side

ISO 18441:2016(E)

1 UNBOUND 2 READY 3 ACTIVE
2.1 BOUND 2.2 START PEND | 2.3 UNBIND PEND 31LACTIVE 3.2 STOP PEND
AlF: Ireject(profocol error) | APIF.Startinv Ireject(protocolerror)
Startinv > 22
PIF: Ireject(profocol error) | /ABORT (protocol error) | “AlF.StartRet /ABORT (protog¢ol error)
StartRet 2>1.1 [result = positive] 2>1.1
2> 3.1
[result = negative]
> 21

AlF: [reject(protocol error) APIF.Stoplnv /reject(protocol error)
Stoplinv > 3.2
PIF: /reject(profocol error) /ABORT (protocol error) MAIF.StopRet
StopRet >1.1 [result = positive]

> 241

[result = negative]

2> 3.1
AlF: Ireject(protocol error) /PROCESS TD|INV Ireject(protocol error)
TransferDatalnv
PIF: Ireject(profocol error) /ABORT (protocol error) AAIF. TransferDataRet
TransferDataRet 2> 11
AlF: Ireject(protocol error) APIF.InvokeDirgctivelnv | /reject(protocol error)
InvokeDirectivelnv
PIF: Ireject(profocol error) /ABORT (protocol error) AAIF.InvokeDirectiveRet
InvokeDirectiveRet 2>1.1
PIF: Ireject /PROLCESS PDU TRANSMITTED
PDU transmitted
PIF: Ireject(protocoferror) *AIF - AsyncNotifyinv {2}
AsyncNotifylnv
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Q 1 UNBOUND 2 READY 3 ACTIVE
92}
g 2.1 BOUND 2.2 START PEND | 2.3 UNBIND PEND 3. I ACTIVE 3.2 STOP PEND
\O
= AlF: Ireject(profocol error) APIF.ThrowEventinv Ireject(protocol err) APIF.ThrowEventinv
= ThrowEventinv
<
(S} PIF: Ireject(profocol error) AAIF. ThrowEventRet {1}
ThrowEventRet
NOTES
1 In the state UNBIND-PENDING, returns can still be received from the peer.
2 In the state UNBIND-PENDING, no further invocations should be sent by the peer. However, the peer may not yet have seen
- the UNBIND invpcation. Therefore all invocations are passed te.the application. The application shopld no longer respond.
i
(¢}
+
N
(e
1
(¢}
3
g
3
(¢}
]
[\
=
(9]
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ANNEX A
SPECIFICATION OF COMMON INTERFACES

(NORMATIVE)

Al INTRODUCTION

This annex contains the C++ definition of interfaces that are common for all SIEE-§ervice
types and of supporting types required by these interfaces. Service-type specific intgrfaces
ar¢ defined by the relevant supplemental Recommended Practice documents for sgrvice-
specific APIs.

The interface specifications are structured according to the components' that must provide the
implementation:

a) Interfaces implemented by the component ‘SLE Utilities’ are defined in A4.
b) Interfaces implemented by the component ‘SLE Operations’ are defined in AS.
c) Interfaces implemented by the component ‘API'Proxy’ are defined in A7.

d) Interfaces implemented by the componeiit “API Service Element’ are defined in| AS8.

e) Interfaces that must be provided by the SLE Application are defined in A9.

In]erfaces that must be implemented by more than one component are defined in A6.
Inferfaces defined in that subsection must be implemented by the component ‘API Proxy’
anf ‘API Service Element’.

Subsection A3 defines types used throughout the remaining subsections.
The conventions usedfor the specification are explained in A2.

THe specifications of this annex are complemented by the definition of the ‘$imple
Camponent-Model’ in annex D.

A2 CCONVENTIONS

A2.1 OVERVIEW

The specification of the interfaces follows the design patterns and conventions described for
the ‘Simple Component Model” in annex D. In order to be consistent with those elements
adopted from COM, the coding style has been also adopted from COM to a large extent.
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INTERFACES

The ‘keyword’ interface is defined by

#define interface struct

in the file SLE SCM.H described in annex D. All interfaces are directly or indirectly
derived from the interface IUnknown, which is also defined in SLE_SCM. H.

A2.3

Name

a)

b)

Name

All n{
nameq

NAMING CONVENTIONS

5 for the following items start with uppercase letters:

All types, i.e.:

1) Interfaces (e.g., ISLE Bind);

2) enumeration types (e.g., SLE ParameterName);

3) other types declared by t ypedef (e.g., SLE InvokeId);

Method names (e.g., InitiateOpInvoke ()).

5 for the following items start with lowercase letters:
variables;
arguments of methods;

enumeration labels.

mes at global scope in (this specification use the prefix ‘SLE’ (or ‘sle’ when {
item is supposed to start with a lowercase letter).

All inferfaces start with'a-€apital ‘I’, such that interface names are prefixed with ‘ISLE’.

NOTH

Becaul
abbre

— The inteérface IMalloc defined in A4.3 is the only exception to this rule becay
of the'considerations presented in A2.6.

se eénumeration labels are defined at global scope, the prefix is extended to include

he

1SC

an

riation for the enumeration type. For instance, all labels of the enumeration ty

pe

SLE ParameterName are prefixed by ‘s1ePN’.

An underscore character is used to separate the prefix from the name. Within the name itself

upper

and lower case 1s used to improve readability.
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A2.4 ACCESS TO OBJECT ATTRIBUTES

Methods that only provide read access to an attribute of an object, are named using the prefix
‘Get’. Methods that set the attribute are named using the prefix ‘Set’. An underscore
character is used to separate the prefix from the name. For example the method to read the
service type is called Get ServiceType () and the method to set the service type is
called Set ServiceType () .

W

en the attribute type is not a basic type (e g 2 character qh‘ing\ the Fn]]n\)ving conventions

arg

Af]

applied:

a) If it can be assumed that the implementation stores the attribute in the format in
which it is delivered, the return value is defined to be const. In(these casgs, the
client must copy the value if it wants to modify it.

b) If the object implementation might have to derive the value a pointer to a not cqnstant
object is returned. In these cases the client must delete the retirned value.

c) In order to optimize performance, an additional %etrieval method, prefixed by
‘Remove ’ is defined for attributes that might beecome large (e.g., the spade link
data). These methods return a pointer to the intérnal representation and remoye that
pointer from the object itself. The client calling that method must make syre the
memory is released when the data are no loniger needed.

d) For setting of attributes a pointer or.féference to a const object is generally used.
For potentially larger arguments, an additional method (prefixed by ‘Put’) is defined
which passes a pointer to a noticonstant object. In these cases the implementation is
expected to delete the data passed with the argument, when it no longer needs it

.5 CONDITIONAL AND OPTIONAL ATTRIBUTES

tributes of operation‘objects can be:
a) conditional;7J.e., their value is only defined when another attribute has a certain yalue;

b) optional; i.e., the value may or may not be defined.

For access to conditional attributes, checking of the condition is considered a preconition;

1.€

,theresult of calling the access method is undefined when the attribute is not presenr.

Fo

r access to optional attributes, different approaches are used, depending on the type of the

attribute:

a) For enumeration types, an additional enumeration value ‘undefined’ is added to the
type declaration. This value is returned if the attribute is currently undefined.

b) Object types or composite C++ types, such as arrays or structures are returned via a
pointer to a constant object, instead of using a reference to a constant object. If an
optional attribute is undefined, the access method returns a NULL pointer.
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c) For simple types the following cases are distinguished:

1) if the valid range of attribute values does not include the complete range covered
by the type, a special value is selected to indicate that the attribute is not defined;

2) in other cases, a special method is provided to check whether the attribute is
defined or not.

In cases where presence or absence of an attribute is identified by a special method, absence
Of an PCIdtiUll U‘UjULt athﬂ)utc Dlla}‘l 1UC 1ua111xcd ad ‘(llUt ubUd)’ ill tllU ta‘U‘lUb D})Ubifyills he

initial [values of operation object attributes.

A2.6 | MEMORY MANAGEMENT

Non-gbject data structures, to which pointers are passed across component\boundaries, might
be crepted by one component or the application and released by another component or the
applicption. Use of a consistent memory management scheme by all involved parties is|of
prime [importance to ensure integrity of process memory.

Therefore this Recommended Practice defines a specificxmemory management interfgce
IMal[loc, which must be used by all API components and’by the application when creating
or delgting data structures to which pointers are passed”across component boundaries. The
interfqgce IMalloc is implemented by the component SLE Utilities. A pointer to the
interfqce can be obtained using the method C¥éateMemoryManager () of the Utility
Factorjy.

NOTHES

1 Memory management for ‘ebjects created by API components is controlled by the
reference counting scheme for interfaces described in annex D. This scheme impljes
that the memory forsuch objects is always allocated and released by the same
component. Therefere the means by which memory is allocated and released for sych
objects is comsidered a local implementation issue and not prescribed by this
Recommended Practice. The same applies to interfaces, which are implemented |by
objects within the application software.

2 Datarstructures, which might be created by one component and deleted by another
component, are generally strings, arrays or structures passed by Put xxx () |or
Remove xxx () methods.

3 For data that are never passed across component boundaries and for data that are
always passed by value, memory management is considered a local implementation
issue and not prescribed by this Recommended Practice.

4 As specified in A2.4, this Recommended Practice applies the convention that data,
which are passed across component boundaries using a reference to a constant data
structure or a pointer to a constant data structure, must not be deleted by the calling
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software. Therefore use of the memory manager interface TMalloc is not mandated
if a data structure is only passed across component boundaries in these ways.

5 The specification of the interface IMalloc defines a subset of the COM interface
IMalloc, in order to enable use of the SLE API in a COM environment. Further
details concerning the use of this interface and the implementation of the interface in
other environments can be found in A4.3 and annex D.

A2.7 INTERFACE IDENTIFIERS

Inferface identifiers are displayed in the format as defined for the COM registry. Un addition,
each interface contains a macro that allows pre-setting of the structure GUID|(s¢e annex D).

THe name of the macro is constructed as IID <interface-name> DEF Guideliges for
usg of this macro can be found in annex D.

A2.8 TYPE DEFINITIONS

Types other than interfaces are defined at global scope. They are grouped into twq files,
namely:

a) SLE Types.h for types derivedifrom the CCSDS Recommended Standards
for SLE transfet‘services;

b) SLE APITypes.h for typesspecified by the APL

All types are defined in a manner'that is compatible with the C language in order to simplify
mgpping of the interfaces to, C. For enumeration types derived from the (CSDS
Rdcommended Standards for' SLE transfer services the numbers assigned to the |labels
cofrespond to the integer values used in those specifications.

A2.9 RESULT CODES

THis specification adopts the scheme to define result codes from COM. All values that can
be|used for'the variable HRESULT are defined in annex B and in the file SLE_Result.h.

A2.10 FUNCTION OVERLOADING

In order to simplify mapping to the C language, this specification does not use overloaded
functions except for overloaded operators. Overloaded operators can be mapped to function
names in C.
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OBJECT CREATION METHODS

The signature of methods creating and returning objects follows the COM conventions:

a)

b)

©)

A2.12

This s

the GUID of the interface is passed as an input argument (and checked by the
implementation);

a pointer to the interface of the object is passed as an output argument of the type
void**;

the method returns a result code.

FILES

pecification defines header files that contain interface declarations and'type definitiohs.

Obviopsly, these definitions are not mandatory, but present a recommendation. A set of the

files defined in this specification is available from the same source as.th¢ specification itsel

A3

A3.1

A3.1.1 General

File

TYPE DEFINITIONS

)

SLE TYPES

SLE Types.h

The fpllowing basic types have been derived from the ASN.1 modules in the CCSDS
Recommended Standards for SLE transfet services. The source ASN.1 type is indicated|in

brackg
the as
of a cl

The ty
types

a)
b)
©)

ts. For all enumeration types. a-special value ‘invalid’ is defined, which is returneq if
sociated value in the operation object has not yet been set, or is not applicable in cgse
oice.

pe definitions in thisspecification cover all those types that are common for all service
br for a subset of’service types. These types are defined in the ASN.1 modules:

CCSDS-SEE-TRANSFER-SERVICE-COMMON-TYPES;
CCSBS-~SLE-TRANSFER-SERVICE-BIND-TYPES; and

C€CSDS-SLE-TRANSFER-COMMON-PDUS.

The definition of the SLE service parameters (ParameterName) has been excluded
because extensions are expected when further SLE services are added. Service parameters
are defined in the relevant supplemental Recommended Practice documents for service-
specific APIs.
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A3.1.2 Auxiliary Types

Size of Data

#ifndef SIZE T

#define SIZE T

typedef unsigned int size t;
#endif

On POSIX systems, size t is defined by standard header files; redefinition must be

T vented by conditional camnilation
prevented-byconditionalcom pHaton:

D¢finition of an Octet

typedef unsigned char SLE Octet;

In|order to distinguish between character strings and sequences of octets (bytes) frequently
used by SLE Service specifications, the API defines a special type-for an octet. The type
cHar* always refers to a zero terminated string of characters.

Y¢s/No Value

typedef enum SLE YesNo

s1eYN No = 0,
s1eYN Yes = 1,
sleYN invalid = -1

} SLE_YesNo;

THe type describes a Boolean value, which might not be available at certain times.

A3.1.3 Types derived from CCSDS-SLE-TRANSFER-SERVICE-COMMON-TYPES
D¢livery Mode [DeliveryMode]

typedef enum SLE BeliveryMode

sleDM rtnTimelyOnline =
sleDM rtnGompleteOnline
sleDM rtn@ffline =
s1leDM_ftwdOnline
sleDM,fwdOffline
s1eBM invalid = -
} BLE DeliveryMode;

Il
~ S S~~~

Il
s W NP o

Common Diagnostics [Diagnostics]

typedef enum SLE Diagnostics
{

sleD duplicateInvokeId = 100,
sleD otherReason = 127,
sleD invalid = -1
} SLE Diagnostics;
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Forward Data Unit Status [ForwardDuStatus]

typedef enum SLE ForwardDuStatus

{
sleFDS radiated =
sleFDS expired =
sleFDS interrupted =
sleFDS acknowledged =
sleFDS productionStarted =
sleFDS productionNotStarted =
sleEDS unsupportedTransmissionMode =
sleffDS invalid =

} SLE| ForwardDuStatus;

~

~

~

~

~

RO w NP O
~

Invocation Identifier [InvokeId]

typedef unsigned short SLE InvokeId;

Generation of Notifications [S1duStatusNotification]

typedef enum SLE SlduStatusNotification
{

sleSN produceNotification = 0,
sleSN doNotProduceNotification = 1,
sleSN invalid = -1

} SLE| SlduStatusNotification;

A3.1.4 Types derived from CCSDS-SLE-TRANSFER-SERVICE-BIND-TYPES

Versign Number [VersionNumber|

typedef unsigned short SLE VersdonNumber;

Duration [Duration]

typedef unsigned longSLE Duration; /* in microseconds */

SLE Service Type [ApplicationIdentifier]

typedef enum SLE ApplicationIdentifier
{

slepfI rtRAllFrames = 0,
slepI A&rtnInsert = 1,
sleplrhrtnChFrames = 2,
sleAT _rtncnrsn = 3
sleAI rtnChOcf = 4,
sleAI rtnBitstr = 5,
sleAI rtnSpacePkt = 6,
sleAI fwdAosSpacePkt = 7,
sleAI fwdAosVca = 8,
sleAI fwdBitstr = 9,
sleAI fwdProtoVcdu 10,
sleAl fwdInsert = 11,
sleAI fwdVcdu = 12,
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sleAI fwdTcSpacePkt

sleAI fwdTcVca

sleAI fwdTcFrame

sleAIl fwdCltu

sleAI invalid

SLE ApplicationIdentifier;

BIND Diagnostic [BindDiagnostic]

typedef enum SLE BindDiagnostic

13,
14,
15,
le,

{

U]

ty|

PH

ty|

s1eBD accessDenied

s1eBD serviceTypeNotSupported
s1eBD versionNotSupported
sleBD noSuchServicelnstance
s1eBD alreadyBound

sleBD inconsistentServiceType
s1eBD invalidTime

sleBD outOfService

s1eBD otherReason

sleBD invalid

SLE BindDiagnostic;

NBIND Reason [UnbindReason]

pedef enum SLE UnbindReason

s1eUBR_end

s1eUBR_suspend
s1eUBR_versionNotSupported
s1eUBR_otherReason

s1eUBR _invalid

SLE UnbindReason;

s1lePAD acdéessDenied
s1ePAD janexpectedResponderId
slePADNOperationalRequirement
s1ePRB: protoclError
skePAD communicationsFailure

q?ePAD_@nPodindRrror

s1leBD siNotAccessibleToThisInitiator =

pedef enum SLE.PeerAbortDiagnostic

~ N~ 0~

~

~

~

oy O W NP O
~

~

LER-ABORT Diagnostic [PeerAbortDiagnostic]

~

~

~

~

}

slePAD returnTimeout

slePAD endOfServiceProvisionPeriod =

slePAD unsolicitedInvokeId
slePAD otherReason

slePAD invalid

SLE PeerAbortDiagnostic;
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A3.1.5 Types derived from CCSDS-SLE-TRANSFER-COMMON-PDUS
Reporting Cycle [ReportingCycle]

typedef unsigned int SLE ReportingCycle;

Report Request Type [ReportRequestType]

typedef enum SLE ReportRequestType
{

RT 4 diatal
sl immedia 57

s1eRRT periodically = ’

sleRRT stop

sleRRT invalid = -1
} SLE| ReportRequestType;

Il
N = P
~

SCHEDULE-STATUS-REPORT Diagnostic
[DiagnosticScheduleStatusReport]

typedef enum SLE ScheduleStatusReportDiagnostic
{
slelsSD notSupportedInThisDeliveryMode =
slefSSD alreadyStopped
slelsSD _invalidReportingCycle =
slelsSD _invalid = -
} SLE| ScheduleStatusReportDiagnostic;

~

~

RN PO
~

A3.2 | SLE API TYPES
File SLE APITypes.h

The fqllowing types are used throughout the API Specification.

State pf an Association

typedef enum SLE AsSegState
{
sleAST unbound =
sleAST bindRending =
slepAST boufid
sleAST remoteUnbindPending =
sleASTy YocalUnbindPending
} SLE| AssocState;

~

, /* Bind initiated remotely */

, /* Unbind initiated remotely */
/* Unbind initiated locally */

Il
S w N e o
~

State of a Service Instance

typedef enum SLE SIState

{
sleSIS unbound =
sleSIS bindPending =
sleSIS bound =
sleSIS unbindPending =
sleSIS startPending =

S w N O
NS S S~ O~

~
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sleSIS active = 5,
sleSIS stopPending = 6
} SLE_SIState;

Role of an SLE Application

typedef enum SLE AppRole
{
sleAR user = 0,
sleAR provider
SIeAR UserAndrrovider =
} PLE_AppRole;

I
=
N

Role of an SLE Application in the BIND Operation

typedef enum SLE BindRole
{
sleBR initiator = 0,
sleBR responder =1,
sleBR initiatorAndResponder
} BLE_BindRole;

Il
N

Pdrt Registration Identifier
typedef void* SLE PortRegId;

API Components

typedef enum SLE Component
{
sleCP _application b
s1leCP serviceElement
s1eCP_proxy

s1eCP_operations =
sleCP utilities =

~

Il
S w N o
~

~

~

} SLE_Component;

Authentication,Mode

typedef enum SLE AuthenticationMode
{

sleAMnone = 0, /* authentication not used */
seAM bindOnly = 1, /* authetication only for bind */
leAM all = 2 * authentication for all operations *

} SLE AuthenticationMode;

Event Handle

#if defined( SLE EH FILE DESCRIPTOR ) /* UNIX file descriptor */
typedef enum SLE EventType
{

sleET readEvent = 0;
sleET writeEvent =1;
sleET exception = 2;
CCSDS 914.0-M-2 Page A-11 September 2015

© ISO 2016 — All rights reserved


https://standardsiso.com/api/?name=f90e49c24543e11956851efb2fefffcd

ISO 18441:2016(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

} SLE _EventType;

typedef struct SLE EventHandle

{

int filedes; /* file descriptor */
SLE EventType eventType;

} SLE EventHandle;

#elif defined( SLE EH EVENT FLAG ) /* VMS event flag */
typedef unsigned int SLE_ EventHandle;
#elif| defined ( SLE EH EVENT OBJECT ) /* Win32 event object */
typedef HANDLE SLE EventHandle;
/* fufrther definitions may be added in future versions */
#telse
typedef void* SLE EventHandle;
#endilf
The fqrmat of the event handle depends on the processing platform and the operating syst¢m
featurgs selected by the implementation of the API component:
a)| On UNIX, the event handle consists of a file desériptor, and the type of events
supported by the select () call. Two event handles are considered to refer to the
same event specification only when the file descriptor and the event type mat¢h.
Different event types on the same file desctiptor are considered unrelated. (This
version can also be used on other platforms supporting select () in the
combination with the socket API.)
b)[ On Windows systems, event objects.can be used.
Timer Identifier
typedef void* SLE TimerIdf
The identifier for a timer supported by the interface ISLE TimerHandler.
Trace|Level
typedef enun~SLE TraceLevel
{
sle[lL Jlow = 0, /* only state changes */
slelE medium =1, /* plus all PDUs and internal events */
slelll h-'lgh = 2, * plus arguments of the PDIJ *
sleTL full 3 /* plus encoded data */
} SLE TraceLevel;
Log Message Types
typedef enum SLE LogMessageType
{
sleLM alarm = 0,
sleLM information =1
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SLE_ LogMessageType;

arms Notified by the API

pedef enum SLE Alarm

sleAL accessViolation
sleAL authFailure
sleAL commsFailure
sleAL localAbort

N w NP O
~

~

~

~

STeAl_remotelAborce
SLE Alarm;

Variants of the CCSDS ASCII Time Format

ty|
{

pedef enum SLE TimeFmt

s1eTF dayOfMonth
s1leTF dayOfYear
SLE TimeFmt;

ime Resolution

pedef enum SLE TimeRes

sleTR minutes

s1eTR seconds

sleTR hundredMilliSec
sleTR tenMilliSec
sleTR milliSec

s1leTR _hundredMicroSec
sleTR tenMicroSec
sleTR microSec

s1eTR hundredNanoSec
s1eTR tenNanoSec
s1leTR nanoSec

s1eTR hundredPic¢Sgec
sleTR tenPicoSge
sleTR picoSed

SLE TimeRes?

0]

t
{

eration.Type

edef enum SLE OpType

~ N~ 0~

~

~ YN

O U Sy 01 dbd Wb O
~

e )
N R O~ S
<~ S

s1eOT bind = 0,
s1eOT unbind = 1,
s1eOT peerAbort = 2,
sleOT start = 3,
sleOT stop = 4,
sleOT transferData = 5,
s1eOT transferBuffer = 6,
s1leOT syncNotify = 7,
s1leOT asyncNotify = 8,
s1eOT scheduleStatusReport 9,
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sleOT statusReport = 10,

s1eOT getParameter = 11,

s1eOT throwEvent =12,

s1eOT invokeDirective =13
} SLE OpType;

This enumeration specifies all operation types used by SLE Services. Not all operations are
valid for all service types. In addition, operations for different service types differ.
Therefore an operation object is fully specified only by the combination of ‘operation type’

and ‘senvice type’

Opergtion Result

typedef enum SLE Result
{

sleRES positive = 0,
sleRES negative = 1,
sleRES invalid = -1

} SLE| Result;

The rdsult currently stored in a confirmed operation object.

Diagnlostic Type

typedef enum SLE DiagnosticType

{
slepT noDiagnostics = 0,
slepT commonDiagnostics =1,

Il
N

slepT specificDiagnostics
} SLE| DiagnosticType;

The tyjpe of diagnostic stored in a confifrmed operation object.

Originator of a Peer Abort

typedef enum SLE AbortOriginator
{

slepfO peer = 0, /* the peer system */
slepfO proxy = 1, /* the local proxy */
slefp0 servigeEklement 2, /* the local service element */
slep0 appligation = 3, /* the local application */
slep0 inwvailid = -1
} SLE| AboxtOriginator;
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A4 SLE UTILITY CLASSES
A4.1 COMPONENT CREATOR FUNCTION
File <impl-id>.H

The component implementing SLE utility classes includes a function to obtain a pointer to
the utility object factory interface. The signature of this function is defined as:

eqtern "C" HRESULT

<impl-id> CreateUtilFactory( const GUID& iid,
ISLE TimeSource* ptimeSource,
void** ppv );

where <impl-id> is replaced by the product identifier of the implementation. External ‘C’
linkage is required. The function checks the argument identifying-the factory interfage and
refurns an error when the implementation does not support that identifier.

If [a pointer to the interface ISLE TimeSource is supplied, the component us¢s this
inferface to obtain the current time via the interface ZSLE Time. If a NULL poipter is
supplied, the component uses system time.

Arguments

idd identifier of the réquired interface

pfimeSource pointer to the interface ISLE TimeSource

pRv pointer to the requested interface of the Utility Factory

Rgsult codes
S |OK the object has been created
E [NOINTERFACE the specified interface is not supported

A4.2 SLE UTILITY FACTORY

Name ISLE UtilFactory

GUID {DED624E1-54CB-11d8-9CF5-0004761E8CFB}
Inheritance: IUnknown

File ISLE UtilFactory.H

The Utility Factory provides the means to create an SLE Utility object with a default
initialization. The factory uses the interface identifier to verify that it can create the
requested version of the object. If the IID is unknown, the factory returns an error. The
lifetime of utility objects is controlled by reference counting as defined in annex D.

Synopsis
#include <SLE SCM.H>
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face IMalloc;

face ISLE Time;

face ISLE SII;

face ISLE Credentials;
face ISLE SecAttributes;

ne IID ISLE UtilFactory DEF { Oxded624el, 0x54cb, 0x11d8, \
{ 0x9c, O0xf5, 0x0, 0Ox4, 0x76, Oxle, 0x8c, Oxfb } };

face ISLE UtilFactory : IUnknown

vir

C

vir

vir]

vir]

vir]

}i

tual HRESULT

reateMemoryManager ( const GUID& iid,

void** ppv ) const = 0;
tual HRESULT

reateTime ( const GUID& iid,

void** ppv ) const = 0;

tual HRESULT

reateSII( const GUID& iid,

void** ppv ) const = 0;

tual HRESULT

reateCredentials( const GUID& iid,

void** ppv ) const = 0;
tual HRESULT

reateSecAttributes ( const GUID& iid,

void** ppv ) const =»0;

Methods

HREST

Create

Argun
iid
ppv

Resulf
S_OK
E_NO

JLT CreateMemoryManager ( const GUID& iid, void** ppv ) const;

s a new memory manager object which implements the COM interface IMalloc.
pents
identifier of the required interface
pointer to the requested interface of the object
codes
the object has been created
[NTERFACE the specified interface is not supported

HRESULT CreateTime( const GUID& iid, void** ppv ) const;

Creates a new time object, set to current time. Current time is obtained from the interface

ISLE TimeSource, if this interface was supplied to the creator-function of the

component. Otherwise, the component uses system time.

Arguments

iid identifier of the required interface

PPV pointer to the requested interface of the object
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Result codes
S OK the object has been created
E NOINTERFACE the specified interface is not supported

HRESULT CreateSII( const GUID& iid, wvoid** ppv ) const;

Creates a new service instance identifier object.

Arjguments
iid identifier of the required interface
pRv pointer to the requested interface of the object

Rgsult codes
S |OK the object has been created
E [NOINTERFACE the specified interface is not supported

HRESULT CreateCredentials( const GUID& iid, (.void** ppv ) const;

Creates a new credentials object.

Arguments
idd identifier of the required interface
PRV pointer to the requested interface of the object

Rasult codes
S |OK the object has been created
E [NOINTERFACE the 'specified interface is not supported

HRESULT CreateSecAttributes( const GUID& iid, void** ppv ) const;

Creates a new object holding security attributes.

Arguments
ijd identifier of the required interface
pRv pointer to the requested interface of the object

: 7 1
Rbb Uit COUCTS

S OK the object has been created
E NOINTERFACE the specified interface is not supported
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A4.3 SLE MEMORY MANAGER

Name IMalloc

GUID {00000002-0000-0000-C000-000000000046}
Inheritance: IUnknown

File IMalloc.H

The Memory Manager manages dynamic allocation and release of memory blocks. It must

be us d for all data structures pqccpﬂ over r‘nmpnnpnfc boundaries or between the ST E PI

and the SLE application.

—

This ipterface conforms to the definition in the COM specification (including the GUID)|in
order fo allow use of the COM memory manager in a COM environment. Hewever, in the
context of the SLE API, only the methods A11oc (), Realloc () and Free)() are needed
and irhplementations may provide dummy implementations of the methpds GetSize
HeapMinimize (), and DidAlloc (). Clients must not rely on these/methods.

~
-

A motle detailed discussion of memory management is provided.in’annex D.

Synopsis
#incljude <SLE_ SCM.H>

#defipe IID IMalloc DEF { 0x00000002, 0x0000, 0x0000, \
{ O0xc0, 0x0, 0x0, 0x0, 0x0, 0x06, 0x0, Ox46 } }

inter|face IMalloc : IUnknown

{
virftual void *

Alloc( unsigned long cb ) = 0;

virftual void *

Realloc( void* pv, unsigned long cb ) = 0;

virftual void

Flree ( void* pv ).= 0;

virftual unsigned_dong

GetSize ( void®¥Zpv ) = 0;

virftual int

DidAlloc ( \yoid* pv ) = 0;

virftual vodid

HeapMinimize () = 0;

b

Methods

virtual void * Alloc( unsigned long cb );

Allocates a memory block of at least cb bytes. The initial content of the returned memory
block is undefined. Specifically, it is not guaranteed that the block is zeroed. The block
actually allocated may be larger than cb bytes because of space required for alignment and
for maintenance information.
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Arguments

cb minimum size (in bytes) of the memory block to be allocated; if
cb is 0, Alloc () allocates a zero-length item and returns a
valid pointer to that item

Results

NULL insufficient memory available

not NULL start address of the allocated memory block

virtual void * Realloc( void* pv, unsigned long cb );

Changes the size of a previously allocated memory block. The content|of the block is
unchanged up to the shorter of the new and old sizes, although the newoblock may e in a
different location. Because the new block can be in a new memory, location, the pointer
refurned by Realloc () is not guaranteed to be the pointerCpassed through the pv
argument. If pv is not NULL and cb is 0, then the memory pointed to by pv is freed.

Rgalloc () returns a void pointer to the reallocated (and\possibly moved) memory [block.
THe return value is NULL if the size is zero and the bufferargument is not NULL, or if there
is pot enough available memory to expand the block*te’the given size. In the first cape, the
original block is freed. In the second, the original.block is unchanged.

The storage space pointed to by the return walue is guaranteed to be suitably alignled for
stqrage of any type of object. To get a pointer to a type other than void, a type cast pn the
refurn value must be used.

Arguments

Py ctrrent start address of the memory block to be reallocated; if
pv is NULL, Realloc () functions in the same way as
Alloc () and allocates a new block of cb bytes; if pv|is not
NULL, it should be a pointer returned by a prior qall to
Alloc ()

ch minimum new size (in bytes) of reallocated memory block

Rgsults

NULL insufficient memory available, or original memory blo¢k has
been freed (if cb was 0)

not NULL start address of reallocated memory block

virtual void Free( void* pv );

Deallocates a memory block. The pv argument points to a memory block previously
allocated through a call to A1loc () or Realloc (). The number of bytes freed is the
number of bytes with which the block was originally allocated (or reallocated, in the case of
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Realloc ()). After the call, the pv parameter is invalid, and can no longer be used. pv
may be NULL, in which case this method does nothing.

Arguments
pv address of memory block to be deallocated

virtual unsigned long GetSize( void* pv );

Returgs the size (in bytes) of a memory block previously allocated ~with
IMallloc::Alloc () or IMalloc: :Realloc ().

NOTH - Implementations of the SLE Utilities component are not required to.support this
feature and may provide a dummy implementation, which alwaysaeturns zero.

Arguments
pVv address of the memory block for which“the size should |be
returned

virtyal int DidAlloc( void* pv );
Deterrpines if this allocator was used to allocate the specified block of memory.

NOTH - Implementations of the SLE Utilities“«component are not required to support this
feature and may provide a dummy-implementation, which always returns —1.

Arguments

pv address of'the memory block for which the query is made
Resulfs

1 TFhHe memory block was allocated by this IMalloc instance

0 The memory block was not allocated by this TMalloc instance
-1 DidAlloc () 1s unable to determine whether or not| it

allocated the memory block

virtyal void HeapMinimize() ;

Minin: nNc _Ncap as m __AS ggwg‘ D “.vl: QLLS
system, coalescing adjacent free blocks and committing free pages.

NOTE - Implementations of the SLE Utilities component are not required to support this
feature and may provide a dummy implementation, which does nothing.
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A4.4 SLE TIME

Name ISLE Time

GUID {7¢79655¢c-3f16-47eb-b6a5-08634844ddee}
Inheritance: IUnknown

File ISLE Time.H

Objects exporting this interface store time information with a resolution of up to one

microsecondfor SLE Services—of Generation—1-and-2 and up to_one pir\ncpr‘nnd for SLE

Services of Generation 3. They support input and output in the following formats:
a) CCSDS day segmented time code (CDS);
b) CCSDS ASCII Calendar Segmented Time Code.

They provide methods for comparison of times and calculation of the(difference betweg¢n two
timhes measured in seconds and fractions of seconds.

For the SLE Service Version 4 as identified in the BIND epération, the SLE API supports
trlsmission of time fields with a resolution up to picosé¢onds. The interface ISLE |Time
supports this with the following methods which can alsd-support earlier versions that sppport
time resolution only up to microseconds.

On the SLE provider side the method.ySet CDS ToPicosecondsRes (donst
SLE Octet* time) shall be called when the time needs to be set in picogecond
reqolution. The SLE API interprets thé)supplied octets as CDS time with 4 octets of
pi¢oseconds (10 octets in total for the €DS time).

When the Set CDS ToPicosecondsRes () method is called although the SLE API is
copfigured for SLE version 1012, the microsecond resolution will be used for encodinjg with
the¢ effect that the picosecondresolution information is lost.

On the SLE user sidé;the method Get PicosecondsResUsed () must be called first to
finrd out the ) resolution used; if the method returns true | then
Ggt CDS ToPicosecondsRes () shall be called, which returns the CDS time in
pi¢osecond tesolution. Otherwise Get CDS () shall be called, which returns the CDS fime in
microsecond resolution.

In[case the method Get CDS ToPicosecondsRes () is called although the interface
implementation has the time value only in microsecond resolution then the time is returned in
microsecond resolution, and the picoseconds are filled up with zeros.
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Synopsis

#include <SLE SCM.H>
#include <SLE APITypes.h>

#define IID ISLE Time DEF { 7c79655c, 0x3fl6, Ox47eb , \
{ Oxb6, Oxab, 0x08, 0x63, 0x48, 0x44, Oxdd, Oxee } };

interface ISLE_Time : IUnknown

{
virtual HRESULT

Set CDS( const SLE Octet* time ) = 0;
virftual HRESULT

Set CDS ToPicosecondsRes( const SLE Octet* time ) = 0;
virftual bool

Get PicosecondsResUsed() const = 0;

virftual SLE Octet*
Get CDS() const = 0;
virftual SLE Octet*

Get CDS ToPicosecondsRes () const = 0;
virftual HRESULT

Set DateAndTime ( const char* dateAndTime ) = 0;
virftual HRESULT

Set Time( const char* time ) = 0;

virftual char*

Get Date( SLE TimeFmt fmt ) const = 0;

virftual char*

Get Time( SLE TimeFmt fmt,

SLE TimeRes res = sleTR sgednds ) const = 0;
virftual char*

Get DateAndTime ( SLE TimeFmt fmt}

SLE TimeRes nrés = sleTR seconds ) const = 0;

virftual void

Update() = 0;
virftual double

operator- ( const ISLE~Time& time ) const = 0;
virftual bool

operator== ( consg~ISLE Timeé& time ) const = 0;
virftual bool

operator!= ( gonst ISLE Time& time ) const = 0;
virftual bool

operator< (/Jednst ISLE Time& time ) const = 0;
virftual boel

operator> ( const ISLE Time& time ) const = 0;
virftual(hool

opgrator<= ( const ISLE Timeé& time ) const = 0;
viritual bool

operator>= ( const ISLE Timeé& time ) const = 0;

virtual ISLE Time*
Copy () const = 0;
}i
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Methods

HRESULT Set CDS( const SLE Octet* time );

Sets the time to the value of the argument presented in the CCSDS day segmented time code.

Arguments
time time coded according to the CCSDS day segmented time code,
consisting of & aoctets: the P.Field is imnlicit and not inclu ed
o b r
Rgsult codes
S |OK the time has been set
E [INVALIDARG the argument does not contain the expected fornrat
E |FAIL failure to set the time because of other reasoris

[Gp:] HRESULT Set CDS_ToPicosecondsRes( const SLE Octet* time );

Sets the time to the value of the argument presented in the €CSDS day segmented timg code
to picosecond resolution.

Arguments
time time coded according.to the CCSDS day segmented timg code,
consisting of 10 octets; the P-Field is implicit and not inclpded

Rdsult codes

S |OK the time has been set
E [INVALIDARG the argument does not contain the expected format
E [FAIL failure to set the time due to other reasons

[G}:] bool Get_PicosecondsResUsed() const;

Rgturns true if thestime is represented in picosecond resolution, otherwise false.

SIE Octet* Get_CDS() const;

Rdturhs the time in the CCSDS day segmented time code, consisting of 8 octets; the B-Field

is mp]i(‘i‘r and not included. The returned value must be deleted bv the client

[G3:] SLE Octet* Get CDS ToPicosecondsRes () const;

Returns the time in picoseconds resolution in the CCSDS day segmented time code,
consisting of 10 octets; the P-Field is implicit and not included. The returned value must be
deleted by the client.
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HRESULT Set DateAndTime( const char* dateAndTime );

Sets the date and time to the value specified by the input argument. The ASCII string can be
coded in either variant A or B of the CCSDS ASCII Calendar Segmented Time Code. The
time subset must contain at least the hours. The trailing ‘Z’ may or may not be included.

Arguments
time

date and time coded according to the CCSDS ASCII Calendar

Segmented Time Code either format A or B

Resulf codes
S_OK
E INVALIDARG
E_FA[L

HRESULT Set Time( const char* time );

the time has been set
the argument does not contain a valid date and time répresentatid
failure to set the time because of other reasons

n

Sets the time to the value specified by the input argument and-the date to the current date.

The AISCII string contains the time subset of the CCSDS ASCII Calendar Segmented Tii
Code.| The time subset must contain at least the hours. [The trailing ‘Z’ may or may not

included.

Arguments
time

Resulf codes
S_OK
E INVALIDARG
E FA[IL

char}¥ Get_Date (-SLE TimeFmt fmt ) const;

Returns an ASCII'string with the date formatted according to the CCSDS ASCII Caleng
Segmgnted Time Code in the variant specified by the input argument. The returned val
must he deleted by the client.

time subset of the, CCSDS ASCII Calendar Segmented Tij
Code

the time . has been set
the-argument does not contain a valid date and time representatig
failure to set the time because of other reasons

ne
be

me

n

lar
ue

Arguments
fmt

the variant of the time code to be used

char* Get_Time( SLE TimeFmt fmt,

CCSDS 914.0-M-2
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Returns the time (no date) formatted according to the CCSDS ASCII Calendar Segmented
Time Code in the variant and with the resolution specified by the input arguments. The
optional ‘Z’ is included. The returned value must be deleted by the client.

Arguments
fmt the variant of the time code to be used
res the resolution of the time

char* Get DateAndTime( SLE TimeFmt fmt,
SLE TimeRes res = sleTR seconds ) const;

Rdturns the time and date formatted according to the CCSDS ASCII Calendar Segmented
Time Code in the variant and with the resolution specified by the input-arguments| The
optional ‘Z’ is included. The returned value must be deleted by the client:

Arguments
fnt the variant of the time code to be-used
ras the resolution of the time

vdid Update() ;

Sets the value of the time to current time. Current time is obtained from the inferface
I4LE TimeSource, if this interface was supplied to the creator-function ¢f the
component. Otherwise, the component uses system time.

ddquble operator- (const ISLE Time& time ) const;

Cdlculates the difference between the time stored and the time passed as argument and
refurns the difference measured in seconds and fractions of a second.

bgol operator== ( const ISLE Time& time ) const;
bgol operator!= ( const ISLE Time& time ) const;
bgol operator< ( const ISLE Time& time ) const;
bgol operator> ( const ISLE Time& time ) const;
bgol .operator<= ( const ISLE Time& time ) const;
bgol,operator>= ( const ISLE Time& time ) const;

Standard comparison operators for times.

ISLE Time* Copy() const;

Copies the time object and returns the interface of the copy.
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A4.5 SLE SERVICE INSTANCE IDENTIFIER

Name ISLE SII

GUID {EC5C1E4B-1E25-4280-AA17-BA8B510AEC20}

Inheritance: IUnknown

File ISLE SII.H

Objects exporting this interface handle the service instance identifier defined by the CCSDS
Recommended Standards for SLE transfer services. The interface supports two formats,for

the setvice instance identifier;

a)

b)

The sfandard format consists of a sequence of ‘attribute valuevassertions’, i.e., pairs of
attribyte identifier and an attribute value. The attribute identifier is an object identifier
defined by ASN.1 (reference [15]).

The object is able to process the standard ASCII reptesentation for input and output.

It alsd accepts the standard format as defined,by reference [17] and produces output in t
format.
presen

by wh

The object verifies that the-structure and contents of the service instance identifier confor

to the
servic

After

After
Stand

are always character strings.

A standard character string representation defined in the CCSDS Recommend

provided by annex C of this specification).

For the global form of the object identifier the object uses the full object identif

fch the name components.can be read.

specifications provided in the CCSDS Recommended Standards for SLE trans
s (for version“V'to the specification in annex C).

creationthe value of the service instance identifier is NULL.

creation, the format to be used is set to the one defined in the CCSDS Recommend

Standards (for version 1 of the services RAF, RCF, and CETU, this definition| i

The standard format as defined by reference [17] with the constraint that\the attribyite

as

his
ler

ted as an array of integers. For the’local form, it accepts and outputs only the trailing
compgnent of the object identifier, whieh is unique for all attributes used in a service instar
identifier. For retrieval of the standard format, the object supports a simple built-in itera

ce
for

ms
fer

ed

od

2 de Lo QT T 4o cazinne T o saon thaq it o] £ aft-dafimad 1o gy (4l o oo At
TUSTOT O trdarrSTUT SUT vICU ST T o astU e Trtrdr tOTTIraT O T U T AU AT O o TCtr

Set InitialFormat () must be called. Support for the initial format is optional and
implementations not supporting this format shall return an error when the method is called.

Synopsis

#incl

#defi

ude <SLE_SCM.H>

ne IID ISLE SII DEF { Oxec5cledb, Oxle25, 0x4280, \
{ Oxaa, 0x17, Oxba, 0x8b, 0x51, Oxa, Oxec, 0x20 } }
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interface ISLE SII : IUnknown
{

virtual bool

ISO 18441:2016(E)

Get InitialFormatUsed() const = 0;
virtual HRESULT
Set InitialFormat() = 0;
virtual char*
Get AsciiForm() const = 0;
virtual char*
(‘ai—Taci—DTﬂ\TI) const — ﬂ;
virtual HRESULT
Set AsciiForm( const char* siiString ) = 0;

virtual bool

IsNull() const = 0;
virtual void
SetToNull () = O;
virtual bool

fvirtual bool

virtual ISLE SII*

Copy () const = 0;

virtual HRESULT

Add GlobalRDN( const int objId[],
size t objIdLength,
const char* value ) =07

virtual HRESULT

Add LocalRDN( int objId, const char* value )

virtual void

Reset () = 0;

virtual bool

MoreData () = 0;

virtual HRESULT

NextGlobalRDN( int*g& \eb9jId,
sizg\t& objIdLength,
char*& value ) = 0;

virtual HRESULT

NextLocalRDN (4nté& objId,
char*& value ) = 0;

Megthods

Bgol Get InitialFormatUsed()

operator== ( const ISLE SII& sii ) const = 0;

operator!= (const ISLE SII& sii ) const = 0;

Returns TRUE if the initial format defined in annex C is being used and FALSE otherwise.

HRESULT Set InitialFormat();

Requests use of the initial format defined in annex C of this Specification to support version

1 of the services RAF, RCF, and CLTU.
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Result codes

S OK

the request has been accepted

E NOTIMPL the implementation does not support the initial format

char* Get AsciiForm() const;

Returns the ASCII representation of the service instance identifier or the string ‘***’ if the
identifier is NULL. The string must be deleted by the client.

char?
Returt

the st

HREST

Parses
string|
servic
to NU|

Argun
siis

Resulf
S_OK

E_IN

SLE
SLE

bool

Returry

GetLastRDN() const;

s the ASCII representation of the last component of the service instande'identifier
ing “*** if the identifier is NULL. The string must be deleted by the ¢lient.

JLT Set AsciiForm( const char* siiString );

the input string and sets the value of the service instance)identifier as defined by 1

If the string is badly formatted or contains attributes that are not defined for {
e instance identifier, returns an error and sets the valueé of the service instance identif]
L.

pents
Lring an ASCII string defining the service instance identifier

codes

the value of the service instance identifier has been set
defined by the input argument

VALIDARG syhtax error in the input

. INVALIDID unknown attribute abbreviation encountered

i, SEQUENCE incorrect sequence of attributes

IsNull (). ‘const;

)s true if the value if the service instance identifier is NULL.

or

he
he
ler

as

void

SetToNull() ;

Sets the value of service instance identifier to NULL.

bool
bool

operator== ( const ISLE_ SII& sii ) const;
operator!= ( const ISLE SII& sii ) const;

The standard equality operators for service instance identifiers.
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ISLE SII* Copy() const;

Performs a deep copy of the service instance identifier and returns the copy.

HRESULT Add GlobalRDN( const int objId[],
size_t objIdLength,
const char* value );

Arﬂanr]o a ralativa dictinaichaod nomao (0o an attreilhaita s dantifiar attehaita voliia o) to the
oTtC O oIt itc— TV

PO O T oIatr v O Ot T S OO T OO IO IO (1 Oy o ottt TICTTT TtrToTOt aTroT Tt

end of the service instance identifier. If the object identifier is not defined for thedervice
ingtance identifier or the value is empty, returns an error and does not add the nameito dervice
ingtance identifier.

Arguments

ohljId the object identifier of the attribute presented as an arpay of
integers; the array is copied by the object

ohjIdLength the number of components of the object identifier

vglue the value of the attribute

Rdsult codes

S |OK the relative distinguished name has been appended o the
service instance identifier

SIE_E BADVALUE value contains chatacters that are not permitted

SIE E INVALIDID unknown attribute identifier

SIE E SEQUENCE incorrect sequence of attributes

HRESULT Add LocalRDN( int-objId, const char* value );

Appends a relative distinguished name to the end of the service instance identifier. Fpr this
mg¢thod the attribute is ideéntified by the last component of the object identifier. If the|object
ide¢ntifier is not defined for the service instance identifier or the value is empty, returns an
eror and does not‘add the name to service instance identifier.

Arguments

oljId the last component of the object identifier of the attribute
vglue the value of the attribute
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Result codes

S OK the relative distinguished name has been appended to the
service instance identifier

SLE E BADVALUE value contains characters that are not permitted

SLE E INVALIDID unknown attribute identifier

SLE_E SEQUENCE incorrect sequence of attributes

Iteration Methods

void |Reset () ;

Resetd the internal iterator to the beginning of the service instance identifier.

bool |MoreData() ;

Returnjs t rue when the iterator has not yet reached the end of the service instance identifier.
Le., the next to call to NextGlobalRDN () or NextLocalRDNY) will return a relatjve
distinguished name. Otherwise, returns false.

HRESUYLT NextGlobalRDN( int*& objId,
size_té& objIdLength,
char*& value ) const;

Returrps the relative distinguished name pointed at by the iterator in the global form and
forwafds the iterator by one element. If the iterator has reached the end of the service
instange identifier or the service identifier-is NULL, returns an error.

Arguments

objIf the_object identifier of the attribute presented as an array |of
integers; the array is a copy of the internal data and must |be
deleted by the client

objIfLength the length of the object identifier

valup the value of the attribute; this is a copy of the internal dita,

which must be deleted by the client

Resulf codes

S OK the output arguments contain the relative distinguished name
SLE S EOD end of service instance 1dentifier reached
SLE S NULL service instance identifier is NULL

HRESULT NextLocalRDN( int& objId, char*& value ) const;

Returns the relative distinguished name pointed at by the iterator in the local form and
forwards the iterator by one element. If the iterator has reached the end of the service
instance identifier or the service identifier is NULL, returns an error.
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Arguments
objId
value

Result codes
S OK
S LE_S_E OD

Qo  AILIT T

the last component of the object identifier of the attribute

the value of the attribute; this is a copy of the internal data
which must be deleted by the client

the output arguments contain the relative distinguished name
end of service instance identifier reached

- NI L

SIE o WNULL

. . " -1 B
SUL VIUU IIISUALICU TUCUIILITIVT IS INULL
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A4.6 SLE CREDENTIALS
Name ISLE Credentials
GUID {D020B002-CCD1-11d2-9B44-00A0246D80DB}

Inheritance: IUnknown
ISLE Credentials.H

File

Objec
identit
the tin
make

bytes {

Synop

#incl
#incl
inter]

#defi

inter
{

vir

G

vir]

G

vir

Gl

vir]

S

vir]

S

vir

S

vir]

e

vir

e

vir]

C

passed to it.

sis
ude <SLE_SCM.H>

ude <SLE APITypes.h>
face ISLE Time;

face ISLE Credentials : IUnknown

tual long

et RandomNumber () const = 0;

tual const SLE Octet*

et Protected( size t& size )cgonst = 0;
tual const ISLE Timeé&

et TimeRef () const = 0;

tual void

et RandomNumber ( lon@ ytumber ) = 0;

tual void

et Protected( cofist' SLE Octet* hashCode,
tual void

et TimeRef ( _CensSt ISLE Time& time ) = 0;
tual bool

tual baol

tuad (ISLE Credentials*
opw; () const = 0;

ne IID ISLE Credentials DEF { 0xd020b002,
{ 0x9%9b, 0x44, 0x0, Oxa0O, 0x24, O0Oxo6d,

Oxccdl, 0x11d2
0x80, Oxdb } }

size t size ) =

perator==,4 const ISLE Credentialsé& credentials ) const

perater)= ( const ISLE Credentialsé& credentials ) const

4

y. The credentials comprise a message digest (the protected), a random numberi-and
ne when the message digest was generated. For the message digest the object.does fot
any assumptions on the format, size, or encoding. It simply stores the sequence |of

\

0;

vir
D
}i

toatr—ctrar
ump () const = 0;
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Methods
long Get_ RandomNumber () const;

Returns the random number currently stored in the object or zero when no value has been set.
Of course, zero is as random as any other number. A return value of zero does not indicate
that the attribute has not been set.

con LE ¢ * _Pr iz iz nst:

Rgturns the hash code (‘the protected’) currently stored in the object or a NULL pointer
when no value has been set.

cgnst ISLE Timeé& Get_TimeRef () const;

Rdturns the generation time stored in the object; if no values have'been set, the time vplue is
unidefined.

vdid Set RandomNumber ( long number ) ;

Sets the random number to the value of the input argument.

vdid Set Protected( const SLE Octet* hashCode, size t size );

Sets the hash code in the object copying the input argument.

vgid Set TimeRef( const ISLE Time& time );

Sets the generation time-in-the object copying the input argument.

bgol operator== ( const ISLE Credentialsé& credentials ) const;
bgol operator!= ( const ISLE Credentialsé& credentials ) const;

Camparison operators for credentials.

ISLE Credentials* Copy () const;

Performs a deep copy and returns it.

char* Dump() const;

Produces a human readable string of the object contents. The returned value must be deleted
by the client.
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Name
GUID

Inheritance:

File

Objects implementing this interface hold the user name and the password required for generating

and au
the for

The i1
proceq

Becau
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SLE SECURITY ATTRIBUTES

ISLE SecAttributes
{D020B003-CCD1-11d2-9B44-00A0246D80DB}
IUnknown

ISLE SecAttributes.H

mat, size, passed to it.
terface provides methods to generate credentials and to authenticate credentials. T|
Jure applied for both methods is specified in 3.5.6.

se the object stores sensitive information it does not provide methods for read accs

on

ESS

and dqes not support printing of the contents.

Synopsis
#incljude <SLE SCM.H>
#incljude <SLE APITypes.h>

interjfface ISLE Credentials;

#defipe IID ISLE SecAttributes DEF { 0xd020b003, Oxccdl,
{ 0x9b, O0x44, 0x0, Oxa0, 0x24,>0x6d, 0x80,
inter|face ISLE SecAttributes IUnknéwn
{
virftual void
St UserName ( const char* name )
virftual void
Set Password( const SLESOctet* pwd,
virftual void
Set HexPassword( genst char* pwd )
virftual ISLE Credentdals*
GenerateCredentials () const
virftual bool
Authenticate~

0;

size t size )

0;

= Q;
const ISLE Credentialsé& credentials,
int acceptableDelay ) const 0;

virftual besd
operater==
virftuad 'bool

Operator!= ( const ISLE SecAttributes& secAttr )

( const ISLE SecAttributes& secAttr ) const

const

0x11d2, \
0xdb }

virtual ISLE SecAttributes*
Copy () const = 0;
bi

Methods

void Set UserName( const char* name );
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Sets the user name to the value defined by the argument.

Arguments
name user name

Precondition: The length of the string supplied as argument is >= 3 and <= 16 characters.

void Set Password( const SLE Octet* pwd, size_t size );

Sets the password to the value defined by the arguments.

Arguments
pyd pointer to the password
size the size of the password in bytes

Precondition: The length of the octet string supplied as argument is.>= 6 and <= 16 ocfets.

vgid Set HexPassword( const char* pwd );
Sets the password to the value described by the argunient.

Atguments
pyd An ASCII stringzwith a hex representation of the password. The
ASCII string.consists of an even number of hex digits (t}o hex
digits for each byte of the password) without blanks and without
any prefix or postfix. The ASCII string may only contain ASCII
characters from the set {0’ - ‘9°, ‘A’ - ‘F’, ‘a’ - ‘f"}.”

Precondition: The length of ‘the octet string represented by the argument is >=6 and <=16
octets.

ISLE Credentials* GenerateCredentials() const;

Ggnerates and returns credentials from the attributes stored to the object. When any |of the
atfributes-have not been set, returns NULL.

booI Authenticate( const ISLE Credentialss credentials,

int acceptgbleDelay ) const;

Verifies that the credentials passed as argument have been generated from the attributes
stored to the object within the acceptable time delay. Returns true, if authentication
succeeds and false otherwise.
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Arguments
credentials the credentials that shall be authenticated
acceptableDelay the acceptable delay between the time the credentials have been

generated and the time of authentication

bool operator== ( const ISLE SecAttributes& secAttr ) const;
bool operator!= ( const ISLE SecAttributes& secAttr ) const;

The standard equality operators for security attributes.

ISLE |SecAttributes* Copy() const;

Performs a deep copy of the object and returns the copy.
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A5 SLE OPERATION OBJECTS
AS5.1 COMPONENT CREATOR FUNCTION
File <impl-id>.H

The component implementing operation objects includes a function to obtain a pointer to the
operation factory interface. The signature of this function is defined as:

extern "C" HRESULT

<impl-id> CreateOpFactory( const GUID& iid,
ISLE UtilFactory* putil,
ISLE Reporter* preporter,
void** ppv );

where <impl-id> is replaced by the product identifier of the implementation. Exterpal ‘C’
li\rage is required. A reference to the utility factory that shallkkbe used by the component
muyst be passed as an argument. The function checks the argument identifying the opgration
fag¢tory interface and returns an error when the implemeéntation does not suppott that
id¢ntifier.

A pointer to the reporter interface can optionally b&passed as well. Operation objects may
usg¢ this interface to report error messages, if, it-is provided. The extent to whichf error
logging is supported is implementation dependent.

Arguments

ijd identifier of the required interface

pUtil pointento the interface of the Utility Factory

pyeporter pointer to the reporter interface for passing of log messages and
notifications to the application

PRV pointer to the requested interface of the Operation Factory

Rgsult codes

S |OK the object has been created

E [NOINTERFACE the specified interface is not supported

E [INVALIDARG the reference to the utility factory or reporter is missing

CCSDS 914.0-M-2 Page A-37 September 2015

© ISO 2016 — All rights reserved


https://standardsiso.com/api/?name=f90e49c24543e11956851efb2fefffcd

ISO 18441:2016(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

AS.2 SLE OPERATION FACTORY

Name ISLE OperationFactory

GUID {BB4DDA22-54CD-11d8-9CF5-0004761E8CFB}
Inheritance: IUnknown

File ISLE OperationFactory

Synopsis

#incljude <SLE SCM.H>

#incljude <SLE APITypes.h>

#incljude <SLE Types.h>

inter

#defi

inter

{
vir]
C

}i

face ISLE Operation;

ne IID ISLE OperationFactory DEF { Oxbb4dda22, 0x54cd,~0x11d8,
{ 0x9c, 0xf5, 0x0, 0x4, 0x76, 0Oxle, 0x8c, 0xfb }ril

face ISLE OperationFactory : IUnknown

tual HRESULT

reateOperation( const GUID& iid,

SLE OpType opType,

SLE ApplicationIdentifiex srvType,
SLE VersionNumber version,

void** ppv ) const =0;

Methods

HREST

ILT CreateOperation( comst' GUID& iid,

SLE OpType opType,

SLE Applicationldentifier srvType,
SLE VersionNumber version,

void ** ppv ) const;

\

Creatds a new operation* object as specified by the arguments. If the interface cannot [be

found] does not referto an operation object interface of the specified type, or is not supported

for thq specified Service type, returns an error and sets the output argument to NULL.

Argunpents

iid GUID for the operation object interface to be returned

opType the operation object type that shall be created

srvType the service type for which an operation is requested

version the version number of the service type identified by srvType,
which must be greater than zero

ppv a pointer to the requested interface
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Result codes

S OK the object has been created
E NOINTERFACE the specified interface is not supported
SLE E INCONSISTENT the requested operation type is not supported by the specified
service type
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A5.3 BASIC INTERFACES

AS5.3.1 SLE Operation

Name ISLE Operation

GUID {BB4DDA25-54CD-11d8-9CF5-0004761E8CFB}
Inheritance: IUnknown

File ISIE Operation.H

The infterface defines basic characteristics supported by all operation objects.

Synopsis

#incljude <SLE_ SCM.H>
#incljude <SLE APITypes.h>
#incljude <SLE Types.h>
interjfface ISLE Credentials;

#defipe IID ISLE Operation DEF { Oxbb4dda25, 0x54cd)0x11d8, \
{ 0x9c, O0Oxf5, 0x0, 0x4, 0x76, Oxle, 0x8&; Oxfb } }

interjface ISLE Operation : IUnknown
{
virftual SLE ApplicationIdentifier
Get OpServiceType () const = 0;
virftual SLE VersionNumber
Get OpVersionNumber () const = 0;
virftual SLE OpType
Get OperationType () const =.QG
virftual bool
IlsConfirmed () const = 0;
virftual const ISLE Credentials*
Get InvokerCredentials () const = 0;
virftual void
Set _InvokerCredentials( const ISLE Credentialsé& credentials ) = 0;
virftual void
Put InvokerCredentials( ISLE Credentials* pcredentials ) = 0;
virftual HRESUDT
VerifyInvogationArguments () const = 0;
virftual HRESULT
Liock (9= O;
virftudl ‘HRESULT
TryDock () = 0;
virtual HRESULT
Unlock () = 0;
virtual ISLE Operation*
Copy () const = 0;
virtual char*
Print ( int maxDumplLength ) const = 0;

}i
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Methods
SLE ApplicationIdentifier Get OpServiceType() const;

Returns the SLE service type for the operation.

SLE VersionNumber Get OpVersionNumber () const;

Raturmsthe versiom mumber of the SEE-Service type for the operation.

SIE OpType Get OperationType () const;

Rdturns the type of operation as defined by SLE  OpType.

bdol IsConfirmed() const;

Rdturns true if the operation is a confirmed operation, false otherwise.

cgnst ISLE Credentials* Get_InvokerCredentials() const;

Rgturns a pointer to the invoker credentials or NULL when no credentials are present.

vdid Set InvokerCredentials( const ISLE Credentials& credentials );

Sets the invoker credentials copying the input argument.

vdid Put InvokerCredentials( ISLE Credentials* pcredentials );

Sets the invoker credentials to the input argument. The input argument will be deleted |by the
opgration object.

HRESULT . VerifyInvocationArguments () const;

Vgrifies the invocation arguments with respect to completeness, consistency, and range
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Result codes

S OK all checks passed

SLE E MISSINGARG at least one argument is missing
SLE E INCONSISTENT the arguments are inconsistent

SLE E RANGE at least one argument is out of range

Further results codes might be specified by supplemental Recommended Practice documents
for service-specific APIs. These result codes must be taken into account by implementations

o ot
of dertvedmterfaces:

HRESUYLT Lock () ;
Sets ah advisory lock on the operation object.

Resulf codes
S OK lock has been set
E FA[L further unspecified error

HRESUYLT TryLock() ;

Sets the lock on the object if possible. If the lock is currently not available retu

immedliately.

Resulf codes

S OK lock has been'set
SLE B _LOCKED lock not @vailable
E FA[L further unspecified error

HRESYLT Unlock() ;
Releagdes a lock previously set on the operation object.

Resulf codes
S OK lock has been removed
E FA[L further unspecified error

ms

ISLE Operation* Copy () ;

Performs a deep copy of the operation object and returns a pointer to the new object.

char* Print( int maxDumpLength ) const;

Generates and returns a human readable printout of the object attributes.
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Arguments
maxDumpLength defines the maximum length in bytes of hexadecimal dumps

produced for binary parameters, such as space data units

Default Setting of Operation Parameters after Creation

Argument Created directly Created by Service Instance
service type set in the create request as defined for the Sl

version number set in the create request as defined for the Sl
opgration type set in the create request according to the request
copfirmed operation depending on derived I/F depending on derived I/F
invoker credentials used false false

inoker credentials NULL NULL

Checking of Invocation Parameters

No checks are defined for the parameters handled by this.nterface.
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AS5.3.2 SLE Confirmed Operation

Name ISLE ConfirmedOperation

GUID {D020B006-CCD1-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown - ISLE Operation

File ISLE ConfirmedOperation.H

The interface defines characteristics supported by all confirmed operation objects

Synopsis

#incljude <ISLE Operation.H>

#defipe IID ISLE ConfirmedOperation DEF {0xd020b006, Oxccdl, 0x11d2,\
{ 0x9%9b, 0x44, 0x0, Oxa0, 0x24, Oxo6d, 0x80, Oxdb ¥ %}

interjfface ISLE ConfirmedOperation : ISLE Operation

{
virftual SLE Result

Get Result() const = 0;

virftual SLE DiagnosticType

Get DiagnosticType () const = 0;

virftual SLE Diagnostics

Get Diagnostics () const = 0;

virftual SLE InvokeId

Get InvokeId() const = 0;

virftual const ISLE Credentials*

Get PerformerCredentials () constv= 0;

virftual void

Set _PositiveResult() = 0;

virftual void

Set Diagnostics( SLE Diagnostics diagnostic ) = 0;

virftual void

Set _InvokeId( SLE InvbkeId id ) = 0;

virftual void

Set PerformerCredentials( const ISLE Credentialsé& credentials ) = 0;

virftual void

Put PerformerCredentials( ISLE Credentials* pcredentials ) = 0;

virftual HRESULT

VerifyRe€turnArguments () const = 0;

b

Metheds

SLE Result Get Result() const;

Returns the result (positive / negative) stored to the object.
SLE DiagnosticType Get DiagnosticType() const;

Returns the type of diagnostic (general, special, none) stored to the object.
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SLE Diagnostics Get_ Diagnostics() const;

Returns the common diagnostics if set in the object.

SLE InvokeId Get InvokeId() const;

Returns the Invocation Identifier currently set in the object.

(ale

R4

VQ

Se
res

VQ

Se
the

VQ

Se

VQ

Se

VQ

Se
de

nst ISLE Credentials* Get PerformerCredentials() const;

id Set PositiveResult();

ts the result of the operation to positive and the diagnostic type.to ‘invalid’. A ng
ult is set with the diagnostics.

id Set_Diagnostics( SLE Diagnostics diagnostic );

 result to negative.

id Set_InvokeId( SLE_InvokeId id );

ts the invoke identifier to the value passed as argument.

id Set_PerformerCredentials( const ISLE_Credentials& credentials

ts the performer crédentials copying the input argument.

id Put_PRerformerCredentials( ISLE Credentials* pcredentials )

ts the performer credentials to the input argument. The credentials argument ¥
letéd. by the operation object.

turns a pointer to the performer credentials or NULL when no credentials are-present.

gative

ts the common diagnostics to the input argument;.sets the diagnostic type to ‘common’ and

ill be

HRESULT VerifyReturnArguments() ;

Verifies the invocation arguments with respect to completeness, consistency, and range.
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Result codes

S OK

SLE E MISSINGARG
SLE_E_INCONSISTENT

SLE_E_RANGE
SLE_E DIAGNOSTIC

all checks passed

at least one argument is missing
the arguments are inconsistent, e.g., do not match the invocation

arguments

at least one argument is out of range
the diagnostic code is missing, unknown, or inconsistent with

the result

Furthgr results codes might be specified by for specific SLE services. These resultrcoq

must he taken into account by implementations of derived interfaces.

Default Setting of Operation Parameters after Creation

les

Argumnent Created directly Created by Service Instance
result ‘invalid’ ‘invalid’

diagnogtic type ‘none’ ‘none’

comman diagnostics ‘invalid’ ‘invalid’

performer credentials used false false

performer credentials NULL NULL

invocafion identifier 0 0 (will be handled by the service

instance)

ChecKing of Return Parameters

Argunjent Required condition

result must be set

diagnogtic type if the result is ‘negative’ must be ‘common’ or ‘specific’
comma@n diagnostics if the diagnostic type is common, must not be ‘invalid’
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AS5.4 COMMON ASSOCIATION MANAGEMENT

AS5.4.1 BIND Operation

Name ISLE Bind

GUID {D020B007-CCD1-11d2-9B44-00A0246D80DB}

Inheritance: IUnknown - ISLE Operation - ISLE ConfirmedOperation
File ISLE Bind.H

Tiie interface provides access to the parameters of the operation BIND. Throu|gh its
inleritance, it provides access to the parameter ‘invocation identifier’. This parameter| is not
defined for the BIND operation and must not be used. The API proxy and,the API Service
Elgment must exclude this operation from the checks related to invocation-identifiers.

The SLE service type and version number applicable for the operation object are defined
when the object is created (see ISLE UtilFactqry) and the inferface
I4LE Operation provides access to these attributes. Thislinterface defines addjtional
attributes for the SLE service type and version number, which represent the parameters|of the
SIE BIND operation and can be modified via this interface.

Synopsis

#ijpnclude <ISLE ConfirmedOperation.H>
interface ISLE SII;

#define IID ISLE Bind DEF { 0xd020©%007, Oxccdl, 0x11d2, \
{ 0x9%b, 0x44, 0x0, Oxa®, 0x24, Oxo6d, 0x80, Oxdb } }

interface ISLE Bind : ISLE, ConfirmedOperation

virtual const char*

Get InitiatorIdentifier() const = 0;
virtual const charny
Get Responderfdentifier() const = 0;
virtual consti-ghar*
Get RespoenderPortIdentifier() const = 0;
virtual cofst ISLE SII&
Get S€xvicelnstanceId() const = 0;
virtuadsvoid
Se¥InitiatorIdentifier( const char* id ) = 0;
vdrtual void
Set—Respondertdentifier{—econst—echars—3e—F—=0+
virtual void
Set ResponderPortIdentifier( const char* port ) = 0;
virtual void
Set Servicelnstanceld( const ISLE SII& siid ) = 0;
virtual void
Put ServicelInstancelId( ISLE SII* psiid ) = 0;
virtual SLE ApplicationIdentifier
Get ServiceType () const = 0;
virtual SLE VersionNumber
Get VersionNumber () const = 0;
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virtual void

Set ServiceType( SLE ApplicationIdentifier serviceType ) = 0;
virtual void
Set VersionNumber ( SLE VersionNumber version ) = 0;
virtual SLE BindDiagnostic
Get BindDiagnostic() const = 0;
virtual void
Set BindDiagnostic( SLE BindDiagnostic diagnostic ) = 0;
}i
Methods

const char* Get InitiatorIdentifier() const;

Returys the identifier for initiating SLE Application set in the object or NULL if the
paramgter has not been set.

const char* Get ResponderIdentifier() const;

Returps the identifier for responding SLE Application set in the-object or NULL if the
paramgter has not been set.

const char* Get ResponderPortIdentifier() const;

Returns the responder port identifier if currently set in'‘the object. Otherwise returns a NULL
point

const ISLE SII& Get ServiceInstanceld() const;
Returns the service instance identifier setiin the object.
Precondition: service instance idertifier is present in the object.
void|Set InitiatorIdentifier( const char* id );
Sets the identifier of the\initiating SLE Application.

void|Set ResponderIdentifier( const char* id );

Sets the identifier of the responding SLE Application.

void|Set’ ResponderPortldentifier( const char* port );

Sets the initiator port identifier copying the input argument.
void Set_Servicelnstanceld( const ISLE SII& siid );
Sets the service instance identifier copying the input argument.

void Put ServiceInstancelId( ISLE SII* psiid );
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Sets the service instance identifier to the input argument. The service instance identifier
passed is deleted by the component.

SLE ApplicationlIdentifier Get ServiceType() ;

Returns the service type currently stored in the object. This method differs from the inherited
method Get OpServiceType (), which returns the service type for which the operation
object was created (see ISLE UtilFactoryand ISLE Operation).

SIE VersionNumber Get_ VersionNumber () const;

Rgturns the version number currently set in the object. This method|differs from the
inferited method Get OpVersionNumber (), which returns the vérsion of the dervice
ter for which the operation object was created (see ISLE_UtilFactory and
I4LE Operation).

vdid Set ServiceType( SLE ApplicationIdentifier serviceType );

Sets the service type to the input argument.

vgid Set VersionNumber ( SLE_VersionNumber version );

Sets the version to the input argument.

SIE BindDiagnostic Get_ BindDiagnostic();
Rdturns the bind diagnostic currently set in the object.
vdid Set BindDiagnostic( SLE_BindDiagnostic diagnostic )

Sets the result to negative, the diagnostic type to ‘specific’, and the diagnostics to thg input
argument.

D¢fault Setting of Operation Parameters after Creation

Argument Created directly Created by Service Instance
initiator identifier NULL NULL

responder identifier NULL as defined for the Sl

responder port identifier NULL as defined for the Sl

service instance identifier NULL as defined for the Sl

service type as requested for creation as defined for the Sl

version number as requested for creation as defined for the Sl

bind diagnostic ‘invalid’ ‘invalid’
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Checking of Invocation Parameters

Argument

Required condition

responder identifier

must be set

responder port identifier

must be set

service instance identifier

must be set

service type

must be set

versior

number

must be set

The ¢
therefi
Veri
error g
side 1s
comp(

CheckKing of Return Parameters

hecks defined here include a check on the presence of the responder identifier and
re apply to the BIND initiating side only. On the responding side,;the meth
fyInvocationArguments () should not be called, because it firight return
Ithough the BIND invocation PDU is correct. Calling of this methed on the respong
not necessary, because all arguments are subject to specific tésts performed by f{
nents API proxy and API Service Element.

od
an

ler
he

Argunjent Required condition

bind dipgnostic if the result is negative and‘the diagnostic type is ‘specific’ must nof be
‘invalid’
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AS5.4.2 UNBIND Operation

Name ISLE Unbind
GUID {7B425720-D32D-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown — ISLE Operation - ISLE ConfirmedOperation

File ISLE Unbind.H

The interface provides access to the parameters of the operation UNBIND. Through its

n

PfIth{‘P it ﬂ1~nv1ﬂpc access to the narqmpfpr ‘invocationidentifier’  This ﬂqrqmpfpr

de
El

Synopsis

#1

#d

M

SI

R4

VQ

Se

D¢

fined for the UNBIND operation and must not be used. The API proxy and the APLH
pment must exclude this operation from the checks related to invocation identifiefs.

nclude <ISLE ConfirmedOperation.H>

efine IID ISLE Unbind DEF { 0x7b425720, 0xd32d, 0x11d2, \
{ 0x9%b, 0x44, 0x0, Oxa0O, 0x24, 0Ox6d, 0x80,-0Oxdb } }

terface ISLE Unbind : ISLE ConfirmedOperation

virtual SLE UnbindReason
Get UnbindReason() const = 0;
virtual void
Set UnbindReason( SLE UnbindReason reason ) = 0;

pthods

E_UnbindReason Get UnbindReason() const;

turns the unbind reason currently set in the object.

id Set_UnbindReason( SLE UnbindReason reason );

ts the unbind reasor to the input argument.

fault Setting of Operation Parameters after Creation

is not
ervice

Ar

jument Created directly Created by Service Instance

un

bind‘reason ‘invalid’ ‘invalid’

Checking of Invocation Parameters

Argument Required condition

unbind reason must not be ‘invalid’

Checking of Return Parameters

No checks are defined for parameters handled by this interface.

CCSDS 914.0-M-2 Page A-51 September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=f90e49c24543e11956851efb2fefffcd

ISO 18441:2016(E)
API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

A5.4.3 PEER-ABORT Operation

Name ISLE PeerAbort

GUID {7B425721-D32D-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown - ISLE Operation

File ISLE PeerAbort.H

The 1nterface prov1des access to the parameters of the operatlon PEER ABORT Through its
inherita amet . i :
defined for the PEER ABORT operatlon and must not be used The proxy must ensure t at
authenjtication is not applied to the PEER-ABORT operation, even if the parameter,is set| in
the opgration object by mistake.

In addition to the parameters defined for the SLE operation, objects exporting this interfgce
store the originator of the abort, which can be the peer system, the local proxy, the logal
servicg element, or the local application. This information is not.forwarded across the
associption.

Synopsis
#incljude <ISLE Operation.H>

#defipne IID ISLE PeerAbort DEF { 0x7b42572k,'0xd32d, 0x11d2, \
{ Ox9b 0x44, OxO O0xal0, 0x24, Ox6d, 0x80, Oxdb } }

inter|fface ISLE PeerAbort : ISLE Operation

{
virftual SLE PeerAbortDiagnostigc

Get PeerAbortDiagnostic() eomst = 0;
virftual void
Spt PeerAbortDiagnostic (\SLE PeerAbortDiagnostic diagnostic ) = 0;

virftual SLE AbortOriginator

Get AbortOriginator())const = 0;

virftual void

Set AbortOrigina€or ( SLE AbortOriginator originator ) = 0;

Methods

diagnostics can be checked by the method provided by the base class.

void Set PeerAbortDiagnostic( SLE PeerAbortDiagnostic diagnostic );
Sets the PEER-ABORT diagnostic, and the diagnostic type to ‘specific’.

SLE AbortOriginator Get AbortOriginator() const;
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Returns the originator of the abort.
void Set AbortOriginator( SLE AbortOriginator originator );

Sets the originator of the abort to the input argument.

Default Setting of Parameters after Creation

Argument Created directly Created by Service Instance
pegr abort diagnostics ‘invalid’ ‘invalid’
abprt originator ‘invalid’ ‘application’

Checking of Invocation Parameters

Ng checking is performed.
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AS5.5 OTHER COMMON OPERATIONS

AS5.5.1 STOP Operation

Name ISLE Stop

GUID {7B425723-D32D-11d2-9B44-00A0246D80DB}

Inheritance: IUnknown - ISLE Operation - ISLE ConfirmedOperation
File ISLE Stop.H

D

This i§ an empty interface, as all functionality required is covered by the inherited interfacps.
The specific interface exists in order to attach the required identifier.

Synopsis

#incljude <ISLE ConfirmedOperation.H>

#defipe IID ISLE Stop DEF { 0x7b425723, 0xd32d, 0x11d2,~\
{ 0x9%b, 0x44, 0x0, Oxa0O, 0x24, Oxo6d, 0x80,<0xdb } }

interjfface ISLE Stop : ISLE ConfirmedOperation {}g

Methlds

This ipterface does not define any new methods.
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AS5.5.2 SCHEDULE STATUS REPORT Operation

Name ISLE ScheduleStatusReport

GUID {7B425724-D32D-11d2-9B44-00A0246D80DB}

Inheritance: IUnknown — ISLE Operation - ISLE ConfirmedOperation
File ISLE ScheduleStatusReport.H

Symopsis

#include <ISLE ConfirmedOperation.H>

#define IID ISLE ScheduleStatusReport DEF \
{ 0x7b425724, 0xd32d, 0xl1lldz, \
{ 0x9%9b, 0x44, 0x0, Oxa0O, 0x24, Oxo6d, 0x80, Oxdb } O

interface ISLE ScheduleStatusReport : ISLE ConfirmedOpgration

virtual SLE ReportRequestType

Get ReportRequestType () const = 0;
virtual void

Set ReportRequestType ( SLE ReportRequestType type ) = 0;
virtual SLE ReportingCycle

Get ReportingCycle() const = 0;
virtual void

Set ReportingCycle( SLE ReportingCycle cycle ) = 0;
virtual SLE ScheduleStatusReportDidgnostic

Get SSRDiagnostic() const = 0;
virtual void

Set SSRDiagnostic( SLE ScheduleStatusReportDiagnostic diagnostic )= 0;

Megthods

SIE_ReportRequestType Get ReportRequestType() const;

Rdturns the type ofrequest (immediate, periodically, stop).

vdid Set ReportRequestType( SLE ReportRequestType type )

Sets thetype of request.

SLE ReportingCycle Get ReportingCycle() const;
Returns the reporting cycle value currently set in the object.
Precondition: The report request type is set to ‘periodically’.

void Set ReportingCycle( SLE_ReportingCycle cycle );

Sets the reporting cycle to the value passed as argument.
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Precondition: The report request type is set to ‘periodically’.

SLE_ScheduleStatusReportDiagnostic Get_ SSRDiagnostic() const;

Returns the diagnostic code if set in the object.

void Set SSRDiagnostic( SLE_ScheduleStatusReportDiagnostic

diagIosH c—)
Sets the diagnostic code to the value of the argument, the diagnostic type to ‘specific’, and
the reqult to ‘negative’.

Defaullt Setting of Operation Parameters after Creation

Argun]ent Created directly Created by Sepvice Instance
report fequest type ‘invalid’ ‘invalid’

reporting cycle zero zero

schedyle status report ‘invalid’ dnvalid’

diagnogtic

Checking of Invocation Parameters

Argunjent Required condition

report fequest type must not be {invalid’

reportipg cycle must be set if the reporting type is periodically; if used the value must
be inthe'range 2 to 600 seconds

Checking of Return Parameters

Argunjent Required condition

schedyle status report if the diagnostic type is ‘specific’ must not be ‘invalid’

diagnogtic
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AS5.5.3 TRANSFER BUFFER Operation

Name ISLE TransferBuffer

GUID {7B425725-D32D-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown - ISLE Operation

File ISLE TransferBuffer.H

S‘Y“ nncic
Y o>

#include <ISLE Operation.H>

#define IID ISLE TransferBuffer DEF { 0x7b425725, 0xd32d, 0x11d2,."\
{ 0x9%b, 0x44, 0x0, Oxa0O, 0x24, Oxo6d, 0x80, Oxdb } }

interface ISLE TransferBuffer : ISLE Operation

virtual size t

Get MaximumSize () const = 0;
virtual HRESULT

Set MaximumSize( size t size ) = 0;
virtual size t

Get Size() const = 0;

virtual bool

Full() const = 0;

virtual bool

Empty () const = 0;

virtual void

Append( ISLE Operation* poperation ) = 0;
virtual void

Prepend( ISLE Operation* . ploperation,

bool extend = failse ) = 0;
virtual ISLE Operation?*
RemoveFront () = 0;
virtual ISLE Operatien*
RemoveRear () = _0;
virtual const ILSLE Operation*
Front () const~= 0;
virtual voigd
Clear () <&.0;
virtual wveid
ResetN) = 0;
fvirtual bool
MereData () const = 0;
virtual const ISLE Operation*
Next () = 0;
}i
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Methods

size_t Get MaximumSize () const;

Returns the maximum number of elements that can be stored into the buffer.

HRESULT Set MaximumSize( size t size );

Sets the maximum number of elements that can be stored into the buffer. If the current size

exceeds-the w:-r}nqupﬂ maximum size returns an error

Resulf
S_OK
E_FA

siz e
Returr

bool

Returr
stored

bool
Returry
void

Apper
by the

Preconditions: The buffer1s not full and the operation object is of the correct type.

void

Inserts

s the number of elements currently stored in the buffer.

Full() const;

s true if the number of stored elements equals>the maximum number that can

Empty () const;

s true if nothing is stored in the buffer.

Append( ISLE Operation*_poperation );

buffer when it itself is 'deleted.

Prepend (‘ZSLE Operation* poperation, bool extend = false );

the operation object at the front of the buffer. If the argument ‘extend’ is set to trj

the burfer 1stextended if it is already full and the maximum size is adjusted.

codes
the maximum size has been set as requested

[L the maximum size has not been set because it would requiire
deletion of stored objects

|t Get_Size() const;

be

ds the operation object t0the end of the buffer. The operation object will be deleted

e,

Preconditions: The buffer is not full or the argument ‘extend’ is set to true; the operation

object is of the correct type.

ISLE Operation* RemoveFront() ;

Returns the operation object at the beginning of the buffer and removes it from the buffer. If
the buffer is empty returns NULL.
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ISLE Operation* RemoveRear () ;

Returns the operation object at the end of the buffer and removes it from the buffer. If the
buffer is empty returns NULL.

const ISLE Operation* Front() const;

Returns a pointer to the first object in the buffer, without changing the buffer content.

vgid—€ieart)

Rgmove and delete all stored objects.

It¢rating through the transfer buffer.

THe following methods define a simple iterator for the transfer buffer. Iteration is dlways
frqm the first to the last element stored.

vdid Reset();
Rgsets the iterator to the beginning of the buffer.
bdol MoreData() const;

Rdturns true if more objects are stored in thebuffer; i.e., the next call to Next () will|return
an|object. If the iterator has reached the end of the buffer, returns false.

cgnst ISLE Operation* Next\()-
Rdturns the object at the position of the iterator and advances the iterator by one.
Cqde Example for iteration'through the buffer (pbuf is a pointer to the buffer):

const ISLE Operation* poperation = 0;
pbuf->Reset () ;
while ( buf->MoreData() ) {
poperation = buf->Next () ;
// do something with the object
}

Défaunlt-Setting-of-OperationParameters-after-Creation

Argument Created directly
maximum buffer size 1
current size 0

Checking of Invocation Parameters
No checks are defined.
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A6 INTERFACES PROVIDED BY SEVERAL COMPONENTS
A6.1 CONTROL OF INTERFACE BEHAVIOR

A6.1.1 Sequential Flows of Control

Name ISLE Sequential

GUID {D020B008-CCD1-11d2-9B44-00A0246D80DB}
Inherjtance: IUnknown

File ISLE Sequential.H

The ipnterface is used to control processing of a component providing  the' behavjor
‘Sequé¢ntial Flows of Control” as defined in 3.7.2.

Procegsing of the component is started with the method StartSeguential () dnd
stoppdd by TerminateSequential (). StartSequential() returns as soon |as
procegsing of the component has started.

The eyent monitor (interface ISLE EventMonitor) is used by the component to register
eventq on which the component implementing this intetface will wait. The timer hand|er
(interface ISLE TimerHandler) is used by the cotponent to start timers and registef a
timeoyit processor to be called when the timer expires.

Synopsis

#incljude <SLE SCM.H>
#incljude <SLE APITypes.h>
interjfface ISLE EventMonitor;
inter|fface ISLE TimerHandler;

#defipe IID ISLE Sequential DEF { 0xd020b008, Oxccdl, 0x11d2, \
{ 0x%b, 0x44,,0x0, O0xa0O, 0x24, Ox6d, 0x80, Oxdb } }

interjfface ISLE Seduehtial : IUnknown

{
virftual HRESULT

StartSegUential ( ISLE EventMonitor* pmonitor,

ISLE TimerHandler* ptimerhandler ) = 0;

virftuad VHRESULT

Te&minateSequential () = 0;

Methods

HRESULT StartSequential( ISLE EventMonitor* pmonitor,
ISLE TimerHandler* ptimerhandler );

Starts processing of the component.
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Arguments

pmonitor reference to the event monitor the component shall use for
monitoring external events

ptimerhandler reference to the timer handler the component shall use

Result codes

S OK processing of the component has started

SLE_E DEGRADED not all of the proxies linked to the service element could be
started-(apphes-onty-for-theserviee-elementy

SIE E CONFIG configuration has not been performed or has not eonjpleted
successfully

E [INVALIDARG either the event monitor or the timer handler are, thissing

SLE E STATE operation of the component has already been-started

E [FAIL operation could not be started because of any other problem

HRESULT TerminateSequential() ;
Tearminates processing of the component.

Rgsult codes

S |OK processing of the component will terminate
SIE E STATE operation of the component has not been started
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A6.1.2 Event Monitor

Name ISLE EventMonitor

GUID {D020B009-CCD1-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown

File ISLE EventMonitor.H

Objects implementing this interface provide the means to register and de-register external
events, which the object will monitor. When an event is detected, the object will callythe
method ProcessEvent () of the interface ISLE EventProcessor passed |as
argumient to the event registration method. If, for any reason the object is no longet” able|to
monitpr an event, it calls the method MonitorAbort () of the event processor:

Synopsis

#incljude <SLE SCM.H>
#incljude <SLE APITypes.h>
interjfface ISLE EventProcessor;

#defipe IID ISLE EventMonitor DEF { 0xd020b009, Oxccdl, 0x11d2, \
{ 0x%b, 0x44, 0x0, Oxa0O, 0x24, 0Ox6d,*x06x80, Oxdb } }

inter|fface ISLE EventMonitor : IUnknown

{
virftual HRESULT

AddEvent ( const SLE EventHandle& handle,

ISLE EventProcessor* pprocessor ) = 0;

virftual HRESULT

RemoveEvent ( const SLE EventHandle& handle ) = 0;

Methods

HRESULT AddEvent( const SLE EventHandle& handle,
ISLE EventProcessor* pprocessor );

Registers the event.identified by the event handle and the event processor that will procgss
the event.

Arguments

handle the event handle. describing the event accordine to nlatfo
a > 5 S P

specific conventions
pprocessor pointer to the interface of the event processor that shall be
invoked when the event is detected
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Result codes

S OK the event has been registered

SLE E OVERFLOW the number of registered events exceeds the capabilities of the
- event monitor

SLE E DUPLICATE the event is already registered

E FAIL the request fails because of a further unspecified error

HRESULT RemoveEvent( const SLE EventHandle& handle ):

Rdmoves a previously registered event and its event handler from the event monitor.
Arguments

hgndle the event handle, describing the event ac¢prding to platform

specific conventions

Rgsult codes

S |OK the event has been de-registered

SLE E UNKNOWN the event is not registered
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A6.1.3 Event Processor

Name ISLE EventProcessor

GUID {DO20BO0OA-CCD1-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown

File ISLE EventProcessor.H

The eyent processor handles an event detected by the event monitor with which it has been
registgred.

Synopsis

#incljude <SLE_ SCM.H>
#incljude <SLE APITypes.h>

#defipne IID ISLE EventProcessor DEF { 0xd020b00a, Oxccdl-0Ox11d2, \
{ 0x9p, 0x44, 0x0, 0xa0O, 0x24, 0Ox6d, 0x80, Oxdb } }

interjface ISLE EventProcessor : IUnknown

{

virftual void

ProcessEvent ( const SLE EventHandle& handle™) = 0;
virftual void
MonitorAbort ( const SLE EventHandle& hamdle ) = 0;

bi
Methods

void|ProcessEvent( const SLE EventHandle& handle );
Procegses the event passed as argument.

Arguments
handfle the event handle describing the event that has occurred

void |MonitorAbort( const SLE EventHandle& handle )

The method is-called when the event handler is no longer able to monitor the event.

Arguments
handIe the event handte that had been registered
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A6.1.4 Timer Handler

Name ISLE TimerHandler

GUID {0E265180-D4BF-11d2-9B44-00A0246D80DB}

Inheritance: IUnknown

File ISLE TimerHandler.H

Oy eout

processor. When the timer expires, the method ProcessTimeout () of theltimeout
processor is called. The interface also provides a method to cancel a running timer pnd to
redtart a timer that is already running. If for any reason the timer handler aborts a rynning
timer by itself it calls the method HandlerAbort () of the timeout processor.

A Jrunning timer is identified by a timer identifier. This is an opaque, type, with which the
client must not associate any specific meaning. A specific identifiefis only valid as lpng as
th¢ associated timer is running.

A{ an option, an invocation identifier can be associated with.every activation of a timet. This
inyocation identifier is passed to the matching call of the'method ProcessTimeoyt() of
th¢ timeout processor.

Synopsis

#ipclude <SLE_ SCM.H>
#include <SLE APITypes.h>
interface ISLE TimeoutProcessozry

#define IID ISLE TimerHandler DEF { 0xe265180, Oxd4bf, 0x11d2, \
{ 0x9%b, 0x44,~0x0, O0xa0, 0x24, Oxod, 0x80, Oxdb } };

interface ISLE TimgrHandler : IUnknown

virtual HRESULT
StartTimek () 1nt timeout,
ISLE TimeoutProcessor* pprocessor,
SLE TimerIdé& timer,
int invocationId = 0 ) = 0;
virtual HRESULT
CancelTimer ( SLE TimerId timer ) = 0;
z1Ytnal HRESUILT

RestartTimer ( SLE TimerId timer,
int timeout,
int invocationId = 0 ) = 0;
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Methods

HRESULT StartTimer( int timeout,
ISLE TimeoutProcessor* pprocessor,
SLE TimerIdé& timer,
int invocationId ) ;

Starts a timer and registers a timeout processor to be called when the timer expires.

Arguments

timeput the timeout value in seconds

pprofgessor pointer to the interface of the timeout processor that Shall |be
invoked when the timer expires

timef the identifier for the timer returned to the caller

invofationId identifier of the timer activation passed to thenmatching call|of

the timeout processor

Resulf codes

S OK the timer has been started

SLE _E OVERFLOW the number of timers exceeds(th¢ capabilities of the timer
handler

SLE E TIME the time specified cannot be handled

E FA[L the request fails because.of a further unspecified error

HRESULT CancelTimer( SLE TimerId timer );
Cancels a previously started timer.

Arguments
timel thé timer id returned from the call to StartTimer ()

Resulf codes
S _OK the timer has been cancelled
SLE_E UNKNOWN the timer is not running

T

HRESULT RestartTimer( SLE TimerId timer, int timeout,
int invocationId ) ;

Cancels and subsequently starts the timer identified in the first argument. Returns an error if
the timer is not active.

Arguments

timer the timer id returned from the call to StartTimer ()

timeout the timeout value in seconds

invocationId identifier of the timer activation passed to the matching call of
the timeout processor
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Result codes

S OK the timer has been restarted

SLE E UNKNOWN the timer is not active

SLE E TIME the time specified cannot be handled

E FAIL the request fails because of a further unspecified reason

A6.1.5 Timeout Processor

Name IStE TimeoutRProcessor

GUID {0E265181-D4BF-11d2-9B44-00A0246D80DR}
Inheritance: IUnknown

File ISLE TimeoutProcessor.H

THe timeout processor is called when a timer expires.

Synopsis

#ipclude <SLE SCM.H>
#include <SLE APITypes.h>

#define IID ISLE TimeoutProcessor DEF { 0xe265181, Oxd4bf, 0x11d2, \
{ 0x9b, 0x44, 0x0, Oxa0, 0x24, Oxod, 0x80, Oxdb } };

interface ISLE TimeoutProcessor : IUnknown
virtual void
ProcessTimeout ( SLE TimerId timer,

int invocationId ) = 0;

virtual void
HandlerAbort ( SLE TimerId timer ) = 0;

Megthods

vgid ProcessTimeout( SLE_TimerId timer, int invocationId );

Prpcesses a timéout.

Arguments

timek the timer id returned when the timer was started

invecationTd identifier of the timer activation passed to the call bf the
interface ISLE TimerHandler, which caused this method
invocation

CCSDS 914.0-M-2 Page A-67 September 2015

© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=f90e49c24543e11956851efb2fefffcd

ISO 18441:2016(E)

void HandlerAbort( SLE TimerId timer );

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

The method is called when the timer handler has aborted the timer for whatever reason.

Arguments

timer

A6.1.6 Concurrent Flows of Control

the timer id returned when the timer was started

Name ISLE Concurrent
GUID {7B425726-D32D-11d2-9B44-00A0246D80DB}
Inherjtance: IUnknown
File ISLE Concurrent.H
The ipterface is used to control processing of a component providing the behavjor
‘Concprrrent Flows of Control’ as defined in 3.7.3.
Procegsing of the component is started with the method StartConcurent (). The
method checks the configuration and returns as soon as processing within the component has
been sftarted.
Synopsis
#incljude <SLE SCM.H>
#defijpe IID ISLE Concurrent DEF { 0x#0425726, 0xd32d, 0x11d2, \
{ 0x9%9b, 0x44, 0x0, Oxa0,,0x24, Oxod, 0x80, Oxdb } }
interjfface ISLE Concurrent : IUnkhown
{
virftual HRESULT
SftartConcurrent () = 0§
virftual HRESULT
TerminateConcurrent)() = 0;
}i
Methgds
HRESULT, StartConcurrent () ;
Starts preeessing-of the-component:
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Result codes

S OK processing of the component has started
SLE_E DEGRADED not all of the proxies linked to the service element could be
started (applies only for the service element)
SLE_E CONFIG configuration has not been performed or has not completed
successfully
SLE E STATE operation of the component has already been started
E FAIL operation could not be started because of any other problem
HRESULT TerminateConcurrent () ;
Tgrminates processing of the component.
Rgsult codes
S |OK processing of the component will terminate
SIE E STATE operation of the component has not been started
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A6.2 CONTROL OF TRACES
Name ISLE TraceControl
GUID {D020BO0B-CCD1-11d2-9B44-00A0246D80DB}

Inheritance: IUnknown

File

The 1

ISLE TraceControl.H

terface is exported by objects that support generation of diagnostic traces. Trace

record
This 1
specif]

Synop

#incl
#incl
inter]

#defi

inter]

{

vir]

Methods

HREST

Starts
true

s are entered to the interface ISLE Trace passed to the method StartTrace
hterface is provided by the SLE Application. Trace records and the trace levels ¢
ed in 3.6.3.

sis
ude <SLE_SCM.H>

ude <SLE APITypes.h>
face ISLE Trace;

ne IID ISLE TraceControl DEF { 0xd020b00b, Oxgedl, 0x11d2, \
{ 0x9%b, 0x44, 0x0, Oxa0, 0x24, Oxo6d, 0x80, Oxdb } }

face ISLE TraceControl : IUnknown

tual HRESULT

tartTrace( ISLE Trace* trace,
SLE TraceLevel level,
bool forward ) = 0;
tual HRESULT

topTrace() = 0;

JLT StartTrace/(\ISLE Trace* ptrace,
SLE Tracelevel level,
bool forward ) ;

tracing by 'the object that exports the interface. If the argument forward is set
the object also starts tracing of associated lower layers of the AP, if applicable.

).

re

Argun

pents

ptrace pointer to the interface to which trace records shall be passed
level the trace level that shall be applied as defined in 3.6.3
forward if set to true, tracing for lower layers of the API shall

started as well

be
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Result codes

S OK tracing started
SLE _E STATE tracing already active
E FAIL the request fails because of a further unspecified error

HRESULT StopTrace() ;

Stops a previously started trace.

Rgsult codes
S |OK tracing stopped
SLE E STATE tracing not active
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A7 SLE API PROXY

A7.1

File

COMPONENT CREATOR FUNCTION

<impl-id>.H

The API proxy component includes a function to create an instance and obtain a pointer to
the administrative interface. The signature of this function is defined as:

exte
<i

where|<impl-id> is replaced by the product identifier of the implementation. External
linkage is required. The function ensures that a single instance of the-proxy is created Td

return

argumlent identifying the interface and returns an error when the ¥mplementation does

suppoftt an interface with that identifier.

Argunpents

iid identifier of the required interface

PPV pointer to the requested tnterface of the API proxy

Resulf codes

rn "C" HRESULT
npl-id> CreateProxy( const GUID& 1iid,
void** ppv );

5 pointer to the same instance if it is called repetitively. The function checks

C’

he
ot

S OK the object has been created
E NO[LNTERFACE the specified interface is not supported
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A7.2 SLE PROXY ADMINISTRATIVE INTERFACE

Name
GUID

ISLE ProxyAdmin

{DO20B0O0OC-CCD1-11d2-9B44-00A0246D80DB}

Inheritance: IUnknown

File

ISLE ProxyAdmin.H

it the

interfaces needed operationally. All static configuration parameters needed by the prexy are
defined in a configuration file. The path name of that file is supplied to the proxy via this

m

In
sel
Cr{

TH

erface.

Synopsis

#1
#1
#1
in|
in|
in
in
in

#d

terface
terface
terface
terface
terface

terface

virtual

virtual

e interface finally provides a method for shutdown of the proxy.

nclude <SLE SCM.H>
nclude <SLE APITypes.h>
nclude <SLE Types.h>

ISLE Locator;

ISLE OperationFactory;
ISLE UtilFactory;

ISLE Reporter;

ISLE SII;

efine IID ISLE ProxyAdmin' DEF { 0xd020b00c, Oxccdl,

{ 0x9b, 0x4447\0x0, Oxa0O, 0x24, Oxod, 0x80,
ISLE ProXyAdmin : IUnknown

HRESULA

ConfigureX jconst char* configFilePath,

ISLE Locator* plocator,

ISLE OperationFactory* popFactory,

ISLE UtilFactory* putilFactory,

ISLE Reporter* preporter ) = 0;
HRESULT

addition, the interface provides methods to register and de-register ports for a specific
vice instance. These methods are used by the service element when a service instgnce is
fated and deleted. Port registration is described in 3.2.5.

0x11d2, \
Oxdb } }

ST~ aer—

() — 0.
7 7

virtual HRESULT
RegisterPort( const ISLE SII& sii,

const char* responderPort,
SLE PortRegIdé& regId ) = 0;

virtual HRESULT

DeregisterPort ( SLE PortRegld regId ) = 0;
virtual const char*

Get ProtocolId() const = 0;

}i
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HRESULT Configure( const char* configFilePath,

ISLE Locator* plocator,

ISLE OperationFactory* popFactory,
ISLE UtilFactory* putilFactory,
ISLE Reporter* preporter );

TRANSFER SERVICES—CORE SPECIFICATION

Configures the proxy and passes it the basic interfaces of other components needed for
xy also configures and initializes the

operations. As part of this method, the pro
commEnications system. Any problems and errors are entered into the system log using-t

he

interfdce passed as argument.

Arguments

confligfFilePath full path name of the proxy configuration file;“the contents|of
this file is implementation dependent

plocptor Pointer to the locator interface for ineoming calls; if |no
incoming calls are to be accepted, this atgument is set to NULL

popFhctory pointer to the operation object factofy to be used by the proxy

puti[lFactory pointer to the factory interface for-utility objects to be used by
the proxy

prepprter pointer to the reporter interface for passing of log messages and
notifications to the application

Resulf codes

S _OK configuration completed without errors

SLE_E NOFILE configuration/file not found

SLE_E CONFIG errors ornconsistencies in the configuration data

SLE_E COMMS unable to initialize communications system

E INVALIDARG one-of the input arguments is NULL

E FA[L the request fails because of a further unspecified error

HRESULT ShutDown();

Requgsts the proXy-to shutdown and release all resources.

Resulf codés

S OK the proxy no longer exists

SLE E STATE operation ot the proxy must be terminated first

HRESULT RegisterPort( const ISLE SII& sii,

CCSDS 914.0-M-2
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Port registration actions are technology and implementation dependent.

The method must be called for every new service instance responding to BIND invocations,
as the proxy may depend on this procedure.

Arguments

sii service instance identifier

responderPort logical name of the local port on which the proxy shall accept a
BIND invocation

rgegtd registration—tdentiierthat-must-be-passed-to-the-pressy—when the
port is de-registered; for the client the registration identifier is
an opaque type and no further meaning should be. assqciated
with it; in particular the registration id need not.b¢ unique for
service instances

Rdsult codes

S |OK port has been registered

SIE _E UNKNOWN the port identifier is not defined in the configuration databpse

SIE E INVALIDID the port is not defined as a localport

SLE E DUPLICATE duplicate registration

E [NOTIMPL the responder role is either~not supported or has been disabled
by configuration

E |FAIL the request fails because of a further unspecified error

HRESULT DeregisterPort( SLE_ PortRegId regId );

Dg-registers a port that has been previously registered.

Arguments

r¢gld registration identifier obtained from a previous cpll to
RegisterPort ()

Rdsult codes

S |OK port has been de-registered

SIE E UNKNOWN port was not registered

E [NOT IMPL the responder role is either not supported or has been disabled
by configuration

E [MWALIDARG the registration identifier is invalid

const char* Get ProtocolId() const;

Returns the identifier for the protocol supported by the proxy.
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ve
he
nat

A7.3 ASSOCIATION FACTORY

Name ISLE AssocFactory

GUID {D020B0O0OD-CCD1-11d2-9B44-00A0246D80DB}

Inheritance: IUnknown

File ISLE AssocFactory.H

The interface allows creation of associations that take the initiator role for the BIND
operatfion. Associations created via this interface can be used for several consecut
associptions for the same service instance. When the association is no longer needed,
proxy[must be instructed to destroy the association. In addition, clients must make sure t}
all references on the interface have been released.

Synop)sis

#incljude <SLE_ SCM.H>

#incl
#incl
inter
inter

#defi

inter

{

vir]

void*% ppv ) = 0;
virftual HRESULT
DestroyAssociation ({(IUnknown* passoc ) = 0;
}i
Methods
HRESULT CreateAssociation( const GUID& iid,

ude <SLE Types.h>

ude <SLE APITypes.h>

face ISLE SrvProxyInitiate;
face ISLE SrvProxyInform;

ne IID ISLE AssocFactory DEF { 0xd020b00d, Oxccdl, 0x11d2, \
{ 0x9%b, 0x44, 0x0, Oxa0O, 0x24, Oxo6d, 0x80, Oxdb } }

face ISLE AssocFactory : IUnknown

tual HRESULT

reateAssociation( const GUID&,iid,
SLE ApplicationIdentifier srvType,
ISLE SrvProxyInform* pclientIf,

SLE AppplicationIdentifier srvType,
ISLE SrvProxyInform* pclientIf,
void** ppv );

Creates a new association of the specified service type, which acts as an initiator for the
BIND operation. If the proxy does not support the service type or the specified interface it
returns an error.
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Arguments

iid identifier for the interface ISLE SrvProxyInitiate
srvType the SLE service type to be supported by the association
pclientIf pointer to the client interface

ppVv pointer to the requested interface of the association

Result codes

S OK the association object has been created
SUE_E_STATE theproxy tras ot beemr started

E [NOTIMPL the service type is not supported by the proxy

E [NOINTERFACE the interface is not supported by an association objéct

HRESULT DestroyAssociation( IUnknown* passoc );

Dgletes an association previously created by this interface.

Arguments
pdssoc pointer to the association object

Rgsult codes

S |OK the object has been desfroyed

SLE E STATE the association is not in the state unbound

SIE _E UNKNOWN the association ishot known to the proxy

SIE E TYPE the association has not been created by this interface
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A7.4 SLE SERVICE PROXY INTERFACE

Name ISLE SrvProxylInitiate

GUID {DO20BO0OE-CCD1-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown

File ISLE SrvProxyInitiate.H

The interface allows a client to pass SI.E operation invocations and returns to an association
in the proxy for transmission to the peer system.

The agsociation accepts any operation that is valid for the given service type, independent|of
the sefvice instance state and whether the clients acts as an SLE service user or, provider. The
only checks applied are related to the state of the association.

(For aldescription of the associated state table of an association see 4.)

Synopsis

#incljude <SLE_ SCM.H>

#incljude <SLE APITypes.h>
interjface ISLE Operation;
interjfface ISLE ConfirmedOperation;

#defijpe IID ISLE SrvProxyInitiate DEF { 0xd020b00e, Oxccdl, 0x11d2, \
{ 0x9b, 0x44, 0x0, 0xaO, Ox24, 0x6d, 0x80, Oxdb } }

interjfface ISLE SrvProxyInitiate :.IUnknown

{
virftual HRESULT

InitiateOpInvoke ( ISLE Qpération* poperation,

boolSreportTransmission = false,

unsigned long seqgCount = 0 ) = 0;

virtupl HRESULT

InitiateOpReturn{ \ISLE ConfirmedOperation* poperation,

bool report = false,

unsigned long segCount = 0 ) = 0;

virtupl HRESULT

DiiscardBufifer () = 0;

virftual SLE/AssocState

Get AssocState() const = 0;

}i

Methods

HRESULT InitiateOpInvoke( ISLE Operation* poperation,
bool reportTransmission = false,
unsigned long seqCount = 0 );

Queues the operation invocation defined by the argument poperation for transmission. If
the argument reportTransmission is set to true final transmission is reported via the
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interface ISLE_SrvProxyInform. If the operation is confirmed, the association returns
it when the associated return arrives.

Arguments
poperation

reportTransmission
segCount

the operation object containing the invocation that shall be

transmitted

true indicates that transmission of the PDU shall be reported

sequence count for PDUs as defined in 3.7.3

Rgsult codes
SHE S TRANSMITTED

SIE S QUEUED
SIE_E UNBINDING

SIE E INVALIDID

SIE E INVALIDPDU
SIE _E PROTOCOL

SIE E COMMS

SIE_E_OVERFLOW
SIE E ABORTED

SIE_E_SEQUENCE
E |FATL

HRESULT InitiateOpReturn( ISLE ConfirmedOperation* poperation,

Queues the operation return defined by the argument poperation for transmission.
argument repgrtTransmission is set to true final transmission is reported V
inferface I6LE SrvProxyInform.

Arguments
paperation

the PDU has been passed to the communications, syste
transmission

the PDU has been queued locally for transmission
the PDU can no longer be accepted bécause an UN
operation has already been initialized

the identifier of the peer applicatioh passed in a
invocation is not defined in the configuration database

the operation is not supported for'the service type

the operation cannot be accepted in the current state, b
that would result in a pratd¢ol error

the request cannot be performed because of a communic
system failure

the configured queuing capability has been exceeded

the association-has been aborted

sequence _count out of acceptable window

the request fails because of a further unspecified error

bool reportTransmission = false,
unsigned long seqCount = 0 );

m for

BIND

BIND

ccausc

ations

If the
ia the

the operation object containing the invocation that sh

all be

reportTransmission
segCount

CCSDS 914.0-M-2
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Result codes
SLE S TRANSMITTED the PDU has been passed to the communications system for

transmission
SLE S QUEUED the PDU has been queued locally for transmission
SLE_E UNBINDING the PDU can no longer be accepted because an UNBIND

operation has already been initialized
SLE E INVALIDPDU the operation is not supported for the service type

SLE_E PROTOCOL the operation cannot be accepted in the current state, because
that woutd Tesult it @ protocot error

SLE E COMMS the request cannot be performed because of a communi¢atigns
system failure

SLE E OVERFLOW the configured queuing capability has been exceeded

SLE_E ABORTED the association has been aborted

SLE_E SEQUENCE sequence count out of acceptable window

E FA[L the request fails because of a further unspecified error

HRESULT DiscardBuffer() ;

Searcljes the local transmission queue of operations of the.type TRANSFER-BUFFER, jrnld

deletes all objects for which transmission of data has not yet started. Returns whether any
buffer|has been discarded.

Resulf codes

SLE B NOTDISCARDED no buffer deleted

SLE_p_DISCARDED at least one buffer discarded

SLE_E STATE the request s not valid in the current state of the association
SLE AssocState Get AssocState() const;

Returyys the current state ©f the association.
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A8 SLE API SERVICE ELEMENT

A8.1 COMPONENT CREATOR FUNCTION

The API Service Element component includes a function to create an instance and obtain a
pointer to the administrative interface. The signature of this function is defined as:

extern "C" HRESULT

<lmpl-1d> CreateServiceklement ( const GUID& 11d,

void** ppv );

where <impl-id> is replaced by the product identifier of the implementatien: Exterpal ‘C’
linkage is required. The function ensures that a single instance of the proxy is creat¢d and
refurns the same instance if it is called repetitively. The function checks the argument
id¢ntifying the interface and returns an error when the implementation does not support an

interface with this identifier.

Arguments
iid
pyv

Rgsult codes
s |0k
E [NOINTERFACE

identifier of the required interface

pointer to the requested interface of the API Service Elemgnt

the object has been created
the specified interface is not supported
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API SERVICE ELEMENT ADMINISTRATIVE INTERFACE

ISLE SEAdmin

GUID {2439%96FC0-CDS%-11d2-9B44-00A02406D80DB}
Inheritance: IUnknown
ISLE SEAdmin.H

File

compq
proxy

Client
pointe]

erfaces needed operationally. All static configuration parameters needed by
nent are defined in a configuration file. The path name of that file is suppligdyto {
via this interface.

5 must first call the method Configure () and then call AddProXy () to pas
I to the proxy component for every proxy that shall be supported.

The interface finally provides a method for shutdown of the service element.

Synop

#incl
#incl
inter]
inter
inter
inter]

#defi

inter]

{
vir]
C

virtuy
Al

vir]

sis

ude <SLE SCM.H>

ude <SLE APITypes.h>

face ISLE_OperationFactory;
face ISLE UtilFactory;

face ISLE Reporter;

face ISLE ProxyAdmin;

ne IID ISLE SEAdmin DEF { 0x24396fc0, 0xcd99, 0x11d2, \
{ 0x9%, Ox44, 0x0, Oxal;” 0x24, Oxeéd, 0x80, Oxdb } }

face ISLE SEAdmin : IUnknown

tual HRESULT
onfigure( const ¢har* configFilePath,
ISLE ©OperationFactory* popFactory,
ISLE.UtilFactory* putilFactory,
ISDOE” Reporter* preporter ) = 0;
b1 HRESULT
ddProxyA\Const char* protocolId,
SLE BindRole role,
ISLE ProxyAdmin* pproxy ) = 0;
Cual HRESULT

he
he

b a

urDown () = 0
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Methods

HRESULT Configure( const char* configFilePath,

ISLE OperationFactory* popFactory,
ISLE UtilFactory* putilFactory,
ISLE Reporter* preporter );

Configures the service element component and passes it the basic interfaces of other
components needed for operations. Any problems and errors are entered into the system log

us‘ng the interface paued as argument

Arguments
cqnfigFilePath

papFactory
putilFactory

pyeporter

Rgsult codes

s |0k
SIE E NOFILE
SHE E CONFIG
E |INVALIDARG
E |FATL

HRESULT AddProxy( const‘char* protocolld,

Pakses the proxy component to use to the service element.

Arguments
pyotocolDd

full path name of the configuration file; the contents’ of this file
is implementation dependent
pointer to the operation object factory to bg used by the gervice
element
pointer to the factory interface for utiliy objects to be uged by
the service element
pointer to the reporter interface-$or passing of log messages and
notifications to the applicatien

configuration completed without errors

configuration file.not found

errors or inconsistencies in the configuration data

one of the mput arguments is NULL

the request-fails because of a further unspecified error

SLE JBindRole role,
ISLE ProxyAdmin* pproxy );

identification of the technology and mapping supported py the
proxy; this argument is required for selection of the ¢orrect
proxy when multiple proxies are configured

R
rore

PProxy

Result codes

S OK

SLE E OVERFLOW
SLE_E_DUPLICATE
E_FAIL

CCSDS 914.0-M-2
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pointer to the administrative interface of the proxy

proxy added

too many proxies

protocol identifier already used by a configured proxy
the request fails because of a further unspecified error
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A8.3 SERVICE INSTANCE LOCATOR

Name ISLE Locator

GUID {24396FC1-CD99-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown

File ISLE Locator.H

The interface is provided to the proxy to obtain an interface of the type

ISLE SryulRraovwuTInfaorm whoen a BIND invocation has heon rocoived When an error IS
OOy o H W H oD O et B Hay D e H oo e - oo eSO

return 3_d, the proxy is expected to reject the BIND invocation.

Synopsis
#incljude <SLE SCM.H>

interjfface ISLE Bind;
interjfface ISLE SrvProxyInform;
interjfface ISLE SrvProxylInitiate;

#defipe IID ISLE Locator DEF { 0x24396fcl, 0xcd99,.0x11d2, \
{ 0x9%9b, 0x44, 0x0, Oxa0O, 0x24, Oxo6d, 0x80, Oxdb } }

interjface ISLE Locator : IUnknown

{
virftual HRESULT

LcateInstance( ISLE SrvProxyInitiate* passociation,
ISLE Bind* pbindop,
ISLE SrvProxyInf&¥m** ppServicelnstance) = 0;

b

Methods

HRESULT LocatelInstance ( ISLE SrvProxylInitiate* passociation,

ISLE Bind* pbindop

ISLE SrvProxyInform** ppServiceInstance);

Obtains and returnscan-interface ISLE SrvProxyInform for use by a new associatipn.
To lopate (or crédte) the object implementing ISLE SrvProxyInform, the BIND
operation is .made available, which contains all information needed. The interfdce
ISLE| SrvProxyInitiate is made available to the object providing the returred
interfgce’ 'STLE SrvProxyInform.

If no interface can be made available returns an error and sets the output argument to NULL.
In this case the proxy is expected to reject the BIND invocation by a BIND return with a
negative response and a diagnostic corresponding to the returned error.

An implementation is not required to perform all the checks defined by the result codes in
this method. It can also accept the association and perform the checks when the BIND
invocation is passed to the interface ISLE SrvProxyInform.
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Arguments

passociation interface provided by the association on which the BIND
invocation was received

pbindop bind operation object holding the received bind invocation

ppServicelInstance complementary interface that shall be used by the association to
forward PDUs received from the network

Result codes

S [oF aservieethstareehasheentoented—and—isready—to—aeegpt the
BIND invocation

SIE E UNKNOWN the service instance identifier in the BIND invocation ddes not
match any available service instance

E [ACCESSDENIED the service instance does not belong to the pecr application as
identified by the application identifier in the\BIND operatjon

SLIE E TYPE the service type specification in the BIND operation does not
match the service type in the service instance

SIE E TIME the scheduled provision period of‘the service instance has not
yet started or has expired

SLE E STATE the service instance is already.bound

E [FAIL the request fails becauseofra further unspecified error
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a

A8.4 SLE SERVICE INSTANCE FACTORY

Name ISLE SIFactory

GUID {BB4DDA2E-54CD-11d8-9CF5-0004761E8CFB}

Inheritance: IUnknown

File ISLE SIFactory.H

The interface allows creation of service instances for a specified service type and fo
specifled role (SLE service provider or SLE service user). Following creation, the setv
instange must be configured using its administrative interface. When the associatién is
longer] needed, the service element component must be instructed to destroy jthe”serv
instange. In addition, clients must make sure that all references on all interfaces of {

servic

Synog

#incl
#incl
#incl
inter

#defi

inter

{
vir]
C

vir

bi

e instance have been released.

sis
ude <SLE_SCM.H>
ude <SLE APITypes.h>

ude <SLE Types.h>
face ISLE ServiceInform;

ne IID ISLE SIFactory DEF { Oxbb4dda2e,. 0Ox54cd, 0x11d8, \
{ 0x9c, O0xf5, 0x0, 0x4, 0x76, OxIle, 0x8c, O0xfb } }

face ISLE SIFactory : IUnknown

tual HRESULT

reateServiceInstance ( const GUID& iid,
SLE(ApplicationIdentifier srvType,
SLE, VersionNumber version,
SI'E._AppRole role,

ISLE ServicelInform* pclientIf,
void** ppv ) = 0;

tual HRESULT

estroyServicelInstance ( IUnknown* psi ) = 0;

Methods

HREST

JILT, CreateServiceInstance( const GUID& iid,
SLE Applicationldentifier srvType,

ce
no
ce
he

SLE VersionNumber version
ion

SLE:AppRole role,
ISLE ServiceInform* pclientIf,
void** ppv );

Creates a new service instance for the requested SLE service type, supporting the requested
role (SLE service provider or SLE service user). Returns a pointer to the requested interface
of the service instance. If the component does not support the service type, the requested

role, o

r the requested interface identifier returns an error.
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For service instances in the user (initiator) role the version of the SLE service must be
specified and this specification will be included into the BIND invocation. On the provider
(responder) side the version number is defined by the BIND invocation received from the
user and checked against the list of supported version numbers in the configuration database
of the API Proxy. Therefore the argument is ignored and should be set to zero.

Arguments

iid the identifier for the required interface

s rviype the- SLE-service-type-to-be-supported-by-the service-instance

vgrsion for the user (initiator) role defines the version numbgpjof the
SLE service type to be used; for the provider (responder) side
this argument is ignored and should be set to zero

rqle the role (user or provider) to be supported by the dervice
instance

pglientIf pointer to the interface the service instance shall use tp pass
operations to the client

PRV pointer to the requested interface of the service instance

Rgsult codes

S |OK the service instance object-has been created

SIE E STATE the service element hasnot been started

SIE E INVALIDID the version number is:zero for the role “user’

E [NOTIMPL the service type ot the version or the role is not supported by the
service element

E [NOINTERFACE the interface:1s not supported by an association object

HRESULT DestroyServiceInstance( IUnknown* psi );

Dgstroys a service instance ereated by this interface.

Arguments
qi pointer to the service interface

Rgsult codes

S |OK service instance destroyed
SIE & YUNKNOWN the service instance 1s not known
SIEZE STATE the service instance is not in the unbound state; the assog¢iation

must be aborted first
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A8.5 SLE SERVICE INSTANCE ADMINISTRATIVE INTERFACE

Name ISLE SIAdmin

GUID {BB4DDA31-54CD-11d8-9CF5-0004761E8CFB}
Inheritance: IUnknown

File ISLE SIAdmin.H

The interface is provided for configuration of service instances. It can be used for instances

Suppo rtino the nrovider role or the user role For instances sunpnortino the user role not 11
i=] r rr l=)

paramgters need to be set.

Clientp must specify the individual parameters using the method foreseen for the.parameter.
Deperlding on the service type, further parameters may have to be supplied using:the service
type-specific configuration interface. When all parameters have been supplied, the methiod
ConfligCompleted () must be called. The service instance then™yverifies that the
configuration is complete and consistent and performes all actions required to start nomihal
operation. If the method ConfigCompleted () returns with success, the service instarjce
is ready for operation.

As a general precondition, configuration parameters must not be modified after a successful
return{of the method ConfigCompleted (). The effeet of an attempt to set a paramefer
when the initial configuration has completed, is undefined.

—

The interface provides read access to all configuration parameters, including those defined|in
the cr¢ate request to the Service Instance Factory. The value returned by a call to the rgad
methods before configuration has been completed, is generally undefined.

Synopsis

#incljude <SLE SCM.H>
#incljude <SLE APITypes.h>
#incljude <SLE Types.h¥
interjfface ISLE SII;
interjfface ISLE Tinles;

#defipe IID ISLE SIAdmin DEF { Oxbb4dda3l, O0x54cd, 0x11d8,
{ 0x9c, 0xf5, 0x0, 0x4, 0x76, 0Oxle, 0x8c, O0xfb } }

inter|ffdee ISLE SIAdmin : IUnknown
{

virtual void

Set Servicelnstanceld( const ISLE SII& id ) = 0;
virtual void

Put ServicelInstancelId( ISLE SII* id ) = 0;
virtual void

Set PeerIdentifier( const char* id ) = 0;

virtual void
Set ProvisionPeriod( const ISLE Time* start,
const ISLE Time* stop ) = 0;
virtual void
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Set BindInitiative( SLE AppRole role ) = 0;
virtual void

Set ResponderPortlIdentifier( const char* portId ) = 0;
virtual void

Set ReturnTimeout ( int timeout ) = 0;
virtual HRESULT

ConfigCompleted() = 0;
virtual SLE ApplicationIdentifier

Get ServiceType () const = 0;
virtual SLE VersionNumber

Cot Joraod nl) concet — 0O

virtual SLE AppRole
Get Role() const = 0;
virtual const ISLE SII*

Get ServicelnstancelIdentifier() const = 0;
virtual const char*
Get PeerIdentifier() const = 0;
virtual const ISLE Time*
Get ProvisionPeriodStart() const = 0;
virtual const ISLE Time*
Get ProvisionPeriodStop() const = 0;
virtual SLE AppRole
Get BindInitiative() const = 0;
virtual const char*
Get ResponderPortIdentifier() const = 0¢
virtual int
Get ReturnTimeout () const = 0;
}i
Mgthods

vgid Set_Servicelnstanceld((const ISLE SII& id );

Sets the service instance identifier copying the input argument.

vgid Put_ServicelnstancelId( ISLE SII* id );

Sets the service instdnoe to the input argument. The argument will be deleted by the dervice
ingtance object.

vgid Set_PeerlIdentifier( const char* id );

Sets théjidentifier of the peer application.

const ISLE Time* stop );

Sets the scheduled provisioning period according the start and stop times passed as
arguments. If the start time is NULL, the service instance assumes immediate start of the
provision period. If the stop time is NULL, the service instance provision period never
expires.
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void Set BindInitiative( SLE_ AppRole role );

Specifies whether user-initiated binding or server-initiated binding shall be used.

void Set ResponderPortldentifier( const char* portlId );

Sets the port identifier for the responding application.

void

Set ReturnTimeout( int timeout );

Sets the timeout value in which a return for confirmed operations must arrive. Thetimegut

argum

HREST

Check
perfor]

servic
servic

by a 14

Result

S O
E N
SLE

K
0]

SLE_

SLE
SLE

SLE E_

SLE ApplicationIdentifier Get ServiceType() const;

Returr

sult code of S_OK.

codes

r IMPL
E TIME
5 PORT

ent is passed in units of seconds.

ILT ConfigCompleted() ;

s the Service type supported by the service instance.

s the configuration of the service element on completenéss and consistency and
ns all actions needed to start nominal operation. The methiod includes checking of fall
p type-specific parameters and takes into account thétole (user or provider) of the
e instance. This method must not be called again after successful completion indicated

all checks passed;-the service instance is ready for operation
provider-initiated’bind not supported

inconsistentcstart and stop times

the port identifier does not match the configuration or could ot
be registered

invalid service instance identifier

the service instance is already configured

other, further unspecified configuration problem

SLE VersionNumber Get Version() const;

Returns the version number of the service type supported by the service instance. For the
role ‘provider’ returns the value extracted from the received BIND invocation when the
service instance is bound and zero when the service instance is not bound.
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SLE AppRole Get Role() const;

Returns the application role (user or provider) assumed by the service instance.

const SLE SII* Get ServiceInstanceldentifier() const;

Returns the service instance identifier set in the object, or NULL if no identifier has been set.

(ale

R4

CQ

R
co

(ele

R
co

SI

R4

CgQg

R4
co

nst char* Get PeerIdentifier() const;

nst ISLE Time* Get ProvisionPeriodStart() const;

hfigured.

nst ISLE Time* Get ProvisionPeriodStop (). const;

turns the provisioning stop time set in the sefvice instance or NULL when n
hfigured.

E_AppRole Get_BindInitiative() const;

nst char* Get_ResponderPortIdentifier() const;

turns the logical (port identifier set in the service instance or NULL when n|
hfigured.

turns the peer identifier set in the service instance or NULL when not yet configured,

turns the provisioning start time set in the service instance“of NULL when not yet

ot yet

turns the bind initiative (user-initiated or provider-initiated) set for the service instange.

ot yet

int Get ReturnTimeout() const;
Rdqturns the return timeout period set in the service instance or 0 when not yet configurgd.
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SLE SERVICE INTERFACES

A8.6.1 Service Proxy Interface

Name
GUID

ISLE SrvProxyInform
{24396FC4-CD99-11d2-9B44-00A0246D80DB}

Inheritance: IUnknown

File

ISLE SrvProxyInform.H

The i1
single
been 11

The P
the pr
of an 1
of the

Calls

Synop
#incl
#incl
inter
inter

#defi

inter

{
vir]
I

vir
I

vir]

equested via the complementary interface ISLE SrvProxyInitiate,

xy are that the PDU is supported by the service type and is propérly coded. Recepti

sis
ude <SLE SCM.H>
ude <SLE APITypes.h>

face ISLE Operation;
face ISLE ConfirmedOperatiaen

ne IID ISLE SrvProxylInform DEF { 0x24396fc4, Oxcd99, 0x11d2, \
{ 0x9%b, 0x44, 0x0y30xal0, 0x24, Oxo6d, 0x80, Oxdb } }

face ISLE SrvProxyImform : IUnknown

tual HRESULT

nformOpInvoke (* ISLE Operation* poperation,

unsigned long segCount = 0 ) = 0;
tual HRESULT

nformOpReturn( ISLE ConfirmedOperation* poperation,
unsigned long seqCount = 0 ) = 0;
tual ‘HRESULT

terface is provided to the proxy for transfer of operation invocations and returns*on a
association. In addition, it provides a method to signal transfer of a PDU ifithat has

DUs passed via this interface are generally unchecked. The only checks performed py

nvalid PDU via this interface shall not cause the function to be.r¢jected. The provider
interface must either generate the appropriate operation retdrn or abort the associatioh.

to this interface shall only be rejected when the client misbehaves. For instange,
passinig of an invocation other than BIND in the state unbeound is such an error.

P

DUTransmitted ( ISLE Operation* poperation ) = 0;

vir
P

tual HRESULT
rotocolAbort ( const SLE Octet* diagnostic,
size t size ) = 0;
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Methods

HRESULT InformOpInvoke( ISLE Operation* poperation,
unsigned long seqCount = 0 );

Accepts an operation invocation.

Preconditions: The invocation was received on the association and was correctly decoded

Arguments
pdperation the operation object containing the invocation
sggCount sequence count for PDUs as defined in 3.7.3

Rgsult codes

S |OK PDU accepted

SIE E PROTOCOL the request violates the state machine(and should have¢ been
prevented by the proxy

SIE E INVALIDPDU the PDU is not valid for the servicetype

SLE E SEQUENCE sequence count out of acceptable‘window

HRESULT InformOpReturn( ISLE ConfirmedOperation* poperation,
unsigned long-'seqCount = 0 );

Adcepts an operation return.

Preconditions: The return was reeetved on the association and was correctly decoded
Arguments

pdperation the ‘operation object containing the return

sggCount sequence count for PDUs as defined in 3.7.3

Rgsult codes

S |OK PDU accepted
SIE E PROTOCOL the request violates the state machine and should havg¢ been
prevented by the proxy

SIE E INVALIDPDU the PDU is not valid for the service type
SIE EGLUNSOLICITED  the operation was not previously passed to the associatjon by
this service instance

SLE_FE—SEOUENCE sequence count out of acceptabte- window

HRESULT PDUTransmitted( ISLE Operation* poperation );

Reports transmission of a PDU as requested via the interface ISLE SrvProxyInitiate.
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Arguments
poperation

Result codes
S_OK

SLE L IINSOT TCTT

pointer to the operation for which a report was requested; the
operation object may no longer exists and the pointer should not
be used for access to the operation object unless the receiver
still holds a reference to the operation object

report accepted

noreporthad heen reaquested
1o+ coHtoaaootot

Eaa A — o Tt

HRESULT ProtocolAbort( const SLE Octet* diagnostic, size t size );

Reports failure of the communications system for the association.

Arguments
diaghostic
size

Resull codes
S OK
E_UN FXPECTED

T portaa—o

A9

diagnostic data as provided by the data communication servic
size of the diagnostic data in bytes

accepted
the service instance is not.a@ware of an active association
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A8.6.2 Service Application Interface

Name ISLE ServiceInitiate

GUID {7B425727-D32D-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown

File ISLE ServiceInitiate.H

The interface provides the methods to pass operation invocations and returns to a service
ingtance in the API Service Element. The requests are checked and an error is returped in
case of incomplete or inconsistent definitions or if the PDU is not valid in the curtent state of
th¢ service instance. (For the definition of the state table see section 4.) A,positive|return
cofe of the methods ensures that the PDU has been queued for transmission. It does not
indlicate that the PDU has been actually transmitted.

FT the following special PDUs, the interface may return the ‘eode SLE S SUJPEND
indlicating that further transfer of data shall be suspended:

a) TRANSFER DATA Invocation for forward Services;

b) TRANSFER DATA Invocation for Return Services when the delivery mode is|either
complete online or offline.

The method ResumeDataTransfer () willbe called on the complementary inferface
I4LE ServiceInform when data transferis again possible.

Synopsis
#ipclude <SLE_ SCM.H>
#include <SLE APITypes.hX

interface ISLE Operation;
interface ISLE ConfirmgdOperation;

#define IID ISLE (Servicelnitiate DEF { 0x70b425727, 0xd32d, 0x11d2, \
{ 0x95," 0x44, 0x0, Oxa0, 0x24, Oxo6d, 0x80, Oxdb } }

interface ISLE ServiceInitiate : IUnknown
virtuad\“HRESULT

InitiateOpInvoke ( ISLE Operation* poperation,
unsigned long segCount = 0 ) = 0;

zirtyual HRESULT

InitiateOpReturn( ISLE ConfirmedOperation* poperation,
unsigned long seqCount = 0 ) = 0;
virtual SLE SIState
Get SIState() const = 0;
}i
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Methods
HRESULT InitiateOpInvoke( ISLE Operation* poperation,
unsigned long seqCount = 0 );

Accepts an operation invocation for transfer. If the operation is confirmed, the operation
object will be passed back via the complementary interface when the return is received.

Arguments
popegation the operation-object containing the invocation
seqgCpunt sequence count for PDUs as defined in 3.7.3

Resulf codes

S OK PDU queued for transmission
SLE B _SUSPEND PDU queued but now suspend data transfer
SLE_E PROTOCOL the PDU cannot be accepted in the current state because that

would result in a protocol error protocol érror

SLE_E MISSINGARG at least one argument is missing in the PDU

SLE_E INCONSISTENT  the arguments in the PDU are inconsistent

SLE_E RANGE at least one argument in the PDU4s out of range

SLE E INVALIDID the identifier of the peer.application passed in a BIND
invocation is not defined irvthe configuration database

SLE _E INVALIDPDU the PDU is not valid for the service type

SLE_E ROLE the PDU is not validAor the role of the service instance

SLE_E SUSPENDED the PDU cannot.be accepted because data transfer is currenfly
suspended

SLE_E UNBINDING the PDU ¢an no longer be accepted because an UNBIND
operation-has already been invoked

SLE_E STOPPING the PDU can no longer be accepted because a STOP operation
has already been invoked

SLE_E ABORTED the association has been aborted

SLE_E OVERFLOW the configured queuing capability has been exceeded; the
association has been aborted

SLE _E SEQUENCE sequence count out of acceptable window

SLE_E COMMS the request cannot be performed because of a communicatiqns
system failure

HRES 1tT a T T ion,

unsigned long seqCount = 0 );

Accepts an operation return for transfer. The operation object must have been passed to the
application via the complementary interface.

Arguments

poperation the operation object containing the return

seqCount sequence count for PDUs as defined in 3.7.3
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Result codes

S OK PDU queued for transmission

SLE_E PROTOCOL the PDU cannot be accepted in the current state because that
would result in a protocol error protocol error

SLE E MISSINGARG at least one argument is missing in the PDU

SLE E INCONSISTENT the arguments in the PDU are inconsistent

SLE E RANGE at least one argument in the PDU is out of range
SLE E INVALIDPDU the PDU is not valid for the service type
Sk E ROLE the PDU 1s not valid tor the role of the service instance

SIE E UNSOLICITED the operation was not previously passed to the applieation by
this service instance

SIE E UNBINDING the PDU can no longer be accepted because ‘an UNBIND
operation has already been invoked

SLE E STOPPING the PDU can no longer be accepted because a STOP opg¢ration
has already been invoked

SIE E ABORTED the association has been aborted

SIE E OVERFLOW the configured queuing capability has been exceedefl; the
association has been aborted

SIE_E SEQUENCE sequence count out of acceptable window

SIE E COMMS the request cannot be performed because of a communig¢ations
failure

SIE_SIState Get_SIState();

Rdturns the current state of the service instance.
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A8.7 SERVICE SPECIFIC OPERATION FACTORY

Name ISLE SIOpFactory
GUID

Inheritance: IUnknown

File ISLE SIOpFactory.H

type &
the d{

I Service Element. The interface is able to create operation objects for a given setv;
hd service role. Operation objects created via this interface are ‘pre-configured? using

ta specified for the service instance (see the description of the operation’ obj

{24396FC5-CD99-11d2-9B44-00A0246D80DB}

n
ce

bCt

interfgces for details). Operation objects for common association management(sée AS.4) are
createfl by all service instances.
Synopsis
#incljude <SLE_ SCM.H>
#incljude <SLE APITypes.h>
interjfface ISLE Operation;
#defijpe IID ISLE SIOpFactory DEF { 0x24396fc5,*0%cd99, 0x11d2, \
{ 0x9%b, 0x44, 0x0, Oxa0, 0x24, Oxody 0x80, Oxdb } }
interjfface ISLE SIOpFactory : IUnknown
{
virftual HRESULT
ClreateOperation( const GUID& iidy
SLE OpType . optype,
void** pptv ¢ const = 0;
}i
Methods
HRESULT CreateOperation( const GUID& iid,

SLE OpType optype,
void** ppv );

Creatds and configures a new operation object as specified by the argument. If the interfdce
cannof be found, does not refer to an operation object interface, or is not supported for the
servicg type'or role, returns an error.

Arguments

iid GUID for the interface to be returned

optype type of the operation object to be created

PPV pointer to the requested interface of the operation object
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