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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through 1SO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely voluntary,
the results of Committee actions are termed Recommended Standards and are not
considered binding on any Agency.

This ]ltecommended Standard is issued by, and represents the consensus of, the CCSI

memb|
howey

(0)

No la
review

ers.  Endorsement of this Recommendation is entirely voluntary. Endetrsemg
er, indicates the following understandings:

does not preclude other provisions which a member may develep:

Whenever a member establishes a CCSDS-related standard, that member W
provide other CCSDS members with the following infofmation:

-- The standard itself.
-- The anticipated date of initial operational Capability.

-- The anticipated duration of operational service.

this Recommended Standard mnpr any ensuing standard is a substitute for
memorandum of agreement.

er than five years from ts:-date of issuance, this Recommended Standard will
red by the CCSDS to détermine whether it should: (1) remain in effect without chang

changed to reflect the impact of new technologies, new requirements, or n
jons; or (3) be retited or canceled.

Whenever a member establishes a CCSDS-related standard, this standard will be| i
accord with the relevant Recommended Standard. Establishing,such a standard

rill

Specific service arrangements shall*be made via memoranda of agreement. Neither

a

be
2e;

EW

CCSDS 913.1-B-2 Page ii September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=32ce084a8a696be8784d728cdaec55d1

ISO 18440:2016 (E)
SPACE LINK EXTENSION—INTERNET PROTOCOL FOR TRANSFER SERVICES

FOREWORD

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights. CCSDS has processes for identifying patent issues and for securing
from the patent holder agreement that all licensing policies are reasonable and non-
discriminatory. However, CCSDS does not have a patent law staff, and CCSDS shall not be
held responsible for identifying any or all such patent rights.

Throueh—the—process—ofnormal—evolution—it—is—expected—that—expansion—deletion, or
m¢dification of this document may occur. This Recommended Standard is thereforé qubject
to| CCSDS document management and change control procedures, which are‘defined in
Onganization and Processes for the Consultative Committee for Space(Data Systems
(CICSDS A02.1-Y-4). Current versions of CCSDS documents are maintaified at the QCSDS
WEDb site:

http://www.ccsds.org/

Questions relating to the contents or status of this document/should be sent to the GCSDS
Seretariat at the e-mail address indicated on page i.
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At time of publication, the active Member and Observer Agencies of the CCSDS were:

Member Agencies

— Agenzia Spaziale Italiana (ASI)/Italy.

— Canadian Space Agency (CSA)/Canada.

— Centre National d’Etudes Spatiales (CNES)/France.

— China National Space Administration (CNSA)/People’s Republic of China.
— Deutsches Zentrum fiir Luft- und Raumfahrt (DLR)/Germany.
— [Europeamn Space Agency (ESA)/Europe.

— | Federal Space Agency (FSA)/Russian Federation.

— | Instituto Nacional de Pesquisas Espaciais (INPE)/Brazil.

— | Japan Aerospace Exploration Agency (JAXA)/Japan.

— | National Aeronautics and Space Administration (NASA)/USA.
— | UK Space Agency/United Kingdom.

Obseryer Agencies

— | Austrian Space Agency (ASA)/Austria.

— | Belgian Federal Science Policy Office (BFSPO)/Belgium.

— | Central Research Institute of Machine Building (TsNIIMash)/Russian Federation.
— | China Satellite Launch and Tracking Control Generaly Beijing Institute of Tracking and
Telecommunications Technology (CLTC/BITTT)/China.

— | Chinese Academy of Sciences (CAS)/China.

— | Chinese Academy of Space Technology (CAST)/China.

— | Commonwealth Scientific and Industrial Research Organization (CSIRO)/Australia.
— | Danish National Space Center (DNSC)/IDenmark.

— | Departamento de Ciéncia e Tecnologia-Aeroespacial (DCTA)/Brazil.

— | Electronics and Telecommunications-Research Institute (ETRI)/Korea.

— | European Organization for the Exploitation of Meteorological Satellites
(EUMETSAT)/Europe.

— | European Telecommunications Satellite Organization (EUTELSAT)/Europe.

— | Geo-Informatics and Spaee Technology Development Agency (GISTDA)/Thailand.
— | Hellenic National Space Committee (HNSC)/Greece.

— | Indian Space Resgarch Organization (ISRO)/India.

— | Institute of Spac€ Research (IKI)/Russian Federation.

— | KFKI Reseatch Institute for Particle & Nuclear Physics (KFKI)/Hungary.

— | Korea Aeérospace Research Institute (KARI)/Korea.

— | Ministry of Communications (MOC)/Israel.

— | National Institute of Information and Communications Technology (NICT)/Japan.
— |_National Oceanic and Atmospheric Administration (NOAA)/USA.

— National Space Agency of the Republic of Kazakhstan (NSARK)/Kazakhstan.

— National Space Organization (NSPO)/Chinese Taipei.

— Naval Center for Space Technology (NCST)/USA.

— Scientific and Technological Research Council of Turkey (TUBITAK)/Turkey.

—  South African National Space Agency (SANSA)/Republic of South Africa.

— Space and Upper Atmosphere Research Commission (SUPARCO)/Pakistan.

— Swedish Space Corporation (SSC)/Sweden.

—  Swiss Space Office (SSO)/Switzerland.

— United States Geological Survey (USGS)/USA.
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DOCUMENT CONTROL
Document  Title Date Status
CCSDS Space Link Extension—Internet September  Original issue, superseded
913.1-B-1 Protocol for Transfer Services, 2008
Recommended Standard, Issue 1
C(CSDS Space Link Extension—Internet September  Current issue
91B.1-B-2 Protocol for Transfer Services, 2015 — changes the
Recommended Standard, Issue 2 recommended
algorithm for s¢cure
one-way hash
function from $HA-1
to SHA-256;
— updates references.
NQTE - Substantive changes from the previous issu¢.are marked with change bars|in the
inside margin.
CCSDS 913.1-B-2 Page v September 2015

© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=32ce084a8a696be8784d728cdaec55d1

ISO 18440:2016(E)
SPACE LINK EXTENSION—INTERNET PROTOCOL FOR TRANSFER SERVICES

CONTENTS

Section Page
1 INTRODUCGCTION.......ooiiiiii ettt sttt ettt e es 1-1
L1 PURPOSE ...ttt sttt st 1-1
L2 SCOPE ...ttt sttt ettt 1-1
1. 3—ARPPHCABIY e -2
1.4 RATIONALE ......ooiiiiiiiee ettt st snee e fuc e ]1-2
1.3 DOCUMENT STRUCTURE ......coooiiiiiiiiiieeeeeeeeeeeeee e 5 b 1-2
1.6 DEFINITIONS, NOMENCLATURE, AND CONVENTIONS...........c... Gy . 1-4
I.T REFERENCES ...t e e 1-8
2 DESCRIPTION OF THE INTERNET SLE PROTOCOL ........... . oo, 2-1
2.] INTRODUCTION .....ccccoiiiiiiiiniiiiiniieieenieeneenieeneengee e e 2-1
2.2 ARCHITECTURAL MODEL . ......cooiiiiiiiiniieeee e 0 5ttt 2-1
2.3 AUTHENTICATION LAYER ....ooooiiiiiiiieee e S 2-3
2.4 DATA ENCODING LAYER ..ot iia ettt 2-4
2.3 TRANSPORT MAPPING LAYER ...t @ittt 2-5
2.0 INTERFACES ..o 5t 2411
2.7 SECURITY ASPECTS OF THE INTERNET SLE PROTOCOL ....................... 2422
3 ISP1 MESSAGES AND PROCEDURES .........c.cooiiiiiiiieiieeeeeteeeeeeee e 3-1
3.1 AUTHENTICATION LAYER ...ttt 3-1
3.2 DATA ENCODING LAYER .....ooiiiiiiiieieeeeeee et 3-3
3.3 TRANSPORT MAPPING LAYER ...ttt 3-4
4 TMYL STATE TABLE. /...t ettt eaee e e e s 4-1
4.1 INTRODUCTTION ..ottt 4-1
4.2 NOTATION ...ttt sttt as 4-1
A3 ST A TS ettt st ettt as 4-2
4.4 BV EN T S ettt sttt st s 4-2
4.3 CPREDICATES ...ttt sttt e 4-4
4.6 ACTION S 4-4
4.7 STATE TABLE ...ttt sttt et 4-6
ANNEX A TML DIAGNOSTIC CODES (NORMATIVE)......ccccccooviiiiiieeiieeieene A-1

ANNEX B DIFFERENCES WITH EARLIER IMPLEMENTATIONS
(INFORMATIVE) ..ot B-1
ANNEX C INDEX TO DEFINITIONS (INFORMATIVE) ....cccooviiiiiiiiiiieeeeen, C-1
ANNEX D ACRONYMS (INFORMATIVE) ..ottt D-1
CCSDS 913.1-B-2 Page vi September 2015

© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=32ce084a8a696be8784d728cdaec55d1

ISO 18440:2016 (E)
SPACE LINK EXTENSION—INTERNET PROTOCOL FOR TRANSFER SERVICES

ANNEX E INFORMATIVE REFERENCES (INFORMATIVE) ....ccccoccivviiniiinnen. E-1

CCSDS 913.1-B-2 Page vii September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=32ce084a8a696be8784d728cdaec55d1

ISO 18440:2016(E)
SPACE LINK EXTENSION—INTERNET PROTOCOL FOR TRANSFER SERVICES

CONTENTS (continued)

Figure Page
1-1 SLE Services and SLE API DOCUMENTAtION ........cccuvviiiiiiiiieeeieeee e e e 1-3
2-1 ISP Architecture MOEL .........oooiieiiiiiiiieieee e 2-2
3-1 ASN.1 Type for Generation of ‘the Protected’ ..........cccceeviieriiiiiiiniiciieieeeeee e 3-2
3-2  ASN.1 Type for the Credentials Parameter ............cccoevveeiienieniiieniieieecie e 3-3
3-3 Layewteofa ML Message e 3-4
3-4 Layout of @ TML ConteXt MESSAZE ......ccveerureerieriieeiieiieerienieeieesireeneenenesseenseeenne foe e 3-5
Table

2-1 Primitives of the AL INterface .......cccooeivvuiiiiiiiiiiiiieeeeeeeeeeeee e 2411
2-2  Parameters of the Primitive AL-SLE-PDU............cooviiiiiiiiieeee e s 2411
2-3  Primitives of the DEL INterface ...........ooovivviiiiiiiiiiiieeee e 2412
2-4 Parameters of the Primitive DEL-SLE-PDU .........ccoovvivioeeon&iiiiiieeeeeeeeen, 2412
2-5 Primitives of the TML Data Transfer Interface .............d2 oo, 2412
2-6 Parameters of the Primitive TML-SLE-PDU...........cc.ob e 2413
2-7 Primitives of the TML Association Control Interfaces............ooovvvviivviviiieiiniieeennen. 2413
2-8 Parameters of the Primitive TML-CONNECT . i 2413
2-9 Parameters of the Primitive TML-PEER-ABORT .....ccooiviiiiiiiiiieeeeeeeeeeeee, 2414
2-10 Parameters of the Primitive TML-PROTOCOL-ABORT ......ccoovvviiiiiiiiieeeeeeeeeeen. 2415
2-11 Primitives of the TML Listener INterfac@.......cc.ooeovvvivviiiiiiiiiieeieeeeeeeeeeeeeeeee e 2415
2-12 Parameters of the Primitive TML-START-LISTEN .......coovtiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeees 2415
2-13 Parameters of the Primitive TME=STOP-LISTEN .......cootttiiiiiiiiiiiiiiiiiiiieeieeeeeeeeeeeeeeees 2416
2-14 Primitives Used for the TCP-INterface ........cccvvveeiiviiiiiiiiieiiiieeeeeeeeeee e 2419
2-15 Parameters of the PrimitivefFCP-PASSIVE-OPEN .......ccoooviiiiiiiieeeeeee, 2419
2-16 Parameters of the Primitive TCP-CONNECT .........coooimiiiiiiiiieeeeeeee e 2420
2-17 Parameters of the Primitive TCP-DATA .......covvveiiiiiiieeeeeeeeeeeee e 2421
3-1 TML Message TypeAdentifiers. .......c.ccovvuiiiiiieiiiieeiieeeeee e e 3-5
CCSDS 913.1-B-2 Page viii September 2015

© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=32ce084a8a696be8784d728cdaec55d1

ISO 18440:2016 (E)
SPACE LINK EXTENSION—INTERNET PROTOCOL FOR TRANSFER SERVICES

1 INTRODUCTION
1.1 PURPOSE

The Space Link Extension (SLE) Reference Model (reference [1]) identifies a set of SLE
Transfer Services that enable missions to send forward space link data units to a spacecraft
and to receive return space link data units from a spacecraft. A subset of these services is
specified by the SLE Transfer Service Recommended Standards (references [2], [3], [4], [5],

an'] [ The ST E Trancfer Service Rocammended Standards cnecifis
o oo T T TIor Do vV Ioo Teooo oot raaraoop ooty

T TTOTT

a) the operations necessary to provide the transfer service;
b) the parameter data associated with each operation;
c) the behaviors that result from the invocation of each operation; and

d) the relationship between, and the valid sequence of, theCoperations and regulting
behaviors.

However, they deliberately do not specify the methods) or technologies requir¢d for
communications.

The purpose of this Recommended Standard is_t&»define a protocol for transfer of SLE
Prptocol Data Units (PDUs) defined in the SLE Transfer Service Recommended Stahdards
using the Internet protocols TCP (Transmission Control Protocol, reference [7]) gnd IP
(Internet Protocol, reference [8]) for datatransfer and the Abstract Syntax Notation One
(AISN.1, references [9] and [10]) for data encoding. This protocol is referred to fas the
Infernet SLE Protocol One (ISP1).

1.2 SCOPE

ThHis Recommended Standard defines a protocol for transfer of SLE PDUs between aph SLE
user and an SLE provider system in terms of:

a) the procedures used to establish and release associations;
b) themessages exchanged on an established association;

c) “the procedures used to monitor the status of data communication connections; ahd

d) the methods used to ensure that data are converted between different formats and
representations on different platforms.

It does not specify:
a) individual designs, implementations, or products;

b) the configuration of the data communications infrastructure, including configuration
of the TCP and IP protocols;

CCSDS 913.1-B-2 Page 1-1 September 2015
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c) the means by which addresses (IP addresses and TCP port numbers) are agreed,
assigned, and communicated.

This Recommended Standard responds to the requirements imposed by the Recommended
Standards for SLE transfer services that were available when this Recommended Standard
was released. The protocol specified in this Recommended Standard conforms to the
requirements on data communication services set forth in those Recommended Standards.

1.3 APPLICABILITY
1.3.1 | APPLICABILITY OF THIS RECOMMENDED STANDARD

This Recommended Standard provides a basis for the development of real”systems that
implement the Internet SLE Protocol. It is applicable for systems acting.as*an SLE service
user of SLE service provider.

1.3.2 | LIMITS OF APPLICABILITY

This Recommended Standard specifies the Internet SLE Protocol that may be applied by [an
SLE System for inter-Agency cross support. It is neither a specification of, nor a design fpr,
real systems that may be implemented for the control and monitoring of existing or futiire
missiqns.

1.4 RATIONALE

The gopal of this Recommended Standatd is to create a standard for interoperability betwden
the tracking stations and/or groundidata handling systems of various agencies and the users|of
SLE ttansfer services based on the technologies TCP/IP and ASN.1.
1.5 POCUMENT SERUCTURE

1.5.1 | ORGANIZATION

This document is organized as follows:

a)| section 1 presents the purpose, scope, applicability and rationale of this
Recommended Standard and lists the definitions, conventions, and references used
throughout the Recommended Standard;

b) section 2 describes the Internet SLE Protocol by means of an architectural model
identifying individual protocol layers and the interfaces to higher layers;

c) section 3 specifies the messages exchanged via ISP1 and the procedures to be applied
for connection establishment and release and for data transfer;

CCSDS 913.1-B-2 Page 1-2 September 2015
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e) annex A provides ISP1-specific diagnostic codes for the SLE PEER-ABORT

operation;

f) annex B describes differences with earlier implementations of ISP1;

g) annex C lists all terms used in this document and identifies where they are defined;

h) annex D lists all acronyms used within this document;

TH
TH

Th
va

a) Part 1: SLE Services;

b) Part2: Ground Domain Services;

1) annex E contains a list of informative reference documents.

.$.2 SLE SERVICES DOCUMENTATION TREE

c) Part3: Ground Communications Services.

e basic organization of the SLE services documentation is shown
Fious documents are described in the following subsections.

is Recommended Standard is part of a suite of documents specifying the SLE se
e SLE services constitute one of the three types of Cross Support.Sérvices:

in figure 1-1

rvices.

The

Space Link Extension

Cross Support
Reference Model
Part 1: SLE Services

Cross Support Concept
Part 1: SLE Services

SLE Transfer Services

Forward SLE Sérvice

Return SLE Service

Internet Protocol for

SLE Executive
Summary

SLE Service

Specifications Specifications Transfer Services Management Suite
Recommended 1o TS [T Recommended
. 1
Legend: Standard (Blue) Report (Green) i Report (Yellow) ! !_ Practice (Magenta)

Figure 1-1: SLE Services and SLE API Documentation

a) Cross Support Concept—Part 1: Space Link Extension Services (reference [El]), a
Report introducing the concepts of cross support and the SLE services;
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b) Cross Support Reference Model—Part 1: Space Link Extension Services (reference [1]),
a Recommended Standard that defines the framework and terminology for the
specification of SLE services;

c) Forward SLE Service Specifications, a set of Recommended Standards that will
provide specification of all forward link SLE services;

d) Return SLE Service Specifications, a set of Recommended Standards that will provide
specification of all return link SLE services;

e)| Internet Protocol for Transfer Services, this Recommended Standard;

f) | SLE Service Management Specifications, a set of Recommended Standards that
establish the basis of SLE service management.

1.6 DEFINITIONS, NOMENCLATURE, AND CONVENTIONS
1.6.1 | DEFINITIONS
1.6.1.1 Definitions from the SLE Reference Model

This Recommended Standard makes use of the following terms defined in reference [1]:
a)| initiator;
b)| operation;
c)| responder;
d)| service user (user);
e)| service provider (providen);
f) | SLE protocol data gnit (SLE-PDU);

g)| SLE transfer sérvice instance (service instance).

1.6.1.2 Definitions from SLE Transfer Service Specifications

This Recommended Standard makes use of the following terms defined in references [2], [B],

[4], [Sfandt61:

a) association;
b) communications service;
c) confirmed operation;

d) invocation;

CCSDS 913.1-B-2 Page 1-4 September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=32ce084a8a696be8784d728cdaec55d1

ISO 18440:2016 (E)
SPACE LINK EXTENSION—INTERNET PROTOCOL FOR TRANSFER SERVICES

e) parameter (of an operation);
f) port identifier;
g) return;

h) unconfirmed operation.

1.6.1.3 _Definitions from TCP/IP

This Recommended Standard makes use of the following terms defined in referenees [[7] and
[8]:

a) Internet Protocol (IP);

b) IP address;

c) port (of TCP);

d) port number;

e) Transmission Control Protocol (TCP);
f) segment (of TCP);

g) socket.

1.¢.1.4 Definitions from Abstract Syntax Notation One

This Recommended Standard makes use of the following terms defined in references [9] and [[10]:
a) Abstract Syntax Notation One (ASN.1);
b) Basic Encoding Rules (BER);

c) Distinguished Encoding Rules (DER);
d) encoding rules (of ASN.1);

e) encoding;

f) module (of ASN.1).

1.6.1.5 Definitions from OSI Basic Reference Model

This Recommended Standard makes use of the following terms defined in reference [14]:
a) abstract syntax;

b) primitive;

CCSDS 913.1-B-2 Page 1-5 September 2015
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(protocol) layer;

transfer syntax.

1.6.1.6 Additional Definitions

1.6.1.6.1 General

For th

1.6.1.

An a

makeq use of the ISP1 protocol, as distinguished from the software implementing {

proto
imple

1.6.1.6.3 Local Application

The 1
given

1.6.1.6.4 Peer Application

The p
ISP1 ¢
locate

1.6.1.6.5 Application Identifier

The 4
applic

NOTH

el D | 1 Q4 h | 1 _+1 £11 - R I IS 1 1
L PULPOSTS U1 UILS INCUOIIIICIHIUCU OStdlllal U, UIC TUITU WIS UCIHITUUILLS alsSU dpply.

.2 (SLE) Application
lication is a software entity in an SLE user system or an SLE provider system tl

1 layers defined in this Recommended Standard. The application is considered
ent the ‘higher layers’ defined in the architectural model in section 2.

cal application is the application implementing théyhigher layers interfacing with
instance of an ISP1 implementation.

per application is the application that*communicates with the local application via 1
rotocol. The peer application is typically located on a remote network, but may also
1 on the local network, or even on the same host as the local application.

pplication identifieris the authority identifier of the application by which {
htion is identified-in the BIND invocation and the BIND return.

— For anfinitiating SLE application, the application identifier is the initiat
idéntifier, and for a responding SLE application, the application identifier is {
responder-identifier.

nat
he

| 4

he

be

he

DI~
he

1.6.2

NUMENCLATURE

1.6.2.1 Normative Text

The following conventions apply for the normative specifications in this Recommended
Standard:

a)

the words ‘shall’ and ‘must’ imply a binding and verifiable specification;

CCSDS 913.1-B-2 Page 1-6 September 2015
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b) the word ‘should’ implies an optional, but desirable, specification;
c) the word ‘may’ implies an optional specification;

d) the words ‘is’, ‘are’, and ‘will” imply statements of fact.

NOTE — These conventions do not imply constraints on diction in text that is clearly
informative in nature.

1.&.2.2 Informative Text

In|the normative sections of this document, informative text is set off from~th€ normative
specifications either in notes or under one of the following subsection headings:

—  Overview;
— Background;
— Rationale;

— Discussion.

1..3 CONVENTIONS

The Internet SLE Protocol is specified by a-layered architecture model in which the intgrfaces
befween the layers are defined usingabstract service primitives, roughly following the
copcepts in the OSI Basic Reference Model (reference [14]).

A pervice primitive is a signal optionally associated with a set of parameters that is gerjerated
byl one layer and consumed:‘by another (adjacent) layer. The direction in whi¢h the
information is passed is defined by one of the following:

request a prisnitive that is passed from the higher layer to the lower layer;

inxication aprimitive that is passed from the lower layer to the higher layer;

regponse a-primitive generated by the higher layer in response to an indication |of the
same type;

copfirmation a primitive generated by the lower layer in response to a request of th¢ same
type.

For every service primitive, the following specifications are provided:
a) the name of the primitive;
b) the uses of the primitive (request, indication, response, confirmation);

c) the parameters associated with each of these uses.
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In addition, the conditions under which the source emits a primitive and the tasks that the
receiver shall perform are described.

In this Recommended Standard, primitive names are capitalized and are followed by the
specific use in lowercase letters. The primitive name is prefixed by the identifier of the layer
that defines the interface, e.g., ‘TML-CONNECT-indication’. In the state table in section 4,
the prefix is omitted in order to avoid clashes with the notation used in these tables.
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2 DESCRIPTION OF THE INTERNET SLE PROTOCOL
2.1 INTRODUCTION

This section describes a layered model of a system supporting the Internet SLE Protocol One
and introduces the main concepts by describing each layer and the interfaces between the
layers. Detailed specifications are provided in section 3, which references the concepts,
layers, and interfaces described by this model. It is stressed that this model has the sole

u ose (\‘F sunnorting fhﬂ C‘Y\Ql“ﬁ{"ﬁfIf\ﬂC‘ 110 f]’\1(‘ DonnmmnnAnA QfOﬂAOY‘A OY\I’] 1 naot in ended
pugpose-of supporting the specifications—in-this Recommended Standard and-isnotin

to suggest any specific design of a real implementation.

The discussion in this section assumes that the reader is familiar with: the CCSDS
Rdcommended Standards for Space Link Extension transfer services provided by references
[2], [3], [4], [5], and [6], and assumes a general background on the Unternet protocols,
especially on TCP (reference [7]).

wn

2.2 ARCHITECTURAL MODEL

The architectural model used to specify the Internet SLE Protocol is shown in figure 2-1.
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Figure 2-1: ISP1 Architecture Model

The Higher Layers represent the functionality specified by the Recommended Standards for
SLE transfer services (references [2], [3], [4], [5], and [6]), including in particular:

a)
b)

preparation of SLE protocol data units to be sent to the peer application;

analysis and processing of the SLE protocol data units received from the peer

application;

b)
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ISP1 maps one TCP connection ¢o.'one ISP1 association, which is used by the higher lay
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ternet SLE Protocol Layer is further decomposed into the following sub-layers:
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this purpose this Recommended Standard specifies use of the simple authenticati

reference [12].

The Data Encoding Layer (DEL) is responsible fot~encoding of SLE protocol d
units received from higher layers and decodingget protocol data units received fr:
the peer application. For this purpose, this Recommended Standard specifies use
the ASN.1 syntax defined by reference [9]-and of the ASN.1 Basic Encoding Ru
(BER) defined by reference [10].

The Transport Mapping Layer (TML) handles the interface to the Transmissi
Control Protocol (TCP) specified by reference [7].
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0l data units in any-other respect.
e to listen-for incoming TCP connection requests. It therefore provides an interface

higher-layers can request to start and stop listening for a specified SLE responder p
ier which the TML maps to an IP address and a TCP port number.
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Except for the mterface to control listening, all interfaces refer to one association only. ISP1
association establishment and release involves only the Transport Mapping Layer. Once the
association has been established, all SLE protocol data units are passed through the Data
Encoding Layer and the Authentication Layer.

ISP1 requires a number of configuration parameters for its operation, which are identified in

the following subsections.

This Recommended Standard does not specify how these

parameters are defined, agreed, stored, and made available to the implementation of the ISP1.
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2.3 AUTHENTICATION LAYER

The ISP1 Authentication Layer (AL) receives SLE protocol data units from the higher layers
and adds the credentials parameter if required. Likewise, it receives decoded protocol data
units from the Data Encoding Layer and verifies that the credentials match the security
attributes of the peer application. If authentication is not used for a given service instance or
for a given PDU, the Authentication Layer passes the protocol data unit to the next layer
without modification or analysis.

Fofr generation and analysis of the credentials, the Authentication Layer uses theysimple
authentication scheme specified by reference [11], which is based on a secret pas§word and a
mg¢ssage digest generated from that password, the time at which the credentialy were
geperated, and a random number. For the secure one-way hash functiony, réquired fpr this
scheme, the Secure Hash Function (SHA-256) specified by reference [12] is used.

If huthentication fails for a PDU received from the peer application{-the Authentication| Layer
informs the higher layers, which are expected to handle thisievent as specified by the
Rdcommended Standards for SLE transfer services.

The Authentication Layer requires the following servicelinstance configuration paramgter for
its|operation:

— authentication-level, defined by the Reéecommended Standards for SLE tfansfer
services, which can have the values

a) ‘all’: all invocations and returns, except the invocation of PEER-ABORT], shall
be authenticated;

b) ‘bind’: only the BIND invocation and return shall be authenticated;

¢) ‘none’: no invo¢ation or return shall be authenticated.

If [the authentication-level is set to ‘all’ or ‘bind’ the Authentication Layer requires the
following additional configuration parameters:

a) the identifier of the local application;

b) thepassword of the local application;

e) “the identifier of the peer application;

d) the password of the peer application;

e) the maximum time allowed between generation of the credentials by the invoker of an
SLE operation and verification of the credentials by the performer.
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NOTE - If the local application assumes the initiator role for the BIND operation, the
identifier of the local application is the initiator-identifier and the identifier of the
peer application is the responder-identifier defined by the Recommended
Standards for SLE transfer services. Otherwise, the identifier of the local
application is the responder-identifier and the identifier of the peer application is

the initiator-identifier.

24 DATAENCODINGILAYER

The I$P1 Data Encoding Layer (DEL) is responsible for the encoding and decoding, of
SLE protocol data units, except for the PEER-ABORT invocation PDU. For this.putposs
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— This Recommended Standard assumes that the PEER-ABORT operation

of the PEER-ABORT operation by the TML is described in 2.5.5.
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2.5 TRANSPORT MAPPING LAYER
2.5.1 INTRODUCTION

The ISP1 Transport Mapping Layer handles the interface to TCP/IP. It provides the
following services:

a) mapping of logical port identifiers to TCP sockets (IP addresses and TCP port
numbers);

b) establishment and release of TCP connections;
c) transfer of SLE PDUs;
d) execution of the PEER-ABORT using features available with TCR;

e) monitoring of the status of TCP connections.

In| addition, this Recommended Standard defines a specialy*connection establishment
procedure, which is intended to support fast recovery from faitlures, provided that a responder
uses redundant hosts.

2.5.2 TML MESSAGES

2.5.2.1 General

Aq the TCP user interface is based on“the concept of a byte stream, this Recommnjended
Standard defines a simple message:format for transmission of SLE PDUs and exchapge of
protocol control information between two communicating TMLs. The following types of
mg¢ssages are defined:

=

a) an SLE PDU message for transfer of SLE PDUs except for the PEER-ABORT| PDU,
for which the ptocedure explained in 2.5.5 is used;

b) a TML context message, used to initialize a connection between two TMLs;

c) a TMDheartbeat message used to monitor the status of a TCP connection.

A [TMLsmessage consists of a standard message header of eight octets and a message| body.
THecmessage header contains an identifier of the message-type and the number of odtets in
themessage body. T he message body 15 defined i the fottowing SubSeCtons.

2.5.2.2 SLE PDU Message

The body of the SLE PDU message consists of the encoded SLE PDU.
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2.5.2.3 TML Context Message

The body of the TML context message contains the following information:
a) the identification of the protocol, i.e., the characters ‘ISP1’ in ASCII encoding;
b) the version of this Recommended Standard (the number 1);

c) the heartbeat-interval and dead-factor, used for monitoring of the status of the TCP

connection (see 2 5 3)

2.5.2.4 TML Heartbeat Message

The bpdy of the TML heartbeat message is empty. A TML heartbeat message-consists of the
messape header only, where the length field is set to ‘zero’.

2.5.3 | MONITORING OF THE STATUS OF THE TCP CONNECTION

The Recommended Standards for SLE transfer services requife that SLE PDUs be transferrned
a)| in sequence;
b)| completely and with integrity;
c¢)| without duplication;

d)| with flow control that notifies backpressure to the application layer in the event|of
congestion; and

e)| with notification to the application layer in the event that communications betwden
the SLE service user and the SLE service provider are disrupted, possibly resulting| in
a loss of data.

While|the TCP fully suppoOrts requirements a) to d), it does not intrinsically provide a megns
of didtinguishing between an idle connection and a dead connection. Therefore this
Recommended Standard specifies the special procedure described in this section.

NOTH - «Seme TCP implementations provide a configurable ‘keep alive’ mechanism|to
periodically probe idle connections. However, reference [E7] specifica

The procedure makes use of two parameters, a heartbeat-interval and a dead-factor. The
heartbeat-interval defines the maximum duration in seconds in which no message might be
transmitted by a TML. A value of ‘zero’ indicates that the heartbeat mechanism shall not be
used. The dead-factor defines the number of heartbeat intervals after which a TCP
connection is considered dead when no message has been received from the peer TML.
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The TML makes use of two timers for a heartbeat mechanism, a heartbeat-transmit-timer
(HBT timer) and a heartbeat-receive-timer (HBR timer). It sets the timeout value of the HBT
timer to the number of seconds defined by the heartbeat-interval and the timeout value of the
HBR timer to the number of seconds defined by the heartbeat-interval multiplied by the dead-
factor.

Whenever the TML transmits a message, it restarts the HBT timer. If the HBT timer expires,
the TML transmits a TML heartbeat message and restarts the HBT timer.

Whenever the TML receives a message, it restarts the HBR timer. When the HBR| timer
expires, the TML assumes that the connection has failed, aborts using TCP-ABORT and
isgues the TML-PROTOCOL-ABORT-indication primitive.

Following successful establishment of the TCP connection, the ,FML initiatirlg the
ociation transmits the proposed values for the heartbeat-interval-and the dead-fa¢tor as
part of the TML context message, and then starts the HBT timer and-the HBR timer.

When receiving the TML context message, the responding TML verifies that the values of
th¢ heartbeat-interval and the dead-factor are in the acegptable range. If the values are
acgeptable, the responding TML starts the HBT timer and the HBR timer. If the valyes are
not acceptable, the TML aborts the connection using PEER-ABORT with the| TML
diagnostics ‘heartbeat unacceptable’.

THe heartbeat mechanism remains in effect fop the complete lifetime of the TCP conngction.
Aq explained in 2.5.4.2, the HBR timer is, finally used to ensure that the TCP connection is
released in an orderly manner.

2.54 CONNECTION ESTABLISHMENT AND RELEASE
2.5.4.1 Initiating TML

When receiving the'primitive TML-CONNECT-request, the TML uses the port identifier to
defive the IP address and the TCP port number used by the responder. It then requepts the
T(P to establishia connection, specifying the foreign socket. It is recommended to legve the
logal socket unspecified and let TCP derive the local IP address and select an ephemeral port.

If the*T'CP connection succeeds, the TML transmits the TML context message, issues the
primitive TMI -CONNECT-confirmation, and is ready to transfer ST.E PDUs _ If the TCP

connection fails, the TML issues the primitive TML-PROTOCOL-ABORT with the
appropriate diagnostics.

NOTE - This Recommended Standard assumes that the TCP implementation takes care of
temporary network problems and retransmissions and that the TCP
implementation can be configured as needed. Therefore, any failure reported by
the TCP is assumed to be a hard error. However, this Recommended Standard
does not exclude that an implementation retries connection establishment for a
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configurable period, or until it receives TML-RESET because the return timer has

expired.

When receiving the primitive TML-DISCONNECT-request, the TML closes the TCP
connection.

2.54.2 Responding TML

When
socket
(see 2

NOTE

When
TML

arrive
messa
aborts

If the
follow

a)

b)

©)

When

6.6.2), specifying the local socket.

— It is recommended not to specify the foreign socket, with the effect’that the T¢
accepts connections from any address. Although reference [7] specifies that {
foreign socket can be defined by a call to passive open and that'the TCP will th
accept connections only from that socket, TCP APIs genérally do not provide t

prepared to accept a connection, e.g., by means of a‘firewall.

the TML is notified that a new connection has beenraccepted, it starts a configural
ptart-up timer and waits for the first message to attive. If the timer expires before d:

be received on a connection is a valid TMIzcontext message. If that is not the case
the connection with TCP-ABORT.

first message received is a valid, TML context message, the TML performs 1
ing checks:

The protocol identifier-must be ‘ISP1’; otherwise, the TML aborts using T(Q
ABORT.

supported, the ML aborts using TCP-ABORT.

using TCP-ABORT.

receiving the primitive TML-START-LISTEN-request, the TML derives the ALC
using the logical port identifier passed as argument. It then performs a ‘passiye op¢

option. A responder might nevertheless filter the IP’addresses from which if] i

-

n
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he
en
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the TML aborts the connection using TCP-ABORT. The TML checks that the first

it

he

P-

The version number must be supported by the responding TML. If the version is fot

The heartbéat parameters must be in an acceptable range; otherwise, the TML abayrts

and is

these Checks are passed the TML issues the prlmltlve TML CONNECT-indicat

When receiving TML-DISCONNECT-request, the TML terminates the HBT timer, restarts
the HBR timer, and waits for an indication that the peer has closed its side of the connection.
When the peer has closed the connection, the TML closes its side of the TCP connection. If
the HBR timer expires before the peer has closed the connection, the TML aborts the
connection using TCP-ABORT. The TML also aborts the connection if it receives any data
after receiving TML-DISCONNECT-request.
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2.5.5 ABORTING CONNECTIONS

The TML provides two methods to abort a TCP connection:

a) the PEER-ABORT operation by which the diagnostic code is transmitted to the peer
TML; and

b) a ‘silent abort’ by which no further information is made available to the peer.

T latt tlhad tod bt 2 sda TN _REQET = P = 4] s TCP
CTATICT THUTTOTU TS TOUCSTCU U Yy U PITIIIMT vO TIVIE N DO T T dITU TS THAPPUUUITTUTT Y T -

ABORT.

A |Close after Peer Abort’ timer, CPA timer, is used to check that the peer TV feacts to the
PHER-ABORT in due time.

When receiving the primitive TML-PEER-ABORT-request, the¢ yTML transmifs the
diagnostic parameter as one byte of TCP urgent data. It then stopsithe HBT and HBR timers,
staqrts the CPA timer, and waits for the peer to close its side of the connection. Thg TML
silently discards any data arriving after peer abort. When thé¢eer closes the connectign, the
TML closes its side of the connection. If the peer does fiot'close the connection before the
CRA timer expires, the TML aborts the connection with: TCP-ABORT.

—_

When the TML is notified that urgent data are present, it reads and discards all data frgm the
T(P receive buffer up to but excluding the byte-identified by the TCP urgent pointer. [t then
regds the PEER-ABORT diagnostics, closes-the connection, and issues the primitive | TML-
PHER-ABORT-indication.

2.5.6 ERROR REPORTING

EXcept for the initial start-Gp phase on the responding side (see 2.5.4.2), the TML uges the
pegr abort procedure to.report errors on the TML level such a badly formatted TML mgssage
or|reception of a TML eontext message by an initiating TML. In these cases it uses pne of
th¢ TML diagnostie,codes defined in annex A. When a TML receives urgent data with a
TML diagnostie ‘code (i.e., a code in the range 128 to 199), it reports the problem using the
primitive TME~-PROTOCOL-ABORT-indication instead of TML-PEER-ABORT-indidation.

NOQTE = The Recommended Standards for SLE transfer services reserve PEER-ABORT
diagnostic codes 0 to 127 for reporting of errors defined by these Recommended
Standards. This Recommended Standard reserves the codes 128 To 199for errors
reported by the TML, leaving the codes 200 to 255 for use by implementations.
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REDUNDANT HOSTS

If redundant hosts are used on the responding side, it is desirable to allow connection
establishment, without the need to know which host is operational. Such a feature
considered particularly useful for fast recovery after failure of a connection. This version of
the specification defines a very basic procedure for this purpose, which avoids the need for
additional infrastructure (e.g., a directory service). More reliable and flexible procedures are
left for further study and might be included in future versions.

1S

The ﬂrocedure requires an initiator to associate a set of TCP sockets with one 1ldgi

respor
more 1

der port identifier. If the TML is requested to connect to a responder port that @aps
han one socket, it attempts to establish a TCP connection to all sockets in the.set. If

Cal
to
is

expecfed that connection establishment will succeed for only a single socket and that all other

conne
on all

The p
reques
Recon

2.5.8

2.5.8.]

ctions will fail. If one of the connections succeeds, that TML requests’TCP-ABO]
pther sockets in the set.

rocedure requires that only a single responding host listen for incoming connecti
ts at any time. The means by which this is achieved afe outside the scope of t
imended Standard.

TML CONFIGURATION

Initiating TML

An initiating TML requires the following configuration parameter for its operation:

The fq

2.5.8.]

mapping from responder-port-identifiers to one or more TCP sockets each identifj
by IP address and TCP port number.

llowing configuration parameters are needed for every association:
proposed heart-beat-interval;
proposed deadsfactor;

close-after-peer-abort timeout.

RT

on
his

ed

Responding TML

A responding TML requires the following configuration parameter for its operation:

mapping from responder-port-identifiers to local TCP sockets.

The following configuration parameters are needed for every association:

a)
b)

acceptable range of the heartbeat-interval;

acceptable range of the dead-factor;
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c) TML-startup-timeout;

d) close-after-peer-abort timeout.

2.6 INTERFACES

2.6.1 AUTHENTICATION LAYER INTERFACES

2.6:t1—Overview

TH
tal

e primitives defined for the interface between the higher layers and the AL~are ligted in

le 2-1.

Table 2-1: Primitives of the AL Interface

Primitive Request | Indication | Confirmation

AL-SLE-PDU X X

2.6.1.2 AL-SLE-PDU

TH
the

R4

e primitive AL-SLE-PDU is used to pass SEE operation invocations and returns bgtween

b higher layers and the AL. Its parameters‘are shown in table 2-2.

Table 2-2: Parameters of the Primitive AL-SLE-PDU

Parameter Request Indication
SLE PDU X X
authentication-result X
deceding-result X

quest The request is used by the higher layers to pass PDUs to the AL for prodessing
and transmission. If applicable, the AL generates and adds the credentidls and
forwards the PDU to the DEL using DEL-SLE-PDU-request.

Indication  The indication is issued by the AL when a PDU received from the DEL via
DEL-SLE-PDU-indication has been authenticated. @ The result of the
authentication process is reported in the parameter authentication-result. If
authentication of a PDU is not required, the effect is as if the PDU were
successfully authenticated. The decoding result is copied from the DEL-SLE-
PDU-indication.
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2.6.2 DATA ENCODING LAYER INTERFACE

2.6.2.1 Overview

The primitives defined for the interface between the AL and the DEL are listed in table 2-3.

Table 2-3: Primitives of the DEL Interface

Primitive Request | Indication | Confirmation

DEL-SLE-PDU X X

2.6.2.2 DEL-SLE-PDU

The pfimitive DEL-SLE-PDU is used to pass SLE operation invocations and returns betwden
the All and the DEL. Its parameters are shown in table 2-4.

Table 2-4: Parameters of the Primitive DEL-SLE-PDU

Parameter Request Indication
SLE PDU X X
decoding-result X

Requegst The request is used by the AL to forward PDUs received from higher layers|to
the DEL. The DEL eneodes the PDU and forwards the encoded PDU to the
TML using TML-SLE-PDU-request.

Indication  The indication is_issued by the DEL when a PDU received from the TML YVia
TML-SLE-PDU-indication has been decoded or when decoding has failed. The
result of the‘decoding process is reported in the parameter decoding-result.

2.6.3 | TML DATA TRANSFER INTERFACE

2.6.3.1 “Overview

The primitives defined for the interface between the DEL and the TML are listed in table 2-5.

Table 2-5: Primitives of the TML Data Transfer Interface

Primitive Request | Indication | Confirmation
TML-SLE-PDU X X
CCSDS 913.1-B-2 Page 2-12 September 2015
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The primitive TML-SLE-PDU is used to pass encoded SLE PDUs between the TML and the
DEL. The parameters of the primitive are shown in table 2-6.

Table 2-6: Parameters of the Primitive TML-SLE-PDU

Parameter Request Indication
Encoded PDU X X

Rdquest The request is issued by the DEL when receiving DEL-SLE-PDU-reques;. The

TML adds the TML message header and transmits the PDUas’a TML SLE

PDU message.
Inglication  The indication is issued by the TML when receiving a ™ML SLE PDU megsage.
2.6.4 TML ASSOCIATION CONTROL INTERFACE
2.6.4.1 Overview
THe primitives defined for the interface between’ the TML and the higher laydrs for
esfablishment and release of associations are listed in table 2-7.

Table 2-7: Primitives of the ' TML Association Control Interface

Primitive Request | Indication Confirmation

TML-CONNECT X X X

TML-DISCONNECT X

TML-PEER-ABORT X X

TML-RROTOCOL-ABORT X

TMLRESET X
2.6.4.2 - TML-CONNECT
The primiﬁ'vp TMI-CONNECT is used to request establishment of a TCP connection, report
an incoming connection request, or confirm successful connection establishment. The
parameters of the primitive are shown in table 2-8.

Table 2-8: Parameters of the Primitive TML-CONNECT

Parameter Request Indication Confirmation

Responder Port Identifier X
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connection to the peer application. The TML attempts to establish
connection to the destination defined by the responder port identifier,
described in 2.5.4 and 2.5.7.

The request is issued by the higher layers on the initiating side to request a

a
as

The indication is issued by a responding TML when a new TCP connection

has been accepted and the initial TML context message has been received and

accepted.

Confif

2.6.4.

The pirimitive TML-DISCONNECT is issued by the higher layers to-request that a T¢

conne
proceq
descri

2.6.4.4

The ¢
PEER|
table 2

Requg

mation The confirmation is issued by an initiating TML when establishment of a(@
connection succeeds.

b TML-DISCONNECT

ction be disconnected. An initiating TML initializes the TCP connection rele:
Jure as described in 2.5.4. A responding TML prepares, for connection release
ped in 2.5.4.2. The primitive does not have any parametets,

} TML-PEER-ABORT

aborted using PEER-ABORT. The TML performs the peer abort procedure
described in 2.5.5.

rimitive TML-PEER-ABORT is used to;i¥equest abortion of the association |
FABORT or to report that the association.has been aborted. Its parameters are listed|i
-9.
Table 2-9: Parameters of the Primitive TML-PEER-ABORT

Parameter Request Indication

Diagnostic-(one octet) X X

Originator (Local TML or Peer) X
st Theprimitive is used by the higher layers to request that the association

P

P
1se
as

1a

be
as

Indication  The indication is issued by the TML when it receives urgent data containi
diagnostics in the range reserved by the Recommended Standards for SLE

transfer services.

ng
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2.64.5 TML-PROTOCOL-ABORT

The primitive TML-PROTOCOL-ABORT is issued by the TML if the connection fails and
an error is reported by TCP or if the connection has been aborted because of an error reported

on the level of the TML.

Table 2-10: Parameters of the Primitive TML-PROTOCOL-ABORT

Parameter

Indication

Diagnostics

X

2.06.4.6 TML-RESET

The primitive TML-RESET is issued by the higher layers to request abortion of the TCP
cohnection without transmitting diagnostics to the peer. It does not carry any parametef. The

TML terminates the connection using TCP-ABORT.

2.6.5 TML LISTENER INTERFACE

2.6.5.1 Overview

The TML listener interface supports the two-primitives displayed in table 2-11.

Table 2-11: Primitives of the TML Listener Interface

Primitive Request
TML-START-LISTEN X
TML-STOP-LISTEN X

2.6.5.2 TML-START-LISTEN

THe ptimitive TML-START-LISTEN is used by the SPL to request the TML to accepjt TCP
cohnections on the socket associated with the responder port parameter passed as argiment.

For this interface the responder port identifier must map to a single socket and the IP address
must be valid for the local host.

Table 2-12: Parameters of the Primitive TML-START-LISTEN

Parameter

Request

Responder Port Identifier

X
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2.6.5.3 TML-STOP-LISTEN

The primitive TML-STOP-LISTEN is used by the SPL to instruct the TML that no more
connections should be accepted on the socket associated with the responder port parameter
passed as argument.

Table 2-13: Parameters of the Primitive TML-STOP-LISTEN

2.6.6
2.6.6.]

The T|
provid
provid

a)

b)

Parameter Request

Responder Port Identifier X

TCP INTERFACE
Introduction

CP specification in reference [7] does not define an appli€ation program interface.
es only a functional description of user commands that’alV TCP implementations m
e. In practice, two different APIs have evolved:

The ‘socket interface’ was originally developed for BSD UNIX. It is the m
popular interface and is available on most platforms. Unfortunately there is
commonly agreed specification of the socket interface and implementations vary ii
number of subtle details. POSIX has developed a draft standard P3001.1g for {
socket interface (reference [ES8]), but'this standard has not yet been widely support
at the time of writing.

The Transport Layer Interface (TLI) was developed for UNIX System V as a gener
purpose transport interfaceé supporting Internet and OSI protocols. X/Open |
adopted and extended TLI as the X/Open Transport Interface (XTI). The POS
standard also includes XTI.

This Recommended Standard does not assume use of any specific TCP API. In order

specif]
functi
summ
used fi

y how TCP_shall be used, it defines a set of abstract service primitives based on f{
nal des€ription of user commands in reference [7]. This subsection first provide
ary discussion of these user commands and then a definition of the service primitiy
br-the 'specification.

It
1St
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2.6.6.2 TCP User Commands Defined in RFC 793

2.6.6.2.1 General

Reference [7] defines the following user commands for TCP:

In
us

a) OPEN to establish a new connection or listen for incoming connect requests;

b) SEND to send data;

c¢) RECEIVE to read data that have been received by the TCP;
d) CLOSE to terminate a TCP connection;

e) ABORT to abort a TCP connection.

addition, reference [7] requires that TCP provide ‘TCP-to-User messages’ to info
pr of certain events. These messages are not further detailed.

2.6.6.2.2 OPEN

Inj

On

R
be

If
fo1
co
log

put:  local port number
foreign socket (IP address and port number)
active/passive flag
timeout - optional

itput: local connection name

ference [7] additionally defines-arguments related to security and precedence. Thes
en omitted, as they are not generally supported by TCP APIs.

the active/passive flag is'set to ‘active’, the TCP attempts to establish a connection
eign socket (active-epen). If the flag is set to ‘passive’, the TCP accepts ing

al port number,“but TCP APIs allow specification of the IP address as well (the IP aj

muyst be a valid.address on the host). However, TCP APIs generally do not allow f

'm the

e have

to the
oming

hnection requests. (passive open). According to reference [7], a user can specify only the

ddress
assive

open to speeify the foreign socket. Therefore, this specification does not consider that ¢ption.
Whethertheétimeout option is supported depends on the specific APIL
2.6.6.2.3 SEND
Input:  local connection name
buffer address
byte count
PUSH flag
URGENT flag
timeout - optional
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Output: none

The SEND command copies the number of bytes defined by ‘byte count’ from ‘bufter
address’ to the TCP transmit buffer. The description in reference [7] refers to a blocking
interface where the command would return only when all data have been copied. APIs
supporting a non-blocking interface return the number of bytes that have been copied. To
send the remaining data the command must be reissued when the TCP reports it has sufficient
room in its transmit buffer.

The PUSH flag instructs the TCP actually to transmit the data as soon as possible. TCP Atls
generdlly do not support specification of the flag by the user. Therefore, it is nof further
considered in this Recommended Standard.

When|the URGENT flag is set, TCP sets the urgent flag in the next segment transmitfed
indicating to the receiver that urgent data are present. In addition it setsian urgent pointer|in
the segment header that points to the end of the urgent data.

—

Whether the timeout option is supported depends on the specific AP

2.6.6.2.4 RECEIVE

Input:[ local connection name
buffer address
byte count

Output: byte count
PUSH flag
URGENT flag

The RECEIVE command copi¢S a maximum of ‘byte count’ bytes from the TCP recefve

buffer{to the ‘buffer address’) and returns the actual number of bytes copied. If present, it also
returny the PUSH flag andthe URGENT flag.

2.6.6.2.5 CLOSE

Input:| local connection name

Output: none

The CLOSE command terminates transmission of data on a connection and signals to the
peer TCP that the connection is closing. Data can still be received on this connection. This
is called a ‘half-close’ by reference [7]. The TCP connection terminates when both users
have closed the connection.

NOTE - The CLOSE command must not be confused with the close function of the socket
interface, which actually performs a “full close’.
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2.6.6.2.6 ABORT

Input:  local connection name

Output: none

When ABORT is issued, the TCP sends a special segment with the flag RST set (RESET
segment) and immediately releases all resources allocated to the connection. Reception of a

RESET segment causes a hard TCP error.

2.6.6.3 Service Primitives Used in this Recommended Standard

2.6.6.3.1 Overview

Th
thq
in

Table 2-14: Primitives Used for the TCP-Interface

is Recommended Standard uses the abstract primitives listed in table 2-14 to descrije how
b TCP interface is used. These primitives are defined in terms, ot :the TCP user commands
reference [7] as far as possible. Additional specifications are added where necessary

Primitive

Request

Indication

Confirmation

TCP-PASSIVE-OPEN

X

TCP-CONNECT

TCP-DISCONNECT

TCP-DATA

TCP-URGENT-DATA

TCP-ABORT

X | X[ X|X|X

X | X[ X|X|X

2.0.6.3.2 TCP-PASSIVE-OPEN

Th
Sp

Table 2-15: Parameters of the Primitive TCP-PASSIVE-OPEN

e TCP-PASSIVE-OPEN primitive 1s used to request TCP to accept connectiong on a
pcified lecal port. The parameters are listed in table 2-15.

Request

Parameter Request
Local IP address X
Local port number X

connection arriving on any interface of the host.

CCSDS 913.1-B-2
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2.6.6.3.3 TCP-CONNECT

The TCP-CONNECT primitive request is used to request establishment of a TCP connection
to a specified socket. The indication refers to an indication of TCP that a connection has

been accepted.

Table 2-16: Parameters of the Primitive TCP-CONNECT

Parametet Reqtest—indication——Confirmation

Foreign IP address

Foreign port number

Local IP address

X | X[ X]|X

Local port number

Request

Indication

Confitmation Indication by the TCP that a non-blocking connect request succeeded.

2.6.6.3.4 TCP-DISCONNECT

The TCP-DISCONNEC T setvice request is used to request a half-close of the connection. T
indication refers to an.indication by TCP that the peer has closed its side of the connection.

Request

Indication

Request of the OPEN command with the active/passive’ flag set to ‘activ
The foreign IP address and port number are specified) The local port numf
remains unspecified such that TCP can selectyan ephemeral port. It

2

e’
ber
is

recommended to leave the local IP address and port number unspecified, but

supply of these parameters is not excludeds

TCP-to-User message, indicating that*a-new connection has been accepted
the TCP on a socket for which;-TCP-PASSIVE-OPEN-request had beg
issued. TCP APIs generally require the application program to accept the n
connection before data can beexchanged.

Regquest of the command CLOSE.

TCP-to-User message, indicating that the peer has closed its side of {

by
cn
EW

he

he

connection. (In the socket API this is indicated by returning a zero byte c01|1nt

from a request to read data from the 1CP receive putier.)

As mentioned earlier in 2.6.6.2, the TCP user command CLOSE is supposed to perform a
‘half close’, which indicates that no more data will be transmitted but still allows receiving
data. Standard interfaces provided by TCP APIs to disconnect a TCP connection terminate
both transmission and reception of data and perform the TCP connection release procedure
autonomously without user interaction. This Recommended Standard has been specifically
designed to allow use of such interfaces as well as interfaces that support the original
concepts expressed in reference [7] to implement the primitive TCP-DISCONNECT.
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2.6.6.3.5 TCP-DATA

The primitive TCP-DATA is used to describe data transfer across a TCP connection.

Table 2-17: Parameters of the Primitive TCP-DATA

Parameter Request Indication

Daota - biiffar AV4 AV4
Data oot ZAY 7X

Rqquest Call of the command SEND with the URGENT flag not set, repeating’the| call if
necessary to send a complete message.

Inglication =~ TCP-to-User message, indicating that data are present in the TCP receive [buffer
and subsequent call of the command RECEIVE. Fop the purpose ¢f this
Recommended Standard it is assumed that RECEIVE.is called once to rdad the
TML message header followed by one or more call§'to read the message bpdy.

2.6.6.3.6 TCP-URGENT-DATA

THe primitive TCP-URGENT-DATA is used to describe urgent data transfer across p TCP
cohnection.

Rgquest Call of the command SEND yith the URGENT flag set.

Inglication =~ TCP-to-User message,:ifidicating that urgent data are present.

2.0.6.3.7 TCP-ABORT

The service request is_Gsed to abort a connection. The indication refers to a TCP error|report
indlicating that the connection can no longer be used.

Rdquest Call of the command ABORT.

Ingdlication—~" TCP-to-User message, indicating a hard TCP error.

THisRecommended Standard recognizes that some implementations of specific TCP APIs do
not support the user command ABORT or do not allow to issue this command in certain
states, e.g., after closing of the connection has been requested. In such cases, the primitive
TCP-ABORT should be implemented using the most efficient method for termination of the
connection that is supported by the TCP API. Such alternative methods might invoke the
standard orderly connection release procedure and not transmit a RESET segment, which is
considered a conforming behavior.
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2.7 SECURITY ASPECTS OF THE INTERNET SLE PROTOCOL
2.7.1 SECURITY BACKGROUND / INTRODUCTION

The SLE Internet Protocol specified in this Recommended Standard provides a
communication service for SLE services and therefore any discussion of security aspects
must consider the combination of the applicable SLE transfer service specification and the
SLE Internet Protocol.

The JLE transfer services are defined as layered application services operating (eyer
underlying communication services that must meet certain requirements but which are
otherwise unspecified. The SLE Internet Protocol specifies a communications seryviee baded
on thg Transmission Control Protocol (TCP). As such it meets the requirements on the
commpunications service set forth by the SLE Transfer Service specification but does fot
provide explicit support for security capabilities other than authentication-and access control.
Such fapabilities can however be provided by establishment of a séeure communicatigns
channgl for ISP1 traffic using secure protocols at the transportior network layer and
appropriate tunneling techniques. Missions and service providers.are expected to select from
the avpilable technologies to acquire the performance and seeurity capabilities appropriate| to
the mjssion. Specification of the various tunneling technhologies, and in particular their
associpted security provisions, are outside the scope of this‘Recommended Standard.

SLE ttansfer services transfer data that originate on'a mission spacecraft or are destined fofr a
missign spacecraft. As such, the SLE transfer sérvices have custody of the data for only a
portion of the end-to-end data path between-MDOS and mission spacecraft. Consequenitly
the ability of an SLE transfer service to/secure the transfer of mission spacecraft dataj is
limitegl to that portion of the end-to-end-path that is provided by the SLE transfer service (ile.,
the terrestrial link between the MDOS dnd the ground termination of the ground-space link{ to
the mission spacecraft). End-to-end security must also involve securing the data as it crosses
the grpund-space link, which-can be provided by some combination of securing the missijon
data ifself (e.g., encryption-of the mission data within CCSDS space packets) and secur;Ing
the grpund-space link (€:g), encryption of the physical ground-space link). Thus while SLE
transfgr services play-a’role in the end-to-end security of the data path, they do not contfol
and cgnnot ensure that end-to-end security. This component perspective is reflected in the
securify provistoris of the SLE transfer services and of the SLE Internet Protocol.

2.7.2 | STATEMENTS OF SECURITY CONCERNS

2.7.2.1 General

This subsection identifies ISP1 support for capabilities that responds to these security
concerns in the areas of data privacy, data integrity, authentication, access control,
availability of resources, and auditing.
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2.7.2.2 Data Privacy (also known as Confidentiality)

This Recommended Standard and the SLE transfer service specifications do not define
explicit data privacy requirements or capabilities to ensure data privacy. Data privacy is
expected to be ensured by the mission application processes that communicate over the SLE
transfer service, by a secure communications channel through which ISP1 traffic is tunneled,
or some combination of both. For example, mission application processes might apply end-
to-end encryption to the contents of the CCSDS space link data units carried as data by the

SIF transfer carvice Alternativel or-1n-addition the network connection between t SLE
E—taHy e ee—F At o O3 tHOH—tHEeHEHW-O o HHecHOH—bB W+

entities might be encrypted when tunneled through a secure communications channel:

2.7.2.3 Data Integrity

This Recommended Standard and the SLE transfer service specifications do not |define
explicit data integrity requirements or capabilities to ensure data” integrity beyomd the
protection provided by the TCP. Explicit protection of data integrity, if required, nIxst be
provided by a secure communications channel through whichdSP1 traffic is tunneled.

2.17.2.4 Authentication

This Recommended Standard requires use of thé&.protected simple authentication progedure
(Protected 1) defined in reference [11] for implementation of the authentication requir¢gments
specified in the SLE transfer service specifieations (see 3.1).

THe SLE transfer service authenticatiotr capability can be selectively set to authenticate|at one
of| three levels: authenticate eve€ry invocation and return, authenticate only the |BIND
opgeration invocation and return, or perform no authentication. Depending upon the s¢curity
enyvironment in which the /SEE service user and provider are operating, and the s¢curity
requirements of the spacéflight mission, the SLE transfer service authentication level tan be
adppted by choosing the SLE operation invocation and returns that shall be authenticated.

If [threat analysis™results entail that the simple authentication procedure specified By this
Rdcommended<Standard does not provide sufficient protection, then strong authentication
mIst be provided by a secure communications channel through which ISP1 traffic is
tupneled,

2.7.2.5 Access Control

SLE transfer service specifications define access control requirements, and define
initiator-identifier and responder-identifier parameters of the service
operation invocations and returns that are used to perform SLE transfer service access
control. The procedure by which access to SLE transfer services is controlled is described in
annex F of the Cross Support Service Green Book (reference [E1]).
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2.7.2.6 Availability of Resources

The SLE transfer services are provided via communication networks that have some limit to
the resources available to support those SLE transfer services. If these resources can be
diverted from their support of the SLE transfer services (in what is commonly known as
‘denial of service’) then the performance of the SLE transfer services may be curtailed or
inhibited.

This Recommended Standard specifies use of a start-up timer to prevent unauthenticated and
unauthorized users from blocking resources (see 3.3.4.2) but beyond that does not define
explicjt capabilities to prevent denial of service. Further protection, if required,-fiust [be
provided by a secure communications channel through which ISP1 traffic is tunneled.

2.7.277 Auditing

This §LE Internet Protocol specification and the SLE transfer service"specifications do fot
define| explicit security auditing requirements or capabilities. Security auditing is expected|to
be negotiated and implemented bilaterally between the spaceflight mission and the service
provider.

2.7.3 | POTENTIAL THREATS AND ATTACK SCENARIOS

The SJLE Internet Protocol and SLE transfer-$ervices depend on unspecified mechanisms
operating above the SLE transfer service (bétween a mission spacecraft application proc¢ss
and it$ peer application process on the ground), in a secure communications channel through
which| ISP1 traffic is tunneled, or(s¢me combination of both, to ensure data priv4cy
(configlentiality). If no such mechanisms are actually implemented, or the mechanisms
select¢d are inadequate or inappropriate to the network environment in which the mission is
operating, an attacker could fead the spacecraft telemetry or command data contained in the
SLE protocol data units as'they traverse the WAN between service user and service providgr.

The SLE Internet ProtoCol and SLE transfer services constrain the ability of a third party|to
seize ¢ontrol of andactive SLE transfer service instance, but do not specify mechanisms that
would| prevent@an ‘attacker from intercepting the protocol data units and replacing the contents
of the|data parameter. The prevention of such a replacement attack depends on unspecified

mechgnisms operating above the SLE transfer service (between a mission spacecrpft
applicktion—process—and—its—peer—apphication—proecess—on—the—ground)—in—a—seetire
communications channel through which ISP1 traffic is tunneled, in bilaterally-agreed extra
capabilities applied to the SLE transfer service (e.g., encryption of the data parameter) or
some combination of the three. If no such mechanisms are actually implemented, or the
mechanisms selected are inadequate or inappropriate to the network environment in which

the mission is operating, an attacker could substitute telemetry data without detection.

If the SLE transfer service authentication capability is not used or if the implementation of
the SLE authentication capability by the simple authentication procedure specified in this
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Recommended Standard is inadequate or inappropriate to the network environment in which
the mission is operating, and if authentication is not ensured by a secure communications
channel through which ISP1 traffic is tunneled, then attackers may somehow obtain valid
initiator-identifier values and use them to initiate SLE transfer service instances
by which they could gain access to spacecraft commanding or to telemetry data.

The SLE Internet Protocol provides basic protection against denial of service attacks in order
to ensure that the supporting network has sufficient resources to provide sufficient support to

ler Htimate ucers If the mechanicmes nravided for thic nurnoace are imadeanate or HapPPEe rlate
@mateusers—Hthe mechanisms providedfor this-purpose-are madequatle orinapprop

to [the network environment in which the mission is operating and no additional pretégtion is
provided by a secure communications channel through which ISP1 traffic is tunneled, then an
attacker could prevent legitimate users from receiving telemetry from their spacecraft or from
commanding their spacecraft.

If the provider of SLE transfer service provides no security auditing(capabilities or if|a user
chposes not to employ auditing capabilities that do exist, then attackers may delay or gscape
detection long enough to do serious (or increasingly serious) harm'to the mission.

2.7.4 CONSEQUENCES OF NOT APPLYING SECURITY

The consequences of not applying security to-dn SLE transfer service are p¢ssible
depradation and loss of ability to receive telemetry from the spacecraft, substitution of altered
telemetry data, degradation and loss of ability’to command the spacecraft, and even loss of
th¢ spacecraft itself.
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3 ISP1 MESSAGES AND PROCEDURES
3.1 AUTHENTICATION LAYER

3.1.1 Authentication shall be based on the following parameters:
a) User name. The following rules shall apply for this parameter:

1) the user name shall be a string of 3 to 16 characters;

2) the user name shall be identical to the authority identifier of the appli¢atjon by
which the application is identified in the BIND invocation and the BIND retpirn.

NOTE - For an initiating SLE application, the user name \is the inftiator-
identifier, and for a responding SLE application,the user name| is the
responder-identifier.

b) Password. The password shall be an octet string of 6 to 16 octets.

3.1.2 When the Authentication Layer receives an SLE PDW requiring authentication from
th¢ higher layers it shall generate the credentials and inseft them into the PDU passed|to the
D4gta Encoding Layer.

NOTE — Whether a PDU requires authentication is determined by the authentication level
agreed upon for a service instanceg it can be

‘all’ — all PDUs except PEER-ABORT-invocation shall be authenticatdd;
—  ‘bind” — only the BIND invocation and return shall be authenticated;

—  ‘none’ — no PDPU shall be authenticated.

3.1.2.1 Generation of ¢éredentials shall be performed according to the protected simple
authentication procedute)(Protected 1) defined in reference [11] and detailed by the following
specifications.

3.1.2.1.1 The<following information shall be encoded using the ASN.1 syntax defiped in
reference [9])and the Distinguished Encoding Rules (DER) specified in reference [10]:

a)<_the current time, using the CCSDS day segmented time code without the P-field (see
reference [13]);

b) arandom number;
c) the user name of the local SLE application;

d) the password of the local SLE application.
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NOTE - Encoding the information with DER provides a platform-independent bit pattern
from which a hash code can be generated. Use of ASN.1 and DER for generation
of credentials does not imply that ASN.1 or DER is used for encoding of data
exchanged between the service user and the service provider.

3.1.2.1.2 The ASN.1 type used for encoding shall be the one defined in figure 3-1.

HashInput ::= SEQUENCE

{ time OCTET STRING (SIZE(8))

, randomNumber INTEGER (0 .. 2147483647)
, userName VisibleString

, passWord OCTET STRING

}

Figure 3-1: ASN.1 Type for Generation of ‘the Protected’

3.1.2.1.3 The output of the encoder shall be passed through a onefway hash function|to
obtain|a message digest, also referred to as ‘the protected’.

3.1.2.1.4 The following information shall be inserted into the.parameter credentials of the
PDU before passing it to the Data Encoding Layer:

a)| the time parameter used for generation of the meSsage digest;
b)| the random number used for generation of the message digest;

c)| the message digest itself.

NOTH — The user name used for -atithentication is transmitted as part of the BIND
invocation or return.  Therefore it is not necessary to include it into the
credentials parameter.

3.1.2.2 Authentication of credentials received from the peer application shall be performed
according to the protected simple authentication procedure (Protected 1) defined |in
reference [11] and detdiled by the following specifications.

3.1.2.2.1 The time in the credentials shall be checked against the current time. If the tijne
differgnce is larger than acceptable, authentication shall fail.

NOTH ~ ™ This Recommended Standard assumes that the acceptable delay is provided to the

Asatls 41 41 I £ 41 vy
AUduIviitIvativll IJCL)’UI ad a buuusl,uauuu Palalllblbl .

3.1.2.2.2 The following information shall be encoded using the ASN.1 type defined in
figure 3-1 and the Distinguished Encoding Rules:

a) the time obtained from the credentials, in the CCSDS day segment time format
without P-Field (see reference [13]);

b) the random number obtained from the credentials;
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c) the user name of the peer application;

d) the password of the peer application.

3.1.2.2.3 The encoded data shall be passed through a one-way hash function to obtain a
message digest.

3.1.2.2.4 The message digest shall be compared with the message digest in the credentials.
If these match, authentication shall be regarded as successful. Otherwise, authentication shall
faill.

3.1.2.3 The one-way hash function used shall be SHA-256 defined by reference|[12].

3.2 DATA ENCODING LAYER

3.2.1 The DEL shall encode and decode SLE PDUs using the ASN.1 types defined|in the
Rdcommended Standard for the applicable transfer service typeand version number and the
Bgsic Encoding Rules defined in reference [10].

NOTE — The service type and version number can bé-extracted from the BIND invdcation
PDU, which must be the first PDU passed to the DEL after establishment of an
ISP1 association.

3.2.2 If decoding of a PDU fails, the DEL shall inform the higher layers, which shall apply
th¢ procedures foreseen by the Recommended Standards for SLE transfer services.

3.2.3 The DEL shall encode the“credentials parameter defined for SLE PDUs usipg the
ASN.1 type shown in figure 3-2. "It shall encode the resulting bytes as an OCTET STRING
acgording to the definitions inithe Recommended Standards for SLE transfer services.

(@]

ISP1Credentials ::= SEQUENCE
{ time OCTET STRING (SIZE (8)) —-- CCSDS CDS time code
randomNlUumber INTEGER (0 .. 2147483647)

theProtected OCTET STRING (SIZE (20..32))

- NN

Figure 3-2: ASN.1 Type for the Credentials Parameter

NOTES

1 For the purpose of authentication, the constituents of the credentials must be
distinguishable for the receiver. This implies the need for a refined ASN.1 type.

2 The length of the ‘the protected’ field is sized to a maximum of 32 bytes to hold the
output SHA-256 hash function. However, to allow backward compatible
implementations, the ‘the protected’ field can also be 20 bytes long, which is the
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length of the output generated by the SHA-1 function specified by the previous

version of this Recommended Standard (reference [E10]).

3.3 TRANSPORT MAPPING LAYER

3.3.1 TECHNOLOGY
The TML shall use the Transmission Control Protocol (TCP) specified by reference [7] for
commpnication with a remote TML. It shall map one SLE association to exactly one TP
connegtion.
3.3.2 | TML MESSAGES
3.3.2.1 The TML shall use three types of messages for exchange of data over an established
TCP gonnection:

a)| an SLE PDU message for transfer of SLE PDUs;

b)[ a TML context message to transmit TML initialization ‘parameters;

c)| a TML heartbeat message to periodically probe an 1dle TCP connection.
3.3.2.2 TML messages shall be formatted as defined by the specifications in 3.3.2.2.1{to
3.3.2.2.6.
NOTHS
1 The layout of a TML message is shown in figure 3-3.
2 The message body contains any number of octets, not necessarily a multiple of four

0 1 2 3
04234567890123456789012345678901
type ID reserved (zero) message header
length (number of octets in the body)
message body
Figure 3-3: Layout of a TML Message

3.3.2.2.1 A TML message consists of an eight-octet message header and a message body.
3.3.2.2.2 The message header consists of the following fields in the sequence indicated:
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a) a message type field of one octet containing the message type identifier as defined by
table 3-1;

Table 3-1: TML Message Type Identifiers

Type ID | Message type

1 SLE PDU Message

2 TML Context Message

3 TML Heartbeat Message

b) areserved field of 3 octets set to ‘zero’;

c) a length field of four octets, which holds the number of octets in.the messag¢ body
represented as a binary unsigned integer value.

3.3.2.2.3 The body of an SLE PDU Message consists of the encoded SLE PDU.

3.3.2.2.4 The body of a TML context message consists~of 12 octets and contaips the
following fields in the sequence indicated:

a) the protocol identification field (four octets) containing the characters ‘I’ °‘S” ‘P11’ in
ASCII encoding (hexadecimal 49 53 50 313;

b) areserved field of 3 octets, set to ‘zera’;
c) the protocol version (1 octet) setto-the binary value “1°;
d) the heartbeat-interval (2 octets) represented as a binary unsigned integer value;

e) the dead-factor (2 octets). represented as a binary unsigned integer value.

NOTE - The parameters heartbeat interval and dead-factor are defined in 3.3.3. The
layout-ofthe TML context message is shown in figure 3-4.

Q 1 2 3
0,+234567890123456789012345678901

ID=2 reserved (zero)
message header
length = 12
protocol ID =" ‘S’ ‘P’ ‘1’
reserved (zero) Iversion =1] > message body
heartbeat interval dead factor

Figure 3-4: Layout of a TML Context Message
3.3.2.2.5 The body of a TML heartbeat message is empty.

NOTE - A TML heartbeat message consists of a message header only, where the length
field is set to ‘zero’.

CCSDS 913.1-B-2 Page 3-5 September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=32ce084a8a696be8784d728cdaec55d1

ISO 18440:2016(E)
SPACE LINK EXTENSION—INTERNET PROTOCOL FOR TRANSFER SERVICES

3.3.2.2.6 All integer values in TML messages shall be in network octet order (‘big endian’).

NOTE - Because the interface to TCP is defined in terms of bytes, the TML must ensure
that the byte order of integer values is correct. The order in which the bits of
individual bytes are transmitted depends on lower-level protocols and hardware
interfaces and cannot be influenced by the application software. If there is a need
to reverse the bit order within a byte, it is usually performed either by the
hardware or low-level device drivers.

3.3.3 | HEARTBEAT MECHANISM

NOTH — The TML uses the procedure specified in this section to detect failure’of a TCP
connection during periods in which no messages are transmitted.  This procedurg is
described first, because the parameters and timers defined by the procedure are
frequently referred to by the specification of connection establishment and releasg.

3.3.3.1 Detection of failed connections shall be based on the following parameters:

a)| the heartbeat-interval specifies the maximum period, taeasured in seconds, in which a
TML might not transmit any message;

b)| the dead-factor defines the time, measured ininits of heartbeat-intervals, after which
the TML shall assume that a connection has-failed, if it does not receive any messdge
from the peer TML.

3.3.3.2 If the heartbeat-interval is set tol<zero’ the procedure defined in this section shiall
not befapplied.

3.3.3.3 The TML shall use a heartbeat transmit-timer (HBT timer), set to the value of the
heartbgat-interval according te-the following specifications:

3.3.3.3.1 Whenever theZTML transmits a message, it shall restart the HBT timer.

3.3.3.3.2 When the HBT timer expires, the TML shall transmit a TML heartbeat messdge
and reptart the HBT timer.

3.3.3.4 The-TML shall use a heartbeat receive-timer (HBR timer), set to the value of the
heartbgat-interval multiplied by the value of the dead-factor, according to the following
specifications:

3.3.3.4.1 Whenever the TML receives a message, it shall restart the HBR timer.

3.3.3.4.2 When the HBR timer expires, the TML shall assume that the connection has
failed. It shall issue TCP-ABORT and inform the higher layers by TML-PROTOCOL-
ABORT-indication with the TML diagnostic set to ‘heartbeat timeout’.
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3.3.4 CONNECTION ESTABLISHMENT
3.3.4.1 Initiator Side

NOTE - This subsection specifies the connection establishment procedure used by the
TML when a logical port identifier maps to a single TCP socket. The procedure
for connecting to multiple hosts concurrently is defined in 3.3.8.

3.3.4.1.1 When receiving TML-CONNECT-request, the TML shall establish a TCP
cohnection as defined by the specifications in 3.3.4.1.1.1 to 3.3.4.1.1.3.

3.3.4.1.1.1 The TML shall issue TCP-CONNECT-request using the IP address and.port fumber
derived from the logical port identifier to specify the foreign IP address and port iumber.

NOQTE — TCP APIs generally allow the local address and port number to femain
unspecified. They will then automatically use an IP address by which the socket
can be reached and assign an ephemeral port number.

3.34.1.1.2 If TCP-CONNECT-request succeeds, the TMI shall:
a) start the HBT timer and the HBR timer; and

b) issue TML-CONNECT-confirmation.

NOTE — The TML context message is defidéd in 3.3.2. The heartbeat mechanism is defined
in 3.3.3. If the heartbeat interval is ‘zero’, the heartbeat timers are not started

3.3.4.1.1.3 If TCP-CONNECT-request fails, or any other error occurs, the TML shall issue
TML-PROTOCOL-ABORT-indication with the appropriate diagnostics.

NOQTE - This Recommended Standard assumes that the TCP implementation takes ¢are of
temporary network problems and re-transmissions and that the TCP implemehtation
can be configured as needed. Therefore, failure of TCP-CONNECT-reqpest is
assumed-to be a hard error. This Recommended Standard does not exclude that an
implenientation retries connection establishment for a configurable period or until it
réceives TML-RESET-request because the return timer expires.

3.3.4.2~ " Responder Side

3.3.4.2.1 When receiving TML-START-LISTEN-request, the TML shall request TCP-
PASSIVE-OPEN using the IP address and port number derived from the logical responder
port identifier to specify the local address and port number.

3.3.4.2.2 When receiving TML-STOP-LISTEN-request, the TML shall instruct TCP to stop
accepting connection requests for the IP address and port number identified by the argument
‘responder port identifier’.
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NOTE - This effect can generally be achieved by closing the listen socket (Socket API) or
transport endpoint (XTI/TLI).

3.3.4.2.3 When receiving TCP-CONNECT-indication, the TML shall create a new
association in the state ‘TML starting’ and perform the following procedure:

3.3.4.2.3.1 It shall start a TML start-up timer (TMS timer).

3.3.4.2.3.2 If the TML receives at least the amount of data specified for a TML message
headet before the TMS timer expires, it shall read the first eight octets of the data and
perform the following checks:

3.3.4.2.3.2.1 If the first eight octets of the data do not present a valid TML message header,
the TML shall stop the TMS timer and abort the connection using TCP-ABORT.

NOTH — As explained in 2.6.6.3.7, this specification allows TCPéABORT to have the
same effect as TCP-DISCONNECT-request, if the TCP‘user command ABORT
is not supported by the TCP APL

3.3.4.2.3.2.2 If the message received is a TML context message, the TML shall retrieve the
complite message and perform the checks in 3.3.4.2.3.2.3:t0'3.3.4.2.3.2.5.

NOTH - The TML context message is defined in 3:3.2.

3.3.4.2.3.2.3 If the protocol identifier is not cerrect, the TML shall stop the TMS timer and
abort the connection using TCP-ABORT.

3.3.4.2.3.2.4 If the version number ;does not match the version of this speciﬁcat:lﬁn
supported by the TML, the TML shall stop the TMS timer and abort the connection using
TCP-ABORT.

3.3.4.2.3.2.5 If the heartbeat interval and dead-factor values are acceptable, the TML shall
start the HBT timer.

NOTHS

1 The heattbeat interval and dead-factor are explained in 3.3.3.

2 Ifthe heartbeat interval is ‘zero’, the heartbeat transmit timer shall not be not started.

3.3.4.2.3.3 When all checks have been passed, the TML shall change the state of the
association to ‘data transfer’ and issue TML-CONNECT-indication.

3.3.4.2.3.4 If the first message received is a valid TML message other than the TML context
message, the TML shall stop the TMS timer and abort the connection using TCP-ABORT.

3.3.4.2.3.5 When receiving the first valid SLE PDU message in the state ‘data transfer’, the
TML shall stop the TMS timer and start the HBR timer.
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NOTE - If the heartbeat interval is ‘zero’, the heartbeat receive timer shall not be started.

3.3.4.2.3.6 If the TMS timer expires before a valid context message and the first valid SLE
PDU message arrive, the TML shall terminate the connection using TCP-ABORT.

3.3.4.2.3.7 If the TMS timer expires in the state ‘data transfer’, i.e., after reception of the
context message, but before reception of a valid SLE PDU message, the TML shall
additionally inform the higher layers using TML-PROTOCOL-ABORT indication.

3.3.5 ORDERLY CONNECTION RELEASE

3.3.5.1 When receiving TML-DISCONNECT-request, an initiating TMIt shall close the
TP connection.

NOTE - If the peer TML does not close its side of the connestion, actual relepse of
resources allocated to the TCP socket depends on the policy applied by thg TCP
implementation. Implementations can ensure release of resources using the
following procedure if it is supported byl the TCP API and thel TCP
implementation:

a) perform a half-close for the sending side and start a timer;
b) if any data arrive, abort the connection using TCP-ABORT;

c) if the peer does not close~the connection within the timeout, abqrt the
connection using TCP-ABORT.

3.3.5.2 When receiving TML-DISCONNECT-request, a responding TML shall perform the
stdps described in 3.3.5.2.1 to 3.3:5.2.4:

3.3.5.2.1 The TML shall sstop the HBT timer, restart the HBR timer, and wait for| TCP-
DISCONNECT-indication.

NOQTE - If the heartbeat interval is ‘zero’, the heartbeat mechanism shall be disablgd. In
this(case, no timers shall be used for the connection release procedure.

3.3.5.2.25:The TML shall abort the TCP connection using TCP-ABORT-reques} if it
re¢eives further data.

NOTE — No data can arrive if both sides correctly implement the SLE operations as
defined by the applicable Recommended Standard.

3.3.5.2.3 When receiving TCP-DISCONNECT-indication, the TML shall close its side of
the connection using TCP-DISCONNECT-request.

3.3.5.2.4 If the HBR timer expires before the TML receives TCP-DISCONNECT-
indication, it shall abort the connection with TCP-ABORT-request.
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3.3.6

ABORTING CONNECTIONS

3.3.6.1 Peer Abort

3.3.6.1.1 When receiving TML-PEER-ABORT-request, the TML shall perform the
procedure specified by 3.3.6.1.3.

3.3.6.1.2 Except when explicitly defined otherwise in this Recommended Standard, the
TML shall use the peer abort procedure defined by 3.3.6.1.3 to report errors to the peer TML,

using
PROT
that it

3.3.6.1
Recon
3.3.6.

3.3.6.]
a)

pbne of the TML diagnostic codes defined in annex A. In this case, it shall issue TM
OCOL-ABORT-indication with the appropriate diagnostic to inform the higherlay:
has aborted the connection.

.3 The TML shall implement the PEER-ABORT operation  defined by {
imended Standards for SLE transfer services as defined by the, specifications
3.1t03.3.6.1.3.3:

3.1 The aborting TML shall perform the following steps:

TCP-URGENT-DATA-request;

-
CTS

he
in

the TML shall send the PEER-ABORT diagnostics.ds. one byte of urgent data using

b)| the TML shall stop the HBT and HBR timers;:and start the CPA timer;

c)| the TML shall wait for TCP-DISCONNECT -indication;

d)| the TML shall silently discard all data that arrive after it has sent the urgent data;

e)| when receiving TCP-DISCONNECT-indication, the TML shall close its side of the
connection using TCP-DISCONNECT-request;

f) | if the CPA timer expires before the TML receives TCP-DISCONNECT-indicatipn,
the TML shall abort-the’connection with TCP-ABORT-request.

NOTE - As explained in 2.6.6.3.7, this specification allows TCP-ABORT to have the

same. effect as TCP-DISCONNECT-request, if the TCP user command
ABORT is not supported by the TCP APIL.
3.3.6.1.3.2 »When the TML is notified by TCP-URGENT-DATA-indication that urgent data
are pehding, it shall perform the following steps:

a) the TML shall read and discard all data from the TCP receive buffer up to but
excluding the byte referred to by the TCP urgent pointer;

b) the TML shall read and analyze the byte referenced by the TCP urgent pointer;

c) if the diagnostic code is in the range reserved by the Recommended Standards for
SLE transfer services, the TML shall issue the primitive TML-PEER-ABORT-
indication passing the diagnostic as a parameter;
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d) otherwise the TML shall issue TML-PROTOCOL-ABORT-indication primitive with
the diagnostics retrieved from the urgent byte;

e) the TML shall close the TCP connection.
NOTES

1 When the receiving TML has been notified of the presence of urgent data, that TML
might receive requests to transfer data from the DEL. It is expected that such requests
will either be rejected with an indication that the connection 1s aborting or will be
silently ignored. Requests to disconnect or abort the connection must be aegcepted, but
should be ignored. The only exception is a TML-RESET request, which' should cause
an immediate TCP-ABORT.

2 If the peer TML does not close its side of the connection, actual release of respurces
allocated to the TCP socket depends on the policy ~applied by the| TCP
implementation. Implementations can ensure release of resources using the following
procedure if it is supported by the TCP API and the TCP implementation:

a) perform a half-close for the sending side and sfart’a timer;
b) if any data arrive, abort the connection usinig'TCP-ABORT;

c) if the peer does not close the connection within the timeout, abort the connection
using TCP-ABORT.

3.3.6.1.3.3 If the aborting TML is notified by TCP-URGENT-DATA-indication that urgent
data are pending after transmission(of the PEER-ABORT diagnostics, it shall regd and
digcard all data up to and includihg the byte referred to by the TCP urgent pointer and then
clgse the TCP connection.

p—

NOTE - This situation‘can occur if both sides request PEER-ABORT nearly simultang¢ously.
Both sides ‘must close the TCP connection in order to avoid a deadlock sifuation
where ach side is waiting for the other side to close the connection. [n this
situation, neither side will be transmitting data following the PEER-ABORT
diagnostic, such that a ‘full close’ can be issued without invoking TCP ABORT.
Because the PEER-ABORT procedure was already invoked locally, the PEER-
ABORT diagnostic received will not be passed to the higher layers.

3.3.6.2 Silent Abort

When receiving TML-RESET-request, the TML shall abort the connection with TCP-
ABORT-request.

NOTE - As explained in 2.6.6.3.7, this Recommended Standard allows TCP-ABORT to
have the same effect as TCP-DISCONNECT-request, if the TCP user command
ABORT is not supported by the TCP APIL.
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3.3.6.3 Protocol Abort

The TML shall issue TML-PROTOCOL-ABORT-indication in the following cases:

a)
b)

c)

TCP reports an unrecoverable error;

TCP reports a send timeout;

TCP reports that the peer has closed its side of the connection by TCP-

DISCONNECT-indication before TMI -DTQFONNFFT-qu11PQf or TCP-URGE

T-

N(

3.3.7

3.3.7.1
the SLi

3.3.7.2

of the

NOTH

3.3.7.2.
shall abort the connection with the peer abort procedure and the diagnostics ‘badly

TML
forma

3.3.7.2.

3.3.7.2

from
timer.

3.3.7.

DATA-indication has been received.

DTE — As indicated in 3.3.6.1 the TML additionally issues TML-PROTOCOQO
ABORT-indication when receiving peer abort with a diagnostic’code in {
range defined by annex A.
SLE PDU TRANSFER

When receiving TML-SLE-PDU-request, the TML shall add the message header
E-PDU message and transmit the message using TCP-DATA-request.

When receiving TCP-DATA-indication, the TML shall check the first eight oct
data and proceed as defined in 3.3.7.2.1 to 3.3.7.2.4.

— The very first message received on-a TCP connection by a responding TML sh
be handled differently, as specified’in 3.3.4.2.

1 If the first eight octets of the,data do not present a valid TML message header, {
ted TML message’.
2 If the message is a TML heartbeat message, the TML shall restart the HBR time

.3 If the message is an SLE PDU message, the TML shall retrieve the message bo
he TCP, forward it using the primitive TML-SLE-PDU-indication, and restart the H}

L-
he

for

ets

all

he

dy
BR

with thepeer abort procedure and the diagnostics ‘TML protocol error’.

3.3.8

3.3.8.1

.44 If the message is a TML context message, the TML shall abort the connectllon

CONNECTION ESTABLISHMENT TO REDUNDANT HOSTS

If an initiating TML receives TML-CONNECT-request with a port identifier that

maps to a set of sockets, it shall perform the modified connection establishment procedure

define

din3.3.8.1.1 to 3.3.8.1.3.

3.3.8.1.1 The TML shall call TCP-CONNECT-request for each of the sockets in the set.
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3.3.8.1.2 When the TCP connection establishment succeeds for one of the sockets, the
TML shall immediately call TCP-ABORT on all other sockets in the set. It shall then
proceed with the connection establishment as specified by 3.3.4.1.1.2, using the socket for
which TCP connection establishment succeeded.

3.3.8.1.3 When TCP connection fails for all sockets in the set, the TML shall issue TML-
PROTOCOL-ABORT-indication with the appropriate diagnostics.
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4 TML STATE TABLE
4.1 INTRODUCTION

This section defines state tables for the Transport Mapping Layer. The state tables for the
Data Encoding Layer and the Authentication Layer are trivial and are therefore not detailed in
this document.

cover
implementation considerations discussed in additional comments on these requirerhents. It
spgcifies connection establishment with a single provider and does not cover theprotedure
for concurrent connection establishment with redundant provider systems described in 3.3.8.

4.2 NOTATION

NQTE - The notation used for the state tables is the one specified by UML for state
diagrams (see reference [E9]). This notation has/been slightly extended tq adapt
it to state tables. It is summarized below in Extended Backus-Naur Form (EBNF)
notation together with the extensions. Extensions are highlighted by under]ining.
For formulation of conditions, the Object:Constraint Language (OCL) sp¢cified
by UML is used.

A1 incoming event in the event column is defined by
<drigin> ‘:’ <event-name> [ ‘(’<arguments>‘)’ |
Prpcessing of the event is described by the following sequence:

[<guard-condition>] [<action-expression>]* [<send-clause>]* [<state-transition>]

<guard-condition> ::= (*[}<condition> ]’

<cpndition> .=) ‘conditional expression formulated in OCL
<artion-expression> == ‘/’ <action-name> [ ‘(’ <arguments> ‘)’ |
<sgnd-clause> = Y <target> ‘.” <event-name> [ ‘(’ <arguments> ‘)’ |
<state-transition> = ‘=’ <new-state>

Trpnsitiofito self is not shown in the tables.

Adtions can be simple actions or compound actions. Compound actions are displayed in
capital letters and are expanded using simple pseudo-code (IF THEN ELSE END IF) together
with the notational elements shown above.

For events passed between the layers defined in this Recommended Standard, the names of
the service primitives as defined in 2.6 are used. Because of the limited space, the use of a
primitive is abbreviated as shown below:

— request req
— response rsp
CCSDS 913.1-B-2 Page 4-1 September 2015

© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=32ce084a8a696be8784d728cdaec55d1

ISO 18440:2016(E)

SPACE LINK EXTENSION—INTERNET PROTOCOL FOR TRANSFER SERVICES

indication ind
confirmation cnf

State / event combinations that cannot occur when the TML is correctly implemented and the
higher layers correctly implement the SLE transfer service are marked by ‘N/A’.

43 STATES

The st

SO

S1

S2

S3

S4

4.4

4.4.

C

T

D

1

The e

2.6.

4.4

5,

2

pte table uses the following states for an ISP1 association:
LOSED The initial and final state, in which no TCP connection exists.

ML STARTING Initialization state for TML; depending on the rele« (initiator
responder) the TML establishes the TCP connection, or waits
the initial message on an accepted TCP conneetion.

ATA TRANSFER SLE PDUs can be exchanged.

FER ABORTING The TML has received an indication“that urgent data are pres
and waits for the PEER-ABORT ‘diagnostic to arrive.

ML CLOSING The TML releases the TEP connection in response to a PEH
ABORT or a DISCONNECT request from the higher layers.

EVENTS

EVENTS RECEIVED FROM'THE HIGHER LAYERS

namely:

CONNECT-request
DISCONNECT=request
PEER-ABORT-request
RESET-request

or
for

ent

R -

vents received from the higher layers are the service primitives defined in 2.6.4 and

EVENTS SENT TO THE HIGHER LAYERS

The events sent to the higher layers are the service primitives defined in 2.6.4 and 2.6.5,
namely:

CONNECT-indication
CONNECT-confirmation
PEER-ABORT-indication
PROTOCOL-ABORT-indication
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4.4.3 EVENTS RECEIVED FROM THE DATA ENCODING LAYER

The event received from the DEL is the service primitive defined in 2.6.3, namely

— SLE-PDU-request

4.44 EVENTS SENT TO THE DATA ENCODING LAYER

TI b s 4l A N 41 - - bib 1L 1 - D L2 1
IICTTTVTITUSTITIT TO TIIT DT TS UIT SCTVICT PLHIIUVC UCIHICU 11T £.9. 0, 11dIIITLY

— SLE-PDU-indication

4.4.5 EVENTS RECEIVED FROM THE TCP

THe events received from the TCP are the service primitives definedin2.6.6.3, namely

— CONNECT-indication

— CONNECT-confirmation

— DISCONNECT-indication

— DATA-indication

— URGENT-DATA-indication (signal that urgent data are present in the incoming data
stream)

— ABORT-indication

Infaddition, ‘TCP Error’ and ‘Timeout’ afe) considered events that are received from th¢ TCP.
‘Timeout’ refers to either a connect timeout or send timeout indicated by the TCP.

4.4.6 EVENTS SENT TOTHE TCP

THe events sent to the FCP-are the service primitives defined in 2.6.6.3, namely

— CONNECT:request

— DISCONNECT-request

— DATA-request

— URGENT-DATA-request
— , ABORT-request

4.4.7 INTERNAL EVENTS

TMS Timeout the TML start-up timer expires

HBT Timeout the heartbeat-transmit-timer expires

HBR Timeout the heartbeat-receive-timer expires

CPA Timeout the ‘Close after Peer Abort’ timer expires
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4.5 PREDICATES

diagnostics = SLE diagnostics
The diagnostic code received for PEER-ABORT is in the range
reserved by the Recommended Standards for SLE transfer services.

diagnostics = TML diagnostics
The diagnostic code received for PEER-ABORT is in the range

first P

101

defined in annex A of this Recommended Standard.

The PDILic the firet one received-on the association
+Ho—+1- —tH o> t-OH oo -0 HtHe—ayy Ot ttOH -

heartb|

local {
msg =
msg <
msg =
msg =
msg <
role =

role =

urgent
protog

pat acceptable

eer abort

TML Context

> TML Context
TML PDU
TML Heartbeat
> TML Message
initiator

responder

byte available
ol supported

The parameters received with the TML context message
acceptable to the receiver.

The PEER-ABORT procedure was requested by the local applicatig
The message received is a correctly formatted TML coriteXt messag]
The message received is not a TML context message.
The message received is a PDU message.

The message received is a TML heartbeat message.
The message received is not a valid TML message.

The TML is in the role of the initiatorii.e., it initializes the TC

connection.

The TML is in the role of the .responder; i.e., it accepts the TC

connection.

The urgent byte was read from the TCP interface.

The protocol identifiersis ‘ISP1’ and the version number
supported by the TML

re

o

4.6 ACTIONS

4.6.1 | SIMPLE ACTIONS

/build|TML message  Add the TML message header to the encoded PDU.

/cleanpip Stop HBR timer and HBT timer.

/discatd Silently discard the data received.

/discard pending data” If unsent data exist discard them, even if part of a TML message has
already been transmitted.

/discatd normal‘data Discard all received data except for the urgent byte.

/extra¢t PDU Remove the TML message header from the encoded PDU.

/reject] Reject the request received from higher layers.

/restart HBR timer Stop the heartbeat-receive-timer and start it again.

/restart HBT timer Stop the heartbeat-transmit-timer and start it again.

/start HBR timer Start the heartbeat-receive-timer.

/start HBT timer Start the heartbeat-transmit-timer.

/start TMS timer Start the TML start-up timer.

/stop HBR timer Stop the heartbeat-receive-timer.

/stop HBT timer Stop the heartbeat-transmit-timer.

/stop TMS timer Stop the TML start-up timer.
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