INTERNATIONAL

ISO

STANDARD 18425

First edition

2013-06-01
Space data and information.transfer
systems — Spacecraft Onboard Interface

Services — SubnetworkPacket Se

Systemes de transfert des infortnations et données spatiale
Services d'interfaces a bord.des véhicules spatiaux — Sen|
paquets par sous-réseau

rvice

S —_—
ice en

e Reference number
= — ISO 18425:2013(E)

©1S0 2013


https://standardsiso.com/api/?name=083320bbdaabfd8087c89be05f448d1b

ISO 18425:2013(E)

COPYRIGHT PROTECTED DOCUMENT

© 1802013

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form or by any
means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior written permission.
Permission can be requested from either ISO at the address below or ISO’s member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20
Tel. +412274901 11

Fax +41 2274909 47

E-mail copyright@iso.org

Web www.iso.org

Published in Switzerland

ii © ISO 2013 — All rights reserved


https://standardsiso.com/api/?name=083320bbdaabfd8087c89be05f448d1b

ISO 18425:2013(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through 1SO
technical committees. Each member body interested in a subject for which a technical committee has been
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Bcope

Hed by onboard subnetworks.

nternational Standard defines services and service interfaces provided by the-SOIS Subne
ce. Its scope is to specify the service only and not to specify methods of providing the s§
y of onboard data links.

International Standard conforms to the principles set out in the,Spacecraft Onboard Interf
n Book and is intended to be applied together with it. The protecols which provide this sery
mented for individual links, and this can be in the purview ¢f individual missions, agenciesg
nding on future circumstances.

scope and field of application are furthermore detailed in subclause 1.2 of the enclg
Cation.
Requirements

irements are the technical recommendations made in the following publication (reprod
ing pages), which is adopted as an_nternational Standard:

DS 851.0-M-1, December 2009; Spacecraft Onboard Interface Services — Subnetwork PacK

es and paragraphs of publication CCSDS 851.0-M-1.
sitov

part is information which is relevant to the CCSDS publication only.

Revision of publication CCSDS 851.0-M-1

International Standard is one of a family of documents specifying the SOIS-compliant services to be

fwork Packet
prvice over a

ace Services
ice are to be
, or CCSDS,

sed CCSDS

uced on the

et Service.

ne purposes of international standardization, the modifications outlined below shall apply t¢ the specific

It has been agreed with the Consultative Committee for Space Data Systems that Subcommittee
ISO/TC 20/SC 13 will be consulted in the event of any revision or amendment of publication CCSDS 851.0-
M-1. To this end, NASA will act as a liaison body between CCSDS and ISO.
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely
voluntary, the results of Committee actions are termed Recommendations and are not in
themselves considered binding on any Agency.

CCSOS Recommendations take two forms: Recommended Standards that are prescriptive
the formal vehicles by which CCSDS Agencies create the standards that specify hpw
elemepts of their space mission support infrastructure shall operate and interopérate wjith
othersj and Recommended Practices that are more descriptive in nature and are-intended| to
provide general guidance about how to approach a particular problem assogiated with space
missign support. This Recommended Practice is issued by, and represerits the consensus pf,
the CCSDS members. Endorsement of this Recommended Practiceis entirely voluntary
and does not imply a commitment by any Agency or organization to implement [its
recommendations in a prescriptive sense.

No later than five years from its date of issuance, this Recommended Practice will |be
reviewed by the CCSDS to determine whether it should: (1) remain in effect without change;
(2) bg changed to reflect the impact of new technologies, new requirements, or new
directions; or (3) be retired or cancelled.

In thgse instances when a new version of @ Recommended Practice is issued, existing
CCSDS-related member Practices and implementations are not negated or deemed to be ngn-
CCSDS compatible. It is the responsibility of each member to determine when such Practi¢es
or implementations are to be modified. Each member is, however, strongly encouraged|to
direct|planning for its new Practices and implementations towards the later version of the
Recommended Practice.

CCSDS 851.0-M-1 Page ii December 2009
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FOREWORD

This document is a technical Recommended Practice for use in developing flight and
ground systems for space missions and has been prepared by the Consultative Committee
for Space Data Systems (CCSDS). The Subnetwork Packet Service described herein is
intended for missions that are cross-supported between Agencies of the CCSDS, in the
framework of the Spacecraft Onboard Interface Services (SOIS) CCSDS area.

Thi
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transfer data over an onboard subnetwork. The SOIS Subnetwork Packet Servi

the particular type of data link being used for communication.

THrough the process of normal evolution, it is expected that-expansion, deleti

to

ve

CCSDS document management and change control procedures, which are defined

rsions of CCSDS documents are maintained at the CCSDS Web site:

http://www.ccsds:org/

Questions relating to the contents or statuscof this document should be addressed
CCSDS Secretariat at the address indicated on page i.

jssions
be can

pport various transport and network protocols like TCP/IP and can directly sppport
plications that only need to use a single subnetwork. The SOIS Subnetwork/Racket Service
pvides quality of service features and also provides a common service interface regardless

bn, or

madification of this document may occur. This Recommended-Practice is therefore qubject

in the

Prpcedures Manual for the Consultative Committee fgrSpace Data Systems. Qurrent

to the
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— | Hellenic Natienal Space Committee (HNSC)/Greece.

— | Indian Space-Research Organization (ISRO)/India.

— | Institute-of Space Research (IKI)/Russian Federation.

— | KFKt:Research Institute for Particle & Nuclear Physics (KFKI)/Hungary.

— | Korea Aerospace Research Institute (KARI)/Korea.
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— National Institute of Information and Communications Technology (NICT)/Japan.
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— National Space Organization (NSPO)/Chinese Taipei.
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CCSDS RECOMMENDED PRACTICE FOR SOIS SUBNETWORK PACKET SERVICE

1 INTRODUCTION
1.1 PURPOSE AND SCOPE OF THIS DOCUMENT

This document is one of a family of documents specifying the SOIS-compliant services to be
provided by onboard subnetworks.

The purpose of this document is to define services and service interfaces provided by the
SQOIS Subnetwork Packet Service. 1ts scope is to specify the service only and not to specify
mgthods of providing the service over a variety of onboard data links.

ThHis document conforms to the principles set out in the Spacecraft Onboard Interface
Services Green Book (reference [Al]) and is intended to be applied together with it. The
prptocols which provide this service are to be documented for individualinks, and this can
be[ in the purview of individual missions, agencies, or CCSDS;~depending on |future
cirjcumstance.

1.2 APPLICABILITY

THis document applies to any mission or equipment claiming to provide a CCSDS [SOIS-
compliant Packet Service.

1.3 RATIONALE

SQIS provide service interface specifications in order to promote interoperability and
depelopment reuse via peer-to-peer and-vertical standardisation.

1.4 DOCUMENT STRUCTURE

THe document has five major sections:
— this section, gentaining administrative information, definitions, and references;

section 2;.describing general concepts and assumptions;

section 3, containing the Subnetwork Packet Service specification;

section 4, containing the Management Information Base (MIB) for the service;

i [ H- Q H o £ Qiat D £
= OCLUUIT I, LUTTIPTIdNITY a OSTTVILE LUTTTUTTTIAlNLE oldleTiieTit FTuTurTa.

In addition, annex A contains informative references.

CCSDS 851.0-M-1 Page 1-1 December 2009
© 1SO 2013 — All rights reserved
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1.5 CONVENTIONS AND DEFINITIONS
1.5.1 BIT NUMBERING CONVENTION AND NOMENCLATURE

In this document, the following convention is used to identify each bit in an N-bit field. The
first bit in the field to be transmitted (i.e., the most left justified when drawing a figure) is
defined to be ‘Bit 0’; the following bit is defined to be ‘Bit 1’ and so on up to ‘Bit N-1".
When the field is used to express a binary value (such as a counter), the Most Significant Bit
(MSB) shall be the first transmitted bit of the field. i.e., ‘Bit 0" (see figure 1-1).

BIT O BIT N-1

N-BIT DATA FIELD

FIRST BIT TRANSFERRED = MSB

Figure 1-1: Bit Numbering Convention
In acdordance with modern data communications practice; Spacecraft data fields are often
groupgd into eight-bit ‘words’ widely known as bytes:oThroughout this Recommended
Practig¢e, such an eight-bit word is called an “octet’.
The nimbering for octets within a data structure starts with zero. By CCSDS convention, gny
‘spare[ bits are permanently set to ‘0.
1.5.2 | DEFINITIONS
1.5.2.1 General
For the purpose of this document the following definitions apply.
1.5.2.2 Definitions.from the Open Systems Interconnection (OSI) Basic Reference

Mode

This document is defined using the style established by the Open Systems Interconnection
(OSI) |Basic Reference Model (reference [A3]). This model provides a common framewgrk
for thedevetopment of standards i the fietdof Systems-interconmectior.

The following terms, used in this Recommended Practice, are adapted from definitions given
in reference [A3]:

layer: subdivision of the architecture, constituted by subsystems of the same rank.

packet service access point (PSAP): the point at which SOIS Packet service is provided by a
Packet service entity to a Packet service user entity.

CCSDS 851.0-M-1 Page 1-2 December 2009
© 1SO 2013 — Al rights reserved 11
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packet service access point address (PSAP Address): a Packet service address that is used to
identify a single PSAP. The PSAP Address may be a Packet Source SAP Address (PSSAP) or

Packet Destination SAP Address (PDSAP).

protocol data unit (PDU): unit of data specified in a protocol and consisting of Protocol

Control Information (PCI) and possibly user data.

protocol ID: identifier which uniquely identifies a SOIS Subnetwork user within
system.

a data

service: capability of a layer (service provider) together with the layers beneathcit, which is
provided to the service users.
service data unit (SDU): an amount of data whose identity is preserved when trangferred
befween peer packet service user entities and which is not interpreted by the|SOIS
Subnetwork service provider entities.
NOQTE - The relationship between PDU, SDU and PCI is shown in figure 1-2.
(N)-layer (N)-PDU
Y
(N -1)-P€I (N-1)-SDU
(N — 1)-layer l
v v
i (N -1)-PDU
Figure 1-2:-Relationship between PDU, SDU and PCI
supnetwork: an abstraetion of a collection of equipment and physical media, such as @ local
arga network or a data-bus, which forms and autonomous whole and can be used to intercpnnect
regl systems for the-purpose of data transfer.
user data: the-data transferred between Packet service entities on the behalf of the Packet
sefvice usérentities for whom the Packet service entities are providing a service.
1.5:23—Terms Definedrinthis RecommendedPractice
For the purposes of this Recommended Practice, the following definitions also apply. Many
other terms that pertain to specific items are defined in the appropriate sections.
channel: identifier for subnetwork resources associated with a resource reservation.
CCSDS 851.0-M-1 Page 1-3 December 2009
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NOTE - A channel can be a list of time slots in a time division multiplexed system or a
bandwidth limit in a bandwidth division multiplexed system. The subnetwork
resources required for the communication can also be defined to allow
simultaneous use of non-conflicting resources on subnetworks that support this
feature.

data system: addressable entity, situated in a subnet, which hosts an instance of the
subnetwork protocols, subnetwork services, and subnetwork users.

NOTH - The subnetwork users are uniquely identifiable in a subnetwork by a combinat1‘on
of data system address and a protocol ID. A data system is typically a computer
or a device.

data gystem address: identifier which uniquely identifies a data system in a subnetwork.

NOTH - The data system address can be referred to as a destination-address or a source
address depending on the context of its invocation at‘the subnetwork servjce
interface.

error] data bit received with the inverse value from that with Which it was sent.

maximum transmission unit (MTU): maximum size of,data that a data link can transmit|as
a single PDU.

NOTH - The MTU is required to ensure that.different sources of data get fair access to the
transmission medium, by multiplexing traffic on a packet-by-packet basis. SDUs
larger than the MTU will be segmented into smaller PDUs.

octet: |eight-bit word.
NOTH - An eight-bit word-is-eommonly referred to as a byte.
packet: an arbitrary integef number of octets.

NOTH - The SDU.for the packet service takes the form of a packet.

priorify: transmit precedence of an SDU relative to other SDUSs.

quality -0f.service (Qo0S): ability of a communication system to provide predictable gnd

differantiated-services-

NOTE - Quality of service for a communication service can be characterised in terms of
important features relevant to that communications service, for example:
reliability, transmission rate, effective bandwidth and latency, error rate.

segmentation: division of subnetwork service data units by the subnetwork into shorter
sections (segments) that are short enough to be sent over the data link.

CCSDS 851.0-M-1 Page 1-4 December 2009
© 1SO 2013 — All rights reserved
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NOTE - The subnetwork is responsible for reassembling the segments back into
subnetwork service data units when delivering to the subnetwork user entity.

service class: quality of service indicating whether resource reservation or reliability is
required.

1.6 DOCUMENT NOMENCLATURE

The following conventions apply throughout this Recommended Practice:

a) The words ‘shall” and ‘must’ imply a binding and verifiable specification;
b) The word ‘should’ implies an optional, but desirable, specification;

c) The word ‘may’ implies an optional specification;

d) The words ‘is’, “are’, and ‘will” imply statements of fact.

1.7 REFERENCES

The following documents contain provisions which, through reference in this text, cor|stitute
provisions of this Recommended Practice. At thetirme of publication, the editions indicated
ware valid. All documents are subject to revision, and users of this Recommended Pfactice
ar¢ encouraged to investigate the possibility”of applying the most recent editions |of the
documents indicated below. The CCSDS, Secretariat maintains a register of currently valid
CCSDS Documents.

Naone.
NOTE - Informative references are contained in annex A.
CCSDS 851.0-M-1 Page 1-5 December 2009
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OVERVIEW

FUNCTION

The SOIS Subnetwork Packet Service transfers Service Data Units, which comprise variable
length, delimited octet strings, from one endpoint on a data link/subnetwork to another
endpoint on the same data link/subnetwork, using the SOIS data link functions to move the
information across the data link/subnetwork.

2.2

Th
va

pr
thi

D3
Se
nu

CONTEXT

s document.

e SOIS Subnetwork layer provides for the movement of an SDU over arsubnetwo
riety of user applications, Space Internet Services (SIS), and others. @he service may be
pvided over a variety of data links, and the method of such provision i$ not in the scpope of

k to a

Packet

ta to be transported is passed to the Subnetwork Packet Service via the Subnetwork
rvice interface with a requested QoS. As shown in figure 2-1, the service is ong of a
mber of services which may be provided by the SOIS-Subnetwork.
L Mission
Application Specific
) Layer Applications|
S
0 o o 0 v

@) gsggg?tnl?gyer CMD & Datal Time.~ File & Message Device

O [ Acquisition SS Packet Storef Transfer Enumeration

g Services \égrﬁ\ﬁce Services Service Service

c

>

2.

2 ity (el '

o | Transfer =t o g -----=t

S i Laver  i-TaSegitPOtocold

= : i Network Protocol 1}

g -------------------- ;\----- O o) O O

8 Subnetwork h b i d Y. i

@ Layer Packet Memory Synchronisation I_Dewce Test

3 Service Accgss Service D|scoyery Service

g Service Service

7 Datalink Convergence Protocols
Milbus SpaceWire| | CAN I | Wireless |

Figure 2-1: Subnetwork Packet Service Context

The Subnetwork Packet Service makes use of the data link to transfer data and control

information.

strategy for such service provision is outlined in reference [Al].

A variety of data links may be suited to provision of the service, and the

A Subnetwork Management function is also provided for configuring, managing, and
collecting status information from the Subnetwork Packet Services.

CCSDS 851.0-M-1
© 1SO 2013 — All rights reserved
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2.3 ASSUMPTIONS

The following assumptions have been made in designing the SOIS Subnetwork Packet
Services:

— SOIS Subnetwork Packet Services are provided across single subnetworks.

— SOIS Subnetwork Packet Services are made available to protocol entities in the
Transfer, Application Support, and User Application Layers.

24 PUALITY OF SERVICE

The requested QoS is the concatenation of service class (Best-effort, Assured,'Réserved,|or
Guaranteed), priority, and, where appropriate, a channel identifier. Semantics-and use of the
priority parameter are dependent on which service class is being invoked,

There|are four communication service classes provided by the S@IS Subnetwork Packet
Servige:

— | Best-effort service class, as specified in 3.1.5.2 a);
— | Assured service class, as specified in 3.1.5.2 b);
— | Reserved service class, as specified in 3.1.5,2 ¢);

— | Guaranteed service class, as specified in'3.1.5.2 d).

All sefvice classes are sequence preserving-within a channel or at a priority level. There is[no
servicg-wide sequence preservation unless all users operate with no channelisation and at a
single|priority.

The Best-effort and Reserved service classes deliver data in sequence and without errors; the
implidation of these qualities-is that PDUs that are received out of sequence or with errors
will npt be delivered to the user. The user (sending or receiving) is not informed of such non-
delivefy. It is therefore’ recommended that underlying data links be themselves inherengly
sequemce preserving:

2.5 PBECURITY

2.5.1 SECURITY BACKGROUND

The SOIS services are intended for use with protocols that operate solely within the confines
of an onboard subnet. It is therefore assumed that SOIS services operate in an isolated
environment which is protected from external threats. Any external communication is
assumed to be protected by services associated with the relevant space-link protocols. The
specification of such security services is outside the scope of this document.
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2.5.2 SECURITY CONCERNS

At the time of writing there are no identified security concerns. If confidentiality of data is
required within a spacecraft it is assumed it is applied at the Application layer. More
information regarding the choice of service and where it can be implemented can be found in
reference [AZ2].

2.5.3 POTENTIAL THREATS AND ATTACK SCENARIOS
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3 SUBNETWORK PACKET SERVICE
3.1 SERVICE PARAMETERS
3.11 GENERAL

The Subnetwork Packet Service shall use the parameters defined in 3.1.2 to 3.1.8.

3.1.2 DATA
The Data parameter shall be used as the Service Data Unit (SDU) of the SOIS Subnétwork
Packet Service.

3.1.3 PACKET SOURCE SERVICE ACCESS POINT (PSSAP)YADDRESS
ThHe PSSAP Address shall be used to identify the SAP Addressthat identifies the user|entity
that wishes to send a Packet Service SDU.
3.14 PACKET DESTINATION SERVICE ACCESS POINT (PDSAP) ADDRES$S
The PDSAP Address shall be used to identify the'SAP Address that identifies the user entity
to which a Packet Service SDU is required to®e delivered.
3.1.5 SERVICE CLASS

3.1.5.1 General

The service class parameter;shall refer to one of the following qualities of service:
a) Best-effort, as’specified in 3.1.5.2 a);

b) Assured,@sSpecified in 3.1.5.2 b);

c) Reserved, as specified in 3.1.5.2 ¢);

d). Guaranteed, as specified in 3.1.5.2 d).

3.1.5.2 Possible Values of the Service Class
a) The Best-effort service class shall:

1) make a single attempt to deliver data to its destination but cannot ensure that it
will be delivered successfully;
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assure the delivery of all SDUs to the Destination in the same sequential order

in

which they are produced by the Source (within a priority value), without errors,

and without duplication;
use a priority parameter to determine the precedence of PDUSs;
ensure that SDUs extracted from PDUs containing errors are not delivered,;

ensure that individual SDUs being sent are not larger than the MTU.

The Assured service class shall:

1)
2)
3)

4)
5)
6)

ensure delivery of data to its destination;
indicate to the sending entity if it is not possible to provide the assured-service;

assure the delivery of all SDUs to the Destination in the same-sequential order
which they are produced by the Source (within a priority-value), complg
without errors, and without duplication;

use a priority parameter to determine the precedenceof PDUs;
ensure that SDUs extracted from PDUs containing errors are not delivered,;

ensure that individual SDUs being sent are not larger than the MTU.

NOTE - Where both Best-effort.and Assured service classes are provid
prioritisation CAN be performed amongst PDUs belonging to b
service classes and ‘informed by priority and an understanding
packet lifetime with regard to timeouts which provide the assut
service.

The Reserved service classshall:

1)

2)

3)

make a single attempt to deliver data to its destination but cannot ensure tha
will be deliveredsuccessfully;

assure the delivery of all SDUs to the Destination in the same sequential order
which-they are produced by the Source (within the channel and within a prion
valtie), without errors, and without duplication;

use a channel that defines the resources that are used to transmit the SDU;

in

pd,
hth
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ed
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4)
5)

ensure that SDUSs extracted Trom PDUS contalning errors are not delivered,

ensure that individual SDUs being sent are not larger than the MTU.

The Guaranteed service class shall:

1)

ensure delivery of data to its destination;

2) indicate to the sending entity if it is not possible to provide the Guaranteed

service (i.e., the user is informed if it is not possible to deliver the data);
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3) assure the delivery of all SDUs to the Destination in the same sequential order in

which they are produced by the Source (within the channel and within a p
value), complete, without errors, and without duplication;

4) use a channel that defines the resources that are used to transmit the SDU;
5) ensure that SDUs extracted from PDUs containing errors are not delivered;

6) ensure that individual SDUs being sent are not larger than the MTU.

riority

Th

ervice

source

hmeter
of the

es the

nel is
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rtance

3.1

.6 CHANNEL
a) The Channel parameter shall be used only for Reserved or Guaranteed S

classes, in accordance with 3.1.5.

b) The Channel parameter shall be used to fully specify dn)end-to-end re
reservation for a subnetwork communication, as follows:

1) For time division multiplexed (scheduled) systems, the Channel par
identifies a list of time slots that may be used to support transmission
channel data.

2) For systems based on bandwidth reservation, the Channel parameter identif
amount of subnetwork capacity that may be used to support the transmission

NOTE - The time-slot allocation\or bandwidth reservation for each char

defined by management parameters of the protocol providing the
service.
1.7 PRIORITY
e Priority parameter shaH be used as follows:
a) If resource reservation is not present, the Priority parameter indicates the impg

of the data'to the system.

b) Wherg resource reservation is invoked the priority level is interpreted within a
channel.
8 FAILURE METADATA

The Failure Metadata parameter shall be used to provide the information generated by the
Subnetwork Packet Service provider to the sending entity to provide information related to a
failure of service provision.

NOTE - A service class and/or a channel and/or priority can be associated with a packet
source service access point by management, negating the need to explicitly

invoke these parameters in the service primitive.
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3.2 PACKET SERVICE PRIMITIVES

3.21 GENERAL

a) The SOIS Subnetwork Packet Service shall not use primitives other than the
following three primitives:

1) PACKET_SEND.request (which requests to send an SDU), as specified in 3.2.2;

2) PACKET RECEIVE. indication (which indicates that a packet has been received
and which passes the correspondlng SDU to the end system) as specified in 3:2\3;

3) PACKET_FAILURE.indication (which indicates a failure to provide an|Assuied
or Guaranteed service), as specified in 3.2.4.

b)[ A data system may not implement one or other of the PACKET !SEND.request|or
PACKET_RECEIVE.indication primitives.

NOTE - |In this case, the data system is only capable of simplex packet
communication.

c)| A data system implementing the Subnetwork Packet Service shall implement the
PACKET_FAILURE.indication primitive in the*case of Guaranteed and Assufed
service classes.

3.2.2 | PACKET_SEND.REQUEST
3.2.2.1 Function

The PACKET_SEND.request primitive’shall be used to request the service to send an SDU tp a
destingtion protocol entity which issauiser of the service.

NOTH - The SDU is assigned a priority level which determines the urgency with which it
will be sent and-forwarded through the onboard subnetwork.
3.2.2.2 Semantics

The PACKET _SEND.request primitive shall use the following semantics, with the meaning
of the jparameters defined in 3.2.2.5:

PACKET_SEND.request (PSSAP Address, PDSAP Address, Service Class, Priority,
Channel, Data)

3.2.2.3 When Generated

The PACKET_SEND.request primitive shall be passed to the SOIS Subnetwork Packet
Service provider to request that the Data be sent.
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