INTERNATIONAL

ISO

STANDARD 18382

First edition
2013-06-01

Space data and information transf;
systems — Spacecraft onboard inf
services — RFID-based-inventory
management systems

Systemes de transfert des ififormations et données spatialg
Services d'interfaces a bord des véhicules spatiaux — Syst
gestion des stocks basés’sur la radiofréquence (RFID)

Dr
erface

S —
emes de

e Reference number
= — ISO 18382:2013(E)

©1S0 2013


https://standardsiso.com/api/?name=d40e6eea4255c94444f3a528149b4c3f

ISO 18382:2013(E)

COPYRIGHT PROTECTED DOCUMENT

© 1802013

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form or by any
means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior written permission.
Permission can be requested from either ISO at the address below or ISO’s member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20
Tel. +412274901 11

Fax +41 2274909 47

E-mail copyright@iso.org

Web www.iso.org

Published in Switzerland

ii © ISO 2013 — All rights reserved


https://standardsiso.com/api/?name=d40e6eea4255c94444f3a528149b4c3f

ISO 18382:2013(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
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technical committees. Each member body interested in a subject for which a technical committee has been
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ecommended practices contained in this International Standard enable/‘member agencies
option(s) available for interoperable RFID-based communications in the support
gement applications. The specification of a Recommended™ Practice facilitates

ber space agencies.

nternational Standard is targeted towards passive (unpowered) RFID tags transmitting in th
/lHz Ultra High Frequency (UHF) radio band. The“recommended practices are applic
btrial (ground-based) and space-based automated, inventory management systems utilizing
tags.

e RFID systems and utilization of RFID:‘tags for precision asset localization are not co
ational Standard.

scope and field of application are’ furthermore detailed in subclause 1.3 of the enclg
Cation.

Requirements

irements are theZtechnical recommendations made in the following publication (reprod
ing pages), whieh is adopted as an International Standard:

DS 881.0-M-1, May 2012, Spacecraft onboard interface services — RFID-based inventory
ms.

Bcope
International Standard provides recommended practices for the utilizationy6f Radi¢p Frequency
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3 Revision of publication CCSDS 881.0-M-1

It has been agreed with the Consultative Committee for Space Data Systems that Subcommittee
ISO/TC 20/SC 13 will be consulted in the event of any revision or amendment of publication CCSDS 881.0-
M-1. To this end, NASA will act as a liaison body between CCSDS and ISO.
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AUTHORITY
Issue: Recommended Practice, Issue 1
Date: May 2012

Location: Washington, DC, USA

THis document has been approved for publication by the Management Gouncil pf the
Cansultative Committee for Space Data Systems (CCSDS) and represents’ the conpensus
teghnical agreement of the participating CCSDS Member Agencies.» Fhe procedyre for
reyiew and authorization of CCSDS documents is detailed in Organization and Processes for
the Consultative Committee for Space Data Systems (CCSDS A02.1-Y-3), and the reqord of
Agency participation in the authorization of this document can ke obtained from the GCSDS
Segretariat at the address below.

THis document is published and maintained by:

CCSDS Secretariat

Space Communications and Navigation Office, 7L70
Space Operations Mission Directorate

NASA Headquarters

Washington, DC 20546-0001; USA

CCSDS 881.0-M-1 Page i May 2012
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely voluntary,
the results of Committee actions are termed Recommendations and are not in themselves
considered binding on any Agency.

CCSOS Recommendations take two forms: Recommended Standards that are prescriptive
and arg the formal vehicles by which CCSDS Agencies create the standards that specify hpw
elemepts of their space mission support infrastructure shall operate and interoperate wjith
others} and Recommended Practices that are more descriptive in nature and.are-intended| to
provide general guidance about how to approach a particular problem associated with space
missign support. This Recommended Practice is issued by, and represents the consensus pf,
the CCSDS members. Endorsement of this Recommended Practice-is entirely voluntary
and does not imply a commitment by any Agency or organization to implement [its
recommendations in a prescriptive sense.

No lafer than five years from its date of issuance, this. ‘Recommended Practice will |be
reviewed by the CCSDS to determine whether it should: (1) remain in effect without change;
(2) be changed to reflect the impact of new technologies, new requirements, or ngw
directions; or (3) be retired or canceled.

In thase instances when a new version of @ Recommended Practice is issued, existing
CCSDOS-related member Practices and implementations are not negated or deemed to be ngn-
CCSDOS compatible. It is the responsibility of each member to determine when such Practi¢es
or implementations are to be modified. Each member is, however, strongly encouraged|to
direct|planning for its new Praetices and implementations towards the later version of the
Recommended Practice.

CCSDS 881.0-M-1 Page ii May 2012
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FOREWORD

This document is, as of the date of publication, the consensus result of the best practices for

inventory management systems utilizing wireless communications in support of space
missions.

Through the process of normal evolution, it is expected that expansion, deletion, or
modification of this document may occur. This Recommended Practice is therefore subject

to vv'!' alaTallTaal2Ta mManadenmen ala nangde ala a aldalalala al

edures—which-are-defined, in the
ganization and Proc ystems

(CICSDS A02.1-Y-3). Current versions of CCSDS documents are maintained at,the GCSDS
WED site:

http://www.ccsds.org/

Questions relating to the contents or status of this document sheuld be addressed |to the
CCSDS Secretariat at the address indicated on page i.

CCSDS 881.0-M-1 Page iii May 2012
© 1SO 2013 — All rights reserved 7
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At time of publication, the active Member and Observer Agencies of the CCSDS were:

Member Agencies

— Agenzia Spaziale Italiana (ASI)/Italy.

— Canadian Space Agency (CSA)/Canada.

— Centre National d’Etudes Spatiales (CNES)/France.

— China National Space Administration (CNSA)/People’s Republic of China.
— Deutsches Zentrum flr Luft- und Raumfahrt e.V. (DLR)/Germany.

— | Federal Space Agency (FSA)/Russian Federation.

— | Instituto Nacional de Pesquisas Espaciais (INPE)/Brazil.

— | Japan Aerospace Exploration Agency (JAXA)/Japan.

— | National Aeronautics and Space Administration (NASA)/USA.
— | UK Space Agency/United Kingdom.

Obseryer Agencies

— | Austrian Space Agency (ASA)/Austria.

— | Belgian Federal Science Policy Office (BFSPO)/Belgiun:

— | Central Research Institute of Machine Building (TsNIHVash)/Russian Federation.
— | China Satellite Launch and Tracking Control General, Beijing Institute of Tracking
and Telecommunications Technology (CLTC/BI TT)/China.

— | Chinese Academy of Sciences (CAS)/China.

— | Chinese Academy of Space Technology (SAST)/China.

— | Commonwealth Scientific and Industrial:*Research Organization (CSIRO)/Australia,.
— | CSIR Satellite Applications Centre (€SIR)/Republic of South Africa.

— | Danish National Space Center (DNSC)/Denmark.

— | Departamento de Ciéncia e Tecnologia Aeroespacial (DCTA)/Brazil.

— | European Organization forithe Exploitation of Meteorological Satellites
(EUMETSAT)/Europe.

— | European Telecommunications Satellite Organization (EUTELSAT)/Europe.

— | Geo-Informatics and’Space Technology Development Agency (GISTDA)/Thailand
— | Hellenic National Space Committee (HNSC)/Greece.

— | Indian Spacé-Research Organization (ISRO)/India.

— | Institute of-Space Research (IKI)/Russian Federation.

— | KFKI'Research Institute for Particle & Nuclear Physics (KFKI)/Hungary.

— | Korea Aerospace Research Institute (KARI)/Korea.

— | Ministry of Communications (MOC)/Israel.

— —National Institute of Information and Communications Technology (NTCT)/Japan.
— National Oceanic and Atmospheric Administration (NOAA)/USA.

— National Space Agency of the Republic of Kazakhstan (NSARK)/Kazakhstan.

— National Space Organization (NSPO)/Chinese Taipei.

— Naval Center for Space Technology (NCST)/USA.

— Scientific and Technological Research Council of Turkey (TUBITAK)/Turkey.

— Space and Upper Atmosphere Research Commission (SUPARCO)/Pakistan.

— Swedish Space Corporation (SSC)/Sweden.

CCSDS 881.0-M-1 Page iv May 2012
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— United States Geological Survey (USGS)/USA.

CCSDS 881.0-M-1 Page v May 2012
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1 INTRODUCTION
1.1 PURPOSE

This document provides recommended practices for the utilization of Radio Frequency
Identification (RFID) protocol and communication standards in support of inventory
management activities associated with space missions. Relevant technical background
information can be found in Wireless Network Communications Overview for Space Mission
Operations{reference [DA4]).

THe recommended practices contained in this report enable member agencies_ tQyseléct the
bept option(s) available for interoperable RFID-based communications in (the”supgort of
inyentory management applications. The specification of a Recommended Rractice fac|litates
inferoperable communications and forms the foundation for cross-support-of communication
systems between separate member space agencies.

1.2 SCOPE

This Recommended Practice is targeted towards passive.(unpowered) RFID tags transrpitting
in [the 860 MHz — 960 MHz Ultra High Frequency {UHF) radio band. The recommended
practices are applicable to both terrestrial (greund-based) and space-based autgmated
inyentory management systems utilizing only passive RFID tags.

Agtive RFID systems and utilization of RFID tags for precision asset localization dre not
copered in this Recommended Practice,
1.3 APPLICABILITY

THis Recommended Practice specifies protocols that enable interoperable wireless inventory
management systems that utilize RFID technologies.

NOTE - Inclusion of any specific wireless technology does not constitute any
endorSement, expressed or implied, by the authors of this Recommended Pfactice
or‘the agencies that supported the composition of this Recommended Practife.

1.4 ““RATIONALE

From an engineering standpoint, mission managers, along with engineers and developers, are
faced with a plethora of wireless communication choices, both standards-based and
proprietary. A CCSDS RFID-based inventory management system Recommended Practice
provides guidance in the selection of systems necessary to achieve interoperable
communications in support of automated inventory management.

CCSDS 881.0-M-1 Page 1-1 May 2012
© 1SO 2013 — Al rights reserved 13
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1.5 DOCUMENT STRUCTURE

Section 2 provides an informational overview of the rationale and benefits of spacecraft
onboard wireless inventory management technologies for use in space operations. Included
are an overview and comparison of the International Organization for Standardization (ISO)
and the Electronic Product Code, known as EPCglobal, standards for RFID inventory
management systems. EPCglobal is a joint venture between GS1 (formerly known as EAN
Internatlonal) and GSl US (formerly the Uniform Code Councn Inc) It is an organization
set upto C : andardiza PC)
technclogy

Section 3 provides a normative description for recommended practices and-applicab
standgrds relating to RFID portal-based readers and RFID hand-held readers.

e

AnnexX A provides an overview of security concerns pertaining to REID-based inventory
management systems.

Annex B discusses conformance and interoperability.

Annex C provides use cases and application profiles for RFIDJnventory management.
Annex D is a list of informative references.

AnneX E is a glossary of abbreviations and terms used-in this document.

Annex F provides a table of frequency ranges for 1TU Industrial, Scientific, and Medical RF
Bands

Annex G identifies UHF spectrum utilization for major regions.

1.6 CONVENTIONS
1.6.1 | NOMENCLATURE

The fpllowing conyentions apply for the normative specifications in this Recommended
Practige:

a) | the wards “shall” and ‘must” imply a binding and verifiable specification;

b)| the word ‘should’ implies an optional, but desirable, specification;

c) the word ‘may’ implies an optional specification;
d) the words ‘is’, ‘are’, and ‘will” imply statements of fact.

NOTE - These conventions do not imply constraints on diction in text that is clearly
informative in nature.

CCSDS 881.0-M-1 Page 1-2 May 2012
© 1SO 2013 — All rights reserved
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1.6.2 INFORMATIVE TEXT

In the normative section of this document (section 3), informative text is set off from the
normative specifications either in notes or under one of the following subsection headings:

— Overview;

— Background,;

— Rationale:

— Discussion.

1.7 REFERENCES

The following publications contain provisions which, through.-teference in thig text,
copstitute provisions of this document. At the time of publication, the editions indicated
wgre valid. All publications are subject to revision, and users of this document are
enpouraged to investigate the possibility of applying the“most recent editions pf the
publications indicated below. The CCSDS Secretariat maintains a register of currently valid
CCSDS publications.

o

>

[1] EPC™ Radio-Frequency Identity Protocels—Class-1 Generation-2 UHF [RFID
Protocol for Communications at 860 MHz* 960 MHz. Version 1.2.0. Specificatjon for
RFID Air Interface. Brussels: GS1, October 2008.*

[2] Information Technology—Radio Frequency ldentification for Item Management—Part 6:
Parameters for Air Interface-Communications at 860 MHz to 960 MHz. Interngtional
Standard, ISO/IEC 18000-6:2010. 2nd ed. Geneva: 1SO, 2010.

! For this issue of this Recommended Practice, only the cited edition applies.

CCSDS 881.0-M-1 Page 1-3 May 2012
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2 OVERVIEW
2.1 GENERAL

This section provides an overview of important practical issues associated with the utilization
of RFID technologies in support of inventory management systems for space missions. The
following subsections present an overview of:

— rationale and benefits of RFID for space-mission inventory management;

— basic RFID nomenclature and operation;
— important applicable protocol and transmission standards;
— RF spectrum planning notes; and

— the scope of interoperability to be achieved by adherence te ‘recommended practices
specified.

The goal of specifying an RFID standard is to enable~€ngineering projects to (utilize
ineroperable communication protocols, potentially in agency cross-support scenarios, that
arg standards-based.

=

2.2 RATIONALE AND BENEFITS

Inyentory management is a critical function in many aspects of space operations, in both
flight and ground segments. On the. ground, thousands of controlled components and
assemblies are stored in bond roems across multiple centers and space agencies. |These
inyentories are tightly controlled, typically using manual processes such as paper tags on
inglividual items or small collections of identical items, such as small bags with screws.

Other ground operatiops, also require complex inventories, including tracking all labgratory
anfl office equipmentiwith significant value.

Inyentory management for flight applications entails an even greater degree of control, as
improperly substituted items and early depletion of certain items can be catastrophic.| Most
short duration missions do not involve restocking, so resupply logistics are non-existept, but
initial«stocking and tracking of inventories is nonetheless quite important. For mogt long
duration missions, resupply efforts are inherently complex, expensive, and infrequent.

The utilization of RFID tagging improves inventory visibility, leading to increased situational
(inventory level) awareness, a decrease in resupply mission cost, and improvement in
resupply mission efficiency.

CCSDS 881.0-M-1 Page 2-1 May 2012
© 1SO 2013 — Al rights reserved 17
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2.3 RFID NOMENCLATURE AND DEFINITIONS
An RFID system consists of readers (also termed interrogators) and tags.

An RFID reader transmits information to an RFID tag by modulating an RF signal in a
defined portion of the radio spectrum. Passive RFID tags receive both energy and
information from the reader-transmitted RF signal, while active RFID tags provide their own
power for radio transmission. Passive RFID tags respond to the reader-originated signal by
modulating the reflection coefficient of their antenna in a technique termed ‘backscatter’ to
proviie an encoded informational response to the reader. See table 2-1 for standard RFIDytag
classiflications. Each RFID tag is designed to a specific protocol. The protocol defifes hpw
the tag will communicate to the outside world. Built within the protocol are features’such|as
securify (data encryption, lock abilities, etc.) and anti-collision algorithms.

Table 2-1: RFID Tag Classifications

Class Class Name Tag Functionality

Strictly Passive Surface Acoustic | Purely ypassive, containing neither| a

Wave (SAW) RFID Tags battery nor an IC chip
2 Passive IC-Based RFID Tags Passive; incident RF energy rectified|to
power an IC
3 Semi-Passive Tags Onboard battery powers some functiofs,

but RF signal is typically backscattefed
from incident field

4 Active Tags Battery-powered, longer range

The pgerformance characteristics of tag and reader devices may vary drastically because|of
applicption factors asswell as the particulars of the RF air interface (frequency, modulatipn,
multigle access scheme, etc.). Of key concern is the matching of the various performarce
charagteristics4o,the user application (reference [D5]).

24 RETRANSMISSION CHARACTERISTICS

There are several different versions of RFID that operate at different radio frequencies. The
choice of frequency is dependent on the requirements of the application. Four primary
frequency bands that have been allocated for RFID use include (see table 2-2 for associated
transmission characteristics):

a) Low Frequency (125/134 KHz) — LF: Most commonly used for access control and
asset tracking;
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b) High Frequency (13.56 MHz) — HF: Used where medium data rate and read ranges

are required,;

c) Ultra High Frequency (860 MHz to 960 MHz) — UHF,;
d) Microwave Frequency (> 1 GHz).

Table 2-2: RFID Performance Characteristics in LF/HF/UHF Frequency Bands

—

A

Approximate skin depth
in mm for Aluminum)

Characteristics 125 - 150 kHz 13.56 MHz 860 - 960 MHz p.45 GHz
| Frequency (LF) (HF) (UHF) (microwave)
Antenna technology Air coil or ferrite Typically printed Multiple Multiple
colil
Typical read range <05m 1.5m >5m >5m
Typical data transfer rate <1 kbps 25 kbps >128 kbps 1128 kbps
Characteristics Short-range, low | Higher read Long range, high Lomg range,
data transfer range, low-to- data transfer rate, high data
rate, some moderate data strongly attenuated | trapsfer rate,
penetration of rates, attenuated | by water and strongly
water and thin by water<and metals att¢nuated by
metal metals water and
metals
Metal influence 0.2 mm 20 um 3 um 2 um

Th
En

d) higher implementation cost;

e) potential for spatial diversity.

b) less diffraetion / increased shadowing;

c) shallower penetration of lossy and conductive media;

a) smaller tag anténnas, typically the largest physical tag component;

e choice of operational frequency has important design impacts for practical RFID use.
gineering properties of higher frequency (e.g., UHF) tags include:

While lower frequency (e.g., LF) RFID system properties include:

a) larger antennas;

b) greater diffraction / decreased shadowing;

c) lower implementation cost;

d) spatial diversity limited by long wavelengths.
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20

Since UHF can cover dock or door portals up to 3 meters wide, it has gained widespread
industry support as the choice bandwidth for inventory tracking applications including pallets
and cases. For item-level applications, the read range requirements are often just as long. For
some item-level tagging applications, however, it can become difficult to place tags in
positions to avoid liquids and metals.

2.5 RFID STANDARDS

ISO afd EPCglobal represent two of the more recognized RFID standardization efforts.

From
comm

systems. Historically, communication protocol standards have almost exclasively been {

domai
standa
UPC |
that th
establ
compa

Tablg

a pragmatic perspective both I1ISO and EPCglobal strive to produce. .an RF
unication and data exchange standard to enable interoperability of @aulti-veng

of IEEE and ISO. The Electronic Product Code (EPC) is pet an internatio
rd approved by 1SO. However, EPC has significant traction because of the famil
ar codes and member clout of the EPCglobal consortium. An‘important observation
e EPC deals with more than just how tags and readers cemmunicate: EPCglobal |
shed and maintains network standards to govern how- EPC data is shared amg
nies and other organizations.

2-3: Summary of RFID Standards for Item*Management with Frequency Ban
HF N
fFrequency LF 13.36 O HF UHF UHF
Band 125/134.2 kHz ) S 433 MHz 860-960 MHz 2.45 GHz
MHz r\b
ISO 18000-6A
ISO :28 128882@ 1ISO 18000-3 ISO 18000-7 ISO 18000-6B ISO 18000-4
ISO 18000-6C
Class 0
EPCglobal Class 1
Class 1 Gen 2

RFID
Indust
for Sta

standards.have been established for the HF (13.65 MHz), UHF (860-960 MHz), 4

ID
lor
he
nal
iar

IS
as
ng

nd

Fial . Seientific, and Medical (ISM—2.45 GHz) bands by the International Organizati
Indardization under the 1SO 18000 series as shown in table 2-3. For the UHF freque

on
cy

band

hat includes the popular 860-960 MHZ ISM Spectrum, 1SO standard 18000-6 iS the

governing standard. The 18000-6 standard details the parameters for how interrogators send
and receive data from UHF tags. It also specifies the frequencies and channels to be used, as
well as bandwidth, channel utilization, frequency-hopping specifications, and other technical
details. The two earlier amendments (A and B) to the 18000-6 protocols describe specific
data-encoding schemes.
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The UHF standard 1SO 18000-6 has been widely adopted by industry and has evolved in
practice to a working system that has been made into an augmented standard by EPCglobal,
termed “‘Class 1, Generation-2’, or *Class 1 Gen-2’; this augmentation has been fed back into
the ISO standard to become 1SO 18000-6 mode C. The Class 1 Gen-2 air interface standard
establishes a single UHF (860-960 MHz) specification that addresses UHF spectrum
regulations in differing terrestrial regions. Thus the EPCglobal Class 1 Gen-2 document has
become the de-facto standard for inventory management in UHF using RFID. This process is
also underway for the HF band, currently governed by 1ISO 18000-3.

The EPCglobal Class 1 Gen-2 is one of the most rapidly growing standards with stbgtantial
indlustrial deployments worldwide (see reference [1]). Interrogators operate somewhere |within
the 860-960 MHz band, whereas tags are required to operate over that full range. Eufopean
regders typically operate in the lower part of that band, whereas U.S. readers operate|in the
upper part. EPC Class 1 Gen-2 utilizes passive, IC-based RFID tags. Range has been rgported
higtorically as less than 3.3 meters, although at the time of this publication, ranges |in the
viginity of 6.6 meters or more are not uncommon with moderate gain-(e.g., 8 dBi) interrogator
antennas and approximately 1W transmit power. The EPC Class 1 Gen-2 specification
forecasts future classes with advanced features such as-Sensor capabilities, tagtto-tag
communications, and ad hoc networking.

Table 2-4 summarizes the regional (terrestrial) regulatory status for using RFID in th¢ UHF
spectrum (reference [D1]). A status of ‘OK’ imphes regulations are in place or will be in
plgce shortly; a status of ‘I/P’ implies appropriate regulations are in progress—as of August
20[L0—and should be completed as of August2011. See annex G for regional UHF channel
cations covering primary internationalRF spectrum allocation policies.

Table 2-4: Regional Regulatory Status for Using RFID in the UHF Spectruny’

China OK 840.5-844.5 2W erp FHSS
920.5-924.5 MHz 2W erp FHSS
Europe OK 865.6-867.6 MHz 2W erp No longer use
LBT*
ETSI EN 302 208
Japan OK 952-954 MHz 4W eirp LBT (note)
North OK 902-928 MHz 4W eirp FHSS
America
Russia I/P 865.6-867.6 MHz 2W erp LBT*
ETSI EN 302 208

2 Source: reference [D1].
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NOTE - LBT: Listen Before Talk (see reference [D2] for more information
regarding LBT protocol).

26 EVOLUTION OF THE BOOK

This Recommended Practice addresses only RFID tag and reader interoperability in the UHF
(860- 960 MHz) frequency band As space reIated appllcatlons arise that cannot be fulfllled
based 6 S - v
considered. Methods to extend or adapt previous recommendatlons will be considered wijith
prefergnce over adoption of new standards, providing the resulting performance and,cost are
advantageous relative to those associated with adoption of one or more new standards.
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EMS

3 RFID-BASED INVENTORY MANAGEMENT RECOMMENDED

PRACTICE

3.1 OVERVIEW

This section presents the recommended practice of utilizing the 1SO 18000-6C/EPCglobal

Class 1 Gen-2 RFID communication standard for PHY/MAC interoperability. An
provides additional information, discussion, and application profiles associated wi

nex C
th the

. alagl '
regommenaeapractce:

The recommended practice pertains to RFID systems that provide stored data or
opposed to sensor telemetry. Applications are considered where no direct active-tag pd
required, which necessitates short-range communication and Interrogator-Falk-First
protocols. (See reference [D4] for supporting technical background.)

3.2 RECOMMENDED PRACTICE

3.2.1 EPCGLOBAL CLASS 1 GENERATION-2 UHFRFID PROTOCOL

For onboard spacecraft or internal-vehicle inventory fmanagement via wireless RFID,
inferface standard shall be the EPCglobal Class~¥ Generation-2 UHF RFID Protoq
communications at 860 MHz — 960 MHz (references [1] and [2]).

NOTES

1 In 2006, 1SO approved the EPC Class 1 Gen-2 standard as an amendment
18000-6 standard, as 1SO 18000-6C.

2 Level of interoperabitity: Specific applications may necessitate greater interopen

at the Application) Layer than is provided by the recommended practice.
maximum Application Layer interoperability the utilization of the Low Level §
Protocol (LLRP) described in C2 is recommended.

3.2.2 RESTRICTIONS/HAZARDS

3.2.24 Y Explosive Environments

ly, as
wer is
(ITF)

the air
ol for

to its

ability
For
Reader

Caution should be exercised with respect to compliance with governing regulations for RF

transmissions, particularly in potentially explosive environments.

3.2.2.2 RF Exposure

Also, due consideration should be given to avoid RF exposure that exceeds limits established

by the local governing regulations.
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3.2.2.3 RF Scattering

Consideration should be given to scattering environments characterized by small confines

with highly conductive perimeters within which resonances can result in increased field
levels.

NOTE - Commercially available readers based on EPCglobal C1 Gen-2 typically transmit
up to one Watt RF power.
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ANNEX A
SECURITY CONSIDERATIONS

(INFORMATIVE)

Al _INTRODUCTION

RH
as

FID technology is evolving rapidly, and along with the potential benefits, there-a
ociated certain risks. An RFID system typically comprises an RF subsystem.in-addi

more traditional data networks and databases, possibly in the form of an enterprise of

en
to

as

do
a
in-
c

>

o

A
Al
[of:

in
Wi
su

A2

BU
ted
ris|

ferprise architecture. The risks and controls discussed herein focus on these that are

RFID technology as opposed to general information technology. Risks and c
ociated with conventional network security are considered beyond the scope ¢
cument. Much of the security terminology and description of risks and controls

hex is adopted from reference [D10]. The reader is referred to reference [D10] fo
depth treatment. The intent of this annex is to summarize.and discuss the primary s¢
ncerns as applied to the management and tracking of space-based inventories.

RFID RISKS
.1 GENERAL

entification of risks and applicable-controls presented herein are taken in large par

elligence risks, privacy risks, and externality risks. These risks are summarized

re{erence [D10], in which RFID(risks are categorized as business process risks, bt
i

mmarization of the risks, controls intended to mitigate risks are discussed.

.2 BUSINESS-RISK

siness pPraeess risk pertains to the threat to the business operations, for which
hnology~was intended to serve, when the technology is compromised. The severity,
Kk dépends, in part, on the criticality of the underlying business mission and its deper

e also
tion to
inter-
inique
pntrols
f this
n this
more
Pcurity

t from
siness
below,

h some discussion on the relevance to the applications served by this book. Following

RFID
of the
dence

up

PCRFID technology, and the presence and robustness of a backup system (confinuity

planning) should the RFID technology fail. The physical environment of the
technology and the existence of adversaries are also factors that characterize the business
process risk.

RFID

Typically, missions involving human spaceflight are highly dependent upon adherence to
timelines. Estimates of the monetary values of crew time are usually quite high.
minimizing time associated with conducting inventories is likely more critical for space
erations than for most terrestrial business operations. Furthermore, once the crew and

op

Thus
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ground operations personnel become accustomed to the timesavings afforded by RFID
technology, less crew time will be allocated for conducting inventories. In this case, an
unanticipated failure of the RFID system is likely to have significant impact on the crew
schedules.

Science missions are also likely to build dependencies on RFID technology. If the crew is
unable to locate items required for an experiment, thus delaying its execution, ground
controllers often have to spend considerable resources reschedullng crew actlvmes The loss
of scignce-sa S aged
tags could result in extreme Iosses |f an experlment has to be repeated oris abandoned Tr us
a substantial collapse of a space-based RFID inventory system could have considerable
consequences on a mission. An inability to quickly locate critical on-board equipment codild
entail leven more severe ramifications. For all of the reasons stated, a backuop-plan in the
event pf RFID failures should be established.

For space applications of RFID, the physical environment is typically a risk requiring
mitigation. Exposure to extreme environments can include temperatures, vacuum, gnd
ionizing radiation.

A2.3 | BUSINESS INTELLIGENCE RISK

Busingss intelligence risk is typically associated with the loss of sensitive information|to
adverdaries of the organization deploying RFIDZ, The attributes of RFID technology that
render it a valuable tool, that is, the independence from line-of-sight for automated
identification capture and the ability to interrogate tags remotely, provide opportunities for
espiorfage. Such information can be_exploited in near-term exploits such as targeting,|in
which|an adversary remotely identifies-items worth stealing (reference [D10]). Or, monitofed
tag interrogations can permit data.aecumulation over an extended time by adversaries in orgler
to disgern business practices or\proprietary methods, such as dependence on a specific type| of
item or combination of ingredients.

Factors affecting busingss intelligence risks include (reference [D10]): the existence |of
adverdaries, the relevance of information available to the adversary, and the location of RHID
compgnents. Of\paramount importance is the type of data stored on the tag; that is, whether
the tag stores-identifiers or indices into a database or actual information such as personal

ry
management as business process risks, there are some examples of such risks. For example,
some space-based experiments produce data that is considered sensitive or proprietary to a
sponsoring commercial or academic institution. Similarly, ingredients or equipment used to
enact such an experiment might be considered sensitive or proprietary. Furthermore, as joint
agency-commercial space endeavors continue to increase, these types of risks will also
require greater consideration. Thus when these types of items are tracked with RFID
systems, associated risks should be gauged and mitigated by proper controls when necessary.
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Adversarial threats, whether to business process or business intelligence, are more likely to
occur on the ground than on the vehicle. Possibilities of damage, both intentional and
accidental, to tagged items during transport should be considered. Adversaries seeking
publicity or action against a government or agency might try to kill or reprogram tags. Tag
commands issued by airport or shipping crews could likewise impact item tags without
intent. Adversarial threats could also occur with the downlink of tag data in spacecraft
telemetry if the link is not properly secured, or if unencrypted data is disseminated beyond the
authorized receivers.

A2.4 PRIVACY RISK

Privacy risks pertain to information gleaned from tags that are in some way associated with
an[individual. For example, information might be read from a tagged préscription botfle that
reyeals a medical condition associated with the carrier. Consequences-can be legal actjon for
viglation of privacy laws or a consumer or constituent backlash when it is perceived|that a
tryst is breached, even when no laws were broken. Typically, personal information is
segregated as ‘personally identifiable’ or ‘non-personally idéntifiable’ according to whether
the subject information is sufficient to designate or contact’a specific individual. Laws in
many countries regulate how personally identifiable information is managed. The type of
dala stored on the tags is again a major factor in the level of risk.

Far applications served by this document, it is, likely that the privacy risks are largely or
wholly oriented to the crew. Care must be exercised to ensure that RFID data associated with
specific crewmembers is available only te individuals authorized to receive that data. For
expmple, tagged medical samples are likely to be subject to laws protecting privacy. As with
business process and business inteligence, privacy must be safeguarded when certain| RFID
daja is downlinked or disseminated, or when returned science sample tags carry data gubject
to jprivacy laws.

A25 EXTERNALATY RISK

EXternality risks.describe the inadvertent undesirable effects of an RFID system or other
systems. The> main externality risk for the RF subsystem is hazards resulting from
elgctromagnetic radiation, which could range from adverse health effects to ignitiop of a
combustible material (reference [D10]). The reader is referred to | 3.2.2
‘R strlctlons/Hazards Commerual RFID tags often are manufactured from low-cost

d ' ) Jassing
of these materials constitutes an externality risk relevant to confines W|th closed-loop
ventilation, such as spacecraft.

A3 RFID SECURITY CONTROLS

This subsection describes security controls to mitigate risks described above. As in the
preceding subsection, treatment pertains to the RFID subsystem, and security controls
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associated with general IT are considered out of scope. As in reference [D10], controls are
categorized as belonging to management, operational, and technical. These are summarized
briefly below, along with considerations pertaining especially to space-based RFID systems.

Management controls involve the oversight of the security of the RFID system, including the
enactment and enforcement of polices involving RFID security. Management controls
include RFID usage policy, IT security policies, agreements with external organizations, and
minimization of sensitive data stored on tags (reference [D10]).

Operational controls regulate the daily use of RFID systems, and include personnel limitation
on physical access to RFID systems, placement to reduce electromagnetic interference gnd
radio [frequency interference, regulation of the RF component thermal environment,
destrugtion of tags that have served their function, and proper training of qpersonnel. | A
redundlant inventory tracking method is considered an important operational.control for mpst
space-based inventory applications.

Separation of duties is an operational control in which no single individual has sole oversight
over an entire RFID system, or a significant subsection thefeof. This mitigates rigks
associpted with disgruntled employees as well as risks stemming-from human error.

Other |operational controls include proper training of personnel, proper use of labels gnd
noticep, proper disposal of tags, and non-revealing ideatifier formats.

Technjcal RFID security controls include those that (reference [D10]):
a) | provide authentication and integrity services to RFID components and transactions;
b)| protect RF communication between reader and tag; and

c)| protect the integrity of the. tag data.

Autheptication and integrity ‘services are typically more limited for RFID subsystems tHan
generdl IT because of tight-restrictions on the tag with respect to power consumption gnd
memofy capacity, especially for passive tag RFID subsystems. The most common techniques
for the RFID subsystems are passwords, keyed Hash Message Authentication Codes
(HMAC), and digital signatures. Primary objectives of the authentication technology dan
include:

a) | prevention of unauthorized reading from or writing to a tag;

b) detection of tag cloning; and

c) tag data integrity protection.

A summary of these methods, including strengths and weaknesses, is included in
reference [D10]. At the time of this publication release, only password authentication is
practical for the recommended practice of section 3. The ISO 18000-6C/EPCglobal Class 1
Gen-2 RFID communication standard provides for separate 32-bit kill and access passwords.
The kill password irrevocably terminates all functionality of the tag. It can only be invoked if
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a non-zero password is set and presented prior to issuance of the command. If an access
password is set, it must be presented to the tag in order to lock or alter any of the tag’s
memory banks, including identification, password, and user memory banks. It is also
required for the permalock command, which permanently locks the memory banks.

Use of password authentication is highly recommended, as intentional or unintentional
impairment or destruction of tags might otherwise result. However, assigning arbitrarily
unique passwords to each tag is typically impractical.

A [number of technical controls can provide security for the RF communication to’the tag,
in¢luding cover-coding, data encryption, shielding, frequency designation, and selective (e.g.,
pefiodic or event-driven) use of RF subsystems. Summarizations of these .contrqls are
provided in (reference [D10]). For most space-based RFID systems, the) RF reader-tag
communication link enjoys a high degree of isolation and shielding from-adversarial threats
once launched. Technologies such as RFID enclosures provide additional degrges of
shlelding.

Tag data protection controls include tag memory access control, encrypting tag data, the kill
feature, and tamper protection. Tags that are frangible, typically implemented by antennas
that are destroyed when a tag is removed from an item, provide tamper protection.

Rddio Frequency Identification Systems (RFIS) systems engineers should thoroughly [assess
alll risks and provide mitigation required to reduge the risks to acceptable levels. Table|5-1 in
reference [D10] provides a convenient table listing controls and the risks that they mitigate.
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ANNEX B
CONFORMANCE AND INTEROPERABILITY

(INFORMATIVE)

GENERAL

TH
(rg
IS

=

interoperability. EPCglobal Class 1 Gen-2 Certification Test documents and require

a
0

=

§

=

B2

Th

agency interoperability between RFEID readers (e.g., portals, hand-held scanners) and

tag

interference) of multiple (RFID readers that interact with overlapping or neart

Po
co

N(

e ISO 18000-6C / EPCglobal Class-1 Gen-2 protocol specification is a CCSPS-a
commended practice) open standard. A substantial benefit of the EPCglobal specif

the significant interoperability afforded by multi-vendor commercial “uptake,.
Cglobal hardware and software certification programs enabled-this RFIDpbased

available at reference [D13]. The interoperability and confermance documer
janized into three categories:

a) hardware conformance requirements;
b) hardware interoperability requirements;

c) software conformance requirements.

SCOPE OF INTEROPERABILITY-AND COEXISTENCE

e goal of this Recommended Practice is to provide a specification that enables
s. Adherence to the Recommended Practice does not guarantee coexistence (i.e

pulations. This Recommended Practice provides guidance with respect to ach
pxistence between multiple RFID readers and tag populations.

Gen-2) is the ability to communicate with compliant devices at the P

Importantly,

while vides PHY/MAC layer interoperabili

DTE — Thedeyel of interoperability provided by the ISO 18000-6C (EPCglobal ¢

framing) layers. This is commonly referred to as PHY/MAC interoperg

jopted

cation
The

ments
ts are

Cross-
RFID
, non-
y tag
ieving

It should be noted that the ISO 18000-6C (EPCglobal Class 1 Gen-2) has optional features
that facilitate ‘multi-interrogator’ or ‘dense interrogator’ usage, that is, scenarios involving
multiple interrogators with potential overlapping fields of view. These features are achieved
by spectrally displacing the tag response from the interrogating signal, thereby reducing the
likelihood that one interrogator will interfere with tag responses to a second interrogator.
Such features which are optional within the ISO 18000-6C / EPCglobal Class 1 Gen-2
protocol are also considered optional with respect to the recommended practice herein.
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B3 INTEROPERABILITY

Interoperability in the RFID context is defined as the ability of two or more systems or
devices to exchange information utilizing a common protocol. The GS1 EPCglobal
Interoperability Certification builds on the GS1 EPCglobal hardware and software
conformance testing: devices participating in the interoperability testing must use
components that are certified for compliance. The GS1 EPCglobal Interoperability Testing
(reference [D11]) demonstrates the ability of different compliance-certified products to work

with othercompliance-certified products.

B4 CONFORMANCE

The GS1 EPCglobal Conformance Testing (reference [D11]) verifies that ERC hardware gnd
softwgre comply with the GS1 EPCglobal standards. Conformance- is' an enabler |of
interoperability, but being strictly conformant does not guarantee .interoperability. It|is
imporfant to note that there are typically multiple levels of conformance associated with a
standgrd’s specification. Pragmatically, there are many business{cases where it makes serse
to imglement only a portion (a subset) of a standard. Hence~in/such a case conformance is
with rggard to the subset of the standard implemented and testing is pared accordingly.

NOTHS

1 CAUTION: As with all radio frequency.communication, test results are influenced|by
the surrounding RF environment.

2 CAUTION: EPCqglobal confaormance only requires one mode of many available
modes to work on a reader or tag: In other words, when an interoperability test is ryn,
only tags of a specific mode are tested against readers that also support the specific
mode, not arbitrary tags/versus arbitrary readers. To have a conformance certificatipn,
readers and tags do net’need to support more than one mode. Therefore an arbitrary
EPCglobal UHF €lass 1 Gen 2 conforming reader may not operate with an arbitrary
conforming tag.-At an application level, separate entities (e.g., space agencies) that
are operating-together would have to at least agree on modes to interoperate.

3 CAUTION: EPCglobal conformance is regional based. Both North Amerigan
confermance and European conformance are addressed in the EPCglobal
eonformance documents. A reader and/or tag only needs to support a single (ome)
|cgiuﬁ to—be—considered buﬁfUImiﬁg ai‘id/w, aftet tests; illtClUpClab:C. Ysers—must

agree on regional choices to be “interoperable’.

4 CAUTION: Conformance testing is at ‘suitable’ range, which is never specified; the
test range is adjusted until there is a 0 dBm signal received at the tag. There is nothing
in the conformance testing, interoperability testing, or standard, to ensure a given
minimum range performance.
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5 CAUTION: Specific applications may necessitate greater interoperability at the
Application Layer than is provided by the recommended practice. For maximum
Application Layer interoperability the utilization of the Low Level Reader Protocol,
LLRP, described in C2 is recommended.
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ANNEX C
RFID INVENTORY MANAGEMENT

(INFORMATIVE)

Cl_OVERVIEW

THis annex presents typical use cases for the recommended practice of utilizing-th
18000-6C/EPCglobal Class 1 Gen-2 RFID communication standard for [PHY]
interoperability. Application profiles are included for the specific cases of:

C?

Lo
ER
co
ad
ad
c
ex
pr
pr
nu
Ja

o

a) handheld RFID reader for inventory audits;
b) handheld RFID reader for localizing objects;
c) RFID enclosures for inventory audits;

d) portal-based RFID reader.

APPLICATION LAYER SUPPORT—LOW-LEVEL READER PROTOCO

w-Level Reader Protocol (LLRP) is an Application Layer protocol standard ratif
mmunication interface between theyeader and its controlling hardware or software.

pption of the LLRP for the Application Layer protocol, it does provide a convenig
mplete Application Layer eontrol of the air interface protocol. It also enables thirg
fensions to be added, stich that third-party add-ons to the EPCglobal Class 1
ptocol are accessiblethrough an extended LLRP-based Application Layer. The co
ptocol description,Znecessary to generate LLRP messages, has been implemente
mber of open-source toolkits available in a variety of programming languages (C

ot

protocol ‘adopted by EPCglobal for use with its Class 1 Gen-2 protocol, it represents tf
enfry-point for high-level control of the Class 1 Gen-2 protocol across a wide ra
possible RFEID devices based on the Class 1 Gen-2 standard

a, Perl, C#and .NET) making implementation of the protocol on Linux, Window
er standard hardware platforms straightforward. Since this is the Application

e ISO
MAC

|

ed by

Cglobal in April 2007 (see references, [D3] and [D12]). It is a specification for the

While

pption of the EPCglobal Class 1"Gen-2 UHF air interface protocol does not require

nt and
-party
Gen-2
mplete
l in a
C++,
s, and
Layer
e best
nge of

Some LLRP parameters are referenced in this document, particularly in describing typical
settings with respect to application profiles. Typically, the functionalities associated with
these parameters are evident by their names, and they are useful in conveying reader
configurations even when LLRP is not being utilized as the Application Layer protocol.
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C3 TYPICAL USE-CASES

Table C-1 summarizes several common areas of application, or use-case scenarios that can
leverage RFID technology to enable or facilitate automated inventory management systems
for space missions. General detail regarding these use cases can be found in reference [D4].
Specific applications relating to some of these use cases can be found in C5.

Table C-1: ‘Quick-look’ Table for Space-Related RFID Use Cases

Groupd supply chain logistics Provide inventory management tracking for ground

(flight equipment and and flight articles utilized to support an agency activity

components) or mission

Spacg vehicle supply transfers High-accuracy tracking of supplies transferred from
one vehicle to another

Equipment/consumables inventory | Provide automated inventory management and

auditg consumable/equipment supply‘levels

Localize equipment and Provide consumable/equipment localization to

consymables minimize crew-associated tasks

Pharmaceuticals supply Provide automated inventory, localization and

mainfenance expiration date management for pharmaceuticals

Parts|identification and Provide immediate recognition of a multitude of parts

assodjation and association to pertinent database(s)

Science sample inventory Provide:*bag and tag’ capabilities to accurately identify
science sample inventory and acquisition location

Dispgsables tracking Provide automated inventory item decrementation

C4 GENERAL CONSIDERATIONS TO PROMOTE COEXISTENCE AND
NTEROPERABILITY

C4.1 | GENERAL

the ERPCglobal Class 1 Gen-2 standard provides a communication protocol that
enablgs compliant RFID interrogators and tags to function. A number of interrogator and tag
charaqteristics, particularly relating to spectrum usage and channelization, are deferred |by
EPCgleba s Gen o—regiohal—+egulations—n—addition—the——standard-—provides a
number of features that are considered optional. Some of these optional provisions determine
how well the RFID system will work in an environment in which multiple EPCglobal Class 1
Gen-2 readers are operating, i.e., a multi-interrogator or dense-interrogator environment.
Various spectrum constraints and possible requirements for a multi-interrogator environment
will vary according to the specific application, so options provided by EPCglobal Class 1
Gen-2 are also considered optional with respect to the recommendations provided herein.
Some discussion on these options is contained herein.
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C4.2 FREQUENCY HOPPING SPREAD SPECTRUM

Frequency Hopping Spread Spectrum (FHSS) should be utilized in accordance with one of
the established plans (see reference [1]).

NOTE - FHSS minimizes interference by transmitting within a number of channels in a
pseudo-random fashion. For EPCglobal Class 1 Gen-2 systems, FHSS is
commonly utilized where regulations have allocated a large amount of bandwidth
(reference [D5]). This has typically, but not exclusively, been the band from 902
to 928 MHz.

C4.3 SESSIONS

Tq enhance interoperability, readers that might be interrogating a common tag popuilation
shpuld use different sessions.

NOTES

1 A ‘session’ is defined as a single instance of state“information maintained on g tag to
carry out the inventory process in communication with a reader. Gen 2 tags provide
for up to four sessions, which allows the tag to participate in inventory with mofe than
one reader at a time, in a time-interleaved fashion.

2 Use of sessions permits multiple readers to interrogate a common tag populatiop. For
each of four sessions (S0-S3),:tags have an inventoried flag that can be tpggled
between A or B. The flags areused by the interrogator to determine whether a specific
tag has already been inventoried within a given session.

THe sessions (S0-S3) should-also be selected according to application since the inventoried
flags for specific sessions,-are characterized by different persistence intervals and reset
policies.

NOQTE - For example, the inventoried flag persistence is specified for conditions in{which
the'tag is powered and unpowered (see reference [1]). The long persistencg times
associated with S2 and S3 render these sessions useful for readirjg tag
populations that are relatively stationary. Session SO has no persistence when the
tag is not energized.

C4.4 TAGPOPULATION AND TAGTRANSITTIME

TagPopulation and TagTransitTime are LLRP input parameters (see references [D3] and [D12]
to the reader’s singulation algorithm for establishing Q, a variable, which determines how long
a tag waits before responding to an interrogator query. Specifically, Q is defined as the slot
count parameter. Tags select a pseudo-random number between 0 and 2% — 1, decrement the
number when instructed by the interrogator, and reply to the interrogator upon reaching O.
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TagPopulation should represent the maximum expected number of tags in the reader’s range
at one time. TagTransitTime specifies the time in milliseconds that a tag would remain
within the reader’s field-of-view. It should be noted that the EPCglobal Class 1 Gen-2
standard does not specify the variables TagPopulation and TagTransitTime; i.e., these
parameters are LLRP specific, and hence a reader that is not LLRP-based might not accept
these variables.

Implementations that allow some provisions for the setting of Q are preferred, as unsuitable

levels ofQcanresultin-slow read rates or excessive collisions.

C4.5 | LISTEN BEFORE TALK

Listen| Before Talk (LBT) protocols require the transmitter to sense whether the transmisslon
channel is occupied prior to transmitting. It has typically been applied where spectriim
allocation is insufficient for FHSS. LBT tends to be less efficient thanFHSS because of the
time required for the interrogator to determine channel usage. Both*tEHSS and LBT can fail
when |the allocated band becomes sufficiently saturated (reference [D5]), although FHES
tends {o degrade more gracefully.

C4.6 | ETSI ‘4-CHANNEL’ PLAN

The Buropean Telecommunications Institute (ETSI) ‘4-channel’ plan is based on the ETSI
standgrd EN 302 208 (references [D6] and [D¥]) and provides for an unlimited number|of
readerp operating in four transmit channels:>-The tags respond within other channels in the
allocated band.

C4.7 | INTERROGATOR MOBE SELECTION

Interrqgators can be certified for operation in single-, multiple-, and dense-interrogator
modeq, henceforth referred to by SI, MI, and DI modes, respectively. The modes are
charadterized by the -prescribed channelized signaling and associated transmit masks.
Compgrison of funetionality for different inventory management applications using differg¢nt
modeqd has notdeen extensively tested at the time of this release.

C5 APPLICATION PROFILES

C5.1 INTRODUCTION
Ch.1.1 General

An application profile is an explicit listing of typical reader configuration settings that might
be suitable for a class of use cases or applications. Table C-2 below lists four such
application profiles and is followed by detailed descriptions of each. Settings suggested
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under application profiles have been tested in specific scenarios that match the stated
application.

Some capabilities offered by the EPCglobal Class 1 Gen-2 standard are governed by low-
level parameters. Interrogators offered by third-party providers do not always provide access
to those parameters, but instead provide indirect access through higher-level parameters. An
example is the EPCglobal Class 1 Gen-2 variable Q as defined above.

Table C-2: Generic Applications Representative of EPCglobal Class 1 Gen-2
Infrastructure

Handheld (mobile) reader for inventory audits

Handheld (mobile) reader physical item searches

RFID enclosure

Portal-based reader

NOTE - It is strongly recommended that the system configuration and EPCglobal Class 1
Gen-2 settings be tested thoroughly for any specific implementation in a rglevant
scattering environment.

C5.1.2 Handheld (Mobile) Reader for lnventory Audits

Bdcause of the mobility of the handheld reader, potential RF interference or hazards
asgociated with RF transmission should be considered when using this device.

NOTE - ‘Hazard’ or ‘RFI*Jocation tags can be used as landmarks that result in a wiarning
issued to the user:

Ude of sessions S2 or-§3’is recommended provided that the inventory is largely stationdry.

NQTE - Cansideration should be given to potential conflicting sessions because |of the
mobility of the handheld reader. The longer persistence associated with the
inventoried flags in these sessions prevents tags from repeatedly responding and
possibly obscuring other tags.

In The inventory audit application, the handheld, or mobile, RFID Teader is Used t0 inventory
collections of tagged items in containers or on shelves. The user points the handheld antenna
in the general direction of the tagged items. In order to enhance the mobility of these devices,
the handheld antennas are small and are thus typically characterized with very low directivity,
S0 precision pointing is not required. Although the reader does not require visible line of
sight to the tags, tags shielded by a metallic enclosure are not likely to be read by the
handheld reader unless there is sufficient electromagnetic leakage into the enclosure.
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Higher read accuracies are obtained by scanning the reader antenna around the container or
collection of tagged items. For this reason, it is preferable that the user has access to all sides
of the container. This practice is facilitated when the tagged items are in a mobile carrier
such as the Cargo Transfer Bag (CTB) used on the International Space Station. For zero-G
environments, the container can be allowed to slowly rotate on an axis while the user holds
the interrogator antenna in a fixed position.

In ord

IS necessa STaals o-container-and-any external tags-be-sufficie
can bg problematic, particularly in environments supporting high degrees of scattering. ,RHID

er to create an unambiguous association between read tags and a particular container

enclogures can be used to circumvent this problem.

Taggef items can be partitioned, or filtered, through use of the Select command:based on {ag

Sessio
audits

N inventory flags, EPC, Tag ID, or user memory banks. This can accelerate inventg
and enhance multi-reader interoperability, by requesting only speCific subsets of tg

to respond. Selection can be made according to identification fields ormemory contents.

Readgr transmit power and antenna: The RF transmit powerrequired for this concept
operatjon is typically 0.5 to 1.0 Watts. Lower transmit power can be used, but read accurg
is typically reduced. Both linear and circular polarization:antennas are used with handh
readers. Handheld reader antennas with circular polarization eliminate the need for the u

to sca

linearl

N the item with multiple orientations of the readérantenna. However, assuming use

on thg order of 6 dB in the signal-to-noise ratig-at the receiver. Use of a linearly polariz
antenrja can avoid this performance loss, provided that the user scans the tagged items wit
sufficient number of orientations to avoid comparable, or worse, polarization loss. H
example, if the user scans at two orthegonal angles, the worst polarization loss would

rough

y equivalent to the polarization loss associated with use of the circularly polariz

antenrja in conjunction with linedrly polarized tag antennas.

Dry
\0s

of
cy
pld
ber
of

y polarized tag antennas, which is typical, theke is an associated performance reduction

ed
N a
For
be
ed

Table |C-3 summarizes typical configuration parameters for the Class 1 Gen-2 RFID reader
and tagy protocol.
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Table C-3: Typical Operating Parameters for Handheld Reader Audit Use
(Class 1 Gen-2)

Parameter Typical Value
Mode Index (LLRP) Dense Interrogator Settings (LLRP Mode Index 4) (note)
Antenna Gain Typically low gain (< 2 dBi)
Transmit power Typically 15 dBm to 30 dBm
ArtepnaPolarization Hrear-orehewtar
Channel FHSS according to plan (see reference [1])
Sepsion S2 or S3 for audits
Tdg Population (LLRP) 60 (typical for ISS CTBs)
T4g Transit Time (ms) (LLRP) | 2000 (note)
NOQTE - Additional testing recommended.

C%.2 APPLICATION PROFILE—HANDHELD (MOBILE) READER FOR
OBJECT LOCALIZATION

Bdcause of the mobility of the handheld reader;, potential RF interference or hazards
asgociated with RF transmission should be considered when using this device.

NQTE - ‘Hazard’ or ‘RFI’ location tags.can be used as landmarks that result in a warning
issued to the user.

Ciycular antenna polarization is recommended because of the time required for the yser to
coyer search areas with two or more orientations.

NOQTE - Switched or synthesized linear is potentially a suitable alternative, although at the
first release-af this publication, such a feature does not exist ‘off-the-shelf’.

Aff the time of this‘publication, session S1 is recommended for this application because|of the
short persistenge times.

NOTE - Additional testing is required to confirm this. Other approaches to assure|rapid,
continual tag responses are possible, including

Y ARSASL A ASJ R~ B SRS LR LA L= Y LA y it T g

command;

tor-NAK—{re-ackrowledge)

b) Select command to reset the inventoried flag(s); and

C) successive query commands in which the target is toggled between A and B.

Tag population should be reduced, via the Select command, to the minimal set required in
order to minimize the response time and hence accelerate the localization.
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NOTE - This set might be a single item, or it could represent a class of items.

In this search application, the handheld, or mobile, RFID reader is used to locate missing
items. It is presumed in this application that the user will employ tag partitioning, possibly to
a unique tag 1D, or perhaps to a class of items; e.g., on ISS a user might be interested in
restricting the search to drink pouches. Table C-4 summarizes typical configuration
parameters for the Class 1 Gen-2 RFID handheld reader.

Localization is enabled by a small degree of reader antenna directionality (typically a little
less than hemispherical) and limited operational range. In addition, the range cam|be
decregsed to facilitate localization by reducing the transmit power. Tests indicate that
restricting transmit power is typically required when searching in confined spaces‘that are
highly| reflective, since, in these scenarios, multipath can cause the apparentidirection|of
arrival associated with tag responses to be misleading. Another approach te searching baged
on a mobile interrogator is to monitor the signal strength received from the sought tag.

Table C-4: Typical Operating Parameters for Handheld Reader Used to Localte
Tagged Items (Class 1 Gen-2)

Parameter Typical Value
Mode| Index (LLRP) Dense Interrogator. Settings (LLRP Mode Index 4) (notg)
Antenna Gain Typically low gain (< 3 dBi)
Trangmit power Variable 15 dBm to 30 dBm
Antenna Polarization Circular or possibly switched linear
Chanpel FHSS according to plan (see reference [1])
Sessign S1
Tag Hopulation (LLRP) 1-60
Tag Transit Time (ms) (LLLRP) 500 (note)
NOTH - Additional testing recommended.

C5.3 | APPLIEATION PROFILE—RFID ENCLOSURES

In RFID enclosure application, mobile or fixed readers interrogate tags inside of a conductjve
enclosure(figure C-1).

NOTE - The enclosure should have sufficient shielding effectiveness in the EPCglobal
band that only internal tags are read.

This characteristic results in some significant advantages for this class of applications. First,
because the fields are confined, higher read accuracies can be obtained with the RFID
enclosures compared to scanning with a handheld reader or portal reader. Second, the
location of interrogated tags is known with a high degree of certainty if the shielding

CCSDS 881.0-M-1 Page C-8 May 2012
42 © 1SO 2013 — Al rights reserved


https://standardsiso.com/api/?name=d40e6eea4255c94444f3a528149b4c3f

effectiveness is sufficient.

ISO 18382:2013(E)
RECOMMENDED PRACTICE FOR RFID-BASED INVENTORY MANAGEMENT SYSTEMS

Third, potential RFI threats posed by the RFID reader are

eliminated or greatly reduced. Fourth, coexistence of multiple users is enhanced because of
containment of RF energy. Typically, the RFID enclosure will be triggered upon closure of

all openings or lids.

lid

antenna

to reader

Figure C-1: RFID Enclosure

Table C-5: Typical Operating Parameters for RFID Enclosures (Class 1 Gen-2)

Parameter Typical Value
Mode Index (LLRP) Further testing required
Antenna Gain Low.
Transmit power 15'dBm to 33 dBm

Antenna Polarization

Linear or circular

Channel

Further testing required

Session

S2 or S3

Tag Population (LLRP)

80 or more (further testing required)

Tag Transit Time (ms) (LLRP)

2,000

C%4 APPLICATION PROFILE—PORTAL-BASED READER

Pgrtal configuratiens should be tested in situ, as local scattering environments can greatly

affect performance.

NOQTE = Some commercial systems have recommended locations for portal antenngs, and

new portal technologies are entering the market frequently, including switched

and Synthesized potarizations.

Linear polarization is not recommended unless sufficient polarization diversity is provided
because of the often random orientations of tags with respect to the fixed portal antennas.

RFID portals are used to track tagged items moving through established areas of coverage
that are also referred to as the reader’s field of view. Such coverage areas are often
established in the vicinity of doorways in order to capture migration of items. Compared to
interrogation with handheld readers or RFID enclosures, the range requirement between the
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interrogator antennas and tagged items is often greater. Furthermore, unintended scatterers,
such as people, are often within the coverage area. These characteristics often render portal
item-level interrogation less accurate than handheld- or enclosure-based interrogation,
particularly for item-level interrogation with dense packing. Portal interrogation above item
level (e.g., box, palette, or “ziplock’ levels) can be effective with read accuracies exceeding

90 percent (references [D8] and [D9]).

Table C-6: Typical Operating Parameters for Portal-Based Readers (Class 1 Gen-2)

Parameter

Typical Value

Mode Index (LLRP)

Dense Interrogator Settings (LLRP Mode
Index 4) (note)

A

ntenna Gain

Medium to High

Transmit power

30 dBm

Antenna Polarization Circular or multi-lingar

Channel FHSS according te plan (see reference [1])
Sgssion S1

Tag Population (LLRP) 60 or more

Tilig Transit Time (ms) (LLRP) 250

N

DTE - Additional testing recommended.
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