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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedy

described i

different types of ISO documents should be noted. This document was drafted in accordande\wit
es of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

editorial ru

Attention is

drawn to the possibility that some of the elements of this document may be the subje

ia needed/fo

ect of

patent rights. ISO shall not be held responsible for identifying any or all such patentrights. Detalils of

any patent 1

Any trade npme used in this document is information given for the convenience of users and doe

ights identified during the development of the document will be in thé)Introduction ar
on the ISO list of patent declarations received (see www.iso.org/patents).

constitute ah endorsement.

For an exp
assessment,

Barriers to Trade (TBT) see the following URL: Foreword - Sufiplementary information

The commit
SC 14, Space

anation on the meaning of ISO specific terms and\expressions related to confor

1d /or

S not

mity

as well as information about ISO’s adherence to*the WTO principles in the Technical

tee responsible for this document is ISO/TC-20, Aircraft and space vehicles, Subcomm

systems and operations.

ittee
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Introduction

This International Standard is useful to promote a method to identify the root causes of problems
including failures, defects, accidents and other undesirable conditions, and to implement corrective
actions and preventive actions.

The intent of this International Standard is to define the best practices dealing with root causes analysis
and problem solving, prevent recurrence of the problem, and achieve quality improvement. It provides
a standard process flow method to identify the root causes and improve the process and achieve quality
improvement. It applies to all space products and organizations, at all levels and phases.

The

analy

worl

This

defeq

brocess described in this International Standard is created by comparing and mixin

International Standard provides a method for finding the root causes mainly agai

control system” is usually applied.

Whe
used

h necessary, the problem solving process method in this International Standard sh
for processing of major non-conformance in ISO 23461.

P root cause

sis and problem solving methodologies used by main actors of aerospace industry| around the
1. The process flow chart can be used to find root causes and to solve the problém thorjoughly.

nst failures,

ts, and accidents. As for non-conformance, ISO 23461 “Programme Management - Nondonformance

buld also be
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INTERNATIONAL STANDARD

ISO 18238:2015(E)

Space systems — Closed loop problem solving management

1 Scope

This International Standard provides basic procedures and requirements of closed loop problem
solving against product quality problems including failures, defects, accidents, and other undesirable

cond

itions for organizations.

This
cove
lessqg

This
from|

2 Normative references

The
indis
refern
ISO 1
ISO 1

ISO 2

3
For t

3.1
root
origi

Note

3.2
root

Terms and definitions

International Standard is intended to improve the closed loop problem solving manage

ns learned.

engineering development phase.

following documents, in whole or in part, are normatively)referenced in this docunj

pensable for its application. For dated references, only the edition cited applies. |
ences, the latest edition of the referenced document (inicluding any amendments) appl

0795, Space systems — Programme management.aitd quality — Vocabulary
6192, Space systems — Experience gained in space'projects (Lessons learned) — Principles a

3461, Space systems — Programme management — Non-conformance control system

he purpose of this Standard, the terms and definitions given in ISO 10795 and the follg

cause

1 to entry: Thére are often several root causes for one problem.

cause analysis

ment which

s the impact mitigation of the problem, root causes identification and problemyeontainment, and

[nternational Standard is applicable to problem solving management of all-space products, starting

ent and are
For undated
es.

nd guidelines

wing apply.

nal event, actiony;‘'@nd/or condition resulting in an actual or potential undesirable condition,
situation, nonconforinity or failure

proc

pss~of identifying all root causes that have or may have resulted in an undesirabl

e condition,

situ

3.3

forT, TTonconformity or faiture

lessons learning
process of distributing the problem information to the whole project and organization as well as other
related projects and organizations, warning if similar failure modes or mechanism issues exist and
taking preventive actions
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4 Basic elements for closed loop problem solving management

4.1

Implemention time

The organization shall implement closed loop problem solving management according to this
International Standard when the following problems are detected and the root causes are not obvious.

a)

b)

‘)
d)

e)
£)

g)
h)

j)

4.2

The organiz
resource su

4.3

The organiz
and review

a)
b)
0)
d)
€)
f)
g)

Problems in design which might delay development schedule, create interface design change with
other business units, lower performance index, and result in production rework.

Problems in design and production which might result in major economic losses.

Problenps in production which might occur repeatedly and in batch due to technology causes.

Problenps in EEE components and raw materials which might occur in batch due to technology causes.

Problenps in test technology which might result in test failure or product damage,

Problen
were dd

Proble:Is which might occur due to technology causes in shooting range or launching site.

Proble
for use.

Problenmis which might occur in orbit operation and return.of'satellite and spacecraft, due to fa

or othel

Problenps which might affect cost, schedule, or performance and could jeopardize intended sy

use.

Impl¢

Prob])

before {
before 3

before d

1s which might occur due to technology causes after the parts, subsystem, or sy
livered.

s which might occur due to technology causes after the-fipal product had been deliv

technology causes which can affect mission completion.

rmention plan

ation shall prepare an implementation plan for closed loop problem solving with suffi
bport and incorporate the plah into the organization’s quality management activities.

€ms summary

htion shall summarize and classify problems at the following key decision points. Inspe
thould be conducted if necessary

ransferringto next development phase,
cceptance of components, subsystem, or system,

Xfactory of satellites, launch vehicles, and space crafts,

stem

ered

ilure

stem

cient

ction

before t

ransferring to shooting range or launching site,

before launching,

cefore the delivery of satellites and space crafts on orbit, and

after the return of satellites and space crafts.

4.4 Review

At the end of closed loop problem solving, the organization shall review whether corrective actions are
appropriate and effective.

© ISO 2015 - All rights reserved
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4.5 Records maintenance

The organization shall maintain all records.

5 Procedures of closed loop problem solving management

The organization should use closed loop management of problems in the development phase and the
production phase of contractually specified products. In order to ensure that the problem is solved
and will not happen again, the organization shall locate the problem accurately, define root causes by
theoretical analysis or experiments, conduct problem recurrence experiments when necessary, take
corrgetvesetonsagainstthe roeterusesandtmplementiessonstearninerthe—whetegrganization
and project. Figure 1 gives the procedures of closed loop problem solving management.

© IS0 2015 - All rights reserved 3
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Problemreport

v

Start immediate containment

v

Build the team

v

Define problem

v

Complete and optimize
containment actions

v

Identify root causes

Arerecurrenceexperiments
Available?

YES
v

Conduct recurrence experiments

Describe reasons why re€urrence
experiments is not'dvailable

) g

Define and select root cause <

corrective actions

v

[

mplement root cause corrective

actions

Implement lessonsleapning <

Are root cause corrective
actions effective?

YES

)

Complete closed Toop problem

solving report

v

(3

Recognize and disbandthe team >

Figure 1 — Procedures of closed loop problem solving management

6 Implementation of closed loop problem solving

6.1 Problem report

a) The objective is to let related people informed about the problem timely.

b) When a problem is detected, the organization shall protect the scene, make records, and report
timely without compromising safety and security.

© ISO 2015 - All rights reserved
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c) Contents of the report include: product information; problem phenomena; test condition; working
hours and environment; problem observer, etc.

Non-conformances of deliverable products and supplies shall be reported and disposed in accordance
with ISO 23461. The relation between the problem report and the nonconforming report provided in
[SO 23461 should be shown when it is done according to this International Standard.

6.2 Startimmediate containment actions

a)

b)

d)

The objective is to mitigate the impact of the problem, protect the customer operations and the
organization, and ensure that problem does not deteriorate before identification of root causes.

]

:

The organization shall implement immediate containment actions when the probléni
aving an impact now on the customer or the organization, especially if no action i
roblem will deteriorate.

mmediate containment actions shall be implemented according to the folowing steps

) identify, isolate of defectives and perform immediate correction;

) identify apparent cause and perform immediate corrective action to eliminate, preve
the probability of any additional non-conformances from happening again in the sho

) typical immediate containment actions include
— immediate stop of the working process, including deliveries, recall product if i
— increase inspection, and
— conduct inventory checks and isolatien of defectives.;

}) identify immediate potential risk for‘defectives not detected;

) determine apparent criticality; Customers or the design department might be aske
evaluating the criticality.

NOTE immediate containment actions terminate when corrective actions are in place or

ffective containment action.s/found.

The organization shall communicate and implement actions across various entitie
rganizations.

)
)
)

Identify the.éntities affected or impacted by the problem(internally and externally]

Informyall identified entities.

detected is
s taken, the

nt, or reduce
rt-term;

ecessary,

1 to assistin

'when a more

s and other

ed which is

Immediate information to the customer is mandatory if product has been deliver

Known or suspected to be affected by the issue, potentially impacts safety and molre generally

lldVC d blslllllbdllL lllllJclLL Ull LubLUlllCl b UpPtTl dLlUllb

6.3 Build the team

a)

b)

The objective is to ensure that representatives from relative parties (suppliers and customers) and
functions that might have an influence on the problem solving processes are in the team.

Gather a team in which members from different functions have an influence on the problem and get
the team prepared to carrying out the problem solving activities. The team should be modified or
completed if necessary all along the problem solving process.

Sufficient communication is required to ensure

1) teamleaderhasa clear understanding of his responsibility, the team'’s resources and constraints,

© ISO 2015 - All rights reserved
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2)
3)

4)

eac

h team member has a clear understanding of his responsibility as far as possible,

managers of functions where team members come from are informed about the involvement
(time, duration, role)of their staffs in the team, and

all stakeholders are informed about the team composition and objectives.

6.4 Define problem

a) The objective is to understand the significance, impact and extent of the problem and to ensure
that the situation is fully described and understood.

b) After bllli]t, the team shall fully describe the situation, precisely analyse all its elements togain a
commoh understanding in order to define a corrective action plan.

c¢) The pro

their se

on facts|

which afre being experienced by the customer shall be understood.

d) Continufal communication between all team members is mandatory. Preblem definition and e
shall belcommunicated to and agreed by appropriate customers and,stakeholders.

e) Recomrhended tools to gather and analyse data for problem defisition are the following:

1y
2)
3)
4)
5)
6)
7)
8)
9)

bra

co
che

tall

nstorming;

fis:lbone diagrams;

parison sheets;
ck sheets

y charts;

histograms;

scafter diagrams;

con

par

krol charts;

pto analysis;

10) statistical procéss-control;

11) is/i

5 not analysis;

12) strgtjfication.

blem phenomena and location shall be confirmed. Accredited test institutipnswill provide
Fvices if necessary. The problem statement shall be supported by objective|evidence, Hased
and figures, rather than perception. The scope and extent of the problem and the symp

toms

Ktent

6.5 Complete and optimize containment actions

a) The objective is to ensure that containment actions can suitably address the problem and to verify
thatimmediate corrective actions are commensurate with the problem, implemented, and effective.

b) The organization shall check that all defective parts or data have been isolated and corrected
to prevent their escape, and optimize immediate corrective actions to minimize impact on the
customer, operation and the organization until the root cause of the problem is understood and
permanent effective corrective actions are taken.

c) When problem is well defined, immediate containment actions need to be further developed,
optimized and some might need to be removed.

© ISO 2015 - All rights reserved
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Containment actions shall be completed and optimized according to the following steps:

1) identify action owners and due dates;
2) identify potential risk of defective parts or data not detected;

3) assess criticality with all team members including suppliers and customers ;

4) generally, additional containment actions include: over inspection upstream in the process;

stock segregation in sub-tiers; product recall.

Continual information updating between all team members is required, for instance through

fegular reviews until containment actions are clearly identified, agreed by all, and, 1]
The nature of containment actions shall be communicated to and agreed by all’s

guspend deliveries).

Identify root causes

The objective is to identify, through structured root cause analysis,all causes that hay
or contributed to the undesirable condition, situation, nonconformity or failure.

After problem definition and containment implementation,astructured root-cause ic

oot causes shall be identified according to the followihg steps:

1) understand and map the process;

2) define what actions need to be taken in grder to find the root causes;
3) measure current performance;

4) identification of root cause shallbe supported by objective evidence based on prov

%) prioritize causes by performing a risk analysis based on impact on the product, op
customer; probability te:occur; detectability;

6) select root causes that need to be addressed from those that do not require col
preventive actions due to their low criticality.

Lommunication.between all team members is required, for instance through regu
until root causes are clearly identified and agreed by all. Root causes shall be cof
o all stakéhelders, especially by the customer if defectives have been delivered ai
goon bedmpacted.

ecomimended tools for the problem definition, data collection, and analysing are:

Irocess shall be executed to identify all root causes for problem recurrence prevention,.

hplemented.
takeholders,

especially by the customer if defectives have been delivered and/or might soon'be inppacted (e.g.

e generated

lentification

en tools;

brations and

'rective and

lar reviews
nmunicated
nd/or might

T—datacotlection: check 13T

2) data collection and analysis: histograms; scatter diagrams; run and control cha
mapping(follow charts); design of experiment; Pareto analysis;

rts; process

3) analysis techniques: fishbone; 5 why’s; cause and effect; Failure Mode and Effect Analysis

(FMEA); Fault Tree Analysis (FTA); root cause chain, root analysis software, etc.

Conduct recurrence experiments

The objective is to verify the problem statement and identified root causes.

© ISO 2015 - All rights reserved


https://standardsiso.com/api/?name=d351ac3616e5f6644c07b50eeb76ee56

ISO 18238

:2015(E)

b) Recurrence experiments shall be conducted to make the problem reappear if available. When
recurrence experiments are not to be conducted, the reason shall be described in the closed loop
problem solving management report.

c) Recurrence experiments shall be conducted according to the following steps:

1) prepare experiment documents;

2) conduct experiments according to the experiment documents and make records;

3) prepare experiments result analysis report.

d) Sufficie

6.8 Defin

a) The obj
address

b) The org
are takg

c¢) Rootca

Nt communication 1s required.

e and select root cause corrective actions

pective is to define, prioritize and select corrective actions that are to bejimplement
the root causes and prevent the problem from recurring.

n, considering operational and business constraints.

1se corrective actions shall be identified and selected according to the following steps

1) identify solutions for selected root causes based on results of root causes analysis;

2) det
pro

3) seld

d) Commu
commu

6.9 Imple

blem for each solution;

ct solutions that optimize value and effectivenéss for all stakeholders.

hicated to and agreed by all stakeholders, especially by the customer when impacted.

rment root cause corrective ‘actions

a) The objective is to ensure all selected actions are implemented as defined and to assess

effectiv

b) The org
have be
prevent]

¢) Rootca

bness to prevent the pragblem from recurring permanently.

anization shall implement the solutions that have been selected, verify that all ac

the problem ffom recurring.

se correetive actions shall be implemented according to the following steps:

1) identify astion owners(individuals, not functions) and due dates;

2) get

commitment from action owners;

bd to

anization shall ensure corrective actions addressing the most likely ot critical root cjuses

ermine the probability of correcting the cause and\the risk of creating a new or worse

hication between all team members is~required. Root cause corrective actions shdll be

their

tions

en completed according to the schedule, and that they have prevented and will continpe to

3) plan detailed actions and make sure the corrective action plan is agreed by action owners;

4) identify measures to verify effectiveness of actions;

5) implement root cause corrective actions;

6) measure and analyse new performance as planned and compare results with performance
measured as described in 6.4 (define problem) and 6.6(identify root causes);

7) establish a review process to verify effectiveness of the solutions. If the root cause corrective
action is not effective, return to 6.6 and revisit the analysis process. If they are effective,
evaluate the containment actions that can be eliminated (e.g. stop over inspection and over

© ISO 2015 - All rights reserved
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production, return to normal transportation means, etc.) without adversely a
product and process output;

record evidence of actions completed and associated results.

ffecting the

Feedback of all information between each action owner, the team leader, and the customer shall be
ensured. Content and frequency of reviews and status reports shall be defined between the team
leader and stakeholders. The management and customer shall be informed in case of implementation
difficulties or failures.

6.10 Implement lessons learning

a)

b)

d)

q

1

q

|

The objective is to document analysis, results and changes, to capture and share'le
takeholders to prevent similar undesirable condition, situation or failure p¢curri
products, production lines, factories or suppliers.

The organization shall formalize and standardize decisions madepand actiong
hroughout the whole process and develop effective knowledge management to trg
lessons learned, best practices, etc. to stakeholders and other similaf production lines
uppliers that might require similar actions to be implemented. Giiidelines for lessonj
SO 16192 are recommended.

The lessons learning shall be done according to the followifig steps:

)

)

[ommuhication is required. The organization shall

update related documents including design documents, process documents, ¢
documents, training packages, IT systems and teols, etc., and deploy training ac
ensure related personnel’s understanding of.updates;

identify products, production lines, factories or suppliers that might potentially|
by similar types of undesirable conditiomn, situation, nonconformity or failure (sin
process, material source or supplierflocation, function or use, environment, trainir
and tools), and ensure related procéess owners well informed about the problem
and lessons captured;

feedback the problem information and lessons captured to the superior quality 1
department who shalliensure owners of related products, production lines,

suppliers in other corganizations that might potentially be affected by simil
undesirable condition, situation or failure (similar design, process, material sourcq
location, function-or use, environment, training, machines and tools) be informe
problem infofaration and lessons captured;

record léssons captured: analyses, flow charts, databases, performance data, m
and decisions, data sources, difficulties encountered, etc.

arning with

ng to other

completed
nsfer ideas,
factories or
learning in

bxperiments
cordingly to

be affected
hilar design,
g, machines
information

hanagement
factories or
ar types of
or supplier,
d about the

@jor actions

p.g. methods

1) “inform all main process owners (internally and externally) of experience gained (§
that worked, failed and the associated reasons), and
2) all functions and staff are required to be informed about the problem. Check whe

failure modes exist and implement corrective actions if necessary.

6.11 Finish “Closed loop problem solving management report”

a)

b)

ther similar

The objective is to summarize the closed loop problem solving management work and generate a
systematic description about the solving procedures.

Before closing the closed loop problem solving management, the team leader shall organize the
preparation of “closed loop problem solving management report” signed by related persons.
Annex A provides a report format for reference.
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c¢) The content of the closed loop problem solving management report shall include the following
information.

10

1y

2)

3)

4)

5)

6)

7)

Problem description:

when and where the problem occurred;

information of the product where the problem occurred (name, batch, phase of development,

design organization, production organization);

information of the problem, including the working status and environment situation when

the failure occurred;

Def]

Con

Imp

immediate containment actions taken to stop problem deterioration.
jne problem:

processes and methods used to analyse and locate the problem;
basis of problem definition;

problem statement;

optimized containment actions;

processes of completing and optimizing containment actions;

effect of implementing containment actions;

identified root causes;

processes and methods of root cause idemntification, including theoretical analysig
experimental results.

duct reoccurrence experiments:

the processes and results of reoccurrence experiments;

whether problem definition‘and root cause identified are verified;
reasons if reoccurrence experiments are unavailable.

ine and select root,cause corrective actions:

the processes-of defining corrective actions;

content.of corrective actions.

lerent root cause corrective actions:

implementation processes and results of corrective actions;

verification processes of corrective actions.

Implement lessons learning:

documents revised or to be revised, including technical and management documents;

lessons captured and improvement in the product and whole business.

Conclusion:

whether closed loop problem solving is completed;

problems remained or suggestions.

and
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