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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
in liai i i ely with the

ational Electrotechnical Commission (IEC) on all matters of electrotechnical standardization
International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare International Standards. Dréft Internationpl Standards
adopted by the technical committees are circulated to the member bodies fertvoting. Publitation as an
Interpational Standard requires approval by at least 75 % of the member bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this doéument may be the sublect of patent
rightg. ISO shall not be held responsible for identifying any or all such patent rights.

ISO 18202 was prepared by the Consultative Committee (Jor’ Space Data Systems (CCSDS) as
CCSDS 521.0-B-2, March 2013 and was adopted without modifications except those stated in Clause 2 of this
International Standard by Technical Committee ISO/TC 20, Airetaft and space vehicles, Subcommittee SC 13,
Space data and information transfer systems.
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his document has been approved for publication by the Management Coancil of the
onsultative Committee for Space Data Systems (CCSDS) and represents~the cons¢nsus
t¢chnical agreement of the participating CCSDS Member Agencies. The procedurg for
r¢view and authorization of CCSDS documents is detailed in Organization and Processgs for
the Consultative Committee for Space Data Systems, and the record-0f’Agency participation

i the authorization of this document can be obtained from the. GCSDS Secretariat g4t the
afdress below.

O -

—

his document is published and maintained by:

CCSDS Secretariat

Space Communications and Navigation-Office, 7L70
Space Operations Mission Directorate

NASA Headquarters

Washington, DC 20546-0001,-USA
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely
voluntary, the results of Committee actions are termed Recommended Standards and are
not considered binding on any Agency.

This [Recommended Standard is issued by, and represents the consensus of, the CCSliS
membpers. Endorsement of this Recommendation is entirely voluntary. Endofsemenit,
howgver, indicates the following understandings:

o Whenever a member establishes a CCSDS-related standard, this standard will be in
accord with the relevant Recommended Standard. Establishing such a standand
does not preclude other provisions which a member may develop:

ol Whenever a member establishes a CCSDS-related standard, that member willl
provide other CCSDS members with the following inforination:

-- The standard itself.
-- The anticipated date of initial operational‘capability.

-- The anticipated duration of operational service.

o

o| Specific service arrangements shall_be made via memoranda of agreement. Neith¢
this Recommended Standard nér any ensuing standard is a substitute for |a
memorandum of agreement.

No later than three years from its\date of issuance, this Recommended Standard will fe
reviewed by the CCSDS to defermine whether it should: (1) remain in effect without changg;
(2) be changed to reflect the impact of new technologies, new requirements, or new
directions; or (3) be retired-or canceled.

In thpse instances,when a new version of a Recommended Standard is issued, existirlg
CCSDS-related sniember standards and implementations are not negated or deemed to he
non-CCSDS-eompatible. It is the responsibility of each member to determine when sugh
standards tet* implementations are to be modified. Each member is, however, strongly
encofiraged to direct planning for its new standards and implementations towards the lat¢r

ibhaaf+bha PR an ndoad Standas-d
versiototrteicecormmenacadtanaara:

CCSDS 521.0-B-2 Page ii March 2013
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FOREWORD

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights. CCSDS shall not be held responsible for identifying any or all such
patent rights.

Through the process of normal evolution, it is expected that expansion, deletion, or
modification of this document may occur. This Recommended Standard is therefore subject
t¢_ CCSDS document management and change control procedures, which are detingd in
Qrganization and Processes for the Consultative Committee for Space DatarSygtems
(CCSDS A02.1-Y-3). Current versions of CCSDS documents are maintained at'the C@SDS
Web site:

http://www.ccsds.org/

uestions relating to the contents or status of this document should be addressed tp the
CSDS Secretariat at the address indicated on page i.

ave)
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external data typ¢
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T
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1 INTRODUCTION
1.1 GENERAL

This Recommended Standard defines the Mission Operations (MO) Message Abstraction
Layer (MAL) in conformance with the service framework specified in reference [C1],
Mission Operations Services Concept.

TheMO—MAL—Ts—=a framework—that—provides—generic—service patterms—to—the—vission
Qperation services defined in reference [C1]. These Mission Operations services are. defined
i terms of the MAL.

1{2 PURPOSE AND SCOPE

—

his Recommended Standard defines, in an abstract manner, the MAl;ih terms of:
a) the concepts that it builds upon;

b) the basic types it provides;

c) the message headers required by the layer;

d) the relationship between, and the valid sequenice of, the messages and resulting behaviours.

(e

{ does not specify:
a) individual implementations or products;
b) the implementation of entiti¢s or interfaces within real systems;

c¢) the methods or technelogies required for communications.

ok

3 DOCUMENTSTRUCTURE

Tlhis Recommended Standard is organised as follows:

a) sectionr 1 provides purpose and scope, and lists definitions, conventions, and
references used throughout the Recommended Standard,

b): section 2 presents an overview of the concepts;

¢) section 3 specifies the interaction patterns used to define services;

d) section 4 is a formal specification of the MAL data structures;

e) section 5 is a formal specification of the MAL errors;

f) section 6 is the formal service specification Extensible Markup Language (XML) schema;

g) section 7 is the formal compliance requirements of the MAL.
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1.4 DEFINITION OF TERMS

Software Component (component): A software unit containing the business function.
Components offer their function as Services, which can either be used internally or which
can be made available for use outside the component through Provided Service Interfaces.
Components may also depend on services provided by other components through Consumed
Service Interfaces.

Hardware-€Component:Acomptex physicatentity (suchasaspacecraft, atrackimgsystem,
or a pontrol system) or an individual physical entity of a system (such as an instrumerit,|a
computer, or a piece of communications equipment). A Hardware Componentmay bhe
composed from other Hardware Components. Each Hardware Component may_host one ¢r
more| Software Components. Each Hardware Component has one or more |ports whete
conngctions to other Hardware Component are made. Any given Port on ‘the Hardwate
Component may expose one or more Service Interfaces.

Service: A set of capabilities that a component provides to anether component via gn
interface. A Service is defined in terms of the set of operations that can be invoked and
perfarmed through the Service Interface. Service specifications define the capabilitief,
behayiour, and external interfaces, but do not define the implementation.

Service Interface: A set of interactions provided by<d component for participation with
another component for some purpose, along with, constraints on how they can occur. A
Service Interface is an external interface of a-Sérvice where the behaviour of the Servide
Provider Component is exposed. Each Service will have one defined ‘Provided Servide
Interface’, and may have one or more ‘Consumed Service Interface’ and one ‘Management
Service Interface’.

Provided Service Interface: A Service Interface that exposes the Service function containdd
in a|component for use by Service Consumers. It receives the MAL messages from |a
Consumed Service Interface and maps them into API calls on the Provider component.

Congumed Service Interface: The API presented to the consumer component that maps
from| the Service operations to one or more Service Data Units(s) contained in MAL
messpges that are‘transported to the Provided Service Interface.

Manpgement Service Interface: A Service Interface that exposes management functions ¢f
a Seryvicé function contained in a component for use by Service Consumers.

Service System: The set of Hardware and Software Components used to implement a
Service in a real system. Service Systems may be implemented using one or more Hardware
and Software Components.

Service Provider (provider): A component that offers a Service to another by means of one
of'its Provided Service Interfaces.
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Service Consumer (consumer): A component that consumes or uses a Service provided by
another component. A component may be a provider of some Services and a consumer of
others.

Service Data Unit (SDU): A unit of data that is sent by a Service Interface, and is
transmitted semantically unchanged, to a peer Service Interface.

Binding: The access mechanism for a Service. Bindings are used to locate and access
Servi . . L . . s
hpve to use to call the Service. The binding specifies unambiguously the protoeolstack
r¢quired to access a Service Interface. Bindings may be defined statically at compile time or
they may use a variety of dynamic run-time mechanisms (DNS, ports, discovery),

Service Capability Set: A grouping of the service operations that remains sensibl¢ and
cpherent, and also provides a Service Provider with an ability to communicate to a Congumer
s capability. The specification of services is based on the expectation that different
deployments require different levels of complexity and functionality from a service. T¢ this
epd a given service may be implementable at one of several distinct levels, corresponding to
the inclusion of one or more capability sets.

—e

Service Connection (connection): A communications connection between a Consfimed
Service Interface and a Provided Service Interface over a specific Binding. WHen a
cpmponent consumes the services of a provider, component, this link is known as a Sqrvice
(Jonnection (connection).

Service Extension: Addition of capabilities to a base Service. A Service may extend the
hpabilities of another Service with additional operations. An extended Servige is
indistinguishable from the base(Service to consumers such that consumers of the|base
Service can also be consumers,of-the extended Service without modification.

[¢)

—~

rotocol Stack: The stack of Protocol Layers required for communication.

rotocol Layer: TheZimplementation of a specific Protocol. It provides a Protocol Sdrvice
ccess Point to dayers above and uses the Protocol Service Access Point of the layer belpw.

> =

Protocol Service Access Point (SAP): The point at which one layer’s functions are proyided
to the layer’above. A layer may provide protocol services to one or more higher layery and
uke the protocol services of one or more lower layers. A SAP defines unambiguously the
interface for a protocol that may be used as part of a Service Interface Binding specification.

Protocol: The set of rules and formats (semantic and syntactic) used to determine the
communication behaviour of a Protocol Layer in the performance of the layer functions. The
state machines that operate and the protocol data units that are exchanged specify a protocol.

Service directory: An entity that provides publish and lookup facilities to service providers
and consumers.
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NOTE - Strictly speaking, a directory is not required if a well-known service is to be
used; however, in most circumstances a directory provides required flexibility in
the location of services. Service location can be statically configured,
dynamically discovered through a service directory, or a combination of the two;
this is an implementation choice. The service directory is itself, by definition, a
service.

1 NOA AT NI ATIITRE
.5 INUIVIILVINCLA T UIND

The following conventions apply throughout this Recommended Standard:

a) the words ‘shall’ and ‘must’ imply a binding and verifiable specification;
b) the word ‘should’ implies an optional, but desirable, specification;

c) the word ‘may’ implies an optional specification;

d) the words ‘is’, ‘are’, and ‘will’ imply statements of fact.

1.6 | REFERENCES

The following documents contain provisions whichy through reference in this text, constitute
provisions of this Recommended Standard. At thé time of publication, the editions indicatgd
were|valid. All documents are subject to revision, and users of this Recommended Standard
are gncouraged to investigate the possibility of applying the most recent editions of the
documents indicated below. The CCSDS Secretariat maintains a register of currently valid
CCSDPS Recommended Standards.

[1] [Mission Operations Reference Model. Recommendation for Space Data System
Standards, CCSDS 520.1-M-1. Magenta Book. Issue 1. Washington, D.C.: CCSD}

2
-

July 2010.

2] [“MIME  Meda  Types.” Internet ~ Assigned ~ Numbers  Authority.
http://www iana.org/assignments/media-types.

NOTE - _<dnformative references are listed in annex C.
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2 OVERVIEW
2.1 GENERAL

The MO service specifications detail a standard set of services. These services form a
contract between a consumer of a service and the provider of that service. Each operation of
a service has a set behaviour: a message is sent from the consumer to the provider to instigate
the operation, and zero or more messages can be exchanged thereafter depending on the
specific pattern and operation. Ihis set of messages, and the pattern in which they are
ekchanged, needs to be defined for each operation of each service.

n interaction pattern details a standard exchange pattern that removes themeed for|each
operation to detail its exchange pattern individually. By defining a pattern @nd stating that a
given operation is defined in terms of that pattern, the operation definitief’can focus on the
specifics of that operation and rely on the standard pattern to facilitate(the interaction.

he MAL defines this set of standard interaction patterns as an abstract interface that is|used
bly the MO services. There are three abstract interfaces defined'in the MAL specification: the
rst is the abstract interface of the MAL that is presented to-the higher layers, the secdnd is
the abstract interface of the Access Control component,~and the third is the abstract intdrface
that a Transport layer must provide to the MAL.

The MO service specifications and the MAL are abstract in their definition; they dp not
bntain any specific information on how te @mplement them for a particular programming
language or transport encoding. Moving from the abstract to the implemented system{ two
other specifications are needed. One is the Language Mapping that states how the abjtract
MAL and MO service specifications.are to be realised in some specific language: this dgfines
the API in that language. The second is the transport mapping from the abstract MAL] data
sfructures into a specific and unambiguous encoding of the messages and to a defined and
uhambiguous mapping to(a)specific data transport. It is only when these mappings are
defined that is possible‘té implement services that use the MAL interface and usg the
tjansport bindings to-exchange data. (For further information on this, see reference [1].)

(@)

This document “¢ontains the formal specification for these abstract interfaces. More
information about the MO Concept can be found in reference [C1], and more information
apout the Reference Model can be found in reference [1].

212 ABSTRACT INTERFACE SPECIFICATIONS

2.2.1 GENERAL

Each abstract interface is defined as a set of interaction patterns. For each pattern defined
there is a common layout of the document section.

The following subsections describe the sections and diagram formats specific to the
interaction patterns.
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2.2.2 PATTERN OVERVIEW

The overview section of the pattern contains a message exchange sequence, which shows the
interaction sequence between a source consumer and a destination provider.

The main aspects to note are the direction of the arrows (giving message direction) and the
order of the messages (top down). The bars under the consumer and provider show
synchronicity of the message exchange.

In the following example (figure 2-1) it can be seen that the consumer sends an initial
messpge to the provider, which responds with an acknowledgement. The acknowledgment
in regponse to the initial message, as shown by the connected bars under the consumer and
provider.

7]

At sqme time in the future the provider will send another response:

Consumer Provider

seq Message exchange example/

initial message

T
1
1
i
i i
H< some acknowledgment
1 1
1 1
1 1
] ]
o7 L]
1 1
1 1
i i
1 1

asynchréneus response

Figure 2-1:_Message Exchange Sequence Example

Becapse the pattern shows the response, the consumer can expect it, but because the bars afe
not donnected it is{considered to be indeterminate. This means that although the message
will arrive it cannot be determined when arrival will occur. It is important to note that any
syncIronicity shown is concerned only with messages; it does not imply, or require, |a
synchronous. (blocking) behaviour in either the client or provider, as these ate
impl¢gmentation issues.

2.2.3 DESCRIPTION AND USAGE

The Description and Usage sections are used to describe the pattern and define the expected
usage respectively.

CCSDS 521.0-B-2 Page 2-2 March 2013

© 1SO 2015 — All rights reserved


https://standardsiso.com/api/?name=f020a45b8b26b6d18e4e919235882e86

ISO 18202:2015(E)

CCSDS RECOMMENDED STANDARD FOR
MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

2.2.4 ERROR HANDLING
The Error Handling section defines the positions in the pattern where errors are permitted to

be generated. It uses the same sequence diagram notation as the nominal pattern sequence
from the Overview section.

2.2.5 OPERATION TEMPLATE

Hach interaction pattern definition contains a table that defines the template for op\éga tions
that use that pattern: q/Q

N4

Table 2-1: Example Operation Template ,\qu’

<<Qperation nameéao
<

\Y
<<Interaction pa@r@ name>>

<<Message direction>> <<Message name>> <<Message types*>¥
N
R\
The message direction denotes the di é&@on of the message relative to the provider df the
ppttern and is either IN or OUT... all messages directed towards the provider ate IN

AN ) .
messages, and all messages d1r€c>d away from the provider are OUT messages. [It is
xpected that message names&@tch those defined in the Primitives section.

[¢]

oo}

lue cells (dark grey when printed on a monochrome printer) contain table headings,|light
rey cells contain fields)that are fixed for a pattern, and white cells contain values that|must
e provided by th% ration or structure.

)

he Body Ty@e column contains the list of types that make up the Body of a particular
llztessage. to many types may be listed here and together define the body of the indigated

essa@

Th@%ocument defines a data type specification language in section 4 (referred to as the
MAL data types) that is expected to be the default data type specification Tanguage. The
Body Types are defined using the MAL data types to define the various base data types, the
notation used to describe them, and the rules for their combination into complex data
structures. This is separate from the encoding technology used which is responsible for
mapping the abstract data type notation from the data type specification into an actual ‘bits
and bytes’ representation.

[oxkije]

—
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Even though the Body Types in this specification are defined using the MAL data types, any
data type specification language (such as XML Schema) may be used in an actual service

specification.

2.2.6 PRIMITIVES

Each pattern defines a set of primitives in a table as below:

Table 2-2: Example Primitive List

<<Primitive name>>

For qach listed primitive there exists a Request, Message and Indication of the same nam
The Requests and Indications are used by the following State{Diagrams. Requests ai
transjtions that are triggered by the component being modelled; Indications are transition
that pre triggered by an external activity. Messages are.the entities that are transferrg
betwgen the two components to progress the interaction (see figure 2-2).

o wn o -7

Consumer Provider

Requests Indications Indications Requests

Consume& Messages Provider MAL

Figure 2-2: Request, Indication, and Message Relationship

Ther¢fore-a component issues Requests, which cause Messages to be transmitted, which raie

I d‘ 4 . 4] | 4 4 4+
ndicatronsminecacstmatron CUIHPUIICIIL.
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2.2.7 STATE CHARTS

For each defined interaction there can also be specified one or more state diagrams (see
figure 2-3).

Initiated

Ack Error Indication >@

Ack Indication

Acknowledged )V
Response Error Indication

~®

N N

Response Indication

Figure:2-3: Consumer State Diagram Example

The diagrams define the ‘allowed states and transitions between those states. The statds are
those of the MAL ef-the relevant component and apply to a single instance of a pattern; for
exkample, figure~2-3 shows the allowed states and transitions for a specific pattern op the
cpnsumer, butit-is the responsibility of the consumer MAL to maintain that state informlation
and rejectinvalid state transitions. The state also only applies to a single instance|of a
ppttern;<as there can be many interactions concurrently active with one MAL, it needs [to be
apleto track the state of each interaction instance independently.

Figure 2-3 shows the state diagram for the Consumer component from the example in figure
2-1, and includes some error state transitions that are not shown in the example.
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2.2.8 REQUESTS AND INDICATIONS
2.2.8.1 General

For each pattern there are a set of Requests that can be issued and a set of Indications that
can be received. These sets are defined in the Primitives section for the pattern. The allowed
state transitions are defined in the State Charts section for the pattern.

Eac}\ nattern dofinec the follaunna cuhceectiang for aanh et va
Irp TH- O T COtTH O TOToO W 5 oS oo tIoS o CatHpPritrer v o

2.2.812 Function

The Function subsection defines the use of a specific Request or Indication.

2.2.813 Semantics
The $emantics subsection defines what information is required for the Request or Indicatiof.
It is ¢quivalent to the arguments of a programming language fanction call.
2.2.84 When Generated

The When Generated subsection specifies the cireumstances that trigger the generation of the
Request or Indication.

2.2.8{S Effect on Reception

The Effect on Reception subsection specifies what the effects of the reception of a Requeft
by a MAL or an Indication by an’ Application are. Usually for a Request is it the transmissign
of'a Message to the destination and for an Indication it is pattern specific.

2.2.816 Message-Header

The MAL defines a standard message header that is used to manage the interaction. The
Mesdage Header subsection specifies the values of the fields of the Message Header to b
used | for“the message. The subsection can specify all the fields, or only fields that afe

diffetent{rom-another Requestdndication-

(¢}

The full definition of the message header structure is provided in 3.4.

CCSDS 521.0-B-2 Page 2-6 March 2013

© 1SO 2015 — All rights reserved


https://standardsiso.com/api/?name=f020a45b8b26b6d18e4e919235882e86

ISO 18202:2015(E)

CCSDS RECOMMENDED STANDARD FOR
MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

2.2.9 MESSAGE EXAMPLE DECOMPOSITIONS

Each pattern is illustrated with an example which shows how each message will look when
decomposed into a packet structure. It is important to note that such a type of structure is
completely dependent on the chosen protocol.

For the example decomposition each message is split into up to three parts (figure 2-4), a
standard message header, possibly a standard pattern body, and, finally, possibly a service-

bl 0l 1 |
SpcTIIrc ooay:

Message Header Standard Pattern Body | Service Specific Body | ¢

Figure 2-4: Message Decomposition Key

Hach message, in the examples, is split into the relevant fields; the éxample value is shown in
the box, and the field name is given above (figure 2-5):

Message Header ‘

URI From

Auth Id ‘ URITo ‘T\meslamp QoS Priority | Domain Zone Session (Interaction| Stage Transld‘ Area Service |Operation| Version | Is|Error

~
Hrovider SCX Broker BEST 1 AB.C GROUND LIVE PUBSUB 0 Example Example | testPubSub 1 ALSE

Figure 2-5: Message Header.Decomposition Example

Field values are there to provide an examiple, and as such more human-readable valugs are
often used rather than numeric equivalents that may be more efficient. For example,| with
epumerated values such as ‘Session” the textual versions of the enumeration are given father
than the numerical versions, as this is more meaningful to a human. This is for exgmple
purposes only, however.

When more complex_ §tructures are being shown (figure 2-6), a single field can be part of a
npore complex structure which is itself part of another composite structure:

List<UpdateHeader> List<TestNotify>

UpdateHeader UpdateHeader Test Notify Test Notify

EntityKey EntityKey

Jime Source | Update Time Source | Update
stamp URI Type 1st 2nd 3rd 4th stamp URI Type 1st 2nd 3rd 4th

List count List count

Time Value Time Valde

p 2 SC X Update A 2 1 2 SCX:- |- Update A 4 1 2 2 Today, 09:30 | 1234 | Today, 09:30| - 8888

Figure 2-6: Message Body Decomposition Example

In the example above the ‘Update Type’ field is part of the UpdateHeader structure which is
itself part of the overall UpdateHeader list structure. The above example also demonstrates
the difference between a pattern body and a service-specific body. The UpdateHeader list is
the pattern body and is followed by the service-specific TestNotify part.
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NOTE - The structures used in the body of the examples for each pattern are only
examples, and as such no explanation of contained values or meanings is
provided or required.

2.3 ABSTRACT SERVICE SPECIFICATIONS

Each abstract service specification Blue Book is specified as an Area that consists of one or

\2)
Q™
Servig

Each| service specification includes an overview table that details the Area apﬁ

Q
\%‘L

Identifiers and then lists the operations of that service (see table 2-3).

Table 2-3: Service Overview Table C_)O
N\

The |values of table 2-3 are tused to populate the [Service Area][Service][Servig
Operption][Area Version] ﬁelc@) the Message Header. The Area Number, Service Numbef
and Qperation Number ﬁeldg.provide an alternative numerical identification scheme parall
to th¢ Identifier scheme )

N

(¢]

-

N
[

—

The |choice of w r to use Identifiers, numbers, or another alternative in an actua
transport is tran@h specific, as long as it is possible to correctly determine the area, servicg
opergtion, a rsion values from the transmitted information. The numbers are expected fo
be uded b %mports that require a more efficient identification mechanism than Identifier|
and Wi &overlap with existing service definitions. The set of permissible values are in tH
USh nge and start at ‘1’

-

o

The Area Version is a number that is used to differentiate between issues of a specification.
Initially it will be set to the number ‘1°, and future updates to the specification will increase
that number. The set of permissible values are in the UOctet range.

Support in replay is used to denote whether a specific operation is allowed to be used in a
Replay session and is either of the value ‘Yes’ or ‘No’. For example, only operations that do
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not modify history are usually supported in a replay session; operations such as setting a
parameter would not be supported as they modify history.

The Capability set field is a numerical identifier that holds the Service Capability Set number
for that operation. Operations that hold the same number within a service specification are
considered to be part of the same Service Capability Set. The set of permissible values are in
the UShort range.
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3 ABSTRACT SERVICE SPECIFICATIONS
3.1 OVERVIEW

There are three abstract interfaces defined in this specification. The first is the abstract
interface of the MAL. The MAL abstract interface defines the interactions that are presented to
the higher layers, the information and interaction between the two interacting components, and
also the expected behaviour of the application layer that uses the MAL. It is detailed in 3.5.

Tihe second is the abstract interface of the Access Control component. To support the-agcess
cpntrol and security aspects of the reference model in reference [1] the MAE, requires a
standard abstract interface to an Access Control component. The access contfol-comppnent
oply has the single interaction that is used by the MAL as defined in the Reference Mlodel
(teference [1]). The implementation of the Access Control component is deployment
specific, as is the security policy and rules to be used; however, the)interaction with that
pmponent is part of the MAL standard. It is detailed in 3.6.

(@)

—

he third is the abstract interface that a Transport layer provides to the MAL. It spegifies
what facilities must be made available to a compliant MAJL and also the required behayiour
f the Transport. It is detailed in 3.7.

o

(Jeneral constraints that apply to all patterns are defined in 3.2, 3.3, and 3.4.

@»

2  TRANSACTION HANDLING

[})

2.1 The message header shall contain a transaction identifier field providing a mechgnism
r the originating MAL of a message exchange to uniquely identify the response, or et of
r¢sponses, to a message.

=

312.2 Each instance of a-pattern shall be considered a single transaction.

3{2.3 The transaction-identifier shall be:

a) used by{the originating MAL to identify messages in a particular instance ¢f an
interaction pattern, and

b) returned by the service provider in matching messages (returns from submits, etc}).

3124 The originating MAL shall ensure that the combination of the following Mepsage
Header fields form a unique index: pattern type, transaction identifier, the source address, the
session, the domain, the network, the service area, the service, and operation.

3.3 STATE TRANSITIONS

3.3.1 Each pattern shall specify the set of states that both the provider and consumer can
attain during the execution of the pattern.
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3.3.2 To move between the states, each pattern shall define the set of legal transitions either
as a Request or an Indication.

3.3.3 For a Request to be issued, the source entity shall be in the correct state.

3.3.4 Issuing a Request when in the incorrect state shall cause an INCORRECT STATE
error to be raised by the local MAL, and the pattern shall end at this point.

3 3 I~ EorTndiestiaonethe racaiving antitoz chaoll bha oot d 0 g 10 4l q A ngepenndt oot
. o) LUl 111\,[1\.4'.1\«1\_}110’ IV l\/\/\/lVllls \Jll\«ll«)‘ oIIAaIl v 1U\1U11UU U UV IIT ULUIV VUTITUVUVL Oltdatlv.

3.3.6| Reception of an Indication in a state other than the correct one shall cause gn
INCORRECT _STATE error to be raised by the local MAL, and the pattern shall end’at thjs
point.
3.4 | MESSAGE COMPOSITION

3.4.1 MESSAGE HEADER FIELD VALUES

3.4.1}1 The header fields, with the values specified in table 3-1, shall be used for afll
intergction patterns.

3.4.1{2 Each interaction pattern may override the values in table 3-1 with values defined in
the r¢levant Request and Indication section for thatpattern.

3.4.113 The Domain shall be defined as a list,of identifiers.

3.4.114 The most significant domain-part shall be listed first in the list (for exampl
Agerlcy), and each subsequent domain-identifier in the list narrows the preceding domain.

)94
-

3.4.1}5 Each Identifier part ©f,'the Domain shall be allowed the full range of Identifi¢r
valugs with the restriction that it is NOT allowed to contain the °.” character.

3.4.116 The contents-of-URI From and URI To shall be transport specific (see reference [
for njore informatiof).

[A—

3.4.1}7 Authentication Id, QoSLevel, Priority, Network Zone, and Session fields shall he
populated as-defined in reference [1].
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Table 3-1: MAL Message Header Fields

Field Type Value
URI From URI Message Source URI
Authentication Id Blob Source Authentication Identifier
URI To URI Message Destination URI
Timestamp Time Message generation timestamp
DoSlevel QoSLevel The QoS level of the mespage
Priority Ulnteger The QoS priority of the mespage
Domain List<Identifier> Domain ofjthe mespage
Network Zone Identifier Network zone of the mespage
Bession SessionType Type of session of the mespage
Bession Name Identifier Name of the-session of the mespage
Interaction Type InteractionType Interaction Pattern Type
Interaction Stage UOctet Interaction Pattern Stage
['ransaction Id Long Unique to consymer
Bervice Area UShort Service Area
Rervice UShort Service
Dperation UShort Service Operdtion
Area version UOctet Areaversion
Is Error Message Boolean “True’ if this is an error message; else ‘False’

o

%2} lj

3i4.2 MESSAGE BODY

3l4.2.2 Zero te~many types may be listed in the Body Type column, each type being
pprt of the mes§sage body, and together form the complete body of the indicated message}
3

4.2.3 The listed types should use the MAL data type specification (or service-sp
rpes dérived from these) as defined in section 4 of this specification; however, any datg
péeification (such as XML Schema) may be used.

314.2.1 The message bady shall be composed of the types listed in the Body Type column
f the operation template in a service specification.

y one

ecific
type

3.4.2.4 How the message body is actually encoded shall be dependent on the encoding
technology used, but all message parts are expected to be supplied.
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3.43 ERROR MESSAGES

3.4.3.1 A service specification shall define which error numbers may be returned for a
specific operation and also if any extra information is provided with the error message.

3.4.3.2 The service specification shall specify the data type of the extra information for the
specific error.

3.4'3 3 ‘A Hlntacar val e NI bhar (caa cactinn 8\ hall

ol comtotning tho PR T2 ac mmadiata
b Y ULIALU&UL valruwv VULIL“ILLILLE, UIV L/ATVUID 1T VYUIllivvl \Q\JU [CAAYAZAVS S Y / DI 1IITHIrnivuIdaly y

follov the Message Header.

3.4.314 The extra information value shall immediately follow the Error Number.
3.4.3l5 If no extra information is provided by an error, then the extra information valye
shall|be set to NULL.

3.5 | MAL SERVICE INTERFACE

3.5.1f SEND INTERACTION PATTERN
3.5.1{1 Overview

The BEND pattern is the most basic interaction (figure 3-1); it is a single message from the
consyimer to the provider. No acknowledgement is-sent by the provider.

Consumer Provider

seq|SEND
- / SEND

Figure 3-1: SEND Interaction Pattern Message Sequence

3.5.1}2 _Description

The - ; o
extensions. It is the simple passing of a message from a consumer to a provider. Because
there is no message ‘conversation’ implied with a simple SEND, there is no requirement for
a transaction identifier in the message. However, one may be specified. No return message
is sent from the provider to the consumer, so the consumer has no indication the provider has
received the message.
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3.5.1.3 Usage
The SEND pattern is expected to be used for non-critical messages where the possible loss of

one or more of these messages is not considered critical. An example would be regular
heartbeat-type messages.

3.5.1.4 Error Handling

Hrrors (see section 5) may be generated by the consumer service layers, but no errg{f_g ain be
enerated by the provider as the interaction pattern does not allow for the proviglf/@t feturn

N €ITOor. (1/
&
N
O

he SEND template only contains the operation name and the Qt@ of the structure that is
ent as the message body: << o

& 09

315.1.5 Operation Template

©

Table 3-2: SEND Operation-Template
oy

©
&’@peration name>>

)
R\4 SEND

<<Body type>>

3/5.1.6 Primitives .

%\%

Q~Q Table 3-3: SEND Primitive List

%) SEND

3.5.1.7 State Charts
3.5.1.7.1 Consumer Side

The state chart contains only one transition from the initial state to the final one, so it is not
represented. This transition is triggered by the primitive SEND Request.
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3.5.1.7.2 Provider Side
The state chart contains only one transition from the initial state to the final one, so it is not

represented. This transition is triggered by the primitive SEND Indication.

3.5.1.8 Requests and Indications

3.5.1,8.1_SEND

3.5.1{8.1.1 Function

3.5.1{8.1.1.1 The SEND Request primitive shall be used by the consumer application {o
initiate a SEND Interaction.

3.5.1}8.1.1.2 The SEND Indication primitive shall be used by the proyider MAL to delivgr
a SEND Message to a provider and initiate a SEND Interaction.

3.5.1}18.1.2 Semantics
SEND Request and SEND Indication shall provide paramegters as follows:

(SEND Message Header, SEND Message Body, QoS properties)

3.5.1]8.1.3 When Generated

[

A SEND Request may be generated by the consumer application at any time.

b) A SEND Indication shall\bé generated by the provider MAL upon reception of |a
SEND Message, once ¢hecked via the Access Control interface, from a consumer.

3.5.1{8.1.4 Effect on'Reception

a) Receptionsofa SEND Request shall, once checked via the Access Control interfac
cause the consumer MAL to initiate a SEND Interaction by transmitting a SEN
Message to the provider.

T

b)) ~The pattern shall end at this point for the consumer.

¢) On reception of a SEND Indication a provider shall process the operation.

d) The pattern shall end at this point for the provider.
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3.5.1.8.1.5 Message Header

a) For the SEND Message the message header fields shall be as defined in 3.4 except
for the fields in table 3-4.

b) The contents of the SEND Message body, as specified in the operation template,
shall immediately follow the message header.

Table 3-4: SEND Message Header Fields ,\93
URI From Q@!mer URI
Authentication Id Consumer Authentjéation Identifigr
URI To Ia) " Provider URI
Interaction Type Koot SEND
Interaction Stage A° Not usgd
Transaction Id & N Not usgd
QY
315.1.9 Example &0\\
Z
The following example shows a simple exam%é@rvice with a single SEND pattern-pased
operation: N
K\
\1:\0 testSend
SEND

IN

TestBody

O
N
he TestBody s@ ure is defined below:

—

TestBody

Composite

Example Only

Firstltem String Yes Example String item

Secondltem Integer Yes Example Integer item

This corresponds to the following message:
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Message Header Test Body

URI From | Auth Id URITo [T QoS Priori ity Domain Zone Session Stage Trans Id Area Service Operation| Version Is Error First ltem | Second Item

Consumer OpA Provider BEST 1 AB.C GROUND LIVE SEND 1233 Example | Example | testSend 1 FALSE Hello 1234
N
NOTE - An actual service specification, rather than the example given here, would fully

specify the meaning of, and required values of, all structures used by the service.

3.5.2 SUBMIT INTERACTION PATTERN

3.5.2l11 Overview

(¢

The SUBMIT pattern is a simple confirmed message exchange pattern (figure’ 3-2). Th
consyimer sends a message to a provider and the provider acknowledges it.

Consumer Provider

SUBMIT / |
— / i SUBMIT

- -

Figure 3-2: SUBMIT Interaction Pattern Message Sequence

The |meaning of the return acknowledgement is operation specific. Each operatign
specification details the exact meaning- of the operation’s return acknowledgement for if
contgxt.

w2

3.5.212 Description

The SUBMIT patteri-¢xtends the SEND pattern by providing a return acknowledgment
messpge from the,'provider back to the consumer. The service specification details the
mearling of the acknowledgment message for a specific operation.

3.5.2{3." ‘Usage

The SUBMIT pattern is used for simple operations that complete quickly but must be
confirmed to the consumer.
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3.5.2.4 Error Handling

a) The return acknowledgment shall be replaced with an error message (see section 5) if
an error occurs during the processing of the operation as shown in figure 3-3.

Consumer Provider

seq SUBMIT Fail / SUBMIT

, —

1
1 1
|
|

Nk
Figure 3-3: SUBMIT Interaction Pattern Error@ence

b) Either the acknowledgment or the error message shall %e teturned but never both

¢) The service specification shall specify that the acl@@ledgement is not returned|until
all processing that can generate an error has been. completed, if a service is required
to be able to return an error during the proces%ﬁq of the message.

s@
¥
he SUBMIT template only contains th‘e@peration name and the type of the structure that is
ybmitted as the Submit message bo\

O

.

Tag&-gz SUBMIT Operation Template

315.2.5 Operation Template

2

<<Operation name>>

SUBMIT

SUBMIT

<<Body type>>

The return acknowledgement message does not have a body to keep the operation as simple
as possible. Because of this it is not shown in the operation template.

NOTE - If a service-defined return message is required, for example, to return an
identifier for the operation, then the REQUEST pattern should be used instead of
the SUBMIT pattern.
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3.5.2.6 Primitives

Table 3-6: SUBMIT Primitive List

SUBMIT
ACK r\<’~>
( -~
ERROR ,\(\q/
Qv
N
3.5.2|7 State Charts c)O
N\
3.5.217.1 Consumer Side << (s)\
Figute 3-4 shows the consumer side state chart for the SUB ttern:
N\
O
%
)
SUBMIT Request 4\®$
O
\L\'
Initiated "
e C)\\O\ ERROR Indication
: ~®)
S
C)V
ACK Indication
o
é&v Figure 3-4: SUBMIT Consumer State Chart

a) The mitial transition 1s triggered by the primitive SUBMI'T Request and shall Iead to
the Initiated State.

b) There are two possible transitions from the Initiated State:

1) the first is the indication of an acknowledgement, ACK Indication, and shall lead
to the final state;
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2) the second is the indication of an error, ERROR Indication, and shall lead to the
final state.

3.5.2.7.2 Provider Side

Figure 3-5 shows the provider side state chart for the SUBMIT pattern:

SUBMIT Indication

Initiated
ERROR Request >@

ACK Request

Figure 3-5: SUBMIT Provider State Chart

a) The initial transition is triggered by the primitive SUBMIT Indication and shal] lead
to the Initiated State.

b) There are two possible transitions from the Initiated State:

1) the first is\the transmission of an acknowledgement, ACK Request, and |shall
lead to-the-final state;

2) thésecond is the transmission of an error, ERROR Request, and shall lead fo the
final state.

315:2,8 Requests and Indications

3.5.2.8.1 SUBMIT

3.5.2.8.1.1 Function
a) The SUBMIT Request primitive shall be used by the consumer application to initiate
a SUBMIT Interaction.
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b) The SUBMIT Indication primitive shall be used by the provider MAL to deliver a
SUBMIT Message to a provider and initiate a SUBMIT Interaction.
3.5.2.8.1.2 Semantics

SUBMIT Request and SUBMIT Indication shall provide parameters as follows:

(QI IBMIT Mpqqagp H92d9r7 SUBMIT MPQQﬂgP Rndy7 an prnper‘riﬁc)

3.5.218.1.3 When Generated

o

A SUBMIT Request may be generated by the consumer application at-any time.

b) A SUBMIT Indication shall be generated by the provider MAL upon reception offa
SUBMIT Message, once checked via the Access Control interfdee, from a consumet.

3.5.218.1.4 Effect on Reception

—

a) Reception of a SUBMIT Request shall, once, checked via the Access Contr
interface, cause the consumer MAL to initiate a-SUBMIT Interaction by transmitting
a SUBMIT Message to the provider.

b) The consumer MAL shall then enter the Initiated State.

c) On reception of a SUBMIT Indication by the provider, the provider MAL shall ent¢r
the Initiated State.

d) The provider shall then start processing the operation at this point.

3.5.218.1.5 Message Header

a) For the SUBMHT Message the message header fields shall be as defined in 3.4 except
for the fields in'table 3-7.

b) The contents of the Message Body, as specified in the operation template, shall
imniediately follow the message header.
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Table 3-7: SUBMIT Message Header Fields

Field Value
URI From Consumer URI
Authentication Id Consumer Authentication Identifier
URI To Provider URI
Interaction Type SUBMIT
Interaction Stage |
Transaction Id Provided by consumer MAIL
315.2.8.2 ACK

3/5.2.8.2.1 Function

a) The ACK Request primitive shall be used by the fprovider application to
acknowledge a SUBMIT Interaction.

b) The ACK Indication primitive shall be used by the,'consumer MAL to deliver an
ACK Message to a consumer.

315.2.8.2.2 Semantics
ACK Request and ACK Indication shall ptovide parameters as follows:

(ACK Message Header, QoS properties)

(9>)

5.2.8.2.3 When Generated

a) An ACK Request shall be used by the provider application with the provider MAL
in the Initiated-State to acknowledge a SUBMIT Interaction.

b) An ACK Indication shall be generated by the consumer MAL in the Initiated State
upon reception of an ACK Message, once checked via the Access Control intefface,
froma‘provider.

)

5.2.8:2.4 Effect on Reception

a) Reception of an ACK Request shall, once checked via the Access Control interface,
cause the provider MAL to transmit an ACK Message to the consumer.

b) The pattern shall end at this point for the provider.

¢) On reception of an ACK Indication a consumer shall end the interaction pattern with
success.
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3.5.2.8.2.5 Message Header

For the ACK message the message header fields shall be as defined in 3.4 except for the
fields in table 3-8.

Table 3-8: Submit ACK Message Header Fields

Field Value
URI From Provider URL
Aluthentication Id Provider Authentication Identifier
URI To Consumer URI
Inpteraction Type SUBMIT
Iijteraction Stage 2
Tiransaction Id Transaction Id frond initial message

3.5.2(8.3 ERROR

3.5.2{8.3.1 Function

a) The ERROR Request primitive shall be used by the provider application to end |a
SUBMIT Interaction with an error.

b) The ERROR Indication primitive shall.be used by the consumer MAL to deliver an
ERROR Message to a consumer.

3.5.2{8.3.2 Semantics

ERROR Request and ERROR-Indication shall provide parameters as follows:

(ERROR Message Header, Error Number, Extra Information, QoS properties)

3.5.2{8.3.3 When Generated

a) An ERROR Request shall be used by the provider application with the provide¢r
MAL 1n the Initiated State to transmit an error.

b) “An ERROR Indication shall be generated by the consumer MAL in the Initiated
State upon one of two events:

1) the reception of an ERROR Message, once checked via the Access Control
interface, from a provider;

2) an error raised by the local communication layer.
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3.5.2.8.3.4 Effect on Reception

a)

b)
¢)

Reception of an ERROR Request shall, once checked via the Access Control
interface, cause the provider MAL to transmit an ERROR Message to the consumer.

The pattern shall end at this point for the provider.

On reception of an ERROR Indication a consumer shall end the interaction with an

€Iror.

¥
Vv

a) For the ERROR Message the message header fields shall be th e as fqr the

ACK Message except for the ‘Is Error Message’ field which is so\% RUE.

5.2.8.3.5 Message Header

b) The Error number and any extra information (referred to @Qe ‘Error informgtion’
from this point onwards) shall immediately follow the meéage header.

N
O
N

5.2.9 Example

—

O
he following example shows a simple example ser@i:% with a single SUBMIT pattern-based
peration: $’\.\(\
A\Q}
O
\v

O

]

testSubmit

SUBMIT

SUBMIT TestBody

Q
>

o

ping transmitt
A

he TestBody st%@re is defined in 3.5.1.9. This corresponds to the following mepsage

Message Header

Test Body

>
A;
¥

URIFrom | Auth Priority | Domain Session |(Interaction| Stage | TransId Service |Operation | Version | Is Error

First Iltem | Second

Hello

1234

a'\%ﬁrﬁncpnndq to the f'n]ln\xn'ng m‘](nn\xllpﬂgpmpnt hping returned:

Message Header

URI From | Auth Id URITo |[Timestamp| QoS riori omain ervice

NOTE - An actual service specification, rather than the example given here, would fully
specify the meaning of, and required values of, all structures used by the service.
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3.5.3 REQUEST INTERACTION PATTERN

3.5.3.1 Overview

The

REQUEST pattern extends the SUBMIT pattern by replacing the simple
acknowledgement with a data response message (figure 3-6). No acknowledgement other
than the data response is sent.

cotrsumTet

seq

REQUEST
/f REQUEST

RESPONSE

353

The

SUB
respd
patte
minifnal time.

353

It is ¢xpected that the REQUEST pattern is to be used only for operations that complete in
relatively short period of time. If a more extended or indeterminate period is possible thg
the more advancedINVOKE or PROGRESS patterns should be specified.
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Figure 3-6: REQUEST Interaction Pattern Message Sequence

2 Description

REQUEST pattern provides a simple request/response message exchange. Unlike th
MIT pattern, no acknowledgement is sent upon reception of the request; however, a da
nse is sent. The lack of an acknowledgement and only the return data response for th
'n means that it is primarily expected;to be used for situations where the operation takg

3 Usage
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3.5.3.4 Error Handling

Consumer Provider
T T
1 1
! 1
. 1
seq REQUEST Flall / REQUEST »:
- ERROR }
, SN
: N N
: q/q;*’

Figure 3-7: REQUEST Interaction Pattern Error Sequ%ga,e

a) The data response shall be replaced with an error message (s@ection 5) if an|error
occurs during the processing of the operation (figure 3-7). \C_)

b) Either the data response or the error message shall be Q@led but never both.
315.3.5 Operation Template ‘\\§\

he REQUEST pattern template extends the SU&&IT template by adding the requirgment

r a return type: D
¥

Table 3-9: R%\QQEST Operation Template

= =

<<Operation name>>

REQUEST

IN O,\ REQUEST <<Request type>>
@) RESPONSE <<Response type>>
N
R
o,
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3.5.3.6 Primitives

Table 3-10: REQUEST Primitive List

REQUEST
RESPONSE r\<’~>
( -~
ERROR ,\(\q/
t b"
N
3.5.3|7 State Charts o)O
N\
3.5.3}(7.1 Consumer Side (s)\
Figute 3-8 shows the consumer side state chart for the REQU pattern:
N\
R
%
$
REQUEST Request 4\®$

8
\L\
Initiatedc)‘\\G\ ERROR Indication

S0

&
SPONSE Indication
o
O
&
&?“ Figure 3-8: REQUEST Consumer State Chart

o)

a) Ihe initial transition is triggered by the primitive REQUEST Request and shall fead
to the Initiated State.

b) There are two possible transitions from the Initiated State:

1) the first is the indication of a response, RESPONSE Indication, and shall lead to
the final state;
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2) the second is the indication of an error, ERROR Indication, and shall lead to the
final state.

3.5.3.7.2 Provider Side

Figure 3-9 shows the provider side state chart for the REQUEST pattern:

REQUEST Indication

Initiated
w ERROR Request >O

RESPONSE Request

Figure 3-9: REQUEST Provider State Chart

a) The initial transition is triggered by the primitive REQUEST Indication and|shall
lead to the Initiated State.

b) There are two possible transitions from the Initiated State:

1) the first is the transmission of a response, RESPONSE Request, and shall lgad to
the finalstate;

2) the-second is the transmission of an error, ERROR Request, and shall lead fo the
final state.
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3.5.3.8 Requests and Indications
3.5.3.8.1 REQUEST

3.5.3.8.1.1 Function

a) The REQUEST Request primitive shall be used by the consumer application to
initiate a REQUEST Interaction.

b) The REQUEST Indication primitive shall be used by the provider MAL to deliver|a
REQUEST Message to a provider and initiate a REQUEST Interaction.
3.5.318.1.2 Semantics

REQUEST Request and REQUEST Indication shall provide parameters as follows:

(REQUEST Message Header, REQUEST Message Body, QoS properties)

3.5.318.1.3 When Generated

A REQUEST Request may be generated by the.consumer application at any time.

[

b) A REQUEST Indication shall be generated by the provider MAL upon reception ¢f
a REQUEST Message, once checked.¥ia the Access Control interface, from |a
consumer.

3.5.318.1.4 Effect on Reception

—

a) Reception of a REQUEST Request shall, once checked via the Access Contr
interface, cause the~eensumer MAL to initiate a REQUEST Interaction Yy
transmitting a REQUEST Message to the provider.

b) The consumerMAL shall enter the Initiated State at this point.

c) On reception of a REQUEST Indication by the provider, the provider MAL shalll
enter the Initiated State.

d) Theprovider shall then start processing the operation at this point.

3.5.3.8.1.5 Message Header

a) For the REQUEST Message the message header fields shall be as defined in 3.4
except for the fields in table 3-11.

b) The contents of the Message Body, as specified in the operation template, shall
immediately follow the message header.
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Table 3-11: REQUEST Message Header Fields

Field Value
URI From Consumer URI
Authentication Id Consumer Authentication Identifier
URI To Provider URI
Session Session of message
Interaction Type REQUEST
Interaction Stage 1
Transaction Id Provided by consumer MA[L

w

5.3.8.2 RESPONSE

3/5.3.8.2.1 Function

a) The RESPONSE Request primitive shall be used by the provider applicatipn to
transmit a response to a REQUEST Interaction.

b) The RESPONSE Indication primitive shall be used by the consumer MAL to d¢liver
a RESPONSE Message to a consumer.

315.3.8.2.2 Semantics
RESPONSE Request and RESPONSE Indication shall provide parameters as follows

(RESPONSE Message Header, RESPONSE Message Body, QoS properties)

315.3.8.2.3 When Generated

a) A RESPONSE-Request shall be used by the provider application with the provider
MAL in the Imitiated State to transmit a final response to a REQUEST Interacti¢n.

b) A RESPONSE Indication shall be generated by the consumer MAL in the Initjated
Stateipon reception of a RESPONSE Message, once checked via the Agcess
Control interface, from a provider.

315.3.8.2.4 Effect on Reception

a) Reception of a RESPONSE Request shall, once checked via the Access Control
interface, cause the provider MAL to transmit the supplied response as a
RESPONSE Message to the consumer.

b) The pattern shall end at this point for the provider.

¢) On reception of a RESPONSE Indication a consumer shall end the interaction
pattern with success.
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3.5.3.8.2.5 Message Header

a) For the RESPONSE Message, the message header fields shall be as defined in 3.4
except for the fields in table 3-12.

b) The contents of the Message Body, as specified in the operation template, shall
immediately follow the message header.

Table 3-12: Request RESPONSE Message Header Fields
Field Value AV
URI From Provider URI
Aluthentication Id Provider Authenticatiomn Identifier
URI To Consumer URI
Interaction Type REQUEST
Iteraction Stage 2
Tiransaction Id Transactiondd from initial message

3.5.3;18.3 ERROR

3.5.318.3.1 Function

a) The ERROR Request primitive shall be“used by the provider application to end |a
REQUEST Interaction with an error,

b) The ERROR Indication primitive shall be used by the consumer MAL to deliver an
ERROR Message to a consumer.

3.5.318.3.2 Semantics
ERROR Request and ERROR Indication shall provide parameters as follows:

(ERROR Message Header, Error Number, Extra Information, QoS properties)

3.5.318.3.3:~-When Generated

o

An ERROR Request shall be used by the provider application with the provider
MAL in the Initiated State to transmit an error.

b) An ERROR Indication shall be generated by the consumer MAL in the Initiated
State upon one of two events:

1) the reception of an ERROR Message, once checked via the Access Control
interface, from a provider;

2) an error raised by the local communication layer.
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3.5.3.8.3.4 Effect on Reception

a) Reception of an ERROR Request shall, once checked via the Access Control
interface, cause the provider MAL to transmit an ERROR Message to the consumer.

b) The pattern shall end at this point for the provider.

¢) On reception of an ERROR Indication a consumer shall end the interaction with an
erTor.

N

315.3.8.3.5 Message Header (19

a) For the ERROR Message the message header fields shall be (lgame ap the
RESPONSE Message except for the ‘Is Error Message’ field whi@)is set to TRUE.

b) The Error information shall immediately follow the message@%er.

& O
315.3.9 Example QO
The following example shows a simple service that deg@s a single REQUEST operatioh:
2
.
$ testRequest

REQUEST

IN Q\\ REQUEST TestBody
ouT A@ ’ RESPONSE TestResponse
o
The TestBody structl@gé defined in 3.5.1.9 and the TestResponse structure is defined
below: %)
N\

TestResponse

Composite

Example Only

Rspnltem Boolean Yes Example Boolean item
RspnField Float Yes Example Float item
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This corresponds to the following message being transmitted:

Message Header Test Body
URIFrom [ Authid | URITo [Timestamp| QoS | Priority | Domain | Zone | Session Stage | Transid | Area | Service |Operation| Version | IsError || Firstitem | Second Item
Consumer | OpA | Provider BEST 1 ABC |GROUND| LIVE |REQUEST 1 1235 | Example | Example q 1 FALSE Hello 1234

And corresponds to the following response being returned:

Message Header TesTResp
URIFrdm | Authid | URITo [Timestamp| QoS Priority | Domain | Zone | Session Stage | Translid | Area | Service |Operation| Version | IsError ||Rspn item| Rspn Field
Providpr SCX Consumer BEST 1 AB.C GROUND LIVE REQUEST 2 1235 Example | Example q 1 FALSE True ,’5:.
NOTE - An actual service specification, rather than the example given here,‘would fully

specify the meaning of, and required values of, all structures used by'the service

3.5.4f INVOKE INTERACTION PATTERN
3.5.4{1 Overview

The INVOKE pattern extends the REQUEST pattern to add:a mandatory acknowledgement
of thg initial message (figure 3-10). This allows the operation to confirm the receipt of the
requgst before proceeding to process the request.

Consumer Provider

T T

1 1

1 1

INVOKE | |
seq[INVOKE /! INVOKE :
L L

ACK
RESPONSE

Figure 3-10: INVOKE Interaction Pattern Message Sequence

The gcknewledgement message is an extension of the acknowledgment used in the SUBMIT
pattetn=This pattern allows the acknowledgment to return a service-specific message body.
A service-defined acknowledgement is required because the INVOKE pattern is
indeterminate. It allows an operation to provide an indication of the operation status upon
INVOKE reception. An example would be validation of the invoke arguments.
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3.5.4.2 Description

The INVOKE pattern extends the REQUEST pattern with the addition of a mandatory
acknowledgement of the initial message.

3.5.4.3 Usage

The INVOKE pattern is expected to be used when there is a significant or indeterminate
amount of time taken to process the request and produce the data response. The provisipn of
the service-defined acknowledgement message allows an operation to return supplementary,
sfatus, or summary information about the request before processing continues~(for example,
an identifier used for querying INVOKE status using another operation).

)

5.4.4 Error Handling

—

he INVOKE pattern can report failure in two distinct ways:

Consumer Provider

INVOKE Fail
| sed INVOKE Fail / NV

ACK)ERROR

alt INVOKE Response Fail
E / INVOKE

&

REPONSE_ERROR

Figure 3-11: INVOKE Interaction Pattern Error Sequence

a) The provider may return an error message (see section 5) in replacement of the ACK
message, shown 1n the tirst sequence 1n figure 3-11.

b) The provider may return an error after the acknowledgement is sent in replacement of
the RESPONSE message, shown in the second sequence in figure 3-11.

c) After an error message is sent no further messages shall be generated as part of the
pattern.
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NOTE - It is expected that the first case would be used to report an error with the
invoke request and the second to report an error that occurs during
processing.

3.5.4.5 Operation Template
The INVOKE template extends the REQUEST pattern template by requmng a structure for

the acknowledement-message- OKEoperatio e & sage—bod AFEY t
and return an acknowledgment structure and a smgle data response

IN INVOKE G\Q\ <<Request type>>
OUT ack & <<Ack type>>
ouT RESPON‘SE <<Response type>>

<O
O
L N
3.5.46 Primitives O
T, 3-14: INVOKE Primitive List

INVOKE
eoyg‘ ACK
i
S RESPONSE
ACK_ERROR
RESPONSE_ERROR
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3.5.4.7 State Charts

3.5.4.7.1 Consumer Side

Figure 3-12 shows the consumer side state chart for the INVOKE pattern:

b)

INVOKE Request

Initiated ACK_ERROR Indication

~®

N

ACK Indication

Acknowledged w RESPONSE_ERROR Indication

RESPONSE Indication

Figure 3-12: INVOKE Consumer State Chart

The initial transition is triggered by the primitive INVOKE Request and shall Idad to
the Initiated State.

Theresare two possible transitions from the Initiated State:

1) the first is the indication of an acknowledgement, ACK Indication, and shal] lead
to the Acknowledged State;

2) the second is the indication of an error, ACK_ERROR Indication, and shall lead
to the final state.

There are two possible transitions from the Acknowledged State:

1) the first is the indication of a response, RESPONSE Indication, and shall lead to
the final state;
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2) the second is the indication of an error, RESPONSE_ERROR Indication, and
shall lead to the final state.

3.5.4.7.2 Provider Side

Figure 3-13 shows the provider side state chart for the INVOKE pattern:

INVOKE Indication

Initiated ACK_ERROR Request

~®

N

ACK Request

Acknowledged w RESPONSE“ERROR Request

RESPONSE Request

Figure 3-13: INVOKE Provider State Chart

a) The initialtransition is triggered by the primitive INVOKE Indication and shall leqd
to the Initiated State.

b) There are two possible transitions from the Initiated State:

1) the first is the transmission of an acknowledgement, ACK Request, and shalll
lead to the Acknowledged State;

2) the second is the transmission of an error, ACK_ERROR Request, and shall lead
to the final state.

c) There are two possible transitions from the Acknowledged State:

1) the first is the transmission of a response, RESPONSE Request, and shall lead to
the final state;
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2) the second is the transmission of an error, RESPONSE_ERROR Request, and
shall lead to the final state.
3.5.4.8 Requests and Indications

3.5.4.8.1 INVOKE

35481.1 Function

a) The INVOKE Request primitive shall be used by the consumer application to
initiate an INVOKE Interaction.

b) The INVOKE Indication primitive shall be used by the provider MAL to delivier an
INVOKE Message to a provider and initiate an INVOKE Interaction.

3/5.4.8.1.2 Semantics

|

NVOKE Request and INVOKE Indication shall provide parameters as follows:

(INVOKE Message Header, INVOKE Message Body, QoS properties)

315.4.8.1.3 When Generated
a) An INVOKE Request may be generated by the consumer application at any timg.

b) An INVOKE Indication shallbe generated by the provider MAL upon receptipn of
an INVOKE Message, once checked via the Access Control interface, from a
consumer.

3(5.4.8.1.4 Effect on'Reception

a) ReceptionCef an INVOKE Request shall, once checked via the Access Cdgntrol
interfaee, ) cause the consumer MAL to initiate an INVOKE Interactiop by
transmitting an INVOKE Message to the provider.

b) . The consumer MAL shall enter the Initiated State.

¢) On reception of an INVOKE Indication by the provider, the provider MAL |shall
enter the Initiated State.

d) The provider shall then start processing the operation at this point.
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3.5.4.8.1.5 Message Header

a) For the INVOKE Message the message header fields shall be as defined in 3.4
except for the fields in table 3-15.

b) The contents of the Message Body, as specified in the operation template, shall
immediately follow the message header.

Table 3-15: INVOKE Message Header Fields
Field Value AV
URI From Consumietr URI
Aluthentication Id Consumer Authenticatiomn Identifier
URI To Provider URI
Inpteraction Type INVOKE
Iteraction Stage 1
Tlransaction Id Provided by consumer MAL
3.5.4{82 ACK

3.5.4{8.2.1 Function

o

The ACK Request primitive shall \be’ used by the provider application {o
acknowledge an INVOKE Interaction;

b) The ACK Indication primitive.shall be used by the consumer MAL to deliver an
ACK Message to a consumer:

3.5.4/8.2.2 Semantics
ACK Request and ACK Indication shall provide parameters as follows:

(ACK Message Header, ACK Message Body, QoS properties)

3.5.4{8.2,3:~-When Generated

a) ‘An ACK Request shall be used by the provider application with the provider MA
in the Initiated State to acknowledge the INVOKE Interaction.

b) An ACK Indication shall be generated by the consumer MAL in the Initiated State
upon reception of an ACK Message, once checked via the Access Control interface,
from a provider.
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3.5.4.8.2.4 Effect on Reception

a) Reception of an ACK Request shall, once checked via the Access Control interface,
cause the provider MAL to transmit the supplied acknowledgement as an ACK

Message to the consumer.

b) A provider MAL in the Initiated State shall enter the Acknowledged State.

¢) On reception of an ACK Indication by the consumer, the consumer MAL shall enter
the Acknowledged State.
3(5.4.8.2.5 Message Header
a) For the ACK Message the message header fields shall be as defingd in 3.4 except for
the fields in table 3-16.
b) The contents of the Message Body, as specified in th&. operation template, [shall
immediately follow the message header.
Table 3-16: Invoke ACK Message Header Fields
Field . Value
URI From Provider URI
Authentication Id Provider Authentication Identifigr
URI To Consumer URI
Interaction Type INVOKIE
Interaction Stage 2
Transaction Id Transaction Id from initial message
315.4.8.3 ACK ERROR
315.4.8.3.1 Funetion
a) The ACK_ERROR Request primitive shall be used by the provider applicatipn to
end an INVOKE Interaction with an error.
b). ‘The ACK_ERROR Indication primitive shall be used by the consumer MAL to

deliver an ACK ERROR Message to a consumer.

3.5.4.8.3.2 Semantics

ACK_ERROR Request and ACK_ERROR Indication shall provide parameters as follows:

(ACK_ERROR Message Header, Error Number, Extra Information, QoS properties)
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3.5.4.8.3.3 When Generated

a) ACK_ERROR Request shall be used by the provider application with the provider
MAL in the Initiated State to transmit an error.

b) An ACK ERROR Indication shall be generated by the consumer MAL in the
Initiated State upon one of two events:

1) the reception of an ACK_ERROR Message, once checked via the Access
Control mterface, from a provider;

2) an error raised by the local communication layer.

3.5.4{8.3.4 [Effect on Reception

—

a) Reception of an ACK_ERROR Request shall, once checked via'the Access Contr
interface, cause the provider MAL to transmit an ACK_ERROR Message to the
consumer.

b) The pattern shall end at this point for the provider.

c) On reception of an ACK_ERROR Indication a‘consumer shall end the interactign
with an error.
3.5.4/8.3.5 Message Header

For the ACK_ERROR Message the message header fields shall be the same as for
the ACK Message except for the “Is Error Message’ field which is set to TRUE.

[

b) The Error information shallimmediately follow the message header.

3.5.4{8.4 RESPONSE

3.5.4{8.4.1 Function

a) The RESPONSE Request primitive shall be used by the provider application fo
transmit a response to an INVOKE Interaction.

b) <The RESPONSE Indication primitive shall be used by the consumer MAL to deliv¢r

DECCPOACE. N\ 4
d RESTUINOL IVICSSAgC 10 d COIISUIIICT.

3.5.4.8.4.2 Semantics
RESPONSE Request and RESPONSE Indication shall provide parameters as follows:

(RESPONSE Message Header, RESPONSE Message Body, QoS properties)
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3.5.4.8.4.3 When Generated

a) A RESPONSE Request shall be used by the provider application with the provider
MAL in the Acknowledged State to transmit a final response to an INVOKE
interaction.

b) A RESPONSE Indication shall be generated by the consumer MAL in the
Acknowledged State upon reception of a RESPONSE Message, once checked via
the Access Control interface, from a provider.

9>)

5.4.8.4.4 Effect on Reception

a) Reception of a RESPONSE Request shall, once checked via the)Access Cgntrol
interface, cause the provider MAL to transmit the supplied’ response fas a
RESPONSE Message to the consumer.

b) The pattern shall end at this point for the provider.

c) On reception of a RESPONSE Indication a consiimer shall end the INVIOKE
Interaction with success.

(9>)

5.4.8.4.5 Message Header

a) For the RESPONSE Message the miessage header fields shall be as defined ih 3.4
except for the fields in table 3-17.

b) The contents of the Message Body, as specified in the operation template, [shall
immediately follow the message header.

Table 3¢17 Invoke RESPONSE Message Header Fields

Field Value
URI From Provider URI
Authentication Id Provider Authentication Identifigr
URI To Consumer URI
Interaction Type INVOKIE
Interaction Stage 3
JPransaction Id Transaction Id from initial message |

3.5.4.8.5 RESPONSE_ERROR

3.5.4.8.5.1 Function

a) The RESPONSE_ERROR Request primitive shall be used by the provider
application to end an INVOKE Interaction with an error.
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b) The RESPONSE_ERROR Indication primitive shall be used by the consumer MAL
to deliver a RESPONSE_ERROR Message to a consumer.
3.5.4.8.5.2 Semantics

RESPONSE_ERROR Request and RESPONSE_ERROR Indication shall provide
parameters as follows:

(RESPONSE_ERROR Message Header, Error Number, Extra Information, QoS properties

3.5.4/8.5.3 When Generated

a) A RESPONSE_ERROR Request shall be used by the provider application with the
provider MAL in the Acknowledged State to transmit an error.

b) A RESPONSE_ERROR Indication shall be generated by thé.consumer MAL in tHe
Acknowledged State upon one of two events:

1) the reception of a RESPONSE_ERROR Message, once checked via the Accegs
Control interface, from a provider;

2) an error raised by the local communicationdayer.

3.5.4{8.5.4 [Effect on Reception

a) Reception of a RESPONSE_ERROR Request shall, once checked via the Acce§s
Control interface, cause the(provider MAL to transmit a RESPONSE_ERROR
Message to the consumer.

b) The pattern shall end at\this point for the provider.

c) On reception of-'a/RESPONSE_ERROR Indication a consumer shall end tHe
interaction with-an error.

3.5.4/8.5.5 Message Header

For'the RESPONSE_ERROR Message the message header fields shall be the sanje
as for the RESPONSE Message except for the ‘Is Error Message’ field which is s¢t
to TRUE.

[

b) The Error information shall immediately follow the message header.
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3.5.4.9 Example

The following example shows a simple example service that contains a single INVOKE
operation. The operation sends a TestBody structure and returns a TestAck acknowledgment
structure followed by a TestResponse structure:

testInvoke

NAOHCE

IN INVOKE TestBod
OUT ACK ‘ch

N

OUT RESPONSE (TestResponse

N\
he TestBody structure is defined in 3.5.1.9 and the TestRes;@sse structure is defingd in
5.3.9. The TestAck structure is defined below: <(
N

A
;@tAck
v\\(\@omposite
- Example Only

W —

Identifier
™

Example Identifier item

—

his corresponds to the following message being transmitted:
V. \

Test Body

I From | Auth Id URITo |Timestamp| QoS T omain one ession |Interaction age s rea eration ‘ersion s Error First Item | Second Item

Hello 1234

And correspo@o the following acknowledgement being returned:

‘0‘ Message Header Test Ack

Priority Domain Session [Interaction| Stage Trans Id Service |Operation | Version Is Error Ack Id

| From | Auth

And finally corresponds to the following response being returned:

Message Header Test Response

URI From | Auth Id URITo |Timestamp| QoS Priority | Domain Session [Interaction| Stage Trans Id Service |Operation| Version | Is Error | |Rspnitem| Rspn Field

True 310

NOTE - An actual service specification, rather than the example given here, would fully
specify the meaning of, and required values of, all structures used by the service.
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3.5.5 PROGRESS INTERACTION PATTERN
3.5.5.1 Overview

The PROGRESS pattern extends the INVOKE pattern to add a set of mandatory progress
updates of the request message (figure 3-14). This allows the operation to confirm the receipt
of the request before proceeding to process the request and also to show progress of the
operation.

Consumer Provider

T

1

! !

i

seq PROGRESS./ PROGRESS !

ACK

I 1

| *UPDATE :
e o

| RESPONSE :
e T

1

i

1

Figure 3-14: PROGRESS Interaction Pattern Message Sequence

3.5.5{2 Description

The [PROGRESS pattern extends-the INVOKE pattern with the addition of a set ¢f
mandatory progress messages. The'type of progress messages and their number is defined Yy
the s¢rvice and not by the pattern.

3.5.5{3 Usage

The PROGRESS, pattern is expected to be used when there is a significant or indeterminate
amoynt of tife 'taken to process the request and produce the data response, and whete

mon:Foring of the progress of the operation is required or the data response is to be returndd

in blocks:

CCSDS 521.0-B-2 Page 3-36 March 2013

© 1SO 2015 — All rights reserved


https://standardsiso.com/api/?name=f020a45b8b26b6d18e4e919235882e86

ISO 18202:2015(E)

CCSDS RECOMMENDED STANDARD FOR

MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

3.5.5.4 Error Handling

The PROGRESS pattern can report failure in three distinct ways:

Consumer Provider

seq PROGRESS Ack Fail /

FRUGRESOS

ACK_ERROR

alt PROGRESS Update Fail/

PROGRESS

ACK

*UPDATE

UPDATE_ERROR

alt PROGRESS Reponse Fail/

PROGRESS

ACK

*UPDATE

RESPONSE_ERROR

Figure 3-15: PROGRESS Interaction Pattern Error Sequence

a). The acknowledgement may be replaced with an error message (see section 5) shown
in the first sequence in figure 3-15.

b) An error may be generated during the processing of the body of the operation, after
the initial acknowledgement is sent, as shown in the second sequence in figure 3-15
and replaces any of the progress updates.

¢) An error may be generated after the updates and replace the final response as shown
in the third sequence in figure 3-15.
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d) After an error message is sent, no further messages shall be generated as part of the
pattern.

3.5.5.5 Operation Template

The PROGRESS template is similar to the INVOKE pattern template but adds a progress
update message:

Table 3-18: PROGRESS Operation Template Q

<<Operation name>> Q

PROGRESS

IN PROGRESS O€;< <<Request type>>
OouT ACK G\Q\\ <<Ack type>>
]
OUT UPDATE Q\\\ <<Update value type>>
)
ouT RESPO.N@E <<Response type>>
O
O
3.5.5/6 Primitives o
Tat@-w: PROGRESS Primitive List

Q~ PROGRESS
%Q?* ACK
NS
% ACK _ERROR
UPDATE

UPDATE ERROR

RESPONSE

RESPONSE ERROR

CCSDS 521.0-B-2 Page 3-38 March 2013

© 1SO 2015 — All rights reserved


https://standardsiso.com/api/?name=f020a45b8b26b6d18e4e919235882e86

ISO 18202:2015(E)

CCSDS RECOMMENDED STANDARD FOR
MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

3.5.5.7 State Charts
3.5.5.7.1 Consumer Side

Figure 3-16 shows the consumer side state chart for the PROGRESS pattern:

PROGRESS Request

Initiated ACK_ERROR Indication

e

N

ACK Indication

f Acknowledged \

RESPONSE Indication RESPONSE_ERROR Indication

\ T~
= UPDATE_ERROR Indication

UPDATE Indication

UPDATE_ERROR Indication

UPDATE K Progressing /

Indication

-

N

RESPONSE_ERROR Indication

RESPONSE Indication

O (@<

Figure 3-16: PROGRESS Consumer State Chart

a) The inifial transifion is triggered by the primitive PROGRESS Request and shall
lead to the Initiated State.

b) There are two possible transitions from the Initiated State:

1) the first is the indication of an acknowledgement, ACK Indication, and shall lead
to the Acknowledged State;
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2) the second is the indication of an error, ACK_ERROR Indication, and shall lead
to the final state.
c) There are four possible transitions from the Acknowledged State:

1) the first is the indication of an update, UPDATE Indication, and shall lead to the
Progressing State;

2) the second is the indication of an error in generating an initial update,
UPDATE ERROR Indication, and shall lead to the final state;

3) the third is the indication of a response, RESPONSE Indication, and shalb leqd
to the final state;

4) the fourth is the indication of an error in generating, Cth€ responsg
RESPONSE_ERROR Indication, and shall lead to the final state.

“

d) There are four possible transitions from the Progressing State;

1) the first is the indication of another update, UPDATEAndication, and shall lead
back to the Progressing State;

2) the second is the indication of an error in generating an update,
UPDATE_ERROR Indication, and shall le@d to the final state;

3) the third is the indication of a response;*RESPONSE Indication, and shall lead
to the final state;

4) the fourth is the indication vof an error in generating the responsg,
RESPONSE_ERROR Indie¢ation, and shall lead to the final state.
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3.5.5.7.2 Provider Side

Figure 3-17 shows the provider side state chart for the PROGRESS pattern:

PROGRESS Indication

[ Initiated \ ACK_ERROR Request
ACK Request
Acknowledged
RESPONSE Request RESPONSE_ERROR Request
j\
| UPDATE_ERROR Request

UPDATE Request

UPDATE_ERROR Request

UPDATE K Progressing
Request

NS

N
RESPONSE_ERROR Request

RESPONSE Request

O (@<

Figure 3-17: PROGRESS Provider State Chart

a)_\The initial transition is triggered by the primitive PROGRESS Indication and|shall
lead to the Initiated State.

b) There are two possible transitions from the Initiated State:

1) the first is the transmission of an acknowledgement, ACK Request, and shall
lead to the Acknowledged State;

2) the second is the transmission of an error, ACK_ERROR Request, and shall lead
to the final state.
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c) There are four possible transitions from the Acknowledged State:

3.5.5

355

3.5.5

3.5.5

1) the first is the transmission of an update, UPDATE Request, and shall lead to the
Progressing State;

2) the second is the transmission of an error in generating an initial update,
UPDATE_ERROR Request, and shall lead to the final state;

3) the third is the transmission of a response, RESPONSE Request, and shall lead

to the final state;

4) the fourth is the transmission of an error in generating the responsg
RESPONSE_ERROR Request, and shall lead to the final state.

-

There are four possible transitions from the Progressing State:

1) the first is the transmission of another update, UPDATE Request, and shall lead
back to the Progressing State;

2) the second is the transmission of an error i generating an update
UPDATE_ERROR Request, and shall lead to the‘final state;

-

3) the third is the transmission of a response, RESPONSE Request, and shall lead
to the final state;

4) the fourth is the transmission of -an error in generating the responsg
RESPONSE_ERROR Request, and'shall lead to the final state.

-

8 Requests and Indications
8.1 PROGRESS

8.1.1 Function

The PROGRESS) Request primitive shall be used by the consumer application fo
initiate a PROGRESS Interaction.

The PROGRESS Indication primitive shall be used by the provider MAL to delivgr
a PROGRESS Message to a provider and initiate a PROGRESS Interaction.

1S1.2 Semantics

PROGRESS Request and PROGRESS Indication shall provide parameters as follows:

(PROGRESS Message Header, PROGRESS Message Body, QoS properties)
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3.5.5.8.1.3 When Generated

a) A PROGRESS Request may be generated by the consumer application at any time.

b) A PROGRESS Indication shall be generated by the provider MAL upon reception
of a PROGRESS Message, once checked via the Access Control interface, from a
consumer.

)

5.5.8.1.4 Effect on Reception

a) Reception of a PROGRESS Request shall, once checked via the Aceess Cqntrol
interface, cause the consumer MAL to initiate a PROGRESS Interaction by
transmitting a PROGRESS Message to the provider.

b) The consumer MAL shall enter the Initiated State.

¢) On reception of a PROGRESS Indication by a provider,‘the provider MAL [shall
enter the Initiated State.

d) The provider shall then start processing the operationdt this point.

)

5.5.8.1.5 Message Header

a) For the PROGRESS Message the message header fields shall be as defined ip 3.4
except for the fields in table 3-20.

b) The contents of the Message;:Body, as specified in the operation template, |shall
immediately follow the message header.
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Table 3-20: PROGRESS Message Header Fields

Field Value
URI From Consumer URI
Authentication Id Consumer Authentication Identifier
URI To Provider URI
Interaction Type PROGRESS
Interaction Stage 1
Transaction Id Provided by consumer MAL
3.5.518.2 ACK

3.5.5/8.2.1 Function

a) The ACK Request primitive shall be used by the provider application fo
acknowledge a PROGRESS Interaction.

b) The ACK Indication primitive shall be used by the eomsumer MAL to deliver gn
ACK Message to a consumer.

3.5.5{8.2.2 Semantics
ACK Request and ACK Indication shall provide’parameters as follows:

(ACK Message Header, ACK-Message Body, QoS properties)

3.5.5/8.2.3 When Generated

a) An ACK Request shall-be used by the provider application with the provider MA[L
in the Initiated State 10 acknowledge a PROGRESS Interaction.

b) An ACK Indication shall be generated by the consumer MAL in the Initiated State
upon reception of an ACK Message, once checked via the Access Control interfac
from a proyider.

w
-

3.5.5|8.2:4" Effect on Reception

a) Reception of an ACK Request shall, once checked via the Access Control interface,
cause the provider MAL to transmit the supplied acknowledgement as an ACK
Message to the consumer.

b) A provider MAL in the Initiated State shall enter the Acknowledged State.

¢) On reception of an ACK Indication by the consumer, the consumer MAL shall enter
the Acknowledged State.
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3.5.5.8.2.5 Message Header

a) For the ACK Message the message header fields shall be as defined in 3.4 except for
the fields in table 3-21.

b) The contents of the Message Body, as specified in the operation template, shall
immediately follow the message header.

Table 3-21: Progress ACK Message Header Fields

Field Value AV
URI From Provider URI
Authentication Id Provider Authenti¢ation Identifi¢r
URI To Consumer URI
Interaction Type PROGRESS
Interaction Stage
Transaction Id Transaction Id from initial message

[9>)

5.5.8.3 ACK_ERROR

3|5.5.8.3.1 Function

a) The ACK_ERROR Request primitive shall be used by the provider applicatipn to
end a PROGRESS Interaction withyan error.

b) The ACK_ERROR Indication primitive shall be used by the consumer MAL to
deliver an ACK_ERROR Message to a consumer.
315.5.8.3.2 Semantics

CK_ERROR Request and ACK_ERROR Indication shall provide parametefs as
llows:

= >

(ACKVYERROR Message Header, Error Number, Extra Information, QoS properties)

w

5.5.8.3.3 When Generated

a) An ACK _ERROR Request shall be used by the provider application with the
provider MAL in the Initiated State to transmit an error.

b) An ACK ERROR Indication shall be generated by the consumer MAL in the
Initiated State upon one of two events:

1) the reception of an ACK_ERROR Message, once checked via the Access
Control interface, from a provider;

CCSDS 521.0-B-2 Page 3-45 March 2013

© ISO 2015 — All rights reserved


https://standardsiso.com/api/?name=f020a45b8b26b6d18e4e919235882e86

ISO 18202:2015(E)

CCSDS RECOMMENDED STANDARD FOR
MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

2) an error raised by the local communication layer.

3.5.5.8.3.4 Effect on Reception

a) Reception of an ACK_ERROR Request shall, once checked via the Access Control
interface, cause the provider MAL to transmit an ACK_ERROR Message to the
consumer.

b) The pattern shall end at this point for the provider.

c) On reception of an ACK_ERROR Indication a consumer shall end the interactign
with an error.

3.5.5{8.3.5 Message Header

o

For the ACK_ERROR Message the message header fields shall be the same as for
the ACK Message except for the ‘Is Error Message’ fieldwhich is set to TRUE.

b) The Error information shall immediately follow the message header.

3.5.5{84 UPDATE

3.5.5{8.4.1 Function

a) The UPDATE Request primitive “shall be used by the provider application fo
transmit an update during a PROGRESS Interaction.

b) The UPDATE Indication primitive shall be used by the consumer MAL to deliver an
UPDATE Message to a-Consumer.

3.5.5|8.4.2 Semantics

UPDATE Request'and UPDATE Indication shall provide parameters as follows:

(UPDATE Message Header, UPDATE Message Body, QoS properties)

3.5.5|84.3 When Generated

a) An UPDATE Request shall be used by the provider application with the provider
MAL in either the Acknowledged State or Progressing State to transmit an update
to a PROGRESS interaction.

b) An UPDATE Indication shall be generated by the consumer MAL in either the
Acknowledged State or the Progressing State upon reception of an UPDATE
Message, once checked via the Access Control interface, from a provider.
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3.5.5.8.4.4 Effect on Reception

a) Reception of an UPDATE Request shall, once checked via the Access Control
interface, cause the provider MAL to transmit the supplied update as an UPDATE
Message to the consumer.

b) A provider MAL in the Acknowledged State shall enter the Progressing State.

¢) On reception of an UPDATE Indication by the consumer, the consumer MAL in the
Acknowledged State shall enter the Progressing State.

3(5.5.8.4.5 Message Header

a) For the UPDATE Message, of which there may be several, the message header fields
shall be as defined in 3.4 except for the fields in table 3-22.

b) The contents of the Message Body, as specified in th&. operation template, [shall
immediately follow the message header.

Table 3-22: Progress UPDATE Message Header Fields

Field . Value
URI From Provider URI
Authentication Id Provider Authentication Identifi¢r
URI To Consumer URI
Interaction Type PROGRESS
Interaction Stage
Transaction Id Transaction Id from initial message

[7)

5.5.8.5 UPDATE (ERROR

3/5.5.8.5.1 Funetion

a) The UPDATE_ERROR Request primitive shall be used by the provider applidation
tolend a PROGRESS Interaction with an error.

b). ‘The UPDATE_ERROR Indication primitive shall be used by the consumer MAL to
deliver an UPDATE_ERROR Message to a consumer.

3.5.5.8.5.2 Semantics

UPDATE_ERROR Request and UPDATE_ERROR Indication shall provide parameters
as follows:

(UPDATE_ERROR Message Header, Error Number, Extra Information, QoS properties)
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3.5.5.8.5.3 When Generated

a) An UPDATE_ERROR Request shall be used by the provider application with the
provider MAL in either the Acknowledged State or the Progressing State to
transmit an error.

b) An UPDATE_ERROR Indication shall be generated by the consumer MAL in
either the Acknowledged State or the Progressing State upon one of two events:

I') the reception of an UPDATE ERROR Message, once checked via the Acgegs
Control interface, from a provider;

2) an error raised by the local communication layer.

3.5.5{8.5.4 Effect on Reception

a) Reception of an UPDATE_ERROR Request shall, once checked via the Accegs
Control interface, cause the provider MAL to transmit ‘an UPDATE_ERROR
Message to the consumer.

b) The pattern shall end at this point for the provider.

c) On reception of an UPDATE_ERROR Indieation a consumer shall end the
interaction with an error.

3.5.5|8.5.5 Message Header

a) For the UPDATE_ERROR Message the message header fields shall be the same 4
for the UPDATE Message-except for the ‘Is Error Message’ field which is set fo
TRUE.

7]

b) The Error informatien-shall immediately follow the message header.

3.5.5|8.6 RESPONSE

3.5.5/8.6.1 Function

o

The RESPONSE Request primitive shall be used by the provider application fo
transmit a response to a PROGRESS Interaction.

b) The RESPONSE Indication primitive shall be used by the consumer MAL to deliver
a RESPONSE Message to a consumer.

3.5.5.8.6.2 Semantics

RESPONSE Request and RESPONSE Indication shall provide parameters as follows:
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(RESPONSE Message Header, RESPONSE Message Body, QoS properties)

3.5.5.8.6.3 When Generated

a) A RESPONSE Request shall be used by the provider application with the provider
MAL in either the Acknowledged State or Progressing State to transmit a final
response to a PROGRESS interaction.

b) A RESPONSE Indication shall be generated by the consumer MAL 1n eithgr the
Acknowledged State or the Progressing State upon reception of a RESPQNSE
Message, once checked via the Access Control interface, from a provider!

3(5.5.8.6.4 Effect on Reception

a) Reception of a RESPONSE Request shall, once checked-via the Access Cgntrol
interface, cause the provider MAL to transmit thelsupplied response [as a
RESPONSE Message to the consumer.

b) The pattern shall end at this point for the provider.
¢) On reception of a RESPONSE Indication_a“consumer shall end the PROGRESS

Interaction with success.
315.5.8.6.5 Message Header

a) For the RESPONSE Message the message header fields shall be as defined ip 3.4
except for the fields in table3-23.

b) The contents of thesMessage Body, as specified in the operation template, |shall
immediately follow,the message header.
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Table 3-23: Progress RESPONSE Message Header Fields

Field Value
URI From Provider URI
Authentication Id Provider Authentication Identifier
URI To Consumer URI
Interaction Type PROGRESS
Interaction Stage 4
Tjransaction Id Transaction Id from initial message

3.5.5{8.7 RESPONSE_ERROR

3.5.5/8.7.1 Function

a) The RESPONSE_ERROR Request primitive shall be used by the provid¢r
application to end a PROGRESS Interaction with an error.

b) The RESPONSE_ERROR Indication primitive shall beused by the consumer MA[L
to deliver a RESPONSE_ERROR Message to a consumer.

3.5.5/8.7.2 Semantics

RESPONSE_ERROR Request and RESPONSE_ERROR Indication shall provide
pararpeters as follows:

(RESPONSE ERROR Message Header, Error Number, Extra Information, QoS properties

3.5.5|8.7.3 When Generated

a) A RESPONSE_ERROR Request shall be used by the provider application with tHe
provider MAL in-either the Acknowledged State or Progressing State to transmit gn
error.

b) A RESPONSE_ERROR Indication shall be generated by the consumer MAL in
eitherthe Acknowledged State or the Progressing State upon one of two events:

1), ‘the reception of a RESPONSE_ERROR Message, once checked via the Accegs
Control interface, from a provider;

2) an error raised by the local communication layer.
3.5.5.8.7.4 Effect on Reception
a) Reception of a RESPONSE_ERROR Request shall, once checked via the Access

Control interface, cause the provider MAL to transmit a RESPONSE_ERROR
Message to the consumer.
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b) The pattern shall end at this point for the provider.

c) On reception of a RESPONSE_ERROR Indication a consumer shall end the
interaction with an error.

3.5.5.8.7.5 Message Header

a) For the RESPONSE ERROR Message the message header fields shall be the same

as for the RESPONSE Message except for the ‘Is Error Message’ field whie% is set
to TRUE. N

P

b) The Error information shall immediately follow the message header. Q

N
315.5.9 Example Q)O

N

he following example shows a simple example service that cc@%ains a single PROGRESS
peration. The operation sends a TestBody structure, which isacknowledged with a TedtAck
sfructure, reports progress with a TestProgress struc@ y and returns a TestResponse

structure: ‘\\§\
%

Q\.\(\testPro gress

A\Q PROGRESS

o

IN % C) PROGRESS TestBody
OUT (.’OS ACK TestAck
ouT %O ] UPDATE TestProgress
A\
089 RESPONSE TestResponse
?&
R
o)
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The TestBody structure is defined in 3.5.1.9, TestAck structure is defined in 3.5.4.9, and the
TestResponse structure is defined in 3.5.3.9. The TestProgress structure is defined below:

TestProgress

Composite

Example Only

spnStage Integer

R

This corresponds to the following message being transmitted: \%()

Message Header . O\ Test Body
URI From | |Auth Id URITo [Timestamp| Domain QoS Priority Zone Session [Interaction| Stage Trans Id Area Service |Op n| Version | Is Error First Item | Second Item

Hello 1234
And porresponds to the following acknowledgement h&@g returned:
SO

Message Header A@ Test Ack

URIFrom | |Authid | URITo [Timestamp| Domain | QoS | Priority | Zome | Session [Interaction| Sta ransld | Area | Service |Operation| Version | Is Error Ack Id
1234

N

. . AV .
Progtess is reported using the followﬁg\nessage; in this example two stages are reported:
“ -
,Nssage Header

Test Progress

URI From | | Auth Id URITo |Timestamp| Domain QoS Prigtif one Session [Interaction| Stage Trans Id Area Service |Operation| Version Is Error Rspn Stage

1

N
N Message Header Test Progress

=
URI From | | Auth Id URITo |Timestamp| Domait \os Priority Zone Session [Interaction| Stage Trans Id Area Service |Operation| Version Is Error Rspn Stage
A

?\

And ﬁnallgs%'orresponds to the following response being returned:
A

I T I I

ORTTO— T TUICE—TOPETatoTT | VETSToT

e

o) Message Header Test Response
]

uua

|||||||||||||||||||||||| TSETTOT [ [RSPIT e[ RSP FIenT

True 31.0

NOTE - An actual service specification, rather than the example given here, would fully
specify the meaning of, and required values of, all structures used by the service.
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3.5.6 PUBLISH-SUBSCRIBE INTERACTION PATTERN
3.5.6.1 Overview

The PUBLISH-SUBSCRIBE pattern provides the ability for consumers to register interest in
a specific topic and receive updates from one or more providers without requiring awareness
of the number of, and location of, these providers.

asic—oH 3 4 o o 3 sy list;
providers also register the list of entities they provide; providers publish updates; updatgs are
then sent to registered consumers; and when no further updates are required the.consumer
cancels its subscription by deregistering.

The b outline_of the pattern is consumersresisterinterest by sendine bserintic

The PUBLISH-SUBSCRIBE pattern can be deployed in two distinct ways;the first is Where
an intermediary shared message broker resides between the consumers and the providers
(figure 3-18). In this deployment the shared broker permits a decoupling of the consumer
flom the providers, receiving the subscriptions from consumers and the updates |from
providers, and is responsible for dispatching the required updates to registered consumers:

Consumer Broker Provider

seq PUBLISH SUBSCRIBE/

REGISTER

REGISTER_ACK

PUBLISH_REGISTER

PUBLISH_REGISTER_ACK

*PUBLISH

*NOTIFY

PUBLISH_DEREGISTER

K—-E-q—--|

PUBLISH_DEREGISTER_ACK

}---{ 'I-- -
A

Fommee o

DEREGISTER

DEREGISTER_ACK

L
1

-1

Figure 3-18: PUBLISH-SUBSCRIBE Interaction Pattern Message Sequence

The shared message broker manages the consumer subscription lists; the providers are not
aware of what consumers there are and what entities they require. Because of this they must
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publish all items they are configured to generate to the broker so that it can manage the
updates to the consumers.

At a later time, when updates are no longer required, the consumer can deregister for these
updates from the message broker.

The broker acknowledges both the consumer and provider register/deregister operations;
these are treated like normal SUBMIT messages. No acknowledgement of the publish
messpgetsprovided-by-the-broker-andno—acknowtedgement-by-theconsumer-of-the oty

messpge is required.

The pecond deployment of the PUBLISH-SUBSCRIBE pattern is when there is° a”single
update provider and the message broker is private to it. This is an example of amobserve type
relationship where a consumer observes some aspect of a specific provider.

In t}Ts deployment, because of the one-to-one relationship between the Consumer and the
provider, the functionality of the message broker does not necessdrily require a separate
entity. It is completely possible for the message broker logie/to reside in the provid¢r
application; the provider publishes updates to itself for\ distribution to consumefs
(figute 3-19):

Consumer Provider

T
]
H
seq PUBLISH SUBSCRIBE/

t PUBLISH_REGISTER
'
'
|
'
|
'
'
'
'

REGISTER

REGISTER_ACK

— 1

| PUBLISH

NOTIFY

DEREGISTER

DEREGISTER_ACK

S

1 PUBLISH_DEREGISTER

1

Figure 3-19: PUBLISH-SUBSCRIBE Pattern Alternative Message Sequence

However, because the pattern is still the same, all features of the first deployment (multiple
concurrent subscription lists) are still supported.

CCSDS 521.0-B-2 Page 3-54 March 2013

© 1SO 2015 — All rights reserved


https://standardsiso.com/api/?name=f020a45b8b26b6d18e4e919235882e86

ISO 18202:2015(E)

CCSDS RECOMMENDED STANDARD FOR
MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

In terms of implementation, for both the shared or private broker pattern, there are three
primary implementation designs (others may exist, however). The first is where the broker
logic resides in the MAL layer, the second is where it is natively supported by the message
transport technology used, and the third is where it is implemented as a standalone
component external to the MAL. In all three cases the pattern of interaction is the same; it is
only the physical location of the broker that changes.

3 o LD D LR
JeUe DosLripuon

The PUBLISH-SUBSCRIBE pattern for both the consumer and provider registet/deregister
hps a predefined pattern message structure which allows an implementation of the mepsage
broker to manage the mapping of consumers to updates and hide this complexity |from
Provider applications.

315.6.3 Subscriptions

A consumer informs the broker of the updates to send<it by the use of subscriptions.
ubscriptions are sent during the registration.

0]

a) A single consumer may define many subscription lists concurrently by specifyjing a
different subscription identifier during the:¥egistration.

b) To change the contents of a subsctiption list a consumer may redefine jt by
registering a new list with the same identifier. The consumer is not requirg¢d to
deregister the subscription first.

c) For a broker the replacenient of a subscription is an atomic operation; no updates
shall be missed as a result, of the subscription replacement operation.

d) The URI of the consumer and the subscription identifier shall form the uhique
identifier of the-“subscription; this means that two consumers cannot ghare
subscriptions;.as’they have different consumer URIs.

e) The consumier deregister message takes a list of identifiers of the subscription lists to
cancel<and shall completely remove the subscriptions from the list of gctive
subseriptions.

f)_\The update rate shall be an aspect of a provider; the consumer cannot specify it.

For example, 1T a consumer initially registers for updates on the set (A, B, C) but at a later
date requires also ‘D’, another register message is required to be sent with the set (A, B, C,
D). The register call replaces the previous subscription list with the new list. The deregister
message completely cancels the identified lists.

Another way of describing this is the register message defines an update ‘report’ and the
deregister message clears that ‘report’ definition.
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NOTE - If a single subscription definition lists the same parameter more than once, only
one update is sent to the consumer for that list. However, if a consumer defines
two concurrent subscription lists that request the same parameters, then the
consumer will receive two updates of those common parameters, one for each
subscription. If this is an issue, then the consumer still has the option of
maintaining a single subscription and splitting the results internally.

3.5.6p4—Entity tdentification

The identity of an entity is composed of two parts: specific fields from the message‘head¢r
and gn Entity Key (see 4.4.7 for the type definition):

a) The domain, session type and name, area, service, and operation identifiers of the
message header shall form the first part of the Entity identification,

b) The network identifier shall be ignored and does not form-part of the Entify
identification.

c) The Entity Key is a composite structure that contains feursub-keys and shall form the
second part of the Entity identification.

d) Entities shall not use the ‘*’ value for the first,sub-key as this is reserved for the
wildcard value (see 3.5.6.5).

e) Entities shall not use the zero value for the second, third, and fourth sub-keys as th
is reserved for the wildcard value (see3.5.6.5).

7]

f] The combination of the message header fields and the Entity Key in a message shalll
form the complete Entity identification.
3.5.6l5 Subscription Matching

This [subsection details‘the rules for subscription matching in the PUBLISH-SUBSCRIBE
pattefn. The subscription is matched on three aspects: the Entity Key, the optiongl
subDomain field ofthe Entity Request, and the message header fields.

The following paragraphs detail the rules for Entity Key matching:

[

Assub-key specified in the EntityKey structure shall take one of three types of valug:

an actual valiie o NTIT T valne and the cnocial ualdeard ualine of €%k (£ar thae feat oy
TH otttV o o O Yo v e ra G o tH e S p oty oo G v e S ot ooy tout)

key only) or zero (for the other three sub-keys).

b) If a sub-key contains a specific value it shall only match a sub-key that contains the
same value. This includes an empty “’ value for the first sub-key. The matches are
case sensitive.

c) If a sub-key contains a NULL value it shall only match a sub-key that contains
NULL.
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d) If a sub-key contains the wildcard value it shall match a sub-key that contains any
value including NULL.

For example, suppose a provider is publishing a set of updates with the following keys (the
dot notation is used to separate the sub-keys; all four sub-keys must be provided):

1) A.[null].[null].[null]
2) A.2.[null].[null]

3) A.2.3.[null]
4) A234

5) B.[null].[null].[null]
6) Q.2.3.[null]

>

n EntityRequest using the key of ‘A.[null].[null].[null]” would only match to the| first
update.

>

n EntityRequest using the key of ‘A.0.[null].[null]>would only match to the firs{ and
pcond updates.

[72]

An EntityRequest using the key of ‘A.0.0.0” would'match to all but the last two updates.
An EntityRequest using the key of ‘A.2.[null]:[null]” would only match the second update.
An EntityRequest using the key of ‘A.2:0.[null]” would only match to updates 2 and 3.
An EntityRequest using the key of“*.2.0.[null]” would only match to updates 2, 3 and 6.
An EntityRequest using the key of ‘B.0.0.0” would only match to update 5.

NOTE - The meaning of the entity key value is context-specific and must be detailed in
the relevant service specification.

—

he following parapgraphs detail the rules for message header field matching of the
nbscription and update message:

w2

e) The domain of the update message shall match the domain of the subscription
message. llp

f) If the subscription EntityRequest included a subDomain field, then this shall be
appended to the domain of the subscription message to make the complete domain for
that request.

g) The final Identifier of the subDomain may be the wildcard character “*’.

h) The session types and names must match.

CCSDS 521.0-B-2 Page 3-57 March 2013

© ISO 2015 — All rights reserved


https://standardsiso.com/api/?name=f020a45b8b26b6d18e4e919235882e86

ISO 18202:2015(E)

CCSDS RECOMMENDED STANDARD FOR
MISSION OPERATIONS MESSAGE ABSTRACTION LAYER
i) The network identifiers shall be ignored.

j) The area identifiers must match unless the subscription specified True in the allAreas
field of the EntityRequest, in which case they shall be ignored.

k) The service identifiers must match unless the subscription specified True in the
allServices field of the EntityRequest, in which case they shall be ignored.

1) The operation identifiers must match unless the subscription specified True in the
allOperations Tfield of the EntityRequest, in which case they shall be ignored.

For gxample, suppose a provider is publishing a set of updates with the following domains
(the dlot notation is used to separate the sub-domains):

—_—

spacecraftA

2) spacecraftA.aocs

3) spacecraftA.aocs.thrustA

4) spacecraftA.payload

5) spacecraftA.payload.cameraA.tempB
6) spacecraftB

7) agency.spacecraftA

Thergfore a subscription message with-the domain of ‘spacecraftA’ and a NULL subDomain
field would only match the first update-

-

A subscription message with tlie\domain of ‘spacecraftA’ and a subDomain field set to ‘aoc$
would only match the second-wpdate.

A m;lgscription message-with the domain of ‘spacecraftA’ and a subDomain field set fo
‘payload.*’ would match the fourth and fifth updates.

-

A supscription-message with the domain of ‘spacecraftA’ and a subDomain field set to ]
would matchépdates 1 to 5.

3.5.6.6 Usage

The PUBLISH-SUBSCRIBE pattern provides the ability for asynchronous updates to be sent
to registered consumers.
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3.5.6.7 Error Handling

The PUBLISH-SUBSCRIBE pattern can report failure for a consumer in two distinct ways:

Consumer Broker Provider

seq PUBLISH SUBSCRIBE Register Fail
REGISTER

REGISTER_ERROR

alt PUBLISH SUBSCRIBE Notify Fail/
1 REGISTER

REGISTER_ACK

“PUBLISH

*NOTIFY

NOTIFY_ERROR

|

Figure 3-20: PUBLISH-SUBSCRIBE Interaction Pattern Consumer Error Sequence

a) The register acknowledgefment may be replaced with an error message (see sectipn 5)
shown in the first sequence in figure 3-20.

b) A notify may be/replaced by an error by the message broker shown in the sgcond
sequence in figure 3-20.

c) After an error message is sent no further messages shall be transmitted to the relgvant
consumer as part of the pattern.

o]

or a publisher the PUBLISH-SUBSCRIBE pattern can report failure in two distinct ways:
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Consumer

Broker

Provider

seq PUBLISH SUBSCRIBE Register Fail/

PUBLISH_REGISTER

PUBLISH_REGISTER_ERROR

T

alt H

UBLISH SUBSCRIBE Publish Fail/

*NOTIFY

PUBLISH_REGISTER

1

1

1

1

!

1

L
H PUBLISH_REGISTER_ACK

1

| *PUBLISH
[:]4

1
J

1

' PUBLISH
|j<

PUBLISH_ERROR

F

ld

:

pure 3-21: PUBLISH-SUBSCRIBE Interaction Pattern Provider Error Sequence

The publish register acknowledgement.imnay be replaced with an error message (sge

|

section 5) shown in the first sequence‘in figure 3-21.

After a PUBLISH REGISTER~ERROR message is sent no further messages shall he
transmitted to or from the relevant publisher as part of the pattern.

When an error is detected by the message broker on reception of a PUBLISH
message from a provider, a PUBLISH ERROR message shall be sent to the provid¢
as shown in the sécond sequence in figure 3-21. The error is sent asynchronously fo

the provider.

o
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3.5.6.8 Operation Template

The PUBLISH-SUBSCRIBE template is below:

Table 3-24: PUBLISH-SUBSCRIBE Operation Template

<<Operation name>>

PUBLISH-SUBSCRIBE

PUBLISH/NOTIFY

<<Update])%l e typex>
\OV

a) The PUBLISH/NOTIFY message shall follow the same rules '\message bodigs (as
defined in 3.4.23.4.2.2, where the message body may be composed of several types.
Subsection 3.5.6.12 provides an example of this for this igeraction pattern.

b) A single update shall require a value for each type l?gd in the operation templgte in
the case where it is defined using multiple W&Q ubsection 3.5.6.12 providgs an
example of this for this interaction pattern.

¢) The update value type shall be the struct.%@efhat is passed in the provider-to-byoker
PUBLISH and broker-to-consumer N%&LF messages.

d) The PUBLISH-SUBSCRIBE patt fﬂ\ls actually made up of consumer and provider
register/deregister, publish, an. tify messages, the templates of which are given
below. The message directi ns) /OUT) are all from the point of view of the broker,
as it is involved in all opel@%})ns

@ 3

Table 3-25: @LISH-SUBSCRIBE Register Operation Template

register<< PUBLISH-SUBSCRIBE Operation Name>>
SUBMIT

REGISTER Subscription
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Table 3-26: PUBLISH-SUBSCRIBE Publish Register Operation Template

publishRegister<< PUBLISH-SUBSCRIBE Operation Name>>
SUBMIT

PUBLISH REGISTER

List<EntityKey>

N
S
nt;.
publish<< PUBLISH-SUBSCRIBE Operation NQg@>
| N

Table 3-27: PUBLISH-SUBSCRIBE Publish Operation Template

N\
SEND O

Li pdateHeader>

List< <<Update Value Type>>>
N

PUBLISH

Table 3-28: PUBLISH-SUBSCRIBE Publ@eﬁrror Operation Template
N\

publishError<< PUgﬁ)‘S‘H-SUBSCRIBE Operation Name>>
O SEND

5 Ulnteger
A@PUBLISH_ERROR Elemont
U
©
Table 3-29{§%BLISH-SUBSCRIBE Notify Operation Template

&

notify<< PUBLISH-SUBSCRIBE Operation Name>>

SEND

Identifier
List<UpdateHeader>
List< <<Update Value Type>>>

NOTIFY

CCSDS 521.0-B-2 Page 3-62 March 2013

© 1SO 2015 — All rights reserved


https://standardsiso.com/api/?name=f020a45b8b26b6d18e4e919235882e86

ISO 18202:2015(E)

CCSDS RECOMMENDED STANDARD FOR
MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

Table 3-30: PUBLISH-SUBSCRIBE Notify Error Operation Template

notifyError<< PUBLISH-SUBSCRIBE Operation Name>>
SEND

Ulnteger
Element

NOTIFY_ERROR

N

Table 3-31: PUBLISH-SUBSCRIBE Deregister Operation Templzﬁ:bQ

-

O
deregister<< PUBLISH-SUBSCRIBE Methad Name>>
SUBMIT ()

DEREGISTER List<Identifier>

N
Table 3-32: PUBLISH-SUBSCRIBE Publis%‘&register Operation Template

RYa\
N\
publishDeregister<<$’h3LISH-SUB SCRIBE Method Name>p
A7 suBMIT

ISH DEREGISTER

P ZE
he contents of these m@es are fixed and therefore not present in the operation tenjplate

or PUBLISH-SUBSCRIBE. However, they are directly affected by the template as
escribed below: \%

o =

a) Thec @ner register method takes a subscription which is composed of an idertifier
an ist of entity requests. The identifier shall be used by the broker to uniguely
identify the subscription when combined with the consumer URI; this allows a

&) nsumer to set up several different concurrent subscriptions.

optional sub-domain, an entity key and an indication of whether updates are required
only on change (creation/modification/deletion update types) or for all updates.

¢) The provider register message contains a list of entity keys that the provider shall
provide updates for.

d) No other entity keys shall be published by that provider.
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e) If a provider registers an entity key containing a wildcard for a sub-key then the
broker shall allow the provider to publish an update with any value for that sub-key.

f) If a provider publishes an update for an entity that it has not previously registered
then the broker shall return an UNKNOWN error in a PUBLISH _ERROR message.

g) The extra information part of the Error message shall be an EntityKey list that
contains the list of entity keys that were unknown.

h) The Tist of entities allowed to be published by a provider may be replaced by anothgr
publish register message.

| This list shall completely replace the existing list for that provider.

j] The provider-to-broker publish message shall match the provider register'message gn
the session type, session name, area identifier, service identifier, and operatign
identifier.

k) The provider-to-broker publish message domain shall match"exactly, or be a sub-
domain of (see 3.5.6.5), the domain of the provider registet‘message.

1} A PUBLISH message body shall contain an UpdateHeader list followed by a list ¢f

each type defined in the top-level PUBSUB template. For example, a PUBSUB
operation defined using the types of [BooleansOctet, MyComposite] will result in|a
PUBLISH message with the body containing [List<UpdateHeader>, List<Boolean¥,
List<Octet>, List<MyComposite>].

np) For each update being published there’shall be an entry in the UpdateHeader list and
an entry in each update value list.

n) The lists in the PUBLISH-message shall be identically ordered so that the
corresponding UpdateHeader and update values can be matched.

o) Each UpdateHeader shall contain the timestamp of the update, the sourceURI of the

provider (used to-identify the source of an update when multiple providers are using|a
shared broker); an’Enumeration denoting if it is considered a new object, an update,|a
modification, )or an object deletion by the provider (context specific), and then the
update entity key.

p) The<EntityKey of the Update shall not contain the wildcard value.

\ g
-

q) cEach update, as listed above, shall be one of four possible types: creation, updat
mmodification; or defetiomn:

1) A creation notification shall be used when a new object has been created in the
provider (for example, a new parameter is now being published by a service
provider).

2) An update notification shall be used when an object’s value has not changed but a
new update of it has been generated (for example, a periodic update of a telemetry
parameter).
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3) A modification notification shall be used when an object’s value has changed
from the previously generated notification (for example, a changed telemetry
value update).

4) A deletion notification shall be used when an object is being removed from the
provider (for example, an existing parameter is no longer being published by a
service provider).

r) _The broker-to-consumer NOTIFY message body shall contain a single Identifier, an
UpdateHeader list followed by a list of each type defined in the top-level PUBSUB
template, and hold the update set for a single subscription. For example, a PUBSUB
operation defined using the types of [Boolean, Octet, MyComposite] will.result in a
NOTIFY message with the body containing [Identifier, List<UpdateHeader>,
List<Boolean>, List<Octet>, List<MyComposite>].

s) The single Identifier in the notify message shall contain the subscription identifigr for
the subscription being notified.

t) In the NOTIFY message there shall be an update value list for each type defined in
the top level PUBSUB template.

u) For each update being notified there shall be an.entry in the UpdateHeader list apd an
entry in the update value lists.

v) The lists in the NOTIFY message.tshall be identically ordered so that the
corresponding UpdateHeader and updadte values can be matched.

w) The consumer deregister message shall take a list of identifiers of the dctive
subscription lists to cancel.

x) The provider deregister message takes no arguments. It shall completely remove the
provider from the set.0f providers from which updates are permitted.

y) In all cases, for-consumer/provider register and deregister, the acknowledge mefsage
shall only be,sent when the registration/deregistration has completed and|is a
confirmation that the operation has succeeded.
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3.5.6.9 Primitives

Table 3-33: PUBLISH-SUBSCRIBE Primitive List

REGISTER

REGISTER_ACK (\r\~

REGISTER_ERROR R (\(’[/

Q
PUBLISH_REGISTER ,\%l’

PUBLISH_REGISTER_ACK \Q>

PUBLISH_REGISTER_ERROR ¢,
- - <

PUBLISH
DN

LAY
PUBLISH ERROR’,

K
X
NOTIFY™
‘\
N°'

NOTIEY) ERROR

S
QQ%’REGISTER
m@DEREGISTER_ACK

C)\J
- PUBLISH_DEREGISTER

%\% PUBLISH DEREGISTER ACK
& _ _

Qy

3.5.6/10 St@arts

3.5.6, @\Véeneral

Several state charts are defined:

— one state chart on the consumer side related to the interaction between the consumer

and the broker;
— one state chart on the broker side related to the interaction between the consumer and
the broker;
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— one state chart on the provider side related to the interaction between the provider and
the broker;

— another state chart on the broker side related to the interaction between the provider
and the broker.

3.5.6.10.2 Consumer Side

Figure 3-22 shows the consumer side state chart for the PUBLISH-SUBSCRIBE pattetn

REGISTER Request

NOTIFY Indicatign

]

Registerrlnitiated \ REGISTER_ERROR Indication (ReRegister Initiated\

e

.

REGISTER_ACK Indication REGISTERACK Indication

NOTIFY Indication / Registered REGISTER Request

=

NOTIFY_ERROR Indication
U ~_ -
<7 NOTIFY_ERROR Indication

DEREGISTER Request

NOTIFY_ERROR Indication

KDeregister Initiated

=

NOTIFY Indication K

DEREGISTER_ACK Indication

Figure 3-22: PUBLISH-SUBSCRIBE Consumer State Chart

a) The state chart applies to a single subscription for a single consumer, the state chart
shall be replicated for each consumer and for each subscription.
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b) The transaction identifier of the initial REGISTER Message shall be used to identify
messages that relate to one PUBLISH-SUBSCRIBE interaction to avoid race
conditions.

c) The initial transition is triggered by the primitive REGISTER Request and shall lead
to the Register Initiated State.

d) There are two possible transitions from the Register Initiated State:

I') the first 1s the indication of an acknowledgement, REGISTER ACK Indication,
and shall lead to the Registered State;

2) the second is the indication of an error, REGISTER_ERROR Indication, and
shall lead to the final state.

e) There are four possible transitions from the Registered State:

1) the first is the indication of a notification, NOTIFY Indication, and shall leqd
back to the Registered State;

2) the second is the indication of an error, NOTIFY AERROR Indication, and shalll
lead to the final state;

3) the third transition shall be triggered by th& primitive DEREGISTER Request
and shall lead to the Deregister Initiated State;

4) the fourth transition shall be triggered by the primitive REGISTER Request and
shall lead to the ReRegister Initiated State.

f] There are four possible transitions-from the ReRegistered Initiated State:

1) The first is the indication of a notification, NOTIFY Indication, and shall lead
back to the ReRegistered Initiated State. In this case the NOTIFY Message
will have been sent/before the REGISTER Message was received by the brok¢r
and therefore forms part of the previous subscription. It shall, however, be passgd
to the consumer application as normal.

2) The sccond is the indication of a registration error, REGISTER _ERROR
Indication, and shall lead to the final state.

3) Fhe third is the indication of a notify error, NOTIFY_ERROR Indication, and

shall lead to the final state. In this case the NOTIFY_ERROR Message w:'||1
T d

therefore forms part of the previous subscription. It shall, however, be passed to
the consumer application as normal. The transaction identifier shall be used by
the broker to ensure that the reception of the REGISTER Message after the
NOTIFY_ERROR Message was sent shall not cause the restart of the
subscription.
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4) The fourth transition is the indication of an acknowledgement,
REGISTER ACK Indication, and shall lead to the Registered State.
g) There are three possible transitions from the Deregister Initiated State:

1) the first is the indication of a notification, NOTIFY Indication, and shall lead
back to the Deregister Initiated State;

2) the second is the indication of an error, NOTIFY ERROR Indication, and shall
lead to the final state;

3) the third transition is the indication of an acknowledgement,
DEREGISTER_ACK Indication, and shall lead to the final state.
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3.5.6.10.3 Broker Side (Related to the Consumer)

Figure 3-23 shows the broker to consumer state chart for the PUBLISH-SUBSCRIBE

pattern:

REGISTER Indication

Register Initiated "\

REGISTER_ACK Request REGISTER_ACK Request

REGISTER_ERROR Request ReRegistaglinitiated

)
o\

REGISTER/Indication

>(@)

NOTIFY_ERROR Request

NOTIFY Request Registered

—

DEREGISTER Indication

Deregister Initiated

DEREGISTER_ACK Request

Figure'3-23: PUBLISH-SUBSCRIBE Broker to Consumer State Chart

a) The state chart applies to a single subscription for a single consumer. The state chayt
shall be replicated for each consumer and for each subscription.

b) The initial transition is triggered by the primitive REGISTER Indication and shall
lead to the Register Initiated State.

¢) There are two possible transitions from the Register Initiated State:

1) the first is the triggering of an acknowledgement, REGISTER _ACK Request,
and shall lead to the Registered State;
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2) the second is the triggering of an error, REGISTER_ERROR Request, and shall
lead to the final state.
d) There are four possible transitions from the Registered State;

1) the first is the triggering of a notification, NOTIFY Request, and shall lead back
to the Registered State;

2) the second is the triggering of an error, NOTIFY_ERROR Request, and shall
lead to the final state;

3) the third transition shall be triggered by the primitive DEREGISTER-Indicpation
and shall lead to the Deregister Initiated State;

4) the fourth transition shall be triggered by the primitive REGISTER Indicption
and shall lead to the ReRegister Initiated State.

e) There are two possible transitions from the ReRegister Initiated State:

1) the first is the triggering of an acknowledgement;! REGISTER ACK Request,
and shall lead to the Registered State;

2) the second is the triggering of an error, REGISTER _ERROR Request, and|shall
lead to the final state.

f) There is only one possible transition ffom the Deregister Initiated State; it {s the
triggering of an acknowledgement, DEREGISTER ACK Request, and shall lgad to
the final state.
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3.5.6.10.4 Provider Side

Figure 3-24 shows the provider side state chart for the PUBLISH-SUBSCRIBE pattern:

PUBLISH_REGISTER Request

Register Initiated \ PUBLISH_REGISTER_ERROR Indication ( ReRegister Initiated °\

PUBLISH_REGISTER_ACK Indication
PUBLISH_REGISTER_ACK Indication

]

PUBLISH_ERROR Indication

PUBLISH_REGISTER

Registered __Request

PUBLISH Request

; PUBLISH_ERROR'Indication

PUBLISH_DEREGISTER Request

Deregister Initiated "\ pygISH_ERROR Indication

=

PUBLISH_DEREGISTER_ACK Indication

Figure3-24: PUBLISH-SUBSCRIBE Provider State Chart

a) The state chart applies to a single provider. The state chart shall be replicated for
each-provider.

b) <The initial transition is triggered by the primitive PUBLISH_REGISTER Request
—ard strattHead tothe Register tnitiated-State:

¢) There are two possible transitions from the Register Initiated State:

1) the first is the indication of an acknowledgement, PUBLISH_REGISTER_ACK
Indication, and shall lead to the Registered State;

2) the second is the indication of an error, PUBLISH REGISTER _ERROR
Indication, and shall lead to the final state.
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d) There are four possible transitions from the Registered State:

1) the first is the triggering of a publish, PUBLISH Request, and shall lead back to
the Registered State;

2) the second is the indication of an error, PUBLISH_ERROR Indication, and
shall lead back to the Registered State;

3) the third transition shall be triggered by the primitive PUBLISH_REGISTER
Request and shall [ead to the ReRegister Initiated State;

4) the  fourth  transition shall be  triggered by  the ~  prinitive
PUBLISH_DEREGISTER Request and shall lead to the Deregister Initjated
State.

e) There are three possible transitions from the ReRegister Initiated State:

1) The first is the indication of an acknowledgement, PUBLISH_REGISTER_ACK
Indication, and shall lead to the Registered State.

2) The second is the indication off a registration LITOT,
PUBLISH_REGISTER_ERROR Indication, and shall lead to the final stafe.

3) The third is the indication of a publish“error, PUBLISH_ERROR Indicgtion,
and shall lead back to the Re-Registered State. In this case| the
PUBLISH_ERROR Message ,*will have been sent before | the
PUBLISH_REGISTER Message was received by the broker and therefore
forms part of the previous subscription.

f) There are two possible transittons from the Deregister Initiated State:

1) the first 1S the indication of an acknowledgement,
PUBLISH_DEREGISTER_ACK Indication, and shall lead to the final stafe;

2) the second'is the indication of a publish error, PUBLISH_ERROR Indicgtion,
and shalllead back to the Deregister Initiated State.
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3.5.6.10.5 Broker Side (Related to the Provider)

Figure 3-25 shows the broker to provider state chart for the PUBLISH-SUBSCRIBE pattern:

PUBLISH_REGISTER Indication

Publish Register \ PUBLISH_REGISTER_ERROR Request (Publish ReRegister

Initiated j @ K Initiated

PUBLISH_REGISTER_ACK Request

\ PUBLISH_REGISTER_ACK Requestj\
/PUBLISH_REGISTER Indication

PUBLISH Indication [ Publish Initiated

K /. PUBLISH_ERROR Request

PUBLISH_DEREGISTER Indication

Publish'Deregister
Initiated

PUBLISH_DEREGISTER_ACK Request

Figure 3-25: PUBLISH-SUBSCRIBE Broker to Provider State Chart

a) The state chart applies to a single provider. The state chart shall be replicated for
each provider.

b) The initial transition is triggered by the primitive PUBLISH_REGISTER
Indication and shall lead to the Publish Register Initiated State.

¢) There are two possible transitions from the Publish Register Initiated State:

1) the first is the triggering of an acknowledgement, PUBLISH_REGISTER_ACK
Request, and shall lead to the Publish Initiated State;
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2) the second is the triggering of an error, PUBLISH_REGISTER_ERROR

Request, and shall lead to the final state.

d) There are four possible transitions from the Publish Initiated State:

1) the first is the indication of a publish, PUBLISH Indication, and shall lead back

to the Publish Initiated State;

2) the second is the triggering of an error, PUBLISH_ERROR Request, and shall

lead back to the Publish Initiated State

Request, and shall lead to the Publish Initiated State;

Request, and shall lead to the final state.

Request, and shall lead to the findDstate.

[9)

5.6.11 Requests and Indications
3}5.6.11.1 REGISTER

3/5.6.11.1.1 Function

subscription for the specified subscription identifier.

e) There are two possible transitions from the Publish ReRegister Initiated State:

3) the third transition shall be triggered by the primitive PUBLISH_DEREGISTER
Indication and shall lead to the Publish Deregister Initiated State;

4) the fourth transition shall be triggered by the primitive PUBEISH REGISTER
Indication and shall lead to the Publish ReRegister Initiated State.

1) the first is the triggering of an acknowledgement, PUBLISH_REGISTER ACK

2) the second is the triggering of an error, PUBLISH _REGISTER_ERROR

f) There is only one possible transition frém the Publish Deregister Initiated Stdte; it
is the triggering of an acknowledgement, PUBLISH _DEREGISTER ACK

a) The REGISTER Request primitive shall be used by the consumer applicatipn to
initiateé/~a” PUBSUB Interaction with a subscription or to update an existing

b) VFhe REGISTER Indication primitive shall be used by the broker MAL to deljver a
REGISTER Message to a broker and initiate a PUBSUB Interaction or to upddte an

EXISTNg subscription 1or the specitied subscription identitier.

3.5.6.11.1.2 Semantics

REGISTER Request and REGISTER Indication shall provide parameters as follows:

(REGISTER Message Header, Subscription, QoS properties)
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3.5.6.11.1.3 When Generated

a) A REGISTER Request may be used by the consumer application at any time to start
a new subscription or when the consumer MAL is in the Registered State to update
an existing subscription.

b) A REGISTER Indication shall be generated by the broker MAL for a new
subscription or when the broker MAL 1is in the Registered State for existing

riptions for that consumer nr tion of a REGISTER Messa nce
checked via the Access Control interface, from a consumer.

3.5.6{11.1.4 Effect on Reception

—

a) Reception of a REGISTER Request shall, once checked via therAccess Contr
interface, cause the consumer MAL to initiate a PUBSUB Interacfion by transmittin
a REGISTER Message to the broker for a new subscription.

oQ

b) The consumer MAL shall enter the Register Initiated State in this case.

c) If the consumer MAL is in the Registered State)reception of a REGISTER
Request shall, once checked via the Access Control interface, cause the consumgr
MAL to update the subscription by transmitting a REGISTER Message to tHe
broker.

d) The consumer MAL shall enter the ReRegister Initiated State in this case.

e) On reception of a REGISTER Message by the broker MAL, once the message hds
been checked via the Access.Control interface, the broker MAL shall enter tHe
Register Initiated State if thisis the first message in a new PUBSUB Interaction ¢r
enter the ReRegister Initiated State if currently in the Registered State and thgn
pass a REGISTER Indication to the broker.

f) The broker shall(store the subscription of the consumer or update an existing
subscription fronrthe same consumer if the subscription identifier is already used by
that consumer;,

g) The broker'shall start processing the subscription at this point.

3.5.6/11.1.5 Message Header

a) For the REGISTER Message the message header fields shall be as defined in 3.4
except for the fields in table 3-34.

b) The contents of the Subscription structure, as specified in the operation template,
shall immediately follow the message header.
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Table 3-34: REGISTER Message Header Fields

Field Value
URI From Consumer URI
Authentication Id Consumer Authentication Identifier
URI To Broker URI
Interaction Type PUBSUB
Interaction Stage 1
Transaction Id Provided by consumerMA[L

[9>)

5.6.11.2 REGISTER_ACK

)

5.6.11.2.1 Function

a) The REGISTER_ACK Request primitive shall be)used by the brok¢r to
acknowledge a PUBSUB Interaction subscription.

b) The REGISTER_ACK Indication primitive shall be used by the consumer MAL to
deliver a REGISTER_ACK Message to a cofisumer.

w

5.6.11.2.2 Semantics

' EGISTER_ACK Request and REGISTER_ACK Indication shall provide parametgrs as
llows:

= =

(REGISTER_ACK Message Header, QoS properties)

w

5.6.11.2.3 When Generated

a) A REGISTER ACK Request shall be used by the broker with the broker MAL in
either th¢ Register Initiated State or ReRegister Initiated State to acknowledge the
successful registration by a consumer in a PUBSUB Interaction.

b) A'REGISTER_ACK Indication shall be generated by the consumer MAL in ¢ither
the Register Initiated State or ReRegister Initiated State upon reception|of a
REGISTER_ACK Message, once checked via the Access Control interface, fijom a
broker.

3.5.6.11.2.4 Effect on Reception

a) Reception of a REGISTER_ACK Request shall, once checked via the Access
Control interface, cause the broker MAL to transmit the supplied acknowledgement
as a REGISTER ACK Message to the consumer.
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b) A broker MAL in the Register Initiated State or ReRegister Initiated State shall
enter the Registered State.

c) On reception of a REGISTER_ACK Message by the consumer MAL, once the
message has been checked via the Access Control interface, the consumer MAL shall
enter the Registered State and pass a REGISTER_ACK Indication to the consumer
application.

3.5.6{11.2.5 Message Header

For the REGISTER_ACK Message the message header fields shall be as defined/in 34
except for the fields in table 3-35.

Table 3-35: REGISTER_ACK Message Header Fields

Field Value . O
URI From Broker URI
Authentication Id Broker Authentication Identifier
URI To Consumer URI
QoSlevel QoSlevel from first REGISTER message
Priority Priority from first REGISTER message
Interaction Type PUBSUB
Iijteraction Stage 2
Tiransaction Id Transaction Id from initial message

3.5.6(11.3 REGISTER_ERROR

3.5.6{11.3.1 Function

a) The REGISTER_ERROR Request primitive shall be used by the broker to reject|a
subscriptiofitequest and end a PUBSUB Interaction with an error.

b) The REGISTER_ERROR Indication primitive shall be used by the consumer MA[L
te deliver a REGISTER_ERROR Message to a consumer.

3.5.6.11.3.2 Semantics

REGISTER_ERROR Request and REGISTER_ERROR Indication shall provide
parameters as follows:

(REGISTER_ERROR Message Header, Error Number, Extra Information, QoS properties)

CCSDS 521.0-B-2 Page 3-78 March 2013

© 1SO 2015 — All rights reserved


https://standardsiso.com/api/?name=f020a45b8b26b6d18e4e919235882e86

ISO 18202:2015(E)

CCSDS RECOMMENDED STANDARD FOR
MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

3.5.6.11.3.3 When Generated

a) A REGISTER_ERROR Request shall be used by the broker with the broker MAL
in either the Register Initiated State or ReRegister Initiated State to reject a
register request.

b) The broker may reject the register attempt for one of the following reasons:

1) More subscriptions than the broker can support shall cause a TOO_MANY error
fo be senf. The extra information field of the error confains an Integer which
provides the maximum number of subscriptions supported.

2) Shutdown, the broker is shutting down. A SHUTDOWN error message shall be
returned.

3) Internal error, the broker has experienced an internal error.~An' INTERNAL [error
message shall be returned.

4) UNKNOWN shall not be generated for subscriptions_that identify keys that/have
not been currently registered by a publisher. This-iS because the consumer cannot
know what entities are currently provided and“which providers are curfently
registered.

c¢) A REGISTER_ERROR Indication shallbe generated by the consumer MAL in
either the Register Initiated State or ReRegister Initiated State upon one of two
events:

1) the reception of a REGISTER’ ERROR Message, once checked via the Apcess
Control interface, from a broker;

2) an error raised by the local communication layer.

3(5.6.11.3.4 Effect on Reception

a) Reception of @ REGISTER_ERROR Request shall, once checked via the Agcess
Control cinterface, cause the broker MAL to transmit a REGISTER_ERROR
Message to the consumer.

b) Thepattern shall end at this point for the broker.

¢)™ On reception of a REGISTER_ERROR Message by the consumer MAL, onde the

MaIIAoa hoc beaan chaclead x110 tha A occacg Caontrolantarfaca tha canciiimaae NAAT Shall
oSS g0 DO TRCOKCO— vV It O CCOS S OO O aC o TReCohSumeTviz Yz

end the interaction by passing the error to the consumer application.
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3.5.6.11.3.5 Message Header

a) For the REGISTER _ERROR Message the message header fields shall be the same
as for the REGISTER_ACK Message except for the ‘Is Error Message’ field which
is set to TRUE.

b) The Error information shall immediately follow the message header.

3.5.6(11.4 PUBLISH_REGISTER

3.5.6{11.4.1 Function

a) The PUBLISH_REGISTER Request primitive shall be used by, the provide¢r
application to initiate a PUBSUB Interaction with the list of entities being publishgd
or to update an existing list.

b) The PUBLISH REGISTER Indication primitive shall be used by the broker MALL
to deliver a PUBLISH_REGISTER Message to a broker and initiate a PUBSUB
Interaction or to update an existing publish list if one exists for the specified providet.

3.5.6}11.4.2 Semantics

PUBLISH_REGISTER Request and PUBLISH REGISTER Indication shall provide
pararpeters as follows:

(PUBLISH_REGISTER Message ‘Header, List<EntityKey>, QoS properties)

3.5.6,11.4.3 When Generated

A PUBLISH_REGISTER Request may be generated by the provider application at
any time to start-a_publishing session or when the provider MAL is already in the
Registered Stateto update an existing publish list.

oo

b) A PUBLISH REGISTER Indication shall be generated by the broker MAL if|a
new publisher is detected or in the Publish Registered State for the provider upgn
reception of a PUBLISH_REGISTER Message, once checked via the Acces
Control interface, from a provider.

w2

3.5.6.11.4.4 Effect on Reception

a) Reception of a PUBLISH_REGISTER Request shall, once checked via the Access
Control interface, cause the provider MAL to initiate a PUBSUB Interaction by
transmitting a PUBLISH_REGISTER Message to the broker.

b) The provider MAL shall enter the Register Initiated State in this case.
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c) If the provider MAL is already in the Registered State, reception of a
PUBLISH_REGISTER Request shall, once checked via the Access Control
interface, cause the provider MAL to update the publishing list by transmitting a
PUBLISH_REGISTER Message to the broker.

d) The provider MAL shall enter the ReRegister Initiated State in this case.

e) On reception of a PUBLISH_REGISTER Message by the broker MAL, once the
message has been checked via the Access Control interface, the broker MAL shall
enter the Publish Register Initiated State if this is the first message in{-a| new
PUBSUB Interaction with the provider or enter the Publish ReRegister Initjated
State if currently in the Publish Registered State with that provider and then gass a
PUBLISH_REGISTER Indication to the broker.

f) The broker shall store the publish list of the provider or update the existing list|from
the same provider.
3(5.6.11.4.5 Message Header

a) For the PUBLISH_REGISTER Message the.message header fields shall be as
defined in 3.4 except for the fields in table 3-36.

b) The contents of the EntityKey list, as\ specified in the operation template, [shall
immediately follow the message header:

Table 3-36: PUBLISH REGISTER Message Header Fields

Field N Value
URI From Provider URI
Authentication Id Provider Authentication Identifi¢r
URI To Broker URI
Interaction Fype PUBSUB
Interaction<Stage 3
Transaction Id Provided by provider MA|L

3:5:6- -5 PUBHISH REGISTER ACK

3.5.6.11.5.1 Function

a) The PUBLISH_REGISTER_ACK Request primitive shall be used by the broker to
acknowledge a PUBSUB Interaction publish list from a provider.

b) The PUBLISH _REGISTER_ACK Indication primitive shall be used by the
provider MAL to deliver a PUBLISH_REGISTER _ACK Message to a provider.
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3.5.6.11.5.2 Semantics

PUBLISH_REGISTER_ACK Request and PUBLISH_REGISTER_ACK Indication
shall provide parameters as follows:

(PUBLISH REGISTER Message Header, QoS properties)

3.5.6.11.5.3 When Generated

oo

A PUBLISH_REGISTER_ACK Request shall be used by the broker with-the
broker MAL in either the Publish Register Initiated State or Publish ReRegister
Initiated State to acknowledge the successful registration by a provider in |a
PUBSUB Interaction.

b) A PUBLISH_REGISTER ACK Indication shall be generatéd)by the provid¢r
MAL in either the Register Initiated State or ReRegister “Initiated State upgn
reception of a PUBLISH_REGISTER_ACK Message, once¢ checked via the Acce
Control interface, from a broker.

w2

3.5.6{11.5.4 Effect on Reception

a) Reception of a PUBLISH_REGISTER_ACK Request shall, once checked via the
Access Control interface, cause the /broker MAL to transmit the suppligd
acknowledgement as a PUBLISH_REGISTER_ACK Message to the provider.

b) A broker MAL in the Publish ‘Register Initiated State or Publish ReRegister
Initiated State shall then enterthe Registered State.

c) On reception of a PUBLISH_REGISTER_ACK Message by the provider MAL
once the message has beéen checked via the Access Control interface, the providgr
MAL shall enter the-Registered State and pass a PUBLISH_REGISTER ACK
Indication to the-previder application.

-

3.5.6{11.5.5 Message Header

For the PUBLISH_REGISTER_ACK Message the message header fields shall be gs
defined i 3.4 except for the fields in table 3-37.

Table 3-37: PUBLISH_REGISTER_ACK Message Header Fields

Field Value
URI From Broker URI
Authentication Id Broker Authentication Identifier
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URI To Provider URI
QoSlevel QoS level from first PUBLISH REGISTER message
Priority Priority from first PUBLISH REGISTER message
Interaction Type PUBSUB
Interaction Stage 4
Transaction Id Transaction Id from provider register message

)

5.6.11.6 PUBLISH_REGISTER_ERROR

@

5.6.11.6.1 Function

a) The PUBLISH REGISTER _ERROR Request primitive shall“be used by the
broker to reject a publish registration request from a providérjand end a PUBSUB
Interaction with an error.

b) The PUBLISH_REGISTER_ERROR Indication ptimitive shall be used by the
provider MAL to deliver a PUBLISH _REGISTER_ERROR Message [to a
provider.

(9>)

5.6.11.6.2 Semantics

~

UBLISH_REGISTER_ERROR Request and PUBLISH _REGISTER ERROR
hdication shall provide parameters as follows:

o

PUBLISH REGISTER ERROR‘Message Header, Error Number, Extra Information, QoS
properties)

)

5.6.11.6.3 When Generated

a) A PUBLISH-REGISTER ERROR Request shall be used by the broker with the
broker MAL in either the Publish Register Initiated State or Publish ReRegister
Initiated State to reject a register request.

b) Thebroker may reject the register attempt for one of the following reasons:

1) More providers than the broker can support shall cause a TOO _MANY ertor to

he cent The ovtra informntingn £41d ~Ff tho arpeng nnnfn1na an Tnfor\-ov X hich

O OCII Tt I T Ut oot ot ot O triiT— OTITOT OTItatrs— ol IitTgv

provides the maximum number of providers supported.

2) Shutdown, the broker is shutting down. A SHUTDOWN error message shall be
returned.

3) Internal error, the broker has experienced an internal error. An INTERNAL error
message shall be returned.
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¢) A PUBLISH_REGISTER_ERROR Indication shall be generated by the provider
MAL in either the Register Initiated State or ReRegister Initiated State upon one
of two events:

1) the reception of a PUBLISH_REGISTER_ERROR Message, once checked via
the Access Control interface, from a broker;

2) an error raised by the local communication layer.

3.5.6(11.6.4 Effect on Reception

a) Reception of a PUBLISH_REGISTER _ERROR Request shall, once checked via
the Access Control interface, cause the broker MAL to)transmit |a
PUBLISH_REGISTER_ERROR Message to the provider.

b) The pattern shall end at this point for the broker.

c) Onreception of a PUBLISH_REGISTER_ERROR Message by the provider MALL
once the message has been checked via the Access Control interface, the provid¢
MAL shall end the interaction by passing the erfer indication to the provider
application.

-

—

3.5.6/11.6.5 Message Header

—

a) For the PUBLISH_REGISTER_ERROR Message the message header fields shal
be the same as for the PUBLISH_REGISTER_ACK Message except for the ‘[s
Error Message’ field which is sét'té6 TRUE.

b) The Error information strugture shall immediately follow the message header.

3.5.6{11.7 PUBLISH

3.5.6{11.7.1 Functien

o

The PUBLISH Request primitive shall be used by the provider to publish a list ¢f
entity.updates.

b) ,The PUBLISH Indication primitive shall be used by the broker MAL to deliver|a
PUBRIISH Message to a broker

3.5.6.11.7.2 Semantics
PUBLISH Request and PUBLISH Indication shall provide parameters as follows:

(PUBLISH Message Header, List<UpdateHeader>,
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List< <<Update Value Type>> >, ... List< <<Update Value Type N>> > QoS properties)

3.5.6.11.7.3 When Generated

a) A PUBLISH Request shall be used by the provider with the provider MAL in the
Registered State to publish a list of entity updates.

b) A PUBLISH Indication shall be generated by the broker MAL in the Publish
Initiated State upon reception of a PUBLISH Message, once checked xyia the
Access Control interface, from a provider.

)

5.6.11.7.4 Effect on Reception

a) Reception of a PUBLISH Request shall, once checked via,the Access Cqntrol
interface, cause the provider MAL to transmit the supplied update list as a PUBILISH
Message to the broker.

b) On reception of a PUBLISH Message by the brokerMAL, once the messagg has
been checked via the Access Control interfaces the broker MAL shall pass a
PUBLISH Indication to the broker application.

¢) The broker application shall match the Updates in the list to the subscriptiohs of
registered consumers that are in the Registered State using the match rulps in
3.5.6.5.

d) The matched updates shall be transmitted to the relevant consumers by the bpoker
using a NOTIFY Request.

w

5.6.11.7.5 Message Header

a) For the PUBLISH Message the message header fields shall be as defined ih 3.4
except for the-fields in table 3-38.

b) The contents of the message body, as specified in the operation template, |shall
immediately follow the message header.

c¢) VFhe transaction identifier shall be the same as in the initial publish register megsage.
If several register requests have been sent (without any deregister requests in
between); the tramsaction idemtitier of the first request stattbeused:
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Table 3-38: PUBLISH Message Header Fields

Field Value
URI From Provider URI
Authentication Id Provider Authentication Identifier
URI To Broker URI
Interaction Type PUBSUB
Interaction Stage 5
Tiransaction Id Transaction Id from provider register message
3.5.6,11.8 PUBLISH_ERROR
3.5.6{11.8.1 Function
a) The PUBLISH_ERROR Request primitive shall be used by the broker to reject|a
publish request from a provider.
b) The PUBLISH_ERROR Indication primitive shall:be used by the provider MAL fo
deliver a PUBLISH_ERROR Message to a providet.
3.5.6{11.8.2 Semantics
PUBLLISH_ERROR Request and PUBLISH) ERROR Indication shall provide parametets
as follows:
(PUBLISH_ERROR Message Header, Error Number, Extra Information, QoS properties)

3.5.6

11.8.3 When Generated

A PUBLISH _ERROR Request shall be used by the broker with the broker MAL in
the Publishdnitiated State to reject a publish request.

The breker may reject the publish attempt for one of the following reasons:

1) tinknown provider: a provider has not previously registered for publishing. An

INCORRECT_STATE error message shall be returned.

2) Unknown Entity: a provider has attempted to publish a previously unregistered
Entity. An UNKNOWN error shall be returned in this case; the extra information
field of the error contains an EntityKey list which contains the list of unknown
EntityKeys.

3) Shutdown: the broker is shutting down. A SHUTDOWN error message shall be
returned.
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4) Internal error: the broker has experienced an internal error. An INTERNAL error
message shall be returned.

¢) Communications/Encoding/Access Control errors shall be returned to a provider
using this error message. This allows a provider to receive notification of underlying
errors without the publishing overhead of acknowledging each PUBLISH Message.

d) A PUBLISH_ERROR Indication shall be generated by the provider MAL in either
the ReRegister Initiated State, Registered State or Deregister Initiated State upon
one of two events:

1) the reception of a PUBLISH_ERROR Message, once checked vid the Apcess
Control interface, from a broker;

2) an error raised by the local communication layer.

315.6.11.8.4 Effect on Reception

a) Reception of a PUBLISH_ERROR Request shall;yence checked via the Agcess
Control interface, cause the broker MAL to transmit a PUBLISH_ERROR Message
to the provider.

b) On reception of a PUBLISH_ERROR Message by the provider MAL, oncg the
message has been checked via the Access Control interface, the provider MAL|shall
pass the error indication to the providét’application.

w

5.6.11.8.5 Message Header

a) For the PUBLISH_ERROR Message the message header fields shall be the same as
for the PUBLISH Message except for the fields in table 3-39.

b) In the case whete an error is being return without a previous PUBLISH REGISTER
message, theQoSlevel, Priority, and Transaction Identifier shall be taken from the
PUBLISH miessage.

¢) The.Error information shall immediately follow the message header.

Table 3-39: PUBLISH_ERROR Message Header Fields

Field Value
URI From Broker URI
Authentication Id Broker Authentication Identifier
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URI To Provider URI
QoSlevel QoS level from first PUBLISH REGISTER message
Priority Priority from first PUBLISH REGISTER message
Is Error Message TRUE

3.5.6.11.9 NOTIFY

3.5.6,11.9.1 Function

a) The NOTIFY Request primitive shall be used by the broker to transmit-a-list ¢f
entity updates to a consumer.

b) The NOTIFY Indication primitive shall be used by the consumer MAL to deliver|a
NOTIFY Message to a consumer.

3.5.6{11.9.2 Semantics

NOTIFY Request and NOTIFY Indication shall provide parameters as follows:
(NOTIFY Message Header, Identifier,iist<UpdateHeader>,

Listc <<Update Value Type>> >, ... List< <<Update Value Type N>> >, QoS properties

3.5.6,11.9.3 When Generated

A NOTIFY Request shall be used by the broker with the broker MAL in the
Registered State to transmit a list of entity updates from a provider PUBLISH
Message to a consumet.

oo

b) A NOTIFY Indication shall be generated by the consumer MAL in either the
ReRegister Initiated State, Registered State or Deregister Initiated State upgn
reception of a“NOTIFY Message, once checked via the Access Control interfacg,
from a broker.

3.5.6{11:9.4 Effect on Reception

a) Receptionm of @ NOTIFY Request shatt, once checked via the Access Comntrol
interface, cause the broker MAL to transmit the supplied subscription update list as a
NOTIFY Message to the consumer.

b) On reception of a NOTIFY Message by the consumer MAL, once the message has
been checked via the Access Control interface, the consumer MAL shall pass a
NOTIFY Indication to the consumer application.
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3.5.6.11.9.5 Message Header

a) For the NOTIFY Message the message header fields shall be as defined in 3.4 except
for the fields in table 3-40.

b) The contents of the subscription update, as specified in the operation template, shall
immediately follow the message header.

c¢) The transaction identifier shall be the same as in the initial register message that
created the first subscription. If several register requests have been sent for the [same
subscription (without any deregister requests in between), the transaction identifjer of
the first request shall be used.

Table 3-40: NOTIFY Message Header Fields

Field Value
URI From Broker URI
Authentication Id Broker Authentication Identifigr
URI To Consumer URI
QoSlevel QoS level from first REGISTER message
Priority Priority from first REGISTER message
Interaction Type PUBSUB
Interaction Stage 6
Transaction Id Transaction Id from consumer register message

)

5.6.11.10NOTIFY_ERROR

7]

5.6.11.10.1Function

a) The NOTIEY) ERROR Request primitive shall be used by the broker to infgrm a
consumer-of an error and end a PUBSUB Interaction.

b) The NOTIFY_ERROR Indication primitive shall be used by the consumer MAL to
deliver a NOTIFY_ERROR Message to a consumer.

3 5 6 ll l“ !Semanéinn
oo O g eIcy

NOTIFY_ERROR Request and NOTIFY_ERROR Indication shall provide parameters as
follows:

(NOTIFY_ERROR Message Header, Error Number, Extra Information, QoS properties)
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3.5.6.11.10.3When Generated

a) A NOTIFY_ERROR Request shall be used by the broker with the broker MAL in
the Registered State to inform a consumer of an error.

b) The broker may send an error for one of the following reasons:

1) Shutdown: the broker is shutting down. A SHUTDOWN error message shall be
returned.

2) Internal error: the broker has experienced an internal error. An INTERNAL,efrgr
message shall be returned.

c) A NOTIFY_ERROR Indication shall be generated by the consumer MAIYin eith¢r
the ReRegister Initiated State, Registered State or Deregister Initiated State upgn
one of two events:

1) the reception of a NOTIFY_ERROR Message, once checked via the Accegs
Control interface, from a broker;

2) an error raised by the local communication layer.

3.5.6{11.10.4Effect on Reception

a) Reception of a NOTIFY_ERROR Request shall, once checked via the Acce;
Control interface, cause the broker MAL-to transmit a NOTIFY_ERROR Message
to the consumer.

w»

b) The pattern shall end at this point-for the broker.

c) On reception of a NOTIEFY. ERROR Message by the consumer MAL, once the
message has been checked via the Access Control interface, the consumer MAL shall
end the interaction by passing the error to the consumer application.

3.5.6/11.10.5Message’Header

a) For the NOTIFY_ERROR Message the message header fields shall be the same ¢
for the \NOTIFY Message except for the ‘Is Error Message’ field which is set fo
TRUE.

7]

b)y—The Error mformmation stattmmedratety fottow the message header:

3.5.6.11.11DEREGISTER

3.5.6.11.11.1Function

a) The DEREGISTER Request primitive shall be used by the consumer to end
subscriptions for the specified subscription identifiers.
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b) The DEREGISTER Indication primitive shall be used by the broker MAL to deliver
a DEREGISTER Message to a broker and end existing subscriptions for the
specified subscription identifiers.

3.5.6.11.11.2Semantics

DEREGISTER Request and DEREGISTER Indication shall provide parameters as

foHoews:

Q
TTO VWSt

(DEREGISTER Message Header, List<Identifier>, QoS properties)

)

5.6.11.11.3When Generated

a) A DEREGISTER Request shall be used by the consumer Japplication with the
consumer MAL in the Registered State at any time to end a-subscription.

b) A DEREGISTER Indication shall be generated<by the broker MAL in the
Registered State upon reception of a DEREGISTER Message, once checked via
the Access Control interface, from a consumer.

[)

5.6.11.11.4Effect on Reception

a) Reception of a DEREGISTER Regquiest shall, once checked via the Access Cantrol
interface, cause the consumer MAL in the Registered State to end the sgt of
subscriptions by transmitting 2 DPEREGISTER Message to the broker.

b) The consumer MAL shall-enter the Deregister Initiated State for each identified
subscription.

¢) On reception of & DEREGISTER Message by the broker MAL, once the mefsage
has been checked' via the Access Control interface, the broker MAL shall entgr the

Deregister.“Initiated State for each of the identified subscriptions and pass a
DEREGISFER Indication to the broker.

d) The broker shall then remove the specified subscriptions of the consumer.

w

5:6.11.11.5Message Header

a) For the DEREGISTER Message the message header fields shall be as defined in 3.4
except for the fields in table 3-41.

b) The contents of the subscription Identifier list, as specified in the operation template,
shall immediately follow the message header.
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Table 3-41: DEREGISTER Message Header Fields

Field Value
URI From Consumer URI
Authentication Id Consumer Authentication Identifier
URI To Broker URI
Interaction Type PUBSUB
Interaction Stage 7
Tlransaction Id Provided by consumer MAL

3.5.6{11.12DEREGISTER_ACK

3.5.6{11.12.1Function

a) The DEREGISTER_ACK Request primitive shall be @sed by the broker fo
acknowledge the termination of a PUBSUB Interaction subscription by the consumef.

b) The DEREGISTER_ ACK Indication primitive shall be used by the consumer MA[L
to deliver a DEREGISTER_ACK Message to a ¢consumer.

3.5.6{11.12.2Semantics

DEREGISTER_ACK Request and DEREGISTER ACK Indication shall provide
pararpeters as follows:

(DEREGISTER ACK Message Header, QoS properties)

3.5.6,11.12.3When Generated

a) A DEREGISTER ACK Request shall be used by the broker with a broker MAL 1n
the Deregister Initiated State to acknowledge the successful deregistration by |a
consumet @fa set of subscriptions in a PUBSUB Interaction.

b) A DEREGISTER_ACK Indication shall be generated by the consumer MAL in the
Dereégister Initiated State upon reception of a DEREGISTER_ACK Message,
once checked via the Access Control interface, from a broker.

3.5.6.11.12.4Effect on Reception

a) Reception of a DEREGISTER_ACK Request shall, once checked via the Access
Control interface, cause the broker MAL to transmit a DEREGISTER ACK
Message to the consumer.
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b) The interaction shall end at this point for the broker for each of the identified
subscriptions.

¢) On reception of a DEREGISTER_ACK Message by the consumer MAL in the
Deregister Initiated State, once the message has been checked via the Access
Control interface, the consumer MAL shall pass the DEREGISTER ACK
Indication to the consumer application.

d) The interaction shall end here for the consumer for the set of subscriptions in the
initiating DEREGISTER Message.
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3.5.6.11.12.5Message Header

For the DEREGISTER_ACK Message the message header fields shall be as defined in 3.4
except for the fields in table 3-42.

Table 3-42: DEREGISTER_ACK Message Header Fields

Hield Valge
URI From Broker URI
Authentication Id Broker Authentication Identifier
URI To Consumer URI
QoSlevel QoS level from first REGISTER message
Priority Priority from first REGISTER message
Interaction Type PUBSUB
Tijteraction Stage 8
Tiransaction Id Transaction Id from initial message

3.5.6{11.13PUBLISH_DEREGISTER

3.5.6}11.13.1Function

a) The PUBLISH_DEREGISTER Request primitive shall be used by the provider fo
end a PUBSUB Interaction.

b) The PUBLISH DEREGISTER Indication primitive shall be used by the broke¢r
MAL to deliver a PUBLISH DEREGISTER Message to a broker and end |a
PUBSUB Interaction far the specified provider.

3.5.6{11.13.2Semantics

PUBLISH DEREGISTER Request and PUBLISH _DEREGISTER Indication shalll
provide parametérs as follows:

(PUBLISH_DEREGISTER Message Header, QoS properties)

3.5.6.11.13.3When Generated

a) A PUBLISH_DEREGISTER Request shall be used by the provider application
with the provider MAL in the Registered State to end the interaction.

b) A PUBLISH DEREGISTER Indication shall be generated by the broker MAL in
the Publish Initiated State upon reception of a PUBLISH_DEREGISTER
Message, once checked via the Access Control interface, from a provider.
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3.5.6.11.13.4Effect on Reception

a) Reception of a PUBLISH_DEREGISTER Request shall, once checked via the
Access Control interface, cause the provider MAL in the Registered State to request
the end of the interaction by transmitting a PUBLISH_DEREGISTER Message to
the broker.

b) The provider MAL shall enter the Deregister Initiated State.

¢) On reception of a PUBLISH_DEREGISTER Message by the broker MAL, onge the
message has been checked via the Access Control interface, the broker MALE |shall
enter the Publish Deregister Initiated State.

d) The broker shall then remove the provider from the list of allowed publishers.

315.6.11.13.5Message Header

For the PUBLISH_DEREGISTER Message the message header fields shall be as deffined
i 3.4 except for the fields in table 3-43.

Table 3-43: PUBLISH_DEREGISTER Message Header Fields

Field ,,@ © Value
URI From Provider URI
Authentication Id Provider Authentication Identifi¢r
URI To Broker URI
Interaction Type PUBSUB
Interaction Stage 9
Transaction Id Provided by provider MAL

[9>)

5.6.11.14PUBLISH_DEREGISTER_ACK

w

5.6.11.14:1Function

a) VFhe PUBLISH DEREGISTER_ACK Request primitive shall be used by the
broker to acknowledge the termination of a PUBSUB Interaction by the provider

b) The PUBLISH DEREGISTER ACK Indication primitive shall be used by the
provider MAL to deliver a PUBLISH DEREGISTER _ACK Message to a
provider.
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3.5.6.11.14.2Semantics

PUBLISH_DEREGISTER_ACK Request and PUBLISH_DEREGISTER ACK
Indication shall provide parameters as follows:

(PUBLISH_DEREGISTER ACK Message Header, QoS properties)

3.5.611.14 3When Generated

o

A PUBLISH_DEREGISTER_ACK Request shall be used by the broker with-the
broker MAL in the Publish Deregister Initiated State to acknowledge thHe
successful deregistration by a provider in a PUBSUB Interaction.

b) A PUBLISH_DEREGISTER_ACK Indication shall be generated by the provid¢r
MAL in the Deregister Initiated State upon _fteception of
PUBLISH_DEREGISTER ACK Message, once checked yia-the Access Contr
interface, from a broker.

— 8

3.5.6{11.14.4Effect on Reception

a) Reception of a PUBLISH_DEREGISTER_ACK Request shall, once checked via
the Access Control interface, cause the broker MAL to transmit the suppligd
acknowledgement as a PUBLISH_DEREGISTER _ACK Message to the provider.

b) The interaction shall end at this point for the broker.

c) On reception of a PUBLISH_DEREGISTER_ACK Message by the provider MAL in
the Deregister Initiated State, once the message has been checked via the Acce
Control interface, the providet MAL shall pass the PUBLISH_DEREGISTER_ACK
Indication to the providen application.

wn

d) The interaction shall'end here for the provider.

CCSDS 521.0-B-2 Page 3-96 March 2013

© 1SO 2015 — All rights reserved


https://standardsiso.com/api/?name=f020a45b8b26b6d18e4e919235882e86

ISO 18202:2015(E)
CCSDS RECOMMENDED STANDARD FOR
MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

3.5.6.11.14.5Message Header

For the PUBLISH _DEREGISTER_ACK Message the message header fields shall be as
defined in 3.4 except for the fields in table 3-44.

Table 3-44: PUBLISH_DEREGISTER_ACK Message Header Fields

URI From Brokfe\t\!%d

Authentication Id Broker Authentication Iﬁ}ﬁtiﬁ 2
URI To ProVider URI
QoSlevel QoS level from first PUBLISH_REG.&I%R message
Priority Priority from first PUBLISH 1J{B}ISTER message
Interaction Type k\‘O PUBSUB
Interaction Stage < o 10
Transaction Id Transaction Id fr@Q)\rovider deregister message
A Y
)
3{5.6.12 Example \‘Q@
The following example shows a simple exaniple service that contains a single PUB{ISH-
SUBSCRIBE operation: X\
O
,_\\C)b testPubSub

PUBLISH-SUBSCRIBE

Boolean

PUBLISH/NOTIFY Integer
% TestNotify
QY
Tihe Tes@% structure is defined below:
TestNotify
Composite
Example Only

time Time Yes Example Time item
value Integer Yes Example Integer item
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To register for this PUBLISH-SUBSCRIBE pattern, a consumer shall send the following

message:

Message Header

It coptains a standard pattern body for the register message. This shall re@ in the followirlg
pwledgement message being sent:

ackn

URI From | Auth Id URITo |[Timestamp, QoS Priority | Domain Zone Session [Interaction| Stage Trans Id Area Service |Operation| Version Is Error
Subscription
List<EntityRequest>
BTty ReqUeSt BTty Request
Su"s?;'pt'o" List<EntityKey> List<EntityKey> CD
List count only Only \
> EntityKey on EntityKey on
List count Change |List count Change Q
st | 2nd | 3 4th 1st | 2nd ard 4th ('1/
.
Sub 123 2 1 A 2 0 0 False 1 A 3 0 0 True

&

Message Header

6\\

URI From (| Auth Id

To ppblish an update on this topic a previously registere Q('i provider would send the followirlg
messpge to the message broker. In this example t\@updates are being generated at the sanfe

Priority | Domain

Session [Interaction| Stage

Trans Id

Is Error

time: 4\
O
Message i—!e’}er
URI From | Auth Id URITo [Timestamp| QoS Priority Domain Zone 'Ssi Interaction| Stage Trans Id Area Service |Operation| Version Is Error
- |
3
'y \\
LlstWeade»
UpdateHeader r'V UpdateHeader
N .
. tityKey EntityKey
List count Time Source | Update Time Source | Update
> stamp URI Type 2nd 3rd 4th stamp URI Type 1st 2nd 3rd 4th
Foe— ]
2 SCX Upd@ Y 2 1 2 SCX | Update: | A 4 1 2
- c‘
List<Bo& n} List<Integer> List<TestNotify>
: =) Test Notify Test Notify
i ﬁs List count List count
S% Boolean | Boolean Integer Integer Time Value Time Value
2 False True 2 33 44 2 Today, 09:30 1234 Today, 09:30 8888
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When an update is required the following notify message will be sent from the message
broker to the consumer:

Message Header

URI From | Auth Id URI To imestamp QoS Is Error

Domain Zone

Priority Session [Interaction| Stage Trans Id Area Service |Operation| Version

List<UpdateHeader> List<Boolean> List<Integer> List<TestNotify>

UpdateHeader Test Notify

Subscription

Id List count EntityKey

Time Source | Update
stamp URI Type 1st 2nd 3rd 4th

Sub 123 1 SCX Update A 2 1 2 1 False 1 33 1 Today, 09:30 1234 (L
.

4

List count List count List count \63

Boolean Integer Time Value

No acknowledgment of the notify message shall be sent by the consung.'\

When the consumer wants to deregister, the following message wo\l}i%)be sent:
o)

2
Message Header Q List<Identifier>|

1sError || List 1d
count

1 Sub123 .

N
Ui From | Auth 1d Priority | Domain Session |Interaction| Stage | Trans Id rvice |Operation | Version

7
Which would result in the following acknowled§f®1t being received:

— &P
Message Heade\\()
bl From | Authid | URITo [fimestamp| QoS | Priority | Domain | Zome | Session |interaction| Stage | Tramsld | Area | Service |Operation| Version | Is Error

S

N\

NOTE - An actual service sg@cation, rather than the example given here, would|fully
specify the meanig‘of, and required values of, all structures used by the seryice.
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3.6 ACCESS CONTROL INTERFACE
3.6.1 CHECK MESSAGE INTERACTION
3.6.1.1 Overview

The CHECK pattern is similar to the REQUEST Interaction Pattern: a MAL Message is
passed in and the Access Control component responds with a return MAL message

ﬁ Uke 2 26\ Noacknowdedeement otherthan the recnance 1¢ cant
gure3-26)-No-acknowledgementotherthanthe response-is-sent:

MAL Access Control

CHECK
sed / CHECK

RESPONSE

Figure 3-26: CHECK Access Control Pattern Message Sequence

3.6.1{2 Description

The CHECK pattern provides a simple request/response message exchange that is used by|a
MATL implementation to perform AccessControl.

NOT[E - It is not expected that, this pattern will be implemented via a message transport
as it is expected to b&amplemented as a local API used by the MAL. It is shown
here as a pattern for Consistency.

-

3.6.1{13 Usage

a) The CHECK pattern shall be used only by the MAL for the checking of incoming and
outgoing messages. It is not used by any other component.

b) A cdompliant MAL implementation shall follow the sequences defined in sections (4
and 5 of reference [1] for interacting with an access control component.

c) A broker in a Publish Subscribe pattern shall also submit any NOTIFY and PUBLISH
Messages to its Access Control component.

d) Access to sensitive data distributed via the PUBSUB pattern shall be filtered at this
point if required.

NOTE - For the restriction of sensitive data it is legitimate for a broker to integrate
the CHECK logic into the subscription matching logic.
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3.6.1.4 Error Handling

Access Control

MAL

i
seq CHECK Fail / i
CHECK .

1 >‘L‘

1

1

1

FRROR
\\\\\

(\'\<O
57
Figure 3-27: CHECK Access Control Pattern Error Seque‘lbgql

a) The response shall be replaced with an error message (seecse\lon 5) if an [error
occurs during the processing of the operation (figure 3-27). %

b) Either the response or the error message shall be retum&d(bxt never both.

316.1.5 Operation Template N\
P P S\&

¢

ma
|
|
1

he CHECK pattern template is below: $\\9

%) )
Table 3-45: CHng Operation Template

—

IN A4 CHECK MAL message
ouT fo\:j RESPONSE MAL message
S
&
e
o,
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3.6.1.6 Primitives

The pattern is not an abstract interface that provides interoperability. However, it is a
function that is required by the MAL.

Table 3-46: CHECK Primitive List

CHECK (19
Q‘l/
RESPONSE Q_\(‘l/
ERROR o~
<
S
3.6.1{7 State Charts <<
QO

No state charts are provided for this pattern. The MAL shall initiate the pattern using the
CHECK primitive and shall block until either the Respo&é% r Error Indication is received.

S\
3.6.1{8 Requests and Indications A.\Q)$
3.6.1{8.1 CHECK \L:\'O
3.6.1{8.1.1 Function Q’\\CJ

The CHECK Request primiti\@hfl be used by the MAL to initiate a CHECK Interaction,

O

368,12 Semantiesc O

CHECK Reques&i@? provide parameters as follows:

?\
O
S

A
3.6.1 §..D.3 When Generated

(MAL Message, QoS properties)

a) CHECK Request shall be generated by the MAL after reception of a message from
either the application or from a transport.

b) It is implementation and deployment specific what checks an implementation of the
Access Control component shall perform upon reception of a CHECK Request.
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3.6.1.8.2 RESPONSE
3.6.1.8.2.1 Function

The RESPONSE Indication primitive shall be used by the Access Control component to
deliver a RESPONSE Message to the MAL.

3.6.1.82.2 Semantics

=

[ESPONSE Indication shall provide parameters as follows:

(MAL Message, QoS properties)

316.1.8.2.3 When Generated
RESPONSE Indication shall be generated upon reception of a RESPONSE Message |from

the Access Control component.

316.1.8.2.4 Effect on Reception

a) On reception of a RESPONSE Indication'the MAL shall end the interaction pgttern
with success.

b) The returned message shall then beyused by the MAL from that point onwards.

316.1.8.3 ERROR
3/6.1.8.3.1 Function

he ERROR Indication primitive shall be used by the Access Control component to ¢nd a
HECK Interaction.with an error.

el

316.1.8.3.2-.\Semantics

es|

RROR Indication shall provide parameters as follows:

(Error Number;, Extratmformmatiom, QoS propertics)

3.6.1.8.3.3 When Generated

a) An ERROR Indication shall be generated upon reception of an ERROR Message
from the Access Control component.
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b) The Access Control component shall return AUTHENTICATION FAIL if the
supplied message fails authentication checks. These checks are implementation and
deployment specific.

c) The Access Control component shall return AUTHORISATION FAIL if the
authenticated supplied message fails authorisation checks. These checks are
implementation and deployment specific.

3.6.1{8.3.4 Effect on Reception

a) On reception of an ERROR Indication the MAL shall end the interaction’ with gqn
erTor.

b) If the Access Control error is to be transmitted to another MAL thew the resultant
error message shall not be passed to the Access Control component as it originatdd
from that.

c) The behaviour of the MAL from this point onwards is defined"in reference [1].

3.7 | TRANSPORT INTERFACE
3.7.1f GENERAL

This [subsection defines the abstract interface that’a Transport layer provides to the MAL. [t
specifies what facilities must be made available to a compliant MAL and also the requirgd
behayiour of the Transport.

The ppecification of this for a particular technology is called a Transport Specification. [t
definles the mapping from the abstract MAL data structures into a specific and unambiguoys
encofling of the messages for that specific data transport. (For further information on this, sge
refergnce [1].)

A Transport Specification shall list, for each supported QoS, the MAL errors it may
raise.

o

b) A Trauasport Specification shall define, for each supported QoS, the conditions whigh
trigger-the raising of the listed MAL errors.

c) A Transport Specification shall define, for each supported QoS, the QoS properties it
supports.

d) A Transport Specification shall define, for each supported QoS, the effect the QoS
properties have on its behaviour.

e) A Transport Specification shall define, for each supported QoS, the message timeout
behaviour.
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f) If Transport Specification supports the QUEUED QoS, then it shall define its
behaviour in terms of message persistence and purging.
3.7.2 SUPPORTEDQOS INTERACTION
3.7.2.1 Overview

The SUPPORTEDQOS pattern is similar to the REQIUIEST Interaction Pattern No
cknowledgement other than the response is sent (figure 3-28).

o

MAL Transport

seq SUPPORTEDQOS/

SUPPORTEDQOS

RESPONSE

Figure 3-28: SUPPORTEDQOS Transpoéit Pattern Message Sequence

7]

7.2.2 Description

—

he SUPPORTEDQOS pattern provides a simple request/response message exchange that is
sed by a MAL implementation to determine which QoS levels are supported by a specific
ransport layer implementation.

- =

NOTE - It is not expected that this pattern will be implemented via a message, aq it is
expected tobe implemented as a local API used by the MAL to access the
Transpoftlayer. It is shown here as a pattern for consistency.

3(7.2.3 Usage

he SUPPORTEDQOS pattern shall be used only by the MAL for the checking of supported
oS levels. It is not used by any other component.

o=

3.7.2.4 Error Handling

No Errors shall be raised.
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3.7.2.5 Operation Template

The SUPPORTEDQOS pattern template is below:

Table 3-47: SUPPORTEDQOS Operation Template

SUPPORTEDQOS

N SUPPORTEDQOS QoSLevel |
OUT RESPONSE Booleg®”

3.7.2{6 Primitives s\\cJ

The pattern is not an abstract interface that provides interope@b%ity. However, it is |a
function that is required by the MAL. QQ
N\

N
Table 3-48: SUPPORTEDQQ{S\@rlmitive List

SUPP EDQOS
\g@r Q

O
( JRESPONSE

S

S

3.7.2{7 State Charts C)

No sfate charts are p ed for this pattern. The MAL shall initiate the pattern using the
initiall primitive an 1 block until a response is received.

3.7.218 R sts and Indications

372 &g’} SUPPORTEDQOS

3.7.2.8.1.1 Function

The SUPPORTEDQOS Request primitive shall be used by the MAL to determine if a
Transport supports a specific QoS level.
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3.7.2.8.1.2 Semantics
SUPPORTEDQOS Request shall provide parameters as follows:

(QoSLevel)

3.7.2.8.1.3 When Generated

SlUPPORTEDQOS Request shall be generated by the MAL when first interacting-with a
pecific Transport.

721

[7)

7.2.8.1.4 Effect on Reception

=

eception of a SUPPORTEDQOS Request shall result in a return of a RESPQNSE
hdication.

o

w

7.2.8.2 RESPONSE

3/7.2.8.2.1 Function

a) The RESPONSE Indication primitive shall be used by a Transport layer to d¢liver
the response to a SUPPORTEDQOS Request to the MAL.

b) If the Transport supports the QoSclevel it shall return ‘True’ in the indication, ‘Halse’
otherwise.

3/7.2.8.2.2 Semantics

=

[ESPONSE Indication'shall provide parameters as follows:

(Boolean)

3{7.2.8.2.3~ \When Generated

RESPONSE Indication shall be generated by the Transport layer in response [to a
S|UPPORTEDQOS Request.

3.7.2.8.2.4 Effect on Reception

The effect on reception of a RESPONSE Indication by the MAL is MAL implementation
specific.
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3.7.3 SUPPORTEDIP INTERACTION
3.7.3.1 Overview

The SUPPORTEDIP pattern is similar to the REQUEST Interaction Pattern. No
acknowledgement other than the response is sent (figure 3-29).

MAL Transport

seq SUPPORTEDIP/
: SUPPORTEDIP

RESPONSE

Figure 3-29: SUPPORTEDIP Transport Pattern Méssage Sequence

3.7.3;12 Description

The SUPPORTEDIP pattern provides a simple request/response message exchange that |s
used [by a MAL implementation to determine which MAL Interaction Patterns are supportgd
by a ppecific Transport layer implementation,

w2

NOTEE - It is not expected that this- pattern will be implemented via a message, as it
expected to be implemented as a local API used by the MAL to access the
Transport layer. It is shown here as a pattern for consistency.

3.7.313 Usage

The [SUPPORTEDIP-pattern is only used by the MAL for the checking of supportdd
intergction patterns.~Mt is not expected to be used by any other component.

3.7.314 Error Handling

No Brrofs shall be raised.
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3.7.3.5 Operation Template

The SUPPORTEDIP pattern template is below:

Table 3-49: SUPPORTEDIP Operation Template

SUPPORTEDIP

IN SUPPORTEDIP Interaction

OUT RESPONSE B@@: n
NO”

O

3/7.3.6 Primitives s\\cJ

The pattern is not an abstract interface that provides interQability. However, if is a
fiinction that is required by the MAL. Q
N\

O
Table 3-50: SUPPORTE\]{)\@’\)rimitive List

\i@PORTEDIP

O
(" RESPONSE

>

3{7.3.7 State Charts C)

No state charts a%@bvided for this pattern. The MAL shall initiate the pattern using the
initial primitive@ block until a response is received.

317.3.8 @quests and Indications

v
3 xgs.l SUPPORTEDIP

3.7.3.8.1.1 Function

The SUPPORTEDIP Request primitive shall be used by the MAL to determine if a
Transport supports a specific interaction pattern.
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3.7.3.8.1.2 Semantics
SUPPORTEDIP Request shall provide parameters as follows:

(InteractionType)

3.7.3.8.1.3 When Generated

SUPPORTEDIP Request is generated by the MAL when first interacting with a specific
Transgport.

3.7.3{8.1.4 Effect on Reception
Reception of a SUPPORTEDIP Request shall result in a return-'of a RESPONSE
Indigation.

3.7.3{8.2 RESPONSE

3.7.3{8.2.1 Function

a) The RESPONSE Indication primitive shall'be used to deliver the response to [a
SUPPORTEDIP Request to the MAL.

b) If the Transport supports the interaction pattern it shall return ‘True’ in the indicatiof
‘False’ otherwise.

-

e

“

c) It is expected that Transports’shall return ‘True’ for interaction patterns SENII
SUBMIT, REQUEST, INVOKE, and PROGRESS, as these do not require any
special processing by thie\Transport layer.

d) Transports shall only return ‘True’ for support of the PUBLISH-SUBSCRIBE
interaction patterif they support the broker aspect natively.

3.7.318.2.2 Semantics

RESPONSE Indication shall provide parameters as follows:

(Ronlagn)

DooTTarty

3.7.3.8.2.3 When Generated

RESPONSE Indication shall be generated by the Transport layer in response to a
SUPPORTEDIP Request.
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3.7.3.8.2.4 Effect on Reception

On reception of a RESPONSE Indication with the ‘False’ value for the PUBLISH-
SUBSCRIBE pattern, the MAL shall implement the PUBLISH-SUBSCRIBE pattern
internally.

3.7.4 TRANSMIT INTERACTION

3{7.4.1 Overview

The TRANSMIT pattern (figure 3-30) is similar to the SUBMIT Interaction Patter.

MAL Transport

seq TRANSMIT /
f TRANSMIT

ACK

Figure 3-30: TRANSMIT Transport Pattern Message Sequence

317.4.2 Description

The TRANSMIT pattern proyvides a simple transmit/acknowledgement message exchange
that is used by a MAL implementation to pass MAL messages to the Transport laygr for
tjansmission.

NOTE - It is notCexpected that this pattern will be implemented via a message, aq it is
expected to be implemented as a local API used by the MAL to access the
Transport layer. It is shown here as a pattern for consistency.

317.4.3>Usage

The<TRANSMIT pattern 1s nnly PYpP(‘fP{" to be used h_y the MAIL for the transmission of
MAL Messages. It not expected be used by any other component.
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3.7.4.4 Error Handling

MAL Transport

! !
seq TRANSMIT / i

d TRANSMIT |

1 >‘L‘

ERROR
< J \>)

T N

i ! o

| | N\J

Figure 3-31: TRANSMIT Transport Pattern Error Sequer@q/

The acknowledgement shall be replaced with an error messageé@: section 5) if gn
error occurs during the processing of the operation (figure 3-3;1\.

o

b) Either the acknowledgement or the error message shall be@tﬁ)med but never both.

L
3.7.4l5 Operation Template s\&
The TRANSMIT pattern template is below: $’\‘.Q
X
Table 3-51: TRANS,@T Operation Template
e

N TRANSMIT

IN O TRANSMIT MAL Message
OUT X ACK
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3.7.4.6 Primitives

The pattern is not an abstract interface that provides interoperability. However, it is a

function that is required by the MAL.

Table 3-52: TRANSMIT Primitive List

ISO 18202:2015(E)

3(7.4.7 State Charts 0<(
No state charts are provided for this pattern. The M
igitial primitive and block until a response is received:

&
317.4.8 Requests and Indications A.\Q)$
317.4.8.1 TRANSMIT \J:\O
3|7.48.1.1 Function Q\O

.

the Transport layer for tr: ission.
e’
7.4.8.1.2 Sem@tlcs

9]

=

RANSMI'@"equest shall provide parameters as follows:

O
S
?\
o_)&

(MAL Message, QoS properties)

TRANSMIT (19
Q‘ l/
ACK <
ERROR o~
<
S

The TRANSMIT Requf,esfﬁ&hi‘tive shall be used by the MAL to pass a MAL Message to

shall initiate the pattern usinyg the

3.7.4.8.1.3 When Generated

TRANSMIT Request shall be generated by the MAL when using the Transport layer to

transmit messages.
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3.7.4.8.1.4 Effect on Reception

a) On reception of a TRANSMIT Request a Transport layer shall return an ACK
Indication if the transmission of the message is successful as far as can be
determined initially by the Transport.

b) The determination of success is Transport specific. For example, for a message
broker-based transport, this may mean successful transmission to the local broker.

3.7.48.2 ACK
3.7.4/8.2.1 Function
The ACK Indication primitive shall be used by the Transport layer to indicate-to the MAL|a
succgssful transmission of a message in response to a TRANSMIT Requeést.
3.7.4/8.2.2 Semantics

ACK Indication does not use any parameters.

3.7.4{8.2.3 When Generated
An ACK Indication shall be generated by the Transport layer in response to a TRANSMI|I
Request when the request was successful.
3.7.4{8.2.4 Effect on Reception

The ¢ffect on reception of an ACK Indication by the MAL is defined in reference [1].

3.7.4{8.3 ERROR
3.7.418.3.1 Function

The [ERRQRIndication primitive shall be used by the Transport layer to deliver |a
transmission failure ERROR Message to the MAL.

3.7.4.8.3.2 Semantics
ERROR Indication shall provide parameters as follows:

(ERROR Message Header, Error Number, Extra Information, QoS properties)
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3.7.4.8.3.3 When Generated

An ERROR Indication shall be generated by the Transport layer if there is an error during
transmission.

3.7.4.8.3.4 Effect on Reception

The effect on rP(‘Pp’rinn of an ERROR Indication by the MAT is defined in reference H].

317.5 TRANSMITMULTIPLE INTERACTION

(9>)

7.5.1 Overview

—

he TRANSMITMULTIPLE pattern (figure 3-32) is similar to the SUBMIT Intergction
attern.

g

MAL Transport

seq TRANSMITMUL11PLE/

TRANSMITMULTYPRE

ACK

Figure 3-32: TRANSMITMULTIPLE Transport Pattern Message Sequence

3(7.5.2 Description

—

he TRANSMITMULTIPLE pattern provides a simple transmit/acknowledgement megsage
kchange that-is used by a MAL implementation to pass a set of MAL messages tp the
ransport layer for transmission.

— o

NOTE-= "It is not expected that this pattern will be implemented via a message, a{ it is
expected to be implemented as a local API used by the MAL to access the

Transpnrt ]a.‘]IF‘Y‘. Tt I'Q e]’\n\vx'rn ]’\PI"P aC a pattpm 'Ff\}" f‘(\ﬂCinPﬂf‘}/'

3.7.5.3 Usage

The TRANSMITMULTIPLE pattern is only expected to be used by the MAL for the
transmission of MAL Messages. It is not expected to be used by any other component.

CCSDS 521.0-B-2 Page 3-115 March 2013

© ISO 2015 — All rights reserved


https://standardsiso.com/api/?name=f020a45b8b26b6d18e4e919235882e86

ISO 18202:2015(E)

CCSDS RECOMMENDED STANDARD FOR
MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

3.7.5.4 Error Handling

MAL Transport

seq TRANSMITMUL11PLE/

TRANSMITMULTIPLE

A J

ERROR
< )
_!J o
| S
Qv
Figure 3-33: TRANSMITMULTIPLE Transport Pattern Error §\ nce

L
1
1
1
1

a) The acknowledgement shall be replaced with an error messageé@ section 5) if gn
error occurs during the processing of the operation (figure 3-3{.

b) Either the acknowledgement or the error message shall be@tﬁ)med but never both.

L
3.7.5l5 Operation Template s\&
%
The TRANSMITMULTIPLE pattern template is b%d@
X
Table 3-53: TRANSMITM\@JTIPLE Operation Template
e

\\Q TRANSMITMULTIPLE

IN () TRANSMITMULTIPLE MAL Message List
OUT o ACK
N\
&
e
o,
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3.7.5.6 Primitives

ISO 18202:2015(E)

The pattern is not an abstract interface that provides interoperability. However, it is a

function that is required by the MAL.

Table 3-54: TRANSMITMULTIPLE Primitive List

TRANSMITMULTIPLE

ACK

ERROR

317.5.7 State Charts
ipitial primitive and block until a response is received.

3(7.5.8 Requests and Indications
317.5.8.1 TRANSMITMULTIPLE

3/7.5.8.1.1 Function

T
MAL Messages to the Transport layer for transmission.

317.5.8.1.2 Semantics
TRANSMITMULTIPLE Request shall provide parameters as follows:

List of (MAL Message, QoS properties)

No state charts are provided for this pattern. The MAL. shall initiate the pattern usinyg the

he TRANSMITMULTIPEE Request primitive shall be used by the MAL to pass a list of

3.7.5.8.1.3 When Generated

a) A TRANSMITMULTIPLE Request shall be generated by the MAL when using the

Transport layer to transmit messages.

b) The pattern may be used when using a MAL-level broker for a Publish/Subscribe

Notify message, i.e., one Notify for each consumer.
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3.7.5.8.1.4 Effect on Reception

a) On reception of a TRANSMITMULTIPLE Request a Transport layer shall return
an ACK Indication if the transmission of the messages are all successful as far as
can be determined initially.

b) The determination of success shall be Transport specific. For example, for a message
broker-based transport, this may mean successful transmission to the local broker.

3.7.5|8.2 ACK
3.7.5/8.2.1 Function

The ACK Indication primitive shall be used by the Transport layer to indicate-to the MAL|a
succgssful transmission of a list of messages in response to a TRANSMITMULTIPLE
Request.

3.7.5{8.2.2 Semantics

ACK Indication does not use any parameters.

3.7.5{8.2.3 When Generated
An ACK Indication shall be generatedOby the Transport layer in response to |a
TRANSMITMULTIPLE Request when the request was successful.
3.7.5|8.2.4 Effect on Reception

The pffect on reception of an ACK Indication by the MAL shall be as defined for the
TRANSMIT pattern ACK-Indication.
3.7.5|8.3 ERROR

3.7.5/8.3.1 <Function

The [ERROR Indication primitive shall be used by the Transport layer to deliver |a
transmission failure ERROR Message to the MAL.

3.7.5.8.3.2 Semantics
ERROR Indication shall provide parameters as follows:

List of (ERROR Message Header, Error Number, Extra Information, QoS properties)

CCSDS 521.0-B-2 Page 3-118 March 2013

© 1SO 2015 — All rights reserved


https://standardsiso.com/api/?name=f020a45b8b26b6d18e4e919235882e86



