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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies

(ISO membe

r bodies). The work of preparing International Standards is normally carried out through 1SO

technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and

non-governm

ental, in liaison with 1SQ_also take part in the work 1SO collaborates closely with the

International

International

Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part'2.

The main tagk of technical committees is to prepare International Standards. Draft International Stanflards
adopted by fthe technical committees are circulated to the member bodies for voting. \Publication gs an

International

Attention is g

rights. ISO shall not be held responsible for identifying any or all such patent rights.

ISO 17894 v

SC 10, Computer applications.

Standard requires approval by at least 75 % of the member bodies casting-a vote.

rawn to the possibility that some of the elements of this document may be the subject of gatent

as prepared by Technical Committee ISO/TC 8, Ships an@) marine technology, Subcomrittee

© ISO 2005 — All rights reserved
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Introduction

Systems which include programmable electronic systems (PES) are not exact substitutes for the
electromechanical systems and/or crew tasks which they replace. A new technology is involved, which can
provide opportunities for integration of traditional system components (including crew tasks) and more
complex behaviour. This allows increases in efficiency and safety through improved monitoring, better

situational awareness on the bridge etc However PES are complex products and, like all prodycts, they can
contgin defects. These defects cannot be seen. Software does not respond to traditional enginéefing methods
for thie testing of soundness. The combination of complexity, replacement of a combination.ef.mgchanical and
crew|functions with computer hardware and software, and industry practice in develoging”and maintaining
marine PES leads to a wide range of potential defects which cannot be guarded-against by prescriptive
standards.

The dise of a PES in the management, monitoring or control of a ship may have-several effects:

— potential to enhance the ability and efficiency of the crew;

— ¢hanges in the organization of work through the automation of lower-level tasks;

— iptegration of systems through use of several systems by one seafarer;

— shift in the role of the crew towards the managementefimany linked, complex PES;

— shift of the crew's perception of the ship to that presented by the interfaces of the PES;

— lpyers of embedded and/or application softiare interposed between the crew and the ship;

— physical interconnection of ship systems through the use of computer networks.

The ¢verall effect of the use of PESis that the ship becomes one total system of inter-linked PES and crew
bystem to be
and effective
roach has to
e crew using

gdinst precise,
idents or risky
g in a time of
omplex, new
Hependability
d operator to

assess the rlsks from and to the particular ship, its systems crew and its operating phllosophy, and to address
these specific risks in the design and operation of the PES. Components of the system can then either be re-
designed or operated in such a way as to minimize these risks. The quality of construction, operation and
maintenance of the system to be sure of the achievement of a required level of dependability of the PES is
also defined.

This International Standard is based on best practice in PES development as stated in existing marine,
electrical and electronic, IT, ergonomics and safety standards. It is not intended to replace any of these
standards. It presents a synoptic view of the requirements of these standards as a framework of principles for
the development of dependable PES.
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Ships and marine technology — Computer applications —
General principles for the development and use of
programmable electronic systems in marine applications

A

1

This
guids
use.

efficignt operation of the ship. It contains information for all parties involved. in the specificatio

main
base
this |

NOTH
assoq
may

Natiopal Administration, Classification Society or other contracted<arty) will determine the applicability of th

Stand

2
An o
syste
asse
mear

NOTH

Bcope

International Standard provides a set of mandatory principles, recommended criteria an
nce for the development and use of dependable marine programmable electronic systems
t applies to any shipboard equipment containing programmable elements Which may affeq

enance and assessment of such systems. The principles and guidanc¢e in the documer
] on requirements in national and International Standards. The source standards and their ¢
nternational Standard are presented in the bibliography.

This International Standard does not directly address, pérformance, test or test results
e applied, e.g. IEC 60945, in respect of navigation and radio-Communications equipment. The respon

ard, and its specific requirements where any potential conflict arises.

Conformance

rganization demonstrating compliance-to this International Standard shall provide evidenc
m fulfils the principles stated in Clause 7. The evidence shall be to the satisfaction of an
ssor. This can be achieved through compliance with the criteria given in Clause 7 or by &
s which is to the satisfaction-of'an independent assessor.

The criteria for assessment are given in an itemized list below each principle in Clause 7.

3

The [ollowing‘réferenced documents are indispensable for the application of this documen
refergnces,_only the edition cited applies. For undated references, the latest edition of th
document (including any amendments) applies.

ormative references

j associated
or shipboard
t the safe or
n, operation,
t are largely
pntribution to

requirements

iated with specific types of equipment or functions. In such instances existing application or compornjent standards

sible body (e.g.
s International

e of how its
independent
n alternative

t. For dated
b referenced

ISO 9000:2000, Quality management systems — Fundamentals and vocabulary

ISO 9241-2, Ergonomic requirements for office work with visual display terminals (VDTs) — Part 2: Guidance
on task requirements

ISO 9241-10, Ergonomic requirements for office work with visual display terminals (VDTs) — Part 10:
Dialogue principles

ISO 9241-11, Ergonomic requirements for office work with visual display terminals (VDTs) — Part 11:
Guidance on usability

ISO 10007, Quality management systems — Guidelines for configuration management

© IS0
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ISO 13407, Human-centred design processes for interactive systems

ISO/IEC 2382-1, Information technology — Vocabulary — Part 1: Fundamental terms

ISO/IEC 9126-1, Software engineering — Product quality — Part 1: Quality model

ISO/IEC 12207, Information technology — Software life cycle processes

ISO/IEC 12207:1995/Amd.1:2002, Information technology — Software life cycle processes — Amendment 1

ISO/IEC 12207:1995/Amd.2:2004, Information technology — Software life cycle processes — Amendment 2

IEC 61069-1
of system as|

IEC 61508-4
Part 4: Defin

IEEE 610.12

BS 4778-3.1
related defin

BS 4778-3.2
terms

4 Terms

Industrial-process measurement and control — Evaluation of system properties for the-pu
sessment — Part 1: General considerations and methodology

tions and abbreviations
Standard glossary of software engineering terminology

Quality vocabulary. Availability, reliability and maintainability terms. Guide to concepts
tions

Quality vocabulary. Availability, reliability and maintainability terms. Glossary of interna

and definitions

For the purr

definitions a
the listed def

ses of this document, the following terms and definitions apply. The following referg
stated here since there is some inconsistency between the listed standards and also beg

used in this Ipternational Standard.

41

context of use

the users, goals, tasks, equipment\_(hardware, software and materials), and the physical and

environment
[1SO 9241-11
NOTE S4

4.2

5 in which a product is{used

[—

e A.2 for an ‘elaboration of this term as used in this International Standard.

dangerous

failure which|has the potential to put the safety-related system into a hazardous or fail-to-function state

ilure

(pose

Functional safety of electrical/electronic/programmable electronic safety-related systems —

and

fional

nced
ause

initions are used frequently in this dogumient. Annex A elaborates the concepts behind key ferms

social

[IEC 61508-4]

NOTE

channels to improve safety, a dangerous failure is less likely to lead to the overall dangerous or fail-to-function state.

4.3

dependability
the extent to which a system can be relied upon to perform exclusively and correctly a task under given
conditions at a given instant of time or over a given time interval, assuming that the required external
resources are provided

[IEC 61096-5]

Whether or not the potential is realized may depend on the architecture of the system; in systems with multiple
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failure
the termination of the ability of an item to perform a required function

[IEC

NOTE

Guide 50(191)]

An error is that part of the system state which is liable to lead to failure. A failure occurs because the system is

erroneous [IEC 61508-4]. Error is a discrepancy between a computed, observed or measured value or condition and the
true, specified, or theoretically correct value or condition. (IEC Guide 50(191); [BS 4778])

4.5
fault

the state of an item characterized by inability to perform a required function, excluding the{in
prevéntive maintenance or other planned actions, or due to lack of external resources

[IEC

4.6
fault

the altribute of an item that makes it able to perform a required function in the-presence of certa

item
[IEC

4.7
haza

a sityation that could occur during the lifetime of a product)ssystem or plant that has the potent
injury, damage to property, damage to the environment, ‘e economic loss

[BS 4778]

4.8

prog
a sy
(e.g._
moni

[IEC

NOTH 1 The term PES ineludes all elements in the system, including power supplies, extending from se

input

NOTH 2 See AXPfor an elaboration of this term as used in this International Standard.

4.9
risk
the p

[IEC

Guide 50(191)]

tolerance
aults

51508-4, IEC Guide 50(191), BS 4778]

rd

ammable electronic system

em based on one or more programmable electronic devices, connected to (and including)
sensors) and/or output devices/final elements (e.g. actuators), for the purposes of control,
oring

51508-4]

Hevices, via datahighways or other communicating paths, to the actuators, or other output devices.

pbility during

n given sub-

al for human

nput devices
protection or

nsors or other

robable rate of occurrence of a hazard causing harm and the degree of severity of the harm

51]

NOTE See A.3 for an elaboration of this term as used in this International Standard.

410

software
all or part of the programs, procedures, rules and associated documentation of an information-processing
system

[1ISO

© IS0
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4.11

system life cycle
the activities occurring during a period of time that starts when a system is conceived and ends when the

system is no

longer available for use

[IEC 61508-4]

412
task

the smallest indivisible part of an activity when it is broken down to a level best understood and performed by
a specific user

[BS 4778]

NOTE TH

ere is a distinction between task and function. Function is defined as an elementary operation perforni

the system which, combined with other elementary operations (system functions), enables the system-to’perform

[IEC 61096-1]

413
usability
the extent to
efficiency an

[1ISO 9241-11

414

user

The individu
some task

[I[EEE 610.13

NOTE 1 Fq
in a specific sy
aspects of the

NOTE 2 In
interact with th

NOTE3 In

prospective of

Functions are an attribute of systems whereas tasks are performed by users within work-systems.

which a product can be used by specified users to achieve specified goals with effective
J satisfaction in a specified context of use

]

bl interacting with the system, [ISO 9241-10 and *2] or person, who uses software to pe

]

r a COTS product, the user will include the,designer who customizes the product to fulfil required fun
stem. Throughout the life of a system{ these who customize or maintain the PES will also be users of]
system.

Hividuals or groups that are affected by the output, operation or existence of a PES but who do not d
e PES are classed as stakeholders.

the annexes to this“International Standard, the term “user” is occasionally extended to refer
actual users. This-usage may include, for example, stakeholders such as maintenance staff,

management and different (other) groups of users.

415
validation
confirmation,
application h

through the provision of objective evidence, that the requirements for a specific intended u
hve-been fulfilled

ed by
b task

ness,

rform

ctions

some

irectly

to all

bwner

Se or

[ISO 9000:2000]

NOTE

4.16
verification
confirmation,

Validation demonstrates that the PES, before or after installation, meets the requirements for the PES.

through the provision of objective evidence, that specified requirements have been fulfilled

[ISO 9000:2000]

NOTE

specific life cycle stage meet the inputs to that stage.

In the context of this International Standard, verification is the act of demonstrating that deliverables for a

© ISO 2005 — All rights reserved
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5 Symbols and abbreviated terms

COTS

PES

PE

SIL

V&V

commercial off the shelf
programmable electronic system
programmable electronic devices
safety integrity level

verification and validation

6 |
This
Thes
princ
case

Use of this International Standard
nternational Standard contains a high level set of principles for the development.and use of

ples is intended to prevent readers concluding that a particular principle . will only apply i

The terms used are defined but can be interpreted. This range of interpretation is intentional and i

be a
princ
inten
multi
An a
the c

Durin
minin
need
cons
asse

strength of the approach. It allows the principles and associated. assessment criteria (listeq
ple) to be interpreted for a broad range of PES. This is important because this Internationg
Hed to apply to all PES. The range of business requirements for ships and their systems
dimensional and, as described in the Introduction, all systems form part of the total systen
Esessor, developer or user of a marine PES can place emphasis on particular principles d
pbntext of use of the PES.

g assessment the criteria given as sub-items:{¢’each of the principles in Clause 7 are inter
hum level necessary for the integrity of the-PES. Therefore, those wishing to apply the stan
to fully address all recommendations for-all PES, but the underlying intent of the critern
dered for all PES. Risk and context of use should be taken into account at all tim
Esment.

The guidance given in Annex B provides advice on interpretation of the principles for both low-r

risk R
stand

Orga
pract
princ
PES.

PES. Specific advice on measures to be taken in different risk situations is available in th
ards.

hizations will have\varying degrees of responsibility for different areas of compliance. De
calities and stage-in the life cycle will all be factors in agreeing the interpretation and appl
ples in any partieular project. The principles should be treated as the general safety requirg

Owneérs need. to consider and document the context of use which they wish to create for PES o

shou

d_then allocate the functions which they wish to be implemented by PES and def

requi

e principles are not grouped beyond a split between product and process.. The lack of gr;t

marine PES.
uping of the
a particular

S intended to

below each
| Standard is
is broad and
h of the ship.
epending on

preted at the
jard may not
a should be
bs, including

sk and high-
e supporting

gree of risk,
cation of the
ments for all

nboard. They
ne the user

rements of these systems.

Ship builders, or other integrators of PES in a newbuilding/modification, should apply the principles to their
own work and to each sub-contractor and equipment supplier.

Buyers of marine PES should recognize that some part of the operation of their ships is mediated by computer
software. The principles in this document should be applied to the use and maintenance of PES throughout
the life of the ship in order to minimize any risk arising from this particular technology.

Implementation of the approach to development and operation of PES described in this International Standard
require support from management. In most cases, organizations will have a PES development and/or support
life cycle in place already. How closely this matches up with the life cycle and outputs described in Annexes C
and D of this International Standard will have an impact on how easily it can be accepted.

© IS0
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Annex B contains a general commentary on each principle and also provides specific guidance for particular
participants or stages in the life cycle. Annex E illustrates the issues, actions and responsibilities associated
with use of the standard throughout the life cycle of a system. A list of the principles is given in Annex F.

Implementation of the requirements of this International Standard requires cooperation, thought and shared
responsibility both by PES developers, operators and the organization which is to assess this conformance.
The assessor should work from the principles down to the evidence which is required in order to give
assurance that the particular PES meets the principles. The parties being assessed should work up from the
requirements of the particular PES to the evidence and V&V plan required by the assessor. The result will be
agreed evidence, a test/support programme for the hardware, software, data, documentation and training, and
assigned responsibility for the provision of evidence and fulfilment of requirements. A generic life cycle and list

of project ou

Readers of
managemen
and other dq
between this

navigation equipment, readers are advised to study the annexes, in particular A, B.1 &B2, C and E b

reading the r

7 Principles for marine PES

7.1

The PES shall be demonstrably suitable for the user and the giverrtask in a particular context of use. It

deliver corre
and software

This can be @chieved if the following principles are fulfilled by the PES and its associated elements throu

noise/vibration, fire and explosion, chemical, biological, radiation and occupational health.

Intention for marine PES

The PES$ shall be free from unacceptable risk of harm to persons or the environment.

his International Standard are expected to have some familiarity with the concepts~of q
, systems, safety and software engineering, and human factors. The Bibliography lists stan
cuments that address these topics. In order to gain a clear understanding of-thé relatio
general systems standard and equipment- or application-specific standards, ‘such as thog

bquirements given in Clause 7.

ct, timely, sufficient and unambiguous information t0.its users and other systems. The harg
of the PES shall respond correctly throughout itstlife cycle.

ct principles for marine PES

principle

from hazards arising from both the intrinsic (physical) properties of the PES and its func
ir should be reduced to an acceptable level. These may include mechanical, electrical, the

eptabléetrisk associated with the PES should be based on its intended use, covering all de
g conditions, and reasonably foreseeable misuse.

oite that mav hao 1icad ac 4 hacic far tha cnanifinatinn Af avidanca aro Aivan in Annavac C ond D
ptHStRatayPeu5eaaSaoaStSHohe-SpecHcatoi-oreviaeRceare-gheRH-ARRexeS—oaf .

uality
Hards
hship
e for
efore

shall
ware

jhout

fional
rmal,

fined

its life.

7.2 Produ

7.21 First

P1

a) The risk
behavio

b) The acc
operatin

7.2.2 Seco

P2

a)

b)

c)

6

nd principle

In the event of failure, the PES shall remain in or revert to the least hazardous condition.
Means should be provided to detect dangerous failures before they lead to a hazardous condition.
The PES should remain in, or revert to, a safe state when dangerous failures occur.

Means should be provided to notify users of failures.

© ISO 2005 — All rights reserved


https://standardsiso.com/api/?name=33868005fd265fc8bde50a1263f7a8f4

ISO 17894:2005(E)

7.2.3 Third principle

P3
a)

b)

c)

d)

7.2.4| Fourth principle

P4

7.2.5| Fifth principle

P5

e)

The PES shall provide functions which meet user needs.

The functional requirements of the PES should be achieved for all defined operating conditions.

The set of functions provided should be appropriate for the task. This includes functions for monitoring,

controlling, reporting, protecting and information processing as appropriate.

Suitable means should be provided to select and execute functions as and when required.

] £ 4 HIX DR I ) [ | a4 1 PR
N TUTICuuUrns Proviucu sSTuulu tdRE aLLUUTIU UT'USCl Llidl dULCTISLUS.

Functions shall be appropriately allocated between users and PES.

Functions that are outside the capabilities and limitations of human operators should be all
PES.

The complexity of user allocated functions should be matched to user,skills and abilities.

The functions allocated to the user should form a meaningful set in terms of the task go
vorkload.

[he PES shall be tolerant of faults and input efrors.

Ihcorrect or abnormal inputs from external systems should be rejected or corrected by
ppropriate.

[he PES interface should assist the user in avoiding input errors and in detecting input error
are made and alert the user when they occur.

[he PES should minimize the corrective actions needed to achieve results despite faults and
The PES should have specific features to detect and take actions to tolerate
) residual design‘faults in the hardware and software; and

2) environmental stresses.

The ,operation of protective functions and equipment should not be interfered with by fail

pbcated to the

als and user

the PES as

s where they

input errors.

Lres in other

1’.mctions and equipment.

7.2.6 Sixth principle

P6 The PES shall maintain specified levels of accuracy, timeliness and resource utilization when
used under specified operational and environmental conditions.

a)

b)

The PES should maintain the accuracy, frequency and duration of all outputs at the required levels for

each specified operational and environmental condition.

The PES should maintain the required speed of response and the processing durations for all provided

functions.
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7.2.7 Seventh principle
P7 Unauthorized access to the PES shall be prevented.
a) Unauthorized operation or reconfiguration of the PES should be prevented.

b) Data, software and hardware should be protected from unauthorized modification.

7.2.8 Eighth principle

P8 The PES shall be acceptable to the user and support effective and efficient operation under
specified cdnditions.

a) The PES$ interface should take account of the task environment and performance requirements, and the
charactgristics and competence of typical users.

b) The amount of information presented to the user should be designed to be understandable, accurate and
acceptable under all operational circumstances.

¢) Unnecesgsary operational sequences should be avoided.

d) The opefration of the complete system should meet defined requirements-for effectiveness and effidiency
of operation under representative task conditions.

e) The conjplete system should meet defined requirements for acceptability to typical users.

7.2.9 Ninth principle

P9 The opg¢ration of the PES shall be consistent and‘shall correspond to user expectations df the
underlying Irocess.

a) The usef's model (the required properties, behaviours and analogies to physical or other devices) ¢f the
PES shquld be defined.

b) /O deviges, formats and dialogues should be matched to user characteristics and tasks.
c) The behpviour and appearance-ofithe interface should be consistent.

d) The codes and symbols used-in the interface should be defined and consistent.

e) Feedbagk and explanation should be accurate, understandable and relevant.

f) The intgraction_with, and interface and behaviour of the system should match the expectatiops of
representativé users

7.2.10 Tenth plinbipic
P10 The interaction between the PES and the user shall be controllable by the user.

a) The safe limits to operator control of the interface should be defined and reconciled with the expected
range of user characteristics.

b) Output, feedback and explanation should be adjustable to suit user characteristics and the task needs.
c) Alternative representations of input/output data should be available to suit the needs of user groups.

d) The user should be able to control the sequence and speed of interaction with the PES in order to
achieve safe and effective control.
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e) If interrupted, the user should be able to safely restart a dialogue.

f)  Alternative interaction methods should be provided to support safe operation by the expected range of
users.

7.2.11 Eleventh principle

P11

The PES shall support proper installation and maintenance, including repair and modification.

a) The PES structure should be modular and hierarchical with simple interfaces to other equipment.

b) |

d) T
e)
7.3

7.31
The

the li
7.2a

7.3.2
P12

NOTH
isas

a) |

b) I
i

activities.

hterchangeable PES components should be straightforward to change with:

) simple, loosely coupled interfaces to other components; and

) unambiguous identification.

'he PES should support effective diagnosis to identify faulty components.

[he PES should support inspection and testing following repair or maqdification.

bpecified times to restore the PES to a functioning state after failure should be achieved.
Life cycle principles for marine PES

General
successful realization and use of a dependable>marine PES requires a systematic approad

e of the PES. The key requirements for any-approach which aims to meet the product princ
e described below.

Twelfth principle
All PES life cycle activities shall be planned and structured in a systematic manner.

Adequate shipboard maintenance support in terms of spares, maintenance procedures and tra
becific issue covered by this principle.

life cycle phases-should be defined and contain elementary tasks with specified inputs,

Life cycle{phases should be organized and structured into a methodical sequence which
eratior

h throughout
ples given in

ned personnel

outputs and

provides for

c) ¥k

Plans to cover all life cycle activities should be prepared as appropriate and followed.

7.3.3

Thirteenth principle

P13 The required level of safety shall be realized by appropriate activities throughout the life cycle.

a) Hazards associated with the PES should be identified at all stages of production for all operational
conditions and for reasonably foreseeable misuse.

b) The risks associated with each hazard should be estimated and evaluated for acceptability.

c) Risks should be reduced to an acceptable level by hazard elimination or by implementing specified
protective measures.
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d)

f)

g)

Personn

el should be informed of assigned safety responsibilities in a timely manner.

A description of the hazards and risk management results should be created and maintained throughout
the life cycle.

Safety requirements for the PES should be specified in terms of safety functions to be provided and the

integrity

required of each safety function.

Requirements of applicable legislation, standards and regulations should be addressed when determining

hazards

The lev

, risks and safety requirements.

4 o la
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U

Justific;;[ion of the level of safety achieved should be documented and be traceable to(ithe ¢

require

ents.

7.3.4 Fourteenth principle

P14 Huma

The life

h-centred activities shall be employed throughout the life cycle.

cycle of the PES should be iterative such that it meets clearly defined,user tasks and goals.

The PE$ should take account of applicable knowledge from the human.sciences.

User ch
appropri

Evolutio

1) use

bracteristics should be taken into account throughout ¢the"life cycle of the PES by teams
ate multi-disciplinary skills.

h of the PES is to be led by user feedback obtained by appropriate means from:

s from all interest groups;

2) repiesentative users; and

3) dire

ct user experience of the system-and prototypes.

7.3.5 Fifte¢nth principle

P15 Verifigation and validation ‘activities shall be employed throughout the life cycle.

a)

b)

c)
d)
e)

f)

10

Each lifg cycle phase should be concluded by a verification activity.

Personniel responsible for verification or validation activities should be independent from those pers

respons

ble for theife cycle outputs which are being verified or validated.

The PE$ should be validated against the PES requirements.

afety

with

bnnel

The criteria, techniques and tools used for verification and validation activities should be specified.

All safety functions should be tested with test cases that are traceable to safety requirements.

All modifications to the PES should be verified and validated.
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7.3.6 Sixteenth principle

P16
a)
b)

c)

All parties involved in life cycle activities shall have and use a quality management system.
The quality system should accord with an appropriate standard or Code of Practice.
Quality activities should be performed throughout the life cycle.

The independence requirements for roles associated with quality, safety, verification, validation and
assessment activities should be specified and observed.

7.3.7] Seventeenth principle

7.3.8| Eighteenth principle

P18

perfgrmed effectively.

Existing requirements for marine systems shall be taken into account throughout the life cycle.
Applicable legislation, standards and regulations for the PES should be identified,

Conformance of the PES to the requirements in applicable legislation, standards and regulations should
be demonstrated.

Suitable documentation shall be produced to ensure/that all PES life cycle activjties can be

a) [Documentation should be accurate, unambiguous, comprehensible, suitable for its intended|purpose and
produced in a timely manner.

b) (Conformance of the PES to specified requirements should be traceable.

c) The required documentation from each life-cycle phase should be defined, produced and brought under
document control.

NOTH This includes description of the PES, PES requirements, description of hazards and risk management results,

plans| verification and validation spedifications and results, design documentation, user manuals, irlstallation and

maintgnance manuals.

d)

e)

7.3.9] Nineteenth principle

P19

thosr responsibilities.

Records of life cycle activities should be retained to demonstrate their successful achievement.

User manuals sheuld include procedures for normal and abnormal operating conditions.

Persons who have responsibilities for any life cycle activities shall be competent fo discharge

Personnel competence should include appropriate training, knowledge, experience and qualifications for
their assigned duties.

Personnel competencies should be justified and documented.
Personnel competencies should be maintained.

The competence and culture of teams should support team members in achieving project and/or system
goals.
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7.3.10 Twentieth principle
P20 The PES configuration shall be identified and controlled throughout the life cycle.
a) The structure and breakdown of the PES in terms of configured components should be clearly identified.

b) The documentation defining the functional and physical characteristics of the PES components, including
modifications, should be identified and traceable to the components.

c) The stages in the life cycle at which components are brought under configuration control should be
defined.

d) The curient approved PES configuration covering hardware, software and data elements should be
identifialple for each of the relevant life cycle stages.

e) The current inspection and test status of PES components should be clearly evident.
f)  All modifications to the PES configuration should be under configuration control.

g) The PE$ configuration documentation should be retained in a manner which prévents degradation due to
environmental effects.
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Annex A
(informative)

Terms and concepts used in this International Standard

A.1 Programmable electronic system

A Prq
of Pr
purpq
[IEC
and 1
persd

grammable Electronic System (PES) in this context is any shipboard system based on one
ogrammable Electronic (PE) devices that are connected to input devices and output-de
ses of implementing control, safety or monitoring. This wide definition correspond
51508-4] and is equivalent to the [MSC/CIRC.891] definition of a computer-based systen
naintenance staff are not included in themselves, but requirements on them aré;such as: m
nal competencies, specific training needs, instructions/warnings for use andninstructions for
The PE element of the system includes any microelectronic device based-on a central proces
assogiated memory. This includes devices such as a microprocessor, a“minicomputer unit, a p
logic |controller (PLC) or the programmable electronics on a ‘smart’ senser. Any number of PE €
be present in the PES and they may exist at several places, for example in a distributed contro
network controllers and local PLCs.

The i
syste
elem
comry

nput/output elements comprise three main groups: thosé.for human interface functions, thos
ms interface functions, and those for functions relating to the equipment under control
bnts for the equipment under control include™all sensors and actuators and thei
hunication paths to the PE elements. Similarly, the' human interface elements comprise the
(keyhoards, trackerballs, push buttons), output devices (VDU displays, mimic panels, warning lig
and associated user documents and training. (Fhe third group is comprised of those interface
systgms communicating to the PES but notpart of the EUC. These may be serial communica
links jor hard-wired inputs.

Finally, it is stressed that the documentation also forms part of the PES. This is particularly imp
re components of a PES,-Decumentation includes specifications as well as operating ir
dures.

A.1 illustrates the iscope of a PES in relation to its surroundings. The surrounding envirg
comprises its context of use. This includes the operations/maintenance staff, the EUC
ms. Note that

a) e EUC and external systems may also be computer-based or contain components that 3
ased; and
b) power supplies and other utility supplies, e.g. air, are within the scope of the PES.

or more sets
vices for the
5 to that in
. Operations
Bnning levels,
maintenance.

5ing unit and
ogrammable
ements may
system with

b for external
(EUC). The

associated
nput devices
hts, printers)
5 to external
ion, wireless

prtant for the
structions or

nment to the
and external

re computer-

The PES definition given is the most general and comprehensive case. For a particular instance, the PES
being developed or assessed may not include some of these elements. This may either be because they are
not required, e.g. a simple PES may have no interfaces to external systems, or it may be because they are
part of the installation but are excluded from the scope of supply or excluded from the assessment scope.

© 1SO 2005 - All rights reserved
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Componements of a PES

User External Systems
Interface Interface

Input Programmable - Output
Devices Electronics Devices

Documentation

Context of Use of a PES

* Physical environment

. . USER
« Ogerating environment
EXTERNAL EQUIPMENT
SYSTEMS PES UNDER
CONTROL

Figure A.1 — PES structure and boundaries

A.2 Context of use

Programmable electronic systems operate within a broader total system of equipment under control, other
systems (external systems), the users of the system, the work being done by those users, a physical
environment and an operating environment which includes the staff development and management systems
for the ship. All of these components together (as shown in Figure A.2) achieve the business goal for the PES
as intended by the operator of the ship. In order to achieve goals effectively and safely, the total system has to
be designed as an integrated whole. During the life of a ship, the design of this total system will be spread
amongst several interested parties and may change many times. The party responsibility for the dependability
of the system and its components will also change.

To design, test or maintain a PES in a manner which will be cost-effective and safe, the PES developer and/or
owner should be aware of the effect of the other elements in the total system which affect the design of the
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functions and behaviour of the PES, its devices and its interfaces. A convenient way of summarizing all the
other elements of the total system is as a statement of the context of use of the PES.

It is convenient to divide the context of use of a PES into the following elements (taking the example of the
automatic control of track and speed) that is the

a)

b)

f)

hardware and software infrastructure in which the PES is to operate (for example, details of networked
industrial PCs running Windows XP),

systems with which the PES has to exchange data and commands (for example, details formats and
protocols, of the navigation and engine control software),

ihysical environment in which the PES is to operate (for example, bridge and engine room_Jighting, noise
nd vibration levels, humidity and temperature),

¢haracteristics of the intended end-users (their skills, training, physical abilities;\level of responsibility,
tc.) (for example, STCW95 deck officers with one year's experience on Windows and receijt courses on
se of the navigation and engine management systems),

tasks the end-users are to perform, including maintenance of the PES-(for example, determine voyage,
get and change way points, override system), and

¢rganizational and social environment in which the users are 40yuse the PES (for example,|type of ship,
¢rew complement, applicable port state legislation, special natations and certificates, incentiye structures,
gafety management procedures).

When assessing the risk associated with a PES, all aspect§’of the total system should be taken finto account.
Riskg cannot be described unless the tasks of the users and their effect on the ship and its missi¢n are known.
In pafticular, if there is to be closed-loop control (whéere hardware or software takes action and the user may
supefvise after the event, e.g. machinery control).ar open-loop control (where the user takes exgcutive action
basefl on information received, e.g. navigation)) The latter type is frequently called man-in-thg-loop control
and requires the likelihood of the user taking.the correction action to be included in the risk assesgment.

When testing a PES, the context of use.should be taken into account and the differences between the context
of usg and the context of evaluationisheuld be taken into account when assessing the results of gny tests. The
contgxt of evaluation during a fagtoty acceptance test is obviously further from the context of us¢g than that for

the

bea trials. However, even—sea trials may not take account of day-to-day system nequirements,

configurations and the behaviolr of typical users.

The

providers of COTS-products (such as PLCs or operating systems) may not find it possible [to define the

contgxt of use of their géneric products in full. In this case a generic context of use that identifies|the potential
diversgity of each element may be defined. A generic context of use is not acceptable for the design and testing
of specific PESor use in a particular ship or for particular shipboard applications.

A dogument-specifying the context of use provides useful guidance to the designers of a PES|on how and
wherg (the* PES will be used. The specification of the context of use is the main reference document for

usabi
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Connect of Use of PES
(with concomitant d Risk)

Physical

environment Ergonomics standards

Organizational
environment

Conven:l:ons

and reguilations )
Functional

(performance
standards

Hardware

Equipment
standards

Figure A.2 — Components, of the total system and related standards

A.3 Risk assessment

It may be possible with an gncontrolled development process to produce a safe system. Howevel, the
probability off this occurring is r€latively small and there is inherent risk in depending upon that outcome. [For a
PES that dogs not providé<any business or safety functions (e.g. a crew or passenger entertainment system),
igsion-
. For

idns of
measures and techniques to prowde specified Ievels of assurance for all aspects of a PES Each PES in an
integrated ship environment is operating within a specific context of use and as such it is necessary to assess
the level of risk associated with each particular PES. This allows an appropriate development life cycle to be
defined and followed in order to provide the needed assurance that the PES will behave dependably.

For a lower-risk PES, the controls applied, the level of V&V, the development measures and techniques that
are necessary will be less rigorous than for PES whose operation presents a higher risk to the ship, the crew
or the environment. Typical examples of higher-risk systems may include control systems for propulsion and
steering, PES used for navigation or communications, loading instruments, fire detection systems and alarm
systems. Examples of lower-risk PES may include passenger information systems or hotel management
software. The actual risk posed by a particular PES depends upon its specific context of use and the hazards
involved. General risk classifications may not be valid where new hazards or combinations of hazards are
present.
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A.4 Systems engineering

The goal of system engineering is to deliver a desired operational capability to the owner. For complex,
computer-based products, effort spent on mass-production and distribution make little difference to the
traditional supplier's target of time to market. The real objectives are timely delivery and continued support of
the right operational capability. Supplying a better service and shortening the development time depends on
efficiency and effectiveness in defining and checking both the requirements and the design. Capturing and
organizing requirements is one of the main tasks of systems engineering, since requirements act as a
reference point for what the users need and good system requirements are the foundation for any dependable
product. Like all foundations, requirements call for early work in return for later benefits. Throughout
development and operational life, informed trade-offs and compromises are needed to safely reconcile
requi ements-with-whatis-feasibteEvernomone-off u't:vuiuplllcl its;fessonsaretearntwhichcarmpe applied to
the next project.

Systeéms engineering provides a set of concepts and processes for the management of risk/in the definition of
complex systems, through decomposition into defined and realizable components with\specified|interfaces. It
bridges the abstract, early stages of a project and the precise detail of implementation. It establ|shes what is
feasible and creates the architecture for the system to be produced, allocating"functions to|components
(hardware, software and users) to give the most effective, efficient and safe System and life cydle, achieving
the o¢ptimum balance between identified qualities, costs and risks by trading off attributes between
components. Each component is developed as an entity, both coherent initself and cohesive with the system,
fitting within the overall design framework. The components are integrated into a complete system and their
operation as a system is analysed for emerging changes to the reqdirements.

Systems engineering handles the whole life cycle in a balanced way. At all times, it involves trade-offs
betwgen the competing factors of performance, risk and costilt ensures that designs are practicable and also
meet| the user requirements. A holistic approach is used, without bias towards specific subp-systems or
techrfology. A system engineer continuously reviews the development for risk from end-to-end, confirming
decigions only when the risks are acceptable. At each-process boundary, a review or a test allowp progress to
be monitored and a commitment made to the.next stage. These boundaries act as quality milestones,
contrplling the gradual transformation from a high-risk idea into a complete product. The life cycle defines the
order] in which information must be produced.” Although a simple, sequential life cycle is a Iqgical way of
exprgssing many core concepts about development, it is not practical for systems engineering of large-scale,
realigtic systems. Before committing to ja project, an organization needs to be sure that it is affordable,
technjically feasible and acceptably,safe, as well as providing users with the quality that they|need. While
qualily is dependent on user requirements, we need to understand the design in order to olptain realistic
valugs of cost and risk. System-engineering cycles (“iterates”) through requirements and dgsign until a
consistent, practical compromise can be reached.

Syste@ms engineering s.\different from specialist disciplines, such as mechanical engineering or training.
Techpical coordination~is a core element of its work. Each specialist discipline tends to [think that a
development will work only if it follows the philosophy of its own discipline. Systems engineering| provides the
framg@work for the work of all disciplines, remaining independent of discipline and product type| It translates
user heeds into“technical issues and then negotiates with project management about the cost and schedule
impa¢gts. ,lt~depends on communication across the disparate groups and organizations involved in a

development. It is not a role for a specialist group of people, but a small part of the work of every individual
Work‘ng inthe prnjnrf team

System engineering has both managerial and technical aspects, since a single poor technical decision can
have significant effects on a product, or even a company. Systems engineering always defines the
requirements and creates the architecture. Project management has a wider but intrinsically less creative role.
Its prime function is to ensure that everything is done, but not necessarily to do it. Project management
without system engineering is meaningless, since successful management requires trade-off between
variables such as cost, schedule, quality and performance. The technical components of this information are
acquired by systems engineering. Because time and resources are easy to measure, management sometimes
attempts to control projects without the key element of requirements. However, there is little point in meeting
cost and budget targets without producing a useful product.
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Annex B
(informative)

Guidance on the principles for marine PES

B.1 Introduction

The guidand|
General con
elaborates u
or role in the

codes and gliides in which more detailed requirements may be found.

The intentior]
document. C
to reference
requirementg
can be found

B.2 Intenfion

B.2.1 General

The PES shall be demonstrably suitable for the user and the given task in a particular context of use. It

deliver corre
and software

This will be 4
its life.

B.2.2 Com

The need to
this is done|
demonstrate
documentatiq
existing certi

e in this annex is in the form of commentary to explain each principle in the marine.‘co
mentary on the background to the principle is followed by specific guidance which explai

life cycle of the PES. The guidance is supported by references to the relevant parts*of stang

of this annex is to provide clarification of the principles for the wide range of readers g
riteria for the achievement of each principle are listed in Clause 7. These should be studied
to this annex. Further detail in support of the principles and criteriay or descriptions of part

and procedures may be found in the referenced standards. Full references to these stan

in the Bibliography.

Ct, timely, sufficient and unambiguous information to its users and other systems. The harg
of the PES shall respond correctly throughout its life cycle.

chieved if the following principles are fulfilled by the PES and its associated elements throu

mentary

provide objective_evidence of conformance to the principles is expressed in this intention.
is not prescribed because there are many ways to present a clearly argued case

conformancé:” Some of the major sources of evidence may include specifications, d
bn, results~of analyses and tests, service history experience, procedures and work instruc
ications,~appeal to custom and practice in the marine sector, and the physical characterisf]

»]

htext.
ns or

bon interpretations of the principle for particular types of PES, stage in the development process

ards,

f this
prior
cular
Hards

shall
ware

jhout

How
which
esign
fions,
cs of

ernal
viour

throughout the life cycle is required, whether through controlling requirements creep, evaluating the scope for
operator error in using the PES, or in careful implementation of modifications under maintenance conditions.

The philosophy of the standard is that the overall intention and all of the subordinate principles apply to the
PES, and the total system within which it operates throughout its life. It should be read and interpreted in this
context. It will be found that the principles interact and support each other when applied in this way. There is
no ordering or priority between the principles or the assessment criteria.

All principles apply to the whole PES throughout its life. All criteria are intended to apply throughout the
life of any PES, but may be interpreted to different degrees depending on the stage in the life cycle, the type
of system and the required level of integrity.
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Similarly, all principles apply to all types of PES. Although this is well understood for bespoke PES
developments, it may not be for COTS PES or for PES built from COTS components. To demonstrate
suitability within the defined context of use, COTS PES should still meet each of the principles. This may be
particularly challenging for the supplier of standalone COTS, which can have very wide application, or for a
system integrator or systems engineer who may have to demonstrate the overall dependability of a PES
comprising many disparate COTS products.

B.2.3 Specific guidance

The requirement to consider the risk associated with the operation of any particular PES is part of correct
operation. This is made clear in the first principle.

WhelL using a PES, a user will perform two levels of task — first, the ship operation(s) supported or mediated

by th
shou
The ¢
the P

e PES and the equipment under control; second, the extra task of using the PES itself\A cle
d be made between these two activities when defining requirements for, designing.or test
eneral intention is to make the ship's operation as effective and safe as possiblé-by designi
ES to place the smallest additional mental or physical workload on the operator!

ar distinction
ng the PES.
ng the use of

B.3 |Safety

B.3.1 First principle

B.3.1.1 General

P1 The PES shall be free from unacceptable risk of harmto persons or the environment.

B.3.1.2 Commentary

This |s the general requirement for the safety of‘marine PES. The acceptable safety levels against which the
risk i justified are determined case by case using, as a reference, the methods and measures|proposed by
IMO or those that reflect the best current practice in the marine sector.

Analysing and evaluating risk can<enly be sensibly accomplished within a specific context of use]|for the PES.
This context should be clearly.defined and understood by all involved parties. The evaluation df risk should

ensu
norm
caref

A ke

includles both thelintrinsic hazards arising from the physical properties of the PES and hazards a

funct
acce
creat

e that reasonably foreseeable misuse of the PES is taken into account, as well as the
al usage. Any novel of uhusual features of the PES may themselves pose specific hazards
Ll attention.

y aspect of thisvprinciple is that hazards associated with the PES are known and und
onal behaviour. Risk reduction features external to the PES can be used to ensure safe

btable-,These may include warning notices, issuing personal protective equipment to user
b special procedures or training for use.

!

pvaluation of
and will need

rstood. This
sing from its
ty levels are
5, working to

The analysis and evaluation of risk should include each element of the PES. This is because each element
has its own level of risk that should be determined and minimized (or eliminated altogether) when it is used in
the construction of the PES. The external risk reduction features noted above may also be needed for
elements of the PES.

B.3.1.3 Specific guidance

All involved parties have obligations in respect of this principle, but these may vary widely depending upon the
PES, its context of use and the responsibilities for its development, supply and maintenance.

For example, the owner or operator should address top-level hazards in respect of the overall ship and its
major systems. This also includes the provision of risk reduction measures external to the PES. Suppliers
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should demonstrate that they have supplied equipment that is physically safe, that the safety implications of
using the equipment are clear and that its failure behaviour is understood. This can be difficult in some cases.
For example, for a general purpose COTS product which is not specifically developed for safety-related
applications. Procurers should make clear whether the intended application is safety-related and, where this is
not done, the procurer should request such information.

Foreseeable misuse of the PES should be taken into account in addressing safety. This again requires
systematic analysis, possibly including in-service experience of the PES or of similar PES. Misuse covers a
variety of situations. For example, a PES may be type-approved to be suitable for general marine applications
but not for installation on reciprocating machinery. If vibrations can cause the PES to fail to an unsafe state,
then the risk assomated with such installation may need to be assessed To take another example if the
output from 3 :
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ships, the degree of misuse that the system has to tolerate may be large and the definit
will require careful interpretation.

need to determine a target SIL that is appropriate for the intendedyapplication or {
vels of integrity and hence are appropriate for different applications.

in this International Standard only provides advice for level~of integrity, i.e. it discusseq
I “low”- risk PES and does not give specific guidance for individual SILs. Such detailed guig
e referenced standards, in particular in the table of measures and techniques in [IEC 615
] and [IEC 61508-3].

urce references

1§4.3.6, §4.3.7, [[EC 61508-1] §7.4, §7.5.2.2\[MSC/CIRC.891] §3.1.1, §4.1.2, §4.7

nd principle

ent of failure, the PES shallremain in or revert to the least hazardous condition.

hent is concerded with failures where the PES ceases to provide the required functions. Thi
najor faults within the PES or due to operational or environmental conditions outside its d
either case, the PES should move to a defined state that minimizes risk for the prev
d the equipment being controlled or monitored. There is a need to ensure that dangerous fa
jetected and handled appropriately. The degree and scope of such measures will depend
tion of “dangerous” as identified through the risk level of the PES.

It may be effective for a supplier to have a range of otherwise similar products that are assg

n of

5 can
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The need here is for careful consideration at all relevant levels, including the whole ship, of failure scenarios
and their concomitant hazards. The appropriate safe condition for the PES to revert to may be quite complex
to determine because it may be different under different environmental or operational conditions. Since the
scope of this International Standard is a single PES, the state of other systems in the event of failure of the
PES is addressed by P1.

Movement to a safe state may be achieved by automatic or manual means as appropriate. Automatic actions
such as independent, hard-wired, emergency stops or programmed shutdowns are commonly used and are
appropriate for many situations, for example where rapid response is needed to a well-defined failure mode.
Movement to a safe state can also be achieved through manual means, but for high-risk PES there should be
evidence of a careful assessment of the reliability of such means with respect to the criticality of the hazard. In
all cases, the manual response actions required to move a PES into a safe state should be clear to users.
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B.3.2.3 Specific guidance

As an example, the shutdown condition may not always be the least hazardous condition for certain failure
modes. Where considered necessary, it may be safer to maintain propulsion and continue running an engine
with low lubrication oil pressure, despite the risk of engine damage. Conversely, due to the risk of catastrophic
damage, a shutdown would always be necessary when an overspeed situation is detected. This boundary is
flexible in cases such as warship systems, where reversionary modes of operation are required even when
the level of risk from continued operation is high. The context of use and task requirements for the PES
(particularly the third and eighth principles) will provide guidance on the particular trade-offs for the specific
application and the type of design necessary to satisfy this and the other product principles (particularly the
fifth principle).

ses and tests at all levels can provide useful evidence against this principle. An ownerfvorf yard should
e that, as far as possible, realistic scenarios are considered and evaluated or testedCat-thg overall ship

Analy
ensu
level

need
beha

similar evidence in demonstrating that failures resulted in safe conditions or successful protective

One

inclugle a fault list in the system documentation. This list specifies the‘different failures that t
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For example, during manoeuvring, engine shutdowns are undesirable. A component s
to demonstrate that failure modes for the component are known, such that their effects
viour can be determined. In-service history data, for example in the form of problem reports,

means of ensuring that users are always able to react appropriately totmaintain a safe envi

it, including the worst conditions of work and which states are the least hazardous.

.4 Source references

51069-1] §4.3.6, [IEC 61508-7] Annex B and Annex C,.[MSC/CIRC.891] §4.7.1, §4.7.2, §4.8

Functionality
Third principle
1

General

[he PES shall provide functions which meet user needs.

.2 Commentary

5 context, the usertis not just the immediate operating personnel, but any party (stakeholde
PES during anyvpart of its life cycle. This includes, for example, ship owners, installat
enance persoennel.

needs.can be both explicit and implicit. They are requirements which cover all functional a
For.example, for a protection system, this may involve specific safety functions. Furth

pplier would
on the PES
may provide
actions.

ronment is to
ne PES may

4

) affected by
on staff and

spects of the
ermore, it is

impo

tant to understand that these needs may change during the life of the PES. For example

, an existing

system may be enhanced to provide change of use. A clear means of demonstrating user acceptance should
be available.

This principle focuses on “what” the PES does rather than the non-functional “how” it does it. There is a need
to define the operating envelope of the PES, since functions cannot be provided under all possible conditions
and circumstances. However, appropriate functions may still need to be provided under abnormal operating
conditions and a degree of user selection of functions may be needed.

Users have particular abilities and skills. Some of these characteristics are broadly the same for all humans,
some depend on a variety of factors such as size, age, culture, level of stress, degree of fatigue, the
operational environment, experience and training. Providing functions which are designed to fit these (possibly
dynamic) user characteristics is one of the user needs for the PES.
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B.4.1.3 Specific guidance

The characteristics of the users and their base level of expertise in using the system will need to be specified
or assumed. This helps to determine the need for individualization or learning features provided by the PES.
However, the application and the complexity of the PES should also be considered. For example, a local
monitoring panel of an alarm system may be usable without any tailoring by engine-room operators; however,
a menu-driven graphical VDU interface in a centralized system for alarm display and acceptance may require
specific training as well as the provision of on-line help facilities.

It is helpful to record a description of users, tasks, operating environment and computer environment in a
single document which is part of the requirements for the system. Such a document is called the context of
use statem

oantorcontaxt-of-uoa
Clr oSO CAT O OoSTT

to be
) and

For systems |which support or exactly replace traditional systems, general knowledge about the functions
supported mpy suffice as a basis of design. For new operational concepts or new technology, madellin
analysis of intended user activities in order to elicit the requirements for the PES would be expected.

The respondibility to define functions lies with the owner. The responsibility to refine ‘the descriptibn of

functions an
The role of s
systems eng

B.4.1.4 Source references

[IEC 61069-1
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to analyse the cost and practicality of delivering these functions lies with'the systems eng
ystems engineer therefore needs to be defined and allocated early in-the life cycle. The r
neer is not limited to ensuring that equipment can be interconnected:

]1§4.3.2, §4.3.4, §4.3.5, §4.3.6, §4.3.7, [MSC/CIRC.891] §5.2.1, §5.4.2, §6.4, [ISO 9126-1]
1§3.1.1, §3.2, §3.7, §3.8

th principle

s shall be appropriately allocated between users and PES.

deration should be given(to this allocation. Automation of some tasks, although possible, ma
in the overall system(Context. Tasks that may be suitable for automation include, for exa

s or hot surfaces).
ect is thatthe set of user tasks should not just be those left over after automating as ma

N the expectation that the flexibility of the user will make the PES work overall. The set of
form{a meaningful job, with special attention to safety-related functions (such as

neer.
ble of

§6.1,

y not
mple,

quire response ratés)greater than human reaction times, those that require large amounts of

with

Ny as
user
Blarm
may

priprotective shutdowns) and their achievement under stress conditions. A hazard analysis

be used to d

and whose successful performance could be jeopardized

verify successful performance of the task should be provided.

ctermine if tasksshoutd-beteft tothe operatorForexampte, those tasks whichare—safety-critical

by PES failures. In this case, adequate means to

The functions allocated to users need to be combined into well-balanced tasks which address the issues of
physical workload (too many things to do) and mental workload (too much to think about). Well-designed tasks
give the user the best chance to make the primary contribution to the efficient and safe operation of the ship.
Well-designed tasks have a mixture of activities for each user which minimize boredom, fatigue and excessive
workload and offer opportunities for learning. Typical types of activity include simple routines, expertise or
rule-based work, and more complex activities which require problem-solving or analytical effort. Long-term
focus on one type of activity should be avoided if possible. Good task design requires early collaboration
between the operators, the designers and the integrator of the PES.
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B.4.2.3 Specific guidance

As an example of function allocation, manual control of the oxygen level in the outflow from an inert gas
generator may not be appropriate, given the protracted time period that operator attention is needed.

Safety functions such as the confirmation of release of carbon dioxide from a fire-extinguishing system has to
be a manual function, because an automated system will not have information about the presence of crew in
the flooded space.

The base level of user expertise should be specified and taken into account. For operators, the existence and
provision of that expertise on board the ship needs to be realistically assessed. For suppliers, the possibility of
inadeguatety—trained—users—may—hetlp—advise—the—allocation—offunetions—FHhere—are—existing—approaches for
defin|ng base expertise, such as national schemes for certification of competency. IMO initiatives, such as the
ISM ¢ode and STCW95, help to focus attention in this area.

When selecting COTS products, the purchaser should ensure either that their required”allocatign of function
matches with the designed allocation of function within the COTS product, er{develop prpcedures for
operation which take account of the designed allocation of function.
The pperational philosophy and the resulting allocation of functions between the technology gnd the user
should be assessed throughout the operational life of the ship. This should"be based on longeriterm studies
as well as testing and initial trials. PES can be designed to allow some-degree of flexibility to dccommodate
re-allpcation. Remedial user training or extension of user help faCilities may also be considefred. See the
commentary on the fourteenth and nineteenth principles ( B.8.3 ahd B.9.4) regarding the compet¢nce of users
with fespect to new technology and operational concepts.

The fole of adequate feedback and explanation to the user should be taken into account in helping to meet
this grinciple. See 7.2.9 e).

B.4.2.4 Source references

[IEC p1069-1] §4.3.2, [MSC/CIRC.891] §3.1:2; §4.8.3, [ISO 13407] §5.3, [ISO 9241-10] §3.2

B.5 |Performance and dependability
B.5.1 Fifth principle

B.5.1.1 General

P5 The PES shall‘be tolerant of faults and input errors.

B.5.1.2 Commentary

This [principle is concerned with problems occurring within the PES, where the PES is still abje to provide
some or all of the required functions. For severe or catastrophic failures, the second principle is more relevant
(this requires the PES to move to or remain in a safe condition).

This principle should not be taken to mean that the PES must continue to provide all functions under all
internal fault conditions or for all abnormal inputs. Fault tolerance is the ability to provide or maintain (required)
functions in the presence of specified fault conditions. This includes user mistakes or errors in data from other
systems connected to the PES and also environmental anomalies or even physical damage.

Tolerant actions may be automatic or may be manual, i.e. requiring user intervention to achieve the desired
actions. In the latter case, the user needs to be made aware that action is required. The integrity of tolerant
actions is frequently achieved through the use of duplicated or redundant elements in the design of the total
system.
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Particular care should be taken to ensure that safety-related functions have adequate independence. This
means ensuring that explicit protective functions or general control functions with dangerous failure modes are
not affected by failures in other non-safety-related functions or equipment. There are several ways this can be
demonstrated. It may include, for example, physical separation of equipment; use of diverse technologies;
sharing only common parts or services whose failures will not be dangerous; or provision of separate
operational, maintenance or test procedures.

B.5.1.3 Sp

ecific guidance

Low-level components of a PES, for example communications protocols, correct errors in input as part of their
normal operation. In this case, the user is usually informed only when design parameters have been exceeded.

At “higher” IgvelsTin the PES (fevels nearer to command Or control Input where error 1S a 1ess usual, eyent),
faults and erfors should be brought to the attention of the user.

The user should be made aware of mistakes in inputs, even in situations where the PES has,_cofrected the
error, for exdmple where an out-of-bounds input has been detected. This is to maintain the Users' awargness
of the situatipn and assist in avoiding future input errors.

If the PES ¢an provide a large list of simultaneous or near-simultaneous faults, the) presentation of|error
information tp the user should be designed to minimize the risk of “user overload” ~This situation is most|likely
to occur whefe a PES has a capacity for dealing with a large quantity of information and issues. In such ¢ases,
a function that prioritizes the scale or sequence of faults may be useful, or indéed necessary.

High-level TS PES will have been designed to support a particular approach to user control. \WVhen
selecting sugh products, the purchaser should provide user training toéensure that the intended approdch to
control matclhes the approach of the COTS product.

B.5.1.4 Source references

[IEC 61069-1] §4.3.4, §4.3.6, [MSC/CIRC.891] §4.1.1, §4.3, §4.6, §4.7, §4.8, §5.3.3, [IEC 61508-2] §7.4.6.1
[IEC 61508-1] Annex B and Annex C, [ISO 9241-10],§3.2, §3.6

B.5.2 Sixth principle

B.5.2.1 General

P6 The PE$ shall maintain specified levels of accuracy, timeliness and resource utilization when used yinder
specified opgrational and envifenmental conditions.

B.5.2.2 Commentary

This principlg focuses on the performance of the PES in achieving its functions or “how” it achieves them. The
key aspects [nclade the following:

24

Specified levels, meaning the performance requirements should be understood by all parties, typically
through documented definitions of the levels or tolerances to be achieved. This may involve global targets,
e.g. fluctuation targets for power supplies, or detailed levels, e.g. response times for critical alarms. In
some cases, the acceptance criteria for levels may be by benchmark testing to set acceptable limits, e.g.
for network or processor loading.

Specified operational and environmental conditions, again means a common understanding of the context
of use of the PES should be reached. These conditions may involve abnormal or failure conditions.

Maintain, means the performance levels should be achieved for both the service life of the PES (i.e.
maintained over time) and for changes in the prevailing conditions. It does not mean the performance
level should be the same for all the specified conditions, but that the specified levels, which may be
degraded, e.g. for high temperatures or in the event of a blackout, are actually achieved.
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Special attention is needed to time-critical functions whether safety-related or those with significant
operational implications. The timeliness of these functions in terms of response, duration and frequency
should be clearly and precisely specified and demonstrably achieved.

Demonstration of achievement through testing includes careful treatment of the physical conditions actually

used for the tests and how representative they are of actual conditions. Any extrapolations of performance into
untested conditions should be carefully justified.

B.5.2.3 Specific guidance

In 7.2.6 b), the term “speed of response” means the speed of control response of the PES. This may not
always be relaied 1o the speed of Interaction with the user.

The possibility of saturation loading of networks should be evaluated carefully, especially\the rgsponse and
throughput rates for functions and data, both under conditions associated with high risk o the fhip or crew,
and dnder conditions where high network loading could be the cause of hazards. Examples indude: several
units| disconnecting from and reconnecting to the network, common mode “failures, cascpde failures,
respgnses to broadcast messages.

The forrectness of date/time stamping functions should be achieved throughout the life of [the PES. In
partigular, their performance in unusual situations needs to be assured, e-g. at leap day changes.

B.5.2.4 Source references

[IEC p1069-1] §4.3.2, §4.3.3, §4.3.4, §4.4, [MSC/CIRC.891] §3.1, §3.2, §5.2, [ISO 9126-1] §6.2 §p.4
B.5.3 Seventh principle

B.5.3.1 General

P7 Wnauthorized access to the PES shall be-prevented.

B.5.3.2 Commentary

A clgar understanding of the security threats to the PES is needed and the appropriate counfermeasures,
whether physical or procedural,_heed to be implemented and effective. The typical issues to ad@iress include
accidental or malicious operation of the PES. For software, this would also mean considering |the ability to
alter programs or data, Such threats may arise from external systems connected to the PES angl not just the
direc] operator or user."Indeed, for marine systems, the software may not be accessible to the crgw.

Although in genéral hardware equipment is more difficult to alter or reconfigure than software] appropriate
meagures should be in place to prevent such modifications or reconfiguration of the PES.

A rarjge“of ‘measures is available and can be used as necessary, depending upon whether the |PES is high-
risk gqrfow-risk. Ultimately, the sanction of authority is established through appropriate procedurdl means, but
the key aspect of “permission” can be implemented through simple physical means such as passwords, virus-
checking utilities or physical locking of equipment cubicles.

B.5.3.3 Specific guidance

For example, for suppliers the identification of authorized users for high-risk PES may be a useful technique.
This may be done by listing names or by identifying grades/roles of personnel.

The effectiveness of security measures should be demonstrated and should include test results with specific
security test cases, or service history records of successful operation with no security breaches.
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B.5.3.4 Source references

[IEC 61069-1] §4.3.4, [MSC/CIRC.891] §3.1.6, §5.2.4

B.6 Operability

B.6.1 Eighth principle

B.6.1.1

P8 The PE
conditions.

B.6.1.2 Commentary
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be sure that a PES is operable, the usability of the system should be established
e of the PES.
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conditions, the fifth principle applies to user behaviour just as much as to the software or hardware ¢f the
system.
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different grou

B.6.1.3 Spgcific guidance

When developing a system that has to meet targets for usability, it is advisable to test early versions or
prototypes with representative users in order to be sure that design solutions are sufficiently usable. In order
to meet performance targets, the expected competence of, and range of competence in, users has to be taken
into account during design. It is the responsibility of the owners to specify the intended competence of the
crew and to initiate re-design if this changes during the life of the PES. The nineteenth principle addresses the
issue of maintenance of required levels of competence.

In an ideal case, factory and sea trials of the usability of the PES should be performed with representatives
from the crew(s) who will sail with the ship. In the worst, but more typical, case of evaluation with “expert
users” and/or supplier representatives, the assessor should take account of the differences in training and
experience between the trial subjects and a typical crew. This is best done in a formal way with lists derived
from a defined context of evaluation.
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User trials should include simulations of difficult situations for crew, such as emergency operation, extreme
weather, high workload, night conditions (for bridge equipment) and partial failure of equipment. A common
failure in testing is not to include conditions with low probability but with high impact.

COTS present a particular problem, because user trials are likely to have been made with users with very
different experience or training. Claims of usability for COTS should therefore be treated with caution.

The owners are responsible for the definition and negotiation of usability requirements. The systems engineer
is responsible for ensuring that the whole system meets these targets.

B.6.1.4 Source references

[IEC B1069-1] §4.3.5, [ISO 9126-1] §7, [MSC/CIRC.891] §3.1.5, §4.8.1, §5, §6, [ISO 9241-10]|§3.1.1, §3.2
§3.3,§3.4, §3.5, §3.7, §3.8

B.6.2 Ninth principle

B.6.2.1 General

P9 The operation of the PES shall be consistent and shall correspond to.user expectations of thhe underlying
procgss.

B.6.2.2 Commentary

PES ffor use in the marine environment generally support or, perform a function related to the mgnagement or
operation of a ship. Knowledge of the operation of thie~ship gives the crew who use the [PES certain
expegtations about the way in which the PES will_assist them in carrying out their tasks. |When these
expegtations are met, they will work more effectivelyzand make fewer errors.

Lack [of situational awareness is the most significant factor in human error. In monitoring or contrgl tasks, PES
which match user expectations for displays-of information and dialogue with the system givg the highest
degree of situational awareness. The system should enable the user to

) know what the system is daing,
2) know what it is goingtoydo, and
3) explain the relatioenship between input and output.

Iltemg 1-3 above cever different aspects of situational awareness. The design may need to gddress each
aspeft separately,

At a|finer lével of detail, it is important to ensure that information and other codes (such ap messages,
symbolsi{abbreviations and colours), system navigation activities (such as moving from scregn to screen,
getting“help, menus, buttons and keys), and the issuing of commands (such as selection, coptrol actions,
confirmations and undo) behave in the same way both within and across systems. Inconsisiencies between
these items at best slow the use of any PES and at worst can lead to errors resulting in unsafe operation.

B.6.2.3 Specific guidance

During the early phase of PES development, it is important to define and specify the operational concept
which the PES will present to the user. An operational concept based on behaviours familiar to the users, for
example taken from the performance of mechanical systems in earlier ships or taken from other PES or from
general stereotypes, will be easier to learn and will support the user in predicting the response of the PES in
abnormal conditions. For example, the users of high-risk PES, such as alarm and manoeuvring systems, need
to be able to explain the relationship between input and output for the total system of PES, equipment and
ship.
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During the development phase, it is important to follow general ergonomics standards and specific project
style guides for the look and feel of the interface and the functions of the system in order to ensure
consistency. It is also important to ensure consistency of the detail of the implementation to the operational
concept for the total system.

The implementation of measures to detect and correct for faults should take account of the required integrity
of the PES and its context of use. A range of techniques is available with varying degrees of coverage of faults.
The design implications of specific techniques will need to be investigated, especially with scaling effects with
larger PES where fault coverage may be provided at several levels.

When integrating PES in a new bU|Id|ng, or mtroducmg new systems into an eX|st|ng ship, |nconS|stency
between PES from
misinterpretgtion of |nformat|on or performance of a command sequence from one system ona system Where
it has possibly unsafe consequences.

During operdtional use of PES, it is important to maintain consistency of behaviour and look@nd feel thjough
upgrades or pther changes to a system, unless, of course, the change is to remove aspects‘of a system which
are found to pe inoperable.

When decommissioning a PES, it is useful to document the successful aspects-of the system for uUse in
specifying ngw or replacement systems.

B.6.2.4 Sopurce references
[IEC 61069-1] §4.3.5, [ISO 9126-1] §6.3, [MSC/CIRC.891] §5.1, §5.2,.85.3, §5.4, §6, [ISO 9241-10] §3.3,/83.5
B.6.3 Tenth principle

B.6.3.1 Gehneral

P10 The interaction between the PES and the userishall be controllable by the user.

B.6.3.2 Commentary

Users of PE$ in marine applications willdiffer in background, training and general ability with PES. Therg is a
risk inherent|in not allowing for these (differences in the design of PES. PES may be misused, or not uged at
all, if there i$ insufficient flexibility (for-users to do their jobs. Design for adequate controllability is basg¢d on
knowledge of the range of users,(their training and skills, the range of tasks to be performed with the fungtions
provided by the PES and the task performance requirements in terms of speed, accuracy and support.

Interpretation) of “controllable by the user” should be done within the context of the task to be accompljshed
and the functions allocated to the user. Allowing the user to slow down the response of the PES or to linjit the
output so tHat critical information is hidden may not be appropriate. However, the user should n¢t be
dominated by the PES for tasks which are under the user's direct control. That is, the user should be aple to
manage intefaction W|th the PES for such tasks. Any mod|f|cat|on of safety-related commands or |nforrr ation
in this way nced
users should be considered in this respect.

B.6.3.3 Specific guidance

To aid controllability, PES consoles should incorporate ergonomic features such as adequate physical space
for movement. The PES should be designed to guide each group of users through dialogues, make
information accessible and provide redundant displays and controls were necessary.

Typical areas where flexibility is required are: level of feedback or explanation, re-entry to data entry
sequences, alternative ways of gaining access to functions and level of information provided to the user, and
ways of grouping items for common control actions. On occasion, different user groups may require different
representations of information, such as graphical or textual display of equipment status. For example, some
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users may need a message that details the way a particular pump is running; others will only need to see a
change in a screen symbol.

In some cases, it may be necessary to design PES which can be semi-permanently customized by particular
groups of users or even individual users. In these cases, there should always be a quick means to return the
interface to a standard set-up, and non-standard set-ups should be protected by suitable access control.
Checks should be made that customization does not allow the interface to be changed to such an extent that
the safe operation of the ship is jeopardized. This can be a problem for complex control systems, such as a
dynamic positioning system.

Group or personal conﬂguratlons for safety-related systems are a potentlal source of r|sk but allow users of
differ, rels—of-experience—to-operate—efficientlyand-alsoaveid-therisksinheren viding expert-level
facilifes to inexperienced or untralned users, where there is more risk of apparently routine. @cfions causing
different system actions. Such set-ups should be protected by access control. Changes to paranjeters should
be recorded by the PES and made available on request.

B.6.3.4 Source references

[IEC p1069-1] §4.3.5, [EN 894-1] §4.3, [MSC/CIRC.891] §5.1, §5.2.2, [ISO 9241310] §3.3, §3.4

B.7 [Non-task-related properties
B.7.1 Eleventh principle

B.7.1.1 General

P11 | The PES shall support proper installation and@aintenance, including repair and modificatign.

B.7.1.2 Commentary

A well-structured, modular design will a@ssist in meeting this principle. The notion of loose coupling between
modyles in the PES can help, i.e. wherée modules are physically and functionally distinct from jone another.
This [is particularly important for.Seftware components where such an approach will assigt successful
integfation and controlled modification of the software.

Consjderation should be given to the problem of adequate shipboard support to the PES when pt sea, when
specialist equipment andstaff will not be readily available. There may be a need for an adequgate supply of
shiphoard spares and-appropriate training of engineering crew in maintenance of the PES.

The gompetencé of crew to perform on-board maintenance and repair will need careful attenfion. Specific
guidgnce should be given on repairs and on which components can be replaced and which reqpire attention
by the supplier's service staff.

B.7.1.3— Specific guidance

Modularization and effective modification are supported by a careful allocation of function between both the
PES and other systems, and (at a lower level) the components (hardware, software and further sub-systems)
from which the PES itself is constructed. This is achieved by hierarchical definition of the system architecture
and iterative trading-off of requirements between system elements to achieve optimum design. Modules
should be loosely coupled, but internally tightly cohesive to allow for ease of technology insertion and
management of change. Interfaces between modules should be well documented.

Documentation and training should take account of routine and reasonably-foreseeable maintenance and, in
the event of failure, should include sufficient advice to ensure adherence to the second principle.

The indication of faulty components can take many forms; the key issue is to match the level of indication to
the replacement/repair approach. For example in a standalone I/O station or cubicle, it may be adequate to
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indicate only which circuit board is faulty, rather than try to indicate which circuit or component(s) have failed.
Local and remote indication may differ, for example by local LEDs and remote audible and VDU-based display.
The competence of the crew to make changes or other investigative work will need careful attention, and
provision of correct and suitable documentation (including procedures for installation, operation and
maintenance) from the manufacturers.

B.7.1.4 Source references

[IEC 61069-1] §4.3.7, [ISO 9126-1] §6.5 §6.6, [MSC/CIRC.891] §3.2.2, §3.2.3, §4.4, §6.1, [ISO/IEC 15288]
§5.5.4, §D

B.8 Life cycle activities

B.8.1 Twelfth principle

B.8.1.1 General

P12 All PEB life cycle activities shall be planned and structured in a systematic manner.

B.8.1.2 Commentary

n the
pf the

The role of &
marine sectd
specification

life cycle for the engineering of systems is now well established and is being recognized
r. Although a life cycle covers all activities from cradle ¢e’grave of a PES, the importance
phase is a particular aspect to be addressed by all parties.

The principld emphasizes that the life cycle to be followed should be defined and that it forms a methgdical

basis for dg
implement th
including saf|
“live” and reV

The life cycl
design, impl
decommissig
quality assur

Clearly plann
ensuring the

veloping, operating and maintaining the PES. The fundamental importance of planni
e life cycle effectively is also clear. Planning should cover all aspects that are relevant to the
bty and quality issues, and should be achieved in a timely manner. Furthermore, plans shod

b typically includes the following activities as appropriate: requirements definition and ang
ementation, integration, verification, transition to use, validation, operation, maintenance
ning. However, the role of support activities should also be defined. Support activities ing
Ance, planning functions,'configuration management and independent assessments.

ed and structured.activities that are performed in a systematic manner contribute significar
PES is suitablefot.use. They facilitate audit and review activities, particularly those perform

isited as necessary throughout the life-Cycle to ensure that re-planning is timely and effectivg.

g to
PES,
Id be

lysis,
and
lude:

tly to
ed by

independent|parties, in providing assurance that the PES meets its requirements.

B.8.1.3 Spgcific guidance

a)
-

This principle -and the other life cycle principles are applicable to all organizations concerned with the
dependabilit of‘the PES Thus_other pnrﬁpe to the PES enlnlnlipry such as the owner_the thp aperat and
the yard, will need to consider their responsibilities and demonstrate a systematic, planned approach to
selected activities.

The life cycle plans should include a specification for the integration of the total system. This plan should
address not only the programme of activities and tests associated with bringing the PES into an operational
state, but also the tests required to assess the compliance of the total system in its context of use with its
concept, requirements and design intent. This includes all aspects of dependability for the PES, integrated
with its users and its organizational and physical environment.

Prototyping is a widely used technique in computer-based systems development. Its primary use is as a tool
to help investigate and validate PES requirements or preliminary design solutions. This role can be abused
and prototype code is sometimes used in the delivered system. As such, it is particularly important to plan any
prototyping activity carefully, so that the purpose and use of the prototype system is known and understood,
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that the development controls to be applied are defined, and that the results of prototype testing are suitably
reported.

B.8.1.4 Source references

[IEC 61069-1] §4.3, [MSC/CIRC.891] §3.3.1, [IEC 61508-1] §7.1 §7.8 §7.9, §7.16 §7.18 §8, [ISO 13407] §5 §7,
[ISO 9001] §5.5 §5.6 §8, [ISO 15288] §5, [ISO/IEC 15288]

B.8.2 Thirteenth principle

B 8 4 Canaral
0.47T ocrcrar

P13 | The required level of safety shall be realized by appropriate activities throughout the life-cy¢le.

B.8.2.2 Commentary

The basic approach should be risk-based, where hazards are identified, the associated risks assessed and, if
necegsary, risk-reduction measures taken to achieve an acceptable safety level which takes a¢count of the
partiqular technology, functions and context of use of the PES. Alternativesapproaches based o prescriptive
safety requirements may, however, have been taken and retrospective assessments should tae account of
this. [In these cases, it will be important to demonstrate that safety targets for the PES arg known and
undefstood and based on statutory requirements or best current _practice in the marine secfor. It will be
impoftant to obtain clear agreement on these targets and their accéptance by the involved organizations.

The fange of possible activities is extensive. The justification of the safety level achieved could be argued
from [the results of analyses, calculations, expert consensus, phase verification activities and validation tests.
This gan include, for example, analysis of service histary évidence or testing of certain componenfs. In general,
it is gxpected that only adherence to specific development and verification procedures can lead o confidence
that the PES will meet the required level of integrity (see the specific guidance below). For PE$ in high-risk
appligations, the need to separate design, verification and validation responsibilities becomes imgortant.

An independent assessment of the safety~achieved is required by this principle. The level of independence,
howsgver, will depend upon the criticality-~ef the PES application. For example, it may be appropridte to appoint
an external third party assessor to_evaluate a particularly high-risk PES with novel features or teghnologies. In
other| cases, the independence may come from within the same team, but from someone not injolved in the
development or modification of the PES itself. For PES used in non-safety-related functions, this| principle will
relatg only to ensuring that the intrinsic hazards arising from the PES are adequately addressed.

A harard and risk mahagement description should be maintained throughout the life cycle. It is|the principal
means of documenting progress on the resolution of hazard/risk issues, and the scope of the activities
desciibed will depenhd upon the stage of the life cycle that has been reached.

B.8.2.3 Specific guidance

Re-agsessment of the criticality of PES may be needed based on its actual in-service use and any subsequent
modification, as this may affect the risk classification of the PES. Re-assessment will definitely be needed
where the PES is being used outside its original intended use. Major modifications or retrofit programmes in
particular should be carefully considered.

Safety requirements should be specified in terms of safety functions to be provided and the integrity required
of each safety function. Such a safety specification can then be maintained by organization(s) responsible for
operating and maintaining the PES.

Detailed guidance on development and verification procedures to be followed can be found in the referenced

standards, in particular in the table of measures and techniques in IEC 61508-1, IEC 61508-2 and IEC 61508-
3.
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A ship's ISM certification information may provide evidence of control for some aspects of operational safety
for the PES.

It is important to realize that the assessor's role is not to participate in design, test or verification activities, but
to judge the level of safety achieved based on the evidence available. This may or not require detailed
scrutiny of some development activities, depending upon such factors as the target safety level and the
degree of control over development. An example is an installation and commissioning phase where a large
number of modifications are being implemented under time pressures. Detailed scrutiny may be necessary,
unless sufficient confidence has been established in the modification process.

B.8.2.4 Source references

[IEC 61508-1] §4.5, §4.6, §6.2, §7.4, §7.5, §7.6, §7.8, §7.16, §8, [ISO 9000-3] §7.3.2, §7.3.3
B.8.3 Fourteenth principle

B.8.3.1 Gehneral

P14 Human-centred activities shall be employed throughout the life cycle.

B.8.3.2 Commentary

The basic agproach should take account of the needs of the end users.of¢he PES. Being user-centred entails
early and coptinued focus on the requirements of the people who are\going to use the system throughqut its
life. This is aghieved in different ways, depending on the stage in the life cycle.

In the concept phase of the PES, the way in which the technolegy and crew should combine as a total system
should be cdnsidered. The impact on the crew performing_the jobs which will be required in order to achieve
should be assessed by consultation with® those already performing similar work. In the
phase, the context in which the system will be used and the business, task and system
ergonomic r¢quirements should be developed and verified with representative end users through the yse of
suitable demonstration and discussion methods:in’the development phase, the user perspective shoyld be
t of through the use of existing/human factors knowledge, such as relevant ergongmics
standards, user representation in the design ‘team and evaluation of partial and complete prototypeq with
typical end Users. Feedback should be «callected throughout the life of the system in order to verify thdt it is
performing according to expectations(and to check for problems which affect the efficiency, effectivendss or
health and safety of the users.

When collecting input and feedback, it is important to ensure that information comes as directly as pogsible
from the end users of the PES. In the ideal case, sufficient end users to avoid individual bias/preference are
given handston experience of prototypes or similar systems, and their opinions collected in a strudtured
manner. AdJice may<also be sought from “user representatives” of the various types often found in| PES
developmen{ projectsy»€.g. sales staff, purchasing officers, secondees to the project, project staff with| prior
experience aft sea,\etc., if they have relevant and up-to-date knowledge.

B.8.3.3 Specific guidance

Human-centred design addresses more than the physical and cognitive ergonomics of the PES. The health,
safety and well-being of the seafarer, the effect of use and misuse of the PES on the safety of the ship, the
number of people required to operate ship systems, their training and survival in the case of catastrophic
failure of the ship or its systems, are all considered when human-system issues are addressed in design and
operation. The integration of these issues into the broader design process is a large part of the human-centred
design process.

Developers should take account of the user's viewpoint when analysing the needs for a PES and during the
development of a PES.
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Providers of PES components should address general ergonomics issues and as far as possible identify the
systems in which their components may be used.

Those responsible for the integration of the system should include the tasks of the user in the design and
testing of the total system. Rather than consider the crew as separate from the technology, systems engineers
should design complete worksystems of technology, operating philosophy and competent crew to achieve
mission goals with safety and efficiency.

Operators should be aware of the level of computer literacy in their crews and provide training to match skills
to the technology provided. Because of the long life of a ship and many of its systems, there are likely to be
changes in the type and experience of seafarers. In addition, changes in regulation may change crew

e design to match changing user competence and need, or through flexibility in th&-i

B.8.3.4 Source references

[ISO [13407] §5.2, §5.3, §5.4, §5.5, §7.3, §7.4, [ISO 9241-10] §3.1.1
B.8.4 Fifteenth principle

B.8.4.1 General

P15 | Verification and validation activities shall be employed throughout the life cycle.

B.8.4.2 Commentary

Verification is particularly important for the\software components of a PES, and a wide range of
available. Although dynamic execution, €. testing, is universally applied, only a small subset of p
through the software is typically exercised. Further confidence in the correctness of the soft
gaingd by applying static techniques at a low level. Code walkthrough or inspections can b
softmare for low-risk PES, whilst for high-risk PES more rigorous techniques include detaileq

FS, either by
itial design.

nions and/or
ases: shortly
before major

=

echniques is
Dssible paths
vare can be
e applied to
static code

analysis or software fault-tree- analysis. The independence of the verifier(s) should be clear, ¢specially for

inspgction activities. For @il verifications, there should be clear criteria for success, for examp
expegted results for eachtest case or citing a coding standard for code inspections.

For software validation, the role of modelling or simulation in providing key validation evidence s
overlpoked, since this usually allows a wider range of test scenarios to be explored. For exa

e stating the

hould not be
ple, network

saturption cenditions may not be achievable in a test situation and network response and throughput times
undef these conditions may have to be assessed from analysis or simulation. Similarly, the behayiour of high-
risk RESymay be demonstrated by analysing a Finite State Machine or Petri Net model of the softyare.

Specific verification of user requirements should be performed. This may include the preparation and
evaluation of prototype designs, usability trials and evaluations and validation tests under realistic conditions
with representative users. Information concerning the in-service performance of the PES during maritime
operations should be collected.

B.8.4.3 Specific guidance

The required level of independence for a verifier will depend (as does the independence of the safety
assessor outlined in B.8.2) upon the criticality of the PES application. It may be appropriate to appoint an
Independent V&V (IV&YV) team from an external department or even a separate organization to validate a
particularly high risk. In other cases, for example code reviews of low-risk PES, sufficient assurance may be
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gained from using program designers from the same team to review an individual's work or even using self-
checking by the individual against a defined checklist.

For PES in operation, the usability may change with a new crew or if training is changed. There is a need to
re-assess usability if major changes are made to any part of the total system. Conversely, the competence of
new crews or crew members to use the PES to dependably discharge their responsibilities needs to be
checked.

Information on the performance of PES during their life cycle should be collected and analysed by the
operator and/or the producer of the PES. This information should address problems in use, for example
failures or conflicts with other PES or tasks. The information should cover technical problems and usability or

applicability T:ob!cms from-the-userperspectives

B.8.4.4 Sopurce references

[MSC/CIRC.$91] §3.3.2, §7.1, §7.3, §7.4, [IEC 61508-1] §7.1, §7.14, §7.18, §9.1.2,(JISO 9126] §5,
[ISO 13407] §5.4, §7.4.4, §7.5, [ISO 9000-3] §7.3.2, §7.3.1, §7.3.4, §7.3.5 §7.3.6 §7.5.1 §8, {ISO 9001] §7.2.2,
§7.3.4, §7.4,|88, [1ISO 9241-10]

B.9 Quality system
B.9.1 Sixtdenth principle

B.9.1.1 General

P16 All parties involved in life cycle activities shall have and us€ a quality management system.

B.9.1.2 Commentary

A quality sysftem is an important means of providing assurance that specified requirements have been met. It
should be appropriate for the size and complexityof the organization concerned, and its scope should inglude
those activities relevant to the PES. Key evidéhce here is that the quality system is defined, e.g. thfough
documented|procedures, and that it is effectively implemented, for example through the existence of quality
records.

Systematic drrors, either software ‘or)hardware, during design as well as manufacturing, are minimized [to an
acceptable Igvel through activities’managed by the use of a quality management system. Quality act|vities
should be dgffined in a quality.plan. The level of detail and complexity of quality management activities should
be a function of the requiredvintegrity for the PES under development. The plan should make clear ho the
quality systen requireménts are to be applied for the specific PES.

This principlg is applicable to all parties involved in the PES. This extends to supporting organizations sugh as
safety mangdgement organizations, in-service maintenance providers, and to sub-contract suppligrs of
products or gervices.

B.9.1.3 Specific guidance

The inherent complexity of software makes its behaviour difficult to assure by traditional methods based on
test results alone. Although highly complex, layered, networked PES based on COTS products may exhibit
failures which appear to be random (as a result of communication errors, version incompatibilities, dynamic
configuration effects, etc.), software is not subject to random failure but only systematic failure due to design
faults. Evidence of fault avoidance through a systematic process of design and construction is therefore
particularly relevant to software components. A quality system is the key element to providing such evidence.
Specific guidance on quality assurance activities and techniques for software is contained in the referenced
standards.
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Quality system certification by accredited assessment bodies is widely used and can form suitable evidence
against this principle. However, the scope of the certification should be relevant and the quality system should
be actually applied to the PES in question.

An often overlooked aspect of quality systems is preventive actions based on statistical data to feedback
lessons learnt from earlier iterations through life cycle phases. Although such actions usually have longer-term
intent, they can be effectively used to improve the development, production or maintenance of a specific PES.
For example, an analysis of defects found during unit testing may highlight weaknesses in the requirements
specification phase or in the design review process. These weaknesses could be addressed before the
phases are revisited when implementing modifications.

[I[EC p1069-1] §4.3.7, [IEC 61508-1] §4.1, §7.1.3.2, [ISO 9000-3] §4.1 §5 §6, [ISO9001] §4 §5 §6,
[1ISO P241-10]

B.9.2 Seventeenth principle

B.9.2.1 General

P17 | Existing requirements for marine systems shall be taken into acecount throughout the life cygle.

B.9.2.2 Commentary

A rapge of existing requirements can apply to any particular marine PES. These include legislative
requirements at the international and national levels, e.g:(SOLAS and STCW conventions. The applicability of

specific technical requirements for classification purposes also needs to be considered, and So
and Regulations are publicly available for use or reference.

A furfher source of requirements is application-specific standards published at national or interng
Thesg may include both application-related\requirements, such as the specific functions to be
well as technology-related requirements,\stich as measures to assure that PES components ar
use.

IEC 6§0945.
It shq
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met by the PES, and jt'should be clearly defined if conformance is required. This is particulé
conformance to suchfequirements may be subject to certification by external bodies.

B.9.2.3 Specificquidance

The
orgar

hpplicability) and importance of the different marine requirements will vary depending upor
izationinvolved. For example, a ship owner or a yard will give special attention to legisla
SOLAS)‘covering the PES in its context of use, especially where significant operational impact
Similarly) STCW may effectively place specific requirements on the relationship between the ug

Cieties' Rules

tional levels.
provided, as
b suitable for

For example, the special requirements for navigation and communication equipment afe defined in

irements are
rly important
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ion (such as
is expected.
er and some

types of PES. For a supplier, the range of existing or draft technical standards, such as IEC 6120
and IEC 60092-504, may be more important.

, IEC 61162

Existing certifications or reports that are relevant to the PES can form useful evidence against this principle
through the independent assurance they provide. This can include certifications for type approval purposes or
for quality management system approval, as well as reports from one-off analyses or studies. Conformance to
relevant national legislation, for example EU directives, may also be considered. Some regulatory
requirements change with time. The design of the PES may need to allow for change to retain compliance.

B.9.2.4 Source references

[[EC 61069-1] §4.3.7, [IEC 61508-1] §7.2.2.4, §7.4.2.9, [ISO 13407] §7.2, §8
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B.9.3 Eighteenth principle

neral

P18 Suitable documentation shall be produced to ensure that all PES life cycle activities can be performed
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htation responsibilifies of the organizations involved need to be clear, especially with regard to

how handovér through the supply chain will be accomplished. For example, during in-service support gnd/or
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Although oth
is this princig
results of re-
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esting following changes.

er principles cover requirements for operation, maintenance and configuration control activifjes, it
le that-governs the need to update related documents, to keep change records and to record the

A checklist for the main PES life cycle documents is given in Annex D.

B.9.3.4 So

urce references

[IEC 61069-1] §4.3.5, [MSC/CIRC.891] §3.3, §5.1, [IEC 61508-1] §7.1, §7.4, §7.5, §7.14, §7.18, §8.2, §9,
[ISO 13407] §7.4, §7.5, [ISO 9001] §7.3, §5.5.7
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B.9.4 Nineteenth principle

B.9.4.1

General

P19 Persons who have responsibilities for any life cycle activities shall be competent to discharge those
responsibilities.

B.9.4.2 Commentary

This is generally a well-understood area. Personnel should be abIe to meet their aSS|gned responsibilities and

comg
SOLA
rangs

The
deve

involved in trials should also have appropriate background and training (i.e. suchluse
entative of the competence of the actual user groups).

ange of required competencies includes the application area, safety techniques,.specific te
ted and the legal and regulatory requirements. The appropriate mix of coampetence, whe
ption, training or experience, should be demonstrated for the personnel groups involve
etencies may be necessary for every individual, whilst in other cases’ only one indivi
etent, for example, one person in a PES development team with ‘detailed knowledge
\S requirements. The main thing is to ensure that no one is required)to work outside of their
and level.

responsibilities of key roles (e.g. crew, safety assessor;, system integrator, systems er

erience. The
of the PES.
's should be

Chnologies to
ther through
Some key
ual may be
bf applicable
competence

gineer, PES

oper, safety manager, maintainer etc.) and how these:responsibilities are to be discharge¢d should be

defingd for each PES.
The management of complex and/or hazardous situations at all stages in the life cycle is usually| achieved by
a team rather than by one person. The design and\operation of suitable teams and the selectior] and training

of stgff to contribute to these teams needs to be.appropriately planned, resourced and managed.

B.9.4.3 Specific guidance
For Righer-risk PES, the competence.levels of the personnel involved in both development and operation
should be commensurately higher™ This should include more rigorous justification of thq levels and

demq
comy
in ge
inan

Com
orgar

nstration of their achievement. An independent safety assessor would require such co

heral, such as the use‘of neural nets, or novel to the organization, such as the use of an exi
ew application.

nfirmation of

etence. Higher-risk PES in’this case include those with novel features or technology. This nay be novel

sting product

petence may./be defined in different ways, depending on the size of an organizati

organizations,.externally-operated schemes, such as professional development schemes,
priate>~Experience without assessment of skills is common, but may be a risk in a
ical enwronment such as PES development The use of competence def|n|t|ons for general

apprd
techr

grade

izations, ,eofporate schemes and training are available to develop suitable skilled staff.

bn. In large
In smaller

ay be more

flast-changing

roles or staff

@S (a marine

example is the UK certification scheme for ships staff) form useful benchmarks against which the team
working on the PES can be compared.

What may not be as well understood is the effect of changing technology on the supply of crew. See the
guidance on the fourth and fourteenth principles (B.4.2 and B.8.3) regarding the technical specification for

user training. It is the responsibility of the operator to ensure the provision of suitable numbers of staff
competent to use the PES throughout its service life.

B.9.4.4 Source references

[[EC 61069-1], [IEC 61508-1] §5, [ISO 9000-3] §6.2.2, [ISO 9001] §6.2.2
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B.9.5 Twentieth principle

B.9.5.1

General

P20 The PES configuration shall be identified and controlled throughout the life cycle.

B.9.5.2 Commentary

Special attention should be given to the software aspects of this principle, since they can be poorly addressed.
The basic requirement is to be clear on which software components comprise the PES and which specific

versions are

to COTS con

The range and depth of software configuration activities will vary throughout the life cycle. For example,

early part of

later phases,

In this respe
regarding co

B.9.53 Sp

The level of
and the use
level of the

component p

Data files, fd

retained bet
data.

The benefits
considered.

B.9.54 So

[MSC/CIRC.

38

elevant to a given installation or build (configuration identification). This requirement also a

plies

nponents, such as operating systems or library files, that are part of the delivered software;,
he life cycle, it may be mainly concerned with document control of functional specifications,
evidence of configuration control during testing or modification to live systems would be neq

ct, a common understanding is needed of the responsibilities of all interested’ parties, partic
hfiguration records; such as where and how they are maintained.

ecific guidance

Jetail for the identification of PES should be driven by the cémplexity and structure of the sy
made of the information. For example, an operator may only.need to know and record the re
entire software system, whereas a supplier would keep full configuration details on 4
arts.

r instance directories, correction factors, trip Jevels and set point information, may need

of a unified configuration management system covering hardware, software and data shoy

urce references

391] §3.3.3, [ISO 9000-3] §7.3.7 §7.5.1 §7.5.3, [ISO 9001] §7.5.1, [ISO 10007]

n the
but in
ded.

ularly

stem
ease
| the

fo be

veen successive versions of software. Configuration management should include such lg¢gacy

Id be
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Annex C
(informative)

Guidance on the life cycle of marine PES

C.1 Introduction
The life cycle is a mechanism to assist in the production and operation of a system. A life cytle proceeds
through a series of stages. Each stage is achieved by the performance of one or more processels. Processes

use

documentation. The lists given in this annex present the main technical stages and’process

cycle

The

atten
resul
be m
life ¢
docu
marir
for ju

nd generate work products or outputs, many of which comprise information in
of a PES.

bhilosophy behind the principles stated in Clause 7 is that PES dependability can be achi
ion to the assessment of risk and focus on quality and user issues thtoughout the life of th
, many of the principles place requirements on the life cycle of the ‘PES. These life cycle g
et in @ number of different ways. Guidance on one approach is outlined below. This is based
ycle with defined objectives and outputs for each stage. The“approach emphasizes pr
mentation which relate to the fulfilment of the principles, and is particularly suitable for a s

5tifying the absence of hazards associated with the PESE

the form of
Bs in the life

bved through
e PES. As a
rinciples can
on a generic
bcesses and
afety-related

e PES. It is also suitable for PES that are considered non=safety related, since it provides & mechanism

C.2 [Life cycle stages

The fechnical stages in the PES life cycle are'shown in Figure C.1. The description of each stage, given in
termg of the objectives, major activities, inputs and outputs is in Tables C.1 and C.2 below.| Three main
procgsses (management, verification and.validation) are also shown. These are enacted at each stage in the
life cycle. Defects in the PES are identified through the verification and validation processes. These should
therefore begin at the earliest stage. in the life cycle, be applied to all stages in the life cycle and continue
throughout the life cycle.

The fepetition of life cycle stages arising from defects identified during verification and validation

in Fig
life ¢
whils

stagq.

beca

ure C.1. Where suchrjteration is needed, it can be to any previous stage, including the beg
cle. Iteration for minor problems or changes may only involve returning to the start of the d
more major problems may require returning to the “define requirements” or even the “i

Early identification of mismatch between the requirements and the developing PES
ise the cost of remedying defects increases approximately 10 times for every stage ¢

betw
oper

highlighted by the dashed lines in Figure C.1.

b

ben the-défect and its correction. lteration in the later stages of the life cycle, when th
ion (for example through modification of the PES or its operating procedures) or is being

is not shown
inning of the
urrent stage,
jentify need”
is important
f separation
e PES is in
replaced, is

The dotted boxes around groups of processes indicate the typical allocation of responsibility during the life
cycle. In practice, each stage may be performed by a different combination of competent organizations.

This life cycle and the accompanying descriptions are based largely on the requirements for the technical
elements of PES life cycles given in IEC 61508-1 to 3, ISO 13407, BSI 5515 and IEE 1990. This clause does
not cover the business, negotiation, personnel, quality and risk management activities required in the
development and operation of a PES. These are addressed for man-made systems in ISO/IEC 15288, and
are addressed for software in ISO/IEC 12207 Software life cycle processes (and its amendments).

The emboldened items in the outputs column of Tables C.1 and C.2 are described in Annex D.
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Figure C.1 — PES life cycle stages
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The following stages are present in the definition, development and operation of a dependable PES.

requirement

the need for a PES.

Crew, market and

Stage Also known as Objectives Major Inputs Major Outputs
and/includes
Identify need | Initial For a potential purchaser of a PES to refine Company strategy |Business

requirement

other interested parties (stakeholders) for the
PES.

This process takes full account of the needs,
competencies and working environment of
each relevant stakeholder in the system.

Project scope

User
representatives

Industry, national
and international
standards

Context of use

Needs analysis | This may be to: provide new systems; replace |technology Context(s) of
obsolete PES; investigate new technology; forecasts use (predicted)
Concept . . : o
PR implement experience gained from existing oot Svstem
T systems. GG =
Change in use . : . request st'atggy
A focus is established on safety, security and L (qutline)
crew issues relating to a new or replacement Leg|§latlve
PES. requirement Cpncept and
sgope
This process is enacted by the owner/operator. déscription
Define concept | PES Concept The definition of concept precedes the System strategy Cpncept and
. commitment to select, purchase or develop ) sgope
PES Feasibility new PES. It is performed to Project scope déscription
Pre-tender — identify the hazards and associated risks Legislation Hazard and
relating to the PES; Competitor rigk
— identify, clarify and record the systems (rjr:asr;arig?irgf nt
characteristics of the stakeholders, their | Other relevant P
tasks and the organizationaland physical |information to meet | Cpntext of use
gg\é|rracl)tr(1ar;n;]3r:1ctj in which the’PES will the objectives Inkitation to
tender
— develop an understanding of the PES,
its users, boundaries, environment and
applicable requirements sufficient to
enable satisfactory performance of
following'life cycle activities.
DefirIe PES Define a.complete, correct and unambiguous | Concept and scope | Requirements
requjrements |Requirements |setwof functional and non-functional description specification
specification requirements for the PES. Hazard and risk Chntext of use
Establish the requirements of the organization | management (revised)
which is acquiring or utilizing the PES and description

© 1SO 2005 - All rights reserved
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Table C.1 (continued)

development
Design study
System design

Functional

the-art practice, the experience and knowledge
of the supplier and other stakeholders and the
results of the context of use analysis.

To design the operation, maintenance,
training, support and other procedures that

Context of use

Rules and
regulations

Standards and

Stage Also known as Objectives Major Inputs Major Outputs
and/includes
Design PES Design To design the PES to meet the specified Requirements Design
and requirements. Drawing on established state-of- | specification documentation

Integration and
test
specification

Training needs
of crew

design

Produce design
solutions

Detailed
specification for
hardware and

ensure the PES performsas Tequired i use:

To develop integration testing approach and
products.

codes of practice
Legislation

Evaluation report

Suppert'plans

development

Program
development

Coding

(COTS)
selection

Customization

procedures.

The components of the PES include:
hardware, software, operator's manuals,
documentation, operational and maintenance
procedures, training and support services.

software
Constructior PES Design Production or acquisition of the components of | Design PES
and the PES in hardware, software, training and documentation components

Operation and
maintenance
procedures

Operationfand
maintenance
procedurep

Paramete-
rization
Testing PES integration | To implement, integrate and test the PES PES components | Integrated|PES
and testing components against their specified . .
requirements Design Integratior] test
Assembly \ documentation report
This stage)jincludes activities associated with Int " dtest |int tiorl test
the rollout of the software. ntegration and test | Integratior tes
specification log
Installation PES installation {T0linstall and commission the validated PES. [Validated PES Installed AES
and commis and . .
sionin : i To establish the human-system aspects of the | Context of use Trained uders
g commissioping . .
support and implementation of the system. .
Implementation Requirements
NOTE As a result of crew turnover, the user | specification
Cutever component of the total system may require “re- .
commissioning” through training. Installation plan
Stakeholder
rnprncnnl‘:ﬁ\lne
Training materials
Support plans
Acceptance Sea trials Assessment to demonstrate that the PES Installed PES Accepted PES
testing meets the stakeholder requirements Validation and
Customer Acceptance
. . acceptance test
acceptance This stage includes the handover of the R test report
specification
tests system.
Acceptance
Software test log
assessment
42 © ISO 2005 — All rights reserved
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PES on similar ships.

NOTE Some components of the PES may be
re-used as part of replacement systems.

For example, communications cabling may be
recommissioned as part of a faster or more
extensive network.

Stage Also known as Objectives Major Inputs Major Outputs
and/includes
In-service PES Operation |To operate and maintain the PES to keep the |Installed PES Operation and
support and required dependability. . maintenance
PP maintenance ) i ’ Operation and log
NOTE The information gained at this stage maintenance
Post-design may also be used as part of the definition of the procedures Monitoring log
support concept for equivalent PES on similar ships.
PES manuals
Support plans
Disppsal PES To decommission the PES and remove it from | Decommissioning _{/Becommis-
Decommis- service. request sipning report
sioning NOTE The information gained at this stage Dpcommis-
may also be used in defining needs for equivalent sipning log

© 1SO 2005 - All rights reserved
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The following processes are performed as required during the definition,

dependable PES.

Table C.2 — PES life cycle processes

development and

operation of a

Process

Also known as
and/includes

Objectives

Major Inputs

Major Outputs

Planning and |Plan and To specify how the required technical, quality, | Concept and scope | Project plans
management |manage PES safety and human-centred activities integrate | description Installati
development and fit into the whole system life cycle. nstailation
Terms and plan
PES validation | To develop a feasible PES validation plan that | conditions of el |
planning addresses all of the PES requirements. contract vardatromplan
Planning the Requirements
human-centred specification
process Context of use
Validation PES validation | To validate that the PES meets the PES Validation plan Validated PES
. requirements specification and to ensure that it . N
PES evaluation meets the requirements of the users, the tasks Requ.;.rerr:‘ents Valldr?tlon
Evaluate and the environment. Specilidn repo
de5|gns aga;mst This process may be used to collect feedback Projegplan Validation log
requirements on the developing design. This feedback will Context of use
be collected from end users and other
representative sources. Standards
legislation
Users
Verification PES verification | To test and evaluate the products of-a given Depends upon Verification
phase to ensure correctness andiconsistency |phase reports
with respect to the inputs to_that phase.
Modification PES To correct, enhance or adapt the PES whilst | Monitoring log Modificatign
modification maintaining the required dependability. Modification report
Software The PES modification activity may lead to a request Modificatign
maintenance return to any of the earlier life cycle phases, A | of log
including possibly the concept phase if the p%r.?"atp A t f
enhancement or adaptation is a significant modinications C(zje.]f.) ar;ce 0
chande. modificatigns
Refit Replacement Fo\dispose of a PES and install a replacement | Monitoring Log Replacemgnt
PES. request
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Annex D
(informative)

Checklist for marine PES life cycle outputs

D.1 Introduction

Life ¢ycle stages and processes use and generate work products or outputs, many of _wh|ch comprise
information in the form of documentation. Table D.1 lists the likely contents of the main outputs|produced by
thesq stages or processes.
The approach to PES dependability presented in this International Standard is basédyon followir|g a life cycle
which considers quality, risk and user needs throughout the life of the PES. Thelproduction and maintenance
of appropriate information is a significant factor in the control of the PES life(€ycle. These checklists may be
used|as a basis for evidence that a suitable life cycle is being followed.
Outputs relating to contractual, legal and commercial aspects of the PES'life cycle are not descfibed. Details
of the documentation of these aspects may be found in BS 5515, IEE\1990 and ISO 15504.
Table D.1 — Requirements for RES'life cycle outputs
Qutputs Requirements: and contents References

Instglled PES | An installed and commissioned PES thatisready for operation.
Intedrated PES | A fully functioning PES that satisfies the requirement of the Design Documentation.
Congept and Records the understanding of the PES and the environment in which it will be used. [IEC 61508-1
scope _— . . . . . . R7.2.2.6,
desdfiption Def!nltlon of the equipmept under control, its required control functions and its physical £7.3.2.5]

environment:

— description of<likely sources of hazards and information about the determined

hazards;

— information-about current safety regulations;

— identification of hazards due to interaction with other equipment under control;

— sspecification of the external events to be taken into account during hazard and risk

analysis; and

++— specification of subsystems associated with particular hazards.

Analysis of the stakeholders in the system and their relevance.

Human and organization impact assessment.

Specification of the type of accident-initiating event to be considered.
Context of use | Description of the components of the total system which are not part of the PES. [ISO 13407

The hardware and software infrastructure in which the PES is to operate. §7.2]

The systems with which the PES has to exchange data and commands.

The physical environment in which the PES is to operate.

The characteristics of the intended end users (their skills, training, physical abilities,

level of responsibility etc.).

The tasks the end users are to perform (including maintenance of the PES).

The organizational and social environment in which the users are to use the PES.
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Table D.1 (continued)

Outputs

Requirements and contents

References

Decommis-
sioning report

Records the details of the process of decommissioning the PES.
Chronological description of the details of decommissioning activities.
Reference to the decommissioning plan.

Reference to the decommissioning impact analysis.

[IEC 61508-1
§7.17.2.7]

Design
document-
ation

Defines and justifies the PES design to meet the requirements specification in terms
of the overall architecture and the component details for both hardware and software

elamantc
crerhertos

[IEC 61508-2
§7.4.2.,

S§740 11
ST

Design is derived from and traceable to the requirements specification.

Design specifies how independence is achieved between safety and non-safety
functions; safety functions at different SiLs.

Design documentation identifies the techniques and measures necessary to aghieve
the SIL.

Design documentation justifies the techniques and measures chosento_form an
integrated set which satisfies the required SIL.

Architecture meets requirements for fault tolerance, diagnostic coverage and proof
checks.

Details of the allocation of functions between users and PES.
Intended organization and operational structure.

A task model for the use of the PES.

Specification of the user system interaction.

For SIL 4, the architecture is justified by a detailed quantitative reliability analysis of the
hardware of the components.

Design specifies features to control systematic faults.
Design addresses testability and maintainability.

Design decomposed into hierarchy of sub-systems/components with a design and test
specification for each sub-system/component.

Sub-systems/components)Clearly identified and fully documented.
Design indicates where de-rating of components has been used.

Significance of -all hardware and software interactions identified, evaluated and
detailed.

Standards.-and other sources used, with an indication of how they have been
incorporated (or why they have not been followed, if appropriate).

Evidence that:

appropriate measures and techniques were used during design to help prevent the

[BS EN
61069-2 6]

[ISO 900p-3
§7.3.3]

[1SO 134p7]
§7.4]

[IEC 615p8-3
§7.4.2,
§7.4.3,
§7.4.5]

H .Y Al 'H £ £l

mrouucuaurtT Ur 1anurco,

appropriate design methods were used;

maintenance control procedures are formalized in the design;

automatic testing tools and integrated development tools are used where
appropriate;

software engineering procedures and techniques that help prevent introduction of
failures were used during software design;

steps were taken to ensure that any prototyping activities covered key
requirements and followed good practice; and

prototyping and user input were used to improved and refine the PES.

46
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Table D.1 (continued)

Outputs Requirements and contents References
Hazard and Records the information and results of the hazard and risk analysis activities. [IEC 61508-1
risk _ . o . . §7.4.2.10]
management Definition of each identified hazardous event and the components that contribute to it.
description Definition of the consequences and likelihood of the event sequences with which each

hazardous event is associated.
Definition of the estimated risk for each hazardous event.
Definition of the measures taken to reduce or remove hazards and risks.
Record of the assumptions made during risk analysis including estimated demand rates
and equipment failure rates.
Definition of any credit taken for operational constraints or human intervention.
References to key documentation which relate to the PES at each life cycle stage.
Instdllation Reports the results of installing and commissioning the PES. [lEC 61508-1
and . Record of installation activities. 7131
compnission- IS0 9000-3
ing rpport Record of commissioning activities. £7.5.1
References to failure reports. 8.2.4]
Documenting the resolution of failures and incompatibilities.
Intedration and | Defines the steps for integrating the components of'the PES and identifies the tests that | [IEC 61508-2
test will demonstrate that the integrated PES satisfies'its’design documentation. 87.4.7.5]
spedjification o . .
Identifies the integration tests to be performed: [1SO 9000-3
The tests demonstrate the conformance ofithe PES with the design documentation. p8.1§7.6]
Tests show all modules interact correctly to perform their intended function and do not
perform unintended functions.
Identifies procedures to be followed.
Identifies test environment.
Identifies tools.
Identifies configuration to be tested.
Addresses coverage of the tests.
Merging-of'software onto hardware identified.
Integration of modules/sensors/actuators identified.
Intedration test |Reports the conditions and results of all levels (component and overall) integration | IEC 61508-2
report testing. 87.5.7.6]
States whether the objectives and criteria decided during the design phase have been [ [ISO 9000-3
met. Reasons for failure are stated. 8.24 §8.3,
annrf is—auditable- 84]
Specifies the version of Integration and test specification used. g?g ;]3407
Specifies the version of PES tested.
Specifies the tools and equipment used, with calibration data.
Species the results of each test.
Identifies any discrepancy between expected and actual results.
Describes the analysis made and decisions taken when discrepancies occur.
Addresses impact studies for modification.
© 1SO 2005 - All rights reserved 47


https://standardsiso.com/api/?name=33868005fd265fc8bde50a1263f7a8f4

ISO 17894:2005(E)

Table D.1 (continued)

Outputs Requirements and contents References

Logs: Provide a chronological record of the associated development activities with the|[IEC 61508-1
. sources of information used at each stage. Tables A1

Operation and

- e . . . and A2 and
maintenance Record of the activities providing information on events in a chronological sequence. A3, §7.15.2.3
Monitoring The operation and maintenance log contains: §7.16.2.7]
Modification |— results of safety audits and tests; [ISO 13407

§7.5.6]

— record of the times and causes of demands on safety-related PES in actual

operation:
14 7

— record of the performance of safety-related PES when subject to those demands;
— record of faults found during routine maintenance; and

— record of the modifications made to the PES and the equipment under control.
The monitoring log reports the performance of the system in use:

— monitoring criteria, programme, process followed, period reported;

— deviations from stated processes and reasons for deviations;

— deviations from legislative requirements and reasons; and

— information for future development projects.

The modification log contains:

— record of all modifications and retrofits;

— references to the modification request;

— references to the impact analysis;

— references to the re-verification and re-validation of the PES and the results; and

— references to all documents affected by the modification activity.

Modification Records all modification requestss\and monitoring surveys for the PES and their|[IEC 615D8-2

report subsequent analysis and progress:. §7.8.7.1]
Specification of the modification or change. [1SO 900p-3
Impact analysis of the modification on the PES, the user and the environment. g;gg]
Approval for changes. [1SO 13407
Progress of changes. §7.5.7]

Test cases.for components.
PES configuration management history.
Reeord"of any deviations from normal operations and conditions.

Changes to system procedures.

(‘hgngne to-otherdocuments-
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Table D.1 (continued)

Outputs Requirements and contents References
Operation and |Defines the procedures that ensure the PES performs as required during operation and | [IEC 61508-2
maintenance |maintenance. §7.6.2.1]
procedures - . . L . . , .
Specifies the routine actions needed to maintain the ‘as designed’ functional safety of [ [ISO 9000-3
the PES, including condition and availability of supporting documentation or other|§, §7.5.1]
advice to users.
Specifies the actions and constraints during different operating situations to prevent
unsafe state and/or reduce the consequences of a hazardous event.
Specifies the operational procedures 0 be followed by USers In day-to-day operation of
the PES.
Specifies the operational procedures to be followed by users adapting or customizing
the operation of the PES, e.g. in varying set points or limits.
Specifies the maintenance procedures to the followed when faults are disgovered or
when failures occur in the PES.
Describes the jobs of the users using the PES.
Operating instructions and user manuals.
Specifies the required competence (skill, training and experience) of each type of user.
Specifies training plans and training material.
Specifies user support plans and service descriptiof.
Specifies the monitoring activities required to assure continued dependable operation
of the PES.
Monitoring plan: Workplace audit plan, scope and criteria, programme, process, tools.
Specifies the records to be kept on system failures and on demand rates on the PES.
Specifies the documentation to bé.kept on the results of audits and tests on the PES.
Specifies the procedures forsmonitoring on the effectiveness of maintenance in terms of
failure reporting and failute analysis.
Specifies the tools needed for maintenance and testing.
Specifies the maintenance of the tools needed for maintenance and testing.

Projéct plans: |Project planstare produced to show how the PES is to be engineered, how the desired
level of quality is to be achieved, and how the project is to be resourced so that it is
delivered'on time and to budget.
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Table D.1 (continued)

Outputs Requirements and contents References
Technical plan [ The technical plan details the strategy that will be adopted to ensure that|[LRGDS] §5
. dependability is engineered into the PES. The strategy should take into consideration
Quality plan any risks and uncertainties in the project as well as the characteristics of the system to [lgo 1d3307
Management |be developed so that the chance of producing a system that is not fit for purpose is §5and 6]
plan minimized.
The main characteristics and uses of the system to be produced.
Expectations or requirements that the client has with respect to how the system should
be engineered and the resulting implications
Uncertainties that contribute to a technical risk to the successful completion of the
project..
Organization and responsibilities of personnel performing all activities within the project!
Roles and purposes of teams within the project and degrees of integration, ‘and
independence between them.
Details of the overall development strategy, and approaches to specification, design,
coding, integration and testing, and the relationship between the two.
Integration strategy for specialist activities (e.g. safety, human factors *and security),
including procedures for establishing feedback and communicatioh’on these activities
as they affect other design activities.
Details of the process model to be adopted by the projectincluding, for each activity,
the inputs to, outputs from, entry and exit conditions, reviéews'and role responsibilities.
The rationale for and choice of methods, techniques, languages and tools for
specification, design, coding, and verification and validation.
The target, development, test and maintenance ‘€nvironments.
The deliverables to be produced and their pature.
A technical log which provides evidenee of a sound technical approach is being
followed in accordance with the technical plan.
The standards, procedures, practices and conventions to be adopted during the
development with references.
The particular mix of skijlls\and experience that the project requires, including those that
will be required for verification and validation.
The plans for release, support and modification.
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Table D.1 (continued)

Outputs Requirements and contents References

Quality plan The quality plan defines how an organization's quality management system is applied | [LRGDS] §6
to the project. The quality plan defines the quality features in the deliverables to be
produced and the means by which they will be checked. It also details the controls and
procedures that will be adopted for the project to ensure that quality is achieved in all
deliverables produced.

Specification of the items within the scope of the quality plan and the intended use of
the PES.

Identification of the definitive requirements specification against which acceptance is to
be made.

Organization of personnel performing quality control and assurance activities on_the
project, including all verification work, indication of, relation to and interaction with other
teams on the project.

For each project deliverable define the

— format and content;

— way in which quality features will be defined and verified;

— personnel responsible for origination, verification, mainteqance and control;
— method for identifying and tracing requirements thretgh the deliverable;

— reference to the technical, verification and validation plans;

— the deliverables that will be produced and the'filing system to be used for these
items;

— personnel responsible;
— scheme for unique identification ofdtem, issue and its status;
— meaning of item status;

— issue and storage of injtial'and updated versions of items including how, when and
to whom the items will"be issued;

— specification of how changes to items are to be marked and recorded, and the
change historysmaintained; and

— methods and-facilities to be used to protect items from unauthorized access or
inadvertentdamage or degradation, covering items in use or archived and stored
on- and-eff- site and items in transit.

Specifieation of all standards, procedures, practices and conventions to be used on the
project, the way in which compliance will be monitored, and how divergence is
described and justified.

Specification of methods, techniques and tools for verification and validation activities.

Specification of procedures for assuring that software purchased or developed under
sub-contract meets its requirements.

Froject metrics and their use.
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