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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and

non-g

avernmental in liaison with 1SO_also take part in the waork 1SQO collaborates clo

ly with the

Interr

Interr

The main task of technical committees is to prepare International Standards. DraftyInternation

adop
Intern

Attention is drawn to the possibility that some of the elements of this document may be the sub

rights

ISO 1

with Technical Committee CEN/TC 278, Road transport and traffic telematics.

This second edition cancels and replaces the first edition{(ISO/TS 17573:2003), which has bes
revisgd.

ational Electrotechnical Commission (IEC) on all matters of electrotechnical standardization

ational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, F

ed by the technical committees are circulated to the member bodies fer ‘voting. Publi
ational Standard requires approval by at least 75 % of the member bodies-casting a vote.

. ISO shall not be held responsible for identifying any or all such patent rights.

7573 was prepared by Technical Committee ISO/TC 204, Intélligent transport systems, in

Part 2.
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cation as an
ect of patent

collaboration
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Introduction

The widespread use of tolling requires provisions for users of vehicles that are roaming through many different
toll domains. Users should be offered a single contract for driving a vehicle through various toll domains and
those vehicles require on-board equipment (OBE) that is interoperable with the toll system in the various toll
domains. In Europe, for example, this need has been officially recognized and legislation on interoperability
has already peen adopted. See EFC Directive 2004/52/EC_There is a commercial and economic justification
both in respgct to the OBE and the toll systems for standards enabling interoperability.

In addition to other standards, there is also a further need for a system architecture that

— provideq an architectural “umbrella” for other EFC standards in terms of a common defifition of termp and
concepts, basic system functionalities, and structure;

— provideg a common terminology which enables its users
— to improve the quality of specifications to be used in an international,market,
— to reduce the risk for different interpretations of specifications (purchaser) and descriptions (supplier),
— to s|mplify the communication between experts from different.continents, and
— to ephance the potential use of other EFC standards;
— defines @ common framework, that enables both
— identification of potential activities subject torstandardization, and
— maiptenance of a common and consistent view of the whole area;
— defines {he boundaries between the EFC and the external world;
— identifies all architectural objects/that are within the EFC boundaries;
— provideq a basic understanding of EFC, EFC interoperability, and the EFC services being offered.
The previouq edition of-this International Standard was based on a conceptual model defined in ISO/TS 14904.
Since then, ideas on‘conceptual models have evolved in several regional projects and implementationg, e.g.
in Japan and Europe. Those new models have been detailed to a further extent compargd to
ISO/TS 17573;2003 and are closer to real-life implementations. This International Standard is based on these

new conceptual models and uses the associated terms and definitions. A comparison between
ISO/TS 17573:2003 and this edition is shown in Annex B.

Although there are many differences, collecting tolls for vehicles can be to some extent compared with
collecting fares for public transport. Architectural harmonization of the collection of fees and fares can be
desirable from a policy and from a user point of view. In the past ISO 24014-1 (prepared by CEN/TC 278
WG 3, Public Transport) used ISO/TS 17573:2003 as a starting point for their work. This International
Standard has benefited from that and has also taken 1ISO 24014-1 into account.

In this International Standard the open distributed processing (ODP) standard is used for the description of the
architecture.

The ODP standard gives a vocabulary and modelling tools to see the architecture of a system from different
perspectives (viewpoints), in order to cover, for example, hardware components as well as network protocols
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or interfaces or roles and general policies of the system itself. This is accomplished using different sets of
concepts and terminologies, each one of those expressed as a viewpoint language. A complete description of
a real system can only be achieved when all viewpoint models are designed. This allows for a clear separation
of concerns and an easier way to define a system. A brief description of the ODP concepts can be found in
Annex A.

This International Standard gives a description of the architecture of the toll systems environment from the
enterprise viewpoint. In addition, this International Standard defines the foundations of the information
viewpoint by defining information interactions and general information objects, and gives the basis for the
computational view, by identifying needed computational objects and their interfaces.

© ISO 2010 — All rights reserved vii
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INTERNATIONAL STANDARD ISO 17573:2010(E)

Electronic fee collection — Systems architecture for vehicle-
related tolling

1 cope

This |nternational Standard defines the architecture of a toll system environment in which‘a customer with one
contrpct can use a vehicle in a variety of toll domains and with a different Toll Charger,foreach dgmain.

Toll dystems covered by this International Standard can be used for various purposes’including rgad (network)
tolling, area tolling, collecting toll for bridges, tunnels, ferries, for access, and.for parking. Frorh a technical
point|of view the considered toll systems use electronic equipment on boarda.vehicle.

From| a process point of view the architectural description focuses on tolrdetermination, toll charging, and the
assotiated enforcement measures. The actual collection of the toll, i.e/collecting payments, is not included.

The frchitecture in this International Standard is defined with ho more details than those required for an
overgll overview, a common language, an identification of the need for other standards, and the drafting of
thesq standards.

This |nternational Standard provides

— the enterprise view on the architecture, which is concerned with the purpose, scope |and policies
governing the activities of the specified system within the organization of which it is a part,

— ferms and definitions for common use.inya toll environment,

— g decomposition of the toll systems environment into its main objects,

— the responsibilities of the main‘actors,

— an identification of the main’interfaces between the main objects,

— an identification of.the-main flows of information between the main objects, and

— qction diagrams ‘reflecting the co-operation between the main actors.

2 ormative references

references, only the edition cited apphes For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 7498-1, Information Technology — Open systems interconnection reference model — Basic
Reference Model: The Basic Model (ITU-T Recommendation X.200, 1994)

ISO/IEC 10746-2, Information technology — Open distributed processing — Reference model: Foundations
(ITU-T Recommendation X.902)

ISO/IEC 10746-3, Information technology — Open distributed processing — Reference model: Architecture
(ITU-T Recommendation X.903)

ISO/IEC 15414, Information technology — Open distributed processing — Reference model: Enterprise
language (ITU-T Recommendation X.911)

© 1SO 2010 — All rights reserved 1
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 7498-1, ISO/IEC 10746-2,
ISO/IEC 10746-3, ISO/IEC 15414, and the following apply.

3.1
context data

information defined by the responsible Toll Charger necessary to establish the toll due for circulating a vehicle

on a particula

3.2

r Toll Domain and to conclude the toll transaction

customer (of a Tolt-Service Provider)

person or leg

NOTE D¢
holder of the V
3.3

driver

person who d

al entity that uses the service of a Toll Service Provider

bpending on the local situation, the customer can be the owner, lesser, lessee, keeper,(fleet) opg
ehicle's registration certificate, driver of the vehicle, or any other third person.

rives a vehicle

e driver is assumed to operate (use/serve) the OBE (e.g. the setting of the number of axles).

electronic fge collection

NOTE Th
34

EFC

toll charging
NOTE Th
3.5
enforcement

process of c(

NOTE In

3.6
equipment i
ability of two

3.7
interoperabil
ability of sys
exchanged to

EXAMPLE

supported by electronic equipment on board a vehicle

e actual payment (collection of the fee) can take place-Outside the toll system.

mpelling observance of a law, regulation, etc.

this context, “enforcement” is the process of compelling observance of a toll regime.

hteroperability
or more pieces of equipment to operate in conjunction

ity

ems to previde services to, and accept services from, other systems and to use the servic

enable'them to operate effectively together

Tolling interoperability aims at enabling a vehicle to drive through various toll domains while havin

one OBE operating under one contract with a Toll Service Provider.

brator,

ES SO

h only

3.8

localization augmentation
information sent by the roadside equipment to the on-board equipment to augment the positioning for
autonomous systems

3.9

on-board equipment

OBE
equipment fitt

NOTE

ed within or on the outside of a vehicle and used for toll purposes

The OBE does not need to include payment means.

© 1SO 2010 — All rights reserved
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one(s) liable for toll
person(s) or legal entity(ies) liable to pay toll under the operation of a toll regime

NOTE

3.11

point of observation
interface, or in general identifiable access to a system, where conformance can be stated and verified

3.12

roadside-equipment

equigment located along a road transport network, for the purpose of communication and data‘ex
on-bgard equipments

3.13

role

set of responsibilities

3.14

tariff)scheme

set of rules to determine the toll due for a vehicle in a toll domain for a-tolled object at a certain d3g
EXAMPLE A table that shows the toll for various classes of vehiclet

3.15

toll

charge, tax, fee, or duty in connection with using a vehicle*within a toll domain

NOTH The definition is a generalization of the classic’definition of a toll as “a charge, a tax, or a duty
to pags a barrier or to proceed along a road, over a/bridge, etc.” The definition above also includes fees r

(admi
3.16
Toll ¢
legal
NOTE

3.17

toll declaration

state
betw

NOTE
Toll §

A toll regime can designate more than one person to be (jointly and severally) liable for paying the toll.

histrative) obligation, e.g. a tax or a duty.
Charger
entity charging toll for vehicles.in a toll domain

In other documents the_terms operator or toll operator can be used.

ment to a Tollh €harger that confirms the presence of a vehicle in a toll domain in a fq
pen the Toll\Service Provider and the Toll Charger

A valid toll declaration has to fulfil formal requirements, including security requirements, agree
ervice Provider and the Toll Charger.

changes with

y and time

for permission
bgarded as an

rmat agreed

0 between the

3.18

toll domain
area or part of a road network where a toll regime is applied

3.19

toll point

locati

on within a toll domain where the OBE has to issue a toll declaration

EXAMPLE A part of a toll plaza for electronic fee collection.

3.20

toll regime
set of rules, including enforcement rules, governing the collection of toll in a toll domain

©I1SO
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3.21
toll schema
generic term

used for toll regime and/or toll domain and/or toll system depending on the context

used
ies).

3.22

toll service

service enabling users having only one contract and one set of OBE to use a vehicle in one or more toll
domains

3.23

Toll Service Provider

legal entity previding-eustermertel-servicesorone-ermoretoll-demainsforoneermoreclassesof-vehicle
NOTE 1 Infother documents the terms “issuer” or “contract issuer” can be used.

NOTE 2  THe toll service provider can provide the OBE or can provide only a magnetic card or a smart card to bg
with the OBE provided by a third party (just as a mobile telephone and a SIM card can be obtained frofa-different par;
NOTE 3  THe toll service provider is responsible for the operation (functioning) of the OBE with-respect to tolling.
3.24

toll system
off-board eqy

NOTE1  Th
NOTE2 Th
3.25

ipment and possible other provisions used by a toll charger for-the collection of toll for vehic
e OBE is excluded from the definition.

e actual payment (collection of the fee) can take place outside the toll system.

toll systemg environment management

controlling e

NOTE TH
one, a regulat

3.26
tolled objec
distinguished

EXAMPLE
(network).

3.27

terprise object for the toll systems environment

e toll systems environment management can encompass several distinct entities, e.g. a political/legi
bry one, private associations, standardization authorities, and so on.

part of a toll domain for which one or more tariff schemes apply

A tolled object can'be e.g. an area, all public roads within an area, a bridge, a zone, or a stretch g

transport service

service used

3.28

by a toli=liable vehicle in a given toll regime under the responsibility of a toll charger

blative

f road

trust object

information object that is exchanged between entities to ensure mutual trust

EXAMPLE

3.29
user

A trust object can be e.g. an electronic signature or an electronic certificate.

customer of a toll service provider, one liable for toll, the owner of the vehicle, a fleet operator, a driver, etc.

NOTE

This is a generic term which is context dependent.

© 1SO 2010 — All rights reserved
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4 Symbols and abbreviated terms

4.1 Abbreviated terms

For the purposes of this document, the following abbreviations apply throughout the document unless
otherwise specified.

CE Central Equipment

CRM Customer Relationship Management
DSRC Dedicated Short-Range Communication
EETS European Electronic Toll System

EFC Electronic Fee Collection

GNSB Global Navigation Satellite Systems

ID Identity

IFMSA Interoperable Fare Management System Architecture
OoBU On-board Unit

ODP Open Distributed Processing

RSE Roadside Equipment

SLA Service Level Agreements

TC Toll Charger

TMS Traffic Management System

TTP Trusted Third Party

UML Unified Modelling Language

4.2 [ Symbols

In action diagrams, the following graphical conventions apply.

Rounded corner boxes indicate’responsibilities and related activities within foles

Horizontal arrows indicate information exchanges between roles as 4ctivities
performed within tesponsibilities

o E—
J7 Vertical arrows represent execution steps within activities

Solid’circles represent the start of activities

Partially coloured circles represent the end of activities

I Solid horizontal bars represent decision gates

5 The EFC community: roles and objectives

5.1 General

This clause specifies the EFC community in terms of its relationships and interactions with the external objects
with which the EFC community interacts.

© 1SO 2010 — All rights reserved 5
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The EFC community is
a) the collection of all entities that have been set up for carrying through the different roles,
b) the EFC-specific equipment needed to fulfill the roles, and

c) the vehicle-related transport services subject to tolling.

External entities are objects that are involved in the toll charging but that are not set up for the only purpose of

toll charging, e.g. satellite positioning systems and standardization bodies.

The EFC ¢
environmentfinteracts with, which together act as a configuration of objects formed to meet an objective

in this case| is the electronic collection of tolls for vehicle-related transport services. The tdll\ch
environmentl|itself is represented as an enterprise object in the community and the objectives and scope
toll charging fenvironment are defined in terms of the roles it fulfils within the community of whick’it is pa
the policy statements about these roles. Also, the roles of the enterprise objects externalvio a toll chg
environment|are defined here in terms of their implication in the tolling.

The lines befween the objects indicate the major interactions between the enterprise objects, where inten
are located. |nterfaces between the toll charging environment and the.other objects in the EFC communi
be external interfaces to the toll charging environment while interfaéés within the toll charging environme
be internal interfaces.

Positioning systems

Authorities Financial systems
Standardization Toll charging
. . Telecom systems
bodies environment
EFC equipment Vehicle sensors and
suppliers data stores
| Certification bodies | Environmental sensors

and other ITS systems

rging
hich,
rging
f the

and

rging

dard.
e toll
tems,

faces
y will
Nt will

Ei |_E ise obi in the EEC .

5.2 Toll charging environment

The role of a toll charging environment is to electronically collect a toll in a secure and safe way enabling

issuing of a toll declaration without stopping at a charging point, e.g. a toll station.

The interactions between a toll charging environment and the other objects in the EFC community are

described below.

6 © 1SO 2010 — All rights reserved
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5.3 External objects

5.3.1 Financial systems, e.g. banks, credit card companies and clearing houses

The role of a financial system is to provide the financial services requested by a toll charging environment.
The services will mainly be the transfer of money between entities in the toll charging environment, including
users. It is important to note that the toll charging environment roles handle charging data while the financial
system handles payment information (“money”). The interactions between the toll charging environment and
the financial system are based on explicit and implicit contracts between the objects in the toll charging

environment and the objects in the financial system.

This
charg
doma

5.3.2

The
Exa
charg
the (
expli
telec

5.3.3

The
provi

the registration of when a vehicle recognizes a tolling object or the distance that a vehicle has

road
could
no of
posit
envir

5.3.4

A tol
vehic
retrie
data
sens
appli
insta

niernational Standard makes a strict distinction between the payment (financial) domain supporting a toll

ing environment and the charging domain within the toll charging environment itself. Qnly
in is covered by this International Standard.

Telecom systems

ole of the telecom systems is to provide the telecom services requested-by a toll charging
ples of such services could be cable network for transfer of data between the operato
ing environment and air-interface network for transfer of data betweenthe toll charging eg
DBE. The interactions between the toll charging environment and)the telecom system a
it and implicit contracts between the objects in the toll charging environment and the o
bm system.

Positioning systems

fole of the positioning systems is to provide positioning services as part of the toll calcu
e signals for registering the position of the vehicle subject to a toll. Examples of such reg

network. Examples of real-life positioning-systems are GPS and GALILEO. DSRC road
also be used for positioning but, in this case, it would be part of the toll charging environn
her roles outside the EFC community: The interactions between a toll charging environr
oning system are based on explicit and implicit contracts between the objects in the
bnment (objects related to the toll charging roles) and the objects in the positioning system.

Vehicle sensors and data stores

le where the main,purposes of the sensor or data store are not related to EFC. The i
ved from the sensors and data stores and used for the toll calculation. Examples of such
stores are GNSS sensors (e.g. in devices used for navigation, fleet management), tachog
Drs, suspension sensors, axles in use sensors and vehicle-related information stored
cation module (SAM). The data stores could be either in the vehicle or elsewhere, e.g
led within the toll domain.

the charging

environment.
s of the toll
uipment and
re based on
bjects in the

lation, i.e. to
strations are
ravelled in a
nfrastructure
ent as it has
hent and the
toll charging

charging environment”may use information from vehicle sensors and data stores integrated in the

nformation is
sensors and
raphs, trailer
in a secure
a computer

5.3.5

Environmental sensors and other IS systems

A toll charging environment may use data from environmental sensors, e.g. pollution measurements, for the
toll calculation. Data from other ITS systems, e.g. traffic management systems (TMSs), may also be used for
toll calculation. A dynamic road pricing scheme may for instance use both the pollution measurements from
environmental sensors and the data on traffic flows and speeds from a TMS for the dynamic toll calculation.

5.3.6 EFC equipment suppliers

The role of the EFC equipment suppliers is to provide EFC equipment to a toll charging environment, e.g.
OBE and RSE. The interactions between the EFC equipment suppliers and the toll charging environment are
based on contracts between the different objects in the toll charging environment and the EFC equipment
suppliers. The main role of the toll charging environment will be to provide system requirements while the

© 1SO 2010 — All rights reserved
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main role of the EFC equipment suppliers will be to provide EFC equipment with EFC functionality in
accordance with the requirements.

5.3.7 Certification bodies

The role of the certification bodies is to certify the objects in a toll charging environment. The certification may
cover both the certification of roles and equipment/functions in the toll charging environment.

Certification of roles, e.g. the actors (companies) that take crucial roles, is important in an interoperable
environment with several different operators.

5.3.8 Standardization bodies

The role of the standardization bodies is to provide EFC standards and other standards or specificgtions
relevant for foll charging environments. There are interactions with a toll charging environmeént concdrning
EFC standands to be used for toll charging environment requirements as well as input from toll chgrging
environments$ to the standardization bodies, e.g. by toll charging operators taking part,in\the preparatijon of
EFC standarfls.

5.3.9 Authorities

The role of the authorities is to define the framework in which a toll charging‘environment shall operate] The
framework i defined by policies constituting laws and regulations, mandates, constraints and requirenjents.
Different authorities define different policies:

— Road arnd transport authorities, e.g. a Department of Transpart, may define policies related to the|type,
availabillty, reliability and quality of the transport service subject to a toll. The authorities may also, |n co-
operatioph with the financial authorities, define policies fortariffing principles to be used in a toll chgrging
environment. The authorities may also, in co-operation”with the financial authorities, define the pdlicies
that govgern the configuration of the EFC enterprise~objects and assignment of roles to enterprise objects
as well |Jas the environment contracts that govern the system. An example here would be thgt the
authorities define the policy which is the basis for the contract between an operator taking the role of
issuing EFC contracts and the operators taking the toll charging roles.

— Telecon| authorities may define policies for the use of telecom systems, e.g. frequencies in air-intgrface
commurjication systems.

— Financigl authorities may define’policies for a toll charging environment and the financial environnjent it
shall operate, e.g. whether.the toll is a tax or a fee. They may also define policies for the use of certain
types of payment means; e.g. electronic purses, and the split of roles between the toll chdrging
environment and the financial systems.

— Data prdtectionsauthorities may define policies for the security and privacy in a toll charging environnjent.

— Certificarion authorities may issue public key certificates.

The interactions with the authorities also cover access to information kept by the authorities, e.g. national
vehicle registers.

6 Roles in a toll charging environment

6.1 General
Since a role is a collection of responsibilities for certain tasks (or functions), this International Standard

describes the different roles in a toll charging environment as the defined collections of responsibilities in the
EFC scope. Roles are described in general terms, i.e. as sets of responsibilities where each set includes

8 © 1SO 2010 — All rights reserved
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responsibilities that are logically related to each other, either by their objectives and/or the actors that may
take the role. The following roles are identified:

— Avrole related to the provision of the toll service.

— Avrole related to the use of the toll services.

— Avrole related to the charging of the toll.

— A role related to the management of a toll charging environment. Responsibilities in this role include

managing the interoperability among different EFC domains and acting like an advisory board, in the
g§ense of not covering any commercial responsibility or fisK.

An oyerall picture of the main roles and their interactions is summarized in Figure 2. Fhe) twq-way arrows
betwgen roles are meant to indicate collections of interactions. Interactions to and fromythe” manggement role
are anagement information flows, while interactions between the three othef\ roles arq operational
information flows of the toll charging environment, i.e. information flows that are présent during daily operation.

Management of the toll
charging environment

Charging of the
toll

Provision of the
toll service

Use of the
services

Figure 2 — Roles in a toll charging environment

The following clauses describe the above identified roles, indicating, for each role, its responsibilities. It has to
be clear that.this International Standard does not impose that all roles perform all indicated regponsibilities.
Mandating..the' performance of certain responsibilities is the task of base standards derived from this
architecttre.

6.2 Role related to the provision of the toll service

The role related to the provision of the toll service is responsible for providing the basic artefacts, mechanisms,
organization structures, and information transfer tools needed to run an EFC system.

Responsibilities related to this role include
— providing basic provision, including
— providing the OBE,

— guaranteeing that the entity performing the charging of the toll role will be paid for it,

© 1SO 2010 — All rights reserved 9
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— providing the payment means to the user or accepting an existing one,

— collecting the money from the signer of the EFC contract,

— managing the customer relationships related to the use of the toll service concerning information,
claims, questions and answers, error handling and any contractual or financial matters,

— imp

lementing and adhering to the security and privacy policies for the toll systems, and

— monitoring the actual operational quality relative to agreed SLA's;

— acting a

— offering contractual relations according to defined conditions to interested users andjeoncl

con
— pro

— providin

— making sure that the OBE is reporting in a secure way information needed for the toll charging;

— providin

— pro
inst

— customizing the OBE, including

— Cus

— maintain

— mai

6.3 Role related to the use of the'toll service

In this Intern
domain. The
a ferry conn
city). It coul

enabling the

A role is thus identified that covers all aspects of using the toll system and, if applicable, of the tran
service. Implementations of toll systems in various domains identify actors in this role that are comn

5 a contract agent, including

ractual agreements, and
iding and managing the EFC contract including the service rights for the toll service user;

) toll declaration, including

j EFC context data, including

iding context data originated elsewhere (e.g. by a TelF Charger) in a way that they c3
blled in the OBE;

omizing the OBE in a secure way;
ing the OBE, including

ntaining the functionality of the \OBE.

btional Standard, a‘transport service is related to the use of, or the presence of, a vehicle in
toll domain may-encompass a road network, a specific section of road (e.g. a bridge, a tun

also be anyrservice related to the use of a vehicle in the transport system, e.g. a petrol s
river to\buy petrol by means of EFC.

Liding

n be

a toll

nel or
ction) or a specific area offering a service (e.g. a parking lot or access to a protected area in a

ation

sport

referred to as, e.g., driver, user or customer.

This role cov

— Driving t

ers the following responsibilities:

he vehicle subject to toll including

— using the OBE as a tool to fulfil one's obligations,

honly

— interacting with the OBE, e.g. declaring the vehicle characteristics for the vehicle subject to toll or
receiving messages and acting on the messages from the OBE, and

— behaving according to the rules of a specific toll system, e.g. recognizing a signal or a road sign.

10
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— Owning or operating a vehicle, including
— adhering to the toll regime for a toll domain,

— signing a contract with a Toll Service Provider,

— signing a contract with the issuer of the EFC contract and becoming responsible for compliance to

the rules related to the use of the toll service,

— acquiring an OBE,

+ installing and eventually de-installing the OBE in the vehicle,
+ terminating the contractual relation to the Toll Service Provider,

+ receiving the claim, e.g. by means of an invoice, for a service that has been used an
paid,

+ paying the toll included in the claim,
+ storing and protecting the contractual data and eventually thé payment means, e.g.
purse, needed for toll charging and communicating the data to other actors having ro

issuing or toll charging (this role is always bound to the @BE), and

+ contacting the CRM of the service provider in orderto clarify uncertainties about issue
contractual relations.

6.4 | Role related to the charging of the toll
The role related to the charging of the toll covers all actors who define the toll regime, operate th

and may provide transport services. The rolelincludes the related charging infrastructures and wh
toll and operates the toll system. Enforcement operators also play this role.

The Ile related to the toll charging includes the following responsibilities:
— Basic charging, including

+ providing, if applicable, the transport service, e.g. access to a road network, a parking
connection, and

+ defining;the charging principles for the service offered, e.g. the tariffing principles for a
Zone

— (Calculating the toll, including

l a toll to be

AN electronic
es related to

5 covered by

e toll system
o defines the

lot or a ferry

olled road or

— possibly communicating to the user the result of the charging process, and

— communicating in a secure way with actors having roles related to the issuing of the EFC contract,

payment means and OBE.

— Originating EFC context data, including

— informing the driver of the vehicle about the EFC availability and the toll charging principles, e.g.

through signs and messages either directly or via the OBE.

— Communicating with passing vehicles, including, whenever applicable and according to the technology

chosen in the given toll domain

© 1SO 2010 — All rights reserved

11


https://standardsiso.com/api/?name=e9d455cd04185596f7dd7aa96cfbcdcf

ISO 17573:2010(E)

6.5 Role related to the management of a toll charging environment

There is alsg
that enables
is identified

together, def

The respons

12

Operatin

setting r

providing, if applicable, to autonomous systems, geographical details of the charge objects in the toll
domain, as well as positioning information; this process is also known as localization augmentation,

detecting a vehicle subject to a toll,

collecting the characteristics of a vehicle enabling a correct classification of the vehicle used for a toll
calculation; the information collected can either be read from the OBE, measured (both used for toll
calculation or verification of data read from the OBE) or collected from a central database or vehicle
register (off-line toll calculation),

communicating in a secure way with the OBE, exchanging information needed for the toll charging,

acc

coll

a transport service provided, e.g. by licence plate recognition. The role enables toll cellection w

an (

detg
toll

han
and

imp

defi
auth

defi
unid

bpting the service rights stored in the OBE, i.e. the medium carrying the contractual datayan
pcting the information enabling the operator of the toll domain to identify the receiver.of a cla
DBE installed in the vehicle.

g enforcement, including

Jomain; compliance check of autonomous systems is included inthis responsibility,

dling enforcement cases while protecting the privacy of thé.actors having taken the role of g

a need for overall management of a tell.charging environment defining and organizing the
the daily operation of the toll charging.equipment involving several different actors. A specifi
o manage a toll charging environment, i.e. defining and maintaining a set of rules that,
nes the policy of a given regime or of the overall toll charging environment.

bilities of this role include
lles, including

hing the suppodrted security and privacy policies for the EFC system, acting as the se
ority that defines the security interaction policy among the different security domains, and

hing afd*maintaining ID schemes and, if necessary, supporting the issuing of IDs ens
ueAregistration codes for organizations and components and unique identifiers or rulg

ementing and adhering to the security and privacy ‘policies for the toll charging environmentg.

)

m for
thout

cting, recording and handling exceptions (including fraud) whenevér a vehicle passes throligh a

river,

bolicy
C role
aken

curity

uring
s for

gen

pefating unique identifiers for the EFC applications and messages;

certifying EFC constituents, including

defining the certification requirements for actors involved and equipment used in the EFC system;

handling disputes, including

defi

ning the operational procedures among the operators, and

managing disputes among operators.
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Decomposition of a toll charging environment

General

This International Standard describes how the roles described in 6.1 to 6.5 are allocated to four different types
of domains within a toll charging environment:

a) The Toll Service Provider domain covers all roles described in 6.2.

b) The user domain covers all roles described in 6.3.

The Tott Charger domaimn covers alt Totes described i 6-4-

The toll charging environment management domain covers all roles described in 6.5.

domain can be described by objects on the following three levels:

f)

\
6.6.2

6.6.2

This
Figur

he organizational level where different objects describe the actors that havé.been assigned
les within that domain;

the different

e equipment level where objects describe the artefacts, e.g. the OBE, used by actors to perform their

les;

vithin the domain.
The Toll Service Provider domain

1 General

subclause defines the objects involved*in’ performing the toll service provisioning role
e 3). Note also that a Toll Service Proyider domain is controlled by a Toll Service Provider.

he transport service level where objects describe the typelof“vehicle-related services that are offered

see Note in

Toll Service Provider

Organizational leve

Equipment leve

Toll Service Provider Domain

Transport service level

NOTE Vehicles do not belong to the toll service provider domain.

©I1SO

Figure 3 — Toll service provider domain
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6.6.2.2

Organizational level

The Toll Service Provider is the legal entity that provides the customers (users) with toll services in one or
more toll domains, (see 6.6.4), for one or more classes of vehicle. A toll service is a service enabling users
having only one contract and one OBE to use a vehicle in one or more toll domains.

The Toll Service Provider may purchase services from other legal persons and/or organizations operating on
their behalf. These organizations are often given names that reflect the responsibilities they have taken, e.g.
OBE provider and contract provider or issuer. However, any distinction between a Toll Service Provider and
entities acting on their behalf is outside of the scope of this International Standard.

o

A Toll Servic
The Toll Ser
NOTE 1 TH

NOTE2  Th
with the OBE

6.6.2.3

The off-boar
equipment ((
of roles withi

The OBE is i
The OBE ma

navigation, fl
sensors and

Dean il
T TUVIUT

S sall
LI T

o Q—\A =
-3 nay do wvoilhavt d

ice Provider controls the OBE and is responsible for its operation (functioning).
e OBE does not need to include payment means.

e Toll Service Provider can provide the OBE or can provide only a magnetic card ora smart card to bg
brovided by a third party (just as a mobile telephone and a SIM card can be obtained from different par;

Equipment level

d equipment used by a Toll Service Provider for providing{tolt services is called the c
E in Figure 3). The CE may be split into different types of equipment depending on the allog
n the Toll Service Provider organizational level.

hitialized and eventually maintained by the Toll Service-Provider.

pet management), a tachograph, an odometer; a trailer sensor, suspension sensors, axle i
vehicle-related information stored in a seclre application module.

Trailer presence sensor

Suspen3|on sensor

iﬁi

On-Board Axles-in-use sensor
Equip
Tachograph

GNSS sensor

Secure vehicle-related data

On-Board Dignostics (OBD) - Il

used
ies).

entral
ation

y be connected to one or more external sensors, e.g. a GNSS sensor (e.g. in devices usgd for

N use

6.6.2.4

Odometer |

Jiliil

Any other sensor(s)

Figure 4 — OBE and external sensors

Transport service level

The OBE may be linked to a specific vehicle (with its specific vehicle attributes) that is used at the Transport

service level.

14

The vehicle may be used in one or several toll domains covered by the EFC contract.
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6.6.3 The user domain

6.6.3.1 General

This subclause defines the objects involved in performing the toll and transport service using role (see
Figure 5).

User Domains

Organizationalllevel

Equipment fevel

Transport service

rvi
service leve

Provider
domain

Toll domai /
% Toll demain
Parking oll domain
house ork
»/
bridge -
|

Figure 5 — User domain

6.6.3|2 Organizational level
The ‘fcustomer™in Figure 5 is the customer of the Toll Service Provider.

The ¢ne(s)\iable for toll are the one(s) that are liable for paying the toll according to the local toll regime.

EXAN TVer, i joi i Il.

NOTE 1 Selection of the one liable for paying the toll for a vehicle is a local matter. It should facilitate enforcement but
is outside the scope of this International Standard.

NOTE 2  The customer can but does not have to be liable for paying the toll according to a toll regime.
The driver is the one who drives the vehicle for which the toll is levied.

The driver is assumed to operate (use/serve) the OBE (e.g. the setting parameters such as the number of
axles).

© 1SO 2010 — All rights reserved 15
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6.6.3.3 Equipment level

The off-board equipment used by a customer in relation to his of her toll duties is called his or her CE, e.g. the
CE of a fleet manager having several EFC contracts. The OBE is part of the Service Provision responsibilities.

6.6.3.4 Transport service level

A vehicle is controlled by its driver and is therefore part of the driver's domain.

6.6.4 The Toll Charger domain

6.641 General

This subclauge defines the objects involved in performing the toll charging role (see Figure 6).

Toll Charger Toll Charger domaip
®

| I Organizational level

/KTOII system

RSE RSE RSE RSE .
T 7 Equipment level

Toll domai

Tolled objec

Tolled object )
Transport service level

Toll regime (the set of governing rules)

Tolled object

r o :
T |3u|e'6'—4°'|'|'ch'afg'el gomam

6.6.4.2 Organizational level

The Toll Charger is the legal entity responsible for the collection of tolls in one or more toll domains, e.g. areas
or (parts of) a road network where a toll is collected according to some toll regime.

The Toll Charger may purchase services from other legal persons and/or organizations operating on their

behalf. These organizations are often given names that reflect the responsibilities they have taken, e.g. EFC
operator and enforcement operator.
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A Toll Charger is said to control the toll domain and, for each toll domain, there is only one Toll Charger that
controls it.

NOTE 1 Which legal entity will act as the Toll Charger in an actual situation is outside the scope of this International
Standard. It can be e.g. a government, or it can be delegated to a concessionaire (e.g. a toll operator). This International
Standard only assumes that, for each toll domain, one legal entity exists that acts as its Toll Charger.

NOTE 2  Any distinction between a Toll Charger and entities acting on their behalf is outside the scope of this
International Standard. For example, enforcement operators who act on behalf of a Toll Charger are therefore not
distinguished (but can be distinguished in standards addressing more detailed issues).

6.6.43 Equipment level

The pff-board equipment and possible other provisions used by a Toll Charger for the cellectjon of toll for
vehides is called the toll system of this Toll Charger.

NOTH 1 The OBE is excluded from the definition.

NOTH 2  Off-board is read relative to the vehicle that is subjected to toll. However, it-ean include mobile dquipment, e.g.
mobilge enforcement equipment.

NOTB 3  The actual payment (collection of the toll) can take place outside theoll system.
Depgnding on the location of the equipment, a toll system can be decomposed into
— RSE, including mobile equipment and equipment above the road or in its surface,
— CE as used in their offices.

The 1oll system may use data from other external“sensors or systems for the calculation of |the toll, e.qg.
pollution level sensors and traffic speed and volume sensors.

6.6.4/4 Transport service level
A tolll domain is an area or a part of a road network where a toll regime is applied and one or miore transport
serviges may be offered. The toll-régime consists of a set of rules, including enforcement rules, governing the
collegtion of toll in the toll domain:

NOTH Depending on the-tell regime, a toll domain can include private roads and off-road premises or tgrrain.

A toll domain may consist of one or more tolled objects (providing the transport service), being fistinguished
parts|of a toll domain-for which one or more tariff schemes apply.

EXAMPLE 1 X tolled object can be, e.g. an area, all public roads within an area, a bridge, a zone, or a ptretch of road
(netwprk).

EXAMPLE 2 For one tolled object both a national and a local tariff scheme can apply.

© 1SO 2010 — All rights reserved 17
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6.6.5 The toll charging environment management domain

6.6.5.1 General

This subclause defines the objects involved in performing the management of the roles, responsibilities,
equipment operation, toll domains and interoperability (see Figure 7).

Toll charging environment manager domain

Qrganizational level

[ )
) ( ]
° Toll Service Toll Chargers
Providers
® e -
ﬁ * * .

Toll charging
environment manager

Equipment level

Transport service level

6.6.5.2 Organizational level

Figure 7 — Toll charging environment manager domain

A toll chargihg environmegt, manager is a legal entity responsible for the management of a toll chgrging
environment|concerningthe co-operation and interoperability between the Toll Service Providers and the Toll
Chargers. Just as thefée)is a set of governing rules for a toll domain, there is a set of governing rules for all
objects withip the teli~charging environment. A toll charging environment manager is responsible for tHe life
cycle of thesg rules; taking into account the constraints and requirements from the external objects in thg EFC
community gdsCwell as the constraints and requirements from the Toll Service Providers, Toll Charger$ and

users. The govermning Tutes defimre—both—the—commerciat,—functiomat—and—technical—ssues Teeded  for
co-operation and interoperability.

A toll charging environment manager may purchase services from other legal persons and/or organizations
operating on his of her behalf. These organizations are often given names that reflect the responsibilities they
have taken, e.g. TTP, certification body and registrar.

6.6.5.3

Equipment level

There is no EFC-specific OBE or RSE related to the roles of the toll charging environment manager.

18

© 1SO 2010 — All rights reserved


https://standardsiso.com/api/?name=e9d455cd04185596f7dd7aa96cfbcdcf

ISO 17573:2010(E)

6.6.5.4 Transport service level

Not applicable.

7 EFC system behaviour

7.1 General

Responsibilities related to roles imply that certain behaviours be exhibited, as listed in Clause 6. Detailed
descriptions of all behaviours that are performed internally within a role are outside the scope of this

International Standard. Some behaviours may, however, imply interactions among different acfors that play
(part|of) a role by taking responsibilities. In these cases, separate organizations might be involvegd, which can
implyl a need for a standardized set of information exchanges. These behaviours are thus dgtailed in this
clause, at least as far as information exchanges are concerned.
7.2 | Roles, responsibilities and actors
In Clause 6, the responsibilities of the roles in the EFC architecture are defined. These responsibjlities may be
undeftaken by a number of actors that may fulfil part of one role, an entire‘role, or more than one fole.
Charging
. . b
basic charging originating EFG
o 0 setting local claiming context data operating road checklpg
£2 o rules payment side equipment operationgl
c o : financial calculating compliange
S5 managing trust || - cesses toll
2 g
w2 .
2s Provision providing
>= - C toll declaration
52 basic provision
"3
— |88 finandial providing EFC
c o Processes context data -
o “ acting as _“user contract = RISMEIS maintainin
£ 3 contract ?\ rc?r.] e customizing billing the OBE °
8) 2 agent "luser billing £l G credentials
g 8’ g customer care Co||ecting
© % 5 managing trust usage data
E n O (A
H
g i
1
Use using HMI
owning or operating driving the
the vehicle vehicle

Figure 8 — Responsibilities and their relations

As indicated in Figure 8, the management, charging, and use roles of the service have very distinct
responsibilities that can be played by clearly identifiable actors. On the other hand, for the provision role, one
actor can typically fulfil the following responsibilities, which can be grouped together as belonging to the basic
provision role.

— Managing the financial buying process. This is the main intention of the service provider. It covers the
process of transferring the usage right from the toll charger to the user by an exchange of money from the
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user to the toll charger. This can be either through a buying-and-reselling process, when the toll is a
private fee, or by acting as an agent on behalf of the user if the toll is a tax or custom;

Operating the user billing, including issuing and forwarding an invoice to the customer;

Providing customer care in the view of the user. This is clearly a responsibility of the contract holder and
with that part of the Basic Provision role;

Holding the user contract. It defines the legally contractual counterpart of the user and the obligations on
both sides;

Managirjg the trust relafions. ThiS 1S a background task generating and exchanging Keys and| trust
certificafes to enable a technically secured operation of the system.

The remaining responsibilities of the provision role can clearly be allocated to the same actor playing the |pasic
provision rol¢ or to different actors (e.g., other organizations). These responsibilities and their\interactiorls are
explicitly meptioned in the interaction diagrams in the following clauses, in order to ease“an‘open markget for
actors performing these roles for more than one provider. These more independent responsibilities include the

following.

20

Providing toll declaration. This responsibility, particularly in autonomeus EFC systems, incjudes
receipting the charging reports of the vehicles.

ing (not originating) EFC context data, which may be in some cases a responsibility of an|actor
ying the role of service provider. This may be the.case if proprietary data formatq and
ing procedures are used, e.g. for optimization needs. There may also be cases of s%rvice

providerg acting as provider of the EFC context data, when, €.q., it is deemed necessary to outsourcg this
responsibility and group it with other service providers. In\this case, service providers have to agr¢e on
commor] formats and interfaces that all involved patties must accept. In other cases, when|well-
standardized formats and download procedures are-used, this responsibility can be undertaken By an
actor al§o playing the role of the toll charger, toreduce the workload of the group of service prov|ders.
Even fufther, digital map providers for in-car havigation systems may take on this responsibility as an
indepenglent third party. In road infrastructure-based systems, this responsibility, where applicable, is
reduced|to providing the regime border to ‘allow the OBE to indicate to the driver the status of his qr her
OBE relative to a given Toll regime before ‘passing a charging road infrastructure.

Acting [as contract agent can_be seen as a separate responsibility which is required whep the
operatiopal actions contacting’ @ new customer and agreeing with him or her on contractual detgils is
outsourged to actors specialized in this task. These kinds of specialized actors may be automobile [clubs
or just rest areas on highways just outside of a toll regime. Also the toll charger may act as a coptract
agent if [non-interoperable EFC schemes provide their OBE to be re-used in other toll regimes under a
separatgd contract.

entity pHysically providing the OBE. Also the toll charger may re-customize their OBE if non-interopgrable
toll schemes provide their OBE to be re-used in other toll regimes under a separated contract.

Custow{:ing an OBE is a responsibility which may be outsourced either to the OBE installer or fo the

Maintaining an OBE covering the software and security administration as well as the monitoring of the
achieved operational SLA is not within the scope of this International Standard. However, to understand
the complete allocation of actions with its resulting overall function, it is required at least to allocate the
responsibility of software updating. This will be a mandatory action when the customization of an OBE
requires changes in the software. This responsibility will be most likely allocated to the actor playing the
service Provisioning role. However, in future implementations this responsibility may also be provided by
the car industry when OBE will be part of standard car or truck electronics. Also the toll charger may act
as maintenance provider if non-interoperable EFC schemes provide their OBE to be re-used in other toll
regimes under a separated contract.

Providing billing credentials covers the information exchange(s) between the service provider and the
user about billing, which is performed by driver interaction with the OBE through its HMI (human machine
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interface). As this interaction is a typically not standardized feature, it is not dealt with in this International
Standard and is only quoted here for completeness.

NOTE 1

If toll chargers organize themselves in a cluster and all relations to service providers are managed by the

cluster rather than each individual toll charger then in the view of each service provider the cluster performs the same
action as it would be expected from an individual toll charger.

NOTE 2

If service providers organize themselves in a cluster and all relations to toll chargers are managed by the

cluster rather than each individual service provider then in the view of each toll charger the cluster performs the same
action as it would be expected from an individual service provider.

The main aim of the architecture is to identify those behaviours that lead to interactions that need to be

stand

Given that, a real tolling system that implements this architecture does not need to implement
respq
many
obligation being that those interactions among roles and information-exchanges that are impleme
comg
differ|

7.3

Tablg

that

indicated in a row of the table, may initiate anCinteraction among roles, indicated in the colum

ardized, which means

hteractions between roles as a whole, and

nsibilities that are herein detailed and summarized in Figure 8. A reahtolling system may i
roles and responsibilities among those defined in this International Standard as need

liant with those herein specified, in order to achieve intereperability among systems
ent organizations, or implementations realized by differentsuppliers.

Interaction matrix and action diagrams

1 summarizes those behaviours that result in interactions between roles or responsibilities
ollow provide an activity diagram for each\of the identified behaviours. Each performe

interactions between distinct responsibilities within roles, when actors undertaking those rgsponsibilities
may be different (i.e., belonging to separate organizations).

all roles and
mplement as
ed, the only
nted shall be
belonging to

The clauses
d behaviour,
hs. For each

valid [intersection, meaning a behaviour that caused an interaction to happen, a reference tp the clause
contgining the related activity diagram is given.
Table 1 — Interactions and involved roles
Provision
o)
@©
= s |2
) S| % ©
o |2 W |® |w
f © | € |0 ||[O|m
O © 8 o o | O
© [ 5} cC o | o
- 218|219 (|8 |<
3 8|€|e|u |22 |2
£ 0 1O ol NID | = o
D Ta |[E S e |=|€|€
=2 o S|B9 |8 |D
R S| 2|3 |3 |2 |2 |E|5
%5822 |%|s|3|8
= |D|<|m|a|a|O0|Oo|=]|0
adding a new toll charger 7.3.1 X X X
adding a new service provider 7.3.2 X X X
adding or modifying an toll regime 7.3.3 X X X X | X X
defining rules and monitoring operations 7.3.4 X X X
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Provision
8
®
= s |2
) 2| ©
) |8 W | T |w
© S| |2 Qo |m
51.18/8|2/8/%
.y (82|08 g |8
& S|€le|u|2|2|o
= 28|28 |25
o S|lg|E|E|E|S|E|E
5 o e o Te T ©
clolSld|lZ2121% 12 |&
S |lw|BC|ad | L2225 |0l
S D ||| |O |20
providing ERC contract 7.3.5 X [ X ]| X X X
collecting to|l information — user billing 7.3.6 X | XX X
collecting [transit information (DSRC|7.3.7 X X
systems)
collecting charging information (autonomous |7.3.8 X
X | X |X X
systems)
claiming toll$ 7.3.9 X X X
providing customer care 7.3.10 X X
detecting exceptions 7.3.11 X X
As a generg] rule, each diagram is focused on _the‘information exchanges between roles. This meang that
details of th¢ execution of the activities that ©nly involve actions inside a role are not shown, except for
clarification gurposes, nor are they subject to standardization.
In each diagfam, rounded corner boxes indicate the responsibilities or activities. Names in these boxes can be
slightly different from the names in Figure 8, to better indicate the type of action that is performed. Arrows in
the diagramg show the direction-of the information flows from information exchange initiator to information
recipient. Arrpws are labelled with:names that indicate the information objects that are exchanged.
Decision gates are introddeed in the diagrams to indicate when a particular behaviour may be subject to a
decision. In [general, a ‘decision gate only indicates that there is a number of different possible walys to
continue progessing (ferexample, with different output data), or that the process might stop due to a dedision.
Not all poss|bilities,;are shown, and this simplification is done in order to avoid over-specification, as the
activities pefformed inside a role are only shown to the level of detail needed for understanding| how
information thatiis exchanged among roles is generated.

While behaviours are, in general, independent of the tolling technology, there is a limited set of cases where
this is not true. Activities whose behaviour is dependent on the tolling technology are clearly identified and
described in separate clauses.

7.3.1 Adding (or excluding) a new toll charger

Adding at least one toll charger to a community acting as an interoperable EFC scheme is a precondition to
start overall operation. It is initiated by the candidate toll charger applying for certification from the
Management. If the certification is granted, it is forwarded by the Management to all existing instances of the
Provision role to start to negotiate bilateral agreements on common operations.
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Figure 9 shows the related action diagram. The actor playing the Provision role fulfils the Basic Provision
responsibilities.

Management Charging Provision

requesting
certification

v
( certifying B
(__ Toll Charger )

[ confirming Certification

certification
originate new
system overview
System overview J :
managing
trust relation

Trust objects
managing
trust relation

updating financial
management

recognizing
certification

Trust objects !

[ updating financial ]
management

&
«

Figure 9 — Adding a new toll charger

Excldding a pfeviously certified toll charger will follow the same logical sequence starting with the request of
the charging‘actor or the Management.

7.3.2| "Adding (or excluding) a new service provider

Adding at least one provider to a community acting as an interoperable EFC scheme is a precondition to start
overall operation. It is initiated by the candidate provider applying for certification at the Management. When
the certification is granted, this will be forwarded by the Management to all existing instances of the toll
charging role to start to negotiate bilateral agreements on common operations.

Figure 10 shows the related action diagram. The actor playing the Provision role fulfils the Basic Provision
responsibilities.
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Management Charging Provision

\'4

requesting
certifying
Service Provider

certification

confirming h
[ certification ] Certification |
originate new
system overview,

System
overview
\ 4

managing
trust relation

A 4

recognizing
certification

Trust objects

managing
trust relation

Trust, objects

[ updating financial ] [ updating financial ]
management management

Figure 10.— Adding a new service provider

Excluding a|previously certified“service provider will follow the same logical sequence, starting with the
request of the provision actor.orthe management.

7.3.3 Adding, modifying or closing a toll regime

start overall pperation. It is initiated by the toll charger informing the Management about the start of opefation
for a new EfRC-system under their responsibility. The same action is started when a toll regime is modified.
The Management includes the new regime into the list of participating EFC schemes and informs all the actors
providing toll service. If the new regime is added according to the basic contractual agreements between the
user and the contract holder, the actor customizing the OBE will include the new toll regime into the list of
operational regimes in the OBE of the user. The OBE is ready to operate according to the new EFC scheme if
the context data is provided.

Adding at Ie;st one-foll regime to a community acting as an interoperable EFC scheme is a preconditjon to

Figure 11 shows the related action diagram.

24 © 1SO 2010 — All rights reserved


https://standardsiso.com/api/?name=e9d455cd04185596f7dd7aa96cfbcdcf

ISO 17573:2010(E)

Management Charging Provision

notifying new

toll scheme basic provision customizing providing EFC collecting
toll scheme the OBE context data usage data
originate new a0plvin
system overview System

overview

—3 ( customization info
originate -
context data performing update 4( customization info
customization

context data |
|

update usage
admission

formatting
context data
context data
v
context dataj‘

using
context data

Figure 11 — Adding or modifying a toll regime

Note[that the figure shows some actions that aregplayed internally to a role, and the related information

exchanges. This is because such actions may be\played by different actors, so that the relatedd information
exchanges may need to be standardized.

Closipg a previously included toll regime will follow the same logical sequence starting with the request of the
charging actor.

7.3.4| Defining rules and monitoring operations

The main role of the manager’is to define rules for the EFC community, to diffuse them to the groviders and
chargers, and to monitor the EFC activities. Figure 12 and Figure 13 show the related action dfagrams. The
actor|playing the Provision role fulfils the Basic Provision responsibilities.
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Management

!

Provision

Establish and maintain
governing rules for the EFC
environments

A

Charging

L Diffuse rules J

— 1

EFC rules |

Operating
according to rules

Figure 12 — Defining rules

Operating
according to rules
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Management Provision Charging
[Report on operations] [Report on operations]
Operations
report

A\ 4
[ Monitor operations ]

®

Figure 13 — Monitor operations

7.3.5| Providing EFC contract — Subscribing (or unsubscribing) a new user

Providing an EFC contract requires that the provider defines his or her conditions, offers thel service and
reaches future users with this information. The user will contact the contract agent who will verify if the user
fulfils| the conditions, in which case a contract will be established and signed. The contract agent will initialize
the igsuing.,.and customization of a new OBE. In general, the OBE will be subsequently|loaded with
apprgpriate'software and data before it is ready for operation. Figure 14 shows the related action diagram.
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basic provision

contractual conditions

contractual

accep
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Figure 14 — Providing EFC contract

Provision Use
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contract agent the OBE the OBE usage data
conditions
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i 2 ct customisation info
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Using the
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Note that the figure shows some actions that are played-internally to a role, and the related information
exchanges. This is because such actions may be played by different actors, so that the related information

exchanges nmjay need to be standardized.

Unsubscribing a previously signed service contract will follow the same logical sequence starting with the

definition of ¢

onditions.

7.3.6 Collecting toll information — User billing

Collecting to|
interactions

all contract

| information is a series of interactions between the provider and the user. This also includes
etween the provider and the charger in case the payment of the user failed and his or herfOBE
was blacklisted or in any case put on some exception list. The exception list information will also be used by
ents to detect users known as unsolvent customers from trying to sign new contracts. Figyre 15
shows the rejated actiondiagram.
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Figure 15 — Collecting toll information — User billing

Collecting transit information.(DSRC systems)

ction of transit information ‘is’ performed by the charging roles in various ways, which ma
e interactions with the-usage roles.

or may not

e 16 shows an acfivity diagram where interactions do happen between Charging and Pyovision in a
C-based systemi\In order to cover the most general case, the diagram shows the exchange of mutual
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Figure 16 — Collécting transit information (DSRC systems)

7.3.8 Colldcting charging information (autonomous systems)

The basic role of the OBE{s to collect charging information. Therefore, it retrieves EFC context data fron the
context data |provider (ifrequired) and operates according to the local rules. When recognizing charge objects,
relevant chaige data-is feported to the actor that provides toll declaration by using EFC context data.

The responsjbility*of the actor that provides toll declaration covers the conversion of these reports to billing
messages and forwards-them-tothebasic Chalyilly as—well-as-tothe Basic Proviston—rote—Thegrantiafity of
billing details depends on specific agreements between entities playing the roles of Charging and Provision.
The Provision role occasionally will validate the credit worthiness of its user and confirms that via the toll
declaration provider to the OBE. In case of insolvency, the user may be blacklisted and the related information
will be forwarded by means of an exception list to the Charging role to be used during compliance checks.
Figure 17 shows the related action diagram.
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Figure 17 — Action diagram: Collecting charging information (autonomous systemns)

The following Figure 18 depicts theiclaiming tolls action. The involved roles are Charging and Pfovision. The
actor|playing the Provision role fulfils the Basic Provision responsibilities. If one of the partners cpmplains that
the other partner does not fulfirthe  obligations defined in the certification, the Management will b¢ called upon

to seftle the dispute.
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7.3.10 Prov

Customer care interactions includeall-requests for help and information, as well as complaints, from the
br. The actor playingithe Provision role fulfils the Basic Provision responsibilities. Figure 19 s
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Y

Receive and handle
request

v
[ Provide information ]

| [ Customer care info ]—'b

Receive requested
information

Figure 19 — Provide customer care

Information transmitted by the Use role to the Provision role includes all types of requests and complaints,
inclugling those_that cause the Provision to subsequently interact with other roles. Examples of these latter
evenfs are,.€.g., reports on stolen or lost OBEs, which may cause the Provision role to transmit tp other roles’
exception.lists to indicate that those OBEs are not longer valid.

7.3.11 Exceptions detection — User and OBE compliance checking

Exceptions detection is an interaction between the user and the charger, which is initiated when the user's
vehicle recognizes a tolled object. Different actions can be performed by the charger in order to detect
exceptions, which include collecting own data (e.g. from sensors) or interacting with the user OBE to get data,
or both. In order to cope with the general case, Figure 20 shows an action diagram where both actions are
performed.
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Table 2 — Interactions between responsibilities

Provision

Providing EFC context

data
Customizing the OBE

Management

Acting as contract
agent

Basic provision
Providing Toll
declaration

Collecting usage data
Maintaining the OBE

Use

ref.

Manggerert 7-371
7.3.2
7.3.3
7.3.4
7.3.9
Use 7.35 X
7.3.6

7.3.10
Provision Acting as contract agent 7.3.5 X
7.3.6 X
Basic provision 7.3.1 X X
7.3.2 X X
7.3.3 X
7.3.4 X
7.3.5 X
7.3.6 X| X X
7.38 X
7.3.9 X X
7.3.10 X
Providing toll declaration 7.3.8 X
Providing EFC context.data 7.3.3
7.3.8
Customizing the, OBE 7.3.3
7.3.5 X
Collecting.usage data 7.3.3 X | X
7.3.5 X X
7.3.7 X
7.3.8 X X
7.3.11 X
Maintaining the OBE 7.35 X
Charging 7.31
7.3.2
7.3.3
7.3.4
7.3.6 X
7.3.7 X
7.3.8 X| X
7.3.9 X X
7.3.11 X

x| x| x| x| x| Charging

X| X | X| X| X

4
XX x[s¢
x

x

XX X[ X] X

x

x| X| X| X
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8 Information schemata and basic information types

8.1 Static schema

The following table synthesizes the information that is exchanged for the sole purpose of tolling between
general roles as described in the action diagrams of 7.3. The information exchanged is generally indicated as
classes of objects, which should be detailed in specific standards. Other information exchanges, e.g. for
compliance check or for enforcement, are not dealt with in this clause.

For each valid intersection, the classes of information that are exchanged between the two roles are named. It
has to be noted that the same class exchanged between different roles does not necessarily represent an

identical physical information exchange, e.g., the “transit info” exchanged between the user and the Toll
Charger belgngs to the same class of the “transit info” exchanged between the Toll Charger and thé\coptract
provider, although the actual data contents may be different (one more detailed than the other ong, for
example). Information classes and their specializations are described later in this International Standard.
Table 3 — Classes of information exchanges

Provision Use Charging Management
Provision Invoices contract setup | Administrative info’| Operational info
Use Administrative info

Contract agreement
Charging Transit info Operational info
Management Regulations Regulations Regulations
The static schema synthesized in Table 3 can be represented by the diagram in Figure 21.

4
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~

Regulations
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h

Char'ging }
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36
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Figure 21 — Static schema of information exchanges
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The related information objects to be exchanged if actors are physically or organizationally separated are
identified in the following clauses.

8.2 Basic information objects

Among roles, information is exchanged in terms of classes of objects, which represent generalizations and
abstractions of the real information exchanges.

In terms of exchanged information objects, which are the only information objects within the scope of this
International Standard, four basic classes are identified:

a) he EFC rules, as that class that contains permissions and obligations for the roles in the E
well as terms of payment and user identification. This information class includes, but is not
¢ontractual data between the user and the provider.

b) Transit information, as that class that represents all information objects relevantfor toll calcul

c) Operational information, as that class that represents all information objects relevant for the
of the EFC system.

d) FPayment information, as that class that represents all informationobjects relevant for th
financial data.

8.2.1]| The EFC rules

The @ssociation among the different roles of the EFC system is expressed as the EFC rules,
requirements and objectives as defined in the Enterprise: specification. In the EFC rules, amon|
rules
thus,
manipulating it, in terms of who can do what to-which information object. As different types of
envigaged, the association attribute is in fact a-Class, representing all possible sets. The follow
depidts this association concept, which.is ;actually one type of correspondence between Er
Information specifications.

for information transformations, including inforniation exchanges, are expressed. An EFC
does not only specify which is the relevant“information in an EFC system, but also

C system, as
mited to, the

ation.

management

e transfer of

which satisfy
g others, the
rules object,
the rules for
ules may be
ng Figure 22
terprise and
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p EFC rules class are listed in Table 4.

Figure 22 — The EFC rules as the association attribute among enterprise roles

D

es also specify-the Invariant schema in the EFC system, i.e. that information which does not
g system operation. By system operation it is meant the period of time during which a given|user,
contractyisallowed to use a given EFC system. A number of different invariant schemata may be
considered for thessame real system, if different sets of rules are available between users and providers.
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Table 4 — Information objects in the EFC rules class

Description

Originating

role(s)/actor(s)

ISO 17573:2010(E)

Recipient
role(s)/actor(s)

Certification Permission to operate Management Charging, Basic Provision
Contract Contract with the user including all parameters | Contract agent Basic Provision,
relevant for tolling, and the way they are Customizing the OBE
handled
Caontractual conditions Rules for the contract ngnnf and-user nparaﬁnn Basic Drn\/icinn, Contract | Contract age f’ Use
agent
Ogerational rules Rules governing the EFC system, e.g. Management Charging, Bagic Provision
identifiers, SLAs, security rules
Cystomization Usage admission, vehicle- and contract-fixed Basic Provision, Customizing the OBE,
parameters for a specific OBE Customizing the OBE Use
Triist objects Certificates, signatures Basic Provisien, Charging | Charging, Bagic Provision
8.2.2| Transit information
Objec¢ts in the Transit information class are listed in Table(5 below.

(o]

dject Description

Table 5 — Information objects in the transit information class

Originating

role(s)/actor(s)

Recipient
role(s)/actor(s)

CHarging identification | DSRC-based transaction detail Charging Provision
CHarging identification | DSRC-based.transaction detail Charging Provision
anf transfer charging

infprmation

OBE interrogation OBE attribute list for compliance check Provision Charging
Transit information DSRC-based transaction detail Charging Provision
User identification DSRC-based transaction detail Charging Provision

8.2.3

Operational information

Objects in the Operational information class are listed in Table 6 below.

©I1SO
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Table 6 — Information objects in the operational information class

Description

Originating

role(s)/actor(s)

Recipient
role(s)/actor(s)

Exception lists

To indicate that some contracts are no longer
supported

Basic Provision

Contract agent, Charging

Complaint

Complaint

Charging, Basic Provision

Management

Context data

Raw EFC context

Charging

Providing EFC context
data

Chargers

Context datg Refined EFC context Providing EFC context Use
data
EFC Scheme New or amended EFC scheme Charging Management
Help, info, cpmplaint General request by the user asking for Use Proyiding customer car¢
clarification or action by the provision actor
OBE status Software status of the OBE to check if updates | Use Maintaining the OBE
are requested
Operational freport Report on operations Charging, Basic Provision | Management
Customizatipn Customization info, including updated software | Personalizing the OBE, Use
Maintaihing the OBE
System ovefview Certified service providers, EFC schemata, Toll |Management Charging, Basic Provisipn

8.2.4 Paynent information

Objects in th

Billing detailp

Description

Refined charge report of the OBE up to the level
ofdetail requested in the user bill, including the
payment claim

e Payment information class arg listed in Table 7 below.

Table 7 — Information objects in the payment information class

Originating
role(s)/actor(s)

Providing toll declaration

Recipient
role(s)/actor(s)

Charging

Charge datg

OBE charge report

Basic provision

Providing toll declaratiop

Limited autonomy

Amount of money the OBE is allowed to use
autonomously

Providing toll declaration

Basic Provision

Financial objects

Objects exchanged to manage a selling-buying
process or in case the fee is a tax, managing
the tax payment of the user

Charging, Basic
Provision, Use

Charging, Basic Provision

Payment means validity

Confirmation or rejection of the validity of the
payment means of the customer

Basic Provision

Providing toll declaration

User bill

Invoice for a period of service usage as agreed
in the service contract

Basic Provision

Use

40
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8.3 Dynamic schema

The information objects identified previously as not invariant (i.e. not listed in Table 4) may vary in time
according to the operations that are performed. A dynamic schema for the identified information objects has
two aspects. Firstly, the effect that invoking operations have on the object and, secondly, the conditions under
which these operations can be invoked. Table 8 synthesizes informally the dynamic schema for EFC. More
refined and formal descriptions are left to specific standards on information exchanges.

Table 8 — Dynamic schema

Information Object  Modification Modifier Condition(s)

Billing details Create Providing toll declaration

EXception lists Create Basic Provision

Charge data Create Charging, Collecting usage data

Cgmplaint Create Charging, Basic Provision, Use

Cantext data Create Charging

Cagntext data Re-format Providing EFC context data

Lifited autonomy Write Providing toll declaration Charge data received and payment
means validated

ERC Scheme Create Charging

Fipancial objects Create Charging({/Basic Provision, Use

Hé¢lp, info Create Use

OBE status Create Use New customization received

Operational report Create Charging, Basic Provision

Pdyment means validity Create Basic Provision Billing details processed

Cystomization Werite Personalizing the OBE, Variations in contractual or OBE

Maintaining the OBE parameters
System overview Write Management New toll regime created
Uger bill Create Basic Provision

9 Interfaces and computational objects

9.1 General

From a computational viewpoint, the EFC system is described as a set of interfaces giving access to the
services of the computational objects that constitute the system itself. This clause models those actors
identified in Clause 7 as computational objects, and identifies their interfaces, independently of how many
computational objects (applications) an actor is made of in a real implementation. Some interfaces that are
identified in this clause may not necessarily be implemented by real information systems: they are, however,
described for the sake of completeness. Also, interfaces are here modelled in general terms only to describe
their functionalities. In no way should it be assumed that real implementations must strictly adhere in terms of
number of parameters, names, and syntax to the interfaces as described in this clause.
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This clause also identifies possible requirements on infrastructure security functions for each interface and
each data type that is exchanged at that interface. These security requirements are, however, dependent on
the security policy as defined by the Management role or by bilateral agreements of contracting entities, so
that this clause only indicates which object should be subject to which security function, should a security
policy be defined for that type of exchange.

A complete architectural description of security in tolling systems is to be provided in a companion
International Standard.

The security functions are as listed in Table 9:

Table 9 — Security functions

Security Function Description

Confidentiality (C) The data is transferred in such a way that only thé sender and
the recipient can read the data.

Authentidity (A) The originator and/or the recipient of the transferred data neqd
to authenticate themselves.

Integrity (I) The transferred data cannot be @ltered and any alteration pf
data can be easily detected.

Non-repydiation (N) The sender of any data.cahhot deny that he or she was the
originator.
Availability (V) The transmission.of the information object requires specipl

measures to provide a high level of availability of the interfacag.

9.2 Management object interfaces

9.2.1 Gengral

The Management object features two, interfaces with
a) the Basif Provision objectand

b) the Chaiging object;

Both interfacps are able to

— distribut¢ EFC system overviews,

— distribute EFC rules,

— accept requests for certifications and deliver certificates to operate,
— accept operation reports, and

— accept complaints.

In addition to that, the interface with Charging object shall be able to

— accept new EFC schemata.

42 © 1SO 2010 — All rights reserved


https://standardsiso.com/api/?name=e9d455cd04185596f7dd7aa96cfbcdcf

ISO 17573:2010(E)

9.2.2 Security requirements

The security functions listed in Table 10 may be requested on data exchanged at the Management object
interfaces, according to the established security policy.

Table 10 — Security requirements for data exchanged at the Management object interfaces

Data type Confidentiality | Authenticity Integrity Non- Availability
repudiation

EFC system X X X

OVeryiew

EFClrules X X X

Certfficates X X X

Opefation X X X X

reports

Complaints X X X X

EFC|schema X X X

9.3 | Charging object interfaces

9.3.1 General

The Charging object features interfaces with
— the Management object,

— the Basic Provision object,

— the Providing EFC Context Data object,
— the Providing toll-declaration object, and

— the Collecting'Usage Data object.

9.3.2| Charging-Management interface

The Charging-Managementinterface-shaltbe-abteto
— accept system overviews and EFC rules,

— request certification and accept related responses,
— deliver operation reports,

— deliver EFC schemata, and

— deliver complaints.
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9.3.3 Charging-Basic Provision interface

The Charging-Basic Provision interface shall be able to

— exchange trust objects, and

— accept exception lists.

9.3.4 Charging-Providing EFC Context Data interface

The Charging-Providing EFC Context Data interface shall be able to

— deliver dontext data.

9.3.5 Charging-Providing toll declaration interface

The Charging-Providing toll declaration interface shall be able to

— accept qil

9.3.6 Charging-Collecting Usage Data interface

The Charging-Collecting-Usage-Data interface shall be able to
— request pser identification and accept related responses,
— deliver dharger identification,

— deliver dharging information, and

— request PBE characteristics for compliance and;accept related responses.

9.3.7 Security requirements

The security

interfaces, agcording to the established-security policy.

ling details.

functions listed in Table'41 may be requested on data exchanged at the Charging ¢bject

Table 11 =~ Security requirements at the Charging object interfaces

Data type Confidentiality = Authenticity  Integrity Non- Availability
repudiation

EFC syste X X X

overview

EFC rules X X X

Certificates X X X

Operation X X X X

reports

Complaints X X X X

EFC schema X X X
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Data type Confidentiality | Authenticity Integrity Non- Availability
repudiation

Trust objects X X X X X

Exception lists X X X X X

Context data X X X X

Billing details X X X X X

Use X X X X X

identification

Charger X X X X

identification

Charging X X X X X

information

OBH X X X X X

charpcteristics

9.4 | Basic Provision object interfaces

9.4.1] General

The Basic Provision object features interfaces ‘Wwith
— the Management object,

— the Charging object,

— the Customizing the OBE ‘ebject,

— the Acting as a Contract Agent object,

— the Providing teil-declaration object, and

— the Use.object.

9.4.2( (Basic Provision-Management interface

The Basic Provision-Management interface shall be able to
— accept system overviews and EFC rules,

— request certification and accept related responses,

— deliver operation reports, and

— deliver complaints.
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9.4.3 Basic Provision-Charging interface

The Basic Provision-Charging interface shall be able to

exchange trust objects,
deliver exception lists, and

accept payment claims.

9.4.4 Basic Provision-Customizing the OBE interface

The Basic Pr

deliver g

9.4.5 Basic
The Basic Pr
deliver o
accept g
deliver U

deliver g

9.4.6 Basid
The Basic Pr

accept b

9.4.7 Basid

The Basic Pr

exchang

accept r

ovision-Customizing the OBE interface shall be able to

ustomization information.

t Provision-Acting as a Contract Agent interface
ovision-Acting as a Contract Agent interface shall be able to
ontractual conditions,

igned contracts,

ser bills, and

xception lists.

t Provision-Providing toll declaration interface
ovision-Providing toll declaration interface shall be able to
illing details and answer with validation of the payment means.
b Provision-Use interface

ovision-Use interface shall be able to

e financial objects, and

bquests forhelp, general information and complaints, and deliver related responses.

9.4.8 Securty requirements

The following security functions may be requested on data exchanged at the Basic Provision object inte

according to
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Table 12 — Security requirements for data exchange at the Basis Provision object interfaces

Data type Confidentiality | Authenticity Integrity Non- Availability
repudiation

EFC system X X X

overview

EFC rules X X X

Certificates X X X

Opefation X X X X

reports

Complaints X X X

Trust objects X X X X X

Excgption lists X X X X X

Payment claims |X X X X X

Customization X X X X X

information

Confractual X X X X

conditions

Signed contracts | X X X X X

Uset bills X X X X X

Excgption lists X X X X X

Payment means | X X X X

validation

Financial objects | X X X X X

Help, info and X X X

complaints

9.5 "Maintaining the OBE object interfaces

9.5.1 General
The Maintaining the OBE object features interfaces with
— the customizing the OBE object, and

— the collecting Usage Data object.
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9.5.2 Maintaining the OBE-Customizing the OBE interface

The Maintain

accept ¢

ing the OBE-Customizing the OBE interface shall be able to

ustomization information.

9.5.3 Maintaining the OBE-Collecting Usage Data interface

The Maintain

ing the OBE-Collecting Usage Data interface shall be able to

accept OBE status, and

deliver g

9.5.4 Secu

The followin
interfaces, a

rity requirements

ustomization information.

) security functions may be requested on data exchanged at the Maintaining the OBE ¢
cording to the established security policy.

bject

Table 13 + Security requirements for data exchanged at the Maintainingthe OBE object interfages
Data type Confidentiality Authenticity | Integrity Non- Availability
repudiation

Customization X X X X X

info

OBE status X X X X

9.6 Custdmizing the OBE object interfaces

9.6.1 General

The Customiging the OBE object features interfaces with
— the basi¢ Provision object;
— the mairftaining the OBE object,
— the acting as aGontract Agent object, and
— the collecting Usage Data object.

9.6.2 Customizing the OBE-Basic Provision interface

The Customizing the OBE-Basic Provision interface shall be able to

accept customization information.

9.6.3 Customizing the OBE-Maintaining the OBE interface

The Customizing the OBE-Maintaining the OBE interface shall be able to
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deliver customization information.
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9.6.4 Customizing the OBE-Acting as a Contract Agent interface

The Customizing the OBE-Acting as a Contract Agent interface shall be able to
— accept a signed contract.

9.6.5 Customizing the OBE-Collecting Usage Data interface

The Customizing the OBE-Collecting Usage Data interface shall be able to

— deliver customization information.

9.6.6| Security requirements

The security functions listed in Table 14 may be requested on data exchanged at the Customizing the OBE
objedt interfaces, according to the established security policy.

Taple 14 — Security requirements for data exchange at the Customizing the OBE object jnterfaces

Datz type Confidentiality | Authenticity Integrity Non- Availability
repudiation

Customization X X X X X

info

Confract X X X X X

9.7 | Acting as a Contract Agent object'interfaces
9.7.1| General

The Acting as a Contract Agent objject features interfaces with
— the basic Provision object,

— the maintaining the_OBE object,

— the customizingthe OBE object, and

— the use-object.

9.7.2| “Acting as a Contract Agent-Basic Provision interface

The Acting as a Contract Agent-Basic Provision interface shall be able to
— accept contractual conditions,

— deliver signed contracts,

— accept user bills, and

— accept exception lists.
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9.7.3 Actin

g as a Contract Agent-Maintaining the OBE interface

The Acting as a Contract Agent-Maintaining the OBE interface shall be able to

deliver ¢

9.7.4 Actin

ustomization information.

g as a Contract Agent-Customizing the OBE interface

The Acting as a Contract Agent-Customizing the OBE interface shall be able to

deliver s

igned contracts.

9.7.5 Actin
The Acting a

accept G

g as a Contract Agent-Charging interface
5 a Contract Agent-Charging interface shall be able to

ontractual conditions.

9.7.6 Acting as a Contract Agent-Use interface

The Acting a

deliver g

accept s

5 a Contract Agent-Use interface shall be able to
ontractual conditions, and

igned contracts.

9.7.7 Security requirements

The security
Agent object

functions listed in Table 15 may be requestéd on data exchanged at the Acting as a Co
interfaces, according to the established security policy.

Table 15 — Security.requirements for data exchange
at the Acting as a‘Contract Agent object interfaces

htract

Data type Confidentiality Authenticity | Integrity Non- Availability
repudiation

Contractual X X X X

conditions

Signed contfact | X X X X X

User bill X X X X X

Exception list X X X X X

Customization X X X X X

info
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9.8 Providing EFC Context Data object interfaces
9.8.1 General

The Providing EFC Context Data object features interfaces with
— the charging object, and

— the collecting Usage Data object.

9.8.2__Providing EFC Context Data-Charging interface

The Providing EFC Context Data-Charging interface shall be able to

— accept context data.

9.8.3| Providing EFC Context Data-Collecting Usage Data interface
The Providing EFC Context Data-Collecting Usage Data interface shall be able to
— qccept location information, and

— deliver context data.

9.8.4| Security requirements

The $ecurity functions listed in Table 16 may be requésted on data exchanged at the Providing Context Data
objedt interfaces, according to the established security policy.

Talle 16 — Security requirements for data exchange at the Providing Context Data objec{ interfaces

Datz type Confidentiality | Authenticity Integrity Non- Availability
repudiation

Confext data X X X X

Locdtion info X

9.9 [ Providing toll declaration object interfaces

9.9.1] ,General

The Providing toll declaration object features interfaces with
— the basic Provision object,
— the charging object, and

— the collecting Usage Data object.
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9.9.2 Providing toll declaration-Basic Provision interface

The Providing toll declaration-Basic Provision interface shall be able to

— deliver billing details and accept the related validation of the payment means.
9.9.3 Providing toll declaration-Charging interface

The Providing toll declaration-Charging interface shall be able to

— deliver billing details.

9.9.4 Providing toll declaration-Collecting Usage Data interface
The Providing toll declaration-Collecting Usage Data interface shall be able to
— accept dharge data,

— deliver related limited autonomy.

9.9.5 Security requirements

The security ffunctions listed in Table 17 may be requested on data exchanged at the Providing toll declafation
object interfaces, according to the established security policy.

Table 17 — [Security requirements for data exchange at the'Providing toll declaration object interf]

Data type Confidentiality Authenticity | Integrity Non- Availability
repudiation

Billing detailp X X X X X

Payment mgans |[X X X X

validation

Charge datd X X X X X

Limited X X X X

autonomy

9.10 Colle¢ting:Usage Data object interfaces

9.10.1 General

The Collecting Usage Data object features interfaces with
— the Providing toll declaration object,

— the Providing EFC Context Data object,

— the Customizing the OBE object,

— the Maintaining the OBE object, and

— the Charging object.
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9.10.2 Collecting Usage Data-Providing toll declaration interface
The Collecting Usage Data-Providing toll declaration interface shall be able to
— accept limited autonomy information, and

— deliver charge data.

9.10.3 Collecting Usage Data-Providing EFC Context Data interface

The Collecting Usage Data-Providing EFC Context Data interface shall be able to

— deliver location information, and

— accept context data.

9.10.4 Collecting Usage Data-Customizing the OBE interface

The Collecting Usage Data-Customizing the OBE interface shall be able to
— qccept customization information.

9.10.5 Collecting Usage Data-Maintaining the OBE interface

The Collecting Usage Data-Maintaining the OBE interface shall be able to
— qccept customization information, and

— deliver OBE status.

9.10.p Collecting Usage Data-Charging.interface

The Collecting Usage Data-Charging interface shall be able to

— qccept charger identificatienand charging information,

— accept requests for QBE’characteristics and user identification, and deliver related responses.
9.10.f Security requirements

The $ecurity fdnctions listed in Table 18 may be requested on data exchanged at the Collecting Usage Data
objedt interfaces, according to the established security policy.

Tahle-18 — Security requirements for data exchange at the Collecting Usage Data objectlinterfaces

Data type Confidentiality | Authenticity Integrity Non- Availability
repudiation

Charge data X X X X X

Charger X X X X

identification

Charging X X X X X

information
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Data type Confidentiality =~ Authenticity | Integrity Non- Availability
repudiation

Context data X X X X

Customization X X X X X

info

Limited X X X X

autonomy

Location infq X

OBE X X X X X

characteristics

OBE status X X X X

User X X X X X

identificatior]

9.11 Use opject interfaces

9.11.1 General

The Use objgct features interfaces with

— the basi¢ Provision object, and

— the acting as a Contract Agent object.

9.11.2 Use-Basic Provision interface

The Use-Badic Provision interface shall-be able to
— exchande financial objects; and

— deliver requests for help; general information and complaints, and accept related responses.

9.11.3 Use-Acting‘as*a Contract Agent interface

The Use-Acting-as a Contract Agent interface shall be able to

— accept contractual conditions, and
— deliver signed contracts.

9.11.4 Security requirements

The security functions listed in Table 19 may be requested on data exchanged at the Use object interfaces,
according to the established security policy.
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Table 19 — Security requirements for data exchange at the Use object interfaces

Non- Avai

repudiation

Confidentiality

Authenticity Integrity

lability

Financial object |X X X X X
Help, info and X X X X
complaint

Contractual X X X X

conditians

Signed contracts | X X X X X

10 |
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10.2
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e enterprise viewpoint, conformance shall be defined and nigasured at the interaction poin

hteractions in Clause 8, in terms of Information objects, that are exchanged at the c
utational interfaces identified in Clause 9.

Correspondence between enterprise and information viewpoints

Enterprise architecture described in this-International Standard identifies in Clause
ctions among roles. Interactions identify the Information objects that are exchanged and de
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thus
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le the scope;of this International Standard.
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Annex A
(informative)

Short Open Distributed Processing (ODP) description

The complete specification of any non-trivial distributed system involves a very large amount of information.
Attempting to capture all aspects of the design in a single description is generally unworkable. Most design
methodologies aim to establish a co-ordinated, interlocking set of models, each aimed at capturing one facet

of the desigp, satisfying the requirements which are the concern of some particular group involved.i
design process.

The objectivg of the ODP is to allow the definition of architecture standards to facilitate design @nd analy]

distributed h
development

The ODP m

combine them, which can be used as a framework to define any system.

Under this a
on its specifi

One of the b
based on thg
which is gen

To give an €
completely d
yet another t
components
different lang

At the same
ensure that t

In ODP, thig
viewpoint lan
which parts ¢
models by m

Viewpoints 3
system's spe

terogeneous systems and to define standards of components and infrastructure.functions f
of applications in distributed heterogeneous environments.

odel (ISO/IEC 10746-4) defines an architecture made of concepts; definitions and rul

Cation, but rather gives a complete and coherent set of definitions and concepts.
hsic and most useful concepts of the ODP Reference Model is the concept of viewpoint, wh
assumption that a complete system's specification isgnade of a complex set of information
brally not describable by a unique model or by using.a‘unique language.

xample, one thing is describing a system in terims of its hardware and software compone
fferent thing is describing the same system in terms of its objectives, purposes, and utility

of the same system. The above are three different models of the same thing, which need
uages to be expressed.

ney do in fact describe the_.same thing.

separation of concerns is established by identifying five viewpoints, each with an assod

f a system can bg.described from that viewpoint. ODP defines a co-ordinated and coherent
eans of its five)perspectives (viewpoints).

re not independent from each other. Each viewpoint expresses a partial view of the con
cification, as depicted in Figure A.1.

h the

Sis of
br the

bs to

Epect, ODP may be seen as a tool set, which does not imposelany structuring on the system or

ich is
types,

nts, a
, and

ning is to describe the information that is handled, and the way it is handled, by the various Iggical

three

time, there is the obvious need\to find a way to correlate these different descriptions in order to

iated

guage which expresses concepts and rules relevant to a particular area of concern in terins of

et of

plete

56

© 1SO 2010 — All rights reserved


https://standardsiso.com/api/?name=e9d455cd04185596f7dd7aa96cfbcdcf

ISO 17573:2010(E)

7avg
SA

Figure A.1 — Viewpoints as partial views of a system

The PDP standard defines five viewpoints that, as a whole, allow for a complete system specifjcation. Each
viewpoint uses a specific language.

— [Enterprise viewpoint. The enterprise model of a system views the roles of various aggnts (objects)
defined in the system, andsthe” environment “around” the system. It describes the rules (policies) that
apply to the various roles{ and the activities that are performed by the system. For the EFC|architecture,
the enterprise model is/fully exploited in this International Standard.

— Information viewpoint. The information viewpoint deals with the information objects and th¢ir schemata.
In actuality, an.information specification will see a system from the perspective of information definition
(which part is invariant, which part is exchanged among system components, in which way @and by which
flows information is exchanged).

— Computational viewpoint. The computational viewpoint is the view of an application softwhre architect.

ere, you WI|| see a system as made of a set of mteractlng objects wh|ch perform functions by

i ] ' Y , the system

functlons that are used to perform mteractlons) are not conS|dered under this viewpoint, in the same way
as, e.g., disk access drivers are not seen by an application programmer.

— Engineering viewpoint. The engineering viewpoint is the system engineer perspective of a system. Here,
operating system details and supporting functions and protocols are considered, like for example security,
data transfer, physical distribution of applications or the like. This viewpoint is the typical perspective of
the deployment of a real system, and, as such, is the less probable model to be viewed in a standard.

— Technology viewpoint. The technology viewpoint describes the physical objects in the system in terms

of their characteristics. This includes, e.g., the standards that are used for the implementation of the
system.
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