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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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| Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part2.
hsk of technical committees is to prepare International Standards. Draft Interfiational Stand
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5 was prepared by Technical Committee ISO/TC 22, Ro6ad vehicles, Subcommittee S
nd electronic equipment.

consists of the following parts, under the general ditle Road vehicles — Open interface
butomotive applications:

General structure and terms, definitions and abbreviated terms
OSEK/VDX specifications for binding OS;COM and NM
OSEK/VDX QOperating System (OS)

OSEK/VDX Communication (COM)

OSEK/VDX Network Mahagement (NM)

OSEK/VDX Implementation Language (OIL)
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0.1

ISO 17356-5:2006(E)

Introduction

General

There is an increasing tendency for electronic control units (ECUs) made by different manufacturers to be
networked within vehicles by serial data communication links.

Therefore, standardization of basic and non-competitive infrastructure in ECUs aims at avoiding the design of
unnecessary variants and saving development time.
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ures which ensure the functionality of inter-networking by standardized interfaces.

essential task of NM is to ensure the safety and the reliability of a communication network for |
vehicle, a networked ECU is expected to provide certain features:

each node accessible for authorized entities;

maximum tolerance with regard to temporary failures; and

support of network-related diagnostic features.

basic configuration stage, NM implementations complying with OSEK specifications are imp
etworked nodes. This implies a solution for NM which can,be implemented throughout the brg

lable hardware offered in today’s ECUs.

refore, the status of the network is recorded and.gvaluated uniformly at all ECUs at intervals.
b features a determined behaviour as regards the network and the application concerned.

offers two alternative mechanisms for netwerk monitoring:
indirect monitoring by monitored application messages; and
direct monitoring by dedicated\NM communication using token principle.

ever, the use of these mechanisms is up to the system responsible. Processing of informati
hese mechanisms is,in_accordance with requirements as regards to the entire networked syste

System status

ew of the-application, NM comprises two standardized interfaces:

Software: Application program <-> NM

andardized

FCUs.

emented in
ad range of

Thus, each
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The resulting entire system is open. Thus, it can adapt to new requirements within the restrictions defined by
the system design.

0.3

Remarks by the authors

This part of ISO 17356 describes the concept and the API of a Network Management, which can be used for
ECUs in vehicles. It is not a product description which relates to a specific implementation.

General conventions, explanations of terms and abbreviations have been compiled in ISO 17356-1.
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0.4 Sum

mary

In order to achieve the essential task of a network monitoring, i.e. ensure safety and reliability of a

communica

tion network for ECUs,

NM describes node-related (local) and network-related (global)

management methods. The global NM component is optional. However, it requires a minimum local

component

to be operational.

Therefore, the following services are provided:

initialization of ECU resources, e.g. network interface;

start-uﬂ) of network;

— providipg network configuration;

— management of different mechanisms for node monitoring;

— detecting, processing and signalling of operating states for network and node;

— reading and setting of network- and node-specific parameters;

— coordirjation of global operation modes (e.g. network wide sleep mode);and

— support of diagnosis.

There are fwo main parts within the document: Direct Network Management described in Clause 2
Indirect Nefwork Management described in Clause 3. Both clauses describe the concepts, algorithms
behaviour.

Subclause 2.1, Concept, describes the fundamental aspects of the configuration management, the operg
states and pperating state management.

Subclause 8.3, Algorithms and behaviour, desctibes the protocol used for communication between nodes.
Clause 4 describes the API (Application\Programming Interface) comprising the pure specification of
services offered for both direct and™indirect NM. Input and output data, the functional descrip
particularitigs, etc. are described fof each service. Furthermore, System generation services are descr
within this dlause.

Clause 5 dpscribes the impacts on the infrastructure of 1SO 17356 and gives a brief description o

requiremen

s for COM, OS+and the data link layer for both direct and indirect NM.

and
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Road vehicles — Open interface for embedded automotive
applications —

Part 5:
OSEKIVDX Network Management (NM)

1.1

NM
that

NM

1.2

Add

Scope

Embedding of the Network Management (NM)

defines a set of services for node monitoring. Figure 1 shows how the NM is embedded into a
the NM shall be adapted to specific requirements of the bus system-used or to the resources g

consists of the following:

interface to interact with the Application Programming Interface(API);
algorithm for node monitoring;

internal interfaces (NM <-> COM, etc.);

algorithm for transition into sleep modej-and

NM protocol data unit (NMPDU),

Adaptation to bus protocol specific requirements
ptation to bus protocolspecific requirements consists of the following:
CAN, VAN, J1850;yK-BUS, D2B, etc.;

error handling, e.g. bus-off handling in a CAN, transmission line error handling; and

interpretation of the status information, e.g. overrun or error active/passive in a CAN.

1.3

system and
f the nodes.

—Adaptation to node resources

Adaptation to node resources consists of the following:

1.4

scaling of the NM as a requirement of the node; and

application-specific usage of the NM services.

Adaptation to hardware-specific requirements

This consists of adaptation to a protocol circuit and a physical layer circuit, e.g. switching the bus hardware to

one

of the possible physically power save modes.
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1.5 Station management (system-specific algorithms)

There are a variety of additional tasks involved in coordinating a network. These are not described in
ISO 17356, since they are system-dependent. Hence, these tasks are done by the application, e.g. by a

module called station management.

1.6 Philosophy of node monitoring

Node monitoring is used to inform the application about the nodes on the network. Thus, the application can
check with the appropriate service if all stations required for operation are present on the network.
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Figure 1 — Responsibility of interface and algorithms
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2.1.

ISO 17356

Direct Network Management

Concept

.1 Node monitoring

11 General

-5:2006(E)

NM supports the direct node monitoring by dedicated NM communication. A node is a logical whole to which a
communication access is _possible. A microprocessor with two communication modules connected to two

diffq
NM

The
con
by 1

Eve
sen

Dire
ring

21

2.1
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the
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theq
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them.

/1.2 Logical ring

N.21 General

rent communication media (e.g. low speed CAN and a high-speed CAN) represents two nod
point of view.

rate of the NM communication is controlled across the network (minimization .of bu
sumption of resources) and the messages are synchronized (avoiding negative effects on app
hessage bursts).

ry node is actively monitored by every other node in the network. For this' purpose, the mon
s an NM message according to a dedicated and uniform algorithm.

ct node monitoring requires a network-wide synchronization of NM-messages. For this purpos
is used.

logical ring, the communication sequence is defined independently from the network structure]
h node is assigned a logical successor. The lagi€ally first node is the successor of the logically
Fing.

S, the decentralized control of the overall amount of NM messages is ensured and the bus
e messages is determined. The communication sequence of the logical ring synchr
munication. Any node shall be able’to send NM messages to all other nodes and receive meg

es from the

5 load and
ication data

itored node

5e, a logical

. Therefore,
last node in

oad due to
onizes NM
sages from

: . L
\ [ A
\ 1/ 3 \[]/
¥ ¥
C C
Key
1 node
2 Electronic Communication Unit (ECU)
3 communication media 1
4 communication media 2

Figure 2 — Infrastructure of the NM (logical ring), example with two buses
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21.1.2.2

Principle

The direct NM transmits and receives two types of messages to build the logical ring. An alive message
introduces a new transmitter to the logical ring. A ring message is responsible for the synchronized running of
the logical ring. It will be passed from one node to another (successor) node.

Receiv

transm

e alive message: Interpretation as transmitter-related registration to the logical ring.

ission of own NM message according to the logical ring algorithm.

Receive ring message: Interpretation as transmitter-specific alive signal and synchronization to initiate

Time-o
211.23

A monitorin
— node p
node a

A monitorin

presen

absent

ut on ring message: Interpretation as transmitter-specific breakdown.
State of a node
j node is able to distinguish two states of a monitored node:
resent > specific NM message received (alive or ring);
bsent > specific NM message not received during time-out.
j node is able to distinguish two states of itself:
or not mute > specific NM message transmitted (alive or ring);

or mute > specific NM message not transmitted during‘time-out.

21.2 Addressing

9

L

21.21

The status
purpose, al

The NM c

unidirection
addressing

21.22 N

21.2.21

Address-rel
which is kn

tatus

of nodes and of the network shall\bé acquired and evaluated uniformly at intervals. For
nodes shall communicate via theit NM.

bmmunication is independent*of the underlying bus protocol. Each node can communi
of nodes is required.

lode addressing

General

ated eommunication takes into account receiver and emitter. Each node has a unique identificg
bwh'in‘the network.

this

Cate

plly and address-related-with any other node of the network. Therefore, individual and group

tion

Each address-related communication message contains certain data, the emitter identification and the

receiver ide

ntification. NM does not specify the encoding of these components into selected bus protocols.
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Emitter Receiver
(source) (destination) Data Address-related message
Y
Encoding
Header Data General prétocol forma
Figure 3 — Exemplary representation of encoding of an NM communication message

onto a general protocol format

vidual addressing is implemented by node addressing.using 1:1 connections. Group ad
emented by node addressing using 1:k connections¢ (k< number of nodes in the networ

purpose, groups of receivers join group addresses.

21

The)

21

The)
bety

.2.2.2 Features of node addressing

se include the following:

Each node is assigned a unique identification known within the whole network.
Emitter and receiver identifications are explicitly included in the message.

1:k connections are implemented using group addresses.

All messages are broadcast.

Integrating a new node in an existing network does not require notification of the existing node

.B  NM infrastructure for data exchange

NM. sUpports the transfer of application data via its infrastructure (the logical ring). During the
véen the reception and the transmission of the ring message, the application is able to modify t

dressing is
k). For this

»

time delay
he data.

It is possible for the application to specify and implement management algorithms which are not provided by

NM.
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Logical predecessor

1

y

Logical

Station
=0 NM NM message received Application
i | | | Data |
> — .ind
Data > Read
Buffer |\« Transmit
=Tdelay | — | | | Data |
NM message to transmit
sUCCessor

Figure 4 — Mechanism to transfer application data via the logical ring

2.1.4 Standard functionality

Initialization
system or g

Before the
e.g. to the

The NM ha
numbers to

21.5 Con

2151 N

In the abse
— station
station

station

However, th

s are performed with any system start (“cold start”), e.g. timer services required from the operz
ommunication hardware via the data link layer interface,

bystem is switched off, or switches off automatically;NM can be “shut down”, so that it can rest
reviously known network history when the systemiis“started up again.

ndles individual parameters, e.g. time-outs-and node identifications and, if necessary, ver
identify hardware and software versions.

figuration management

letwork configurations

nce of any faults, the netwerked nodes are activated at different times, e.g.
5 on terminal 30 (permanent power): Wake-up via external event;

5 on terminal “45-(ignition): Switch ON via ignition key;

5 with switch in supply line: switching ON and OFF at random, by driver.

e actual configuration is also altered by faulty nodes and by defects in the communication nety

ting

ore,

5ion

vork.

P 1 28

ich

Consequen

he—diffarant onti ol nfiaurationa B +HE adihadal-radaec—in-th e S AAA
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are additionally subject to external influences, e.g. actions by the driver.

As a rule, each node wants to start its application as quickly as possible. In view of NM, this means that an
actual configuration is made available to the applications as soon as possible. Finally, it is up to the
application to decide whether to start communication immediately after it has become operable, or whether to
wait until a minimum configuration is detected by NM.

NM distinguishes between:

actual configuration: set of nodes to which access is possible; and

limp home configuration: set of nodes which due to failure cannot participate in the logical ring.

© 1SO 2006 — All rights reserved
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Therefore, NM provides the following services:
— supply of the actual configuration;
— comparison of a configuration with a target configuration;

— indication of changed configuration.

21.5.2 Detection of a node in fault condition

2.1.5-2-+—Operability-of-anode

A node is considered operable, in terms of NM, if the node participates in the logical ring.
21p.2.2 Detection of failures

Only a node which is expected to be operable on the network can be recognized as having|failed. The
application recognizes node failures by comparison to the previous knowledge regarding| the target
configuration. There are several possible ways by which the application can-acquire this knowledge:
— |the last stable state of the actual configuration;

— | one or several programmed target configuration(s);

— | the target/actual configuration determined by NM since system startup.

Thel NM recognizes its own node as having failed if jt’eannot send via the bus or if it cannot feceive any
megsages from the bus, i.e. it is no longer operable.

Angther node is considered as having failed if its\NM message is not received or a NM message| is received
sigrfalling an error state.

2.1.5.2.3 Reaction to a node failure
Thel NM of a node detecting a.failure cannot distinguish whether the failed node is no longer able to

communicate due to a line fault or due to a complete failure, without additional support. Any possible reactions,
e.g.|changeover to redundant physical paths, shall be specified together with entire system requiregments.

21.5.3 Internal Network Management States
NMl|is specified in.a-hierarchical way. NM can enter the internal states listed below:
— |NMOff:'NM is shut off;

— |NMOnR: NM is switched on;

— NMShutDown: Selective shutoff of NM entity.
NMOn:
— NMinit: NM initialization;
— NMAwake: Active state of the NM;
— NMBusSleep: NM in sleep mode;
— NMActive: NM communication enabled;

— NMPassive: NM communication disabled.

© 1SO 2006 — Al rights reserved 7
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NMAwake:

— NMReset: The operability of the own node determined;
— NMNormal: Processing of direct node monitoring;

— NMLimpHome: Handling of failure in own node.

© 1SO 2006 — All rights reserved
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request

Fatal Bus Error
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NMAwake
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station repaired"”  non operational"
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possible \

0

Station operational
e.g. no error
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e.g. time out at ring
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Figure 5 — Simplified state transition diagram of the direct NM
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2.1.6 Operating modes

The NM does not manage application modes, but exclusively manages NM operating modes. NM
distinguishes two main operating modes. The modes of the NM are directly mapped to internal NM states:

NMAwake (NMActive): In NMAwake, the node participates in NM communication (logical ring) and monitors
all nodes with a NM in NMAwake.

NMBusSleep: If a node is in NMBusSleep, it does not participate in NM communication. Depending on the
hardware integrated in the networks, nodes can switch into NMBusSleep simultaneously.

The NM prg

adjustn

indicati

2.1.7 Network error detection and treatment

Only a limit
The problern

The faq

it 1

bu

Great i
enable

Most €
conneg
networ
cause

2.1.8 Support of diagnostic’application

The NM supports the.diagnostic application in the ECU by providing on request:

status

theé communication module or the bus driver may be'defective; or

vides services for:
hent of NM operation modes; and

on of NM operating modes.

pd part of the network activities is “visible” for the NM to detect errors.
n with error detection is that many errors appear identical from the node’s point of view:
t that a node on the network is not transmitting messages may be due to various reasons:

nay be due to a control unit which has failed completely, or which has not been installed;

5 lines may have been disconnected or the connector may be defective.
hterest is attributed to any information which helps detect the cause of an error clearly, so 3

replacement or repair of the faulty,component or to initiate an NMLimpHome.

tors are interchanged or_cContacts are pushed back, this will have fatal consequences for
. Lines which are laid incorrectly, e.g. directly along components with sharp edges, can
bperating malfunctions within the network.

nformation of NM;

s to

rrors occur during the course. 0f assembly of the network during production and after repairs. If

the
also

config

ration-information-acauired
oo aHoRaeauiea-

The NM is not responsible for recording the error history.

10
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2.2 Algorithms and behaviour
2.21 Communication of the Network Management system
2211 NM protocol data unit (NMPDU)

2.21.1.1 General

Any NM message contains the NM protocol data unit (NMPDU). The NMPDU defined hereafter represents the
NM data to be communicated in order to control NM performance.

In drder to fulfil all requirements with regards to communication and NM the NMPDU contains-the following
elements:

— |NM address field:

— source Id,

— destination Id;

— | NM control field:

— OpCode,

— |NM data field (optional):

— application specific data.

NM|does not define network addresses. This parameter is dedicated to specific system design and therefore
is the responsibility of the respective system developer.

Table 1 — NMPDU - the representation of the data is not fixed

Address field Control field Data field
Source Id Dest. Id OpCode Data
Mandatory Optipnal

Res | Ring Message (4 types)

Alive Message (2 types)

Limp Home Message (2 types)

To guarantee the interoperability, the data representation and the NMPDU encoding and decoding algorithms
shall be fixed. It is necessary to initialize the reserved area of the OpCode for future expansions. Whenever a
Network Management message is received and transmitted after TTyp, the reserved part of the OpCode is

copied to the transmitted message.

© 1SO 2006 — Al rights reserved 11
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Logical predecessor
Node
NM
t=0 OpCode
| » Source| Destination| reserved | XXX| Data] NMDU received
Y Y Y
NM interprets
Y Y Y
| {Source| Destination| reserved | XXX| Data] NMDU to transmit
t=TTyp OpCode

Ld

Figure 6

221.1.2

The NM gu
overrun of g

22113

NM neither]
Dynamic m

gical successor

Data consistency

brantees the data consistency of the NMPDU, e.g. during-the reception of a burst of NMPDUs.
omplete NMPDUs is possible.

NMPDU length

fixes the length of the NMPDU nor determines whether the data length is static or dyna
eans that the length of the user data may change from NM message to NM message wit

affecting the specified algorithms.

2212 A
Each node

NM commu

\ddressing mechanisms used by the NM
n the network is assigned-a global identification known by all nodes within the entire network.

nication is performed-by directional communication of NM messages using 1:1 connections.

communication sequence complies with the definition of the logical ring in the respective network.

Therefore,
include glok

These iden

q

4

node addressing mechanisms are used for NM communication. NM protocol data units
al identifications of source and destination among other data.

ifications are transferred into address-related NM messages. Each node transmits NM messz

with its glot

— NM actions with the reserved area of the OpCode (XXX encoding of NM message types)

The

mic.
hout

The

hall

ges

al-node identification and addresses the receiver hy Qppr‘ifying its glnhnl nade identification e

. in

the messag

12

e header or in the data field.
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Source | Destination | OpCode| Data, optional NMPDU to transmit
e N .
Interoperability __| Header Data Message with Header,
on node level XX e.g. CAN
Source | Destination | OpCode| Data, optional Received NMPIDU

NM responsibility

Examples for mapping node identifiers into address-related, NM messages are given in Annex A.

Figure 7 — Encoding/decoding of the NMPDU to/from a message on the bus

In order to simplify the handling of that amount of similar communication objects for NM communication, the
data link layer shall provide the interface of a window communication mechanism. The window [mechanism
sha|l be defined by a WindowMask and an IdBase. However, the window mechanism shall be implemented by

the respective NM system responsible.

© I1SO 2006 — All rights reserved
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Node A Node B
Network Management Network Management
D_WindowData_req(Netld, NMPDU) D_WindowData_ind(Netld, NMPDU)
[
Data Link Layer Data Link Layer
i WindowMask Decoding:
WinflowMask - 9
|dBgse —» Enooding gjziaaSLeen th | -» NMPDU, Netid
(Solrceld) 9 ’
Datalength -> Protocol Frame {
WindowMask SW-Acceptance:
IdBase —
-> Protocol Frame
A
HW-Acceptance:
Mask; a1
-> Protocol Frame
Protocol controller ' Protocol controller
Message Frame Message Frame
Network
Figure 8 — Transmission and-reception of NM protocol data units (NMPDU)
NOTE It depends on the system generation functionality whether the parameter DatalLength is static and logated

inside the DUL or whether it is dynamic and,located inside NM.
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Emitting NM Node A

D_WindowData_req(Netld, NMPDU)

|Address Field| Control Field | Data Field | NMPDU

IdBase | 10...1

WindowMask |

\ \
CAN-Identifier | CAN Data Field ProtocolkFrame

- /

Bus

All messages

hardware acceptance: IF (Receiveld AND.AceeptanceMask = AcceptanceCode) = TRUE

software acceptance: IF (Receiveld, AND WindowMask = IDBase) = TRUE
CAN-Identifier | CAN Data Field Protocol Frarhe

Address Field | Control Field Data Field NMPDU

D-WindowData_ind(Netld, NMPDU)

'

Receiving NM

Node B

Figure\9-=— CAN, example for the transmission and reception mechanisms of a NMPDU
Thel CAN.identifier consists of two parts:

— | afixed IdBase; and

— some bits of the address field, chosen by a mask.
2.2.2 NM infrastructure for data exchange

2.2.21 General

The NM does not monitor the contents of the NMPDU data field. Every received ring message will be
indicated to the application. The data field will be copied immediately into the buffer. The buffer will be copied
into the data field, when the ring message shall be passed to the logical successor.
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2.2.2.2 Data consistency
The NM uses the following mechanisms to guarantee the data consistency:

— The application can modify the ring data only between the reception of a ring message from the logical
predecessor and the emission of the ring message to the logical successor.

— The NM allows the access to the ring data only if the logical ring runs in a stable state. The logical ring
runs stable if the configuration does not change and there is no NM message during the allowed access
time of the application to the ring data.

Logical pfedecessor

Node
tF0 NM NMPDU received Application
| t~{Source |Destination | OpCode | RingData
» Ring —;RingData.ind
Data —®ReadRingData
Buffer < TransmitRingData
Y
| ISource Destination |OpCode | RingData
t=[Typ NMPDU to transmit

Logical spccessor

Figure 10 — Handling of data exchange between NM and application
2.2.3 Standard tasks

2.2.31 NM parameters

All NM parameters introduced in‘\the concept description are known at compile time for a specific
implementgtion and stored in the. ROM of all ECUs.

Table 2 — NM parameters

NM parameter Definition Valid area
Lo I i Local
Nodeld Relative identification of the node-specific NM messages i
for each node specific
Global
TTyp Typical ime interval between two ring messages for all nodes
Thax Maximum time interval between two ring messages forgllfr?c?cljes
T Time interval between two ring messages with Global
Error NMLimpHome identification all nodes
T Ti . o Global
waitBusSleep ime the NM waits before transmission in NMBusSleep all nodes
T Delay to repeat the transmission request of a NM Local
T message if the request was rejected by the DLL for each node specific
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To ensure the implementation of open and adaptive systems, all parameters of each node should be stored in
a non-volatile, but erasable and writeable memory.

These can thus be adapted whenever required, e.g. by a diagnostic node. As regards transfer of parameters,
reference is made to a specific download mode which is not dealt with in implementation specific system

definitions.

2.2.3.2 Network status

The NM informs the application on request about the network status it has acquired. The interpretation of

these data is qyctpm-cppr‘ifir‘ and therefore with the application

NM|implementation should comply with minimum requirements to memory size which enables.ref

and|storage of the network state, can appear as shown in Table 3.

Table 3 — Encoding of the network status

resentation

Network status Interpretation
Present network configuration |0  No
stable? 1 Yes
Operating mode of network 0 Noerror®
interface 1 Error, bus blocked®
Operation modes 0 NMPassive
1 NMActive
0 NMOn
1 NMOff
0  No NMLimpHome
1 NMLimpHome
0 NoNMBusSleep
1 NMBusSleep
0 *~"No NMTwbsNormal and no NMTwbsLimpHome
1 NMTwbsNormal or NMTwbsLimpHome
0 Using of Ring Data allowed
1 Using of Ring Data not allowed
0  Service GotoMode(Awake) called
1  Service GotoMode(BusSleep) called

a

b

¢ GAN-busoff is an example.

Configuration.did not change during the last loop of the NM message in the logical ring.

Reception and transmission of NM messages were successful.

2.2.3.3 Extended network status

The extended network status is specific to the user.

© 1SO 2006 — All rights reserved
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Table 4 — Example for the encoding of the extended network status

Extended network status Interpretation

Operating mode of network interface

00
01
10
11

No error?
Error, communication possibleP
Error, Communication not possible®

Reserved

Number of nodes which participate in the monitoring

Up to the user

algorith

m “logical ring”

Numbe

of nodes which signal its limp home Up to the user

Time SilI]CG the logical ring is in a stable state

Up to the user

Time si||10e the logical ring is in a dynamic state

Up to the user

2  Reog

b Con

¢ CAN

eption and transmission of NM messages were successful.
munication was via one wire.

I-busoff for a “long” time is an example.

2.24 Con

2.2.41 ((
Direct node
described b
be used for
— regulan
sequer

except

2242 1

figuration management

beneral

monitoring is based on decentralized configuration.management. The respective procedures]

y one state transition diagram. The NM algorithniifor decentralized configuration management
NM communication, i.e. transmission “of ring messages according to the communica

ce; and

onal NM communication, i.e. startup and limp home/failure modes.

iming reference

Implementdtion of decentralized-communication management requires several timing criteria to be resped

are
can

tion

ted.

To the resulting time intervals-a relatively high jitter may be applied in the individual nodes.
In order to |minimize the*negative effect on user software, NM shall not require any sharp timing criter
general. The followingtiming criteria apply with NM implementations:
— TTyp fypical(interval between two ring messages on the bus;
— Tpax Maximum admissible interval between two ring messages on the bus;
Teror Cycle time in which a node signals that an error has occurred;
— Tqx delay to repeat the transmission request of a NM message if the preceding request was rejected.
2.24.3 Monitoring counter
To determine if a node is operational, the writing path and the reading path of the node should be checked
explicitly by the NM.
18 © 1SO 2006 — Al rights reserved
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This is accomplished most easily by indirect mechanisms, using monitoring counters which are incremented
or decremented by different events. Their states — contents greater or less than the predefined limits — are
considered as information pertaining to the node’s readiness for operation.

2244  State transition diagram
From the point of view of the application, the basic states of NM are:

— NMReset: In NMReset, the node notifies its presence once in the network. For that purpose, the alive
message is transmitted. The NM then changes immediately over to NMNormal.

— |[NMNormal: In NMNormal, the NM tries to pass one ring message cyclically with TTyp frohmpne node to
another. If a node is unable to receive or transmit any NM messages, it switches over info\NMLimpHome.

— |NMLimpHome: In NMLimpHome the NM signals its limp home status by a limp heme message cyclically
with TError and repetitively until it is able to transmit its own ring message to the/bus and untill it is able to
receive NM messages of other nodes correctly.

© 1SO 2006 — Al rights reserved 19
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? -Timeout (Tyjax)

Initialize hardware . at ring message
by D_Init(....Busnity |NMInitReset
-NMrxcount=0
-NMtxcount=0
-enable application co-communication
by D_Online
Limphqme message NMrxcount <=rx_limit
gsgsmltted NMReset optional and
any NM -reset the system specific default NMtxcount <=tx_limit
. bUIIIIgUImIUII
receivefl p . +
increment the reception counter
-§end an alive messag_e,‘ NMiInitNormal
increment the transmission counter
-initialize the NMPDU (reserved area start TTyp to transmit
in the Opcode and the data field) the 1 st ring message
NMrxcount >rx_limit NMNormal
optional or -determine present configuration
NMtxcount >tx_limit (alive and ring messages received)
-determine logical successor
(alive and ring message received)
NMtxcount >tx limit -determine the limp home configuration
= -clear NMrxcount, if any NM message
is received

-clear NMtxcount in case of the
transmission of any NM message

NMinitLimpHome

] -increment NMtxcount, if a
Disable application NiMmessage has to be transmitted
communication by D_Offline -repeat the transmission request (TTx)

in case of a rejection from the DLL,
no effect to NMtxcount
-send an alive message, if skipped in

Initialize the hardware
by D_Init (...;BusAwake)

Yvy + the logical ring
Start TError to transmit the 1st -pass the ring message
limp home message delayed (TTyp)(source = destination

or destination=own station), if there
is no ring message on the bus

NMLimpHome
-send limphome message cyclically
(TError)
-enable cyclically (TError) application
communication by D_Oqfline

Fatal Bus Error signalled
by D_Status.ind
(e.g.BusOff)

Figure 11 + State'transition diagram of the NM algorithms for initialization, start-up and monitoring of

a network (logical ring and limp home)

Some hints include:

20

Time-out TMax: In case of ring messages: another node in the logical ring has disappeared.
NMrxcount: This counter is used to detect a failure at the receive functionality of the NM.
NMtxcount: This counter is used to detect a failure at the transmit functionality of the NM.

Enter NMLimpHome: This state is entered, if NMtxcount or NMrxcount is greater than system specific
limits (rx_limit, tx_limit). Typical value for rx_limit is 4 and a typical value for tx_limit is 8.
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— Leave NMLimpHome: This state is left, if the receive functionality and the transmit functionality is always
available for the NM.

— Node skipped: If a node is skipped, it transmits an alive message asynchronously.
— System-specific default configuration: “| am present at the network and | am my own logical successor”

— Start-up of the logical ring: By entering the state NMNormal every node starts the alarm TTyp.

— Registration of a node: Alive messages and ring messages are used to introduce a node in the network.

— |Delay TTx: A transmit request can be rejected by the lower communication layer and shall-bé&tepeated
with a delay.

Skipped
node

Source Destination

Figure 12 — Skipped in the logical ring
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(|)

Clear NMrxcount

Ring message |
or Limphome
Alive message message

Message
type

Determine actual
configuration

Determine
logical successor

Determine limphome
configuration

Ring message Alive message

Message
type

-CancelAlarm (TTyp)
-CancelAlarm (Ty;4)

to another

t node
ome Destination

SetAlarm(TTyp) SetAlarm(TMax)

Own node skipped in
Not skipped logical ring

wmﬁ

Transmit alive message

R ® ®  ®

Figure 13 — Actions during NMNormal in case an NM message is received “at a time”

During the establishment of the logical ring, NM transmits and receives alive messages and ring messages
from the network interface.

Starting with a stable NM communication in the logical ring the management of two configuration failures
— dynamic introduction of a “new” node in the NM communication (node no. 3); and failure condition of
a node leading to its disappearance from the logical ring (node no. 1) — are shown in Figure 14.
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?
Alive message

Addi f node 3 SKi de 1 . Recognize node failure ?
ing of node ip node Failure of node 1 Ring message +
?
Nodeld ?
Stable Transient state of Stable Determination| Transient state of | Stable
NM communication| the logical ring NM communication of node the logical ring NM communication
in the logical ring in the logical ring in failure in the logical ring
condition
1 1 1 1
NM|message + I +
2 2 2
bl i I i
1 3 3 3 3 3
I i i [
2 1 1 2 2l |
0 .
Time
Higure 14 — Regeneration principle of decentralized configGration management as a basiss for NM
communication in the logical ring
2.24.5 Particularities regarding implementation
224.51 The emitting of a message is not.interruptible
Durfng normal operation, a ring message ;shall be transmitted or passed with a delay unless gnother ring
megsage has been received during the delay.
Duq to particularities of some asynchronous protocol implementations, this task cannot be executgd directly in
line|with the verbal statement,
In vlew of node i, there is no way of preventing an external ring message being received which redlly prohibits
the ftransmission of thesnade’s own ring message between the decision to send the ring messagg of its own
and|the actual transmiission.
Thig effect is_only’ critical if the external ring message received is destined to node i. In this cage, two ring
megsages can/ be maintained permanently, as exactly the same constellation may occur at|the logical
SUCEESSOr-
Figyree15 shows a constellation of ring messages which enables the simultaneous occurrence|of two ring
messages without specific measures.
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Node /

Node k k—i

The tim
this ring
Node i

The ring
The ring

Node i wou

have to terminate the ring message requested at t; which has not\yet been emitted. This is not possib

most cases|

To avoid tw

time

er TTyp in node i has elapsed and the ring message of node i is released for transmissions As)the bus is K

message cannot be transferred.
eceives the respective ring message from node «.

message of node i is transmitted to the bus.
message of node i was transmitted to the bus successfully.

Figure 15 — Ring messages from the nodes i and k£ on an.asynchronous bus

d really pass the ring message received at t, with a delay:of' T+, ,. However, in this case, it w

0 simultaneous ring messages occurring at the same time, each node shall ignore a ring messg

usy,

buld
e in

age

addressed fo it between the moments t; and t,.
2.2.45.2 [Timer structure in the state “NMNormal”
The timers [Tty and Ty, are set, reset and cancelled for supervision of the NM communication.
The applicdbility of alarm services SetAlarm and CancelAlarm is assumed.
Table 5 — Timer actions in NMNormal, during various bus actions
TTyp TMax
SetAlarm CancelAlarm SetAlarm CancelAlarm
Ring mgssage received - v v v
Addressed.by.ring message or v -
source gqual destination
Ring message transmitted - v1) 4 v
Transition from NMReset to v - - -
NMNormal
NOTE A duplicated ring is avoided.

This application fulfils the bus-specific requirement to avoid several ring messages. The table shows the
activities of the timers in NMNormal. Individual timer requests are terminated abnormally and/or set as
required by the bus activities detected. In this context, the fact that a duplicate ring is avoided is of particular
interest. Between the moment when the decision to pass the node’s own ring message is made and the

24

© 1SO 2006 — All rights reserved


https://standardsiso.com/api/?name=602ef355bd17b0a89759af48a838f804

ISO 17356-5:2006(E)

moment when it is actually transmitted, any additional request to pass the ring message shall be ignored. So,
if the request T, is cancelled as a precautionary measure whenever its own ring message is transmitted,

this task is accomplished with minimum effort.

Processing a timer request only necessitates triggering two actions in NMNormal. Timer TTyp is r
for passing the ring message, whereas timer T,,, monitors the cyclic occurrence of the ring messages; it

serves to detect a general configuration error.

Table 6 — Main actions which are triggered by an expired timer in NMNormal.

esponsible

T
,ype.la.pse.s

Tymxelapses

Send ring message

v

Go to NMReset

"4

224.53 How two ring messages are prevented

Thel NM was specified on the base of a broadcast channel and a serial buis-protocol. Therefore,

every node

recgives every NM message at nearly the same time. NM adjustmentsare overwritten by a received NM
megsage; NM messages are handled with time priority.

Ong of the basic principals of the NM is the synonym between<@n-élapsed T+
reglilar ring message to a logical successor. The specified algorithms guaran?ee that a running

alarm and the emission of a

Yy

T1yp alarm

exigts always in only one node inside the whole network. ‘A.received regular ring message retriggers in the

addfessed node (destination of the message) the TTyp alarm and cancels in all other nodes the TT)

© 1SO 2006 — All rights reserved
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TTyp

Node 1, NMNormal

TMax

TMax

Elapsed
alarm

Message
ready to
transmit

Message
emitted to
the bus

Passing of a ring message during
fixed state of the logical ring

the

Node 1 received a regular ring message
and set a Ty, alarm to pass the ring

message.

When Ty, elapses, the alarm Ty is
and the regular ring message is prepa

set
red

Message
on the
bus

v

1

—

5

Time

fortransmissiorn:

After emitting the prepared regular

message on the bus, the running alarm T

is retriggered.

ing

Max

TTy b

Node 1, NMNormal

TMax

Typ

TMax

UJ

Message
on the
bus

Elapsed Message
ready to message
transmit

alarm

Ring
received
3

—
1

Message
emitted to

the bus

1
—

5

Time

Passing of a ring_message during
dynamic state ,of 'the logical ring

mechanism to aveid two ring messages

Node 1.received a regular ring mess
and set*a T, alarm to pass the
message.

When Ty, elapses, the alarm Ty is
and the regular ring message is prepa
for transmission.

A regular ring message was received an
Tryp alarm was set while preparing
emission of the regular ring message. |
emitted regular ring message now retrigg
the Tyax alarm.

the

hge
ing

set
red

d a
the
I'he
ers

TM ax

Node during NMNormal

TMax

TMax

Ring
message

Ring
message

Monitoring of ring messages during
fixed state of the logical ring

Every received regular ring mess

the

hge

Messages
on the
bus

received
3

—

1

received
1

—

2

Time

ratriaaore-ocaot T alarm
rethggtroTo—oSCtTEx 0

Figure 16 — Examples for mechanisms to synchronize the NM alarms and their effects on the
behaviour of the NM
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2.2.5 Example — Skipped in the logical ring

Every node is able to define a temporary logical ring in case of the reception of a ring message to any node in
the network. The ring is given by the identifications of the receiver node, the source node of the message and
the addressed destination node.

@ [Transmitter of the ring message.
b |Addressed node.
€ Receiver of the ring message.

By arranging the node identifications in a numerical order, one will get:

DR

SD

RS

SR

DS

RD

Receiver node Receiver node
was not skipped was skipped
source source
ID? ID

destination receiver

ID® ID
receiver destination
ID¢ ID

Figure 17 — Temporary logical ring for the test,whether the receiver node has been skippjed or not

(Source -2) < (—>Destination) < (Receiver) v
(Receiver) < (Source ) < (—>Destination) 4
(=>Destination) < (Receiver) < (Source =) v
(=>Destination) < (Source =) < (Receiver) skipped
(Receiver) < (= Destination) < (Source =) skipped
(Source =) < (Receiver) < (= Destination) skipped

The] receiver node has been skipped in the lower three combinations. An alive message shall| be emitted

asyhchrenously by the receiver node.

NOTE

It is not always necessary to look for skipping at the reception of a ring message:
S=D The source node does not know anything about other nodes.
D=R The receiver node of the ring message itself was addressed.

S=R The receiver node was the sender of the message.

© 1SO 2006 — Al rights reserved 27


https://standardsiso.com/api/?name=602ef355bd17b0a89759af48a838f804

ISO 17356-5:2006(E)

DSR SRD
yes S<D S<D no
SDR RDS
not not skipped not skipped
skipped skipped skipped  skipped

Componentg
S node identification of the source
R  node idgntification of the receiver
D node idgntification of the destination
Two or threp IF conditions shall be present.
Figure 18 — IF conditions for the test ‘“Was a receiver node skipped by a ring message on the logigal
ring?”
2.2.6 Example: Logical successor
The source| node of any received NM message could turn to the logical successor of the received nodel To
reach a degision on whether)the source node is the new logical successor of the receiver node, the recgiver
node shall Jook to the receiver identification, the source identification and to the identification of the logical
SUCCESSOT.
SLR (Source) < (Log. successor) < (Receiver) new logical successor
RSL {Receiver) < {Seurce} <——{Log—sUE6esSorH—Rewogical-SHE6ESSOF
LRS  (Log. successor) < (Receiver) < (Source) new logical successor
LSR  (Log. successor) < (Source) < (Receiver) v
RLS (Receiver) < (Log. successor) < (Source) v
SRL (Source) < (Receiver) < (Log. successor) v

The state NMReset initializes the system-related basic configuration. Therefore, the values L (Log. successor
identification) and R (Receiver identification) are equal. The algorithm shall be initialized. The source of the

first receive

28

d NM message shall be the logical successor.
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yes
yes Lo no
SLR - RSL
LRS RLS
LSR SRL
ﬁ S<L S<L no
SLR RLS
LRS RSL
LsR |"° SRL V%
S<R yes yes S<R
LSR SRL
LRS no RSL no
L=S L=S L=S L=S
Components
S |node identification of the source
R | node identification of the receiver
D |node identification of the destination
Three or four IF conditions shall bepresent.
Figure 19 — IF conditions to determine a logical successor
NOTE It is possible«to_determine the logical successor from the stored present configuration when a rfing message
has fo be emitted.
221 Operating'mode
221 NMActive-NMPassive
In

requirements.

Each node owns a silent mark which can be set and reset by the application:

silent mark set: NMPassive desired = "1";

silent mark cleared: NMActive desired = "0".

© 1SO 2006 — All rights reserved
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NMOn i
|
|
NMBusSleep }
|
No |
communication }
request | )
Communication Y—\ I TalkNM SilentNM
request | \ /

NMAwake| |
|

} NMPassive
] |
|
|
!

Figure 20 — Toggling between NMActive and NMPassive
2.2.7.2 NMBusSleep-NMAwake

2.2.7.21 |General

The NM conptrols the access to the communication media on demand of the application. If the application ih all
nodes doeg not require the communication media, then the NM.ehanges to the state NMBusSleep.

2.2.7.2.2 |Principle for transition into BusSleep mode

Each node pwns a sleep mark, which can be set and cleared by the application.

Table 7 — Services to change between the states NMBusSleep and NMAwake.

Service Description Sleep mark
GotoMode(BusSleep) NMBusSleep desired set
GotoMode(Awake) NMBusSleep not desired cleared

The NM m4gps this sleep-mark (e.g. represented by a sleep bit) into each ring message (— bit sleep.ind)| If a
set bit sledp.ind isstransmitted, the NM internally changes to the state NM~PrepBusSleep (~: Normgl or
LimpHome).

When the s|leép mark is set. NM prepares for notified and network-wide confirmed sleep mode.

The request for global NMBusSleep is set in a ring message. At each node participating in the logical ring, this
request for global sleep shall be confirmed. The sleep mode initiating node shall wait for network-wide
confirmation of his request.

If the NM message has completely looped in the logical ring, then the request is confirmed by a ring message
with a set bit sleep.ack. The signaling specified by InitindDeltaStatus is carried out and the transition is
performed after a global delay Twaisussieep- After the successful transmission of the ring message with a set bit
sleep.ack, there can still be user messages in the transmit queues. Nodes in the state LimpHome are
transmitting limp-home messages delayed by Tg.,. Several limp-home messages can be received in this time
period, thus a transition in the state NMBusSleep is possible without problems.
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If the NM message has completely looped in the logical ring and the request is not confirmed, a NM message
with different content is received or a NM message did not loop completely, the signalling specified by
InitindDeltaStatus cannot be carried out.

Ring message GotoMode(BusSleep)
cleared Sleep.ind -
cleared Sleep.ack ¥ Ring message
. PrepBussleep set Sleep.ind
Eé[[‘%lfggss_ﬁge cleared Sleep.ack
i >
cleared gleep.ack wait TWaitBusSAlgep |
# RINg message
BusSleep set Sleep.ind
set Sleep.ack
wait TWaitBusSleep wait TWaitBusSleep
BusSleep - PEea BusSleep
PrepBussleep PrepBussleep
6/ Ring message
- - set Sleep.ind S -
N cleared Sleep.ack N
GotoMode(BusSleep) GotoMode(BusSleep)

Figure 21 — Algorithm of the transition: NMNormal > NMBusSleep
All modes are ready to change over into NMBusSleep only if the signalling specified by InitindDgltaStatus is
carrjed out. Up to that moment, application;and NM shall operate in their normal mode (i.e. NMNprmal). The
application still continues with its communication in the network, thus preventing error messgges by the
asynchronous transition of the nodes into NMBusSleep.

For [transition into network-wide, sleep mode, the following cases are dealt with differently:

— |transition from NMNormal into NMBusSleep;

— |transition form NMLimpHome into NMBusSleep.

2.2)7.2.3 Transition from NMNormal into Network-wide BusSleep mode

Thel NM is7informed about the mode requested by the local function GotoMode(BusSleep). Figure 22 shows
the respective definitions.
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NMawake

NMReset

v

NMNormal

Any NM message with a cleared
bit sleep.ind received

or

GotoMode(Awake) called

NMNormalActive

pass the ring message delayed
(Typ)(source=destination or
destination=own station)

NMNormalActive-
PrepSleep

pass the regular ring message.with
the bit sleep.ack delayed (T yp)

GotoMode(BusSleep)
called and

ring message transmitted
with a set bit sleep.ind

GotoMode(BusSleep) called  Ring message transmitted
and . with a set bit sleep.ack
any NM message with a

set bit sleep.ack received

NMTwbsNarmal
wait TWaitBusSleep \ Disable application communication
‘ by D_Offline
Any NM message with a
clearedbit sleep.ind
received
NMReset | ‘or 4, L Timer runs down —

GotoMode(Awake) called

NMBusSleep

Figure 22 — Algorithm for transition NMNormal > NMBusSleep

2.2.7.2.4 Transition from NMLimpHome into network wide BusSleep mode

The function GotoMode(BusSleep) can also be called while NM operates in the mode NMLimpHome.

Figure 23 shows the respective definitions.
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Fatal Bus Error signalled
by D_Status.ind
(e.g. BusOff)

NMAwake
NMNormal NMReset

! !

Any Nivimessage Teteived with
a cleared bit sleep.ind

NML imlr_\l—lr\mn

or
GotoMode(Awake) called

NMLimpHomeActive

NMLimpHome-

send limp home message ActivePrepSleep

cyclically (Teror)

Timeout Ty,
at ring messags

GotoMode(BusSleep)

called and service to transmit
limp home message

(set bitsléep.ind) called

\
GotoMode(BusSleep) called
and
any NM message with a
set bit sleep.ack received

Any NM message received & L]
with a cleared bit sleep.ind . L L
or Disable application communicatign

GotoMode(Awake) called by D_Offline

NMTwbsLimpHome

wait TwaitBusSleep

Timer runs down

NMBusSleep

Figure 23 — Algorithm for transition NMLimpHome - NMBusSleep
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2.2.7.2.5 Transition from Network-wide BusSleep mode to NMAwake

The state NMBusSleep is left if the service GotoMode(Awake) is called or if any NM message is received, i.e.
a communication request exists.

2.2.8 Fusion of configuration management and operating modes

2.2.8.1 State Diagrams

NMAwake

NIVILIMpHOoIme

NMActive [~ " |NMPassive
~PrepBusSleep | |~PrepBusSleep r\ NMNormal

NMActive [~ " |NMPassive

= |~PrepBusSIeep ~PrepBusSleep

NMReset

NMActive [&—{ NMPassive

 J

NMBusSleep > NMinit

A

NMOn

v }

NMOff

NMShutBown

Y

Figute 24 — S f simplified | iti i f the di NM fi i

management and operation modes
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NMShutDown
NMOff / switch the bus hardware off
by D_Init(...;BusShutDown)
Service Service
StartNM StopNM
NMOn
NMBusSleep

Y

NMInit

Clear the bits sleep.ind
and sleep.ack

Y

Initialize the hardware
by D_Init(...;Buslnit)

Initialize the hardware
by;D" Init(...;BusAwake)

Clear limp.h

ome configuration

NMAwake

Figure 25 — State transition diagram of NMinit
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NMOn

NMAwake

NMinitBusSleep

initialize the sleep mode of the bus hardware
by D_Init(...;BusSleep)

NMBusSleep

wait for communication request

Communication request received

(e.g.

GotoMode(Awake) called

or

wake-up signal from the bus
signalled by D_Status.ind
or

any NM message received)

'

NMiInit

Figure 26 — State transition diagram of NMBusSleep
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NMinit

NMAwake

NMLimpHome NMNormal

NMInitReset

Y
-NMrxcount=0
-NMtxcount=0

-enable application
communication by D_Online

A J

-reset the system specific default configuration

-initialize the NMPDU (reserved area in the OpCode and
the data field)

-increment the reception counter

) J

NMReset

NMResetActive

*send an alive message
with a cleared bit sleep.ind
-increment the

transmission counter

NMActive

NMReset

Standard

NMPassive NMActive

NMPassive NMResetPassive

NMrxcount > rx_limit NMrxcount < rx_limit

optional or optional and

NMtxcount > tx_limit NMtxcount < tx_limit
NMLimpHome NMNormal

Figure 27 — State transition diagram of NMReset
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38

NMAwake
NMReset
NMInitNormal
start TTyp to transmit the 1st ring message
NMNormal Any NM message with a
cleared bit sleep.ind received —
or
NMNormal- . GotoMode(Awake) called
Standard NMActive
/-?el_tern inée present configuration d)
alive &nd ring messages receive . VA
-deternfine logical successor NMNormalActive NMNormalActive
Sja”tve hnd ?I?g Ir'nesﬁc,ages recf(_eivedz_ -pass the regular ring message PrepSleep
-deternpine the limphome configuration — Anctinati ; i i
—clear NMrxcount, if any NM message delayed (TTyp) (source=destination Ea8§ thle regular ring mes_srage v\{|fth
is recqived or destination=own station), if there the bit sleep.ack.delayed (T 1yp) i

transni
-send f{
existin
-incren
NM mj{
-repeat
case d
no effg
-send 4
in the

-clear NIMtxcount in case of the

wviD is no ring message on the bus
ission of any NM message 9 9

he bit sleep.ind in case of an

ent NMtxcount, if a

bssage has to be transmitted
the fransmission request in
f a rejection from the DLL,
ct to NMtxcount

n alive message if skipped
ogical ring

NMPassive GotoMode(BusSleep)

called and )
ring messagetransmitted
(the bit sleep.ind is set)

NMActive

GotoMode(BusSleep)
called

NMNormal
Passive
Cleared bit sleep.ind

received
in any NM message

or
GotoMode(Awake) called

|
I
I
I
I
I
I
I
I
I
I
b logical successor I
I
I
I
I
I
I
I
I
|
| NMPassive
I
I
|

there is no ring message on the bus

NMPassive

NMActive

NMNormalPassiv-
PrepSleep

txcounpter > tx_limit

[
and .
a ring message with a

Time-Qut (Tpjax)
at ring'message

NMTwbsNormal

GotoMode(BusSleep) called

set bit sleep.ack received

/

Ring message with
a set bit sleep.ack
transmitted

Y

<t

wait TyyitBusSleep

NMU

Disable application communication
by D_Offline

Any NM message with a

impHome cleared bit sleep.ind received

NMReset

or
GotoMode(Awake) called

Timer runs down

Figure 28 — State transition diagram of NMNormal

NMBusSleep
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NMLimpHome-

Standard

NMActive

NMPassive

(e.g. BusOff)
NMAwake
NMNormal NMReset
NMiInitLimpHome v
disable application communication by D_Offline
initialize the hardware by D_Init(...;BusRestart)
+ Y Y
start TError to transmit the 1 st limp home message
NMLimpHome Any NM message with a
cleared bit sleep.ind received
or )
GotoMode(Awake) called Timeou} Tyax

NMLimpHomeActive
-send limp home message
cyclically (Tg,,)

-enable cyclically application
communication (T,
by D_Online

Error)

GotoMode(BusSleep)
called and

service to transmit
limphome message
(bit sleep.ind is set)

NMPassive

NMAsgtive called
GotoMode(BusS!
NML igHlome- cacl,lgd ode(BusSleep)

Passive
enablé cyclically
application
€ommunication
(Tgrror) by D_Online

GotoMode(Awake) called

NMLimpHome
ActivePrepSleep

NMPassive

NMLimpHome
PassivePrepSleep

at ring message

NMActive

Timeout T,
at ring mess

NMReset

NMPassive NMActive GotoMode(BusSleep) called
and and and )
{ (GotoMode(Awake) called { limphome message transmitted any NM message with a
and and set bit sleep.ack received
NM message received) [ (GotoMode(Awake) called ¢
or and
[GétoMode(BusSleep) called any NM message received) any NM message with a \ Y
and or cleared bit Sleep.ind received Disable application cominunication
any NM message with a (GotoMode(BusSleep) called o ! P A b)l, D Off“%pel : unicat
cleared bit sleep.ack received]} and GotoMode(Awake) called —
cleared bit sleep.ack received)]}
NMTwbsLimpHome

wait TWaitBusSIeep

|
Timer runs down

v

NMBusSleep

Figure 29 — State transition diagram of NMLimpHome
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2.2.8.2 SDL diagrams

2.2.8.2.1 General

The specified behaviour is represented by the state transition diagrams. This subclause describes a proposed
SDL realization.

The following abbreviations are used:

— sleep.ind: the bit “sleep.ind” from the actual received or transmitted NM message;

— sleep.4qck: the bit “sleep.ack” from the actual received or transmitted NM message;

— networkstatus.bussleep: the bit of the network status “service GotoMode(Awake) called”: of “senvice
GoToMode(BusSleep) called”.
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2.2.8.2.2 Start-up of the network

Start-up
A
L]
NMOn Y
NMOff @
leave NMBusSleep
StopNM
StartNM
networkstatus.
NMatctive = 1
 / NMInit
carry out sleep.ind:=0 initialize the hardware
shutdown sleep.ack:=0 D_Init (...;BusAwake) <rue>
activities f
alse
NMInit
Y initialize the hardware leave NMLimpHome send an alive
D_lInit (...;BusInit) message
NMOff
_— - CancelAlarm(TError) _
conflg.!lzr?)phome - NMMerker.limphome smgggﬂ:tt +_1
’ =0
- I

NMinitReset NMrxcount :=0

NMtxcount :s1

)

leave NMNormal

enable application
communication
(D_Online)
<

w

NMrxcount <= rx_limit
AND OPTIONAL
NMtxcount <= tx_limit

A

from bus off or normal

config.present

:=own station SetAlarm(TTyp)
logical successor

:=own station

NMrxcount :=
NMtxcount +1

initialize the
NMPDU
(Data,Opcode)

SetAlarm(TError)

NMLimpHome NMNormal

Figure 30 — Start-up of the network
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2.2.8.2.3 State NMOn

NMOn
I
L]
AV
fatal Bus Error
NMActive NMPassive NMBusSleep ;'gsntaa'tlig I%
(e.g. BusOff)
_ GotoMode wakeup signal disable application
SilentNM StartNM (Awake) called of the bus cemniunication
(D_status.ind) (D_Offline)
initialize the
rietworkstatus. networkstatus. hardware
NMActive:=0 NMActive:=1 . D_Init (...;BusRestart)
/ /
Y
NMPassive NMActive @ NMInit,

Figure 31 — Transitions between NMActive and NMPassive, wakeup from NMBusSleep, and bus off

event

enter state NMLimpHome
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Figure 32 — Actions during the state NMNormal and transitions to leave the state NMNormal
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2.2.8.2.5
NMNOrmalPrepSleep
I
L]

44

State NMNormalPrepSleep

NMNormal

PrepSleep

: GotoMode

\ Time-out T,

\ any NM message
received

\ ring message
transmitted

<m|

networkstatus.
NMactive = 1

Send ring message
with set sleep.ack bit

Y

NMNormal

Figurne 33 — Actions during the state(NMNormalPrepSleep and transitions to leave the state

»
.

Y

sleep.ind =0

@G> @

Y Y

NMNormal
PrepSleep

NMNormal

NMNormal PrepSleep

NMNormalPrepSleep

NMInitBusSleep

X

disable application
communication
(D_Offline)

SetAlarm(Twbs)

NMTwbsNormal
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2.2.8.2.6 State NMTwbsNormal

NMTwbsNormal
I
L] NMTwbsNormal
. received any NM \GotoMode(Awake)
\ Time-out Twbs \ message called

initialize the sleep
mode of the bus
hardware
D_init(...;BusSleep)

sleep.ind =0

CancelAlarm(Twbs)

A J

NMTwbsNormal NMTwbsNormal
NMinitReset

Figure 34 — Transitions;to leave state NMTwbsNormal
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State NMLimpHome
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Figure 35 — Actions during the state NMLimpHome and transitions to leave the state NMLimpHome
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2.2.8.2.8 State NMLimpHomePrepSleep

NMLimpHomePrepSleep
B —E| NMLimpHome
I PrepSleep
\GotoMode(Awake) \ received any \ Time-out Tyay
called NM message at ring message

sleep.ind =0

RS

S

Y
i 7
NMLimpHome NMLimpHome Q

PrepSleep
NMInitBusSleep

NMLimpHome

Figure 36 — NMLimpHomePrepSleep

2.2B.29 State NMTwbsLimpHome

NMTwbsLimpHome
N
L] NMTwbsLimpHome
GotoMode(Awake) received any .
called NM message Time-out Twbs

initialize the sleep
mode of the bus
hardware
D_init (...;BusSleep)

sleep.ind =0

@ @

CancelAlarm (Twbs)

CancelAlarm (Twbs)

NMLimpHome NMLimpHome NMTwbsLimpHome NMBusSleep

Figure 37 — Transmissions to leave the state NMTwbsLimpHome
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2.2.8.2.10 Procedure NormalStandardNM

48

Procedure
NormalStandardNM
I
I l
Clear
NMrxcount
message
| e |
g or limphome
alive

add sender to
config.present

add sender to
config.limphome

determine logical
successor

message
type

Cm>

CancelAlarm (T, )
CancelAlarm (Tyay)

destination station to me
OR
destination = source

&

>

NMMerker.stable := 0
networkstatus.
configurationstable :='Q

SetAlgrm SetAlarm
(TTyp) (TMax)
determine if
skipped in the
logical ring

skipped in the
logical ring

<rue

send an alive
message with set
bit sleep.ind

send an alive
message

Figure 38 — Actions during NMNormalStandard
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2.2.8.2.11 DLL transmit rejection, GotoMode(Awake) and GotoMode(BusSleep)

NMNormal BusSleep and Wake-up

r ‘I;I r____—hl

I L
the DDL refected the
command to send actual Time-out Ttx Gotc;l:\/lode GotoMode
NM message (ring or alive) VRERE] (BusSteep

Send actual NM message networkstatus. Networkstatug.
SetAlarm(Ttx) (Ring or Alive) bussleep :=0 bussleep :=1
Y

NMNormal

2.2B8.2.12 Indication of ring data, configuration and status

RingData, Configuration
gnd status indication

Set Timer TTyp

RingData.ind

NMNormal

Figure 39 — DLL transmit rejection and GotoMode(Awake/BusSleep)

(&) CD

2y

at least onp bit

NM Status changed of the networlf Config

changefd

@

NOT (SMask AND
(TestStatus EXOR
RefStatus))

@ @ @

NOT (CMask AND
(TestConfig EKOR
RefConfig

Status.ind

> Status.ind

Figure 40 — Indication of ring date, configuration and network status
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2.2.9 Alarms inside the Network Management

2.29.1 Rules to design the alarms Ty, and Ty
The definition of the logical ring requires that no alarm Ty, may run down if a ring message is passed delayed

with Try,. This derives a requirement to the precision of the alarms inside a networked system (the
transmission time of a message and the runtime of the software are not taken into consideration):

(Tvax)| ¢ > (TTyp)‘J K,J e[O;N 1]

7-Typ,B
P
A B Effect of the condition
| I (Twiax ) >(T-|-yp)‘J K, ;efon-1]|
Node B B C
Ring message Ring message
NMNormal NMNormal
X 7-Max,D C
' i condition TRUE:
Thé Node D recognizes the correct
running of the logical ring.
Node D N
aliv mes\sige
MRese
7-Max,E

condition FALSE:

E The node E recognizes the failure of
another node although the ring is
running perfectly.

Node E

Alive message
NMReset

Figure 41

The failure [of-a ‘monitored node shall be recognized by all the other nodes inside the logical ring. All nqdes
shall be inLNMNormal agnin, when the first ring message is_transmitted after NMReset. This derivés a
requirement to the precision of the alarms inside a networked system (the transmission time of a message
and the runtime of the software are not taken into consideration):

(TMax +TTyp)‘K > (TMax)|J K,JE[O,N—‘]:I
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T T, T
Typ.A Max,A Typ.A
yp ax yp
A A A

NodeA |B c

Last ring message Alive message 1string message

NMNormal NMReset NMNormal
logical successor: B logical successor: C

M is out of order

7-Max,D

Node D

AI;% mes\@ge
MReset

Max,C

Node C

Alive message
NMReset C

Key

1 | Condition FALSE: The node D does nat'recognize the failure of the node B.
2 | Condition TRUE: The node C recognizes the failure of the node B.

Figure 42 — Effect of the condition (TMaX +Tryp )‘K > (Tyax )|J K,J €[0,N-1]

Eadh of these alarmis)shall be provided with a tolerance (... | min @nd ... | max) fOr every node. Inside g network all
nodes shall meetboth requirements:

(TMax‘min + TTyp‘min)|K> (TMax|max)|J K'JE[O;N - 1];and

L AW L 1 AW = =
VMax|min|}|K> VTyp|max}|J K,J e|_U;N — ’IJ.

2.29.2 Rules to design the alarm Tg,

No important requirements for the alarm Tg,.., which should be taken into consideration, exist. A useful value
of the alarm Tg,, is the value of T+, , multiplied by 10. Tolerance calculations are insignificant.

2.29.3 Rules to design the alarm Ty ,iip ssicep

After the successful transmission of the ring message with a set bit sleep.ack, there can still be user
messages in the transmit queues. Nodes in the state limp-home are transmitting limp-home messages
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delayed by Tgqo- Several limp-home messages can be received in this time period; thus, a transition in the
state NMBusSleep is possible without trouble.

The timer Tiaipussiesp iS defined in addition to the timer Teror. Twaisussicep | min = Teror | max Should be valid

network wid

e. TWaitBusSleep is selected typically to 1,5 times of Tg,qr.

2.29.4 Design of a system

System requirements result from the requirements of the single alarms:

— recogn

AT,

— recogn

Iy

Zing @ node faiture:
Max :TTyp‘minfS 0<fs<t;
zing the logical ring:
yp‘maX:TMamerI Ir 0<fr<1.

The toleranges of both alarms should be adapted to each other:

— with the precision:

ATTyp = ATiax f 4 -

The solution to determine the system requirements is:

Iy

Ty

Ty

The design

2.29.41

The worst
running of

yp‘max :TTyp‘min (1+foA);
1+ fsfa.
ax| min :TTyp‘min %,and

B 1+ s/ 4
ax|max B TTyp‘min [fs ' SR .

Worst Case

and the run

ime of the software dicnlnlnpnrc)'

br of a system shallfiX the values TTyp‘min .fs,[r» [ 4 inside the whole network.

case ‘design points out the limit of the logical ring. The tolerances are selected for the pe
he- logical ring in case of ideal communication system (e.g. the transmission time of a mesg

fect
age

— recognizing a node failure:

ATMaX:TTyp‘min :>fS:1;
— recognizing the logical ring:
TTyp‘maX:TMax min = fr=1
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— with the precision:
ATTyp = ATiax f 4 -

The worst case system requirements are:
T ‘ =T ‘ 1+ ;
TYPmax TYPmin ( fA)

TMaX|min = TTyp‘min (1+ f4);and

TMax|maX :TTyp‘min (2+fA)-

» 7-Typ,min fA TTyp,min | 7—Typ,min
Allowed Allowed
range range
of Tr, of Tyax
0 TTyp,min 7-Typ,max 7-Max,max t

Typ,min

Figure 43 — Worst case system design of the alarms inside the NM

2.2D42 Example

For this example, the designer of the systemfixed the values for T, i Sfs:fr: far @S

TTyp\min = 70ms fs =092 fr=05 f4=0,62

Thel system-wide minimum and-maximum values of the alarms Tr,, and Tua., result from the following fixed
valdes for TTyp‘min S S rfAn

Tryp| =110 Thtax| o =220ms  Tyay| = 284ms

Every node shall guarantee that their alarms remain inside the fixed limits.

EXAIMPLE System design

T1yp=70ms ... 110ms
Tmax = 220ms ... 284ms
TError =.1s ..
TWaitBusSIeep = 1;55
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3 Indirect Network Management

3.1 General

According to system design aspects, direct monitoring of the nodes may be impossible or nondesirable. This
could be the case for example for very simple or time-critical applications.

Therefore, the mechanism of indirect monitoring is introduced. This Network Management is based on the use
of monitored application messages. Indirect monitoring is thus limited to nodes that periodically send

messages in the course of normal operation.

In this casq, a node emitting such a periodical message is monitored by one or more other nodes receiyving
that message. Nodes whose normal functionality is limited to receiving shall send a dedicated.peripdic
message in|order to be monitored.

3.2 Congept

3.2.1 Node monitoring

3.21.1 General

Indirect Network Management uses monitoring of periodic application messages to determine states of nqdes
connected fo the network. It does not make use of dedicated Network Management messages.

3.21.2 Node states

3.21.21 |Emitter states

For a given|node i, emitter states are used to check that-node i, which is supposed to emit information on the
bus, is indegd able to transmit:

— node i not mute > specific application message transmitted;

— node ig mute > specific application message not transmitted during a time-out.

Node state 'mute” can be extended to several state types (see 3.2.1.3).

3.21.2.2 |Receiver states

A given node i monitors a subset of £ nodes on the network; node i monitors only source nodes, from whigh it
receives cyglic application.messages. Therefore, node i will maintain a set of & receivers states, where £ i the
number of qource nodes_monitored by node i. Receiver states are used to check that node i, which is suppgsed
to receive infformation from its k other source nodes, indeed receives information from each of its sources:

— node i present > specific application message received;

— node idabsent > specific application message not received during a time-out.

Node state “absent” can be extended to several state types (see 3.2.1.3).

3.21.3 Extended node states

3.21.31 Extended emitter states

These include:

node is not mute statically > specific application message transmitted;

time-outs).

54

node is mute statically > specific application message not transmitted during a “long” time (several
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3.2.1.3.2 Extended receiver states

The

se include:

node is present statically > specific application message received;

node is absent statically > specific application message not received during a "long" time (several

time-outs).

3.2.2 Configuration-management

3.2,

3.2,

The)

3.2,
The
targ
nod
NOT

preg
filter

3.2,

The)
the

3.2,

3.2,

The)
inte

2.1  Configuration

2.1.1 General

configuration puts together the node states of all the monitored nodes determined.by the NM.

.1.2 Target configuration

application recognizes node failures by comparison of the configuration (determined by the
et configuration. This target configuration may normally change (depending on vehicle opg
s can appear and disappear from the network depending on ignition switch position).

E The target configuration is not located inside NM. Severaltarget configurations and several ni
rogrammed in the application. By using these masks depending on vehicle operation, the application is
information provided by NM by itself and recognize node failures.

.2 Extended configuration

extended configuration puts together the extended node states of all the monitored nodes de
NM.

3 Standard task

3.1 Network status

network status is a set of information relating to local node hardware interface operation ar
nal operating states:

Table 8 — Encoding of the network status

NM) with a
ration (e.g.

asks can be
then able to

ermined by

d local NM

Network status Interpretation

Operating mode of network interface 0 No errord

1 Error, Bus blocked?
Operation modes 0 NMOn

1 NMOff

0  no NMLimpHome

1 NMLimpHome

0 no NMBusSleep

1 NMBusSleep

0  no NMWaitBusSleep

1 NMWaitBusSleep

@  Reception and transmission of application messages successful.

b e.g. CAN-busoff.
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3.2.3.2 Extended network status

The extended network status is specific to the user.

Table 9 — Example of encoding of the extended network status

Network status Interpretation

00 No error?

, . 01 Error, Communication possible?
Operating mode of network interface

10 Error, Communication not possible®

11 reserved

@8  Sucdessful reception and transmission of application messages.

b Comfmunication via one wire.

¢ E.g. LAN-busoff for a “long” time.

3.2.4 Monitoring mechanisms

In order t¢ evaluate node states and network status, Indirect Network Management provides three
non-exclusive mechanisms of monitoring:

— Transnpission: Determination of the emitter states by, using transmission monitoring schgme.
Transnpission problems are detected by checking local confirmations related to transmissions of a un|que
periodit application frame chosen among those to be sent. This local confirmation is used to set| the
emitter|states accordingly.

EXAMPLE If a message is correctly transmitted in‘case of CAN, it is then acknowledged on the bus. If the
transmission|fails, there is no acknowledgement and aftef.a time-out, node i is considered “mute” by the NM.

— Reception: Determination of the set of receiver states by using reception monitoring scheme. Nofe i
checks|the presence of all its source nodes by monitoring the reception of a chosen cyclic frame per gach
remote| source. If the supervised message of node k is not received at least once by node i befofe a
configyrable time-out, node £ is then considered absent.
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Message

cycles Source 1 Present/Absent

/ Source 2 Present/Absent

R N I

Node /

://
\

Source & Present/Absent

Figure 44 — Reception monitoring

— |Status signal: Determination of Network Interface status by using controller indicgtions from
communication Data Link Layer, which itself uses lIow level controller or driver information.

EXAMPLE If the bus is blocked in case of CAN, centroller indicates a “bus off” error to upper layers.
3.2.6 Monitoring time-outs

3.2p5.1 General

Indifect NM transmission and reception monitoring is based on two possible time-out monitoring mechanisms:
— | All messages are monitored by one global time-out TOB (time-out for observation).
— | Each message is-monitored by its own dedicated time-out.

3.25.2 One‘global time-out

The global.monitoring time-out is located inside NM and is used as a time-window observation:

— |node present/not mute: at least one message has been transmitted or received from node k during the
global time-out (time window observation);

— node absent/ mute: no message has been transmitted or received from node & during the global time-out
(time window observation).

The monitoring time-out shall be adapted to the longest time requirement among all the monitored application
messages.

NOTE The global time-window observation is handled in the SDL diagrams by a private configuration and a public
configuration.
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3.2.5.3 One monitoring time-out per message

In this case, Indirect NM uses “COM Deadline Monitoring” (see ISO 17356-4) mechanisms to monitor
dedicated application messages. Time-outs are located at Interaction Layer level. NM is informed dynamically
by COM each time a message has been correctly transmitted or received, or a time-out has expired for this

message.

Each monitoring time-out can be adapted to the time requirements of each monitored application message.

3.2.5.4 Internal Network Management states

3.25.41 |General
NM can enter the internal states listed hereafter:
— NMOffINM is switched off;
— NMOn]NM is switched on;
NMOn:
— NMBusSleep: NM is in sleep mode;
— NN Awake: Active state of the NM;
NMAwake:
—{ NMNormal: Processing of indirect node monitoring;

—{ NMLimpHome: Handling of failure in own-node;

—| NMWaitBusSleep Synchronizing the(network wide jump to the state BusSleep.

58
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NMOff
StopNM StartNM
called called
NMOn
NMBusSleep
I »
GoToMode(Awake) called o)
or
Fatal Bus wake-up signal from the bus
Error
v v NMAwake
NMOff +— GoToMode(Awake)— Timer WaitBusSlgep
called is running down
Transmission ok
AND
reception ok GoToMode(BusSleep)
called
Y
_ Not — ——sl—. — .
NMLimpHome |L«— supported “—-— NMWaitBusSleep
GoToMode(BusSleep)
T called -

Figure 45 — Simplified state transition diagram of the indirect NM

3.25.42 NMLimpHome

Thig state is entered after a failure of the network communication interface, communicationp not being
opefational (e.g. Bus<Off failure for CAN).

Node states values (e.g. “node absent”) do not switch NM to the state NMLimphome. NM only performs
monitoring agtions, but has no knowledge about the expected target configuration. NM does not know if a
misging node.is a failure or not.

3.2.6/4.3 NMWaitBusSleep

This state is entered after the demand of the application for entering the BusSleep mode. It is a waiting state
preparing for BusSleep mode. During this time, all other nodes shall receive the SleepMode command via
their application (3.3.3.1) as well.

3.2.6 Operating modes

The NM does not manage application modes, but exclusively manages NM operating modes. NM
distinguishes two main operating modes. The modes of the NM are directly mapped to internal NM states.
These include:

— NMAwake: In NMAwake, the node monitors the selected application messages.
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— NMBusSleep: If a node is in NMBusSleep, it does not monitor application messages. Depending on the
hardware integrated in the networks, nodes can switch into some low power mode.

The NM provides services for selection of NM operation modes and indication of NM operating modes.
3.3 Algorithms and behaviour

3.3.1 Configuration management

The NM supports the configuration and the optional extended configuration management. The extended
configuratirwmmmmmm?tm*Mj by
using counters.

3.3.2 Coynter management
The states pf the extended configuration are determined by decrementing and incrementing’specific courters
and by conjparing the counters with a threshold. The functions used to increment and ,decrement shall ayoid

any overfloyv and underflow. From the point of view of the functionality, one of the valuesis redundant and|can
be selected|statically. Therefore, NM sets the threshold to a constant value.

Timeout at monitoring

a message from node k Message fromode k received

INC counter by Deltalnc DEC counter by DeltaDec
0... threshold 0... threshold

yes no

Counter = threshold ?

Node static absent Node static present

Figure 46 — Extended configuration illustrated at node k

Counter behaviour and corresponding states are illustrated by Figures 47-49.
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Message received from Message received from
remote node k remote node k
Time-out  Time-out O U\
‘ ‘ [ ‘ expired expired 1 ‘
Y Y .
Counter v
A t
Threshold
Alnc ADec
ADec
Alnc ADec
0 >
t
A
State of node k
Present Absent Present
t
A
Fxtended state
bf node k
Static Present

Figure 47 — Extended configuration.illustrated at node k in the case of a very transient state of the
node in which the state “Static Absent” will not be reached
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Message received from
remote node k

Time-out Time-out Time-out Time-out Time-out{ L 4 4 A
expired expired expired expired expired
Y Y Y Y v .
Counter ] -
A Time-out t
—>‘
Threshold
A|nc ADeC
Alne ADec
ADec
Alnc ADec
Alnc AbDec
0
t
A
State of fode k
Absent Present
t
A
Extended state
of node k
Static Prelsent Static Absent Static Absent
| | |
| |

Figure 48 [— Extended configuration illustrated at node % in the case of a permanent state of the nqde
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Message received from
remote node k

Time-out Time-out Time-out Aod Time-out Time-out
expired expired expired expired expired
Y Y Y Y Y .
Counter ] g
A Time-out t
Threshold
Alnc
ADec
Alnc ADec _ Alnc
ADec
Alnc
Alnc
0 >
t
A
State of node k
Absent Present Absent
t
A .
Fxtended state Static Absent
¢of node k
Static Present Static Absent
l -
t

Figure 49 — Extended configuration illustrated at node % in case of a repetitive state of the node

Indifect NM static state detection,_algorithm is flexible and scaleable. It allows choosing differgnt kinds of
detgction for static states by setting.the parameters Deltalnc and DeltaDec at system generation time.

3.3.3 Operating mode

3.381 User Guideto handle BusSleep

Thel NM handles‘power down modes on demand of the user. Net-wide negotiations are not| supported.
Magter-slavedand multi-master behaviour can be realized by using the given services GotoMode(Awake) and
GotpMode(BusSleep).

For|example, in master-slave behaviour, the user reserves one bit in an application message which the
master broadcasts 1o the slaves.

There are two possibilities:
— bit is set: the master requires the mode NMBusSleep from all slaves;

— bit is cleared: the master does not require the mode NMBusSleep from any slave.

© 1SO 2006 — All rights reserved 63


https://standardsiso.com/api/?name=602ef355bd17b0a89759af48a838f804

ISO 17356-5:2006(E)

Table 10 — Example of the application behaviour to handle NMAwake and NMBusSleep according
to a master-slave approach

Application NMAwake NMBusSleep
In the master set the reserved bit and send the corresponding | call GoToMode(Awake)
message clear the reserved bit and send the

call GoToMode(BusSleep) after the message has | corresponding message
been sent via the bus

In the slave call GoToMode(BusSleep) when receiving the -
set bit
call GoToMode(Awake) when receiving the
cleared bit
NOTE The master and the slave behaviours can be supported by a single implementation of the indirect NN

3.3.4 Stafe machine in SDL

3.3.4.1 SDL model for one global time-out TOB

Process Ihdirect_ NM 1(4)
—Bl InitConfig InitNetworkStatus
_
InitPrivateConfig

D (o
NMOff StopNM

StartNM _— D_Init
Perform shutdown activities F—— (Netld,BusShutdown)

Perform hardware| _ | D_Init
initialization (Netld,-Businit)

T

NetworkStatus!opmode1
:=NMOff

NMOff

BOnline (Netld)

SetTimer(TOB)
InitPrivateConfig N
Remark: |
=3
| SDL language does not handle hierarchical states. I
InitConfig Therefore, conceptual states NMOn and NMAwake I
do not appear as SDL-states in this model. [
| This description directly refers to bottom-substates. |
_

InitNetworkStatus

NMNormal

Figure 50 — Handling of the services StartNM and StopNM
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I

NMNormal
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2(4)

Time-out for Observation

Monitored application message

expired TOB received from remote node [1___\ |_MsgTransfer.ind
or monitored application message (Sender)
N ittod-by "
—
Last private config is saved into Determine Nodeld and Netld
"Config" Config P inf : M1 || NMNetNodeMppping
:=PrivateConfig Lrom Sender information (Sender, Nodel, Netk)
[ . )
Update private config:
InitPrivateConfig if (Node_ kfown nod?) then PrivateConfig(INodek)
Node k is "not mute :=True
else
Node k is "present”
L
SetTimer NetworkStatus!dpmode2
(TOB) :=noLimphojme,

NetworkStatuslipterface
:=noErro

NMNormal )

Figure 51 — Handling of the eyvénts “TOB” and “message received” during state NMNormal

© I1SO 2006 — All rights reserved

65


https://standardsiso.com/api/?name=602ef355bd17b0a89759af48a838f804

ISO 17356-5:2006(E)

Process Indirect_ NM 3(4)
F————

| h

L

NMLimphome

Time-out for Observation Monitored application message
expired _ TOB received from remote node __\ [|-MsgTransfer.ind
or monitored application message (Sender)
Hransmitted-by-owrnede
Last prjivate config is saved into Coni Determine Nodeld and Netld NMNetNodéManti
"Config" I— ontlg from Sender information I— ethoagMapping
:=PrivateConfig (Sender,Nodek, Netk)

Update private config:

InitPrivateConfig if (Node k=own node) then PrivateConfig(Nodek)

Node k is "not mute" :=True
else
Node k is "present”
SetTimer
(TOB) Nodek =
MyOwnNode
true
TxOK:=True RxOK:=True
NM exits fi Limph tate if )
exits from Limphome state if own TxOK:=T
node message has been transmitted and ( anﬁd rue)
one message has been received false (RXOK:=True)
from a monitored remote node i '

NetworkStatus!opmode2
:=noLimphome,

NetworkStatuslinterface
:=noError

* NMNormal

Figure 52 — Handling of the events “TOB” and “message received” during NMLimpHome
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Process Indirect_NM 4(4)

R

L

NMNormal,
NMLimphome

—| any NMAwake state NMLimphome

Fatal bus error .
)—|_> D_Status.ind Terror

example : BusOff for CAN (Netld,Error)

NetworkStatus!opmode2
:=Limphome

I—— D_Online (Netld)

Enable transmissions

NetworkStatuslinterface
:=CommunicationNotPossible

—— D_Offline (Netld)

Restart hardware | _ | D_Init
(Netld,BusRestart)

Disable transmissions

SetTimer
(Terror)

RxOK:=false,
TxOK:=false

NMLimphome

Figure 53 — Handling of a fatal bus error
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Procedure InitConfig

)

Procedure InitPrivateConfig

)

I I

At initialization, own node is considered for k=1. NNodeMax At initialization, own node is considered for k=1. NNodeMax

mute" and all su_perwse"d remofe nodes }—- Config(k):= False mute" and all su'perwse:,:d remofe nodes F—- PrivateConfig(k):= False
are considered "absent' are considered "absent'

b

b

%

Figure 54 — Initialization of the configuration

Procedure InitNetworkStatus

R

L1

NetworkStatuslinterface:=noError,
NetworkStatus!opmode1:=NMOn,
NetworkStatus!opmedé2:=noNMLimphome,
NetworkStatus!opimoede3:=noNMBusSleep,
NetworkStatuslepmode4:=noTWaitBusSleep

Figure 55 — Initialization of the NM status

%
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Process Indirect_ NM

SDL model for one monitoring time-out per message

ISO 17356-5:2006(E)

1(6)

ipitialization

= (Netld, Buslnit)

D_Online (Netld)

InitConfig

InitExtendedConfig

InitNetworkStatus

InitExtendedNetworkStatus

NMNormal

NMOff StopNM
StartNM Perform shutdown |_| D_Init
| activities (Netld,BusShutdown)
Perform hardware D_Init

F————
—hl InitConfig InitNetworkStatus InitConfigCount DecConfigCount
L1
InitExtendedConfig InitExtendedNetworkStatus IncStatusCount DecStatusCount
Va / NMNormal \
Q * )—1 any NM state NMLimphome, |-any N

NMWaitBusSleep

MAwake state

InitConfig

NetworkStatus!opmode1
:=NMOfFf

NMOff

InitExtendedConfig

Figure 56 — Handling of the services StartNM, StopNM and InitConfig
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Process Indirect NM 2(6)
————
| b
L
NMNormal
Time-out at monitoring application Monitored application message
message from remote node expired 7]\ ' |_MsgTimeout.ind received from remote node _\ |_MsgTransfer.ind
or time-out at monitoring transmission (Sender) or monitored application message (Sender)
of own application message expired transmitted hy own nade
I
Determine Nodeld and Netld
- ) NMNetNodeMapping
Determine Nodeld and Netld NMNetNodeManpi from Sender information (Sender, NodekK, Netk)
from Sender information ’—I— etodelapping
(Sender, Nodek, Netk) I
If (Node k = own node) then
Node k is "not mute" else I—|_ Config(Nodek)
Node k is "present" -=True
If (Yode k = own node) then
Node k is "mute" else I—| Config(Nodek) [
Node k is "absent" :=False
DecConfigCount
I
If (Node k ={own“node) then
IncConfigCount Node k is'static not mute I—I_ ExtendedConfig(Nodek
If (Node k | own node) then :IISS N stati i =True
Node k is 'lstatic mute" else 0de ks static presen

Node k is '|static absent"

NetworkStatus!opmode]

Counter(Nodek) :=noLimphome,
= Threshold
False NetworkStatuslinterfacs
:=noError
I
ExtendedConfig(Nodek) ExtendedConfig(Nodek)
:=False :=True ExtendedNetworkStatuslinterface
:=noError
I
Y DecStatusCount

Y

)

Figure $7 —< Handling of the events “timeout for message” and “message received” during state
NMNormal
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Process Indirect_NM 3(6)
———

| h

L

NMLimphome

Time-out at monitoring application

message from remote node expired y—L |_MsgTimeout.ind Monitored application message .
or time-out at monitoring transmission - (_Sender) receiveq from remote_ node __\ |_MsgTransfer.ind
of own application message expired or monitored application message (Sender)

transmitted by own naode

NMNetNodeMapping Determine queld an_d Netld NMNetNodéMapping
(Sender, Nodek, Netk) from Sender information (Sender, Nofek, Netk)

Determine Nodeld and Netld
from Sender information ’—\_

If (Node k = own node) then

If (Node k = own node) then Node k is "not mute" else, V—| Config(Nodek)
Node k is "mute” else Config(Nodek) Node k is "present” =Trlie
Node k is "absent" :=False

DecConfigCount

IncConfigCount [

f (Node k = own node) then
Node k is "static mute" else
Node k is "static absent”

I1f(Node k = own node) then

Node k is static not mute y—l_ ExtendedConfig(Nodek)

else =Tryie
Node k is static present

Counter(Nodek)
= Threshold
False k=
Node
ExtendedConfig(Nodek) ExtendedConfig(Nodek) False
:=False =True
TxOK := True RxOK :3 True
> [ |

True)
i
false (RxOK:FTrue)

NM exits from Limphome state if own
node message has been transmitted and true
one message has been received
from a monitored remote node

NetworkStatys!opmode2
:=noLimphome,

NetworkStatyslinterface
:=noHrror

: EXtendedNetworkStatuslinterface
( ) :=noError

DecConfigCount

NMNormal

Figure 58 — Handling of the events “timeout for message” and “message received” during state
NMLimpHome
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Process Indirect_NM

T

L

NMNormal,
NMLimphome,

any NMAwake state

NMWaitBusSleep

Fatal bus error
example: BusOff for CAN

D_Status.ind
(Netld,Error)

y.

NMLimphome

Terror

4(6)

NetworkStatus!opmode2
:=Limphome

NetworkStatuslinterface

:=CommunicationNotPossible

NetworkStatus!opmode4

TW aitBusSleep

Disable transmissions

)__

D_Offline (Netld)

Restaft hardware

p—

D_Init
(Netld,BusRestart)

SetTimer
(Terror)

RxOK:= false,
TxOK:= false

IncStatusCount

Gount:

Enable transmissions

——

D_Online (Netld)

BusSleep command
was called before
error occurred

NMWaitBusSleep

true

Jhreshold

False

Comm
static n

Linication is
ot possible
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ExtendedNetworkStatuslinterface
:=CommunicationNotPossible

ExtendedNetworkStatuslinterface
:=noError

NMLimphome

Figure 59 — Handling of a fatal bus error
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L

NMNormal,
NMLimphome
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NMWaitBusSleep

Sleep mode command

5(6)

GoToMode

received from |
(Netld,BusSleep)

the application

y.

TWaitBusSleep
I

GoToMode Hy

(Netld,BusAwake)

Wake-up command
from the application

Turn hardware inta |

D_Qffline (Meatld)
= 7

low power mode |[L{D_Init(Netld,BusSleep)

D_Online(Netld)

SetTimer
(TWaitBusSleep)

NetworkStatus!opmode4
:=noTWaitBusSleep

NetworkStatus!opmode4
:=noTWaitBusSléep

NetworkStatus!'opmode3
:=NMBusSleep

NMBusSleep

NetworkStatus!lopmode4
:=TWaitBusSleep

NMWaitBusSleep

nY

ocess Indirect NM

—ISI

_

NMBusSleep

NMNormal

Figure 60 — Handle the transition.torthe state NMBusSleep

Wake-up signal

received from thesbus D_Status

(Netld,WakeUp)

)

2

GoToMode
(Netld,Awake)

Wake-up commahd received
from the application

-
|

NetworkStatus!opmode3
:=noNMBusSleep

I
D_Init(Netld,BusAwake)
I

B_Oal

(Natld)
Heten

NMNormal

Figure 61 — Handle the transition from NMBusSleep into NMNormal
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Procedure InitConfig Procedure

F_____\ InitExtendedConfig
A

L
L

At initialization, own node is considered |

’ for k=1, NNodeMa . : .
"mute" and all su_pervised remote nodes |—- Conﬂgi(k):= Falsex Own node is considered "static notmute” for k=1 NNodeMax
are considered "absent’ and sup_erwse('i' remote nodeﬁ are F—- ExtendedConfig(k):= True

all considered "static present

N |

&/ B
for k=1, NN
Each counteris setto 0 |—- orCour;ter(tc())q:'\(/Jla
L

Figure 62 — Initialization of the configuration

Procedure |nitNetworkStatus Procedure InitExtendedNetworkStatus
) A
_ L1
NetworkStatuslinterface:=noError, Network interface communication ExtendedNetworkStatuslinterfabe
NetworkStatus!lopmode1:=NMOn, is considered static operable F- = noError ’
NetworkStatus!lopmode2:=noNMLimphome, at inttialization :

NetworkStatus!opmode3:=noNMBusSleep, |
NetworkStatus!lopmode4:=noTWaitBusSleep

Count:=0

Figure 63 — Initialization of the NM status
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Procedure IncConfigCount Procedure DecConfigCount
F_____\ F_____\
L] L]

Counter(Nodek)
<=Threshold - Deltalnc(nodek)

Counter(Nodek)
>=DeltaDec(nodek)

true false true false
Counter(Nodek):= Counter(Nodek):= Counter(Nodek):= -
Cqunter(Nodek) + Deltalnc(Nodek) Threshold Counter(Nodek) + DeltaDec(Nodek) Cburter(Nodek):=0

I % | | é |

Figure 64 — Decrement and increment procedures for the'extended configuration

Progedure IncStatusCount Procedure DecStatusCount
) R
_ L__ S/

Count
<=Threshold - Deltalnc

Count
>=DeltaDec T

true glse

Count:= Count + Deltalnc Count:= Threshold Count:= Count + DeltaDec ICount:=0

Figure 65 — Decrement and increment procedures for the extended network status

4 [System generation and API

4.1 Overview

One word

Letter
abcde...

Capital letter
ABCDE...

\i

Y

Figure 66 — Overview of an NM service (example GetConfig)
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Table 11 — Breakdown of NM API-services into core services and optional services

ISL | Hook Level Task
Level
dir |ind. || E[(P|P|S|S|T Core or
Service Call . NM | S r |r |lo|t |h|a Optional
N R r f[e|s|a|ufs Service
M o |T |t [r [t |k
r la|T]|t |d
H|s |a|H|o
olk |[s|o|w
O |H|K|O [N
k |lo[H|k |H
o|o o
k |o o
k k
Configuration management
I ) InitDirectNMParams
Initializption of static parameter InitindirectNMParams v |V OPT
In|t|a'I|z atlc.m of individual InitCMaskTable 1 OPT
configurations masks
In|t|a'I|z atlc.m of individual target InitTargetConfigTable | v | v oPT
configurations
Indicatipon of configuration change InitindDeltaConfig v | v OPT
Select fhe indication sensitivity SelectDeltaConfig v | v | L v OPT
Start of restart the configuration InitConfig 1 Ve v OPT
managgment
Make qurrent configuration available | GetConfig v x| v v OPT
Compdrison of two configurations CmpConfig Yo v | vV v OPT
Opdrating mode management
Initializption of individual status .
InitSMaskTable v | v OPT
masks
Initializption of individual target states | InitTargetStatGsTable | v | v OPT
Indicatipn of status change InitindDeltaStatus v | v OPT
it:::‘NNMMé;\ﬁ. transition to NM Starthim v | v v v CORE
Stop off NM, i.e. transition to NM
mode “NMShutDown” and finally to StopNM vI|Iv | Vv v CORE
“NMOf’
Transnt on to NM mode “l\.ll.\/IP?sswe” SilentNM v v v v OPT
without] network-wide notification
Transit|on tc.) NM mode “NMActlve" TalkNM v v v v OPT
after a previous call-of\SilentNM
Transitjon to a new, eperating mode GotoMode vy v v v oOPT
(e.g. BUisSleep,)Awake)
Select the-indication sensitivity SelectDeltaStatus v v |v v OPT
Get statusiniommation-{natuori GetStatus vi|v|vY v OPT
node)
Comparison of two states CmpStatus v | v |V v OPT
Data Field management
Indication of received data InitindRingData v OPT
Transmit data TransmitRingData v v v OPT
Read received data ReadRingData v v v OPT

v" Call to the NM service is allowed in this level (Interrupt level ISL, Hook level and Task level).
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4.2 Conventions for service description

4.2.1 System generation

Within NM, all system objects shall be determined statically by the user (fixed at compile time). There are no
system services available to dynamically create system objects.

System objects shall be defined or declared for usage in the application programs’ source using specific calls.

The design of system objects may require additional specific tools. They enable the user to add or to modify

as.

val
imp

4.2,

Sys|
but

4.2,

All 4

which havg haan snocified Conseauenths the svstam aeneration—and thae  tool
WHAHEA—RaY s R P RSegHeRH—tR Yste—geheratHoR—aha—ih o0+

are also

ementation-specific.

P Type of calls

fem services are called according to the ANSI-C syntax. The implementation iS-flormally a f
may also be solved differently, as required by the implementation, e.g. by C-pre-processor mag

B Error characteristics

ystem services return a status to the user. The return status is E_QOK'if it has been possible to

sysfiem service without any restrictions. If the system recognizest@an exceptional condition wh

exe

If it
theq

To
app
app

All
dist

Cution of any system service, a different status is returned.

is possible to exclude some real errors before run time,)the run time version may omit the
eep the system efficient and fast, NM does nat\check for all possible errors. NM assume
ications and the correct usage of the systemy services. It is expected that undetected e

ication result in undefined system behaviour.

return values of a system servicecare listed under the individual descriptions. The rg
nguishes between the “Standard”’~and the “Extended” status. The “Standard” version

reqlirements of a debugged application system as described before. The “Extended” version is cd

sup
starn

The)
retu

Inc
by t

4.2,

4.2.

dard version.

sequence of error checking within the NM module is not specified. If multiple errors occur
rned depends on theldmplementation.

hse of fatal errors, the system service does not return to the application. Fatal error treatment i
ne operating:system.

B Structure of the description

inction call,
ros.

execute the
ch restricts

checking of

e errors. If the only possible return status is E_OK, therimplementation is free not to return a stptus.

5 debugged
rrors in the

turn status
fulfils the
nsidered to

port testing of not yet fully debugged applications. It comprises extended error checking compared to the

. the status

5 performed

4

Y-

o 1
1 Joerierdl

The descriptions of NM services are logically grouped. A coherent description is provided for all services of

the

configuration management, the management of operating modes and data field management.

The description of each of these logical groups starts with a description of the data types defined for the group.
That section is followed by a description of the group specific system generation support and subsequently the

run

time services are described.
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4.24.2

System generation support

The description of system generation actions comprises the following fields:

Name:

Syntax:

Parameter (In):

Description;

Name of system generation action
Call interface in C syntax
List of all input parameters

Explanation of the function

Particulariti

4243 §
A service d
Service nar

Syntax:

Parameter

Parameter

Description
Particulariti

Status:

1%
@

ne:

Out):

Standglard:

Extended:

Explanation of restrictions relating to the utilization

ervice descriptions

bscription comprises the following fields:

Name of NM service

Interface in ANSI-C syntax. The return value of the sefvice is always of data
StatusType.

List of all input parameters

List of all output parameters. Strictly speaking, transfers via the memory use the men
reference as input parameter and the memary€ontents as output parameter. To clarify
description, the reference is already specified with the output parameters.

Explanation of the functionality of NM. service

Explanation of restrictions related.to the use of NM service

List of possible return values!

List of return values-provided in NM standard version;

List of additionahlreturn values in NM extended version.

ype

hory
the

78
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4.3 General data types
Table 12 — General data types

General data types Remark
NodeldType Type for references to several nodes
NetldType Type for references to several communication networks
RoutineRefType Type for references to low level routines

ventMask Iype Type tor reterences to event masks
SignallingMode Unique name defining the mode of signalling. Legal names arex*Acfjvation”,

"Event".

StatusType Type? of returned status information
TaskRefType References to tasks
TickType This type represents count values in ticks
P Using the common definition from ISO 17356 parts 3,4 and 5.

4.4

4.4,

4.4,

Common services
1 Standard functionality

1.1 System generation support

In general, the system designer shall select a-NM which fits his needs. The selected NM can be

sha

| be parameterized.

EXAMPLE The system designer selects a special implementation of the direct NM which guarante

calcl
the

llating power demand. He decides te do it without using any scaling features. He concludes by fixing the
NM.

scaled and

S a minimal
parameter of

Thel services to support the ‘'system designer are the reflection of the know-how of a software yendor. The
follqwing proposals should give an idea how system generation could be handled.
Name: HitNMType
Synltax: INitNMType ( NetldType <Netld>,
NMType <NMType>
Pargmeéter (In):
Netld: Addressed communication network
NMType: selected NM (e.g. direct or indirect)
Description: InitNMType is a directive to select a NM from a given set of NM implementations.
Particularities: none
Name: InitNMScaling
Syntax: InitNMScaling ( NetldType <Netld>,
ScalingParamType <ScalingParams>
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Parameter (In):

Netld

Addressed communication network

ScalingParams: Set of parameter to scale the given NM

Description:

InitNMScaling is a directive for scaling the given NM of the referenced net (e.g. the state
NMBusSleep is supported or the state NMBusSleep is not supported).

Particularities: none
Name: SelectHWRoutines
Syntax: SelectHWRoutines ( NetldType <Netld>,
RoutineRefType <Buslnit>,
RoutineRefType <BusAwake>,
RoutineRefType <BusSleep>
RoutineRefType <BusRestart>
RoutineRefType <BusShutDown>
Parameter (In):
Netld: Addressed communication network
BuslInit: Referenced routine to initialize the bus hardware once at the start of the network
BusAwake: Referenced routine to reinitialize the bus hardware todgave the power down mode
BusSleep: Referenced routine to initialize the power down mogde of the bus hardware
BusHestart: Referenced routine to restart the bus hardware-in the case of a fatal bus error
BusShutDown: Referenced routine to shut down the-bus hardware
Description SelectHWRoutines is a directive to-select routines from a given set of routines to drive the
bus hardware.
Particularitigs: none
Figure 67 shows the routines to initialize srestart and shut down the bus hardware. The routines depend on the
given hardware design and on the behaviour of the NM which the application requires.
liNMOff—‘
A
BusShutDown Buslnit
Y
BusRestart BusAwake BusSleep
Fatal Bus
Tfr v 3 Y
NMAwake
NMOn —
Figure 67 — Routines to initialize, restart and shut down the bus hardware
80 © 1SO 2006 — Al rights reserved


https://standardsiso.com/api/?name=602ef355bd17b0a89759af48a838f804

ISO 17356-5:2006(E)

4.4.2 Configuration management

4421 Datatypes

Table 13 — Special data types of the configuration management

NM data types

Remark

ConfigRefType

This data type represents the reference of a configuration.

ConfigkindName

Unique name defining the requested kind of configuration:
“Normal”— supported by direct and indirect NM
“Normal extended” — only supported by indirect NM

"LimpHome" — only supported by direct NM

ConfigHandleType

This data type represents a handle to (reference values of
ConfigRefType.

he type

4.4,
Nan

Syn

Par

Des

Particularities:

hmeter (In):

Nan

.2  System generation support
ne: InitCMaskTable

tax: InitCMaskTable ( NetldType <Netld>,

ConfigKindName <ConfigKind>,
ConfigRefType <CMask>

Netld: Addressed communication network,
ConfigKind: Kind of canfiguration,
CMask: Configuration mask (list of relevant nodes).

cription: InitCMaskTable is a directive for initializing an element of a table of relevant c
masks to be used by the signalling of changed configurations.

none

né: InitTargetConfigTable

onfiguration

Syn

tax: InitTargetConfigTable ( NetldType <Netld>,

Parameter (In):

ConfigKindName <ConfigKind>,
ConfigRefType <TargetConfig>

Netld: Addressed communication network,

ConfigKind: Kind of configuration,

TargetConfig:

Target Configuration.

© 1SO 2006 — All rights reserved
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Description:

Particularities:
Name:

Syntax:

InitTargetConfigTable is a directive for initializing an element of a table of relevant target

configurations to be used by the signalling of changed configurations.

none
InitindDeltaConfig

InitindDeltaConfig ( NetldType <Netld>,
ConfigKindName <ConfigKind>,
SignallingMode <SMode>,
TaskRefType <Taskld>

Parameter (In):
Netld:
ConfigKind:
SModgle:
Task|d:
EMagk:

Description

Particulariti

14
@

Name:

Syntax:

Parameter (In):

Netld:
SMagk:

EventMaskType <EMask>)

Addressed communication network
Kind of configuration

Mode of signaling

Reference to the task to be signalled
Mask of the events to be set

InitindDeltaConfig is a directive for specifying the-indication of configuration changes.
concerned configuration is specified by <ConfigKind>.

The parameter <SMode> specifies whether task activation (SMode = Activation) or eve
signalling (SMode = Event) is used forindication.

In case of task activation, <Taskld>contains a reference of the task to be activated if th
configuration <ConfigKind> has changed.

In case of event signalling <EMask> specified the event to be set for task <Taskld>, if {
configuration <ConfigKind= has changed.

none
InitSMaskTable

InitSMaskTable (NetldType <Netld>,
StatusRefType <SMask>

Addressed communication network

The

nt

status mask (list of relevant network states)

Description:

Particularities:
Name:

Syntax:

82

InitSMaskTable is a directive for initializing an element of a table of relevant status mas
to be used by the signalling of changed network states.

none
InitTargetStatusTable

InitTargetStatusTable ( NetldType <Netld>,
StatusRefType <TargetStatus>

ks
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Parameter (In):
Netld: Addressed communication network
TargetStatus: Target network status

Description: InitTargetStatusTable is a directive for initializing an element of a table of relevant target
network states to be used by the signalling of changed network states.

Particularities: none
Narpe—InitindDeltaStatus
Syntax: InitindDeltaStatus ( NetldType <Netld>,

SignallingMode <SMode>,
TaskRefType <Taskld>,
EventMaskType <EMask>)

Parameter (In):

Netld Addressed communication network
SMode Mode of signalling

Taskld Reference to the task to be signalled
EMask Mask of the events to be set
Dedcription: InitindDeltaStatus is a directive for specifying the indication of status changes.

The parameter <SMode> specifies whether task activation (SMode = Activation| or event
signalling (SMode = Event) is used\for indication.
In case of task activation, <Taskld> contains a reference of the task to be activated if the
status has changed.
In case of event signalling:<sEMask> specified the event to be set for task <Taskld>, if the
status has changed.

Particularities: none

The| extended network status is-not'supported by the proposed system generation.
44p.3 Services

Seryice name: InitConfig
Synltax: StatusType InitConfig (NetldType <Netld>)
Parameter<in):

Netld: Addressed communication network

Parameter (Out):

Description: This service makes the NM start or restart the configuration management. The service only
works if the NM is in the state NMNormal. The service makes the NM leave the state
NMNormal.

Particularities:
Status:
Standard: E_OK, no error

Extended: none
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Service name:

Syntax:

Parameter (In):

Netld:

Conf

Kind-

GetConfig
StatusType GetConfig ( NetldType <Netld>,

ConfigRefType <Config>,
ConfigKindName <ConfigKind>)

Addressed communication network

Parameter {Out):

Config:

Description

Particularities:

Status:

Standglard:

Extended:

Service name:

Syntax:

Parameter(|n):

Netld:

TestConfig:

RefCnfig:

CMask:

Parameter {Out):

Kind of configuration

Configuration inquired
This service provides the actual configuration of the kind specified by <ConfigKind>.

The application shall provide the memory to transfer the configuration.

E_OK, no error

none

CmpConfig

StatusType CmpConfig (NetldType <Netld>,
ConfigRefType <TestConfig>,

ConfigRefType <RefConfig>,
ConfigRefType <CMask>)

Addressed communication network
Test configuration
Referencé-configuration
Listefrelevant nodes

aone

The test configuration <TestConfig> is compared to the specified reference configuratio

>

Description
Status = NOT
84

<RerLonmg~> taking account of the mask <Clviask>.

The presence of a node in the network is identified within the test configuration and the
reference configuration by TRUE. The relevance of the result of the comparison
(<TestConfig> EXOR <RefConfig>) of the node within the network is identified within the
<CMask> by TRUE.

( <CMask> AND
(<TestConfig> EXOR <RefConfig>) )
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Example

TestConfig|1|1|1|1|0|0|0|0|
EXOR
RefConfig |1|1|0|0|1|1|0|0|

1 node present / not mute
0 node absent/ mute

Lofoft]1]t]r]o]o]
AND
SMask 1(0[1]0|1]0|1|0| Odon'tcare

of1f1f1

1
&
1 True
Status IJ_O_I OBalse

Figure 68 — Example, of CmpConfig

Stafus:
Standard:

TRUE, test condition for specified mask exists

FALSE, else
Extended: none
Seryice name:  SelectBeltaConfig
Synltax: StatusType SelectDeltaConfig (  NetldType <Netld>,
ConfigkindName <ConfigKind>),
ConfigHandleType <ConfigHandle>,
ConfigHandleType <CMaskHandle>

Pargmeter(in):

Netld: Addressed communication netwaork

ConfigKind: Kind of configuration
ConfigHandle: Referenced target configuration
CMaskHandle: Referenced configuration mask
Parameter (Out): none
Description: A set of predefined parameter is selectable to drive the signalling of changed configurations.

Status: none
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4.4.3 Operating modes and operating mode management

4431 Datatypes

Table 14 — Special data types of the operating mode management

NM data types Remark

NMModeName Unique name defining the NM operational modes. Legal names are:
“BusSleep” and “Awake”.

NetworkStatusType Type of network status.

StatusiHandleType This data type represents a handle to reference values of the(type
StatusRefType.

4.4.3.2 Services

Service name: StartNM
Syntax: StatusType StartNM (NetldType <Netld>)
Parameter (In):

Netld Addressed communication network

Parameter {Out): none

Description StartNM starts the local Network Management. This causes the state transition from NMOff
to NMOn.

Particularitigs: none

Status:

Stan:liard: E_OK, no error

Extended: none

Service nare: StopNM
Syntax: StatusType StopNM (NetldType <Netld>)
Parameter {In):

Netld: Addressed communication network

Parameter (Out): none

Description: StopNM stops the local Network Management. This causes the state transition from NMOn
to NMShutDown and after processing of the shutdown activities to NMOff.

Particularities: none
Status:
Standard: E_OK, no error

Extended: none
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Service name:

Syn

tax:

Parameter (In):

Netld:
NewMode:

Parameter (Out):

ISO 17356-5:2006(E)

GotoMode

StatusType GotoMode ( NetldType <Netld>,

NMModeName <NewMode>)

Addressed communication network
NM operating mode to be set (only BusSleep, Awake)

none

Des

NOT
isin

cription:

E

Particularities:

Sta

Ser

Syn

Par

Par

us:
Standard:
Extended:

ice name:

tax:

hmeter (In):
Netld:

hmeter (Out):

If a global operating mode has been set, the application, depending on the task specified by Initin
ormed accordingly.

GotoMode serves to set the NM operating mode specified by <NewMode>.cOpe

modes to be set globally are recognized by the local NM and treated accordinglly.

none

E_OK, no error
none
GetStatus

StatusType GetStatus ( NetldType <Netld>,

NetwerkStatusRefType <NetworkStatus>)

Addressed communication ‘network

NetworkStatus: requested Status of the node

Description: This service provides the current status of the network.
Particularities: none
Stafus:
Standard: <E” OK, no error
Extended: none
Seryice‘hame: CmpStatus
Syntax: StatusType CmpStatus | NetidType <Netid=;

Parameter(In):

Netld:
TestStatus:
RefStatus:
SMask:

StatusRefType <TestStatus>,
StatusRefType <RefStatus>,
StatusRefType <SMask>)

Addressed communication network
Test status
Reference status

List of relevant states
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Parameter (Out): none

Description: The test status <TestStatus> is compared to the specified reference status <RefStatus>
taking account of the mask <SMask>.

Status= NOT ( <SMask> AND
(<TestStatus> EXOR <RefStatus>) )

Example

- | P P PN N P
' |

IUOtStqtu°|1|I|I| |U|U|U|U

EXOR
RefStatus |1|1|0|0|1|1|o|0|

Lofof1]1]t]r]ofo]
AND
SMask |1|0|1|0|1|0|1|0|0don'tcare

Lofol]o]1fo]o]o]
NOT
1]1]o0 of1]1]+

1
| PP T
&

1 True
Status IJ_O_I 0 False

Figure 69 — Example of CmpConfig

Status:
Stanglard: TRUE, testcondition for specified mask exists
FALSE, else

Extended: _“none

Service narhé: SelectDeltaStatus

Syntax: StatusType SelectDeltaStatus (  NetldType <Netld>,
StatusHandleType <StatusHandle>,
StatusHandleType <SMaskHandle>
Parameter(In):
Netld Addressed communication network

StatusHandle Referenced target network status

SMaskHandle Referenced network status mask
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Parameter (Out): none

Description: A set of predefined parameter is selectable to drive the signaling of changed states.

Status: none
4.5 Services for direct NM

4.5.1 Standard functionality

4.5.Ft+—Systemgeneratiomsupport
Name: InitDirectNMParams
Syntax: InitDirectNMParams ( NetldType <Netld>,

NodeldType <Nodeld>,
TickType <TimerTyp>,
TickType <TimerMax>,
TickType <TimerError>,
TickType <TimerWaitBusSleep>
TickType <TimerTx>

Parameter (In):

Netld: Addressed communication network

Nodeld: Relative identification of the node-specific NM messages

TimerTyp: Typical time interval between two-fing messages

TimerMax: Maximum time interval between two ring messages

TimerError: Time interval between two ring messages with NMLimpHome identification
TimerWaitBusSleep: Time the NM waits before transmission into the state NMBusSleep
TimerTx:  Delay to rep€attransmission requests

Description: InitDirectNMParams is a directive for initializing the parameters of the direct NM.

Parficularities: nene
4.5.2 Operating-modes and operating mode management

4.5.1 Services

Service’name: SilentNM

Syntax: StatusType SilentNM (NetldType <Netld>)
Parameter (In):
Netld Addressed communication network

Parameter (Out): none

Description: SilentNM disables the communication of the NM. This causes the state transition from
NMActive to NMPassive.
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Particularities:

Status:
Stan

Exte

dard:

nded:

Service name:

Syntax:
Parameter (In):
Netld:
Parameter {Out):
Description
Particularitigs:
Status:
Standglard:
ExteIded:

4.5.3 Data Field Management

4531 Data Types
Table 15 — Special data types of the data field management
NM data types Remark
RingDataType Type of data field in the NMPDU
4.5.3.2 System Generation Support

none

E_OK, no error
none
TalkNM

StatusType TalkNM (NetldType <Netld>)

Service narhe:

Addressed communication network
none

TalkNM enables the communication of the NM again, after a previous’call of SilenffNM.
This causes the state transition from NMPassive to NMActive.

After a call of StartNM the NM is always in state NMActive.

E_OK, no error

none

InittndRingData

InitindRingData ( NetldType <Netld>,
SignallingMode <SMode>,
TaskRefType <Taskld>,

Syntax:
Parameter (In):
Netld:
SMode:
Taskld:
EMask:
20

EventMaskType EMasK>)

Addressed communication network
Mode of signalling
Reference to the task to be signalled

Mask of the events to be set
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Description:

Particularities:

ISO 17356-5:2006(E)

InitindRingData is a directive for specifying the indication of received data in the data field

of a ring message, which is addressed to this node.

The parameter <SMode> specifies whether task activation (SMode = Activation) or event

signaling (SMode = Event) is used for indication.

In case of task activation, <Taskld> contains a reference of the task to be activated if the

NM received ring data.

In case of event signaling, <EMask> specified the event to be set for task <Taskld> if the

NM received ring data.

none

4.5.
Ser

Syn

Par

Par

Des

ice name:

tax:

hmeter (In):
Netld:
bmeter (Out):

RingData:

cription:

Particularities:

Stafus:

Ser

Syn

Standard:

ice name:

tax:

B.3 Services

ReadRingData

StatusType ReadRingData ( NetldType <Netld>,
RingDataType <RingData>)

Addressed communication network

Contents of the data field are within the hétwork management that contains thg
received by the last NM message orwtitten to by TransmitRingData.

ReadRingData enables the application to read the data that has been receivd
message.

none

E_OK, no errar
E_NotOK:

the NM does not pass a ring message currently;
the logical ring does not run in a stable state.

TransmitRingData

StatusType TransmitRingData (NetldType <Netld>,
RingDataType <RingData>)

Parameter (In):

RingData:

Netld:

Parameter (Out):

Description:

Particularities:

data either

d by a ring

Data which is written to the data field to be transmitted with the next ring message

Addressed communication network
none
This service enables the application to transmit data via the ring message.

none
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Status:
Standard:

E_OK, no error

E_NotOK:
the NM does not pass a ring message currently;
the logical ring does not run in a stable state.

4.6 Services for indirect NM

4.6.1 Standard functionality

4.6.1.1 System generation support

Name:

Syntax:

Parameter {In):
Netld:
Noddld:
TOB

TimefError:

TimefWaitBusSleep: Time the NM waits before transmission in NMBusSleep

Description

Particularitigs:

4.6.2 Corffiguration management

4.6.2.1 System generation.support

InitindirectNMParams

InitindirectNMParams ( NetldType <Netld>,
NodeldType <Nodeld>,
TickType <TOB>,
TickType <TimerError>,
TickType <TimerWaitBusSleep>

Addressed communication network
Relative identification of the node-specific NM messages
Time to monitor a subset of nodes

Time interval before reinitializing the bus hardware after an error which makes the NM ghift
to LimpHome

InitindirectNMParams is a directive for initializing the parameters of the indirect NM.

none

The determlination of the/monitored messages which are used by the indirect NM is located and described by

the system generation 6f~COM.

Name:

Syntax:

[nitExtNodeMonitoring
InitExtNodeMonitiring ( NetldType <Netld>,

Parameter (In):
Netld:
Nodeld:

Deltalnc:

DeltaDec:

92

NodetdType<Nodetd>;
Int < Deltalnc>
Int < DeltaDec>

Addressed communication network
Relative identification of the node-specific NM messages

Value to increment the node status counter when a message is not received during a given
time

Value to decrement the node status counter when a message is received
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Description:

ISO 17356-

with an individual time-out. The (redundant) parameter “threshold” is hidden.

Particularities: none

5

5.1

Impacts upon OS, COM and the data link layer

Error codes

The

The)

5.2

5.2,

5.2,

NN SUppOTrts several mechanisms 1o pass errors inside the NVITo the application:
return value (see “Error codes” in ISO 17356-2) of the API-services;

indications which are activated by the NM if required configurations or network statés are nof
by the NM.

NM does not support centralized error handling by the application:

not any error-hook specific to NM;

not a common error-hook used by ISO 17356, parts 3, 4 and 5;

services to pass kernel errors to the application, which are not supported;

the handling of NM kernel errors, which are up to the implementers.
Common impacts
1 Requirements of the data link layer

1.1 D_lInit

Frofn the NM point of view, five sekvices to initialize the DLL are needed in general. Parameters 3

acc

prding to the following examples:
baud rate;

sample point;

sample algarithm;

synchronization mechanism;

bittiming;

Sleep Mode of the protocol circuit;
Sleep Mode of the physical layer;
Standby Mode of the physical layer;

operation modes of the protocol circuit.
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InitExtNodeMonitoring is a directive for initializing a set of parameters to monitor one node

recognized

re adjusted
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