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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and

non-govern
Internationg

Internationg
The main t
adopted by

Internationg

Attention is
rights. ISO

ISO 17356-
Electrical a

ISO 17356
embedded

Part 1:
Part 2:
Part 3:
Part 4:
Part 5:

Part 6:

mentar,

in_fiaison with 150, also take part in the work. 1SO collaborates closely with
| Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

| Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part2.
hsk of technical committees is to prepare International Standards. Draft Interriational Stand
the technical committees are circulated to the member bodies for voting. -Publication as

| Standard requires approval by at least 75 % of the member bodies casting'a.vote.

drawn to the possibility that some of the elements of this document miay be the subject of p3
shall not be held responsible for identifying any or all such patent rights.

4 was prepared by Technical Committee ISO/TC 22, Ro6ad vehicles, Subcommittee S
nd electronic equipment.

consists of the following parts, under the general-titte Road vehicles — Open interface
butomotive applications:

General structure and terms, definitions and abbreviated terms
OSEK/VDX specifications for binding OS;\€OM and NM
OSEK/VDX QOperating System (OS)

OSEK/VDX Communication (COM)

OSEK/VDX Network Management (NM)

OSEK/VDX Implementation Language (OIL)
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This part of ISO 17356 specifies a uniform communication environment for automotive control unit application
software. It increases the portability of application software modules by defining common software
communication interfaces and behaviour for internal communication [communication within an electronic
control unit (ECU)] and external communication (communication between networked vehicle nodes), which is

ind
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Portability, reusability and interoperability-of application software

It is[the aim of this part of ISO 17356 ta support the portability, reusability and interoperability of
software. The API hides the differences between internal and external communication as well
conjmunication protocols, bus systems and networks.

Scalability

Thig part of ISO 17356, ensures that an ISO 17356-4 implementation can run on many hardwar

The
(cor

Suy

Sen

pendent of the communication protocol used.
part of ISO 17356 describes the behaviour within one ECU. It assumes that the )con
ronment described in this part of ISO 17356 is used together with an operating system’that

17356-3. For information on how to run the communication environment described in
17356 on operating systems that do not conform to ISO 17356-3, refer to Annex‘A.

uirements

following main requirements are fulfilled by this part of ISO 17356:

eral communication functionality
part of ISO 17356 offers services to transfer data between tasks and/or interrupt servi
prent tasks may reside in one and the same ECU (intérnal communication) or in different EC

munication). Access to ISO 17356-4 services is ‘only possible via the specified Applicati
rface (API).

implementation-tequires only a minimum of hardware resources, therefore different levels of
formance classes) are provided.

port forISO 17356-5 (Network Management-NM):

iceés\to support Indirect NM are provided. Direct NM has no requirements of this part of ISO 17

nmunication
conforms to
his part of

e routines.
Us (external
n Program

application
as different

b platforms.
functionality

356.

Communication concept

Figure 1 shows the conceptual model of this part of ISO 17356 and its positioning within the architecture
defined by ISO 17356. This model is presented for better understanding, but does not imply a particular
implementation of this part of ISO 17356.
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Figure 1 — COM’s layer model

In this modg¢l, the scope of this part of ISO 17356 partly or entirely covers the following layers:

Interaction

The Interag
receive ope

Layer

tion Layer (IL) provides the 1SO 17356-4 APl which contains services for the transfer (send
rations) of messages. For external communication it uses services provided by the lower lay

whereas intfernal communication is handled entirely by the IL.

Network Layer

The Netw

brk  Layer \Uhandles — depending on the communication protocol used — mess

segmentatipn/recombination and acknowledgement. It provides flow control mechanisms to enable

interfacing
Layer uses
Layer; it me

bf communication peers featuring different levels of performance and capabilities. The Nety
services provided by the Data Link Layer. This part of ISO 17356 does not specify the Nety

and
ers,

age
the
vork
vork

rely defines minimum requirements for the Network Layer to support all features of the IL.

Data Link Layer

The Data Link Layer provides the upper layers with services for the unacknowledged transfer of individual
data packets (frames) over a network. Additionally, it provides services for the NM. This part of ISO 17356
does not specify the Data Link Layer; it merely defines minimum requirements for the Data Link Layer to
support all features of the IL.

Vi
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In the following text, the specification chapters are described briefly. Clauses 1 to 5 are normative, the
appendices are descriptive.

Clause 1: Scope
This clause describes the motivation and requirements for this part of ISO 17356, the conceptual model used

and

the structure of the document.

Clause 2: Normative references

Cla
This
Cla

This
(Ne

Cla

Thig
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Anr

Ann
ISO

Anr

Ann
moq

Anr

Ann

ise 3: Interaction Layer
clause describes the functionality of the IL of the ISO 17356-4 model and defines its AP,
ise 4: Minimum requirements of lower communication layers

clause lists the requirements imposed by this part of ISO 17356 on the.lower communic
work Layer and Data Link Layer) to support all features of the IL.

ise 5: Conformance Classes

clause specifies the Communication Conformance ClassessWhich allow the adaptation of
ent of ISO 17356-4 implementations to the target system’s réquirements.

ex A: Use of this part of ISO 17356 (Com) with an OS not conforming to ISO 17356-3

ex A gives hints on how to run this part of ISO17356 on operating systems that do not
17356-3.

ex B: Application notes

ex B provides information on how to.meet specific application requirements with the given |
el.

ex C: Callouts

ex C supplies application examples for callouts.

htion layers

the feature

conform to

50 17356-4
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Scope

part of ISO 17356-4 (COM) specifies a uniform communication environment for automatic
ication software.

creases the portability of application software modules by defining common software con

munication (communication between networked vehicle ngdes), which is independent o
munication protocol.

Normative references

following referenced documents are indispénsable for the application of this document,
rences, only the edition cited applies. For*undated references, the latest edition of the
Ument (including any amendments) appli€s:

17356-2, Road vehicles — Openyinterface for embedded automotive applications — Part 2
cifications for binding OS, COM and"NM

17356-3, Road vehicles — ©pen interface for embedded automotive applications — Part 3
rating System (OS)

17356-5, Road vehicles — Open interface for embedded automotive applications — Part 5
work Management-(NM)

17356-6, Road vehicles — Open interface for embedded automotive applications — Part 6
ementatioh Language (OIL)

3

control unit

nmunication

faces and behaviours for internal communication (communication within an ECU) apd external

f the used

For dated
referenced

OSEK/VDX

OSEK/VDX

OSEK/VDX

OSEK/VDX

Interaction Layer

3.1

Overview

3.1.1 Presentation

The communication in this part of 1ISO 17356 is based on messages'). A message contains application-
specific data. Messages and message properties are configured statically via OIL (ISO 17356-6). The content
and usage of messages is not relevant to this part of ISO 17356. Messages with a length of zero (see zero-
length messages, Annex B) are allowed.

1)

Messages are often called signals. Thus, COM offers a signal-based interface.

© I1SO 2005 — All rights reserved
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In the case of internal communication, the Interaction Layer (IL) makes the message data immediately
available to the receiver (see Figure 2). In the case of external communication, the IL packs one or more
messages into assigned Interaction Layer Protocol Data Units (I-PDU) and passes them to the underlying
layer. The functionality of internal communication is a subset of the functionality of external communication.
Internal-external communication occurs when the same message is sent internally as well as externally.

Administration of messages is done in the IL based on message objects. Message objects exist on the
sending side (sending message object) and on the receiving side (receiving message object).

Apphieatie [ | M —
message Application
Message
lobject
Internal
communication
\
1 internal & external Interaction
external layer
Message transfer Message lextraction
I-PDU
[-PDU tramsmission I-PDU regeption
Urlderlyin - | Underlvi
layler P}{SUg L ] L ] Iar;e:erymg
Figure 2 — Simplified model for message transmission and reception in ISO 17356-4
The data that is communicated between the IL and the underlying layer is organized into I-PDUs which
contain ong or more messages (see Figure 2). A message shall occupy contiguous bits within an I-PDU [and
shall not be split aéross I-PDUs. Within an [-PDU messages are bit-aligned. The size of a messagg is
specified in|bits.
The byte ofder)(endianess) in a CPU can differ from the network representation or from other CPUs on| the

network. Therefore, to provide interoperability across the network, the IL provides a conversion from the
network representation to the local CPU representation and vice versa, which is statically configured on a per-
message basis.

The IL offers an Application Program Interface (API) to handle messages. The API provides services for
initialization, data transfer and communication management. Services transmitting messages over network
are non-blocking. This implies, for example, that a service that sends a message is unable to return a final
transmission status because the transfer to the network is still in progress. This part of ISO 17356 provides
notification mechanisms for an application to determine the status of a transmission or reception.

The functionality of the IL can be extended by callouts. (3.8 contains a description of where callouts can be
inserted.)

2 © 1SO 2005 — All rights reserved
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Senders and receivers of messages are either tasks or interrupt service routines (ISRs) in an OS. Messages
are sent to sending message objects and received from receiving message objects.

Message objects are identified using message identifiers. Message identifiers are assigned to message
objects at system generation.

This part of ISO 17356 supports communication from “m” senders to

a9

n” receivers (m:n communic

ation). Zero

or more senders can send messages to the same sending message object. Sending message objects are
configured to store messages in zero or more receiving message objects for internal communication and in

zerd

Ons
com

An
con
rece

A rgceiving message object receives messages from either exactly oné.sending message objg

com

A rd
meq
rem
“ung

reaq.

The)
be 2

This
indq
arbi
may
by t
or w

An external message can-have one of two transfer properties:

or one |-PDUs for external communication.

or more sending message objects can be configured to store messages in the same|-PDU
munication.

-PDU can be received by zero or more CPUs. In each CPU which receivescthe I-PDU, ead
ained in the I-PDU is stored in zero or more receiving message objects,”Zero or more re
ive messages from a receiving message object (see Annex B for additional information).

munication) or exactly one I-PDU, or it receives no messages at all¢

ceiving message object can be defined as either queued oryunqueued. While a message re
sage object with the property “queued” (queued message)“can only be read once (the rea
oves the oldest message from the queue), a message ¢eceived from a message object with f
ueued” (unqueued message) can be read more than once; it returns the last received value e3

queue size for message objects with the property “queued” is specified per message object a
ero. If the queue of a receiving message object is full and a new message arrives, this messag

for external

h message
ceivers can

ect (internal

ceived by a
d operation
he property
chtimeitis

Nd shall not
e is lost.

part of ISO 17356 is not responsible for allocating memory for the application messages, but it allows

pendent access to message objects for each sender and receiver. In the case of unqueued m¢
rary number of receivers may receive the message. In the case of queued messages, only ¢
receive the message. The I..guarantees that the data in the application’s message copies ar
he following means: the IL deals with messages automatically, and application message data
ritten during a send or receive service call.

Triggered Transfer Property: the message in the assigned I-PDU is updated and a request for
transmission-is made.

Pending Transfer Property: the message in the I-PDU is updated without a transmission reque

Inte

rnalmessages do not have a transfer property. They are immediately routed to the receiver side.

bssages, an
ne receiver
B consistent
s only read

the I-PDU’s

The

re are three transmission modes for [-PDUs:

Direct Transmission Mode: the transmission is explicitly initiated by sending a message wit
Transfer Property.

Periodic Transmission Mode: the I-PDU is transmitted repeatedly with a pre-set period.

h Triggered

Mixed Transmission Mode: the I-PDU is transmitted using a combination of both the Direct and the

Periodic Transmission Modes.
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This part of ISO 17356 supports only static message addressing. A statically addressed message has zero or
more receivers defined at system generation time, each of which receives the message whenever it is sent. A
message has either a static length or its length may vary up to some statically defined maximum. Messages
with a maximum length are called dynamic-length messages.

This part of 1ISO 17356 provides a mechanism for monitoring the transmission and reception timing of
messages, called Deadline Monitoring. Deadline Monitoring verifies on the sender side that the underlying
layer confirms transmission requests within a defined time period and on the receiver side that periodic
messages are received within a defined time period. The monitoring is performed based on I-PDUs.

The IL provides a fixed set of filter algorithms. On the sender side, a filter algorithm may be used which,

depending lon the message contents, discards the message. In this case, no external transmission is
performed and the I-PDU is not updated. There is no filtering on the sender side for internal transmisSion| On
the receivef side, a filter mechanism may be used per receiver in both internal and external transmission.| For
more detail$ on filtering see 3.2.3 and 3.3.6.

3.1.3 Corffiguration

The configyration of messages and of their senders and receivers shall be defined atsystem generation tjme.
Messages ¢annot be added or deleted at run-time, nor can the packing of messages’to I-PDUs be changed.
This applieg to all configuration elements and their attributes unless otherwise stated.

Examples for configurable items include:

— Configliration of the transfer properties of messages and the transmission modes of I-PDUs,

— Packing of the messages to I-PDUs, and

— Usage [of a queue by a receiver and the size of this queue.

The configyration of single CPUs is described in ISO:17356-6.

3.2 Message reception

3.21 General

This subclapuse states the services and’functionality requirements of the message reception entity of the IL
3.2.2 Megsage reception overview

The first fe} steps described in this section are applicable for external communication only.

Reception ¢f a message starts with an indication of the delivery of its containing PDU from the underlying
layer. If thig indication does not yield an error, the reception was successful. In this case, an I-PDU Callojt is
called (if copfigured) and this PDU is copied into the I-PDU.

In the case of unsuccessful PDU reception error indication takes place and no data is delivered to the IL. Error
indication can lead to Message Reception Error notification (Notification Class 3, described in 3.6.2).

After copying the data into the I-PDU further processing is performed separately for each contained message.
If the I-PDU contains zero-length messages, these are processed last.

The Reception Deadline Monitoring takes place as described in Clause 3.5.1. Deadline Monitoring can invoke
Message Reception Error notification (Notification Class 3, described in 3.6.2) when the message reception
deadline is missed because the I-PDU that contains the message is not received in time.

The message data is then unpacked from the I-PDU and, if configured, a Network-order Message Callout is
called for the message. Message byte order conversion is performed to convert from network representation

© I1SO 2005 — All rights reserved
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to the representation on the local CPU and, if configured, a CPU-order Message Callout is called for the
message.

The following steps are applicable for both internal and external communication.

The filtering is applied to the message content. If the message is not filtered out, then the message data is

cop

ied into the receiver message object.

After filtering, Message Reception notification (Notification Class 1, described in 3.6.2) is invoked as

app

Mes

ropriate. Notification is performed per message object.

RegeiveMessage or ReceiveDynamicMessage API services.

3.2.

Filtg

are
acc
ded

B Reception filtering

brding to specific algorithms. For each message, a different filtering condition can be define
cated algorithm.

Filtgring is only used for messages that can be interpreted as C language unsigned integer types

uns

For

Wh

gned integers and enumeration).
zero-length messages and dynamic-length messages, nofiltering takes place.

e receiving messages, only the message values allowed by the filter algorithms pass to the a

a vglue has been filtered out, the current instance of the-message in the IL represents the last me

that

passed through the filter.

Megsage filtering is performed per message object.

The

If th

following attributes are used by the.sétof filter algorithms (see Table 1):
new_value: current value of the message;

old_value: last value of the message (initialized with the initial value of the message, u
new_value if the newmessage value is not filtered out);

mask, x, min, max;period, offset. constant values; and
occurrence;.a.count of the number of occurrences of this message.

e message filter algorithm is F_Always for any particular message, no filter algorithm is incl

runtimedsystem for the particular message.

sage data are copied from message object to application messages when the applicatign calls the

ring provides a means to discard the received message when certain condijtions, set by megsage filter,
not met for the message value. The message filter is a configurable function that filters mgssages out

H through a

characters,

pplication. If
5sage value
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Table 1 — Message filter algorithms

Algorithm reference

Algorithm

Description

F_Always True No filtering is performed so that the
message always passes.
F_Never False The filter removes all messages.
F_MaskedNewEqualsX (new_value&mask) == Pass messages whose masked value is
equal to a specific value.
F_MaskedNewDiffersX (new_value&mask) I= x Pass messages whose masked value is not
I cqua: tU =} OPUL’;I‘;\.’ va:uc.
F_NewIsEqJJaI new_value == old_value Pass messages which have not chahged
F_NewlsDifferent new_value I= old_value Pass messages which have changed.
F_MaskedNewEqualsMaskedOld (new_value&mask) == Pass messages where the thasked value
(old_value&mask) has not changed.
F_ MaskedNewDiffersMaskedOld (new_value&mask) I= Pass messages where the masked value
(old_value&mask) has changed.
F_NewlsWithin min <= new_value <= max Pass a messageif its value is within a
predefined beundary.
F_NewlsOuiside (min > new_value) || Pass,amessage if its value is outside a
(new_value > max) predefined boundary.
F_NewlsGrgater new_value > old_value Pass a message if its value has increasefl.
F_NewlsLegsOrEqual new_value <= old_value Pass a message if its value has not
increased.
F_NewlsLegs new_value < old_value Pass a message if its value has decreasgd.
F_NewlsGrgaterOrEqual new_value >= old_value Pass a message if its value has not
decreased.
F_OneEveryN occurrence %.period == offset Pass a message once every N message
occurrences.
Start: occurrence = 0.
Each time the message is received or
transmitted, occurrence is incremented by 1
after filtering.
Length of occurrence is 8 bit (minimum).
3.2.4 Copying message data into message objects data area
Message dpta that are not filtered out are copied into the message object’'s data. One message may be
delivered td one.message object or more than one message object. In the latter case, the message objects
may be a combination of any number of queued or/and unqueued messages.

Zero-length messages do not contain data. However, the notification mechanisms work in the same way as
for non zero-length messages.

3.2.5 Copying data to application messages

The message object’s data are copied to the application message by the API services ReceiveMessage or
ReceiveDynamicMessage. The application provides the application message reference to the service.

This transfer of information between IL and application occurs for internal, external and internal-external
communication.

For zero-length messages, no data is copied.

© I1SO 2005 — All rights reserved
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3.2.6 Unqueued and queued messages

3.2.6.1 Queued message

A queued message behaves like a FIFO (first-in first-out) queue. When the queue is empty, the IL does not
provide any message data to the application. When the queue is not empty and the application receives the
message, then the IL provides the application with the oldest message data and removes this message data
from the queue.

If new message data arrives and the queue is not full, this new message is stored in the queue. If new
message data arrives and the queue is full this message is lost and the next ReceivelMessage call on this

megsage object returns the information that a message has been lost.

NOTE For m:n communication, a separate queue is supported for each receiver and messages| from these queues
are gonsumed independently.

3.26.2 Unqueued message
Unqueued messages do not use the FIFO mechanism. The application does not consume the message
duriphg reception of message data — instead, a message may be read multiple times by an applicatipn once the
IL hps received it.

If ng message has been received since the start of the IL, then the application receives the message value set
at injitialization.

Undueued messages are overwritten by newly arrived messages.
3.3| Message transmission

3.3.1 Message transmission overview

Sending a message requires the transfercof the application message to the I-PDU (external communication)
andfor the receiving message object(s) (internal communication).

A message that is transferred can.be stored in zero or more message objects for internal receivers|and in zero
or one |-PDU for external commuhnication.

The| application message is transferred upon calling a specific APl service (SepdMessage,
SerldDynamicMessage-0r'SendZeroMessage).

When the API setvice is called for internal communication, the message is directly handed to the receiving
part of the IL (see-3.2) for further processing.

Thel following description is for external communication only.

Forlexternal communication, filtering on the sending side is performed. If the message is discarded, no further

action takes place. No filtering takes place on zero-length messages or dynamic-length messages.

Thereafter, if configured, the CPU-order Message Callout is called, byte order conversion is performed, the
Network-order Message Callout is called and the message is stored in the I-PDU.

The transfer of information between the application and IL may use any of the applicable transfer properties of
messages: Triggered or Pending.

Transmission of messages via the underlying layers takes place based on |-PDUs. Transmission of I-PDUs
may use any of the applicable transmission modes of I-PDUs: Direct, Periodic or Mixed.

© I1SO 2005 — All rights reserved 7
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More than one message may be stored in an I-PDU. However, only the last message in an I-PDU may be a
dynamic-length message. Static-length messages may overlap each other, but it is not allowed for any
message to overlap a dynamic-length message. Two messages are defined as overlapping if they have at
least one I-PDU bit in common.

The moment when transmission is initiated, the I-PDU Callout is called.

The user can be notified if the I-PDU is transferred successfully (by confirmation from the underlying layer not
containing an error) or not (by confirmation from the underlying layer containing an error, or by a time-out).

3.3.2 Transfer of internal messages

Internal me|
The IL rout
application
SendZeroM

No data tra

5sages do not have transfer properties because the transfer is always executed in the same

bs internal messages directly to the receiving part of the IL (see 3.2) for further processing.
is responsible for requesting each transfer of an internal message using the SendMessag
essage API service.

nsfer takes place for zero-length messages.

3.3.3 Transfer properties for external communication

3.3.31

asics

vay.
The
e or

This part of ISO 17356 supports two different transfer properties for.thé transfer of external messages from

the applica
The applicq
SendDynan
the messagd
No data tra

Zero-length

Even if no
I-PDU is upj
3.3.3.2 1

The Trigge
Mode is de

3.3.3.3 H

The Pendin

on to the I-PDU: Triggered and Pending.

tion is responsible for requesting each transfer of.a message to the IL, using the SendMess
nicMessage or SendZeroMessage API services..Depending on filtering (for SendMessage o
nsfer takes place for zero-length messages:

messages can only have Triggered Transfer Property.

fransmission has taken place.since the last call to SendMessage or SendDynamicMessage,
dated.

riggered Transfer Property

d Transfer Property causes immediate transmission of the I-PDU, except if Periodic Transmis|
ined for the I1<PDU.

ending-Transfer Property

g(Transfer Property does not cause transmission of the I-PDU.

e can be discarded. If the message is not discarded, the IL stores it in the corresponding I-PDU.

bge,
nly),

the

sion

3.3.4 Transmission modes

3.3.4.1

General

This part of ISO 17356 supports three different transmission modes for the transmission of I-PDUs via the

underlying |

ayers: Direct, Periodic and Mixed.
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Transmission of an I-PDU with Direct Transmission Mode is caused by the transfer of any message assigned
to the I-PDU with Triggered Transfer Property. The transfer is immediately followed by a transmission request

from the IL to the underlying layer.

SendMessage M SendMessage M

with value V/ with value V,

v v

Y SendMessage *
Y/ API calllike’StartCOM v
¢ Timeolt Ao
X {Cancel timer f
<5 Time duration 4

—= Running timer

Transmission Transmission
request request
Confirmation Confirmation
Immediate DTR of Immediate DTR of
message M with value V/ message M with valug) Vs

Figure 3 — Direct\Transmission Mode

DTR = Direct Transmis|

Peroidic transmission request (PTR)
Direct transmission request (DTR)
Causes

Reception from underlying layer

Indication from underlying layer

sion Request

Figure 4 — Symbols used in figures
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A minimum delay time between transmissions (I_TMD_MDT, greater than or equal to zero) shall be
configured per I-PDU. If a transmission is requested before | TMD_MDT expires, the next transmission is
postponed until the delay time expires.

The minimum delay time for the next transmission starts the moment the previous transmission is confirmed. If
a transmission is seen as erroneous because of Transmission Deadline Monitoring, the next transmission can

start immed

iately.

SendMessage M__SendMessage M

.

3.34.3
In Periodic
layer.

Each call t¢ the APPkservice SendMessage or SendDynamicMessage updates the message object with

with value V,  with value V,2

SendMessage M
with value V/

:

endMessage M{SendMessage M
with value V3 | with value Vg

<

h
1 | { |

\ \

of message M
with value V,

of message M
with value V,

“I_TMD_MDT\\\\? “I_TMD_MDT\\\\? A1_TMD_MDT ‘
[ransmission Transmission Transmission
Request Request Request
Y A A )
kéonfirmation kéonfirmation kéonfirmation
Immediate DTR Delayed DTR Delayed DTR of message M with value Vg

which overwrites previous values V;and V,

DTR = Direct Transmission Req

Figure 5 — Direct-Transmission Mode with minimum delay time

eriodic TransmissionMode

Transmission-Maode the IL issues periodic transmission requests for an I-PDU to the underl

message g
Transmissi

bedransmitted, but does not issue any transmission request to the underlying layer. The Peri
nCMode ignores the transfer property of all messages contained in the I-PDU. (See Annex H

uest

ying

the
bdic
for

more inforn

4 N
1aliurl.)

The transmission is performed by repeatedly calling the appropriate service in the underlying layer with a
period equal to the Periodic Transmission Mode Time Period (I_TMP_TPD).

10
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= T

3.3.4.4 Mixed Transmission Mode

Mixed Transmission Mode is a combination of the Direct and the Periodic Transmission Modes.

SendMessage M SendMessage M SendMessage M
with value V@ with value V/,? with value V;3?
PTR PTR PTR PTR
_TMP_TPD |_TMP_TPD |_TMP_TPD
S S; S; S
\ [ | \
Confirmation Confirmation Confirmation Confirmation

TR of message M PTR of message M PTR of message M PTR of message M
ith last value with value V/, with value V/, with value( V4,

PTR = Periodic Transmispion Request

Figure 6 — Periodic Transmission Mode

Thel| transmission is performed by repeatedly calling the appropriate service in the underlying layer with a
peripd equal to the Mixed Transmission Mode Time Period (I_TMM_TPD).

Intefmediate transmission of an I-PDU.is caused by the transfer of any message assigned to this| I-PDU with
Triggered Transfer Property. The transfer is immediately followed by a transmission request from the IL to the
underlying layer. These intermediate transmissions do not modify the base cycle (i.e. |_ TMM_TPD).

A minimum delay time between transmissions (I_TMM_MDT, greater than or equal to zerp) shall be
configured. If transmissions are requested before | TMM_MDT expires, the next transmission i postponed
unti| the delay time expires.

Thel minimum delay time for the next transmission starts the moment the previous transmission is ¢onfirmed. If
a transmissian™s seen as erroneous because of Transmission Deadline Monitoring, the next transmission can
starf immediately.
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SendMessage M
with value V/,

2

SendMessage M
with value V/,?

endMessage M
with value V;

4

|_TMM_TPD

|_TMM_TPD

\

|_ TMM_MDT
A

|_TMM_MDT
A

|_ TMM_MDT

A

|_TMA>§QADT$

\I A

_%

i s, ISERDNS
\ | | |
Confirmation Confirmation Confirmation Confirmation
PTR of Immediate DTR PTR of Delayed DTR PTR of
message|M of message M message M of message M message M

with old vialue

An interme
(PTR) delay

12

with value V,

with value V,

with value V5
which overwrites
previous value V,

with value V5

PTR = Periodic Transmission Request
DTR = Direct Transmission Request

Figure 7 — Mixed Transmission-Mode with minimum delay time (simple cases)

Hiate transmission request Jeéss than | TMM_MDT before the next periodic transmission reqliest
s this PTR and possiblyyalso subsequent PTRs, as shown in Figure 8.
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with value V/,

Theoretical

Periodical Transmission Request

SendMessage M

ISO 17356-4:2005(E)

|_TMM_TPD

e
\

|_TMM_TPD

|_TMM_TPD

|_TMM_TPD

|_TMM_MDT lI_TMM_MDT
A

|_TMM_MDT|l_TMM_MDT |_TMM_MDT
A Y A T A A
Delay Delay
-—=>
A 4 A 4 A 4 A 4
Uu Ut U\ Uu U\ A
Confirmation Confirmation | Confirmation |Confirmation Confirmation Confirmation
Immediate DTR  Delayed PTR In-time PTR

On-time PTR
of message M
with old value

Figure 8 — Mixed Transmission Mode with minimum delay time (MDT delays PTR

with value V

of message

with value V/

M of message M

with value V/
of message M

3.3.p Activation/Deactivation of periodic transmission mechanism

The

to the StartPeriodic APl servi¢e) The StartPeriodic service initializes and starts the Periodic o

PTR = Periodic Transmis
DTR = Direct Transmis|

sion Request
sion Request

periodic transmission mechanism in the Periodic and the Mixed Transmission Modes is activated by a call

Transmission Mode Time Offset (I_ TMP_TOF or |_TMM_TOF) timer.

The)
Offs

StartPeriodic shallbe called after the StartCOM API service has completed and once the messa

first transmission request is issued upon expiry of the Periodic or the Mixed Transmission

et (_TMP_TOF.4r) TMM_TOF).

 the Mixed

Mode Time

ge object is

correctly initialized. The API service InitMessage can be used to perform this initialization (ngt shown in

Figu

The)

re 9).

periodic transmission mechanism is stopped by means of the StopPeriodic API service.

The Periodic or the Mixed Transmission Mode time offset is configured per I-PDU.

© I1SO 2005 — All rights reserved
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StartCOM StartPeriodic J7 J7 J7

SendMessage M SendMessage M SendMessage M
with value V2 with value V,2  with value V/3?

PTR PTR PTR
I|_TMP_TOF |_TMP_TPD |_TMP_TPD
A A A
5
Confirmation Confirmation Confirmation

PTR of message M PTR of message M PTR of message M
with value V/, with value V, with value V;

PTR¢= Reriodic Transmission Red

Figure 9 — Activation of the periodic transmissianymechanism
(example for an I-PDU with Periodic Transmission Mode)

3.3.6 Megsage filtering algorithm

Message filtering is used to suppress the transfer of messages. The IL compares the new message valu
the last sent message value and only transfers the message if the filtering condition is met. All other mess

values are
For messag

No messag

3.4 Byte

The IL is re
versa. Byte
messages

iscarded.
e filtering, the algorithms listed in Fable 1 are supported.

b filtering is performed for zero-length messages and dynamic-length messages.

order conversion and-message interpretation

sponsible for the byte“order conversion between the local CPU and the underlying layers and
order conversiony(big-endian to little-endian and vice versa) takes place on the sender side be
are stored in/the |-PDU and on the receiver side when they are retrieved from the I-B

Messages are configured either to remain untouched, or to be interpreted as C unsigned integer types

converted.

The IL doe

No byte order conversion takes place on internal messages and dynamic-length messages.

5 notwprescribe the byte order used in I-PDUs; different messages in the same I-PDU may K

uest

e to
age

vice
fore
DU.
and

ave

different byle_arders

On the sender side, for messages which are interpreted as integers, the most significant bits are truncated, if

necessary.

On the receiver side, for messages which are interpreted as integers, the most significant bits are filled with 0,
if necessary.

Dynamic-length messages are always interpreted as byte arrays.

14
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3.4.1 Bit and byte numbering in I-PDUs and messages

An |-PDU is a sequence of bytes numbered from 0 upwards. Within an |I-PDU byte, bits are numbered from 0
upwards with bit 0 being the least significant bit.

A message, at the moment it is packed to the I-PDU, is regarded as a sequence of bits numbered from 0
upwards with bit 0 being the least significant bit.

[-PDU bits are numbered counting from 0 upwards from bit 0 of byte 0 of the sequence of bytes constituting
the I-PDU.

3.4 Little-endian byte order

A njessage placed at bit n of an I-PDU occupies bits n, n+1, n+2, etc. of the I-PDU up fo the lgngth of the
megsage.

Thelleast significant bit of the message (LSB, message bit 0) is stored in I-PDU bit 1
Thel most significant bit of the message (MSB, message bit /) is stored in I-PRU, bit n+i.

Thig byte order is called little-endian byte order (see Figure 10).

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

3.4.3 Big-endian byte order

A message placed at bit n of an I-PDU occupies bits n, n+1, n+2, etc. of the I-PDU up to the length of the
message or up to the next I-PDU byte boundary, whichever comes first.

If a message exceeds the boundary of I-PDU byte m, packing of message bits is continued from the least
significant bit of I-PDU byte m-1 upwards.

This byte order is called big-endian byte order (see Figure 11).
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Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

3.5 Deac

3.5.1
Reception [l
within the a
reception of

Reception [l

The deadlin
(I_DM_RX |

The monito
of the PDU

If there is 1
immediately

The timer fq

39 38 37 36 35 34 33 32

Figure 11 — Big-endian byte ordep

line monitoring

Reception Deadline Monitoring

Deadline Monitoring can be used to verify*on the receiver side that periodic messages are rece
lowed time frame. This mechanism is.configured per message and is performed by monitoring
the I-PDU that contains the message:

Deadline Monitoring is restrictedto external communication.

e monitoring mechanism\monitors that a periodic message is received within a given time inte
TO).

ring timer is cancelled and restarted by the IL upon each new reception from the underlying |
that contains the-message.

o indication ‘of the PDU’s reception by the underlying layer, the time-out occurs and the tim¢
restarted.

ved

the

rval

hyer

Br is

hed,

r'tbe first monitored time interval is started once message object initialization tasks are perforn

i.e. after the StartCOM APl has completed. Depending on system design constraints, a specific value
(I_DM_FRX_TO) can be chosen for the first time-out interval.

The use of this mechanism is not restricted to monitoring the reception of messages (I-PDUs) transmitted
using Periodic Transmission Mode, but also can be applied to messages (I-PDUs) sent using the Direct and
Mixed Transmission Modes. Indirect NM or the application can be notified upon the expiry of a time-out.

16
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Timer running Timer running Timer running  Timer running
with first value with with with
|_DM_FRX_TO _DM_RX_TO I_DM_RX_TO |_DM_RX_TO

StartCOM \

\ VA VA VA

3.5.

3.5.
Thig

Ded
othe

Wh
mes
peri

For

moq
Tra

3.5.

|1 —

Indication / Indication IndiCation
Time-out
(no Indication)

Figure 12 — Deadline Monitoring forgperiodic reception

P Transmission Deadline Monitoring

2.1 General
section defines mechanisms for monitoring the transmission of messages.

dline Monitoring on the sender (side can be used to verify that transmission requests
rwise) are followed by transmissions on the network within a given time frame.

pther Transmission Deadline Monitoring shall be performed can be configured separate
0d is a property of the I-PDU.
messages using\Triggered Transfer Property, transmission monitoring is available for any t

e. For messages using Pending Transfer Property, transmission monitoring is available
hsmission-Mode and the periodic part of Mixed Transmission Mode.

.2 Direct Transmission Mode

The

periodic or

y for each

sage. However, the IL. performs Transmission Deadline Monitoring per I-PDU. Therefore, the time-out

ransmission

or Periodic

—deadiire—monitoring—mechanism—monitors—each—cat—to—Sendifessage—SendBymamiciessage or

SendZeroMessage and checks that a confirmation by the underlying layer occurs within a given time interval
(I_DM_TMD_TO).

The monitoring timer is started upon completion of the call to the SendMessage, SendDynamicMessage or
SendZeroMessage API service.

The timer is cancelled upon confirmation of the transmission by the underlying layer and the application is
notified using the appropriate notification mechanism.

© 1SO 2005 — All rights reserved
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SendMessage M
with value V/

\\‘ Timer running Qimer canceled
A

. i
Transmission
Request

Confirmation

Figure 13 — Direct Transmission Mode: example of a successful transmission
If the transmission does not occur, i.e. if there is no confirmation of the I-PDU’s transmission by the underlying
layer, the tilne-out occurs and the application is notified using the appropriate natification mechanism.
The IL doe$ not retry transmission requests upon the occurrence of a time<out. It is up to the application to

decide upon the appropriate actions to be taken.

SendMessage M
with value V,

\\‘ Timer running ‘

Transmission
Request

Timer-out

Figure 14 — Direct Transmission Mode: example of a failed transmission

3.5.2.3 Reriodic Transmission Mode

The deadline monitoring mechanism monitors that an I-PDU is transmitted within a given time interval. The
period of the time-out interval (I_DM_TMP_TO) can be greater than the transmission period, depending on
system design constraints.

The monitoring timer is started after each periodic transmission request if it is not currently running (i.e. if it is
the first time the timer has been started, or if the timer was previously cancelled).

The timer for the corresponding monitored time interval (I_DM_TMP_TO) is cancelled by the confirmation of
any transmission of the monitored |I-PDU by the underlying layer.
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PTR PTR PTR PTR
St | TMP_TPD |_ TMP_TPD | TMP_TPD
A \ v Y v

If th
laye

If th
not
tran

The)
still

N N N N
Confirmation \ Confirmation Confirmation Confirmation

Cancel
Timer

PTR s4Periodic Transmis

Figure 15 — Periodic Transmission Mode: successful transmission

r, the time-out occurs and the application is notified using the appropriate notification mechanig

e duration of the monitored time interval is equivalent to more than one transmission period,
restarted after each transmission request: the timery (I DM_TMP_TO) is only restart
smission request if the previous timer has expired or has been cancelled.

IL does not retry a transmission request upon_the occurrence of a time-out. Transmission r
performed on the same cyclic basis.

sion Request

e transmission does not occur, i.e. if there is no confirmation of the =PDU’s transmission by th¢ underlying

m.

the timer is
bd upon a

bquests are

PTR PTR PTR PTR
|_TMR/TPD |_TMP_TPD | TMP_TPD
Start ﬂ ﬂ
Timer | X \ X
]
Confirmation \ \ Confirmation
Cancel Time-out

Timer (nho-Confirmation)
—HHet tHo-ooRH Ao

PTR = Periodic Transmission Request

Figure 16 — Periodic Transmission Mode: failed transmission

The application or Indirect NM can be notified upon the occurrence of the time-out or upon the successful

tran

sfer of the I-PDU within the allowed time interval.
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3.5.24

Mixed Transmission Mode

The deadline monitoring mechanism monitors that an I-PDU is transmitted within a given monitored time
interval (I_DM_TMM_TO).

The timer (I_DM_TMM_TO) is started after each transmission request if it is not currently running (i.e. if it is
the first time the timer has been started, or if the timer was previously cancelled).

The timer is cancelled by the confirmation of any transmission of the monitored I-PDU by the underlying layer.

If the durati
not restarte
previous tinper has expired or has-been cancelled.

The IL doeg
performed ¢

The applicg
transfer of {

20

=W

SendMessage M
with value V,

PTR \‘DTR PTR

|_TMP_TPD |_TMP_TPD

o] 3 R R

—X —X —=X

VT\ v v
-

4 L

Confirmation Confirmation  Confirmation

Cancel
Timer

PTR = Periodic Transmission Req
DTR = Direct Transmission Reg

Figure 17 — Mixed Transmission Mode: successful transmissions

on of the monitored timerinterval is equivalent to more than one transmission period, the tim
d after each transmission-tequest: the timer is only restarted upon a transmission request if

not retry transtission requests upon the occurrence of a time-out. Transmission requests are
n the same €yclic basis or if a message with Triggered Transfer Property updates the I-PDU.

tion or.Indirect NM can be notified upon the occurrence of the time-out or upon the succes
he |-PDU within the allowed time interval.

uest
uest

Br is

the

still

sful
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SendMessage M
with value V/

PTR DTR&‘ PTR PTR

|_TMP_TPD |_TMP_TPD
Start
Timer ﬂ
><\ Timer running ’
\ 4 \ vV V V/
gy
Confirmation
Cancel Time-out
Timer (no Confirmation)

PIR = Periodic Transmisgion Request
DTR = Direct Transmispion Request

Figure 18 — Mixed Transmission Mode: failed transmissions

3.6| Notification

3.6.1 General

Thig subclause defines the notification mechanisms available to the application to determine the fipal status of
a previously called send or receive operation.

Thel| application is notified as soon as a“specific event has occurred, e.g. the user does not negd to call a
spefific ISO 17356-4 API service in advance to ensure that the notification scheme is active.

Notification is always a conditional notification. This means that, in the case of filtering, notificgtion is only
performed if the (transmitted”or received) data is not discarded by the filtering mechanisn). Likewise,
notification on the receiver/side is not performed if a queued message is discarded because|of a buffer
ove[flow condition.

Notification is cahfigured per message object on both the sender and receiver sides. It is pgrformed by

monitoring the I-PDU that contains the message for transmission, and by monitoring the message object for
recegption.

3.6.2 ~ Notification classes

This part of ISO 17356 supports four notification classes for message transmission and reception. Classes 1
and 3 notify the receiver of a message whereas Classes 2 and 4 notify the sender of a message.

All classes are supported for external communication.
For internal communication, only Class 1 is supported.

1) Notification Class 1: Message Reception — The configured notification mechanism is invoked
immediately after the message has been stored in the receiving message object.

2) Notification Class 2: Message Transmission — The configured notification mechanism is invoked
immediately after successful transmission of the I-PDU containing the message.
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3) Notification Class 3: Message Reception Error — The configured notification mechanism is invoked
immediately after a message reception error has been detected either by the deadline monitoring
mechanism or via an error code provided by the indication service of the underlying layer.

4) Notification Class 4: Message Transmission Error — The configured notification mechanism is
invoked immediately after a message transmission error has been detected either by the deadline
monitoring mechanism or via an error code provided by the confirmation service of the underlying
layer.

3.6.3 Notification mechanisms
The followijg notification mechanisms are provided 1):

1) Cdllback routine — The IL calls a callback routine provided by the application.

2) Flag — The IL sets a flag that can be checked by the application by means of the )ReadFlag|API
sefvice (ReadFlag returns COM_TRUE if the flag is set, otherwise it returns” COM_FALBE).
Rgsetting the flag is performed by the application by means of the ResetFlag API| seryice.
Additionally, calls to ReceiveMessage and ReceiveDynamicMessage (reset flags defined| for
Nqtification Classes1 and3 and calls to SendMessage, SéndDynamicMessage |and
SgqndZeroMessage reset flags defined for Notification Classes 2 and 4.

3) Task — The IL activates an application task.

4) Event — The IL sets an event for an application task.

Only one type of notification mechanism can be defined for a given sender or receiver message object and a
given notifigation class. All notification mechanisms are available'for all notification classes.
Except for StartCOM and StopCOM, the use of all ISO 17356-4 API functions is allowed in callback routines.
The user shall take care of problems which can arise because of nesting of callbacks (stack size etc.).
3.6.4 Intefface for callback routines
Within the gpplication, a callback routine is\defined according to the following template:
COMCalllback (CallbackRoutineName)
{
}
No paramefers are passed to a callback routine and they do not have a return value.
A callback [routinefuns either on interrupt level or on task level. Thus, the restrictions in ISO 173%6-3
concerning [usage(of system functions for interrupt service routines as well as for tasks apply.
3.7 Communication system management
3.7.1 Initialization/Shutdown

The start-up of a distributed system depends heavily on the communication protocol used and can only be
specified with detailed knowledge of this protocol. Therefore, the description of the communication protocol
specific API is not defined within this part of ISO 17356. It is assumed that all underlying layers are correctly

started and

the necessary communication protocols are running.

1) An additi

22

ional notification mechanism is supported for indirect NM (see 3.9.2).
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This part of ISO 17356 provides the following services to start up and shut down communication:

StartCOM: This service initializes internal ISO 17356-4 data areas, calls message initialization routines

and starts the ISO 17356-4 module.

StopCOM: This service is used to terminate a session of COM and release resources where applicable.

StartPeriodic and StopPeriodic: These services start or stop the periodic transmission of al

| messages

using the Periodic or the Mixed Transmission Mode. It is sometimes useful to suspend periodic activity

without necessarily closing down the whole of COM.

NOT

NOT

Ond
sysi
sup
For

Ung
valy

If a

If a
How

initialization values. This means that ISO 17356-6 can only be used to initialize messages that ca

uns

Mes
be i

E1 StartCOM does not automatically enable periodic transmission.

E2  StopCOM terminates periodic transmission.

InitMessage: This service allows the application to initialize messages with arbitrary,values.

e the kernel has started, an application calls StartCOM. This service is intended to allocate 3
em resources used by the 1SO 17356-4 module. If configured in ISO #£356-6, StartCOM c
plied function StartCOMExtension.

queued messages StartCOM initializes the number of received messages to 0.

ueued messages can be initialized in three ways: no initialcvalde specified in the 1ISO 17356
e specified in the ISO 17356-6 file and explicitly via the /nitMessage call.

message has no initial value specified in the ISO 17358656 file then StartCOM initializes it to the

message has an initial value specified in the ISQ&t7356-6 file, then the message is initialized tg
ever, note that ISO 17356-6 only allows thie specification of a limited range of unsig

gned integer types within ISO 17356-6’s range of values.

sages defined to be initialized with no initial value, or with values specified in the ISO 17356
hitialized by StartCOM before StartCOM calls StartCOMExtension.

InitMessage can be used-to.initialize any message with any legal value. Therefore, InitMessa
be used to initialize messages that are too large or complex for their initial value to be
ISO 17356-6.

before Stop€OM is called but is typically used in StartCOMEXxtension.

InitMessage can be used to re-initialize any message after it has been initialized to 0 or a val
in the 4SO 17356-6 file.

nd initialize
alls a user-

6 file, initial

value 0.

b that value.

ned integer
rrespond to

L6 file, shall

ge can also
specified in

InitMessage canybe called at any point in the application’s execution after StartCOM has been called and

e specified

For

vvvvvv

For external transmit messages, the message field in the I-PDU and old_value are set to the value

specified.

For internal transmit messages, no initialization takes place.

For receive messages, the message object for an unqueued message is set to the value specified. If a

filter algorithm using old_value (see Table 1) is specified for either unqueued or queued
old_value is set to the value specified.

messages,

In the case of dynamic-length messages, the InitMessage call initializes the entire message and the length
field is initialized to the message’s maximum length.
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For queued

messages, InitMessage sets the number of received messages to 0.

StartCOM supports the possibility of starting communication in different configurations. To do this, a
parameter is transferred in the call to StartCOM.

StartPeriodic and StopPeriodic shall be used to control the periodic transmission of I-PDUs with the Periodic
or the Mixed Transmission Mode.

StopCOM is designed in such a way that an application can terminate communication in order to release its
resources. This part of ISO 17356 can be restarted with the StartCOM service afterwards, thus the data are
reset to the initial values. StopCOM does not prevent message corruption; unread messages are inaccessible

to the appli

Before Sta
behaviour ¢
vendor sha

3.7.2 Errg

3.7.21 ((
An error se
basic framg
centralized

Two differe
— Applicg
of its ir
by the
depend

Fatal ¢
central

All these er|
This part of
Extend
debugg

more §
returng

Standg
the pro

ation and are therefore lost.

tCOM is called for the first time, and after StopCOM has been successfully completed,
f all 1ISO 17356-4 calls other than StartCOM is undefined by this part of ISO 17356. \However
| define the behaviour of all ISO 17356-4 calls under these circumstances.

r handling

5eneral remarks

rvice is provided to handle temporarily and permanently occurring-errors within 1ISO 17356-4
work is predefined and shall be completed by the user. This{gives the user a choice of effid
pr decentralized error handling.

nt kinds of errors are distinguished:

tion errors: The IL could not execute the requested service correctly, but assumes the correctr
ternal data. In this case, centralized error treatment is called. Additionally the IL returns the ¢
status information for decentralized error treatment. It is up to the user to decide what tg
ing on which error has occurred.

rrors: The IL can no longer assumeé.correctness of its internal data. In this case, the IL calls
zed system shutdown.

for services are invoked with asparameter that specifies the error.
ISO 17356 offers two (evels of error checking:

ed error checking?)Extended error checking is provided to support the testing of incomplg
ed applications during the development phase. It allows enhanced plausibility checks, but reqy
xecution timetand more memory space than standard error checking. The range of status cg

d by ISO<17356-4 API services on Extended error checking level is called Extended Status.

rd error checking: Standard error checking is used in a fully debugged application system du
duction phase. The range of status codes returned by ISO 17356-4 API services on Standard ¢

the
the

. Its
ient

ess
rror
do

the

tely
ires
des

ring
rror

checking Tevel is called Standard Status.

The return values of the API services have precedence over the output parameters. If an API service returns
an error, the values of the output parameters are undefined.
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3.7.2.2 Error hook routine

The 1SO 17356-4 error hook routine (COMErrorHook) is called if an I1SO 17356-4 service rerturns a
StatusType value not equal to E_OK. The hook routine COMErrorHook is not called if an ISO 17356-4 service
is called from the COMErrorHook itself (i.e. a recursive call to the ISO 17356-4 error hook never occurs). Any
errors caused by a ISO 17356-4 service called from within COMErrorHook can only be detected by evaluating
the service’s return value.

This hook routine is:

called by the IL, in a context depending on the implementation;

3.7.

To allow for effective error management in COMErrorHook, the user can access additional informa

The)
sen

not interruptible by category 2 interrupt service routines (see ISO 17356-3);
part of the IL;
implemented by the user with user-defined functionality;

standardized in interface, but not standardized in functionality and therefore usually not portab)

access macros COMError_Name1_Name2; and

mandatory, but configurable via ISO 17356-6.

2.3  Error management

macro COMErrorGetServiceld provides an identifier indicating the service that gave rise to th
ice identifier is of type COMServiceldType! Possible values are COMServiceld xxxx, where

€,

only allowed to use the API functions GetMessageStatus and COMErrorGetServiceld and th¢ parameter

fion.

e error. The
XxxX is the

name of the service. Implementation of -COMErrorGetServiceld is mandatory. If the service that caused

CcoO

name building scheme. The maero names consist of a fixed prefix and two

CcoO

\IErrorHook to be called has parameters, then these can be accessed using the following ac
\IError_ Name1_Name?2 whereg:

COMError: is the fixed prefix;

Name1: is the nameZof the service; and

Name2: is thé.name of the parameter.

example,\the macros to access the parameters of SendMessage are:

COMError_SendMessage Message(); and

cess macro
omponents

COMError_SendMessage_DataRef().

The macro to access the first parameter of a service is mandatory if the parameter is the message identifier of
a message. For optimization purposes, the macro access can be switched off within ISO 17356-6.
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3.8 Functional model of the Interaction Layer

The following figures illustrate the behaviour of the IL for external reception, external transmission and internal
communication. They provide the context for the concepts introduced in the preceding sections. Notification
mechanisms are hinted at, but not shown in full detail. These models are presented for better understanding,
but do not imply in any way a particular implementation of the IL. Depending on system constraints, an
optimized model could be implemented.

Application C
Message Application
Message
Object
internal & external Interactjon
CPU-order external Layef
Message
Callouts .
Network-order
Message
Callouts
[-PDU
I-PDU Callout£)
Underlying Underlyfing
Layer PDU Layer
< |Zero-length Application Message [J Non-zero-length Application Message
> |Zero-lengthiMessage Object Non-zero-length Message Object
I-PDU B Non-zero-length Message Storage
Figure 19 — IL. model for external reception
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Application & & [0 D0

Message
Object

Class 4 Class 2

Application

.3 1 internal & external

Interaction

external
dPU-order
Message ¢;

Callouts

Network-
order
Message
Callouts ===
I-RDU

Underlying T

Layer

B Underlying

LayerPDU [ — ]

Layer

<> Zero-length Application Messagé [J Non-zero-length Application Message
> Zero-length Message Object 3 Non-zero-length Message Object
I-PDU B Non-zero-length Message Storage

Figure 20 — IL model for external transmission
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Figure 21 shows a model for internal communication (sender and receiver using the same IL), as well as for
external transmission.

Application ¢
Message

Application

Message
Object

Class 2

Interaction
Layedr

internal & exterpal
external

CPU-ord
Messag
Callou

Networi

ord
Messag
Callou

I-PDU
I-P

Underlyling
Layer

Underlying
Layer PD\

& 4ero-length Application Message [0 Non-zero-length Application Message
> > Zero-length Message Object Non-zero-length Message Object
IHPDU B Non-zero-length Message Storage

Figure 21 —~IL model for internal communication and external transmission

3.9 Interfaces

3.9.1 General

The system service interface is ISO/ANSI-C. Its implementation is normally a function call, but may also be
solved differently, by using C pre-processor macros, for example. A specific type of implementation cannot be
assumed.

ISO 17356-4 services may internally call ISO 17356-3 services. When this part of ISO 17356 uses
ISO 17356-3 services internally, any additional restrictions imposed upon the application by 1ISO 17356-3 are
also imposed upon this part of ISO 17356. The return value of the ISO 17356 API services has precedence
over the output parameters.

If an ISO 17356 API service returns an error, the values of the output parameters are undefined. The

sequence of error checking within this part of ISO 17356 is not specified. Whenever multiple errors occur, it is
implementation-dependent which status is returned to the application.
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3.9.2 Interface to Indirect NM

3.9.2.1 Basics

The following services are provided by Indirect NM as callback functions for this part of ISO 17356 to inform
Indirect NM of deadline monitoring results. They provide a fifth notification mechanism, NMCallback. This
notification mechanism is identical to the COMCallback mechanism described in 3.6.3 except that the
interface complies to the definition of |_MessageTransfer.ind and |_MessageTimeOut.ind, that is:

— NMCallback routines have no return value; and

— |NMCallback routines pass a 16-bit unsigned integer value as parameter.

Both the name of the NMCallback routine and the value of the parameter passed to it are.statically defined in
ISO[17356-6.

To pllow for proper configuration, implementations of Indirect NM shall describe~implementaion-specific

nanjing conventions (what are the C language names for |_Message Transfer.ind and |_Message TimeOut.ind)
and|parameter conventions (how do parameter values map to monitored I-PDUSs).

3.9.2.2 |I-PDU transfer indication
Seryice name: I_MessageTransfer
Seryice primitive: |_MessageTransfer.ind (<MonitorediPDU>)

Parameter (in):

MonitoredIPDU 16-bit unsigned integer ¥alue identifying the I-PDU to be monitored
Pargmeter (out): None
Description: This part~of- ISO 17356 informs Indirect NM via the service primitive

|_MessageTransfer.ind that a monitored I-PDU has been received from a remote
node orithat a monitored I-PDU has been transmitted by the local node

3.9.2.3 |-PDU time-out indication
Seryice name: I_MessageTimeOut
Seryice primitive: |_MessageTimeOut.ind (<MonitoredIPDU>)

Parameter (in):

MonitoredIPDU 16-bit unsigned integer value identifying the I-PDU to be monitored
Parameter (out): None
Description: This part of 1SO 17356 informs Indirect NM via the service primitive

|_MessageTimeOut.ind that a time-out has occurred for a monitored |-PDU
received from a remote node or for a monitored I-PDU transmitted by the local
node.
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3.9.3 Application Program Interface (API)

3.9.31 Service parameter types

This subclause describes the types of API service in/out parameters.

3.9.3.1.1 StatusType

Description:

£

This part of
apply:

356 UIUﬁlICb bUllIllIUIIibdliUlI-prbil’ib bi.di.ub bUUIUb. TiIU i’U“UWiIIy ||a|||i||g bUIIVCIIﬁUIIb 4 ha"
The namegq of all status codes which are applicable throughout the whole of ISO 17356 (unjversal status
codes) shall start with E_. There is only one universal status code: E_OK.

The nameg of all status codes which are defined by this part of ISO 17356 (communication-specific status
codes) shall start with E_COM_, e.g. E. COM_NOMSG.

The foIIowiTg table lists the universal status codes used by this part of ISO 17356 and the communication-
specific stafus codes defined by this part of ISO 17356:

Table 2 — Status codes used and/or defined by this part of ISO 17356

Status code Description
E_OK Service call has succeeded.
E_COM_ID Given message or mode identifier is out of range or invalid.
E_COM_LENGTH Given data length is out.of range.
E_COM_LIMIT Overflow of message.queue.
E_COM_NOMSG Message queue is empty.

The system designer can add implementation-specific status codes for this part of ISO 17356. The namgs of
all implementation-specific status eodes shall start with E_ COM_SYS _, e.g. E COM_SYS DISCONNECTED.

An implemgntation-specific status code may either yield an error which is encountered by the ISO 173%6-4
service when calling an ISO17356 service such as, e.g. ActivateTask, or a specific error of the ISO 173%6-4
service itself. In the former-case, it is recommended that the implementation-specific status code returngd is
that of the nespectiveSO 17356 service. Otherwise, the implementation-specific status code shall be a status
code in the [system-reserved number space of this part of ISO 17356 (see ISO 17356-2).

All implementation-specific status codes shall be described in the vendor-specific documentation of an
implementation-

Refer to ISO 17356-2 for more information on the StatusType parameter.

3.9.3.1.2 Messageldentifier
Type: Scalar
Range: Application-specific, depends on the range of message identifiers

Description: ISO 17356-4 message object identifier
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3.9.3.1.3 ApplicationDataRef

Type: Reference to a data field in the application

Range: Implementation-specific

Description: Pointer to the data field of an application message

3.9.3.1.4 COMLengthType

- Scalar

ISO 17356-4:2005(E)

Typ
Ran
Des

3.9.
Typ
Rar
Des

3.9.
Typ
Rar
Des

3.9.
Typ
Rar
Des

3.9.

Typ

ge: Depends on the communication protocol used
cription: Data length

3.1.5 LengthRef

b: Reference to scalar

ge: Depends on the communication protocol used
cription: Pointer to a data field containing length information
3.1.6  FlagValue

e: Enumeration

ge: COM_FALSE, COM_TRUE

cription: Current state of a message flag

3.1.7 COMApplicationModeType

p: Scalar

cription: ldentifier/forselected 1ISO 17356-4 application mode

3.1.8 COMShutdownModeType

B: Scalar

Ran

geHCOM_SHUTDOWN_IMMEDIATE

ge: Application-specifie;, depends on the number of ISO 17356-4 application modes

Description: Identifier for selected ISO 17356-4 shutdown mode

3.9.3.1.9 CalloutReturnType

Type: Enumeration

Range: COM_FALSE, COM_TRUE

Description: Indicates at the exit of a callout whether the IL shall continue or abandon further processing of the
current message or I-PDU
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3.9.3.1.10 COMServiceldType

Type: Enumeration

Range: COMServiceld_xx with xx being the name of an ISO 17356-4 service

Description: Unique identifier of an ISO 17356-4 service. Example: COMServiceld_SendMessage

3.9.3.2 Start-up services

3.9.3.21 [Startcom
Service name:  StartCOM
Syntax: StatusType StartCOM (COMApplicationModeType <Mode>)
Parameter (in):
Mode: ISO 17356-4 application mode
Parameter {out): None
Description The service StartCOM starts and initializes the ISO 17356-4 implementation in|the
requested application mode.
If StartCOM fails, initialization of the 1SO 17356~4 implementation aborts and StartGOM
returns a status code as specified below.
StartCOM shall be called from within(a task if an operating system that conformg to
ISO 17356-3 is used.
Before returning, the service Start€OM calls the application function StartCOMEXxtension.
Caveats: The hardware and low-level~fesources used by this part of ISO 17356 shall be initialjzed
before StartCOM is called, otherwise undefined behaviour results.
StartCOM does not enable periodic transmission of messages. If needed, StartPeriodic|can
be called from (StartCOMEXxtension. StartCOM does not stop periodic transmission when
StartCOMEXxtefision returns.
StartCOM.returns the status code returned by StartCOMExtension if this is different from
E_OK;
Status:
Standgrd:
— This service returns E_OK if the initialization completed successfully.
— This service returns an implementation-specific status code if the initialization was not
completed successfully.
Extended:
In addition to the standard status codes defined above, the following status code is supported:
— This service returns E_COM_ID if the parameter <Mode> is out of range.
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3.2.2 StopCOM

Service name:

Syntax:

Parameter (in):

Par

Mode:

StopCOM

StatusType StopCOM (COMShutdownModeType <Mode>)

COM_SHUTDOWN_IMMEDIATE

The shutdown occurs immediately without waiting for pending operations to com

-4:2005(E)

lete.

hmeter (out):

Dedcription:

Stafus:

3.9.
Ser
Syn
Par

Par

Standard:

Extended:

ice name:
tax:
bhmeter. (in):

pmeter (out):

In addition to the standard status codes defined above, the following status code is s

3.2.3 GetCOMApplicationMode

None

The service StopCOM causes all ISO 17356-4 activity to cease immediately. A
used by this part of ISO 17356 are returned or left in an inactive state;Data loss

StopCOM stops all periodic transmission of messages.

When StopCOM completes successfully, the system is leftiin a state in which St
be called to re-initialize COM.

This service returns E_OK if COM was.shut down successfully.

This service returns an implementation-specific status code if the shutdow
completed successfully.

This service returns E_COM_ID if the parameter <Mode> is out of range.

GetCOMApplicationMode
COMApplicationModeType GetCOMApplicationMode (void)
None

None

| resources
is possible.

hrtCOM can

n was not

ipported:

Description:

Particularities:

Return value:

The service GetCOMApplicationMode returns the current ISO 17356-4 application mode. It

may be used to write mode-dependent application code.

If GetCOMAPpplicationMode is called before StartCOM is called, an implementation-specific

code shall be returned (the ISO 17356-4 application mode is undefined).

Current ISO 17356-4 application mode.
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3.9.3.24 InitMessage

Service name:

Syntax:

InitMessage

StatusType InitMessage (
Messageldentifier <Message>,
ApplicationDataRef <DataRef>

)

Parameter (in):

Message:
DataRef:
Parameter {out):

Description

Particularitigs:

Status:

Standdqrd:

Extended:

In addition to the standard status code defined above, the following status code is supported

Message identifier (C identifier)
Reference to the application’s message initialization data
none

The service InitMessage initializes the message object identified by <Message> with
application data referenced by the <DataRef> parameter.

This function may be called in StartCOMExtension“vin order to change the de
initialization.

For dynamic-length messages, the length of theémessage is initialized to its maximum.

the

Fault

If InitMessage initializes a transmission message object directly in the |-PDU, additionally

byte order conversion is performed\and both the CPU-order and the Network-0
Message Callouts are called.

rder

This service returns'E-OK if the initialization of the message object completed successflly.

This service (feturns an implementation-specific status code if the initialization did
complete suceessfully.

This service returns E_COM _ID if the parameter <Message> is out of range or refers

not

to a

LUIU'iUIIH‘liI Iessaytc Ul i.U dll iII.lUIIIdi tldllblllii. ITIeS5ayc.

3.9.3.2.5 StartPeriodic

Service name:
Syntax:
Parameter (in):

Parameter (out):

34

StartPeriodic
StatusType StartPeriodic (void)
None

None
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Description: The service StartPeriodic starts periodic transmission of all messages using either the
Periodic or the Mixed Transmission Modes, unless periodic transmission is already started
for these messages.

Particularities: Each call to StartPeriodic re-initializes and re-starts periodic transmission completely, i.e.
taking into account defined time offsets.

Status:

Standard and Extended:

— This service returns E_OK if periodic transmission was started successfully.

— This service returns an implementation-specific status code if starting [of periodic
transmission was not completed successfully.

3.9B.2.6 StopPeriodic

Seryice name:  StopPeriodic

Synltax: StatusType StopPeriodic (void)
Parameter (in):  None

Pargmeter (out): None

Dedcription: The service StopPeriodic stops periodic transmission of all messages using either the
Periodic or the Mixed Transmission\Modes, unless periodic transmission is already stopped
for these messages.
When StopPeriodic has completed successfully, the system is left in a staje in which
StartPeriodic can be called to restart periodic transmission of all messages using either the
Periodic or the Mixed Transmission Modes.
Stafus:

Standard and Extended:

— This gervice returns E_OK if periodic transmission was stopped successfully.

— _This service returns an implementation-specific status code if stopping periodic tfansmission
was not completed successfully.

3.9.8.3 «Notification mechanism support services

3.9.8.34——ReadFlag

Service name: ReadFlag

Syntax: FlagValue ReadFlag_<Flag>()
Parameter (in): None
Parameter (out): None

Description: This service returns COM_TRUE if <Flag> is set, otherwise it returns COM_FALSE.
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Particularities:

Return value:

FlagValue

3.9.3.3.2

Service name:—_ResetFlag

Syntax:
Parameter
Parameter

Description

Particularities:

Status:

3.9.3.4 Communication services

3.9.3.4.1

Service name:

Syntax:

Parameter

Message:

DataRTf:

14

SendMessage

The flag is identified by the name <Flag>; this name is part of the service name as shown in

the syntax description.!) The 1SO 17356-4 implementation has to provide one ReadFlag

service for each flag.

Value of the flag

ResetFlag

void ResetFlag_<Flag>()
None

None

This service resets <Flag>.
The flag is identified by the name <Flag>; this name is part of‘the service name as shown in
the syntax description.2) The ISO 17356-4 implementation ‘has to provide one Resetflag

service for each flag.

None

SendMessage
StatusType SendMessage ( (
Messageldentifier <Message>,

ApplicationDataRef <DataRef>

)

Message identifier (C identifier)

Reference to the application’s message data to be transmitted

Parameter (out):

Description:

None

The service SendMessage updates the message object identified by <Message> with the
application message referenced by the <DataRef> parameter.

1) For a given flag ABC, the name of the macro to read the flag is ReadFlag_ABC().

2) For a given flag ABC, the name of the macro to reset the flag is ResetFlag_ABC().

36
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External communication:

If <Message> has the Triggered Transfer Property, the update is followed by immediate
transmission of the I-PDU associated with the message, except when the message is
packed into an |-PDU with Periodic Transmission Mode; in this case, no transmission is
initiated by the call to this service.

If <Message> has the Pending Transfer Property, no transmission is caused by the update.

The service SendMessage resets all flags (Notification Classes 2 and 4) associated with
<Message>.

Stafus:

3.98.4.2
Seryice name: ReceiveMessage

Synltax:

Parameter (in):

Pargmeter<out):

Internal communication:

Standard:

— This service returns E_OK if the service operation completed successfully.

Extended:

ReceiveMessage

Message: . Message identifier (C identifier)

DataRef:

The message <Message> is routed to the receiving part of the IL.

In addition to the standard status code defined above;.the following status code is supported:

— This service returns E_COM_ID if the parameter <Message> is out of range or ff it refers to

a message that is received or to a dynamic-length or zero-length message.

StatusType ReceiveMessage (
Messageldentifier <Message>,

ApplicationDataRef <DataRef>

)

Reference to the application’s message area in which to store the received data

Description:

Status:

The service ReceiveMessage updates the application message referenced by <DataRef>
with the data in the message object identified by <Message>. It resets all flags (Notification
Classes 1 and 3) associated with <Message>.

Standard:

— This service returns E_OK if data in the queued or unqueued message identified by

<Message> are available and returned to the application successfully.
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Extended:

This service returns E_COM_NOMSG if the queued message identified by <Message> is
empty.

This service returns E_COM_LIMIT if an overflow of the message queue identified by
<Message> occurred since the last call to ReceiveMessage for <Message>. E_ COM_LIMIT
indicates that at least one message has been discarded since the message queue filled.
Nevertheless, the service is performed and a message is returned. The service
ReceiveMessage clears the overflow condition for <Message>.

3.9.3.4.3 [SendDynamicMessage

Service name:

Syntax:

Parameter (in):
Message:
DataRgf:
LengthRef:

Parameter (out):

Description

In addition to the standard status codes defined above, the following status code is supported!:

This service returns E_COM _ID if the parameter <Message> is out of range or ifitrefers to
message that is sent or to a dynamic-length or zero-length message.

SendDynamicMessage

StatusType SendDynamicMessage (
Messageldentifier KMessage>,
ApplicationDataRef <DataRef>,

LengthRef:'<LengthRef>

)

Message identifier (C identifier)

Reference to the application's message data to be transmitted
Reference to a vallejcontaining the length of the data in the message
None

The service SendDynamicMessage updates the message object identified by <Messgge>
with the application data referenced by the <DataRef> parameter.

[f-<Message> has the Triggered Transfer Property, the update is followed by immediate
transmission of the I-PDU associated with the message, except when the messagg is
packed into an I-PDU with Periodic Transmission Mode; in this case, no transmission takes

Particularities:

38

place.
If <Message> has the Pending Transfer Property, no transmission is caused by the update.

The service SendDynamicMessage resets all flags (Notification Classes 2 and 4)
associated with <Message>.

This service can be used with unqueued messages only. This service is provided for
external communication only.
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Status:
Standard:
— This service returns E_OK if the service operation completed successfully.

Extended:

In addition to the standard status code defined above, the following status codes are supported:

— This service returns E COM_ID if the parameter <Message> is out of range or

f it refers to

a received message, a static-length message or a zero-length message.
— This service returns E_COM_LENGTH if the value to which <LengthRef* points
the range 0 to the maximum length defined for <Message>.
3.9.3.4.4 ReceiveDynamicMessage
Seryice name: ReceiveDynamicMessage
Synltax: StatusType ReceiveDynamicMessage (
Messageldentifier <Message>,
ApplicationDataRef <DataRef>,
LengthRef <LengthRef>
)
Pargmeter (in):
Message:  Message identifier (G identifier)
Pargmeter (out):
DataRef:Reference to the application’s message area in which to store the received data.
LengthRef: Reference to an application variable in which to store the message length.
Description: The service ReceiveDynamicMessage updates the application message refi
<DataRef> with the data in the message object identified by <Message>. It res
(Notification Classes 1 and 3) associated with <Message>.
The length of the received message data is placed in the variable ref
<LengthRef>.

s not within

erenced by
ets all flags

brenced by

Particularities: This service can be used with unqueued messages only. This service is provided for

external communication only.
Status:

Standard:

— This service returns E_OK if data in the unqueued message identified by <Message> is

returned to the application successfully.
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Extended:
In addition to the standard status code defined above, the following status code is supported:

— This service returns E_COM_ID if the parameter <Message> is out of range or if it refers to
a message that is sent, a queued message, a static-length message or a zero-length
message.

3.9.3.4.5 SendZeroMessage

Service narpe——SendzZexroMessage

Syntax: StatusType SendZeroMessage (
Messageldentifier <Message>
)
Parameter (in):
Message:  Message identifier of the zero-length message (C identifier)
Parameter {out): None
Description
Externgl communication:
The service SendZeroMessage causeszimmediate transmission of the |I-PDU associated
with the zero-length message <Message> except when this message is associated with an
I-PDU with Periodic Transmission Mode; in this case, no transmission is initiated by the| call

to this service.

The service SendZeroMessage resets all flags (Notification Classes 2 and 4) associated
with <Message>.

Interna] communication:

The messagei<Message> is routed to the receiving part of the IL for notification.

Status:
Standdrd:

—<£_\This service returns E_OK if the service operation completed successfully.

Extended:
In addition to the standard status code defined above, the following status code is supported:

— This service returns E_COM_ID if the parameter <Message> is out of range or if it refers to
a non-zero-length message.
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3.9.

3.4.6

Service name:

ISO 17356

GetMessageStatus

GetMessageStatus

-4:2005(E)

Syntax: StatusType GetMessageStatus (
Messageldentifier <Message>
)
Parameter (in):
Message:  Message identifier (C identifier)
Pargmeter (out): None
Description: The service GetMessageStatus returns the current status/-of the mesgage object
<Message>.
Stafus:
Standard:
— This service returns E_COM_NOMSG if the{message queue identified by <Message> is
empty.
— This service returns E_COM_LIMIT, if<an overflow of the message queue igentified by
<Message> occurred since the last call to ReceiveMessage for <Message>.
— This service returns E_OK if none of the conditions specified above is applicable or fulfilled
and no error indication is present.
Extended:
In addition to the standard status codes defined above, the following status code is slipported:
— This servicé returns E_COM _ID if the parameter <Message> is out of range or if it does not
refer to a~queued message.
3.9.8.47 COMErrorGetServiceld
Seryice name: {>.COMErrorGetServiceld
Synltax: COMServiceldType COMErrorGetServiceld (void)
Paramieter (in):  None
Parameter (out): None

Des

Cav

cription:

eats:

Return value:

The service COMErrorGetServiceld (which may be implemented as a macro)
identifier of the ISO 17356-4 service where the error occurred.

returns the

The service COMErrorGetServiceld shall only be called from COMErrorHook, otherwise the

return value is undefined.

Service ldentifier
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3.9.3.4.8

COMError_Name1_Name2 macros

COMError_ Name1_NameZ2 is the pattern for the names of macros which are used to access (from within the
function COMErrorHook) parameters of the ISO 17356-4 service which called COMErrorHook.

The parts of the macro names are defined as follows:

— COMError: is a fixed prefix.

— Name1: is the name of the service, e.g. SendMessage.

— NameZ: s The name of the parameter, €.g. DataRef.
3.9.4 Routines provided by the application

3.9.4.1 StartCOMExtension

Service narhe:

Syntax:

Parameter

Parameter {out):

Description

Status:

Standdrd and Extended:

3.9.4.2 (Callouts

Service narhe:

StartCOMExtension

StatusType StartCOMExtension (void)
None

None

The routine StartCOMExtension is provided hby)the application and is called by|the
ISO 17356-4 implementation at the end of the (StartCOM routine. It can be used to ex"lend

the start-up routine with initialization functions (e.g. InitMessage) or additional stant-up
functions (e.g. StartPeriodic).

This service returns E_OK ifsit completed successfully.

This service returns ‘an implementation-specific status code to indicate that an grror
occurred during its(execution.

COMCallout (CalloutRoutineName)

Syntax: COMCallout (CalloutRoutineName)
Parameter (i None
Parameter (ouf): None

Description:

Return value:

42

The routine CalloutRoutineName is provided by the application and is called by the
ISO 17356-4 implementation. It can be used to extend the ISO 17356-4 functionality with
application-related functions (e.g. gatewaying).

The return value indicates whether the IL shall continue (COM_TRUE) or abandon
(COM_FALSE) further processing of this message or [-PDU after the callout returns.

The routine CalloutRoutineName shall return a return value of the type CalloutReturnType.
The return value contains information regarding whether or not to continue processing.
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3.94.3 COMErrorHook
Service name: COMErrorHook
Syntax: void COMErrorHook  (
StatusType <Error>
)
Parameter (in):
Error: Identifier of the occurred error
Pargmeter (out): None
Degcription: The service COMErrorHook is provided by the application and js)called by CON
of a COM service which returns a status code not equal to E_OK.
Stafus: None
4 [Minimum requirements of lower communicationlayers

This
part
be
Inte

Add

ISO 17356-4:2005(E)

capable of transmitting and receiving both fixedi;and dynamic-length [-PDUs as determi
Faction Layer. Therefore, the following three services are required:

A Request service to pass control information and an I-PDU to the underlying layer and caus
dynamic-length I-PDUs.

A Confirmation service to confirm that a transmission of an I-PDU has been carried
outcome of the transmissien; this status is either success or failure; in the case of a failure,
ISO 17356 and the lower layer to be achieved.

An Indication service to receive an I-PDU and pass status information from the underlying la

in the case of a failure, the type of failure could be specified.

itionally, the underlying layer shall be capable of broadcast transmission. If this is not the case,

mor

than one receiver on the same bus is not pnccihlp

Clause describes the requirements of the lower comfunication layers that are used togeth
of ISO 17356. The lower layers could be the NetworkcLayer or the Data Link Layer. The lower

to be transmitted as soon as possible:“The length of the I-PDU is mandatory control infg

failure could be specified-“The Confirmation service allows asynchronous behaviour between

to this part of AISO 17356: The length of the received I-PDU is mandatory status information f
length I-RDUs. Depending on the outcome of the reception, status also indicates either succeg

1 at the end

er with this
layers shall
ned by the

e the I-PDU
rmation for

out: Status

information shall be passed:from the underlying layer to this part of ISO 17356. Depending on the

the type of
this part of

yer network
br dynamic-
s or failure;

addressing

For the Controller Area Network (CAN) protocol, the Network Layer that is specified in ISO 15765-2 fulfils the
above minimum requirements.
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