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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
in_liai i i ely with the

ational Electrotechnical Commission (IEC) on all matters of electrotechnical standardization
Interpational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Fart 2.

The ain task of technical committees is to prepare International Standards. Draftyinternationpl Standards
adopted by the technical committees are circulated to the member bodies fer ‘voting. Publication as an
Interpational Standard requires approval by at least 75 % of the member bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this doéument may be the sublect of patent
rightd. ISO shall not be held responsible for identifying any or all such patent rights.

ISO 17355 was prepared by the Consultative Committee {for” Space Data Systems (CCSDS) (as
CCSDS 727.0-B-3, June 2005) and was adopted (without modifications except those stated in Clause 2 of this
Interpational Standard) by Technical Committee ISO/TC 20y Aircraft and space vehicles, Subcommittee
SC 1B, Space data and information transfer systems.

This [third edition cancels and replaces the second-edition (ISO 17355:2004), which has begn technically
revisgd.
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Space data and information transfer systems — CCSDS file

del

ivery protocol

1 $cope

This [International Standard defines a CCSDS file delivery protocol (CFDP) and associated service for
appligation in the space environment. It is intended for use over the current and enviSaged pdcket delivery
servi¢es used in the space environment, including

— (CCSDS conventional packet telecommand;

— (€CSDS conventional packet telemetry;

— (CCSDS advanced orbiting systems (AOS) path service.

It maly also operate over a wide variety of ground network serviges, including those specified by the CCSDS
for cfoss-support purposes. The protocol operates in the space-to-ground, ground-to-space, and space-to-
spacg directions of transfer. It may be initiated by the file sending or receiving entity. In thg interests of
intergperability, protocol elements are included for generalized forms of standard file manipulatign operations
basefl on assumptions of a common model for a_ ‘filestore’, or medium used to store files. It i$ recognized,
howsgver, that the precise nature and capabilities of filestore management systems are opefating-system
depepdent and, for that reason, the protocol @ssumes a virtual filestore and associated seryices that an
implgmentation must map to the capabilities.of the actual filestore used.

The $cope and field of application are furthermore detailed in subclauses 1.2 and 1.3 of the enclpsed CCSDS
publi¢ation.

2 Requirements

Reqguirements are thé-~technical recommendations made in the following publication (reproduced on the
following pages), which is adopted as an International Standard:

CCSDS 727.0<B:3, June 2005, CCSDS file delivery protocol (CFDP).

For the purposes of international standardization, the modifications outlined below shall apply t¢ the specific
clausesand paragraphs of publication CCSDS 727.0-B-3. T
Pagesitov

This part is information which is relevant to the CCSDS publication only.

Page 1-5

Add the following information to the reference indicated:

(1]
(2]

©I1SO

Document CCSDS 732.0-B-1, September 2003, is equivalent to ISO 22666:2005.

Document CCSDS 132.0-B-1, September 2003, is equivalent to ISO 22645:2005.
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[3] Document CCSDS 133.0-B-1, September 2003, is equivalent to ISO 22646:2005.

[4] Document CCSDS 232.0-B-1, September 2003, is equivalent to ISO 22664:2005.

3 Revision of publication CCSDS 727.0-B-3

It has been agreed with the Consultative Committee for Space Data Systems that Subcommittee
ISO/TC 20/SC 13 will be consulted in the event of any revision or amendment of publication
CCSDS 727.0-B-3. To this end, NASA will act as a liaison body between CCSDS and ISO.
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AUTHORITY
Issue: Recommended Standard, Issue 3
Date: June 2005

Location: Not Applicable

—

his document has been approved for publication by the Management Council of the
onsultative Committee for Space Data Systems (CCSDS) and represents—the consg¢nsus
t¢chnical agreement of the participating CCSDS Member Agencies.  “The procedure for
r¢view and authorization of CCSDS Recommendations is detailed in the reference [A1], and
the record of Agency participation in the authorization of this decyment can be obthined
ffom the CCSDS Secretariat at the address below.

)

Tlhis Recommendation is published and maintained by:

CCSDS Secretariat

Office of Space Communication (Code M-3)
National Aeronautics and Space Adminjstration
Washington, DC 20546, USA

CCSDS 727.0-B-3 Page i June 2005
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely
voluntary, the results of Committee actions are termed Recommended Standards and are
not considered binding on any Agency.

This [Recommended Standard is issued by, and represents the consensus of, the CCSd‘S
members. Endorsement of this Recommendation is entirely voluntary. Endofsement,
howdver, indicates the following understandings:

o Whenever a member establishes a CCSDS-related standard, this standard will be in
accord with the relevant Recommended Standard. Establishing such a standarnd
does not preclude other provisions which a member may develop:

ol Whenever a member establishes a CCSDS-related standard, that member willl
provide other CCSDS members with the following inforination:

-- The standard itself.
-- The anticipated date of initial operational‘¢apability.
-- The anticipated duration of operational service.

o| Specific service arrangements shall_be made via memoranda of agreement. Neith¢r
this Recommended Standard nor any ensuing standard is a substitute for |a
memorandum of agreement.

No later than five years from its\date of issuance, this Recommended Standard will Ye
reviewed by the CCSDS to determine whether it should: (1) remain in effect without changg;
(2) be changed to reflect the impact of new technologies, new requirements, or new
directions; or (3) be retired-or canceled.

In thpse instances,"when a new version of a Recommended Standard is issued, existirlg
CCSDS-related smiember standards and implementations are not negated or deemed to he
non-CCSDS-eompatible. It is the responsibility of each member to determine when sudh
standards tet* implementations are to be modified. Each member is, however, strongly
encofiraged to direct planning for its new standards and implementations towards the lat¢r

ibunaftho RDan andad Qo Jo..1
VErs1ototrtcicecommenacaotanaatar:

CCSDS 727.0-B-3 Page ii June 2005
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FOREWORD

Until relatively recently the typical storage medium for spacecraft has been the tape recorder,
a complex device offering limited data storage and data access. The use of this type of
storage has typically been limited to the recording and subsequent dump to the ground of
telemetry data. Manipulation from the ground has required significant human intervention
and used ad hoc, privately developed protocols.

The introduction ot solid state mass memory providing gigabytes oi storage with tapdom
afcess opens up a whole new ethos of spacecraft operation where much of the routitie ‘traffic
t¢ and from the spacecraft will be in the form of files. Furthermore, because of the random
afcess nature of the onboard storage medium, it becomes possible to repeat transmissipn of
dpta lost on the link and thus guarantee delivery of critical information.

Tlo exploit the potential advantages of onboard mass memory, protocal support is requifed to
provide a standard means to move data to and from the onboard stefage medium in the|form
of files.

While the onboard storage medium has rapidly evolvedsthe essential constraints of $pace
npissions remain:

— limited systems resources in terms of computational power and memory capaciti¢s;

— environmental restrictions including noisy, bandwidth limited, asymmetrical] and
interrupted communications links, sofite with very long propagation delay;

— varying user needs including a“requirement for early access to transferred| data
regardless of its quality.

view of these constraints, it.is-clear that there is a need for a file delivery service capable
transferring files to andyfrom mass memory located in the space segment. Suych a
hpability must not only operate under the constraints associated with space | data
pmmunication, but it.uniust also be applicable to the diverse range of mission configurdtions
anging from single.fow earth orbiting spacecraft to complex networks of relays, orliters,
nd landers.

C o o =

QO =

Through ¢he¢ process of normal evolution, it is expected that expansion, deletioh, or

odification of this document may occur. This Recommendation is therefore subjdct to
ZICSDS document management and change control procedures which are defined in refefence
[AT) Current versions of CCSDS documents are maintained at the CCSDS Web site:

http://www.ccsds.org/

Questions relating to the contents or status of this document should be addressed to the
CCSDS Secretariat at the address indicated on page i.

CCSDS 727.0-B-3 Page iii June 2005
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At time of publication, the active Member and Observer Agencies of the CCSDS were:

Member Agencies

— Agenzia Spaziale Italiana (ASI)/Italy.

— British National Space Centre (BNSC)/United Kingdom.

— Canadian Space Agency (CSA)/Canada.

- Centre National d Etudes Spatiaies (CINES )/France.

- Deutsches Zentrum fiir Luft- und Raumfahrt e.V. (DLR)/Germany.
- European Space Agency (ESA)/Europe.

- Federal Space Agency (Roskosmos)/Russian Federation.

- Instituto Nacional de Pesquisas Espaciais (INPE)/Brazil.

- Japan Aerospace Exploration Agency (JAXA)/Japan.

- National Aeronautics and Space Administration (NASA)/USA.

Observer Agencies

- Austrian Space Agency (ASA)/Austria.

- Belgian Federal Science Policy Office (BFSPO)/Belgium.

- Central Research Institute of Machine Building (IsNIIMash)/Russian Federation.
< Centro Tecnico Aeroespacial (CTA)/Brazil.

- Chinese Academy of Space Technology (CAST)/China.

- Commonwealth Scientific and Industrial Research Organization (CSIRO)/Australia.
< Danish Space Research Institute (DSRI)/Denmark.

- European Organization for the Exploitation of Meteorological Satellites
(EUMETSAT)/Europe.

< European TelecommunicationsSatellite Organization (EUTELSAT)/Europe.

- Hellenic National Space €ommittee (HNSC)/Greece.

- Indian Space Research'Organization (ISRO)/India.

- Institute of Space Research (IKI)/Russian Federation.

- KFKI Research Iastitute for Particle & Nuclear Physics (KFKI)/Hungary.

- Korea Aerospace Research Institute (KARI)/Korea.

4 MIKOMTEK: CSIR (CSIR)/Republic of South Africa.

- Ministry\of Communications (MOC)/Israel.

- National Institute of Information and Communications Technology (NICT)/Japan.
- National Oceanic & Atmospheric Administration (NOAA)/USA.

- ClNational Space Program Office (NSPO)/Taipei.

— Space and Upper Atmosphere Research Commission (SUPARCO)/Pakistan.

— Swedish Space Corporation (SSC)/Sweden.

— United States Geological Survey (USGS)/USA.

CCSDS 727.0-B-3 Page iv June 2005
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DOCUMENT CONTROL

Document  Title Date Status

CCSDS CCSDS File Delivery Protocol, January  Original Issue (superseded)

727.0-B-1 Issue 1 2002

dcCSDS CCSDS File Delivery Protocol, October Issue 2

7R7.0-B-2 Issue 2 2002 (superseded)

dcSDS CCSDS File Delivery Protocol, June Current Issue:

7R7.0-B-3 Issue 3 2005 adds procedures for
unacknowledged-mg¢de
handling of metadaty and
file data received afier the
arrival of the EOF PDU
for the same transaction.

CCSDS 727.0-B-3 Page v June 2005
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1 INTRODUCTION
1.1 PURPOSE AND SCOPE

This document defines a CCSDS File Delivery Protocol (CFDP) and associated service for
application in the space environment. It is intended for use over the current and envisaged
packet delivery services used in the space environment including:

— CCSDS conventional pqh]{pf telecommand:
D41 \ + 5

— CCSDS conventional packet telemetry;
— CCSDS Advanced Orbiting Systems (AOS) Path service.

In may also operate over a wide variety of ground network services including those spe¢ified
bly the CCSDS for cross-support purposes.

Tlhe protocol operates in the space-to-ground, ground-to-space, and space-to-space diredtions
of transfer. It may be initiated by the file sending or receivingentity.

In the interests of interoperability, protocol elements are included for generalized forgs of
andard file manipulation operations based on assumptions of a common model for a
filestore’, or medium used to store files. It is recégnized, however, that the precise rature
hd capabilities of filestore management systems are operating-system dependent angl, for
r‘[ reason, the protocol assumes a virtual® filestore and associated services thgt an
plementation must map to the capabilities-of the actual filestore used.

wn

I

=)

1}2 APPLICABILITY

—

his Recommendation specifies a protocol and associated services that are applicable to
bace missions with continwous duplex contact, intermittent duplex contact, asymmeftrical
ime-disjunct contact, and simplex contact.

=< »n

1}13 CONVENITIONS AND DEFINITIONS
113.1 BITNUMBERING CONVENTION AND NOMENCLATURE

this document, the following convention is used to identify each bit in an N-bit field.| The
F]l"]ﬁ]l] itted (ic_ left iustified when drawi iguke) is

defined to be ‘Bit 0’; the following bit is defined to be ‘Bit 1’ and so on up to ‘Bit N—1".
When the field is used to express a binary value (such as a counter), the Most Significant Bit
(MSB) shall be the first transmitted bit of the field, i.e., ‘Bit 0°.

p—
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BITO BIT N-1

N-BIT DATA FIELD

FIRST BIT TRANSMITTED = MSB

Fignrp 1-1: Bit Nnmhpring Convention

In adcordance with modern data communications practice, spacecraft data fields are~ofte
grouped into 8-bit ‘words’ which conform to the above convention. Throughout th

Rec

1.3.2

This

Z0=]

mendation, the following nomenclature is used to describe this grouping;

8-BIT WORD = ‘OCTET

Figure 1-2: Octet Convention

CSDS convention, all ‘spare’ bits shall be permanentlyset to value ‘zero’.

ORGANIZATION OF THE RECOMMENDATION

Recommendation is organized as follows:

Section 2 provides an overview of th¢ protocol, its intended use, and a description ¢f
the main interactions involved.ima’file transfer.

Section 3 defines the services provided by the protocol along with the associatdd
primitives and parametets:

Section 4 is the main body of the protocol specification.
Section 5 defifies the formats for the PDUs.
Section 6 defines proxy and directory operations.

Section”7 defines a number of classes of operation designed to meet the most typicil
operating scenarios.

VAW, 2 1 DAY

(Q 41 Q 4 1 tlha NA 4+ T £ 41 A D)

DULULUIVIT O ULSUITULS UIv LVLallasUlll\/llt TIITUITIIAUIVUIL D Asv \LVLLU}.
Annex A provides a list of informative references.

Annex B provides a list of acronyms and definitions.

Annex C provides an example of file checksum calculation.
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1.3.3 DEFINITIONS
1.3.3.1 Definitions from Open Systems Interconnection (OSI) Basic Reference Model

This Recommendation makes use of a number of terms defined in reference [5]. The use of
those terms in this Recommendation shall be understood in a generic sense, i.e., in the sense
that those terms are generally applicable to any of a variety of technologies that provide for
the exchange of information between real systems. Those terms are:

— entity;

— Protocol Data Unit (PDU);
— service;

— Service Access Point (SAP);
— Service Data Unit (SDU).

113.3.2 Definitions from OSI Service Definition Conveéntions

—

his Recommendation makes use of a number of termis’defined in reference [6]. The se of
ose terms in this Recommendation shall be understood in a generic sense, i.e., in the pense
&at those terms are generally applicable to any\of a variety of technologies that provide for
e exchange of information between real sysféms. Those terms are:

- = =

— Indication;
—  Primitive;
— Request;

— Response.

113.3.3 Terms Defined in This Recommendation
Within the context of this document the following definitions apply:

A CFEBP-protocol entity (or CFDP entity) is a functioning instance of an implementatipn of
llle CEDP protocol, roughly analogous to an Internet protocol ‘host’.

=+

The functional concatenation of a file and related metadata transmitted between two CFDP
entities is termed a File Delivery Unit (FDU); in this context the term ‘metadata’ is used to
refer to any data exchanged between CFDP protocol entities in addition to file content,
typically either additional application data (such as a ‘message to user’) or data that aid the
recipient entity in effectively utilizing the file (such as file name). Note that an FDU may
consist of metadata only. Note also that the term ‘file’ is frequently used in this specification
as an abbreviation for ‘file delivery unit’; only when the context clearly indicates that only
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actual files are being discussed, for example, in the explanation of the segmentation control
parameter or the source and destination file name parameters of the CFDP Service
Definition, should the term ‘file’ not be read as ‘file delivery unit’.

The individual, bounded, self-identifying items of CFDP data transmitted between CFDP
entities are termed CFDP Protocol Data Units or CFDP PDUs. Unless otherwise noted, in
this document the term ‘PDU’ always means ‘CFDP PDU’. CFDP PDUs are of two general
types: File Data PDUs convey the contents of the files being delivered, while File Directive
PDUs convey onty metadata and other non-tile information that advances the operation ¢f
the protocol.

A trdnsaction is the end-to-end transmission of a single FDU between two CFDP<entities. A
singlg transaction normally entails the transmission and reception of multiple'PBUs. Eadh
transpction is identified by a unique transaction ID; all elements of any single FDU, both file
contgnt and metadata, are tagged with the same CFDP transaction ID.

Any kingle end-to-end file transmission task has two associated entities: the entity that hgs
the file at the beginning of the task (the source) and the entity thathas a copy of the file whgn
the t3sk is completed (the destination).

Each| end-to-end file transmission task comprises one*et more point-to-point file copy
opergtions. A file copy operation has two associated-entities: the entity that has a copy ¢f
the file at the beginning of the operation (the sender or sending entity) and the entity that has
a copy of the file when the operation is completed (the receiver or receiving entity). In the
simplest case, the only sender of the file is the Source and the only receiver is the destinatiop.
In more complex cases (the general case) ther¢ are additional ‘waypoint’ entities that receiye
and $end copies of the file; the souree¢ s the first sender and the destination is the lapt
receiper.

Filesfore is a generic term referring to the medium used to store files.

The ferm offset is used in @ familiar way: the offset of a given octet of file data is the numbgr
of dafa octets that precede’this octet in the file.

[¢)]

The file delivery progress represented by a given file data PDU is the sum of the offset of th
PDUJs file data content (the offset of the content’s first octet) and the length of that file daja
contgnt.

The fransmission progress for a given transaction, delivering some file, is the maximum
progress value over all Tile data PDUS sent so far in the course of this transaction.

Similarly the reception progress for a given transaction is the maximum progress value over
all file data PDUs received so far in the course of this transaction. If and only if no data are
lost in transmission, reception progress is equal to the number of file data octets received.

The term CFDP user is used to refer to the software task that causes the local entity to
initiate a transaction or the software task that is notified by the local entity of the progress or
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completion of a transaction. The CFDP user local to the source entity is referred to as the
source CFDP user. The CFDP user local to the destination entity is referred to as the
destination CFDP user. The CFDP user may be operated by a human or by another software
process. Unless otherwise noted the term user always refers to the CFDP user.

1.4 REFERENCES

T]’\D followana documents contain-nrovasionswhich throuoh rofaranca 11 thic tagt r\r\nofltute
o OO v s GO ot R CHS - ot P o v I oS o o O s o S o ooty ot ooy

provisions of this Recommendation. At the time of publication, the editions indicated |were
vplid.  All documents are subject to revision, and users of this Recommendatiop are
epcouraged to investigate the possibility of applying the most recent editions of the
dpcuments indicated below. The CCSDS Secretariat maintains a register of .currently [valid
(JCSDS Recommendations.

[I1 AOS Space Data Link Protocol. Recommendation for Spacg-Data System Standards,
CCSDS 732.0-B-1. Blue Book. Issue 1. Washington, D.C.:CCSDS, September 2003.

[2] TM Space Data Link Protocol. Recommendation for Space Data System Standards,
CCSDS 132.0-B-1. Blue Book. Issue 1. Washington, D.C.: CCSDS, September 2003.

[8] Space Packet Protocol. Recommendation forrSpace Data System Standards, C¢SDS
133.0-B-1. Blue Book. Issue 1. Washington; D.C.: CCSDS, September 2003.

[4] TC Space Data Link Protocol. Recomimendation for Space Data System Standards,
CCSDS 232.0-B-1. Blue Book. Issue 1. Washington, D.C.: CCSDS, September 3003.

[$] Information Technology—QOpen-Systems Interconnection—Basic Reference Modell The
Basic Model. International Standard, ISO/IEC 7498-1:1994. Geneva: ISO, 1994.

[6] Information Technology—Open Systems Interconnection—Basic Reference Mofdel—
Conventions for_the’ Definition of OSI Services. International Standard, ISQ/IEC
10731:1994. Geneva: 1SO, 1994.

—

he latest issue§ of CCSDS documents may be obtained from the CCSDS Secretariat gt the
ldress indicated on page i.

o
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2 OVERVIEW

2.1 GENERAL

This Recommendation defines a protocol suitable for the transmission of files to and from
spacecraft data storage. In addition to the purely file delivery related functions, the protocol
also includes file management services to allow control over the storage medium.

from
r¢latively simple low earth orbit spacecraft to complex arrangements of orbiters and\lahders
spipported by multiple ground facilities and transmission links. In its simplest-forny, the
protocol provides a Core file delivery capability operating across a single link:" For jmore
cpmplex mission scenarios, the protocol offers Extended operation providing storefand-
fprward functionality across an arbitrary network containing multiple kinks with disparate
aailability.

he protocol is independent of the technology used to implement data storage and reduires
oply a few fundamental filestore capabilities in order to opefate. It assumes two filesjores,
ope within the spacecraft and one on the ground, and operates by copying data betwegn the
tyo filestore locations.

he protocol makes no assumptions about the .nférmation being transferred and cgn be
ufilized for a wide range of applications involving the loading, dumping, and contjol of
bacecraft storage.

[72]

Tlhe protocol has been specifically desighed to minimize the resources required for opergtion.
I{ is also scaleable, so that only those elements required to fulfill the selected optior}s are
r¢quired to be implemented.

>

Ithough the protocol can eperate over a wide range of underlying communication seryices,
TS Recommendation assumnes the use of CCSDS packet services as defined in referencgs [1]
rough [4].

= =
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2.2 ARCHITECTURE ELEMENTS

2.2.1 GENERAL

The architectural elements involved in the file delivery protocol are depicted in figure 2-1

and described below.

User

<

Protocol Entity

Communication System 0\\

~

Figure 2-1: Architectural Elements of the File Delivery Protocol
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2.2.2 USER

The protocol operates at the request of the CFDP user. The user interacts with the protocol
using the service primitives defined in section 3.

A CFDP user is always a software task, which may or may not be operated by a human.

Each CFDP protocol entity has at most one user. In some instances a user may not be
present; in particular, any entity which always functions solely as an Extended Procedures
waypoint (performing store and forward operations) need not have a user.

o]

2.3 PROTOCOL ENTITY

he protocol entity consists of implementations of the Core delivery.procedures, which
low immediate file delivery and manipulation over a single networkhep, and optionally the
xtended procedures, which allow for time-disjunct or immediate delivery over a number of
etwork hops with appropriate facilities for onward routing. A.single service interfgce is
fesented to the user; the operation of the Extended procedures is evident in the quality of
prvice and the multi-hop capability.

(i Tl= e IR =N —

212.4 FILESTORE

The protocol operates by copying files from storage medium to storage medium, and it is
therefore assumed that all CFDP entities have access to a local storage capability. Als the
ways in which the storage capability isyprovided will vary, the protocol is built oph the
premise that any file or organized set-of files (i.e., a filestore) can be described in terms$ of a
single standard representation. This:representation, called a ‘virtual filestore’ is assighed a
sfandard set of attributes which are then used by the protocol to manage the file delivery
P
h|
i

rocess. In an implementation, the virtual filestore must be mapped to and from gctual
rdware and software which constitute the real filestore. This approach allows conjplete
independence from the-technology used to implement the filestore.

2{12.5 UNDERLYING COMMUNICATION SYSTEM

The protoeol assumes the availability of a single conceptual underlying communidation
system,«reférred to as the ‘Unitdata Transfer (UT) layer’, to which all CFDP entitie$ in a
giverl €FDP addressing domain have access. In order that the protocol may operate gver a
wid®range of implementations, the services required of the UT layer have intentionally|been
kept as simple as possible; those services are assumed to be made available to any single
CFDP entity at only a single conceptual service access point.

Because of the potential diversity of physical underlying services in use, no reuse of
underlying protocol features is utilized beyond the addressing required to identify localities
within the domain of the underlying communication system (‘UT addresses’, to which
CFDP entities’ names may be mapped using information contained in the management
information base) and the delimitation of the CFDP Protocol Data Unit (CFDP PDU).
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The relative independence of the CFDP protocol specifically implies that all multiplexing to
support multiple file delivery transactions occurs internally in the CFDP protocol entity and
that sequence auditing and error detection is provided by CFDP. PDU length information is
incorporated in the CFDP PDU header to give independence from the underlying protocol
and to simplify protocol processing.

It should be noted that although the CFDP protocol can operate over a service where data
errors, data loss, and out-of-sequence delivery occur, it is not 1ntended to compensate for

proach is taken. A simplified analy51s of CFDP performance is detailed in the CE
Greep Book (CCSDS 720.1-G-1). This analysis will allow implementers to gauge likely
perfgrmance based on file size, file segment size and bit error probability.

2.2.60 MANAGEMENT INFORMATION BASE

To perform a file delivery, a significant amount of information must.be passed by the local
user [to its local CFDP entity and by the local CFDP entity to the remote CFDP entity.
Typigally, this data is static and may be stored within the CFDP entities as system tablep,
referfed to as the Management Information Base (MIB): The MIB contains sudh
information as default values for user communication$-requirements, e.g., for addregs
mapping, and for communication timer settings. The MIB is formally defined as part of the
protgcol specification in section 8.

2.3 | GENERAL CHARACTERISTICS
2.3.1] GENERAL

The CFDP enables the moving of-a*file from one filestore to another, where the two filestorgs
are i general resident in separate data systems and often with an intervening space link.
Functionally attached to,each such file may be metadata of variable size, format, and
semantics. The metadata)consists of information associated with the file or the file transfgr
such| as file names,“filestore requests, or messages to the CFDP user. The functionjl
concgtenation of axfile and all relevant metadata is termed an FDU, but it is also permissible
for an FDU to.consist of metadata only.

FDUjtransinission is accomplished by CFDP entities, each of which has access to exactly one
ﬁlestore A transactlon is the end-to- end transmission of a smgle FDU between two CFD
entities, the sender and the receiver.

As depicted in figure 2-2, the protocol procedures constitute the interaction between two
protocol entities. The sending entity is the entity from which the file is copied in a file copy
operation. The receiving entity is the entity to which the file is copied in a file copy
operation. Where direct connectivity between the source and destination is impossible, the
Extended procedures automatically execute multiple file copy operations: one file copy
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operation between the source and the first waypoint; others between successive waypoints as
necessary; and a final file copy operation between the last waypoint and the destination.
Each of these is simply another instance of the Core file copy operation.

CFDP CFDP
User User

A A

—

—

A
Protocol Copy Procedures o Protocol
Entity » Entity

Communications System

Figure 2-2: CFDP Procedutres

he reliability of a transaction is determined by whether the transaction is chosen to operate
unacknowledged mode or one of the acknowledged modes. In unacknowledged rhode,

ta delivery failures are not reported to the'sender and therefore cannot be repgired.
eception of the complete file is therefore~not guaranteed. In acknowledged modq, the
r¢ceiver informs the sender of any undglivered file segments or ancillary data. These are

then retransmitted, guaranteeing complete file delivery.

he transaction is termiinated when one of the following conditions applies:

Hach transaction results in the copying of a single FDU from source to destination. Within
apy single transaction, the subsidiary actions cancel, suspend, resume, and report mgy be
performed.
T

the file Hasbeen successfully transferred;
a sending or receiving entity has disallowed the transaction;

the transaction has been canceled because a fault was detected;

the source or destination CFDP user has canceled the transaction

2.3.2

USER OPERATIONS

The term ‘user operations’ refers to the use of the CFDP services offered by the local CFDP
entity to cause the CFDP user of a remote CFDP entity to initiate additional CFDP
transactions. User operations are implemented using the ‘Message to User’ capability of the
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protocol to forward an ‘order’ to the remote CFDP user which will in turn initiate a
transaction with its local CFDP entity.

Five standard user operations are defined: proxy operations, remote status report operations,
remote suspend and resume operations, and directory operations. Directory operations are
used to request a listing of the contents of a specified directory in the remote user’s local
filestore. Remote status report operations are used to request a report of the status of a
specified CFDP transaction at the remote entity. Remote suspend and resume operations are
used . . . .

entity
to so
as a|‘Get’) or to the user of some third CFDP entity. The FDU transmitted ima pro
opergtion normally contains a file but may contain only metadata, such as filestore directivgs
or a Message to User containing an order to another remote CFDP user.

User|operations are described in section 6.

2.3.3] ADDRESSING

Within any single CFDP network (i.e., any set of CEFDP entities that is closed undgr
comrpunication), each CFDP entity is assigned a unique name. As each CFDP entity hgs
acceqs to exactly one filestore, identification of a“CFDP entity implicitly identifies the
assodiated filestore. At each CFDP entity location, address look-up capabilities are providgd
using information contained in the associated MIB. This look-up capability providgs
trans|ation between the network-unique name of a CFDP entity and the corresponding U|T
addrgss, which may in reality be an JIaternet address, radio device buffer, APID, virtual
channel number, or other implementation-specific mechanism.

The pames, or ‘entity IDs’, that-uniquely identify the source CFDP entity and the destinatiqn
CFDP entity must be included in the header of each PDU in order for an FDU to he
succg¢ssfully transmitted through a series of waypoint CFDP entities.

2.3.4 STORE ANDFORWARD CONSIDERATIONS

When the Extended procedures are operating, the sender and/or receiver of a given PDU mdy
be a fwaypoint” CFDP entity. Extended procedures are used when the original source of the
PDUJhag no-direct connectivity to the PDU’s final destination, but only to some intermediafe
entity.C-That waypoint entity in turn may have direct connectivity either to the PDU’s finjl
destination or only to some further intermediate entity; the Tast waypoint entity in such a
chain must have direct connectivity to the final destination of the PDU.

The determination of how and when a waypoint entity forwards a PDU toward its target
entity is an implementation matter. In general it is desirable to forward each PDU as soon as
possible, rather than wait until custody of an entire FDU has been taken before forwarding
any part of it; this approach minimizes the time required for complete end-to-end
transmission of the data. In practice, however, immediate forwarding will frequently be
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impossible, because radio contact among CFDP entities is typically discontinuous. The
waypoint entity in such cases must store PDUs in some persistent medium, such as an
intermediate copy of the transmitted file, until forwarding is practical.

The end-to-end execution of a transaction may therefore comprise multiple successive
executions of Core procedures between adjacent entities, some of which may be initiated by
the Extended procedures themselves rather than by a CFDP user’s invocation of services;
when this is the case, the Extended procedures essentially take on the role of the CFDP user.

Owever, this variation is invisibie 1o the Core procedures, which operate in the same, way at

hen the sender for a Copy File procedure is the file’s source entity but thé-receivef is a
aypoint rather than the file’s destination entity, the sender issu€s,-a Trandgfer-
Cpnsigned.indication primitive (rather than a Transaction-Finished.indicj

primitive) when it receives notification from the receiver that the fil¢ has been succesgfully
cppied. This notifies the sending application that custody of the, file’has been transferfed to
the first waypoint; if the original file itself is being used as (the sender’s retransmission
buffer, and is therefore protected from deletion or modification, it is now safe to end that
protection.

tion

s noted earlier, when the receiver for a Copy File procedure is a waypoint, it may o1 may
t wait until the entire procedure is completesbefore beginning to copy the file tp the
stination (or next waypoint). Immediate (incremental) forwarding of the file hag the
sirable effect of minimizing delay in getting’at least part of the file to the destination.

he precise order in which stored PDUs are forwarded when connectivity is established is
ahother implementation matter. Opfional ‘flow labels’ may be associated with transmitted
ta to aid implementations of CEDP in determining how and when to issue the data.

213.5 RETRANSMISSION STRATEGIES

he quality of service offered by the protocol is selectable, according to mission
r¢quirements apd “fransmission capability, and ranges from an unacknowledged option,
hereby a fil€is'transmitted with no attempt at completeness should errors occur (errorg will
be detected,'and data discarded), to a fully acknowledged option providing error recpvery
through«retransmission. For the acknowledged modes of operation, several sub-option§ may
selected by the receiver. These sub-options relate to release time of any Negative
cknowledgments (NAKSs) and range from immediate release to deferred release (whereby
any NAKSs are stored until the assumed end of the transmission). The extent of available
retransmission strategies is more completely described in section 4.

2.3.6 VIRTUAL FILESTORE

The virtual filestore concept provides for a mapping of protocol filestore directives to actual
filestore manipulation. The way in which this mapping is performed in an implementation is
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al matter. Allowances are made in the protocol for inclusion of additional filestore

directives using the Type-Length-Value (TLV) capability of the Metadata PDU.

To enable interoperability, this Recommendation assumes a minimum set of capabilities

from

the virtual filestore as follows:
create file;

delete file;

In sg
recof
capal
strea

rename file;
append file;
replace file;
create directory;
remove directory;

list directory.

me circumstances, it is advantageous for the CFDP ‘protocol to be able to recognize
d boundaries within the file. If this option is to be used, the filestore must have the
pility to make the distinction between such files‘and those which are to be treated as|a
m of octets.

2.4 | OVERVIEW OF INTERACTIONS

Figute 2-3 shows the details of a Copy operation. (In all following figures in this sectiof,
dash¢d lines denote optional actions.)

CCSDS 727.0-B-3 Page 2-8 June 2005

© ISO 2007 — All rights reserved


https://standardsiso.com/api/?name=ec971774dffb2663173f5277098f73b0

ISO 17355:2007(E)

CCSDS RECOMMENDED STANDARD FOR CCSDS FILE DELIVERY PROTOCOL (CFDP)
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Figure 2-3: Copy Operations, Sequence of Events

All copy operations start with transmission of’the Metadata, followed by transmission
file segments and a PDU to indicate the End of File (EOF). Optional service primitiveg
be issued at the receiving entity to announce receipt of individual file segments; notific
of receipt of Metadata is mandatory.

For reliable transactions, a number of features are added. NAKSs are used to re

r¢transmission of lost data:  Receipt of the EOF PDU is ensured via an

afknowledgement. Since) lost data may still be outstanding after the EOF sequen|

Hinished PDU is sent'when all file data has been successfully assembled. Delivery o
U is ensured through use of the Finished acknowledgement.

hen the file\transmission task is completed the sending and receiving entities issue N
of Completion. These Notices of Completion are abstract internal events which ar
ekposedito the CFDP user. They are used to inform the Put procedures (described la
this section) of completion of the file transmission task.

f the
may
ation

(quest
EOF
ce, a
[ this

tices
E not
er in

The Put transaction is initiated by a pPut.request from a CFDP user to the source entity.
The Put.request results in initiation of the FDU transmission procedure and also of the first

(possibly only) copy operation. The Put.request also results in the notification

of a

Transaction identifier to the application so that the transaction may subsequently be
unambiguously identified. A Notice of Completion at the source entity causes it to issue a

Transaction-Finished.indication.
The Put transaction is illustrated in figure 2-4.
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Source Destination
Entity Entity

Put.request

\/

COpy File
Transaction.indication

\

Notification Notification Metadata=received.indication
of of ~—
/ Completion Completion ~ A
Transaction- Filesegment-received.indication
Finished.indication I~
~~

Transaction-
Finished.indication

Figure 2-4: Put Operations, Sequence of Events

It is possible for the source and destination CFDP entities of a transaction to be unable {o
comrpunicate directly; in this case the transaction may entail a‘series of point-to-poipt
(sender-to-receiver) PDU exchange sessions between the seuice and destination CF
entities and one or more waypoint CFDP entities, as shown in“figure 2-5.

Source Waypoint Waypoint Destination
Entity Entity Entity Entity

- Co
Py 1~
Transhction- & = VFi

Consigned.indication AN
C
DY Rt

OV B

Figure 2-5: File Custody Transfer Operations, Sequence of Events

When th¢ source of the file to be transferred is other than the local filestore, the requesting
user [must initiate a Put transaction containing a message to the user of the remote CFDPP
entity, the ‘proxy user’. This message requests that the proxy user in turn submit a
Put.request to that entity. The destination of the requested Put transaction may be the
original requesting user (in which case the proxy operation functions as a ‘Get’) or some
third CFDP user. On completion of the second transaction, the proxy user initiates a third
transaction to notify the original requesting user of the completion of the proxy operation. A
proxy put operation is illustrated in figure 2-6.
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Figure 2-6: Proxy Put Operations, Sequence of Events
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3 SERVICE DESCRIPTION
3.1 SERVICES AT THE USER INTERFACE

3.1.1 The services provided by the protocol shall be made available to the CFDP user and
shall include the following:

a) initiating the transmission of files between filestores;

b) initiating filestore operations on remote filestores;

¢) receiving events related to the operation of current transactions;

d) requesting status information related to the current transactions;

e) sending or receiving messages associated with the current transactions;

f) suspending, resuming, or canceling the transmission of a curfent transaction.

311.2 The CFDP entity shall be implemented such that virtually any number of transagtions
npay be concurrently in various stages of transmission or regeption at a single CFDP entifty.

NOTE - To clarify: the implementation must be able’to accept a Put.request prinyitive,
and thereupon initiate a new transactieny} prior to the completion of previpusly
initiated transactions. The completion of a transaction encompasses the initial
transmission of file data by the source entity, the reception of some or all of that
data by the destination entity, and any consequent acknowledgment| and
retransmission data exchange that may be necessary between the two enfities.
The requirement for concurrent transaction support therefore does not necesgarily
imply that the implementation must be able to begin initial transmission gf file
data for one transaction while initial transmission of file data for one or jmore
other transactiagns‘is still in progress. (But neither is support for this funcfional
model precluded.)

3l12 SUMMARY-OF PRIMITIVES

312.1 The-€FDP service shall consume the following request primitives:

a) Put.request,;
| ) Report request;

C) Cancel.request;

d) Suspend.request;

€) Resume.request.
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3.2.2 The CFDP service shall deliver the following indication primitives:
a) Transaction.indication;
b) EOF-Sent.indication;
C) Transaction-Finished.indication;

d) Metadata-Recv.indication;

€) File-Segment-Recv.indication;
f] Report.indication;

g) Suspended.indication,

h) Resumed.indication;

i] Fault.indication;

j] Abandoned.indication;

k) EOF-Recv.indication.
3.2.3] When the Extended procedures are implemented;;the CFDP service shall also delivgr
the fpllowing indication primitive: Transfer-Consigned.indication.
3.3 | SUMMARY OF PARAMETERS

NOTEE - The availability and use ,of parameters for each primitive are indicated in 3.p
where parameters that are’ optional are identified with square brackets [thusg]].
The following definitions apply.

)

3.3.1] The destination CEDP entity ID parameter shall uniquely identify the CFDP entity o
which the FDU is to be sent.

3.3.2| The source!CFDP entity ID parameter shall uniquely identify the CFDP entity from
which the FDU 4sto be sent.

3.3.3| The source file name parameter

a) “shall contain the full path name at which the file to be copied is located at tle
filestore associated with the source entity;

b) shall be omitted when the FDU to be Put contains only metadata, such as a message
to a user or a standalone filestore request.

3.3.4 The destination file name parameter

a) shall contain the full path name to which the file to be copied will be placed at the
filestore associated with the destination entity;
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b)

3.5

a)

b)

shall be omitted when the FDU to be Put contains only metadata, such as a message
to a user or a standalone filestore request.

The segmentation control parameter

shall indicate whether the file being delivered is to be segmented as an array of octets
or as an array of variable-length records;

shall be omitted when local and remote file names are omitted.

313.6
livery and shall contain the ID of the source CFDP entity together with a sequénce number

N

1

(=)

3
1

—

that is specific to that entity.

The Transaction ID parameter shall uniquely identify a single instancel.of [FDU

OTES
At any moment, any given transaction ID is unique within/ the CFDP addressing
domain that encompasses the source CFDP entity.
The entity ID and transaction sequence number are variable in length to
accommodate differing mission requirements. Ascommon parsing scheme is dgfined
to allow full interoperability despite differing parameter lengths.

3.7 The Condition code parameter shall provide additional information on some change

1 transaction status.

3.8

ansaction. The format and scopeof the status report parameter are specific t
mplementation. It could contain information such as:

The Status report parameter shall’ indicate the status of the indicated file deﬂfvery
the

a) whether the transaction:is finished, canceled, suspended, or active;

b) what extents of the FDU are known to have been successfully received by the
receiving CEDP-entity;

c) what extents of the FDU are known to have been transmitted by the sending FDP
entity.

313.9 _Fault handler overrides:

a)" If included, the optional fault handler overrides shall indicate the actions to be faken
Tpon detection of one or More types of fault condition. Each fault handier override
shall identify both a type of fault condition to be handled and the action to be taken in
the event that a fault of this type is detected; each such action shall be one of the
following:

— cancel the file delivery transaction,
— suspend the transaction,
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— ignore the fault but issue a Fault.indication primitive to the local CFDP user, or

— abandon the transaction and issue an Abandoned.indication primitive to the
local CFDP user.

b) The fault conditions for which handler overrides may be specified are a subset of the
conditions listed in table 5-5, later in this specification. The listed conditions that are not
fault conditions are ‘No error’, ‘Suspend request received’, and ‘Cancel request
received’.

c) For each type of fault condition for which no fault handler override is includdd
among the service request parameters, a default handler shall be selected according fo
the contents of the MIB.

3.3.10 If included, the optional transmission mode parameter shall override the defaLI}t
transmission mode. The values of the transmission mode parameter are!‘acknowledged’ ¢r
‘una¢knowledged’.

3.3.1]1 If included, the optional Messages to User parameter-shall be transmitted at the
beginning of the transaction and delivered to the destination CFDP user upon receipt. Certajn
messpges are defined in the Proxy, Remote Status Report, and Directory Operations sectign
to allow remote initiation of CFDP transactions.

3.3.1R Filestore Requests:

a) if included, the optional filestore requests shall be transmitted at the beginning of tH
transaction and shall be acted upon<by the destination entity when all data transfgr
activities of the transaction are completed;

(¢]

b) to indicate the action to be taken, each filestore request shall include sub-parametef
as follows:

w2

— action,

— file name 1,

— file name.2 (present for certain values of the action parameter);
c) the acfion sub-parameter may take the values of:

< _\create file,

—deterefite,

— rename file (file name 2 present),
— append file (file name 2 present),
— replace file (file name 2 present),

— create directory,
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— remove directory,
— ‘deny’ file (like delete, but does not fail if file does not exist),
— ‘deny’ directory (like remove, but does not fail if directory does not exist);

d) when the value of the file name I or file name 2 sub-parameter is equal to the value of
the destination file name parameter, the file to which the filestore request pertains
shall be the newly delivered file;

e) in the case of multiple filestore requests in the same transaction, the source. ¢ntity
shall preserve the order in which the requests were submitted and the-destirfation
entity shall execute them in this same order.

@»

3.13 The Filestore Responses parameter shall indicate whether the indicated fildstore
pquests in the indicated transaction succeeded or failed and shall-include the follqwing
ditional information for each filestore request:

o N

— ifit failed, an explanation;

— if'it succeeded, a report in action-specific format (if relevant).

313.14 The Filestore Responses parameter shall not.-be used to convey directory l{sting
mformation; the transfer of directory listing information is achieved via Directory Opergtions
tjansactions.

—

@

3.15 The flow label parameter may optionally be used to support prioritizationy and
reemption schemes.

)

OTE — The flow label parameter should be taken as a hint to the order in which FDUs
should be transmitted when the opportunity arises, but the manner in which| flow
labels are used gs\strictly an implementation matter.

313.16 The offset parameter shall indicate a displacement from the beginning of the file.

313.17 The lengthparameter shall indicate the number of octets of file data received.

@»

3.18 The. \progress parameter shall report on current file transmission or reception
rogress,-as’ defined earlier.

)
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3.4 SERVICES REQUIRED OF THE UNDERLYING COMMUNICATION
SYSTEM
The service primitives and parameters required to access the services of the Unitdata
Transfer (UT) layer are:
UNITDATA.request (UT_SDU, UT Address)
UNITDATA.indication (UT_SDU, UT Address)
NOTES
1 The service assumed of the underlying layer is as simple as possible to allow CFDPP

to be as generally applicable as possible. For the purposes of this specification the
service is referred to as the UT service and the delimited data unit it\transfers is the
UT Service Data Unit (UT_SDU). Although the UT layer is eonéeptually a single
service, in practice CFDP might use several different “physical underlying
communication systems at different times, or even concurfently, depending on the
remote entities with which it is in communication. In apurely CCSDS network the
sole service could be the CCSDS Path or Packet serviee, and the UT _SDU would he
the data field of a CCSDS packet.

The format and contents of the UT Address.parameter depend on the addressirlg
capabilities and conventions of the underlying service. Information in the MIB mupt
enable translation between CFDP entity fames and the corresponding UT addresses

The CFDP protocol operates overta single conceptual UT service access point. In
practice, the implementation of'the UT layer is not constrained to provide all servicgs
through a single physical setvice access point. Different physical service access
points would necessarily-be.provided if different physical underlying communicatign
systems were in use concurrently. A given implementation might even maintain |a
different physical service access point for each remote entity with which CFDP |s
currently (at anycdmoment) in direct communication.

The above-list of mandatory UT layer service primitives does not imply that the UT
layer is prohibited from supporting additional services for the convenience of the CFDP
impletentation. Possible additional primitives that might prove valuable include:

< _‘An indication whenever the UT layer is prepared to accept another PDU for

transmission to the UT laver instance at an identified UT address. (Thijs

indication could be used to implement data flow control. Destination UT address
might be needed in the indication because the UT layer might be transmitting
concurrently to multiple UT addresses.)

— An indication whenever the UT layer completes transmission of a UT _SDU
whose content is a CFDP PDU to which Positive Acknowledgment procedures
apply. (This indication could be used to start positive acknowledgment timers.)
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5 The assumed minimum underlying quality of service is:
— with possible errors in the delivered UT _SDU;
— incomplete, with some UT_SDUs missing;

— 1in sequence; i.e., the delivered UT _SDUs are delivered in the order in which they
were transmitted. (In-sequence arrival is specifically assumed in the design of the
immediate, asynchronous, and prompted lost segment detection modes and the
Keep Alive mechanism.)

The CFDP protocol can operate over a service where data errors and data,10ss dccur;
and when no incremental lost segment detection procedures are in effect, even ofit-of-
sequence data arrival can be tolerated. However, the protocol is)hot intendgd to
compensate for networks where these effects are prevalent. Severe perfornpance
reductions will result if such an approach is taken.
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3.5 CFDP SERVICE PRIMITIVES
3.5.1 Put.request
3.5.1.1 Function

The Put.request primitive shall be used by the application to request delivery of a file from

the spurce-filestore to-a-destinationfilestore-

3.5.1}2 Semantics

Put.[request shall provide parameters as follows:

o)

ut.request (destination CFDP entity ID,
[source file name],
[destination file name],
[segmentation control],
[fault handler overrides],
[flow label],

[transmission mode],
[messages to user],

[filestore requests])

3.5.113 When Generated

Put.request is generated by the source CFDP user at any time.

3.5.1{4 Effect on Receipt

Recejpt of Put . requestshall cause the CFDP entity to initiate source entity put procedures

3.5.115 Additienal Comments

Nong.
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3.5.2 Cancel.request
3.5.2.1 Function

The cancel.request primitive shall be used to request that a transaction be canceled.

3.5.2.2 Semantics

Chncel. request shall provide parameters as follows:

Cancel.request (transaction ID)

@»

5.2.3 When Generated

Cpncel.request is generated by any CFDP user at any time during the lifetime of any
tjansaction.

315.2.4 Effect on Receipt

=

eceipt of cancel.request shall cause a Notice of €Cancellation at the local entity.

3{5.2.5 Additional Comments

None.

CCSDS 727.0-B-3 Page 3-9 June 2005

© I1SO 2007 — All rights reserved 41


https://standardsiso.com/api/?name=ec971774dffb2663173f5277098f73b0

ISO 17355:2007(E)

CCSDS RECOMMENDED STANDARD FOR CCSDS FILE DELIVERY PROTOCOL (CFDP)

3.5.3 Suspend.request
3.5.3.1 Function

The suspend.request primitive shall be used to request that a transaction be suspended.

3.5.3.2 Semantics

Susplend. request shall provide parameters as follows:

Shspend.request (transaction ID)

3.5.3l13 When Generated

Suspend.request is generated by any CFDP user at any time duting-the lifetime of any
transpction, except that for a transaction sent in unacknowledged mode it can only He
genefated by the transaction’s source user.

3.5.314 Effect on Receipt

Recejpt of suspend. request shall cause a Notice of Suspension at the local entity.

3.5.315 Additional Comments

Nong.
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3.54 Resume.request
3.54.1 Function

The Resume.request primitive shall be used to request that a suspended transaction be
resumed.

)
n
N
[ S
W
P
:
o
o
C.
P
y

Resume.request shall provide parameters as follows:

Resume.request (transaction ID)

7]

5.4.3 When Generated

Resume.request is generated by any CFDP user at any timeCduring the lifetime of any
fansaction, except that for a transaction sent in unacknowledged mode it can only be
generated by the transaction’s source user.

=t

315.4.4 Effect on Receipt

=

eceipt of Resume.request shall have no.effect on any transaction that is not curfently
hspended. For a transaction that is currently suspended, it shall cause the local CFDP ¢ntity
¢ initiate Resume procedures.

= ©

3{5.4.5 Additional Comments

pecial case of transaction resumption, which applies to any transaction which the| user
bplication can determine is currently suspended solely due to transaction inactivity (i.e}, as a
¢sult of an Inactivity fault). On receipt of any service indication produced because of afrival
[If a PDU fot’such a transaction, the user application might infer that the transaction’s
activity is.ended and thereupon automatically resume the transaction.

User application developers’ may find it advisable to provide automated support fof one
s
a

=0 =
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3.5.5 Report.request

3.5.5.1 Function

The Report.request primitive shall be used to request a report on the status of a

transaction.

3.5.5,2—Semantics

Repofrt . request shall provide parameters as follows:

Report.request (transaction ID)

3.5.513 When Generated

Repoft.request is generated by any CFDP user at any time dufing the lifetime of any

transhction.

3.5.5l4 Effect on Receipt

Recejpt of Report.request shall cause the CFDR entity to return a Report.indicatign

primijtive to the CFDP user.

3.5.5/5 Additional Comments

Nong.
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3.5.6 Transaction.indication
3.5.6.1 Function

The Transaction.indication primitive shall be used to indicate the Transaction identifier
to the source CFDP user.

Transaction.indication shall provide parameters as follows:

Transaction.indication (transaction ID)

[)

5.6.3 When Generated

Transaction.indication shall be generated on receipt of a Put)request primitive.

315.6.4 Effect on Receipt

Tlhe effect on receipt of Transaction.indicationb¥y a CFDP user is undefined.

3{5.6.5 Additional Comments

Tlhe Transaction ID parameter is returtied by the CFDP entity and provides the source (FDP
ser with a means of uniquely identifying the associated transaction thereafter.

c
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3.5.7 EOF-Sent.indication
3.5.7.1 Function

The EOF-Sent.indication primitive shall be used to notify the source CFDP user of the
initial transmission of a transaction’s EOF PDU.

3.5.7.2—Semantics

EOF-Sent.indication shall provide parameters as follows:

EPF-Sent.indication (transaction ID)

3.5.713 When Generated

EOF-Bent.indication shall be generated on initial transmission ©f an EOF PDU, at the
conclusion of initial transmission of a transaction’s Metadata and-file data.

3.5.7t4 Effect on Receipt

The g¢ffect on receipt of EOF-Sent.indication by a CFDP user is undefined.

3.5.7l5 Additional Comments

Gengdration of EOF-Sent.indication is optional. The user may choose to base a flow
contjol system in part on this ‘mechanism, e.g., to refrain from submitting a new
Put.frequest primitive until the'EOF-Sent.indication resulting from the previous one hgs
been|received.
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3.5.8 Transaction-Finished.indication

3.5.8.1 Function

The Transaction-Finished.indication primitive shall be used to indicate to the source
or destination CFDP user that the transaction is complete and that the source CFDP user is
authorized to modify or delete any retransmission buffer (file) that it was sharing with the
protocol entity to conserve persistent storage space.

5.8.2 Semantics
ransaction-Finished.indication shall provide parameters as follows:

Transaction-Finished.indication (transaction ID,
[filestore responses],
[status report],
condition code,
file status,

delivery code)
315.8.3 When Generated
Transaction-Finished.indication is generated on Notice of Completion of ¢ file
tlansmission procedure either at the soutce CFDP entity or, optionally, at the destination
(FDP entity.
315.8.4 Effect on Receipt
The effect on receipt \of Transaction-Finished.indication by an applicatign is
uhdefined.
315.8.5 Additional Comments
Transaction-Finished.indication is always generated by the source CFDP entity and
chn .also be generated by the destination CFDP entity. The condition code indicates the
cpndition under which the transaction was finished.
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3.5.9

3.5.9

The

Metadata-Recv.indication
.1 Function

Metadata-Recv.indication primitive shall be used to indicate to the destination

CFDP user that the metadata associated with a transaction has been received.

3.5.9

2 Semantics

Meta)

3.5.9

Meta

3.5.9

The
unde

3.5.9

Nong.

Metadata-Recv.indication (transaction ID,

SA £ a2 a2y

data-Recv.indication shall provide parameters as follows:

source CFDP entity ID,
[source file name],
[destination file name],
[messages to user])

13  When Generated

data-Recv.indication is generated on receipt of.a Metadata PDU.

4 Effect on Receipt

effect on receipt of Metadata-Recy.indication by the destination CFDP user |s
fined.

15 Additional Comments
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3.5.10 File-Segment-Recv.indication
3.5.10.1 Function

The File-Segment-Recv.indication primitive shall be used to indicate, to the destination
CFDP user, the receipt of individual file data (non metadata) segments.

W

5.10.2-Semantics

Lo

ile-Segment-Recv.indication shall provide parameters as follows:

File-Segment-Recv.indication (transaction ID,
offset,
length)

3{5.10.3 When Generated

o]

ile-Segment-Recv.indication is generated on receiptiofa File Data PDU.

315.10.4 Effect on Receipt

Tlhe effect on receipt of File-Segment-Recv(indication by a CFDP user is undefined,

3{5.10.5 Additional Comments

(eneration of File-Segment-Recv.indication is optional. Offset is the number of ¢ctets
1 the file prior to the first octet of the received File Data PDU’s content.

—
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3.5.11 Suspended.indication

3.5.11.1 Function

The Suspended.indication primitive shall be used to indicate to the CFDP user that the
transaction has been suspended.

3.5.11.2—Semantics

Susp

Shispended.indication  (transaction ID,

condition code)

3.5.1]1.3 When Generated

Susp

procg¢dure.

3.5.1]1.4 Effect on Receipt

ended. indication shall provide parameters as follows:

ended.indication is generated on Notice of Suspension of a file transmissign

The g¢ffect on receipt of Suspended. indication®y a CFDP user is undefined.

3.5.1j1.5 Additional Comments

Nong.
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3.5.12 Resumed.indication
3.5.12.1 Function

The Resumed.indication primitive shall be used to indicate to the CFDP user that the
transaction has been resumed.

W

5.12.2-Semantics

o)

ksumed. indication shall provide parameters as follows:

Resumed.indication (transaction ID,
progress)

3{5.12.3 When Generated

Resumed.indication shall be generated in response to Resume.request.

315.12.4 Effect on Receipt

—

he effect on receipt of Resumed. indication by a CFDP user is undefined.

3{5.12.5 Additional Comments

Progress indicates how far the issuing CFDP entity had progressed, in sending or receiving
e transaction’s transmitted file, as of the moment at which the Resumed.indication was
generated.

=t
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3.5.13 Report.indication

3.5.13.1 Function

The Report.indication primitive shall be used to report to the CFDP user on the status of
a transaction.

3.5.13.2—Semantics

Repofrt . indication shall provide parameters as follows:

bl

eport.indication (transaction ID,
status report)

3.5.18.3 When Generated

Repo,

3.5.13.4 Effect on Receipt

The ¢

3.5.1B.5 Additional Comments

The 1

rt.indication shall be generated on receipt of the Reports request primitive.

pffect on receipt of Report.indication by a CFDP user is undefined.

ormat and scope of the status repoyt parameter are specific to the implementation.
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3.5.14 Fault.indication
3.5.14.1 Function

The Fault.indication primitive shall be used to indicate to the CFDP user the occurrence
of a fault condition for which the designated fault handler was ‘Ignore’.

W

5.14.2 Semantics

o

Bult.indication shall provide parameters as follows:

Fault.indication (transaction ID,
condition code,
progress)

3{5.14.3 When Generated

o]

Bult.indication shall be generated upon detection 6f & fault condition for which the
psignated fault handler is ‘Ignore’.

o

315.14.4 Effect on Receipt

The effect on receipt of Fault.indication by a CFDP user is undefined.

3{5.14.5 Additional Comments

—

he progress parameter indicates how far the issuing CFDP entity had progressed, in sefding
I receiving the transaction’s transmitted file, as of the moment at which the
Bult.indication Was generated.

H_ O
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3.5.15 Abandoned.indication
3.5.15.1 Function

The abandoned.indication primitive shall be used to indicate to the CFDP user the
occurrence of a fault condition for which the designated fault handler was ‘Abandon’.

3.5.15.2-Semantics

Abandoned. indication shall provide parameters as follows:

Abandoned.indication (transaction ID,
condition code,
progress)

3.5.15.3 When Generated

Abanfoned. indication shall be generated upon detection of.a fault condition for which the
designated fault handler is ‘Abandon’.

3.5.15.4 Effect on Receipt

The ¢ffect on receipt of Abandoned. indication by a CFDP user is undefined.

3.5.15.5 Additional Comments

The progress parameter indicate§thow far the issuing CFDP entity had progressed, in sendirlg
or receiving the transaction’s transmitted file, as of the moment at which the
AbanHoned.indication was generated.
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.5.16 Transfer-Consigned.indication

.5.16.1 Function

When (and only when) the Extended procedures are in operation, the Transfer-
Consigned.indication primitive shall be used to indicate, to the source CFDP user, the
complete reception of a file by the first waypoint.

)

= 4

o

se)

3

T

—

5.16.2 Semantics
ransfer-Consigned.indication shall provide parameters as follows:

Transfer-Consigned.indication (transaction ID)

5.16.3 When Generated

ransfer-Consigned.indication shall be generated by the source entity on receipt
inished PDU with End System Status flag set to ‘0’.

5.16.4 Effect on Receipt
ransfer-Consigned.indication shall aufhorize the source CFDP user to modi

elete any retransmission buffer (file) that.it'was sharing with the protocol entity to con|
prsistent storage space.

5.16.5 Additional Comments

he Transfer-Consignéd.indication primitive is provided to support ‘buffer shariy

mplementations of th¢ extended procedures for memory-constrained environments.

of a

fy or

SCTVE

g’ in
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3.5.17 EOF-Recv.indication

3.5.17.1 Function

The EOF-Recv.indication primitive shall be used to indicate to the destination CFDP user

that the EOF PDU associated with a transaction has been received.

3.5.1

EOF -

E

3.5.1

EOF-
trans

3.5.1

The 4

3.5.1

Gene

7.2 Semantics

Recv.indication shall provide parameters as follows:

DF-Recv.indication (transaction ID)

7.3 When Generated

hction, of the EOF PDU for the transaction.

7.4 Effect on Receipt

7.5 Comments

ration of EOF-Recv. indication is optional.

Recv.indication is generated on initial receipt, at-the destination entity of |a

ffect on receipt of EOF-Recv.indication'by the destination CFDP user is undefined.
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PROTOCOL SPECIFICATION
1 CORE PROCEDURES
1.1 CRC PROCEDURES

1.1.1 CRC Procedures at the PDU Transmitting Entity

tha CRC onts etiva tha P francmattin g o dhall cat tha CRC floo to Sam

> and

[e)

4

[

[4

4
16

©

It
the CRC and discard the PDU if it fails the CRC validation procedure!

1ty 3
TIIcT \/1\\/ Ul}tl\lll 15 u\ath\./, tnT—T 1T LLuLquLLlLLALLE Ulltlb] ST STUT T \/L\\/ Tag—t oy

hlculate and insert the CRC for each outgoing PDU.

1.1.2 CRC Procedures at the PDU Receiving Entity

the CRC flag is set to ‘true’ in the incoming PDU, the PDU receiving entity shall calg

1.1.3 CRC Validation Procedure

1.1.3.1 The CRC computation algorithm shall be the standard CCSDS Telecommand
gorithm as specified in 4.2.1.3 of the CCSDS Telecommand Recommendation (refe

H).

1.1.3.2 The CRC value shall be placed in;the final octets of the PDU data field, af
ngth shall be included in the PDU data field\length. The CRC algorithm shall be applied

the first octet of the PDU header to the last‘octet of the PDU data field prior to the CRC valye.

1.2 CHECKSUM PROCEDURES

he checksum shall be 32 bifs in length and shall be calculated by the following method
hnex C for an example):

a) it shall initially be set to all ‘zeroes’;

ulate

CRC
fence

nd its
from

| (see

b) it shallbbe calculated by modulo 2** addition of all 4-octet words, aligned froi
start of the file;

next three octets of the word,

n the

d) the results of the addition shall be carried into each available octet of the checksum
unless the addition overflows the checksum length, in which case carry shall be

discarded.

CCSDS 727.0-B-3 Page 4-1 June 2005

©180

2007 — All rights reserved

57


https://standardsiso.com/api/?name=ec971774dffb2663173f5277098f73b0

ISO 17355:2007(E)

CCSDS RECOMMENDED STANDARD FOR CCSDS FILE DELIVERY PROTOCOL (CFDP)

NOTES

1 In order to include in a checksum the content of a file data PDU whose offset
is not an integral multiple of 4, it is necessary to align the data properly before
adding 4-octet blocks of it to the checksum. Data at offset O may be aligned
by inserting N octets of value ‘zero’ before the first octet of the data, where
N = Q mod 4 (the remainder obtained upon dividing Q by 4).

7]

Ill Ul dCl tU iu\,}udc ill a bllcbl\bulll d DCLluClle Uf IIVII Ubtctb (t‘llc ﬁl Dt Uf Wllib}l i
at a file offset that is an integral multiple of 4) where M is less than 4;it
necessary to pad the data to length 4 before adding it to the checksum.) THe
data may be padded by inserting (4 — M) octets of value ‘zero’ after-the lapt
octet of the data.

NP

7]

4.1.3] PUT PROCEDURES

Recejpt of a Put.request primitive shall cause the source CFDP.entity to initiate

o

a Transaction Start Notification procedure; and
b) a Copy File procedure, for which
1) any fault handler overrides shall be derived\from the Put.request,

2) any Messages to User or filestofé requests shall be derived from tHe

Put.request,

3) omission of source and destination filenames shall indicate that only Metadata
will be delivered,

4) the transmission mode. (acknowledged or unacknowledged) is defined by th
existing content of jthe MIB unless overridden by the transmission mod
parameter of the put.request.

o o

4.1.4 TRANSACTION START NOTIFICATION PROCEDURE

4.1.41 Thetransaction identifier shall be

o

issued sequentially by the source CFDP entity in response to a service request; and

b)) “ised for all subsequent references to the transaction.

4.1.4.2 No two transactions for which there is any contemporaneous protocol activity may
have the same transaction identifier.

NOTE - Duplicate transaction identifiers will inevitably result in erroneous protocol
behavior.
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4.1.4.3 The source CFDP entity shall issue a Transaction.indication primitive that
notifies the source CFDP user of the transaction identifier.

4.1.5 PDU FORWARDING PROCEDURES

4.1.5.1 Each outgoing PDU shall be directed to the appropriate CFDP entity using the
addressing capabilities of the underlying Unitdata Transfer service.

411.5.2 The remote Unitdata Transfer Service Access Point (UT-SAP) to which the PDU is
¢ be directed shall be obtained from the MIB, based on the identifier of the CFDPyentjty to
hich the PDU is to be delivered.

ﬁ(—b

41.5.3 Depending on the type of PDU, the identifier of the CFDP entity to"which the [PDU
4 to be delivered shall be one of the following:

—

a) for an ACK PDU, the ID of the CFDP entity which sent“the PDU that is being
acknowledged;

b) for a File Data, Metadata, EOF, or Prompt PDU «the’receiver entity ID for thdt file
copy operation;

c) for a NAK, Finished, or Keep Alive PDU{’the sender entity ID for that file [copy
operation.

Z

OTE — When only the Core procedures‘are implemented, the sender and receiver ¢f the
file are the source and destindtion entities as identified in the PDU header. When
the Extended procedures-are operating the senders and receivers of files [must
recognize themselves(as 'such; the manner in which this is accomplished |is an
implementation matter.

41.5.4 Any PDU whose destination entity ID differs from the identifier of the CFDP ¢ntity
¢ which it is delivered shall be discarded, except that such PDUs shall be processgd in
afcordance with the‘Extended Procedures if those procedures are implemented.

-

41.6 COPY-FILE PROCEDURES

NOTES

n the followinge bsection he hame of an a P Or-2 mished PD 1N des,

in parentheses, either the name of the specific condition code that the PDU carries
(such as ‘No error’) or the general condition name ‘cancel’ indicating that the PDU
carries some condition code other than ‘No error’ and ‘Suspend request received’.

2 The name of an ACK PDU includes, in parentheses, the type of PDU which is being
acknowledged: EOF or Finished.
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3 When only the Core procedures are implemented, the sender of the file is always the

transaction’s source entity, and the receiver of the file is always the transaction’s
destination entity.

4.1.6.1 General Procedures

4.1.6.1.1 Copy File Procedures at the Sending Entity

4.1.6(1.1.1 If the Transaction mode is unacknowledged, unacknowledged procedures shalll
apply at the sending entity. If the Transaction mode is acknowledged, acknowledggd
procgdures shall apply at the sending entity.

4.1.6{1.1.2 Initiation of the Copy File procedures shall cause the sending CFDP entity o
forwjrd a Metadata PDU to the receiving CFDP entity.

4.1.611.1.3 The Metadata PDU shall contain

a) an indication of whether or not the file contains records-whose boundaries are to he
respected when the file is segmented for transmission i file data PDUs;

b) the size of the file if known (i.e., for a bounded file);
c) the source and destination names (path names).of the file;

d) optional fault handler overrides, Messages to User, filestore requests, and/or flopv
label.

NOTE - Assuring that all relevant-myetadata for the transaction are contained within |a
single Metadata PDU is an-implementation responsibility.

4.1.6,1.1.4 For transactions_that deliver more than just metadata, Copy File initiation aldo
shall|cause the sending CFDP entity to retrieve the file from the sending filestore and fo
transpit it in File Data PDUs.

4.1.6,1.1.5 Each segment of data shall be forwarded in a File Data PDU, which also shalll
contdin the offsef;dn octets, from the beginning of the file at which the segment is located.

bounfdaries' be respected, the first octet of a segment shall always be the first octet of a file
recorid./Multiple complete records may occupy a single segment, but no record may spgn
multiple segments.

4.1.611.1.6_ <If the segmentation control service parameter has requested that recold

NOTE — The method by which record boundaries in a file are detected is a local
implementation matter. Agreement on such a method is not necessary for
interoperability among CFDP entities. (However, it may be required for the
correct operation of the source and destination CFDP user applications.)
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4.1.6.1.1.7 If the segmentation control service parameter was omitted, record boundaries
shall by default not be respected.

NOTE - The segmentation algorithm is otherwise not specified in this Recommendation.

4.1.6.1.1.8 If the segmentation control service parameter has requested that record
boundaries be respected and there is no observable record structure to the file, an Invalid File
Structure fault shall be declared.

NOTE — The algorithm for observing record structure in a file is not specified. 'in this
Recommendation. It is an implementation matter at the sender~and i not
relevant at the receiver.

oS

1.6.1.1.9 When the Metadata PDU and all File Data PDUs have béen issued (thiat is,
hen either (A) the file to be sent is bounded and the last octet of that, file has been sg¢nt or
B) the file to be sent is unbounded and the transmission session fér;that file has concluded
I (C) no file is to be sent),

=

~

(®)

a) the sending CFDP entity shall issue an EOF (No errer),PDU;

b) the sending CFDP entity may optionally issue an’EOF-Sent.indication, depefpding
on a setting in the MIB;

c) the EOF (No error) PDU shall contain the checksum of the original file and the lgngth
of the file (which might not have bgen known at the time the Metadata PDU was
issued).

41.6.1.1.10 The flow label may optionally be used to support prioritization and preemjption
chemes.

2]

NOTE - The use of the flow label is implementation specific.

41.6.1.2 Copy File-Procedures at the Receiving Entity

41.6.1.2.1 Ifjthe Transaction mode is unacknowledged, unacknowledged procedures|shall
apply at thérreceiving entity. If the Transaction mode is acknowledged, acknowlgdged
procedures.shall apply at the receiving entity.
4
c

1.:6.1.2.2 The receiving CFDP entity shall store the value of the transmission mode bit

¥o1 q tlhha L0t s 4 DNNIT o F P 41 d 14 L 1. 4 3 f
ULIlAaI1rnvy 111 IV 11150 TULUUIVUOUU 1 1IJU Ul a tIalisavtivll alfda usy Il 1Ul DUUDULiU\./llL PIU\JDDDI g O

the transaction. If the receiving CFDP entity is incapable of operating in this mode, an
Invalid Transmission Mode fault shall be declared.

4.1.6.1.2.3 The receiving CFDP entity shall store fault handler overrides, file size, flow
label, and file name information contained in the Metadata PDU and use it for subsequent
processing of the transaction.
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4.1.6.1.2.4 Any repeated Metadata PDU shall be discarded.

4.1.6.1.2.5 For transactions that deliver more than just metadata, if and when the receiving
CFDP entity determines that the filestore cannot accept the file a Filestore Rejection fault
shall be declared.

NOTE - Determination of filestore inability to accept a file is implementation specific.

4 1 126 I tha racaivar
e L UFT"Zs0

etha trancacntinn’c doctinating ongint o
AL UIV ITUVVUVIVUVI 10 UV LT ArioaviIivIil o \J\aublllubl\lll, l\J\J\Jltlt J

Meatadata PDIT ch ]1
TviIctacata T oAl

caus¢ the destination entity to issue a Metadata-Recv.indication:

a) if the Metadata PDU contains one or more messages to user, they shall be passed as|a
parameter of the Metadata-Recv.indication;

b) if the Metadata PDU contains filestore requests, these shall be stored for execution fit
the conclusion of delivery of the transaction’s file data, if any.

4.1.6,1.2.7 On reception of File Data PDUs by the receiver, the fil¢ data shall be assemblgd
into g file using the offset and segment size information of the EdedData PDU:

a) any repeated data shall be discarded;

b) if the segmentation control flag contained in thezMetadata PDU indicates that record
boundaries have been respected, the alignmént of records in the received File Dafa
PDU may be used to assist in record reconstruction;

c) if the sum of the File Data PDU’sceffset and segment size exceeds the file sige
indicated in the first previously received EOF (No error) PDU—if any—then a Fi
Size Error shall be declared.

(¢}

4.1.611.2.8 At the earliest time ‘at which the transaction’s Metadata, all file data (if any)),
and EOF (No error) PDU have(all been received by the receiving entity:

a) a checksum shall be calculated for the delivered file;

b) the calculated‘and received file checksums shall be compared;

c) if the compared checksums are equal, file delivery shall be deemed Complete;
d) a File*Checksum Failure fault shall be declared if the compared checksums are nt
equal.
NOTE — The action taken upon such error need not necessarily entail discarding the
delivered file. The default handler for File Checksum Failure faults may be
Ignore, causing the discrepancy to be announced to the user in a
Fault.indication but permitting the completion of the Copy File procedure
at the receiving entity. This configuration setting might be especially
appropriate for transactions conducted in unacknowledged mode.
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4.1.6.1.2.9 Upon initial receipt of the EOF (No error) PDU, the file size indicated in the
PDU shall be compared to the transaction reception progress and a File Size Error fault
declared if the progress exceeds the file size.

4.1.6.1.2.10 The flow label may optionally be used to support prioritization and preemption
schemes.

NOTE - The use of the flow label is implementation specific.

4,1.6.2 Optional Copy File Procedures at the Receiving Entity

=

eceipt of a File Data PDU may optionally cause the receiving CEDP,”if it i§ the
fansaction’s destination, to issue a File-Segment-Recv.indication. [hitial receipt ¢f the
HOF PDU for a transaction may optionally cause the receiving- CFDP, if it i§ the
flansaction’s destination, to issue an EOF-Recv.indication.

-t

=t

41.6.3 Unacknowledged Mode Procedures
41.6.3.1 Unacknowledged Mode Procedures at the-Sending Entity

Tlransmission of an EOF (No error) PDU shall.€ause the sending CFDP entity to ispue a
Notice of Completion (Completed).

41.6.3.2 Unacknowledged Mode Procedures at the Receiving Entity

Upon receipt of an EOF (No errot) PDU:

a) If file reception is déenied complete as explained in 4.1.6.1.2.8 above, the receiving
CFDP entity shallissue a Notice of Completion (Completed).

b) Otherwise, actransaction-specific Check timer shall be started. The timer shall{have
an implementation-specific expiry period, and there shall be an implementgtion-
specifie limit on the number of times the Check timer for any single transaction} may
expite~ When the timer expires, the receiving entity shall determine whether dr not
file.reception is now deemed complete. If so, the receiving entity shall issue a Notice
of Completion (Completed). Otherwise, if the Check timer expiration limit has|been
reached, then a Check Limit Reached fault shall be declared; otherwise the (Check

by 1 111 4
LIITICT Sliall UU 1ITSCUL.
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4.1.6.4 Acknowledged Mode Procedures
4.1.6.4.1 Acknowledged Mode Procedures at the Sending Entity

4.1.6.4.1.1 The sending CFDP entity shall respond to all received NAK PDUs by
retransmitting the requested Metadata PDU and/or the extents of the data file defined by the
start and end offsets of the segment requests in the NAK PDU.

protocol or (for greater efficiency in non-volatile storage space manageme
may be a publicly visible file. This is an implementation matter, as is the-manngr
in which the buffer is released.

4.1.6{4.1.2 Segmentation of the retransmitted data shall not be congtrained by th
segmentation of the original transmission or by the start and end offsets-in the NAK PDI
The ¢onstraints imposed by the segmentation control parameter, howevér,remain in effect.

o

-

4.1.614.1.3 Receipt of the Finished (No error) PDU with End System Status flag set to *
shall|cause the sending CFDP entity to issue a Notice of Complgtion (Completed).

4.1.6{4.1.4 The procedures for processing a Finished (No error) PDU with End System
Status flag set to ‘0’ are defined in the Extended procedures.

4.1.614.1.5 Positive Acknowledgment procedures shall be applied to the EOF (No erro
and Finished (No error) PDUs with the Expected Responses being ACK (EOF) PDU an
ACK] (Finished) PDU, respectively.

[SNNE2

4.1.644.2 Acknowledged Mode Procedures at the Receiving Entity

4.1.6{4.2.1 A file data gap shall be detected when any of the following conditions is true:
a) the offset of the first)octet of the first extent of received file data is not zero;

b) the offset of.the last octet of some contiguous extent of file data differs from the
offset of the first octet of the next contiguous extent of data of the same file by mote
than one}

c) theoffset of the last octet of the last extent of file data differs from the length of the
file as stated in the EOF (No error) PDU by more than one.

4.1.6.4.2.2 Lost Metadata shall be detected upon receipt of the first non-Metadata PDU
(File Data or EOF (No error)) of a transaction for which no Metadata PDU has yet been
received.

4.1.6.4.2.3 In accordance with any Lost Segment Detection procedures that are in effect,

the receiving CFDP entity shall issue NAK PDUs as follows:
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a) Each NAK PDU shall identify the subset of file data to which it pertains, i.e., the
scope of the NAK PDU. The scope of a NAK PDU is expressed as two offsets within
the file, indicating the start and end of the scope.

b)

In addition to its scope, each NAK PDU shall contain zero or more segment requests.
The segment request(s) in a NAK PDU shall identify the start offsets and end offsets
of all extents of file data within its scope which have not yet been received, and shall
also identify missing metadata if any.

d)

The start offsets and end offsets of segment requests do not need to relate in_ahy
to the original segmentation of the file.

One NAK sequence shall be issued for each event upon which gap)teporti
deemed necessary by any Lost Segment Detection procedures that arein effect.

way

hg is

1) Each NAK sequence shall pertain to some subset of file data; i.e., the scope ¢f the

2)

3)

4)

NOTE - Normally each NAK sequence will comprise only a single NAK PDU

5)

NAK sequence.

The start of scope for a NAK sequence shall be the end of scope of the pre
NAK sequence issued for the same transaction, Qr)zero if there has been no
NAK sequence.

The end of scope for a NAK sequence shall be the entire length of the file
transaction’s EOF (No error) PDU hag.been received. Otherwise it shall b
current reception progress at the time of the event that caused issuance q
NAK sequence.

Each NAK sequence shall comprise as many NAK PDUs as are required, t
into consideration any limits on the maximum size of the content of a UT
to contain all the segment requests that must be sent in order to re
retransmission of all the missing file data and Metadata within the scope d
NAK sequence.

The statt of scope for the first NAK PDU in a sequence shall be the start of
forthe NAK sequence; the start of scope for every other NAK PDU i
sequence shall be the end of scope of the prior NAK PDU. The end of scoy
the last NAK PDU in the sequence shall be the end of scope for the

sequence itself; the end of scope for every other NAK PDU in the sequence

Vious
prior

f the
e the
f the

hking
SDU,
(quest
f the

I

cope
h the
e for
NAK
shall

be the end offset of the NAK PDU’s last segment request.

4.1.6.4.2.4 At the moment that file delivery is deemed Complete, as explained in
4.1.6.1.2.8 above, the entity shall:

a) issue a Notice of Completion (Completed);

b) if the receiving entity is the transaction’s destination, issue a Finished (No error)
PDU with End System Status flag set to “1’. Any filestore responses shall be carried
as parameters of the Finished (No error) PDU.
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4.1.6.4.2.5 Positive Acknowledgment procedures shall be applied to the EOF (No error)

PDU and to any Finished (No error) PDU produced, with the Expected Responses being
ACK (EOF) PDU and ACK (Finished) PDU respectively.

4.1.6.4.3 Incremental Lost Segment Detection Procedures at the Receiving Entity

4.1.6.4.3.1 General

w

The arious Incremental Lost Segment Detection procedures are not mutually exclusiy
Seledtion of incremental lost segment detection procedures to implement at a given enfity is|a
local|matter.

Nong of the Incremental Lost Segment Detection procedures shall remain “n -effect, for |a
giver) transaction, after initial reception of the EOF (No error) PDU.

4.1.6/4.3.2 Immediate

o

In Imimediate Mode, each file data gap or lost Metadata detected prior to reception of th
EOF| (No error) PDU shall cause the receiving CFDP, entity to issue a NAK sequende
immgdiately.

4.1.6,4.3.3 Prompted

In Prompted mode, upon receipt of a Prompt PDU prior to reception of the EOF (No errof)
PDU]J the receiving CFDP entity shall issue a NAK sequence. If there are no missing file dafa
or mptadata, the NAK sequence shall_ comprise a single NAK PDU containing no segment
requgsts.

4.1.6{4.3.4 Asynchronous

In Agynchronous mede, in response to an implementation-specific external event occurring
prior|to reception 6f'the EOF (No error) PDU, the receiving CFDP entity shall issue a NAK
sequ¢nce. If ther¢ are no missing file data or metadata, the NAK sequence shall comprise|a
singlg NAK<PDU containing no segment requests.

NOTESs" Examples of external events are the opening of a window of opportunity, f(l)r
missions having sporadic contact, or a signal from a periodic timer at the
receiving CFDP entity.

4.1.6.4.4 Incremental Lost Segment Detection Procedures at the Sending Entity

In response to an implementation-specific external event, the sending CFDP entity may issue
a Prompt (NAK) PDU.
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4.1.6.4.5 Deferred Lost Segment Detection Procedures at the Receiving Entity

Upon initial receipt of the EOF (No error) PDU for a transaction, the receiving entity shall
determine whether or not any of the transaction’s file data or Metadata have yet to be
received. If so:

a) If any file data gaps or lost Metadata are detected for which no segment requests were
included in previously issued NAK PDUs, the receiving CFDP entity shall issue a

NLAJL
INAIN STHULIIUT.

b) A transaction-specific NAK timer shall be started. The timer shall>bhave an
implementation-specific expiry period. When the timer expires, the réeeiving ¢ntity
shall determine whether or not any of the transaction’s file data or m¢tadata haye yet
to be received. If so, the receiving entity shall issue a NAK sequence whose gcope
begins at zero and extends through the entire length of the file;"and the timer shall be
reset.

NOTE - Because the expiry period of the NAK titmer is wholly implementgtion-
specific, it is not required to be the sanle on successive iterations of this
data completeness determination -oycle; in fact, it might eveh be
dynamically altered (possibly multiple times) prior to any dingle
expiration. In effect, re-examination of the file to check for| data
reception completeness—and “potentially initiate issuance of a NAK
sequence—may occur at any time following reception of the EOH (No
error) PDU, at the sole discretion of the implementation.

41.6.4.6 NAK Limit

An implementation-specific ;reasure of NAK activity shall be maintained for [each
tfansaction, and, if an implémentation-specific limit is reached for a given transactipn, a
NAK Limit Reached faulf shall be declared.

NOTE - A typicabimplementation of NAK activity limit is a limit on the number of

successive times the NAK timer is allowed to expire without intervening
reception of file data and/or metadata that had not previously been received.

41.6.5~Keep Alive Procedures

4 1 A & 1 O oy 3o
el eUesJe L VUL VIUYY

The Keep Alive mechanism is provided as a means by which a sending entity may monitor
the progress of file data reception at the receiving entity, so that problems may be detected
prior to acknowledgment of the EOF (No error) PDU.
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4.1.6.5.2 Keep Alive Procedures at the Receiving Entity

4.1.6.5.2.1 In all acknowledged modes, the receiving CFDP entity may periodically send a
Keep Alive PDU to the sending CFDP entity reporting on the transaction’s reception
progress so far at this entity.

4.1.6.5.2.2 The Keep Alive PDU shall also be sent in response to receipt of a Prompt (Keep
Alive) PDU.

4.1.6{5.2.3 However, transmission of Keep Alive PDUs shall cease upon receipt of the
transpction’s EOF (No error) PDU.

4.1.6,5.3 Keep Alive Procedures at the Sending Entity

4.1.6(5.3.1 At the sending CFDP entity, if the discrepancy between thé.reception progre
repofted by the Keep Alive PDU and the transaction’s transmission progress so far at th
entity exceeds a preset limit, the sending CFDP entity may optionally declare a Keep Aliye
Limif Reached fault.

»n wn

4.1.6{5.3.2 In response to an implementation-specific stimulus, the sending Entity mqy
genefate a Prompt (Keep Alive) PDU to force the receiving entity to send a Keep Alive PDU

_‘—1

4.1.6,6 Cancel Response Procedures
4.1.6,6.1 Cancel Response Procedures at\the Receiving Entity

4.1.616.1.1 Receipt of an EOF (can¢el) PDU shall cause the receiving CFDP entity to issye
a Notice of Completion (Canceled).

4.1.6/6.1.2  If an acknowledged'mode is in effect, Positive Acknowledgement procedures shqll
be applied to the EOF (cancel) PDU with the Expected Response being an ACK (EOF) PDU.
4.1.6(6.2 CancebResponse Procedures at the Sending Entity

4.1.6[6.2.1 ‘Receipt of a Finished (cancel) PDU shall cause the sending CFDP entity fo
issuela Notice of Completion (Canceled).

4 1 693 ) £ o aclknavdedased made it tmn—oaffoct Poqitiva A oleamaoladagamannt e e dao
100z T a— aUKno Wit g OO TTHOOC—TI5— T CTCOT T OSTU v O Y UKTIO W ICG g CUIICTIT pProccaurcs

shall be applied to the Finished (cancel) PDU with the Expected Response being an ACK
(Finished) PDU.
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4.1.6.7 Resume Procedures
4.1.6.7.1 General

Resume procedures apply upon receipt of a Resume.request primitive submitted by the
CFDP user. However:

a) a Resume.request primitive shall be ignored if it pertains to a transaction that is not
currently suspended;

b) if the transaction to which a Resume.request primitive pertains is currently.nof only
suspended but also frozen (as defined in 4.1.12), then the transaction shalll be
considered no longer suspended but the only applicable procedure-shall bg the
issuance of a Resumed.indication.

4,1.6.7.2 Resume Procedures at the Sending Entity

41.6.7.2.1 On receipt of a Resume. request primitive, the sefiding CFDP entity shall
a) resume transmission of file segments;

b) issue a Resumed.indication.

41.6.7.2.2 If operating in acknowledged mode,

a) any suspended transmission of Prompt PDUs shall be resumed;

b) the application of Positive Acknowledgment Procedures to PDUs previously i$sued
by this entity shall be resumed:

41.6.7.3 Resume Procedures at the Receiving Entity

41.6.7.3.1 On receiptof a Resume.request primitive, the receiving CFDP entity shal
a) resume trapsmission of NAK PDUs;
b) resumeany suspended transmission of Keep Alive PDUS;

C) «isSlie a Resumed. indication.

411.6.7.3.2 The application of Positive Acknowledgment Procedures to PDUs previbusly
issued by this entity shall be resumed.

4.1.6.8 Report Procedures

Upon receipt of a Report.request primitive during a Copy File procedure, the CFDP entity
shall issue a Report.indication primitive providing information on the progress of the
transaction.
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NOTES

1 Since there is no interaction with any other protocol entity, there is no protocol
associated with this procedure.

2 The Report.indication primitive may also be issued on an asynchronous basis
without the necessity for a Report.request primitive.

4.1.7) POSITIVE ACKNOWLEDGEMENT PROCEDURES
4.1.7{1 Positive Acknowledgement Procedures at PDU Sending End

If Popitive Acknowledgement procedures apply to a PDU,

a) upon issuing the PDU the sending CFDP entity shall start a timer (and retain the PDJ
for retransmission as necessary;

b) if the Expected Response is not received before expiryof the timer, the sending
CFDP entity shall reissue the original PDU;

c) the sending CFDP entity shall keep a tally of the number of transmission retries;

d) if a preset limit is exceeded, the sending CFDP entity shall declare a Positive ACK
Limit Reached fault;

e) receipt of the Expected Response shall cause the sending CFDP to release the
retained PDU.

4.1.7}2 Positive Acknowledgement Procedures at PDU Receiving End

Recejpt of a PDU to which Positive Acknowledgement procedures are applied shall cause the
receijing CFDP entity immediately to issue the Expected Response.

NOTES

1 By issuifig-the Expected Response the CFDP entity only confirms receipt of the PDU;
issuance of the Expected Response does not imply that the receiving CFDP entity has
taken' any other action as a result. For example, production of an ACK (E(T:

y

(Cancel)) PDU implies that an EOF (Cancel) PDU was received but not necessari
that thre Teferenced tramsactiomr was canceed:

2 The receiving CFDP entity is always required to issue the Expected Response upon
receipt of a PDU to which Positive Acknowledgment procedures are applied. The
purpose of the Expected Response is to turn off the PDU retransmission timer at the
sending end. This purpose must be served regardless of the status of the transaction:
undefined, active, terminated, or unrecognized.
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4.1.8 FAULT HANDLING PROCEDURES

4.1.8.1 Whenever a fault condition is detected and declared, the appropriate fault handler
shall be invoked. A default handler shall be specified in the MIB for each type of fault
condition, but for any particular transaction a fault handler override may have been stipulated
for one or more types of fault condition; fault handler overrides, where present, shall be
invoked in preference to the corresponding default fault handlers.

NOTE—Untitthe Metadataforatransactromr s recetved;the recervimg - €FBPentity cannot
know what fault handler overrides have been stipulated and therefore can| only
invoke the default fault handlers. Stipulating a fault handler override’in p Put
request therefore does not guarantee that the receiving entity willlbehave in the
stipulated manner.

[y

1.8.2 Invocation of a fault handler shall result in one of the following:
a) issuance of a Notice of Cancellation;

b) issuance of a Notice of Suspension, but only if the-affected transaction was s¢nt in
‘acknowledged’ transmission mode or the fault condition was declared at the spurce
entity of the transaction;

¢) no protocol action; i.e., the fault conditiends ignored (note that this may resfilt in
unpredictable protocol behavior) and .a Fault.indication with condition [code
identifying the fault condition is issued’to the CFDP user;

d) abandonment of the transaction; resulting in an Abandoned.indication |with
condition code identifying the-fault condition.

[y

1.8.3 All faults shall be logged, even if no action is taken.

oS

1.9 FILESTORE PROCEDURES

[y

1.9.1 Filestore_requests shall be executed only if any associated Copy File procg¢dure
proceeded to cempletion with no error.

NOTE ~& _When a Copy File procedure results in a fault of any kind, no associated filgstore
requests are executed and no Filestore Responses are generated.

A9 il hall | tted_in_the Directive T feld of the

Metadata PDU in the order in which they were submitted in the Put primitive (see 3.5.1).

4.1.9.3 Execution of filestore requests is mandatory. Filestore requests shall be executed in
the order in which they are received in the Directive Parameter field of the Metadata PDU.

4.1.9.4 Execution of a filestore request shall result in the generation of a Filestore
Responses parameter. If acknowledged mode is in effect, the Filestore Responses parameter
shall be transmitted to the originator of the request via the Finished (No error) PDU.
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4.1.9.5 If any filestore request obtained from a given Metadata PDU does not succeed, no
subsequent filestore requests from the same Metadata PDU shall be executed; for each of
these non-executed subsequent filestore requests, the filestore request status code returned in
the resulting Filestore Responses parameter shall be ‘not performed’.

4.1.9.6 Failure of a filestore request shall not result in the declaration of a fault of any kind.

4.1.1-1INACTPATFY-MONTO
4.1.10.1 For a particular transaction, if there is a cessation of PDU reception for a specitiqd
time [period (the transaction inactivity limit) then an Inactivity fault condition:shall He
declqred.

4.1.10.2 This requirement does not apply to the sending entity of an unaeknowledged mode
transfer.

4.1.10.3 The default handler for Inactivity faults shall be to Cancel the transaction.

4.1.11 INTERNAL PROCEDURES
4.1.1]1.1 Notice of Completion Procedures
NOTES

1 In the following subsections, the name of a Notice of Completion may include, in
parentheses, the name of the spedific disposition of the affected Copy File procedurg,
either ‘Completed’ indicating.suiccessful completion of the procedure or ‘Canceled’
indicating cancellation of the procedure. Disposition name may be omitted from the
name of a Notice of Completion when it is irrelevant in the context in which the nanje
is used.

2 It is possible for-a Notice of Completion (Canceled) to be issued after a Notice ¢f
Completion{(€Completed) has been issued for the same transaction. This could Qe
caused, for example, by the receiving entity’s repeated failure to receive an ACK
PDU in)response to its Finished (No error) PDU, resulting in the declaration of|a
Positive ACK Limit Reached fault. The standard Notice of Completion Procedurgs
continue to apply in this event. At the receiving entity the received file will already
have heen delivered to the user for normal processing by the time the Notice of
Completion (Canceled) is issued.
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4.1.11.1.1 Notice of Completion Procedures at the Sending Entity

4.1.11.1.1.1 On Notice of Completion of the Copy File procedure, the sending CFDP entity shall

a)
b)

release all unreleased portions of the file retransmission buffer;

stop transmission of file segments and metadata.

4.1.11.1.1.2 If sending in acknowledged mode,

a)
b)

a)

b)

a)

b)
c)

)

41.11.1.1.3 In any case,

41.11.1.2 Notice of Completion Procedures at the Receiving Entity

411.11.1.2.1 Ifreceiving in acknowledged mode:

411.14.1:2.2 In any case,

any transmission of Prompt PDUs shall be terminated;

the application of Positive Acknowledgment Procedures to PDUs previously issued
by this entity shall be terminated.

if the sending entity is the transaction’s source, it shall-issue a Transaction-
Finished.indication primitive indicating the condijtion' in which the transgction
was completed;

if the sending entity is the transaction’s source and the file was sent in acknowlgdged
mode and the procedure disposition cited in the*Notice of Completion is ‘Completed’
and the Finished PDU whose arrival compléted the transaction contained a Filgstore
Responses parameter, then that Filestorg, Responses parameter shall be passed in the
Transaction-Finished.indicatiod/primitive.

transmission of NAK PDUs, whether in response to NAK timer expiration jor in
response to any-gther events, shall be terminated;

any transmission of Keep Alive PDUs shall be terminated;

the application of Positive Acknowledgment Procedures to PDUs previously igsued
by,this entity shall be terminated.

1£ th 1xz1 it aq tha feomconti it ot oti gy o d b o ] dieno ‘ition
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cited in the Notice of Completion is ‘Completed’, the receiving CFDP entity shall
execute any filestore requests conveyed by the Put procedure;

if the procedure disposition cited in the Notice of Completion is ‘Canceled’, and the
receiving entity is the transaction’s destination, then the incomplete data shall be
either discarded or retained according to the option set in the MIB;
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NOTE - On Notice of Completion (Canceled) for a transaction for which a Notice of
Completion (Completed) was previously declared, all file data have
necessarily already been received and, therefore, there are no incomplete data
to discard or retain.

c) if the receiving entity is the transaction’s destination, then it may optionally issue a
Transaction-Finished.indication primitive indicating the condition in which the
transaction was completed;

dl) if the receiving entity is the transaction’s destination, Filestore Responses and/or [a
Status Report shall be passed as parameters of the Transaétion
Finished.indication primitive as available.

4.1.1]1.2 Notice of Cancellation Procedures
4.1.11.2.1 General

At anjy time during a Copy File procedure, either the sending CEDP entity or receiving CFDP
entity may issue a Notice of Cancellation.

NOTIE — The Notice of Cancellation may be issued in fedction to the declaration of a fauflt
or to receipt of a Cancel.request primitive'submitted by the CFDP user.

4.1.1j1.2.2 Notice of Cancellation Procedures-at the Sending Entity

4.1.1]1.2.2.1 On Notice of Cancellation of;the Copy File procedure, the sending CFDP entify
shall

a) issue a Notice of Completion (Canceled);

b) issue an EOF (cancel) PDU indicating the reason for transaction terminatiof:
cancel.request teceived or the condition code of the fault whose declaratign
triggered the Notice of Cancellation. The file size field in the EOF (cancel) PDYU
shall contaifi the transaction’s current transmission progress, and the checksum in thjs
PDU shall'be the computed checksum over all file data PDUs sent so far in the courge
of this\transaction.

4.1.1]1,2.2.2 If sending in acknowledged mode,

a) Positive Acknowledgment procedures shall be applied to the EOF (cancel) PDU with
the Expected Response being an ACK (EOF) PDU with condition code equal to that
of the EOF (cancel) PDU;

b) any PDU received after issuance of the EOF (cancel) PDU and prior to receipt of the
Expected Response shall be ignored, except that all Positive Acknowledgment
procedures remain in effect.
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4.1.11.2.2.3 Any fault declared in the course of transferring the EOF (cancel) PDU must
result in abandonment of the transaction.

4.1.11.2.3 Notice of Cancellation Procedures at the Receiving Entity

4.1.11.2.3.1 On Notice of Cancellation of the Copy File procedure, the receiving CFDP
entity shall issue a Notice of Completion (Canceled).

41.11.2.3.2 Ifreceiving in acknowledged mode,

a) the receiving CFDP entity shall issue a Finished (cancel) PDU indicating the r¢ason
for transaction termination: Cancel.request received or the condition code gf the
fault whose declaration triggered the Notice of Cancellation;

b) Positive Acknowledgment procedures shall be applied to, the-Finished (cancel) [PDU
with the Expected Response being an ACK (Finished) PDU with condition |code
equal to that of the Finished (cancel) PDU;

¢) any PDU received after issuance of the Finished(cancel) PDU and prior to recejpt of
the Expected Response shall be ignored, exéeépt that all Positive Acknowledgment
procedures remain in effect;

d) any fault declared in the course of transferring this PDU must result in abandoriment
of the transaction.

411.11.3 Notice of Suspension Procedures
41.11.3.1 General

41.11.3.1.1 At any tim¢ during a Copy File procedure, either the sending CFDP entjty or
lhe receiving CFDP entity may issue a Notice of Suspension.

=t

NOTE - A Netice of Suspension may be issued in reaction to the declaration of a fapilt or
tolreceipt of a Suspend.request primitive submitted by the CFDP user.

41.11.3,1.2 However, a Notice of Suspension shall be ignored if it pertains|to a
tfansaction that is already suspended or if it is issued by the receiving CFDP entity |for a
tjansaction sent in Unacknowledged mode.

4.1.11.3.1.3 The following lists of the effects of transaction suspension at the sending and
receiving entities are exhaustive; no additional effects should be inferred. In particular,
received EOF and Finished PDUs shall be acknowledged and processed in accordance with
Positive Acknowledgment Procedures and the relevant Copy File procedures regardless of
any transaction suspension that may be in effect.
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4.1.11.3.2 Notice of Suspension Procedures at the Sending Entity

4.1.11.3.2.1 On Notice of Suspension of the Copy File procedure, the sending CFDP entity shall
a) suspend transmission of file segments;

b) save the status of the transaction.

4.1.11.3.2.2 If operating in acknowledged mode,

a) any transmission of Prompt PDUs shall be suspended;
b) the inactivity timer shall be suspended;

c) the application of Positive Acknowledgment Procedures to PDUs previously issudd
by this entity shall be suspended.

4.1.1]1.3.2.3 If the sending entity is the transaction’s source entity, it shall issue |a
Suspended.indication.
4.1.1]1.3.3 Notice of Suspension Procedures at the Receiving Entity

On Notice of Suspension of the Put procedure, the receiving CFDP entity shall

o

suspend transmission of NAK PDUs;

b) suspend any transmission of Keep Alivé PDUs;

c) suspend the inactivity timer;

d) suspend transmission of Finished (No error) PDUs;

e) suspend the applicationof Positive Acknowledgment Procedures to PDUs previously
issued by this entity;

f] save the status efthe transaction.

4.1.12 LINK SFATE CHANGE PROCEDURES

4.1.12.1 General

Linklstate change nrocedures shall annlv ynon notification. by the Management Informatian
I=h TrJ or o) =3

Base (MIB), of the start and end of opportunities to transmit PDUs to, or receive PDUs from,
specific remote CFDP entities.
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NOTE - The start of a transmission opportunity nominally corresponds to some moment
at which the remote entity will begin listening for PDUs from the local CFDP
entity (e.g., will have pointed its antenna appropriately and applied power to its
receiver), less the applicable one-way light time between the local and remote
entities; similarly, the end of a transmission opportunity nominally precedes, by
one-way light time, the moment at which the remote entity will cease listening
for PDUs from the local entity. A reception opportunity likewise nominally
begins at some moment at which the remote entity will begin sending PDUs to
the Tocal entity, plus one-way light time, and ends at the moment at which the
remote entity will cease transmission, again plus one-way light time. -However,
the manner in which these notifications are initiated and deliveredto-CFDP is
wholly a matter of implementation.

4,1.12.2 Transmission Opportunity Procedures

1.12.2.1 On notification of the end of an opportunity to transmit to a specified rgmote
FDP entity, the CFDP entity shall ‘freeze’ transmission foriall transactions for which it is
lhe sending entity and the specified remote entity is the reeeiving entity.

= e

411.12.2.2 The freezing of transmission for a transaction shall have the same effedts as
spspension of that transaction by the sending-entity (see 4.1.11.3.2), except th3t no
Suspended.indication shall be issued and\ the transaction shall not be consiflered
spispended.

[y

1.12.2.3 On notification of the start 6f an opportunity to transmit to a specified rgmote
FDP entity, the CFDP entity shall-thaw’ transmission for all transactions for which it |s the
ending entity and the specified rémote entity is the receiving entity.

e

41.12.2.4 The thawing of-tfansmission for a transaction shall have the same effedts as
¢sumption of that transaction by the sending entity (see 4.1.6.7.2.1), except that () no
Resumed.indicatior $hall be issued and (b) thawing transmission for a suspgnded
tfansaction shall have-ho effects whatsoever.

—

411.12.3 Reeeption Opportunity Procedures

411.12:3:1 On notification of the end of an opportunity to receive from a specified rgmote
(EDP entity, the CFDP entity shall freeze reception for all transactions for which it {s the
receiving entity and the specilied remote entity is the sending entity, except those that are in
Unacknowledged mode.

4.1.12.3.2 The freezing of reception for a transaction shall have the same effects as
suspension of that transaction by the receiving entity (see 4.1.11.3.3), except that no
Suspended.indication shall be issued and the transaction shall not be considered
suspended.
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4.1.12.3.3 On notification of the start of an opportunity to receive from a specified remote
CFDP entity, the CFDP entity shall thaw reception for all transactions for which it is the
receiving entity and the specified remote entity is the sending entity, except those that are in
Unacknowledged mode.

4.1.12.3.4 The thawing of reception for a transaction shall have the same effects as
resumption of that transaction by the receiving entity (see 4.1.6.7.3), except that (a) no
Resumed.indication shall be issued and (b) thawing reception for a suspended transaction
shall[have no effects whatsoever.

4.2 | EXTENDED PROCEDURES
4.2.1 GENERAL

4.2.1}1 Because the Extended procedures supplement and rely on theceapabilities providdd
by thie Core procedures, a CFDP implementation that supports the Exterided procedures shafll
also $upport all of the Core procedures without deviation from the’specification.

4.2.112 In particular, waypoint entities involved in a Copy“File procedure shall have the
samg ability to cancel, suspend, and resume the transactionyas do the source and destinatign
entitiies. To this end, whenever a CFDP entity is functioning as a waypoint (i.e., it is functionirlg
as th¢ receiving entity for a Copy File procedure whose file is destined for some other entity
the Hxtended procedures shall function in the capagity of the CFDP user: they shall receive qll
CFDP service indications issued in the course of'the Copy File procedure and shall submit arfy
necegsary CFDP service requests.

-

4.2.2| FILE DATA RELAY PROCEDURES
4.2.211 General

The following additional procedures shall apply whenever the receiving entity for a Coply
File procedure is not the file’s destination.

The fransmission,mode of a PDU relayed by a waypoint shall be the same as the transmissign
modg of that.PDU as received at that waypoint.

(¢}

Note|that.a waypoint may function as both the receiving entity for one Copy File Procedus
and dlse’‘the QPnding entity for a second anv File Procedure for the same transaction_at tHe

same time.

4.2.2.2 File Data Relay Procedures at the Receiving Entity in Unacknowledged Mode

Receipt of a Metadata, File Data, or EOF (No error) PDU shall cause the receiving CFDP
entity to relay the content of the PDU either to the destination entity or to another waypoint.
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4.2.2.3 File Data Relay Procedures at the Sending Entity in Acknowledged Mode

On receipt of a Finished (No error) PDU with End System Status flag set to ‘0’, the sending
CFDP entity shall issue a Notice of Consignment.

NOTE — The transaction remains unfinished after a Notice of Consignment and therefore
remains liable to cancellation.

42.2.4.1 Following receipt of the first PDU for a new transaction, the receiving (FDP
entity shall automatically initiate a second Copy File procedure, functioning as.the“sendg

i

NOTES

1 The receiver of the second Copy File procedure is eithercthe’ file’s destinatipn or
another waypoint. The receiving entity shall be selected at the time the procedyire is
initiated, based on the destination entity ID in the header ‘of the PDU whose reception
triggered initiation of the procedure.

2 The segmentation algorithm exercised by the waypoint entity in performing this Copy
File procedure will not necessarily be the same as that exercised by any pripr or
subsequent sender of the file. That is, the sizes of File Data PDUs may be different
during different Copy File procedures ofithe same transaction.

3 Features of CFDP that specifically rely on in-sequence data arrival should npt be
utilized in any operational s¢enario that relies on the Extended Procedurgs in
acknowledged mode. These¢ features include the Keep Alive mechanism and
Incremental Lost Segment Detection. In acknowledged mode, data retransmission
may cause the order<n'which file data segments are forwarded from a waypojnt to
differ from the order-in which they were originally issued by the source entity.

42.2.4.2 Upon receipt of each Metadata PDU or File Data PDU, the recipient entity|shall
r¢lay the content 6Fthe PDU to the receiver of the second Copy File procedure.

42.2.4.3 Wihen file delivery is deemed complete (as explained in 4.1.6.1.2.8) at a recejiving
waypoint CFDP entity, that entity shall relay the EOF (No error) PDU to the receiver ¢f the
second>Copy File procedure and shall issue to the sending entity of the original Copy File
procedure a Finished (No error) PDU with End System Status flag set to ‘0’.
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4.2.3 FINISHED (NO ERROR) PDU RELAY PROCEDURE

On receipt of any Finished (No error) PDU with End System Flag set to ‘1’ at any CFDP entity that
is not the source CFDP entity for the transaction, the following procedures shall apply in addition
to the Acknowledged Mode Procedures at the Sending Entity defined in the Core Procedures:

a) the recipient CFDP entity shall relay the PDU either to the source entity or to another
waypoint;

b) positive Acknowledgement procedures shall apply to the relayed Finished (No error) PBU.

4.2.4 CANCEL PROPAGATION PROCEDURES

4.2.41 On receipt of an EOF (cancel) PDU by a CFDP entity that is neither the source ngr
the destination of the file,

a) the entity shall issue a Notice of Completion (Canceled);

b) if an acknowledged mode is in effect, Positive Acknowledgement procedures shall be
applied to the EOF (cancel) PDU with the Expected Response being an ACK (EOF) PDU

c) the recipient CFDP entity shall relay the EOF (carneel) PDU toward the destination ¢f
the file;

d) if operating in acknowledged mode, Positive Acknowledgment procedures shall he
applied to the relayed EOF (cancel) PDU with the Expected Response being an ACK
(EOF) PDU.

NOTE - All of the core Notice of Completion (Canceled) procedures shall apply, with the
proviso that the recipiént CFDP entity shall be considered both the Sendirlg
Entity and also the Receiving Entity.

4.2.42 On receipt of a Finished (cancel) PDU by a CFDP entity that is neither the sourde
nor the destination of thefile,

a) the entity shall issue a Notice of Completion (Canceled);

=
-

b) PositiveyAcknowledgement procedures shall be applied to the Finished (cancel) PDU
withthe Expected Response being an ACK (Finished) PDU;

c) “the recipient CFDP entity shall relay the Finished (cancel) PDU toward the source ¢f
the file;

d) Positive Acknowledgment procedures shall be applied to the relayed Finished
(cancel) PDU with the Expected Response being an ACK (Finished) PDU.

NOTE - All of the core Notice of Completion (Canceled) procedures shall apply, with the
proviso that the recipient CFDP entity shall be considered both the Sending
Entity and also the Receiving Entity.
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4.2.5 DEFERRED TRANSMISSION PROCEDURE

The CFDP entity shall retain for later transmission any PDU that cannot immediately be
forwarded (because of link outage, for example) to the CFDP entity to which it is to be
delivered or to the next waypoint, as applicable.

NOTES

1 The means byv which the CEDP entitv determines when PDUIc can and ~ nnot
THC— G oy —vwinch—tno—or D — Oty ot o> —vyww o o> —cah—aha——cyl

immediately be forwarded is an implementation matter. The CFDP entity might, for
example, rely on additional service indications from the UT layer.

2 The flow label values associated with transactions may be taken as‘hints regapding
the order in which PDUs should be transmitted when the opportunity arises, but the
manner in which flow labels are used is strictly an implementatien matter.

42.6 INTERNAL EXTENDED PROCEDURES

4,2.6.1 Notice of Consignment Procedures

S

2.6.1.1 On Notice of Consignment of the Copy File procedure, the sending CFDP ¢ntity
nall:

2]

a) release all unreleased portions of the:file retransmission buffer;
b) stop transmission of file segments:and metadata;
¢) terminate any transmissiop-of:-Prompt PDUs;

d) terminate the application of Positive Acknowledgment Procedures to KDUs
previously issued by this entity.

oS

2.6.1.2 If the sending entity is the source entity, the CFDP entity shall issue a Trandfer-
pbnsigned.indigation primitive.

Q

4{2.6.2 Notice of Cancellation Procedures

On Notice of Cancellation of the Copy File procedure at a CFDP entity that is neithgr the
sparce nor the destination of the file, all of the core Notice of Cancellation Procedures|shall
apply, with the proviso that the recipient CFDP entity shall be considered both the Sending
Entity and also the Receiving entity.

NOTE - The receiving CFDP entity for the resulting EOF (cancel) PDU is the file’s
destination or another waypoint. The receiving CFDP entity for the resulting
Finished (cancel) PDU is the file’s source or another waypoint.
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4.2.6.3 Notice of Suspension Procedures

On Notice of Suspension of the Copy File procedure at a CFDP entity that is neither the
source nor the destination of the file, all of the core Notice of Suspension Procedures shall
apply, with the proviso that the recipient CFDP entity shall be considered both the Sending
Entity and also the Receiving entity.

4.2.7—EXTENDED RESUME PROCEDURES

On r¢ceipt of a Resume . request primitive by a CFDP entity that is neither the source fior the
destipation of the file, all of the core Resume Procedures shall apply, with the proviSo that
the r¢cipient CFDP entity shall be considered both the Sending Entity and also the©Receiving
entity

<
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S PDU FORMATS
5.1 GENERAL

5.1.1 PDUs shall consist of a fixed-format PDU header followed by a fixed- or variable-
format PDU data field.

5.1.2 The PDU header shall consist of the fields shown in table 5-1. Optional fields are

present oty whenso mdicated by the correspordimg frag bit:
5{1.3 The PDU header fields shall be transmitted in the order of presentation intable 5t1.
NOTE - Every PDU is associated with a unique transaction by the source Entify ID
together with the Transaction sequence number.
Table 5-1: Fixed PDU Header Fields

Hield Length (bits) Values Comment

Mlersion 3 ‘000’ For the first version.

HDU type 1 ‘0’ — File Directive

‘1’ — File Data
Direction 1 ‘0’ — towardfile receiver | Used to perform PDU forwarding.
‘I’ — toward file sender
Tiransmission Mode 1 ‘0’ —acknowledged
‘1" unacknowledged
(GRC Flag 1 ‘0’ — CRC not present
‘1" — CRC present

Reserved for future use 1 setto ‘0’

HDU Data field length 16 In octets.

Reserved for future use 1 setto ‘0’

Liength of entity IDs 3 Number of octets in entity ID less|one;
i.e., ‘0’ means that entity ID is ong
octet. Applies to all entity IDs in the
PDU header.

Heserved for futurguse 1 setto ‘0’

Length of Transaction 3 Number of octets in sequence number

spquence.number less one; i.e., ‘0’ means that sequence
number is one octet.

Yource'entity ID variable Uniquely identifies the entity that
orainated-the transaction

riginated-thetrar -

Transaction sequence number | variable Uniquely identifies the transaction,
among all transactions originated by
this entity.

Destination entity ID variable Uniquely identifies the entity that is the
final destination of the transaction’s
metadata and file data.
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5.1.4

The sequence number shall be sequentially allocated by the CFDP Entity responding

to the Put.request.

5.1.5

Two PDU types are defined:
File Directive;

File Data.

NOT

5.1.7

ES

The PDU Data field can contain data items in any one of four formats:
fixed-format data;

Length, Value (LV) format;

Type, Length, Value (TLV) format;

variable-length file data.

Fixed-format data is precisely defined in this document and is optimized fgr
efficiency of the protocol where the format of thédata is not required to be variabl
Fixed format data fields are fixed in their positiowin the PDU and in their length.

4

Each PDU field referred to as an offset is-encoded as the number of octets in the fi
prior to the octet described by that field;.e.g., the offset of the first octet of the file
encoded as all ‘zeroes’.

©nn O

Entity IDs may be of differentlengths in different PDUs, as may transaction sequende
numbers, but these differences in length have no semantic significance. Two entify
IDs of different lengths-are compared by, in effect, inserting leading ‘zeroes’ to pdd
the shorter entity ID(tothe same length as the longer entity ID and then comparirlg
the resulting values:y The same procedure applies to comparisons between transactign
sequence numbersof different lengths.

The general format of L'V objects shall be as shown in table 5-2.

Table 5-2: LV Object Format

Field

Size (bits)

Values

comment

Length
Value

8
8 x Length

0to 255

Length of value.

NOTE - LV format data is variable in its length but is invariable in its position in the
PDU. It can, by virtue of its length field, be parsed by the protocol.
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5.1.8 The format of a TLV object shall be as shown in table 5-3.

Table 5-3: TLV Object Format

Field Size (bits) Values Comment
Type 8 See 5.4, below. Nature of value.
Length 8 0 to 255 Length of value.
Value 8 x Length
NOTES
1 TLV format data is variable both in its length and in its position in the PDU. If can,

however, by virtue of its type and length fields, be parsed bythe‘protocol.

2 In the following subsections, parameters are characterizéd as either fixed paranjeters
(indicated by a specific field length), LV parameters/(indicated by the notation ‘L.LV’),
or TLV parameters (indicated by the notation ‘TLV hh’, where hh is the hexade¢imal
value in the Type field of the TLV object).
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5.2 FILE DIRECTIVE PDUs

5.2.1 GENERAL

5.2.1.1 The data field of File Directives shall consist of a Directive Code octet followed by
a Directive Parameter field.

5.2.1.2 The File Directive Code shall indicate one of the actions shown in table 5-4.

NOTE -

5.2.113 In several.cases, the Directive Parameter field of a File Directive includes a four-bjit
Condition Code)’ The Condition Code shall in each case indicate one of the conditions shown

Table 5-4: File Directive Codes

Directive Code (hexadecimal) Action
00 Reserved
01 Reserved
02 Reserved
03 Reserved
04 EOF PDU
05 Finishéd.PDU
06 ACK-PDU
07 Metadata PDU
08 NAK PDU
09 Prompt PDU
oC Keep Alive PDU

0D-FF Reserved

The Directive Parameter fields for the above actions are described, in order ¢f

transmissiow;Jin the following subsections.

in table 5-5.
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Table 5-5: Condition Codes

Condition Code Condition
(binary)
‘0000’ No error
‘0001’ Positive ACK limit reached
‘0010’ Keep alive limit reached
‘00171’ Invalid transmission mode
‘0100’ Filestore rejection
‘0101’ File checksum failure
‘0110’ File size error
‘o111 NAK limit reached
‘1000’ Inactivity detected
‘10071’ Invalid file structure
‘1010’ Check limit reached
1011 - 1107 (reserved)

“1110° Suspend.request received
1117 Cancel.request received
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5.2.2 END-OF-FILE PDU

The contents of the Parameter field for a File Directive having a Code of EOF PDU shall be
as shown in table 5-6.

Table 5-6: End-of-File PDU Contents

Parameter Length (bits) Values Comments
Condition Code 4 See table 5-5.
Spare 4
Filg Checksum 32 See section 4.1:2, Checksum
Procedures,
Fild size 32 In octets.~This value shall be the

total number of file data octets
transmitted by the sender,
redardless of the condition code
(i-e., it shall be supplied even if
the condition code is other than

‘No error’).
FaJlt Location TLV An entity ID TLV; Omitted if condition code is ‘No
see 5.4.6, error’. Otherwise, entity ID in the

TLV is the ID of the entity at which
transaction cancellation was
initiated.
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5.2.3 FINISHED PDU

The contents of the Parameter field for a File Directive having a Code of Finished PDU shall
be as shown in table 5-7.

Table 5-7: Finished PDU Contents

[ Parameter | Length(bits) Values comments]
Condition Code 4 See table 5-5.
End System Status 1 ‘0 — Generated by Waypoint | NOTE: a Value ¢f
‘1’ — Generated by End 0K ef‘d systgrr
Svstem status is meaninpful
y itthe Extended
Procedures are
implemented.
Delivery Code 1 ‘0 — Data Complete ‘Data Complete’
‘1> — Data Incomplete means that
P Metadata, all file]
data, and EOF
have been
received, and the¢
checksum has been
verified.
File Status 2 ‘00~~— Delivered file discarded | File status is
deliberately meaningful only
01’ — Delivered file discarded | Venthe
; . transaction inclufdes
due to filestore rejection o
the transmission| of
‘10’ — Delivered file retained in | file data.
filestore successfully
‘11" — Delivered file status
unreported
Filestore Responses TLVs See table 5-17. A filestore respopse
TLV must be
included for each
filestore request
TLV of the
Metadata PDU.
Eaglt Location TLV An-entity 1D TLV: sg9 54 6. Omitted-if-condition
&l y : d d

code is ‘No error’.
Otherwise, entity ID
inthe TLV is the ID
of the entity at
which transaction
cancellation was
initiated.
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5.2.4 ACKPDU

The contents of the Parameter field for a File Directive having a Code of ACK PDU shall be
as shown in table 5-8. The possible values of the Transaction Status parameter are as follows
(all values in binary notation):

‘00> —  Undefined. The transaction to which the acknowledged PDU belongs is not
currently active at this entity, and the CFDP implementation does not retain
transactromhistory—The-transactiomr might-beonethat-was—formerty—actye
and has been terminated, or it might be one that has never been active at.thjs
entity.

‘01’ —  Active. The transaction to which the acknowledged PDU belongs is currently
active at this entity.

-t

‘100 — Terminated. The transaction to which the acknowledgedPDU belongs is n
currently active at this entity, the CFDP implementation does retajn
transaction history, and the transaction is thereby_known to be one that wgs
formerly active and has been terminated.

7]

‘q1 - Unrecognized. The transaction to which ‘the acknowledged PDU belongs
not currently active at this entity, thd CFDP implementation does retajn
transaction history, and the transaction is thereby known to be one that h3
never been active at this entity.

72]
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Table 5-8: ACK PDU Contents

Parameter

Length (bits)

Values

Comments

Directive code

Directive subtype
code

4

See table 5-4. Only EOF and
Finished PDUs are
acknowledged.

Directive code of
the acknowledged
PDU.

Values depend on
directive code_ For

Condition code

Spare

Transaction status

See-table 5-5.

ACK of Finished
PDU: binary::0000’
if Finished PDU |s
generated by
waypeint, binary
‘0001’ if Finisheg
PDU is generated
by end system.
(NOTE: this
discrimination is
meaningful if the
Extended
Procedures are
implemented.)
Binary ‘0000’ for|
ACKs of all othe
file directives.

Condition code gf
the acknowledggd
PDU.

Status of the
transaction in the
context of the
entity that is
issuing the
acknowledgment.

CCSDS 727.0-B-3

© I1SO 2007 — All rights reserved

Page 5-9

June 2005

91


https://standardsiso.com/api/?name=ec971774dffb2663173f5277098f73b0

ISO 17355:2007(E)

CCSDS RECOMMENDED STANDARD FOR CCSDS FILE DELIVERY PROTOCOL (CFDP)

5.2.5 METADATA PDU

The contents of the Parameter field for a File Directive having a Code of Metadata PDU shall
be as shown in table 5-9.

Table 5-9: Metadata PDU Contents

Parameter Length (bits) Values Comments
Segmentation control 1 ‘0 — Record boundaries
respected
‘1’ — Record boundaries
not respected
Regerved for future use 7 Set to all ‘zeroes’.
Fild size 32 Length of File In octets. Setto
all ‘zeroes’ for a
file of unbounded
size.
Soyrce file name LV LV Length field-indicates
zero lengthand LV value
field omitted when there is no
associated file, e.g.,
messages used for Proxy
operations.
Degtination file name LV LV Length field indicates
zero length and LV value
field omitted when there is no
associated file, e.g.,
messages used for Proxy
operations.
Opfions TLVs Filestore
requests.
Messages to
user.
Fault Handler
overrides.
Flow Label.
CCSDS 727.0-B-3 Page 5-10 June 2005
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5.2.6 NAKPDU

5.2.6.1 The contents of the Parameter field for a File Directive having a Code of NAK
PDU shall be as shown in table 5-10.

Table 5-10: NAK PDU Contents

Parameter | Length(bits) | Values Comments |
Start of scope 32 See 4.1.6.4.2.3.

End of scope 32 See 4.1.6.4.2.3.

Segment 64 x N See following table.

Requests (x N)

5{2.6.2 Each Segment Request shall be as shown in table 5-11.

Table 5-11: Segment RequestForm

Parameter Length (bits) Values Comments

Start offset 32 Data ~— Offset of start of In octets.
requested segment

Metadata — 00000000 (hex)

End Offset 32 Data — Offset of first octet In octets.
after end of
requested segment

Metadata — 00000000 (hex)

5{2.7 PROMPT-PDU

he contents ‘@f-the Parameter field for a File Directive having a Code of Prompt PDU|shall
e as shown,in table 5-12.

o —

Table 5-12: Prompt PDU Contents

Parameter Length (bits) Values Comments
Response 1 ‘0 — NAK
required ‘' — Keep Alive
Spare 7
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5.2.8 KEEP ALIVE

PDU

The contents of the Parameter field for a File Directive having a Code of Keep Alive PDU
shall be as shown in table 5-13.

Table 5-13: Keep Alive PDU Contents

Goemments

Parameter——Length-(bits) Values

Progress

32 00000000-FFFFFFFF (hex) In octets.

5.3 | FILE DATA PDU

The ¢ontents of the data field of a File Data PDU shall be as shown in table~5-14.

Table 5-14: File Data PDU Contents

Parameter Length (bits) Values Comments
Offset 32 In octets.
File data variable

5.4 | TLV PARAMETERS

5.4.1 FILESTORE REQUEST TLV

5.4.111 The Type of the Filestore Request TLV shall be 00 hex.

5.4.112 The Value of the Filestore Request TLV shall be as shown in table 5-15.

Table 5-15: Filestore Request TLV Contents

Parameter Length (bits) Values Comments
Action Code 4 See table 5-16.
Spafe 4
First File Name LV
Second File Name LV Only present for some action codes.
CCSDS 727.0-B-3 Page 5-12 June 2005
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5.4.1.3 The Action codes and their parameters are as shown in table 5-16.

Table 5-16: Filestore Request TLV Action Codes

Action Code Action Second File Name Present
‘0000’ Create File N
008+ DeleteFie N
‘0010’ Rename File Y
‘00171’ Append File Y
‘0100’ Replace File Y
‘01071’ Create Directory N
‘0110’ Remove Directory N
‘01171 Deny File (delete if present) N
‘1000’ Deny Directory (remove if N

present)

5{4.2 FILESTORE RESPONSE TLV

5{4.2.1 The Type of the Filestore Response FLV shall be 01 hex.

5{4.2.2 The Value of the Filestore Response TLV shall be as shown in table 5-17.

Table 5-17: Filestore Response TLV Contents

Parameter Length (bits) Values Comments

Action Code 4 As for Filestore Request TLV.

Status Code 4 See table 5-18.

First File name LV

Second File'Name LV Only present for some actipn
codes, as for Filestore
Request TLV.

Eilestare I\/Inecagp LV L\ Ipngfh field indicates zdro
length and LV value field is
omitted when there is no
Filestore Message parameter
present.
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Table 5-18: Filestore Response Status Codes

Action
Code | Action Use of Filenames Status Codes
‘0000’ | Create First — filename to be ‘0000’ — Successful
created ‘0001’ — Create not allowed
‘1111’ — Not performed
‘0001’ | Delete First — filename to be deleted | ‘0000’ — Successful
000t —Fitedoesnotexist— |
‘0010’ — Delete not allowed
‘1111’ — Not performed
‘0010’ | Rename First — old filename ‘0000’ — Successful
Second — new filename ‘0001’ — Old File Name ddes not exis
‘00100 — New File” Name already
exists
‘0011’ — Rename-not allowed
‘1111’ — Not performed
‘0011° | Append First — name of file whose ‘0000’ — Successful
contents form first ‘0001’ == File Name 1 does not exist
part of new file an;l ‘0010°—"File Name 2 does not exist
name of the new file . ,
. 001F — Append not allowed
Second — name of f||¢_a whose 1411’ — Not performed
contents will form
second part of new
file
‘0100’ | Replace First ~— filename whose ‘0000’ — Successful
contents are to-be ‘0001’ — File Name 1 does not exist
replaced ‘0010’ — File Name 2 does not exist
Second — filename whose ‘0011’ — Replace not allowed
contents will replace 1111’ — Not performed
the eontents of the
first filename
‘0101” | Create First ~ +‘name of directory to ‘0000’ — Successful
Directory be created ‘0001” — Directory cannot be created
‘1111’ — Not performed
‘0110 | Remove First — name of directory to ‘0000’ — Successful
Directory be deleted ‘0001’ — Directory does not exist
‘0010’ — Delete not allowed
‘1111’ — Not performed
‘0111’ | Deny File | First — filename to be deleted | ‘0000° — Successful
‘0010’ — Delete not allowed
‘1111’ — Not performed
‘1000 Deny First——— mame of ditectory to 0000 — Successfut
Directory be deleted ‘0010’ — Delete not allowed
‘1111’ — Not performed
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5.4.3 MESSAGE TO USER TLV

The Type of the Message to User TLV shall be 02 hex; the format of the Value (the message)
is not defined.

NOTE — To enable interoperability it will typically be necessary for each message to
contain some indication of its nature. The message identifier for the standard
CFDP Proxy and Directory Operations messages (see section 6 below) is the

£ 41 AQOIT 1 4 c Ll .0 - 41 £ 4L ot £ 1 a .
PIUDUIIL«U Ul UIC AOUTUIL UIardceivls L«lu}) 11T UIC TITSU 10Ul OCULULS UL TAaUll 1TICY age,

that message identification bit pattern is reserved for this purpose.

5{4.4 FAULT HANDLER OVERRIDE TLV

—

he Type of the Fault Handler Override TLV shall be 04 hex; the one-byte Value' shall be
ncoded as shown in table 5-19.

[¢]

Table 5-19: Fault Handler Override Field Encoding

Parameter Length (bits) Values Comments

Condition code 4 See table 5-5. The condition codes
for ‘No error’,
‘Suspend.requegt
received’, and

‘Cancel.request
received’ are no
applicable; these are
not faults.

Handler code 4 ‘0000’ — reserved for future expansion
‘0001’ — issue Notice of Cancellation
‘0010’ — issue Notice of Suspension
‘0011’ — Ignore error

‘0100’ — Abandon transaction
‘0101"-1111’ — reserved

Z

OPEY— If the Metadata PDU is not the first received PDU of a transaction, the|fault
handler settings in the MIB will be applied until the arrival of the Metadata PDU.

! The Value field of this TLV may be extended in future versions of this specification.
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5.4.5 FLOW LABEL TLV

The Type of the Flow Label TLV shall be 05 hex; the format of the Value is not defined.

5.4.6 ENTITY ID TLV

The Type of the Entity ID TLV shall be 06 hex; the Value shall be an Entity ID as discussed in 5.1.
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6 USER OPERATIONS

NOTE - This section describes standard interoperable procedures which use the services
provided by the CFDP protocol.

6.1 RESERVED CFDP MESSAGE FORMAT

11 CEDP car Oneratione—xahall - ba accamanlbichad theayigh tha oavohaonga Af Do I'Ved
B s T DT O SUr o poratons— s o aCCompisnCO— oo s i tnU—CAtan s C—OTIXC5e

FDP Messages between CFDP users. These messages shall be transported as the valges of
lessage to User TLV parameters in the metadata of standard CFDP transactions,

Z 0N

6(1.2 Each such message shall consist of a Reserved CFDP Message he¢ader formatted
apcording to table 6-1, followed by message content whose format varies with the type ¢f the

npessage.
Table 6-1: Reserved CFDP Message Header
Field Size (bits) Values Comments
Message identifier 32 The ASCII Distinguishes Reserved CFOP
characters Messages from all other use
‘cfdp’. messages.
Message type 8 See following
tables.
6(1.3 The fields in the content of a,Reserved CFDP Message shall contain data itefns as
described in the CFDP Protocol Specification.

=2

1.4 The fields shall be infixed format, in variable format, or in LV format as defined in
1 above.

9]

6{1.5 The Originating Transaction ID message is common to all User operations. Its
essage type shall.contain the hexadecimal value OA and its content shall be constructed as
TIdicated in table’6-2.

—
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Table 6-2: Originating Transaction ID Message

Field Size (bits) Values Comments

Reserved for future use 1 setto 0’

Length of entity ID 3 Number of octets in source
entity ID less one; i.e., ‘0’
means that source entity ID is
one octet

Regerved for future use 1 setto 0’

Length of Transaction sequence number 3 Number of octets in seqlience
number less one; i.g,. 0"
means that sequenhce number
is one octet;

Sodrce entity ID variable Uniquely identifies the entity
that.originated the transaction.

Trapsaction sequence number variable Uniquely identifies the
transaction, among all
transactions originated by this
entity.
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6.2 PROXY OPERATION

NOTE — The term ‘proxy operation’ refers to the use of CFDP services by some CFDP
user, referred to as the ‘originator’ of the operation, to initiate the transmission of
a file by some remote CFDP entity’s user, referred to as the ‘respondent’, to
some other entity’s user, referred to as the ‘beneficiary’. The beneficiary of a
proxy operation might be either the originator itself (in which case the proxy
operation functions as a ‘Get’) or some third CFDP entity’s user.

6{2.1 GENERAL

=

0 enable interoperability, the following mandatory behavior shall be obsetved by (FDP
sers that are in compliance with the CFDP proxy operations specificatiox.

c

6{2.2 PROXY OPERATIONS MESSAGE TYPES

[

he message type field for each Reserved CFDP Message used in Proxy operations [shall
bntain one of the values specified in table 6-3.

[}

Table 6-3: Proxy Operations Message Types

Message Type (hexadecimal) Interpretation
00 Proxy Put Request
01 Proxy Message to User
02 Proxy Filestore Request
08 Proxy Fault Handler Override
04 Proxy Transmission Mode
05 Proxy Flow Label
06 Proxy Segmentation Control
07 Proxy Put Response
08 Proxy Filestore Response
09 Proxy Put Cancel

612.3 INITIATING A PROXY OPERATION

6.2.3.1 General

6.2.3.1.1 When required to initiate a proxy operation, the CFDP user shall use the CFDP
Put.request primitive to request delivery of a file delivery unit whose metadata contains
one or more of the Reserved CFDP Messages, defined in 6.2.3.2 through 6.2.3.8, which
correspond to the parameters of the Put.request primitive (3.5.1).
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6.2.3.1.2 The CFDP user that is the destination of the file delivery unit (the respondent)
shall in turn use the contents of these messages to formulate a second Put.request primitive
that accomplishes the desired remote file delivery.

6.2.3.1.3 The transaction ID assigned to the original request, as reported to the originating
CFDP user by the corresponding Transaction.indication primitive, shall be cited in the
transaction that constitutes the proxy’s eventual report on the results of the requested proxy
operation.

6.2.3

The Proxy Put Request message is mandatory and shall be constructed as indicated in table 6-4.

.2 Proxy Put Request

Table 6-4: Proxy Put Request Message

Field Size (bits) Values Comments

Destination entity ID Variable LV The ID of the
beneficiary’s CFDP
entity.

Sourge file name Variable LV Length is zero if
parameter is omitted.

Destjnation file name | Variable LV Length is zero if
parameter is omitted.

6.2.3

One

.3 Proxy Message to User

or more Proxy Message to-User messages may be optionally included and shall He

consfructed as indicated in table 6-5.

Table 6-5: Proxy Message to User Message

Field Size (bits) Values Comments
Mespage text Variable LV See 5.4.3.
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6.2.3.4 Proxy Filestore Request

One or more Proxy Filestore Request messages may be optionally included and shall be
constructed as indicated in table 6-6.

Table 6-6: Proxy Filestore Request Message

CFDP filestore request as defined in
table 5-15.

—Fietd——Size(bits) Valtes————————Comments;
Length (octets) 8 Number of octets in the request field.
Request 8 x length | The value of this field is a single

o QO

6{2.3.5 Proxy Fault Handler Override

Table 6-7: Proxy Fault Handler Override Message

ne or more Proxy Fault Handler Override messages may optionally be included and|shall
e constructed as indicated in table 6-7.

Field

Size (bits)

Values

Comments

Hault handler override

8

See 5.4:4,

6/2.3.6 Proxy Transmission Mode

Tlhe Proxy Transmission Mode message is optional and shall be constructed as indicated in

table 6-8.
Table 6-8: Proxy Transmission Mode Message
Field Size (bits) Values Comments
Jpare 7 All ‘zeroes’.
Transmission mode 1 See table 5-1.
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6.2.3.7 Proxy Flow Label

A Proxy Flow Label message is optional and shall be constructed as indicated in table 6-9.

Table 6-9: Proxy Flow Label Message

Field Size (bits) Values Comments

Flow frabet Vartabte £V See 5475

6.2.318 Proxy Segmentation Control

A Prpxy Segmentation Control message is optional and shall be constructed as indicated in

table|6-10.
Table 6-10: Proxy Segmentation Control Message
Field Size (bits) Values Comments
Sparg 7 All ‘zeroes’.
Segmentation control 1 See table 5-9.

6.2.4 RESPONDING TO A PROXY PUT.REQUEST

Uporn receipt of a Proxy Put Request message, the respondent CFDP user shall use the CFDP
Put.request primitive to request (delivery of a file delivery unit with the following
paratheter(s):

— destination entity ID as specified in the Proxy Put Request message;
— source file namecas-specified in the Proxy Put Request message (if any);
- destination file-hame as specified in the Proxy Put Request message (if any);

- segmentation control as specified in the Proxy Segmentation Control message that
waszeceived in the same Metadata-recv.indication (if any);

— transmission mode as specified in the Proxy Transmission Mode message that wgs
—feeetvednthe-same Metadata—recvimdicationtifany);

— flow label as specified in the Proxy Flow Label message that was received in the
same Metadata-recv.indication (if any);

— one fault handler override for each Proxy Fault Handler Override message that was
received in the same Metadata-recv.indication;
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— one Message to User for each Proxy Message to User message that was received in
the same Metadata-recv.indication;

— one filestore request for each Proxy Filestore Request message that was received in
the same Metadata-recv.indication;

— one Reserved CFDP Message of type Originating Transaction ID, citing the
transaction ID of its triggering Proxy Put Request transaction.

6/2.5 REPORTING ON THE RESULTS OF A PROXY PUT REQUEST
612.5.1 General

6{2.5.1.1 Upon receipt of a Transaction-Finished.indicatibn' indicating| the
cpmpletion of a transaction that was initiated in response to a Proxy. Put Request megsage,
the respondent CFDP user that requested that transaction shall use.the CFDP Put.request
primitive to request delivery of a file delivery unit (to the originator of the proxy opergtion)
whose metadata contains one each of the Reserved CFDP Messages of message types Proxy
Put Response (defined in 6.2.5.2) and Originating Transaction ID, together with zero or jmore
Reserved CFDP Messages of message type Proxy Filestore Response (defined in 6.2.5.3)).

=2

2.5.1.2 If for any reason the Put.request canaot be honored, the respondent CFDH user
hall take no further action with regard to this proxy operation.

2]

6{2.5.2 Proxy Put Response

Tlhe Proxy Put Response message i mandatory and shall be constructed as indicated in table §-11.
Table 6-11: Proxy Put Response Message
Field Size (bits) Values Comment
Condition code 4 See table 5-5.
Spare 1 All ‘zeroes’.
Delivery €ode 1 See table 5-7.
File Status 2 See table 5-7.
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6.2.5.3 Proxy Filestore Response

If the Transaction-Finished.indication included filestore responses, then for each such
response one Proxy Filestore Response message shall be included and shall be constructed as
indicated in table 6-12.

Table 6-12: Proxy Filestore Response Message

Field Size (bits) Values Comments
Lerjgth 8 Number of octets in the response
field.
Regponse 8 *length | The value of this field is a single
CFDP filestore response as defined
in table 5-17.

6.2.6) CANCELING A PROXY PUT REQUEST
6.2.6l1 General

Whep required to cancel a proxy operation, the prexy operation originator shall use the
CFDP put.request primitive to request deliveryrof a file delivery unit whose metadafa
contgins one each of the Reserved CFDP Messages of message types Proxy Put Cancg
definled in 6.2.6.2, and Originating Transaction ID.

—
-

6.2.6(2 Proxy Put Cancel

A Proxy Put Cancel message igmiandatory. It has no content.

6.2.7) RESPONDING TO A PROXY PUT CANCEL

Upon receipt of<a_Proxy Put Cancel message, the respondent CFDP user shall use the
Cancpl.request primitive to request cancellation of the transaction that was initiated in
respqnse totheone identified by the accompanying Originating Transaction ID message. The
resulfs of this action shall be reported according to 6.2.5.
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6.3 DIRECTORY OPERATIONS
6.3.1 GENERAL

To enable interoperability, the following mandatory behavior shall be observed by CFDP
users that are in compliance with the CFDP directory operations specification.

6.3.2 DIRECTORY OPERATIONS MESSAGE TYPES

—

he message type field for each Reserved CFDP Message used in Directory operations|shall
bntain one of the values specified in table 6-13.

(@)

Table 6-13: Directory Operations Message Types

Message Type (hexadecimal) Interpretation
10 Directory Listing Request
11 Directory Listing Response

6{3.3 INITIATING A DIRECTORY LISTING

613.3.1 General

=

Vhen required to initiate a directory listing operation, the CFDP user shall use the (FDP
Put.request primitive to request delivery of a file delivery unit whose metadata contgins a
eserved CFDP Message of message type Directory Listing Request, defined in 6.3.3.2.

=

6/3.3.2 Directory Listing Request

[

he Directory Listing ' Request message shall be constructed as indicated in table 6-14.

Table 6-14: Directory Listing Request Message

Field Size (bits) Values Comments
Directory Name Variable LV
Directory File Name Variable LV The file name and path at the filestore

local to the requesting CFDP user in
which the responding CFDP user
should put the directory listing.
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6.3.4 RESPONDING TO A DIRECTORY LISTING REQUEST
6.3.4.1 General

6.3.4.1.1 Upon receipt of a Directory Listing Request message, the remote CFDP user shall
use the CFDP put.request primitive to request delivery of a file delivery unit to the entity
which sent the original Directory Listing Request message; the file data of this file delivery
unit shall be a file that contains the directory listing, while the metadata of this file delivery

unit Ehﬂ—mmmﬁmwmmmy
Listipg Response (defined in 6.3.4.2) and Originating Transaction ID.

6.3.4,1.2 If the remote CFDP user is unable to provide a directory listing filé;then the
respqnding file delivery unit shall contain no file and the listing response)céde in th
Direg¢tory Listing Response message shall indicate that the directory listing request w3
unsugcessful.

©n O

6.3.42 Directory Listing Response

The Directory Listing Response message shall be constructed s indicated in table 6-15.

Table 6-15: Directory Listing Response Message

Field Size (bits) Values (hexadecimal) Comments
Listing Response 8 00 to 7F — ‘successful
Codg 80 to EFR.== unsuccessful
Dire¢tory Name Variable LV The name of the directory being

listed, taken from the directory
listing request.

Diregtory File Variable LV The file name and path at the

Name filestore local to the requesting
CFDP in which the listing has beer
put, taken from the directory listing

request.

6.3.5| - RETRIEVING A DIRECTORY LISTING

Upon receiving the Reserved CFDP Message with a Directory Listing Response message
type, the requesting CFDP user may retrieve the listing from the file specified in the
message.
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6.4 REMOTE STATUS REPORT OPERATIONS

6.4.1 GENERAL

To enable interoperability, the following mandatory behavior shall be observed by CFDP
users that are in compliance with the CFDP remote status report operations specification.

6.4.2 REMOTE STATUS REPORT OPERATIONS MESSAGE TYPES

The Remote Status Report Message to User message type field shall contain on¢\df the
plues specified in table 6-16.

<

Table 6-16: Remote Status Report Operations Message Types

Message Type (hexadecimal) Interpretation
20 Remote Status Report Request
21 Remote Status Report Response

6{4.3 INITIATING A REMOTE STATUS REPORT

614.3.1 General

Vhen required to initiate a remote status feport operation, the CFDP user shall use the (FDP
Put.request primitive to request delivery of a file delivery unit whose metadata contains
e Reserved CFDP Message defined in 6.4.3.2.

=

=t
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6.4.3.2 Remote Status Report Request

The Remote Status Report Request message shall be constructed as indicated in table 6-17.

Table 6-17: Remote Status Report Request Message

Field Size (bits) Values Comments

Reser\ved for future use 1 setto 0’

Length of entity ID 3 Number of octets in source entity ID less one;
i.e., ‘0" means that source entity ID.is ohe octef.

Reserved for future use 1 setto ‘0’

Length of Transaction sequence 3 Number of octets in sequence number less

number one; i.e., ‘0’ means that sequence number is
one octet.

Sourcg entity ID variable Uniquely identifies the entity that originated the
transaction.far which a status report is
requested:

Transpction sequence number variable Uniquiely identifies the transaction, among all
transactions originated by this entity.

Repott File Name Variable LV The file name and path at the filestore local to

the requesting CFDP user in which the
responding CFDP user should put the status
report.

6.4.4 RESPONDING TO A REMOTE STATUS REPORT REQUEST
6.4.4.1 General

6.4.41.1 Upon receipt of'a-Remote Status Report Request message, the remote CFDP us¢r
shall|use the CFDP put{xequest primitive to request delivery of a file delivery unit to the
entity which sent theoriginal Status Report Request message; the file data of this file
delivery unit shallb& a file that contains the status report for the indicated transaction, while
the metadata of this file delivery unit shall contain one each of the Reserved CFDP Messagg¢s
of nlessage-types Remote Status Report Response (defined in 6.4.4.2) and Originating
Trangaction 1D.

6.4.4.1.2 TIf the remote CFDP user 1s unable to provide a status report file, then the
responding file delivery unit shall contain no file and the report response code in the Remote
Status Report Response message shall indicate that the remote status report request was
unsuccessful.

6.4.4.1.3 If the remote CFDP user is able to provide a status report file, the nature of the
status report shall be as described in 3.3.8.

CCSDS 727.0-B-3 Page 6-12 June 2005

© ISO 2007 — All rights reserved


https://standardsiso.com/api/?name=ec971774dffb2663173f5277098f73b0

ISO 17355:2007(E)

CCSDS RECOMMENDED STANDARD FOR CCSDS FILE DELIVERY PROTOCOL (CFDP)

6.4.4.2 Remote Status Report Response

The Remote Status Report Response message shall be constructed as indicated in table 6-18.

Table 6-18: Remote Status Report Response Message

Field Size (bits) Values Comments
Transaction 2 Same values as defined
status for transaction status in
the ACK PDU (see table
5-8)
Spare 5 All ‘zeroes’
Report response 1 ‘0’ = unsuccessful
code ’1’ = successful
Spare 1 ‘0’ This field and the following five

fields identify the transaction
whose status is being reported;
they are taken from the status
report request.

Length of Entity 3

ID

Spare 1 ‘07
Length of 3

Sequence

Number

Source Entity ID Variable

Transaction Variable
Sequence
Number

6{4.5 RETRIEVING A REMOTE STATUS REPORT

—

pon receiving the Reserved CFDP Message with a Remote Status Report Response
qessage type, the requesting CFDP user may retrieve the report from the file specified {n the
essage.
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6.5

6.5.1

REMOTE SUSPEND OPERATIONS

GENERAL

To enable interoperability, the following mandatory behavior shall be observed by CFDP
users that are in compliance with the CFDP remote suspend operations specification.

6.5.2__ REMOTE SUSPEND OPERATIONS MESSAGE TYPES

The

Remote Suspend Message to User message type field shall contain one of thecvalugs

speciffied in table 6-19.

6.5.3
6.5.3

Whe
Put.
the R

Table 6-19: Remote Suspend Operations Message Types

Message Type (hexadecimal)

Interpretation

30 Remote Suspend/Request

31 Remote Suspend Response

INITIATING A REMOTE SUSPEND

L1  General

eserved CFDP Message defined'in 6.5.3.2.

1 required to initiate a remote suspend-operation, the CFDP user shall use the CFDP
request primitive to request delivery of a file delivery unit whose metadata contains
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6.5.3.2 Remote Suspend Request

The Remote Suspend Request message shall be constructed as indicated in table 6-20.

Table 6-20: Remote Suspend Request Message

Field Size (bits) Values Comments

Reserved-forfutureuse 1 setto0*

Length of entity ID 3 Number of octets in source entity I[D
less one; i.e., ‘0’ means that source
entity ID is one octet.

Reserved for future use 1 setto ‘0’

length of Transaction 3 Number of octets in sequence number

gequence number less one; i.e(#0" means that sequ¢nce
number iscone octet.

$ource entity ID variable Uniquely identifies the entity that
originated the transaction that is tq be
suspended.

Transaction sequence variable Uniquely identifies the transaction

number among all transactions originated by
this entity.

6{5.4 RESPONDING TO A REMOTE)SUSPEND REQUEST

615.4.1 General

6{5.4.1.1 Upon receipt of a Remote Suspend Request message, the remote CFDP user|shall
apsure the suspension of the)indicated transaction if possible; the CFDP suspend.request
primitive will nominally ‘bé used for this purpose. It shall then use the CFDP put.reduest
primitive to request-delivery of a file delivery unit to the entity which sent the orjginal
uspend Requestaessage. The metadata of this file delivery unit shall contain one each of
the Reserved CEDP Messages of message types Remote Suspend Response (defingd in

6{5.4.1.2. It is possible for there to be multiple concurrent motivations for suspendjng a
fanSaction; for example, a CFDP entity might receive a Remote Suspend Request [for a
ansaction-which-is-alreadysuspended-due-to-aloca detectedfault condition—The CFDP
user application is responsible for managing a queue of such suspension orders in such a way
that a suspended transaction remains suspended until all such orders have been explicitly
reversed by corresponding resume orders; in particular, a transaction for which a suspension-
inducing fault condition was detected must remain suspended until the CFDP user
application determines that this fault condition no longer holds, and a transaction for which a

remote suspend request was received from a given CFDP entity’s user must remain
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suspended until a remote resume request for that transaction is received from the same user.
The manner in which this is accomplished is an implementation matter.

6.5.4.2 Remote Suspend Response

The Remote Suspend Response message shall be constructed as indicated in table 6-21.

Table 6-21: Remote Suspend Response Message

Field Size (bits) Values Comments

Sugpension 1 ‘0 — not suspended

indfcator ‘1> — suspended

Trahsaction 2 Same values as defined

stajus for transaction status in

the ACK PDU (see table
5-8)

Spare 5 All ‘zeroes’

Spare 1 ‘0 This field and the following five
fields identify the transaction
whose suspension was requested;
they are taken from the suspend
request.

Lerjgth of Entity 3

ID

Spare 1 ‘o

Length of 3

Sequence

Numnber

Sodrce Entity ID Variable

Trahsaction \Jariable

Sequence

Numnber
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6.6 REMOTE RESUME OPERATIONS
6.6.1 GENERAL

To enable interoperability, the following mandatory behavior shall be observed by CFDP
users that are in compliance with the CFDP remote resume operations specification.

6,6.2 REMOTE RESUME OPERATIONS MESSAGE TYPES

—

he Remote Resume Message to User message type field shall contain one of the values
pecified in table 6-22.

2]

Table 6-22: Remote Resume Operations Message Types

Message Type (hexadecimal) Interpretation
38 Remote Resume Request
39 Remote Resume Response

6{6.3 INITIATING A REMOTE RESUME

616.3.1 General

<=

Vhen required to initiate a remote resume operation, the CFDP user shall use the (FDP
ut .request primitive to request-delivery of a file delivery unit whose metadata contains
e Reserved CFDP Message defined in 6.6.3.2.

= o
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6.6.3.2 Remote Resume Request

The Remote Resume Request message shall be constructed as indicated in table 6-23.

Table 6-23: Remote Resume Request Message

Field Size (bits) Values Comments
Resgrved for future use 1 setto ‘0’
Length of entity ID 3 Number of octets in source entity ID

less one; i.e., ‘0’ means that,source
entity ID is one octet.

Resgrved for future use 1 setto ‘0’

Length of Transaction 3 Number of octets in sequence number

sequence number less one; i.e., ‘O means that sequence
number is one‘octet.

Sourte entity ID variable Uniquely-identifies the entity that
originated the transaction that is to be
resumed.

Trangaction sequence variable Uniquely identifies the transaction,

number among all transactions originated by
this entity.

6.6.4 RESPONDING TO A REMOTE RESUME REQUEST

6.6.4.1 General

Upon} receipt of a Remote Resume Request message, the remote CFDP user shall assure th
resuhption of the indicated(transaction if possible; the CFDP Resume.request primitiy
will pominally be used for this purpose. It shall then use the CFDP put.request primitiy
to refquest delivery of\a/file delivery unit to the entity which sent the original Resun
Request message. «~The metadata of this file delivery unit shall contain one each of th
Reserved CFDP Messages of message types Remote Resume Response (defined in 6.6.4.2
and Qriginating,Transaction ID.

~ O O O O O

NOT[E 4 ¥See 6.5.4.1.2 for suspension order queue management requirements.
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6.6.4.2 Remote Resume Response

The Remote Resume Response message shall be constructed as indicated in table 6-24.

Table 6-24: Remote Resume Response Message

Field Size (bits) Values Comments
Suspension 1 ‘0 — not suspended Because multiple motivationsfor
indicator 1 suspending a transaction may e

1’ — suspended

concurrently valid, the saccessfl
processing of a Remote Resum
Request may not actually change
the suspension, status of the
affected transaction.

[

Transaction 2 Same values as defined

status for transaction status in
the ACK PDU (see table
5-8)

Spare 5 All ‘zeroes’

Spare 1 ‘0’ This field and the following five
fields identify the transaction
whose resumption was requeste¢d;
they are taken from the resume
request.

Length of Entity 3

ID

Spare 1 ‘o

Length of 3

Sequence

Number

Source Entity ID Variable

Transaction Variable
Sequence
Number

67> STORE AND FORWARD OVERLAY OPERATIONS

6.7.1 GENERAL
The CFDP Store and Forward Overlay (SFO) system is an alternative mechanism for
transmitting files between users of CFDP entities which may never be in direct

communication; this mechanism does not rely on implementation of the Extended
Procedures.
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Each transmitted file is received, stored, and forwarded in a hop-by-hop manner by
intermediate waypoint users (rather than intermediate waypoint CFDP entities, as in the
Extended Procedures) until it finally reaches a user—termed the agent—whose CFDP entity
can directly communicate with that of the destination user. The file to be transmitted and all
associated metadata are encapsulated in an SFO ftransmission file delivery unit for
transmission to each waypoint. The SFO transmission file delivery unit metadata
additionally contains an ‘SFO Request’ Message to User that identifies and characterizes the
transmission.

The agent user transmits the content of the received SFO transmission file delivery unit—the
original file, together with the original associated metadata as extracted from the’ SFPD
transpction’s own metadata—to the destination user in a conventional single-hop CFDP
transpction termed an SFO final delivery transaction. This is similar to the opération of the
‘resppndent’ in a Proxy file transfer, except that the SFO Request message is'delivered to the
destipation user in addition to all the original metadata. The agent is then responsible for
transpitting an SFO transmission report file delivery unit—again via waypoint users—badk
to th¢ user which was the original source of the file.

Erro;lf in routing or relaying and (optionally) successful <telay operations are likewige
repoited back to the original source user in SFO transmission report file delivery unit
Relaying failures and (optionally) successes are additionally reported to the final destinatio
user where possible.

s 7

In the illustration of SFO operations in figure.©6-1, the thick right arrows represent SFO
transpission file delivery units, while the double right arrow represents the file delivery unfit
of an SFO final delivery transaction. The thin arrows represent SFO transmission report file
delivery units, generated either by the:agent waypoint to report on final file delivery or by
any Waypoint to report on routing er’ relay errors—or, optionally, relay success (that ip,
‘trac¢’ progress); reports are seht toward both the original source entity and the fingl
destipation entity, and the repotts themselves are relayed as necessary.

dource —> waypoint —» Waypoint {«eceecee » last waypoint=;> destination

(agent)

Figure 6-1: SFO Operations

To enable interoperability, mandatory behavior specified in subsections 6.7.2 through 6.7.7
shall be observed by CFDP user applications that are in compliance with the Store and
Forward Overlay specification.
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6.7.2 SFO MESSAGE TYPES

The message type field for each Reserved CFDP Message used in SFO operations shall
contain one of the values specified in table 6-25.

Table 6-25: SFO Message Types

Message Type (hexadecimal) |  Interpretation
40 SFO Request
41 SFO Message to User
42 SFO Flow Label
43 SFO Fault Handler Override
44 SFO Filestore Request
45 SFO Report
46 SFO Filestore Response

6{7.3 ROUTING

—

he SFO Routing procedure shall be as follows:

a) The user application shall have access to an information base that associates| with
each known CFDP entity the IDs of all other entities from which that entity can
receive files directly by means of CFDP.

b) The user application shall. compute from this information base the shortest pogsible
route to the final destination user. A route shall be a list of CFDP entities, begifning
with the user application’s own local entity and ending with the local entity qf the
final destination usér, such that every entity in the list is able to receive files difectly
via CFDP from.the preceding entity in the list.

6/7.4 INITFATING AN SFO TRANSMISSION
6/7.4.1 —General
6/7.4.1.1 In order to initiate SFO transmission of a file and associated metadata, the (FDP

user shall invoke the SFO Routing procedure (see 6.7.3) to defermine a route from its local
CFDP entity to that of the final destination user.

6.7.4.1.2 If the computed route is an empty list, then transmission is impossible. The
attempt to initiate SFO transmission shall therefore immediately fail.
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6.7.4.1.3 If the computed route contains only the local CFDP entity, then the user
application is the final destination of the file. The attempt to initiate SFO transmission shall
therefore immediately fail.

6.7.4.1.4 If the computed route contains only the local CFDP entity and that of the final
destination user, then the user application shall simply use the CFDP put.request primitive
to request direct delivery of the file and associated metadata to the final destination. No
further SFO functionality shall apply.

6.7.4|.1.5 If the computed route contains one or more other CFDP entities (waypoints) {n
additjon to the local CFDP entity and the final destination user’s CFDP entity, thencthe us¢r
application shall use the CFDP put.request primitive to request delivery ,ofyan SFPD
transmission file delivery unit to the first waypoint in the route. The file tranSnnitted in the
SFO |transmission FDU shall be the file that is to be delivered to the final déstination user, fif
any. | The metadata of the SFO transmission FDU shall be constructed(from the metadata
assodiated with that file and shall comprise a single SFO Request.message, defined in
6.7.4]2, together with zero or more of the Reserved CFDP Messages defined in 6.7.4)3
through 6.7.4.6. The destination file name, transmission modg;.segmentation control, fauflt
hand|er overrides, and flow label that constrain the resulting”transaction shall be thoge
speciffied in the metadata of the SFO transmission FDU.

NOTE — At any time after the transaction finishesythe user application may at its optign
delete its local copy of the transmitted file.
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6.7.4.2 SFO Request

The SFO Request message is mandatory and shall be constructed as indicated in table 6-26.

Table 6-26: SFO Request Message

Field

Size (bits)

Values

Comments

Trace control flag

Transmission mode

$egmentation control

pare

rior waypoints
ount

(@ Wil | [da)

$FO request label

Source entity ID

Destination entity 1D

2

Variable

Variable

Variable

0 (no trace requested), 1 (trace
toward source only), 2 (trace toward
destination only), 3 (trace in both

directions)

As defined in the CFDP
Recommendation.

As defined in the CFDP
Recommendation.

LV

LV

LV

Controls the
transmission ©f
waypoints’report$ of
relay transaction
success:

Spécifies the
transmission mode for
each transmission to
or by a waypoint.
Specifies file
segmentation corjtrol
for each transmisgion
to or by a waypoint.

Set to zero by original
source user,
incremented by eyery
waypoint.

A transaction identifier
constructed in

implementation-
specific manner by the
original source uger.

May be used for
transaction accounting
purposes by the
original source user.

The ID of the orig|nal
source user's CFDP
entity.

The ID of the fina
destination user’s
CFDP entity.

Source fiteTrame

Destination file name

Varrabte

Variable

LV

LV

Cengthris zero if
parameter is omitted.

Length is zero if
parameter is omitted.
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6.7.4.3 SFO Message to User

One or more SFO Message to User messages may be optionally included and shall be
constructed as indicated in table 6-27.

Table 6-27: SFO Message to User Message

— Fleld— [ Size(bits)

Values

Comments

Mespage text

Variable

LV

Encapsulates the-text
of a message o user
that is to be ‘delivered
to the final-destination
user.

6.7.44 SFO Filestore Request

One

or more SFO Filestore Request messages may be optionally included and shall 4

consfructed as indicated in table 6-28.

Table 6-28: SFO Filestore Request Message

Field Size (bits) Values Comments
Length (octets) 8 Number of\octets in the request field.
Requiest 8 x length | The.value of this field is a single Encapsulates a

CRDP filestore request as defined in
the CFDP Recommendation.

filestore request that
is to be executed by
the local CFDP entity|
of the final destination
user.

6.7.45 SFO Fault Handler Override

One

pr more SEO Fault Handler Override messages may optionally be included and shall b

consfructed=as-indicated in table 6-29.

I'able 6-2Y: SFO Fault Handler Override Message

Field Size (bits) Values Comments
Fault handler override 8 As defined in the CFDP Applies to each
Recommendation. transmission to or by
a waypoint.
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