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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proceglures used to develop this document and those intended for its further maintenanee
described In the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

The healthcare industry is faced with the challenge of reducing costs by moving from paper-based
processes to automated electronic processes. New models of healthcare delivery are emphasizing the
need for patient information to be shared among a growing number of specialist healthcare providers
and across traditional organizational boundaries.

Healthcare information concerning individual citizens is commonly interchanged by means of
electronic mail, remote database access, electronic data interchange, and other applications. The
Internet provides a highly cost-effective and accessible means of interchanging information but it

is also an insecure vehicle that demands additional measures be taken to maintain the-p
confidentiality of information. Threats to the security of health information through jun|
accg¢ss (either inadvertent or deliberate) are increasing. It is essential that reliable informati

seryices that minimize the risk of unauthorized access be available to the healthcarfe:system|

How does the healthcare industry provide appropriate protection for the data conveyed
Intgrnet in a practical, cost-effective way? Public Key Infrastructure (PKI) and digital
technology seeks to address this challenge.

Thd
pro
key|
or ¢
sign
bot
(ind
the
an

staj

proper deployment of digital certificates requires a blend of techinelogy, policy, and adn{
Cesses that enable the exchange of sensitive data in an unsecured environment by the u
cryptography to protect information in transit and certificates to confirm the identity
ntity. In healthcare environments, this technology uses~authentication, encipherment
atures to facilitate confidential access to, and movement of, individual health recor
h clinical and administrative needs. The services offered by the deployment of digital
luding encipherment, information integrity and digital signatures) are able to addre
be security issues. This is especially the case if\digital certificates are used in conjur
hccredited information security standard. Many individual organizations around the
ted to use digital certificates for this purpose.

Inte
iso
juri
phy,

Achlieving interoperability. (between different digital certificate implementations re
ests
infd
cerf

roperability of digital certificate technology and supporting policies, procedures, an
f fundamental importance if information is to be exchanged between organizations ar
sdictions in support of healthcareapplications (for example between a hospital and a
sician working with the same patient).

rmation rights might rely on the policies and practices and, by extension, on the validif]
ificates issued by‘ether established authorities.

Mamy countriesare deploying digital certificates to support secure communications w
natjonal boundaries. Inconsistencies will arise in policies and procedures between the C
Authorities(CAs) and the Registration Authorities (RAs) of different countries if standards d¢
activity is,restricted to within national boundaries.

rivacy and
authorized
hn security

across the
certificate

inistrative
be of public
bf a person
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1s to meet
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ction with
world have

| practices
d between
ommunity
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iblishment of a framewerk of trust, under which parties responsible for protecting an individual’s

y of digital

ithin their
brtification
velopment

Digjtabcertificate technology is still evolving in certain aspects that are not specific to

healthcare.

Important standardization efforts and, in some cases, supporting legislation are ongoing. On the
other hand, healthcare providers in many countries are already using or planning to use digital
certificates. This document seeks to address the need for guidance to support these rapid international
developments.

The Internet is increasingly used as the vehicle of choice to support the movement of healthcare data
between healthcare organizations and is the only realistic choice for cross-border communication in
this sector.

The ISO 17090 series, contributes to defining how digital certificates can be used to provide security
services in the healthcare industry, including authentication, confidentiality, data integrity, and the
technical capacity to support the quality of digital signature.

© IS0 2020 - All rights reserved
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This document is in line with ISO/ETSI standards for long-term signature formats to improve and
guarantee interoperability in the healthcare field.

There is no limitation regarding the data format and the subject for which the signature is created.

vi © IS0 2020 - All rights reserved
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INTERNATIONAL STANDARD

ISO 17090-4:2020(E)

Health informatics — Public Key infrastructure —

Part 4:
Digital signatures for healthcare documents

1 [Scope

Thip document supports interchangeability of digital signatures and the prevention-of

illegal digital signatures by providing minimum requirements and formats for genetrating a

dig
Thi

tal signatures and related certificates.

5 document describes the common technical, operational, and policy requirements that

addressed to enable digital certificates to be used in protecting the exchange of healthcare i

wit
apl
acr
cert

hin a single domain, between domains, and across jurisdictional boundaries. Its purpose
htform for global interoperability. It specifically supports digital certificate enabled com
ss borders but could also provide guidance for the nationalyor regional deploymen
ificates in healthcare.

i;ﬁ:orrect or

verifying

need to be
hformation
is to create
munication
F of digital

It defines the provable compliance with a PKI policy necéssary in the domain of healthcare. This

doc
rep

Thi
Stal

Thd
con
und

ISO
sery

For

ISO

ument specifies a method of adopting long-term signature formats to ensure integrit
idiation in long-term electronic preservation of healthcare information.

5 document provides Healthcare specific PKI (HPKI) profiles of digital signature based ¢
pdard and the profile of the ISO/ETSI Standdrd specified in CAdES, XAdES, and PAdES.

Normative references

following documents are referred to in the text in such a way that some or all of th
Stitutes requirements of this.document. For dated references, only the edition cited 4
ated references, the latest'edition of the referenced document (including any amendmen

17090-1, Health informatics — Public key infrastructure — Part 1: Overview of digital
ices

Terms and definition

the purposes of this document, the terms and definitions given in ISO 17090-1 and the follo

andMEC maintain terminological databases for use in standardization at the following ad

y and non-

n the ETSI

Pir content
pplies. For
[s) applies.

certificate

wing apply.

dresses:

3.1

[SO Online browsing platform: available at https://www.iso.org/obp

[EC Electropedia: available at http://www.electropedia.org/

certification path
connection of a series of certificates binding the certificate that is to be validated to a trusted root
trust anchor

3.2

certification path validation
path to be validated to a trusted root trust anchor including revocation checking

© IS0 2020 - All rights reserved
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3.3

hash value

value calculated by a hash function, which is a computation method used to generate a random value of
fixed length from the data of any optional length

4 Target of application

4.1 Target system

cuctamec ofthic dociimant aea ~c follavac:
e targe
gotsystemsofthic documant ara ac follgwe:

a) thedigital signature library with the digital signature function and the digital signature verifiecation
functign for the medical treatment application;

b) the digital signature program and the digital signature verification program as th¢ stand-alone
softwdre or with the medical treatment application;

The follow|ng are out of the scope of application:
a) the mddical treatment application that does not process the digital signature data directly;

b) the mddical treatment application that processes the digital signature and the result of signafure
verificption with the digital signature library, the specific digitalsighature program, or the speg¢ific
digitallsignature verification program;

c) the application interface and user interface; Figure 1 shows an example of the processing lgyer.
The digital signature application layer (the digital signature library, the digital signature progiam,
or the|digital signature verification program) is the\target scope of this example. Therefore,|the
follow]ng layer, CSP, and PKCS#11, is not within thetargeted scope of this document.

standards pf levels equal to or higher than US EIPS 140-2 level 1. Also, in addition to the smart card, as
illustrated|in Figure 1, a system could use a*USB token, software token, etc. as the medium that stgres
the privatd key.

In HPK]I, if is assumed that storage modules of the end entity subscriber private key conforli to

2 © IS0 2020 - All rights reserved
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the medical treatment application

the digital signature application layer
(the digital signature library,
the digital signature program,
the digital signature verification program)

CSP,PKCS#11

Card edge interface

PC/SC etc.

Connected device (USB etc.)

Smart Card Reader/Writer Device

Smart Card

Generation process

Th

Figure 1.— Example of processing layer digital signature specification

se-specifications define the various formats according to purpose of operation

digital sighature format is based on ETSI advanced digital signatures, where CAdES (CM$ Advanced
tal Signature)[8l and XAdES (XML Advanced Digital Signature)[?] are described in this ddcument.

© IS0 2020 - All rights reserved

ES: The format that has the digital signature value, data itself, and information about the signer.

ES-T: The format that has the signature timestamp in addition to the ES format. Signature timestamp
is a trusted timestamp provided by a timestamp authority to prove the existence of the signature.

ES-C: The format that has validation data references in addition to the ES-T format.
ES-X: The format that has ES-C timestamp to protect validation data references.
ES-X Long: The format that has the ES-C format and revocation information for verification.

ES-A: The format that has an archive timestamp to protect the signature, the timestamps, and the
validation data.
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See Figure 2 for the different format types of digital signature.

These sped

are consid
document.

The digital

Figure 2 — Format types of digital signature

ifications only define the profile of ES-T and ES-A. The other formats (ES-C, ES-X, ES-X Ld
bred to be intermediate formats to generate ES-T or ES-A. So they are not included in

ES-A Fe======- |

ES-X Long ! !

ES-C ' '

ES-T | |

ES | |
Reference ! !

Content Signed Signature Signature to Validation Archive ' Archive !
Information | | Attributes Value Timestamp| | | Validation Data Timestamp| | 'Timestamp!
Data | |

| |

1 1

T 1

1 1

1 1

1 1

__ONY. _ | _!

ng)
this

signature format is based on ETSI advanced digital signatures)where CAdESI8l based ¢n a

CMS (Crypgographic Message Syntax) and XAdES[?l based on an XMk Advanced Digital signature|are
described in this document.
Subclause #.4 describes the CAdES profile that specifies elements required/allowed to generate ES-T
and ES-A. Jubclause 4.5 describes the XAdES profile of ES-T and ES-A.
4.3 Verification process
4.3.1 Geperal
Subclause 4.3 describes an overview of the basic verification processes. This document does not proyide
verificatioph methods for optional attributesIf the signature data contains any optional attributes,|the
optional aftributes should be correctly:wverified in accordance with other specifications, policieq, or
guidelines,
4.3.2 Verification of ES
4.3.2.1 Verification progesses of ES
The verifidation procésses of ES are described below, and the order of the processes should not be
changed. Spe Figure 3.
Verification of ES
Ascertain correctness of format
Verify the signer’s certificate
Verify the signature value
and signer identifier
Figure 3 — Verification processes of ES
4 © IS0 2020 - All rights reserved
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a) Verify the format of the signing data.
Verify if the digital signature format is correct.

b) Verify the signer’s certificate.
The following steps are performed to ascertain the validity of the signer’s certificate.
1) Certification path validation described in RFC5280[191,

2) Verify signer’s certificate extensions regarding HPKI as stated in ISO 17090-1

c) |Verify the signature value of the signer identifier.

The following steps are performed.

1) Verify the signature value using the signer’s public key.
2) Verify the identifier of the signer’s certificate.

The above processes are explained in Annex A.

4.312.2 Description of verification processes

Verification process Description

a) | Ascertain correctness of format. The following conditions shall be checked.

— If the“structure of the signature data conf¢rms to the
défined format.

= If the signature data contains all elements frequired in
the profile.

— Ifthe version number of the signature data pre correct.

b) | Verify the signer’s certificate. 1) Certification path validation described in RFC5280.

— Build and verify the certification path for the
signer’s certificate.

2) Ascertain extensions regarding HPKI contgined in the
signer’s certificate.

— Implementations are required tp support
functions to check the following elemgnts.

— HPKI certificate policy identifier.

— The value of the hcRole attribute in the signer’s
certificate.

— The ascertainment method not dovered by
this document. It is possible to choose suitable
methods for applications.

© IS0 2020 - All rights reserved 5
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Verification process

Description

c) Verify

the signature value and signer identifier.| 1)

The following steps shall be performed.

Verify the signature value using the signer’s public key.

Calculate the hash value of the content data and
ascertain that it matches the value of the message
digest contained in the signature.

Verify the signature value with signed attributes using
the signer’s public key.

2)

Verify the correspondence of the identiffier
information of the signer’s certificate.

— Ascertain that the signer identifier,matches [the
signer’s certificate attributes contdined in [the
signature data.

4.3.3 Ve

rification of ES-T

4.3.3.1 Verification process of ES-T

This section describes the process to verify a signature in ES-T format

The verifidation processes of ES-T are described be

changed. S

a) Verify

be Figure 4.

low, and theorder of the processes should nof be

Verification of ES-T

Verify the Signature Timestamp

Ascertaion that the signer’s.Signature was
valid at the time of the Signdture Timestamp

Verification of ES

Ascertain correctness of format

TN

Verify the signer’s certificate

— V]

Verify the signature value
and signer identifier

Figure 4 — Verification processes of ES-T

the signature timestamp.

1) Verify the certificate of the TSA that provides the signature timestamp.

2) Verify the signature value of the TSA that provides the signature timestamp.

3) Verify the message imprint of the timestamp token.

b) Verify the signer’s signature at the time of the signature timestamp.

1) Ascertain that the signer’s signature was valid at the time of the signature timestamp.

© IS0 2020 - All rights reserved
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The above processes are explained in Annex A.

4.3.3.2 Description of a verification process

ISO 17090-4:2020(E)

2) Ascertain that the signer’s trust anchor is appropriate.

Verification process

Description

a)

Verify the signature timestamp.

1) Verify the certificate of the TSA that provides the

signature timestamp.

The following steps shall be performed for the TSA certificate.

Certification path validation as describedi

Ascertain that the certificate contains ex
usage for TSA purpose.

h RFC5280.

tended key

2) Verify the signature of the”TSA that pr

signature timestamp.

Verify the signature valugof the timestamp tokj
the public key of a TSA Certificate.

ovides the

En using

3) Verify the messdge imprint of the timestanpp token.

Calcutate the hash value of the signer
val@ie 'dnd ascertain that it matches t
the message imprint within the timest

s signature
he value of
amp token.

b)

Verify the ES at the time of the signature
timestamp.

1) Verity the ES at the time of the signature ti

Verify that the certificate of the signe

at the time of the signature timestamp.

mestamp.

r was valid

2) Verify that the trust anchor is appropriate.

Verification could be performed in a

of time after the ES-T data were create
anchor that was valid at the time o
might be expired or compromised at
verification. In this case, the verifier

that the trust anchor is appropriate.

For example, the signer and the verifie
agreementaboutthe trustanchor (fore
signature policy) and manage it under
against CA compromise, or the verifi
a trusted third party that manages th
verification information of certificat
methods are out of the scope of this ddg

ong period
. The trust
[ signature
the time of
Ghall verify

I specify an
kxample, the
protection
br refers to
e history of
bs. Specific
cument.

4.3

4.~ Verification of ES-A

4.3.4.1 Verification process of ES-A

The verification processes of ES-A are described below, and the order of the processes should not be
changed. See Figure 5.

© IS0 2020 - All rights reserved
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Verification of ES-A

Verify the latest Archive Timestamp Ascertain ordering of times

Verify the previous Archive Timestamp Verify validation information for

the signer’s certificate

Verify the Signature Timestamp at the
time of the first Archive Timestamp

Verification of ES-T

0|

Verify the Signature Timestamp

Ascertain that the signer’s signature was
valid at the time of the Signature Timestamp

Verification of ES &O

| Ascertain correctness of format |

N AN
| Verify the signer’scertificate |
[/ 2SN

Verify the'signature value

and signer identifier
AN

N
o

Figure 5 — Verification processes of ES-A

a) Verify[the latest archive timestamp.
Verify that the latest archive timestampisvalid at the time of verification.
1) Verify the certificate of the TSA.that provides the latest archive timestamp.
2) Verify the signature of the-T'SA that provides the latest archive timestamp.
3) Verify the correspondence of the latest archive timestamp and the target data of the timestamp.
b) Verifythe previous archive timestamps, if present.
Verify [that the timestamp was valid at the time when the data was archived.
1) Verify the-eertificate of the TSA that provides the archive timestamp.

2) Verify the signature of the TSA that provides archive timestamp

3) Verify the correspondence of the archive timestamp and the target data of the timestamp.
4) Verify that the trust anchor of the archive timestamp is appropriate.
c) Verify the validation data of the signer’s certificate.
1) Verify the validity of the certificate chain archived in the validation data.
2) Verify that the trust anchor is appropriate.

3) Verify the validity of revoke information archived in the validation data.

8 © IS0 2020 - All rights reserved
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4) Verify that the trust anchor of revoke information is appropriate.
d) Verify the signature timestamp.
Verify that the timestamp is appropriate.
1) Verify that the signature timestamp was valid at the time it was archived.
2) Verify that the trust anchor of the signature timestamp is appropriate.

e) Verify the ES at the time of the signature timestamp.

1) Verify that the ES was valid at the time of the signature timestamp.
2) Verify that the trust anchor is appropriate.
f) |Verify the ordering of the times of timestamps and the issued time of validation’data.

The above processes are explained in Annex A.

4.3/4.2 Description of verification process

Verification process Description

a) | Verify the latest archive timestamp 1) Verify the~certificate of the TSA that provided the
latest atchive timestamp.

The following steps shall be performed for the TSA certificate.

—Verify the validity of the certificate at the time of
verification.

— Ascertain that the purpose of the key usage of the TSA
certificate is appropriate.

2) Verify the signature of the TSA that provid¢s the latest
signature timestamp.

— Verify the signature value of the timesfamp token
using the public key of the TSA certifidate.

3) Verify the message imprint of the timestanip token.

— Calculate the hash value of the target felds for the
archive and verify that it matches the yalue of the
message imprint within the timestamp token.

© IS0 2020 - All rights reserved 9
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Verification process Description

b) Verify the previous archive timestamp, if it is|1) Verify the certificate of the TSA that provides the
present. archive timestamp.

— Verify the validity of the TSA certificate of the
archive timestamp at the time that is shown in the
next generation archive timestamp.

The relationship of time for verification is shown in the
Figure 6.

2) Verify the signature of the TSA that issued the archive
timestamp.

3) Verify the correspondence between the ‘archive
timestamp and the imprint data.

4) Verify that the trust anchor of the TSA \cettificatp i
appropriate.

)
—
wn

— The validity of the certificdte at the trust p¢int
could be expired at the time"of verification of|the
TSA certificate for the-akrchive timestamp.

— In order to verify\the trust anchor of b)|1),
confirm that the certificate at the trust point is
appropriate.Specific methods are out of the scppe
of this doctumént.

c) Verify| validation data for the signer’s|1) Ascertain thevalidity of the certificate chain archiyed
certifi¢ate. in the validation data.

2) Ascertain that the trust anchor of the certificatg is
appropriate.

3) _Ascertain the validity of revoke information archifyed
in the validation data.

— Compare the issued time of revoke information
with the time of archiving and confirm that|the
revoke information is appropriate.

4) Ascertain that the trust point of the revpke
information is valid.

— Confirm that the trust point -certificate| is
appropriate at the time of verification of validlity
of the certificate used for signing the revpke
information.

d) Verify[the signatute-timestamp at the time of|1) Ascertain that the signature timestamp was validl at
the firgt archivétimestamp. the time of the first archive timestamp.

— Execute 4.3.4.2 assuming the time of the fjrst
archive timestamp. Verify that the TSA certifidate

o daddl de o) £a . 1o der =
wdS VvdIIUdULUIIT ULIITITUT LIITTIT SUAI CITTVE LIITICT S Ua Ilp.

2) Verify that the trust anchor of the signature
timestamp was appropriate at the time of first archive
timestamp.

— The validity of the certificate at the trust point
could be expired at the time of verification of the
TSA certificate for the signature timestamp.

— In order to verify the trust anchor of d) 1),
confirm that the certificate at the trust point is
appropriate. Specific methods are out of the scope
of this document.

10 © IS0 2020 - All rights reserved
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Verification process Description
e) Verify the signer’s signature at the time of the|{1) Verify the signer’s signature based upon Annex A
signature timestamp. using validation data that is verified by process (c)
and ascertain that the certificate was valid at the time
of the signature timestamp.
2) Ascertain that the trust anchor is appropriate.

— The validity of the certificate at the trust point
could be expired at the time of verification of the
signer’s certificate.

— In order to verify the trust anchop of e) 1),
confirm that the certificate at thel fryust point is
appropriate. Specific methods are-out ¢f the scope
of this document.

f) | Verify the ordering of times. Ascertain the correspondence-of)times thdt is not in
the flow of the, (\process |above.
— Ascertainthe correspondence of signature fimestamps
Corjfirm the correspondence of time. and archive timestanips.
Signature Data .
(ES-A) Sl.gnature Validation Data Validation Data for | |Archive Validation Data Archive
- Tl'mestamp \for SignatureTS Signer Cert Timestamp(1)| for ArchiveTS(1) Timestamp(2)
[time =Ts] [. cert chain - Cert chain [time = Ta(1)] | - Cert chain [time = Ta(2)
A - REvocation Info - ReV(A)cation Info 4 - Rex‘location Info A

1
1
Generation |
Process |
1
1
1
1

! | get certificate chain and revo
. . .

i | information about mgnerét

! 2

on
ificate.

[ ———_ | —»

T
get certificate chain and reva&ion
information about TSA g)‘i@nature TS

informatio

get certificate chain and revocation
n about TSA of Archive TS(1)

sign
|

add Signature Timestamp |

N \c}hddArchive Timestamp(1) |

N

| add ArchiveTimestamp(2)

Time of Veifification

C}' (Current Time)
ks Ta(1) Ta(2) T R
A Time'
4
Certificate C)
Verification ool A ,
i Ascertain thatt o] er’s ! Ascertain that the TSA certof !i Ascertain thatthe TSA cert of | romrmmimimimimimimemmn oo ,
Ascertain that the T$A cert !

i cert was vali )

i Ascertain
i data for
; app

alidatio

igner’s certis |

(&

n

SignatureTS was valid at Ta(1).
Ascertain that validation data
for the TSA cert of SignatureTS
is appropriate.

ArchiveTS(1) was valid at Ta(2).
Ascertain that validation data

for the TSA cert o
is appropriate.

f ArchiveTS(1)

of ArchiveTS(2) is v
at Tv using the late

lid

Signature

Signature
Timestamp
[time = Ts]

Validation Data
\for SignatureTS

- Cert chain

- Revocation Info

Validation Data for
Signer Cert
- Cert chain
- Revocation Info

Archive
Timestamp(1)
[time = Ta(1)]

Validation Data
for ArchiveTS(1)
- Cert chain

- Revocation Info

Archive
Timestamp(2)
[time = Ta(2)]

Figure 6 — The relationship of time for ES-A verification

(the case of 2 archive timestamps)
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4.4 CAdES specification

4.4.1 General
Subclause 4.4 describes requirements for the generation or validation of CAdES data.

Table 1 describes the relationships of profiles defined by this document and Table 2 describes the data
structure of CAdES. Table 3, Table 4, and Table 5 describe profiles defined by this document, and Table 6
describes elements of the CAdES data.

4.4.2 Lopgtermrsigmature profite

In order to|make digital signatures verifiable for the long term, signing time should be identifiable, [any
illegal alterations of information pertaining to signatures should be detectable, including the subje¢t of
informatiopn and validation data, and interoperability should be ensured. By defining the following fwo
profiles, thiis document satisfies the previous requirements for CAdES.

a) CAdEYT profile

A profile pertaining to the generation and validation of CAdES-T data.
b) CAdES-A profile

A profile pertaining to the generation and validation of CAdES-Aydata.

Figure 7 sHows the relationship between CAdES-T data and CAdES-A data.

Dita Generate CAdES-T Verify
J CAdES-T data » | CAdES-T
data data

l (Distribution)

Generate CAdES-A Verify
CAJES=A I data > |cAdES-A
data data

T | (Archiving)

Figure 7 — Relationship between CAdES-T data and CAdES-A data

4.4.3 Representation of the required level

This document definés the following representation methods for the required level (as a profile) of dach
element copstituting CAAES-T data and CAdES-A data.

O {]\ﬂ\
a) Mandater—{Mj

Elements whose required level is ‘Mandatory’ shall be implemented. If such an element has optional
sub-elements, at least one sub-element shall be selected. Any element whose required level is
‘Mandatory’ and is one of the sub-elements of an optional element shall be selected whenever the
optional element is selected.

b) Optional (O)

Elements whose required level is ‘Optional’ may be implemented at the discretion of the
implementer.
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Conditional (C)
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Elements whose required level is ‘Conditional’ may be implemented at the discretion of the
implementer. Detailed specifications pertaining to the processing of any element whose required
level is ‘Conditional’ shall be provided. For example, the implementer provides the specifications for
any ‘Conditional’ elements by disclosing a supplier’s declaration of conformity and its attachment

(see ISO 14533-1:2014, Annex A).
Prohibited (P)

Elements whose required level is ‘Prohibited’ shall not be in the data. The Prohibited element may

be ignored In validation processes.

4  CAdES-T profile

Table 1 — ContentInfo

Element Required level Value
ContentType M Id-signedData
Content M SignedData

Table 2 — SignedData

Element Required level Value
CMSVersion M
DigestAlgorithmldentifiers M
EncapsulatedContentInfo M
—eContentType M
—eContent 0
CertificateSet (Certificates) 0
—Certificate 0
—AttributeCertificateV:2 P
—OtherCertificateFormat P
RevocationInfoGhoices (crls) 0
—CertificateList 0
—OtherRevocationInfoFormat C
Signerinfos M
—¢single 0
—parallel 0

Table 3 — SignerInfo

Element Required level Value
CMSVersion M
Signerldentifier M
—IssuerAndSerialNumber 0
—SubjectKeyldentifier 0
DigestAlgorithmldentifier M
SignedAttributes M
SignatureAlgorithm M
SignatureValue M

© IS0 2020 - All rights reserved
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Table 3 (continued)

Element

Required level

Value

UnsignedAttributes

M

The required level shall be ‘Conditional’ for any signed and unsigned attribute elements not listed in

Table 4 and Table 5.
Table 4 — SignedAttributes
Element Required level Value
ContentType M
MessageDigest M
SigningCertificateReference M
—ESSSigningCertificate 02
—ESSSigningCertificateV2 02
—OtherSigningCertificate P
SignatgureAlgorithmldentifier C
SigningTime ob
ContentReference C
Contentldentifier C
ContentHint C
CommitmentTypelndicatio C
SignerLocation C
SignerAttribute C
ContentTimestamp C
a  ESSSigningCertificate or ESSSigningCertificateV2 shall be selected.
b When the element is not implemented, it may be ignored.
Table 5 —Additional Unsigned Attributes
Element, Required level Value
CounterSignature 0
Signing time information M
—SignatureTimestamp M Timestamp defined in
RFC3161
—timé mark, etc. P
4.4.5 CAIdES-A profile

The CAdES-A profile is defined as an extended form of the CAdES-T profile to which the unsigned
attributes specified in Table 6 are added. The required level shall be ‘Conditional’ for any element not
specified in Table 6.

14

Table 6 — Additional Unsigned Attributes

Element Required level Value
CompleteCertificateRefs M
(O for validation)
CompleteRevocationRefs M
(O for validation)
—CompleteRevRefs CRL 0
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Table 6 (continued)

Element Required level Value
—CompleteRevRefs OCSP 0
—OtherRevRefs
Attribute certificate references

Attribute revocation references

CertificateValues

—CertificateValues

—Certificates maintained by trusted
service

RevocationValues

—CCertificateList

—BasicOCSPResponse
—OtherRevVals

—Revocation information maintained
by trusted service

CAdES-C-timestamp

Time-stamped cert and crls reference

Archiving

—ArchiveTimestampV?2 id-aa-48 Timestamp defined in

RFC3161

Timestamp defined in
RFC3161

/N |9|v| U |"W|O|O|Z| U|O|IZ|v|T|T

—ArchiveTimestamp id-aa-27

o

—time mark etc. P

XAdES specification

1 General
clause 4.5 details the reqdinements for the generation and verification of XAdES.

clause 4.5.1 shows theoutline of the profile defined in this document, and 4.5.2 shows th

4.5

In ¢
sign
sho

AdES. Subclauses.4/5.3, 4.5.4, and Table 11 show the requirements for a profile.

2 Defined’long-term signature profiles

rder to.make digital signatures verifiable for the long term, interoperability should H
ing time should be identifiable, and any illegal alterations of information pertaining to
1ld'be detectable, including the subject of information and validation data. By defining th

twa

p structure

e ensured,
signatures
e following

ptofiles, this document satisfies these requirements for XAdES.

a)

b)

XAdES-T profile:
A profile pertaining to the generation and validation of XAdES-T data.
XAdES-A profile:

A profile pertaining to the generation and validation of XAdES-A data.

Figure 8 shows the relationship between XAdES-T data and XAdES-A data.

© IS0 2020 - All rights reserved
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- Verif
Data | Generate — XAdES-T y

XAdES-T data data XAdES-T data
l (distribution )

Generate XAdES-A Verify
XAdES-A data XAdES-A

T ‘ (Archiving)

Archive Timestamp

Figure 8 — Relationship between XAdES-T data and XAdES-A data

4.5.3 Representation of the required level

This docurhent defines the following representation methods for the required level (as a profile) of €

ach

element copstituting XAdES-T data and XAdES-A data
a) Manddtory (M)
Elements whose required level is ‘Mandatory’ shall be implemented/without fail. If such an elempent
has opfional sub-elements, at least one sub-element shall be selected. Any element whose requjred
level i ‘Mandatory’ and is one of the sub-elements of an optional element shall be selected whengver
the optional element is selected.
b) Optioral (O)
Elements whose required level is ‘Optional’ may be implemented at the discretion of [the
implermenter.
c¢) Conditiional (C)
Elements whose required level is ‘Conditional’ may be implemented at the discretion of|the
implerenter. Detailed specifications pertaining to the processing of any element whose requjred
level i ‘Conditional’ shall be proyided. For example, the implementer provides the specificationg for
any ‘Conditional’ elements by @isclosing a supplier’s declaration of conformity and its attachnjent
(see ISP 14533-1:2014, Annex,A).
d) Prohibited (P)
Elements whose réquired level is ‘Prohibited’ shall not be implemented. The elements may be
ignoref in validation processes.
4.5.4 Requjrement for XAdES-T
The required —and
Table 10.
Table 7 — Signature element
Element or attribute Required level Condition
ID attribute of ds:Signature M (See Note 1)
ds:SignedInfo M
Either ds:KeyInfo or SigningCertificate (Table 9) is required. If ds:KeyInfo is selected
(Mandatory in XAdES v1,1,1), an X,509 data element defined in the XML signature shall be
included as a subelement.
NOTE ‘Optional’ in an XML signature but ‘Mandatory’ in XAdES.
16 © IS0 2020 - All rights reserved
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Table 7 (continued)

Element or attribute Required level Condition
—ds:CanonicalizationMethod M C14n
—ds:SignatureMethod M
—ds:Reference M
—ds:Transforms 0
—ds:DigestMethod M
—ds:DigestValue M
ds:SignatureValue M

ds:KeylInfo

O (See Note 2)

ds:Object

M

Either ds:KeyInfo or SigningCertificate (Table 9) is required. If ds:KeyInfo is\selected
(Mandatory in XAdES v1,1,1), an X,509 data element defined in the XML signature’shall be

included as a subelement.

NOTE ‘Optional’ in an XML signature but ‘Mandatory’ in XAdES.

Table 8 — Object element

Element Required level Condition
QualifyingProperties The ID attribute value of the
M signature element shall be
entered in the target attribute.
—SignedProperties M
—UnsignedProperties 0
QualifyingPropertiesRefernece C

Table 9« Signed Properties element

Element

Required level

Condition

SignedSignatureProperties

M

—SigningTime O (See Note 1)
—SigningCertificate O (See Note 1,2)
—SignaturePolicyldentifier C
—SignatureProductionPlace C
—SigrierRole C
SignedDataObjectProperties C
—DataObjectFormat C
—CommitmentTypelndication C
AlData0bjectsTimeStamp C
—IndividualDataObjectTimeStamp C

Either SigningCertificate or ds: Keylnfo (Table 7) is required.

NOTE Mandatory in XAdES v1,1,1.

© IS0 2020 - All rights reserved
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Table 10 — Unsigned Properties element

4.5.5 Re

The XAdES
element of]
required le

Element Required level Condition

UnsignedSignatureProperties M

—CounterSignature 0

—Trusted signing time M

—SignatureTimeStamp M Timestamp defined as RFC31612
—time mark or other method P

qnsignedDataObjectProper- C

LIeS

a2 Timestamp is defined as RFC3161 because the method of acquiring a Timestamp and
storing it in XAdES data and the method of verifying the Timestamp are clearly shown by
standards.

quirement for XAdES-A

-A profile is defined as an extended form of the XAdES-T data. The required level of €
the UnsignedSignatureProperties defined as XAdES shall be as specified in Table 11.

vel shall be ‘Conditional’ for any element not specified in Table 11:

Table 11 — Unsigned Signature Properties-element

Element or Processing method Required level Condition

CompleteCertificateRefs O (See Note 1)

CompleteRevocationRefs O (See Note™1)

—CRLRef 0

—OCSPRef

—OtherRef

AttributeCetrificateRefs

AttributeRevocationRefs

SigAndRefsTimeStamp

—not distributed case

—distributed case

RefsOnlyTimeStamp

—not distributed case

—distributed-¢ase

CertifiecateValues

—EncapsulatedX509Certificate

v|O|Z|Y|9|Y|TY|D|T|T|T|T|O

“-OtherCertificate

—f'prf‘ifir'nf‘pc maintained by trust-

ach
The

18

la=

ed service

RevocationValues M

—CRLValues 0

a2 Timestamp is defined as RFC3161 because the method of acquiring a Timestamp and
storing it in XAdES data and the method of verifying the Timestamp are clearly shown by
standards.

NOTE 1 Mandatory in XAdES v1,1,1.
NOTE 2 Italic type describes the processing method.

NOTE 3 AttrAuthoritiesCertValues, AttributeRevocationValues, not distributed cases and
distributed cases are not defined in XAdES v1,1,1 and v1,2,1. AttributeCetrificateRefs and
AttributeRevocationRefs are also not defined in v1,1,1.
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4.6

S

.6
Sub

Sub
str
Sub

4.6

Table 11 (continued)
Element or Processing method Required level Condition
—OCSPValues 0
—OtherValues P
—Revocation information main- P
tained by trusted service
AttrAuthoritiesCertValues P
AttributeRevocationValues P
Al LI’ll.Vl'Ily }V’l’
—ArchiveTimeStamp
—not distributed case M Timestamp defined as
RFC31612
—distributed case P
—time mark or other method P
Any unsigned signature property
defined in any other version of C
XAdES

a2  Timestamp is defined as RFC3161 because the method of acquiring a Timestamp and
storing it in XAdES data and the method of verifying the Tindestamp are clearly shown by
standards.

NOTE 1 Mandatory in XAdES v1,1,1.
NOTE 2 TItalic type describes the processing method:

NOTE 3 AttrAuthoritiesCertValues, AttributeRevocationValues, not distributed cases and
distributed cases are not defined in XAdESv1,1,1 and v1,2,1. AttributeCetrificateRefs and
AttributeRevocationRefs are also not defined in v1,1,1.

PAdES Specification

1 General
clause 4.6 shows the requirements about generation and verification of PAdES.

clause 4.6.1 shows the“eutline of the profile which this standard defines, and 4.6.2
Icture of PAdES. Subclauses 4.6.3 to 4.6.5 show the requirements for a profile, and {
clause 4.6.6 shows\the outline of each constituent elements.

2 Defineddong term signature profiles

In ¢rder te~make digital signatures verifiable for a long term, interoperability should b

sign
sho

ing.time should be identifiable, and any illegal alterations of information pertaining to
1ld-be detectable, including the subject of information and validation data. By defining th

shows the
he section

e ensured,
signatures
e following

two

a)

b)

Pl1 Ufile, Lllib dULulllUllL bdl.ibfieb L}le Pl1 UViUub I unil CIIICIILS lrUl PAdES.
PAdES-T profile:

A profile pertaining to the generation and validation of PAAES-T data.
PAdES-A profile:

A profile pertaining to the generation and validation of PAdES-A data.

Figure 9 shows the relation between PAJES-T data and PAdES-A data.

© IS0 2020 - All rights reserved
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4.6.3 Re

This docun
element co

a)

Manddgtory (M)

Generator
Data , Generate | PAES-T| __, Generate | |/PAdES-A
) (PAdES-Tdata; “ldaa  J " iPAdES-Adata; “{data
verifier JV __________ JV _____
! Verify ! ! Verify !
1 PAJES-T data ! 1 PAJES-A data 1

Figure 9 — Relation between PAdES-T data and PAdES-A data

presentation of the required level

nent defines the following representation methods for the requiredevel (as a profile) of ¢
stituting PAAES-T data and PAdES-A data:

ach

Elements whose required level is ‘Mandatory’ shall be implemented without fail. If such an elenfent

has op|
level ig
the op

b) Option

Elemel
implen

c) Condit

Elemel
implen
level ig
any elg
(see R{

d)

Elemel
ignore

Prohihjited (P)

ional sub-elements, at least one sub-element shall be.selected. Any element whose requ
‘Mandatory’ and is one of the sub-elements of an gptional element shall be selected wheng
[ional element is selected.

al (0)

its whose required level is ‘Optional” may be implemented at the discretion of
henter.

ional (C)

its whose required level-is “Conditional” may be implemented at the discretion of
henter. Detailed specifi¢ations pertaining to the processing of any element whose requ
“Conditional” shall beé provided. For example, the implementer provides the specificationg

pferences [1],[21.13]).

its whese’required level is ‘Prohibited’ shall not be implemented. The elements may
d uponvalidation.

4.6.4 Re

The requir

20

quirement ror FAdES-1

ed level shall be ‘Conditional’ for any elements not listed in Table 12 to Table 17

Table 12 — Signature dictionary

Entry Required level Value
Type 0 Sig
Filter M

a  Even if a signature does not contain M Entry, a signature validation application shall
not consider this signature invalid. Time of M Entry is not basically used to validate
certificates. If this information is used for validation, it is necessary to define clearly a
usage of this information. (e.g. describing a usage in a signature policy).

red
ver

the

the
red
for

ments “Conditiond})by disclosing a supplier’s declaration of conformity and its attachnfent

be
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Table 12 (continued)

Entry Required level Value
SubFilter M ETSI.CAdES.detached
Contents M See Table 13
ByteRange M
M Ma
Cert P
Location 0
Reason 0
ContactInfo 0
a  Even if a signature does not contain M Entry, a signature validation applicatiqn- shall
not consider this signature invalid. Time of M Entry is not basically used to validate
certificates. If this information is used for validation, it is necessary to definge _glearly a
usage of this information. (e.g. describing a usage in a signature policy).

Table 13 — ContentInfo in signature

Element Required level Value
ContentType M id-signedData
Content M Seexlable 14

Table 14 — SignedData\in signature

Element Required level
CMSVersion M
DigestAlgorithmldentifiers M
EncapsulatedContentInfo M
— eContentType M
— eContent 0
CertificateSet (Certificates) M
— certificate Ma
— v2AttrCert P
— other: C
RevocationInfoChoices (crls) 0
—crl 0
3~ other C
SignerInfos Mb
— signerInfo M

At teast T SIgature generation appication strattcomntaim a Signer certificate for
interoperability. Even if a signature does not contain this element, a signature validation
application shall not consider this signature invalid.

b Only a single signerInfo shall be present in PDF signature.

Table 15 — SignerInfo in signature

Element Required level
CMSVersion M
Signerldentifier M
— issuerAndSerialNumber C
— subjectldentifier C

© IS0 2020 - All rights reserved
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