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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proceglures used to develop this document and those intended for its further maintenange
described In the ISO/IEC Directives, Part 1. In particular the different approval criteria needed{or
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

The healthcare industry is faced with the challenge of reducing costs by moving from paper-based
processes to automated electronic processes. New models of healthcare delivery are emphasizing the
need for patient information to be shared among a growing number of specialist healthcare providers
and across traditional organizational boundaries.

Healthcare information concerning individual citizens is commonly interchanged by means of electronic
mail, remote database access, electronic data interchange, and other applications. The Internet provides
ahighly cost-effective and accessible means ofinterchanginginformation, butitis alsoaninsecure vehicle

that demands additional measures be taken to maintain the privacy and confidentiality of.ir
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rity services that minimize the risk of unauthorized access.

v does the healthcare industry provide appropriate protection for the data conveyed
rnet in a practical, cost-effective way? Public key infrastructure (PKI) and digital

technology seek to address this challenge.
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proper deployment of digital certificates requires a blend of techinelogy, policy, and adn{
Cesses that enable the exchange of sensitive data in an unsecured environment by the us
cryptography” to protect information in transit and “certificates” to confirm the identity
ntity. In healthcare environments, this technology uses-authentication, encipherment,

atures to facilitate confidential access to, and movement of, individual health recor
h clinical and administrative needs. The services offered by the deployment of digital

luding encipherment, information integrity and digital signatures) are able to addre

‘edited information security standard. Many inidividual organizations around the world h
se digital certificates for this purpose.

roperability of digital certificate technology and supporting policies, procedures, an
f fundamental importance if information is to be exchanged between organizations an
sdictions in support of healthcareapplications (for example between a hospital and a
sician working with the same patient).
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Dig

talcertificate technology is still evolving in certain aspects that are not specific to

healthcare.

Important standardization efforts and, in some cases, supporting legislation are ongoing. On the other
hand, healthcare providers in many countries are already using or planning to use digital certificates.
This International Standard seeks to address the need for guidance to support these rapid international
developments.

This International Standard describes the common technical, operational, and policy requirements that
need to be addressed to enable digital certificates to be used in protecting the exchange of healthcare
information within a single domain, between domains, and across jurisdictional boundaries. Its purpose
is to create a platform for global interoperability. It specifically supports digital-certificate-enabled
communication across borders but could also provide guidance for the national or regional deployment
of digital certificates in healthcare. The Internet is increasingly used as the vehicle of choice to support
the movement of healthcare data between healthcare organizations and is the only realistic choice for
cross-border communication in this sector.

© IS0 2014 - All rights reserved


https://standardsiso.com/api/?name=e06def8092c09c4c4e3febf50981aa00

ISO 17090-4:2014(E)

This International Standard can be approached as a whole, with the four parts all making a contribution
to defining how digital certificates can be used to provide security services in the healthcare industry,
including authentication, confidentiality, data integrity, and the technical capacity to support the quality
of digital signature.

ISO 17090-4 provides healthcare-specific profiles of digital signature based on the ETSI Standard and
the profile of the ETSI Standard specified in CAdES and XAdES.

vi © ISO 2014 - All rights reserved
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INTERNATIONAL STANDARD ISO 17090-4:2014(E)

Health informatics — Public Key infrastructure —

Part 4:
Digital Signatures for healthcare documents

1 [Scope

Thi part of ISO 17090 supports interchangeability of digital signatures and the prevention ¢f incorrect
or Jllegal digital signatures by providing minimum requirements and formats {for” genejrating and
ver]fying digital signatures and related certificates.

Furthermore, it defines the provable compliance with a PKI policy necessaryin the domain of healthcare.
Thip part of ISO 17090 adopts long-term signature formats to ensure integrity and non-repjudiation in
long-term electronic preservation of healthcare information.

Thip part of ISO 17090 conforms to ISO/ETSI standards for long-term signature formats to iiprove and
guarantee interoperability in the healthcare field.

Thdre is no limitation regarding the data format and the subjéect for which the signature is created.

2 |Normative references

The following documents, in whole or in part,-are normatively referenced in this documgnt and are
indispensable for its application. For dated-references, only the edition cited applies. For undated
refgrences, the latest edition of the referencéd document (including any amendments) applids.

n

[SO|17090-1:2008, Health informatics <~ Public key infrastructure — Part 1: Overview of digitaf certificate
seryices

ISO[ 17090-3:2008, Health informiatics — Public key infrastructure — Part 3: Policy manfigement of
certification authority

3 |Terms and definition

For|the purposes.of this document, the terms and definitions given in ISO 17090-1 and th¢ following
apply.

31

certification path
conpection of a series of certificates binding the certificate which is to be validated to a tifusted root
trust anchor

3.2
certification path validation
path to be validated to a trusted root trust anchor including revocation checking

3.3

hash function

computation method used to generate a random value of fixed length from the data of any optional
length

Note 1 to entry: The generated value is called a “hash value”, which has the properties of being uni-directional

(the original data cannot be back calculated from it) and of having a low probability of having been generated
from two different data (collision).

© ISO 2014 - All rights reserved 1
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Note 2 to entry: Because of these properties, when sending/receiving data, if the hash value generated on the
sending side and the hash value of the data obtained by the receiving side match on comparison, it can be confirmed
with a high degree of confidence that the data were not tampered with during transmission.

4 Scope of application

4.1 Target system

The target systems of this part of ISO 17090 are as follows:

a) the diiital signature library with the digital signature function and the digital signature verificafion
functi¢n for the medical treatment application;

b) the digital signature program and the digital signature verification program as thejstand-alone
softwgre or with the medical treatment application;

The follow|ng are out of scope:
a) the mddical treatment application that does not process the digital signatufe)data directly;

b) the mddical treatment application that processes the digital signaturé and the result of signature
verifichtion with the digital signature library, the specific digital signature program, or the spe¢ific
digitallsignature verification program;

c) the application interface and user interface; Figure 1 showsyan example of the processing lgyer.
The digital signature application layer (the digital signatureibrary, the digital signature progiam,
or the|digital signature verification program) is the target scope of this example. Therefore,|the
follow]|ng layer, CSP, and PKCS#11, is not within the targeted scope of this International Standafd.

In HPK], it|is assumed that ‘Storage modules of the end entity subscriber private key shall conform to
standards pflevels equal to or higher than US FIPS140-2 level 1’ by ISO 17090-3:2008, 7.6.2.12. Alsg, in
addition td the smart card, as illustrated, a system could use a USB token, software token, etc., as|the
medium thfat stores the private key.

2 © ISO 2014 - All rights reserved
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The medical treatment application

The digital signature application layer
(the digital signature library,

the digital sisnatire program)
S S PLrogs .,

CSP, PKCS#11

Card edge interface

PC/SC etc.

Connected deviceA{USB etc.)

Smart Card reader/writer device

Smart Card

4.2| Generation process

Figure 1 — Example of processing layer digital signature specification

Thedigitalsignature format is based on ETSI advanced digital signatures, where CAdES (CM$ Advanced
Digjtal Signature)[5] and XAdES (XML Advanced Digital signature)[é] are described in this International

Standatd

These specifications define the various formats according to purpose of operation.

— ES: The format that has the digital signature value, data itself, and information about the signer.

— ES-T: The formatthathasthe Signature Timestamp in addition to the ES format. Signature Timestamp
is a trusted timestamp provided by a timestamp authority to prove the existence of the signature.

— ES-C: The format that has validation data references in addition to the ES-T format.

— ES-X: The format that has ES-C Timestamp to protect validation data references.

— ES-X Long: The format that has the ES-C format and revocation information for verification.

© IS0 2014 - All rights reserved
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validation data.

See Figure 2 for the different format types of digital signature.

ES-A: The format that has an Archive Timestamp to protect the signature, the timestamps, and the

Figure 2 — Format types of digital signature
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Ascertain correctness of format

Verify the signer’s certificate

Verify the signature value
and signer identifier

Figure 3 — Verification processes of ES
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a) Verify the format of the signing data.
Verify if the digital signature format is correct.

b) Verify the signer’s certificate.
The following steps are performed to ascertain the validity of the signer’s certificate.
1) Certification path validation described in RFC5280.

2) Verify signer’s certificate extensions regarding HPKI.

c) |Verify the signature value of the signer.

The following steps are performed.

1) Verify the signature value using the signer’s public key.
2) Verify the identifier of the signer’s certificate.

The above processes are explained in Annex A.

4.3{1.2 Description of verification processes

Verification process Description

a) Ascertain correctness of format. The following conditions shall be checked.

— [f the structure of the signature datp complies
to'the defined format.

— If the signature data contain all elements
required in the profile.

— If the version number of the signatulre data is
correct.

b) Verify the signer’s certificate: 1) Certification path validation descriljed in
RFC5280.

— Build and verify the certification path for the
signer’s certificate.

2) Ascertain extensions regarding HPKI con-
tained in the signer’s certificate.

— Implementations are required to support
functions to check the following elements.

— HPKI certificate policy identifier.
— The value of the hcRole attribute in fhe

e pedifio ot
STEcTr-s—teromeaces

— The ascertainment method is out of scope of
this part of ISO 17090. It is possible to choose suitable
methods for applications.

© IS0 2014 - All rights reserved 5
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c) Verify the signature value and signer
identifier.

1) Verify the signature value using the signer’s
public key.

The following steps shall be performed.

— Calculate the hash value of the content data
and ascertain that it matches the value of the mes-
sage digest contained in the signature.

— Verify the signature value with signed attrib-
utes using the signer’s public key.

27 Verify thecorrespomndernce of the idemifig‘
information of the signer’s certificate. N

— Ascertain that the signer identifier matches
the signer’s certificate attributes contain;&k in the

4.3.2 Verification of ES-T

4.3.2.1 \Vferification process of ES-T

This section describes the process to verify a signature in ES-T forma Q

The verifidation processes of ES-T are described below, and the\QQer of the processes should nof be

changed. Sge Figure 4.

signature data. o)\
O

O
S
\

Os\

QO
]
Verification of E-ST N\
AN
Verify the Signature TimestamQ’\Q) |
)
Ascertation that the signer's signature was

valid at the time of the gg\gﬂure Timestamp

o)

a) Verify the Signature Timestamp.

1) Verify the certificate of the TSA that provides the Signature Timestamp.

2) Verify the signature value of the TSA that provides the Signature Timestamp.

3) Verify the message imprint of the timestamp token.

b) Verify the signer’s signature at the time of the signature timestamp.

1) Ascertain that the signer’s signature was valid at the time of the Signature Timestamp.

© ISO 2014 - All rights reserved
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4.3.2.2 Description of a verification process
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2) Ascertain that the signer’s trust anchor is appropriate.

Verification process

Description

a)

Verify the Signature Timestamp.

1)

the Signature Timestamp.

Verify the certificate of the TSA that provides

[anl] L£.11 > o 1 111 L 1 L
1 11T lUllUVVllls DLCPD >11dIl UT lJCl TUTITICU TUI
certificate.

Certification path validation@s-desd
RFC5280.

Ascertain that the certificate contai
extended key usage for TSA'purpose.

he TSA

ribed in

2) Verify the signature of the TSA that
the Signature Timestamp.

Verify the signature-value of the timestamp
using the publiCkey of a TSA certificate.

provides

token

3)
token.

Calculate the hash value of the signg
turé.value and ascertain that it matches thd
the message imprint within the timestamp

Verify the message imprint of the tijnestamp

r’s signa-
value of
foken.

b)
tun

Verify the ES at the time of the Signa-
e Timestamp.

1) Verify the ES at the time of the Sign{
Timestamp.

Verify that the certificate of the sigr

iture

er was

valid at the time of the Signature Timestamp.

2)

Verification could be performed in

Verify that the trust anchor is apprdpriate.

long

period of time after the ES-T data were credted. The
trust anchor that was valid at the time of signature
might be expired or compromised at the tinpe of veri-

fication. In this case, the verifier must verif
trust anchor is appropriate.

ify an agreement about the trust anchor (fo
the signature policy) and manage it under

For example, the signer and the verifier spec-

7 that the

" example,
rotection

against CA compromise, or the verifier refe

'stoa

trusted third party that manages the history of veri-
fication information of certificates. Specific methods
are out of the scope of this part of ISO 17090.

4.3.

4.3.

3 Verification of ES-A

3.1 Verification process of ES-A

The verification processes of ES-A are described below, and the order of the processes should not be
changed. See Figure 5.
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Verification of ES-A

| Verify the latest archive timestamp. | | Ascertain ordering of times.

| Verify previous archive timestamps. | Verify validation information for
the signer’s certificate.

Verify the Signature Timestamp at the
time of first Archive Timestamp.

Verification of ES-T '\b‘
| Verify the Signature Timestamp (19
= B
. . b 4
Ascertain that the signer’s signature was Q
valid at the time of the Signature Timestamp Q@

Ascertain correctness of format

Verify the signep c ificate

Verify th ture value
and signier identifier

Figure 5 — Verificati(&@rocesses of ES-A

a) Verify the latest Archive Timestamp. ’\C\){‘
Verify [that the latest Archive Timestqr@s valid at the time of verification.
1) Verify the certificate of the @&h;at provides the latest Archive Timestamp.
2) Verify the signature of@eg’SA that provides the latest Archive Timestamp.
3) Verify the correspc%gﬂce ofthe latest Archive Timestamp and the target data of the timestamp.
b) Verifyhe previou@ive Timestamps, if present.
Verify [that th @%Etamp was valid at the time when the data was archived.
1) Verinychertificate of the TSA that provides the Archive Timestamp.

2) V i%fhn siagnature aofthe TSA that nravidos Archive Timecstamn
HY et PHea e P

......................

3) Verify the correspondence of the Archive Timestamp and the target data of the timestamp.
4) Verify that the trust anchor of the Archive Timestamp is appropriate.
c) Verify the validation data of the signer’s certificate.
1) Verify the validity of the certificate chain archived in the validation data.
2) Verify that the trust anchor is appropriate.

3) Verify the validity of revoke information archived in the validation data.

8 © ISO 2014 - All rights reserved
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4) Verify that the trust anchor of revoke information is appropriate.
d) Verify the Signature Timestamp.
Verify that the timestamp is appropriate.
1) Verify that the Signature Timestamp was valid at the time it was archived.
2) Verify that the trust anchor of the Signature Timestamp is appropriate.

e) Verify the ES at the time of the Signature Timestamp.

1) Verify that the ES was valid at the time of the Signature Timestamp.
2) Verify that the trust anchor is appropriate.
f) |Verify the ordering of the times of timestamps and the issued time of validation’data.

The above processes are explained in Annex A.

4.3]3.2 Description of Verification Process

Verification process Description

a) Verify the latest Archive Timestamp. |1) Verify the certificate of the TSA thaf provided
the latest.Archive Timestamp.

The following steps shall be performed for the TSA
certificate.

— Verify the validity of the certificate pt the
time of verification.

— Ascertain that the purpose of the kdy usage of
the TSA certificate is appropriate.

2) Verify the signature of the TSA that[provides
the latest Signature Timestamp.

— Verify the signature value of the tinjestamp
token using the public key of the TSA certifjcate.

3) Verify the message imprint of the ti‘nestamp
token.

— Calculate the hash value of the targgt fields
for the archive and verify that it matches thie value of
the message imprint within the timestamp foken.

© ISO 2014 - All rights reserved 9
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b) Verify the previous Archive Times-
tamp, if it is present.

1) Verify the certificate of the TSA that provides
the Archive Timestamp.

— Verify the validity of the TSA certificate of the
archive timestamp at the time that is shown in the
next generation archive timestamp.

The relationship of time for verification is shown in
Figure 6.

2) Verify the signature of the TSA that issued the
archive timestamp

3) Verify the correspondence between the
archive timestamp and the imprint data.

4) Verify that the trust anchor of the [FSA certjfi-
cate is appropriate.

— The validity of the certificate-at the trust
point could be expired at the time'of verification of
the TSA certificate for the archive timestamp.

— In order to verify the'trust anchor of b) 1),
confirm that the certificateé at the trust point is

appropriate. Specifiemiethods are out of the scope pf
this part of ISO 17090

c) Verify validation data for the signer’s
certificate]

1) Ascertain'the validity of the certificate chajn
archived in the validation data.

2) Ascertain that the trust anchor of the certifi-
cate is-appropriate.

3) Ascertain the validity of revoke informatiop
archived in the validation data.

— Compare the issued time of revoke inform3
tion with the time of archiving and confirm that thie
revoke information is appropriate.

4) Ascertain that the trust point of the revoke
information is valid.

— Confirm that the trust point certificate is
appropriate at the time of verification of validity of
the certificate used for signing the revoke informa
tion.

10
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d)

Verify the Signature Timestamp at the

time of the first Archive Timestamp.

1) Ascertain that the Signature Timestamp was
valid at the time of the first Archive Timestamp.

Execute 4.3.3.2 assuming the time of the first
archive timestamp. Verify that the TSA certificate
was valid at the time of the first archive timestamp.

2) Verify that the trust anchor of the Signa-
ture Timestamp was appropriate at the time of first
Archive Timestamp.

The validity of the certificate at the trust

point could be expired at the time of verificpation of
the TSA certificate for the signature timestamp.

In order to verify the trustanchor of d) 1),
confirm that the certificate at the trust poinpt is
appropriate. Specific methods'areé out of the¢ scope of
this part of ISO 17090.

e)
of i

Verify the signer’s signature at the time
he Signature Timestamp.

1) Verify the signers signature based yipon

Annex A using validation data that is verifigd by pro-
cess (c) and ascertain‘that the certificate was valid at
the time of the Signature Timestamp.

2) Ascertain that the trust anchor is aj

The validity of the certificate at the
point could be expired at the time of verific
thesigher’s certificate.

propriate.

trust
htion of

In order to verify the trust anchor of e) 1),
confirm that the certificate at the trust pointis
appropriate. Specific methods are out of the¢ scope of
this part of ISO 17090.

f)

Verify the ordering of times,

Confirm the correspondence of time.

Ascertain the correspondence of times that|is not in

the flow of the process above.

Ascertain the correspondence of signature
timestamps and archive timestamps.

© IS0 2014 - All rights reserved
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Signature Data

(ES-A) Signature  |vafidation Data Validation Data | |Archive Validation Data Archive
- Timestamp \for Signature TS for Signer Cert Timestamp(1)| for ArchiveTS(1)| || Timestamp(2)
[time =Ts] |. Cert chain - Cert chain [time = Ta(1)] | - Cert chain [time = Ta(2)]
4 4 - Revocation Info | | |_- Revocation Info 4 - Revocation Info N
W | 1 i I |
Generation! 1 i | get certificate chain and revocation |/ ! i
Process | i 1 | information about signer certificate. get certificate chain and revocation I
1 1 1 1
L i get certificate chain and revocation ,,' information about TSA.of Archive TS(1) |!
: ' | information about TSA.of Signature TS ! )
sign . . | add ArchiveTimestamp(2)
| add Signature Timestamp | | add Archive Timestamp(1) |
Time of Verification
(Current Time)
Ts Ta(1) Ta(2) Tv R
A Tin er
Certificqte
Verificafion
| Asdertain that the ' ! Ascertain that the TSA cert i Ascertain that the TSA cert of o\ G 4
i sigher's cert was valid at i of SignatureTS was valid at ;! ArchiveTS(1) was valid at i Ascertain that the TSA |
' Ts. i Ta(1). ' Ta(2). i (cégt of ArchiveTS(2)is !
! Asgertain that validation !} Ascertain that validation "1 Ascertain that validation data , +-Valid at Tv using the '
i dath for the signer's cert ! data for the TSA cert of i i for the TSA cert of \o latest validation data.
. is gppropriate. i i SignatureTS is appropriate. . , ArchiveTS(1) is appropriate?* i
Signaturg ) [l E 4
(ES-A) S!gnature Validation Data Validation Data | |Archive Validation Data Archive
- Timestamp \for Signature TS for Signer Cert | [Timestamp(1)| for ArchiveTS(1) ||| Timestamp(2)
Signgture | [time = Ts] |_ Cert chain - Cert chain [time's'Ta(1)] | - Cert chain [time = Ta(2)]
- Revocation Info - Revocation Info - Revocation Info
Figure 6 — The relationshipyof time for ES-A verification
(the case of 2:Archive Timestamps)
4.4 CAdES specification

This section describes requirements,for the generation or validation of CAdES data.

Table 1 describes the relationships of profiles defined by this International Standard, and Table 2
describes the data structur€of CAdES. Table 3, Table 4, and Table 5 describe profiles defined by this part

of ISO 17090, and Table 6describes elements of the CAdES data.

4.4.1 Long-termSignature profile

In order to|make(digital signatures verifiable for the long term, SigningTime should be identifiable, [any
illegal alterdtions of information pertaining to signatures should be detectable, including the subje¢t of

information and validation data, and interoperability should be ensured. By defining the following two

profiles, this International Standard satisfies the previous requirements for CAdES.
a) CAdES-T profile

A profile pertaining to the generation and validation of CAdES-T data.
b) CAdES-A profile

A profile pertaining to the generation and validation of CAdES-A data.

Figure 7 shows the relationship between CAdES-T data and CAdES-A data.

12 © ISO 2014 - All rights reserved
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Data Generate CAdES-T Verify
CAdES-T data CAdES-T
data data
l (Distribution)
Generate CAdES-A Verify
CAdES-A data CAdES-A
data data

T

| (Archiving)

Archive Iimestamp

Figure 7 — Relationship between CAdES-T data and CAdES-A-data

2 Representation of the required level

5 part of ISO 17090 defines the following representation methods for'the required level (g
hch element constituting CAdES-T data and CAdES-A data.

Mandatory (M)

Elements whose required level is ‘Mandatory’ must beimplemented. If such an element h|
subelements, at least one subelement must be selected. Any element whose requir
‘Mandatory’ and is one of the subelements of amoptional element must be selected wh
optional element is selected.

Optional (0)
Elements whose required level is ‘Optional’ may be implemented at the discretion of the in]
Conditional (C)

Elements whose required.level is ‘Conditional’ may be implemented at the discref
implementer. Detailed specifications pertaining to the processing of any element whos
level is ‘Conditional’ shall'be provided. For example, the implementer provides the specif
any ‘Conditional’ elements by disclosing a supplier’s declaration of conformity and its 3
(see ISO 14533-1:2012, Annex A or ISO 14533).

Prohibited (P)

Elements whose required level is ‘Prohibited’ must not be in the data. The prohibited el
be ignored in validation processes.

4.4

s a profile)

s optional
ed level is
enever the

plementer.

ion of the
e required
cations for
ttachment

pment may

3 -/ CAdES-T profile

Table 1 — ContentInfo

Element Required level Value
ContentType M Id-signedData
Content M SignedData

© IS0 2014 - All rights reserved
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Table 2 — SignedData

Element Required level Value
CMSVersion M
DigestAlgorithmIdentifiers M
EmcapsutatedComntemntinto vt
—eContentType M
—eContent 0
CertificateSet (Certificates) 0
—Certificate 0
—AttributeCertificateV2 P
—OtherCertificateFormat P
RevocationInfoChoices (crls) 0
—CertificateList 0
—OtherRevocationInfoFormat C
SignerInfos M
—single (&)
—parallel 0
Table 3 — SignerInfo

Element Required level Value
CMSVersion M
Signerldentifier M
—IssuerAndSerialNumbér 0
—SubjectKeyldentifier 0
DigestAlgorithmldentifier M
SignedAttrihutes M
SignatureAlgorithm M
SignatureValue M
UnSighedAttributes M

The requineddevel shall be ‘Conditional’ for any signed and unsigned attribute elements not listefl in
Table 4 and Table 5.
Table 4 — SignedAttributes

Element Required level Value
ContentType M
MessageDigest M
SigningCertificateReference M

a  ESSSigningCertificate or ESSSigningCertificateV2 shall be selected.

b When the element is not implemented, it may be ignored.

14
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Table 4 (continued)

Element Required level Value
—ESSSigningCertificate 0a
—ESSSigningCertificateV2 0a
—OtherSigningCertificate
SignatgureAlgorithmIdentifier
SigningTime Ob
ContentReference C
Contentldentifier C
ContentHint C
CommitmentTypelndicatio C
SignerLocation C
SignerAttribute C
ContentTimestamp C
a  ESSSigningCertificate or ESSSigningCertificateV2 shall be selectéd.

b When the element is not implemented, it may be ignored,

Table 5 — Additional Unsigned Attributes
Element Required level Value

CounterSignature 0

Signing time information M

—SignatureTimestamp M TimeStamp defined in

RFC3161
—Time Mark etc. P

4 CAdES-A profile

rified in Table 6.

Table 6 — Additional Unsigned Attributes

CAdES-A profile is defined as an extended form of the CAdES-T profile to which th¢ unsigned
ibutes specified in Table’6 are added. The required level shall be ‘Conditional’ for any glement not

Element

Required level

Value

CompleteCertificateRefs

M
(O for validation)

al h PR n - Rt
CGUIITPICTITATVULALUIUITINTTS

A4
IVl

(O for validation)

—CompleteRevRefs CRL

0

—CompleteRevRefs OCSP

—OtherRevRefs

Attribute certificate references

Attribute revocation references

CertificateValues

—CertificateValues

O|IZ|w|w|w|O
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4.5 XAd

Table 6 (continued)
Element Required level Value
—Certificates maintained by trusted p
service
RevocationValues M
—CertificateList ¢}
—BasicOCSPResponse 0
—OtherRevVals P
—Revocation information maintained
. P
by trusted service
CAdES-C-timestamp P
Time-stamped cert and crls reference P
Archiving M
—ArchiveTimestampV2 id-aa-48 0 TimeStamp defined in
RFC3161
—ArchiveTimestamp id-aa-27 0 TimeStamp defined in
RFC3161
—Time Mark etc. P

ES specification

This section details the requirements for the generation and verification of XAdES.

Subclause #.5.1 shows the outline of the profile that thispart of ISO 17090 defines and subclause 4{5.2
shows the |structure of XAdES. Subclauses 4.5.3 and‘4.5.4 and Table 11 show the requirements fpr a
profile.
4.5.1 Defined long-term signature profiles
In order tq make digital signatures verifiable for the long term, interoperability should be ensufed,
Signing Time should be identifiable,(and any illegal alterations of information pertaining to signatyres
should be detectable, including the.subject of information and validation data. By defining the following
two profilds, this part of ISO 17090 satisfies the previous requirements for XAdES.
a) XAdES-T profile:

A profile pertaining\to the generation and validation of XAdES-T data.
b) XAdES-A profile:

A prof]lepertaining to the generation and validation of XAdES-A data.
Figure 8 shows the relationship between XAdES-T data and XAdES-A data.
16 © IS0 2014 - All rights reserved
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Generate XAdES-T Verify
Data —_ R —_—
] XAdES-T data data XAdES-T data
l (Distribution)
Generate XAdES-A Verify
XAdES-A data XAdES-A

T

Archive Timestamp

| (Archiving)

Figure 8 — Relationship between XAdES-T data and XAdES-A data
4.52 Representation of the required level
Thip part of ISO 17090 defines the following representation methods forythe required level (ds a profile)
of epch element constituting XAdES-T data and XAdES-A data.
a) |Mandatory (M)
Elements whose required level is ‘Mandatory’ must be implemented without fail. If such jan element
has optional subelements, at least one subelement must'be selected. Any element whode required
level is ‘Mandatory’ and is one of the subelements ofan‘optional element must be selected whenever
the optional element is selected.
b) [Optional (0)
Elements whose required level is ‘Optional®may be implemented at the discretion of the inJplementer.
c) |Conditional (C)
Elements whose required levelJis ‘Conditional’ may be implemented at the discretion of the
implementer. Detailed specifications pertaining to the processing of any element whode required
level is ‘Conditional’ shallbe-provided. For example, the implementer provides the specifjcations for
any ‘Conditional’ eleménts by disclosing a supplier’s declaration of conformity and its attachment
(see ISO 14533-1:2012) Annex A or ISO 14533).
d) [Prohibited (P)
Elements whose required level is ‘Prohibited’ must not be implemented. The elements may be
ignored.n validation processes.
4.513 ARequirement for XAdES-T
TheTequiredtevelstattbe—“Comditiomatfor any etements ot tisted i Tabte—7-Tabte—8;~fable 9, and
Table 10.

Table 7 — Signature element

Element or attribute Required level Condition
M (See Note 1)
ds:SignedInfo M

NOTE 1 ‘Optional’ in an XML signature, but ‘Mandatory’ in XAdES.

ID attribute of ds:Signature

NOTE 2 Either ds:KeyInfo or SigningCertificate (see Table 9) is required. If ds:KeyInfo is
selected (Mandatory in XAdES v1,1,1), an X,509 data element defined in the XML signature
shall be included as a subelement.

© IS0 2014 - All rights reserved
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Table 7 (continued)

Element or attribute Required level Condition
—ds:CanonicalizationMethod M C14n
—ds:SignatureMethod M
—ds:Reference M
—ds:Transforms ¢}
—ds:DigestMethod M
—dc-nigpcf\lnlnp M
ds:SignatureValue M
ds:KeylInfo O (See Note 2)
ds:Object M

NOTE 1 ‘Optional’ in an XML signature, but ‘Mandatory’ in XAdES.

NOTE 2 Either ds:KeyInfo or SigningCertificate (see Table 9) is required. If ds:Keylnfo is
selected (Mandatory in XAdES v1,1,1), an X,509 data element defined in the XML signature
shall be included as a subelement.

Table 8 — Object element

Element Required level Condition
QualifyingProperties ThelD attribute value of the
M signature element shall be
éntered in the target attribute.
—SignedProperties
—UnsignedProperties 0
QualifyingPropertiesRefernece a

Table 9 — Signhed Properties element

Element Required level Condition
SignedSignatureProperties M
—SigningTime O (See Note 1)
—SigningCertificaté O (See Note 1,

Note 2)
—SignaturePolicyldentifier C
—SigratureProductionPlace C
—SigherRole C
SignedDataObjectProperties C
—DataObjectFormat C
—CommitmentTypelndication C
—AllDataObjectsTimeStamp C
—IndividualDataObjectTimeStamp C

NOTE 1 Mandatory in XAdES v1,1,1.
NOTE 2 Either SigningCertificate or ds: KeyInfo (see Table 7) is required.

© ISO 2014 - All rights reserved
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Table 10 — Unsigned Properties element

4.5

The
eler
req

Element Required level Condition

UnsignedSignatureProperties M
—CounterSignature 0
—Trusted signing time M
—SignatureTimeStamp M TimeStamp defined as RFC3161a
—TimeMark or other method P
UnsiognedDataOhicctPraonor

! o J r C
ties

a  TimeStamp is defined as RFC3161 because the method of acquiring a TimeStamp,'and
storing it in XAdES data and the method of verifying the TimeStamp are clearly showiby
standards.

4 Requirement for XAdES-A

XAdES-A profile is defined as an extended form of the XAdES-T data. The required le
hent of the UnsignedSignatureProperties defined as XAdES shall be as specified in Tal
lired level shall be ‘Conditional’ for any element not specified in-Table 11.

Table 11 — Unsigned Signature Properties element

Element or Processing method Requiredjlevel Condition

CompleteCertificateRefs O (Sée'Note 1)

CompleteRevocationRefs Q (See Note 1)

—CRLRef 0

—OCSPRef

—OtherRef

AttributeCertificateRefs

AttributeRevocationRefs

SigAndRefsTimeStamp

—not distributed case

—distributed case

Refs@nlyTimeStamp

—not distributed case

—distributed case

CertificateValues

—EncapsulatedX509Certificate

vel of each
ble 11. The

v|o| |9 |9 |9|O|T|T|T|T|T|O

—OtherCertificate

— Certificates maintained by trusted

. P
service

a  TimeStamp is defined as RFC3161 because the method of acquiring a TimeStamp and
storing it in XAdES data and the method of verifying the TimeStamp are clearly shown by
standards.

NOTE 1 Mandatory in XAdES v1,1,1.
NOTE 2 Italic type describes the processing method.

NOTE 3 AttrAuthoritiesCertValues, AttributeRevocationValues, not distributed cases and
distributed cases are not defined in XAdES v1,1,1 and v1,2,1. AttributeCertificateRefs and
AttributeRevocationRefs are also not defined in v1,1,1.

© IS0 2014 - All rights reserved

19


https://standardsiso.com/api/?name=e06def8092c09c4c4e3febf50981aa00

	Section sec_1
	Section sec_2
	Section sec_3
	Section sec_3.1
	Section sec_3.2
	Section sec_3.3
	Section sec_4
	Section sec_4.1
	Figure fig_1
	Section sec_4.2
	Figure fig_2
	Section sec_4.3
	Section sec_4.3.1
	Section sec_4.3.1.1
	Figure fig_3
	Section sec_4.3.1.2
	Section sec_4.3.2
	Section sec_4.3.2.1
	Figure fig_4
	Section sec_4.3.2.2
	Section sec_4.3.3
	Section sec_4.3.3.1
	Figure fig_5
	Section sec_4.3.3.2
	Figure fig_6
	Section sec_4.4
	Section sec_4.4.1
	Figure fig_7
	Section sec_4.4.2
	Section sec_4.4.3
	Table tab_1
	Table tab_2
	Table tab_3
	Table tab_4
	Table tab_5
	Section sec_4.4.4
	Table tab_6
	Section sec_4.5
	Section sec_4.5.1
	Figure fig_8
	Section sec_4.5.2
	Section sec_4.5.3
	Table tab_7
	Table tab_8
	Table tab_9
	Table tab_10
	Section sec_4.5.4
	Table tab_11
	Annex sec_A
	Annex sec_A.1
	Annex sec_A.1.1
	Annex sec_A.1.2
	Annex sec_A.1.3
	Annex sec_A.1.4
	Annex sec_A.1.5
	Reference ref_1
	Reference ref_2
	Reference ref_3
	Reference ref_4
	Reference ref_5
	Reference ref_6
	Foreword
	Introduction
	1	Scope
	2	Normative references
	3	Terms and definition
	4	Scope of application
	4.1	Target system
	4.2	Generation process
	4.3	Verification process
	4.4	CAdES specification
	4.5	XAdES specification
	Annex A
(informative)


	Bibliography

