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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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procedures used to develop this document and those intended for its further maint
cribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteriamee
brent types of ISO documents should be noted. This document was drafted in accordan
orial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

bntion is drawn to the possibility that some of the elements of this document may be the
ent rights. ISO shall not be held responsible for identifying any or all suchpatent rightg
patent rights identified during the development of the document will.be'in the Introduct
he ISO list of patent declarations received (see www.iso.org/patents}):

trade name used in this document is information given for the,eonvenience of users ar
Stitute an endorsement.

an explanation of the voluntary nature of standardsythe meaning of ISO specific
ressions related to conformity assessment, as well.as information about ISO's adherg
[1d Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see wy
foreword.html.
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5 document was prepared by Technical Committee ISO/TC 215, Health informatics.

5 second edition cancels and replaces the first edition (ISO 17090-3:2008), of which it cq
or revision. The changes compared to-the previous edition are as follows:

update to references;
editorial update.
5t of all parts in the ISO 17090 series can be found on the ISO website.

feedback or questions on this document should be directed to the user’s national standa
plete listing ofthese bodies can be found at www.iso.org/members.html.
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Introduction

The healthcare industry is faced with the challenge of reducing costs by moving from paper-based
processes to automated electronic processes. New models of healthcare delivery are emphasizing the
need for patient information to be shared among a growing number of specialist healthcare providers
and across traditional organizational boundaries.

Healthcare information concerning individual citizens is commonly interchanged by means of
electronic mail, remote database access, electronic data interchange and other applications. The
Internet provides a highly cost-effective and accessible means of interchanging information, but it
is also an |nsecure vehicle that demands additional measures be taken to maintain the privagy pnd
confidentiglity of information. Threats to the security of health information through unauthorjzed
access (either inadvertent or deliberate) are increasing. It is essential to have available to thethealthg¢are
system relfable information security services that minimize the risk of unauthorized access:;

the
Cate

How does
Internet in
technology

the healthcare industry provide appropriate protection for the data conveyed across
a practical, cost-effective way? Public key infrastructure (PKI) and\ digital certifi
seek to address this challenge.

The propet
processes
“public key

deployment of digital certificates requires a blend of technology,policy and administrafive
that enable the exchange of sensitive data in an unsecured—énvironment by the usg¢ of
cryptography” to protect information in transit and “certificates” to confirm the iderftity
or entity. In healthcare environments, this technology-usés authentication, enciphernment
rds
ital
'ess
fion
brld

with an adcredited information security standard. Many individual organizations around the w
have started to use digital certificates for this purpose.

Interoperapility of digital certificate technology and supporting policies, procedures and practices

is of fund
jurisdictios
physician v

Achieving

ental importance if information is;to be exchanged between organizations and betw
1s in support of healthcare applications (for example between a hospital and a commu
vorking with the same patient).

interoperability betweén) different digital certificate implementations requires

een
hity

the

jal’s
ital

establishrrﬁnt of a framework of trust, under which parties responsible for protecting an individy
informatiop rights may rely ,oh_the policies and practices and, by extension, the validity of dig
certificateg issued by other, established authorities.

Many coumtries are depleying digital certificates to support secure communications within their
national bpundaries. Inconsistencies will arise in policies and procedures between the certificafion
authoritied (CAs) and/the registration authorities (RAs) of different countries if standards developnfent
activity is restrieted to within national boundaries.

Digital cerfificate technology is still evolving in certain aspects that are not specific to healthcpre.
Important standardization efforts and, in some cases, supporting legislation are ongoing. On the other
hand, healthcare providers in many countries are already using or planning to use digital certificates.
The ISO 17090 series seeks to address the need for guidance of these rapid international developments.

The ISO 17090 series describes the common technical, operational and policy requirements that need
to be addressed to enable digital certificates to be used in protecting the exchange of healthcare
information within a single domain, between domains and across jurisdictional boundaries. Its purpose
is to create a platform for global interoperability. It specifically supports digital certificate-enabled
communication across borders, but could also provide guidance for the national or regional deployment
of digital certificates in healthcare. The Internet is increasingly used as the vehicle of choice to support
the movement of healthcare data between healthcare organizations and is the only realistic choice for
cross-border communication in this sector.
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The ISO 17090 series should be approached as a whole, with the five parts all making a contribution
to defining how digital certificates can be used to provide security services in the health industry,
including authentication, confidentiality, data integrity and the technical capacity to support the quality
of digital signature.

ISO 17090-1 defines the basic concepts underlying the use of digital certificates in healthcare and
provides a scheme of interoperability requirements to establish digital certificate-enabled secure
communication of health information.

ISO 17090-2 provides healthcare-specific profiles of digital certificates based on the international
standard X.509![2] and the profile of this, specified in IETF/RFC 5280 for different types of certificates.

Thif document deals with management issues involved in implementing and using digitalceqtificates in
healthcare. It defines a structure and minimum requirements for certificate policies (CPs).and p structure
for pssociated certification practice statements. This document is based on the recomimiendations of the
infqrmational IETF/RFC 3647, and identifies the principles needed in a healthcaré security policy for
cro$s border communication. It also defines the minimum levels of security required, conceptrating on
thefaspects unique to healthcare.

[SO[17090-4 supports interchangeability of digital signatures and the prevention of incorre¢t or illegal
digital signatures by providing minimum requirements and formats for-generating and verifying digital
signatures and related certificates.

1S0|17090-5 defines the procedural requirements for validating an entity credential baged on PKI
defined in the ISO 17090 series, used in healthcare information systems including accessjng remote
sysfems.

© 1S0 2021 - All rights reserved vii
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Health informatics — Public Key infrastructure —

Part 3:
Policy management of certification authority
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Scope

5 document gives guidelines for certificate management issues involved in deploy
ificates in healthcare. It specifies a structure and minimum requirements for certificate
as a structure for associated certification practice statements.

5 document also identifies the principles needed in a healthcare security-policy for cr
munication and defines the minimum levels of security required, concentrating on aspé

to healthcare.

Thd
con
und

ISO
sery

ISO

ISO
con

IET
Fra

IET

For

ISO

Normative references

following documents are referred to in the text in such a way that some or all of th
stitutes requirements of this document. For dated references, only the edition cited 4
ated references, the latest edition of the referenced,document (including any amendmen

17090-1:2021, Health informatics — Public key infrastructure — Part 1: Overview of digita
ices

17090-2:2015, Health informatics — Public key infrastructure — Part 2: Certificate profile

[EC 27002, Information technology. Security techniques — Code of practice for informat
trols

F/RFC 3647, Internet X.509-Rublic Key Infrastructure Certificate Policy and Certificatio
mework

F/RFC 4211, Internet' X)509 Public Key Infrastructure Certificate Request Message Format (|

Terms and definitions
the purposes of this document, the terms and definitions given in ISO 17090-1 apply.

and IEC maintain terminological databases for use in standardization at the following ad

ing digital
policies, as

0ss-border
cts unique

Pir content
pplies. For
[s) applies.

[ certificate

on security

h Practices

CRMF)

dresses:

4

AA
CA
Cp
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IEC Electropedia: available at http://www.electropedia.org/

Abbreviations

attribute authority
certification authority

certificate policy
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CPS c

CRL C
OID
PKC
PKI

RA r

ertification practice statement

ertificate revocation list

object identifier
public key certificate

public key infrastructure

egistration authority

TTP t

5 Requ

5.1 Gen

Deploymer
effective in

rusted third party

jrements for digital certificate policy management in a healtheare cont

bral

t of digital certificates in healthcare shall meet the following objectives in order td
securing the communication of personal health information:

— the reliable and secure binding of unique and distinguished names to individuals, organizati
applicqtions and devices that participate in the electronic exchange of personal health informat]

the reljable and secure binding of professional roles in healtlicare to individuals, organizations

applications that participate in the electronic exchange of personal health information, insofa
those foles may be used as the basis of role-based access'control to such health information;

(optio
and dd
those ¢

The above
the integri
of digital c

To do this,

ally) the reliable and secure binding of attributes to individuals, organizations, applicat
vices that participate in the electronic exchange of personal health information, insofa
ittributes may further the secure commurhication of health information.

Ly and confidentiality of personalhealth information that is securely communicated by
ertificates.

pach CA issuing digital ceytificates for use in healthcare shall operate according to an exp

set of publicly stated policies thatjpromote the above objectives.

5.2 Nee

The secun
ISO 170904
signature,

1 for a high level of assurance

ity servicés-that are required for health applications are specified in Clause §
1:2021.-For each of these security services (authentication, integrity, confidentiality, dig
hutharization, access control), a high level of assurance is required.

farahigh laval of s ot abaayen oyl ol loby,

ext

be

bNs,
jon;

and
Ir as

ons
Ir as

objectives shall be accomplished‘in-a manner that maintains the trust of all who rely upon

use

licit

of
ital

5.3 Need

U IVl d lllsll ICVYVOI UL 1IIIIIdoll UuULtuIrI o ﬂvﬂll“ullll-y

Emergency healthcare is a round-the-clock endeavour and the ability to obtain certificates, revoke
certificates and check revocation status is in no way bound by the normal working hours of most
businesses. Unlike e-commerce, healthcare imposes high availability requirements on any deployment
of digital certificates that will be relied upon to secure the communication of personal health

informatio

n.

5.4 Need for a high level of trust

Unlike electronic commerce (where a vendor and a customer are often the only parties to an electronic
transaction and are reliant upon its security and integrity), healthcare applications that store or
transmit personal health information may implicitly require the trust of the patients whose information
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is being exchanged, as well as that of the general public. It is unlikely that either healthcare providers or
patients will cooperate in the electronic exchange of personal health information if such exchanges are

beli

5.5

eved to be insecure.

Need for Internet compatibility

As the purpose of this document is to define the essential elements of a healthcare digital certificate
deployment to support the secure transmission of healthcare information across national or regional
boundaries, it is based as much as possible upon Internet standards so as to effectively span those
boundaries.

5.6

Apq
nat

rec
so t

Heg
one
thig

Need to facilitate evaluation and comparison of CPs

roaches for using digital certificates to facilitate the secure exchange of healtlninforma
onal boundaries are discussed in 9.2 of ISO 17090-1:2021. These approaches (such
bgnition and cross-certification) are greatly facilitated if healthcare CPs follow a consist
hat comparisons may be readily drawn between the provisions of one CP'and another.

Ithcare CPs also constitute a basis for the accreditation of CAs (a-€A being accredited
or more CPs which it proposes to implement). While accreditation-criteria are beyond t
document, the entire process of accreditation of healthcare CAs‘is expedited by the con

formpat and the minimum standards which this document promaotes.

6

6.1
Wh

Structure of healthcare CPs and healthcare CPSs

General requirements for CPs

bn a CA issues a certificate, it provides a statement to a relying party that a particular p

bound to a particular certificate holder. Different certificates are issued following differen

and|

The
ove

manufacture, publication, reveedtion, suspension and renewal. The CA is responsible f
uirements,

tha
rep

AC
sery

procedures, and may be suitable for different applications and/or purposes.

 the registration process, verification of information contained in a certificate, the

all aspects of the CA services and operations are performed in accordance with the re
Fesentations and warrantees of this CP and with the CA’s CPS.

A issuing digital certificates for healthcare use shall have policies and procedures availg
rices they provide/ These policies and procedures shall cover:

registeringpotential certificate holders prior to certificate issuance, including, where
the certificate holder’s role in accordance with Clause 6 of ISO 17090-2:2015;

authénticating the identity of potential certificate holders prior to certificate issuance;

kion across
as Cross-
ent format

to support
he scope of
sistency of

iblic key is
t practices

CA is responsible for all aspects of the issuance and management of a certificate, includling control

certificate
ensuring

ible for the

applicable,

Maintaining the privacy of any personat information hetd about the peopie to Witom
are given;

distributing certificates to certificate holders and to directories;
accepting information about possible private key compromise;

distributing CRLs (frequency of issue, and how and where to publish them);

ertificates

other key management issues, including key size, key generation process, certificate lifespan, re-

keying, etc.;
cross-certifying with other CAs;

security controls and auditing.
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In order to perform these functions, each CA within the infrastructure will need to provide some basic
services to its certificate holders and relying parties. These CA services are listed in the CP.

Digital certificates contain one or more registered CP OIDs, which identify the CP under which the
certificate was issued, and may be used to decide whether or not a certificate is trusted for a particular
purpose. The registration process follows the procedures specified in some ISO/IEC and ITU standards.
The party that registers the OIDs also publishes the CP for examination by certificate holders and
relying parties.

Because of the importance of a CP in establishing trust in a PKC, it is fundamental that the CP be
understood and consulted not only by certificate holders but by any relying party. Certificate holders

and relyin

The follow

a) Eachd
CP OIL

b) Thest
c) CPssh

While CP a
certificate

ng requirements apply to all CPs specified in accordance with this document.

jgital certificate issued in accordance with this document shall contain at ledstone registe
, which identifies the CP under which the certificate was issued.

ructure of CPs shall be in accordance with IETF/RFC 3647.
b1l be accessible to certificate holders and relying parties.

hd CPS documents are essential for describing and governing‘CPs and practices, many dig
holders, especially consumers, find these detailed documents difficult to understand. Th

certificate
elements o
Clause 8 fo

6.2 Gen

A CPSisaq
and detailg
the associg

t

holders and other relying parties may benefit from>access to a concise statement of
a CP that require emphasis and disclosure and a model PKI disclosure statement is give]
this purpose.

eral requirements for CPSs

omprehensive description of such details as the precise implementation of service offer
d procedures of certificate life-cycleimanagement and will generally be more detailed t
ted CP.

b parties shall therefore have ready and reliable access to the CP under which a certifi¢
was issued|

ate

red

ital
ese
the
n in

ngs
han

The follow|ng requirements apply to alkCPSs specified in accordance with this document.

a) CPSsshall be in accordance with4ETF/RFC 3647.

b) A CA with asingle CPS may support multiple CPs (used for different application purposes and/of by
differegnt groups of relying parties).

c) A numper of CAs with*hon-identical CPSs may support the same CP.

d) A CA may chodse not to make its CPS accessible to certificate holders or relying parties or may
choosg to make portions of its CPS available.

6.3 Rel Hanchin hotwoon 2 CD and o CDC

CTUTISTITP OTCTWLTIToO G aiuaa Gr o

A CP states what assurance can be placed in a certificate (including restrictions on certificate use and
limitations on liability). A CPS states how a CA establishes that assurance. A CP may apply more broadly
than to just a single organization, whereas a CPS applies only to a single CA. CPs best serve as the vehicle
on which to base common interoperability standards and common assurance criteria industry-wide (or
possibly more global). A detailed CPS alone does not form a suitable basis for interoperability between
CAs operated by different organizations.

6.4 Applicability

This document applies to CPs and CPSs that are used for the purpose of issuing healthcare certificates
as specified in ISO 17090-2:2015, Clause 5.

© ISO 2021 - All rights reserved
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Minimum requirements for a healthcare CP

General requirements

A CP shall meet all the following requirements.

The numbers in parentheses beneath the headings in this clause indicate the corresponding section in
IETF/RFC 3647.

7.2

Publication and repository responsibilities

7.2
(2.1
Infa

7.2
(2.2

All
and

An

1 Repositories
)
rmation maintained about certificate holders in RA or CA repositories shall:

be kept current and up to date (within one day of changes being verified and earlier, de
circumstances);

be managed in accordance with ISO/IEC 27002 (or its equivalent) or approved accre
licensing criteria.

2 Publication of certification information

)

CAs issuing digital certificates for use in healthcare shall make available to their certific
relying parties:

the URL of an available web site maintained by, or on behalf of, the CA, containing its
policies;

each certificate issued or renewed under this policy;
the current status of each-Certificate issued under this policy;

the accreditation or licensing criteria under which the CA operates, where such accre
licensing is applicable/in the jurisdiction in which the CA operates.

blectronic copy-ofithe CP document, digitally signed by an authorized representative of t

be thade available:

on a web,site available to all relying parties or

vialah electronic mail request.

pending on

ditation or

hte holders

certificate

ditation or

he CA, is to

As

1 falaYel - 1 h PR R | : 1 PR £ Fal\ . 11 +1 1
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r key life-

cycle management and is more detailed than the CP, it contains information that may therefore need to
remain confidential to ensure the CA’s security.

7.2.

3 Frequency of publication

(2.3)

CAs shall publish information, whenever such information has been modified.

7.2.

4  Access controls on repositories

(2.4)

© IS0 2021 - All rights reserved
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Published information such as policies, practices, certificates and the current status of such certificates
shall be read-only.

7.3

7.3.1

Identification and authentication

Initial registration

7.3.1.1 Types of name

(3.1.1)

The subjec

7.3.1.2 N
(3.1.2)

The effect
certificate
the certifid

In the cas
profession
consumers

7313 A
(3.1.3)

The need f
certificates

7314 |
(3.1.4)

A CP shall
interpretin

7.3.1.5
(3.1.5)

The subjec
certificate

I names used for certificates issued under this policy shall be in accordance with ISO, 1709

[eed for names to be meaningful

ve use of certificates requires that the relative distinguished names that appear on
can be understood and used by a relying party. Names used in thesecertificates shall iden
ate holder to which they are assigned in a meaningful way. See alse”7.3.1.3.

e of certificate holders who are regulated health proféssionals, non-regulated he
hls, sponsored healthcare providers, supporting organization employees or patie
the name should match the name authenticated in 7.3:2.

\nonymity or pseudonymity

br names to be meaningful (see 7.3.1.2 above) does not preclude the use of pseudonym
issued to patients/consumers.

tules for interpreting various naime forms

have a name claim dispute resolution procedure to apply and a convention to be use
g name forms used-in-those situations where name claim disputes arise.
fniqueness ofnames

t distinguished name listed in a certificate shall be unambiguous and unique to dist|
helders of a CA.

the
tify

hlth
ts/

1 in

inct

Where necessary, the inclusion of the distinguished name attribute type “serial number” in the
distinguished entity (as described in IETF/RFC 5280) may be used to guarantee uniqueness. Where
possible, it is recommended that the serial number be meaningful (e.g. the license number of a regulated
health professional). See 7.3.1.2.

7.3.1.6 Recognition, authentication and role of trademarks

(3.1.6)

A CA shall not knowingly issue certificates containing trademarks that do not belong to the subject of
the certificate.
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2 Initial identity validation

2.1 Method to prove possession of private key

(3.2.1)

In those cases where the CA does not generate the key pair, key holders shall be required to prove
possession of their private key [e.g. by the key holder submitting a Certificate Signing Request (CSR)].
Key holders may also be periodically required to sign a challenge from the CA.

2.

7.3
(3.2

He3
or

doc
whyd
rep

7.3
(3.2

Ind
hea
the
of i

A la A2 & £l e £ - A2
et w s AULITIIUILAUIUITN U TUTIItIty Ul Ul gdlllZativulls

2)

Ithcare organizations, supporting organizations, or persons acting on behalf of org
levices shall present to the RA evidence of their existence and healthcare role by

anizations
presenting

Lmentation appropriate to their country, state or provincial governmént:’ The CA, the RA and,

bre applicable, the AA shall verify this information, as well as the authenticity of the
Fesentative and the representative’s authorization to act in the name of the organization.

2.3 Authentication of identity of individuals
.3)
viduals, including regulated health professionals, non*regulated health professionals,

9

r identity to an RA prior to certificate issuancé’ This document recommends the
Hentity that would be necessary for such individuals to be issued a passport, or a pn

eq

Regulated health professionals, in order &hat they authenticate their healthcare license

me
the

Nor
the
hea

con
spo

|
Spo

ivalent rigour.

ical speciality (if any), shall presentto the RA proof of their professional credentials est
professional regulatory or accrediting body in their jurisdiction.

r healthcare role, shall present to the RA proof of sponsorship or employment from their
h organizations or spansering (regulated) health professionals.

sored healthcarempreviders, in order that they establish that they are active in their
munity and in erder that they authenticate their healthcare role, shall present to the §
hsorship from¢heéir sponsoring health organizations or sponsoring (regulated) health prg

requesting

sponsored

Ithcare providers, supporting organization employees and patients/consumers shall afithenticate

ame proof
ocedure of

e, role and
hblished by

-regulated health professionals, in order that they establish their employment and agithenticate

Eponsoring

healthcare
A proof of
fessionals.

Supporting organization employees, in order that they establish their employment and ayithenticate

the
org

r healthcare role, shall present to the RA proof of employment by their support
hnizations.

ing health

7.3.

24— Non-verified subscriberinformration

(3.2.4)

Non-verified subscriber information shall be specified in accordance with 3.2.4 of IETF/RFC 3647.

7.3.

2.5 Validation of authority

(3.2.5)

Validation of authority shall be specified in accordance with 3.2.5 of IETF/RFC 3647.

©IS

02021 - All rights reserved


https://standardsiso.com/api/?name=288ca0491e282c8b91fe26b611e48e9e

ISO 17090-3:2021(E)

7.3.2.6 (Criteria for interoperation

(3.2.6)

Criteria for interoperation shall be specified in accordance with 3.2.6 of IETF/RFC 3647, and

ISO 17090-

7.3.3

7.3.3.1

2.

Identification and authentication for re-keying requests

Identification and authentication for routine re-key

(3.3.1)

7.3.3.1.1

Routinere
used when

7.3.3.1.2

Routinere
used when

7.3.3.1.3

Routine re
documenta
valid unex

If the origi

7.3.3.2 K

(3.3.2)

7.3.3.2.1

Re-keying
original in

7.3.3.2.2

Re-keying
original in

CA routine re-keying

keying or re-issue of CA certificates shall be carried out based on the originabdocumenta
the original record was created.

RA routine re-keying

keying or re-issue of RA certificates shall be carried out based en'the original documenta
the original record was created.

Certificate holder routine re-keying

keying of certificate holder information shall be catried out by referring back to the orig
tion or records used when the original record Was created, including reliance on a cur
bired key.

hal documentation has lapsed or been discarded, substitute documentation may be used

e-key after revocation

CA re-key after revocation

of information after-a’certificate has been revoked shall require presentation again off
ormation originally used to accredit the CA.

RA re-key:after revocation

of information after a certificate has been revoked shall require presentation again off
ormation originally used to accredit the RA.

fion

Fion

inal
fent

the

the

7.3.3.2.3

Certificate holder re-key after revocation

Routine re-keying of certificate holder information shall require either presentation of the original
documentation used when the original record was created or reference to the original records used. If
the original documentation has lapsed or been discarded, substitute documentation may be used.

7.3.4
(3.4)

Identification and authentication for revocation request
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7341 CA

A CA, when making a revocation request under a healthcare CP to another CA, shall:
— identify the certificate;

— state the reasons why the certificate should be revoked;

— sign the request with its private key, encrypt the message and send it to the relevant domain CA.

7342 RA

An RA, when making a revocation request to a CA for a digital certificate issued under ahealthcare
CP, ghall:

— |identify the certificate that it is requesting to have revoked;
— |state the reasons why the certificate should be revoked;

— |sign the request with its private key, encrypt the message and send it:to the relevant dojfnain CA.

7.314.3 Certificate holder

A certificate holder of a digital certificate issued under a healthcare CP, when making a [revocation
reqpest to a CA, shall:

— |identify the certificate that the certificate holder is requesting to have revoked;
— |state the reasons why the certificate should be*tevoked;
— |securely send the revocation request to the'televant domain CA.

If the token containing the private key *has been lost or stolen (and the certificate holfler cannot
therefore initiate a digitally signed request for revocation) the revocation request shall be accompanied
by g¢quivalent evidence of identity to-that originally provided to obtain the certificate.

7.4 Certificate life-cycle operational requirements
7.4]1 Certificate application

7.4]1.1 Who can-submit a certificate application
(4.11)

Criferia forxwho can submit a certificate application shall be specified in accordance with 4.1.1 of [ETF/
RF( 3647

7.4.1.2 Enrollment process and responsibilities

4.1.2)

The CA may delegate identification and authentication functions, for which it is responsible, to an RA.
The prime function that a healthcare organization RA performs is verification of a certificate holder’s
identity and healthcare role during initial registration. The RA shall follow the same set of rules and
methods of authentication as the CA uses itself. RAs may be separately accredited, independent of a
particular CA.

In order to be assured of the authenticity and integrity of a certificate and public keys contained
within it, the certificate holders shall have their certificates created by a trusted source. As RAs
perform authentication functions for CAs, they shall be trusted to follow the CA’s certificate holder
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authentication policies and to pass the correct certificate holder information to the CA. Similarly, the
RAs shall be trusted to pass certificate revocation requests to a CA in an accurate and timely fashion.

It is recommended that RAs be individually accountable for actions performed on behalf of the CA. The

RA shall:

ensure that its signing private key is used only to sign certificate requests, revocation requests,

and other authenticated communications with certificate holders, if the RA is performing its duties
on-line;

certify to the CA that it has authenticated the identity of the certificate holder;

secure
initiat

A certificat

ensure
acknoy

7.4.2 Ce

7421 T
4.2.1)

Criteria fo
with 4.2.1

7422 A
(4.2.2)

Criteria fo1
of IETF/RH

7.42.3 1
(4.2.3)

It is recomn
complete t

7.4.3 Ce

ly transmit and store certificate application information and records of registration;
P a revocation request (where applicable) in accordance with 7.3.4.2.
e holder in a healthcare deployment of digital certificates shall:

the accuracy of representations in the certificate application and, by accgpting the certifid
vledge that all information included in the certificate is true.

rtificate application processing

erforming identification and authentication functions

F performing identification and authentication.fufictions shall be specified in accorda
pf IETF/RFC 3647.

\pproval or rejection of certificate applications

C 3647.

ime to process certificate applications

mended thatsthe CA state a maximum period of time by which a certificate holder ha|
he key activation process after the initiation of the certificate issuance process.

rtificate issuance

approval or rejection of certificate applications shall be specified in accordance with 4,

ate,

nce

2.2

5 to

7.4.3.1
(4.3.1)

Certificate

AA Detions-dusi ficated

re-key procedures shall be specified in accordance with 4.7 of IETF/RFC 3647.

7.4.3.2 Notifications to certificate holders by the CA of issuance of the certificate

4.3.2)

An issuing CA shall notify each certificate holder when a certificate bearing the certificate holder’s
distinguished name is issued.

10

© ISO 2021 - All rights rese

rved


https://standardsiso.com/api/?name=288ca0491e282c8b91fe26b611e48e9e

1SO 17090-3:2021(E)

7.4.4 Certificate acceptance

7.4.4.1 Conduct constituting certificate acceptance
(4.4.1)
A certificate holder in a healthcare deployment of digital certificates shall:

— read either the CP or a PKI disclosure document that clearly sets out in plain language the
responsibilities of the certificate holder;

— [formally agree to these obligations by signing a certificate holder agreement.

7.4}4.2 Publication of the certificate by the CA
(4.42)
See|7.2.2.

7.4}4.3 Notification of certificate issuance by the CA to other entities
(4.4.3)

Criferia for notification of certificate issuance by the CA to otherentities shall be specified in fccordance
with 4.4.3 of IETF/RFC 3647.

7.4]5 Key pair and certificate usage

7.4)5.1 Certificate holder private key and certificate usage
(4.31)
A cgrtificate holder in a healthcare deployment of digital certificates shall:

— |protect their private keys and key tokens (if applicable) and take all reasonable measureq to prevent
their loss, disclosure, modification or unauthorized use;

— |make every effort to prevent the loss, disclosure or unauthorized use of his/her private key;

— |immediately notifythe CA and/or RA of any actual or suspected loss, disclosure, or other compromise
of his/her private’key;

— |notify thesRA and/or CA of any change in certificate information, role or status in the[healthcare
organizatjon;

— |us€Kkey pairs in accordance with the CP.

It isTecommended-thatacertificate-holder of aheatthcaredigitatcertificateatsoattesttothe receipt of
security training appropriate to the health information functions for which the certificate will be used.
7.4.5.2 Relying party public key and certificate usage

(4.5.2)

A relying party has a right to rely on a healthcare certificate only if:

— the purpose for which the certificate is used was appropriate under this policy;

— the reliance is reasonable and in good faith in light of all the circumstances known to the relying
party at the time of reliance;
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was not revoked or suspended;

the relying party confirmed the current validity of digital signatures, where applicable;

applicable limitations of liability and warranties are acknowledged.

7.4.6 Certificate renewal

the relying party confirmed the current validity of the certificate by checking that the certificate

(4.6)

The issuin
relevant pr
7.4.6.1 (
(4.6.1)
Circumsta
7.4.6.2
(4.6.2)

Criteria foy

7.4.6.3 H
(4.6.3)
Criteria foy
RFC 3647.
7.4.64 N
(4.6.4)
An issuing
distinguish
7.4.6.5 (
(4.6.5)
Conduct cg
7.4.4.1.

b CA shall ensure that any procedures for the renewal of a certificate shall conform to
ovisions of this CP.

ircumstances for certificate renewal

ces for certificate renewal shall be specified in accordance with 4.6.1 of IETF/RFC 3647.

Who may request renewal

who may request renewal shall be specified in accordance with 4.6.2 of IETF/RFC 3647.

rocessing certificate renewal requests

processing certificate renewal requests.shall be specified in accordance with 4.6.3 of [H

[otification to certificate holder of certificate renewal

CA shall notify each_certificate holder when a certificate bearing the certificate hold
ed name is renewed:

onduct constituting acceptance of a renewal certificate

nstituting acceptance of a renewal certificate shall be in accordance with the provision

the

TF/

ers

s of

7.4.6.6 Publication of the renewal certificate by the CA

(4.6.6)

See the provisions of 7.2.2.

7.4.6.7 Notification of certificate renewal by the CA to other entities

(4.6.7)

See the provisions of 7.4.4.3.

12
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7.4.7 Certificate re-key
4.7)

Certificate re-key procedures shall be in accordance with 7.3.3.
7.4.8 Certificate modification

7.4.8.1 Circumstances for certificate modification

(481
The issuing CA shall modify a certificate:
— |if relevant subject information contained in the certificate is no longer accurate;

— |if a certificate holder’s organizational affiliation changes, e.g. a regulatéd health pfrofessional
resigning from a particular organization;

— |for any reason, upon request of a certificate holder or sponsor of asponsored healthcarq provider.

Certificate holders, RAs and sponsors have a duty to inform the CA-if they become aware of inaccuracy
of the subject information in the certificate.

7.4{8.2 Who may request certificate modification

(4.9.2)

Theg modification of a certificate shall be requested by one or more of the following:
— |the certificate holder in whose name the certificate was issued;

— |the individual or organization that made the application for the certificate on behalf of p device or
application;

— |the health profession registration board or licensing board of a certificate holder who is § regulated
healthcare professional;

— |the sponsor of a sponsored healthcare provider;
— |personnel of the issuing CA;

— |personnel of-an/RA associated with the issuing CA.

7.418.3 Processing certificate modification requests

(4.4.3)

Criteria for processing certificate modification requests shall be specified in accordance with 4.8.3 of
IETF/RFC 3647.

7.4.8.4 Notification to certificate holder of modified certificate issuance
(4.8.4)

Notification to certificate holder of modified certificate issuance shall be in accordance with 7.4.3.2.

7.4.8.5 Conduct constituting acceptance of a modified certificate

(4.8.5)
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Conduct constituting acceptance of a modified certificate shall be in accordance with 7.4.4.1.

7.4.8.6 Publication of the modified certificate by the CA

(4.8.6)

Criteria for publication of the modified certificate by the CA shall be in accordance with 7.4.4.2.

7.4.8.7 Notification of modified certificate issuance by the CA to other entities

(4.8.7)

Notificatio
7.4.4.3.

749 Ce
(4.9)

RAs can b
certificate

h of modified certificate issuance by the CA to other entities shall be in accordace v

rtificate revocation and suspension

e instrumental in the handling of certificate revocation requests;In some health dig
implementations, RAs may be used to initiate or authenticate certificate revoca

requests. V

Vhere applicable, they shall forward authenticated requests to-the appropriate CA. The

itself may initiate a revocation request (for example, if a regulated health professional is suspended

misconduc
is then the
would hav
the CA co

that certifi

It is reconj
accordancg

7.49.1 (
(49.1)
The issuin

upon f.

and the RA is a health profession registration board oflicensing board). In either ever
esponsibility of the RA to authenticate the report. If, byrapplying the same criteria as thd
used, the RA is satisfied that the report is authentic,'the RA shall securely send a messag
aining certificate identification information and;6ptionally, the stated reason for revol
ate.

imended that the address of the CRL distribution points be defined in the certificat
with 7.2.8 of ISO 17090-2: 2015.

ircumstances for revocation

b CA shall revoke a certificate:

hilure of the certificate-holder, the employer (in the case of a non-regulated health professi

or supporting organizationemployee), or the sponsor (in the case ofa sponsored healthcare provi

to med
agreer

upon K

if reley

t obligations under this policy, any applicable CPS, or any other applicable requirement (|
hent, regulation or law applicable) to the certificate that may be in force;

nowledgeor reasonable suspicion of compromise of a private key;

ant'subject information contained in the certificate is no longer accurate;

vith

ital
[ion
RA
for
t, it
CA
e to
(ing

P in

nal
ler)

e.2.,

resigning from a particular organization;

or any

applicable CPS;

if a certificate holder’s organizational affiliation changes, e.g. a regulated health professional

if the CA determines that the certificate was not properly issued in accordance with this policy and/

for any reason, upon request of a certificate holder or sponsor of a sponsored healthcare provider.

Certificate holders, RAs and sponsors have a duty to inform the CA if they become aware of inaccuracy
of the subject information in the certificate.

7.4.9.2 Who can request revocation

(4.9.2)

14
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revocation of a certificate shall be requested by one or more of the following:

the certificate holder in whose name the certificate was issued;

the individual or organization that made the application for the certificate on behalf of a device or

application;
the sponsor of a sponsored healthcare provider;

personnel of the issuing CA;

7.4
49
Wh

7.4
4.9

Any

upon receipt.

7.4
(4.9
Rev

7.4
49

Relj
sho

pprqnnnpl of an RA associated with the issuing CA

9.3 Procedure for revocation request
3)
bn a revocation request is received by the CA in accordance with 7.3.4, the(CA’shall:

confirm that the entity requesting revocation is the certificate holdex listed in the certi
revoked;

iftherequestoris actingas an agent of the certificate holder, confirm that the requestor ha
authority to effect revocation;

verify the reasons given for revocation and, if they prove‘to be true, revoke the certifica

9.4 Revocation request grace period
4)

action taken as a result of a request for the'revocation of a certificate shall be initiated in

9.5 Time within which a CA must process the revocation request
5)

ocation of a certificate shall be initiated immediately by the CA upon receipt of request.

9.6 Revocation checking requirements for relying parties
6)

ing parties should check the CRL whenever they begin using another entity's public ke
1ld be.checked at least daily for revocations.

ficate to be

s sufficient

hmediately

y. The CRL

7.4
4.9

Q =7 CRIL iccuancefroaunoanecy
7 I IoSaa i CeIrequcny

7)

Notice of revocation shall be published promptly (on the day of issue) and updated whenever changes

are

made to the CRL.

7.4.9.8 Maximum latency for CRLs

4.9

8)

Criteria for maximum latency for CRLs shall be specified in accordance with 4.9.8 of IETF/RFC 3647.
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7.4.9.9 On-line revocation/status checking availability

(4.9.9)

The CA should make its revocation/status checking service (e.g. CRL or OCSP) available to match the
business hours of its relying parties.

7.4.9.10 On-line revocation checking requirements

(4.9.10)

On-line re
communic
responses:
possible to|

7.4.9.11 (
(49.11)
An issuing

distinguish
in the case

7.4.9.12 §
(4.9.12)

In the even
has issued

7.4.9.13 (
(4.9.13)

Within a h
certificate

— susped
pendir
a certi

other

yocation checking (e.g. with OCSP) will require certificate holders to establish se
hition with an on-line certificate status-checking server, which has the capacity of(sig

ure
1ing
this may be the CA. In this way, the authenticity of the CA will be verified. It may’als¢ be

use validation authorities or outsourced directories rather than the issuing CA«

)ther forms of revocation advertisements available

CA shall notify any certificate holder when a certificate bearing the certificate hold
ed name is revoked (notification shall be made to the responsible individual or organiza
of device or application certificates).

pecial requirements regarding key compromise

t of the compromise of a CA signing key, the CA shall immediately notify the CAs to who
cross-certificates or subordinate CA certificates.

ircumstances for suspension

ealthcare CP, a CA may support suspension. The identified circumstances that will jus
suspension include:

ted compromise of private keys, in which case suspension will occur during investigatio
g clarificationefinformation on the certificate;
ficate holdessuspension request;

ircumstances determined within local healthcare digital certificate domains.

7.4.9.14 WHho can request suspension

er’s
fion

m it

tify

(4.9.14)

Where a CA supports suspension, the suspension of a certificate shall be requested by one or more of
the following:

the certificate holder in whose name the certificate was issued;

application;

16

the sponsor of a sponsored healthcare provider;

personnel of the issuing CA;
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— personnel of an RA associated with the issuing CA;
— arelying party.
7.4.9.15 Procedures for suspending certificates

(4.9.15)

When a suspension request is received by the CA, in accordance with 7.4.9.13 and 7.4.9.14, the CA shall:

— confirm the identity of the requestor, where the suspension request is purported to be from the
certificate holder, or from the individual or organization that made the application for the certificate
on behalf of a device or application, or from the sponsor of a sponsored healthcare provider;

— |confirm the identity of the requestor, where the suspension request is purposted to He from the
individual or organization that made the application for the certificate on~behalf of 4 device or
application;

— |confirm that the requestor has sufficient authority to effect suspensionyif the requestor fis acting as
the sponsor of the certificate holder;

— |verify the reasons given for suspension and, if they prove to be true, suspend the certifi¢ate.

7.419.16 Limits on suspension period
(4.9116)

The suspension period for certificates shall be limited“o the time of any investigation required (e.g. to
ver]fy information). It is recommended that suspensions last no longer than ten working days.

7.419.17 Notification of certificate suspension
(4.917)

An fissuing CA shall notify any certificate holder when a certificate bearing the certificate holder’s
disfinguished name is suspended (notification shall be made to the responsible individual or
orgpanization in the case of device or application certificates).

7.4]10 Certificate statusservices

7.4{10.1 Operational characteristics
(4.10.1)

Critleria foeroperational characteristics shall be specified in accordance with 4.10.1 of IETF/RFC 3647.

7 4 1072 SCaorvica avyailabhalatyy
AU ETY

CrvIcCavaltaotiIcy

(4.10.2)

The CA should make its certificate status checking service available to match the business hours of its
relying parties.

7.4.10.3 Operational features
(4.10.3)

Criteria for operational features shall be specified in accordance with 4.10.3 of IETF/RFC 3647.
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7.4.11 End of subscription
(4.11)
Criteria for end of subscription shall be specified in accordance with 4.11 of IETF/RFC 3647.

7.4.12 Private key escrow
(4.12)

Private keys used for authentication or digital signature shall not be escrowed, except where
required bfy Taw.

7.5 Physical controls
(5)
7.5.1 General

Physical, procedural and personnel security controls shall be in accordance with ISO/IEC 27002 (of its
equivalent) or with approved accreditation or licensing criteria.

7.5.2 Physical controls
(5.1)

Physical cqntrols shall be in accordance with ISO/IEC 27002+6t its equivalent).

7.5.3 Prpcedural controls
(5.2)

Procedural controls shall be in accordance witl’ISO/IEC 27002 (or its equivalent).

7.5.4 Pefsonnel controls
(5.3)

Personnel gontrols shall be in@¢cordance with ISO/IEC 27002 (or its equivalent).

7.5.5 Security auditlogging procedures
(5.4)
Security auditdogging procedures shall be in accordance with ISO/IEC 27002.

7.5.6 Record archive

7.5.6.1 General
(5.5)

Records shall be archived in accordance with ISO/IEC 27002 and accepted practice for the retention
of archives. Health information is re-usable and can exist for as long as (and longer than) the person to
whom it refers. This creates a special need for long-term preservation of digitally signed records, and
a valuable role for the time-stamp and long-term non-repudiation technologies that can support this.
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6.2 Types of record archived

(5.5.1)

It may be important in the future to know how or why a certificate was produced. The healthcare RAs
or their CAs shall archive such events as requests for the creation or revocation of certificates.

7.5.

6.3 Retention period for archive

(5.5.2)

abo
it rg

7.5
(5.6
To ¢

issy
of t

7.5
(5.7

Sec

7.5
(5.6

In t

termnination of operations and arrange for final publication of the CRL and continued reteq

CA’s

Int
cerf
sigr

Int
of t

7.6

Critlsrla for retention period shall be specified 1n accordance with 5.5.2 of IETF/RFC 564

e, health information is re-usable and can exist for as long as (and longer than) the pérsq
fers. This creates a special need for long-term preservation of digital signatures.

7 Key changeover

)

nable certificate holders to seamlessly change over from one publickey to another, thg
e the new certificate 30 d in advance of the changeover date and'clearly inform certific
he date from which they will need to use the new certificate.

8 Compromise and disaster recovery

)
irity audit procedures shall be in accordance with 1ISO/IEC 27002.

O CA termination

)

he event that a CA ceases operation, it shall notify its certificate holders immediatel

keys and information. It shall'also notify all CAs with whom it is cross-certified.

he event of a transfer of\a’/CA’s operations to another CA operating at a lower level of ass

. As noted
n to whom

CA should
hte holders

7 upon the
tion of the

irance, the

ificates issued by the CA whose operations are being transferred shall be revoked thr¢ugh a CRL

ed by that CA prior-to the transfer.

he event thata @A terminates, arrangements shall be made to ensure the secure archival
hat CA’s records.

Technical security controls

pr disposal

(6)

7.6.

7.6.

(6.1

1 Key pair generation and installation

1.1 Key pair generation

1)

A certificate holder’s public/private key pair shall be generated by:

the CA,

another TTP nominated by the CA, or
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— the certificate holder by means of a key management function or application approved by the CA.

If the key pair is generated by a third party, it shall be mandatory for it to employ security measures (such
as a hardware token) to prevent tampering with key pairs and compromise of generated private keys.

Key generation shall be provided in a secure manner.

7.6.1.2 Private key delivery to certificate holder
(6.1.2)

If the priviate decipherment Key 1s not generated by the prospective certificate holder, it shal] be
delivered tp the certificate holder either in an on-line transaction in accordance with IETF/RFC 4211, or
via an equdlly secure manner. The CA or trusted third-party key generating entity shall be able.to pijove
that there are no copies of the private key in its possession after it hands over the originabprivate key,
except whdre such copies are kept for the purposes of key backup, in accordance with 7.6:2.5.

7.6.1.3 Rublic key delivery to certificate issuer
(6.1.3)

If the publikc encipherment key is not generated by the CA4, it shall be deliveted to the CA either in an|on-
line transaftion in accordance with IETF/RFC 4211, or via an equally seCure manner.

7.6.1.4 (A public key delivery to relying parties
(6.1.4)

As the pullic key is bound to the CA's signing certificate, the public key shall be available to relying
parties witfh access to the certificate repository.

7.6.1.5 Key sizes
(6.1.5)

The minimum key size will depend on the'algorithm used. The minimum key size for CA certificates shall
be 2 048 bjts for the RSA algorithmTPhe minimum key size for CA certificates using other algorithms
shall be sych as to provide equivalent security. The minimum key size for non-CA certificates shall
be 1 024 bjts for the RSA algorithm or its technological equivalent. The minimum key size for non-CA
certificateg using other algerithms shall be such as to provide equivalent security.

7.6.1.6 Rublic key parameter generation and quality checking
(6.1.6)

Public key parameters shall be generated either by the CA or by the trusted third-party key generation
organizatios-

It shall be the role of the auditing organization to verify the parameter quality of the operational system.

7.6.1.7 Key usage purposes in accordance with the X.509 v3 key usage field
(6.1.7)

Authentication and digital signature keys shall only be used for identification and/or non-repudiation
purposes. There shall be a separate pair of keys for encipherment purposes.

7.6.2 Private key protection
(6.2)
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7.6.2.1 General

This document recommends that two key pairs exist — one pair for encipherment where the CA could
back up the private key and an authentication or digital signature key pair where the private key would
never be escrowed.

7.6.2.2 Cryptographic module standards and controls
(6.2.1)

CA signing keys shall be compliant with US FIPS 140-2 level 2 (or its equivalent). Where a healthcare
orghnization's CA does not cross-certify (a small hospital, say), level 2 compliance is sufficienjt as long as
a CP allows it. For inter-organizational trust, the CA shall be compliant with level 3 or higher

Othfer certificates shall be compliant with US FIPS 140-2 level 1 or higher (or its equivalent).

Cryptographic module engineering controls shall be in accordance withMJSO/IEC 27(02 (or its
equiivalent), or with approved accreditation or licensing criteria.

7.612.3 Private key (n out of m) multi-person control

(6.4.2)

Where the certificate holder is a healthcare organization or;supporting organization, the private key
may be split into more than one part under the control of different persons.

7.6]2.4 Private key escrow
(6.2.3)

Priyate keys used for authentication or .digital signature shall not be escrowed, exdept where
reqpired by law.

7.642.5 Private key backup
(6.2.4)

Itislrecommended that the eertificate holder back up private keys where possible, e.g. where [the private
keylis stored in a software/token.

Priyate authentication or digital signature keys shall be backed up entirely within the comtrol of the
certificate holder. Backed-up keys shall be held within the certificate holder’s environment (workplace,
depprtment or\prganization).

The certificate holder may consent to the CA backing up and retaining a copy of his/her private
decjphérment key. Such backup shall be carried out by a certified process. Private keys shal| be backed
up gtdlevel of protection no lower than that required for the primary copy.

The CA shall not disclose private decipherment keys to any other party without the prior consent of
the certificate holder, unless required to do so by law. Despite the foregoing, CA’s may offer a private
key backup service for the purposes of data recovery of encrypted data. In such a case, because a non-
regulated health professional or a supporting organization employee receives a certificate in order to
conduct the business of his/her employer, the CA may, for the purposes of data recovery, disclose private
decipherment keys to the employer of a non-regulated health professional or a supporting organization
employee, where such arrangements have been agreed to prior to certificate issuance.

7.6.2.6 Private key archive
(6.2.5)
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Where the CA, with the consent of a certificate holder, has backed up a private key, this key shall be
retained for a period at least as long as the mandatory retention time of personal health records in the
CA’s jurisdiction.

7.6.2.7 Private key transfer into or from a cryptographic module

(6.2.6)

If the private decipherment key is not generated in the entity’s cryptographic module, it shall be entered
into the module in accordance with IETF/RFC 4211, or via an equally secure manner.

7.6.2.8
(6.2.7)

If the priv

into the m¢dule in accordance with IETF/RFC 4211, or via an equally secure manner!

7.6.2.9
(6.2.8)

For digital
key. The ce
the private
password,
form only.

7.6.2.10 Method of deactivating private key

(6.2.9)

When keys
disk space

system. Thie cryptographic module shalkautomatically de-activate the private key after a pre-set pe

of inactivit

7.6.2.11 Method of destroying private key

(6.2.10)

Upon term
shared dis
procedure

NMethod of activating private key

rivate key storage on cryptographic module

e decipherment key is not generated in the entity’s cryptographic module, it-shall be entg

certificates issued under a healthcare CP, only the certificatésholder can activate the priy
rtificate holder shall be authenticated to the cryptographic'module or application protec

key before the activation of the private key. This authentication may be in the form
passphrase, PIN or biometric. When deactivated, private keys shall be kept in encryy

are deactivated, they shall be cleared from memory before the memory is de-allocated.
where keys were stored, shall be’overwritten before the space is released to the opera

Y.

ination oftuse of a private key, all copies of the private key in computer memory

shall be*described in the CPS or a publicly available document.

7.6.2.12

k space.shall be securely destroyed by overwriting multiple times. Private key destruct

red

Fate
[ing
pf a
ted

Any
[ing
fiod

and
on

—

rvptograhic Module Rating

(6.2.11)

CA signing
Other certi
7.6.3
(6.3)
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keys shall be compliant with US FIPS 140-2 level 2 (or its equivalent).

ficates shall be compliant with US FIPS 140-2 level 1 (or its equivalent).

Other aspects of key management
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3.1 Public key archive
1)

PKCs and CRLs will need to be archived with a TTP to allow verification of a signature at a future date.

The

CA shall be responsible for ensuring that public key certifcates and CRLs are archived.

7.6.3.2 Certificate operational periods and key pair usage periods
(6.3.2)
For[regulated health professionals, the CA shall ensure that the validity period of the certificate does

not
cert
ren
if th

Nor
issy

CA

7.6

The
Thd
use

7.6
(6.4
Act

7.6
(6.5

Co
ap

7.6

exceed the validity period of the professional licence. To accomplish this, the CA shall eit
ificate validity so as not to exceed the period for the professional licence or else reljably d
bwal of the professional license prior to the license expiry date and revoke or suspend the
e professional license has not been renewed.

-CA public and private key usage shall not exceed three years, after which’a new key p
ed. Attribute certificates may have a shorter validity period, depending on the business

public and private keys usage shall not exceed ten years, after which/a new key pair shall

3.3 Restrictions on CA’s private key use

CA shall ensure that its certificate signing private key s used only to sign certificateg
CA shall ensure that private keys issued to its personnel to access and operate CA appli
d only for such purposes.

4 Activation data

)

vation data shall be unique, unpredictable and conveyed to the certificate holder in a secy

oved accreditation-or licensing criteria, and shall cover the following issues:
IETF/RFC 364% 6.5.1, Specific computer security technical requirements;
IETF/REC)3647, 6.5.2, Computer security rating.

6, “Life-cycle technical controls

her set the
onfirm the
certificate

hir shall be
need.

be issued.

and CRLs.
cations are

re manner.

5 Computer security controls
)
puter security controls shall be in accordance with ISO/IEC 27002 (or its equivalent), or with

(6.6)

Life-cycle technical controls shall be in accordance with ISO/IEC 27002 (or its equivalent), or with

app

roved accreditation or licensing criteria, and shall cover the following issues:
IETF/RFC 3647, 6.6.1, System development controls;

IETF/RFC 3647, 6.6.2, Security management controls;

IETF/RFC 3647, 6.6.3, Life-cycle security controls.

7.6.7 Network security controls

(6.7)

©IS

02021 - All rights reserved

23


https://standardsiso.com/api/?name=288ca0491e282c8b91fe26b611e48e9e

ISO 17090-3:2021(E)

Network security controls shall be in accordance with ISO/IEC 27002 (or its equivalent) or with
approved accreditation or licensing criteria.

7.6.8 Time stamping
(6.8)
Criteria for time stamping shall be specified in accordance with 6.8 of IETF/RFC 3647.

7.7 Certificate, CRL and OCSP profiles

(7)
Certificate| CRL and OCSP profiles (where applicable) shall be in accordance with ISO 1709042,

7.8 Compliance audit

7.8.1 Gelneral
8)

Compliance audit is an essential component of many digital certificatednteroperability models (seef for
example, 9|12.4 of ISO 17090-1:2021).

7.8.2 Frequency of CA compliance audit
(8.1)

A CA issuipg certificates pursuant to a healthcare CP.ghall establish to the satisfaction of any relying
party that jt fully complies with the requirements of this policy. A CA compliance audit shall be carfied
out by a quialified independent third party withinintervals that are no more than one year apart.

7.8.3 Idéntity/qualifications of auditor
(8.2)

The auditojr shall be a qualified information systems auditor to the extent necessary for admissiop to
the relevant professional body-(such as accreditation to ISO 9000). The auditor shall possess signifi¢ant
digital certificate experience.-Where a formal accreditation body exists, the auditor shall meet that
body’s reqliirements.

7.8.4 Auditor's relationship to audited party
(8.3)

The auditdr_shall be completely independent of the audited party by belonging to an organization
separate from the CA. The auditor shall have no financial interest in the audited party.

7.8.5 Topics covered by audit
(8.4)

Events such as certificate holder registration, certificate registration, compromised key reports
and certificate revocation shall be audited. The audit will generally cover compliance to CPs and to
associated CPSs.

To provide assurance of the trusted nature of RAs and to provide information to personnel conducting
internal audits, the actions of each RA shall be auditable. Audit records and audit trails shall be
generated for events in accordance with the relevant policy.
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7.8.6 Actions taken as a result of deficiency
(8.5)
7.8.6.1 General

If irregularities are found in an audit, the CA shall take corrective action. Where a CA fails to take

app

ropriate action in response to the audit, the CA’s governing body may:

— indicate the irregularities, but allow the CA to continue operations until the next audit, or

Any
HoV

7.8

Inal
(wh
aci
int

Wh
imn
7.8

AC
ass

allow the CA to continue operations for a maximum of thirty days pending correct
problems prior to revocation, or

revoke the CA's certificate.

decision regarding which of these actions to take shall be based on the severity of the irr
vever, the CA cannot be shut down as this may disrupt services.

6.2 Critical failure category

bility of a CA to comply with essential sections of the CPS, as determined by a CA accredit
ere such accreditation exists within the jurisdiction in which/the CA operates), shall be c
itical failure. For example, the detection of a CA having cutback on expensive procedure
heir certificates being compromised shall be classified.as‘a critical failure.

ere the CA has been accredited in its jurisdiction, it js recommended that accreditation be
hediately.

6.3 Major failure category

A failing to comply with important elenrent(s) of the CPS, which was/were assessed as
irance process, shall be classified @s a major failure. For example, the identification ¢

maintaining sufficient business continuity practices shall be classified as a major failure.

Esc
sim

7.8

Any

hlation of the problem to acritical failure shall be imposed if additional events impact
pltaneously or if the CA fdils to rectify the compliance problem within several days.

6.4 Partial failure-eategory

compliance breach against the CPS, which is assessed as part of the assurance pro

being reasonably-likely to turn into a major failure but which could impact on the integ

CA's
pro

Esc
thi

operations, shall be classified as a partial failure. For example, out-of-date security p
redures'shall be classified as a partial failure.

hlation of the problem to the major failure category shall be imposed if additional failu

ion of any

poularities.

ation body
assified as
s resulting

Wwithdrawn

part of the
f a CA not

on the CA

fess as not
rity of the
olicies and

res within

7.8.

category are detected orifthe CA fails to rectify the compliance problem within 30 d

6.5 Minor failure category

Compliance failures which are viewed as being unlikely to turn into a partial failure, but which should
be addressed to reduce the overall impact on the integrity of the CA's operations, should be classified as
minor failures. For example, administrative failings (i.e. inaccurate billing) should be classified as being
a minor failure.

Escalation of the problem to the partial failure category shall be imposed if additional failures within this
category are detected or if the CA fails to rectify the compliance problem before the next scheduled audit.
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mmunication of audit results

Certificate holders and relying parties shall immediately be notified of any CA or RA that is found by an
auditor to be deficient.

7.9 Other business and legal matters

9)
7.9.1 Fe
(9.1)

A1

Fees shall be specified in accordance with 9.1 of IETF/RFC 3647.

7.9.2 Financial responsibility

(9.2)

Financial r

7.9.3 Co
(9.3)
Confidenti
7.9.4 Pr
(9.4)
7.9.4.1 H
(9.4.1)

Criteria foy

7.9.4.2 1
(9.4.2)
The follow

persor

esponsibility shall be in accordance with 9.2 of IETF/RFC 3647:

nfidentiality of business information

lity of business information shall be specified ih-accordance with 9.3 of IETF/RFC 3647.

vacy of personal information

rivacy plan

privacy plan shall be-specified in accordance with 9.4.1 of IETF/RFC 3647.

nformation treated as private

ng infermiation shall be treated as private and shall be kept confidential:

akinformation of certificate holders and registration authorities collected for identifica

aclegrar o

arbificota (A o o ac o o adion dch
cAativll, Uubl\sl vuliru vIiIie

awelbadad a1 idantifs
atC o TnC CeTr o CatC (O g P SO o CrrerT

as b xazlas icaaatl
CC VVIIICIT IS ITOTCITICT

fion

ks,

purpo

TS0

home address, contact details); some of this information may, with the consent of the certificate

holder,

be included in the directory listing for that certificate holder;

— private keys.

The CA shall keep confidential information pertaining to the underlying reason for a certificate holder’s

certificate

7.9.4.3
(9.4.3)

26

revocation or suspension.

Information not deemed private
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The following information shall not be treated as private or confidential:

public key;
role of a regulated or non-regulated health professional;

healthcare speciality.

older or as

5 of IETF/

er from a

7.9.4.4 Responsibility to protect confidential information

(9.4.4)

Corffidential information shall only be released with the explicit consent of the certificate'h
reqpired under the CA or RA country’s law.

7.914.5 Notice and consent to use private information

(9.45)

Notlice and consent to use private information shall be specified in.dcdordance with 9.4
RF( 3647.

7.944.6 Disclosure pursuant to judicial or administrative process

(9.4.6)

Confidential information shall only be disclosed following the presentation of an ord
recpgnized court of law under the CA or RA country‘§iaw.

7.944.7 Other information release circumstances — Disclosure upon certificate holder's request
(9.4.7)

Con
req
sign

Con
foll

7.9
(9.

Intd

fidential information shall be disclosed to parties nominated by the certificate holder
1est either by authenticated electronic mail (bearing the certificate holder’s digital signg
ed written authority from the requesting certificate holder.

fidential information shall only be disclosed without written authority from the certifi

5 Intellectual property rights

)
llectual property rights shall be specified in accordance with 9.5 of IETF/RFC 3647.

7.9

following a
ture) or by

ate holder

pwing the presentation)of an order from a recognized court of law under the CA or RA coyntry’s law.

6 — Representations and warranties

(9.6)

7.9.

6.1 General

The extent of the liability in the situations listed in 7.9.6.2 is part of an overall policy under which the
CAs operate in the healthcare domains of their respective countries. These domains are, in turn, subject
to government regulations and international agreements. Requirements follow for CA liability and RA
liability. If used, AA liability shall either be subsumed by the former liability or explicitly delineated.

7.9.

6.2 CArepresentations and warranties

(9.6.1)
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