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reword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
desfribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria heefded for the
different types of ISO documents should be noted. This document was drafted in accordan¢e with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be th¢ subject of
patent rights. ISO shall not be held responsible for identifying any or all such-patent rightg. Details of
any|patent rights identified during the development of the document will.be'in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents)-

Anyf trade name used in this document is information given for the;eonvenience of users arnd does not
conftitute an endorsement.

For|an explanation on the meaning of ISO specific terms and expressions related to fonformity
asse¢ssment, as well as information about ISO’s adherence to the WTO principles in thg Technical
Barfriers to Trade (TBT), see the following URL: Forewerd — Supplementary information.

Thg committee responsible for this document is ISO/TC 215, Health informatics.

Thip second edition cancels and replaces -the first edition (ISO 17090-2:2008), which has been
technically revised.

[SO| 17090 consists of the following:parts, under the general title Health informatics —|Public Key
Infrastructure:

— | Part 1: Overview of digital certificate services

— |Part 2: Certificate profile

— | Part 3: Policy management of certification authority

— | Part 4: Digital'Signatures for healthcare documents

The following'document is under preparation:

— | Part'5--Authentication using Healthcare PKI credentials

AnnexA of this part of IS0 17090 is for information nnly

© ISO 2015 - All rights reserved v
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Introduction

The healthcare industry is faced with the challenge of reducing costs by moving from paper-based
processes to automated electronic processes. New models of healthcare delivery are emphasizing the
need for patient information to be shared among a growing number of specialist healthcare providers
and across traditional organizational boundaries.

Healthcare information concerning individual citizens is commonly interchanged by means of electronic
mail, remote database access, electronic data interchange and other applications. The Internet provides
a highly cost-effective and accessible means of interchanging information, but is also an insecure vehicle
that demands additional measures be taken to maintain the privacy and confidentiality of informatfion.
Threats td the security of health information through unauthorized access (either inadvertent or
deliberate)|are increasing. It is essential to have available to the healthcare system reliable information
security services that minimize the risk of unauthorized access.

the
Fess

How does [the healthcare industry provide appropriate protection for the data conveyed across
Internet inla practical, cost-effective way? Public key infrastructure (PKI) technoldgyseeks to add
this challenge.

The proper deployment of digital certificates requires a blend of technology,policy and administrafive
e of

processes
“public ke
of a perso
and digita
to meet b
certificate
many of t

hat enable the exchange of sensitive data in an unsecured-énvironment by the us
cryptography” to protect information in transit and “certificates” to confirm the iden

tity

or entity. In healthcare environments, this technology-useés authentication, enciphernment

signatures to facilitate confidential access to, and moyvement of, individual health recq
th clinical and administrative needs. The services\offered by the deployment of dig
(including encipherment, information integrity and digital signatures) are able to add
se security issues. This is especially the case if.digital certificates are used in conjunc

with an adcredited information security standard. Many individual organizations around the w:
have started to use digital certificates for this purpose.

Interoperapility of digital certificate technology~and supporting policies, procedures and pract
is of fundamental importance if information is;to be exchanged between organizations and betw

jurisdictios
physician v

Achieving
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e
informatiI:)L

1S in support of healthcare applications (for example, between a hospital and a commu
vorking with the same patient).

interoperability betweén) ‘different digital certificate implementations requires
nt of a framework of trust, under which parties responsible for protecting an individy
rights may rely oh_the policies and practices and, by extension, the validity of dig
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certificates issued by other,established authorities.

Many coumtries are depleying digital certificates to support secure communications within their
national bgundaries. \Inconsistencies will arise in policies and procedures between the certificafion
authoritied (CAs) and registration authorities (RAs) of different countries if standards developnfent
activity is restrieted to within national boundaries.

Digital cerfificate technology is still evolving in certain aspects that are not specific to healthcpre.
Important standardization efforts and, in some cases, supporting legislation are ongoing. On the other
hand, healthcare providers in many countries are already using or planning to use digital certificates.
This International Standard seeks to address the need for guidance of these rapid international
developments.

This International Standard describes the common technical, operational and policy requirements that
need to be addressed to enable digital certificates to be used in protecting the exchange of healthcare
information within a single domain, between domains and across jurisdictional boundaries. Its purpose
is to create a platform for global interoperability. It specifically supports digital certificate enabled
communication across borders, but could also provide guidance for national or regional deployment of
digital certificates in healthcare. The Internet is increasingly used as the vehicle of choice to support
the movement of healthcare data between healthcare organizations and is the only realistic choice for
cross-border communication in this sector.

vi © ISO 2015 - All rights reserved
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This International Standard should be approached as a whole, with the three parts all making a
contribution to defining how digital certificates can be used to provide security services in the health
industry, including authentication, confidentiality, data integrity and the technical capacity to support
the quality of digital signature.

ISO 17090-1 defines the basic concepts underlying the use of digital certificates in healthcare and
provides a scheme of interoperability requirements to establish digital certificate enabled secure
communication of health information.

ISO 17090-2 provides healthcare specific profiles of digital certificates based on the International
Standard X.509 and the profile of this specified in IETF/RFC 5280 for different types of certificates.

[SO[17090-3 deals with management issues involved in implementing and using digital’fertificates
in Realthcare. It defines a structure and minimum requirements for certificate policies (CPs) and a
strycture for associated certification practice statements. This part is based on the r€comrendations
of the IETF/RFC 3647 Internet X.509 Public Key Infrastructure Certificate Policy and Certification
Praftices Framework and identifies the principles needed in a healthcare security policy for cross
borfer communication. It also defines the minimum levels of security required, concentrating on the
asppcts unique to healthcare.

Comments on the content of this International Standard, as welkas comments, suggestions and
infqrmation on the application of these standards may be forwarded to the ISO/TC 215 Yecretariat:
Lisg.Spellman@ahima.org or WG4 PKI project leader Ross Frase€rat RossFraser@SextantSoffware.com.

© 1S0 2015 - All rights reserved vii
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The following referenced documents, in whole or in part, are normatively referenced in this
and| are indispensable for its application. For dated references, only the edition cited applies. For

undated references, the latest edition of the referenced document (including any amendmen

ISO
ISO

certification authority

IET
(CR
3

For

AA
AC
CA
CP

Scope
5 part of ISO 17090 specifies the certificate profiles required to interchange healthcare i
hils the use made of digital certificates in the health industry and focuses, in(particular,

Ithcare issues relating to certificate profiles.

Normative references

17090-1, Health informatics — Public key infrastructure s~ Part 1: Overview of digital certifid
17090-3:2008, Health informatics — Public key~infrastructure — Part 3: Policy man
F/RFC 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revg
) Profile

Terms and definitions

the purposes of this docunfent, the terms and definitions given in ISO 17090-1 apply.

Abbreviated terims
attribute authority
attribute certificate
certification authority

certificate policy

hformation

hin a single organization, between different organizations and across jurisdictional boyndaries. It

on specific

document

[s) applies.
(1te services

hgement of

cation List

CPS  certification practice statement

CRL certificate revocation list

PKC  public key certificate

PKI  public key infrastructure

RA

registration authority

TTP  trusted third party
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5 Healthcare CPs

5.1 Certificate types required for healthcare

Identity certificates shall be issued to:

healthcare providers, supporting organization employees and patients/consumers);

organi
device

applics

zations (healthcare organizations and supporting organizations);

individuals (regulated health professionals, non-regulated health professionals, sponsored

)

itions.

The roles ¢f individuals and organizations are to be captured; either in the identity certificate it

(in a certif]
interrelate

5.2 CAc

jcate extension) or in an associated AC. The different kinds of certificates-and the way t
are shown in Figure 1.

ertificates

5.2.1 Rolot CA certificates

Root CA cqg
are used td
indicates W
Internet br

5.2.2 Su

Subordinat
the hierarg
entities. Th
by Internet

rtificates are used when the subject of the certificate is‘itself a CA, they are self-signed

self
hey

and

issue certificates to relying parties, including subordinate CAs. The basic constraints

bordinate CA certificates

e CA certificates are issued for a CA‘that is in itself certified by another CA higher u
hy to be able to issue certificates. fer either other CAs lower down the hierarchy or for
e Subordinate CA certificate is used; along with other certificates, to establish a chain of t
browsers and other applicationsthat rely on PKI for entity identification and authenticaf]

ield
rhether the certificate is a CA. The Root CA certificateis used to establish a chain of trustkby
owsers and other applications that rely on PKI forentity identification and authenticatiop.

D in
end
Fust
ion.
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Healthcare Certificate Types

5.3

In 3
juri

health industry domain, based on speciality, jurisdiction, setting or geography that trust a pat

Eac
gro
pra

owi domain. This could be (particularly useful for organizations such as state or provin

aut

Cro
the
req

5.4
End

Public Key Infrastructure
Public Key Certificates Subordinate CA Certificates
Cross/Bridge
Certificates ———— Regulated Health Professional
| Rootca (Qualified Certificate)
Certificates 4 Health Professional
End Entity Certificates | Nnn—I_iggu]ate 'Efgh‘i Professio
b Individual ———— Sponsored Healthcare Provider
" (Oualified Certificate)
— Organization Supporting Organization Employee
(Qualified Certificate)
——— Devices —— Patient / Consumer
(Qualified Certificate)
L Application
Attribute Certificates

Figure 1 — Healthcare certificate types

Cross/Bridge certificates

in Internet environment, it is not feasible to expect the health industry in cross |
dictional situations to trust a top level'CA. Instead, “islands of trust” are to be provic

h central root CA for each “island-oftrust” can then cross-certify another root. In these s
1p of CAs may agree on a minimtin set of standards to be embodied in their policies and
Ctice statements. When this occurs, a relying party may accept a certificate from a CA

norities to enable the transfer of information across boundaries.

ks/Bridge certificates are certificate types that cross-certify different CA domains. Th
large-scale deployment of public key applications, such as secure electronic mail
hired in the health industry.

End_ entity certificates

order and
ed in each
ticular CA.
tuations, a
associated
outside its
cial health

S supports
ind others

or d

relying on that certificate.

5.4.

1 Individual identity certificates

entity certificates are issued to entities that may include individuals, organizations, afplications

i eath them

Individual identity certificates are a particular subtype of end entity certificates that are issued to
individual persons for the purpose of authentication. The following five types of healthcare actors are
recognized as being individuals:

a)

©IS

regulated health professional:

— each certificate holder is a health professional who, in order to practice his/her
requires a license or registration from a government body (ISO 17090-1:2013,
certificates may be qualified certificates (7.3 and ISO 17090-1:2013, 8.2);

02015 - All rights reserved
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non-regulated health professional:

— each certificate holder is a health professional who is not subject to registration or licensing
from a governmentbody (ISO 17090-1:2013, 5.1); these certificates may be qualified certificates;

sponsored healthcare provider:

— each certificate holder is an individual who is active in his/her healthcare community and is
sponsored by a regulated healthcare organization or professional. These certificates may be
qualified certificates;

b)
c)
d) suppo
— ea
aq
e) patien
— ea
or
qu
54.2 Or
An organiz
for encrypf

for an orgahnizational unit name.

5.4.3 De

A device ¢
monitoring

5.4.4 Application certificate

An applica
needs to bé

43 3 43 1
Lllls Ul salllbql—l\lll Cllll)lu_y CCl.

ch certificate holder is an individual who is person employed by a healthcare organizatio
upporting organization. These certificates may be qualified certificates;

[ /consumer:

ch certificate holder is an individual person who, at some stage, is about tg receive, is receiy
has received the services of a regulated or non-regulated health professional. These ma
alified certificates.

panization identity certificate

ation that is involved in the health industry may hold a €ertificate to identify itself or to
ion purposes. In accordance with IETF/RFC 3647, provision is made in this part of [SO 17

vice identity certificate

an be a computer server, medical machine, such as a radiology machine, a vital s
device or a prosthetic device that needsto be individually identified and authenticated.

ion is a computer information.system, such as a hospital patient administration system,
 individually identified afid)authenticated.

This part

increasingly require the secupity services that digital certificates can provide in managing t

I

own healt

54.5 A(Q

An AC is a
main diffe}

fISO 17090 concenfrates on the providers, but recognizes that patients/consumers

care.

digitally signed (or certified) set of attributes. An AC is a structure similar to a PKC;
'eriCe being that it contains no public key. An AC may contain attributes that specify gr

[l Or

ring
/ be

use
090

gns

that

will
heir

the
oup

membersh

p.role, security clearance and other information associated with the AC holder that coul

be

used for access control. The AC shall be in accordance with the specifications given in IETF/RFC 5755,
An Internet Attribute Certificate Profile for Authorization.

Within the health industry context, ACs can fulfil the valuable role of communicating authorization
information. Authorization information is distinct from information on healthcare roles or licences,
which may be appropriately included in a PKC. Role or licence implies an authorization level, but
they are not necessarily authorization information in themselves. It is important to note that the
detailed specification for ACs is still evolving and that this specification still needs to be more widely
implemented in the software industry.

The syntax of an AC is specified in I[ETF/RFC 3281, An Internet Attribute Certificate Profile for

Authorizat

ion
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The components of the AC are used as follows.

The version number differentiates between different versions of the AC. If objectDigestInfo is present
or if issuer is identified with baseCertificatelD, version shall be v2.

The owner field conveys the identity of the AC’s holder. Use of the issuer name and serial number of a
specific PKC is required; use of the general name(s) is optional and use of the object digest is prohibited.
There is a risk with use of GeneralNames by itself to identify the holder, in that there is insufficient
binding of a name to a public key to enable the authentication process of the owner’s identity to be
bound to the use of an AC. In addition, some of the options in GeneralNames (e.g. IPAddress) are
inappropriate for use in naming an AC holder which is a role rather than an individual entity. General
name forms should be restricted to distinguished name, RFC 822 (electronic mail) addregs, and (for
rold names) object identifiers.

The issuer field conveys the identity of the AA that issued the certificate. Use of theissuef name and
serial number of a specific PKC is required, and use of the general name(s) is optional.

The signature identifies the cryptographic algorithm used to digitally sign the’AC.
The serialNumber is the serial number that uniquely identifies the AC within the scope of itjs issuer.

Theg attrCertValidityPeriod field conveys the time period during«<which the AC is considered valid,
expressed in GeneralizedTime format.

Theattributes field contains the certificate holder’s attributeSthat are being certified (e.g. the privileges).

The issuerUniquelD may be used to identify the issuerftofithe AC in instances where the issjier name is
notfsufficient.

Thq extensions field allows addition of new fieldsto the AC.

Detpils on the use of ACs in healthcare are speeified in ISO 17090-1:2013, 8.3.

5.4]6 Role certificates

A uger’s AC may contain a reference to another AC that contains additional privileges. This grovides an
effitient mechanism for implementing privileged roles.

Many environments that have authorization requirements require the use of role-based privileges
(typically in conjunction_with identity-based privileges) for some aspect of their operatign. Thus, a
claimant may present'something to the verifier demonstrating only that the claimant has a partticular role
(e.g| “manager” or“purchaser”). The verifier may know a priori, or may have to discover by fome other
medns, the privileges associated with the asserted role in order to make a pass/fail authorizati¢n decision.

The followinig are all possible:

— |any number of roles can be defined by any AA;

arate AAs;
— the privileges assigned to a given role may be placed into one or more ACs;

— amember of a role may be assigned only a subset of the privileges associated with a role, if desired;
— role membership may be delegated; and

— roles and membership may be assigned any suitable lifetime.

An entity is assigned an AC containing an attribute asserting that the entity occupies a certain role.
That certificate has an extension pointing to another AC that defines the role (i.e. this role certificate
specifies the role as holder and contains a list of privileges assigned to that role). The issuer of the

© IS0 2015 - All rights reserved 5
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entity certificate may be independent of the issuer of the role certificate and these may be administered
(expired, revoked and so on) entirely separately.

Not all forms of GeneralName are appropriate for use as role names. The most useful choices are object

identifiers

and distinguished names.

6 General certificate requirements

6.1 Certificate compliance

The follow

ng requirements shall apply for all certificates specified in this part of ISO 17090.

ons

sed.

ure

ow.

a) Certificates shall be X.509 version 3 certificates.

b) Certififates shall be in accordance with IETF/RFC 5280. Deviations from IETF/RF€-5280 are ¢nly
allowed if they are aligned with proposed solutions to known problems with IETE/RFC 5280.

c) For inglividual identity, certificates should be in accordance with the IETF/REC 3739. Deviat
should only be allowed if they are aligned with proposed solutions to known/problems.

d) The signature field shall identify the signature algorithms used.

e) The certified public key shall have a minimum key-length field depending on the algorithm u
Key sizes shall be in accordance with those specified in ISO 17090-3:2008, 7.6.1.5.

f) dataEnpcipherment key usage shall not be combined with eitli€r non-repudiation or digitalSignat
key ushge (see 7.2.3).

The commpn elements in all healthcare digital certificates identified in Figure 1 are described be

These are the common elements upon which the differént kinds of certificates are built.

Certificate :: = SIGNED { SEQUENCE {

version [0] Version DEFAULT v1,

serialNumbper CertificateSerialNumber,

signature Algorithmldentifier,

issuer Name,

validity Validity,

subject Name,

subjectPuljlickeyInfo SubjectPublicKeylInfo,

issuerUniqueldentifier—H—MPHEITF Unigqueldentifier ORPHONAL;

subjectUniqueldentifier

extensions

[2]
[3]

IMPLICIT Uniqueldentifier OPTIONAL

Extensions MANDATORY

version is the version of the encoded certificate. The certificate version shall be v3.

6.2 Common fields for each certificate type

© ISO 2015 - All rights rese
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serialNumber is an integer assigned by the CA to each certificate. Its intention is to uniquely
identify each certificate.

The value of serialNumber shall be unique for each certificate issued by a given CA (i.e. the issuer
name and serial number identify a unique certificate).

signature contains the algorithm identifier for the algorithm used by the CA to sign the certificate.

issuer identifies the name of the entity that has signed and issued the certificate. The field shall
be populated with an appropriate ISO name structure according to the object class Organizational
Role, located under an organization or under an organizational unit.

validity is the time interval during which the CA warrants that information contained
certificate is valid. For regulated health professionals, the CA shall ensure that the'yali
of the certificate not exceed the validity period of the professional licence. To accempli
CA shall either set the certificate validity so as not to exceed the period for the-pfofessid
or else reliably confirm the renewal of the professional license prior to thelicense expit
revoke or suspend the certificate if the professional license has not been\renewed.

Note on time format:

The Distinguished Encoding Rules (DER) allow several methods for formatting UT
GeneralizedTime. It is important that all implementations ‘use the same format tdg

within the
ity period
ch this, the
nal licence
y date and

CTime and
minimize

signature verification problems. Where the year is greater or equal to 2050 the time shall be
encoded using GeneralizedTime. To ensure that UTCTime encodings are consistently [formatted,
UTCTime should be encoded using the “Z” format and-the seconds field shall not be omitted, even if
itis 00 (i.e. the format shall be YYMMDDHHMMSSZ)."'Where so encoded, the year field ('Y shall be
interpreted as 19YY when YY is greater than oxequal to 50 and as 20YY when YY is less than 50.
When GeneralizedTime is used, it should be encdded in the “Z” format and the seconds ffield should
be included (i.e. the format should be YYYYMMDDHHMMSSZ).

subject identifies the name of the enfity associated with the public key found in the subject
public key field.

subjectPublicKeylnfo is used to carry the public key and identify the algorithm with which
the key is used.

issuerUniqueldentifieris’an optional bit string used to uniquely identify an issuer.

(In accordance with RFC 5280, this International Standard recommends that this field should
not be used.)

subjectUniqueldentifier is an optional bit string used to uniquely identify a subject.

(In agréement with RFC 5280, this International Standard recommends that this fleld should
not be'sed.)

éxtensions — a SEQUENCE of one or more extensions shall be present.

The signature of the certificate is appended to the certificate data type by means of the standard
signed data type defined in X.5009.

6.3 Specifications for common fields

6.3.1 General

Specific requirements for information content in basic certificate fields, which are not already specified
by IETF/RFC 5280 or IETF/RFC 3279, are as follows.

© IS0 2015 - All rights reserved 7
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6.3.2 Signature

It is recommended that the signature field contain one of the following values:

a) md5WithRSAEncryption (1.2.840.113549.1.1.4)

b) shalWithRSAEncryption (1.2.840.113549.1.1.5)

c) dsa-wi

d) md2w

th-shal (1.2.840.10040.4.3)
ithRSAEncryption (1.2.840.113549.1.1.2)

e) ecdsa-
f) ecdsa-
g) ecdsa-
h) ecdsa-
i) ecdsa-

i) id-RSA

k) sha256WthRSAEncryption 1.2.840.113549.1.1.11

1) sha381
m) sha512
NOTE \

with legacy
in contemp

6.3.3 Va

Validity d:
reasonabld

Certificate
accurate in

6.3.4 Su

The algorit
a) RSA

pkes-1

with-SHA1 (1.2.840.10045.4.1)
with-SHA224 (1.2.840.10045.4.3.1)
with-SHA256 (1.2.840.10045.4.3.2)
with-SHA384 (1.2.840.10045.4.3.3)
with-SHA512 (1.2.840.10045.4.3.4)
SSA-PSS (1.2.840.113549.1.1.10).

FWithRSAEncryption 1.2.840.113549.1.1.12
WithRSAEncryption 1.2.840.113549.1.1.13

ID2, MD5 and SHA1 hash algorithms [list items a) through e)] are included for backward compatib
systems. These hashing algorithms have been superannuated by newer and more robust algorit
rary systems [see list items f) to m)].

idity
ites shall be in accordance with IETF/RFC 5280. This part of ISO 17090 has adoy

formation about thestatus of the certificate.

bject public keyinformation

hm identifiet'shall be identified, e.g.

OBJECT IDENTIFIER:: = { iso(1) member-body(2) us(840)

constraints for health certificate validity periods as specified in ISO 17090-3:2008, 7.6.3.

ility
hms

ted
2.

s notBefore time exprésses the exact moment from which the CA will maintain and publish

rsadsi(113549) pkes(1) 1}

rsaEncryption OBJECT IDENTIFIER:: = { pkcs-1 1}

b) Diffie-Hellman

The Di

ffie-Hellman OID supported by this profile is defined by ANSI

X9.42 [X9.42].

dhpublicnumber OBJECT IDENTIFIER:: = { iso(1) member-body(2)

us(840) ansi-x942(10046) number-type(2) 1}
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c) DSA
The DSA OID supported by this profile is
id-dsa ID:: = {iso(1) member-body(2) us(840) x9-57(10040)
x9cm(4) 1}
d) Elliptic Curve
Ecdsa[ 1, 2,840, 10045, 2, 1]}
Refer to ISO 17090-3:2008, 7.6.1.5 for specification of key sizes.
6.3/5 Issuer name field
Thd issuer name, stored in the issuer name field, shall, with the amendments and_constraint
belgw, be consistent with an appropriate ISO name structure according to the,ébject class Org

Rolq

,located under an organization or under an organizational unit.

Contents of the issuer name field for each certificate type is specified in-64.

a)

b)

d)

©IS

EXAMPLE1  countryName = “US”

This field is mandatory, as it is critical in the healthcare field to know the country of

have varying privacy laws and practices to protectclient/consumer policy and knowing t
arequest has originated from will assist any decision on whether to grant it.

localityName: localityName may be used to'store at least one locality name value. The sy
will specify use of two levels of locality name. The top level specifies the country fol
geographic locality name value. Withiin the certificate issuer name the localityName may
and only the geographic localityNere may be used.

EXAMPLE 2 localityName = ¢California”

organizationName: The.organizationName field, which refers to the name of the
healthcare organization-in the case of end entities and the organization name of the CA
of CA certificates, shall contain the full registered name of the organization.

EXAMPLE 3 organizationName = “California Hospital Authority”

organizatienalUnitName: The organizationalUnitName field may, when present, be us
a name‘of ‘an organizational unit/department under the specified organization. Org
units.may be specified in several levels by including more than one field value. When p
organizationalUnitName shall be selected in a way that prevents name ambiguity wit
domain.

countryName: The countryName shall contain the two character'ISO country identifiers

s specified
nnizational

origin of a

certificate presented with a request for access to personal health information. Differenft countries

he country

ecification
owed by a
be omitted

Eponsoring
in the case

pd to store
hnizational
resent, the
hin the CA

EXAMPLE 4  organizationalUnitName = “Midtown Hospital Radiology”

commonName: The purpose of this field is to describe the name by which the subject is

commonly

known. This field is often used, together with subject commonName, by standard software
components when presenting a certificate to a user. The presented name shall therefore be
informative, providing a good understanding of the certificate issuer and the purpose of the
certificate. It is further recommended to include a name of the governing certificate policy in the

commonName field value. This is in addition to referring to the policy using the OID.

EXAMPLES5 commonName = “Patient Health Information Policy”
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6.3.6 The subject name field

The subject name, stored in the subject name field, shall, with the amendments and constraints defined
below, be consistent with an appropriate ISO name structure according to the object class Organizational
Role, located under an organization or under an organizational unit.

Qualifications and titles of healthcare actors will be reflected in the certificate extension — HCRole field.

Contents of the Subject Name field for each certificate type are specified in 6.4. Additional advice
and guidance can be found in ISO/TS 21091 Health Informatics - Directory Services for security,
communications, and identification of professionals and patients.

a)

b)

d)

10

countiyName: The countryName shall contain the two character ISO country identifier.
EXAMHLE1  countryName = “US”
The pdpulation of this field should reflect the particular country’s practice.

This fleld is mandatory for CAs, regulated and non-regulated health profgssionals, sponsqred
healthfare providers, supporting organization employees and organizatiens, as it is criticdl in
the heplthcare field to know the country of origin of an entity that is the-subject of a certifigate
presented with a request for access to personal health information.\Different countries Have
varying privacy laws and practices to protect client/consumer policy and knowing from which
countrjy the request has originated will assist any decision on whether to grant it.

localityName: localityName may be used to store at least one locality name value. Two levels of
locality name are specified, with the top level being the country. This is followed by a geographic
locality name value. Within the certificate subject name the localityName may be omitted and ¢nly
the gepgraphic localityName may be used.

EXAMHLE 2 localityName = “California”

organizationName: The organizationName “field, which refers to the name of the sponsofing
healthfare organization in the case of end entities and the organization name of the CA in the cade of
CA certificates, shall contain the full registered name or the organization or its registered trademprk.

EXAMHLE 3 organizationName = “Midtown General Hospital”

organizationalUnitName: The organizationalUnitName field may, when present, be used to store
a namp of an organizational ithit/department under the specified organization. Organizati¢nal
units thay be specified incseveral levels by including more than one field value. When present,|the
organikationalUnitNaméshall be selected in a way that prevents name ambiguity.

In sonje local healtheare implementations — for example, in Japan —organizational unit is ysed
to stoffe a healthcare role. This may also be useful in Virtual Private Network implementatipns,
as sonfe vendor VPN routers/firewalls can access OU and use it to apply rules to grant or res{rict
access| It alseakes it easy for a relying party to read role information directly from the certifidate.
The organizationalUnitName field may when present, be used to store a healthcare role.

EXAMPLE 4  organizationalUnitName = “Midtown Hospital Radiology”
EXAMPLE S5  organizationalUnitName = “Licensed Physician”

commonName: The purpose of this field is to describe the name by which the subject is
commonly known. It shall be present and shall clearly identify the subject as it is known within
the healthcare system.

EXAMPLE 6  commonName = “Bruce Wayne”

This field is mandatory for persons and organizations that are the subject of certificates. It is
essential to be able to identify the common name by which a person is known in the health system,
if decisions are to be made on whether to allow them to access personal health information.

© ISO 2015 - All rights reserved
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f) surName: This field is used to describe the surname by which the subject is known. It may be
present. If present, it shall clearly identify the subject as it is known within the healthcare system.

g)

h)

6.4

6.4

Issu

6.4

Subject field requirements for each healthcare certificate type are given in Table 2.

EXAMPLE7  commonName = “Wayne”

givenName: The purpose of this field is to describe the given name by which the
commonly known. It may be present. It shall clearly identify the subject as it is known
healthcare system.

EXAMPLE8 givenName = “Bruce”

address.

EXAMPLE9  e-mail = “jsmith@network.com.au”

Simultaneous inclusion of the EmailAddress attribute in the subject distinguishéd name|
legacy implementations is deprecated by IETF RFC 5280 but permitted. ThisInternation
recommends that email not be used in the subject name field, but rather in the subjectAlt

Requirements for each healthcare certificate type

1 Issuer fields

er field requirements for each healthcare certificate typelare given in Table 1.

2 Subject fields

subject is
within the

tfronic mail

to support
] Standard
Name field.
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7 Useo

f certificate extensions

7.1 General

Requirements that implementations shall have of certificate extensions in X.509 version 3 certificates
for healthcare are given below. More detailed information about these extensions is given in
IETF/RFC 5280 and IETF/RFC 37309.

7.2 General extensions

7.2.1 authorityKeyldentifier

This extension shall identify the public key to be used to verify the signature of the certificaté. It enaples
distinct keys, used by one CA, to be distinguished (e.g. as key updating occurs).

Only the keyldentifier element of the authorityKeyldentifier extension shall be used:

This is a nop-critical extension. If used, itis recommended that the extension be configured as mandatjry.
7.2.2 supjectKeyldentifier

This extengion is used to identify the public key held in the subjectPublicKeyInfo field of the certifidate.
IETF/RFC 5280 contains guidelines on how the keyldentifier element may be derived from the pyblic
key. Any algorithm is allowed, however, as long as the identifief:satisfies the property of being a unique

representation of the key.

This is a )
within the

7.2.3 Kke

This exten
of a single
key usage ¢

This exteny
724 pr

The use of

The defaul

7.2.5 cel

nandatory and non-critical extension for all end-entity certificates and all CA certific
healthcare chain of trust.

yUsage

bion shall identify the basic key usage associated with the public key in the certificate. The

ion shall be mandatory. Itis recommended (as in IETF/RFC 5280) that this extension be crit

vateKeyUsageReriod
this extension-is not recommended.

[ privatékey usage period in absence of this extension is the validity period of the certific

rtificatePolicies

htes

use

key pair for both encipherment.and digital signature is discouraged and dataEnciphernfent
hall not be combined with-gither non-repudiation or digitalSignature key usage (see 6.1},

cal.

ate.

The certificatePolicies extension shall contain an objectidentifier of a standardized certificate CA-
policy as specified in ISO 17090-3.

This is a mandatory and non-critical extension.

7.2.6

subjectAltName

It is recommended that this extension be present in the certificate. It is recommended that this
extension contain an RFC 822 e-mail address for the subscriber. If directoryName is included, it should
be set to a UTF8String for the purpose of providing international character set support for a subject
distinguished name.

This is an optional and non-critical extension.
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7.2.7 DbasicConstraints

The basicConstraints extension contains a boolean used to specify whether or not the subject can act
as a CA, using the certified key to sign certificates. If so, a certification path length constraint may also
be specified.

CA certificates shall include a basicConstraints extension with the CA value set to TRUE.
See Table 3 regarding whether this extension is critical or non-critical, and optional or non-optional.

End entity certificates (individual regulated health professional, non-regulated healthcare employee,
I 1 1l LA | i ] 1l ] H o 3 3

Spoprsoret reartircarc provioer, suppor tig rrearticarc Cproyee, COITsuntIer, or galtzZation; pphcatlon

and| devices certificates) shall not have this extension set to TRUE.

7.2{8 CRLDistributionPoints

IETF/RFC 5280 recommends support for this extension by CAs and applications. For [healthcare
implementations that rely upon CRL distribution points, the extension shallidentify the locgtion of the
asspciated CRL (or ARL for CA certificates) in the digital certificate directory and shall be a mandatory
and non-critical extension.

7.29 ExtKeyUsage

Thip field indicates one or more purposes for which the certified public key may be used, in pddition to
or ih place of the basic purposes indicated in the key usage:extension field.

Thif extension is optional and non-critical.

7.2{10 Authority information access

The authoritylnfoAccess extension indicatesshow to access issuing CA certificate and OCSP Responders.
The location of CRLs is not specified in this extension. The extension comprises a sequende of access
methods and access locations. Each entfy in the sequence describes the format and location of additional
infgrmation about the CA. The typé_and format of the information is specified by the access method,
and|the access location specifiesithe location of the information.

Thip extension is optional and-ron-critical.

7.2]11 Subject information access

Thd subjectIinfoACcess indicates how to access access subject CA certificate and servides such as
timp stamping.

Thip extension is optional and non-critical.

7.3| C(Special subject directory attributes

7.3.1 hcRole attribute

The hcRole attribute allows the encoding of regulated and non-regulated health professional role data. It
is recommended that it be implemented, as it will provide international interoperability in certification
of healthcare roles. It allows multiple certificates to be issued and enables a range of classification tables
to be associated with the field. The proposed field has an extension mechanism to allow for national or
regional healthcare role coding schemes.

This field is needed in an identity certificate as the certificate holder’s healthcare role forms an integral
part of his/her identity. Once verified, further information is more appropriately placed in an AC as
discussed in 1SO 17090-1:2013, 8.4.
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This part of ISO 17090 allows for the assertion of regional data including professional identifiers such
as registration numbers, billing numbers and patient identifiers. See REGIONAL-DATA below.

hcRole ATTRIBUTE

WITH

EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE

1D

{

SYNTAX HCActorData
hcActorMatch
hcActorSubstringsMatch

id-hcpki-at-healthcareactor}

Assignment of object identifier values

The follow

{iso (1)
id-hcpki

id-hcpki-3
id-hcpki-

id-hcpki-{
id-hcpki-3

id-hcpki-
id-hcpki-

id-hcpki-1
id-hcpki-]

Definition
HCActorDat

HCActor
codedData
RegionalH
SEQUENCE

CodedData
codingSchg
—— Contait
-— or loc{
—— The IS
-— At lea
codeDataV
codeDataF1

RegionalD

type
valug

Definitio

'ing values are assigned in this International Standard:

tandard (0) hcpki (17090)}
OBJECT IDENTIFIER

1.0.17090

t OBJECT IDENTIFIER
t OBJECT IDENTIFIER::

{id-hcpki 0 }
1.0.17090.0

t-healthcareactor OBJECT IDENTIFIER
t-healthcareactor OBJECT IDENTIFIER::

{id-hcpki-at 1}
1.0.17090.0.1

d
d

OBJECT
OBJECT

IDENTIFIER
IDENTIFIER

{id-hcpki 1}
1.0.17090.1

OBJECT
OBJECT

IDENTIFIER
IDENTIFIER

{id-hcpki
=1.0.17090.

2}

s 2

of data types:

a SET OF HCActor

SEQUENCE {

[0] CodedData OPTIONAL,
ActorData [1]
F RegionalData OPTIONAL }

SET |

meReference [0] OBJECI IDENTIFIER,

s the ISO coding scheme\Reference

1 coding scheme refefrence achieving ISO or national registration.
coding scheme OID~is id-hcpki-is (defined above) .

t ONE of the foldowing SHALL be present:

lue [1] UTF8Steing OPTIONAL,

eeText [2] DixectoryString OPTIONAL }

ta:: SEQUENCE {
REGIONALDATA. &id ({SupportedRegionalData}),

REGTONALDATA. &Type ({SupportedRegionalData} {@type}) }

REGIONALDATA

&Type,

of REGIONALDATA nhjpr‘f class:

CLASS {

&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {

ID

Definition

SupportedRegionalData REGIONALDATA::

WITH SYNTAX
&id }

&Type

of SupportedRegionalData object class set

{coded,
—expect additional regional/national objects to be defined}

16
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Definition of coded information object:

coded :: = REGIONAL-DATA {

WITH SYNTAX CodedRegionalData
1D id-hcpki-cd}

CodedRegionalData :: = SEQUENCE {
country [0] PrintableString (SIZE (2)),

- I

SO 3166 code of country of issuing authority.

issuingAuthority [1] DirectoryString,
— Identifier of issuing authority as Regional Entity.
— Could be implemented as a true identifier or a

- D
heM
hcM

Codes to be used for this field, e.g. ASTM E1986-98 Data User Role Name.

Itis
For
is nj
7.3
Itis
itm
atty

Thd

assigning purposes, its use shall be mandatoryfor regulated health professional certificate

reg

7.4
It i3
pro
pro

atty
det

Itis

Thd

7.5

irectory lookup string (fo be determined)
EjorClassCode [2] CodedData,
inorClassCode [3] CodedData OPTIONAL

recommended that the HcActor be taken from the appropriate nationalceding scheme.

regulated health professional certificates and non-regulated professional certificates, thi
andatory and non-critical. In all other cases, this extension is optiefial and non-critical.

2 subjectDirectoryAttributes

recommended that this extension be present in individual identity certificates. In such
ay contain an hcRole attribute (see 7.3.1). In addition,.sitbjectDirectoryAttributes may co
ibutes not specified by this International Standards

extension shall be marked non-critical. Since the certificate is used for both authenticati

1lated health professional certificates. It shall be optional for other certificate types.

Qualified certificate statements extension

recommended that certificates for regulated health professionals and for non-reguls
fessionals contain a qcStatement. Certificates for patients/consumers, for sponsored
viders and for supporting organization employees may contain a qcStatement subjec
ibute. Certificates for_devices and applications shall not contain this gqcStatement att
hiled specification is given in IETF/RFC 3739.

recommended-that complying applications be able to support the qcStatements extensid

extensiontis.eptional and non-critical.

Requirements for each health industry certificate type

7.5

T Extensiom fields

5 extension

tertificates
htain other

bn and role
s and non-

ted health
healthcare
f directory
fibute. The

Extension field requirements for each health industry certificate type are given in Table 3.
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Annex A
(informative)

Certificate profile examples

A l—General
Sonpe basic examples of each type of certificate are detailed below for illustrative purpdses. These
examples are not normative. The ASN.1 code and normative text is found in the main text ¢f this part
of I$0 17090.
A.2 EXAMPLE 1: Consumer certificate profile
NOTE The following example is for illustrative purposes only and is notinténded to state the fyture format
of UK National Health Service (NHS) certificates.
BillBmith, NHSnumber368964278,Dateofcertificateissuance: 1 August2001,Dateofcertificatefexpiration:
1 Apgust 2006
Version (2 - decimal code for version 3 certificates)
SerfalNumber (unique CA generateddécimal number)
Sighature (sha-1WithRSAEn¢ryption {1,2,840,113549,1,1,5})
Issuyier

countryName (UK)

localityName (London)

organizationName ((\Dept. of Health)

organizationalUnit (National Health Service)

commonName (Patient Certificate v1)

serialNamber {serialNumber of the issuer})
Valjdity (validity period coded as UTCTime:

not before 010801000000z
not atter 06U0s01000000zZ)

Subject

countryName (UK)

localityName (London)

organizationName (NHS)

organizationalUnit (Patient Registration)

commonName (Smith, Bill)

surName (Smith)
© IS0 2015 - All rights reserved 19
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givenName (William)
e-mail (bSmith@uknet.com)
subjectPublicKeyInfo
algorithm (public RSA key, 1024 bit {1,2,840,113549,1,1,1})

subjectPublicKey (Subject’s PUBLIC KEY)

Extensions

authorityKeyldentifier (unique identifier of CA public key)
subjectKeyldentifier (unique identifier of subject public key)
keyUsage (digitalSignature)

certificatgPolicies
policyldentifier OBJECT IDENTIFIER:: = Policy-OID-for-Patient-Certificate-v1l
cRLDistributionPoints (http://crl.location.nhs.uk)

authoritylnformationAccess (http:ocspserver.nhs.uk/OCSP_SERVER:5555)

subjectDirectoryAttributes
hcRole OBJECT IDENTIFIER:: = id-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData:: = {
codingSchemeReference OBJECT IDENTIFIER:: = id-hcpki,
codeDataValue UTF8String:: = the-code-for-patient,
codeDataFreeText DirectoryString:: = optional-data }
regionalHCData Séquience of RegionalData:: = {
type OBJECT IDENTIFIER:: = OID-for-this-regional-encoding,
country PrintableString (SIZE (2):: = ISO-country-code-for-UK,
issuingAuthority DirectoryString:: = (c = UK, National Health Service,

ou = patients),

hcMajorClassCode CodedData:: = {

codingSchemeReference OBJECT IDENTIFIER:: =
Coding-Scheme-for-Type-0ID,

codeDataValue UTF8String:: = Type-OID-for-patient,

codeDataFreeText UTF8String:: = “patient ID 368964278"} } }
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A.3 EXAMPLE 2: Non-regulated health professional certificate profile

NOTE The following example is for illustrative purposes only and is not intended to state the future format
of health certificates issued in the State of California.

Betty Smith, “Certified Medical Transcriptionist (CMT)”; CMT are issued by the American Association of
Medical Transcriptionist.

Version (2 - decimal code for version 3 certificates)
SerialNumber (unique CA generated decimal number)
Sighature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
Issyer

countryName (Us)

localityName (California)

organizationName (Name-of-CA-for-California-Health-Care)

commonName (Name-of-CA-for-California-Health-Care)
Valjdity (validity period coded as UTCTime)
Suhbject

countryName (Us)

localityName (California)

organizationName (CertHolderOrganization)

commonName (Smith, Betty)
surname (Smith)
givenName (Betty)
subjectPublicKeyInfo
algorithm (public RSA key, 1024 bit {1,2,840,113549,1,1,1})

subjectPublicKey (Subject’s PUBLIC KEY)

Extensions

autporityKeyldentifier (unique identifier of CA public key)

subjeetKeyldentifier  (unique identifier of subject publickey) |
keyUsage (digitalSignature or non-repudiation or keyEncipherment)
certificatePolicies (appropriate policy OID)

cRLDistributionPoints (CRL X.500 entry location)

subjectDirectoryAttributes
(hcRole OBJECT IDENTIFIER:: = id-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData:: = {
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codingSchemeReference OBJECT IDENTIFIER:: = id-hcpki,

codeDataValue UTF8String:: = the-code-for-transcriptionist-role,

codeDataFreeText DirectoryString:: = optional-data}
regionalHCData Sequence of RegionalData:: = {

type OBJECT IDENTIFIER:: = OID-for-this-regional-encoding,

country PrintableString (SIZE (2):: = ISO-country-code-for-USA,

issuingAuthority DirectoryString:: = (C = US,

OU = American Association of Medical Transcriptionigts),
nameAslssued DirectoryString:: = (CN = Elizabeth Smith)
hcMajorClassCode CodedData:: = {

codingSchemeReference OBJECT IDENTIFIER:: = ASTM-Coding-Scheme-{for-
Type,

codeDataValue UTF8String:: = ASTM-Type-OID-fof-transcriptionist}
codeDataFreeText UTF8String:: = “license mumber 1234567"} })

A.4 EXAMPLE 3: Regulated health professional certificate profile

NOTE The following example is for illustrative purposes énly and is not intended to state the future foymat
of health ceftificates issued in the State of California.

John Stuarft Woolley aka Tink Woolley; license issued by State of California Medical License Boprd,
license nummber 20A4073, license status code 1701’ is ‘active and current’), issue date 22 March 2p00
— expiratipn date 21 March 2002.

Version (2 - decimal code for version 3 certificates)

SerialNunpber (unique number)

Signature (sha-1WithRSAEneryption {1,2,840,113549,1,1,5})

Issuer
coyntryName (US = United States of America)
locplityName (California)

organizationName (Name-of-CA-for-California-Health-Care)

commonName (Name-of-CA-for-California-Health-Care)
Validity (validity period coded as UTCTime)
Subject

countryName (US = United States of America)

localityName (California)

organizationName (CertHolderOrganization)

commonName (Woolley, Tink)
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surname (Woolley)
givenName (John Stuart)
subjectPublicKeyInfo
algorithm (public RSA key, 1024 bit {1,2,840,113549,1,1,1})

subjectPublicKey (Subject’s PUBLIC KEY)

Extensions

autporityKeyldentifier (unique identifier of CA public key)

subjjectKeyldentifier (unique identifier of subject public key)

keyUsage (digitalSignature or non-repudiation or keyEncipherntent)
certificatePolicies (appropriate policy OID)

cRIDistributionPoints (CRL X.500 entry location)

subjjectDirectoryAttributes

Licd

(hcRole OBJECT IDENTIFIER:: = id-hcpki-at-healthcaredetor
hcActorData SET OF {
codedData CodedData:: ={
codingSchemeReference OBJECT IDENTIFIER:: = id-hcpki,
codeDataValue UTF8String:: 2 the-code-for-physician-role,
codeDataFreeText DirectoryString:: = optional-data}
regionalHCData Sequence of RegionalData:: = {
type OBJECT IDENTIFIER:: = OID-for-this-regional-encoding,
country PrintableString (SIZE (2):: = ISO-country-code-for-USA,

issuingAuthority DirectoryString:: = (C = US, L = CA, OU = Californ
nse Board),

nameAslssued DirectoryString:: = (CN = John Stuart Woolley)
hcMajorClassCode CodedData:: = {
codingSchemeReference OBJECT IDENTIFIER:: =

ASTM-Coding-Scheme-for-Type-OID,
codeDataValue UTF8String:: = ASTM-Type-OID-for-physician}
codeDataFreeText UTF8String:: = “license number 20A4073"}

hcMinorClassCode CodedData:: = {
codingSchemeReference OBJECT IDENTIFIER:: =

a Medical

ASTM-Coding-Scheme-for-License-Status-OID,

codeDataValue UTF8String:: = “unrestricted”,

codeDataFreeText UTF8String:: = “unrestricted”} })
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Note that, in this example, a license number and license status have been encoded as regional data.
Such regional data are optional, and the decision to include or exclude such regional data is left up to
the issuing CA.

A.5 EXAMPLE 4: Sponsored healthcare provider certificate profile

NOTE The following example is for illustrative purposes only and is not intended to state the future format
of health certificates issued in the Province of Ontario, Canada.

Julie LeClerk, midwife in the province of Ontario.

Version (2 - decimal code for version 3 certificates)

SerialNumber (unique number)

Signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})

Issuer
coyntryName (CA = Canada)
locplityName (Ontario)

organizationName (Name-of-CA-for-Ontario-Health-Care)}

commonName (Name-of-CA-for-Ontario-Health-Care)
Validity (validity period coded as UTCTime)
Subject

coyntryName (CA = Canada)

locplityName (Ontario)

organizationName (CertHolderQOrganization)

conmonName (LeClerk;Julie)
surname (LeClerk)
givenName (Hulie)

subjectPuplicKeyInfo,
algorithm (public RSA key, 1024 bit {1,2,840,113549,1,1,1})
subjectPublicKey (Subject’s PUBLIC KEY)

Extension

authorityKeyldentifier (unique identifier of CA public key)

subjectKeyldentifier (unique identifier of subject public key)

keyUsage (digitalSignature or non-repudiation or keyEncipherment)
certificatePolicies (appropriate policy OID)

cRLDistributionPoints (CRL X.500 entry location)

subjectDirectoryAttributes

(hcRole OBJECT IDENTIFIER:: = id-hcpki-at-healthcareactor
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hcActorData SET OF {

codedData CodedData:: ={
codingSchemeReference OBJECT IDENTIFIER:: = id-hcpki,
codeDataValue UTF8String:: = the-code-for-midwife-role,
codeDataFreeText DirectoryString:: = optional-data}

regionalHCData Sequence of RegionalData:: = {

type OBJECT IDENTIFIER:: = OID-for-this-regional-encoding,
country PrintableString (SIZE (2):: = [SO-country-code-for-Canada,

issuingAuthority DirectoryString:: = (C = CA, OU = Name-of-GA-for-Ontafio-Health-
Carp),

hcMajorClassCode CodedData:: = {
codingSchemeReference OBJECT IDENTIFIER::= ISO-Role-Coding-Sdheme,
codeDataValue UTF8String:: = the-code-forsmidwife-role }

codeDataFreeText UTF8String:: = “optional printable data”} })

A.§ EXAMPLE 5: Supporting organization employee certificate profile

NOTE The following example is for illustrative putiposes only and is not intended to state the fyture format
of health certificates issued in the State of Californid:

Sally R Jones, administrative billing clerk, efniployed by American Health Systems
Verfsion (2 - decimal code for version 3 certificates)

SerfjalNumber (unique number)

Sighature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})

Issyer

countryName (US = United States of America)

localityName (California)

organizationName (Name-of-CA-for-California-Health-Care)

commonName (Name-of-CA-for-California-Health-Care)
Validity (validity period coded as UTCTime)
Subject

countryName (US = United States of America)

localityName (California)

organizationName (American Health Systems)
commonName (Jones, Sally R.)

surname (Jones)
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