INTERNATIONAL ISO
STANDARD 17090-2

First edition
2008-02-15

Health informatics — Public key
infrastructure —

Part 2:
Certificate profile

Informatique de santé — fnfrastructure de clé publique —
Partie 2: Profil de certificat

_— Reference number
= — ISO 17090-2:2008(E)

© SO 2008


https://standardsiso.com/api/?name=61827a334d25cfefd8a81099aeeb8c5e

ISO 17090-2:2008(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat
accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

COPYRIGHT PROTECTED DOCUMENT

© 1S0 2008

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20

Tel. +412274901 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO 2008 — All rights reserved


https://standardsiso.com/api/?name=61827a334d25cfefd8a81099aeeb8c5e

ISO 17090-2:2008(E)

Contents Page
[0 T =312 oY (o iv
R0 o 11 e 4 oY v
1 — Scope e ———— 1
2 NOIrMAtIVe refEr@NCeS .......ccoiiiiiieeecciiiiiirreee e rsss s e e s ss s s s s s e s s ssnssssssseeressnnnnssnssssesnbtopanssnsnrrennnns 1
3 Terms and defiNitioNsS.........ceu i s s e e e s sssnassssssressnsashyarsseresheensnnnnssnnens 1
4 7Y o T =3V = 14 oY ¢ = -l U SO 2
5 == 1 L= T =30 = (Y S 2
5.1 Certificate types required for healthcare............cccoocerimrriicccccsrrnnncc B M rsccceeeeeeee s e eee s 2
5.2 (00 N o7 =Y o 1 0= (== 7 e SN F 2
5.3 Cross/bridge certificates........ccccccevciiiiiicninii e 3
5.4 End-entity certificates ........cccccvncvimiincinc S b 3
6 General certificate requirements..........ccccoovvviiiiiiiicee e ileninr b 6
6.1 Certificate COmMPlANCe........ccoooeeieiiiiee e e Bne e e s e e s e e e s e e e e e e e e e e e s s e e e e s eeesssssssssssssnsbeenenenenennnns 6
6.2 Common fields for each certificate type ... e e 7
6.3 Specifications for common fields ...t e ssr e ssmnre e e e b es s e e e 7
6.4 Requirements for each healthcare certificate type ........ccccerreeecrrrccecccc e e 11
7 Use of certificate eXteNSIONS ..........ciiiiiiiieee it risr e ressssss s s s s e ssssssssssseessssnsssssssersssnnnshesssssrenenns 14
71 13 e o 11 o 4o Y 1 Y N 14
7.2 (€ L=y T=Y =TI =) € 0= 13 o 2 = Y N 14
7.3 Special subject directory attributes ....ccccuvvveiicccccriii e 15
7.4 Qualified certificate statements exXtension .......ccccccceeiiiiiieccccc e reenea b e e 17
7.5 Requirements for each health industry certificate type .........ccccvriicininiiccnccccc e, 17
Annex A (informative) Certificate profile examples ... 19
(=310 [T o =T o /e Y SN 26
© ISO 2008 — All rights reserved iii


https://standardsiso.com/api/?name=61827a334d25cfefd8a81099aeeb8c5e

ISO 17090-

2:2008(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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Introduction

The healthcare industry is faced with the challenge of reducing costs by moving from paper-based processes
to automated electronic processes. New models of healthcare delivery are emphasizing the need for patient
information to be shared among a growing number of specialist healthcare providers and across traditional

organizational boundaries.
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organizations around the world have started-to use digital certificates for this purpose.
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|thcare environments, this technology uses authentication, encipherment and digital signatureg

Ithcare information concerning individual citizens is commonly interchanged by means ofcele
ote database access, electronic data interchange and other applications. The Internet,provid
-effective and accessible means of interchanging information, but it is also an insecCure
ands additional measures be taken to maintain the privacy and confidentiality of-infermation
security of health information through unauthorized access (either inadvertent or(deliberate) ar¢
essential to have available to the healthcare system reliable information sedurity services th
risk of unauthorized access.

does the healthcare industry provide appropriate protection for the data-conveyed across the
tical, cost-effective way? Public key infrastructure (PKI) and digital-Certificate technology seek
challenge.

proper deployment of digital certificates requires a blend of technology, policy and ag
esses that enable the exchange of sensitive data in an unsecured environment by the use of
tography” to protect information in transit and “certificates” to confirm the identity of a person

idential access to, and movement of, individual health records to meet both clinical and ad
ds. The services offered by the deployment of digital certificates (including encipherment,
grity and digital signatures) are able to address'many of these security issues. This is especiall
al certificates are used in conjunction withban accredited information security standard. Man

roperability of digital certificate. technology and supporting policies, procedures and pra
amental importance if information is to be exchanged between organizations and between jur
bort of healthcare applications:(for example between a hospital and a community physician
same patient).

eving interoperability-between different digital certificate implementations requires the establi

policies and practices and, by extension, the validity of digital certificates issued by other
orities.
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Digital certificate technology is still evolving in certain aspects that are not specific to healthcare. Important
standardization efforts and, in some cases, supporting legislation are ongoing. On the other hand, healthcare
providers in many countries are already using or planning to use digital certificates. ISO 17090 seeks to
address the need for guidance of these rapid international developments.

ISO 17090 describes the common technical, operational and policy requirements that need to be addressed to
enable digital certificates to be used in protecting the exchange of healthcare information within a single
domain, between domains and across jurisdictional boundaries. Its purpose is to create a platform for global
interoperability. It specifically supports digital certificate-enabled communication across borders, but could
also provide guidance for the national or regional deployment of digital certificates in healthcare. The Internet
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is increasingly used as the vehicle of choice to support the movement of healthcare data between healthcare
organizations and is the only realistic choice for cross-border communication in this sector.

ISO 17090 should be approached as a whole, with the three parts all making a contribution to defining how
digital certificates can be used to provide security services in the health industry, including authentication,
confidentiality, data integrity and the technical capacity to support the quality of digital signature.

ISO 17090-1 defines the basic concepts underlying the use of digital certificates in healthcare and provides a
scheme of interoperability requirements to establish digital certificate-enabled secure communication of health

information.
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ISO 17090 provides healthcare-specific profiles of digital certificates based on the internati
509 and the profile of this, specified in IETF/RFC 3280 for different types of certificates.

3 deals with management issues involved in implementing and using digital Certificate

certification practice statements. 1SO 17090-3 is based on the recommendations of
bl IETF/RFC 3647, and identifies the principles needed in a healthcare security policy for c
Mmunication. It also defines the minimum levels of security required, concentrating on the asp
palthcare.

on the content of this document, as well as comments, suggestions and information on
of these standards, may be forwarded to the ISO/TC 215 secretariat at adickerson@himss.or
nor, Ross Fraser, and WG4 secretariat at w4consec@medis<Or.jp.
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Scope
part of ISO 17090 specifies the certificate profiles required to interchange healthCare informa
le organization, between different organizations and across jurisdictional boundaries. It det

e of digital certificates in the health industry and focuses, in particular;, on specific health
ing to certificate profiles.

Normative references

following referenced documents are indispensable forythe application of this document,
rences, only the edition cited applies. For undated, references, the latest edition of the
iment (including any amendments) applies.

17090-1, Health informatics — Public key infrastructure — Part 1. Overview of digital certificat

17090-3, Health informatics — Public key infrastructure — Part 3: Policy management of
ority

F/RFC 3280, Internet X.509 Public’Key Infrastructure Certificate and Certificate Revocation|
ile

F/RFC 3281, An Internet Attribute Certificate Profile for Authorization

F/RFC 3739, Internet’X.509 Public Key Infrastructure Qualified Certificates Profile

Terms and definitions

the pusposes of this document, the terms and definitions given in ISO 17090-1 apply.

ion within a
hils the use
care issues

For dated
referenced

P services

certification

List (CRL)
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4 Abbreviations

AA attribute authority

AC attribute certificate

CA certification authority

CP certificate policy

CPS certification practice statement
CRL certificate revocation list

PKC public key certificate

PKI public key infrastructure

RA registration authority

TTP trusted third party

5 Healthcare CPs

5.1 Certificate types required for healthcare
Identity cerfificates shall be issued to:

e individuals (regulated health professionals, non-regulated health professionals, spons¢red
healthcare providers, supporting organization employees and patients/consumers);

e organizations (healthcare organizations and supporting organizations);
e devices;

e applications.

The roles ¢f individuals and-organizations are to be captured; either in the identity certificate itself (jn a
certificate extension) or in @nyassociated AC. The different kinds of certificate and the way they interrelate are
shown in Figure 1.

5.2 CA dertificates

5.2.1 Rogqt CA certificates

Root CA certificates are used when the subject of the certificate is itself a CA, they are self-signed and are
used to issue certificates to relying parties, including subordinate CAs. The basic constraints field indicates
whether the certificate is a CA.

5.2.2 Subordinate CA certificates

Subordinate CA certificates are issued for a CA that is itself certified by another CA higher up in the hierarchy
to be able to issue certificates either for other CAs lower down the hierarchy or for end entities.

2 © 1SO 2008 — All rights reserved
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Figure 1 — Healthcare certificate types

Cross/bridge certificates

n Internet environment, it is not feasible.to expect the health industry in cross-border and j
htions to trust a top level CA. Instead, islands of trust” shall be provided in each health indug
bd on speciality, jurisdiction, setting.or geography which trust a particular CA. Each central
h “island of trust” can then cross-certify another root. In these situations, a group of CAs may|
mum set of standards to be embodied in their policies and associated practice statements
irs, a relying party may aceept'a certificate from a CA outside its own domain. This could be]
ul for organizations such”as state or provincial health authorities to enable the transfer of
ss boundaries.

5s/bridge certificates are certificate types that cross-certify different CA domains. This support

e deployment of public key applications, such as secure electronic mail and others required i
stry.
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5.4.

1 —General

End-entity certificates are issued to entities that may include individuals, organizations, applications or devices.
They are called end-entity certificates because there are no further entities beneath them relying on that
certificate.
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5.4.2 Individual identity certificates

Individual identity certificates are a particular subtype of end-entity certificates that are issued to individual
persons for the purpose of authentication. The following five types of healthcare actors are recognized as
being individuals:

a) regulated health professional:
— each certificate holder is a health professional who, in order to practice his/her profession requires a

license or registration from a government body (see 5.1 of ISO 17090-1:2008); these certificates may
be qualified certificates (see 8.2 of ISO 17090-1:2008 and 7.3 below);

b) non-regulated health professional:

— each certificate holder is a health professional who is not subject to registration or licensing from a
government body (see 5.1 of ISO 17090-1:2008); these certificates may be qualified ceftificates;

c) sponsdred healthcare provider:
— each certificate holder is an individual who is active in his/her healthcare community angd is
sppnsored by a regulated healthcare organization or professional; these cettificates may be qualfied
ceftificates;

d) supporting organization employee:

— edch certificate holder is an individual who is a person employed by a healthcare organization pr a
supporting organization; these certificates may be qualified certificates;

e) patient/consumer:
— each certificate holder is an individual person.who, at some stage, is about to receive, is receiving or

hak received the services of a regulated or hon-regulated health professional; these may be qualjfied
ceftificates.

5.4.3 Orgpnization identity certificate
An organizgtion that is involved in the_health industry may hold a certificate to identify itself or to use for

encryption purposes. In accordance ‘with IETF/RFC 3647, provision is made in this part of ISO 17090 for an
organizatiofal unit name.

5.4.4 Devijice identity certificate

A device cgn be a computer server, a medical machine, such as a radiology machine, a vital signs
monitoring flevice ora‘prosthetic device that needs to be individually identified and authenticated.

5.4.5 qulication certificate

An application is a computer information system, such as a hospital patient administration system, that needs
to be individually identified and authenticated.

This part of ISO 17090 concentrates on the providers, but recognizes that patients/consumers will increasingly
require the security services that digital certificates can provide in managing their own healthcare.

54.6 AC

An AC is a digitally signed (or certified) set of attributes. An AC is a structure similar to a PKC; the main
difference being that it contains no public key. An AC may contain attributes that specify group membership,
role, security clearance and other information associated with the AC holder that could be used for access
control. The AC shall be in accordance with the specifications given in IETF/RFC 3281.

4 © 1SO 2008 — All rights reserved
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Within the health industry context, ACs can fulfil the valuable role of communicating authorization information.
Authorization information is distinct from information on healthcare roles or licences, which may be
appropriately included in a PKC. Role or licence implies an authorization level, but they are not necessarily
authorization information in themselves. It is important to note that the detailed specification for ACs is still
evolving and that this specification still needs to be more widely implemented in the software industry.

The

The

syntax of an AC is specified in IETF/RFC 3281.

components of the AC are used as follows.

The version number differentiates between different versions of the AC. If objectDigestinfo is present or if

issuer is identified with baseCertificatelD, version shall be v2.

Thel owner field conveys the identity of the AC's holder. Use of the issuer name and serial n
spegific PKC is required; use of the general name(s) is optional and use of the object)digest ig
There is a risk with use of GeneralNames by itself to identify the holder, in that there(is’insufficier
a name to a public key to enable the authentication process of the owner's identity-to) be bound t

umber of a

prohibited.
t binding of
b the use of

an AC. In addition, some of the options in GeneralNames (e.g. IPAddress)“are’ inappropriate for use in
nanjing an AC holder which is a role rather than an individual entity. General.name forms should he restricted
to djstinguished names, RFC 822 (electronic mail) addresses, and (for role names) object identifiers.

Thel issuer field conveys the identity of the AA that issued the certificate. Use of the issuer namg and serial
nunpber of a specific PKC is required, and use of the general name(s) is optional.

Thel signature identifies the cryptographic algorithm used to digitally sign the AC.

Thel serialNumber is the serial number that uniquely identifies the AC within the scope of its issuet.

The) attrCertValidityPeriod field conveys the time period during which the AC is considered valid, expressed
in GeneralizedTime format.

Thel attributes field contains the certificate holder’s attributes that are being certified (e.g. the privileges).

Thel issuerUniquelD may be used to¢identify the issuer of the AC in instances where the issuer pame is not
sufficient.

Thel extensions field allows addition of new fields to the AC.

Details on the use of ACs in’healthcare are specified in 8.4 of ISO 17090-1:2008.

5.4.f Role certificates

A uker's AC may contain a reference to another AC that contains additional privileges. This provides an
effigient mechanism for implementing privileged roles.

Many-environments that have authorization requirements require the use of role-based privileges|(typically in
conjurstion—with-identity-basedprivileges)for-seme—aspest-of-theireperatior—hus—a—claimant-may present

something to the verifier demonstrating only that the claimant has a particular role (e.g. “manager” or
“purchaser”). The verifier may know a priori, or may have to discover by some other means, the privileges
associated with the asserted role in order to make a pass/fail authorization decision.

The

following are all possible:

any number of roles can be defined by any AA;

the role itself and the members of a role can be defined and administered separately, by separate AAs;

the privileges assigned to a given role may be placed into one or more ACs;

© 1SO 2008 — All rights reserved
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— amember of a role may be assigned only a subset of the privileges associated with a role, if desired;

— role membership may be delegated;

— roles and membership may be assigned any suitable lifetime.

An entity is assigned an AC containing an attribute asserting that the entity occupies a certain role. That
certificate has an extension pointing to another AC that defines the role (i.e. this role certificate specifies the
role as holder and contains a list of privileges assigned to that role). The issuer of the entity certificate may be
independent of the issuer of the role certificate and these may be administered (expired, revoked and so on)

entirely sep

rately

Not all formps of GeneralName are appropriate for use as role names. The most useful choices are)oh

identifiers a

6 Gene

6.1 Cert
The followir
— Certifig

— Certific
alloweq

— For ing
only bg

— The sig

— The cs6
sizes s

— dataEn
usage

The commaon elements in all-healthcare digital certificates identified in Figure 1 are described below. Th

hd distinguished names.

ral certificate requirements

ficate compliance
g requirements shall apply for all certificates specified in this part of 1SO 17090.
ates shall be X.509 version 3 certificates.

ates shall be in accordance with IETF/RFC 3280. DBeviations from IETF/RFC 3280 are
if they are aligned with proposed solutions to known problems with IETF/RFC 3280.

ividual identity, certificates should be in accordance with the IETF/RFC 3739. Deviations sh
allowed if they are aligned with proposed solutiens to known problems.

nature field shall identify the signature.algorithms used.

rtified public key shall have a minimum key-length field depending on the algorithm used.
hall be in accordance with those specified in section 7.6.1.5 of ISO 17090-3:2008.

cipherment key usage shall-not be combined with either non-repudiation or digitalSignature
see 7.2.3).

ject

only

buld

Key

key

ese

are the conjmon elements dpon which the different kinds of certificates are built.
Certificate| ::= SIGNED { SEQUENCE {

version [0] Version DEFAULT v1,

serialNumber CertificateSerialNumber,

signature Algerithmldentifier;

issuer Name,

validity Validity,

subject Name,

subjectPublicKeyinfo SubjectPublicKeyinfo,
issuerUniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,
extensions [3] Extensions MANDATORY,

version is

he version of the encoded certificate. The certificate version shall be v3.
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Common fields for each certificate type

serialNumber is an integer assigned by the CA to each certificate. Its intention is to uniquely identify
each certificate.

The value of serialNumber shall be unique for each certificate issued by a given CA (i.e. the issuer name
and serial number identify a unique certificate).

signature contains the algorithm identifier for the algorithm used by the CA to sign the certificate.

issuer identifies the name of the entity that has signed and issued the certificate. The field shall be
populated with an appropriate ISO name structure according to the object class Organizational Role,

Note on time format:

The]
Ger
veri
Ger
enc
YYN
thar
enc
YY

5.

9.

located under an organization or under an organizational unit.

validity is the time interval during which the CA warrants that information contained within the certificate
is valid. For regulated health professionals, the CA shall ensure that the validity pétiod of the certificate
does not exceed the validity period of the professional licence. To accomplish this,the CA shall either set
the certificate validity so as not to exceed the period for the professional licence’ or else reliably confirm

the renewal of the professional license prior to the license expiry date ‘and revoke or g
certificate if the professional license has not been renewed.

Distinguished Encoding Rules (DER) allow several s5méthods for formatting UT(
eralizedTime. It is important that all implementations use“the same format to minimiz
ication problems. Where the year is greater or equakto 2050, the time shall be enc
eralizedTime. To ensure that UTCTime encodings are consistently formatted, UTCTime

IMDDHHMMSSZ). Where so encoded, the year field YY shall be interpreted as 19YY when Y|
or equal to 50 and as 20YY when YY is lessithan 50. When GeneralizedTime is used, i
bded in the “Z” format and the seconds!field should be included (i.e. the format
YMMDDHHMMSSZ).

subject identifies the name of the .entity associated with the public key found in the subjec
field.

subjectPublicKeyinfo is used-to carry the public key and identify the algorithm with which
used.

issuerUniqueldentifier is an optional bit string used to uniquely identify an issuer.
(In accordance with IETF/RFC 3280, this part of ISO 17090 recommends that this field ng
subjectUniqueldentifier is an optional bit string used to uniquely identify a subject.

(lnvagreement with IETF/RFC 3280, this part of ISO 17090 recommends that this field not

uspend the

LTime and
b signature
pbded using
should be

bded using the “Z” format and the seconds field shall not be omitted, even if it is 00 (i.e. the format shall be

Y is greater
t should be
should be

[ public key

the key is

t be used.)

be used.)

extensions — a SEQUENCE of one or more extensions shall be present.

The signature of the certificate is appended to the certificate data type by means of the standard signed data
type defined in X.509.

6.3

6.3.1

Specifications for common fields

General

Specific requirements for information content in basic certificate fields, which are not already specified by
IETF/RFC 3280 or IETF/RFC 3279('1] are as follows.

© 1SO 2008 — All rights reserved
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6.3.2 Signature

It is recommended that the signature field contain one of the following values:
1.  md5WithRSAEnNcryption (1.2.840.113549.1.1.4)

2. shalWithRSAEncryption (1.2.840.113549.1.1.5)

3. dsa-with-sha1 (1.2.840.10040.4.3)

4. md2WithRSAEncryption (1.2.840.113549.1.1.2)

5. ecdsa-pith-SHA1 (1.2.840.10045.4.1)

6. ecdsa-pith-SHA224 (1.2.840.10045.4.3.1)

7. ecdsa-ith-SHA256 (1.2.840.10045.4.3.2)

8. ecdsa-ith-SHA384 (1.2.840.10045.4.3.3)

9. ecdsa-ith-SHA512 (1.2.840.10045.4.3.4)

10. id-RSASSA-PSS (1.2.840.113549.1.1.10)

11. sha25qWthRSAEncryption 1.2.840.113549.1.1.11
12. sha384WithRSAEncryption 1.2.840.113549.1.1.12

13. sha513WithRSAEncryption 1.2.840.113549.1.1.13

6.3.3 Validity

Validity dates shall be in accordance with IETF/RFC 3280. This part of ISO 17090 has adopted reasonpble
constraints for health certificate validity periods.as specified in section 7.6.3.2 of ISO 17090-3:2008.

Certificate’y notBefore time expresses;the exact moment from which the CA will maintain and publish
accurate information about the status ofthe certificate.

6.3.4 Subjject public key information
The algoritm identifier shall.be identified, e.g.

1. RSA
pkcs-1 OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113849)pkces(1) 1}

rsaEncryption OBJECT IDENTIFIER ::= { pkcs-1 1}

2. Diffie-Hellman

The Diffie-Hellman OID supported by this profile is defined by ANSI
X9.42 [X9.42].

dhpublichnumber OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) ansi-x942(10046) number-type(2) 1}
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DSA
DSA OID supported by this profile is

id-dsa ID ::= { iso(1) member-body(2) us(840) x9-57(10040)
x9cm(4) 1}

4,
Ecd

Elliptic Curve
sa[1, 2, 840, 10045, 2, 1]}

Refer to ISO 17090-3, 7.6.1.5, for specification of key sizes.

-2:2008(E)

6.3.L» Issuer name field

The]
be
locq

Con
1.
EXA

Thig
pres
laws
orig

2.

spe
nan
loc4d
EXA

3.

organization in the case of end entities and the organization name of the CA in the case of CA

sha

EXAMPLE organizationName = “California Hospital Authority”.

4.

nan
spe
sha

issuer name, stored in the issuer name field, shall, with the amendments and constraints sped
consistent with an appropriate ISO name structure according to the object class’Organiza
ted under an organization or under an organizational unit.

tents of the issuer name field for each certificate type is specified in 6.4.

countryName: The countryName shall contain the two-character ISO\coeuntry identifiers.

MPLE countryName = “US”.

field is mandatory, as it is critical in the healthcare field to know the country of origin of
ented with a request for access to personal health information. Different countries have var

nated will assist any decision on whether to grant it:
localityName: localityName may be used to store at least one locality name value. The speq
Cify use of two levels of locality name. The top level specifies the country followed by a geogra
e value. Within the certificate issuer name the localityName may be omitted and only the
lityName may be used.

MPLE localityName = “California*:

organizationName: The organizationName field, which refers to the name of the sponsoring

| contain the full registéred name of the organization.

organizationalUnitName: The organizationalUnitName field may, when present, be used
e of an<organizational unit/department under the specified organization. Organizational ur
cified incseveral levels by including more than one field value. When present, the organization
| be¢selected in a way that prevents name ambiguity within the CA domain.

ified below,
fional Role,

h certificate
ing privacy

5 and practices to protect client/consumer policy and knowing the country from which a rfequest has

ification will
phic locality
geographic

healthcare
certificates,

to store a
its may be
alUnitName

EXAMPEE—orgamizatiorrattrititarme—"MidtowmHospitat-Radiotogy -

5.

commonName: The purpose of this field is to describe the name by which the subject is commonly
known. This field is often used, together with subject commonName, by standard software components when
presenting a certificate to a user. The presented name shall therefore be informative, providing a good
understanding of the certificate issuer and the purpose of the certificate. It is further recommended to include
a name of the governing CP in the commonName field value. This is in addition to referring to the policy using
the OID.

EXAMPLE commonName = “Patient Health Information Policy”.
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https://standardsiso.com/api/?name=61827a334d25cfefd8a81099aeeb8c5e

ISO 17090-2:2008(E)

6.3.6 The

subject name field

The subject name, stored in the subject name field, shall, with the amendments and constraints defined below,
be consistent with an appropriate 1ISO name structure according to the object class Organizational Role,

located und

er an organization or under an organizational unit.

Qualifications and titles of healthcare actors will be reflected in the certificate extension — HCRole field.

Contents of the subject name field for each certificate type are specified in 6.4. Additional advice and
guidance can be found in ISO/TS 21091[10],

1. countn

EXAMPLE
The popula

This field i
providers, S
the country
personal h
client/consy
whether to

2. Jocalit
name are s
Within the

may be use

EXAMPLE

3. organ
organizatio
shall contai

EXAMPLE

4. organ
name of a
specified in
shall be sel

In some lo
healthcare
routers/firey
relying part

lrl‘zationName: The organizationName field,-which refers to the name of the sponsoring health

lrl‘zationaIUnitName: ThelorganizationalUnitName field may, when present, be used to sto

yName: The countryName shall contain the two-character ISO country identifier.
countryName = “US”.
ion of this field should reflect the particular country’s practice.

5 mandatory for CAs, regulated and non-regulated health professionals, ,sponsored health
upporting organization employees and organizations, as it is critical in the-healthcare field to k|
of origin of an entity that is the subject of a certificate presented with-a request for acceg
ealth information. Different countries have varying privacy laws\and practices to prg
mer policy and knowing from which country the request has originated will assist any decisio
prant it.

YName: localityName may be used to store at least one locality name value. Two levels of loc
becified, with the top level being the country. This is followed by a geographic locality name v3
Certificate subject name the localityName may be omitted and only the geographic localityN,
d.

localityName = “California”.

in the case of end entities and the prganization name of the CA in the case of CA certifice
h the full registered name or the organization or its registered trademark.

organizationName = “Midtown\General Hospital”.

organizational unit/department under the specified organization. Organizational units may
several levels by ineluding more than one field value. When present, the organizationalUnitN
bcted in a way thatprevents name ambiguity.

cal healthcarerimplementations — for example, in Japan — organizational unit is used to sto
role. This.may also be useful in Virtual Private Network implementations, as some vendor
valls canaccess OU and use it to apply rules to grant or restrict access. It also makes it easy f
totead role information directly from the certificate. The organizationalUnitName field may, w
used to store a healthcare role.

care
now
s to
tect
N on

ality
lue.
ame

care
tes,

e a
be
ame

e a
PN
or a
hen

present, be

EXAMPLE

EXAMPLE

5.

organizationalUnitName = “Midtown Hospital Radiology”.

organizationalUnitName = “Licensed Physician”.

known. It shall be present and shall clearly identify the subject as it is known within the healthcare system.

EXAMPLE

commonName = “Bruce Wayne”.

commonName: The purpose of this field is to describe the name by which the subject is commonly

This field is mandatory for persons and organizations that are the subject of certificates. It is essential to be
able to identify the common name by which a person is known in the health system, if decisions are to be
made on whether to allow them to access personal health information.

10
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surName: This field is used to describe the surname by which the subject is known. It may be present. If
present, it shall clearly identify the subject as it is known within the healthcare system.

EXAMPLE commonName = “Wayne”.

7.

givenName: The purpose of this field is to describe the given name by which the subject is commonly
known. It may be present. It shall clearly identify the subject as it is known within the healthcare system.

EXAMPLE givenName = “Bruce”.

8.

e-mail: The primary recommended usage of this field is to record the subject’s electronic mail address.

EXA
Sim
imp
e-m

9.
may

6.4

6.4.

IssU

6.4.

Sub

MPLE e-mail = “jsmith@network.com.au”.

ultaneous inclusion of the EmailAddress attribute in the subject distinguished namg¢ .to sup
ementations is deprecated by IETF/RFC 3280 but permitted. This part of ISO 17090 recom
@il not be used in the subject name field, but rather in the subjectAltName field.

serialNumber: The serialNumber field may be used to ensure uniqueness of subjectDN. For
be used to store a health care provider license number. The field is optional.

Requirements for each healthcare certificate type

1 Issuer fields

er field requirements for each healthcare certificate type“are given in Table 1.

P Subject fields

ject field requirements for each healthcare certificate type are given in Table 2

© 1SO 2008 — All rights reserved
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7 Use of certificate extensions

7.1 Intro

duction

Requirements that implementations shall have of certificate extensions in X.509 version 3 certificates for
healthcare are given below. More detailed information about these extensions is given in IETF/RFC 3280 and
IETF/RFC 3739.

7.2 General extensions

7.21

This extens
distinct key

Only the keyldentifier element of the authorityKeyldentifier extension shall be used.

This is a no

7.2.2 sub
This extens
IETF/RFC
algorithm is

of the key.

This is a m
healthcare

7.2.3 key
This extens
single key

shall not be

This extens

7.2.4 privateKeyUsagePeriod

The use of

The default

authorityKeyldentifier

jectKeyldentifier

ion shall identify the public key to be used to verify the signature of the certificatert-ena
5, used by one CA, to be distinguished (e.g. as key updating occurs).

h-critical extension. If used, it is recommended that the extension be configured as mandatory.

on is used to identify the public key held in the subjectPublicKeyltfo field of the certificate.
280 contains guidelines on how the keyldentifier element.may be derived from the public key.

allowed, however, as long as the identifier satisfies the property of being a unique represents

andatory and non-critical extension for all end-entity certificates and all CA certificates within
chain of trust.

Jsage
on shall identify the basic key usdge associated with the public key in the certificate. The use

pair for both encipherment and digital signature is discouraged and dataEncipherment key ug
combined with either non-repudiation or digitalSignature key usage (see 6.1).

his extensionds -not recommended.

private.kKey usage period in the absence of this extension is the validity period of the certificate

7.2.5 cerlfficatePoIicies

on shall be mandatory..Jtis recommended (as in IETF/RFC 3280) that this extension be critical.

bles

Any
tion

the

of a
age

The certificatePolicies extension shall contain an object identifier of a standardized certificate CA policy as

specified in

ISO 17090-3.

This is a mandatory extension and may be either critical or non-critical in accordance with the CP.

7.2.6 subjectAltName

It is recommended that this extension be present in the certificate. It is recommended that this extension
contain an RFC 822 e-mail address for the subscriber. If directoryName is included, it should be set to a
UTF8String for the purpose of providing international character set support for a subject distinguished name.

This isan o

14

ptional and non-critical extension.

© 1SO 2008 — All rights reserved


https://standardsiso.com/api/?name=61827a334d25cfefd8a81099aeeb8c5e

ISO 17090-2:2008(E)

7.2.7 basicConstraints

The basicConstraints extension contains a boolean used to specify whether or not the subject can act as a CA,
using the certified key to sign certificates. If so, a certification path length constraint may also be specified.

CA certificates shall include a basicConstraints extension with the CA value set to TRUE.
See Table 3 to ascertain whether this extension is critical or non-critical, and optional or non-optional.
End-entity certificates (individual regulated health professional, non-regulated healthcare employee,

sponsored healthcare provider, supporting healthcare employee, consumer, organization, application and
dev|ce certificates) shall not have this extension set to TRUE.

7.28 CRLDistributionPoints
IETF/RFC 3280 recommends support for this extension by CAs and applieations. For | healthcare
implementations that rely upon CRL distribution points, the extension shall identify the locgtion of the

asspciated CRL (or ARL for CA certificates) in the digital certificate directory and shall be a mandatory and
nontcritical extension.

7.2.p ExtKeyUsage

Thig field indicates one or more purposes for which the certified ublic key may be used, in addition to or in
plade of the basic purposes indicated in the key usage extensiondield.

Thig extension is optional and non-critical.

7.2/10 Authority information access
The authoritylnfoAccess extension indicates how' to access issuing CA certificates and OCSP Responders.
The] location of CRLs is not specified in this‘extension. The extension is comprised of a sequence of access
methods and access locations. Each entryin the sequence describes the format and location gf additional
information about the CA. The type andformat of the information is specified by the access method, and the
access location specifies the location ofthe information.

Thig extension is optional and non-=critical.

7.2.11 Subject information access
The| subjectinfoAccess-indicates how to access subject CA certificates and services such as time-qgtamping.

Thig extension.is"optional and non-critical.

7.3| Special subject directory attributes

7.3.1 hcRole attribute

The hcRole attribute allows the encoding of regulated and non-regulated health professional role data. It is
recommended that it be implemented, as it will provide international interoperability in certification of
healthcare roles. It allows multiple certificates to be issued and enables a range of classification tables to be
associated with the field. The proposed field has an extension mechanism to allow for national or regional
healthcare role coding schemes.

This field is needed in an identity certificate as the certificate holder’s healthcare role forms an integral part of

his/her identity. Once verified, further information is more appropriately placed in an AC as discussed in 8.4 of
ISO 17090-1:2008.
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This part of ISO 17090 allows the assertion of regional data including professional identifiers such as
registration numbers, billing numbers and patient identifiers. See REGIONAL-DATA below.

hcRole ATTRIBUTE ::= {
WITH SYNTAX HCActorData
EQUALITY MATCHING RULE hcActorMatch
SUBSTRINGS MATCHING RULE hcActorSubstringsMatch
ID id-hcpki-at-healthcareactor}

Assignment of object identifier values

The following values are assigned in this part of ISO 17090:

{iso (1) |standard (0) hcpki (17090)}
idthcpki OBJECT IDENTIFIER ::=1.0.17090

id-hcpkitat OBJECT IDENTIFIER ::= {id-hcpki 0 }
idthcpki-at OBJECT IDENTIFIER ::= 1.0.17090.0

id-hcpkitat-healthcareactor OBJECT IDENTIFIER ::= {id-hcpki-at 1%
idthcpki-at-healthcareactor OBJECT IDENTIFIER ::= 1.0.17090.0.1

id-hcpkifcd OBJECT IDENTIFIER ::= {id-hcpki 1}
idthcpki-cd OBJECT IDENTIFIER ::= 1.0.17090.1

id-hcpkiftis OBJECT IDENTIFIER ::= {id-hcpki 2}
idthcpki-is OBJECT IDENTIFIER ::= 1.0.17090.2

Definition of data types:
HCActorData ::= SET OF HCActor

HCActor ::= SEQUENCE {
codledData [0] CodedData OPTIQNAL,
RegionalHCActorData [1]

SEQUENCE OF RegionalData OPTIONAL }

CodedDatg ::= SET {
codlingSchemeReference [0] OBJECT IDENTIFIER,
--- Contains the IS0 coding scheme Reference

-—- or local~x“coding scheme reference achieving ISO or natiopal
registration.

-—f- The IS@>coding scheme OID is id-hcpki-is (defined above) .
-—-F- At deast ONE of the following SHALL be present:

codeDatiaValue [1] UTF8String OPTIONAL,
codeBataFreeText [2] DirectoryString OPTIONAL }

RegionalData ::= SEQUENCE ({
type REGIONALDATA. &id ({SupportedRegionalData}l),
value REGIONALDATA.&Type ({SupportedRegionalDatal}{Q@type}) }

Definition of REGIONALDATA object class:

REGIONALDATA ::=CLASS {
&Type,
&§1dOBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
WITH SYNTAX &Type
ID &id }
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Definition of SupportedRegionalData object class set:
SupportedRegionalData REGIONALDATA ::=
{coded,

. —expect additional regional/national objects to be defined}

Definition of coded information object:

coded ::= REGIONAL-DATA {

-2:2008(E)

WITH SYNTAX CodedRegionalData
ID id-hcpki-cd}

CodedRegionalData ::= SEQUENCE {
country [0] PrintableString (SIZE (2)),
-- IS03166 code of country of issuing authority.
issuingAuthority [1] DirectoryString,
—-— Identifier of issuing authority as Regional Entity.
-—- Could be implemented as a true identifier‘or a
—-— Directory lookup string (to be determined)
hcMajorClassCode [2] CodedData,
hcMinorClassCode [3] CodedData OPTIONAL

Codes to be used for this field, e.g. ASTM E1986-98 Data User. Role Namel6l.

It isfrecommended that the HcActor be taken from the appropriate national coding scheme.

For|regulated health professional certificates and .nan-regulated professional certificates, this gxtension is

mandatory and non-critical. In all other cases, this.eXtension is optional and non-critical.

7.3.2 subjectDirectoryAttributes

It isfrecommended that this extension _be present in individual identity certificates. In such certifigates it may

conjain an hcRole attribute (see 7.3.1). In addition, subjectDirectoryAttributes may contain other a
spefified by this part of ISO 17090-

tributes not

The| extension shall be marked non-critical. Since the certificate is used for both authenticatipn and role

assigning purposes, its~use shall be mandatory for regulated health professional certificate
reglilated health professional certificates. It shall be optional for other certificate types.

7.4| Qualified certificate statements extension

5 and non-

It i$ recommmended that certificates for regulated health professionals and for non-regulated health

ssionals contain a qcStatement. Certificates for patients/consumers, for sponsored healthca

e providers
Certificates

and|férsupporting organization employees may contain a qcStatement subject directory attribute.
for ; iy o7 . ) e
IETF/RFC 3739.

It is recommended that complying applications be able to support the qcStatements extension.

The extension is optional and non-critical.

7.5 Requirements for each health industry certificate type

Extension field requirements for each health industry certificate type are given in Table 3.
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Annex A
(informative)

Certificate profile examples

A.1 Introduction

Sorj\e basic examples of each type of certificate are detailed below for illustrative purposes. Thesle examples
are jnot normative. The ASN.1 code and normative text is found in the main text of this part ofISO {7090.

A.2 EXAMPLE 1: Consumer certificate profile

NOTE The following example is for illustrative purposes only and is not intended to state the future format of UK
Natipnal Health Service (NHS) certificates.

Bill |Smith, NHS number: 368964278, Date of certificate issuancée) 1 August 2001, Date of certificate
exp|ration: 1 August 2006

Vergion (2 — decimal code far.version 3 certificates)
Ser:rINumber (unique CA generated decimal number)
Signature (sha-1WithRSAEnNcryption {1,2,840,113549,1,1,5})
Issuer

countryName (UK)

localityName (London)

organizationName (Dept. of Health)

organizationalUnit (National Health Service)

commonName (Patient Certificate v1)

serialNumber {serialNumber of the issuer})
Validity (validity period coded as UTCTime:

not before 010801000000z
not after 060801000000z)

Subject
countryName (UK)
localityName (London)
organizationName (NHS)
organizationalUnit (Patient Registration)
commonName (Smith, Bill)
surName (Smith)
givenName (William)
e-mail (bSmith@uknet.com)
subjectPublicKeylnfo
algorithm (public RSA key, 1024 bit {1,2,840,113549,1,1,1})
—subject'Publ'icKey \\JUUJULA sPUBHES 'r\EY)
Extensions
authorityKeyldentifier (unique identifier of CA public key)
subjectKeyldentifier (unique identifier of subject public key)
keyUsage (digitalSignature)
certificatePolicies
policyldentifier OBJECT IDENTIFIER ::= Policy-OID-for-Patient-Certificate-v1
cRLDistributionPoints (http://crl.location.nhs.uk)
authoritylnformationAccess (http:ocspserver.nhs.uk/OCSP_SERVER:5555)

© 1SO 2008 — Al rights reserved 19


http://crl.location.nhs.uk
https://standardsiso.com/api/?name=61827a334d25cfefd8a81099aeeb8c5e

ISO 17090-2:2008(E)

subjectDirectoryAttributes

hcRole OBJECT IDENTIFIER ::=

hcActorData SET OF {

id-hcpki-at-healthcareactor

codedData CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::= id-hcpki,
codeDataValue UTF8String ::= the-code-for-patient,
codeDataFreeText DirectoryString ::= optional-data }
regionalHCData Sequence of RegionalData ::= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::=_1SO-country-code-for-UK,

issuingAuthority DirectoryString ::= (c=UK, National Health Service,

ou=patients),

hcMajorClassCode CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::=

Coding-Scheme-for-Type-OID,

codeDataValue UTF8String ::= Type-OID-for-patient,
codeDataFreeText UTF8String ::= “patient ID 368964278"}} }

A.3 EXAMPLE 2: Non-regulated health professional certificate profile

NOTE The following example is for illustrative purposes only and is not infénded to state the future format of h

certificates igsued in the State of California.

Betty Smith, “Certified Medical Transcriptionist (CMT)”; CMTs are-issued by the American Associatio

Medical Trgnscriptionists.

palth

n of

Version (2 — decimal codefor version 3 certificates)
SerialNumbgr (unique CA génerated decimal number)
Signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
Issuer

countryName (US)

localityName (California)

organizationName (Name-of-CA-for-California-Health-Care)

commonName (Name-of-CA-for-California-Health-Care)
Validity (validity period coded as UTCTime)
Subject

countryName (US)

localityName (California)

organizationName (CertHolderOrganization)

commonNanme (Smith, Betty)

surname (Smith)

givenName (Betty)
subjectPubljcKeylnfo

algorithm (public RSA key, 1024 bit {1,2,840,113549,1,1,1})

subjectPublicKey (Subject’s PUBLIC KEY)
Extensions
authorityKeyldentifier unique identifier of CA public key)
subjectKeyldentifier unique identifier of subject public key)
keyUsage

certificatePolicies
cRLDistributionPoints
subjectDirectoryAttributes

appropriate policy OID)

(
(
(digitalSignature or non-repudiation or keyEncipherment)
(
(CRL X.500 entry location)

(hcRole OBJECT IDENTIFIER ::= id-hcpki-at-healthcareactor

hcActorData SET OF {
codedData CodedData ::= {

codingSchemeReference OBJECT IDENTIFIER ::= id-hcpki,
codeDataValue UTF8String ::= the-code-for-transcriptionist-role,
codeDataFreeText DirectoryString ::= optional-data}

20

© 1SO 2008 — All rights reserved


https://standardsiso.com/api/?name=61827a334d25cfefd8a81099aeeb8c5e

ISO 17090-2:2008(E)

regionalHCData Sequence of RegionalData ::= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= 1SO-country-code-for-USA,
issuingAuthority DirectoryString ::= (C=US,

OU= American Association of Medical Transcriptionists),
nameAsissued DirectoryString ::= (CN= Elizabeth Smith)

hcMajorClassCode CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::= ASTM-Coding-Scheme-for-Type,
codeDataValue UTF8String ::= ASTM-Type-OID-for-transcriptionist}
codeDataFreeText UTF8String ::= “license number 1234567"} } )

A.4 EXAMPLE 3: Regulated health professional certificate profile

NOTE The following example is for illustrative purposes only and is not intended to state the.future forfnat of health

certificates issued in the State of California.

Johh Stuart Woolley aka Tink Woolley; license issued by State of California Medical License Board, license

number: 20A4073, license status code: 17 (“01” is “active and current”), issue date: 22 Manch 2000 —
explration date: 21 March 2002.
Vergion (2 — decimal code for version 3 certificates)
Ser:rINumber (unique number)
Signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
Issuer
countryName (US=United States of America)
localityName (California)
organizationName (Name-of-CA-for-California-Health-Care)
commonName (Name-of-CA=for-California-Health-Care)
Validity (validity peried coded as UTCTime)
Subject
countryName (US=United States of America)
localityName (California)
organizationName (€ertHolderOrganization)
commonName (Woolley, Tink)
surname (Woolley)
givenName (John Stuart)
subjectPublicKeylnfo
algorithm (public RSA key, 1024 bit {1,2,840,113549,1,1,1})
subjectPublicKey (Subject’'s PUBLIC KEY)
Extensions
authorityKeyldentifier. (unique identifier of CA public key)
subjectKeyldentifier (unique identifier of subject public key)
keyUsage (digitalSignature or non-repudiation or keyEncipherment)
certfficatePoliCies (appropriate policy OID)
cRLPDistributionPoints (CRL X.500 entry location)
subjectDirectoryAttributes
(hcRole OBJECT IDENTIFIER ::= id-hcpki-at-healthcareactor
|~ hcActorData SET OF {

codedData CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::= id-hcpki,
codeDataValue UTF8String ::= the-code-for-physician-role,
codeDataFreeText DirectoryString ::= optional-data}
regionalHCData Sequence of RegionalData ::= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= 1SO-country-code-for-USA,
issuingAuthority DirectoryString ::= (C=US, L=CA, OU=California Medical License Board),

nameAslissued DirectoryString ::= (CN= John Stuart Woolley)
hcMajorClassCode CodedData ::= {
codingSchemeReference OBJECT IDENTIFIER ::=
ASTM-Coding-Scheme-for-Type-OID,
codeDataValue UTF8String ::= ASTM-Type-OID-for-physician}
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