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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Ra
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Introduction

The healthcare industry is faced with the challenge of reducing costs by moving from paper-based
processes to automated electronic processes. New models of healthcare delivery are emphasizing the
need for patient information to be shared among a growing number of specialist healthcare providers
and across traditional organisational boundaries.

Healthcare information concerning individual citizens is commonly interchanged by means of electronic
mail, remote database access, electronic data interchange, and other applications. The Internet provides
ahighly cost-effective and accessible means ofinterchanginginformation, butitis alsoaninsecure vehicle

that demands additional measures be taken to maintain the privacy and confidentiality ofir
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MalTy countries avédeploying digital certificates to support secure communications within th

ats to the security of health information through unauthorised access (either.inag
erate) are increasing. It is essential to have available to the healthcare system reliable i
Irity services that minimise the risk of unauthorised access.

v does the healthcare industry provide appropriate protection for the data conveyed
rnet in a practical, cost-effective way? Public key infrastructure (PKI) and digital

proper deployment of digital certificates requires a blend of techinelogy, policy, and adn{
Cesses that enable the exchange of sensitive data in an unsecured environment by the us
cryptography” to protect information in transit and “certificates” to confirm the identity
ntity. In healthcare environments, this technology uses-authentication, encipherment,
atures to facilitate confidential access to, and movement of, individual health recor
h clinical and administrative needs. The services offered by the deployment of digital

luding encipherment, information integrity, and digital signatures) are able to addre

‘edited information security standard. Many inidividual organisations around the world h
se digital certificates for this purpose.

roperability of digital certificate technology and supporting policies, procedures, an
f fundamental importance if information is to be exchanged between organisations an
sdictions in support of healthcareapplications (for example between a hospital and a
sician working with the same patient).

rmation rights may\rely on the policies and practices and, by extension, the validity
ificates issued by‘ether established authorities.

ndaries. Incensistencies will arise in policies and procedures between the certification
S) and the registration authorities (RAs) of different countries if standards developmen
ricted,to within national boundaries.
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Dig

talcertificate technology is still evolving in certain aspects that are not specific to

healthcare.

Important standardisation efforts and, in some cases, supporting legislation are ongoing. On the other
hand, healthcare providers in many countries are already using or planning to use digital certificates.
This International Standard seeks to address the need for guidance of these rapid international
developments.

This International Standard describes the common technical, operational, and policy requirements that
need to be addressed to enable digital certificates to be used in protecting the exchange of healthcare
information within a single domain, between domains, and across jurisdictional boundaries. Its purpose
is to create a platform for global interoperability. It specifically supports digital certificate-enabled
communication across borders, but could also provide guidance for the national or regional deployment
of digital certificates in healthcare. The Internet is increasingly used as the vehicle of choice to support
the movement of healthcare data between healthcare organisations and is the only realistic choice for
cross-border communication in this sector.
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This International Standard should be approached as a whole, with the three parts all making a
contribution to defining how digital certificates can be used to provide security services in the health
industry, including authentication, confidentiality, data integrity, and the technical capacity to support
the quality of digital signature.

ISO 17090-1 defines the basic concepts underlying the use of digital certificates in healthcare and
provides a scheme of interoperability requirements to establish digital certificate-enabled secure
communication of health information.

ISO 17090-2 provides healthcare specific profiles of digital certificates based on the International
Standard X.509 and the profile of this specified in IETF/RFC 3280 for different types of certificates.

ISO 1709043 deals with management issues involved in implementing and using digital certificatgs in
healthcare| It defines a structure and minimum requirements for certificate policies (CPs) and astrucfure
for associated certification practice statements. ISO 17090-3 is based on the recommendations of|the
informatiopal IETF/RFC 3647, Internet X.509 Public Key Infrastructure Certificate Policy and Certificafion
Practices Framework, and identifies the principles needed in a healthcare security polieyfor cross boider
communication. It also defines the minimum levels of security required, concentratitig on the aspgcts
unique to Healthcare.

Comments| on the content of this International Standard, as well as comments, suggestions, pnd
informatiop on the application of these standards may be forwarded to they\lSO/TC 215 secretariat.

vi © ISO 2013 - All rights reserved
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INTERNATIONAL STANDARD ISO 17090-1:2013(E)

Health informatics — Public Key infrastructure —

Part 1:
Overview of digital certificate services

1 [Scope

Thi part of ISO 17090 defines the basic concepts underlying the use of digital certificates injhealthcare
and/ provides a scheme of interoperability requirements to establish a digital certificate-enabled secure
conmpmunication of health information. It also identifies the major stakeholders whdg are comunicating
health-related information, as well as the main security services required fot“health comunication
where digital certificates may be required.

Thip part of ISO 17090 gives a brief introduction to public key cryptography and the basic cbomponents
needed to deploy digital certificates in healthcare. It further introduces different typeg of digital
certificates — identity certificates and associated attribute certificates for relying parties, [self-signed
certification authority (CA) certificates, and CA hierarchies andbridging structures.

2 |[Normative references

The following documents, in whole or in part, are:iermatively referenced in this documgnt and are
indispensable for its application. For dated refetences, only the edition cited applies. For undated
refgrences, the latest edition of the referenced.document (including any amendments) appligs.

[SO[17090-2:2008, Health informatics — Public key infrastructure — Part 2: Certificate profile
ISO[ 17090-3:2008, Health informatics~= Public key infrastructure — Part 3: Policy mangigement of
certification authority

3 |Terms and definitions

For|the purposes of this.decument, the following terms and definitions apply.

3.1 Healthcare context terms

3.1
application

identifiable computer running software process that is the holder of a private enciphermentfkey
NothWmmmm on systems,

including those without any direct role in treatment or diagnosis.

Note 2 to entry: In some jurisdictions, including software, processes can be regulated medical devices.

3.1.2
device
identifiable computer-controlled apparatus or instrument that is the holder of a private encipherment key

Note 1 to entry: This includes the class of regulated medical devices that meet the above definition.

Note 2 to entry: Device, in this context, is any device used in healthcare information systems, including those
without any direct role in treatment or diagnosis.

© IS0 2013 - All rights reserved 1
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3.1.3

healthcare actor

regulated health professional, non-regulated health professional, sponsored healthcare provider,
supporting organisation employee, patient/consumer, healthcare organisation, device, or application
that acts in a health-related communication and requires a certificate for a digital certificate-enabled
security service

314
healthcare organisation
officially registered organisation thathasamainactivity related to healthcare services or health promotion

EXAMPLE Hospitals, Internet healthcare website providers, and healthcare research institutions.

Note 1 to en
its specific

try: The organisation is recognised to be legally liable for its activities but need not be registered for
ole in health.

Note 2 to enftry: An internal part of an organisation is called here an organisational unit, as in X;501.

3.1.5
non-regul
person em

hted health professional
bloyed by a healthcare organisation who is not a regulated health.professional

EXAMPLE Medical receptionist who organises appointments or nurses aid who assists with patient carg.

her
ces.

Note 1 to enptry: The fact that the employee is not authorised by a body independent of the employer in his

professiona

3.1.6
organisati
person em

EXAMPLE
order entry

3.1.7
patient
consumer
person wh

3.1.8
privacy
freedom fr
undue or il

[SOURCE: I
3.1.9

capacity does, of course, notimply that the employee is not professional in conducting his/her serv
on employee

bloyed by a healthcare organisation or a suppeiting organisation

Medical records transcriptionists, healtheare insurance claims adjudicators, and pharmaceu
clerks.

b is the receiver of health-related services and who is an actor in a health information sys

pm intrusion intg theé private life or affairs of an individual when that intrusion results f

legal gathering and use of data about that individual

SO/IEC 2382-8:1998]

regulated

health professional

fical

fem

"Om

person whai

EXAMPLE

Physicians, registered nurses, and pharmacists.

Note 1 to entry: The types of registering or accrediting bodies differ in different countries and for different
professions. Nationally recognised bodies include local or regional governmental agencies, independent
professional associations, and other formally and nationally recognised organisations. They may be exclusive or
non-exclusive in their territory.

Note 2 to entry: A nationally recognised body in this definition does not imply one nationally controlled system

of professional registration but, in order to facilitate international communication, it would be preferable for one
nationwide directory of recognised health professional registration bodies to exist.

© ISO 2013 - All rights reserved
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10
nsored healthcare provider

health services provider who is not a regulated professional in the jurisdiction of his/her practice, but
who is active in his/her healthcare community and sponsored by a regulated healthcare organisation

EXAMPLE

aid worker in a developing country.

3.1.
sup

11
porting organisation

A drugand alcohol education officer who is working with a particular ethnic group, or a healthcare

officially registered organisation which is providing services to a healthcare organisation, but which is

not
EXA
othd

3.2

3.2
acc
mey
ent

[SO

3.2
acc
pro

[SO

3.2
asy
alg
enc

[SO

3.2
aut
pro

[SO
Not

3.2
aut

providing healthcare services
MPLE Healthcare financing bodies such as insurance institutions, suppliers of phdrmacs

r goods.

Security services terms

1
pss control

ins of ensuring that the resources of a data processing system can-be accessed only by
ties in authorised ways

URCE: ISO/IEC 2382-8:1998]

2
puntability
perty that ensures that the actions of an entity maybe traced uniquely to the entity

URCE: ISO 7498-2:1989]

3

mmetric cryptographic algorithm

rithm for performing encipherment-or the corresponding decipherment in which the ke
pherment and decipherment differ

URCE: ISO/IEC 10181-1:1996}

4
hentication
ress of reliably identifying security subjects by securely associating an identifier and its au

URCE: 1SO 7498+<2:1989]
e 1 to entfy:)See also data origin authentication and peer entity authentication.

5

uticals and

Quthorised

ys used for

henticator

horisation

gra

nting o1 rights, which includes the granting or access based on access rights

[SOURCE: ISO 7498-2:1989]

3.2.6
availability
property of being accessible and useable upon demand by an authorised entity

[SOURCE: ISO 7498-2:1989]
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3.2.7
ciphertext
data produced through the use of encipherment, the semantic content of which is not available

Note 1 to entry: Adapted from ISO 7498-2:1989.

3.2.8
confidentiality

property that information is not made available or disclosed to unauthorised individuals, entities, or

processes

[SOURCE: [SO7498-271989]

3.29
cryptography
discipline which embodies principles, means, and methods for the transformation of data'in orde

I to

hide its infprmation content, prevent its undetected modification, and/or prevent its unauthorised fise

[SOURCE: ISO 7498-2:1989]

3.2.10
cryptographic algorithm
cipher
method forf the transformation of data in order to hide its informatienycontent, prevent its undete
modificatipn, and/or prevent its unauthorised use

[SOURCE: IISO 7498-2:1989]

3.2.11
data integrity
property that data have not been altered or destroyed\in an unauthorised manner

[SOURCE: ISO 7498-2:1989]

3.2.12
data origin authentication
corroboratfion that the source of data received is as claimed

[SOURCE: ISO 7498-2:1989]

3.2.13

decipherment

decryptio

process of pbtaining, fsdm a ciphertext, the original corresponding data

[SOURCE: ISO/IEE2382-8:1998]

Note 1 to eptry; A ciphertext may be enciphered a second time, in which case a single decipherment does

ted

not

produce thelesiginalplaintext

3.2.14
digital signature

data appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data
unit to prove the source and integrity of the data unit and protect against forgery, e.g. by the recipient

[SOURCE: ISO 7498-2:1989]

Note 1 to entry: See cryptography.

4 © IS0 2013 - All rights reserved
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3.2.15

encipherment

encryption

cryptographic transformation of data to produce ciphertext

[SOURCE: ISO 7498-2:1989]
Note 1 to entry: See cryptography.

3.2.16
identification
performance of Tests to enabie a data processing System t0 TeCOgnise entities

[SOPRCE: ISO/IEC 2382-8:1998]

3.2{17
ideptifier
pie¢e of information used to claim an identity, before a potential corroboration by a corfesponding
authenticator

[SOPRCE: ENV 13608-1]

3.2{18

integrity
propf that the message content has not been altered, deliberately or accidentally, in any way during
trapsmission

Note 1 to entry: Adapted from ISO 7498-2:19809.

3.2{19
key
seqpience of symbols that controls the operations of encipherment and decipherment

[SOPRCE: ISO 7498-2:1989]

3.2{20

key management
gengration, storage, distribution, deletion, archiving, and application of keys in accordahce with a
seclirity policy

[SOPRCE: ISO 7498-2:1989]

3.2{21

nor-repudiation
seryice providing proof of the integrity and origin of data (both in an unforgeable relationship), which
can|be verified by any party

Not¢ tto'entry: Adapted from Reference.[19]

3.2.22

private key

key that is used with an asymmetric cryptographic algorithm and whose possession is restricted
(usually to only one entity)

[SOURCE: ISO/IEC 10181-1:1996]

3.2.23
public key
key that is used with an asymmetric cryptographic algorithm and that can be made publicly available

[SOURCE: ISO/IEC 10181-1:1996]

© IS0 2013 - All rights reserved 5
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3.2.24
role

set of behaviours that is associated with a task

3.2.25
security

combination of availability, confidentiality, integrity, and accountability

[SOURCE: ENV 13608-1]

3.2.26

security pplicy

plan or cou
[SOURCE: I

3.2.27

security s
service, pr
systems o

[SOURCE: I

3.3 Pub

3.3.1
attribute :
AA
authority v

[SOURCE: )

3.3.2
attribute ¢
data struc

rse of action adopted for providing computer security

SO/IEC 2382-8:1998]

brvice
pvided by a layer of communicating open systems, which ensures adequate security off
of data transfers

SO 7498-2:1989]
ic key infrastructure related terms

authority

vhich assigns privileges by issuing attribute cektificates

(.509]

rertificate
ture, digitally signed by an attribute authority, that binds some attribute values V

identification about its holder

[SOURCE: )

3.3.3
authority
certificate

(.509]

certificate
issued to a cerfification authority or to an attribute authority

Note 1 to enftry: Adapted’from X.5009.

3.3.4
certificatq

the

vith

public key

rertificate

3.3.5

certificate distribution
act of publishing certificates and transferring certificates to security subjects

3.3.6

certificate extension
extension fields (known as extensions) in X.509 certificates that provide methods for associating
additional attributes with users or public keys and for managing the certification hierarchy

Note 1 to entry: Certificate extensions may be either critical (i.e. a certificate-using system has to reject the
certificate if it encounters a critical extension it does not recognise) or non-critical (i.e. it may be ignored if the
extension is not recognised).

© ISO 2013 - All rights reserved


https://standardsiso.com/api/?name=458b1e2adbb62a2776ce147073d42e9f

1ISO 17090-1:2013(E)

3.3.7
certificate generation
act of creating certificates

3.3.8

certificate management

procedures relating to certificates, i.e. certificate generation, certificate distribution, certificate
archiving and revocation

3.39
certificate profile
spefification of the structure and permissible content of a certificate type

3.3{10

certificate revocation
act pf removing any reliable link between a certificate and its related owner (or sectirity subject owner)
bechuse the certificate is not trusted any more, even though it is unexpired

3.3[11
certificate holder
ent]ty that is named as the subject of a valid certificate

3.3]112
cerfificate verification
verlfying that a certificate is authentic

3.3{13

certification
profedure by which a third party gives assurance that all or part of a data processing system conforms
to spcurity requirements

[SOPRCE: ISO/IEC 2382-8:1998]

3.3{14

certification authority
CA
certificate issuer
authority trusted by one or,more relying parties to create and assign certificates and yhich may,
optjonally, create the relying parties’ keys

Not¢ 1 to entry: Adaptedfrom ISO/IEC 9594-8:2008.

Notg 2 to entry: Authority in the CA term does not imply any government authorisation but only denotes that
itis|trusted.

Note 3 toentry: Certificate issuer may be a better term, but CA is very widely used.

3.3{15
certificate policy
CP

named set of rules that indicates the applicability of a certificate to a particular community and/or class
of application with common security requirements

[SOURCE: IETF/RFC 3647]

3.3.16

certification practices statement

CPS

statement of the practices which a certification authority employs in issuing certificates

[SOURCE: IETF/RFC 3647]

© IS0 2013 - All rights reserved 7
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3.3.17

public key certificate

PKC

X.509 public key certificates (PKCs) which bind an identity and a public key

Note 1 to entry: The identity may be used to supportidentity-based access control decisions after the client proves
that it has access to the private key that corresponds to the public key contained in the PKC.

Note 2 to en

3.3.18

try: Adapted from IETF/RFC 3280.

public ke
PKI

infrastruct
to use a ce
security se
relying pat
policy, and

3.3.19
qualified ¢
certificate
repudiatio

Note 1 to enftry: The actual mechanisms that will decide whether a certificate should or should not be consid

to be a “qua

3.3.20

registratipn authority

RA
entity that|
sign or issy

[SOURCE: IETF/RFC 3647]

3.3.21

- £ & &
IHIITrd5Struciurcc

ure used in the relation between a key holder and a relying party that allows a relying p4
Itificate relating to the key holder for at least one application using a public key dépenc
rvice and that includes a certification authority, a certificate data structure;means for
ty to obtain current information on the revocation status of the certificate)a certifica
methods to validate the certification practice

ertificate
whose primary purpose is identifying a person with a high levelof assurance in public 1
1 services

ified certificate” in regard to any legislation are outside the'scope of this part of ISO 17090.

is responsible for identification and authentication of certificate subjects, but that does
e certificates (i.e. an RA is delegated ceftain tasks on behalf of a CA)

relying p

recipient of a certificate who acts in‘reliance on that certificate and/or digital signature verified u
that certificate

[SOURCE: IETF/RFC 3647]

3.3.22

third part
party, othe
communic

ty

y
r than data originator or data recipient, required to perform a security function as part

htion protocol

irty
lent
the
[ion

on-

bred

not

bing

of a

3.3.23

trusted th
TTP

ird party

third party which is considered trusted for purposes of a security protocol

[SOURCE: ENV 13608-1]

Note 1 to entry: This term is used in many ISO/IEC International Standards and other documents describing
mainly the services of a CA. The concept is, however, broader and includes services such as time-stamping and
possibly escrowing.
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4 Abbreviations

AA attribute authority

CA certification authority
Cp certificate policy

CPS certification practice statement
CRL certificate revocation list
EC( electrocardiogram

EHR electronic health record
PK( public key certificate

PKI public key infrastructure
RA registration authority
TTH trusted third party

5 |Healthcare context

5.1 Certificate holders and relying parties.n healthcare

For|the purposes of facilitating the discussion'on digital certificate requirements, the followjing classes
of aftors are introduced. This does not impl{ that other classes and definitions are not more appropriate
in ofther contexts.

Thefocus here is on actors who are directly involved in a health-related communication and npay require
a cqrtificate for a PKI-enabled security service. The following actors are defined in 3.1.

Perfons: regulated-health professional;
non-regulated health professional;
patient/consumer;

sponsored healthcare provider;

supporting organisation employee.

Organisations:  healthcare organisation;

supporting organisation.
Other entities:  devices;

regulated medical devices;

applications.

In addition to these actors, the wide-scale deployment of digital certificates requires CAs and RAs to be
partof the total system and these organisations become important certificate holders in their own right.

© IS0 2013 - All rights reserved 9
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Some healthcare workers are associated with multiple healthcare organisations. There is a primary
need in healthcare to avoid duplicate or redundant registration with its inherent costs and multiplicity
of certificates.

Within the healthcare context, the role of RAs is to identify the actor as either a valid health professional
performing a given role or to identify a consumer as the person with rights to his or her own information.
There also needs to be a way of registering support staff for physicians in private practice (medical
receptionists, billing clerks, file clerks, etc.). Such individuals are not associated with institutions such

as hospital

5.2 Examples

5.2.1 Re

Examples g
There are

different c
for this but
recognised
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pulated health professional

fregulated health professionals are physicians, dentists, registered nurses, andpharmac

sts.
e in

many different classifications of officially regulated/accredited professions-in healthcar
buntries. It is an important task for future ISO standardisation to create'da global map

bn to be used in parallel with a more detailed defined classification’that may be nationd
other jurisdictions, since regulated health professionals are regulated in provinces or st
intries.

h-regulated health professional

ted health professionals are persons who are employed by a healthcare organisation

the purpose of this part of ISO 17090, it.is important to include the relationship betw
ing healthcare organisation and the enmiployee in a certificate for security services. For
professionals, it is important to include the relationship with the professional registra
e structure of the digital certificate; but a possible employment or other affiliation of,
physician may also be important.

nany different types of roles.ar occupations of healthcare employees and this part of ISO 17
ttempt to provide a classification scheme.

'he fact that the employee is not registered by a body independent of the employer in his professi
s, of course, not imply’that the employee is not professional in conducting his services.

ient/consumer

it is more appropriate, in the case of a healthy person and when considering the contrac

ing
, for the purposes of this part of ISO 17090, it is assumed that only very broad classes ca$ be
internationally. InISO 17090-2,a data structure is presented that allows a broad internatignal

lor
htes

but

pt regulated health professionals, and include“medical secretaries and record assistants,
transcription clerks (i.e. those who type from a dictated voice recording), billing clerks, and assis

ant
een
the
fion

for

090

bnal

 who<receives health-related services is, in most cases, called the patient but, in s¢me

fual
the

rith,the healthcare providers, to call such a person a consumer of health services. Only

patient/co

5.2.4 Sponsored healthcare provider

1 : 1 1 - el el o C b - : | h B
LSUIITT WIIU 15 d1SU 4 UITTLLUSCT U6 d TITAIUT THITUTTITAUUIT S Yy SLCIT IS CULISTUTT CU T LIS CUTIU Xt.

There are some types of persons who are providers of health services that are not regulated in the
jurisdiction but who are active in a community and where their professional role may be certified
and sponsored by a registered healthcare organisation. Examples are, in some countries, midwives
(who may be sponsored by obstetricians or other physicians), physiotherapists of different types, and
various persons active in community care for disabled and elderly (who may be sponsored by a general
practitioner or a hospital).
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5.2.5 Supporting organisation employee

A supporting organisation employee is a person who is working for a supporting organisation and who

is not a regulated or non-regulated health professional.

5.2.6 Healthcare organisation

Examples of officially registered organisations that have a main activity related to healthcare services
or health promotion are healthcare providers, healthcare financing bodies (insurance companies or
administrators of governmental public health financing), and healthcare research institutions.

5.2/7 Supporting organisation

Su
hea

orting organisations perform services for healthcare organisations but do not-perf
thcare services.

5.2/18 Devices

Dev
diag
dev

ices are equipment such as ECG machines, laboratory automation equipment, and differe
nostic aids that measure various physiological parameters of a patient; included also ar
ices such as electronic mail servers, web servers, and application'servers.

5.2{9 Applications

lications are computer software programs running onindividual machines and/or netwo
healthcare context, applications relying upon digital certificates could include integra

Apq
the

brm direct

ht portable
P computer

rks. Within
red clinical

management systems, EHR applications, emergency«department information systems, imaging systems,

and prescribing, drug profiling, and medication nianagement systems.

5.3

Thip part of ISO 17090 applies to the-healthcare industry, both within and between juf
boundaries. It is intended to cover_public (government) health authorities and private
proyidersacross the entire range.of settings including hospitals, community health, and gener
It allso applies to health insurance organisations, healthcare educational institutions, and hea
activities (such as home care).

Applicability of digital certificatés to healthcare

While the primary aimdsto develop a framework where health professionals, healthcare org
and|insurers can seciely exchange health information, this part of ISO 17090 is also intended
consumers with the)ability to securely access their own healthcare information. Transactios
plage with CAs.and RAs acting as trusted third parties to enable providers, insurers, and
to gxchangednformation, safe in the knowledge that it is secure and protected, and that, if
brefiched, it-will quickly become known.

isdictional
healthcare
al practice.
Ith-related

anisations,
to provide
s can take
consumers
ntegrity is

Suifable applications of digital certificates within healthcare are:

a) secure electronic mail;

b) access requests by applications used by community-based health professionals for patient
information in hospital-based information systems;

c) access requests by applications used within hospital-based information systems (systems would
include patientadministration, clinical management, pathology, radiology, dietary, and other related
information systems);

d) billing applications, which require non-repudiation, message integrity, confidentiality, and

authentication of patients, health service providers, and health insurers, as well as (in some

jurisdictions) fraud prevention;
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e) tele-imaging applications, which require a reliable binding between an image and a patient identity,

togeth

er with authentication of the health professional;

f) remoteaccesscontrolapplications,whichhaveaparticularneedtoverifyauthenticity, confidentiality,
and integrity;

g) electronic prescription applications, which require all the security services that digital certificates
can offer to check that the prescription is verified as having originated from a particular health
professional (origin authentication) and is being filled for the correct patient (ensuring there are no
errors in transmission requires the integrity service that digital certificates can offer and ensuring
auditability requires the service of non-repudiation);

h) digitally signed patient consent documents;

i) transc
j) others

Local polic
use of digit

A set of scd

6 Requ

6.1 Hea

The health|
reason why

a) Health
refers.
role fo

b) There
inform

given his/her explicit consent te‘use such information (e.g. anonymous patient data may be usec

trainin

Fiption services across national or jurisdictional boundaries;

ystems in accordance with local policies.

al certificates.

narios where digital certificates could be applied is detailed in Annex A.

jrements for security services in healthcare applications

thcare characteristics

rare industry has particular security needs that\require special interpretation, which is
this partofISO 17090 has been developed. Particular characteristics of healthcare are as foll

information is reusable and can exist for;as long as (and longer than) the person to who
This creates a special need for long-term preservation of digital signatures and a valu
I the Time Stamp technology that.can support this.

are significant health consumer and health service provider concerns to ensure he
ation collected is used for lealth purposes and not for something else, unless the patient

g and planning purpeses).

es may exclude one or more of the above applications from relying uponrorrotherwise mal

—

ng

the
WS.

m it
hble

hlth
has
for

n to

fext

eof

c) Therefis a need to improve’the health consumers’ confidence in the ability of the health syster
manage their information.

d) There|saneed fofthealth professionals and organisations to meet security obligations in the con
of heallth strategies.

e) Thenepd éexiststoensure thathealth professionals, trading partners, and relying parties making us
digital|cettificates have confidence in measures to ensure privacy and security of patient informat

ion.

Thesecurityissueinhealthcarebecomes morevisibleas personal healthinformationisbeingincreasingly
stored using electronic information systems instead of paper files. The first concern of the healthcare
industry is to protect the privacy and safety of the patient. In particular, this concern extends to the
need to comply with relevant privacy legislation, in respect of trans-border health information flows.
If an information system is going to be used by both healthcare professionals and consumers/patients,
it shall be trusted. For this reason, meeting the need for privacy and security is critical for healthcare
information systems.
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6.2 Digital certificate technical requirements in healthcare

6.2.1 General

Major security threats that need to be addressed in healthcare information and communication systems
are unauthorised access gained through stealing the private key of a legitimate certificate holder and
then masquerading as that certificate holder. Such unauthorised access can lead to the healthcare
information itself being altered, lost, or replicated. Digital certificates used in combination with a

security standard, such as ISO/IEC 27002, can significantly reduce the risk of unauthorised access.

Dig

t offer all

the
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sery

6.2

He3
ofo
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eled

It is

infd
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6.2

services of authentication, integrity, confidentiality, and digital signature. Within the
Lext, the use of digital certificates enables healthcare providers and consumers who\ma
h other to communicate securely and with confidence, by electronic means, througlva chz

tal certificates can offer security services for which the health industry hasaparticular
Fices and their application to healthcare are described in more detail beloW:

2 Authentication

Ithcare is a multi-disciplinary endeavour and health professionals routinely rely upon th
Lher healthcare providers whenreviewing patientrecords, cofisultation reports and other
faining personal health information. When these documents and records are accessed ai
tronically, it is essential that the information contained within be reliably attributable to

of paramount importance that health professionals’be able to access sensitive pers
rmation from a variety of clinical settings andydt the same time, protect this inform|
pss or alteration by unauthorised persons. Authertitication is discussed further in 7.4.

3 Integrity

Maintaining the integrity of personal health information can literally become a life-or-death

suc
ince
nar

6.2

Per
Unl
of
priv

6.2

h information is relied upon insthe course of providing emergency healthcare. Moreo
ntives exist to corrupt the integrity of some forms of personal health information (fd
Cotics prescriptions).

4 Confidentiality

tonal health informadtion is often regarded as the most confidential information in co
ke informatiomcommunicated electronically for the purposes of e-commerce, the con

racy, once-abrogated, cannot readily be restored.

5 «Digital signature

healthcare
7 not know
in of trust.
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P judgment
Hocuments
nd updated
ts authors.
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tion from
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ver, strong
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mmon use.
[identiality

ersonal health-information cannot readily be assigned a monetary value, and a patierft’s right to
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grity, may

ultimately be the subjects of considerable interest during inquest hearings, medical malpractice
litigation, professional disciplinary hearings, and other legal or quasi-legal forums where electronically
signed documents will be provided as evidence.

Digital signatures on healthcare documents should be verifiable even if the certificate has expired or
been revoked. This may be accomplished using secure time stamp technology (see IETF/RFC 3161).
IETF/RFC 3126 is recommended as a long-term signature format in such cases.

Digital certificates also support authorisation and role-based access control services. These services are
vital in healthcare as there are many specialisations and many situations that require different levels
of access to parts of a personal health information, depending on the situation and the role of the health
professional involved.
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6.2.6 Authorisation

It is essential in healthcare to only grant rights for personal health information access to those entities
requiring them for providing care to the patient/consumer, or to other entities where the explicit consent

of the patie

nt has been given.

6.2.7 Access control

Inhealthcare,itisessential thatmeansareinplacetoensurethattheresourcesofadataprocessingsystem
can only be accessed by authorised entities in authorised ways and for authorised purposes/functions,

as the con equence of unauthorised access can be impnccih]n to rnmpﬂy

When used in conjunction with an appropriate security standard, digital certificates can significaptly
reduce the|risk of unauthorised disclosure of patient health information.

The purpose of this part of [SO 17090 is to define the common elements of a digital certificate issugnce
and use that will ensure the chain of trust for communicating health information extends as far as need
be, even bgyond jurisdictional or national boundaries.

6.3 Healthcare-specific needs and the separation of authenticatiomwfrom data enciphler-
ment

There is a|particular health industry need to separate the signing{fom the encipherment functfion.

The reason for this is that authorised health professionals may n€ed to access a patient’s recor

emergency
not physica
identity ce

This part o
of authent
separate c

subject’s alithentication key.

If keys are
decryption

6.4 Hea

The digital
related inf
be support
the infrast

Standards
commonly

or special situations when the health professional forrwhom the message was intende

rtificate used for authentication and an organisation unit certificate used for enciphermsg

f ISO 17090 advocates that separate certificates and associated keys be used for the purg
cation and encipherment (ensuring confidentiality). It also recognises the need to N
ertificates to establish identity and othlers to manage access control that are bound to

used for data encryption, a form.of key management is necessary to prevent data loss if]
keys are not available.

th industry security\management framework for digital certificates

certificate security’infrastructure required to support the secure movement of healthc
rmation and accéss to data within and across national or jurisdictional boundaries need
ed by a framewerk of generic security management policies. To achieve some assurance
Fucture opérates securely, there is a need to establish codes of practice for its manageme

biving the codes of practice for the management of information security already exist and|
hccépted.ISO/IEC 27002 and the COBIT specificationl16] establish practices for the identifica

1 in
d is

lly present or contactable. It is common practice inhealthcare security to have an indiviqlual

nt.

ose
ave
the

the

hre-
s to
that
nt.

are
fion

of security

risks, as well as for the application of the appropriate controls to manage those risks.

Such codes of practice place little or no constraint on the security services that can be offered by the
deployment digital certificates and give the signer and the verifier a degree of assurance that the
electronic signature is not weakened by poor security management.

Consequently, this part of ISO 17090 will refer to ISO/IEC 27002 to address the security issues presented
in IETF/RFC 3647.[11]

6.5 Policy requirements for digital certificate issuance and use in healthcare

The policy requirements and associated practices for issuing and using digital certificates in healthcare
are specified in ISO 17090-3.
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7 Public key cryptography

7.1 Symmetric vs. asymmetric cryptography

With symmetric cryptography, a secret key is used to encipher plain text into a cryptogram that is
not readable. Such enciphered information can be deciphered with the same secret key by reversing
the encipherment algorithm. This type of cryptosystem is widely used to ensure confidentiality and is
called the symmetric or secret key.

Public key cryptography was flrst descrlbed by Wh1tf1eld D1ff1e and Martln Hellman in 1976. The

oac w . e v A e-pubjic key can
enc|pher a message but not dec1pher it. Only the person w1th the prlvate key can dempher the message.
It is|not possible to deduce the private key from knowledge of the public key alone and the public key can
thuf be made widely known without confidentiality concerns.

Such a cryptosystem is called asymmetric. The RSA asymmetric algorithmcnamed aftert the three
invé¢ntors (Rivest, Shamir, and Adelman) is widely used, either alone or in combination with [symmetric
cryptosystems. In such hybrid systems, the asymmetric algorithm is used'to protect the sdcret key of
the|symmetric cryptosystem.

Asylmmetric cryptosystems can add value to symmetric cryptosystéms or virtual privat¢ networks
by ¢nabling relying parties to be authenticated by guaranteeing, communication integrity and also by
enapling authorisation and access control.

Sonpe public key algorithms such as RSA can be used to recover a message and are therefgre suitable
for ronfidentiality protection using encipherment as described above. This algorithm can also be used
in the inverse direction where a text enciphered by.thi€ private key can be deciphered using the public
key| This principle is not suitable for confidentiality protection but for authentication purposg¢s. Only the
holdler of the private key could produce a cryptogram that can be deciphered using the coryesponding
private key. This quality can be used to authenticate the origin of messages to someone in pgssession of
the private key.

7.2| Digital certificates

A diigital certificate is a software data structure that binds an entity’s public key and ome or more
attrjibutes relating to that entity’s identity, the public keys of an entity, together with other ifjformation,
being rendered unforgeableby encipherment with the private key of the CA, which issued itin accordance
with ISO/IEC 9594-8. Armhong the identity-related attributes is a distinguished name by which the entity
can|be identified.

The entity can be a’person, an organisational unit, an application, a server, or a hardware ¢levice. The
purpose of a digital certificate is to provide some level of confidence that the public key belpngs to the
identified entity and that the entity possesses the corresponding private key.

The level'of confidence is provided by the CA signing the digital certificate with its own private key. By
signing the digital certificate, the CA is taking responsibility for information contained in|the digital
certificate and providing the certificate holder with some level of authentication.

A CA publishes certificates, maintains a directory of certificates (together with its public keys), revokes
any certificates that may become invalid, and ensures all relevant relying parties are promptly informed
of any revocation of certificates. The process of managing certificates is specified in ISO 17090-3, which
also specifies the role of the RA and restrictions on who can perform the role of an RA.

7.3 Digital signatures

A digital signature is appended data or a cryptographic transformation of a data unit that allows a
recipient of the data unit to prove the source and integrity of the data unit and protect against forgery,
e.g. by the recipient, in accordance with ISO 7498-2.12]
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The digital signature is generated by using the sender’s private key to perform a mathematical operation
on the message being sent. This operation uses the private key and a one-way mathematical function
known as a hashing algorithm to produce a hash (a very large number) from the original message. The
hash function has the property that it is computationally infeasible to produce the original message
or private key from the hash. This hash is sent with the message. The recipient then uses the sender’s
public key to perform the same operation on the message and compare the resultant hash with the one
sent with the message. If the two are identical, then the recipient can have a level of confidence that the
message was sent by the source that claimed to have sent it. Since the private key is part of a key pair
in which the public key is bound to an identity in a digital certificate, the identity of the sender can be

verified to a level of confidence previously not possible. The level of confidence is provided by the CA
signing thu dAigital captifiot el axraanreiuata leay Ry cigniag b adigital cartificarn +hn CA 1o+ lng

digital-certificate-with-its-own private key-By-signine-the-digital-certificatethe-CA-is-tal
responsibility for information contained in the digital certificate and for providing the certificate holder
with some [level of authentication.

The level
manageme

pf confidence achieved is dependent upon the CA’s policies and practices and the
nt of the relying parties.

key

Besides pr¢viding a level of confidence about authentication of senders, the use of adigital signature|can
provide a l¢vel of confidence about the integrity of the communication, as identical hash results can ¢nly
be obtainefl if the communication used to produce it is the same at the sourceajid at the destinatioy.

7.4 Protecting the private key

A certificate does not bind keys to identities; it only binds keys to the distinguished name of an entity.
Special steps shall be taken to complete the binding of the private key to an entity ensuring that ¢nly
the named| entity can make use of the private key. Competent private key management is therefore
critical to the successful deployment of digital certificates'within the health industry. If the priyate
key is compromised, the associated digital certificate is.no longer effective in protecting information
communicated and stored using that particular public/private key pair. Furthermore, if the privatefkey
of a CA is cpmpromised, the security of that CA’s doniain may collapse.

Protecting|the private key requires a combinatien of management processes and technical methpds.

Whatever
security m

A private |
which can
password,

technical option is used, key protection shall be managed within an overall informa
hnagement framework in accordance with ISO/IEC 27002.

key can be protected using a hardware token, where the private key is stored on a to
perform cryptographic €alculations and is accessed by the certificate holder through use

Fion

ken
of a

h passphrase, or abiometric. This is amore secure method of protecting the private key as t

ere

is no electr
authentica
such hardy
token, whi

ical connection to thie computer, it cannot be accessed through a network, and sophisticated
ion algorithms. ¢an be placed on the token. Certain types of smartcards can fulfil the role of
vare tokens. At\is also possible to use a USB (Universal Serial Bus) key or similar hardware
h just stores-the private key, with the cryptographic logic stored on a host computer.

To access the private key, the certificate holder, or another device or application, is required tg be
authenticafed{most commonly by password, passphrase, or biometric. There are different typef of
authenticatien mostly based upon characteristics such as where you are, what you know, are, or have,
e.g. requiring the use of a password (something you know] with use of a physical device such as a token
(something you have). Using more than one type of authentication, known as two-factor authentication,

greatly increases the security of the private key and is recommended.

This part of ISO 17090 identifies a need for multiple levels of security and states that higher levels of
security will require a hardware token for private key protection. Managing the private key is specified
in detail in 7.6.2 and 7.6.3 of ISO 17090-3:2008.

Moving personal health information between jurisdictions, across national boundaries using an insecure
medium such as the Internet, where sender and recipient may have had no previous contact and no
personal contact, means that there need to be methods to authenticate the involved parties, to ensure
that the information transmitted and stored remains confidential, to ensure that the information is
not altered in transmission, and that none of the parties can later deny having sent or received the
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communication. This is the business requirement in the health industry for security services that digital
certificates can address.

8

8.1

8.1.

Deploying digital certificates
Necessary components

1 General
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e[Itified certificate holder by signing thie data and, in so doing, verifying the binding betw

IS an Inrrastructure tnat consists or tne components describped below.

2 CP

P is a named set of rules that indicates the applicability of a certificate to a'particular
munity and/or class of application with common security requirements. Gertificates bas
ch is specifically designed to meet the needs of healthcare informatigh) support servi
norisation, access control, and information integrity. The particular needs of the healthc
escribed in Clause 6, mean that digital certificates need to be specified especially for hez

3 CPS

PS is a statement of the practices that a CA employs in issuinhg certificates to implement
nple, it indicates the actions to be taken when a request.from a health authority is receiy
alth professional with a certificate.

4 CA

A is a trusted entity that verifies the identity of a certificate holder and allocates a “dig
e” to that certificate holder. A CA al$o verifies the correctness of information cond

Hentities and public keys, which-constitutes the digital signature for that certificate hc
hese functions may be delegatedto an RA (see 8.1.5), e.g. verification of identity and allc
inguished name, as these funetions may be best performed at a local level.

private key can then be stored on the subject’s computer or on removable media such
1. The key is generallyaccessed by the certificate holder entering a passphrase.

5 part of ISO 17090 recognises that health authorities may obtain certification services
s. Some may,run their own; others may outsource the activity to accredited private org
re may alse.be multiple certifications depending on the purpose for which the certificates
Lificate holders may also have multiple certificates.

endingon how countries organise their own healthcare digital certificates, there may be u
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es such as
Ore system
Ithcare.
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The CA should be a recognised organisation with suitable controls and procedures in place to provide
the required degree of trust. At a minimum, the controls and procedures shall be in accordance with
ISO/IEC 27002 (or its equivalent) and, where possible, should conform to a recognised digital certificate
assurance scheme, appropriate to the jurisdiction(s) of operation.

8.1.5 RA

An RA is an entity that establishes the identities of certificate holders and registers their certification
requirements with a CA. An RA may also verify a certificate holder’s role, rank, or employment status
for information that may be stored on an attribute certificate. In this situation, it is possible for the RA
to verify that an attribute such as employment status (e.g. a government hospital authority) may be a
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different RA to an organisation that verifies a health professional’s qualification to practice (e.g. a health
professional registration board).

The identification of the healthcare professional role may be performed by such bodies as

medical or health professional registration boards,

national, state, or provincial health authorities (covering associated hospitals and health facilities),

medical or healthcare professional bodies, for example colleges of surgeons, psychiatrists, nurses,

public

Users of d
profession
and 7.3.4.2

r private health insnrance organisations

gital certificates may rely on one or more of these bodies for the validation of-a“he
h1's credentials. Procedures for registration are specified in 6.1, 7.2.1.2,7.3.1.2,7.3.21277.3

hlth
3.2,

of ISO 17090-3:2008.

8.2 Estaplishing identity using qualified certificates
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aims to defline a general syntax independent of local legal requirements. The qualified certificate pr

is used by {

an individyial person. The IETF qualified certificates profile is used in this part of ISO 17090 as

frameworK

Within the
healthcare
signature.

ertificates are types of certificate whose primary purpose is to identify a person with a

ertificates in response to increasing numbers of countries legislating requirements to be
Ind other service providers supporting electronic signatures and requirements for sig
rs so that an electronic signature can be legally recognised.

br qualified certificates has been recognised by the Internet Engineering Task Force (IE
broduced IETF/RFC 3739.[12] This RFC forms a certificate profile for qualified certificates

he IETF to describe the format for a certificate' whose primary purpose is to reliably iden

to support qualified certificates. A qualified certificates profile is specified in ISO 1709(

provider or consumer to a level'of confidence necessary to validate that person’s electr
This part of ISO 17090 recommends the use of qualified certificates for regulated he

igh

irance in digital signature services. Qualified certificates are partiedlarly relevant in relafion
recognition of electronic signatures. This part of ISO 17090 makes provision for the uge of
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healthcare context, a qualified certificate could be used to reliably identify an individual

bnic
hlth

professiongls and non-regulated health-professionals.

lishing speciality. and roles using identity certificates

8.3 Estab

This partZIfISO 17090 recegnises that not all physicians are the same in the eyes of a patient/consuiner.
Patients/cgnsumers may.use different physicians for different health issues. HIV/AIDS, communicable
diseases,and mentalhealtharejustsome ofthe healthissueswhere people manage separaterelationsHips.
As a resultf a decision to grant a health professional access to particular parts of a patient/consumer’s
health rec¢rd istusually based on that health professional’s speciality, e.g. surgeon, and role, e.g. quty
surgeon at|Midtown General Hospital Emergency Department.

Itis important to note that authorisation information does not have the same lifetime as the binding of an
entity identity to a public key, much less a primary medical qualification. For example, someone may have
been a qualified physician for 40 years but may only be contracted to work as a consultant psychiatrist at
a particular hospital for several months. When authorisation information is codified in a PKC extension,
the general result is the shortening of the PKC’s useful lifetime. Secondly, the PKC issuer is not usually
authoritative for the authorisation information. In this case, the PKC issuer may be able to verify that the
person concerned is a particular medical doctor but is less likely to be able to verify that person’s role
as the consulting psychiatrist in a particular hospital. This results in additional steps for the PKC issuer
to obtain authorisation information from the authoritative source. It may also result in a shortening of
the life span of a PKC because some of the information it contains is no longer valid, causing an increase
in administrative effort to revoke that PKC and issue a replacement. For these reasons, it is often better
to separate this authorisation information from the PKC. The detailed specification for the attribute
certificates still needs to be more widely implemented in the software industry (see IETF/RFC 3281[16]).
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While the IETF attribute certificate specification describes how the public key is used to validate digital
signatures or cryptographic key management operations, it states that not all request and disclosure
decisions are identity-based. Such access control decisions can also be rule-based, role-based, and
rank-based and, therefore, require additional information. For example, information about a health
professional being a particular type of specialist may be more important in deciding access than his/her
identity. In these situations, authorisation information to support such decisions may be codified in a
PKC extension or codified in a separate attribute certificate, in accordance with IETF/RFC 3281,[16] as
well as with item 5 in 6.3.3 and with 7.3.1 of ISO 17090-2.

This part of ISO 17090 recommends that the PKC should have proving identity as its main purpose.
Information provided on X.509 certificates about a certificate holder’s identity can be used 3s the basis
for making decisions on whether to disclose information in response to a request made on‘agerver for a
cerfain purpose. X.509 PKCs bind a client identity and a public key. The identity may be-used|to support
idemtity-based decisions which manage requests and disclosure of information aftér the|certificate
holmer proves that he/she has the private key that corresponds to the public key contained|in the PKC
(se¢ IETF/RFC 3281L[16]).

bles in the
Nts may, on
a primary

As pn alternative model to the inclusion of various attributes regarding ‘professional r
primary identity certificate issued, other organisations responsible for those role assignme
the|approval of the primary CA, issue a secondary key certificate thatuySes the same key as
identity certificate but includes one or several additional attributes

hformation
than other
ertificates.
11 evolving
ition about
longevity.

Onde identity is proved, attribute certificates can also be used to1rore appropriately manage i
in situations where some of the information bound to a PKOis’more volatile or ephemeral
infqrmation. For this reason, provision is made in this part of ISO 17090 for attribute ¢
However, there are difficulties with this approach. TheMise of attribute certificates is st
and needs to be more widely implemented in the software industry. Furthermore, informs:
a health professional’s specialisation, e.g. psychiatry, paediatrics, urology, does have some

In

the
cert
Fin
(Se
spe

8.4

The
in
the
role

It id
whi

ddition, there needs to be some capacity togecord information about a patient/consum
be reasons, provision for this is made by specifying an extension called HCRole to the P
ificate types in 5.1 of ISO 17090-2.

hlly, digital certificates can also be.tised to sign security assertions using a standard sug
furity Assertion Markup Langtiage). Such security assertions can include assertions
Ciality and role of a healthcare professional.

Using attribute certificates for authorisation and access control

IETF attribute certificate specification concludes that the placement of authorisation i
he PKC is not désirable. This part of ISO 17090 recognises the desirability of multi-use|
need to minimise the information to be kept on identity certificates. It recommends that
s, group membership, and security clearance be placed on accompanying attribute certif

notedsthat authorisation information is distinct from information on healthcare roles
ch.may be appropriately included in a PKC. Role or licence implies an authorisation leve

er role. For
KC identity

h as SAML
about the

hformation
ability and
secondary
icates.

br licences,
, but these

are

rieb necessarily authorisation information in themselves. This part of ISO 17090 make

5 provision

for the use of attribute certificates to support the transmission of role-based information regarding
healthcare providers.

While an identity certificate issued by a PKC may imply a role, it does not contain sufficient information
in many situations to make the access control decision. For example, while a PKC issued for a physician
on behalf of an RA such as the College of Surgeons does imply that the physician is a surgeon, this does
not usually constitute sufficient information to authorise that physician, while employed as alocum in a
particular hospital emergency department, to admit a patient to the hospital.

Such detailed authorisation information is more appropriately supplied by using an attribute certificate
that is bound to the health professional’s public key. A health professional may have many attribute
certificates that reflect multiple roles. Such attribute certificates are typically more short-lived than an
identity certificate.
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The IETF attribute certificate RFC also states that authorisation information needs to be protected in a
fashion similar to a PKC and an attribute certificate provides this protection. It is simply a digitally signed
(or certified) set of attributes. An attribute certificate is a structure similar to a PKC; the main difference
being that it contains no public key. It may contain attributes that specify group membership, role, security
clearance, and other access control information associated with the attribute certificate owner.

A specification of the data elements in an attribute certificate in accordance with IETF/RFC 3281[16]
is provided in ISO 17090-2. As the specification for attribute certificates is still evolving, healthcare
attribute certificate types will be specified in more detail in later editions of this part of ISO 17090.

Refer to A.4.16 for scenarios involving signing of healthcare documents.

9 Interpperability requirements

9.1 Overview
This part ¢f ISO 17090 seeks to adopt and add to the IETF and other existing security standardf to
support the secure electronic transfer of healthcare information across national or jurisdictignal
boundarie$. The Internet is becoming increasingly used as the vehicle of choic¢eto support this trangfer.

Since one qf the purposes of this part of ISO 17090 is to support the secufe transmission of health¢are
information across national, regional, and organisational boundaries; this part of ISO 17090 npust
be Internet-based to maximise its global effectiveness. For this‘reason, it uses the informatzxnal
IETF/RFC 3647[11] as an organising framework for this part of IS©:17090 and references other relefant
IETF/RFCs|as required.

The securg
countries
practices, ¢

transfer of health information across national beundaries could be achieved by participa
mutually recognizing the mechanisms each-tountry puts in place to review the poli
nd procedures to accredit CAs.

[ing
ies,

and
lity

Governanc
is outside

e of the issuance and use of digital certificates in healthcare needs further development
the scope of this part of ISO 17090:,This part of ISO 17090 suggests that interoperab

across nat
countries,
needs CAs
assurance

9.2 Options for deployinghealthcare digital certificates across jurisdictions

9.2.1 Ge

The main

including pationalboundaries, is trust. Trust is the practice of many parties relying on the poli

and practi
an establis

onal boundaries be achieved by a‘series of bilateral and multilateral agreements betw
based upon minimum requirements as specified in ISO 17090-3. Ultimately, the relying p4
to establish procedures as required to enable the infrastructure to be used with the lev
Fequired.

heral

ssue to.address for any deployment of digital certificates that aims to span jurisdicti

Ces™and, by extension, the validity of digital certificates issued to a certificate holder

een
Arty
] of

bns,

cies

by

heéd authority. The options for deploying a healthcare digital certificate architecture

are

summarised below.

9.2.2 Op

tion 1 — Single hierarchy of CAs

This is, from a technical viewpoint, the easiest option. It is not feasible however to establish a world
spanning deployment of digital certificates in healthcare with one centralised CA. Although registration
could be devolved in this scenario, the management arrangements might still be unworkable.

9.2.3 Op

tion 2 — Relying party management of trust

In this option, it is the responsibility of the relying party to decide whether to trust the issuing CA
concerned. This option has inherent difficulties as it requires the trust decision to fall on the relying
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party and, in some situations, this may place inappropriate responsibility upon the relying party who
may not be in a position to make an informed decision.

9.2.4 Option 3 — Cross-recognition

Cross-recognition refers to an interoperability arrangement in which a relying party in one digital
certificate domain can use authority information in another digital certificate domain to authenticate a
subject in the other domain, and vice versa. Typically, such authority information either results from a
formal licensing or accreditation process in the jurisdiction of the other domain, or results from a formal
audlt process performed by oron behalfofa representatlve CA oftherelying party’ s domain. Techmcally,

th L pa | £l ] £ 3£3 £i.1Jd abla sz 1
e llllUl lllaLlUll cdll UUT DLUI cuUu do uIiv vadiut Ul da Ll LlllLClLC I'ITCIU AdUCUOOIUIT Uy CIIC1 Cl_y llls }JCll L .

Compared to cross-certification, the onus of whether to trust a foreign digital certificate dJomain lies
with the relying party or the owner of the application or service, rather than a CA that the re]ying party
dirgctly trusts. It does not necessarily involve a contract or an agreement between two domgins.

In g cross-recognition arrangement, detailed mapping of CPs and CPSs is notynecessary. Ihstead, the
relyjing party (via the application at hand) decides whether to accept a foreign certificate for the purpose
depending on whether the certificate has been issued by a trustworthy foreign CA.

Theg CAis regarded as trustworthy if it has been licensed/accredited:bya formal licensing /acfreditation
body or has been audited by a trusted independent party. Alsoj.the relying party shall|be able to
unilaterally make an informed judgement based on the policies-stipulated in the CP or CPS in[the foreign
donpain. Hence, the process is comparatively less complicated than cross-certification, edpecially in
respect of policy and legal harmonisation. The process is also inherently scalable.

However, it is procedurally less rigorous than cross-certification and places a potential builden on the
relyjing party, who may not be aware of the full consequences of accepting a certificate (sefel12] in the
Bibliography).

To gummarise, in cross-recognition, the decision of whether to trust a foreign certificate lies with the
relyfing party and not with the CA.

9.2{5 Option 4 — Cross-certification

Crops-certification moves trust:decisions to agreements between certification authorities Technical
profocols then enforce thege agreements and provide interoperability. This model is more |difficult to
achjeve than options 1, 2,013, but is more transparent to the user and, hence, easier to support from the
end{user’s perspectivecJtalso means the end user may not need to assume the responsibility ffor making
thetrust decision, agiit*can be left to the CA for that end-user’s CA domain.

Crops-certificatignresults in a bilateral approach, with two domains (in whole or in part) bejng merged
intq one largeY domain through an elaborate process carried out by two representative CAs. For
hiearchicalk€As, the representative CA is usually the root CA. However, cross-certificatign can also
be Implemented between any two CAs. In the latter case, each domain constitutes only dne CA and
its subscribers. For cross-certification to be possible, there shall be compatibility at the ppplication
lev }, the puh\,y lcvc}, anrdthetechnteaHevel-Whenthisoceur S, for-thet cl_yius pat ty imrtle€A domains
covered by cross-certification, the movement of information is transparent and the CAs are responsible
for decisions about trust.

The process of cross-certification requires detailed mapping of the respective policies of each CA and
the effort in doing this will increase geometrically with each CA domain that is to be included in the
collective domain. This raises issues of scalability. There is also a risk that a third CA may cross-certify
with the second CA but find the first CA’s policy inappropriate. In a situation like that, CA-3 cannot
exclude CA-1. As a result, cross-certification is more relevant for relatively closed healthcare models
and, at best, open but bounded systems. It is most suitable if the two domains belong to two work
contexts that share a close working relationship with each other. For example, both work domains may
share the set of applications and services, e.g. electronic mail and financial applications (seel12] in the
Bibliography).
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To summarise, in cross-certification, the decision of whether to trusta foreign certificate lies with the CA.

9.2.6 Option 5 — Bridge CA

The bridge CA model depends upon all the CAs within the potential community of CA domains agreeing
to a common set of minimum standards. These minimum standards are then incorporated into their
own CP and CPSs. The difference between this and the cross-certification model is that individual CAs
may have their own local requirements in addition to the shared minimum standards. These local
requirements are not required for bridge certificates from relying parties who are not in that local CA

domain. This model works best where CAs have a considerable common interest and are prepared to

allow somg
health aut

In this mod

To summat
CA and not

9.3 Option usage

This part ¢

between jyrisdictions. As a result, any of the above options may beccceptable. Whatever optio

chosen, thq

To enable
certificate;

A

orities within a country.
el, organisations can build their own CAs and decide later whether to join a bridge CA or

ise, in the bridge CA model, the decision of whether to trust a foreign certificate lies with|
with the relying party.

f ISO 17090 recognises that differences in administrative arrahgements and policies e

use of this part of ISO 17090 in its application will be benéficial.

maximum flexibility, ISO 17090-2 specifies profiles for bridge certificates and fields in
for the CA’s audit status and auditor’s accreditation, which will support cross-recognitic

cial

hot.

the

Xist
n is

CA
n.
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Annex A
(informative)

Scenarios for the use of digital certificates in healthcare

lhfrndurti on

Thg following series of high-level business cases or “scenarios” represents core, bu
technical requirements for digital certificate solutions that will support a broad cr'oss-sed
healthcare industry.

A.2
The

scenario is intended to:

TITCET O CTTIUTE

eral requirements are presented first, relating to basic privacy and sectixity principle
h fundamental needs of the healthcare industry. Each scenario gives

a description of the scenario or healthcare situation requiring secure, private
communications, and

the business and technical requirements fulfilled by a digital certificate solution.

Scenario explanation

care scenarios described in A.3 show how digital certificates can be used in healtH

of the healthcare industry to implement international, national, and local requirement
that information which serves to provide healthcare to individuals and communities is
purposes for which it is intended;

be applicable across healthcare: with the dispersed nature of healthcare across the worl
with the range of differentpersons and organisations that will need to actively cooperatg
seamless healthcare, it(isjessential that any implementation of digital certificates be ablg
across different healthcare settings, including hospital and community-based care, and
private sectors;

be technology.neutral: one of the essential purposes of developing a digital certificate st
the healthcare industry is to ensure that information can be securely passed between|
consumers; insurers, and other relevant parties, without regard to the vendor, hardware
systeny;-or applications they are running;

biness and
tion of the

s, together

electronic

care. Each

bepolicydriven:thescenariosareintendedto showhowdigital certificatescanmeettherequirements

5 to ensure
sed for the

d, together
to provide
to operate
public and

andard for
providers,
, operating

to become

satisfy current and emerging privacy requirements: if electronic health applications are

=11 AR | h IR | - PR I | .l 1 b - Do 1 e
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to be addressed to develop this trust;

erns need

be user-friendly: the security services provided by digital certificates should not interfere with the

authorised function of the healthcare organisation or professional. If the daily operation o

fasecurity

system becomes too onerous, clinicians will try to bypass it or will not adhere adequately enough to
the management procedures. If this occurs, there will be significant risk of a security breach.

A.3 Services exemplified in healthcare scenarios

Healthcare services and scenarios are given in Table A.1.
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Table A.1 — Healthcare services and scenarios

Service Scenario number
1 2 3 4 5 6 7 8 9 (10 | 11 | 12 | 13 | 14 | 15 | 16
Authentication X X X X X X X X X X X X X
Confidentiality X X X X X X X X X
Integrity X X X X X X
Digital signature X X X X X X X X X X

Key to scenarios

ER acfess to records

Tempprary services (emergency aid)
Enrollnew member

Tele-imaging

Autorpated results reporting

Resulfs reporting/Practitioner messaging
Patieft-physician treatment discussion

Patient care registry summary

O 0 N O U1 A W N e

Patiept-pharmacist question

_
o

Patiept-pharmacist messaging

[uy
[y

Remdte access to clinical info system

=
N

Emergency access

[N
w

Remdte transcription

[
B

Electronic transcription

—_
vl

Authgnticate physician order

=
o))

Poterftial uses of digital signatures in healthcare
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A.4 Scenario descriptions

A.4.1 Emergency department access to records

Scenario description: A patient, visiting from another country, is brought into an emergency
department (ED). The patient is unable to answer questions coherently
and a medical history cannot be reliably obtained. His/her health insur-
ance provider membership card is in his/her wallet and positive identifi-
cation is provided by his/her passport.

Wit, Hrom-the information-onthe health-insurance providercard e attend-

ing ED physician attempts an international call to the health’ifpsurance

patient’s symptoms. The cause of the patient’s incoherence is ynknown.

With digital certificates: From the information on the health insurance provider card, the attend-
ing ED physician accesses the patient’s healthuinsurance provigler site
over the Internet and presents his/her digital certificate identjfying him-
self/herself in his/her current role as atrED physician. The heglth insur-
ance provider web service validates the electronic credential by verify-
ing the digital signature and checKingthat the certificate is ngt expired
or revoked. Because this credential is validated and follows exlisting
standards, it is accepted by thethealth insurance provider’s wgb service
and access to the patient’s chart is granted. An audit record dgcument-
ing access is created with date, time, attending physician’s fulllname, and
medical licence numbgtand identification of the ED facility. The physi-
cian learns from the\medical history, allergies, and current mgdications
that the patient has had a recent change in one of his/her presgriptions
that may have produced an adverse reaction. After treating thg patient,
the ED physician sends a digitally signed and enciphered copy|of the ED
visit to thehealth insurance provider, which places it in the paftient’s
electnonic health record, indicating the symptoms, diagnosis, freatment,
and disposition.

A.42 Temporary services (emergency aid)

Scenario description: A major earthquake causes extensive damage in a large metropolitan
area. Local hospitals and clinics are themselves damaged, and|there are
catastrophic numbers of deaths and injuries. National health resources
are unable to deal with the conditions and international offerq of aid are
accepted.

Wi

—

theut\digital certificates: Itis not possible to immediately verify the qualifications and gractice
lLicancac aftha haalth nrafoccinnale afforina haln THic Alan nAa 1
£ th-pre ghelpltis-alsenetpossible to

ensure that early offers of help are not later denied.

With digital certificates: The offers of help from health professionals are immediately validated
by reading their attached digital certificates. The messages of help are
not able to be repudiated because they have been digitally signed by the
private key of those offering help.
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A.4.3 Member enrolment

Scenario description: In preparing for a stay of six to 12 months in another country, a head of
the household arranges for health insurance coverage.

A prospective member, Mr. Charles, wishes to enrol in a health insur-
ance plan. He accesses the insurance company’s home page that contains
membership enrolment forms. He completes the form and sends it to the
enrolment department’s mailbox. The form is validated and forwarded
to medical review. Medical review makes an appointment for the pro-
spective member to undergo a physical examination and notifies him by
Tetter. The prospective member Keeps the appointment and the physi¢ian
determines that he is acceptable for membership. The physician netifles
medical review and this information is transmitted back to membership
enrolment. Membership enrolment sends Mr. Charles a contract'undef
which he agrees to have his monthly dues deducted from achecking
account. Membership enrolment accepts the new memberand sends
instructions for obtaining his photo identity health card: As part of the
membership process, the prospective member has-to show a driver’s
licence or other recognised photo identity. When-Mr. Charles receives|his
new photo identity health card, he also receivesinstructions for down-
loading a digital certificate from the health insurance plan.

Without diital certificates: Itis not possible for the new memberdo‘reliably identify himself to
the physician, nor for the physicianto identify himself to the patient.
Although there are other means 6fénciphering messages sent betwedn
the two, the combination of authienticity and confidentiality is not pos
sible.

With digitql certificates: Using the newly issued digital certificate, Mr. Charles is able to access
member services over,the web, including some of his personal health
data, and to exchange secure electronic mails with his physician. A

digital signaturé.certificate would also give Mr. Charles the ability to
directly grant access to his patient records to other providers (a health-
care provider seen while travelling away from home, say).

26 © IS0 2013 - All rights reserved


https://standardsiso.com/api/?name=458b1e2adbb62a2776ce147073d42e9f

A.4.4 Tele-imaging

Scenario description:

1ISO 17090-1:2013(E)

A physician tele-imaging specialist interprets an angiogram series by
viewing it on a PC and creating a text version of the analysis. The special-
ist has a heavy workload (10 to 15 cases per day) and prefers to do some
of it at home. At home, the physician accesses the imaging server over
the Internet, using his/her digital certificate to authenticate himself/
herself, and downloads the images. While viewing the images on his/

her workstation, the physician also accesses the healthcare institution’s
clinical information system over the Internet to review other medi-

calinformation on the patient The phycir‘inn is confident the i age is

Wi

—
(o

hout digital certificates:

With digital certificates:

correct because the application includes an integrity checking|function,
through use of a hashing algorithm, which verifies the integritly of the
message. The physician enters the findings he/she sees'on thelimages
into an imaging report and has the option of electronically sighing his/
her reports remotely.

The physician is not able to authenticate himself/herself to th¢ hospital
to the same level of confidence as with a digital certificate, whjich means
the acceptance of an element of risk on.the part of the hospitallthat they
may be downloading images to an impostor. The physician’s electroni-
cally transmitted opinions and findings are also open to the sgme risk.
The physician can also not be sure that the downloaded image has not
suffered some transmission ertor or intentional alteration.

The physician can authenticate himself/herself to the hospitallto a level
of confidence that willdbe’acceptable to a court of law. The phyfician can

be confident that the ithage downloaded to him/her is correct
she will not makechis/her findings on an inaccurate image. Th
can also rely onrthe physician’s digital signature to verify that
send the report.

and he/
e hospital
he/she did
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A.4.5 Automated results reporting to the physician

Scenario description:

On Tuesday, a patient goes to the laboratory and has some blood drawn.
When the result is ready, the system automatically generates a mes-
sage to the physician, telling him/her that his/her results are ready. On
Thursday, the physician logs onto the healthcare delivery organisation’s
website with his/her health worker ID and PIN, sees that there is a mes-
sage waiting, and goes into his/her in-basket. There, he/she finds a mes-
sage with the subject “Cholesterol Test.” The message tells the physician
that his/her patient’s cholesterol level is 220 and this puts the patient

inthe moderate risk r‘:ﬂ'ngnry The phycir‘inn discusses the result wit

Without di

With digits

bital certificates:

| certificates:

the patient and suggests the patient contact the lipid management tegm
to learn how to reduce his/her cholesterol through diet and exereise.
The physician also recommends a follow-up repeat cholesterol test arjd
office visit in six months’ time. The patient requests the physician to
add the result to the patient’s Internet-based electronic medical recor|d.
The patient’s website contains several links for additional informatiop.
One link leads to information about the cholesterol test itself, a seconfl
connects to the lipid management team appointment scheduling func
tion, and another link leads to personal diet recorthmendations based pn

current clinical protocols, which have been drawn from a variety of dpta
about the patient (e.g. age). The diet recommendations contain furthejr
links to a behaviour-change support application that helps him/her cfe-
ate and track his/her diet over the neXt six months.

The laboratory cannot be sure that the physician has received the
message. There is no guarantée that the message has not been read or
altered.

A digital signature willensure the physician that the message has indeed
come from the laboratory and that the links given to the patient for mjan-
aging the cholesterol issue are valid. A digitally signed acknowledgenjent
of the message \will provide proof that the physician has indeed received

the message.
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A.4.6 Results reporting with practitioner messaging

Scenario description:

During a routine doctor’s surgery visit, a physician orders a cell blood
count (CBC) for his/her patient. After asking the patient about his/her
preference, the physician checks a box on the order screen, indicating
that the results should be sent to the patient via the Internet after the
physician has viewed them and had a chance to comment.

The results come back mostly normal, with one result slightly high. The
physician knows that this is of no concern for the patient, so he/she
types a quick note to that effect and attaches it to the result record.

Wi

—

thout digital certificates:

With digital certificates:

Later that day, the patient gets a generic notice in her electronjc mail box
that a message from his/her doctor is waiting for him/her.on the secure
website. He/she clicks the embedded URL, enters his/hermedjcal record
number and password, and reads both the laboratory result and the
message from his/her physician. The website hasautomatically deter-
mined that this is a CBC result and displays a link'to the healtH encyclo-
paedia section that contains a lay person’s description of the CBC and its
results.

Without the ability to confidently authernticate the electronic mpail from
the laboratory or the physician, or'toensure that it is transmitted in an
enciphered secure form, the patient receives the result by post, notices
the slightly high reading for oné result, and telephones the physician for
further information. The physician is with another patient and cannot be
disturbed, while the patient with the blood test has an important meet-
ing to attend. They findlly connect, but not without a few days|of anxiety
on behalf of the patient and a number of unsuccessful telephorje calls by
the physician.

The results ake rapidly conveyed to the patient in a verified, sqcure man-
ner. The patient is able to read the physician’s explanatory ele¢tronic

mail andiaccess the websites for more information and his/hey anxiety is
quickly’eased, without requiring the telephone conversation.

© IS0 2013 - All rights reserved

29


https://standardsiso.com/api/?name=458b1e2adbb62a2776ce147073d42e9f

ISO 17090-1:2013(E)

A.4.7 Patient-physician treatment discussion

Scenario description:

Without digital certificates:

With digitql certificates:

A member covered by a health insurance plan has a question about his/
her treatment plan. He/she logs onto his/her physician’s website, using
a trusted digital certificate for authentication, fills out a message form,
and clicks “Send” to initiate the conversation:

Hi, Dr. C.

Yesterday you told me to change the dressing on my wound. But I can’t
remember how often you want me to change the dressing. You said some-

said to change it once a week or what. Also, I forgot to ask you — how nauch
of a scar do you think it will leave?

Within a couple of hours, an advice nurse at the call centre reviews the
patient’s message and determines that it is non-urgent andthat it shopld
be responded to by a member of his/her primary care team. Shortly
thereafter, the message appears on the computer scréemn of the patient’s
primary care physician, who types in a response and digitally signs the
message. The next morning, the patient logs onto'his/her physician’s
website again and reads the message:

Hi, [Patient Name)].

For the next couple of weeks, only change‘the dressing every 4 or 5 days,
unless it becomes wet, in which caseyou should change it right away. After
that, you’ll be seeing me again and<ve can decide where to go from ther¢. In
terms of a scar, I think you’ll alwdys have a bit of a scar there, but it won
be very strong — just a little bit of a line.

~

The absence of a reliablé-authentication technique means the healthcare
organisation the physician works for is unable to verify that [Patient
Name] is the personsending the electronic mail, and it may be someohe
else seeking freé.advice. The patient can also not be certain that the
reply from the physician did in fact come from him/her, nor can it be
certain that the exchange has not been intercepted and read by a thir

party.

e

The health insurance organisation and the physician can be confident
that they are securely communicating with a known and valid membégr
of one of their health insurance plans. The patient can be confident thiat
his/her physician did address his/her inquiry and that it is in fact hin}/
her who is replying to him/her.
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