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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
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Introduction

As digital records are the inevitable by-products of various business activities in digital systems, there
is an increasing need to secure the authenticity and legal admissibility of digital records during their
period of retention. It is internationally agreed that "digital records shall not be denied validity or
enforceability of legal recognition by reason of their format alone"D. Despite this, it is very difficult
for an organization to assert that its digital records are authentic and able to act as effective evidence
of business action over a long period. In many cases, legal admissibility of digital records managed
by organizations’ records systems is not ensured. As a result, there is a growing need for services

safeguarding

these characteristics for digital records by neutral third parties.
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Information and documentation — Trusted third party
repository for digital records

1 Scope

This document specifies requirements for a trusted third party repository (TTPR) to support the
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DTTZed TuStody Service 1T Order to sateguard provabie imtegrity amd autienticity of Tt
'ds and serve as a source of reliable evidence.

document is applicable to retention or repository services for digital records as
bnce during the retention periods of legal obligation in both the private and ¢th'e’public

TTPR and the client.
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Normative references

following documents are referred to in the text in suchya“way that some or all of t
Fitutes requirements of this document. For dated references, only the edition cited
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30300, Information and documentation — Management systems for records — Fundq|
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Terms and definitions

he purposes of this document, the following terms and definitions apply.

SO Online browsing platform: available at http://www.iso.org/obp

]

ECElectropedia: available at http://www.electropedia.org/

document has the limitation that the authorized custody of the stored records is betw

0301, Information and documentation — Management system for records — Requiremef
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3.1
auth
docu

3.2
auth

enticity certificate
ment issued to authenticate the digital record in the TTPR

enticated copy

digital copy of a digital record (3.5) for which authenticity has been verified before

3.3

client
individual or organization that has an agreement with the TTPR (3.15)
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hardware and software used by a client to use the service provided by the TTPR (3.15)

3.5

digital record
information in any format created, received and maintained by digital means, used as evidence and
information by an organization or person, in pursuance of legal obligations or in the transaction of
business, which is packaged with necessary data for submission, dissemination, and archive

[SOURCE: IS

0 15489-1:2016, 3.14, modified]

3.6

digital signfature

data append
record to prj

Note 1 to ent
[SOURCE: IS

3.7

informatio
digital recon
and operati
digital signa
description

Note 1 to ent

digital record and description information of operation such’as submission, preservation or disseminati

the authentia
Note 2 to ent

3.8
process
series of acti

3.9
public key ¢
public key g

(3.6) with the private key @f)the certification authority which issued it

Note 1 to ent
receives a cel

3.10

ed to, or a cryptographic transformation of, a data unit that allows a recipient of the d
ove integrity of the digital record (3.5)

Fy: A data unit is a binary block created cryptographically from original data yecord.

0 7498-2:1989, 3.3.26, modified]

h package

d (3.5) and associated description information which is,needed to aid in the identific
bn for the authentic and reliable digital records, consisting of the digital record, creg

fure (3.6) and/or a TTPR (3.15) or third party’s timestamp, and the associated preserv
information

y: The information package has associated packaging information used to delimit and identi
and reliable records.

Fy: See ISO 14721.

ons or events taking placeina‘defined manner leading to the provision of TTPR services (|

rertificate
f a user, together-with some other information, rendered unforgeable by digital sign

ry: Public-key certificates are issued and signed by a certification authority (CA). The entity
tificate frem a CA is the subject of that certificate.
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service levg
SLA

pl agreement

written agreement between a service provider and a client that documents services and agreed
service levels

[SOURCE: IS

3.11
system

O/IEC 20000-1:2011, 3.29, modified]

hardware and software of the TTPR (3.15)

3.12
trusted arc
TAIP
information

2

hival information package

package (3.7) which is preserved in a TTPR (3.15) after verification of TSIP (3.14)
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3.13

trusted dissemination information package

TDIP

information package (3.7), derived from one or more TAIPs (3.12), received by a client in response to a
request to a TTPR (3.15)

3.14

trusted submission information package

TSIP

information package (3.7) that is delivered by a client to a TTPR (3.15) with creator’s and/or sender’s digital
signature (3.6) and a TTPR or third party’s timestamp, delivering the time and information of the sender

Note |l to entry: Herein, the digital signature is prepared using the public key certificate (3.9) and the time stamp
is crejated in accordance with the time stamping module provided by a TTPR.

[SOURCE: ISO/TR 17068:2012, 2.12]

3.15
trusted third party repository
TTPR
third party’s qualified retention service that ensure that the digitakrecords (3.5) entrustgd to it by a
clienf remain and are asserted to be reliable and authentic

Note |1 to entry: This has the goal of providing reliable access tosmanaged digital records to its clients in the
period of obligation for retention.

3.16
TTPR service
intangible product that is the result of at least onewactivity performed at the interface between a TTPR
(3.19) and a client

[SOURCE: ISO/TR 17068:2012, 2.15]

3.17
third party
person or body that is recognized\as being independent of the parties involved, as concerng the issue in
queskion

3.18
trustworthiness
quality [of a TTPR (3.45)] of being dependable and reliable

Note(1 to entry: Adfrustworthy TTPR is trusted to deliver its services in an authentic manner|by following
documented pgticies and processes and ensuring the accuracy, reliability and authenticity of the records in the
repogitory over time.

4 QOverviewofaTTPR

4.1 Necessity for a TTPR

With the development and advancement of information and communication technology (ICT) over the
last two decades, the use of digital records has increased greatly. Accordingly, the number of electronic
transactions carried out by individuals and organizations in their daily activities has increased. For
example, in international transactions, many documents and records in digital formats are exchanged
in order to initiate, process and complete transactions between importers and exporters. Banks are also
involved in digital records exchanges to confirm credit or payment. In the health industry, treatment
records are exchanged between clinics or patients and insurance companies; order of treatment
records are exchanged between general clinics and specialized clinics. These kinds of individual or
organizational transactions are very common within one sector or across several industries. During
these transactions, digital records is easily copied, modified and distributed by an unauthorized

© IS0 2017 - All rights reserved 3
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person. This aspect of documents and records retained in digital formats creates the risk of alteration
or forgery, and has raised awareness of the need for the secure management and transaction of digital
records.

To help prevent possible risks, some countries have enacted laws and regulations requiring provable
authenticity, reliability, integrity and accessibility as a precondition for legal effect and enforceability
of digital records. These regulations explain the requirements for adopting secured digital records
and for judging their evidential admissibility. However, these requirements only typically describe the
mandatory characteristics that retained digital records need to have, regardless of an organization’s
records management capability. While many organizations have implemented a records system for
themselves, implementation of digital records exchange across organizations often faces a number
of challenggs- ITndividuals are also lmited in their ability to comply with legal requirements fof the
admissibility of their digital records. This limitation might cause social problems, delay operational
processes, reduce efficiency and prevent electronic exchange.

Therefore, ps the exchange of secure records becomes more significant for individual and/or

organizatio
has emerge
records is H
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al collaboration, the social demand for a trustworthy electronic transagtien environ
as one of the major issues in digital environments today. Protecting infermation in d
eginning to be regarded as an indispensable precondition for operational efficiency
nefit in organizations across all sectors and industries.
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thatis separate from the direct interests of mutual parties, and thatacts as an interme
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when two parties are exchanging digital information in a secure manuer. Society and governments
be in a position to trust the third party. To prevent any complications that can arise during elect
transactiong, a TTPR operates systems and facilities and follows well-defined procedures accordi
the principles and guidelines for managing digital records in‘aSsecure manner. During these procs
the TTPR ensures the authenticity, reliability, integrity and usability of digital records, for the p
of the agreeld service. In addition, the TTPR shall provide an official source of digital records tha

be admissib|
records.

TTPRs play
document d
also providg
the stored 1

and retained by the TTPR. Furthermote, a TTPR works as an intermediary to provide a secure exch

of digital re

one-to-one party, one-to-many.parties, many-to-many parties in business transactions and operat

workflows).
between ind

As aresult,

e as evidence from a third party in the event of a dispute between parties regarding

jgitization services for converting paper documents into authentic digital records. It
services for managing digital records. A TTPR is endowed with authorized custody
ecords. A TTPR also provides services by issuing certificates on digital records procg

ords between creators, senders and receivers in many forms of electronic transactiong

As such, a TFRR provides a public service for secure electronic information exch
ividuals or @rganizations.

n TTPR-Can have a role in the management of digital records produced or received in

the public a

d theprivate sector. The TTPR helps reduce the cost of constructing and operating int

their

a significant role and provide several benefits to parties involved. A TTPR could pr¢vide

rould
over
ssed
ange

(e.g.
ional
ange

both
brnal

repositorieq by ‘enabling the outsourcing aspects of digital records management. Recently, with the
increasing popularity of cloud computing service environments, the shift from traditional redords
management to service-oriented approaches is appropriate. Therefore, TTPR services are helpful for
effective and efficient management of digital records.

4.2 Requirements for TTPR trustworthiness

A TTPR is provided by an independent organization as a service for its clients. This organization,
as any other, should have its own management system, which may be based on ISO Management
Systems Standards. Dealing with digital records of clients, the implementation of a Management
System for Records compliant with ISO 30301 requirements for their own records is an extra factor of
trustworthiness.

TTPR trustworthiness shall be achieved by meeting the high level requirements in terms of authenticity,
reliability and integrity described in ISO 30300, ISO 30301, ISO 30302 and by following the requirements
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for electronic communications formulated by UNCITRAL. Moreover, TTPR trustworthiness extends to
information packages described by the open archival information system suggested in ISO 14721 for
the purpose of reliable custody.

The trustworthiness requirements are broken down into the attributes of authenticity, reliability and
integrity described below.

— The authenticity of the client’s digital records is accounted for in a business context, for example,
the creators’ place of business at time of creation of the record is retained. The TTPR shall check this.

— The TTPR agrees with the client regarding the client’s role and responsibility for authenticity
during the service agreement period When the TTPR checks the state of authenticity of the
clients’ records, the client is able to account for this. If a client can’t account for the puthenticity
of its digital records, the TTPR is unable to classify those digital records as authenfic.

+— The authenticity of digital records created by the client can be managed at‘the time ¢f "freezing"
the record by using authentication technology such as the timestamp,digital signdture, etc. To
manage this, the clients’ digital records system can attach the timestamp to crejate records,
sourced from the time stamping module provided by the TTPR/1t can also attaclh the clients’
digital signature to the digital records. Using this digital signature, digital recor¢ls that have
been falsified can be recognized.

— The reliability of digital records can be confirmed by verifying the custody of digltal records.
However, the TTPR specifies only where the custody is betwéen the TTPR and its clients. The TTPR
and the client shall check this.

— A client transfers digital records to the TTPR ag;a package in the form of a trusted submission
information package (hereinafter referred to.as "TSIP").

— The TTPR confirms the reliable custody.ef clients’ digital records by validating recqived clients’
TSIP regarding any change in the digital records and/or any transmission errors.

— The integrity of digital records shall'be managed after creation for the period of ret¢ntion. After
verifying the authenticity and reliability requirements of transmitted digital records, the TTPR
ghall allow to verify the integrity for the period of retention by registering these records as a TAIP

ackage.

— The availability of digital records shall be confirmed by TTPR’s robustness with [backup and
ecovery policy and system. TTPR shall provide adequate security and resilience for ¢nsuring the
vailability of digitalrecords.

The TTPR retains-and manages metadata for the registration event, including the time of registration,
retention period,‘client information and history of digital records. In order to be ableg to confirm
trusfworthiness' of the stored digital records, the TTPR shall document key processes in the
management of digital records, such as acquisition, retention, distribution, delivery and/¢r migration
and dispesition, and provide the document to a client as proof when requested.

4.3 TTPR components
A TTPR comprises services provided by technology and operations as shown in Figure 1.

TTPR services are provided to a client after the client has been authorized to use the TTPR service
through an agreement. The TTPR guarantees all the qualified retention service specified in the
agreement to the client, to the agreed level of service quality. The client makes a service level agreement
(SLA) (see 5.3) with the TTPR, which includes the service item and the quality level maintained by
TTPR. The client also fulfils all the obligations in the agreement. For example, the client provides the
metadata required for validation of the authenticity of digital records into information packages. The
TTPR is able to verify the authenticity of the transmitted digital records. The client shall have social
credit which can be estimated quantitatively by a reliable organization.

© IS0 2017 - All rights reserved 5
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Besides the TTPR and the client, there are other parties indirectly related to the quality assessment,
for example, the inspector, auditor and evaluator. They are referred to as ‘interested parties’.
The inspector is an individual/organization that reviews technical issues in detail to determine
whether the digital records stored in a TTPR can be demonstrated as authentic. The auditor is an
individual/organization that audits and monitors whether a TTPR is managed according to the defined
procedures and guidelines. The evaluator is an individual/organization that mainly judges whether a
software/hardware system satisfies the necessary functional requirements. The evaluator checks and
verifies the TTPR based on objective and formally established criteria, to provide the basis by which
TTPR can secure the confidence of its clients.

TTPR services

Quality
| Acquisition service H Repository service H Access and Use service |

SSESSIC Y T hterested
party

Client

Client
ystem

Delivery and Migration

’ Issuance service H Conversionservice‘ .
service

TTPR Certification ‘

Non-repository cert. ‘
service

’ Disposal service ‘ X
service

Repository
Verification system

Technologies

~

Transmission system
(Verification system)

rk and security
system
Disaster prevention
(Backup system)

S

| Netwol

Access control
equipment

‘ Time stamping

-

Operations

Figure 1 — TTPR overyiew

The techno]
different se

ogy fulfils its role as a tool, allowing the TTPR to maintain trustworthiness and provide
rvices required by clients. The transmission system, which allows the client’s cr¢ated

digital reco
validates th
and its veri
such techng

rd to be transmitted reliably with integrity, its verification system which automat
e metadata required for authenticity check during the acquisition stage, and the repos
fication system for the retentidn,and management of the digital record, are includ
logy. Also, the client’s system’is necessary for the TTPR to establish a safe and rel

cally
itory
bd in
iable

transmissiop channel and use a standafdized transmission package.

The TTPR’s joperations are performed by a TTPR expert, who understands the process of TTPR and is
capable of cgping with various situations. Operations cover software/hardware management to pi{vide
the TTPR services and preserves service quality and public relationship and clients’ requirements
collection.

4.4 Characteristics‘of a TTPR

For a TTPR fo be vegarded as a reliable agent to clients, the TTPR shall have the capability of provjding
qualified sefviee to safeguard the authenticity of the digital records, and maintain neutrality towafd all
parties. The-FTPRrequiTes threecharacteristicsTstabitity, expertiseardmeutratity:

Stability: For trustworthy management of the stored digital records, a TTPR shall ensure stability;
it has sufficient capital and human resources, a management strategy and execution capability.
Furthermore, the TTPR is able to manage digital records normally, even in an emergency situation. To
ensure this capacity, the TTPR has in place a disaster prevention and recovery system.

Expertise: A TTPR shall have expertise in coping with all the matters which cause risks in managing
digital records. Expertise is the essential attribute of the TTPR in ensuring the authenticity, reliability,
integrity and usability of their client’s digital records. The trustworthy management is also based on such
expertise. The TTPR employs experts and is equipped with specialized processes and systems to ensure its
own expertise. Specialized procedures are established for activities related to digital record management,
such as acquisition, archiving, delivery and/or migration and disposition of the digital record. The TTPR
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is equipped with a specialized system to provide functions related to digital record management, such as
metadata processing, reliable messaging, security, digital signatures and time-stamps.

Neutrality: A TTPR shall maintain its neutrality toward all parties. A TTPR is only recognized within
society if its neutrality is maintained. In addition, a TTPR satisfies the requirements in this document,
and is independent in its performance of trustworthy digital record management, regardless of any

external pressure; political institution, client organization and all the stakeholders.

5 TTPR services

5.1 [ General
This|clause specifies the detailed requirements for qualified retention service.
5.2 | Service procedure

TTPR service procedure shall be provided to the client as follows.

The

funcf
tokel
digit
time
therg
storg

reached each stage of submission without problems.

ATT
the @
disp

5.3

5.3.1

ATT
the T
proc

ATT
of t
of t
infon
whel

flient shall construct a system by adopting modules or specifications provided by the ]
ions are packaging digital records, where applicable attaching adigital signature and

1 and transmitting the digital records. After constructing-tlie client system, the clie]
hl records packaged in the form of a TSIP to the TTPR threugh the transmission channel
or at any time. When the TTPR receives the package,.it'verifies the package and its
are no problems, the TTPR repackages the submitted package into a TAIP and place;
ge. The client can request confirmation documen€s to demonstrate that the digital 1

PR shall have a facility to transfer the digital records stored in the TTPR to other ]
lient who owns the records. When the agreed retention period expires or the client 1
sition of the records, the TTPR shall implement the agreed disposition process.

TTPR service agreements

Service level agreement (SLA)

PR service shall be pfeiydescribed and agreed in order to clarify the liability between t}
TPR in the event of@ dispute from alteration, forgery, leak, loss, etc. of digital records
pdures, etc. of service.

PR shall agreé with a client to provide services to the client. The agreement specifies the
e servicé type, the service period, the authority and duty of the client, and the re

TTPRIn particular, a TTPR service agreement clearly states how the client need
mation to the TTPR to demonstrate the authenticity of digital records submitted by th

'TPR. Those
h timestamp
it transmits
at a specific
integrity. If
it in digital
ecords have

'TPRs, or to
requests the

ne client and
and quality,

engagement
sponsibility
5 to provide
bm. In cases
thall include

eiDis necessary to demonstrate the authenticity of the client’s record, the agreement

the authenticity certificate in issuance service (refer to 5.4.4). It is required that the agreement includes
a service level agreement (SLA) between a client and a TTPR. An SLA clarifies the quality factors and
the levels of TTPR services agreed by the client and the TTPR. An SLA shall also describe the method
and amount of compensation when the TTPR does not meet the service level agreed in the SLA. The
agreement shall also fix the TTPR’s authority or determine the limitation of the client’s responsibility,
and provide a reasonable solution for any case or incident which shall arise. The client’s damages due to
TTPR service problems shall be minimized through the SLA. The SLA may allow for the client to give a
penalty or incentive to the TTPR based on the quality of the provided service quality.
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5.3.2 Service agreement items

To use the TTPR service, clients (individuals or organizations) shall enter into a service agreement with
the TTPR. The following shall be included in the service agreement:

service

service

fees;

period;

the procedure for confirmation of digital record’s authenticity;

the procedure and method of TSIP(or TDIP) transmission;

the scoy
the met
the file

the typd

require
provisig
require

require

The client s}
the agreem;d
disposal ang

The client s
provide the

e of accountability and responsibility of the TTPR and the client;
hod of security and data protection;
fype/format by which conversion shall be allowed;

e of service the client is required to use, e.g. an issuance service or a conversion servicg

the cliept’s authority of access and use for consigned digital records;

ments for security related to consigned digital records;

n of necessary information by the client and the TTPR dutring the service period;
ments for insurance coverage in the event of compensation due to service or disaster;
ments for service quality and evaluation on the gquality.

nall be able to cancel the service agreementéh case of the fault due to a TTPR. In this
ent item for cancellation shall include pest service such as temporal retention, retur
| the compensation related to the damage.

hall consent to the service agreement in order to use the TTPR service. The TTPR
service in compliance with the agreement to which the client has consented, and the ¢

also shall conform to the service agreement and have the right to receive the service. The main ite

an SLA are d

5.3.2.1 Sq

A TTPR is d
agreed peri
during the g

effectiv

lescribed below.

prvice period

bliged to provide the service to the client in accordance with the agreement durin
pbd, and the ‘elient has the right to receive the service in accordance with the agree
eriod. The\¢lient shall specify the following regarding the service period:

e period of service agreement;

period ¢

case,
n, or

shall
lient
ms of

b the
ment

frenewals;

availabl

period of reporting to the client;
period of monitoring target services;

retention period for each digital record;

e period of optional non-repository certification service (refer to 5.4.9).
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5.3.2.2 Transmission procedure and method

The transmission procedure and method of digital records shall be specified in the TTPR’s acquisition
service and agreed by the client. The following items shall be included in the agreement:

— transmission method, whether online or offline;

— transmission interval, whether a record is transmitted to the TTPR whenever it takes place, or
transmitted at period;

— transmission security, whether an encrypted transmission channel is used, or what kind of
encryption algorithm is used;

Inca
at led

5.3.2

The 4
the c
folloy

rotocol for reliable transmission, whether At Least Once delivery, At Most Once delivery, Exactly
Dnce delivery and/or In Order delivery is used.

e of any failure of transmission, records shall be retransmitted to assure thatthey are transmitted
st once, at most once, exactly once or in order.

.3 Types of service

greement describes the types and characteristics of each of its@ervices to clients in a manner that
lient can clearly understand. In the agreement the client caéelect subscribing types pf service as
vs.

Acquisition service type:

This service is to receive an information packageincluding digital records from a client. The
TTPR shall register the received records in itsrepository storage after verifying the vhlidity of
the whole information package.

Access and use of service type:

This service is to enable a client to accesSs and search the client’s consigned digital rec¢rds.

Issuance service type:

This service is to issue the digital record consigned by the client.

Conversion service type:

This service is to convertithe format of the digital record consigned by the client in formats suit-
able for long-term storage purposes. This conversion service is optional according to the client’s
request.

Simple retentiain\sérvice type:

The TTPR provides retention service for the digital records of the client during the time period
specified in the agreement. However, no certificate is provided for the records. Unless|there is a
time eXtension, the consigned digital records can be returned in the TDIP package to the client
and/or disposed of in a manner preventing their physical recovery.

elivery and/or migration service type:

When a client requests the delivery and/or migration of the consigned digital records, the TTPR
acts as a mediator transmitting the records to another TTPR or another assigned client. When
the client only uses the delivery and/or migration service but not the retention service, and
wishes to migrate the digital records to a certain party’s storage, the TTPR migrates the digital
records to the second party’s storage through a series of processes and disposes of the digital
records afterwards.

Retention and certification service type:

The TTPR provides a retention service for the digital records of the client during the time pe-
riod specified in the SLA. Based on the stored record, it is possible for the TTPR to manage the
authenticity of the record, check the result for authenticity and integrity, and certify that the au-
thenticated copy has been issued. Unless there is an extension, the consigned digital record shall
be disposed of in a manner preventing its physical recovery.
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— Non-repository certification service (Remote certification service)type:

The TTPR only stores the metadata trail of the digital record by hashing which generates unique
digital code, without storing the original digital record in the TTPR’s repository. Using the
stored metadata trail, the TTPR remotely determines the authenticity and integrity status of the
digital record.

— Disposal service type:

This service is to dispose the digital record stored in the TTPR.

5.3.2.4 Security and data protection

To secure the system integrity and protect the digital record and relevant data from unauthorized
access or data loss, the following security provisions shall be established and conformed to:

— protectfagainst unauthorized access to the digital record and its metadata;
— validatdq the integrity of data and information in the digital record by digital sighature;
— encrypf the data on the transmission channel;

— retain apd dispose of a digital record regarding the retention and disposition requirements, rel¢vant
schedulg;

— develop|a business continuity plan for digital records and relevant records, including production of
off-site fopies of records, operating system (0OS) and applicatienprograms;

— ensure all security procedures are in compliance with the'service agreement.

In accordange with above security provision, access levelsito the TTPR and usage procedures for djgital
records in TTPR shall be documented in detail. It includes access guidelines, change of authorized
personnel, notification of unauthorized access and records of countermeasures to such access.

To improve|security and manage integrity, encyyption and either a digital signature and/or trysted
stamp token issued by a trusted time stamping-authority shall be applied to the digital record storjed in
the TTPR. If|the client has applied itself a, digital signature and/or a time stamping token, the TTPR may
not need to fpply its own digital signatiire or a time stamping token.

5.3.2.5 Information provision

The servicejagreement shalldnclude information verifying the validity and reliability of the TTPR’s PKI
certificate Heing providedifor the client. The TTPR and the client specify the information and type of
certificate tp be provided.during the period stated in the service agreement.

5.3.2.6 Cgmpensation

The service agreement shall include the compensation item from any damage or risks. Means of
compensation for [oss, calculation of compensation amount or scope of compensation shall be agreed
upon in order to prepare for any damage to the client due to service suspension of the TTPR or loss of
the stored digital record due to unexpected disaster, human error or a service quality problem.

5.4 TTPR subservices

5.4.1 General

Each service function is referred to as a "service" in this document. This subclause describes the
requirements, the quality and the procedures of each service.
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5.4.2 Acquisition service

This service is to receive an information package including digital records from a client. The TTPR
shall register the received records in its repository storage after verifying the validity of the whole
information package.

The requirements of the acquisition service are as follows.

— A new TTPR client shall be authorized as a member of the TTPR after requesting registration and
being identified.

Theclientsystem shallbe able to package the digitalrecord intoa TSIPin preparation for transmitting

1

he record to the TTPR.

n case the client requests a printing service about the authenticity certificate,the au
lient’s records to be stored in the TTPR shall be managed, by checking creatox’s digit
imestamp of creation or other evidence related to authenticity.

The acquisition service shall examine whether the consigned digital record gets dam|
he acquisition, on registration, in the event of registration failure, zirus infection and

The

q

uality of the acquisition service shall be maintained as follows;
ntegrity shall be managed by receiving a digital record bufidle packaged into the form

n the client system, the process of packing the digital records in the form of a TSIP shall

thenticity of
h] signature,

aged during
Oor errors.

of a TSIP.

e processed

ithin an acceptable time. In the event of a problem, the TTPR shall notify the client with the cause

nd solution.

eliable transmission shall be able to notify<the problem or error of transmission,
eceiver does not send its confirmation of receipt within an acceptable time which is pr
he purpose of checking the transmissiomerror.

[he following requirements shall. be complied with in order to maintain securityj]
ransmission and its confirmation of digital records between the TTPR and the client.

brocedures '0f the acquisition service are as follows:

he TTRR and client discuss and establish an acquisition plan. The acquisition plan
icquisition date, the selection of digital records, the acquisition method (online or offl

Use a reliable transmission protocol with a transmission and its confirmation ched
Process only using asecure transmission method.
Process confidéntiality and integrity requirements for the well-transmitted digita

Perform dénjal protection for the well- transmitted digital records.

in case the
edefined for

during the

k function.

records.

ncludes the
ne), and the

vne of digital record:
A o 5 Y

b) the client selects the digital records and ensures one of the agreed file formats (if not, the client
implements a file conversion procedure);

c) theselected digital records are converted into a TSIP and transmitted to the TTPR;

d) the TTPR verifies the following prior to moving the TSIP to a repository

whether the digital record in the TSIP has been successfully converted into client’s digital

records,
whether the digital record is infected by a virus or has discord, and

whether the format of TSIP is compliant;

© IS0 2017 - All rights reserved
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e)

f)

g)

after the acquisition is complete, the digital records received from the client update the acquisition
audit trail by the TTPR;

upon the client’s request, the TTPR confirms the acquisition from the client and updates the
acquisition list;

confirmation of acquisition is accepted by the client and the TTPR stores the confirmation.

5.4.3 Repository service

This service is to store the digital records consigned by the client.

The requirements of the repository service are as follows:

The quality pf the repository service shall be maintained as follows:

The procedures of the repository service are as follows.

a)

b)

c)

d)

5.4.4 Access and-use of service

This service iSto'enable a client to access and search the client’s consigned digital records.

the TTHR shall have in place a process and systems for the trustworthy management of TAIP; and

a TAIP ghall be produced at the point when the digital record is registered at the TTPR system, and
the systlem shall manage the TAIP with a unique identifier assigned.

the TTPR creates an audit trail for the completed management tasks of the stored record, whicl will
be used|to prove the authenticity and integrity of it;

the TTKR shall recover from any disaster or error situation %0 ensure that authenticity i not
compropmised.

The TTIPR shall verify the following items when the client requests registration of digital records:
— the|client’s authority;

— whether the digital records are included;in the TSIP;

— whether the format can be acceptedyis suitable for building the TAIP is correct.

The TTPR shall store the digitattecords in a TAIP, after the completion of verification of the
registrdtion request of the client.

After the completion of registration of the digital records, the TTPR shall confirm registratipn to
the client as specified inithe agreement, and add it to the registration list.

Confirmation of registration is accepted by the client and TTPR stores the confirmation.

The requirements of the access and use service are as follows.

12

The TTPR shall establish the principles for access authority to any conditions and restrictions
regarding the stored digital record, and should provide the client with various search tools using
metadata and classification systems.

Browsing of access-restricted digital records shall be possible using appropriate access controls or
by special request.

Access restriction should always be applied.

Technical measures to prevent inappropriate activities (for example, copying, leaks or falsification)
shall be taken when allowing browsing on a computer.
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The quality of the access and use service shall be maintained as follows.

— Browsing or searching shall be allowed within the specified time periods.

— Browsing or searching shall be allowed subject to the agreed and authorized access authority.

— The storage and browsing/issuing service shall always be available for the client, subject to
agreement.

The procedures of the access and use service are as follows.

— The client shall be allowed to use and search the digital record in the TTPR, using the agreed

q

§earch tools.
The TTPR shall verify the following prior to fulfilling the browse request of the client.
The client’s access authority is checked.

The browsing digital record requested by the client is checked.

‘orgery and falsification of the digital records through actions such-as "modify" or "cq

5.4.5
This
The 1

revented when the client browses the digital record.

f the client is unable to browse a particular digital record, the TTPR shall assist {
etermining the cause of failure and shall recommend a solution.

Issuance service
service is to issue the digital record consigned by the client.

equirements of the issuance service are as:fé6llows.

The TTPR shall issue authentic digital records and document the issuance of the record

The quality of the issuance service shall be maintained as follows.

The |

1

b)

The issuance service shall'be allowed within the specified time periods.

The TTPR shall always-be ready for the client to use the issuance service.

brocedures of thédssuance service are as follows.

The TTPR shall issue the authenticity certificate of a digital record when an authd

equestst,

The<T'TPR shall verify the following prior to fulfilling an issuance request:

py" shall be

he client in

The TTPR shall issue digital records onlytto the client with issuance authority for the stored records.

Is.

rized client

—thechent'sauthority;

— whether the client is the recipient of the requested digital record.

c) The TTPR shall issue the digital record to the client in a trusted dissemination information
package (TDIP).

d) The TTPR shall issue an authenticity certificate to the client and add it to the certificate issuance

1

ist after providing the digital record.

e) Confirmation of issuance is accepted by the client and TTPR stores the confirmation.

© ISO
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5.4.6 Conversion service

This service is to convert the format of the digital record consigned by the client in formats suitable for
long-term storage purposes. This conversion service is optional according to the client’s request.

The requirements of the conversion service are as follows.

— The TT
during {
upon re

The quality

— The con)

— Digital §

The procedt

a) The TT]

b) The TT]
— the
—  whd

c) Convery

d) The TTI

e) TheTTl
the recd

f)  After cd
request

g) Confirn

5.4.7 Del

This service
service is of

The TTPR shall provide a conversion service only to the authorized client who requests conversion
of the digital record.

The TTPR shall notify clients about available file types from the conversion service.

R shall not allow any alteration of the digital record’s content, structure and present
he conversion process, and the client shall be able to browse the converted digital r¢
quest.

pof the conversion service shall be maintained as follows.

version service shall be performed within a specified time period.

ecord’s authenticity is not be compromised during the conversion‘process.
ires of the conversion service are as follows.

PR shall convert the digital record when an authorized clientrequests it.

PR shall verify the following upon a conversion request;

client’s authority;

bther the digital records are convertible.

ion of the digital records.

PR shall save the converted digital:rt€cords in a TSIP format.

PR shall document and save the metadata about the conversion process, and any chang
rd’s metadata, e.g. format, tinte, log.

mpleting the conversion,the TTPS shall issue a non-alteration certificate upon the cl
and add it to the certificate issuance list.

ation of conversion is accepted by the client and TTPR stores the confirmation.

very and,/ormigration service

is to-migrate the stored digital record to another TTPR or other nominated party.
tional according to the client’s request.

htion
cord

es to

ent’s

This

The requirements of the delivery and/or migration service are as follows.

14

The clie

nt of this service shall identify a recipient for delivery and/or migration.

When the digital records to be delivered or migrated are requested, at first the TTPR shall store the
target records, then convert them to the TTPR’s issuance format and transmit them to the recipient
in a timely manner.

The client who transmits and receives the digital records shall be a member of the TTPR in advance.

The TTPR and the clients involved in this transaction shall have systems installed with the
functionality for delivery and/or migration.
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The quality of the delivery and/or migration service shall be maintained as follows.

The procedures of delivery and/or migration service are as follows.

b)

The completion of this service shall be undertaken within the specified time period after the request.

Both scopes of the request and the delivery and/or migration shall be checked. In the case of
concordance, the TTPR shall issue the confirmation of delivery and/or migration. In the case of
discordance, the TTPR shall determine the cause and notify it to the client.

In the case of the migration service to another TTPR, the relevant digital records shall be completely
transmitted.

The followingrequirements shall be complied within orderto maintain security during transmission.

Use a reliable transmission protocol with a transmission and its confirmation check function.
Process only using a secure transmission method.
Ensure confidentiality and integrity for both the transmitted and the received digital rjecord.

Perform denial protection for both the transmitted and the received records.

When a client changes a TTPR or the digital record is to be ndigrated to another TTPR’s storage, a
TTPR shall move the information relevant to the digital record and issue a confirmation of delivery
gdnd/or migration.

The TTPR shall verify the following upon receiving a request for the delivery and/qr migration
gervice:

— check the client’s authority regarding delivery and/or migration;

— check whether it is possible to move(the record to the recipient TTPR.
The delivery and/or migration ser¥ieé shall be performed using an online or offline mgthod.
The TTPR shall save the metadata for the delivery and/or migration, e.g. format, time, and log.
The recipient TTPR shallreceive the digital record and then register and store the recqrd.

The TTPR shall self-migrate in accordance with the following, upon the client’s reqyest for self-
migration:

+ move thedigital record to a different storage media or platform, and discard the djgital record
in the original storage media, so that it shall not physically be recovered;

1+ afterthe self-migration of the digital record, the TTPR shall provide a non-alteration certificate
totthe client and adds it to the confirmation list.

5.4.8 Disposal service

This service is to dispose the digital record stored in the TTPR.

The requirements of the disposal service are as follows.

The digital record is disposed of when the retention period expires or upon the client’s request
regardless of the expiration date.

The client of this service shall be authorized.

Targetrecords of this service shall be disposed of in a manner preventing it's their physical recovery;
disposal is only to be performed on the authority of a senior TTPR employee.

© IS0 2017 - All rights reserved 15


https://standardsiso.com/api/?name=26c9b2734abc93a160244d379a6d4d75

ISO 17068:2017(E)

Documentation of the disposal process shall be made. In case after the disposal, this document is
necessary to prove the legitimacy of the disposal and to confirm the disposal of the digital record.
At a minimum, metadata such as when and by whom the disposition was reviewed and the record
was disposed shall be produced and maintained for future needs.

The quality of the disposal service shall be maintained as follows.

The procedures of the disposal service are as follows.

a)

b)

d)

e)
f)

5.4.9 TTER certifieation service
This service is totissue certificates for the stored digital records in the TTPR.

The requirements of the certification/confirmation service are as follows.

16

Disposal process shall be completed within the specified time period, upon the client’s request.

In the event of failure during processing the digital record which is being disposed, all relevant data
shall be disposed of in accordance with the transaction.

No record related to the disposed digital record shall be left, other than the confirmation of disgosal.

To mairtain security and reliability, disposal shall only be performed on the authority\efa senior
TTPR expert.

The TTPR checks the following, upon receiving the client’s request for disposal of a digital recprd:
— the|client’s authority allowed to disposal request;
— the|previously nominated retention period of the digital record:

If the retention period of the digital record is decided by the client, the TTPR shall notify the ¢lient
of the expiration of the retention period as agreed in the service agreement to the expiration date.

A digitall record shall be disposed of upon the client’s request, regardless of the retention perigd.

The TTPR shall dispose of the digital record in acéerdance with the following, upon the cljent’s
request|for disposal.

— Dedtroy the digital record and the related TAIP information so that it shall not be physjcally
recpvered.

— After the disposal, issue the confirmation of disposal to the client.
— Ad( the disposal informatipn'to the disposal list.
The TTPR shall allow for the'extension of the retention period, if requested by the client.

The conlfirmation of dispo5sal is accepted by the client and TTPR stores the confirmation.

The TTPR shall be able to produce an authentic copy of the digital record upon the client’s request.

The TTPR shall establish a procedure for issuing an authentic copy by confirming the authenticity
and by producing the copy requested.

The TTPR shall issue a authenticity certificate of the digital record copy, be responsible for
documentation of the issuance and provide a function confirming the issuance itself and verifying
the integrity.

The TTPR shall provide a function to verify format, expiration date, disposition issue, digital
signature, signature certificate and time stamp tokens of the issued authentic copy and certificate.
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The quality of the certification service shall be maintained as follows.

b)

The TTPR shall be able to issue a certificate within the specified time period, upon the client’s
request.

Documentation for issuance of all the certificates shall be made to ensure the reliability of the issued
certificate.

The client shall always be able to receive certificates from the TTPR, upon request.

To maintain security during the transmission of the certificate to the client, the following shall be
conformed to:

.

brocedures of the certification service are as follows.

[he TTPR provides the certificate and/or the confirmation asfollows.

'he TTPR shall include the following information in the certificate and/or the confirmsj

use a reliable transmission protocol with a transmission and its confirmation chec
process only using a secure transmission method;
process confidentiality and integrity for transmitted certificate; and

perform denial protection for transmitted certificate.

k function;

Issue a registration confirmation to prove the registration and deposit of the digital record

requested by the client, in the TTPR.

Issue an issuance confirmation to prove thedssuance of a digital record with an
certificate to the client.

Issue a delivery and/or migration confirmation to prove the transmission of the d
to another TTPR.

Issue a disposition confirmatien to prove the complete disposition of the di
requested by the client.

Issue an authenticity cettificate to prove that the digital record issued to the clien
to the authentic digital-record stored in the TTPR.

When it is required to issue a new type of the certificate and/or the confirms
the process pf'‘providing the digital record management service, the TTPR shoul
function, puspose and format for usage.

name of the requestor (for organizations, the name of the company);

unique identifiers of the requestor (for organizations, the business licence number

authenticity

gital record

bital record

[ is identical

tion during
d define the

ition:

serial number of the certificate and/or the confirmation;

time and date of request for the certificate and/or the confirmation;
time and date of issuance of the certificate;

expiration date of the certificate;

purpose of the certificate;

information showing the TTPR, e.g. title of the TTPR.

© IS0 2017 - All rights reserved
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c¢) The TTPR shall produce the certificate and/or the confirmation as follows:
— produce certificates and/or the confirmation based on a standardized format;
— record time information from the TTPR’s system on the certificate;

— produce a security report demonstrating the integrity of the digital record and attach it to the
certificate;

— attach the TTPR’s digital signature.

d) Issuance of the certificate and/or the confirmation shall proceed as follows:

— chefk the client’s authority allowed to the certificate and/or the confirmation;
— issye an electronic certificate based on a standardized format.

e) The TT]PR shall retain the list of issued certificates/confirmation documents and record the
following certificate list information:

— serfal number of the certificate and/or the confirmation;
— issyed date and time of the certificate;

— expijration date of the certificate;

— purjpose of the certificate;

— othpr necessary information.

5.4.10 Norl-repository certification service (RemoteCertification Service)

This serviceg stores only some distinctive elements«6f client’s digital records (for example, their digests
calculated vjia a hashing algorithm). A TTPR shall remotely certify a digital record not stored in the
TTPR. This $ervice is optionally provided for-client convenience.

The requirements of the non-repository service are as follows.

— Theclient who is willing to use thepon-repository certification service shall be a member of the T TPR.

— The TTPR shall be able to extract the information for identifying the relevant digital record (such as
the hash code).

— The TTPR shall be alile'to determine whether there has been forgery and/or falsification of a d}gital
record by using the"information about the digital record for comparison purposes. Furthermore,
the certjification.for comparison shall be issued to the client.

— Informdtion.about the digital record shall be disposed of after the expiration of a specified period
based oh the service agreement.

The quality of the non-repository certification service shall be maintained as follows.

— Information about the extraction of the digital record which the client requests from the remote
certification service shall be processed within the specified time period.

— A client shall always be able to use the remote certification service.

— The process by which remote certification service determines the forgery and/or falsification of a
digital record shall be completed within the specified time period.

— Documentation forissuance of all certificates shall be made for the reliability of the issued certificate.
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The following shall be conformed to, in order to maintain the security during the transmission of a
hash code between the TTPR and the client:

to use areliable transmission protocol with a transmission and its confirmation check function;

to process only using secure transmission methods;
to process confidentiality and integrity information about the digital record;

to perform denial protection for the information about the digital record.

The procedures of the non-repository service are as follows.

a)

b)

d)

6

.

q

.

.

.

[he client transmits the digital record to the TTPR that will be used for non-repositery
ervice.

[he TTPR extracts the information (such as the hash tag) for the received digital reco
dliscards the digital record.

'he TTPR provides remote certification using the information aboutthe digital record

issue a registration confirmation to prove the storage of. the digital record’s
requested by the client;

rertification

rd, and then

as follows:

information

issue an authenticity certificate to prove that the information about the digital recqrd stored in

the TTPR and the digital record requested for comparison are identical;
issue a Time Stamp Token on the digest calculated on the stored digital object;

issue a certificate to prove that the digitalrecord certified by the TTPR and the d
requested for comparison is not forged and/or falsified;

gital record

issue a confirmation to prove thexéomplete disposition of the information storgd about the

digital record as requested by the-client.

[he TTPR shall include the following information in the certificate and/or the confirmation:;

name of the requestor (fororganizations, the name of the company);

unique identifiers.ofthe requestor (for organizations, the business licence number

serial number‘ofithe certificate and/or the confirmation;
time and.date of request for the certificate and/or the confirmation;
timeand date of the certificate issuance;

expiration date of the certificate;

purpose ofthe rnrfifirnfn;

information identifying the TTPR, e.g. the title of the TTPR.

Technological requirements

6.1 General

To maintain reliable and useful TTPR services, it is necessary to make use of software and hardware
which are secure and reliable. The technology shall protect managed digital records in the event of any
disaster, such as earthquake, fire or intrusion by an unauthorized person. As the TTPR is exposed on
public and open networks, it shall employ a security system to defend against any threats to the TTPR.
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This clause specifies the types and requirements of TTPR technology that shall be considered from the
time of establishment.

6.2 Digital record repository

The digital record repository of a TTPR shall be equipped with the following functions:

— registration, browsing and searching of the digital records;

— issuance of certificates and digital records;

on-and confirioation ofrha d3
S e-coH R e+t e-&

— migrati
— convers
— integrit

— disposa

ion of the digital record;
y check of the digital record;

[ of the digital record.

6.3 Transmitter-receiver

The TTPR’s
messages (s

— functio
— functio
— functio

— functio

transmitter-receiver system shall satisfy the following functions to transmit or re
lich as TSIP, TDIP), including the digital record:

to transmit and receive the messages according to a standardized procedure and me
to process confidentiality and integrity for the transmitted or received message;
to ensure transmission security;

to check the transmission or receipt of the sent or received message;

— denial grotection functions for transmitted or received messages.

6.4 Netwprk system

The TTPR’s

network shall satisfy the following functions for the connection between the client sy

and the TTPHR and between TTPRs:

— functioI to create and disttibute the digital record;

— functio
outside

— function supporting check of the process result within the repository from the outside systemn.

6.5 Time|

supporting the use of the service, such as the management of digital records fro
system,;

-Sstamping

ceive

hod;

stem

m an

The TTPR can be equipped with a system that records and manages the date and time of transmission,
while making use of external functions. Such equipment shall perform the following functions:

— function enabling time transmitter to send the time from a time source;

— function to inform the administrator when a time transmitter has an error;

— function to provide the accurate date and time over a full 24 h period when time transmission from
the time source has been completed;

— functionthat corrects the time of the time-stamping system using the time from the time transmitter;

— function thatinitiates the time-stamping function after the exact correction of the time for the time-
stamping system;
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function that automatically ceases the time-stamping service, immediately after there has been a
failure of the time correction function and after the error message has been put out;

function that checks whether the time received by the client matches the issuance time;

function that provides the time-stamping service using the digital signature.

Audit trail

TTPR shall create and retain an audit record for the following information related to services such

as the digital record repository which shall include:

6.7

The

6.8

dcquisition history of the digital record;
fepository history of the digital record;
dccess and use history of the digital record;
issuance history of the digital record;

¢onversion history of the digital record;

Ielivery and/or migration history of the digital record;
isposal history of the digital record;
¢ertification history of the digital record;

non-repository certification history of the digitalxecord.

Network security system
[ TPR’s network security system shalliprovide the following in order to realize network security:
function to provide consistent seryices in the event that one of the transmission systems fails;
intrusion protection systems.and access control protocols;

feal-time system or equipment with access control function, which checks the network status and
fecords and maintajrs the access histories created from the network system.

Access control’equipment

To cpntrol aceess to the system operation room, the TTPR shall be equipped with acgess control

equipment that’satisfies the following requirements:

ﬂ)hysical access control function that restricts access by unauthorized persons to the repository
ystem;

audit record function for information such as type of incident and whether the system has succeeded
or failed, and if it has failed, the cause of failure, access date and time and information on intruder;

under two or three ways authentication where the three authentication methods are: 1) something
one knows(e.g. PIN), 2) something one has(e.g. OTP token), 3) something one is (e.g. biometrics);

safe access to and safe exit from the operation room during power outage shall be ensured;
implementation of access controls based on the role of the administrator, at operation system level;
implementation of a program or process appropriate for the goal of system operation;

creation and retention of an audit record for the information of repository system operation.
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6.9 Disaster recovery facility

The TTPR shall provide business continuity and disaster prevention processes in line with, for example
IS0 22301, for the operation of the TTPR.

The TTPR’s remote repository shall have the following functions:

6.10 System for certificate issuance and validation of digital records

a remote repository operating at a distance which maintains the digital record, certificate and
management information of the repository;

a physical access control device and locking system for the remote repository, such as a security
cabinet;

audit recording and maintaining the access details of the remote repository;

a backup function for digital records, databases and other management informationm.actording to
the backup cycle proposed in the working principles;

an intrysion surveillance device for the remote repository.

The TTPR shall be equipped with a certificate issuance and validation §ystem satisfying the following

functions fof creation/issuance of certificates:

the fungtion to create the unique identifier of the certificate;

the fungtion to create the hash code assuring the integrity of the digital record;

the fungtion to attach the public-key certificate to prove the identity of the issuing TTPR;
the fungtion to attach the time-stamping token,transmitted from the time-stamp system;
the fung¢tion to create the expiration date of the authenticity certificate;

the fungtion to create the authenticity-certificate;

the encryption function to ensuré€ the confidentiality of specific information in the certificate.

The TTPR’s[certificate validatiomand issuance system shall have a function to allow the issuancg¢ of a

confirmatioh certificate for théfollowing:

the regilstration confifmation to prove the registration of the digital record by the client;
the migfation confirmation to prove the migration of the digital record to another repository;

the dispositign-confirmation to prove the disposal of the digital record;

the nonjalteration certificate to prove that the content, structure and presentation of the djgital
record after a change of file type or storage media has been preserved;

the authenticity certificate to prove that the issued digital record is not compromised to the
authentic digital record stored in the repository.

The TTPR’s certificate service shall have functions that allow enquiry on the following items:

22

client information: the certificate and/or the confirmation shall include personal identity
information;

certificate information: verifiable information related to certifying the validity of the certificate,
such as time and date of request for issuance, time and date of issuance, information on the record
being issued, type and purpose of the certificate and the expiration date;
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— information of issuing TTPR: Information confirming the identity of the issuing TTPR; and

The

The ]

6.1

The TTPR’s backup system shall havethe following functions:

7

7.1

any other information related to legal effect or validation of the certificate.

TTPR’s certificate system shall have the following functions to validate the certificate:
the function of validating the authenticity certificate format;

the function of validating through a validation route written on the certificate;

the function of validating by checking the certificate issuance list of the repository;

1 L. d L 1.1 da &1 . rn .l Lol L e 1 1 1. &1 1. Ly | .
411 TUIICLIUIT Ul vauuauug LIIT lllLCsl 1L_y Ul LIIT LI LITICdlc U_y LllCLl\llls LIIT ulsltdl Dlslld
¢ode written on the certificate;

the function of notifying the client when the validation on the certificate has failed.
[TPR’s certificate system shall have the following functions for audit on thecertificate

maintenance of the information related to the created/issued certifieate for a limited
after the extinction date of the certificate;

the function of creating and maintaining the audit record on theydetails of certificate i
Ibackup function for the audit record;

the protection from the threat of forgery/falsification and‘deletion of the audit record;
the protection from the illegal use of certificate creation/issuance software;

theroleclassification and access control function ofthe policy administrator, operation ad
dnd audit administrator. When there is anygther administrator role assigned, role ¢
dnd access control function shall be provided.

Backup system

separate function enablifig'the backup system to protect digital records in the repos
nsure their stable retention;

function that allows complete backup of the record in the system;

function that@llows the backup of the digital records that will be applied to the repos
onstop status;

functionthat allows backup for different types of OS platform such as Linux, Unix or |

function that allows backup of digital records, databases and other management infor

ure or hash

time period

ssuance and

ministrator
lassification

itory, and to

itory, under

Windows;

mation used

v the TTPR for management and access purposes;

a function preventing the forgery and falsification of backup data;

reference to ISO/IEC/TR 10032.

Operational requirements

General

The following requirements shall be satisfied for the stable and reliable operation of a TTPR.
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7.2 Client management

The following shall be managed for client information registration:

client’s identification and authentication processes shall be available when the client is registered;

client’s registration date and name, as well as any other information that uniquely identifies the
client, shall be entered accurately;

client’s information shall be deleted only when no longer needed for legitimate purposes.

The following shall be managed for client’s authority management and control:

7.3 Administrator’s role and authority management

The roles and authority of the TTPR administrator shall be managed as follows:

The following shall be manage@for access control at the operation system level:

Use of certifiication r‘rp::finn/iccnnnr‘p software shall he handled as follows:

24

provide|a client’s authority management function;

if the apthority given to the client is deleted or changed arbitrarily, no error shall-oecur yhen
managing the information or relevant document of the client to whom the authoritywas given;

when the TTPR administrator performs management of the client’s authority, the basis of the cljent’s
request|shall be retained;

the TTPR service shall be provided or controlled based on the client’s autherity; and

a client’s authority management history and histories of requests feréand responses to each sefvice
shall be|recorded in the audit record.

roles of|all TTPR administrators are defined, and_access data to TTPR shall be controlled bas¢d on
the role

each administrator shall be assigned a role,@nd collected history shall be maintained and managed;
access tp records of unauthorized activities shall be restricted to authorized personnel;

all prodesses including activities performed by the administrator and records of unauthorized
activitig¢s shall be recorded in the)audit record.

when an unauthorized administrator attempts to access a system, alarms shall be triggered for
notificafion to an authorized administrator and access authority will not be given by the operpting
system pf the system;

all access histories shall be recorded in the log including illegal attempts by an administrator.

access shall be controlled so that only the administrator with proper authority will have access to
the certification creation/issuance software;

when blocking the access, a warning message shall be notified simultaneously to the administrator;

the complete access history shall be recorded in the log, including the illegal access by an
administrator;

if the certification creation/issuance software’s structure consists of server and client, confirm the
access control function on both sides.
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7.4 Network and security management

The network equipment and network security system shall be managed as follows:

Acce

7.5

Man

unidentified access to the TTPR equipment shall be filtered out by a firewall system. Intrusion
trials with an unidentified data packet shall be prevented and detected by an IPS/IDS (Intrusion
Prevention System/Intrusion Detection System);

identification checks shall be performed on individuals or other systems seeking access to stored
digital records or system functions, particularly the function to control access to the network

facilities, such as network switches and routers;

identification checks shall be performed on individuals or other systems seeking aete
unctions controlling access to the network security systems, such as intrusion bloeking
n intrusion detection system;

istory of access to the network equipment and network security systemcshall be rec
judit record or log.

5s control for the operation room security system shall be managed as’follows:

3 person who accesses the security system shall be identified-via personal informa
ID/password or biometric based authentication.

dccess to the security system, such as access control ‘system, intrusion detection
gurveillance camera system, shall be controlled;

password protection system shall not show the typed password when logging in, and g
¢ncryption function to safely protect the password saved in the system;

dccess history of the administrator to the security system shall be recorded in the audit 1

Digital records management
igement of registration confirmation and notification shall be performed as follows:

dfter the client registers the digital record, a process result message shall be sent t
normal registration of therécord;

yhen the registration-of the digital record fails, an error message shall be sent to repor

if the error is due to the client’s system, the specific cause shall be included in the erroj
if the error is-due to the TTPR, the error message shall specify that it is the TTPR’s errg

egistration and registration failure histories of the digital record shall be recorded in the

Virug/ervror inspection and notification functions shall be managed as follows:

5Ss to system
system and

brded in the

fion such as

system and

hall have an

ecord or log.

b report the

[ the failure;

message,;

=

)

hudit record.

the TTPR shall determine whether the transmitted digital record is infected by a virus or other
malicious software, and not store the record and notify the client of the result if an infection is
detected;

the TTPR shall determine whether there is any virus error in the TSIP, and notify the client of the
result if any error is detected;

infection and/or error inspection histories shall be recorded in the audit record.

The validation function of the TSIP format regarding the client’s digital records shall be performed, and
errors shall be reported if there is a failure.
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The following shall be managed for searching using the digital record’s metadata items:
— provide a search function using digital record’s metadata items and digital records;
— digital record search from the client’s system is allowed only for records owned by the client;

— digital record search by the administrator is allowed for all digital records stored in TTPR, and access
(browsing and issuance) to the digital record is not allowed without the permission of the client.

The following shall be managed for converting the record to a type supported by the TTPR that allows
the browsing or long-term storage of a digital record:

— the TTHR and the client shall agree the terms and condlitions tor conversion file type;

— the TTHR shall support the browsing service in case of exceptional file types, where softwarg not
normally available on the TTPR systems is required for record rendition;

— the TTHR shall be able to convert the registered authentic digital record to the file\type specified in
the agr¢ement.

to issue the digital record based on the client’s request shallysatisfy the following
requirementgs:

— issue thle record in the file format requested by the client because-the original file may have |been
converted, because it was not in a format accepted by the TTPR} or the client may require that a
record is given back in a format different from the one used forarchiving;

— the history log for the digital record issuance and the converted version shall be recorded ip the
audit rejcord.

When a digital record is issued, the forgery/falsificatioiprotection function shall satisfy the following
requirementgs:

— when a|trusted dissemination information-package (TDIP) is created, an authenticity certifiicate
and authenticity information is added te"TAIP; and the integrity of the digital record and property
included in the TAIP shall be verified;

— this furction is provided separately from the integrity check function provided by the storage
media; and

— integritly verification historyshall be recorded in the audit record.

The functiop to issue the digital record and its authenticity certificate to the designated individyal or
organization shall satisfy(the following requirements.

— When { digitalsrécord is issued, an authenticity certificate for it shall be also issued t¢ the
individyal /erganization to which the client of the digital record repository has entrusted the
issuance request authority.

— When a TTPR issues the digital record to another TTPR, it shall issue the digital record with an
authenticity certificate.

— The TTPR shall provide the verification function for validating the public key certificate of the
digital record recipient, or specify in the client’s terms and conditions that the client needs to attach
a valid public key certificate.

When the retention period for the digital record is fixed, the function to notify the client prior to the
expiration date shall satisfy the following requirements.

— Notify the client prior to the expiration of the digital record’s destruction date. Such notification
shall be provided in advance of time, so that the client has sufficient time to decide on the action to
be taken.

26 © IS0 2017 - All rights reserved


https://standardsiso.com/api/?name=26c9b2734abc93a160244d379a6d4d75

	Foreword
	Introduction
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Overview of a TTPR
	4.1 Necessity for a TTPR
	4.2 Requirements for TTPR trustworthiness
	4.3 TTPR components
	4.4 Characteristics of a TTPR
	5 TTPR services
	5.1 General
	5.2 Service procedure
	5.3 TTPR service agreements
	5.3.1 Service level agreement (SLA)
	5.3.2 Service agreement items
	5.4 TTPR subservices
	5.4.1 General
	5.4.2 Acquisition service
	5.4.3 Repository service
	5.4.4 Access and use of service
	5.4.5 Issuance service
	5.4.6 Conversion service
	5.4.7 Delivery and/or migration service
	5.4.8 Disposal service
	5.4.9 TTPR certification service
	5.4.10 Non-repository certification service (Remote Certification Service)
	6 Technological requirements
	6.1 General
	6.2 Digital record repository
	6.3 Transmitter–receiver
	6.4 Network system
	6.5 Time-stamping
	6.6 Audit trail
	6.7 Network security system
	6.8 Access control equipment
	6.9 Disaster recovery facility
	6.10 System for certificate issuance and validation of digital records
	6.11 Backup system
	7 Operational requirements
	7.1 General
	7.2 Client management
	7.3 Administrator’s role and authority management
	7.4 Network and security management
	7.5 Digital records management
	7.6 Operation of transmitted and received messages
	7.7 Audit record
	7.8 Data backup and recovery
	7.9 Security management
	7.10 Migration and receipt management
	7.11 Client system management
	Bibliography

