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2014(E)

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies (ISO
member bodies). The work of preparing International Standards is normally carried out through 1SO technical
committees. Each member body interested in a subject for which a technical committee has been established has
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INTERNATIONAL STANDARD ISO 16919:2014(E)

Space data and information transfer systems — Requirements

for bodies providing audit and certification of candidate
trustworthy digital repositories

1 $cope

The main purpose of this document is to define a CCSDS Recommended Practice.and ISO
Stanglard on which to base the operations of the organization(s) which assess the “trustworthin
repositories using ISO 16363 and provide the appropriate certification. This document specifies
for bpdies providing audit and certification of digital repositories, based on the metrics con
ISO/IEC 17021 and CCSDS 652.0-M-1/1ISO 16363. It is primarily intended/to support the ac
bodigs providing such certification.

ISO/IEC 17021 provides the bulk of the requirements on bodies‘offering audit and certificatio
typeqd of management systems. However, for each specific type«of system, specific additional
will be needed, for example, to specify the standard agaifist which the audit is to be m
gualifications which auditors require.

This [document provides the (small number of) specific’ additions required for bodies providi
certification of candidate trustworthy digital repositonies. Trustworthy here means that they can
maintain, over the long-term, the understandability ‘and usability of digitally encoded informatio
their pafekeeping.

In orfler improve readability, the clause“numbers are kept consistent with those of ISO/IEC ]
subclauses are applicable as they stand-and these are simply enumerated; otherwise additions t
are gxplicitly given. In the former_¢ase, the clauses may consist of just a few sentences. As
document must be read in conjunction with ISO/IEC 17021.

International
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The fequirements containethjin this CCSDS Recommended Practice need to be demonstrated in terms of

competence and reliability-by any organization or body providing certification of digital repositories

This document is meant primarily for those setting up and managing the organization performing
and dertification ef digital repositories.

It should also*be of use to those who work in or are responsible for digital repositories seek
meagurement of the trustworthiness of their repository and wishing to understand the processes i

the auditing

ing objective
hvolved.

2 Reguirements

Requirements are the technical recommendations made in the following publication (reprod
following pages), which is adopted as an International Standard:

uced on the

CCSDS 652.1-M-2, March 2014, Requirements for Bodies Providing Audit and Certification of Candidate

Trustworthy Digital Repositories

For the purposes of international standardization, the modifications outlined below shall apply to the specific

clauses and paragraphs of publication CCSDS 652.1-M-2.

Pages ito vi
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This part is information which is relevant to the CCSDS publication only.

3 Revision of publication CCSDS 652.1-M-2

It has been agreed with the Consultative Committee for Space Data Systems that Subcommittee
ISO/TC 20/SC 13 will be consulted in the event of any revision or amendment of publication CCSDS 652.1-M-
2. To this end, NASA will act as a liaison body between CCSDS and ISO.

2 © 1SO 2014 — All rights reserved
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RECOMMENDED PRACTICE FOR REQUIREMENTS FOR BODIES PROVIDING AUDIT AND
CERTIFICATION OF CANDIDATE TRUSTWORTHY DIGITAL REPOSITORIES

AUTHORITY
Issue: Recommended Practice, Issue 2
Date: March 2014

Location: Washington, DC, USA

THis document has been approved for publication by the Management Council pf the
Cqnsultative Committee for Space Data Systems (CCSDS) and represents: the conpensus
teghnical agreement of the participating CCSDS Member Agencies. . Phe procedyre for
reyiew and authorization of CCSDS documents is detailed in Organization and Procesges for
th¢ Consultative Committee for Space Data Systems (CCSDS A02,12Y-3), and the reqord of
Agency participation in the authorization of this document can be obtained from the GCSDS
Segretariat at the address below.

TRHis document is published and maintained by:

CCSDS Secretariat

Space Communications and Navigation Office, 7L70
Space Operations Mission Directgrate

NASA Headquarters

Washington, DC 20546-0001,-USA

CCSDS 652.1-M-2 Page i March 2014
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely
voluntary, the results of Committee actions are termed Recommendations and are not in
themselves considered binding on any Agency.

CCSOS Recommendations take two forms: Recommended Standards that are prescriptive
the formal vehicles by which CCSDS Agencies create the standards that specify hpw
elemepts of their space mission support infrastructure shall operate and interoperate wjith
othersj and Recommended Practices that are more descriptive in nature and areintended| to
provide general guidance about how to approach a particular problem assogiated with space
missign support. This Recommended Practice is issued by, and represerits the consensus pf,
the CCSDS members. Endorsement of this Recommended Practiceis entirely voluntary
and does not imply a commitment by any Agency or organization to implement [its
recommendations in a prescriptive sense.

No later than five years from its date of issuance, this Recommended Practice will |be
reviewed by the CCSDS to determine whether it should: (1) remain in effect without change;
(2) bg changed to reflect the impact of new technologies, new requirements, or new
directions; or (3) be retired or canceled.

In thgse instances when a new version of @ Recommended Practice is issued, existing
CCSDS-related member Practices and implementations are not negated or deemed to be ngn-
CCSDS compatible. It is the responsibility of each member to determine when such Practi¢es
or implementations are to be modified. Each member is, however, strongly encouraged|to
direct|planning for its new Practices and implementations towards the later version of the
Recommended Practice.

CCSDS 652.1-M-2 Page ii March 2014
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FOREWORD

This document is a technical Recommended Practice to use for setting the requirements for
bodies providing audit and certification of trustworthy digital repositories.

Through the process of normal evolution, it is expected that expansion, deletion, or
modification of this document may occur. This Recommended Practice is therefore subject
to CCSDS document management and change control procedures, which are defined in the
Organization _and Processes for the Consultative Committee for Space Data Systems
(CICSDS A02.1-Y-3). Current versions of CCSDS documents are maintained at the!/@CSDS
WED site:

http://www.ccsds.org/

Questions relating to the contents or status of this document should be addressed |to the
CCSDS Secretariat at the address indicated on page i.

CCSDS 652.1-M-2 Page iii March 2014
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At time of publication, the active Member and Observer Agencies of the CCSDS were:
Member Agencies

— Agenzia Spaziale Italiana (ASl)/Italy.

— Canadian Space Agency (CSA)/Canada.

— Centre National d’Etudes Spatiales (CNES)/France.

— China National Space Administration (CNSA)/People’s Republic of China.
— Deutsches Zentrum fir Luft- und Raumfahrt (DLR)/Germany.
— European Space Agency (ESA)/Europe.

— | Federal Space Agency (FSA)/Russian Federation.

— | Instituto Nacional de Pesquisas Espaciais (INPE)/Brazil.

— | Japan Aerospace Exploration Agency (JAXA)/Japan.

— | National Aeronautics and Space Administration (NASA)/USA.
— | UK Space Agency/United Kingdom.

Obseryer Agencies

— | Austrian Space Agency (ASA)/Austria.

— | Belgian Federal Science Policy Office (BFSPO)/Belgium,

— | Central Research Institute of Machine Building (TsNIIMash)/Russian Federation.
— | China Satellite Launch and Tracking Control GeneralBeéijing Institute of Tracking
and Telecommunications Technology (CLTC/BITTT)/China.

— | Chinese Academy of Sciences (CAS)/China.

— | Chinese Academy of Space Technology (CAST)/China.

— | Commonwealth Scientific and Industrial Research Organization (CSIRO)/Australig.
— | Danish National Space Center (DNSC)/Denmark.

— | Departamento de Ciéncia e Tecnologia Aeroespacial (DCTA)/Brazil.

— | European Organization for the Exploitation of Meteorological Satellites
(EUMETSAT)/Europe.

— | European Telecommunications Satellite Organization (EUTELSAT)/Europe.
— | Geo-Informatics and Space Technology Development Agency (GISTDA)/Thailand.
— | Hellenic National Space Committee (HNSC)/Greece.

— | Indian Space Research Organization (ISRO)/India.

— | Institute of Space-Research (IKI)/Russian Federation.

— | KFKI Researchrinstitute for Particle & Nuclear Physics (KFKI)/Hungary.

— | Korea Aerospace Research Institute (KARI)/Korea.

— | Ministfy)of Communications (MOC)/Israel.

— | National Institute of Information and Communications Technology (NICT)/Japan.
— | National Oceanic and Atmospheric Administration (NOAA)/USA.

|\|a+| nql Snarn I\nonr\\l af tha Dannhllr\ af Kazalcheotan /l\lQI\DI/\II/a-ral hotan

Yational-Space-Ageney-of-the-Republic-of-Kazakhstan-(NSARK ) Kazakhstan
— National Space Organization (NSPO)/Chinese Taipei.

— Naval Center for Space Technology (NCST)/USA.

— Scientific and Technological Research Council of Turkey (TUBITAK)/Turkey.
— South African National Space Agency (SANSA)/Republic of South Africa.

— Space and Upper Atmosphere Research Commission (SUPARCO)/Pakistan.

— Swedish Space Corporation (SSC)/Sweden.

— Swiss Space Office (SSO)/Switzerland.

— United States Geological Survey (USGS)/USA.

CCSDS 652.1-M-2 Page iv March 2014
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DOCUMENT CONTROL

Document  Title Date Status
CCSDS Requirements for Bodies Providing ~ November  Original issue,
652.1-M-1  Audit and Certification of Candidate 2011 superseded

Trustworthy Digital Repositories,

Recommended Practice, Issue 1
C¢SDS Requirements for Bodies Providing March 2014 Current issue
65R.1-M-2 Audit and Certification of Candidate

Trustworthy Digital Repositories,

Recommended Practice, Issue 2
CCSDS 652.1-M-2 Page v March 2014
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1 INTRODUCTION
1.1 PURPOSE

The main purpose of this document is to define a CCSDS Recommended Practice (and 1SO
standard) on which to base the operations of the organization(s) which assess the
trustworthiness of digital repositories using 1ISO 16363 (reference [1]) and provide the
appropriate certification. This document specifies requirements for bodies providing audit
and—certification of digital repositoriesbased on the metrics contained within ISO/IEC
17Pp21 (reference [4]) and CCSDS 652.0-M-1/ISO 16363 (reference [1]). It is,primarily
infended to support the accreditation of bodies providing such certification.

ISD/IEC 17021 provides the bulk of the requirements on bodies offering audjt and
ceftification for general types of management systems. However, for each specific type of
system, specific additional requirements will be needed, for example;to specify the standard
agpinst which the audit is to be made and the qualifications which auditors require.

THis document provides the (small number of) specific <additions required for podies
providing audit and certification of candidate trustworthy digital repositories. Trustyorthy
hefe means that they can be trusted to maintain, over the:long-term, the understandability and
usgbility of digitally encoded information placed into‘their safekeeping.

[%2]

Injorder improve readability the section numbers-are kept consistent with those of ISO/IEC
17p21. Some subsections are applicable as dhey stand, and these are simply enumgrated;
otherwise additions to subsections are explicitly given. In the former case the sectiorls may
copsist of just a few sentences. As a result this document must be read in conjunctiop with
ISD/IEC 17021.

1.2 SCOPE

The requirements contained in this CCSDS Recommended Practice need to be demonstrated
in fterms of competenge and reliability by any organization or body providing certificafion of
digital repositories,

1.3 APPLICABILITY

THis~document is meant primarily for those setting up and managing the organization
performing the auditing and certification of digital repositories.

It should also be of use to those who work in or are responsible for digital repositories
seeking objective measurement of the trustworthiness of their repository and wishing to
understand the processes involved.

CCSDS 652.1-M-2 Page 1-1 March 2014
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1.4 RATIONALE

There is a hierarchy of standards concerned with good auditing practice (references [3]-[5]).
This document is positioned within this hierarchy in order to ensure that these good practices

can be

applied to the evaluation of the trustworthiness of digital repositories.

ISO/IEC 17021 Conformity assessment — Requirements for bodies providing audit and
certification of management systems (reference [5]) is an International Standard which sets
out criteria for bodies operating audit and certification of organizations’ management

systenﬁs. If such bodies are to be accredited as complying with ISO/IEC 17021 with.{

object
with C
ISO/IE

The te
specif
trustw
15
This d

Sectio
enviro
conce

ve of auditing and certifying candidate trustworthy digital repositories in accordar
CSDS 652.0-M-1/1SO 16363 (reference [1]), some requirements that are additional
FC 17021 are necessary. These are provided by this document.

prthy digital repositories.

STRUCTURE OF THIS DOCUMENT

ocument is divided into informative and normative,sections and annexes.

nment, some of the important design issues and an introduction to the terminology 34
DIS.

are normative.
Section 2 provides an‘averview of auditing practices. This is informative.
Section 3 is reserved for future use.

Section 4 states the principles that apply.

audit-and certification of candidate trustworthy digital repositories may be judg
based on ISO/IEC 17021 (reference [4]).

he
ce
to

xt in sections 4 to 10 in this document follows the structure of ISO/IEC 17021, wiith
c additions on the application of ISO/IEC 17021 for certification of candidate

hs 1-2 of this document give a high-level* view of the rationale, the conceptyal

nd

Section 1 gives purpose and.-scope, rationale, a view of the overall documgnt
structure, and the acronym list;“glossary, and reference list for this document. These

Sectionis b to 10 provide the normative rules against which an organization providing

Jof

CCSD

Annex A specifies the trusted digital repository management system competencies for

certification body personnel for specific certification functions.

Annex B is a CCSDS-required informative discussion of the security implications
applying this CCSDS Recommended Practice.

of

S 652.1-M-2 Page 1-2 March 2014
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1.6 DEFINITIONS

1.6.1 ACRONYMS AND ABBREVIATIONS

CAB conformity assessment body

CCSDS Consultative Committee for Space Data Systems
IEC International Electrotechnical Commission

ISO International Organization for Standardization
OAlS ﬂpnn Archival Information Q\J/cfnm

TDR trustworthy digital repository

THDRMS trustworthy digital repository management system

1.6.2 TERMINOLOGY
1.6.2.1 General

Dipital preservation interests a range of different communities, each with a distinct
vogabulary and local definitions for key terms. A glossary.iS_included in this document} but it
is Jmportant to draw attention to the usage of several key.térms.

In| general, key terms in this document have leen adopted from the Open Aifchival
Information System (OAIS) Reference Model (reference [2]). One of the great strengths of
the¢ OAIS Reference Model has been to provide a common terminology made up of| terms
‘npt already overloaded with meaning so-as to reduce conveying unintended meanings’.
Bdcause the OAIS has become a foundational document for digital preservation, the common
terms are well understood and are therefore used within this document.

The OAIS Reference Model uses “digital archive’ to mean the organization responsible for
digital preservation. In this-document, the term ‘repository’ or phrase ‘digital repositpry’ is
used to convey the same concept in all instances except when quoting from the OAIS,|and is
used to denote any type of digital repository; it may be a Trustworthy Digital Repgsitory
(TPR), a candidate "TDR, a lapsed TDR, or one not seeking certification. It is important to
ungderstand that<4nall instances in this document, ‘repository’ and ‘digital repositoffy’ are
used to convey digital repositories and archives that have, or contribute to, long-term
préservation responsibilities and functionality.

1.6.2.2 Glossary

For the purposes of this document, the terms and definitions given in ISO/IEC 17021
(reference [4]), CCSDS 650.0-B-1/1SO 14721 (reference [2]), CCSDS 652.0-M-1/I1SO 16363
(reference [1]), SO 9000:2005 (reference [3]) and the following apply.

trustworthy digital repository, TDR: A repository which has a current certification.

CCSDS 652.1-M-2 Page 1-3 March 2014
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1.6.3 NOMENCLATURE

The following conventions apply throughout this Recommended Practice:
a) the words “shall’ and ‘must’ imply a binding and verifiable specification;
b) the word ‘should’ implies an optional, but desirable, specification;

c) the word ‘may’ implies an optional specification;

d)[ the words "is’, “are’, and “will” imply statements of fact.

1.7 [CONFORMANCE
An ofganization which provides audit and certification for TDRs cenforms to this

recommended practice if it fulfils all the binding and verifiable spegifications in this
docunpent.

1.8 REFERENCES

The following publications contain provisions whichi-through reference in this text,
constifute provisions of this document. At the time~0f publication, the editions indicated
were palid. All publications are subject to rewision, and users of this document are
encoufaged to investigate the possibility of .applying the most recent editions of the

[1] Awudit and Certification of Trustworthy Digital Repositories. Issue 1. Recommendation
or Space Data System Prattices (Magenta Book), CCSDS 652.0-M-1. Washington,
D.C.: CCSDS, September 2011. [Equivalent to ISO 16363:2012]

[2] Reference Model fer an Open Archival Information System (OAIS). Issue |1.
Recommendation-for Space Data System Standards (Blue Book), CCSDS 650.0-B}1.
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2 OVERVIEW

This document addresses issues arising from applying good audit practice to auditing and
certifying whether and to what extent digital repositories can be trusted to look after digitally
encoded information for the long-term, or at least for the period of their custodianship of that
digitally encoded information.

It covers principles needed to inspire confidence that third party certification of the
management of the digitnl rplnncitnry has heen Inprfnrmpd with

— impartiality,

— competence,

— responsibility,

— openness,

— confidentiality, and

— responsiveness to complaints.

THis document specifies the ways of ensuring that<the body providing such third party
ceftification can inspire this confidence. It does<this by building on the more deneral
specifications of references [3]-[5].

D

Section 5 deals with the legal aspects and guarantees of impartiality and avoidance of
copflicts of interest.

The structure and management ‘of the organization is specified in section 6, which is
supported by the competences of the management and personnel, specified in section 7

Setion 8 sets out how thé_information about which organizations have been certified i§ made
avpilable.

THe requirementsin’the procedures for defining the scope and performance of the audit, the
initial certification decision, and the ways in which that certification may be confirmed,
requced in<scope, suspended, or withdrawn are given in section 9. This section also spgcifies
how complaints are dealt with.
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3 RESERVED

This section is reserved for future use.
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4 PRINCIPLES

The principles from ISO/IEC 17021:2011, Clause 4 apply.

The term “management system’ used in ISO/IEC 17021 shall be replaced by ‘trusted digital
repository management system’ in the context of this document.
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5 GENERAL REQUIREMENTS
5.1 LEGAL AND CONTRACTUAL MATTERS

All the requirements from ISO/IEC 17021:2011, Clause 5.1 apply.

5.2 MANAGEMENT OF IMPARTIALITY

521 GENERAL

The requirements from ISO/IEC 17021:2011, Clause 5.2 apply. In addition, the-following
TIPR audit and certification specific requirements and guidance apply.

5.2.2 CONFLICTS OF INTEREST

Members of certification bodies can carry out the following~duties without their|being
copsidered as consultancy or having a potential conflict of interest:

a) arranging and participating as a lecturer in training courses, provided that, |where
these courses relate to digital preservation management, related management systems
or auditing, certification bodies should confine themselves to the provision of deneric
information and advice which is freely. available in the public domain; i.e}, they
should not provide company-specifict@advice which contravenes the requirements of
b) below;

b) adding value during certification audits and surveillance visits, e.g., by identifying
opportunities for improvement, as they become evident during the audit, without
recommending specific solutions.  However, the certification body shall be
independent from the body or bodies (including any individuals) which provide the
internal self-assessment of the client organization’s repository subject to certifigation.

5.3 LIABILITY-AND FINANCING

The requirements from ISO/IEC 17021:2011, Clause 5.3 apply.
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6 STRUCTURAL REQUIREMENTS

All the requirements from ISO/IEC 17021:2011, Clause 6 apply.
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7 RESOURCE REQUIREMENTS
7.1 COMPETENCE OF MANAGEMENT AND PERSONNEL
7.1.1 GENERAL CONSIDERATIONS

All the requirements given in 7.1.1 of ISO/IEC 17021:2011 apply.

7.1.2 DETERMINATION OF COMPETENCE CRITERIA
All the requirements given in 7.1.2 of ISO/IEC 17021:2011 apply.

THe competence criteria included in annex A of this document shall form’the basis for the
criteria developed. Competence criteria can include generic and specific criteria] The
competence criteria in Annex A of ISO/IEC 17021 would be considered to be generic.

=

In|determining competence criteria for auditors and audit teamsthe certification body shall
clgarly identify those competencies that auditors are requirgd to have to be signed |off as
aufitors, and those competencies that could be provided.y other team members acting as
Technical Experts in a particular technical area.

NOTE - Qualifications and experience can be:used as part of the criteria; howevef, they
are not by themselves guarantees-of competencies. The competencies must be
evaluated explicitly.

7.1.3 EVALUATION PROCESSES

Al|l the requirements given in.7:1.3 of ISO/IEC 17021:2011 apply.

7.14 OTHER CONSIDERATIONS

All the requirements given in 7.1.4 of ISO/IEC 17021:2011 apply.

7.2 PERSONNEL INVOLVED IN THE CERTIFICATION ACTIVITIES

All the requirements from ISO/IEC 17021:2011, Clause 7.2 apply.

7.3 USE OF INDIVIDUAL EXTERNAL AUDITORS AND EXTERNAL
TECHNICAL EXPERTS

All the requirements from ISO/IEC 17021:2011, Clause 7.3 apply.
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7.4 PERSONNEL RECORDS

All the requirements from ISO/IEC 17021:2011, Clause 7.4 apply.

7.5 OUTSOURCING

All the requirements from ISO/IEC 17021:2011, Clause 7.5 apply.
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8 INFORMATION REQUIREMENTS
8.1 PUBLICLY ACCESSIBLE INFORMATION

The requirements from ISO/IEC 17021:2011, Clause 8.1 apply.

8.2 CERTIFICATION DOCUMENTS

THe requirements from ISO/IEC 17021:2011, Clause 8.2 apply.

8.3 DIRECTORY OF CERTIFIED CLIENTS

The requirements from ISO/IEC 17021:2011, Clause 8.3 apply.

8.

[

| REFERENCE TO CERTIFICATION AND USE OF MARKS

THhe requirements from ISO/IEC 17021:2011, Clause 8.4 apply.

8.9 CONFIDENTIALITY

THe requirements from ISO/IEC 17021:2011;Clause 8.5 apply. In addition, the following
TR audit and certification specific requirements apply.

Bdfore the certification audit, the certification body shall ask the client organization to|report
if pny digital repository information-cannot be made available for review by the audit team
befause they contain confidential or sensitive information. The certification body shall
defermine whether the digitalrepository can be adequately audited in the absence of these
regords. If the certification body concludes that it is not possible to adequately auglit the
digital repository without reviewing the identified confidential or sensitive records, it shall
adyise the client organization that the certification audit cannot take place until appropriate
acgess arrangements are granted.

8.6 INFORMATION EXCHANGE BETWEEN A CERTIFICATION BODY AND
[ TS CLIENTS

The requirements from ISO/IEC 17021:2011, Clause 8.6 apply.
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9 PROCESS REQUIREMENTS

The requirements from ISO/IEC 17021:2011, Clause 9 apply. In addition, the following TDR
audit and certification specific requirements apply.

The criteria against which the candidate trustworthy digital repository of a client are audited
shall be those outlined in the CCSDS Recommended Practice CCSDS 652.0-M-1/1SO 16363

(reference [1]) and other documents required for certification relevant to the function
pe formed

Far on-site audits of the client organization at least two members of the audit team shall be
physically present; other members of the team may take part remotely as long'as thgy can
haje access to the relevant materials.
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10 MANAGEMENT SYSTEM REQUIREMENTS FOR
CERTIFICATION BODIES

The requirements from ISO/IEC 17021:2011, Clause 10 apply.
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