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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proce@lures used to develop this document and those intended for its further maintenanee
described In the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fof]
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

This document supports and facilitates the communication between electronic control units (ECUs)
and a digital tachograph.

The digital tachograph concept is based upon a recording equipment storing data, related to the
activities of the various drivers driving the vehicle, on which it is installed.

During the normal operational status of the recording equipment, data stored in its memory are
accessible to different entities (drivers, authorities, workshops, transport companies) in different ways
(digpfayedomascreen, printed by a printing device, downtoaded To an external device). Access to stored
datj is controlled by a smart card inserted in the tachograph.

A typical tachograph system is shown in Figure 1.

Tachograph system
Motion sensor Recording equipment(RE)
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Key
1 |data and sétvice IF connector standardized in ISO 4  CAN-based data IF including paramgter groups
16844-1 standardized in ISO 16844-4
2 |electrical data and service IF requirements 5 optional CAN-based service IF standardized in ISO
stdndardized in ISO 16844-2 16884-6
3 lecrmunicationinterface-betweenmotion—sensor——6——dataidentifier{DID}-speeifieationfor-the optional
and RE standardized in this document service IF standardized in ISO 16844-7

Figure 1 — Typical ISO 16844 conformant tachograph system
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INTERNATIONAL STANDARD

ISO 16844-3:2022(E)

Road vehicles — Tachograph systems —

Part 3:
Motion sensor communication interface

1 [Scope

Thif document specifies the communication interface between motion sensor and recording
Thip includes the mechanical, electrical and logical requirements.

2 |Normative references

The following documents are referred to in the text in such a way that' some or all of th
conptitutes requirements of this document. For dated references,, only the edition cited 3
undated references, the latest edition of the referenced document (ifticluding any amendmen
ISO|15170-1, Road vehicles — Four-pole electrical connectors with)pins and twist lock — Part 1:
and|classes of application

[SO| 16844-1, Road vehicles — Tachograph systems — Part 1: Recording equipment data
conpector

ISOJIEC 8859-1, Information technology — 8-bit.single-byte coded graphic character sets — P
alphabet No. 1

3 |Terms and definitions

For|the purposes of this document, the terms and definitions given in ISO 16844-1 and th
applly.

[SOJand IEC maintain terminelogy databases for use in standardization at the following add
— |ISO Online browsing platform: available at https://www.iso.org/obp

— |IEC Electropedia: available at https://www.electropedia.org/

31

cheick sum

sum (twocbyte value) of the bytes pointed out at the corresponding location

bquipment.

Pir content
pplies. For
[s) applies.
PDimensions

ind service

nrt 1: Latin

b following

esses:

3.2

direction of movement
bit 6 of byte MF indicating whether the vehicle moving direction is forward or reverse

3.3

direction of movement On
bit 7 of byte MF indicating whether the additional direction information is available or not

3.4

identification key

key

©IS

necessary for initialisation of a motion sensor, not stored in the sensor memory

02022 - All rights reserved
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3.5
inter byte

timing

possible pause between two bytes of a message

3.6
header

first four bytes of a message containing sync-byte, target, STX and length of the message

3.7

master key
key necessary for initialisation of a motion sensor, not stored in the sensor memory

3.8
pairing ke
key only us

Note 1 to er]
the AES-bag

3.9
reset
restart of 4

3.10
RxD_in
signal with

3.11
session k¢
key used fc

Note 1 to er]
belongs.

3.12
tail
last two by

3.13

TxD_out
signal with

3.14
voltage m
hardware

4 Symb

y
ed during the pairing sequence

try: Every pairing key is unique to the motion sensor to which it belongs. All the csyptography
ed encryptions.

he motion sensor processing unit program

in the motion sensor to the RxD input of the processingunit

Yy
r messages to be encrypted

try: Every session key is unique to a specialmotion sensor and the recording equipment to whi

tes of a message containing:ETX and LRC

in the motion sensor from the TxD output of the processing unit

bnitor
unctionthat detects a drop of the supply voltage below a defined level

ols and abbreviated terms

l1Ses

Ch it

For the purposes of this document, the following the following symbols and abbreviated terms apply:

CAN
CS
CShign
CSiow
CV

controller area network
check sum

high byte of CS

low byte of CS

control vector

© IS0 2022 - All rights reserved
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CVPI check value previous instruction

D, data for authentication

Dg data of file selected

DON direction of movement On

DM direction of movement

Dg data of sensor (encrypted, i.e. two-key triple DES)
e, |(4) encrypted data A using a particular key K,

EX1 end of text marker

Ig current power supply

K master key

Kip identification key

Kp pairing key

K'p key derived from the pairing used to encryptthe’pairing data
K session key

LSB least significant byte

LR longitudinal redundancy check

MF multi-function byte

MSB most significant byte

NARA new audit record.available

n number of byites

Ng extendedserial number

Py pairing data

Riyde approvaiotype approval number of the recording equipment (VU)
Rserfial ng serial number of the recording equipment (VU)
STX startettext

tpairing date of pairing

Uiow speed signal voltage low value

Ulowin input signal voltage low value

Ulow out output signal voltage low value

Uhigh speed signal voltage high value

Uhigh in input signal voltage high value

© IS0 2022 - All rights reserved
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Uhigh out output signal voltage high value
Upos sply positive supply voltage

VU recording equipment

XOR arithmetical exclusive OR

5 Connector

5.1 Dimlensions and pin allocation

The conneg¢tor used (see Figure 2) shall be according to ISO 15170-1, with coding No. 1, application class

K3 (contacf temperature range —40 °C to +140 °C, maximum acceleration of vibrations 300, m/s?2).

The pin allpcation shall be in accordance with Table 1.

Key
1to4 pinhumbers

Figure 2 — Marking zone at fixed or free connector — Code 1

Table 1 — Pin allocation

Pin No.

Function

Positive supply

Battery minus

Speed signal, real-time

BIW N |-

Data signal, in/out

5.2 Electrical specification

5.2.1 Electrical requirements

The allocated connector function shall be in
temperature range —40 °C to +135 °C.

accordance with Table 2 and shall be valid within the

© IS0 2022 - All rights reserved
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Table 2 — Electrical requirements of allocated connector function

Pole . Electrical requirements
Function Parameter - - Remark
No. min. | typical. | max.
1 Positive Voltage 6,5V — 9V Reverse voltage protected?
supply Current Ig — — 15mA | Total unit current without direction signal
current, see Clause 8.
2 Battery — — — — See ISO 16844-2.
minus
Speed signal Uy — — 08V [=250 uAb
real-time?
Uy U, — — I=-150 pAb
gh posspl
’ 15V
Rise time — 50 us — Test condition: extesnal’pull-up resis-
(10 % to 90 %) tor 22 k(1 to positive-supply (§,,os sp1y);
Fall time _ 10 us _ Upos sply = 6,5 V; external capacifor 2 nF to
(90 % to 10 %) battery minus.
Frequency — — <1,6 kHz —
4 | Data signal Ulow in — — 1,2V I=-1mAb
in/out2 Uhigh in 52V — — I=-0,5mAbP
Ulow out — — 1V I=1mAb
Uhigh out 5,4 \% — — I1=-20 I.lAb
Rise time — 110 ps — Test condition: external pull-up resis-
(10 % to 90 %) tor 10 kQ to positive supply (o5 spiy);
Fall time _ 10 ps _ Upos sply = 6,5 V; external capacifor 5 nF to
(90 % to 10 %) battery minus.
bit rate — | 1200bit/s — Accuracy #3 %

b |Values are measured relatively to pin 2,

a  [OQutputs shall be short-circuit protected up t0,28 V for 1 min.

5.2

Figlire 3 shows a block diagram of the data interface hardware. If no communication take
stafle of pin 4 shall be Uy;.p»The incoming signal at pin 4 shall be filtered, before it is used

2 Block diagram data signal, in/out

b place, the
hs an input

signal to the processing unit.
The data TxD_out-shall only be transmitted, if the voltage monitor shows that the supply voltage is
within the specified range. See also 7.5.3.1.

5
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Protection

| Watchdog circuit |
: detection | Over voltage |
! protection :
inD_in and | I
. — . . L
| ; 5 signal filter . - Pin 4
| J |
i TxD_out | —c4 | .
i & I} V2 | l
| Inhibition |
i [ Pin 2
.| Voltage monitor _T_ :
| |
Key
R3 10 KQ
R4 330)Q
C3,C4 2,2¢F
V2 npn|transistor
Figure 3 — Interface data signal “~Example
5.2.3 Vo|tage monitoring and watchdog signal
5.2.3.1 Blectrical requirements
The electr]|cal requirements of the voltage mehnitoring of supply voltage over pins 1 and 2, and|the
watchdog §ignal, both submitted via pin 4,'shall be in accordance with Table 3. If the supply voltage is
below 6,5 Y, the motion sensor may reply to requests; but if it is below 5,0 V, it shall not reply.
Table 3 — Requiréments of the watchdog signal voltage monitor
Electrical requirements
Pprameter - - Remark
Min. Typical Max.
Voltage mohitor 2 50V — Upossply | No remark
6,5V
Watchdog dignal P tdon — — 1s Sensor watchdog reset delay time
doff — — 1s Sensor watchdog recover time
t oo 1ls — — \A/;\f(‘hdng on time
twoff 1s — — Watchdog off time

a  See block diagram of data signal in Figure 3.

b Voltage level: see data signal in/out (in) Uy, ;,, See 5.2.3.2.

5.2.3.2 Timing diagram watchdog signal

If the recording equipment discovers a time-out of an expected response, it shall be possible to start
another attempt or send a watchdog signal to the motion sensor in accordance with Figure 4 and, for
voltage levels and timing, in accordance with Table 3. If the motion sensor detects a watchdog signal at
pin 4, it shall restart its program (see 7.5.3.6).

The reset shall not affect the speed real-time signal of pin 3.

6
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1 . twon . Lwoff .
Data signal / 2
(Pin 4) |||||||| / /‘\
3
4 5
vy
Reset /

(Speed sensor)

Key
1 normal data signal

2,3| tachograph sends watchdog signal

tdon

Laoff

4  watchdog detection

5 ¢ssensor watchdog recover time

Figure 4 — Timing of watchdog signal

5.2/4 Block diagram of the speed signal, real-time

The speed signal, real-time is a digitaksignal with a frequency proportional to the rotary s
scanned impulse wheel. Manipulations of this signal shall be of no effect to the messages. Res
of Figure 5 limits the input currént,so it is responsible for overload and short circuit protect

~+V

beed of the
istance R2
ion.
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Protection
circuit

| S|
: * — i Pin 3
| J :
: |
|
- [ =2,
: Signal l/ I l
| |
I - Pin 2
: |
I S i
Key
R1 4,71kQ
R2 1,5|kQ
C1,C2 1nf
V1 npi transitor
Figure 5 — Speed signal, real-time < Example
6 Cable

The cable for connecting the motion sensor to the recording equipment shall provide distributed ¢ore
capacitances of Cs < 2,0 nF. The cable impedanges depend on parasitic capacitances, inductanices,
resistances, etc., which influence the transfer-characteristic of the cable. The parasitic capacitarces
(see Figurd 6) are of the greatest influence for.the frequency range.

1 l mm Bl

Cs

- - -
A
I

v /

2 == / = B2

Cs

Key

1-4 connector motion sensor
B1 - B4 connector vehicle unit
Cs see text

Figure 6 — Equivalent circuit of the cable parasitic capacitances

8 © IS0 2022 - All rights reserved
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7 Interface protocol
7.1 Transmission

7.1.1 Bitrate and frame structure
The transfer of data shall be serial and asynchronous with a bit rate of 1 200 bit per second.

The transmission of one byte shall be according to Figure 7: 1 start bit, 8 data bits, 1 parity bit (even)
and 1 stop bit.

1 | Start DO D1 D2 D3 D4 D5 D6 D7 | Parity") Stop 1

Key

1 don't care

DO least significant bit
D7 most significant bit

Start  bit at low state
Stop bit at high state

Figure 7 — Transmission of one byte

7.1{2 Frame specification

7.1]2.1 Request frame from recording€¢quipment to motion sensor

Theg request frame from the recordingequipment to the motion sensor shall be according to[Table 4.

Table 4 — Structure of the request frame

Header Data bytes Tail
Sync Target STX Length | Instruction Data ETX | LRC2
number (depend on the instruction number)

a  |LRC =XOR from€yncto ETX.

7.1)2.2 Acknowledge frame from motion sensor to recording equipment

The acknowledge from the motion sensor shall be sent as single byte, with the instructipn number
appyopriate to the recording equipment, if a correct request is detected.

7.1.2.3 Break frame from the recording equipment

If the recording equipment receives an incorrect acknowledge from the motion sensor, the recording
equipment may send a break frame "single byte - value doesn't care".

If the motion sensor detects a break frame, then the scheduled reply shall be aborted, and the motion
sensor shall be ready for a new request. See also 7.1.2.

7.1.2.4 Reply frame from the motion sensor to the recording equipment

The motion sensor shall send the reply frame according to Table 5 if motion sensor data have been
requested from the recording equipment.

©1S0 2022 - All rights reserved 9
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Table 5 — Structure of reply frame

Header Data bytes Tail

Data ETX | LRC?

Sync | Target| STX |Length

a

LRC = XOR from Sync to ETX.

7.1.2.5 Sync byte

The sync b

7.1.2.6 1
The target
— logic“

— logic“

7.1.2.7 S

The STX by

7.1.2.8 1

The length
is included

7.1.29 1

The data
equipment

The datab

7.1.2.10 H
The ETX by

7.1.2.11 1
The LRC by

7.1.2.12 1

During nor

yte shall be a byte of the value 192 decimal, used for controlling the bit rate.

arget byte
byte shall identify the direction of transmission, where
” identifies transmission direction from the recording equipment to the motion-sensor, :

|” the direction from the motion sensor to the recording equipment.

TX byte

te shall be a constant byte of the value 2 decimal.

ength byte

byte specifies the length of the complete frame from-the sync byte to the LRC; the LRC |

pata bytes

bytes shall contain information interchanged between motion sensor and record

tes shall be sent as MSB first, LSB last.

TX byte

rte shall be a constantbyte of the value 3 decimal.

RC byte

te shall be.an arithmetical XOR from sync until ETX, including ETX.

iming

ind

yte

ling

e in

mal operation, the timing parameters shall be those according to Figure 8, which shall b

accordance with Table 6.

Request from Acknowledge from Response from
ext. device motion sensor motion sensor Next request
P1 P2 P3 P5 P6
> < > —>, — > < >

10

Figure 8 — Structure of timing during normal operation

© IS0 2022 - All rights reserved
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Table 6 — Timing values

Value
Timing min. max. Description
ms ms
P1 0 10 |Inter byte timing for the external request
P2 0 25 Timing between the external request and the acknowledge from motion sen-
sor
P3 0 10 |Timing in which the break of an acknowledged request is possible
DA 10 20 Timing hetween the q(‘l(nnvv]pdgp and the motion sensor response
P5 0 10 |Inter byte timing for the motion sensor response
b6 30 to 25 2002 — Timing between the motion sensor responses and start of amew exfernal
request
3 |Minimum timing of period P6 depend on the instruction number, as specified in Table 5.
7.1)3 State diagram — Communication and execution of instructions
Figlire 9 shows the execution of the programs within the motion sensor and the recording|equipment

and how it is affected by the communication.

Motion sensor Recording equipmen

seéndrinstruction

Wait for correct
instruction

receive instruction

sendacknowledge Wait for

acknowledge

Instruction
received

receive acknowledge

incorrect
acknowledge
detected

‘Acknowledg]
received

break
byte Wait for
break

(10 ms)

|
|
|
|
|
|
receive |
|
|
|
|
|

. send break correct
~~ " byte Incorrect acknowledg
- |
T = detected

go to start

(1)

)

@

acknowledge

Figure 9 — State diagram of communication and execution of instructions
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7.2 Motion sensor state at the end of production

The motion sensor shall be prepared for pairing when it leaves the factory, i.e. the following values shall
be stored in its non-volatile memory:

the extended serial-number of the motion sensor is not encrypted, Ng, see 7.6.5.6;

and all relevant versions of ey (Ng)Y;

all relevant pairing keys of the motion sensor are not encrypted, KpY;

the extended serial-number of the motion sensor encrypted with the identification key, Kyp (Ng)

— all relgvant versions of eg (Kp), encrypted with the master key of the related versiond).
The mastef key and identification key shall not be stored in the non-volatile memory of thé mofion
sensor. The¢ pairing key shall be unique to each motion sensor. The pairing key is only used to pair|the
motion serlsor and the recording equipment. A unique session key is generated during the pairing. [The
session key is different from the pairing key.
The follow|ng information shall also be stored in the non-volatile memory of the motion sensor wh¢n it
is shipped:
— motion sensor type is not encrypted;
— date of production of the motion sensor is not encrypted;
— operatiing system identifier of the motion sensor is not enckypted;
— securify identifier of the motion sensor (type of processor used) is not encrypted;
— type approval number of the motion sensor is not.éncrypted;
— name ¢f the motion sensor manufacturer is netencrypted.
7.3 Instfuctions
Instruction numbers shall be in accordahce with Table 7.
Table 7 — Instruction numbers
Recordingefuipment Motion sensor Timing
to next
Instruc- request Reply instructibn
tion-number
Header |Instruction | Data | Tail | Acknowledge | Header |Instruction | Data | Tail ms
bytes bytes bytes | bytes bytes bytes bytes bytes | bytes
12 600 tp
21000 de-
10 4 1 8b 2 1 a a a a | pending on|the
Tile
number ¢
11 4 1 0 2 1 4 0 e 2 30
a No response to the request except the acknowledge is awaited.
b The data bytes of the concerned instruction is transmitted encrypted.
¢ The data bytes shall not be encrypted.
d  SeeTable 17.
e See Table 29 and Table 30.
Key
X  motion sensor manufacturer specific
1) For the implementation further specification is needed, which is not in the scope of this document.
12 © IS0 2022 - All rights reserved
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Table 7 (continued)
Recording equipment Motion sensor Timing
to next
Instruc- request Reply instruction
tion-number
Header | Instruction | Data | Tail | Acknowledge | Header | Instruction | Data | Tail ms
bytes bytes bytes | bytes bytes bytes bytes bytes | bytes
40 4 1 0 2 1 4 0 8¢ 2 30
41 4 1 8b 2 1 4 0 16b 2 30
42 4 1 16P 2 1 a a a a 8400
43 % t 24-b 2 t 3 . 3 3 25200
50 4 1 0 2 1 4 0 24b 2 200
31 to 59 4 1 X 2 1 X X X X X
70 4 1 gb 2 1 a a a a 8400
A1 to 79 4 1 X 2 1 X X X X
80 4 1 0 2 1 gb 30
130 to 159 4 1 X 2 1 X X X X X
a No response to the request except the acknowledge is awaited.
b |The data bytes of the concerned instruction is transmitted encrypted.
¢ |The data bytes shall not be encrypted.
d  |See Table 17.
e See Table 29 and Table 30.
Key|
X |motion sensor manufacturer specific
7.4 Initialisation of communication between motion sensor and recording equipment
7.4{1 General
The recording equipment initiates a pairing process, and the motion sensor responds to th¢ recording
equlipment by the interchange ofipairing data.
7.4{2 Necessary sequence of instruction for pairing
7.412.1 Overview,
Tabje 8 specifiesthe details of the sequence of the instruction necessary for pairing.
Table 8 — Sequence of instructions for pairing
Recording Direction Motion
pquipment of data Remark
. . SCIISOI
instructions transfer
40 - Initialises pairing
« Acknowledge See 7.1.2.2.
« Response The motion sensor sends its serial number N,.
The recording equipment sends the extended serial num-
41 - . . DI
ber of the sensor encrypted with the identification key.
« Acknowledge See 7.1.2.2.
If the recording equipment is authorised, the sensor re-
« Response .2 .
turns the pairing key encrypted with the master key.
The recording equipment sends the session key, encrypt-
42 - . -
ed with the pairing key.
© 180 2022 - All rights reserved 13
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Table 8 (continued)
Recording Direction .
. Motion
equipment of data sensor Remark
instructions transfer
« Acknowledge See 7.1.2.2.
The recording equipment sends the pairing information,
43 - . -
encrypted with the pairing key.
« Acknowledge See 7.1.2.2.
50 - Request for authentication
— Acknowledge See 7.1.2.2.
The sensor sends the pairing information encrypted with
“« Response .
the session key.

7.4.3 Pajring initialisation of recording equipment and motion sensor

7.4.3.1 Ipitialisation message

The recording equipment shall initialise the pairing by transmitting instruction No. 40 to the motion
sensor (seq Table 9).

Table 9 — Initialisation message

Sync Target STX Length Instruction No. ETX LRC
192 0 2 7 40 3 X

7.4.3.2 Response message from the motion sensorto the recording equipment

On receivi:rog the instruction No. 40 message, the*motion sensor shall send the extended serial-nunjber
of the motion sensor as shown in Table 10 as netencrypted response message.

The conterft of data bytes on the data line shall be Ng

Table 10 — Structure of response message to instruction No. 40

Sync | Tapget | STX | Length Extended serial number of motion sensor ETX | LRC
192 1 2 14~ Byte 0 | Byte 1| Byte 2 | Byte 3 | Byte 4 | Byte 5 | Byte 6 |Byte 7| 3 | [

7.4.4 Transmission efencrypted serial number of motion sensor

7.4.4.1 (eneral

The encrypted serial number of the motion sensor shall be transmitted from recording equipment to
motion sensor.

7.4.4.2 Request message

The recording equipment shall encrypt the extended serial number of the motion sensor, using the
identification key and transmit it to the motion sensor with instruction No. 41 as shown in Table 11.
The content of data bytes on the data line shall be €Kyp (Ng).
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Table 11 — Message "Instruction No. 41 — Transmission of encrypted extended serial number"

Sync | Target | STX | Length | Instruction | Extended serial number of motion sen- | ETX | LRC
No. sor
encrypted with identification key

192 0 2 23 41 ByteO | ... Byte 3 X
n-1

7.4.4.3 Response message

Themaotion sensor then compares the received data with the stored pnr‘rypfpd extended serial number.
If they are equal, it is assumed that the authentication of the recording equipment to the mpfion sensor
is cprrect. In this case the motion sensor transmits a pairing key which is encrypted with the master
key|to the recording equipment. The content of data bytes on the data line, as shown in Tahle 12, shall
be ex (Kp).

NOTE For the implementation further specification is needed, which is not in thé)scope of this dpcument.

Table 12 — Response message "Instruction No. 41 — Transmission of pairing key to
the recording equipment”

Sync | Target | STX | Length Session key encrypted with master key ETX | LRC

192 1 2 Na Byte O | Byte 1 |Byte 2 |Byte34.)" ... Byte 3 X
n-1

a |Variable length, depending on the used cypher suite (session key léngth).

7.4/5 Transmission of session key from recording equipment to motion sensor

7.4)5.1 Request

The recording equipment shall send the.session key encrypted with the pairing key (see Taple 13) and
shall transmit it with instruction No.*42-to the motion sensor.

The session key is decrypted with the pairing key and stored permanently in the non-volat{le memory
of the motion sensor. It shall béichanged by every initialisation. The content of data bytes ¢n the data
ling shall be exp (Ks).

NOTE For the implemeéntation further specification is needed, which is not in the scope of this dpcument.

Table 13 — Structure of instruction No. 42 — Transmission of session key to motion sensor

Sypc | Target(| STX | Length | Instruction Session key encrypted with pairing key ETX | LRC
No.
192 0 2 Na 42 Byte O | Byte 1 | Byte 2 | Byte3 | ... Byte 3 X
n-1

a  Variable length, depending on the used cypher suite (session key length).

7.4.6 Transmission of pairing information from recording equipment to motion sensor

7.4.6.1 Request

The recording equipment encrypts the pairing information with the pairing key and shall transmit it
with the instruction No. 43 to the motion sensor (see Table 14).

The motion sensor decrypts the pairing information and stores it permanently in the non-volatile
memory of the motion sensor. The pairing information shall be found at two locations in the non-
volatile memory: at the location for the first pairing and the location for the last pairing. While the
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pairing information of the first pairing shall never be overwritten, the pairing information of the last
pairing changes with every pairing.

The content of data bytes on the data line shall be ey, (Pp).

Table 14 — Transmission of pairing information to motion sensor

Sync | Target | STX | Length |Instruction | Pairing information encrypted with pairingkey| ETX | LRC
No.

192 0 2 39 43 Byte O | Byte1 |Byte2 | Byte3| ... 3 | «x
7.4.7 Reguest from recording equipment for pairing information and authentication to matjon
sensor
7.4.7.1 Request message
The recording equipment shall request the motion sensor for pairing information\@nd authenticafion

using instn

uction No. 50 to the motion sensor as shown in Table 15.

Table 15 — Request message for authentication to motion sensor

Sync Target STX Length Instructien‘No. ETX LRC
192 0 2 7 50 3 244
The recording equipment shall decrypt the data bytes with the‘session key and compare the decrypted

data with
authentica
using the ¢

7.4.7.2 K

The motio
contents of

Table 16 — Response message "Instruction No. 50 — Request for authentication to motior

the pairing information of the current pairing~lf'they are equal, it is assumed that
Fion of the motion sensor to the recording equipment is correct and that the motion sens¢
prrect session key.

lesponse message from motion sensor-to recording equipment

h sensor shall respond by submitting the pairing information as shown in Table 16.
data bytes on the data line shallbe ey, (Pp).

|

the

ris

The

sensor”
Sync | Target STX Length | Paring information encrypted with the session key | ETX | LRC
192 1 2 38 ByteO | Bytel | Byte2 | Byte3 | .. 3 <
7.5 Communication of motion sensor and recording equipment in regular use
7.5.1 Seqquénce of instruction for communication in regular use

Table 17 specifies the communication in regular use and the sequence of the instruction numbers.

Table 17 — Sequence of instruction numbers for communication in normal use

. Direction .
Rec_o rding of data Motion Remark
equipment transfer sensor
70 R The recording equipment sends authentication data
to the motion sensor.
« Acknowledge See 7.1.3.
80 R The recording equipment sends request for response
to the motion sensor.

16
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Table 17 (continued)
Recordin Direction Motion
. g of data Remark
equipment transfer sensor
« Acknowledge See 7.1.3.
If the recording equipment is authorized, the motion
« Response sensor sends authentication and sensor data
to the recording equipment.

7-5 2 Ldtbh Uf LUulltCl va:uc ﬂlld CIICI yl_’t data
7.5]2.1 Request message
The request message for latch counter value and encrypted data shall be transmittel with the
insfruction No. 70 from the recording equipment to the motion sensor using a thirty-two (32) bit
ranflom number encrypted with the session key.
7.5{2.2 Latch timing
The counter value of a 16 bit counter shall be latched in the morent when the transmitt¢r becomes
empty of the acknowledgement of instruction No. 70. The content of data bytes on the dhata line, as
spefified in Table 18, shall be eKq (Dy).
Table 18 — Latch counter value and encrypt data
Sypc | Target | STX | Length |Instruction| Authentication data 8 byte (4 byte random | ETX | LRC
No. number and 4 byte control information)?
encrypted with session key
192 0 2 23 70 Byte O | Byte1 | Byte2 | Byte3| ... Byte 3 X
n-1
a |See Figure 10.
7.5]2.3 Authentication data:after decryption
Thg motion sensor may check that no information is lost since the reception of the last insfruction by
means of the check value CVP], as specified in Figure 10. The authentication is correct if thq checksum
from byte 0 to byte.5.is equal to the value of byte 6 and byte 7. Value CVPI shall be set fo 0 by the
recprding equipmentwhen the communication is started the very first time after pairing of recording
equiipment and mbtion sensor.
a
Rahé—|Rand—2-Rand—3-Rahd—-4——< VR CSrr——GSm
\ A
b
L )
T
CS
2 In the case of instruction No.10, the file number shall be at this position; in the case of instruction

No. 70, this byte is left unspecified.

Instruction No.10 or No. 70: CVPI shall be set to the CS,,,, of the previous instruction (instruction
No. 10 or No. 70) XORed with the low byte of the latched counter value (previously latched counter

value of the last command 70).

© IS0 2022 - All rights reserved
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Figure 10 — Structure of authentication data after decryption

7.5.3 Transmission of encrypted data

7.5.3.1 Request

The request from the recording equipment to the motion sensor shall be as shown in Table 19 with
instruction No. 80.

I'able 19 — Initialisation message

Instruction No. ETX LRC

Sync Target

STX

Length

192 0

2

7

80

150

7.5.3.2 Response

The response to instruction No. 80 submitted from the motion sensor to the reegoerding equipment s
be as shown in Table 20.

The data (

Length, ETX and LRC shall be transmitted as not encrypted. The meaniig of encrypted data shall b

bee Table 20) shall be transmitted encrypted with the sessionKkey. Only Sync, Target, §

shown in Table 20. The contents of data bytes on the data line shalldeey  (Ds).

Table 20 — Structure of response to instruction No. 80

Sync | Target STX Length | Paringinformation encrypted with the session key | ETX | LRC
192 1 2 22 ByteO | Bytel ["Byte2 | Byte3 | ... | Byte16 | 3 X
7.5.3.3 HBncrypted data after decryption
The structpire of encrypted data after decryption shall be as shown in Table 21.
Table 21 —=Structure of data after decryption
Duty Random number from instruction No. 70 Counter | Additional
cycle XOR value informia-
serialnumber of the motion sensor of the tion
motion
sensor
DC Rand. 1 Rand. 2 Rand. 3 Rand. 4 LSB | MSB MF
Da @ @ @
Sérno. 1 Serno. 2 Serno. 3 Serno. 4
a  BitwiseXOR

7.5.3.4 MF byte

The MF byte, as shown in Table 22, shall contain a bit reserved for NARA set to logic “1” if available.
The bit shall automatically be cleared when the motion sensor detects that the recording equipment
has received its response to the instruction 11 file number 0. The mechanism of detection shall be as
shown in Figure 10, where byte CVPI shows that the authenticated recording equipment had accepted
the message.
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Table 22 — Structure of data after decryption

Additional direction informa-| New audit record availa-
tiona ble
Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit1 Bit 0
DONP DM NARA c c c c ¢

a  See8.l
b Fixed by the manufacturer.

¢ The meaning of these bits is undefined.

7.5{3.5 Counter value

Theg 16 bit counter in the motion sensor shall be decremented with each pulse of the speed signal.

7.5§3.6 Duty cycle
The structure of the duty cycle shall be as shown in Table 23, where
a) |the motion sensor is measuring, as a percentage, the duty cycle of the real-time speed signal, and

b) [the reset bit shows the occurrence of a system reset and shall'be set after reset and aufomatically
cleared when byte CVPI indicates that the message has‘been accepted by the authenticated
recording equipment (see, too, Figure 10).

Table 23 — Structure of byte duty cycle

Reset Duty cycle of.the real time speed signal [%]
27 26 25 24 23 22 | o 20

7.6 Read information

7.6]1 Necessary sequence of instruction for reading information

Theg necessary sequence of thé instruction for reading information shall be in accordance with Table 24.

Table 24 — Sequence of instruction for reading information

Re¢cording

. Diréction | Motion sensor Remark
equipment
The recording equipment sends authentication dqta and
10 - . )
the number of the requested file to the motion s¢nsor.

« Acknowledge See 7.1.2.2.

3 R The recording equipment sends request for response|to the mo-
Tion Sensor.
« Acknowledge See 7.1.2.2.
If the recording equipment is authorised, the motion sensor
« Response sends authentication and requested data to the recording equip-
ment.

7.6.2 Request

7.6.2.1 General

The timing between this instruction and the next depends on the number of the requested file and shall
be in accordance with Table 25.

©1S0 2022 - All rights reserved 19


https://standardsiso.com/api/?name=f0fe831a3fdeca589769d11f704bcaaf

ISO 16844-3:2022(E)

Table 25 — Timing P6

File no.

0

1

2 3

7to192

Time P6

ms

12600

12600

21000

21000

12 600 12600

12 600

a

a  Motion sensor manufacturer specific.

7.6.2.2 Request

The request for selected data by the recording equipment to the motion sensor shall be as shown in

Table 26.

Tab4e 26 — Structure of instruction No. 10 — Request for motion sensor information

Sync Ta|rget STX | Length | Instruction| Authentication data 8 byte (4 byte random (HETX | LJRC
No. number and 4 byte control information)?
encrypted with session key
192 0 2 23 10 Byte 0 | Byte 1 | Byte 2 | Byte 3| ...... Byte16 | 3 | [x
a  See Figyre 10.
7.6.2.3 Hreparation and response

The selectq

after reception of instruction No. 11.

d data shall be prepared after instruction No. 10 has beendreceived and shall be transmi

ted

Instructions 10 and 11 may be sent to the motion sensor, for example, if bit NARA is set in the respdnse
to instructjon 80.
The error message shall be updated whenever an error;eccurs. An error message shall be overwritten
if a new ertor occurs.
The conterft of data bytes on the data line shall.he ‘ex, (D).
7.6.3 General message structures
7.6.3.1 Request
Arequest dfthe recording equipment to the motion sensor shall be as shown in Table 27 with instruction
No. 11.
Table 27 — Structure of instruction No. 11

Sync TFarget STX Length Instruction No. ETX LRC

192 2 7 11 3 205
7.6.3.2 {ESPONSE
A response to instruction No. 11 of the motion sensor to the recording equipment shall be as shown in
Table 28.
20 © IS0 2022 - All rights reserved
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Table 28 — Structure of a response to instruction No. 11

Sync | Target | STX | Length | Data for authentica- Data of selected file? ETX | LRC
tion number for se-
lected file checksum
over all data
192 1 | 2 a |Bob|B1|..|B6|B7|B0|B1|B2|B3|[B4|B5|B6|B7|..] 3 | x
a2  For number of bytes see Table 29.
b Bytex.
Themeaningo : 5 ahple 30. The

seqp

errgr messages, but also to get additional information (see Table 29).
Thq content of data bytes on the data line shall be ey (D).

See|Figure 11.

Key

7.614 Data block chaining

ence of instruction Nos. 10 and 11 gives the recording equipment not only the possihility to read

Rand.1 | Rand.2 | Rand.3 | Rand. 4
® ® ® ® |FileNo.| X |CESiow | CShign
Serno. 1 | Serno. 2 | Serno. 3 | Serno. 4

Y
+CS [all data blocks]

Bitwise XOR

Figure 11 — Structure of data for:authentication — Response from motion sengor

NOTE For the implementatioh further specification is needed, which is not in the scope of this dpcument.

7.6/5 Structures of selected data

7.6)5.1 Guide to the data bytes

Table 29 specifies the data bytes depending on the number of the files which are in
infqrmatiensshall be encrypted with the session key.

Table 29 — Guide to the data bytes

volved. All

Identification Number of data bytes @
File No. Data for Dataof |Length Description

authentication | selected file

Error message: actual random number (transmit-
0 8 8 22 ted with the previous instruction, No. 70) when the
error is detected, kind of error (see Table 30)

1 8 8 22

sor (see Table 31)

The operating system identifier of the motion sen-

a

b

NOTE More information about the meaning of the data depending on the selected file is given in Tables 30 to 36.

See Table 28.

Motion sensor manufacturer specific.
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