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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

This International Standard makes three foundational assumptions. First, detecting counterfeit objects
is a complex and often difficult task; second, accurate identity information about the object in question
simplifies the counterfeit detection process; and third, accurate identity information is often difficult
and hard to find.

The main objective of this International Standard is to simplify access and delivery of accurate identity
information to trusted agents (inspectors) in the process of authenticating objects.

To accamplish this objective the document provides guidance intended to make ohject identity
information easier to find and use. Identity data and information can be found in many places, including
verification and authentication systems. Granting inspectors access to identity information helps them
dete¢t counterfeits. Helping inspectors find the identity information helps them detect ¢ounterfeits.
This[leads us to the conclusion that:

Improving interoperability of object identification and related authentication systems should

make these systems easier for inspectors to use. Improving ease-of-use should increas¢ inspector
ytilization of the multitude of systems containing accurate informatien, thus, increasinlg detection
df counterfeits and reducing the losses caused by counterfeiting.

This| International Standard focuses attention on routing{requests for object information to the
apprppriate authoritative service and then routing responses back to inspectors.

Obje¢t identification systems commonly use Unique [dentifiers (UID) to reference or afcess object
information. UID can be assigned to a class of objects*or can be assigned to distinct object. I} either case,
the UID can enhance detection of counterfeiting afid fraud, although UIDs assigned to single instances
can be more efficient. The International Standard-s organized into six (6) major sections:

— $cope: Declares the limits of this Intefmational Standard as providing only guidance|{and advice.
There are no requirements in this Intérnational Standard.

— Terms: Defines the contextual . meaning of important terms as used in this Internationjal Standard

» o«

guch as “trusted agent”, “inspector”, and “semantic interoperability”.

— OQverview: An outline of how object information is used to detect counterfeits.

— Key Principals: The-¢oncepts and values that have influenced the guidance.

— Guidance: Recommendations that should improve interoperability of systems capable pf providing
bject informdtion to inspectors.

— Informative Annexes: Specific examples that illustrate some of the concepts presented in this
nternational Standard.

Desired Outcomes

The more validation or authentication solutions are used, the more effective they become at detecting
and deterring frauds such as counterfeiting and illegal diversion. This International Standard intends to
enable reliable and safe object identification to deter introduction of illegal objects to the market.

One goal of this International Standard is to describe a framework in which disparate objectidentification
solutions are interoperable and trust is increased, and therefore will be used more frequently. The
framework shall also include solutions which simply detect some counterfeits without authenticating
products. Likewise, the framework shall also include a solution which only evaluates an authentication
element.

Since we also anticipate that the object identification systems themselves will also be counterfeited and
copied, this International Standard establishes a method to formally prove that a remote description of
an object can be trusted. Consideration is given to prevent interference between different independent

© IS0 2014 - All rights reserved v
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implementations of such systems and to allow an unambiguous unique identification reference to service
multiple uses and applications.

The theory supporting the design of the system is that a lack of trust and lack of interoperability
introduces ‘friction’ for users. By reducing this friction, there will be greater awareness and usage, and
therefore greater detection and deterrence of fraud.

vi © ISO 2014 - All rights reserved


https://standardsiso.com/api/?name=5131036fe04542b60f2aef8eec149804

INTERNATIONAL STANDARD

ISO 16678:2014(E)

Guidelines for interoperable object identification and
related authentication systems to deter counterfeiting and

illi

cit trade

1 Scope

This
prov

—

— 1

International Standard describes framework for identification and authentication
jdes recommendations and best practice guidance that include

onsequences and guidance of

— management and verification of identifiers,
— physical expression of identifiers, and

— participants’ due diligence.

retting of all participants within the system,

elationship between the unique identifier and possible;authentication elements relate

information about the object, and

Acco
achie

This
proc

inspector access history (logs).

ve trustworthiness and interoperability of such systems.

bsses, functions, and functional units using a generic model to illustrate what solut

cominon.

Obje
trace
this |

NOTH

"t identification systems can incorporate other functions and features such as s

nternational Standard.

Numlber.

2

[erms, definitions, abbreviations, and acronyms

systems. It

d to it,

uestions that deal with the identification of the inspector and any authorized access fo privileged

rdingly, this International Standard establishes a framework and outlines functional ynits used to

International Standard does not/specify any specific technical solutions, but instedd describes

ons have in

upply chain

ability, quality traceability, marketing activities, and others, but these aspects are ouf of scope of

This International Standard does not refer to industry specific requirements such as Global Trade Item

For the purposes of this document, the following terms and definitions apply.

2.1

Terms and definitions

2.1.1

attri

bute data management system

ADMS
the system that stores, manages, and controls access of data pertaining to objects

2.1.2

auth

entication

process of corroborating an entity or attributes with a specified or understood level of assurance

[SOU
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2.1.3
authentication function
the function performing authentication

2.1.4
authoritative source
the official origination of an attribute which is also responsible for maintaining that attribute

2.1.5
custodian copy
a duplicate that is subordinate to the authoritative source

2.1.6
entity
something that has separate and distinct existence and that can be identified within context

o

Note 1 to entfy: An entity can be human, organization, a physical object, class of objects, or intangible objed
[SOURCE: ISO/IEC 29115]

2.1.7
identificatipn
process of recognizing the attributes that identify the object

[SOURCE: ISO/IEC 29115]
2.1.8
identifier
a specified det of attributes assigned to an entity for the purpose of identification
2.19
identity
set of attriblites that are related to an entity
Note 1 to entfy: An identity can have unique atttibutes that enable an object to be distinguished from all others.

Note 2 to entfy: Identity can be viewed in terms of human, organization, and objects (physical and intangibe).

2.1.10
inspector
anyone who|uses the object examination function with the aim of evaluating an object

Note 1 to entfy: Any participant within the system can act as an inspector.
Note 2 to entfy: Inspectors can have different levels of qualification and training.

Note 3 to entty: Phe'inspector could be an automated system.

2.1.11
inspector access history

access logs detailing when unique identifier codes (UID) were checked, optionally by which (privileged)
inspector, and optionally from what specific location

Note 1 to entry: Time stamps are often used.

2.1.12

interoperability

ability of single entry point to route queries for objects carrying UIDs to the responsible authoritative
source for trusted verification function (TVF)

Note 1 to entry: Ability of multiple authentication systems to deliver similar responses to user groups.

2 © ISO 2014 - All rights reserved
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2.1.13
object
any single and distinct entity that can be identified

2.1.14

object examination function

OEF

process of finding or determining the UID or other attributes intended to authenticate

Note 1 to entry: In this process, other attributes can assist in the evaluation of the UID.

2.1.15
owner
entity that legally controls the licensing and user rights and distribution of the object.ass¢ciated with
the Y4ID

2.1.16
partjcipant
solutlion providers for interoperable object identification and related authentication sysfems and its
usergroups including but not limited to rights holders, customs officers§ydistributors, and donsumers

2.1.17

semantic interoperability
the ability of two or more systems or services to automatically‘interpret and use informatlion that has
been|exchanged accurately

2.1.18
syntpactic interoperability
the apility of two or more systems or services to exchange structured information

2.1.19
trusted query processing function
TQPF
function which provides a gateway to trusted verification function (TVF) and attribute hanagement
datafsystem (ADMS)

Note |l to entry: This includes software running locally on a hand-held device.

2.1.20

trusted verification function
TVF
function which venifies whether a UID received is valid or not and, manages response accorgling to rules
and access privileges

2121
uniqueddentifier
UID

a code that represents a single and specific set of attributes that are related to an object or class of
objects during its life within a particular domain and scope of an object identification system

2.1.22
verification
a check that a UID exists and is valid within an object identification system

Note 1 to entry: Verification can detect some types of fraud, but by itself does not prove an entity is authentic.

© ISO 2014 - All rights reserved 3
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2.2 Abbreviations and acronyms

ADMS Attribute Data Management System
Al Application Identifier (see MH10.8.2)
CA Certification Authority

DI Data Identifier (see MH10.8.2)

OEF Object Examination Function

RFF Response Formatting Function
TQPF Trusted Query Processing Function
TVF Trusted Verification Function

UID Unique Identifier

3 Overview

3.1 Genefal

The advantdge of interoperability of these systems is to enhance detection of counterfeiting and fraud
by

— increasing use by specific user groups,
— increasing the number of inspected objects,
— increasing access to the authoritative sources, and

— lowering cost:

— training;
— eq|.:|ipment;
— development;
— deployment;

— inspectiorrtime.

Once interoperability is achieved and these systems are widely deployed, an inspector would use an
identifier tomaketnquirtesaboutanobjecttoguidedispositiondecistonsregardingtheobject. The
inspector would have credible evidence that the information provided in response to the inquiry is
accurate and trustworthy.

All participants are advised to perform their roles with due diligence.

— Auditing and vetting of the service providers should be considered to ensure they are acting in good
faith and are not threat agents operating from behind a deceptive “store front”.

— Auditing and vetting of the manufacturers should be considered to ensure they are following
documented processes and feed accurate information into the systems.

— The interested parties with a need-to-know should obtain appropriate credentials to process
inquiries, so that the rights holder can release information in a socially responsible manner.

4 © ISO 2014 - All rights reserved
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3.2 Objectidentification systems (in operation)

3.2.1 General
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Object identification systems typically consist of functional units as depicted in the model (Figure 1)

below.

Object _'7) Trusted
examination N verificat,i@n
function —/ fung‘@n
OEF '<: ATVF
¢©
Trusted query |
_ processing_ <
Soject function\\\}
-
¥
O
,\' :> Attribute dal[a
Response | management
formatting N— system
function (::I ADMS
o>

Figure 1 — Object inspection model

The fredel makes no assumptions on how functions are implemented. Multiple instances ¢f a function

can exist across the system. Ditferent functions can be combined into a single service.

[llustrative examples implementing this model are found in Annex C.

3.2.2 Object examination function (OEF)

The inspector examines an object of interest (such as a material good) to determine if the object has a
UID. Ifa UID is found, further examination can be required to determine which Trusted Query Processing
Function(s) are likely to know of this UID. The function forms a query that might consist of only a UID, a
combination of UID with the inspector’s credentials, or other physical attribute data including intrinsic
authentication elements that might uniquely identify an object such as a digital image. The object
examination function concludes when a query is submitted to one or more TQPF. When the process is
iterated, the OEF can evaluate the response of a previous query.

© IS0 2014 - All rights reserved
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3.2.3 Trusted query processing function

A TQPF routes information between the other functions according to defined rules. The TQPF can
examine credentials from requesting parties according to defined rules. The TQPF can be distributed
across multiple services.

For example, a TQPF can route a query formed by an OEF to the appropriate TVF; or a TQPF can combine
the verification or authentication response from a TVF with any credentials from an inspector to form

a query into

an ADMS.

3.2.4 Trusted verification function

The TVF ver
requesting ]
source of thé
information|

TVF should
The TVF car

3.2.5 Attr

An ADMS is
record for €
be “master”
Multiple dat]

An ADMS r
requesting ]
and rules. T
The respon;
If a respons|

initiating a new query.

Attributes il

further examination.

The ADMS s

3.2.6 Res]

This functign convertstADMS responses into a defined format.

In some caj
depending g

ifies whether the UID exists within the domain. The TVF should check the credentials*
"QPF. The TVF should enforce access privileges based on defined rules. It can respond
 query or through one or more other TQPF. The response would typically include vérific
about the UID (is the UID valid or not?) TVF can also generate alerts to interested pa
protect sensitive data from unauthorized access.

| execute an authenticating procedure or algorithm against the inforination (data) rece

ibute data management system

the authoritative source of object master data. There~should be only one master
ach object attribute. If multiple instances of attributesdata records exist, only one s}
and all others “subordinate”. Different object attributes can reside in different datab
abases can exist in federated environment.

bceives a response (via a TQPF) from a TVE.\The ADMS verifies credentials of bot]

he ADMS responds with data selected corresponding to the request and filtered by 1
e can resolve all the inspector’s questions or can include information on how to pro
e contains further instructions, andnspector decides if further action should be takg

1 an ADMS can include information details on how to authenticate objects or proceed

hould protect sensitige)data from unauthorized access.

bonse formattingfunction

es, th&Inspection process can be iterated based on the results given by the ADM
n the'architecture of the system.

fthe
o the
htion
rties.

ived.

data
jould
ases.

 the

"QPF and the credentials of the inspector. A¢oess privileges should be based on credentials

ules.
reed.
n by

with

IS or

3.3 Object identification systems (setup)

The rules, data, and data relationships need to be defined before these systems can operate.

Figure 2 shows how the example model could be configured.
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uiD UD
Generating | Verification Trusted

Object
Information

Function Rules verification
<E function

Query Processing Rules

LG

Physical |dentity Assignment Object
Owner .
Object Attribute Data > Attribute data
management
Data Management Rules > system
Trusted
query
Query Processing.Rules .
processing
function

Figure 2 — Setup and configuration

3.3.1 Owner respoisibilities

Owngrs determine all of the detail on whom, how, where, and when access rights to attribute data are
granted. Ownerts choose the service providers that implement the functional block and |provide the
accegs and’business rules to the various providers.

3.3. UID generating function

The UID generating function should ensure UIDs are unique within the domain the service operates. UID
can be generated following a specific format or function that can include object specific attribute data.

The function also generates or produces the verification rules that TVF use when considering a specific
UID during a query.

3.3.3 Object information

Subset of object attribute data or pointer (reference) to object attribute data.

© ISO 2014 - All rights reserved 7


https://standardsiso.com/api/?name=5131036fe04542b60f2aef8eec149804

ISO 16678:2014(E)

3.3.4 UID verification rules

The algorithms and procedures that allow a TVF to determine if a UID is valid within the domain; it can
include algorithms and processes that allow authentication. It can also include a list of generated UIDs.

3.3.5 Physical identity assignment

In creating the link between a UID and an object, assignment can be accomplished by enrolment of an
intrinsic UID.

3.3.6 Object attribute data

Object attribute data refers to the attributes sufficient to identify an object or class of objects. Opvner
can include hdditional attributes at their discretion.

3.3.7 Data management rules
The policies|regarding protection and disclosure of attribute data include but arg-not limited to
— access 1fights:
— reqpuirements to gain privilege to an access level;
— asslgns attributes to access levels;
— thelprotection levels of the attribute data.
— user (inspector) roles, and
— standard query responses:
— Dbusjiness rules for data disclosure;
— responses to queries. For example, What to say when UID is invalid;

— priyileged versus un-privileged tesponse.

3.3.8 Quefry processing rules

The rules thiat enable a functientto

— route a guery or response to the appropriate function,
— verify a|requestisauthorized or allowed, and

— verify communication is authorized or allowed.

4 Key principals

4.1 Availability and timely response
Availability and response times should meet the inspector’s expectations.

Response times should include the time needed to verify credentials. It is recommended that availability
and response times be addressed in a service level agreement.

4.2 One authoritative source

Only one authoritative source should correspond to the object to be identified. Multiple sources could
confuse inspector, furthermore, malicious service provider can copy the source, manipulate it, and

8 © ISO 2014 - All rights reserved
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publish as one of the authoritative sources to inspector. There can be service providers who have
custodian privileges, but it should always be clear who the authoritative source is and why custodian
copies of the data can be trusted.

4.3 Data management

Master data and transactional data should be kept up-to-date. The data should be managed in line with
the expected life cycle of the object. Consideration should be also given to how regulatory requirements
can change in the future, long term object identification needs driven by maintenance, warranty, and
investigations needing authentication. See Annex B for key concepts on master data management and
transactional data management.

4.4 | Need to know

To cteate an effective system, any knowledge about the presence of the features, the nature of the
featyre, and the processes and architecture of the system should be protected and only |shared on a
need-to-know basis.

4.5 | Data protection

The pystem contains business critical data and should use best practices to protect data. Through
designing and organizing the security both technically and opérationally, appropriate means should be
taken for protecting confidentiality, integrity, and availability: of information that are maintained in a
system.

4.6 | Privacy

Any [Personal Identifiable Information (PII) should be protected following local and jyrisdictional
regulations, and where there are no regulatiens, industrial best practises should be used.

4.7 | Regulatory compliance

Different industries and countries.are regulated with different directives that cannot be cpnsidered in
thisguideline. Any interoperablesystem shall be adapted to respectthe specificregulatory requirements.

4.8 | Vetting

Owngrs should ensuré’the implementations of TVF and ADMS are trustworthy. They shopld consider
the qudit resultsaand credentials of providers as part of a provider selection process. Owners should
ensufre the credentials are available and up-to-date.

Whogver s€lects that TQPF should ensure the implementation is trustworthy and credentialls are up-to-
date.

ServIce providers should perform background checks on CUSTOMETS requesting contractual use of their
services to deter malicious actors from pretending to be owners.

Vetting is bidirectional and trust is increased when all parties are credentialed.

4.9 Interoperability

Interoperability is the ability of two or more systems or services that exchange structured
information (syntactic interoperability) and to automatically interpret it (semantic interoperability)
and use the information that has been exchanged accurately and meaningfully in order to produce
useable results.

© ISO 2014 - All rights reserved 9
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Principle of the interoperability includes

defi

— defi

define target user group:

ne minimum information user needs;

ne style sheet as necessary;

— agree on how to handle access rights.

data handling:

agr

agr

define d

— identify useful existing standards for data exchange.

£ C UIl ddtd UWIICI D}lil},
be on data protection and usage restrictions.

ata interfaces:

— define service level agreement to ensure the response.

NOTE This International Standard is intended to improve semantic inteteperability. Some syntactic
alignment might be necessary for the routing process.

4.10 UID generation

UID should be generated such that they are unique within the domain the service operates.

5 Guidance

5.1 Introduction

The specificimplementation details of actualSystems vary broadly, however, there are common funcfions
between these systems that enable interoperability. It helps to describe systems from a functjonal

perspective

The guidand
have impact
illustrate w
that follows
approaches

5.2 Detel

to show the common operations. 5.2 and 5.3 focus on what systems have in common.

e presented here strongly’'considers the common frauds listed in 5.4. Implementation d¢
on how effectively,a‘service can detect each specific fraud listed. The guidance attemg
hich implementatien’approaches are most effective for each common fraud. The guid
in 5.4 outlines the advantages and disadvantages of popular or common implement
Lo help an interested party choose the mostappropriate approach based upon their situg

'mination of trusted services

ptails
ts to
ance
Ation
tion.

5.2.1 Gen

eral

An inspector needs to find or determine which TQPF can be involved with an object. That inspector
should also decide a level of trust to associate with the involved TQPF. When selecting or developing
object examination function, consideration should be given to the challenges a new or first time inspector
faces in finding the TQPF.

It is important to make the TQPF easy to find. Anything that makes the correct or authoritative TQPF
more visible should be considered.

5.2.2 Trustin the TQPF

The TQPF which acts as a portal for inspectors should be referenced or endorsed by independent and
well-known authorities.

10 © ISO 2014 - All rights reserved
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Consideration should be given to detect and recover from attacks on the TQPF portals. For example,
malicious agents are known to execute denial of service attacks on portals. Attacks occur in many forms
and countermeasures need to be appropriate for the specific attack.

Limiting the number of established services can assist the users with detecting deceptive services and
threat agents. Consolidating users onto only one (1) or just a few TQPF’s can allow someone in the group
to recognize and report suspicious actions and behaviours. The sudden appearance of a new service can
draw more scrutiny.

5.2.3 Use of prefix or postfix

Interfoperability can be improved by using a standardized Data Identifier (DI] or Applicatipn Identifier
(AI) hs a prefix or postfix to assist the TQPF route the query to the correct TVF. The Bibliggraphy lists
several existing standards that define Al and DI.

In thle absence of Al, DI, or other hints for locating the service, the approach js"to’examine the object
for trademarked logos or other evidence that identifies the manufacturer of the’object. Ingpectors can
contact the manufacturer for assistance in locating the TQPF.

5.2.4 Object examination techniques

Guidpnce is not needed when all data and identity elements ar¥é present in a system where all the
participants are following the agreements and rules. In nonrideal systems, consideratiopn should be
given to how object examination functions degrade as UID-are'lost or destroyed. Redundant and error-
corre¢cting elements can improve performance in such cifcumstances.

Consfideration should be given to how object examination functions behave when rules and|agreements
are viiolated. Trust and confidence can erode quickly: and defensive behaviours can emerge.

5.3 | Management of object identification data and attributes

5.3.1 Introduction

An ifjspector with sufficient credéntials can initiate a query with a TQPF that results in a refponse from
an APDMS. If the access rules altow it, the ADMS response can contain object identification data or other
objedt attributes.

NOTH Inspectors without credentials such as consumers can find only publicly available or limited
information in the response.

5.3.2 Verify the'service entry point (TQPF)

Interested parties are advised to carefully consider the possibility that the service entry|point might
be hgsted by malicious agents with the intent to commit fraud. The interested party shoulrl consider a

numberof questions before trusting or believing data provided from a service. A few possible example
questions are:

— Is the service provider credible?
— Is the object data coming from the trusted source?

Independent audits can resolve concerns regarding the credibility of a service. Credential that attests to
the audit results can be issued. The service can choose to make these credentials available to interested
parties to improve trust.

Inspectors can request credentials from the services they use and should check that any credentials
provided are current and rooted to a trustworthy authority.
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5.3.3 Maintenance and management

The owner should ensure that data are accurate and up-to-date. For example, if an attribute that
describes objects in a class changes, the corresponding information in the ADMS might need updating.

The owner should ensure that functions enforcing access rights have up-to-date rules and authorized
user information.

5.3.4 Privilege levels and user roles

Access to confidential object identification data can be dependent on privilege level. For example, replies
containing I i i j i i high
level credentials, whereas replies routed to inspectors without credentials might contain only.publicly
available information.

There can bg as many access privilege levels as the data owner decides to create.

5.3.5 Accé¢ss control

Industry practices for granting access rights are varied for many reasons, such as regulatory mandates,
communication network constraints, equipment cost, and so forth. A few;\common access methods
include

— user nafne and password challenge,
— digital dertificates, and
— unique |P address access control.

Best practices for access control should be considered. There should be a means to verify an inspe¢tor’s
identity and organization affiliation before access te confidential information is granted. Ease-of-use
can be facilifated when single sign-on mechanisms are used. Access control utilizing a digital certificate
should be cpnsidered for highly confidential data. An example of digital certificates for inspectgrs is
given in Annex A.

5.3.6 Ownership of transactional data

Transaction|event data and logs can be generated as TQPF and TVF systems operate. All affected parties
should unddrstand who owns aindmanages the transactional data and who has rights to access angd use
this data. Fqrmal contractuallagreements should be established to prevent misunderstandings.

5.3.7 Uselof transactional data

UID codes Withoutrelated authentication function cannot be used to determine whether or n¢t an
object is genuirie,‘however, analysis of event logs can detect some systematic attacks and help isplate
counterfeit pbjects.

For example, an event log that contains location information can detect a single object UID claiming to
be in two places at once. Also for UID systems that establish an instance specific code for each instance
of an object, special attention should be given when a code is queried too many times as this can indicate
that counterfeit objects exist.

5.3.8 Governmental or inter-governmental agencies or competent authorities

Governments or inter-governmental agencies can establish requirements to ensure the safety of
the public. These requirements can change from country to country or by geographic region. These
requirements are usually monitored or supervised by a competent authority or agency established
by governments with jurisdictional authority over the geographic region. These agencies can be
empowered by government mandates that require access to confidential information about products
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and any information used to authenticate products to ensure they are authorized for the destination
market and safe for the consumer.

Owners need to be aware of specific regulatory requirements which can require them to provide data
about their products to the above agencies in the markets where their products are distributed or sold.
Similarly, owners should be aware that in some jurisdictions, there might be restrictions on cross-border
access to data and services.

5.4 Common frauds

5.4. nnplirnh: UID codes

The techniques used to detect duplication of UID codes differ between class identifiers‘anf identifiers
interlded for use on single instance of the object. When UID codes are copied, re-driginated, guessed,
or reused, duplicates or “clones” occur across the system. Systems and servicessshould be|designed to
dete¢t and report duplicate UID codes. Indications of duplicated UID codes féryboth typds (class and
instgnce) can include but are not limited to

— queries coming from unauthorized locations or unauthorized inspectots, and
— the object does not match the description reported by the ADMS:

Indidation of duplicated single instance UID code for an object-can also include, but are not |imited to
— (queries coming from different locations at the same time; and

— I’IOI‘G queries than expected occurring for a single"U1D code.

In order to mitigate the risk of duplicated UID codes, an authentication element should be ujsed.

An intrinsic physical security layer can be ingerporated into a UID code. Intrinsic physical s¢curity layer
optidns include but are not limited to

— gecurity inks, taggants, optically/variable devices and other authentication features,
— ¢mbedded secret keys,

— ¢ncrypted information related to secure element, and

— physical uncountableyfunctions or markings.

Adjagent physical sécurity layer options include but are not limited to

— gdecurity papeérs, and

— i[;ks, taggants, optically variable devices and other authentication features.

In cojmplement to the above, brand specific features, stitching, designs, and colours can be fised.

5.4.2 Substitution

Fraud occurs when a valid UID becomes attached to a counterfeit object by substitution of the object.
Bad actors use multiple methods in committing this fraud by targeting

— supply chain,

— scrap, reclaim or reuse, and

— warranty replacement programs.

Methods to mitigate the risk of substitution can include but are not limited to

— tamper evident sealing technologies,

© ISO 2014 - All rights reserved 13


https://standardsiso.com/api/?name=5131036fe04542b60f2aef8eec149804

ISO 16678

:2014(E)

white list of authorized sources,

— track and trace of UID code, inspectors, and inspections, and

— deactivating of UID codes.

5.4.3 Feature deception

While it seems obvious that the absence of an expected UID code indicates fraud, this is only true when
the inspector know that a UID code should be present. Many authentic products exist that do not use
any form of UID, so the absence of any UID does not automatically mean fraud has occurred. Feature

deception fr
— theexp
the UID
more U]
the typd
— the nunj
Methods to

— inspect

commu
— publict
5.4.4 Mal
Bad actors Y

inspectors 3
Malicious s

audoccurswhemthesetof idcutity featuresisincorrectfor CAdlll})}C.

ected UID is missing;

is incorrect;

D are present than expected;

 of physical security is incorrect;

ber of physical security layers is incorrect.

mitigate the risk of false features deceiving inspectors can{ihclude but are not limited
b1 training,

hication with owner or other experts, and

Faining and announcements.

cious services

vill attempt to route inspectors to(malicious services. Most of the methods used to
re easily detected, but new or ufitrained inspectors are at higher risk of a re-routing f
rvice attacks include

— rerouting, sniffing, spoofing, redirecting, and

— man-in-
Methods to

encrypf]
digital g

periodi

the-middle attack.

mitigate the risk-of malicious services can include but are not limited to
ed commuanication channels between functional units,

ertificate;

F cheek that root of trust is still valid,

[0

trick
raud.

white list, and
use trusted website as a possible entry point, for example:

owner’s website;

— industry sector website;

— trusted third party services.

Owners should ensure that systems and services are audited and that credentials or other assurances are
available for inspectors to reference. Owners should ensure that inspector-oriented training materials
are developed and maintained.
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Inspectors can check for credentials when encountering any system or service for the first time, and
periodically re-check that credentials remain current for all systems and services used.

5.4.5 Malicious inspector

There should be means to detect malicious query patterns. Example means include but are not limited
to access logs and procedures that frequently verify access were based on a need-to-know.

5.4.6 Insider attacks

A bad actor on the inside can corrupt a good service provider or brand owner into a malicious one. Valid
ID nymbers can become available to bad actors due to

— gecurity leaks,

— TUnintentional mistakes, misconduct,

— alicious behaviour,

— inadequate security policy and training, and

— inside steals active UID codes.

Methods to mitigate the risk of insider attacks can include butare not limited to
ddequate security policies,

gvoid multiple authoritative sources of the samedD-numbers, and

— Jctivate UID codes only as they are properly used.
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Annex A
(informative)

Digital certificate (for inspectors)

A.1 Introduction

This annex
credentials

improved by
across the internet. This is achieved by using OU1 and OU2.

One owner ¥

all TQPF.

We want to
accomplish

A.2 Example and definitions of digital certificates (for inspectors)

Use of digitg

should cons

A.3 Trus

It is import:

digital certi
trustworthi
and defined

A.4 Trus

In order to
accredited/

WebTr

ETSI/T:
ETSI/T:

shows one possible implementation of using X.509 certificates to transmit insp
to the functions of an object identity system. In this specific example, interoperabil
/ using a common and existing standard (X.509) as the mechanism to deliver.irfform

vill initiate the generation of a certificate for the inspector. This certificate could be us

bstablish secure and trusted communication between the functions. X.509 is one meth
rhis when using publically available networks.

| certificate to achieve access control to ADMS is.oni€'of best practices, but then brand o
der the trustworthiness of both inspector and.digital certificate itself.

fworthiness of inspector

int that the brand owner considers(the trustworthiness of the inspector who receive
Ficate in order to access high confidential data in attribute data management system. H
ness can be achieved by using white list. White list is a list of trusted inspectors, man
by the authoritative source:;

fworthiness of digital certificate

ensure the trustworthiness of digital certificate, digital certificate issued by th
Fertified body?according to the following standards should be used.

b 102 0425
b 109 456;

bctor
ty is
htion

bd by

pd to

wner

s the
gher
aged

e CA

SUIOI CA.

A.5 Common field of digital certificate

Common profiles of digital certificates can be necessary in order to achieve the interoperability between

systems.

Example of the common profile is shown in Table A.1.

16

© ISO 2014 - All rights reserved


https://standardsiso.com/api/?name=5131036fe04542b60f2aef8eec149804

Table A.1 — Mandatory fields (Basic certificate fields)

IS0 16678:2014(E)

Certificate fields

Data type

(Number of
characters)

Definition

Authority

Example

Subject

Country name

Printable String

(2)

- The two character
country code in alpha-2
of ISO 3166-1

- All capital letter

Administrator

JP

St

hte name

Printable String
(128)

- Name of state, prov-
ince, etc.

- A head characteris a
capital letter

Administrator

Lg

cality name

Printable String
(128)

- Name of city, etc.

- A head characteris a
capital letter

- A delimiteris a
hyphen

Administrator

Minpto-ku

Or

ganization name

Printable String
(64)

- Name of organizationd

Administrator

JIPDEC

(0)i

ganizationUnitNamel

Printable String
(64)

- Identifier, which
administrater’manages

- In order to distinguish
in aufomatic verifica-
tion;it shall attach
the prefix “0U1-"b

Administrator

OUpL-G2-
1.2.392.200063.80.1.1

(0)i

ganizationUnitName2

Printable String
(64)

- Identifier, which RA or
LRA manages

- In order to distinguish
in automatic verifica-
tion, it shall attach the
prefix “OU2-"c

RA or LRA

oup-007

Cd

mmon name

Printable String
(64)

- Subject’s name (real
name, section name,
role or ID)

- In order to distinguish
in automatic verifica-
tion, it can attach the
prefix “BN-" (business
name which used as a

RA or LRA

Smith Betty
(Supply Mngr.)

formal common name
in the organization,
such as a real name and
maiden name), “BO-"
(organization/role), or
MID_"

a  [tshall use the name which is registered in QGIS or QIIS.

b It can be used as a pointer to the open attribute information (the company name, etc which cannot be written with the
alphabet), which could not be recorded on the certificate.

¢ Itcan be used as a pointer to the secret attribute information (section name, etc.), which could not be recorded on the
certificate.
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Annex B
(informative)

Master data management

Master data versus transactional data

and transactional data are two distinct data sets. Both have an impact on traceability'as
afety, recall, and anti-counterfeit measures. Aspects of the data sets are defined.as e
or confidential data and this has implications for authorized access to object.irfform
terfeit issue arises.

ject master data requires certain levels of access authentication normally controlled b

ors could be inhibitors to sharing information with competent authorities due to contra
and legal ramifications.

er data

are defined as static product data, which is somewhat permanent in nature and typ
inge often during the life cycle of an object. It includes data that can be considered p
bjectidentification number on consumer level packaging, as well as the brand name, prq
weight, and dimensions etc. Master data can@lso contain business confidential informg
bn specifications, bill of materials, component sources, authentication attributes, and o]

mmonly used in master data management include item master creation, object codifica
ication, source identification, data-collection, data transformation, normalization,
ion, error detection and correction, data consolidation, data storage, data distribution,
tion, taxonomy services, schena mapping, data enrichment, data governance, and o

data lifecycle management.

B.3 Tran

Transaction|
confidentiall
supply chaij
agreement.
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sactional data

pl data are dynamic, supply chain event-driven data, which can also be defined as publi
data. Transactional data are created in information systems as an object moves alon|
1. Transactional data can be captured and logged, and should be managed by contra

well
ither
htion

y the

r or [P rights holder. As supply chains are generally multi-party, centractual agreements

ctual

cally
hiblic,
duct
tion,
hers.

tion,
rule
data
bject

cand
o the
ctual
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Annex C
(informative)

Illustrative implementation examples

C.1 Introduction

This| Annex shows a few implementations of object identification systems andnho

implementations still follow the generic model offered by this standard.

The function blocks instances can vary. The blocks show in each example wer€ shifted a

illustrate how broadly implementations can vary.

C.2 | Class UID versus object UID

In all example implementations found in this Annex, the UID helps‘an inspector find infot

describes an object.

For ‘lclass UIDs”, this descriptive information refers to attributes common to all objects

such(as contents and traits of the products and their packaging. This data are sometimes r¢

“madter data”.

Information for “object UIDs” often includes several levels of attribute detail. Object UID

can he

— dlescriptive for the whole class of objects(master data - same information as given for
iLe. product and packaging traits,

— (lescriptive for a production batch of objects - i.e. production batch number, expiratio
recall information,

Many
base
atde

one

obje(

escriptive for a lot of objéects - i.e. shipment information, information on buyers and s¢
f objects, and

escriptive for asingle item - i.e. the serial number of an individual product and/or its ¢

F factors should be considered when selecting an implementation based on “class UIDs
d on “object'UIDs”. Object-specific information can be more efficient than class-specific
fectingcounterfeit objects. For example, we expect many instances of each class UID to e}

objectUID is expected. Finding two identical class UID is not unusual whereas finding t

w different

nd mixed to

mation that

f that class,
rferred to as

information
rlass UIDs) -
1 date, batch
tllers of a lot
omponents.
" versus one
information

kist, butonly
wo identical

tWYID tells us something is wrong. However, object UID typically have higher implemsg

entation and

maintenance overhead than class UID.

C3

Class UID, no authentication function example

Objects in this example implementation use only class UID. During set-up, for each UID, the owner loads
attributes that describe the objects in each class into the ADMS. Each UID points to one set of object
attributes in the ADMS.
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