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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

A message authentication code (MAC) is a data field used to verify the authenticity of a message,
generated by the sender of the message using a key shared with the recipient. The message and the
MAC are transmitted together. The recipient recalculates the MAC using the transmitted message and
compares it with the transmitted MAC, which allows detection of an altered message. While non-keyed
message integrity methods, such as checksums, only provide a method to detect accidental alteration of
the message, MACs additionally detect deliberate alteration, as the adversary would not have access to
the key used to generate the MAC.
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Thisdocument has been prepared so that institutions involved in financial services activitids wishing to
implement message authentication can do so in a manner that is secure and facilitatésintgroperability
between separate implementations.

This|document identifies ciphers, hash functions and algorithms from the ISOZIEC 9797 series that are
specifically approved for secure banking purposes.

Gengdral tutorial information can be found in Annex B.
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Financial services — Requirements for message
authentication using symmetric techniques

1 Scope

This document specifies procedures, independent of the transmission process, for protecting

the i
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ISO

riginated from an authorized source, or that stored data has retained integrity; A
rs approved for the calculation of a message authentication code (MAC) is also"pr]
entication methods defined in this document are applicable to stored data,’and {
atted and transmitted both as coded character sets or as binary data.

document is designed for use with symmetric algorithms where both sender and rece

key. It does not specify methods for establishing the shared key. Its)application will
ser against internal fraud perpetrated by the sender or the receiver, nor against forge
e receiver.

Normative references

following documents are referred to in the text in"stich a way that some or all of t
fitutes requirements of this document. For dated“references, only the edition cited
ted references, the latest edition of the referenced document (including any amendme

583-1, Financial transaction card originated'messages — Interchange message specifica
ssages, data elements and code values

1568-1, Banking — Key management(retail) — Part 1: Principles

man

For t

11568-2, Financial services — Key management (retail) — Part 2: Symmetric ciphe
gement and life cycle

erms and definitions

he purposes of.this document, the terms and definitions given in ISO 8583-1 and tl

a message
list of block
ovided. The
0 messages

iver use the
not protect
ry of a MAC

heir content
applies. For
hts) applies.

tions — Part

s, their key

ne following

Iresses:

3.1

algorithm
specified mathematical process for computation or set of rules which, if followed, will give a prescribed
result

3.2

authentication key
cryptographic key used for authentication
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3.3
beneficiary
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ultimate party to be credited or paid as a result of a transfer

Note 1 to entry: There can be more than one beneficiary.

3.4

block cipher
algorithm (3.1) for computing a function which maps a fixed-length string of bits and a secret key to
another string of bits with the same fixed length

3.5

checksum

fixed-length
change of of
of accidenta

3.6

cryptoperi
defined perf
the cryptog

3.7

date MAC c
DMC

date on whi

Note 1 to ent
key.

3.8

encipherm
(reversible)
to produce ¢

39

string of bits calculated from a message of arbitrary length, such that it is unlikely t
e or more bits in the message will produce the same string of bits, thereby aiding dete

[ modification

bd
od of time during which a specific cryptographic key is authorizedfor use or during y

aphic keys in a given system may remain in effect

bmputed

h the sender computed the message authentication code (MAC) (3.10)

'y: The DMC can be used to synchronize the authentication process through selection of the p

pnt
transformation of data by a cryptographic algorithm (3.1) with a cryptographic key in

iphertext, i.e. to hide the informatjon content of the data

identifier for authentication key

IDA
field that idg

3.10
message ay
MAC

cryptograp
modificatio

3.11

!

ntifies the key to befused in authenticating the message

thenticationycode

ic checKsiim on data that uses a symmetric key to detect both accidental and intent]
of data

hat a
ction

rhich

roper

rder

ional

MAC algori

hm

keyed cryptographic algorithm (3.1) that produces a fixed-length string of bits - the message
authentication code (MAC) (3.10) - from a message of arbitrary length, such that it is not feasible to

compute the

3.12

MAC without knowledge of the key

message authentication element
element that is to be protected by authentication

3.13

message element
contiguous group of bytes designated for a specific purpose
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message identifier

MID

systems trace audit number (deprecated)
field used uniquely to identify a financial message or transaction (e.g. sending bank’s transaction

refer

ence) within a given context [e.g. date MAC computed (DMC)]

Note 1 to entry: In ISO 8583-1, the MID is referred to as the systems trace audit number (STAN), which it
supersedes.

3.15
rece

xar
veT

party

3.16
send
part)

3.17
univ|
funcf
satis
is sl

[SOU

3.18
valu
date

4 1

4.1

F intended to receive the message

er
 responsible for, and authorized to, send a message

ersal hash function

ion mapping strings of bits to fixed-length strings of bits, indexed by a parameter ca
fying the property that for all distinct inputs, the probability over all keys that the ou
all

RCE: ISO/IEC 9797-3:2011, 3.6, modified — Note 1 to ehtry removed.]

P date
on which funds are to be at the disposal of thetbeneficiary

Principles

Protection of authenticationkeys

Authentication keys are secret.ctyptographic keys that have been previously established b

and
ISO 1

4.2

The

alter
MAC
comy

The

receiver and which are-used by the MAC algorithm. Keys shall be managed in acco
1568-1 and ISO 11568:2:

Message authentication elements

MAC calculation shall include those data elements which require protection agains

a) transaction amount;

b) currency;

c i

dentifier for authentication key (IDA);

[led the key,
[puts collide

y the sender
rdance with

t fraudulent

ation. Fof messages, this is agreed between sender and receiver. Subject to bilateral agfeement, the
calculation may also cover data elements not transmitted in a message (e.g. padding
putable by both parties from information already shared).

bits or data

he following

d) identification of payer and beneficiary and/or, if appropriate, their payment agent's value date;

e) message identifier (MID);

f) date and time;
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g) indication as to the disposition of the transaction.

NOTE Integrity protection applies only to the selected message authentication elements. Other parts of
the message can be subject to undetected alterations. It is important that users ensure the integrity of data
presentation.

4.3 Detection of duplication, loss or sequence errors

A mechanism should be implemented to detect duplication or loss, or messages arriving out of sequence.
Without recourse to further message exchanges, the recipient can only detect the replay of a previous
transaction if able to 1dent1fy transactlons uniquely and should then check that such unlque 1dent1fy1ng
information[t i able as
being in a s¢g quence Furthermore in order to detectloss, transactlons should be identifiable asbeing in
a defined sefjuence, predictable by the recipient. These conditions are achieved by involving-intheMAC
computation some elements (i.e. message elements or key elements) that are unique to the transartion
and that relate it uniquely to the previous transaction. Examples of methods to achieve'this include the
following:

a) Incorparate in the MAC calculation a unique transaction reference that does not repeat withih the
lifetime| of the system. To detect loss, the reference would need to change in-d defined sequencg that
is knowjn by the recipient who calculates this value and compares it withthe received value.

EXAMPLE The reference will include sender ID, recipient ID, key ID{and transaction number, wherte the
transactfion number increases by one for each transaction.

b) Incorporate in the MAC calculation an MID, i.e. a value that dge’s not repeat before either:

— thechange of date, i.e. date MAC computed (DMC) (usable ifthe dateisincluded in MAC elemgnts);
or

— thelexpiration of the cryptoperiod of the key used for authentication.

The MID can consist of a unique sending bank’s transaction reference number in a fixed format
message as an MID. A method of protegtion is described in Annex A. The MID can either coptain
the DMC or be a separate field. To simplify detection of loss, the MID could increase in a defined
sequende.

c) Use a unique key per transaction where the key of one transaction is derived from that of the
previous transaction (see ISO 115681).

d) Use a unique key per_transaction where the key of each transaction is derived from a umnique
transacfion reference that does not repeat within the lifetime of the base key.

e) Combing the abave'techniques.

5 Proce1iures for message authentication

5.1 MAC generation

A MAC shall be generated by processing in an agreed order (e.g. the sequence in which they appear
in a message) those elements to be authenticated (see 4.2). The generation mechanism shall use an
authentication key, which is a secret between the two correspondents. This process creates the MAC,
which shall then be included with the original text. To retain integrity of stored data the MAC is
unambiguously associated with the respective data.

1) Under preparation. Stage at the time of publication: ISO/FDIS 11568:2022.
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MAC placement

The MAC shall be either:

a) placed in the message, in an additional field specified for the transport of the MAC;

b) appended to the data portion of the message, if there is no specified MAC field; or

c)

5.3

retained in unambiguous association with the data requiring integrity protection.

MAC verification

A ref
the s

Whe
auth

Authenticity of the elements to be authenticated (and the message source if applicah

cons
A M4

Verif]
proc
will 1

5.4

5.4.1
This
mes{

5.4.2

1SO/
an m
ciphd

|

|
|

)

erence MAC is that which is received in the message to be verified, or that which is aSs
tored data.

h verifying a MAC it shall be recomputed using the message authentication-élements,
entication key and an identical algorithm. The result is then compared_with the ref¢

dered to have been confirmed when the computed MAC agrees with-the reference MA
LC is not included in the algorithm computation.

ication of the MAC is sensitive to the sequence in which théumessage authentication ¢
pssed (i.e. a change in the sequence of message authentication elements after the MAC
'esult in a failure to authenticate).

Approved authentication mechanisms based on the ISO/IEC 9797 series

General

document approves MAC algorithms specified in 5.4.2, 5.4.3 and 5.4.4, which shall
age authentication.

Approved message authentication mechanisms based on ISO/IEC 9797-1

EC 9797-1 specifies six MAAC algorithms that use a secret key and an n-bit block cipher
-bit MAC, and which are.based upon the cipher block chaining (CBC) mode of operati
I.

MAC algorithm 1S a simple CBC-MAC using a single key.

MAC algorithin 2 is a variant on algorithm 1, with an additional final transformation us
ey.

bciated with

an identical
trence MAC.
le) shall be
C.

lements are
is generated

be used for

to calculate
n of a block

ing a second

q)enultimate transformation uses a second key and the final transformation uses the f

MAG algorithm 3 is a variant on algorithm 1, ending with two additional transfor

i

irst key.

ations. The

second key.

MAC algorithm 5 is commonly known as CMAC.

the MAC algorithm key length.

MAC algorithm 4 is a variant on algorithm 2, with an additional initial transformation using the

MAC algorithm 6 is a variant of algorithm 1, using a final iteration with a separate key, so doubling

Table 1 shows the authentication mechanisms based on ISO/IEC 9797-1 approved for the generation of
MACs for financial services.
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Table 1 — Approved MAC algorithms from ISO/IEC 9797-1

ISO/IEC9797- IS0/ Key ISO/IEC9797-| MAC Applicable uses
1 MAC algo- | IEC18033-3 length 1 padding length
rithm cipher bits method bits
The length of the message needs to
1 AES or SM4 | 128,192, 256P 1 32 to 128 |be known to the receiver in order to
prevent message forgeries.
The length of the message needs to
1 TDEA 112,168 1 32 to 64 |be known to the receiver in order to
prevent message forgeries.
1 TDEA 112,168 3 3210 64 |The message length is needed frior
1 AESorSM4 | 128,192, 256b 3 32 to 128 |to starting MAC calculatipa.
1 TDEA 112,168 2 32 to 64 |The recipient need not have pripr
1 AESorSM4 |128,192, 256 2 32 to 128 |Knowledge of the message length.
The length of the(thessage needjs to
3 DEA 56 + 562 1 32 to 64 |be known to-the receiver in order to
prevent message forgeries.
3 DEA 56 + 562 2 32 to 64 |The reéipient need not have pripr
knowledge of the message length.
The message length is needed prior
3 DEA 56 + 567 3 32to 64 to starting MAC calculation.
5 AESor SM4 |128,192,256P 4 32 to128 | The recipient need not have pripr
5 TDEA 112,168 4 32G0 64 |Knowledge of the message length.
a2 ISO/IEC 9797-1 algorithm 3 uses two independent DEA keys.
b For SM4, pnly 128-bit key length is allowed.
Consideratipn should be given to the selection of MAC length. Short MAC lengths increase the likelihood

of successfyl collision attacks, while full-lengtht-MACs calculated over single blocks are poten
Lo key recovery attacks if a large-himber of MACs can be calculated. See ISO/TR 14742

susceptible

ISO/IEC 9797-1 for additional information.

The security analysis in ISO/IEC 9797-1:2011, Annex C, provides implementation recommendatior

protecting dgainst forgery and key fe¢overy attacks.

For new implementations MAC-algorithm 1 is not recommended. If algorithm 1 is used, then §
should be thken to preventCXOR forgery attacks as described in ISO/IEC 9797-1:2011, Annex (

adequate precaution is to fise padding method 3.

If algorithm|
a maximum
session key4

Trivial forge

3 is used;then the number of MACs generated using the same key should be restrict
of 256-uses. In order not to reduce the lifetime of the MAC-generating device, the u
is recommended.

tially
and

s for

data string a number of trallmg “O" b1ts w1thout changlng the MAC ThlS 1mp11es that paddlng method
1 should only be used in environments where the length of the data string is known to the parties
beforehand, or where data strings with a different number of trailing “0” bits have the same semantics.

5.4.3 Approved message authentication mechanisms based on ISO/IEC 9797-2

The only allowable MAC algorithms from ISO/IEC 9797-2 are those under the heading of MAC algorithm
2, as defined in that document, and otherwise known as HMAC. As specified in ISO/IEC 9797-2, HMAC
uses a secret key and a hash function (or its round function) with an n-bit result to calculate an m-bit

MAC.

Table 2 shows the authentication mechanisms based on ISO/IEC 9797-2 approved for the generation of

MACs for financial services.
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Table 2 — Approved MAC algorithms from ISO/IEC 9797-2

ISO/IEC 9797-2 ISO/IEC 10118-3 Key ll‘:“gth Maximum :::'AC length
MAC algorithm hash function bits bits
RIPEMD-160 112 - 512 160
SHA-1 112 - 512 160
SHA-224 112 - 512 224
SHA-256 112 -512 256
SHA-384 112-1024 384
SHA-512 112-1024 51p
2 SHA-512/224 112-1024 221
SHA-512/256 112-1024 25p
SHA3-224 112-1152 221
SHA3-256 112-1088 25p
SHA3-384 112 - 832 38p
SHA3-512 112 - 576 51p
SM3 112 - 512 25p
NOTE 1 RIPEMD-160 and SHA-1 are still permitted for use, as known{collision attacks are not applicable to HMAC
consfruction.
NOTE 2 The lower bound on the key length in this table reflects that the effective strength of the HMAC me¢hanism is the
minifum of the key length and twice the (internal) hash code, as wellas 112 bits being the minimum suppofted strength.
For mpore information, see NIST SP 800-107 Rev. 1, 5.3.
The $ecurity analysis in ISO/IEC 9797-2:2021, Annéx C, provides implementation recommendations for
protécting against forgery and key recovery attacks.
5.4.4 Approved message authentication mechanisms based on ISO/IEC 9797-3
MACE based on universal hash functions have the special property that their security cap be proven

unde
The ¢
— 1
— 1

Tabld
MAC

r the assumption that the eneryption algorithm is secure.

hllowable MAC algorithmsfrom ISO/IEC 9797-3 are:

JMAC with output length of 32, 64, 96 or 128 bits;

Poly1305-AES with output length of 128 bits;

iMAC withieutput length of m bits, where m is a multiple of 8 and satisfies 64 <m <12

3 shows the authentication mechanisms based on ISO/IEC 9797-3 approved for the g
5 for financial services.

8.

eneration of
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Table 3 — Approved algorithms from ISO/IEC 9797-3

ISO/IEC 9797-3 ISO/IEC Key length MAC length Remarks
algorithm 18033-3 bits m
cipher bits

UMAC AES or SM4 128,192, 2562 32,64,96,128 |UMAC makes use of simple zero
padding for messages having a bit
length that is not a multiple of 8.

Poly1305-AES AES 256 (with 22 bits 128 AES 128 is used in a final step of the
set to zero) algorithm.

The specially formatted key of
tenrgtir 256 bits s ot Used as AXS
key.

GMAC AES or SM4 128,192,2562 |64 <m<128and

m=0mod 8
a  For SM4, ¢nly 128-bit key length is allowed.

The security analysis in ISO/IEC 9797-3:2011, Annex C, provides implementation.recommendations for
protecting dgainst forgery and key recovery attacks.

5.4.5

Implementation recommendations

One simple|criterion for choosing between mechanisms in ISO/IEE"9797-1 or ISO/IEC 9797-3 and

mechanismj

in ISO/IEC 9797-2 is the availability of an implementation of the block cipher or [hash

function. Agindicated in Table 1 and Table 2, other characteristics such as performance issues or|data
length will help the appropriate choice of parameters.
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Annex A
(informative)

Protection against duplication and loss using MIDs

Purpose

Prot
by u
desc
with

A2

A2,

Dupl
not 11
appe

a) 1

b) 1

1

Othe

A.2.]

Whe
if ead
MID

A.2.]

Whe
elem
the N

ection against duplication and loss can be accomplished, in accordance with predefined
5ing unique-per-transaction message elements, time-variant keys or other methods.
'ibes methods for detecting duplication and loss of transmitted messages using M1Ds ir
4.3. Other methods, including variations of those described in this annex, may also be

Protection against duplication

| Duplicated messages

jcated messages can be detected if, under normal operation, the MID from a given
epeat for a given date and a given key. The receiver sheuld check the MID to ensure th
ar in a previous message. This check can be performedin one of the following ways:

f MIDs are sent in no predetermined order, the:feceiver can compare the received M

list of the MIDs received on that day.

f the MIDs for messages authenticated under a particular key are always sent in incre
he receiver need only check that the identifiers are strictly increasing.

r methods, including variations ona}or b), may also be devised.

A

Multi-party operation

h more than two partie§ share a common key (multi-party operation), duplication can
h party uses a mutually-exclusive portion of the possible MIDs. The receiving party che
s in the proper rarige and has not already been received.

B Including identities

h the identities of both the sending and receiving parties are included as message au
ents in‘eéach message, the receiving party need only check that it is the intended recei
[ID*hads not appeared previously in a message from the sending party. In this case, the

of Ml

Ds’tan be used by each sending and receiving pair, and MIDs can repeat between diffe

hgreements,
This annex
accordance
devised.

sender does
at it did not

[[D against a

asing order,

be detected
cks that the

thentication
ver and that
entire range
rent pairs.

A3

Loss detection

Loss of a transmitted message can be detected if both the sending and receiving parties keep a list of all
MIDs used at a given time. One party sends its list (via an authenticated message which has duplication
protection) to the party wishing to detect any loss. A comparison of the two lists is then performed.
Alternatively, if the MIDs are to be received in sequence, the receiver can detect a lost message as soon
as an out-of-sequence MID is received. The last MID for a day can be sent to the loss detection party by
way of an authenticated message which has duplication protection. Other methods, including variations
of those just described, may also be devised.
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If it is necessary to ensure that deletion of messages is detected quickly enough (i.e. that silence means
that no messages were sent), then null messages or reconciliation messages can be requested or sent at
appropriate times.

10 © IS0 2022 - All rights reserved
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