INTERNATIONAL
STANDARD

ISO
16527

First edition
2023-10

Health informatics — HL7\Personal

Health Record System Functional
Model, Release 2 (PHR-S FM)

Informatique de santé — Modele fonctionnel d'un systéme de

dossier de santé personnel, vérsion 2 (PHR-S FM)

Reference number
1SO 16527:2023(E)

© IS0 2023


https://standardsiso.com/api/?name=f3b8b37f6bd394117f05b773b4e4beaa

ISO 16527:2023(E)

COPYRIGHT PROTECTED DOCUMENT

© 1502023

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401  Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

ii © 1S0 2023 - All rights reserved


https://standardsiso.com/api/?name=f3b8b37f6bd394117f05b773b4e4beaa

Contents

0 =0 o N
o X0 11T T o
0.1 Notes t0 ReAdErS........co oo
0.2 Changes from Previous Release ..........ccccuveceerrirccmrrnsccer s ccer s e s s sme e sme e smme s
0.3 5= T3 1 | o1 U 1y ' SN
0.3.1  Personal Health Record (PHR) Versus a Personal Health Record System (PHR-S)....
0.3.2 Designation of SECHIONS.........ccccciciiiiiiiiccccrrrr e e
T I~ T e ¢ ] ] - PSP P PPPPY
11 PHR-S Functional Model Scope..........ccccuriminnimminineis s sss s Sl
2 Normative References.........cicccciiiriin e sssnn e sssnnes ke Do Te s
3 Terms and Definitions..........ooo s Kb s
4 The Functional Model............oo e e Yeab e
4.1 Overview and Definition ... T
4.2 PHR-S Functional OUtliNe.........cccciiiriimerreeesece e e s e e (b 5o e r e e e e
4.2.1] The Functions and Their Use.........ccoomiiiiiiniiininrmrrne e e ssss e
4.2.2] Personal Health Section FUNCLIONS ..........ccccmiiiceiiriceerrce e S e
4.2.3| Personal Health Support Section Functions.............ccccccemitrnnnnnnnnmnrnnnn s ssecesesees s
4.2.4] Record Infrastructure Section and Trust Infrastructure Section Functions.................
4.3 Common Major Concepts Across the Model............c0 e
4.3.1] Consistency in the Conformance Criteria............. b
4.3.2] PHR Account Holder Privacy .......cccccccecmiininnineeslnnmnniness s ssssss s ssnn s
4.3.3] Functionality versus Implementation............5 0 i ———
4.3.4] Relevant Standards...........oiiiiii e S i
4.3.5| Consents, Authorizations, and Prefereng@s............ccooeeiiiiiimieeciinn e eeeeeanes
4.3.6] Scope of Downstream Uses of PHR data............coooo s
4.4 TYPE Of Profiles...... e i et e e e s e s n e e sn e e e e e e e mnnennnan
5 Conformance ClaUSE.........ccoceea i diererrrssrerrsssmrerssssmrerssssmresssssmsesssssnsesssssnsessssansessnsansessnsanes
5.1 Introduction (Reference)....... e e
5.2 Scope and Field of Application (NOrmative)........cccccceriiiiccccecerinnis s
5.3 Concepts (NOrMALIVE) ccruristi i ceeerresrsscssssere e e e s sssssssms s e s e s ss s s ssme e e s ee s s ssmnne e e e e ses s snnnnnnenesan
5.3.1] Functional Profiles ..c m et
5.3.2] Conformance Model (Normative).........c.ccccmiiiiiiiinnisiiini s
5.3.3| Profile Traceability- (Normative) .........cccocvoiiiniiiiiin s
5.4 Normative Language (Normative)........ccccciirinnimimnininnis s s
5.5 Conformance)Criteria (NOrmative).......ccccovcvimiiiinins s
5.5. 1  INtrodUCHION...... ..
5.5.2| Criteria\in the Functional Profile............. e
5.5.3| ‘Dependent SHALL’ Criteria ........ccccurerrrrrsrmrrrrssreress e rssssssess s smse s s sms e s s s smse s s s smsesnsssmnenas
5.5.4] Referencing Other Criteria or FUNCHIONS.........ccoiiiiiiirccerr e e
5.6 PHR-S FM Structure and Extensibility (Normative) .........cccccuveeecemrrrcecemnsrcce e
5.6.1L_—Hierarchical Structure

5.6.2 Naming CONVENLION........cciiiiiiiiccceirr e sssssr e s s ssssme e e s s s smnn s e e e e sa s s s mmnne e e eesnnsnnnmnnnnnns
L0 T S 4 ToT 1=
5.6.4 EXteNSIDIlity ......cccoiiieieicre e n e
5.7 Functional Profile Conformance (Normative).........cccccovriiiinnimiincieinincers e
£ 0 N 1111 o T 11T 1 e o
5.7.2 Rules for Domain Functional Profiles ...
5.7.3 Rules for Creating New Functions in Functional Profiles.........cccccooiiiiiiinniniiccieee
5.7.4 Rules for Derived Functional Profiles ...
5.7.5 Conformance Statement...........cccccovieoiiirrrcirircsrr e ean
5.7.6 Rules for Companion Functional Profiles.........c..cccooomimmiiiicccisemririn e csssceneee
5.8 Use Cases and Samples (Reference).........ccccveeeceerrrrcmerrssseersssseeessssseee s ssse s s smee s smeees
5.8.1 Functional Profile Use Cases........ccccccirrrriirinnisirinssers s s sssssss s s sss s sssssnsesns
5.8.2 Sample Domain Functional Profile Conformance Clauses.......c..cccceeceeimmmrrrrnsnscssnncenennn
59 Interpreting and Applying Conditional ‘SHALL’ (Reference)........cccccccvrrrriccccneernnnnnnnnnns

ISO 16527:2023(E)

© IS0 2023 - All rights reserved

iii


https://standardsiso.com/api/?name=f3b8b37f6bd394117f05b773b4e4beaa

ISO 16527:2023(E)

5.9.1 Construction of Conformance Criteria Using the Conditional 'SHALL' Overview...................... 21
Lo T € 1= o 1= - TR0 o 4 o =Y o {3 PSSP 21
5.9.3 Rationale for ‘Dependent SHALL' ............. i sssere e s ssne e s s es s s smnne s e s s ses s snnnns 22
5.9.4 How to Apply the ‘Dependent SHALL ..........co e 22
6 L€ e T TS 24
6.1 [ =Y = Lo o =3 =T =Y o =) PSS 24
6.2 Introduction (NOormative) ... —————— 24
6.3 OVverview (REfEreNCe) .......uiiiiiriiiiiri it amn e e 24
6.4 The Action-Verb Structure (NOrmative).........cccciiriiiiinniiiiir e 24
6.4.1 Secure (System) HierarChy .........ccccuciiimiiniiir s 24
6.4.2 Data Management Hierarchy .........cc.ccccooiiiiiiiniiiinei s s s s 25
6.4.3 How|Action-Verbs are defined........... e ....26
6.4.4 Deprecated Action-Verbs...........oooormiiii i eeeeseeens e desTe 32
6.5 Guidelines for Use (RefErenCe) .......ccccueeeeerrrerrerinsserrssssererssssneesssssmsesssssssesssssnsesssssmnesesssnef o Seadeneas ....35
6.5.1  GenEral GUIANCE ........ccorieeererrccre e e e e e s ssmr s e s e e s sssmr e e sssmr s sssamn e s ensamsensnsamnessnsane oo onstonnnsanes ....35
6.5.2 Constructing Rigorous Conformance Criteria..........cccccccirriiicciiscernnnin e abser e e essnenns ..36
7 PHR| System Conformance Claim via Self-Attestation............cccoocmmrriiiiccccccecn s B s .37
8 Glogsary Supplement: Record Lifecycle Events and Descriptions (Normative) .................... .37
8.1 Record Lifecycle Events (See RLA1.1.1).ciiiiiriir e e .37
Annex A (Normative) FUNCHION List.........oo i irb s s e ....40
Annex B (Informative) Glossary of Terms for the EHR-S FM...............an e ...41
Annex C (Informative) Background ... s smsse s ssmsn e s mmnn e e .71
CA1 LA 4B T3 o 1 S .71
C.2 The HL7 Electronic Health Records Work Group......... i .71
C.3 PHR({WG Background and Charge .........ccccerirearerrreasebtieneesssssmsessssamsesssssmsesssssmsesssssmsesssssnsessssanes .71
Annex D BiBliography ... e .73
Annex E (N@rmative) FUNCHioON List.........cccoiioiriee e cierreccrerssse s sssss e ss s e sn s e en e s e n e se s sme e nenan .74
Annex F (Informative) PHR SOUICES .......cccccieemem iiccssmemere s s ssssssssssns s s s s ssssssssssss s s ssssssssssnsssssessnssssssnsnsssesnas £
F.A1 ProVider-linKed...... ... a0 i C e s e s n s .75
F.2 L Y Y 11011 (=Y o - SN o £
F.3 Health ReCOrd BankK...........cciiiiiieiemeeeer i isssssmsressssssssssssmsss s s ssssssssmsns s s essasssssnmsnsesessnsssssnnsnesssassnssan ....76
F.4 Hybrid Payer & Provider LinKedy. ..o s ssssss s s ssanes ....76
F.5 Webrbased, Consumer-centric Model ............ooo it ....76
Annex G (Informative) Anticipated/USes...... .o 77
G.1 Interinational Community’and Realm Specifications...........cccoooiioiininccccc e, -
G.2 Anticipated Development Approach: Functional Profiles..........cccoiiiiiciiiincccceeees -
Annex H (Informative) Mobile Device Impact on — and Issues related to — PHRs ..........cccccccvveeennne. .78
H.1 L (o 11T T o ...78
H.2 PHR| Relationship to Mobile DeVICes ..o s .78
H.3 Trustworthiness of Mobile Device Information Sources.........c.occocmiriiciniricccnnccce e ....78
H.4 Possibility of Consumer Alteration of Professionally-sourced Data ........ccccccevviccccecerennnincnnns .78
H.5 Possibility ioNs Of PTOfeSSIoNally-SOUTCEd Data...........cccooereeeeeiessssssmeeeeeeeeeeesnnes 78

H.6 Possibility of Insufficient/Unexpected Governance or Management of Professionally-

£ oL U T o= [ - 1 T
H.7 Interoperability Standardization within Health Information Exchange Environments...............
H.8 Various Types of Mobile DeVICes........cccvviiiiiiiiiininii s s
H.9 Functionality (or capability) -Nuances of Various Information Exchange Systems...................
H.10 Labeling of Mobile Devices (and corresponding software) as “Regulated” by the FDA ...........
H. 11 Amount or TYPe Of Data.......cccciiiieeieiicccer e rsssr e ssssr s ss s s s e s ss e e snsmn s s e s ensmn e e e mn e s nnnnns
L TR 72 0 (W] =Y =TT o
H.13  Location of Data-At-Rest..........coo i rs e s s s e s s s s e s smn e s s me e s amn e e nnnnns
H.14 Management of lost, stolen, or misplaced mobile devices..........ccoccmrmrriiiiccirmrnnrn e,
H.15 Consents, Authorizations, and other GOVernance ISSUES ........ccccccvviriiimemeeeiinrereessesssesrreressnssssees
H.16  LocCation AWAr€ness SEIVICES ......cccciiirriirriiiiierisssre s ssssms e s sssms e s sssms s s sms e s sssms e s sesamn e s sssmn e s sssamsessnnans
H.17 Use of multiple mobile devices ...
H.18  USage NREUNISICS ......ceiiiieiiiiiir it s amn e s

iv © IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=f3b8b37f6bd394117f05b773b4e4beaa

H.19
H.20
H.21
H.22
H.23

ISO 16527:2023(E)

Difference Between “Patient-entered” and “Patient- sourced’ Data..........c.ccccvevrrrrrereeneennnnnnnnnnns 82
Difference Between “Author-of-the-data” and “Source-of-the data”............cccoevvvrrrrrrrrcrrcennnnnnnnns 82
Relationships between PHR, EHR, and Mobile DevViCes.........ccccccccmmmmnmnnnnnnnnnnnnnnnnnsnsnsssssssssssnsnnnes 82
Responses to Rules-engine REQUESLS ..........ccccccviiiiiiciiiciinir e e sssssssss e e s es s s sssnne s e e s sns s snnnns 83
Security and Privacy Obligations Vary Between Providers and Consumers .......ccccccceeeccvnecenennn. 83

© IS0 2023 - All rights reserved \Y


https://standardsiso.com/api/?name=f3b8b37f6bd394117f05b773b4e4beaa

ISO 16527

:2023(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national
standards bodies (ISO member bodies). The work of preparing International Standards is normally
carried out through ISO technical committees. Each member body interested in a subject for which a
technical committee has been established has the right to be represented on that committee.
International organizations, governmental and non-governmental, in liaison with ISO, also take part in
the work. ISO collaborates closely with the International Electrotechnical Commission (IEC) on all
matters of electrotechnical standardization.

The procedyires used to develop this document and those intended for its further maintenanc
described irf] the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different tyges of ISO document should be noted (see www.iso.org/directives).

ISO draws aftention to the possibility that the implementation of this document may.-involve the y
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patent righ

notice of (a)|patent(s) which may be required to implement this document. However, implementer]

in respect thereof. As of the date of publication of this document, ISO had not rec

cautioned that this may not represent the latest information, which may be‘obtained from the p

database av
such patent

Any trade n
constitute al

For an exp
expressions

hilable at www.iso.org/patents. ISO shall not be held respofisible for identifying any
rights.

hme used in this document is information given for‘the convenience of users and doe
1 endorsement.

related to conformity assessment, as well*as information about ISO's adherence t

World Trade Organization (WTO) principles in)the Technical Barriers to Trade (TBT),

WWW.iS0.0r¢§

 /iso /foreword.html.

This docum
its editorial
under the “f

This first ¢
technically 1

The main chl

updateg

pat

ent was prepared by HL7 (as ANSI/HL7 PHRSFM, R2-2021) and drafted in accordance
hst-track procedure”.

dition of ISO 16527-cancels and replaces the ISO/HL7 16527:2015, which has
evised.

anges are as follows:
to many*functional requirements, including those relevant to:

enbadvance directives, consents and authorizations;

anation of the voluntary nature of standards, the meaning of ISO specific terms
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PHR account management, activation, deactivation and account transfers;
allergies, intolerances and adverse reactions;
problem list management and integration from multiple sources;

care plans, treatment guidelines and protocols;

ical decision support;

nutrition and dietary information;
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— health calendar;

— annotation of externally sourced information;

— record corrections and amendments;

— reduction of data duplication - same data from multiple sources;

— customized data views and reports;

-~ Recordinfrastructureimctuding:
— record entry management,

— lifespan and lifecycle events - fully compatible with ISO/HL7 10781 - Electronic Health
Record System Functional Model, Release 2.1;

+— Trust Infrastructure including:
— authorization,
— authentication,

— access control and audit - fully compatible with ISO/HL7 10781 - Electronic He¢alth Record
System Functional Model, Release 2.1.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be foundat www.iso.org/members.html.
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Introduction

0.1 Notes to Readers

The HL7 Personal Health Record System Functional Model (PHR-S FM) was approved as a Draft Standard
for Trial Use (DSTU) in July 2008. In September 2010 the PHR-S FM was presented to ISO TC215 as a New
Work Item Proposal (NWIP) ballot and received comments from the international community. The comments
from that ballot were used to update and improve the draft standard. The standard was updated, re-balloted,
and the comments reconciled in September 2013 resulting in Release 1, and again in 2019 resulting in
Release 2.

0.2 Changes from Previous Release

This persongl health —focused standard (PHR-S FM) was developed in harmony with the cliffically-fogused
HL7 EHR System Functional Model (EHR-S FM). When the EHR-S FM’s layout was enhanced from Release
1 format to [Release 2 format, the HL7 Personal Health Record Work Group determined to updatg and
harmonize tHe PHR-S FM from Release 1 format to Release 2 format as well. The PHR=S FM will follow the
format of thg EHR-S FM with respect to the replacement of the Information Infrastructure Section with two
individual segtions: the Record Infrastructure section and the Trust Infrastructure section.

0.3 Backgrpund

0.3.1 Personal Health Record (PHR) Versus a Personal Health Record System (PHR-S)

The PHR WG makes a clear distinction between a PHR and>a PHR System (PHR-S). The PHR is the
underlying relcord (e.g., data, information, pictures, sounds, graphs, or videos) that the software functionality of
a PHR-S mdintains. There has been much discussion surrounding the definition of a personal health rgcord.
The PHR-S [FM does not attempt to define the PHR~but rather to identify system features and fungtions
necessary tg create and effectively manage PHRs, The PHR-S FM offers examples of data elements, put is
not intended to provide details necessary to specify_a data model.

The overarching theme of a PHR-S involves ‘a patient-centric tool that is controlled, for the most part, Qy the
individual PHR Account Holder. A PHR-S:should be immediately available electronically and able to link to
other systemis. The PHR-S provides funetionality to help an individual maintain a longitudinal view of his ¢r her
health history, and may be comprised-of information from a number of sources — e.g., from providers and
health plans,|as well as from the individual. Data collected by the system is administrative and/or clinical, and
the tool may [provide access to-health-related forms (e.g., Advance Directives) and advice (e.g., diet, exefcise,
or disease management). A~PHR-S might also help the individual collect behavioral health, public hgalth,
patient-entered and patient-accessed data (including medical monitoring devices), medication information,
care management plans~and the like, and might be connected to providers, laboratories, pharmacies,
nursing homes, hospitals and other institutions and clinical resources. This PHR-S-FM is universal and
therefore generic by~design. There may be additional constraints in certain realms or regions. For example,
in the US Rgalm, the management of laboratory results is subject to the Clinical Laboratory Improvgment
Amendmentg (CLIA) federal regulation.

At its core, the PHR-S should provide the ability for the individual to capture and maintain demographic,
insurance coverage, and provider information. It should also provide the ability to capture health history in the
form of a health summary, problems, conditions, symptoms, allergies, medications, laboratory and other test
results, immunizations and encounters. Additionally, personal care planning features such as Advance
Directives and care plans should be available. The system must be secure and have appropriate identity and
access management capabilities, and must use standard nomenclature, coding and data exchange standards
for consistency and interoperability. A host of optional features have been addressed over the course of this
initiative, including secure messaging, graphical presentation of test results, patient education, guideline-
based reminders, appointment scheduling and reminders, drug-drug interactions, formulary management,
health care cost comparisons, document storage and clinical trial eligibility.

The effective use of a PHR-S is a key point for improving healthcare in terms of effective self-management,
patient-provider communication and quality objectives.

viii © IS0 2023 - All rights reserved
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0.3.2 Designation of Sections

The PHR-S FM (i.e., all chapters) contains normative, informative, and reference sections. In the
Conformance Clause chapter, the normative content defines how a functional profile achieves conformance to
the PHR-S FM.

© IS0 2023 - All rights reserved ix
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Health Informatics — HL7 Personal Health Record
System Functional Model, Release 2 (PHR-S FM)

1 Scope

1.1 RHR-S Functional Model Scope
The HL7 PHR-S FM defines a standardized model of the functions that may be presentin PHR Systems.

It is Heyond the scope of the PHR system to control the use (or intended use) of RHR data. On the contrary, it
is within the scope of the PHR system to manage the authorization of an jndividual (or other| application).
Thosg parties are then responsible for using the data for appropriate (orCintended) purposes.| The system
manyfacturers ought to specify "intended and permitted use of PHR data™in‘their Terms of Servige and Terms
of Use agreements.

This Functional Model Is Not:

A messaging specification

An implementation specification

A conformance specification

A specification for the underlying PHR (ize:, the record itself)

An exercise in creating a definition for\a PHR

A conformance or conformance testing metric

¢ A requirement specification for'a-single PHR system (see Anticipate Uses below
The information exchange enabled by the\PHR-S supports the retrieval and population of clinical documents
and gummaries, minimum data sets, and-other input/outputs.

2 Normative References

The fpllowing documents. are referred to in the text in such a way that some or all of their content ponstitutes
requifements of this document. For dated references, only the edition cited applies. For undated references,
the Igtest edition of the' referenced document (including any amendments) applies.

ISO/TR 14292:2012 Health informatics -- Personal health records -- definition, scope, context and global
variations efuse

3 Terms and Definitions
For the purposes of this document, the following terms and definitions apply.
ISO and IEC maintain terminology databases for use in standardization at the following addresses:

— IS0 Online browsing platform: available at https://www.iso.org/obp

— |EC Electropedia: available at https://www.electropedia.org/

31
base functional profile
existing functional profile from which new (child) functional profiles are created/derived

© IS0 2023 - All rights reserved 1
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3.2
conformance
fulfillment of a product, process, or service of specified requirements

3.3
conformance criteria
requirements indicating the behavior, action, or capability that constitutes implementation of the function

3.4
conformance clause

section of a specification that defines the requirements, criteria, or conditions to be satisfied in order to claim

conformance

3.5

conformance statement

description of the function in a PHR system that has been implemented. It reflects the degree-to.which a
system has et the functional profile’s requirements and may include optional functions and\information

3.6
derived fungtional profile
functional profile that is created from a base functional profile, also known as a child functional profile

3.7

extension

ability for a PHR-S to incorporate additional functionality beyond what:is defined in a functional profile
the text within a PHR is often displayed on a screen -- but that same*text could be read aloud by an (exts
speech synthesis computer program (even though speech synthesi§’is not part of the PHR system, per s
3.8

functional profile

subset of thd PHR-S FM in which functions have beendesignated (sometimes in varying degrees) for c
PHR systems or sources or level of functionality

3.9

informative functional profile

registered functional profile that has suecessfully completed formal public scrutiny via the HL7 conseé
process

3.10

inherited criterion

conformanceg criteria listed<in“a header function that will be inherited by all its children functions
conformancg criteria listeddin-a parent function that are inherited by all its children functions

3.1

registered f
functional pr

3.12

¥

nctional profile
file.that has successfully completed HL7 EHR WG registration process and review

PHR

e.g.,,
ernal)

).

Brtain

PNSUS

and

situational criterion

criterion that

4 The Fu

is required if the circumstances given are applicable

nctional Model

4.1 Overview and Definition

The PHR-S FM is divided into four sections: Personal Health, Supportive, Record Infrastructure, and Trust
Infrastructure. Functional profiles can be developed which identify various functions from one or more of these
four sections in order to describe a given system, and allows for further characterization of that profile by the
assignment of priorities to each function in the profile (see Figure 1). While the PHR-S FM should contain all

© IS0 2023 - All rights reserved
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reasonably anticipated PHR-S functions, it is not intended to comprise the entire list of all functions that may
be found in any specific PHR-S. Again, functional profiles will be developed to constrain the functions for an
intended use (see Section 5.1). This document defines the PHR-S Functional Model and describes the
general use of profiles and priorities (see Reference Material for examples of stakeholders that might create
profiles).

© IS0 2023 - All rights reserved 3
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Profiles

Personal Health

Supportive

Record Infrastructure and Trust
Infrastructure

As previousl
Record Infra
child relation
behavior of
stakeholders
Criteria (whig
as Descriptig

The number
(e.g., “PH.1.1
In many cas
Functional N
Stakeholder
set of functio

Figure 1: PHR-S Function List Sections

y mentioned, the PHR-S FM is divided into four main segctions: Personal Health, Suppg

s5hips). Each subsection is comprised of a number of individual functions. Functions describ
a system in consumer-oriented language and are-intended to be recognizable to al
of a PHR-S. Each function contains a Function Name, Function Statement, and Conforn
h are “normative” in an ANSI-accredited standard) as well as other associated information
n (which is reference information and is not a-n@rmative part of the ANSI-accredited standar

ng of the functions maintains parent-child-relationships between the sections and subsec
Account Holder Profile” is the parent.of-child “PH.1.1.1 Identify and Maintain a Patient Rec
es the parent is fully expressed by\the children (see Figure 2). In the aggregate, the P
lodel is intended as the superset’ of functions from which a subset can be derived
Community to illustrate what they heed in a PHR-S for their setting. Only a subset of this incl
hs (one or more PHR-S Funictional Profiles) will apply to any particular PHR-S implementatia

rtive,

structure, and Trust Infrastructure. Within the main sections_dre a number of subsections (parent-

e the
key
ance
such
).

tions
ord”).
HR-S
by a
usive
n.
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PH.1.0 Account Holder Profile
PH.2.0 Manage Historical Clinical Data And Current State Data
=
©
:?:’ PH.3.0 Wellness, Preventive Medicine, and Self Care
©
S PH.4.0 Manage Health Education
(/2]
-
o .
o PH.5.0 Account Holder Decision Support
PH.6.0 Manage Encounters with Providers
S.1.0  Provider Management
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2 S.2.0 Financial Management
t
o
o S$.3.0 Administrative Management
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S.4.0. Other Resource Management
i
[72)
E d,_" RI. Record Infrastructure
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O—¢C
0 —
(14

Figure 2: PHR-S Functional Outline

There is one type of mandatory inheritance in the PHR-S FM. All criterion listed in a parent function will be
applicable to all the children of that parent function.
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4.2 PHR-S Functional Outline

4.21

The Functions and Their Use

The PHR-S Functional Model can be used to:

Promote a common understanding of PHR functions upon which developers, vendors, users and

other interested parties can plan and evaluate PHR functions.
Provide the necessary framework to drive the requirements and applications of next level

standards, such as PHR content, coding, information models, constructs and interoperability for

nformation portability between sub-systems of a PHR-S and across more than one PHR-S.
Establish a standards-based method by which each realm (country) can apply these PHR-S
functions to care settings, uses, and priorities.

what functions can be expected in a PHR-S.

4.2.2 Personal Health Section Functions

Description @

f Personal Health section functions: The Personal Health (PH) sectienfinctions are the sub

PHR-S funct

PH section flinctions can yield a summary record of an individual’s care, including ad hoc views of the o

PHR.

Example of g

ons that manage information and features related to self-care and provider based care over

Personal Health section function: A function to ensuretthat the individual PHR Account Ho

demographig

Actors for Pég

information is captured and maintained so that the individual is unambiguously identified.

the principal

rsonal Health section functions: As the subject.of PHR information, the PHR Account Hol
user of PH section functions.

4.2.3 Personal Health Support Section Functions

Description

Df Supportive section functions: The Supportive section functions are the subset of P

functions tha
PHR-S funct
to improve th

Example of 4

ons that provide input to systems that perform clinical research, promote public health and
e quality and outcome of health care delivered.

Supportive sectionfunction: A function that will electronically query local immunization regi

to ensure tha

Actors for Sy

t a person is currently registered and determine the person’s immunization status.

functions, bd
Supportive s

Inform those concerned with new, additional, or other use of PHR data and national infrastru

t assist the PHR Account Holderwith administrative and financial requirements. Also include

pportive section functions: The PHR Account Holder is the principal user of Supportive sd
t under\certain circumstances, health care providers might be expected to perform v3
bction;functions.

cture

et of
time.
verall

der’s

ler is

HR-S
d are
seek

stries

ction
rious

4.24 Reco

rd Infrastructure Section and Trust Infrastructure Section Functions

Description of Record Infrastructure section functions and the Trust Infrastructure section functions: These two

sections are copied from the EHR-S FM R2 since the record and trust requirements of health information
exchange between the personal and clinical settings overlap heavily. They offer functionality that supports the
Personal Health and Supportive section functions. These functions ensure that the PHR-S provides
information privacy and security, interoperates with other information systems (including PHR and EHR
systems), and helps make PHR-S features accessible and easy to use.

Example of a Record Infrastructure section function: A function to ensure that PHR data, such as an

immunization record, can only be viewed and updated after an individual or system authenticates the user’s
identity within the PHR-S.
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Actors for Record Infrastructure section and the Trust Infrastructure section functions: These functions are
generally performed transparently by the PHR-S on behalf of (and without intervention of) PHR-S Account

Holders and other users.

4.3 Common Major Concepts Across the Model

4.3.1

Consistency in the Conformance Criteria

Within the authoring group, there was an intentional effort to create language consistency in the conformance
criteria. The “Action- Verb” Hierarchy (see 64 The Action-Verb Structure) was established to help create

r more of the sub-verbs are appropriate for a given function and(hmust write conformanc
rain the use of the Action-Verb Hierarchy according to the intent'af the profile being created.

criteria that

4.3.2] PHR Account Holder Privacy
It is the bias of this Model that consumer privacy rights be-protected to the fullest extent possible.[However, as
an infernational model that attempts to describe functionality for many PHR system sub-types (e.g., integrated

PHR
conc
“in ad
to ing
rule

priva
to c3
discldg

43.3

Itis i
base
implg
throu
and

perfo

EHR systems, stand-alone PHR systems, .of* vendor-provided Web-based systems)
brning consumer control over information are frequently tempered by the phrase (with son
cordance with user role, organizational policy, or jurisdictional law.” This phrase does not e
titutions to violate individual rights, but acknowledges that legitimate exceptions may exist t
bf PHR Account Holder control over(their PHR information. In all cases, the model requ
Ly policy of a PHR system be fully(transparent to PHR Account Holders, and that a PHR-S

sed (see functions in Tl.1.8, Ratient Privacy and Confidentiality for additional detail.)

Functionality versus,Implementation
mportant to notedhat many functions provide the capacity for functionality (e.g., provide f

mented within the context of the entire PHR-S FM. For example, implementation of mg
ghout the'model are expected to conform to the security and audit functions found within T
T1.2 (Auditable Records), and functions performed “by the PHR Account Holder” may
rmed by others as delegated by the Account Holder (see T1.1.2, Entity Authorization).

statements
e variations)
ktend license
b the general
ires that the
as the ability

pture a PHR Account Holder’'s' consent on how his or her personal information may be used and

br standards-

l interoperability), but do not give implementation details. A function, when implemenfed, must be

ny functions
1.1 (Security)
be actually

43.4

Relevant Standards

Relevant Standards include:

43.5

ISO/TR 14292 "Personal health records - definition, scope, context and global variati

Consents, Authorizations, and Preferences

ons of use”

Consumers may desire to declare a consent, authorization, or preference differently in the PHR-S context
than in the EHR-S context. The method of handling consents, authorizations, or preferences is not addressed
by the PHR-S FM. Rather, such issues ought to be addressed during implementation. For example, such
functionality could be implemented in a “services-aware” fashion if desired (for example, as a smart-cloud-
type-query). Differences between multiple versions of consents, authorizations, or preferences may be best
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adjudicated by humans. The state of the art may not yet be adequate to handle such adjudication
computationally.

4.3.6 Scope of Downstream Uses of PHR data

The PHR-S FM currently only envisions privacy, security, and confidentiality measures that extend to the initial
PHR data-exchange recipient and not to (possible) subsequent recipients of the PHR data that might be
passed on by the initial data-exchange recipient.

This PHR-S FM is universal and therefore generic by design. There may be additional constraints in certain
realms or regions: — ; f i p the
Clinical Labofatory Improvement Amendments (CLIA) federal regulation.

4.4 Type of| Profiles
Characterization of a PHR profile based on its attributes:
cope and nature of content

Some PHR systems do not contain any patient clinical data, but just have consumer health information,
personal health journals, or information about benefits and/or providers:

Of those |[PHR systems that have clinical information, some are pepulated by EHRs, some are digease
specific, Jome include just specific subsets (e.g., laboratory reports), and some are comprehensive.

Data in PHR systems may come from the consumer, patient, caregiver, healthcare provider, payer, or|all of

The person or organization that manages or maintains the physical record. This may be the consumer or

Data may|be stored in a variety of locations, including an Internet-accessible database, a provider's EHR-S
the consumer/patient's home computer, a portable device such as a smart card or thumb drive,| or a

’

egree of Interoperability
PHR system may be stand<alone or be interoperable with other EHRs/PHRs or somewhere in between.

arty controlling access to the data
While conjsumers or.patients always have the right to access their own data, they do not always detefmine
who else may access it. For example, PHRs that are “views into a provider's EHR” follow the access|rules
set up by the provider. In some cases, consumers do have exclusive control.

5 Conformance Clause

5.1 Introduction (Reference)

The following is the HL7 EHR Work Group (EHR WG) -approved Conformance Clause for the PHR System
Functional Model (PHR-S FM). As important background on conformance, please note the following:

e This conformance clause defines what it means to conform to the PHR-S FM.

e Conformance to the PHR-S FM is defined for functional profiles. A PHR system (PHR-S) does
not directly conform to the PHR-S FM, rather it conforms to one or more functional profiles.

e Conformance criteria are associated with every function in the PHR-S FM.

e This conformance clause does not specify testing or validation procedures to determine whether
a PHR-S conforms to a functional profile or whether a functional profile conforms to the PHR-S
FM.

8 © IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=f3b8b37f6bd394117f05b773b4e4beaa

ISO 16527:2023(E)

The technical and management staff of the U.S. National Institute of Standards and Technology (NIST),
Information Technology Laboratory provided input and support for the development of this conformance
clause.

5.2 Scope and Field of Application (Normative)

This conformance clause defines the minimum requirements for functional profiles claiming conformance to
the PHR-S FM. It also identifies how PHR systems achieve conformance to the Functional Model (FM), which
is via the system’s conformance to a particular functional domain profile, multiple functional profiles, or
combination of domain and companion profiles. This clause specifies:

b PHR-S FM

e The purpose, structure, and use of conformance criteria that are to be included in thg
and conforming functional profiles,

The rules for defining conforming functional profiles of the PHR-S FM,

The relationship between functional profiles and PHR systems,

Sample conformance clauses and use case scenarios,

Guidance on the conformance requirements that a functional profile might levy on P}

Guidance on the purpose and use of a PHR system Conformance-Statement.

1R systems,

Whilg the conformance requirements for functional profiles can be foundZin this clause, they
refer¢gnce the PHR-S FM and other sources.

necessarily

This
confd

conformance clause does not specify testing or validation procedures to assess a functipnal profile’s
rmance to the PHR-S FM. It also does not specify testing or«alidation procedures to deterfnine whether

a PHR system conforms to a functional profile or matches its, Conformance Statement.

5.3 Goncepts (Normative)

5.3.1] Functional Profiles

Creating a functional profile is a method (for defining subsets of the PHR-S FM. A functiongl profile is a
specification which uses the Functional® Model to indicate which functions are required,| desired, or
implgmented for certain PHR systems™ (e.g., systems characterized by their attributes such as source,
custddian, technical approach, or level of functionality) or for other purposes (e.g., systems based on scope or
nature of information such as chronic conditions). See the figure in Section 5.8 for representative pxamples.

Func
provi
systel
and

ional profiles can be_created by healthcare community stakeholders with interest in
jing a functional profile for a PHR system (e.g., Integrated Delivery Network, or an Emplg
m). Functional profiles can represent the functionality required and desired for the level of
nteroperability)_or reflect the functionality incorporated in a vendor's PHR system. Once

using and/or
yer or Payer
functionality
a functional

ed functional
tional profile,

b is definediit-can be implemented by PHR systems or it may trigger the creation of deriyv,
bs. A derived functional profile is a functional profile that is created from an existing func
ting functions from the base (existing) functional profile.

profil
profil
inher|

(NOTEDuring the process of creating a Funcfional Profile it may be important to understand and
accommodate clinical processes, work flows and/or interaction(s) of healthcare actors. The international
standard ‘ISO 13940 System of Concepts to Support Continuity of Care’ provides an outline of key principles
and processes in the provision of healthcare. We would highly recommend reviewing this standard as part of
your functional profile development work.)

There are two types of functional profiles: the Domain Functional Profile and the Companion Functional Profile.
The Domain Functional Profile is the common type of profile used to describe a PHR system for a specific
community of stakeholders and/or sponsors (such as, diabetes-specific, asthma-specific, EHR-linked or
payer-linked). Also, a Domain Functional Profile of a PHR system can be for use in a selected realm to meet
the rules, regulations and standards applicable for that realm. The Companion Functional Profile is a type of
profile that must be paired with one or more Domain Functional Profiles. The purpose of a Companion
Functional Profile is to add unique features to a PHR System, such as for research, records management and
evidentiary support, usability, or preventative care. For example, many PHR systems for consumers do not
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need to support clinical research. For a clinic that is supporting advanced research, the need may exist for a
PHR system that is capable of all of the expected functions for routine patient self-monitoring activities, but
also has unique features to support additional data collection needs for research reporting and clinical trials.

The Conformance Clause portion of this standard also supports the creation of other (potentially) unique types
of Companion Functional Profiles, whose goal can be to meet the common (or overarching) needs of
regulation-based or realm-specific requirements.

A formal process exists for registering and balloting functional profiles. Functional profiles that are submitted
to the HL7 EHR Work Group with an attestation of conformance to Section 5, Conformance Clause, of the
HL7 PHR-S FM Standard and successfully complete review by the Work Group are designated as “Registered

) Y Raa 1 il L Lo

functional pri
process as

Informative fi
ballot via the

5.3.2 Conf

A PHR-S do
subset — mo
functional pr
functional pr|
conformance
domain func
cannot claim

Q iatarad fiiaatian ol o athaot Lndara fornaal b aecrtipncaaath Ll 7 caona
PIITrC o T\CHTISTCTOUTOT oo AT PTromc St at OrnacTrgo oA poOone—SCTratity— via aic— T CUTTSY

bn Informative EHR Work Group ballot at the Work Group level will be designated.'as
nctional profiles. HL7 Informative functional profiles are eligible to undergo full HL7 ntembe
HL7 consensus process.

brmance Model (Normative)
bs not conform directly to the PHR-S FM; rather, a PHR-S conforms to-a)functional profile (

bfiles. A functional profile conforms either directly to the PHR-S FM or to another confo
bfile. Thus, functional profiles claim conformance to the PHR-S FM and PHR systems
to one or more conforming functional profiles. A PHR system“can also claim conformancg
lional profile, in combination with one of more companien functional profiles. A PHR sy
conformance solely to a companion functional profile. Figure 3 illustrates this relationship.

Derived
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B 4

Conforms to
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Profiles
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Domain
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rship
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e specifically, a tailored subset) of the PHR-S FM. Conformance to‘the PHR-S FM is defined for

ming
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b to a
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—
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N 4

Interactive
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Figure 3: Conformance Relationships
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5.3.3 Profile Traceability (Normative)

Functional profiles allow for added specificity and extensibility to the FM with changes allowed to the base FM
functions and criteria. Section 6 of this chapter defines rules for these changes. It is also required that any
changes and additions be tracked. Two added columns in profiles accomplish this. One column will document
the unique source FM row number for each item in the new profile (or source profile for a derived profile). The
second column will provide codes for the type of changes from the source FM (or source profile). Together,
these two traceability columns will keep track of the origins of the functions or criteria — and whether it is
modified or unchanged from that within the FM or the source profile. This may be important when questions
arise as to where did it come from, why did you choose or modify it, etc. It can also be helpful to have
traceability back to the FM functions and criteria if and when revisions to a profile or a derived profile are

need ad tao rafloct cara cattina raaulatonm, tachnalan, chananc orwhan-a-nawarvarcion of tho £ ‘/l iS offered
PO o Carc-—SCttm g Te gt Oy, teormotogy - Cromges oo reYwweTr—verstio-ormie—t .
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ive Language (Normative)

The following keywords (i.e., normative verbs) SHALL be used to convey conformance requirements.
SHALL - to indicate a mandatory requirement to be followed (implemented) in order to conform.

Synonymous with ‘is required to’.
SHALL NOT - to indicate a prohibited action. Synonymous with ‘prohibited’.

SHOULD - to indicate an optional recommended action, one that is particularly suitable, without

mentioning or excluding others. Synonymous with ‘is permitted and recommended’.
MAY - to indicate an optional, permissible action. Synonymous with ‘is permitted’.

5.5 Conformance Criteria (Normative)

5.5.1 Intro

Every functig
form the bas

5.5.2 Crite

Huction

n in the PHR-S FM is associated with a set of conformance criteria. These conformance c
s for determining whether the function has been implemented.

ria in the Functional Profile

Functional profiles also have conformance criteria associated with every fufiction in the functional profile

functional pr
specific infor|
PHR-S FM.

bfile’s criteria are either (1) adapted from the PHR-S FM critefia with care-setting and applig
Mmation or (2) if no care-setting or application specific critetia are present, inherited directly,
Functional profiles MAY change PHR-S FM criteria_té.;"match the needs and priorities ¢

functional profile’s constituency, e.g., by making it more specific, eriéhanging it from ‘may’ or ‘should’ to *

The function
‘may’ or ‘sho
criterion). FU

5.5.3

Conformanc
‘dependent
organization
rather than

bl profile SHALL NOT be made less restrictive than-the PHR-S FM by changing ‘shall’ critg
Lild’ criteria. (A companion functional profile MAY-be less restrictive that the FM by ignoring
nctional profiles MAY also add additional criteria.

‘Depéndent SHALL’ Criteria

|

criteria that contain the keyword ‘shall’ and a dependency on situational conditions are ¢
hall’ criteria. The ‘dependent shall SHALL contain the phrase “according to user
policy, and/or jurisdictionallaw” or other appropriate grammatical tie-in words (e.g., ‘basg
in accordance’). A ‘dependent shall’ criteria is used to highlight only these (i.e., user

iteria

. The
ation
from
f the
shall’.
ria to
shall’

alled
role,
d on’
role,

organizational policy, and/or jurisdictional law) conditions. A ‘dependent shall’ criterion is a mandatory criferion

for functional

profiles and situational for PHR systems. Specifically,

All functional‘profiles SHALL inherit the criterion, if the function appears in the functional pro
A PHR system SHALL implement the Dependent SHALL criterion only if the criterion is

s not\applicable to the profile but is still desired, the developer of the profile is permitted to
nclude and implement the criterion.)

file.

applicableper the stated dependency in the PHR-S FM. (Note: If the Dependent SHALL critgrion

5.5.4 Referencing Other Criteria or Functions

There is often a link between functions and their criteria with other functions and criteria. For example, a given
function may depend on another function or on a specific criterion associated with another function.

A criterion in the functional profile that references another function in the functional profile SHALL reference
that function by indicating its Function ID and Function Name, as “X.n.n (Name)” (e.g., “PH.1. 5 (Manage
Consents and Authorizations)”. If the referenced function is required to be implemented, then all the ‘shall’
criteria of this referenced function apply. If the referenced function is a parent function that has child functions
(i.e., sub-functions), the reference must be explicit regarding whether the child functions are included in the
reference, all or selected ones. See the examples below:

The system SHALL/SHOULD/MAY conform to TI.1.1 (Entity Authorization).
The system SHALL/SHOULD/MAY conform to TI.2 (Audit) and all child functions.

12 © IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=f3b8b37f6bd394117f05b773b4e4beaa

ISO 16527:2023(E)

e The system SHALL conform to S.1 Personal Health Support and separate function(s) The system
SHALL conform to S.1 Provider Information. The system SHALL conform to S.2 Financial
Management and all child functions.

A criterion in the functional profile that references a specific criterion in another function SHALL reference that

function by rewriting the referenced criterion as one of its own and indicating the function and criterion number
from where it came (e.g., F#, CC3).

5.6 PHR-S FM Structure and Extensibility (Normative)

5.6.1] Hierarchical Structure

Functions MAY be contained (i.e., nested) within other functions. A nested function is a~¢hild’ {o its ‘parent’
(i.e., the function that contains it). A child SHALL always have a parent. A functionthat’is not a parent to
another function is considered a ‘leaf’. Figure 4 illustrates this hierarchical structure.

The PHR-S FM is represented as a hierarchical list of functions, consisting of functional parenis, functional
headpr children and functional leaf functions. Headers include an ID, Name.anhd “H” in the coJumn labeled
“Typg”. Headers MAY contain conformance criteria only if the criteria apply to all its descendent functions
(children, grandchildren, etc.). All parent functions SHALL be designated as a header (“H”) function. Leaf
functlons contain at a minimum the following: ID, Name, Statement{/Description, and Conformpnce Criteria
and have an “F” in the “Type” column.

Conformance criteria listed in a header function SHALL be .inherited by all its children functiopns. Similarly,
confgrmance criteria listed in a parent function SHALL be inherited by all its children functions. Conformance
Critefia have a “C” in the “Type” column.

¥
)
l—l """ :
\J

|

leaf
Figure 4: Portion of the PHR-S FM hierarchical structure

(Note: The numbering schema above reflects functions in the Personal Health section. For instance, PH.1.1 is
the function ‘Identify and Maintain a PHR Account Holder Record.)

Functional profiles either:
e Select functions from the PHR-S FM for inclusion in the functional profile,
e Deem a function in the PHR-S FM as not applicable, thus do not select it for inclusion in the

functional profile,
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Add a new child function when it has been determined that there is no applicable function in the
PHR-S FM to represent a functional need in the functional profile.

5.6.2 Naming Convention

Functional profiles SHALL NOT change the name or statement of a function except to allow for alignment to
realm specific nomenclature, including language distinctions and implication of non-english translations. In
these cases, the International Organization for Standardization (ISO) country code (ISO 3166 Country Codes)
SHALL be appended to the function ID in the functional profile. It is recommended that the HL7 Affiliate for the
respective realm coordinate with the profile development process to maintain a mapping of the Functional
Model function name and/or statement and the realm-adjusted name and/or statement.

5.6.3 Priorjties

ofiles indicate the importance and/or immediacy of a functional profile by assagiating a p
n. Three priorities have been defined: Essential Now, Essential Future, and Qptional.

Functional p riority

with a functid

Essential Now indicates that the implementation of the function is mandatory, as of the profil
ssuance date.

Essential Future indicates that the implementation of the function is currently optional but wil
mandatory at some future time, which is specified by the functional profile.

Optional indicates that the implementation of the function is gptional.

]

be

then
rame
bvent
bs for

Lalify

hese priorities SHALL be used in a functional profile. If the\Essential Future priority is used
pfiles are required to define the timeframe associated with implementing functions. A timef
pte, time allotment (e.g., year 2014, or four months after functional profile publication), or
uent publication of this functional profile). A functional profile MAY define multiple timefram¢
Future priority. If multiple timeframes are defined, then the timeframe SHALL be used to q
nce of the Essential Future priority (e.g., EF-2045, EF-2016).

Any or all of
functional pr
MAY be a d
(e.g., subseq
the Essentia
each occurre

5.6.4 Extensibility

To accommddate changes in technology as well as functional profiles’ needs, the PHR-S FM is designgd for
extensibility with respect to functions and-their related criteria. Incorporation of additional functions ip the
functional pro¢file beyond what is defined.in the PHR-S FM is accommodated through a set of rules for agding
new functiong as defined in Section 5.73.

Incorporatior]
detail, beyon|
changing exi

5.7 Functignal Profile Conformance (Normative)

of additional criterion, changing the sequence of criterion and providing greater profile-sp
d what is defined,in the FM, is accommodated through a set of rules for adding new criteri
5ting criterion(as defined in Section 5.5.2.

ecific
on or

5.7.1 Intro

ductiomn

A functional profile claiming conformance to the PHR-S FM SHALL meet all requirements specified in section
5.7.2 Rules for Domain Functional Profiles or 5.7.6 Rules for Companion Functional Profiles.
5.7.2 Rules for Domain Functional Profiles

Domain functional profiles that adhere to the Rules for Functional profiles MAY claim conformance to the
version of the PHR-S FM from which it was derived.

Functional profiles claiming PHR-S FM conformance SHALL.:

1.
2.

Identify the PHR-S FM with version/date from which the functional profile is derived,
Include a description, version and issuance date of the functional profile,
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Contain a conformance clause which

a. Defines the requirements that PHR systems must satisfy in order to claim conformance to the

functional profile.

b. Defines the requirements that functional profiles derived from the functional profile (i.e.,
derived functional profiles) must satisfy in order to claim conformance to the functional profile.

c. Specifies that functions designated with the priority ‘Essential Now’ SHALL be im
by conformant PHR systems.

plemented

d. Specifies that functions designated with the priority ‘Essential Now’ SHALL be included in any

derived functional profiles.

e. If Essential Future is used, defines the meaning of ‘Essential Future’, including specifying the

timeframe for when these functions are required to be implemented.

rder for a

[y

Func

£

© co =

ional demain profiles claiming conformance to the PHR-S FM MAY:

—

f— Reguiresthatatleastorefunctionregardless-ofiisprortybe-implementiedino
PHR system to claim conformance to the profile.

Identify functions from the PHR-S FM that are applicable to the functional profile. For.eac
indicate its priority (i.e., Essential Now, Essential Future or Optional).
For each function, derive conformance criteria based on the PHR-S FM’s confermance cr

a. Inthe functional profile, there SHALL be at least one criterion for each function th
mandatory (a 'shall’ criterion).

b. If there are ‘shall’ criteria (for the function in the PHR-S FM), then those criteria S
exist for the function (in the functional profile). Additionally, if the function is split (
functional profile), then the parent's ‘shall’ criteria SHALL¢appear in at least one g
function.

c. If, as yet there is no ‘shall’ criterion (for the functioninthe PHR-S FM), then at leg
‘should’ or ‘may’ criterion SHALL be made mandatory, i.e., a ‘shall’ criterion.

d. Adhere to the rules for referencing functions orcriteria in Section 5.5.4.

h function,

teria.

atis
HALL also
n the

hild of that

st one of the

For any function in the PHR-S FM where one or moré& eriteria are ‘dependent shall’ criteria, the

functional profile for that function SHALL

a. Replicate verbatim each ‘dependent shall*in the functional profile, regardless of
dependent situation applies or not.

b. When the dependent situation appli€s, create ‘shall’ criteria that apply the depend
‘dependent shall’ criterion, resulting in one or more new, constrained versions of {
‘dependent shall’ criterion.

c. State the specific scope of practice, organizational policy, and/or jurisdictional law
applies or state why thesedependencies do not apply.

Adhere to the rules for creating new functions in functional profiles in Section 5.7.3.
Be structured in accordanee\with the structural requirements defined for the PHR-S FM in
Complete the two traceability columns, see Section 5.3.3, for any changes to functions or|
include the following cedes for type of change: (1 — sequence, 2 — optionality, 3 — content|
Multiple codes are. allowed to document the type of changes. For example, criterion #3 th
to #1, changed.from SHOULD to SHALL, and with realm specifics on standards required
coded as “1,2,3".

Create additional functions according to the rules specified in Section 5.7.3.

hether the

ency to the
he

which

Section 5.6.
criteria, and
4 — new).
At is moved
would be

0. Be structuredvin accordance with the structural requirements defined for the FM in Section 5.6.1
1. Use the Glossary Action-Verbs for modifying or creating new conformance criterion.

@ N

©oND>O A

CUI Itdil ICUI IfUI maricc Ui itUl id 1murc b[JUbiﬁb =1l Id :II I |itcd il roLuUpcT thdl I thUbU Uf thG PH R'O
Replace the text ‘standard(s)-based’ found in some criteria with specific standards and/or
specifications named at the most discrete level of designation.

Change a ‘should’ criterion to a ‘shall’ or a ‘may’ criterion.

Change a ‘may’ criterion to a ‘shall’ or a ‘should’ criterion.

SFM.

Ignore a ‘should’ or ‘may’ criterion in the PHR-S FM (i.e., not include it in the functional profile).

Add additional conformance criteria beyond those in the PHR-S FM.
Make the order of the conformance criteria significant (e.g., put all ‘shall’ criteria first).
Enforce common resolution of ambiguous semantics of the PHR-S FM.

10 Make the functional profile public (e.g., published on a web site) so interested parties can see/use it.
11. Submit the functional profile for registration review by the HL7 EHR Work Group.

Functional domain profiles claiming conformance to the PHR-S FM SHALL NOT:

1.

Specify any requirements that would contradict or cause non-conformance to the PHR-S

© IS0 2023 - All rights reserved
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2. Modify the name or statement of any function in the PHR-S FM, except to allow for alignment with
realm specific nomenclature as specified in Section 5.6.2.

3. Change a mandatory conformance criteria to an optional criteria (i.e., replace the ‘shall’ within the
criteria to ‘should’ or ‘may’) of any function in the PHR-S FM.

4. Modify any requirements of a function not selected for the functional profile (i.e., all unselected
functions default to the PHR-S FM’s criteria. If a profiling group wants to change something, they
SHALL promote it into their functional profile).

5.7.3 Rules for Creating New Functions in Functional Profiles
If a function is not adequately specified for a functional profile or does not exist, the functional profile SHALL

hild ik hild k. + 1 | |~ ik Aditi £
onIy create Ww-ehharetReRew-ehttare-eaf-bepParehtS-orreavesS—rigureSustrate sheaaaton-orgq new

child function.

Rl.4.2:4

RI.4.2.2 RI.4.2.3

Figure 5: Creating a new function

The following rules specify the method for creating new functions.

1. Whenever possible, confesmance criteria SHOULD be used to avoid creating a new function. Thjs
may| be done, for exafple, in cases where the original function’s conformance criteria are too brpad:
divige the PHR-S EM’s or base functional profile’s inherited conformance criteria into two criteriafin
the functional profile, one being mandatory and the other optional. If this is not possible, the cregtion
of alnew child function and associated criteria is allowed if necessary to clearly define the profile
requirements:

2. Whe¢n a¢leaf function exists but is too broadly specified in the PHR-S FM or base functional profjle
for qohformance criteria to adequately constrain it, then the function MAY be split as follows:

b. The original ‘leaf function’s conformance criteria SHALL be distributed among its children
functions.
3. When no candidate function exists to express the requirements of a functional profile, a new child
function MAY be created (e.g., adding a new kind of summary list under the summary list's parent).
Parent functions SHALL NOT be split. This preserves the structure of the underlying PHR-S FM in the
functional profiles

16 © IS0 2023 - All rights reserved
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RI1.3.3.1 RI 1.3.3.2 RI 1.3.3.3

Figure 6: Splitting a function (19

NO
If new children functions are created by a functional profile that is ballotedE@registered, these rlew functions
will be captured by the HL7 EHR Work Group and tracked for review. T HR Work Group WILL use these
new functions and related criterion as input and candidates for chan%s o the FM (e.g., inclusign, relaxation

of copformance criteria). The EHR Work Group MAY maintain a file) of functions and criterion reviewed and
rejecfed for inclusion in a future version of the FM. \\

O
Wa

-

.4.4

w child

% Figure 7: Adding a New Child Function

5.7.4 Rules for Derived Functional Profiles
Derived functional profiles claiming conformance to one or more base functional profiles SHALL:

1. Adhere to all the rules for functional profiles as specified in Section 5.7.2.

2. Adhere to the rules for creating new functions as specified in Section 5.7.3, if not prohibited by the
base functional profile.

3. Identify the base functional profiles from which it is derived.

4. For each function inherited from a base functional profile, retain and not change mandatory
conformance criteria to optional conformance criteria.

© IS0 2023 - All rights reserved 17
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5.7.5 Conformance Statement

Functional profiles MAY want to require that a conformance statement be produced for systems claiming
conformance to the profile. A Conformance Statement provides information about a PHR system, by
presenting in a uniform manner the functions that have been implemented by the PHR system. A blank (i.e.,
yet to be completed) Conformance Statement typically takes the form of a questionnaire or checklist, to be
completed for each PHR system.

A Conformance Statement provides a concise summary of a functional profile. It follows a standard layout,
thus providing PHR system vendors and users a quick overview of the functional profile’s functions. Moreover,
it can also be used to highlight optional functions and capabilities supported by the PHR systems as well as
document v eRSien -e—additional—functionality—beyonrd—what—is— he—funetional—profile) or
specializations that have been made. A PHR system’s Conformance Statement provides information.thgt can
be used in| assessing the PHR system’s conformance to a specific functional profile. Additionally,
organizationg wishing to acquire a PHR system MAY produce a Conformance Statement {o’ indicate the
functions thaf are required and/or desired in a PHR system.

Functional pfofiles MAY want to include a blank Conformance Statement in order to lpremote consisfency
among completed Conformance Statements. Conformance Statements can be useful in determining the
chances of ipteroperability between two PHR systems, by comparing the functions-supported by each(PHR
system. Addjtionally, for conformance testing purposes, it can be used to facilitate the selection of test$ that
would be applicable to a particular PHR system being tested. For example, if a PHR system did not implgment
functions designated as ‘Essential Future’, this would be evident in the Confermance Statement and the|tests
for these fungtions (which are unimplemented) would not be performed.

5.7.6 Rules$ for Companion Functional Profiles

Companion functional profiles that adhere to the Rules for Functional profiles SHALL claim conformance to
the version gf the PHR-S FM from which it was derived..Companion functional profiles will follow the segction
5.7.2 Rules [for Domain Functional Profiles and the (section 5.7.4 Rules for Derived Functional Profiles,
except for the exceptions and addition described below:

Companion functional profiles claiming FM conformance SHALL:

1. Adhere to section 5.7.3 for adding new functions,

2. (Contain a conformance clause which

e Defines at least one domain functional profile for which the companion functional profile can
be linked that RHR-“systems must satisfy in order to claim conformance, or state any spegcific
domain functional profiles that can or cannot be linked to the companion functional profile,

e Defines the requirement(s) that companion functional profiles derived from the base
companien-functional profile (i.e., derived functional profiles) must satisfy in order to clajm
conformance to the companion functional profile.

3. Include-only functions being modified from the Overarching section of Annex E as Essentif

Now.and identify functions from other sections of Annex E of the FM that are applicable to th¢

g¢ompanion functional profile. For each identified function, indicate its priority (i.e., Essential Now,

Cednantial Eotiirn ~Ar OVnti~nAl)
SoC AT uto S O optorar):

4. For each function, derive conformance criteria based on the FM’s conformance criteria.

¢ In the functional profile, there SHALL be at least one criterion for each function that is
mandatory (a 'shall’ criterion).

e If there are ‘shall’ criteria (for the function in the FM), then those criteria MAY also exist for
the function (in the companion functional profile) that it changes. Additionally, if the function
is split (in the functional profile), then the parent's ‘shall’ criteria MAY appear in at least one
child of that function.

5. For any function in the FM where one or more criteria are ‘dependent shall’ criteria, the
companion functional profile may elect to ignore the criterion, but if selected for that function
SHALL follow the rules for "Functional profiles claiming PHR-S FM conformance SHALL" list in
section 5.7.2.

14

Companion functional profiles claiming conformance to the FM MAY:
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1. Ignore a ‘shall’,

There are no exceptions to section 5.7.4 for Derived Companion Functional Profiles

5.8

5.8.1

5.8.1.1

Use Cases and Samples (Reference)

Functional Profile Use Cases

Example 1: PHR Source (based on custodian)

should’ or ‘may’ criterion in the FM (i.e., not include it in the functional profile).

5.8.1

5.8.1

It is determined that a new source-based functional profile is needed to refleet
requirements and expectation of a system from this particular stakeholder source((e:g
medical group, payer, or health record bank) — see Figure 9. To help ensure widespr|
uniformity, the functional profile authors elect to undergo the registration review followe
consensus process (i.e., submitting the registered functional profile for an“Informative
level ballot). If successful, the result will be designated an HL7 Informative Functional Prg

After looking at current list of HL7 PHR informative functional profiles,/the decision to
functional profile is made. Each function in the PHR-S FM is examined and those that a
the PHR source chosen — e.g., a Provider-Linked PHR from anyintegrated Delivery N¢
these functions, a small set of ‘core’ functions is selected as being essential and mandat
function, conformance criteria are developed either adapting the PHR-S FM conformance
a few cases, using the PHR-S FM criteria as is. To compléte the functional profile, a desq
functional profile is written that includes its intended.'use and audience, as well as a
clause. The functional profile is made public by publishing it on various web sites. Ad
functional profile is submitted to HL7’s EHR WG.for registration review, comment and bal

Example 2: Level of Functionality derived functional profile
A Community of Interest (e.g., /@ regional health information exchange network

management community who targets a specific chronic condition) or a particular stak
want a functional profile. The.Community of Interest or stakeholder may want a profile

the specific
., a hospital,
ead use and
j by the HL7
b” committee
file.

create a new
e relevant to
ptwork. From
bry. For each
criteria or in
ription of the
conformance
ditionally, the
ot.

or a care
eholder may
pased on the

level of functionality that they want for their patient population, to reflect the expectatiop of the PHR

system’s sophistication and/or capabilities — see Figure 8.

The Community of Interest or stakeholder does not want to create a new functiona

profile from

scratch. After looking at the list of HL7 Registered PHR Functional Profiles, they fing an existing

functional profite that is very close to what they want. Using this functional profile as th
accept all the.functions designated as ‘Essential Now’, reject functions designated as ‘Fu
several more functions. For each function, they review the conformance criteria and ada
to reflect their situational information.

e base, they
ure’ and add
bt the criteria

Example 3: Vendor functional profile

© IS0 2023 - All rights reserved

A vendor of a PHR system wants to claim conformance to the PHR-S FM.

The vendor identifies and lists all the functions that are in his product. The vendor adds a description
and a conformance clause (see samples in section 5.8.2). This is the vendor’s functional profile. If the
vendor has actually implemented all the functions listed, then this is equivalent to ‘Essential Now’ and
these functions are mandatory. Vendor features that are not in the PHR-S FM may be added as
added functions or added criteria — within the rules of sections 5.7.2 and 5.7.3 above. If functions that
are currently implemented and those that will be implemented in the future are listed, then the
functional profile is comprised of ‘Essential Now’ and ‘Essential Future’ and/or optional functionality.
Finally, the vendor adds conformance criteria for each function inheriting directly (without change) the
criteria in the PHR-S FM. This is appealing in that, the vendor has the opportunity to list the current
functionality and, if desired, indicate future plans. In essence, this is similar to a vendor Conformance
Statement (a concept with which most vendors are already familiar). A vendor may create multiple
functional profiles.
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/stel 4:Interoperable
#|nteroperable with EHRs/PHRs based on industrystandards
#Applies EHR Interoperability Standards

=
Level3: Connected

*|ntegrationwith HER & care management capabilities and platforms
*Serves as plaform for advanced communication toolsand tracking
=AppliesEHR Clinical Setting and Provider Speciaky Standards

Level 2: Personalized

Emerging

=Information and decision taileredta the eferences of segments/members
*Applies HER population-related standards-of-care k
*May include external data (=.2. HER, claims-derived dats, eRX and/or LAB] Mar ets

/

Available
Now

Level1: Basic
Technalogy foundation for PHR growth

*Member PHR populated with member-sourced data

*Complementary dedision support tools (e.g. provider performance data)

Co N

Profile “Model” Non-Consumer Hosted: Consumer Hosted:
* Weh-based PHR = Payer-linked PHR 25 Boriabledevice ba u

Options = Provider-linked PHR = PHR module of enterprise EHR . CDHSM:H?(;CE

* Health record bank-based PHR (tethered and/or hybrid)

F|gure 8: Examples of Functional Profile Options by "Model'“and/or Level of Functionality

5.8.2 Sample Domain Functional Profile Conformance Clauses

5.8.2.1 Dg¢veloping a Conformance Clause

To aid functional profile developers in developing a conformance clause for their domain functional profile,
as required by Section 5.7.2 rule #3, the following fictional examples are offered. Note: in these exanpples,
the keywords ‘SHALL’, ‘SHOULD’, and: ‘MAY’ are capitalized and bold. This is a convention to |draw
attention|to the keywords.

5.8.2.2 S3mple 1: conformance clause for a Provider-linked PHR functional profile

This domain functional_profile defines the conformance requirements for PHR systems and dgrived
functiongl profiles. \Fo' conform to this functional profile, all ‘Essential Now’ functions SHALL be
implemepted. ‘Essential Now’ functions are considered mandatory functions. A PHR system is confofming
if it implgments,all the functions designated as ‘Essential Now’ and the mandatory conformance criteria
associat¢d.to.that function. A derived functional profile is conforming if it follows the Rules for functional
profiles.T

Mandatory conformance criteria are indicated by the keyword ‘shall’. Optional conformance criteria are
indicated by the keywords ‘should’ or ‘may’.

PHR systems SHALL provide a Conformance Statement structured according to the rules and policies
defined in this functional profile.
5.8.2.3 Sample 2: conformance clause for a vendor system functional profile

Conformance is defined for My-PHRsystem. All functions in this functional profile are mandatory, are
deemed as ‘essential now’, and SHALL be implemented in order to conform to this functional profile.

20 © IS0 2023 - All rights reserved
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4  Sample 3: conformance clause for a Community of Interest functional profile

Conformance is defined for BuyMyDiabetesPHR. To conform to this functional profile, all functions labeled
as ‘essential now’ SHALL be available and have been implemented. Functions labeled ‘essential future’
are optional, in that they are present for informational purposes only and MAY be implemented in future
functional profiles.

5.9 Interpreting and Applying Conditional ‘SHALL’ (Reference)

5.9.1

Construction of Conformance Criteria Using the Conditional 'SHALL' Overview

Conf
norm
inforr

However, there are two conditional forms for which if the condition is true, then the-following tex

One
met
or ex

The

follow
syste
of pra

The f
this s

brmance criteria in the FM and those created can be structured in the simple format an Acto
ative verb followed by action or property. For example: The system SHALL capture
nation as part of the patient record.

s If/Then. If condition, then Actor followed by normative verb followed by action. If the co
i.e., false) then ignore the rest of the sentence. For example, IF data is exchanged
ernal systems, THEN the system SHALL conform to function TI1.5.4 (Interchange Standardsg

bther is a ‘Dependent Shall’ format. Actor followed by normative verb followed by acti
ed by ‘according to scope of practice, organizational poliey~or jurisdictional law’. For e
m SHALL enable EHR-S security administrators to grant.authorizations to principals accor
ctice, organizational policy, or jurisdictional law.”

pllowing example of a PHR-S FM ‘dependent shall:¢riterion will be used to illustrate concep
ection.

PHR-S FM criterion: The PHR-S SHALL provide the ability for PHR-S security administr
authorizations to principals according te:user role, organizational policy, and/or jurisdictio

r followed by
demographic

t must apply.
ndition is not
with internal

).
bn/interaction

ample, “The
ing to scope

s throughout

htors to grant
nal law.

5.9.2| General Concepts
The purpose of the ‘dependent(shall’ is to allow functional profiles to constrain a PHR-S FM f{shall’ criteria
basefl on situational conditions.such as policy and legal implications. Specifically, the ‘dependent|shall’ criteria

in the

PHR-S FM are ‘shall(criteria plus a dependency, where the dependency is defined by:
o User rolewhich applies to the various PHR Account Holder’s possible or alternative

may be_care setting specific or not, or may be related to whether the PHR is about th

theirdependent.

Organizational policy which refers to a plan or course of action intended to influence

determine decisions, actions, and other matters of a group of persons organized for

purpose within an association and structure through which individuals cooperate sys

foles — which
em or is for

and
A particular
ematically to

conduct business.

Jurisdictional law which refers to the territorial range of authority or control with the p

ower, right,

or authority to interpret, apply, and declare the body of rules and principles governing the affairs

of a community and enforced by a political authority; a legal system.

The structure of the ‘dependent shall’ criteria in the PHR-S FM is the same as the ‘shall’ criteria except with
the addition of the phrase “according to user role, organizational policy and/or jurisdictional law” or other
appropriate grammatical tie-in words (e.g., “based on” rather than “according to”). Note that all three
dependencies are present in the PHR-S FM ‘dependent shall’ criteria. It is the functional profile that narrows it
to any one dependency or any combination of the three. Moreover, in the functional profile, the specific user
role, organizational policy, and/or jurisdictional law which necessitates evoking the ‘dependent shall’ is
explicitly identified.

For example: (derived from the PHR-S FM criterion above)
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PHR-S FM criterion: The PHR-S SHALL provide the ability for PHR-S security administrators
fo grant authorizations in accordance with the U.S. Health Insurance Portability and
Accountability Act of 1996.

The difference between a ‘shall’ criterion and a ‘dependent shall’ criterion is shown in the table below.

5.9.3 Ratignale for ‘Dependent SHALL'’

The reason

‘SHALL’ Criterion ‘Dependent SHALL’ Criterion
Must be present in the Yes, either verbatim or | Yes, verbatim.
functional profile? modified (e.g.,
constrained or refined) | If a dependency exists, add additional

criteria reflecting the dependency.

Must be implemented by | Yes. Situational — implemented only when'the
PHR systems? dependency exists. Specifically, the PHR
system does not implement the
‘dependent shall’ criterion (asycopied
from the PHR-S FM), but does
implement additional ‘shall’ criteria
created to reflect thexdependency.

Table 1: Differences between 'shall’ and 'dependentyshall’

r using a ‘dependent shall’ in the PHR-S FM is toxhighlight certain criteria and bring them fo the

attention of the reader — both developers of functional profiles:as well as other users. ‘Dependent shall’ ¢
are considerpd to be special cases, where there are oner more dependencies that affect these cr
across multiple care settings. Using the ‘dependent shall’ ensures that developers of all functional pn
address the |criterion and consciously decide whether the criterion in question is applicable, based o

iteria
teria,
ofiles
n the

stated dependency.

Regardless gf whether a dependency exists or not, the ‘dependent shall’ is copied verbatim into the funcfional

profile. The reasons for this are:

5.9.4 How fto-Apply the ‘Dependent SHALL’

dherence to the rule that.a ‘shall’ criterion is always inherited by the functional profile.
onsistency with handling the ‘dependent shall’ under all conditions (i.e., when there are
ependencies and when there are not).

etention of the~*dependent shall’ so that it is present for derived profiles.

etention of the-“dependent shall’ so that it remains effective for this profile if future requirements
hange (i.e.ythe dependency may not be applicable at this present time, but may be applicaple in
he future due to changes in user role, organizational policy or jurisdictional law.

The way to interpret and apply a ‘dependent shall’ criterion in a functional profile is as follows:

22

e Copy the criterion into the functional profile.
e Review the criterion and determine if any of the dependencies are applicable to the functional
profile.
o If a dependency exists:
If one or more dependencies are applicable to the functional profile (e.g., there are jurisdictional legal
requirements), add one or more ‘shall’ criteria that refine and further constrain the ‘dependent shall’ with
respect to the dependencies.

For the new criteria, add an explanation and/or citing for the dependency. For example, “Jurisdictional
legal requirements for this functional profile are defined by U.S. Federal Regulations HIPAA Security Rule
45 CFR Parts 160, 162 and 164”. The explanation or citing may be in an appendix. It is likely that multiple
criteria will reference the same explanation or citing.
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1. The PHR-S SHALL provide the ability for PHR-S security administrators to grant authorizations to
principles in accordance with HIPAA*.

2. The PHR-S SHALL provide the ability for PHR-S security administrators to grant authorizations for roles
in accordance with 42 CFR Part 2*,

*Dependency Explanation: For a U.S. realm functional profile, the Health Insurance Portability and

A other more
stringent requirements would be applied to ‘dependent shall’ criteria in the functional profile.
PHR-S FM | Dependency | Applicability | Functional Profile
Applies?
Dependent | Yes Mandatory Copy SHALL from the PHR-S.FM
$HALL Mandatory Add additional criteria to reflect the dependencies.
Use ‘shall’.
Mandatory Add explanation or citing.
Optional Add additional criteria derived from ‘dgpendent
shall’. Use ‘shall’, ‘should’ or ‘may’.

Table 2: Summary of actions when dependency exists

¢| If no dependency exists:
If no dependency is applicable to the functional profile (i.e., there are no user roles, g
policies, or jurisdictional legal requirements that'apply), then document the rationale for
no dependencies apply. This explanation may\bée in an appendix. It is likely that this ex
apply to multiple ‘dependent shall’ criteria.

rganizational
deciding that
planation will

PHR-S FM Dependency | Applicability Functional Profile
Applies?
Dependent | No Mandatory Copy SHALL from the PHR-S FM
SHALL Mandatory Add explanation
Optional Add additional criteria derived from ‘dependent

shall’. Use ‘shall’, ‘should’ or ‘may’.

criteria.

Table.3: Summary of actions for when no dependencies apply

Examples:

¢/ Add additional criteria — regardless of whether a dependency exists or not.
It is always' permissible for a functional profile to add new criteria. Add new criteria tha
from the’ ‘dependent shall’. Use any keyword: ‘shall’, ‘should’ or ‘may’ (see Section 5.4)

t are derived
in these new

1. The PHR-S SHOULD provide the ability for PHR-S security administrators to grant authorizations
to principals.

2. The PHR-S MAY provide the ability for PHR-S security administrators to grant authorizations for

roles.

3. The PHR-S SHOULD provide the ability for PHR-S security administrators to grant authorizations
within contexts.

4. The PHR-S SHALL provide the ability for PHR-S security administrators to grant authorizations for
roles for organizations with ten employees or more.

© IS0 2023 - All rights reserved
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6 Glossary

6.1 Preface (Reference)

Portions of this Glossary Clause are classified as NORMATIVE, including the Action-Verb Structure Section
(8.4). See section by section labels. The Glossary is provided as guidance for preparing and interpreting HL7
Electronic Health Record and Personal Health Record System Functional Models (EHR-S FM and PHR-S FM
respectively) and Functional Profile specifications and conformance statements. The goal is to promote clarity
and consistency when interpreting and applying language of the FMs.

This Glossary is intended to be international in application. However, each realm may want to adjust terms to
their own language-

6.2 Introduttion (Normative)

The Health Uevel Seven International (HL7) EHR-S and PHR-S FM Glossary is an HL7 reference docyment
that provideq a set of definitions and guidelines in order to ensure clarity and consistency.in the terms|used
throughout thhe FMs and in related FPs. The Glossary includes the definition of importantierms used in the
expression df EHR and PHR system functionalities, and comprises a consensus-based“list of Action-Yerbs
and specific guidelines for constructing conformance criteria (CC).

Action-Verbs| play a critical role in phrasing conformance criteria. Extensive efforts*were made to catedgorize
and normalige Action-Verbs and to develop guidelines for creating clear and censistent CCs througho(t the
FMs and in felated FPs. Continuity with previous FM versions is provided-by including Glossary terms that
have been deprecated, accompanied by suggestions for preferred replacement terms. Vigorous efforts|were
deployed to [reduce the ambiguities inherent in the use of human lahguage; care was used to respe¢t the
fundamental /meaning of words and to avoid domain specific usage of.terms.

6.3 Overview (Reference)

HL7’s EHR Work Group has unified glossaries for both the’EHR-S and PHR-S FMs to ensure consistency.
Each FM hag a unique focus and coverage in the health~information domain with specific system funcfional
requirementd, yet readers are often the same people.-it is expected that FPs created within the contéxt of
either FM wil] align with this Glossary. However, thisiGlossary will not provide definitions for all the termsjused
in FPs. FPs ill typically use context-specific, realm-specific, or specialized terms associated with their afea of
focus, and miay need to incorporate a complementary glossary for these special terms.

In the case where FPs are merged, care-Should be exercised to ensure that the same Action-Verbs are|used
with the same meaning, and that identical meanings are conveyed with the same Action-Verb.|It is
recommenddd that existing FPs be-re=examined and updated to closely align with the current set of Agtion-
Verbs.

Some comnfon terms and Agtion-Verbs have not been included in this Glossary. For example, terms like
‘computer’, ‘keyboard’, ‘arehive’ and ‘compact’ are considered general computer field terms that do not[need
to be definef here. Some'other terms reflect functionalities inherent in any computer system and arg not
defined here| e.g. conipute. Readers who desire definitions of terms not covered in the Glossary are invifed to
consult trusted dictionaries or encyclopedias. Where definitions of terms are taken from recognized soyrces,
specific referencésvare included.

The Action-Verbs to be used for writing conformance criteria in the EHR-S FM and the PHR-S FM are
organized in two hierarchies, each with its own specific set of Action-Verbs to:

e Secure and operationalize systems;
e Manage data and the health record.

Each hierarchy consists of Action-Verbs that collectively represent a logical set of actions.
6.4.1 Secure (System) Hierarchy

The Secure System hierarchy provides Action-Verbs for controlling access (authenticating and authorizing
users), tracking activities (logging and auditing), and sustaining operations. This hierarchy has one parent,
Secure (System), and three (3) intermediate children: Control Access, Track, and Sustain (Operations).
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Secure (System)

Control Access

Track

Sustain (Operations)

Authenticate |

Authorize

Log | Audit

Table 4: Action-Verbs supporting the Secure System Hierarchy

e Control Access: to limit the use of a system to only those who are permitted
e Track: to govern; control; administrate; oversee; inspect; examine; assess; observe; monitor; police;
enforce; check
e Sustain (Operations): to keep the system running correctly (e.g., sustain operations; quality; integrity;
throughput; mirror; reliability; failover; failsafe; versioned; virus-free; leak-free; up-to-date; safeguard)

6.4.2__Data Management Hierarchy

The Data Management hierarchy provides Action-Verbs for the complete range of data handling
systgm. The hierarchy has one parent, Manage (Data), and six (6) children with subsets: Captu

Render, Exchange, Determine, and Manage-Data-Visibility.

actions by a
re, Maintain,

Manage (Data)
Manage
Chapture Maintain Render Exchange Determine Data
Visibility
Auto- Store Update Remove | Extract | Present | Transmit Export Analyze | Decide || De-
populate | Archive Annotate Delete Import Identify/
Enter Backup Attest Purge Receive Re-
Import Decrypt Edit Transmit Identify
Receive | Encrypt | Harmonize Hide/
Recover Integrate Unhide
Restore | Link/Unlink Mask/
Save Tag/Untag Unmask

Table 5: Action Verbs supporting the Data Management Hierarchy

The fjrst three subsets cover the capture, maintenance and rendering of data as follows:

o Capture:

o Maintain:
o Store:

o \Vpdate:

= Annotate data with notes
a Attact data to varifis and o

= Archive data‘to“external media

= Backup data on backup storage media

» Encrypt data for security and privacy purposes
= Decrypt data to reverse encryption

= Recover/Restore data from backup

».Save data on local media

rove.

o Auto-populate fields of data based on partially filled information
o Enter data manually

o Import data from an external source (which may be a device)

o Receive data from angther system (which may be a device)

7Xttoot

oo to—v oyt

= Edit data by modifying it
= Harmonize data across multiple sources
= Integrate data together
= Link data to other data
= Unlink data to remove prior linkage(s)

= Tag data with labels

non.
TPPTO

\A~2

» Untag data to remove prior label(s)

o Remove:

= Delete/Purge to remove data from storage media or directory(ies)

e Render:

o Extract data based on certain criteria
o Present data on an attached device
o Transmit data to external systems or devices

The next subset pertains to the Exchange of data from one part or system to another or others.
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e Exchange:
o Export (transfer) data in a format that can be used by other systems
o Import data from an external source (which may be a device)
o Receive data from another system (which may be a device)
o Transmit data to another party/system

The next subset provides verbs for the determination of actions in processing data:

e Determine:
o Analyze data using rules and analytical steps
o Decide appropriate actions as a result of that analysis

The final subset allows the construct of statements restricting the visibility of data and reversing those act

ions:

¢ Mangge-Data=Visibitity:

e-ldentify data as to prevent associating the data to a specific person

e-ldentify data to reverse a prior de-identification

ide data so that only authorized users can see that the data exist

nhide data to reverse a prior hide operation

ask data so that users can see that the data exist but only authorized users ganjactually vie
e actual data

nmask data to reverse a prior mask operation

then a restatement of the meaning of the Action-Verb, followed by at {east one (1) example labeled as

Examples will use the Action-Verb being defined with explanatory descriptions where relevant. Such as:

e PRESENT (Action-Verb): To RENDER (the parent Action-Verb)-data by delivering the data to local us
in a meahingful and appropriate way. For example, the system may PRESENT an alert automatically
when a rlewly-arriving laboratory value is received that is>out of normal range.

For a top level Action-Verb, the definition will include the next immediate level of children, followed by at|

one (1) example labeled as such. Examples will suse the Action-Verb being defined with explan

descriptions Where relevant. An illustrative example-follows:

e MANAGE (DATA) (Action-Verb): To handle'data by capturing, maintaining, rendering and exchanging
data, defermining actions about data, and-managing data visibility. For example, the system shall pro
the ability for a user to MANAGE patientiand family preferences as they pertain to current treatment

The following table lists the full set of eligible Action-Verbs and their logical construction:

4

b and
such.

ers

least
atory

vide
lans.

26 © IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=f3b8b37f6bd394117f05b773b4e4beaa

ISO 16527:2023(E)

Action-Verb

Construction

Analyze

To DETERMINE actions in the flow of processing data by comparing, correlating, or
weighting certain data and by applying clinical or business rules, hence leading to a
decision (see DECIDE). For example, the system may ANALYZE patient information
using a drug-interaction database and a set of clinical rules. Another example is that
the system may ANALYZE various protocols relative to a patient’s condition. Another
example is that a person may ANALYZE a proposed update to a patient’'s home
address and DECIDE to reject the proposed update.

Annotate

To UPDATE data by attaching comments or notes to the data without editing the data.
For example, an Attending physician may ANNOTATE the information entered by the

Rascident nhyvusician hafore-sianinathe-ranort
A A R CARS Al LN CACAACARCARCANS LU B LRAC AL ] CACART]

Afchive

To STORE data by moving the data to long-term storage media and deleting|or
purging data on the original online storage, according to scope of practice;
organizational policy, and/or jurisdictional law. For example, the systemyat the Oak
Street Hospital automatically ARCHIVES patient-related data that-is\older than eight
years by encrypting and compressing it, moving it to long-term.storage, purging it,
identifying the data by month and year, and creating a pointer. te' the archived data.
Another example is that a system may automatically ARGHIVE outpatient clipic
schedules that are being replaced.

Attest

To UPDATE information by ATTESTing that an EHRtecord (or part of an EHR
record) is genuine.. For example, a resident physician may ATTEST that the
information contained in an EHR record was created by her. Another examplg is that
an attending physician may annotate a resident's version of the record and then
ATTEST to those changes. . Note: Attestations may be applied, affixed or bound to an
EHR record, for example, via a digital signature, certification, or other verifying mark.

Aldit

To TRACK system-initiated or user-initiated activities by analyzing logs basefl on
policies or rules. For example, the system may automatically AUDIT the daily log for
multiple-failed-logon-attempts. Another example is that an administrator may|AUDIT
the excessive use of extraordinary (i.e., “break-the-glass”) access to certain patient
information in the Emergency Department.

Abthenticate

To CONTROL ACCESS to"a system by validating the identity of a user, another
system or a device before authorizing access. For example, the system may
AUTHENTICATE Dr,Jones by validating his identity using a UserID and a bipmetric
device. Another example is that the system rejects Sara Smith’s attempt to
AUTHENTICATE to the system after three failed password entries.

Apthorize

To CONTROL ACCESS to a system by applying permissions to use certain
functiopality or to view certain data. For example, the system may AUTHORIZE Dr.

Jones,-an Emergency Department physician, to view Emergency Department patient
records (note: We assume that the administrator has entered a set of permisgions for
all Emergency Department physicians). Another example is that the system goes not
AUTHORIZE deletion by Sara Smith of a patient record that has already beeT] signed.

Alito-populate

To CAPTURE data by inputting it automatically using previously-existing data,
providing a default value, or deriving it from other data, or by following various data-
entry business rules. For example, the system may AUTO-POPULATE the cfty,
state/province, and country fields when a user enters a zip-code. Another example is
that the system may AUTO-POPUI ATE a newbhorn’s home address with thelmother’s

home address.

Backup

To STORE data by placing a copy of the data onto an electronically-accessible device
for preservation in case the original is lost, corrupted, or destroyed. For example, a
system may BACK UP the incremental changes made to a patient’s record by storing
it locally on a daily basis. Another example is that an administrator may BACK UP a
complete copy of certain data by storing it at an offsite facility.

Capture

To MANAGE data by auto-populating, entering, importing, or receiving the data, either
through human intervention or automated means. For example, a system may
CAPTURE patient’s data entered by a physician through the keyboard or sent by the
physician using a mobile device. Another example is that the system may CAPTURE
laboratory results by automatically receiving laboratory data or by keyboard entry for
locally performed tests.

Control
Access

To AUTHENTICATE users and/or systems and AUTHORIZE access to functionality
and/or data. For example, the system may CONTROL ACCESS to the patient’s data
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by authenticating Dr. Jones’ identity and authorizing him to update his patient’s
records. Another example is the system may CONTROL ACCESS to the system by
refusing a hospital visitor the ability to authenticate to the system. NOTE: the set of
CONTROL ACCESS Action-Verbs requires data specifying permissions. This
permission data is managed via the MANAGE data Action-Verbs set.
To DETERMINE actions in the processing of data by choosing a certain alternative
based on an analysis, and acting accordingly. For example, the system may DECIDE
to render a notification to off-duty nurses to report for duty based on clinic rules and
the receipt of a tornado alert. Another example is that the system may DECIDE to
RENDER an alert to a clinician that a prescribed drug is contraindicated with the
|JGLIUI o 1oty GIIUISICO, VAoTU UIT i art IClIyOIO CUTTUUUITU.
To STORE data by converting encrypted data back into its original form, so it can'be
Decrypt understood. For example, the system may DECRYPT clinical data received from an
authenticated external laboratory system.
To MANAGE-DATA-VISIBILITY by removing identifiers from data in such™a way that
the risk of identifying an individual is very small under the circumstances,as specified
by scope of practice, organizational policy, and/or jurisdictional law. For'example, a
De-identity system may DE-IDENTIFY data for a researcher who wants to perform an analysis d
drug effectiveness on diabetic patients. Another example is where a hospital may DE-
IDENTIFY data for a set of patients to transmit to a university:professor looking for
illustrative cases for educational work.
To REMOVE data by making it inaccessible to the application. For example, a user
may DELETE an existing patient-appointment at the‘trequest of the patient. . Note: In
the case where the data becomes invalid but needs to remain in the system, the wond
“TAG” is preferred over the word “DELETE” or the-word “Nullify”. This type of action (s
B
m

Decide

=h

Delete considered a data “Tagging” process and nota-data deletion process. For example,

health information management professionalmay desire to TAG a certain clinical ter|
as obsolete, but the term needs to remain:in the system for backward compatibility
purposes.
To MANAGE data by analyzing it,and making a decision based on the analysis. For
example, the system may DETERMINE the possible severity of a patient’s allergic
reaction to a proposed drug-by-analyzing the patient’s profile against a drug databasg
and deciding whether the ¢linician should be presented with an alert or not. Another
example is that a system may DETERMINE the next steps in a workflow based on ah
analysis of a patient’s'laboratory results, the patient’s profile, and the clinical rules of
the clinic, this analysis leading to a decision as to the appropriate next steps in the
clinical process:
To UPDATEdata by correcting, amending, appending, or augmenting the data. For
example,thephysician may EDIT the patient's home address by correcting the civic
number from 368 to 638 Oak Street. Another example is that a physician may EDIT
existing-notes about an injury by appending an x-ray picture of a broken bone.
To-STORE data by transforming the data into a form that is difficult to understand by
Encrypt updauthorized people or systems. For example, the system may ENCRYPT sensitive
information such as the patient’s financial information.
To CAPTURE data by inputting it manually (for example, via a keyboard) or through
r\l‘hnr ITaYal |+ davicas For nvomnla tha Usermav-mant 19l
put-devices—For-examplethe ay-mandally
address via the keyboard. Another example is that the user may ENTER the patient’s
body weight via an electronic weight scale.
To MANAGE data by importing, receiving, exporting, or transmitting the data between
Exchange systems. For example, the PHR Account Holder may exchange family history
information with the PHR systems of other family members.
To RENDER data by locating, retrieving and possibly assembling data based on
certain criteria and for certain purposes. For example, a system may EXTRACT for a
clinician all the x-ray reports regarding the patient’s chest. Another example is that the
system may automatically EXTRACT allergy history when the physician enters a
Extract prescription. Another example is that a system may EXTRACT for a researcher the
number of pneumonia-like cases treated at the Emergency Department within a
specific time period. Another example is that a system may EXTRACT and aggregate
information using a cohort of patients who have pneumococcal disease and
categorize that cohort by specific age-ranges.

Determin

w

Edit

Enter
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Harmonize

To UPDATE data by aligning and reconciling it with other information in the system, or
with the data of another system (or systems). For example, the system may
HARMONIZE a patient’'s new home address with the data of systems of other
members of the care-team.

Hide

To MANAGE-DATA-VISIBILITY by making specific information invisible so that the
existence of the information is not expressed except to authorized users; viewers of
the patient record receive no indication that the hidden information exists or does not
exist. For example, the system may HIDE the existence of a patient’s psychiatric
record from all viewers except for the patient’s psychiatrist. Note: the verb “unhide” is
an acceptable verb to reverse the action of hiding

ADTLL

Inhport

IU CI"’\I— 1 I\JI‘\I: ucu.a IIIlU d IUbal Dyblclll Uy panblIVUly dbbcaallly ual.a IIUIII dl eXtema|
source and then downloading and integrating the data into the local system>for
example, the system may IMPORT the latest drug trial data every Friday,evening.
Another example is that the user may IMPORT various sets of best,practiced related
to juvenile diabetes.

activate

=1

To maintain control of data by removing access to the data in such'a way as[the data
is no longer active for a certain reason. For example, the PHR Account Holdér may
no longer employ a list of local oncologists, while the PHR Account Holder is
stationed in another country for a while.

=1

tegrate

To UPDATE data by merging other data with the existing data in a controlled manner.
For example, a user may INTEGRATE summaries of‘health care services that were
provided in another jurisdiction into the patient’slocal record. Another examplle is that
an EHR system may INTEGRATE a single-sigh-on application with the EHR |system’s
existing user-authentication services. Another example is that an EHR systef may
INTEGRATE multiple third-party modules.to enhance its capabilities.

Link

To UPDATE data by associating one-pieéce of data with another piece of data. For
example, the system may LINK a patient’'s encounter note with the patient’s
laboratory results. Another example is that a system may LINK attestable changes to
a patient’s record to the authar’s identifying information.

To TRACK system-initiated or user-initiated activities (including access to data and/or
functionality, attempts toLaccess data and/or functionality, actions performed [on data
and/or functionality, and changes to system characteristics or versions) by stpring a
chronological trace.of these activities. For example, the system may LOG the fact that
modifications were made to a patient’s record by storing the date, time, and identity of
the user whe-modified the record as well as what changes were made to that record.
Another example is that the system may LOG the fact that updates were apglied to a
drug-interaction database table, by storing the date and time at which it was ppdated.

Maintain

To MANAGE data by storing, updating, and/or removing the data within a system. For
example, a system may provide the ability for a clinician to MAINTAIN data by
keeping or discarding it. Another example is that a system may provide the apility for
a clinician to MAINTAIN data by correcting or annotating it.

Mandge
(Dpata)

To handle data by capturing, maintaining, and rendering data, determining a¢tions
about data, and managing data visibility. For example, the system may provigle the
ability for a user to MANAGE patient and family preferences as they pertain fo current
treatment plans. Another example is that a clinician’s system may provide th¢ ability

for-the-clinicianto-MANAGEpatieni-data-by-creating-apatientsrecerd—updating a

clinical note, utilizing clinical decision support tools, and transmitting the patient’s
billing information.

Manage-Data-
Visibility

To MANAGE data by de-identifying/re-identifying, masking/unmasking or
hiding/unhiding that data. For example, the system may provide the ability for an
administrator to MANAGE-DATA-VISIBILITY in terms of who is allowed to view what
specific patient data.

Mask (verb)

To MANAGE-DATA-VISIBILITY by obscuring (masking) specific data elements in
order that this information is not available except to authorized users; viewers of the
patient record can see that the data exists but cannot see actual contents. For
example, the administrator may MASK the pregnancy status of all patients who are
below the age of eighteen except for the obstetric unit staff.. Note: the verb “unmask”
is an acceptable verb to reverse the action of masking.

Present

To RENDER data by delivering the data to local users in a meaningful and
appropriate way. For example, the system may PRESENT to a physician (upon
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manual request) a list of patients who are scheduled for care today, ordered by time-
of-day, with the patient’'s known diagnosis using the physician’s preferred terminology
and language of choice. Another example is that the system may PRESENT an alert
automatically when a newly-arriving laboratory value is received that is out of normal
range. Another example is that a system may PRESENT to a physician a patient’s
lung respiration sounds. Another example is that a system may PRESENT patient-
instructions using an audio and video system. Note: It is reasonable to assume that
any data that is presented ought to be formatted, filtered, translated, transformed,
mapped, and/or normalized, etc., as appropriate.

To MAINTAIN data by creating a pseudonym for its subject. For example, the name
PSGUdon' III;LU "RUbUi.t Q JGI 1 I;OUI I" Ill;ght bU IC'J:GUUGI Vv;th d pOCUdUI Iyl L ouuh do "\JIUhII SI 1 I;th" ;II [=]
health care document before sharing it with others.

To REMOVE data by making it unrecoverable at the storage and/or media-level\For|
example, the system may PURGE the patient record for John Smith accordingto a

Purge rule that targets all records that are older than seven years. (Note: Destroy and Purge
are synonyms; PURGE is the preferred term.)
To CAPTURE data from an external source by taking in that data without manual /
real-time user intervention. For example, the system may RECEIVE various emails fpr
Receive a clinician who will later review them. Another example is that th€)system may

[V

RECEIVE from authenticated and authorized external systems laboratory results for
given patient. Another example is that the system may RECEIVE a facsimile
transmission from an external device.

To STORE data by rebuilding original data using baékups of data. For example, the
Recover system may RECOVER last week’s data following.a-hard disk failure, using an offsit
backup copy. (See BACKUP.)

To MANAGE-DATA-VISIBILITY by combining.data in such a way that the patient’s
identity is re-established according to scope“of practice, organizational policy, and/of
Re-identify jurisdictional law. For example, the system may RE-IDENTIFY de-identified data by
providing a key that allows authorized\users to re-establish the link between a given
patient and that patient’s de-identified data.

To MAINTAIN data by making the data inaccessible or unrecoverable according to
scope of practice, organizational policy, and/or jurisdictional law. For example, a
system may, at a physician’s' request, REMOVE by purging patient information that
was received by mistake. Another example is that a system may, upon request by an
administrator, REMOVE by deletion the schedule of outpatient clinic opening hours..
NOTE 1: The data-may be deleted either by removing the data’s pointer from the
Remove directory or by,everwriting the data in such a way that the original data is
unrecoverable,~"NOTE 2: In the case where the data becomes invalid but needs to
remain indhesystem, the word TAG is preferred over the word REMOVE or “Nullify”
This typeof action is considered a data “Tagging” process and not a data deletion
process: For example, a health information management professional may desire to
TAG(a certain clinical term as obsolete, but the term needs to remain in the system
forbackward compatibility purposes.

14

Remove -To MAINTAIN data by disallowing access to the data in such a way as the data can
Access no longer be retrieved.
To-MANAGE-data-by-e ing-presenting-and-transmitti ems

For example, the system may RENDER a list of patients with a given disease that has
been extracted from the clinic’s active patient records. For example, the system may
RENDER laboratory results by presenting them on a computer screen. Another
example is that the system may RENDER data by transmitting a drug prescription to a
pharmacy.

To STORE data to the production system by using previously archived data. For
example, the system may RESTORE patient-encounter data for a returning patient
Restore whose data had been archived due to inactivity. Another example is that the system
may RESTORE, for evidentiary support, patient data that had been archived after the
patient expired. (See ARCHIVE.)

To STORE data by placing it onto an electronically-accessible device for preservation.
For example, a clinician may SAVE a given patient’'s demographic data or a newly-
prescribed medication. Another example is that an administrator may SAVE an
updated list of physicians that have practice privileges at the local hospital.

Render

Save
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To ensure system reliability and integrity by controlling access to system functionality
and/or data, tracking activities, and sustaining system operations. For example, the
system may provide the ability for an administrator to SECURE a system by setting
configuration parameters for controlling access, tracking, and sustaining system
operations. Another example is that the system may SECURE access to a patient’s
record by controlling access to its content, tracking users who have modified the
patient’s record, and sustaining the record’s availability on a continual basis.
To OUTPUT data from the PHR Account Holder’s system by exporting it in such a
s way as to (passively, automatically) route it to another system. For example, a PHR
end , . .
Account Holder’'s system may (passively, automatically) send weekly reports to a
d;abctco OPC\J;G:;O{’O OyOtCIII IUyClld;l Iy thc P: :R AUUUUI It : :U:dcl ,O CUTTCl It \AAYd ht
To MAINTAIN data by backing up, decrypting, encrypting, restoring and saving that
data onto electronically accessible devices. For example, a clinician may,STORE a
given patient’'s demographic data or a newly-prescribed medication, Another|example
is that an administrator may configure a system to STORE progressive copigs of
certain data on a regularly-scheduled basis for backup purposes?) Note: data may be
stored as plain text or in encrypted or compressed form.
To SECURE a system by promoting actions that enable the)system to perform
predictably and as intended. For example, a system may SUSTAIN (OPERAITIONS)
by applying business rules that enforce role-based access to the authorizatign
management portion of the system, thus protecting the PHR Account Holderls data
according to pre-determined security and privacy,rules.
To OUTPUT data from the PHR Account Holder’s system by exporting it in spich a
way as to coordinate certain data with another system (or systems). For exaimple, the
Synchronize PHR Account Holder may coordinate the\medications prescribed by two physicians
with a list of home remedies so that.each relevant, authorized stakeholder hgs a
current list of the PHR Account Holder's medications/remedies.
To UPDATE data by marking it for special use. For example, a nurse may TAG the
previous week’s records for patients that presented with a severe cough and|fever.
Another example is that a_ general practitioner may TAG certain data for revigw by an
Tag oncologist. Another example is that an administrator may TAG an interchange
standard version as being deprecated.. Note: see “flag” if the meaning is to sjgnal a
situation.. Note: the verb “untag” is an acceptable verb to reverse the action jof
tagging.
To SECURE-a'system by logging and auditing system-initiated and/or user-ipitiated
activities. Forexample, the system may TRACK the amount of time that the gystem
Track was unavailable last month. Another example is that the system may providg the
ability.for an administrator to TRACK the number of active users of a newly-installed
set.of system functionality.
To'RENDER data by delivering the data to devices or other systems in a meaningful
and appropriate way. For example, the system may (without human intervention)
TRANSMIT an alert to a physician’s beeper. Another example is that the sysiem may
(upon human intervention) TRANSMIT a given patient’'s encounter summary|(to an
external facility. Another example is that the system may TRANSMIT data to[another
facility after mapping local codes to national codes.. Note: It is reasonable to[assume
that any-data-thatis-transmitted-ought to-be formatted filtered-translated;
transformed, mapped, and/or normalized, etc., as appropriate.
To MANAGE-DATA-VISIBILITY by making visible the existence of previously hidden
information (see HIDE). For example, the system may provide the ability for a patient
to UNHIDE his psychiatric record, and hence the existence of that part of his record
becomes visible to all authorized clinicians.
To MANAGE-DATA-VISIBILITY by making masked information visible. For example,
the administrator my desire to UNMASK certain patient financial information for the
Unmask admission Department. For example, a system may provide the ability for an
emergency department physician to UNMASK a patient’s pregnancy status that was
presented by the system as “******” to reveal a status of “Pregnant”.
To UPDATE data by removing marking for special use. For example, a nurse may
UNTAG the previous week’s records for patients that presented with a severe cough
and fever that had been previously tagged. Another example is that a general
practitioner may UNTAG certain data after completion of review another provider.

Secure
(System)

Sjore

Spstain
perations)

—
@)

Transmit

Unhide

Untag
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To MAINTAIN data by annotating, editing, harmonizing, integrating, linking and
Update tagging the data. For example, a clinician may UPDATE a patient’s medication
dosage. Another example is that the system may UPDATE a patient’s record.

Table 6: Action Verbs and their Logical Construction

6.4.4 Deprecated Action-Verbs

The use of verbs that are specific in definition and use allows for greater understanding and consistency of
conformance criteria throughout the model.

i the-t “d ted’ i d-to-identibL Act VM erbs-that fa N1 £ i i
In this Glossary—the-term SBpFecatea—s—HS8a1to01a8RHH-AGHOR- VBB SHRaI-WBFe-US8aHR-CoOHBHRaRE8—-G iteria

(in previous FM Releases) but are not part of the updated hierarchy of Action-Verbs. It is recommendegd that

deprecated Action-Verbs not be used in Conformance Criteria.

The following table lists a set of deprecated verbs and possible alternatives:

32
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Deprecated . .
Action-Verb Possible Alternative(s)
Instead, use CONTROL-ACCESS if the context is one of controlling access to the
Access system. Use RENDER or PRESENT or another relevant Action-Verb when the context
is one of accessing data.
Affirm Instead, use TAG (with an appropriate qualifier). Affirm, Assert, Declare, Indicate, and
State are synonyms.
Instead, use “RENDER or PRESENT or TRANSMIT an alert to a person or another
Alert system (including a device)”. An Alert typically occurs after analyzing some.dgta and
arriving at a decision that someone must be alerted. See DETERMINE fof soere
examples.
Amend Instead, use EDIT.
Instead, use the term EDIT. This means editing data by adding\new data to existing
Append
data.
Absert Instead, use TAG (with an appropriate qualifier). Affirm,Assert, Declare, Indicpte, and
i State are synonyms.
ALiament Instead, use EDIT, ANNOTATE, or LINK with theappropriate qualifiers. Augmentation
9 is the addition of information to existing healthcare data.
Instead, use “DETERMINE and STORE” or*DETERMINE and PRESENT”, a4
Chlculate SN
appropriate in the context.
Instead, use “DETERMINE and STORE” or “DETERMINE and PRESENT” as
Cpmpute SN
appropriate in the context.
Instead, use “MANAGE configuration parameters for...”. For example, the user may
desire to STORE configuration parameters regarding the preferred type of human
Cpnfigure language. Another example is that an administrator may UPDATE configuration
parameters that contrekexternal access to the system by restricting access dyring the
weekends.
To comply... Nete: The verb ‘Conform’ is used with a special meaning in the M and is
Cbnform not part of the Action-Verb model. It is a special instruction for including the functional
requirements of one function in another function. For example: “The system SHALL
conform.to function T1.1.1 (Entity Authentication)”.
Cprrect Instead, use EDIT.
Cleate Instead, use “DETERMINE and STORE” or “DETERMINE and RENDER” or
“DETERMINE and PRESENT” as appropriate to the context.
Dkclare Instead, use TAG (with an appropriate qualifier). Affirm, Assert, Declare, Indicpte, and
i State are synonyms.
Instead _use TAG with an appropriate nlnnlifipr Deprecation of certain infarmaition may
be required when that data becomes invalid, but needs to remain in the system. For
Deprecate example, a health information management professional may desire to TAG a certain
clinical term as deprecated, but the term is retained in the system for backward
compatibility purposes.
Destroy
Disable- Instead, use “CONTROL ACCESS by removing permissions to use specific
Access functionality and/or manage specific data”.
Disclose Instead, use “RENDER and TAG” with a label that identifies the data’s purpose as “for
disclosure use only”.
Display Instead, use PRESENT.
Document Instead, use ENTER, or “TAG with” appropriate references, or “LINK to” sources.
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Deprecated . .
Action-Verb Possible Alternative(s)
Eliminate Instead, use DELETE or PURGE as applicable.
Export Use RENDER instead.
Instead, use “RENDER an alert”, or “PRESENT an alert”, or “TRANSMIT a notice”, if
Flag ; . . e R
the intent is to signal a situation (i.e. flag a situation).
Generate Instead, use “DETERMINE and STORE” or “DETERMINE and PRESENT” or
“DETERMINE and RENDER® as appropriate to the context.
Grant-Aceess—+ |otcad, tse-CONTROEACEESS:
Instead, use other Action-Verbs adapted to the context. . For example, instead of ‘| ,-{p
Identif uniquely identify a patient...’, one should say ‘...to MAINTAIN a unique identifierfor a
y patient...” Another example is: instead of ‘...to help identify the patient...’, use “~.help
DETERMINE the identity of the patient.’.
Instead, use CAPTURE, ENTER, RECEIVE, IMPORT or AUTO-POPULATE,
Input . : .
depending on the context and scope of actions described.
Label (veb) Use “TAG with a label”.
Merge Instead, use INTEGRATE.
de'fy Instead, use: “MANAGE data regarding permissions”
ccess
. Instead, use “RENDER or PRESENT or TRANSMIT a notification to a person or
Notify ; : .,
another system (including a device)”.
Nullify Instead, use “TAG as nullified”.
Obsolete Instead, use “TAG as obsolete”.
Order Instead, use “ENTER the parameters for an order”.
Permit Instead, use “AUTHENTICATE a user and AUTHORIZE access based on permissionfs
Access assigned to that user”.
Persist Instead, use “STORE-*
Print Instead, use RENDER, PRESENT, OR TRANSMIT, depending on the context.
Prioritize Instead, use FAG with a priority level”, or “DETERMINE priorities”.
Provide Instead, use/CONTROL ACCESS, or PRESENT, as appropriate to the specific
access to context.
Que Instead, use ANALYZE or RENDER (or its children Action-Verbs), because queries of
ry searches are implied when rendering or analyzing data.
Instead, use TAG with an appropriate qualifier. Reactivation of certain information maly
. be required when that data, previously deprecated or made inactive, becomes valid
Reactiva . - . . .
again. For example, a health information management professional may desire to
TAG a certain clinical term as reactivated.
. Instead, use ANALYZE and DECIDE, or DETERMINE, or HARMONIZE depending on
Reconcile A
the context and the meaning intended.
Record Instead, use STORE (or its children Action-Verbs).
Reject Instead, use "PRESENT or RENDER a message of rejection” or “TAG as rejected”.
Replace Instead, use EDIT, or “DELETE the old and SAVE the new”, or “TAG as obsolete and
P SAVE the new”, based on the context.
Report Instead, use “RENDER a report”, or “PRESENT a report”.
Repudiate Instead, use “TAG as repudiated or rejected”.
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Deprecated

Action-Verb Possible Alternative(s)

Instead, use STORE (with the possible addition of language that includes the notion
that retention management may be needed to accommodate scope of practice,
Retain organizational policy, or jurisdictional law). For example, the system may provide the
ability to STORE personal health information, and DELETE that data only as allowed
by the organization’s data-retention policies.

Revoke- Instead, use “CONTROL ACCESS by eliminating permissions to use system
Access functionality or to manage data”.

lnstead—use-ANALY-ZE or RENDER(orits-children-action-verbs)-because-gueries or
searches are implied when rendering or analyzing data. For example, instead|of saying
Search “The system SHALL provide the ability to search patient records based on prgvious
names”, one could say “The system SHALL provide the ability to PRESENT 4 list of
records with possible patient name matches using previous patientinames”.

Select Instead, use “ENTER a selection”.

Instead, use “TAG-with-authenticated-signature”. For example, a system may|TAG a
Sjgn patient note with an authenticated signature when the physician completes the
patient’s note.

Instead, use TAG with an appropriate qualifier. Affirm, Assert, Declare, Indicate, and

Slate State are synonymes.

Instead, use “PRESENT templates to do XYZ’, or DETERMINE, or other Actipn-Verbs
Spupport ! . . X

depending on the context and functionality.to specify.
Spspend- Instead, use “CONTROL ACCESS by‘temporarily withholding permissions to use
Agcess system functionality or to manage. data”.
Synthesize Instead, use “ANALYZE and STORE” or “ANALYZE and PRESENT".

Instead, depending on the context, use “DECIDE on a course of action based|on an
Trigger analysis of certain data@nd rules”, or “DECIDE and RENDER some informatipn (for
example, an alert or'a notification) based on the analysis of certain data and rples”.

View Instead, use PRESENT.

Table 7:'Deprecated Action-Verbs and Possible Alternative(s)

6.5 Guidelines for-Use (Reference)

Contributors to the‘contents of the EHR-S and PHR-S FMs must be thoroughly familiar with this ‘Guidelines
For Use’ Section.'lt is critical to the integrity of the FMs that key terms have a consistent meaning throughout
each|FM spécification.

6.5.1| (General Guidance

Throughout the EHR-S and PHR-S FMs, terms used for stating Conformance Criteria (CC) must respect
meanings as conveyed in the definitions provided in this Glossary. Using the Action-Verbs rigorously will result
in clearly written Conformance Criteria (CC) and help ensure consistent communication of functional
requirements. Furthermore, combining various functional models and functional profiles is facilitated when a
controlled set of terms is used consistently. Therefore, use of synonyms (as replacements) or local jargon
should be avoided.

In the FMs, Statements and Descriptions should be written in ‘business-like language’ defining, in business
and user terms, system capabilities that support user needs. CCs should be written from the system’s
perspective, with rigor and consistency across functional areas, using Action-Verbs and the guidelines; CCs
should not be duplicates of the Statements and Descriptions. However, scope-wise, both
Statement/Description and corresponding CCs must address the same functionalities.
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CCs represent a fundamental component of the FMs by defining its functionalities in precise terms. Significant
efforts were invested in developing a set of Action-Verbs with precise definitions that must be used in the
construction of CC. The next section provides specific guidance on how CC should be composed.

Since various realms may require the use of certain terms (for example, a term that is embedded in national
law), this FM Glossary maintains a realm-independent perspective. The long-term intent is to construct CCs
that are computable and easy to validate as to their grammar and contents when it is relevant (i.e., use list of
approved Action-Verbs).

6.5.2 Constructing Rigorous Conformance Criteria

Rigor, clarity and consistency in crafting CCs are of paramount importance. The following rules are to be

fO”OWed Whllcvcl yvcolblv

It is gengrally preferable to use separate CCs instead of trying to include multiple actions in a single
criteria, ynless such a combination provides for an economy of statements and is unambiguous.

Where ah action can be performed both automatically by the system and manually upon initiation by the
user, CGs should be composed with the “provide the ability to” phrase incorporated.

Selected verps in conformance criteria should be at the proper level of granularity. If\@parent verh in a
hierarchy is ysed, then it means that the actions of all the children verbs under it are pertinent and applicable.

The general grammar to use in developing rigorous CCs has the\following structure:

jurisdictignal law’]”.

For example, instead of saying MAINTAIN clinical data which would imply storage; Update and deletion of
data, ong would say STORE and UPDATE data if deletion of data was not allowed.
For example, if a given CC expects EDIT and TAG to be reasonable application of the function, but that
ANNOTATE, HARMONIZE, INTEGRATE, LINK are unreasonable, thenthe word MAINTAIN should be
avoided |n lieu of the more precise “EDIT and TAG”.

An example of multiple Action-Verbs: “The system SHALL provide the ability to CAPTURE, STORE,
EDIT, and TAG-as-deprecated entries in an xxx registry or directory to keep it current.”

“The sysfem [SHALL | SHOULD | MAY] [provide the ability;to] [Action-Verb] [functionality object(s)]
[participgnt(s)] [qualifier(s)] [‘according to user preference, scope of practice, organizational policy, arld/or

The system is the subject of all the Conformance Criteria.
[SHALL | SHOULD | MAY]. Itis mandatory that-one — and only one — of these three qualifier verbs bé
used.

Meaningg are defined in EHR-S FM Conformance Clause document and are repeated here for

o SHOQULD - to indicate am_optional yet recommended functional requirement, one that is particulafly
suitaple, without mentioning or excluding others. Synonymous with ‘is permitted and recommendgd’.

suggest
for a replacemen A

[functionality obJect(s)] mandatory Identlfles the object(s) of the functional requwement
[participant(s)]: optional. Covers users (or external systems) that participate or are affected by the
specified function.

[qualifier(s)] optional. This might relate to time, interval, condition(s). Can include (for example):
“automatically”, “manually”, “in real time”, “according to the business rules”

[*according to user preference, scope of practice, organizational policy, and/or jurisdictional law]:
optional, when the action could be governed by relevant practices, policies and/or laws.

Note that “The system SHALL...” means that the system is required to perform the relevant function when all
factors and specified conditions are met.

Some examples of rigorous CCs follow:

36

The system SHALL provide the ability to PRESENT the list of scheduled patients according to selected
criteria such as provider name, dates, time of day, nature of visit, etc. using language of choice.
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IF a provider attempts to prescribe a drug using the system, THEN the system SHALL DETERMINE

whether interactions exist between the newly prescribed drugs and the medications on the patient’s
current medication list, and RENDER an appropriate response to the provider, according to scope of
practice, organizational policy, and/or jurisdictional law.

The verb ‘Conform’ is used with a special meaning in the FM and is not part of the Action-Verb model. It is a

spec

ial instruction for including the functional requirements of one function in another function.

For example: The system SHALL conform to function T1.1.1 (Entity Authentication).

7 PHR System Conformance Claim via Self-Attestation

Clai

|

ing Conformance to a Functional Profile

When a software vendor/developer wishes to claim (for their product) conformance to a version o

Func

In thi
funct

The ¢
the td

Conf

The j

new

If an

claim

softw
EHR
confg
end U

8

ional Profile the document claiming conformance should include the following information:

The Name and Version of the standard with which the software product is capformant.

5 manner any individual/organization evaluating the software product may easily determin
onality.

ocumentation detailing the process of determining conformanceusing a tool shall include th
ol, the version of the tool and the date(s) of testing (e.g., “Thesoftware was tested using To
brmance Criterion-Y”).

rocess of claiming conformance to one or more Functional Profiles shall not be construed a
Functional Profile.

end user suspects that a particular PHR-S productis not in compliance with a conformance
ed in the software statement of conformance,.thié end user should first address the issue wit
are vendor/manufacturer. The end user (provider) may also communicate their findings with
Work Group. The EHR Work Group shall'not be responsible for validation of any statement
rmance or for intervention with a software vendor/manufacturer when a discrepancy is repor
ser, but at its discretion may contact;the PHR-S vendor/manufacturer regarding the identifie

Slossary Supplement;~Record Lifecycle Events and Descriptions (Norm

Deve¢loped (in part) by the'HL7 EHR/Security WG Vocabulary Alignment Project

Incol

porated in:
HL7 FHIRCore R4 and FHIR Record Lifecycle Event Implementation Guide (RLE IG
1ISO 21089:2018 Trusted End-to-End Information Flows
ISO/HL7 10781:2020 EHR System Functional Model Release 2.1
ISO/HL7 16527:2020 PHR System Functional Model Release 2

A full listing of the functions and conformance criteria with which the softwafe product is ¢

a PHR-S

onformant.

e its claimed

e name of
D|-X on

5 creating a

criterion
h the

the HL7
Df
ted by an
d issue(s).

ative)

8.1 Record Lifecycle Events (See RI.1.1.1)

Access/View Record Lifecycle Event - occurs when an agent causes the system to obtain and open a
record entry for inspection or review.

Add Legal Hold Record Lifecycle Event - occurs when an agent causes the system to tag or otherwise
indicate special access management and suspension of record entry deletion/destruction, if deemed
relevant to a lawsuit or which are reasonably anticipated to be relevant or to fulfill organizational policy

u

nder the legal doctrine of “duty to preserve”.

Amend (Update) Record Lifecycle Event - occurs when an agent makes any change to record entry

C

ontent currently residing in storage considered permanent (persistent).

Archive Record Lifecycle Event - occurs when an agent causes the system to create and move archive

a

©ISO

rtifacts containing record entry content, typically to long-term offline storage.
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Attest Record Lifecycle Event - occurs when an agent causes the system to capture the agent’s digital
signature (or equivalent indication) during formal validation of record entry content.

Decrypt Record Lifecycle Event - occurs when an agent causes the system to decode record entry
content from a cipher.

De-ldentify (Anononymize) Record Lifecycle Event - occurs when an agent causes the system to
scrub record entry content to reduce the association between a set of identifying data and the data subject
in a way that may or may not be reversible.

Deprecate Record Lifecycle Event - occurs when an agent causes the system to tag record entry(ies)
as obsolete, erroneous or untrustworthy, to warn against its future use.

Destroy/fBele ecord—Life

when—an—agen ysterm ranently
erase re¢ord entry content from the system.

Disclose Record Lifecycle Event - occurs when an agent causes the system to release, trapsfer,
provisior| access to, or otherwise divulge record entry content.

Encrypt|Record Lifecycle Event - occurs when an agent causes the system to encode record |entry
content ip a cipher.

Extract Record Lifecycle Event - occurs when an agent causes the system ‘to’ selectively pull put a
subset of record entry content, based on explicit criteria.

Link Reford Lifecycle Event - occurs when an agent causes the system to connect related record
entries.

Merge Record Lifecycle Event - occurs when an agent causes.thé system to combine or join cgntent
from two|or more record entries, resulting in a single logical record entry.

Originatp/Retain Record Lifecycle Event - occurs when afi agent causes the system to: a) initiate
capture pf potential record content, and b) incorporate that content into the storage consideded a
permanent part of the health record.

Pseudo:l:ymize Record Lifecycle Event - occurs when an agent causes the system to remove record
entry comtent to reduce the association between‘a-set of identifying data and the data subject in 3§ way
that may|be reversible.

Re-activate Record Lifecycle Event - occurs when an agent causes the system to recreate or rgstore
full status to record entries previously deleted or deprecated.

Receive/Retain Record Lifecycle Event - occurs when an agent causes the system to a) initiate capture
of data cpntent from elsewhere, and’ b) incorporate that content into the storage considered a permanent
part of the health record.

Re-identify Record Lifecycle Event - occurs when an agent causes the system to restore informatfon to
data that|allows identification of information source and/or information subject.

Remove| Legal Hold~Record Lifecycle Event - occurs when an agent causes the system to remgve a
tag or other cuesfor special access management had required to fulfill organizational policy undgr the
legal dodtrine of “duty to preserve”.

Report gOutput) Record Lifecycle Event - occurs when an agent causes the system to produce and
deliverr i i -

Restore Record Lifecycle Event - occurs when an agent causes the system to recreate record entries
and their content from a previous created archive artefact.

Transform/Translate Record Lifecycle Event - occurs when an agent causes the system to change the
form, language or code system used to represent record entry content.

Transmit Record Lifecycle Event - occurs when an agent causes the system to send record entry
content from one (EHR/PHR/other) system to another.

Unlink Record Lifecycle Event - occurs when an agent causes the system to disconnect two or more
record entries previously connected, rendering them separate (disconnected) again.

Unmerge Record Lifecycle Event - occurs when an agent causes the system to reverse a previous
record entry merge operation, rendering them separate again.
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Verify Record Lifecycle Event - occurs when an agent causes the system to confirm compliance of data
or data objects with regulations, requirements, specifications, or other imposed conditions based on
organizational policy.
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Annex A
(Normative)

Function List

Three formats of the PHR-S FM function list are included for the reader's convenience
at https://standards.iso.org/iso/16527/ed-1/en. They are:

« PHR
 PHR
 PHR

NOTE Somg systems will need a style sheet to render the .html version of the function)list. It is also

available at h

-S_FM-R2_FunctionList.html
-S_FM-R2_FunctionList.pdf and
-S_FM-R2_FunctionList.csv

ttps://standards.iso.org/iso/16527/ed-1/en and listed as “functional-model.”

40
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Annex B
(Informative)

Glossary of Terms for the EHR-S FM
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Term Definition Reference
1) obtain, open| inspect, review and/or make use of health data or information GPRI, modified
Access 2) specific typel|of interaction between a subject and an object that results in the flow of information from | 1I$O 21089:2018
one to the othef GCST
1) means to engure that access to assets is authorized and restricted based on business and‘security
requirements L .
Access control 2) means toen sure that the resources of an electronic system can be accessed only by-authorized : ;8;:58 3222?8210&?8 modified
entities in authgrized ways 150 21089:2018

3) prevention o
unauthorized m

f an unauthorized use of a resource, including the prevention of use(of a resource in an
anner

Accountability

1) property that
2) obligation of
or task, accept

ensures that the actions of an entity may be traced uniquelyto:that entity
an individual or organization to account for its activities, for.completion of a deliverable
responsibility for those activities, deliverables or tasks, and to disclose the results in a

I\
I\

5O/IEC 2382-8:1998
50 7498-2:1998, modified
50 18308:2011

I
transparent mapner 1$O 21089:2018
Accuracy (data) extent that recorded data reflect the actual underlying informiation I$O 21089:2018
Qlsen, Jack E., Data Quality: The
Accuracy Dimension, Morgan
Accurate correct; conforrity to truth or to a standard or model Kaufmann Publishers, San
Hrancisco, CA, 2003
Merriam-Webster Dictionary
Active order Active — In a state of action. America Heritage Dictionary,
Order — Requett for a specific action. Jecond College Edition, 1991

Activity See health carg activity

Actor (in the 1 J o . N . . | _ .
healthcare ) hl_Jman, organization, ora sy§tem entity .th.at can_part|0|pate inan actlon I 3O/IEC 15414:2015, modified
system) 2) with respect [to an action, entity that participates in or observes that action I$O 21089:2018

Advanced a legal document (sth as a living witl) signe_:d b_y a competent person to provide_guiqance for medical .

Directive and health-carg decisions (suchras the termination of life support or organ donation) in the event the Merriam-Webster

person become

s incompetentto’make such decisions

Adverse reaction

a negative oru
life-threatening

nexpected-reaction to a drug or medical procedure (a reaction can range from mild to

Adverse a condition explctedite-result in undesirable physiologic reaction to an amount of a substance that
sensitivity would not prodlice a-reaction in most individuals

(review/repor‘t) detailed critical summary or nnnlyeie of a pastevent (QI iIch-as a clinical infnr\/nnfinn)
After Action made for the purposes of re-assessing decisions and considering possible alternatives for future

reference
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Term Definition Reference
1) (conscious) entity that takes conscious actions, such as an individual, organization, business unit
2) (delegated) ¢ntity that has been delegated (e.g. authority, a function) by and acts for another (in
exercising the quthority, performing the function)
3) (healthcare) [individual, organization, business unit, medical device (e.g. instrument, monitor) and 150 21089:2018 (1,2,4,5)
Agent software (e.g. gpplication) which a) performs a role in the provision of healthcare services and/or, b) is dEN 12265'2014 r,nt;d’ified 3)
accountable folf actions related to, and/or c) ascribed in, the health record ' ’
4) (programmedl) entity that takes programmed actions, such as software or a device
5) (responsible) entity that bears some form of responsibility for an activity taking place;.for the
existence of an|entity, or for another agent's activity
Aggregate the consolidatign of information from cohorts of individuals, families, or other groupings that is
(Population associated bechuse of similar social, personal, health care, or other needs or jnterests. Note:

Health context)

aggregate-leve

data is sometimes de-identified in the Population Health context.

Aggregate Data

data that has b

ben collected from two or more sources and combined inteia Single dataset

Aggregation process to combine standardized data and information 1$O 21089:2018
[SOURCE: JCAHO, modified] JCAHO

Alert (used as T . - . .- . .

noun) an indication frtfm a system or device that a condition exists requiring assessment and possible action.
an exaggerated immune response or reaction to a substance\that is generally not harmful. The E'lgdl\ll_g:iir?all?lsnstitute of

Allergy manifestation of an allergy includes a variety of physiologic’responses (e.g. rash, itching, hypotension, Health/National Library of
anaphylaxis) and can be dependent on the route of expesure (inhalation, skin contact, ingestion). Medicine
1) process that|removes the association betweenthe identifying data set and the data subject

Anonymize 2) remove perspnally identifying particulars or characteristics from record content so that the original I$O 21089:2018 (2)
source or data pubject cannot be known

AP application program interface: set of routines, protocols, and tools for building software applications. An
API specifies hpw software components should interact.

Appropriate suitable or proger in the circumstanees

Architecture

1) structure of ¢
design and evg
2) set of princip
context are bas
3) set of design
that it can be p
(change)

omponents, theirinter-relationships, and the principles and guidelines governing their
lution over time,

les on which4helogical structure and interrelationships to an organization and business
ed. Note: -Software architecture is the result of software design activity

artefacts or descriptive representations that are relevant for describing an object such
oduced-to requirements (quality) as well as maintained over the period of its useful life

he Open Group Architectural
ramework (TOGAF):2009 (1)
$0O 21089:2018 (2)

achman - Enterprise
rchitecture: 1996 (3)

a1 —

= N
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Term Definition Reference
1) process of moving one or more EHR extracts to off-line storage in a way that ensures the possibility
of restoring them to on-line storage when needed without loss of meaning. Wherever possible, archived
Archive data should be|technology-independent so that future users do not have dependencies on obsolete I$O 18308:2011 (1)
technology from the past I$O 21089:2018 (2)
2) create, update or move an archive artifact with health record content for long-term, typically 6ffline
storage, externgl to the source system
1) (in medicine [and nursing) an evaluation or appraisal of a condition
2) the process pf making such an evaluation
3) (in a problenp-oriented medical record) an examiner's evaluation of the disease or,.condition based on . . - )
Assessment S Y . o -~ .| Mosby's Medical Dictionary:2009
the patient's supjective report of the symptoms and course of the illness or conditionyand the examiner's
objective findings, including data obtained through laboratory tests, physical examination, medical
history, and information reported by family members and other health care team members.
. To maintain data by updating it in such a way as to draw connections between disparate data; to
Associate . ! . . .
establish/maintgin a relationship between two or more entities
1) (surety) grounds for surety, certainty or confidence about something
2) (se_t;urlté/_) g:_c unds for confidence that an entity meets its claimed jevel of protection, including ISO/IEC 15408-1:2009, modified
Assurance security objectiyes . . . o . "
3) (system sendices) development, documentation, testing, pre¢édural and operational activities carried o
. . . s . . AMG, modified (2,3)
out to ensure a|system's services do in fact provide the claimed level of function, performance and
usability
Atomic Data indivisible units|of data
Elements

Attest, Attestation

1) affirm, certify
2) (authenticity
therefore that it
3) (completion)
4) (evidentiary)
administrative

and/or authenticate a specific unit of information is true and genuine

accuracy) declare that recordwentry content exists, is authentic, accurate and true and
can be trusted

declare that record entry‘content exists and is complete for the purpose intended
provide or serve as clear evidence of and thus certify and record applicable
or “legal”) responsibility for a particular unit of information

q

50 21089:2018 (2,3,4)

Audit

1) mechanism

2) systematic g
records to dete
or disclosed ac
and/or applical
or procedures

bmployed to record-and examine activities of an agent

hd independent.examination of accesses, additions, or alterations to electronic health
'mine whetherthe activities were conducted, and the data were collected, used, retained
cording toworganizational standard operating procedures, policies, good clinical practice,
le regulatory requirement(s), and to recommend necessary changes in controls, policies

50 21089:2018 (1)
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1) (evidence of|information operations) record that captures details such as additions, deletions, or
alterations of information in an electronic record without obliterating the original record. An audit trail
facilitates the rgconstruction of the history of such actions relating to the electronic record.
Audit Trail 2) (evidence of|resource utilization) record of the resources which were accessed and/or used by;whom | I$O 7498-2:1998 (2)
3) (evidence of|system use/activities) chronological record of system activities that is sufficientde GCST (3)
enable the recqnstruction, reviewing and examination of the sequence of environments and,activities
surrounding or Jeading to an operation, a procedure, or an event in a transaction from its inception to
final results
1$O 21089:2018 (1)
1) (object, entity, record) is what it purports to be; genuine and of undisputed origin;bona fide; based on (E)(;wmng v. Brown, 3 Colo. 590
facts, accurate fand reliable t_elawdictionar org (2)
2) genuine; trug; having the character and authority of an original; duly vested with all necessary S _y.“ 9 .
o ) : : : Altiglieri, et al, in “Diagnosing and
formalities and [egally attested; competent, credible, and reliable as evidence : .
. i ) . . Treating Legal Ailments of the
Authentic 3) object state ¢r status, deemed present (authentic) or non-present (not-authentic), on the basis of a . .
/ e : Oy Blectronic Health Record: Toward
given data object’s responses to conformance testing on three questions: -
. . X an Efficient and Trustworthy
a. what does thie object provider purport the object to be? . .
) . ) Rrocess for Information Discovery
b. what is the specification for that object? s
: _ and Release” in The Sedona
c. what means fpre offered to verify that 1=27?
Gonference Journal, Summer
2017, p. 233 (3)
1) process proving something is real, true, or genuine
2) (data) process of verification of the integrity of data'that have been captured, stored or transmitted
3) (data sourcel) process of corroboration that the source of data received is as claimed 1$O 21089:2018 (1,2,3)
4) (identity of entity) process to provide assutance regarding the claimed identity of an entity (e.g. I$O/IEC 10181-2:1996, modified
Authenticate, subject, user, guthor) )
Authentication 5) (health recond entries) process to verify_that an entry exists, is complete, accurate and final JCAHO, modified (5)
6) (object) process to assure the identity of an object ASTM E1762: 2013, modified (6)
7) satisfaction ¢f the requirement of authenticating or identifying an item of evidence, where the US Federal Rules of Evidence (7)
proponent mus} produce evidence sufficient to support a finding that the item is what the proponent
claims it is
Authority body that has I¢gal powersiand rights IFO/IEC 2382-8:1998
Authorize, 1) granting of rights, which’includes granting of privileges to access data and functions I$O 7498-2:1998, modified (1)
Authorization 2) prescription that asparticular behaviour must not be prevented ISO/IEC 15414:2015 (2)
I

Authorized User

in_accordance with the Security Policy, perform an operation

user who may,

bO/IEC 15408:1999

Automatically

qualifier used t¢ indicate that the action will be done by the system, independently of any user

intervention

Auto-Populate

system process that automatically fills in input fields with data that are already known/available within

the systems da

tabase
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o 1) (_acce33|blllty usability) property of being accessible and useable upon demand by an authorized 150 7498 2:1998 (1)
Availability entity ITSEC (2)
2) (non-conceajment) prevention of the unauthorized withholding of information or resources
Background system procesges running behind the scene without human initiation, interaction or intervention. Qracle Database Administrator
Process Sometimes employed to perform certain maintenance activities. Guidance, modified
a copy of data for the specific intent of ensuring its preservation and possible restoration in gase the
Backup A
original is lost, gorrupted, or destroyed
Behavioral range of services for individuals at risk of, or suffering from mental, addictive, or other behavioral health
. JAMHSA
Healthcare disorders
Best practice practlces.t_hat incorporate the best objective information currently available regarding effectiveness and JAMHSA
acceptability
process of ass@ciating two related elements of information. Examples: a) one may bind an author's
. I (digital) signature to the corresponding health record content created by that author; b) one may bind
Bind, Binding ; : . . .
certain metadafa to an electronic document; ¢) one may bind a certain laboratory results (report) to a
corresponding |aboratory order.
Boundaries border or limit
statement that fefines or constrains some aspect of the business; intended to assert business
. structure, or to pontrol or influence the behavior of the business: Examples include (but are not limited . )
Business Rule Tlhe Business Rules Group:2013

to) coding, billin
equipment), wg

g, claim filing and reimbursement, resourcesmanagement (personnel, beds, supplies,
rkflow optimization, and clinical decision support.

discrete and ag

countable function or sub-function within an organization. Example: A business unit

Business Unit . . h s . L IO 21089:2018
can include a dgpartment, service or specialty within“a healthcare provider organization.
Care provision of acgommodations, comfort and treatment to an individual subject of care (patient); also JCAHO
implying responsibility for safety
Care Guidelines 1) recommendations offered by a care giver to a patient
(synonymous 2 : oy 9 0 ap : . . US Agency for Health Research
. ) recommendations recognized by care providers as being appropriate. In general, care guidelines .
with Health Care based K led £ s : da/ ) Ul dical dit and Quality
Guidelines) are based on ekpert knowledge of.assessing, treating and/or managing a particular medical condition.
Care Plan, tool used by clipicians to plan and-Coordinate care for an individual patient that aids in understanding

Treatment Plan

and coordinatin

g the actionsthat need to be performed for the subject of care (patient)

Care Process

task or set of tg
follow up tasks

sks that isfare clinically-oriented; typically comprised of care planning, care delivery, and

Care Team

group of individ
care setting or

uals Who provide health care to an individual for a given health care episode, health
ith. regard to a health condition

Cascade

such that aach staaa
SHeHtHa-8a6H-Stage

something arra
derives from or

haad or occurrina-in-a-series-orin-a successionof staaes-tuynicalhy
1gec-o4 HHHRg-HHa-SeHesSoHRa-S4H OR-0+-StagesStypicany

acts upon the product of the preceding

o
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. statement of refluirements that certain administrative procedures will be implemented to guard the
Chain-of-Trust ; : . g - s .
A integrity, confidentiality and availability of sensitive data, where the sender and receiver agree to protect
greement . .
the data electrgnically transmitted between them
Change Log, record of revisipns/updates that have occurred over time; a log that can serve as an audit recordfor
Change Histry activity in a file jor record system
attributes or dimensions that could be associated with a chronic condition, including: a) time.period
Chronicit (e.g., childhood, pubescence, constant); b) duration of condition (e.g., brief, extended, sustained,
y habitual); ¢) dufation of episode (e.g., sleeping hours, self-limiting, consistent); d) leveld(e:d., mild,
moderate, or sgvere condition or pain); e) and/or periodicity or frequency (e.g., a seasonal allergy).
- - 1) use of data tp discover, guide and/or justify the proper course of care (or intervehtions) to support
Clinical Decision 2
Support health and health care ac’gvmes . . . _ . . .
2) type of system or algorithm (logic) that assists health care providers in making clinical decisions
1) documents (fecords) created in the course of supporting health and providing health care serices;
may be used in support of clinical decisions
- 2) documentatipn of clinical observations and services, with the following characteristics: a) persistence
Clinical - ; o . X
Document (a clinical docuent continues to exist in an unaltered state, for a time period defined by local and
Clinical ’ regulatory requjrements); b) stewardship (a clinical document is.maintained by a person or organization
Documentation entrusted with ifs care); c) potential for authentication (a clinicaFdocument is an assemblage of
information that may be legally authenticated); d) wholeness — (authentication of a clinical document
applies to the whole and does not apply to portions of therdocument without the full context of the
document); e) human readability (a clinical documentds-human readable)
Clinical image non-textual, pigtorial depiction of clinical information,(e.g., a radiograph, picture, video, or waveform)
data related to fhe health/health care of an individual collected from or about an individual receiving
health care seryices. It may include a caregiver's objective measurement or subjective evaluation of a
- patient’s physidal or mental state of health;.descriptions of an individual’s health history and family .
Clinical . e . g - . ) L T (GPRI:1996
. . health history; diagnostic studies; decisionrationale; descriptions of procedures performed; findings; .
information g o o N L ) 4 ASTM 1769:1997
therapeutic intgrventions; medications.prescribed; description of responses to treatment; prognostic
statements; angl descriptions of socieeconomic and environmental factors related to the patient’s
health.
Board on Health Care Services,
Clinical Practice statement that |ncludes recommendations intended to optimize patient care. It is informed by a US Institute of Medicine (IOM),
Guideline (CPG) | systematic review of evidence and an assessment of the benefits and harms of alternative care options. | National Academies of
Ycience:2011
Clinical process the set _of interrelated ‘or interacting health care activities performed by one or more health care 150 18308:2011
professionals

Clinician

health professional who delivers health services directly to a patient/client

ISO 12773-1:2009

Clinical tasks

discrete health

and health care actions whose results are recorded in clinical documents
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Code sef(s) group of keys dr indices used for encoding data elements, such as tables of terms, medical concepts HIPAA:1996, modified
(e.g., medical diagnostic codes or medical procedure codes) 1$0 21089:2018
. organized, marjaged collection of codes, each of which has associated designations, meanings andfin HL7 Vocabulary Work Group,
Coding system : ; . o
some cases relgtionships, properties or rules modified

Coding Scheme

collection of rul
sets considere(
‘code set’). Tha

bs that maps the elements of one set on to the elements of a second set. Note:(Fhe two
here are: a) a set of ‘code meanings’ (or ‘coded set’), and b) a set of ‘code yalues’ (or
se sets are not, per se, part of the coding scheme.

50 18308:2011
BO/IEC 2382-4:1999

Coded references a vdcabulary, code set or value set (e.g., SNOMED, LOINC)
1) group of indiyviduals who share a common exposure, experience or characteristic
Cohort 2) study group pf individuals, some of whom are exposed to a variable of interest, in'which subjects are | American Medical Association

followed over ti

me. Cohort studies can be prospective or retrospective.

Compendium

(in the context
and quality of d

bf Pharmacy) collected body of information detailing the standards of strength, purity,
rugs

final, assemble

d and authenticated, health record for an individual. A health record is complete when

Complete Health a) its contents feflect the diagnosis, results of diagnostic tests, therapyrendered, condition and JCAHO

Record progress (of thi subject of care), and condition (of the subject of care) at discharge, and b) its contents, 150 21089:2018
including any required clinical résumé or final progress notes, arg‘assembled and authenticated, and all '
final diagnoses|and any complications are recorded without use’of symbols or abbreviations.

Completeness (record) extent to which relevant records are present and the fields in each record are populated 150 21089:2018

appropriately

Concept

unit of knowled

he created by a unique combination ef characteristics

50 18308:2011
5O 1087-1:2000

Confidentiality

1) (not disclose
individuals, ent

d) property that information is not made available or disclosed to unauthorized
ties or processes

2) (controlled r¢lease) condition in which/information is shared or released in a controlled manner

3) (labeling) stg
that therefore it
individuals or o
4) (need to kno
and permission

tus accorded to data or.information indicating that it is sensitive for some reason, and
needs to be protected-against theft or improper use and must be disseminated only to
Fganizations authorized to have it

W) restriction ofraceess to data and information to individuals who have a need, a reason
for access

5O 13606-4:2019, modified (1)
S National Research Council (2)
S Office of Technology
ssessment (3)

CAHO (4)

> CC

to comply. Not
Verb Hierarchy

b: The verb ‘Conform’ is used with a special meaning in the FM and is not part of the
Insteadhitvis a special instruction for including the functional requirements of one

Conform function in another function. For example: “The system SHALL conform to function T1.1.1 (Entity
Authentication)f.
HL 7 EHR-S/PHR-S Functional
Conformance fulfillment of specified requirements by a product, process, or service. Model Chapter 2: Conformance

Clause
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Informed Consent

consent for tred
instructions reg
3) voluntary ag

tment, special procedures, release of information and advance directives [which give
arding the (subject of care's) wishes in special medical situations]
reement with what is being done or proposed (expressior implied)

d
d

Term Definition Reference
Conformance statements of requirement indicating the behavior, action, capability that constitutes implementation of kL7 EHR_S/PHR_-S Functional
. . Model Chapter 2: Conformance
Criteria the function
Glause
Conformance section of a spgcification that defines the requirements, criteria, or conditions to be satisfied in ofder to HL7 EHR_S/PHR_'S Functional
: Model Chapter 2: Conformance
clause claim conformance
Glause
Conformance statement assdciated with a specific implementation of a profile of the EHR-S or PHR-S Functional HL7 EHR'S/PHR_-S Functional
Model Chapter 2: Conformance
statement Model.
Glause
1) agreement, approval, or permission as to some act or purpose given voluntarily by a competent
person IO 18308:2011 (1)
Consent, 2) communication process between the caregiver and the (subject of care), and’which may refer to PRI (2)

anadian Institute for Health

Information (CIHI) (3)

Consumer (in

1) individual wh

0 may become a subject of care

information sys

tem which support the clinical and business functions of a healthcare organization

Lelatlon to 2) person who |[s the receiver of health-related services and whelis an actor in a health information 180 12773-1:2009 (1)
ealthcare system
services) 3) person requifing, scheduled to receive, receiving or having received a healthcare service
Continuity of component of gatient care quality consisting of the degree-to which the care needed by a patient is IS .
) o - ) 50 21089:2018
Care coordinated anmjong practitioners and across organizations and time
1) (identity) datp that are transferred to establish the claimed identity of an entity IBO/IEC 2382:2015 (1)
Credentials 2) (healthcare practice) documented evidence, of (a healthcare professional's) licensure, education, JcaHo (2) '
training, experignce, or other qualifications
Criteria expected level(s) of achievement, or spegifications against which performance can be assessed JCAHO
Critical Value, diagnostic resujt (e.g., from laboratory,.radiology, pathology) on a patient that must be reported
Panic Value immediately to the care provider and which may require urgent therapeutic action or intervention
1) medication that a patient is actively using, either on a regular basis or on an ad hoc basis (e.g., “two
Current pills as needed|for pain”)
medication 2) medication that has beendispensed to a patient and whose administration has not yet been
completed accgrding to thevmedication’s intended duration, dose, frequency, and quantity
user interface fased on‘predetermined reports, indicators and data fields, upon which the end user can
Dashboard apply filters and graphical display methods to answer pre-determined business questions, which is
often intuitive and-suited to regular use with minimal training
Data (healthcare) infoarmation elements which are inpll’r stared, pmr‘peepd ar autput hy the automated
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Definition

Reference

Data aggregation

process by whi
Data aggregati
management, I

Ch data is collected, manipulated and expressed in summary form to provide information.
bn is primarily performed for reporting purposes, policy development, health service
esearch, statistical analysis, and population health studies.

5O TS 18308:2011

Data Attribute,

Data Element, single unit of data that in a certain context is considered indivisible I$O 21089:2018
Data ltem

Data Consistency for the uses intgénded, subject (data) elements that are clear and well defined enough to yield similar 150 21089:2018

results in similgr analyses

Data Enterer

A person who t
guiding rule of {
document, subj
electronic systq
(e.g. transcripti

ransfers content, written or dictated by someone else, into a clinical document. The
humb is that an author provides the content found within the headet_or body of the
ect to their own interpretation, and the Data Enterer adds that jpfermation to the

m. In other words, a Data Enterer transfers information from”oné source to another
bn from paper form to electronic system).

Data Integrity

1) (non-alteratipn) property that data has not been altered or destroyedtinzan unauthorized manner

$0 7498-2:1998 (1)

2) (wholeness)laccuracy, consistency and completeness of data/record content JCAHO, modified (2)
Qlsen, Jack E., Data Quality: The
Accuracy Dimension, Morgan
Kaufmann Publishers, San
1) degree to which a given data set satisfies the requirements of its intended use Hrancisco, CA, 2003 (1,2)
2) aggregate construct composed of conformance with end-use requirements including specifications Kahn, MG, Raebel, MA, Glanz,
Data Quality for accurate, timely, relevant, complete, understood;.and trusted JM, Riedlinger, K and Steiner, JF.
3) fitness for uge for a particular task A Pragmatic Framework for
4) conformance with a specification for a defined end-use Single-site and Multisite Data
Quality Assessment in Electronic
Health Record-based Clinical
Research. Med Care. 2012 (3)
Data Reliability for thg uses int anc_:lgd, subject (dgta) elements that demonstrate accuracy, completeness, integrity, JCAHO, modified
stability, repeatpbility and precision
Data sending of datg or information frem one location to another location; exchange of data between person | QPRI
Transmission and program, or program and’program, when the sender and receiver are remote from each other JCAHO
1) process usedl to determineif data are accurate, complete, or meet specified criteria. Note: Data
Data Validity, validation may |nclude fermat checks, completeness checks, check key tests, reasonableness checks, I$O/IEC 2382-8:1998 (1)
Data Validation and limit check$ JCAHO (2)

2) verification g

f correctness (reflecting the true situation)

Decision support
system

See "Clinical D

scision Support
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1) process of making encrypted data reappear in its original unencrypted form; reversal of a 1$O 7498-2:1989 (1)
Decrypt, di ible enciph t L7 v3 ObligationPolicy value set
Decryption corresponding feversible enciphermen v igationPolicy value set,

2) decode or r¢

nder information readable by algorithmically transforming ciphertext into plaintext

odified (2)

De-identification

process of rem

pving the association between a set of identifying data and the data subject

0O 25237:2008

Delegate

give authority, f

unction, or responsibility to another

BO/IEC 15414:2015, modified

Demographic
Data

data related to
include emergs
(such as health

dentifying an individual (such as name, date of birth, age, gender, etc.). May.also
ncy and other types of contact information for the individual and administrative data
insurance eligibility)

(data/record co

htent) designate data/record content as obsolete, erroneous or untrustworthy, as

Deprecate AT b I$O 21089:2018
indication against its future use
. ) ) - ) HL7 EHR-S Functional Model
Derived profile profile created from an existing profile Ghapter 2: Conformance Clause

Destroy

(data/record co
typically based

htent) purge or expunge data/record content stored in electronic or magnetic media,
on explicit criteria, so that it is completely unreadable and-cannot be accessed or used

50 21089:2018

Digital Signature

1) electronic sig
using a set of r
data can be ve
2) data append
unit to prove th
usually reserve
the originator o

nature based upon cryptographic methods of originat@p authentication, computed by
iles and a set of parameters such that the identity of.the signer and the integrity of the
ified

ed to, or a cryptographic transformation of a data unit that allows a recipient of the data
P source, signer and integrity of the data unit and protect against forgery; this term is

d for digital values or checksums calculated using asymmetric techniques, where only
f the message can generate the digitalsignature but many people can verify it

HIPAA (1)
50 7498-2:1998, modified (2)

Directive

instruction how

to proceed or act

Directory

index or catalog of entities (e.g., individuals or,organizations)

Disable-Access

Disclose

release, transfd

r, provision of access to, or:divulging in any other manner of information outside the

HIPAA

entity holding the information
(health information) release of information to third parties within or outside the healthcare provider
Disclosure organization frgm an individual's (health) record with or without the consent of the individual to whom QPRI
the record pertains
Disease system of coordlinated healtheare interventions and communications for persons and populations with
management particular sickngss, illness\ar ailment
Discrete capture | (data) input of gn individual item of data
Discrete data data that conta|ns distinct or separate values
rellzgi?:g?iir(]? [See "Fill (a prgsctiption or a medication order)"]
Document See "Clinical Document"
Documentation process of recording information in the (health) record JCAHO
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D to copy or move programs or information into a computer's memory, especially from a large datastore
ownload d
or the internet
. (of care) degre¢ to which the care is provided in the correct manner, given the current state of
Effectiveness knowledge, to qchieve the desired or projected outcome for the subject of care (patient) JCAHO
e.g. for example ("exempli fratia" in Latin)
electronic health record
EHR
See "Electronid Health Record"
EHR-S FM HL7 Electronic |Health Record System Functional Model
1) comprehens|ve, structured set of clinical, demographic, environmental, socialy ahd financial data and
information in glectronic form, documenting the health care given to a single individual
2) Information relevant to the wellness, health and health care of an individual, in computer-processable
form and repregented according to a standardized information model
3) repository of|(organized sets of) information regarding the health of a<subject of care, in computer ASTM E1769:1995 (1)

Electronic Health
Record

processable fo

m

4) a virtual compilation of non-redundant health data about a personracross a lifetime, including facts,
observations, interpretations, plans, actions, and outcomes. Health data include information on
allergies, historly of illness and injury, functional status, diagnostic studies, assessments, orders,

consultation re
immunization h
administrative (¢

orts, treatment records, etc. Health data also include wellness data such as
story, behavioural data, environmental information, demographics, health insurance,
ata for care delivery processes, and-l€gal data such as consents

$0 18308:2011 (2)
50 20514:2015, modified (3)
PRI:1995 (4)

A —

Electronic Health
Record
Architecture

generic structu

al components from which all EHRs are built, defined in terms of an information model

50 18308:2011

Electronic Health
Record System

system for recd

rding, retrieving and handling information in electronic health records

50 18308:2011
O 13606-1:2019

Electronic

Consult (e- healthcare consultation carried out'remotely using audiovisual telecommunications between doctor and
Consult), subject of care |(patient)

Teleconsultation

Electronic

Referral (e- an act of referring someone (typically to a specialist) for consultation, review, or further action via an

Referral), Tele-
referral

electronic servi

Ce

E!ectronlc electronic sound, SymboI, or process, attached 1o or logically associated wWith a coniract or other record
Signature (e- ! . X
Signature) and executed or adopted by a person with the intent to sign the contract or record
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in occupationallhealth, the company, organization, or individual that provides compensation (either HL7 Occupational Data for Health
Employer
direct or indireqt) for a job, as reported by the person. Hroject
in occupationallhealth, a person's self-reported, coded economic relationship to work (e.g. having one
Employment or more jobs) f@r a specified time period. Generally, employment status refers to whether or not a HL7 Occupational Data for Health
Status person has at Igast one job (i.e., is working for compensation), unemployed (i.e., searching fordnvork for | Rroject
compensation)] or not in the labor force (e.g., disabled, chooses not to work, etc.).
interaction between a subject of care (patient) and care provider(s) for the purpose of obtaining and/or
Encounter o X
providing healthcare-related service(s)
encode or render information unreadable by algorithmically transforming plaintext into ‘ciphertext where | HL7 Version 3 Standard: Security
Encrypt data are tempoyarily re-arranged into an unreadable or unintelligible form for confidentiality, and Privacy Ontology, Release 1,
transmission, of other security purposes nmodified
. . . L . US Office of Technology
Encryption process of encoding a message so that its meaning is not obvious A
ssessment
Enterorise commercial or industrial activity or organization or business that has specific social objectives that serve
P its primary purgose
1) physical, digftal, conceptual, or other kind of thing with some fixéd-aspects, such as a person, body,
. or object o
Entity 2) something of someone that has a separate, distinct and idéntifiable existence; something or WS3C, modified (1)
someone that has a unique identity (e.g., a person, an organization)
Entry [See "Record Bntry"]
1) noteworthy gccurrence that has a location in time-and space
2) (patu_ant)_anythmg that takes pI.aC(_a or happens to the patient or is related to.the pa_’uent, especially HL7 Reference Information Model
Event something impgrtant such as an incident (e.g..adverse event), procedure or diagnosis ®)
3) (trigger) stinjulus that causes a noteworthy:ehange in the state of an object, or a signal that invokes
the behaviour gf an object
. 1) (demonstraté truth) everything that is used to determine or demonstrate the truth of an assertion L .
Evidence 2) (fulfill burden of proof) currency by which one fulfills the burden of proof 190 21089:2018
(information) agt of people and organizations passing information from one to another, especially
Exchange

electronically

Explicit Consent

permission that

is freely and‘directly given, expressed either viva voice or in writing.

5O 18308:2011

(information) R

pfers to an-information object captured from outside the immediate system (e.g., EHR

Externally- system), e.g., faxes, referral authorizations, consultant reports, laboratory results, encounter notes from
Sourced L
another healthgare organization
Extract 1) select, copy put.or cite a get of health data!/rec_:ord content, typically based on explicit criteria 150 21089:2018
2) remove for Separafn caonsideration or pA iblication-
O record of health information about a subject of care's (patient's) close relatives; including e.g.,
Family History

disorders, environment, lifestyle, age at and cause of death

© IS0 2023 - All rights reserved

53


https://standardsiso.com/api/?name=f3b8b37f6bd394117f05b773b4e4beaa

ISO 16527:2023(E)

Term Definition Reference
Fast Track route, course, gr method that provides for more rapid results than usual
Death prior to the complete expulsion or extraction from its mother of a product of human conception,
irrespective of fhe duration of pregnancy and which is not an induced termination of pregnancy. The
Fetal Death death is indicatpd by the fact that after such expulsion or extraction, the fetus does not breathe or’show
any other evidgnce of life, such as beating of the heart, pulsation of the umbilical cord, or definite
movement of vpluntary muscles.
Fill (a prescription | assign, count, label, and disburse/transport dose(s) of a medication in preparation for administration to
or a medication a subject of care (patient). Note: In the FM the term "fill" represents the combined notions’ of
order) medication filling and prescription.
Filter ability to progrgmmatically separate and constrain data into specific value sets
Flow Sheet ':iant])glar summalfy of information that is arranged to display the values of variables. as they change over dEN TC251
EM functional modg¢l, (i.e., HL7 Electronic Health Record System Functional Medel, HL7 Personal Health
Record FunctiJnal Model)
preferred list o}drug products that typically limits the number of medic¢ations available within a
E therapeutic clags for purposes of purchasing, ordering, dispensing,‘administration and reimbursement.
ormulary A . . . S )
government Ibody, third-party insurer or health plan, or a provider organization may compile a
formulary and ifs constraints may be mandatory.
1) computation|which takes some arguments or inputs and-yields an output; any particular input yields
Function the same outpyt every time.
2) subroutine (goftware process) which returns a valué
Generic Orders general diagnogtic or treatment orders
1) genetic makeup, as distinguished from the physical appearance, of an organism or a group of
Genotype organisms American Heritage Science
2) combination|of alleles located on homeloegous chromosomes that determines a specific characteristic | Dictionary:2005
or trait
Genetic Disorder
(also Genetic disease or condlition caused by an absent or defective gene or by a chromosomal aberration (e.g., American Heritage Science
lliness, Inherited Down Syndromie) Dictionary:2005
Disorder)
1) indication orjoutline of recommendations (e.g., for use/guidance in clinical practice)
Guidelines 2) systematically developed statements to assist practitioner and patient decisions about appropriate
health care for ppecifie-clinical circumstances
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activities, serviges, or supplies related to the health of an individual, including: a) preventative,
diagnostic, therfapeutic, rehabilitative, maintenance, or palliative care, counselling, service, or procedure HIPAA
Health Care, with respect to the physical or mental condition, or functional status, of a patient or affecting the L .
) ) ) . ) ) . I$O 18308:2011
Healthcare structure or funlction of the body; b) sale or dispensing of a drug, device, equipment, or other item L :
[ TN > . I$O 21089:2018
pursuant to a pfescription; or ¢) procurement or banking of blood, sperm, organs, or any other tissue for
administration fo patients
Health Care
ﬁztelw\lltl;[\}gare undertakings (quch as assessments, interventions) that comprise a healthcare service I$O 12773-1:2009
Activity
Health Care
Agent, See "Agent"
Healthcare Agent
Health Qare scientific discip|ine that is concerned with the cognitive, information processing and communication 0 |rectory_of t.he Europ.ean
Informatics, . . . . . . . Standardization Requirements for
tasks of health¢are practice, education and research, including the:information science and technology k
Healthcare Healthcare Informatics and
i to support thesg tasks .
Informatics Tlelematics v2.1
Health Care
Organization, See "Health Cqre Provider"
Healthcare
Organization
Health Care

Party, Healthcare
Party

Individual or or

hanization involved in the process of health care

50 18308:2011

Health Care
Professional,
Healthcare

Professional

1) (care provisi
services to an i
2) (qualification
certain health s
and for differen

bn) individual who is entrusted with the direct or indirect provision of defined healthcare
hdividual subject of care orto populations

) person that is authorized by a nationally recognized body to be qualified to perform
ervices. Note: The'types of registering or accrediting bodies differ in different countries
t professions. Nationally recognized bodies include local or regional governmental

agencies, independent professional associations and other formally and nationally recognized

organizations. ]
professionals a

'hey may be’exclusive or non-exclusive in their territory. Examples of health
re physicians, registered nurses and pharmacists.

$0 21089:2018, modified (1,2)
EN 1613:1994, modified (1,2)

Q

Health Care
Provider,
Healthcare
Provider

1) individual or
indirectly, admi

organization licensed, certified or otherwise authorized or permitted to, directly or
hister, or provide health care services, to individuals (patients) or populations, in the

ordinary course

of-business or practice of a profession, including a health care facility

5O 13606-4:2019, modified (1)
50 18307:2001, modified (2)

2) generic term

used to describe many types of organizations that provide healthcare services

q

fCAHO, modified (2)
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Health Care
Service, service provided (by a health care provider) with the intention of directly or indirectly improving the L .
; o . I$O 12773-1:2009
Healthcare health of the pgrson or populations to whom it is provided
Service

Health Condition

aspect of a per
interventions cq
illness preventi
(known or prov
one or more of
and/or affect th

5on or group’s health that may require some form of intervention. Note: These

uld be anticipatory or prospective, such as enhancing wellness, wellness promotion or
bn (e.g., immunization), also symptoms, health problems (not yet diagnosed), diagnoses
sional), e.g., a) diabetes, or physiological changes that affect the body @sa whole or

its parts, b) benign positional vertigo, and/or affect the person’s well-beifig, ¢) psychosis,
b person’s usual physiological state, d) pregnancy, lactation.

50 12773-1:2009

1) information 2
2) any informat

bout a person relevant to his or her health
on, whether oral or recorded in any form or medium, that a) iS created or received by a

Health healthcare proyider, health plan, public health authority, employer, life insarer, school or university, or [$O 18308:2011 (1)
Information healthcare cledring-house; and b) relates to the past, present, or futuretpbysical or mental health or HIPAA (2)
condition of an |individual; the provision of healthcare to an individual;cr the past, present, or future
payment for thg provision of healthcare to an individual
Health Insurance
Carrier, Health individual or group plan that provides, or pays the cost of, medical care; may be public or private entity HIPAA, modified
Plan, Payer
Health Issue concern or situation related to the health of a subject of care, as identified or stated by a specific health 150 18308:2011, modified

care party

Health Record

account compil
such as assesg

ed by healthcare providers of a variety of subject of care (patient) health information,
ment findings, treatment details and progress notes

CAHO, modified

Health Record
Entry

See "Record E

ntry"

Health-related
Factors, Social
Determinants of
Health

1) circumstanc

s, influences, causes or issues that affect or describe a patient’s ability to receive or

respond to treafment, or maintain wellness (including physical, mental, social, spiritual, community,
and/or econom|c dimensions). A-patient's strengths (positive factors) or weaknesses (negative factors)

may impact a

tient's care orecevery and may be recorded as part of the EHR to support the

development of care plans and-treatment options (e.g. coverage by insurance (typically a positive

factor) versus Unemployment-(typically a negative factor). Examples of factors include: family support,
financial support, health.insurance levels, good overall health, employment status/type, access to care,
and education level. Heath-related factors may be included in a patient’s problem list (e.g. ambulatory
status, or addigtions).

2) conditions in|the’places where people live, learn, work, and play affect a wide range of health risks

DC:2018 (2)

and outcomes
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1) (claimed) pigce of information used to claim an identity, before a potential corroboration by a

Identifier corresponding}uthenticator 1$0 13606-1:2019, modified (1)
2) (unique) identity information that unambiguously distinguishes one entity from another one in a given’ | IO 21089:2018
identity domain

i.e. that is to say onin other words ("id est" in Latin)

:_rirssr?grr;lzahon history of immupnization (vaccination) events for a subject of care (patient)

Implied Consent | consent inferregl from signs, actions, or facts, or by inaction or silence I$O 18308:2011

Including indicates a min|mum set of values or options which must be instantiated

Indelible impossible to remove or erase 1I$O 21089:2018
information, indluding demographic information collected from an individual, that@) is created or

Individually received by a hiealthcare provider, health plan employer, or healthcare clearing<house; and b) relates to

Identifiable the past, presept or future physical or mental health or condition of an individual, the provision of HIPAA

Health healthcare to ap individual, or the past, present, or future payment for the-provision of healthcare to an

Information individual, and |) identifies the individual, or ii) with respect to which there is a reasonable basis to
believe that theg information can be used to identify the individual

Industry in.occupatio_nal health,. self-reported title (with associated code);that identifies the kind of business (i.e., | H L7_ Occupational Data for Health
primary businegs activity), conducted by a person's employer: Rroject

. interpreted set(s) of data that can assist in decision making; data to which meaning is assigned JCAHO.’ modified . .

Information - ; ’ ’ US National Security Council,
according to context and assumed conventions modified
(message) proof that message content has not altered, deliberately or accidentally in any way, during

Integrity transmission IBO/IEC 7498-2:1998
See also "DatalIntegrity”

Interchange standards spedifying the form(s), methad(s) and mechanisms by which information, typically electronic

standards data, are exchgnged

Internet

Engineering Task
Force (IETF)

large open inte
concerned with

rnational community of network designers, operators, vendors, and researchers
the evolution-efithe Internet architecture and the smooth operation of the Internet

Interoperability

1) (semantic) a

bility of different information technology systems and software applications to

communicate,
2) (standards-

xchange.data, and use the information that has been exchanged
sed) ability for data to be shared across clinicians, laboratory, hospital, pharmacy and

patient, facilitated-by- data exchange schema and standards, regardless of the application or application
vendor; also, hilih/ of health information systems to work 1ngnfhnr within and across nrgnni791’innnl

FEE:1990, modified (1)
$0 21089:2018 (1,2)

boundaries in order to advance the health status of, and the effective delivery of healthcare for,

individuals and

communities.
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Interoperatg, coordinate infofmation, services, and/or functionality among systems
Interoperation
conclusion that|a health care provider (or possibly machine - in the form of clinical decision support)
Interpretation comes to base]Lupon knowledge and scrutiny/analysis of information available (e.g., in the coursé 'of
diagnosis/treatinent of a subject's (patient's) condition
1) action(s) whse purpose is to improve health or to alter the course of a disease
Intervention 3) action(s) taken to maximize the prospects of achieving goals of care, including the remoyal of
barriers to sucdess
Input mechanism | approach, typidally utilizing a user interaction device, for data input, (e.g., keyboard and mouse)
non-immunolodical adverse physiological sensitivity to a substance; may be manifést by an inability to
Intolerance . .
endure, withstand, absorb, or metabolize a substance (e.g. lactose)
Jurisdictional Law | statute and/or Iegal requirement of a domain or realm
operation that thgs or otherwise cues special access management and destruction suspension for
Legal Hold, Record Entries|deemed relevant, consistent with organization policy under the legal doctrine of “duty to L .
N p e . ; : I$O 21089:2018
Litigation Hold preserve”, also[notifying records owners and other designated partiesf the special data controls on
access, retentign, and destruction processes
operation that yntags or otherwise removes cues for special access management and destruction
Legal Hold suspension for [record entries as organization policy had required under the legal doctrine of “duty to
Release, preserve”, also[notifying records owners and other designated parties of the release of special data L .
o o . . ; ) . I$O 21089:2018
Litigation Hold controls and that the organization will resume normal data‘retention and destruction processes; provide
Release notification to the records owners of the release of data‘and that the organization will resume normal
data retention and destruction processes
Lifecycle (record entry) stages during the lifespan of a health record entry instance I$O 21089:2018
Lifecycle Event (rec_ord entry) dperation occurring during the course of rt_—:‘cord entry m_stance lifespan such as: originate, 150 21089:2018
retain, amend (update), attest, exchange-(transmit, receipt), access/view
Lifespan (recor.d entry) period of tlme.from the pqlnt of record entry instance origination to the point of record 150 21089:2018
entry instance lpss, destruction or deletion
(record entries) perform an operation‘that connects (establish a relationship between) two or more
Link separate but reJated health records so that access or use of one necessarily means equal access to I$O 21089:2018
ability to use of|all the connected records
Logical Record reference t_o a data record-that is independent of its physical location; may be physically stored in two or
more locations
Longitudinal
Personal Health permanent, cogrdinated record of significant information, in chronological sequence; may include all
Record’ Lifetime historical data ¢ollected orbe retrieved as-a-user dncignafarl eynnpeie of eignifir\anf r‘lamngraphir\’ STM E1384:2013

Personal Health
Record

genetic, clinical

and environmental facts and events maintained within an automated system
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Maintain keep, preserveland support
Manage take charge of;|master
Management conducting, administering, supervising
1) conceal fron| view, disguise or hide
2) process of opscuring (masking) specific data elements within data stores. It ensures that sefisjtive
Mask. Masking data is replaced with realistic but not real data. The goal is that sensitive customer informatign.is not
’ available outside of the authorized environment. Effective data masking requires data tobe altered in a
way that the actual values cannot be determined or reengineered, functional appearanceis maintained,
so effective tesl|ing is possible.
dataset containjing definitional entries in common across system, business units and) in some cases,
Master File org_anizational c_)undalri(.e_s (e.g., ma§ter files.r.nay. include data group apd_ gttribute definitions, §ecurity 150 21089:2018
policy and dompgin definitions, security classification and clearance definitions, healthcare service
definitions, car¢ protocol definitions)
Master Patient N - . . . : e
Index catalog within g given healthcare organization which serves as a directory to patients (subjects of care) | GPRI, modified
MAY indicates an opfional, permissible action
Measure collect quantifigble data about a function or process JCAHO
Medical relating to the dtudy or practice of medicine
comprehensive evaluation of a patient’s medication regimen any time there is a change in therapy in an
effort to avoid medication errors (e.g., omissions, duplications, dosing errors, or drug interactions), and
Medicati to observe the patient’s medication compliance and:adherence patterns. The medication reconciliation . .
edication : : " : D ; American Pharmacists
e process should|include a comparison of the existihgiand previous medication regimens and should L
reconciliation o . : = L . Association
occur at every {ransition of care in which new médications are ordered, existing orders are rewritten,
existing orders [are adjusted, or if the patienthas added nonprescription medications to [his or her] self-
care.
(record entries) perform an operation that-combines or joins the content of two or more health records,
Merge resulting in a sihgle logical record entry-e.g., includes health records found to be registered as I$O 21089:2018
separate patients but are really ong)
Message logically orderefd dataset designed’'to communicate essential information between systems I$O 21089:2018
Messaging in the context of Health IT, specifies the structure and format of electronic data exchange, enabling HL7
Standard disparate healthcare applications to exchange key sets of clinical and administrative data
) / I$O/IEC 11179-3:2003
Metadata data that defing and describes other data 150 1087-1:2000
Need-to-Know [:glzjsirefrl?:(:r;[(;c])r erl‘(r:cisns’ii(l,oknowledge, or possession of the classified information in order to perform ISO/IEC 2382:2015, modified

Network

electronic data

transmission facility which can comprise just a point-to-point wire link between two

devices, or a complex arrangement of transmission lines

ISO 21089:2018
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(of origination, pf submission, of receipt) service that provides proof of the integrity and source of data
Non-repudiation (both in an unfqrgeable relationship) and that only the signer could have created the associated ASTM E1762:2013, modified

signature, whic|

h can be verified by any party

brief record of fi

pcts, topics, or thoughts, often captured as an aid to memory; clinical documents are

Notes -
forms of clinica| notes
Notice, information prepented or transmitted to an interested party; may not require recipient's action(or
Notification response
Obfuscation action of making something obscure, unclear, or unintelligible
in occupational|health, self-reported title (with an associated code) that identifies a person's type of HL7 Occupational Data for Health
Occupation work, i.e., the st of activities or tasks that a person is paid to perform or, if unpaid,‘the person’s Hroi
. . . . roject
contribution to & household/family business/community
On-Demand as soon as or whenever required
Order prescription of & qualified health care professional regarding diagnostic testing and/or treatment of a
subject of care |(patient)
1) pre-defined femplate that provides support in making clinical decisions for a specific condition or
Order sets medical procedure
2) a grouping of orders that standardizes and expedites the ordefing process for a common clinical
scenario
Originate (record entry) dreate or initiate an entry in a persistent datastore, such as an electronic or personal 150 21089:2018

health record (&

FHR/PHR)

Organization

unique framew
the same purpq

brk of authority within which a person.@ppersons act, or are designated to act towards
se

50 6523:1998

Organizational
Policy

generally adopfed by a governance body within an organization:

1) deliberate sy
2) statement of}

stem of principles to guide decisions and achieve rational outcomes
intent, typically implemented-as a procedure or protocol

1) result of the

berformance (or non-performance) of a function or process(es)

Outcome o JCAHO, modified
2) condition or pccurrence traceableto-a cause

Output produce_ and de !lver health record content in t.he. form and manner expected by a viewer or recipient 15O 21089:2018
(e.g., printout, Yisual rendering; tagged or delimited data stream)

Party thr::)?: person pr any other éntity considered to have the same rights, powers and duties of a natural ISO/IEC 154142015
1) subject of care

Patient 2) individual who is,receiving or registered as eligible to receive healthcare services or having received | I$O 21089:2018, modified (2)
healthcare services

Patient and - - — —

Fami health care treatment choices influenced by but not limited to language, religious, or cultural

amily . . . ;
Preferences preferences selected by the subject of care (patient) and his/her family
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Patient Identifier | set of data that|is used for uniquely distinguishing one patient from another patient
Patient Record See "Health Rgcord"
Patient designated to Hearing the character or power of the patient; acting for the patient’s benefit, e.g.

. : . UK CancerWeb
Representative guardian, legal|representative, surrogate, or advocate
Patient Safety See "Safety"
Patient-Level within the contgxt of the Population Health arena, refers to data that is collected (and analyzed)
Data regarding a single patient (e.g., “Person123 is left-handed”). Note: patient-level data maybe de-

identified.
. Data provided @and/or entered by the subject of care (patient), e.g., an individual (or their representative) .

Patient- may provide or|enter health information from personal memory and/or by using information that was American Academy of
Originated Data yp P Y y 9 Rediatrics:2011

recorded on a piece of paper

way in which af individual, group or organization carries out, accomplishes @nd’fulfils its important

Performance . . . JCAHO, modified
functions and processes, usually with regard to effectiveness

Performance I - . -

. standard or criteria used to assess the capabilities of functions, processes and outcomes within an

Indicator, D ificati f . : . f verf AH i

Performance orgamzat_lon,.q hanti |cat|o_n of processes and outcomes using one Of more dimensions of performance, | JCAHO, modified

M such as timelingss or availability.

easure
affirmation or agreement, provided by the parent or guardian\of-a patient, to undertake a clinical action;
. in most cases, Elinicians have an ethical (and legal) obligation to obtain parental permission to .

Permission o . American Academy of
undertake recommended medical interventions S

(Parental) Rediatrics:2011
See also "Congent, Informed Consent"
1) data in a fingl form intended as a permanent record, such that any subsequent modification is

Persistent recorded together with the original data I$O 21089:2018 (2)

2) existing or rg

maining in the same state-fer’an indefinitely long time

Pesonal Health
Information (PHI)

1) information 3
individual, or to
about the regis
payments or el
assigned to an
the individual ¢
derived from th
(e.g. a health p
2) information {

bout an identifiable person’which relates to the physical or mental health of the
provision of health services to the individual, and which may include: a) information
ration of the individual for the provision of health services; b) information about

gibility for healthcare with respect to the individual; ¢) a number, symbol or particular
individual to dniguely identify the individual for health purposes; d) any information about
pllected in-the course of the provision of health services to the individual; ) information

b testing orexamination of a body part or bodily substance; f) identification of a person
rofessional) as provider of healthcare to the individual

hat concerns a person's health, medical history, medical treatment or genetic

characteristics

n a‘form that enables the person to be identified

$0 27799:2008 (1)
IEDSEC (2)

=

Personal Health
Record (PHR)

health record, or part of a health record, for which the subject of care or a legal representative of the

subject of care

is the data controller

ISO 18308:2011
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o phy3|c_:al appeafance of an organism as dlS’tlnglshed from |ts_ genetlp makeup; the phenotype of an American Heritage Science
enotype organism depepds on which genes are dominant and on the interaction between genes and Dict )
. ictionary:2005
environment
personal health record
PHR
See "Personal Health Record"
PHR-S FM HL7 Personal Health Record System Functional Model
1) provides the|PHR Account Holder with: a) access to his or her personal health data@nd’b) access to
the functions ofla PHR system
PHR Account 2) conceptually similar to a bank account (e.g., health record bank), which providesicontrolled access
to data and to the functions of the system in which the data are stored; may be-hosted on a stand-alone
personal comptiter, within an EHR system (i.e., as a portal), a web-based system, or other portable
electronic devige
1) subject of th¢ PHR Account, controls access to and permissions of the.PHR Account, and controls
the movement pf data in and out of the PHR Account
PHR Account 2) synonymousg with the terms “patient” or “consumer.”
Holder Note: In certainl PHR Account matters related to decision making;the term PHR Account Holder is also
meant to include the PHR Account Holder Proxy, as he or she.may be the PHR Account Holder’s
substitute decigion maker.
PHR Account person who is gppropriately authorized to act on behalf,of\the PHR Account Holder within the PHR
Holder Proxy Account; could be a family member, friend or substitdte decision maker
PHR Abplicati set of software [that offers PHR functionality and rélated services to PHR Account Holders through
pplication N
individual PHR [Accounts
permission granted by a PHR Account Holderto an Authorized PHR User to use function(s) of the PHR
System for intehded and permitted purposes! PHR Authorizations may be to specific individuals or to
PHR specific remote| computer systems. PHR Authorizations also may be role-based, i.e., granted to a class
Authorization of individuals of a class of remote computer systems. PHR Authorizations may include varying levels of
access, e.g., “read-only,” “write-only;*“read/write,” etc. The exact permissions and levels of PHR
Authorizations mmay vary based-op-different PHR Sponsors and PHR Service Providers.
organization that delivers PHR-Application(s) to PHR Account Holders. A PHR Service Provider may
offer PHR Appl|cations directly to PHR Account Holders or indirectly via contracted PHR Sponsors.
PHR Service PHR Service Providers are often PHR system vendors, enabling the distinction between direct PHR
Provider Application providersrand third-party sponsors (such as physician offices or hospitals).
See "PHR Sponpsoer".
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entity that provides PHR Account Holders access to a given PHR Application (e.g., a physician office, a
PHR Sponsor health system, gn employer, a pharmacy, a health plan). A PHR Sponsor may not necessarily be the
same entity as the PHR Service Provider.
1) set of rules related to a particular purpose. A rule can be expressed as an obligation, an
Policy authorization, g permission or a prohibition. ISO/IEC 15414:2015 (1)

2) formal, appr¢ved description of how a governance, management of clinical care process jisdefined,

organized and

carried out

[

CAHO (2)

Population Health

1) art, process,
within a given ¢
2) health outco
group

science and a product of enhancing the health condition of a specific ndmber of people
eographical area
mes of a group of individuals, including the distribution of such outcémes within the

Practice 1
Guideline See "Guideline

actions taken to:
Prevention 1) reduce susceptibility or exposure to health problems (primary prevéhtion)

2) detect and tn
3) alleviate the

pat disease in early stages (secondary prevention)
effects of disease and injury (tertiary prevention)

Primary Record

records capturg
healthcare; b) ¢

d and maintained for the chief purpose of: a) stpporting individual health and providing
linical use including care, interventions and-decision making

50 21089:2018

Principal

highest in rank|
(e.g., principal

authority, character, importance, or degree; most considerable or important; chief; main
Jiagnosis)

Principal provider

healthcare proy
members of a ¢

ider who is the most responsible and“accountable for managing or coordinating the
are team(s) that deliver health care to an individual

Principle

an accepted or

professed rule of action or cdnduct, an adopted rule or method for application in action

Privacy

1) quality or stq
2) freedom fron
undue or illega

te of being hidden from, or undisturbed by, the observation or activities of other persons
N intrusion into the private life or affairs of an individual when that intrusion results from
gathering and use of data about that individual and the ability of an individual or group

to seclude themselves, or informatien’ about themselves, and thereby express themselves selectively

3) right of indiv
4) (information
dissemination ¢
unauthorized rq

duals to keep information about themselves from being disclosed to anyone
practices) security principle that protects individuals from the collection, storage and
f information™about themselves and the possible compromises resulting from

lease of\that information

HIMA, modified (1,2,3)
BO/IEC 2382-8:2015, modified
P.3)

L7 Security Work Group (4)

IS a2

Problem

(clinicial) issue

for which an assessment is made and a plan or intervention is initiated

50 12773-1:2009, modified
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Term Definition Reference
1) list that includes the most important health problems facing a subject of care (patient) such as
nontransitive illhesses or diseases and injuries suffered; may include signs and symptoms .
. . . . . US Centers for Medicare and
Problem List 2) list of a patignt's problems that serves as an index to his or her record . .
. : . . Medicaid Services (CMS) (3)
3) list of current and active diagnoses as well as past diagnoses relevant to the current care of the
patient
Process sequence of gdal-directed, |r_1terrelated series qf actions, events, mechanisms, or steps taking(place in a ISO/IEC 15414:2015, modified
prescribed marjner and leading to the accomplishment of some result
g . . - . - -
(EHR or PHR S ystem) Fyncﬂonal MOQeI subset, in vs{h|ch funct|on§ have begn designated-for par_t|cular HL7 EHR/PHR System Functional
, purposes, domains, services, specialties or care settings. A Functional Profile (FP)allows selection of .
Profile . o o . Model Chapter 2: Conformance
functions and cpnformance criteria from the base FM, as well and revisions and extensions to those dlause
functions and cfiteria.
1) (care) written plan specifying the procedures to be followed in giving a particdlar examination,
conducting resg¢arch, or providing care for a particular condition
Protocol (2) set of instru}tions that describe the procedure to be followed when investigating a particular set of 1$O 21089:2018 (1)

findings fora s
disease

bject of care (patient), or the method to be followed in‘the management of a given

Provide the ability

to ...

phrase that cor
user to perform
intervention)

veys the notion that the corresponding FM-specified system functionality will enable a
a given task, rather than having the system perform the task itself (i.e., without user

Provider

See "Health C45

re Provider"

Pseudonymize,

Pseudonymization

1) removal of in
another entity
2) sub-class of

dividually identifiable data/record caontént by replacing with identity-bearing content for

de-identification which can be performed with or without the possibility of re-identifying

the subject of thhe data/record content

O 25237:2017, modified
50 21089:2018, modified

1) area of healt

h care that deals with the health of populations in geo-political areas, such as States and

Public Health counties Dorland's Medical Dictionary
2) field of medi¢ine concerned with safeguarding and improving the health of the community as a whole
Purpose ;é’ft(i)r]:;se) context and conditions-of-data/record use at a specific point in time, and within a specific A?TM 1986:2013, modified (1)
2) (of a system) practical advantage or intended effect of the system IPO/IEC 15414:2015 (2)
1) character, characteristic 'or property of anything that makes it good or bad, commendable or
Quality reprehensible, thus the degree of excellence that a thing possesses JCAHO, modified
2) totality of fegturestand characteristics of a product or service that bear on its ability to satisfy stated GEN TC251, modified
or implied needs or fithess for use.
Quality approach to the_centinuous study and improvement of the processes of providing healthcare services to -~
, JCAHO
Improvement meet the needs of patients and others
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Term Definition Reference
Reactivate (reco_rd entry) r_acrea}te or restore full status to health records and their content from a previous state of 150 21089:2018
deletion or depfecation
Real-time actual time during which something takes place; the system may partly analyze the data in real time((as
it comes in)

: capture an exchange artifact (e.g., message, document, API resource) from an external system-or L )
Receive entity (e.g., acquire data objects that exist elsewhere for potential inclusion in an EHR or PHR¥ecord) I$0 21089:2018
a suggestion off proposal as to the best course of action, especially one put forward by ap-authoritative
. body

Recommendation
See "Guidance|
Record See "Health Rgcord"

Record Entry

1) (evidentiary)
observations, W
individual healt
2) (indivisible n
small, but whic
3) (instance) di
suitably attribut
and time

persistent documentation, recording or evidence of facts, context, findings and

ith associated supporting system data or metadata, regarding an action taken to support
n or provide healthcare

btation) semantically indivisible clinical statement whichymay be structurally large or

N loses meaning if broken up

screte notation, recording instance or dataset in (EHR/PHR/other) system datastore,

ed, which forms part of, or a whole, contribution“to a health(care) record at one place

I\
I\

50 21089:2018 (1,2)
50 18308:2011, modified (3)
50 13606-2:2019, modified (3)

1) directory-likg

system that focuses solely on managing data pertaining to one conceptual entity

Registry 2) server capable of holding data for the systematic -afid continuous follow up of information objects C‘anada Hgalth Infoway (1)
L ! . - I$O 21089:2018
maintained in gccordance with specific rules
. . restore information to data that would allow the identification of the source of the information or the HL7 Version 3 Standard: Security
Re-identify . : ) -
information suljject and Privacy Ontology, Release 1
E]?(I)?ransa?cig; disclosure of dgcuments containing (subject of care-) identifiable information to a third party requestor QPRI
. type of notificatjon that is specifically-te-prompt the recipient with information they may have previously
Reminder . . . R . . ) -
received (e.g. gn appointment reminder); distinct from an alert, where immediate action is required
1) make or pregent an official ef formal account or summary of L .
Report 2) formal rendering (e.g., do€umient) that gives information about a particular subject 190 21089:2018
Repud!atg, denial by a usef or a system the_lt it was the source of certain information or the sender or receiver of a ASTM E1762:2013, modified
Repudiation message or thg agent.of.an action requested from the system
Resource entity WhI.Ch is g¢ssential'to some behaviour and which requires allocation or may become unavailable ISO/IEC 154142015
because it is infuse or used up
1) process of makihg-the best use of available resources-inorder to achieve a particular obiective.
Resource N . - ’
Utilization 2) total amount of resources consumed, compared against the amount of resources planned for a

specific process
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