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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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Building automation and control systems (BACS) —

Part G:
Data communication conformance testing

1 |Scope

Thig part of ISO 16484 defines a standard method for verifying that an implementation of the BAC
proyides each capability claimed in its Protocol Implementation Conformance Statement

conformance with the BACnet standard.

Thig part of ISO 16484 provides a comprehensive set of procedures for verifying the correct implen

each capability claimed on a BACnet PICS, including

a) |support of each claimed BACnet service, either as an initiator, executor, or both,

net protocol
(PICS) in

nentation of

b) [support of each claimed BACnet object-type, including beth required properties and each clainpjed optional

property,
c) |support of the BACnet network layer protocol,
d) |support of each claimed data link option,.and

e) |support of all claimed special functionality.

2 |Relationship between this part of ISO 16484 and ANSI/ASHRE 135.1-2007|

Thig part of ISO 16484 (comprises, from Clause 4 onwards, the US standard ANSI/ASHRE

135.1-2007,

Method of Test for Conformance to BACnet, published by the American National Standards Instijute and the

American Society of-Heating, Refrigerating and Air-Conditioning Engineers.

3 |Terms, definitions and abbreviated terms

Forthe purposes of this document, the following terms, definitions and abbreviated terms apply.

31
local network
network to which a BACnet device is directly connected

3.2
remote network
network that is accessible from a BACnet device only by passing through one or more routers

3.3

test database
database of BACnet functionality and objects created by reading the contents of an EPICS

© 1SO 2009 - All rights reserved
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BNF

EPICS

IuT

TCSL

TD

TPI

Backus-Naur Form syntax

electronic protocol implementation conformance statement
implementation under test

testing and conformance scripting language

testing device

text protocol information
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ELECTRONIC PICS FILE FORMAT

An electronic protocol implementation conformance statement (EPICS) file contains a BACnet protocol implementation
conformance statement expressed in a standardized text form. EPICS files are machine and human readable
representations of the implementation of BACnet objects and services within a given device. EPICS files shall use the
extension ".TPI" (text protocol information) and contain normal editable text lines consisting of text character codes
ending in carriage return/linefeed pairs (X'0D', X'0A").

EPICS files are used by software testing tools to conduct and interpret the results of tests defined in this standard. An
EPICS file shall accompany any device tested according to the procedures of this standard

4.1

BA
octe
som|
shoy
char
encq
sucH
mos

To
head
begil

An
encd
the 1

Ad
UCS

This

Character Encoding

net provides for a variety of possible character encodings. The character encodings in BACnet fall'into
1d be viewed along with the leading octet as a single value, thus extending the rangé\to’greater than
acters. In contrast, double octet streams view pairs of octets as representing single chdracters. The ISO

as ISO 10646 UCS-4, treat tuples of four octets at a time as single characterswith the first or leading o
| significant.

ccommodate the various encodings that may be used with BACnet-dévice descriptions, EPICS files

ext "PICS 0" followed by sarriage return and linefeed.

puble octet stream ormat can be recognized by examining the first 16 octets of the EPICS file. Usin
-2 encoding as.dn ¢xample these 16 octets will contain:

X'00" X'50"X'00' X'49' X'00' X'43' X'00" X'53'
X'00" X120"X'00"' X'34' X'00' X'0D' X'00' X'0A"

répresents the text "PICS 4" followed by carriage return and linefeed.

t streams, double octet streams and quad octet streams. Octet streams represent characters as(single oc
e cases, such as Microsoft DBCS and JIS C 6226, certain octet values signal that the second octet W

ding is an example. The first or leading octet of the pair is the most significant past of the value. Quad d

ding as an example these eight octets will contain: X'50' X'49' X'43' X'53' X'20' X'30' X'0D' X'0A'. Th

three groups:
et values. In
hich follows
256 possible
0646 UCS-2
ctet streams,
tet being the

]

begin with a

er that serves both to identify the file as an EPICS file, and to ddentify the particular encoding usedl The header
ns with the string "PICS #" where # is replaced by a numeral represénting the character set as shown in Table 4-1.
Table 4-1. Character Set Codes

code | character set

0 ANSI X3.4

1 Microsoft DBCS

2 JIS C 6226

3 ISO 10646 (UCS-4)

4 ISO 10646 (UCS-2)

5 ISO 8859-1
betet stream format can be recognized by examining the first eight octets of the EPICS file. Using ANSI X3.4

is represents

b ISO 10646

A quad octet stream format can be recognized by examining the first 32 octets of the EPICS file. Using ISO 10646 UCS-

4 as

This

an example these 32 octets will contain:

X'00' X'00" X'00" X'50' X'00' X'00" X'00' X'49'
X'00' X'00" X'00" X'43' X'00' X'00" X'00' X'53'
X'00' X'00" X'00" X"20' X'00' X'00" X'00' X'33'
X'00' X'00' X'00' X'0D' X'00' X'00" X'00' X'0A"

represents the text "PICS 3" followed by carriage return and linefeed.
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4.2 Structure of EPICS Files

EPICS files consist of text lines ending in carriage return/linefeed pairs (X'0D', X'0A") encoded as octet, double octet or
quad octet streams as defined in 4.1. In the rest of this standard, the term "character" will be used to mean one symbol
encoded as one, two, or four octets based on the character encoding used in the EPICS file header. For example, the
character space may be encoded as X'20' or X'0020' or X'00000020'". In this standard all characters will be shown in their
single octet form.

The special symbol o is used in this Clause to signify the presence of a carriage return/linefeed pair (X'0D0OA"). Except
within character strings, the character codes tab (X'09'), space (X'20"), carriage return (X'0D') and linefeed (X'0A") shall
be considered to be white space Any sequence of 1 or more white space characters shall be equlvalent toa s1ngle white

space chargete

comment which shall end with the next carriage return/hnefeed palr ie., the end of the llne upon Wthh the =< appears.

Comments shall be considered to be white space, and may thus be 1nserted freely.
EPICS fileg shall have, as their first line following the header, the literal text:

This text sdrves as a signature identifying the EPICS file format.

BACnet Protocol Implementation Conformance Statement .

Lines that define the sections of the EPICS (see 4.5) and the particular implementation data for a given device follgw the

signature lipe.

The EPICS|file ends with a line containing the following literal text:

4.3 Charapter Strings

End of BACnet Protocol Implementation Conformance Statement <]

The occurrgnce of a double quote (X'22'), single quote (X'27") or accent grave (X'60") shall signify character strings. For
double quofes, the end of the string shall be signified by the next occutfénce of a double quote, or the end of the line. For
single quotp or accent grave, the end of the string shall be signified-by the next occurrence of a single quote (X'2[7"), or
the end of fhe line. Thus strings which need to include a single quote or accent grave as a literal character in the [string
shall use the double quote quoting method, while strings whigh-need to include double quote shall use the single quote or

accent gravie quoting method.

4.4 Notatipnal Rules for Parameter Values

Within each section, parameters may need to be eéxpressed in one of several forms. The following rules govern the format

for paramefers:

(a)
(b)
(©)

(d)
(e)

®
(@
(h)

(1)

W)

kely words are case insensitivesso-that X'41' through X'SA' are equivalent to X'61' through X'7A';
null values are shown by the.string "NULL";
Bgolean values are shown.by the strings "T" or "TRUE" if the value is true, or "F" or "FALSE" if the vdlue is

reql values are shown with a decimal point, which may not be the first or last character: 1.23, 0.02, 1.0 but not

octet strings\are shown as pairs of hex digits enclosed in either single quotes (X'2D') or accent graves (X'60"),
preceded by the letter "X": X'001122";
racter strings are represented as one or more characters enclosed in double, single or accent grave qudtes as
delfined in 4 3: 'text' or 'text' or "text":
bitstrings are shown as a list, enclosed by curly brackets ({ } or X'7B' and X'7D'"), of true and false values:
{T,T,F} or {TRUE, TRUE, FALSE}. When the actual value of a bit does not matter, a question mark is used:
{T.T,7};

enumerated values are represented as named, rather than numeric, values. Enumeration names are case
insensitive so that X'41' through X'SA' are equivalent to X'61' through X'7A'. The underscore (X'5F') and dash
(X"2D") are considered equivalent in enumeration names. Proprietary values are shown as a named text with no
whitespace and ending in a non-negative decimal numeric. Each must start with the word "proprietary":
Object_Type, proprietary-object-type-653;

dates are represented enclosed in parenthesis: (Monday, 24-January-1998). Any "wild card" or unspecified field
is shown by an asterisk (X'2A"): (Monday, *-January-1998). The omission of day of week implies that the day is
unspecified: (24-January-1998);
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M

(m)

4.4.1

ISO 16484

times are represented as hours, minutes, seconds, hundredths in the format hh:mm:ss.xx:
16:54:59.99. Any "wild card" field is shown by an asterisk (X'2A"): 16:54:*.%*;

-6:2009(E)

2:05:44.00,

object identifiers are shown enclosed by parentheses, with commas separating the object type and the instance
number: (analog-input, 56). Proprietary object types replace the object type enumeration with the word

"proprietary" followed by the numeric value of the object type: (proprietary 700,1);

constructed data items are represented enclosed by curly brackets ({ } or X'7B' and X'7D"), with elements
separated by commas. If an element is itself a constructed value, then that element shall be enclosed in curly

brackets.

Complex Parameter Values

Some parameter values, notably property values for constructed or CHOICE types of encoded values, need to use a more

complex notation to represent their values. This notation is tied to the ASN.1 encoding for those property va
ar obscure out of context. These additional rules govern the presentation of those types of parametet val

apps
)
b)

)

)

4.4.2

values which are a CHOICE of application-tagged values are represented by the value.of the
encoded as described in 4.4;

values which are a CHOICE of context-tagged values are represented by the context tag numbe
square brackets, followed by the representation of the value of the chosen item;

list values (ASN.1 "SEQUENCE OF") are represented enclosed in parenthsis, with the elemen|
separated by commas. If an element is itself a constructed value, then that_element shall be encl
brackets;

array values are represented enclosed in curly brackets, with the elements of the array separated b
an element is itself a constructed value, then that element shall be€nclosed in curly brackets.

Specifying Limits on Parameter Values

ues and may
hes:

chosen item
enclosed in

ts of the list
sed in curly

y commas. If

Sonje properties may have restrictions on the range or resolution of'their values. In order to correctly interpiet the results

of tgsts in which the value of a property is changed using WriteProperty, WritePropertyMultiple, or AddList
back using ReadProperty or ReadPropertyMultiple, itMs necessary to know what these restrictions

datapase may contain restriction statements that define thgse constraints. The permissible restrictions and

apply to are:

read
they
)
b)

rest

Reeriction statements shall be listed within pointed brackets (< and >) following the default value. If there
ictions¢within a single set of angle brackets, then the restrictions shall be separated by a semicolon (;).
statgnient consists of the restriction name followed by a colon (:) followed by the restriction value or, wherg

minimum - the minimum value for Unsigned, Integer, Real, or Double datatypes. The earliest date
datatype;
maximum - the maximum value fot~Unsigned, Integer, Real, or Double datatypes. The latest date
datatype;
resolution - the minimum ghiaranteed resolution for Real and Double datatypes. The minimum tif
in seconds for the Time datatype;

maximum length string r the maximum length of a CharacterString or OctetString;
maximum length list\-the maximum number of elements guaranteed to fit in a list;
maximum length-array - the maximum number of elements in an array;

allowed valués~*a comma-delimited list of supported enumerations for an Enumerated datatypg
delimited list of object types for properties that reference an external object identifier.

Flement then
are. The test
he datatypes
for the Date

for the Date

he resolution

. A comma-

are multiple
A restriction
appropriate,

PR TRV T c ) 1
a COMMTa-tuTIIIIITCU TSt U1 POSSIOIT Valucs.

Here are some examples of property values with restriction statements as they could appear in the test database.

present-value: 13.4 <minimum: 0.0; maximum: 20.0; resolution: 0.1>

description: "this is a description" <maximum length string: 30>

units: milliamperes <allowed values: milliamperes, amperes>

object-property-reference: (analog input, 12) <allowed values: analog input, analog value>

The Units property is a special case, because changing the units can change the value of the Present Value property as
well as any restrictions on its value. Therefore, minimum, maximum, and resolution restrictions are only valid for the
default value of the Units property.
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It is possible to specify default restrictions for most datatypes as described in 4.5.8. Restriction statements in the test
database override the default restrictions for the individual property that contains the restriction statement.

4.5 Sections of the EPICS File

Each section of the EPICS file begins with a section name followed by a colon ( : or X'3A"). After the colon is a set of
one or more parameters delimited by a set of curly braces ({ } or X'7B' X'7D").

The following symbols are used as placeholders to indicate the presence of parameter information:
(a) the open box symbol inside quotation marks, """, is used to indicate that a character string parameter shall be
present;

(b) the open box symbol with no quotation marks, U, is used to indicate that a parameter with a datatype other than

a (
() a

be
An exampl
451 G
These secti
Vendor Na
Product Nal

Product M
Product D¢

4.5.2 Cq
These secti
45.2.1

This sectio

haracter string shall be present;

luestion mark, ?, is used in the test database to indicate that the property is present but the value i§ unk
cause it depends on hardware input or is being changed by an internal algorithm.

e EPICS file may be found in Annex A.

bneral Information Sections

bns provide general information about the BACnet device. The syntax for these sections is shown below
ne: """

me: "Q"

del Number: """
Scription: ""J

pnformance Sections
bns provide information about the BACnet functionality that'the device claims to support.
BIBBs Supported
h indicates which BIBBs are supported. The syntax‘s shown below. Each BIBB shall be listed, one p

(nown

et line

between th¢ curly braces. An empty list indicates that no BIBBs are supported.
BIBBs Supported:
{
a4
b
The BIBBs|may be any of:
DS-RP-A DS-RP-B
DS-RPM-A DS-RPM-B
DS-RPC-A DS-RPC-B
DS-WP-A DS-WP-B
DS-WPM-A DS-WPM-B
DS-COV-A DS-COV-B
DS-COVP{A DS-COVP-B
DS-COVULA. DS-COVU-B
AE-N-A AE-N-I-B AE-N-E-B
AE-ACK-A AE-ACK-B
AE-ASUM-A AE-ASUM-B
AE-ESUM-A AE-ESUM-B
AE-INFO-A AE-INFO-B
AE-LS-A AE-LS-B
SCHED-A SCHED-I-B SCHED-E-B
T-VMT-A T-VMT-I-B T-VMT-E-B
T-ATR-A T-ATR-B
DM-DDB-A DM-DDB-B
DM-DOB-A DM-DOB-B
DM-DCC-A DM-DCC-B
DM-PT-A DM-PT-B
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DM-TM-A DM-TM-B
DM-TS-A DM-TS-B
DM-UTC-A DM-UTC-B
DM-RD-A DM-RD-B
DM-BR-A DM-BR-B
DM-R-A DM-R-B
DM-LM-A DM-LM-B
DM-0OCD-A DM-OCD-B
DM-VT-A DM-VT-B
NM-CE-A NM-CE-B
NM-RC-A NM-RC-B
4.5.3  Application Services Supported

This
serv|
whe

The

4.54

This
shal
"De

section indicates which standard application services are supported. The syntax is showncbelow. Ea
ce shall be listed between curly braces one service per line, followed by the words "Initiate! or "Execut
ther the service can be initiated, executed, or both.

BACnet Standard Application Services Supported: !

{

U Initiate

U Executed

O [Initiate Execute.
}
standard services may be any of:
AcknowledgeAlarm RemoveListElement ConfirmedTextMessage
ConfirmedCOVNotification CreateObject UnconfirmedTextMessage
UnconfirmedCOVNotification DeleteObject TimeSynchronization
ConfirmedEventNotification ReadProperty UTCTimeSynchronization
UnconfirmedEventNotification =~ ReadPropettyConditional Who-Has
GetAlarmSummary ReadPropertyMultiple I-Have
GetEnrollmentSummary ReadRange Who-Is
GetEventInformation WriteProperty I-Am
LifeSafetyOperation WritePropertyMultiple VT-Open
SubscribeCOV DeviceCommunicationControl VT-Close
SubscribeCOVProperty ConfirmedPrivateTransfer VT-Data
AtomicReadFile UnconfirmedPrivateTransfer RequestKey
AtomicWriteFile ReinitializeDevice Authenticate
AddListElement
}  Object Types Supported

section ifidicates which standard object types are supported. The syntax is shown below. Each supporte
| be listed between curly braces one object type per line, optionally followed by the words
etedble", or both to indicate that dynamic creation or deletion is supported.

ch supported
" to indicate

d object type
Createable",

The

Standard Object Types Supported: !
{d

a4

O Createabled

O Deleteabled

O Createable Deleteable

b

standard objects may be any of:

Access Door Binary Output Group Multi-state Value
Accumulator Binary Value Life Safety Point Notification Class
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Analog Input Calendar Life Safety Zone Program
Analog Output Command Load Control Pulse Converter
Analog Value Device Loop Schedule
Averaging Event Enrollment Multi-state Input Structured View
Binary Input File Multi-state Output Trend Log

4.5.5 Data Link Layer Options

This section indicates which standard data link layer options are supported. The syntax is shown below. Each supported
data link layer type shall be listed between the curly braces one per line. MS/TP and Point-To-Point data links shall also

specify sup

ported baud rate(s).

Data [

{d
ISO
ISO
ISO
ISO
AR(
AR(
AR(
AR(
AR(
AR(
MS/
MS/
Poin|
Poin|
Poin|
BA(
BA(
Othg

b

ink Layer Option:

8802-3, 10BASES

8802-3, 10BASE2

8802-3, 10BASETA

8802-3, fiberd

NET, coax star.]

NET, coax busd

NET, twisted pair star.

NET, twisted pair bus.

NET, fiber star.

NET, twisted pair, EIA-485, Baud rate(s):
[P master. Baud rate(s): 9600, U

[P slave. Baud rate(s): 9600, U

(-To-Point. EIA 232, Baud rate(s): U
t-To-Point. Modem, Baud rate(s): U
t-To-Point. Modem, Autobaud range: Uto U
net/IP, 'DIX' Ethernetd

net/IP, Other

r

4.5.6 Character Sets

This sectio
set shall be

Charad

{d
ANY
IBM|
IS
1SO
1SO

h indicates which BACnet charagter sets are supported. The syntax is shown below. Each supported chg
listed one per line between the curly braces.

ter Sets Supported:, !

1X3.44
Microsoft-DBCSA
[ 6226.]

8859-Tal

10646 (UCS-4) J

racter

10646 11O 1

ISO
b

TUOTO (O CTOZ) <+

4.5.7  Special Functionality

This section indicates which BACnet special functionalities are supported. The syntax is shown below. Each special
functionality supported shall be listed one per line between the curly braces. The maximum APDU size and window sizes
shall be specified as integers.

Special Functionality: !

{d

Maximum APDU size in octets:
Segmented Requests Supported, window size: U
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Segmented Responses Supported, window size:
Routerd

BACnet/IP BBMD.

b

4.5.8 Property Value Restrictions

This section defines default restrictions on the values of writable properties. Restrictions listed for a particular datatype
apply to every writable property or component of a writable property of that datatype. The restriction may be overridden
for a particular property by adding a new restriction specifically for that property in the test database section of the
EPICS. See 4.4.2. Only those datatypes for which default restrictions are being defined should be listed, one datatype per
line._ An empty list indicates that no default restrictions apply

Default Property Value Restrictions: !

{d
unsigned-integer: <minimum: J; maximum: Q>
signed-integer: <minimum: J; maximum: Q>

real: <minimum: d; maximum: Q; resolution: 0>
double: <minimum: d; maximum: Q; resolution: 0>
date: <minimum: 0; maximum: >
octet-string: <maximum length string: >
character-string: <maximum length string: >

list: <maximum length list: >
variable-length-array: <maximum length array: >

b

4.5.9 Timers

Thiq section defines timer values that are used to determinewhen a test has failed because an appropriate [response has
not been observed by the TD. A Real value in seconds must\be provided for each timer. See 6.3.

Fail Times: J

{
Notification Fail Time: U
Internal Processing Fail Time: Q.
Minimum ON/OFF Time: U
Schedule Evaluation Fail Time: &
External Command Fail Time. 4
Program Object State Change Fail Time: Q.
Acknowledgement Eail\Pime: U
Slave Proxy ConfirmInterval: U

b

4.5.10 Test Database

The|last section’of the EPICS file defines the contents of the device's test database of objects and their prpperties. The
synthx for'this section is described below.

1T AT AY tetia—TactTD). 3 P
ST O oo CotSHTOSToOVICO—+—

{
objectl
object2]

objectN

b
Each of the objects is defined by a collection of object property values contained within curly braces. The first property
to appear within the curly braces shall always be the Object Identifier which specifies the tuple of (object type, instance).
The second property shall always be Object Name and the third property shall always be Object Type with a value
matching the object type portion of the object-identifier tuple:

{
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obje
obje
obje

ct-identifier: (object-type, instance)
ct-name: "11"
ct-type: object-type

other properties...

}

Definitions of nonstandard objects shall contain only the three properties required by the BACnet standard, as shown

below:

{
obje
obje

ct-identifier: (proprietary U, instance)
ct-name: ""

obj¢]
}

Properties
below:
{
obj¢]
obje]
obje]
pres|
othe

}

Properties 1
the exampl
{
obj¢]
obj¢]
obje]
pres
othe]

}

The follow
return/linef]

4.5.10.1
{

object-id
object-nz
object-ty
present-y
descripti
device-ty
status-fla
event-stg

ct-type: proprietary U

n the test database that are writable shall have a "W" following the property value, as shown-in*the ex

ct-identifier: (analog-value, 6)
ct-name: "U"

ct-type: analog-value
ent-value: 23.4 W

I properties...

e below. It is recommended that the governing mechanism be identified in a comment:

ct-identifier: (analog-input, 6)

ct-name: """

ct-type: analog-input

ent-value: 12.3 C -- Writable when Out_Of~Sérvice is TRUE
I properties...

ing sections show templates for each/of the standard object types. To improve readability the cal
bed pairs are not explicitly showntin the examples.

Accumulator

entifier: (accumulatord)
me: "DH

pe: accumulator.

alue: 4

bn: "1"

pe: "L

gs: 4

hmple

n the test database that are conditionally writable shall have a "C!" following the property value, as showh in

rriage

te”
I 1

reliability+—&
out-of-service: 4

scale: 4
units:
prescale:

N

max-pres-value: 1
value-change-time: 1
value-before-change: U
value-set: 1
logging-record: U
logging-object: U
pulse-rate: U
high-limit: 4

10
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low-limit: O
limit-monitoring-interval: 0
notification-class: 4
time-delay: 1

limit-enable: O

event-enable: {1,0,0}
acked-transitions: {1,0,0}
notify-type: U
event-time-stamps: {{1,0,0}
profile-name: ""

}

ISO 16484-6:2009(E)

4.5.10.2 Analog Input
{

object-identifier: (analog-input, )
object-name: "0O"
object-type: analog-input
present-value: ?

d¢scription: "O"
d¢vice-type: "L"
status-flags: {1,00,0,0}
eyent-state: U

rdliability: 4
ofit-of-service: U
update-interval:

units: 4

min-pres-value: 1
max-pres-value: 1
rdsolution: 4
c¢v-increment: U
time-delay: U
n¢tification-class: 1
high-limit: O

Igw-limit: 4

d¢adband: 4

limit-enable: {,0}
yent-enable: {1,0,1}
ag¢ked-transitions: {{,0,0}
ntify-type: 1
eyent-time-stamps: {{1,L;3}
ptofile-name: "Q"

a

4.5.10.3 Analog Output

objectzidentifier: (analog-output, 1)
objéct-name: "1"

objecttype—amatog=output
present-value: ?
description: "O"
device-type: "L"
status-flags: {1,0,0,0}
event-state: U

reliability: 4
out-of-service: U

units: U

min-pres-value: 1
max-pres-value: 1
resolution: U
priority-array: {1,4,?,2,0,2,2,0,2,2,2,2,2,2,2,?}
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relinquish-default: O
cov-increment: U
time-delay: 1
notification-class: 1
high-limit: 4

low-limit: 1

deadband: 4

limit-enable: {{,1}
event-enable: {{1,0,0}
acked-transitions: {1,0,0}
notify-type: 1
event-tinhe-stamps: {d,UJ,d}
profile-npme: "Q"

}
4.5.104 Analog Value

{

object-identifier: (analog-value, 1)
object-ngme: "0O"

object-type: analog-value
present-yalue: ?

descriptipn: "Q"

status-fldgs: {1,0,0,0}
event-state: U

reliability: O

out-of-service: 1

units: 4
priority-array: {11,4,?,2,1,2,2,1,2,2,2,2,2,2,2,7}
relinquish-default: O

cov-incr¢gment: 1

time-delgy: U

notificatjon-class: 4

high-limjt: Q
low-limif: Q
deadbang: Q

limit-engble: {{,0}
event-enpble: {1,0,0}
acked-trgnsitions: {{,0,0}
notify-type: 1
event-tinhe-stamps: {{1,,0}
profile-npme: "Q"

}
4.5.10.5 Averaging

{
object-identifier: (averaging, 1)
object-ngnie:,"L1"
object-typeaveraging
minimum-value: O
minimum-value-timestamp: {,0}
average-value: O
variance-value: 1
maximum-value: O
maximum-value-timestamp: {{d,U}
description: "Q"
attempted-samples: 1
valid-samples: U
object-property-reference: U
window-interval: 4
window-samples: U
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profile-name: "Q"

}
4.5.10.6 Binary Input

object-identifier: (binary-input, 1)
object-name: "0"

object-type: binary-input
present-value: ?

description: "Q"

device-type: "U"

ISO 16484-6:2009(E)

status-flags: {1,000, 1}
eyent-state: U
rdliability: O
olit-of-service: 4

tive-text: """
ange-of-state-time: {{d,U}
ange-of-state-count: U
e-of-state-count-reset: {1,011}
psed-active-time: U
e-of-active-time-reset: {{1,1}
e-delay: 1

tification-class: 1

rm-value: 1

ent-enable: {{1,0,0}

ked-transitions: {{,0,0}
tify-type: U

ent-time-stamps: {,0,0}

ofile-name: "1"

J0.7 Binary Output

ject-identifier: (binary-output, Q)
object-name: "1"
object-type: binary-output
piesent-value: ?
d¢scription: "Q"
d¢vice-type: "L"
sthtus-flags: {{,03,00,0}
eyent-state: U

rdliability: @
oyit-of-seryiee: U
plarityQa

infactiye-text: "W"

active=text—8*
change-of-state-time: {,1}
change-of-state-count: 1
time-of-state-count-reset: {{1,1}
elapsed-active-time: U
time-of-active-time-reset: {{d,1}
minimum-off-time: O
minimum-on-time: U
priority-array: {1,0,2,?,0,2,2,0,2,2,2,2,2,2,2,7}
relinquish-default: 4

time-delay: U

notification-class: 1
feedback-value: ?

© 1SO 2009 - All rights reserved
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event-enable: {1,0,0}
acked-transitions: {{,0,0}
notify-type: 1
event-time-stamps: {{1,,0}
profile-name: "Q"

}
4.5.10.8 Binary Value

{
object-identifier: (binary-value, 1)
object-name: "1"

object-type: binary-value
present-yalue: ?

descriptipn: "O"

status-fldgs: {4,0,0,0}
event-state: U

reliability: Q4

out-of-sdrvice: 4

inactive-fext: "0"

active-tekt: "U"
change-df-state-time: {{,U}
change-df-state-count: U
time-of-dtate-count-reset: {{1,}
elapsed-gctive-time: U
time-of-4ctive-time-reset: {d,U}
minimurp-off-time: O
minimu:I—on—time: a
priority-array: {11,4,?,2,1,2,2,1,2,2,2,2,2,2,2,?
relinquish-default: O
time-delay: O

notificatjon-class: 1
alarm-vaflue: 4

event-enfible: {{1,0,0}
acked-trgnsitions: {1,00,0}
notify-type: U
event-tinhe-stamps: {{1,0,0}
profile-npme: "Q"

}
4.5.10.9 Calendar

{

object-identifier: (calendar, L)
object-ngme: "0O"

object-type: calendar
descriptipn: "0"
present-yalue: &
date-list:{(@51...)

}

proﬁle-u arme— o

}
4.5.10.10 Command

object-identifier: (command, Q)
object-name: "0"

object-type: command
description: "L"

present-value: 1

in-process: U
all-writes-successful: U

action: {L,4...}

14
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action-text: {"L","1"...}
profile-name: "Q"

}
4.5.10.11 Device

object-identifier: (device, Q)
object-name: ""
object-type: device
system-status: U
vendor-name: "Q"

ISO 16484-6:2009(E)

véndor-identifier: U

del-name: "1"
firmware-revision: "Q"
application-software-version: "0"
Idcation: "O"

d¢scription: "O"
potocol-version: 1
protocol-revision: O
ptotocol-services-supported: {{1,1...}
ptotocol-object-types-supported: {,U...}
object-list: {1, Q...}
x-APDU-length-accepted: U
sdgmentation-supported: U
-classes-supported: (4, 4...)
adtive-vt-sessions: (4, Q...)
Idcal-time: 4

ldcal-date: 4

ufc-offset: 4
dgylight-savings-status: U
apdu-segment-timeout: U
apdu-timeout: U
mber-of-~APDU-retries: U
ligt-of-session-keys: (1, U...)
ifne-synchronization-recipients: (U, Q%)
ax-master: U

ax-info-frames: O
bvice-address-binding: (4, ..
itabase-revision: 4
nfiguration-files: 4
ast-restore-time: 1
ickup-failure-tinfeout: U
agtive-cov-subscriptions: U
profile-name™'Ql"

Socooaggo

o

4.5.10.12 Event Enrollment

object-identifier: (event-enrollment, L)
object-name: "0O"

object-type: event-enrollment
description: "O"

event-type: U

notify-type: 1
event-parameters: {{1,1...}
object-property-reference: ()
event-state: U

event-enable: {{1,0,0}
acked-transitions: {{1,0,0}
notification-class: 1

© 1SO 2009 - All rights reserved
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-- The following four properties were removed from Event Enrollment objects in protocol revision 4:
-- recipient: U

-- process-identifier: 4

-- priority: Q

-- issue-confirmed-notifications: U

event-time-stamps: {{1,,0}

profile-name: "1"

}
4.5.10.13  File

{

object-identifier: (file, L)
object-ngme: "1"
object-type: file
descriptipn: "O"
file-type] "Q"
file-size:(Q
modification-date: {{,0}
archive: (1

read-only: U
file-acceps-method: U
profile-npme: "Q"

}
4.5.10.14 | Group

{
object-identifier: (group, )
object-ngme: "0O"
object-type: group
descriptipn: "O"
list-of-goup-members: (4, Q...)
present-yalue: (4, Q...)
profile-npme: "1"

}
4.5.10.15 | Life Safety Point

{
object-identifier: (life-safety-point, @)
object-ngme: "0"
object-type: life-safety-point
present-yalue: ?
tracking{value: U
descriptipn: "Q"
device-type: "L"
status-fldgs: {4;&;0,0}
event-stdte: [
reliability:(3Q

out-of-service—

mode: 1

time-delay: O
notification-class: 1
life-safety-alarm-values: (4,4...)
alarm-values: (1Q,4...)
fault-values: (1d,4...)
event-enable: {1,0,0}
acked-transitions: {1,0,0}
notify-type: 1
event-time-stamps: {{1,0,0}
silenced: U
operation-expected: U
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maintenance-required: 1
setting: 1
direct-readingd

units: 4

member-of: (14,4...)
profile-name: "Q"

}
4.5.10.16  Life Safety Zone

object-identifier: (life-safety-zone, U)

ISO 16484-6:2009(E)

object-name: "L"
object-type: life-safety-zone
piesent-value: ?
trhcking-value: O
d¢scription: "O"
d¢vice-type: "L"
sthtus-flags: {{1,0,0,0}
eyent-state: U

rdliability: 4
ofit-of-service: U

de: U

time-delay: U
nétification-class: 1
life-safety-alarm-values: (4,4...)
alarm-values: (1Q,4...)
fqult-values: (1d,4...)
eyent-enable: (1,1,1)
ag¢ked-transitions: (4,0,1)
ntify-type: 1
eyent-time-stamps: {{1,0,0}
sijenced: U
operation-expected: 1
intenance-required: U
z¢ne-members: (1,4...)
ember-of: (1,1...)
ptofile-name: "Q"

4.5.10.17 Loop

object-identifier: (loop, 1)
object-name: "
object-typexloop
ptesent-value: ?
d¢scription: "Q"
statlissflags: {1,00,0,0}

CVUIIL=S1AlT. &l

reliability: O

out-of-service: 4

update-interval: O

output-units: U
manipulated-variable-reference: {{}
controlled-variable-reference: {1}
controlled-variable-value U
controlled-variable-units U
setpoint-reference: {}

setpoint: 1

action: U

proportional-constant: U

© 1SO 2009 - All rights reserved
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proportional-constant-units: 1
integral-constant: 4
integral-constant-units: 1
derivative-constant: 1
derivative-constant-units: 1
bias: 4

maximum-output: U
minimum-output: U
priority-for-writing: U
cov-increment: U
time-delay: U

notificatjon-class: U
error-li
event-enpble: {11,0,0}
acked-trgnsitions: {{1,0,0}
notify-type: 1
event-tinpe-stamps: {{1,,0}
profile-npme: "Q"

b
4.5.10.18

{
object-identifier: (multi-state-input, 1)
object-ngme: "1"
object-type: multi-state-input
present-

Multi-state Input

state-texy: {"1", "U"...}
time-delgy: U
notificatjon-class: 1
alarm-vaflues: (1,4...)
fault-valpes: (1Q,4...)
event-enpible: {11,0,0}
acked-trgnsitions: {{,0,0}
notify-type: 1
event-tinhe-stamps: {{,L10}
profile-npme: "1"

}
4.5.10.19 | Multi=state Output

{

object—i TItT{TeT: \uluhi—maw—uutpul., B}
object-name: "0"

object-type: multi-state-output
present-value: ?

description: "O"

device-type: "L"

status-flags: {4,0,0,0}

event-state: U

reliability: 4

out-of-service: U

number-of-states: U

state-text: {"Q", "QA"...}

priority-array: {1,0,2,?,0,2,?,0,2,2,2,2,2,2,2,7

18
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relinquish-default: Q
time-delay: 1
notification-class: 4
feedback-value: 1
event-enable: {1,0,0}
acked-transitions: {{,0,0}
notify-type: 1
event-time-stamps: {{1,0,0}
profile-name: "1"

}
4.5.16

ISO 16484-6:2009(E)

{

ptiority-array: {11,4,?,2,1,2,2,1,2,2,2,2,2,2,2,?

fqult-values: (4,4...)
fgedback-value: 1O

ndtify-type: 1
eyent-time-stamps: {{1,0,0}
ptofile-name: "Q"

4.5.10.21 NotificationClass

object-identifier;{notification-class, 1)
object-name: Q1"
object-type=notification-class
d¢scription: "Q"

notification-class: 4

}

priorty—52 58
ack-required: {11,0,4}
recipient-list: (14,4...)
profile-name: "Q"

}
4.5.10.22  Program

{
object-identifier: (program, )
object-name: "1"
object-type: program
program-state: U
program-change; U

© 1SO 2009 - All rights reserved
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reason-for-halt: U
description-of-halt: "Q"
program-location: "L"
description: "O"
instance-of: """
status-flags: {{1,0,0,0}
reliability: 4
out-of-service: U
profile-name: "1"

4.5.10.23 —Pulse-Converter

{

object-identifier: (pulse-converter, 1)
object-ngme: "0"

object-type: pulse-converter
descriptipn: "Q"

present-yalue: O

input-refprence: 1

status-flggs: U

event-state: U

reliability: 4

out-of-sdrvice: U

units: U
scale-facjtor: 1
adjust-vdlue: 4
count: U
update-time: O
count-chhnge-time: U
count-beffore-change: U
cov-incr¢gment: U
cov-peripd: U
notificatjon-class: 1
time-delgy: U

high-limjt: O

low-limif: 4

deadbang: Q

limit-engble: O

event-enpible: {11,0,0}
acked-trgnsitions: {{,0,0}
notify-type: 1
event-tinhe-stamps: {{,L10}
profile-npme: "Q"

}
4.5.10.24 Schedule

{

object—i TItTeT: \bbhcdulc, D)
object-name: "0O"

object-type: schedule
present-value: O

description: "O"
effective-period: {1,0}
weekly-schedule: {0,0...}
exception-schedule: {{,1...}
list-of-object-property-references: (1,1...)
priority-for-writing 1
profile-name: "1"

20
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4.5.10.25 Trend Log

{
object-identifier: (trend-log, Q)
object-name: "0"
object-type: trend-log
description: "Q"
log-enable: U
start-time:
stop-time: U
log deV1ce object-property: {1}

ISO 16484-6:2009(E)

ptify-type: 4
eyent-time-stamps: {{1,,0}
ptofile-name: "Q"

4.5.10.26 Access Door

object-identifier: (access-door, 1)
object-name: "1"

object-type: access-door
ptesent-value  : U

d¢scription: "Q"

ured-status: a

door-members: {4, Q...}
door-pulse-time: O
door-extended-pulse-time: U
door-unlock-delay-time: 1
door-open-too-long-time: U
door-alarm-state: 4
masked-alarm-values: {4, Q ...}
maintenance-required: U
time-delay: 4
notification-class: U
alarm-values: {4, Q...}
fault-values: {4, Q...}
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event-enable: {{1,00,0}
acked-transitions: {{d,0,1}
notify-type: 4
event-time-stamps: {{,0,0}
profile-name: "Q"

4.5.10.27 Load Control
{

object-identifier: (load-control, )

object-ngme: "L"
object-type: load-control
descriptipn: "O"
present-yalue: O
state-despription: "11"
status-fldgs: U

event-state: U

reliability: Q4
requested-shed-level: U
start-timg¢: U

shed-durption: U
duty-wirnldow: 4

enabled: (1
full-dutybaseline:
expectedt-shed-level: U
actual-shed-level: 4
shed-levels: {4, 4...}
shed-lev¢l-descriptions: {"Q", "Q"...}
notificatjon-class: 4
time-delgy: U

event-enfible: {1,000}
acked-trgnsitions: {1,00,0}
notify-type: U
event-tinhe-stamps: {{1,0,0}
profile-npme: "Q"

}
4.5.10.28 Structured View

{
object-id¢ntifier: (structuredéview, 1)
object-ngme: "0"
object-type: structured-view
descripti¢n: "Q"
node-typg: U
node-subfype; "Q"
subordingté-list: {4, U...}

subordinate=ammotatioTs: {"E", "D"...}
profile-name: "Q"

5 EPICS CONSISTENCY TESTS

Each implementation shall be tested to ensure consistency among interrelated data elements. These tests shall include:

(a) All object types required by the specified BIBBs shall be indicated as supported in the Standard Object Types

Supported section of the EPICS.

22
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(b)

(©)

(d)
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A minimum of one instance of each object type required by the specified BIBBs shall be included in the test

database.

The Object Types Supported property of the Device object in the test database shall indicate support for each

object type required by the supported BIBBs.

All application services required by the supported BIBBs shall be indicated as supported in

the BACnet

Standard Application Services Supported section of the EPICS with Initiate and Execute indicated as required

by the supported BIBBs.

In o
Foll

o)

h)

K)

The Application_Services_Supported property of the Device object in the test database shall indicaf
each application service for which the supported BIBBs requires support for execution of the s¢rvic

The object types listed in the Standard Object Types Supported section of the EPICS shall’ have
correspondence with object types listed in the Object Types_Supported property of the Device obj
in the test database.

For each object type listed in the Standard Object Types Supported section of the EPICS there shj
one object of that type in the test database.

There shall be a one-to-one correspondence between the objects listedsin the Object List property
object and the objects included in the test database. The Object{list property and the test databa
include all proprietary objects. Properties of proprietary objectS. that are not required by BACnet (
need not be included in the test database.

For each object included in the test database, all required properties for that object as defined in
BACnet shall be present. In addition, if any of the(properties supported for an object require th
presence of other properties, their presence shall be verified.

For each property that is required to be writable, that property shall be marked as writable in the EP

The length of the Protocol Servi¢es- Supported bitstring shall have the number of bits
BAChnetProtocolServicesSupported\for the IUT's declared protocol revision.

The length of the ProtocolnObject Types Supported bitstring shall have the number of bits
BAChnetObjectTypesSupported for the IUT's declared protocol revision.

CONVENTIONS FOR SPECIFYING BACnet CONFORMANCE TESTS

fder to shortén-and clarify test descriptions a simple Testing and Conformance Scripting Language (T(
pwing the\Backus-Naur Form (BNF) syntax for programming language grammars, the following synmbols will be
used:

e support for

b
L.

a one-to-one
bct contained

111 be at least

f the Device
se shall both
lause 23.4.3

Clause 12 of
e conditional

[CS.

defined for

defined for

'SL) is used.

<part> language component names are enclosed in pointed brackets

18 defined as

implicit concatenation

pattern selection

required component

optional component

one required, may be repeated

optional, may be repeated

component appears once, may be repeated
symbols are in single quotes

reserved words are upper case

indicates that the remaining characters in this line are a comment

<g> <b> <c>
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Because TCSL is pseudo language that is not intended to be an implementation language for a TD, the rigorous forms of
BNF are relaxed in some places and an English statement or phrase is used in their place.

In the tests defined using TCSL an exchange of messages exactly as prescribed constitutes a passing result unless some
additional constraint is explicitly noted.

6.1 TCSL

Components

6.1.1 Common Symbols and Characters

The following definitions are used to represent common symbols and characters.

<y
<d
<H
<§
<d

6.1.2  Ingegers

The follow

<i
<N
<(
<h
<

6.1.3 T

Text string
enclosed in}

EA

6.14 Enumerations

The value
quotation.

EA
6.1.5 Pr
Property id
component
Ex
6.1.6  Se

inary digit> == '0"|'l'

ecimal digit>::== '0'|'1"|"2"|'3"|'4'|'5"|'6"|'7"|'8' |9

ex digit> == <decimal digit> |'A"'|'B'|'C'|'D' |'E' | 'F'
ingle quote> ::=  (the single quote character)

ouble quote> ::= (the double quote character)

double quotes (").

amples: Object Name = "CW_STEMP", Description = "AC1 Supply Temperature".

pf a property or parameter that is an-enumerated type is represented in all UPPER CASE Iletters w

amples: TRUE, FALSE, RELIABLE, UNRELIABLE.
operty Identifiers

entifiers are represefited by mixed case letters with each component word capitalized and joined with
words, if presentyby an underscore ().

amples: Present Value, Reliability, Object Identifier, Object Type, and Vendor Name.

rvice Parameters

ng definitions are used to represent integers. These definitions match the syntax used‘in the BACnet stajdard.
hteger> ::= <binary int> | <decimal int> | <hex int>

inary int> ::= B <single quote> <binary digit>... <single quote>

ecimal int> ::= [ '-'] <unsigned> | D <single quote> <decimal digit>... <single quote>

ex int> ::= X <single quote> <hex digit>... <single quote>

nsigned> ::= <decimal digit>...

xt Strings

5 representing the value of a property or service patameter may be upper, lower or mixed case agd are

ithout

other

The names

ofservice parameters are enclosed in single quotes.

Examples: 'Return Read Access Specifications with Result', 'List of Read Access Results'.

6.1.7  Object Identifiers

The representation of object identifiers is defined as follows:

<object identifier> ::= (' <object type>",' <instance number>")'

Where:

<object type> ::= (one of the object types defined in BACnet Clause 12)
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<instance number> ::= <unsigned>

Examples: (Analog Input, 1), (Device, 150)
6.2 TCSL Statements
Statements in TCSL fall into two categories, those that control the flow and order of tests and those that tell the TD to

send data, receive data, or both.

<statement> ::= <simple statement> | <compound statement>
<compound statement> ::='{' <statement>... '}’

A <¢ompound statement> can be used anywhere a <simple statement> can be used.

<simple statement> ::= <if statement> | <repeat statement> | <error statement>
| <say statement> | <check statement> | <make statement>
| <transmit statement> | <receive statement>
| <write statement> | <verify statement> | <before statement>

6.2.1 IF Statement

The|IF statement is used to test for a condition and take an alternate flow of control-based on the result of thq test.
<if statement> ::= IF '(' <condition>")' THEN <statement> [ ELSE <statement> |

The|<condition> is a simple English phrase describing a decision the"\ID must make. If the <condition¥} is true, the
statgment after the THEN keyword will execute. If the <condition>.is false and the ELSE clause has been gpecified, the
statgment following the ELSE will execute. For example:

IF (it is raining outside) THEN
VERIFY Present Value =1
ELSE
VERIFY Present Value =2

6.2.2 REPEAT Statement

The[REPEAT statement is used to iterate through a list of similar objects or values.

<repeat statement> ::= REPEAT <var>'=""(' <list description> ")’ DO <statement>

The|<var> is some unique identifier that will take on each of the values in the <list description>. By coll/ention it is
usudlly the letter 'X', "Y', ‘or)"Z' and is specified as an uppercase character. The <list description> is a sifple English
phrase that describes the-elements to iterate through. For example:

REPEAT X=(values specified by 6.3 appropriate to the object type) DO {
WRITE 'Present Value = X
VERIFY Present Value =X

H
6.2.3 —ERROR Statement

Some TCSL steps may result in an error condition that is made visible by the ERROR statement.

<error statement> ::= ERROR [ <explanation string> ]

The optional <explanation string> is a text string provided to the operator of the TD for diagnostic purposes. For
example:

ERROR "Retry count exceeded"
6.2.4 CHECK Statement

The CHECK statement is used when the operator must verify that some action by the TD has resulted in a change to the
IUT that is not network visible.
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<check statement> ::= CHECK '(' <condition>")'

The operator is given an opportunity to notify the TD that an operation was or was not successful, the <condition> is a
simple English phrase that describes what to check. If the operation was not successful, the test will fail. For example:

CHECK (Did the IUT reboot?)
6.2.5 MAKE Statement

The MAKE statement is used when the operator must perform some action to create a change in the [UT.

<makg statement> ::= MAKE '(' <action>")’
Where <acfion> is a text string describing the action that is to take place. For example:
MAKE (Out_Of Service TRUE)
6.2.6 TRANSMIT Statement
The TRANSMIT statement is used to transmit a packet.
<tfansmit statement> ::= TRANSMIT <packet desc>
Where:
<gacket desc> ::= [ <port>"','] [ <addressing>',' ] ( <seryice'specification> | <pdu specification> |
<string>)
<gort> ::= PORT <port identifier>
<gort identifier> ::= 'A'|'B'...'Z
<gddressing> ::= (<dst> | <src> | <dst>","<@1c> )
<grc> 1= SOURCE '=' <src parnrvalue>
<grc parm value> ::= TD | IUT
<dst> ::= DESTINATION-="<dst parm value>
<(st parm value> ::= LOCAL BROADCAST | GLOBAL BROADCAST
| REMOTE BROADCAST <net>
NUT | TD
<tfet> ::= (a valig"BACnet network number)
<service specification> ::="<BACnet service> [ ',' <pdu parm list> ] [ ',' <service parm list> ]
<BACnet service> ::= (any BACnet service choice)
<sprvice parm list> ::& <service parameter> '=' <parameter value> [ ',' <service parm list> ]
<sprvice parameter> ;i=  (parameter name specific to the BACnet service)
<gdu specification> ::= <pdu type> [ ',' <pdu parm list> ]
<gdu typex>-= (any BACnet application, network, link, or MAC layer PDU type)
<gdu parmlist> ::= <pdu parameter> '=' <parameter value> [ ',' <pdu parm list> |
<gdt'parameter> ::= (any BACnet application, network, data link, or MAC layer PDU
PaldllIcicr)
<parameter value> ::= ( <atomic value> | <parameter value list> | <parameter cond value> )
<parameter value list> ::= (' <parameter value> [ '|' <parameter value> ]...")'

<parameter cond value> ::='(' IF <condition> THEN <parameter value> ELSE <parameter value>")'

<string> ;1= <"><ASCII Char> <">
<ASCII Char> ::= (ANSI X3.4 character)

The SOURCE and DESTINATION parameters are used to briefly specify common combinations of NPDU, LPDU and

MPDU parameter values. If DESTINATION and SOURCE are not specified, the source address shall be TD and the
destination address shall be IUT.
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A list of <pdu parameter> = <parameter value> pairs indicate that the specified parameters shall convey the indicated
values. The parameter values may be specified in any order.

A list of <service parameter> = <parameter value> pairs indicate that the specified parameters shall convey the indicated
values. The parameter values may be specified in any order.

Example 1:

TRANSMIT DESTINATION = GLOBAL BROADCAST, Who-Is

In this simple case, the Who-Is service does not have any mandatory parameters and the <pdu type> is known to be a

BA
and

Exa

In t}
valul

6.2.
The

The
defa

Exa

IMPDU layers. The following statement is identical, but more completely specified:

TRANSMIT
DA = LOCAL BROADCAST,
SA =TD,
DNET = GLOBAL BROADCAST,
BAChnet-Unconfirmed-Request-PDU,
'Service Choice' = Who-Is

nple 2:
TRANSMIT ReadProperty-Request,
'Object Identifier' = (Analog Input,1),

'Property Identifier' = Present Value

lis case a ReadProperty service request will be sent fromithe TD to the IUT with the specified servi
eS.

f  RECEIVE Statement
RECEIVE procedure is used to define a message from the IUT.

<receive statement> ::= RECEIVE (<packet desc> | '(' <packet desc>")'[ '''(' <packet desc>")'] ...

<pdu specification> parameter is, the same as used in the TRANSMIT statement. If unspecified t

net-Unconfirmed-Request-PDU by definition. The DESTINATION 1mplies parameter values m the NPDU, LPDU

ce parameter

he SOURCE

ults to IUT and DESTINATIONdefaults to TD.

mple: TRANSMIT SubscribeCOV-Request,
'Subscriber Process Identifier' =  any value selected by the TD,
‘Monitored Object Identifier' = any object supporting COV notification,
"Issue Confirmed Notifications'= TRUE,
'Lifetime' = 0

RECEIVE ConfirmedCOVNotification-Request,

'Subscriber Process Identifier' =  the value from the previous subscription,
"Monitored Object’ = the value from the previous subscription,
'Initiating Device Identifier' = IUT,
'List of Values' = values appropriate to the object type of the

monitored object

6.2.8 WAIT Statement

The

WAIT statement is used to pause the execution of the TD for some specified amount of time.

<wait statement> ::= WAIT <timer value>

Test Steps: The TD shall pause the amount of time specified by the <timer value> before proceeding to the next test step.
The <timer value> shall be one of the timers specified in 6.3 of this standard, in ANSI/ASHRAE 135-2004, or as
otherwise specified.
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Example: WAIT Internal Processing Fail Time
6.2.9 WRITE Statement

The WRITE statement is used to modify the value of a specific property of an object.
<write statement> ::= WRITE [ <object identifier>',' ] <property identifier> '=' <property value>
[ ARRAY INDEX '=' <index value> ]
[, PRIORITY '=' <write priority> |

This is a shortcut of the following statements:

1. TRANSMIT WriteProperty-Request,

'Objedt Identifier' =  <object identifier>,
'Propefty Identifier' =  <property identifier>,
'"Property Value' = <property value>,
'Array|Index' = <array index>,
"Priorify' = <write priority>

2. RECEIYE BACnet-Simple ACK-PDU

Note: In sqme tests <object identifier> is omitted from the description because it is clear'\from the context what pbject
type should be written to and any instance of that object type would be acceptable. In‘cases where there may be[some
ambiguity this parameter will be explicitly specified.

If <index YValue> or <write priority> are omitted then the corresponding sérvice parameter shall be omitted |n the
WritePropdrty service request.

Example: WRITE (Analog Output, 1), Present Value = 6.5, PRIORITY, =8
6.2.10 VERIFY Statement

<vefgify statement> ::= VERIFY [ <object identifier> 'y | 5property identifier> '=' <property value>
[, ARRAY INDEX '=' =array index> |

The verify procedure consists of the following steps:

—_—

WAIT Internal Processing Fail Time
2. TRANSMIT ReadProperty-Request,
'Objedt Identifier' =  <object identifier>,
'Propefty Identifier' =  <property idéntifier>,
'Propefty Array Index' = <array index>
3. RECEIYE BACnet-ComplexAEK-PDU,
'Objedt Identifier' = <ebject identifier>,
'Propefty Identifier' =\ siproperty identifier>,
'"Propefty Array Index\= <array index>,
"Propeyty Value'&\ <property value> subject to the resolution constraints of 4.4.2

Example: WRITBE{(Analog Output, 1), Present Value = 6.5, PRIORITY = 8§
ERIFY (Analog Output, 1), Present Value = 6.5

6.2.11 BEFORE Statement

The BEFORE statement is used to test for the occurrence of an expected action before a timer expires.

<before statement> ::= BEFORE <timer> <statement>
The <timer value> shall be one of the timers specified in 6.3 of this standard, in ANSI/ASHRAE 135-1995, or as
otherwise specified. If the action indicated by <statement> has not yet occurred when the timer expires the test fails.

Otherwise this test step passes and the test continues. For example:

BEFORE Acknowledgment Fail Time RECEIVE BACnet-Simple-ACK
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The WHILE statement is used to repeatedly perform a step or series of steps until some condition becomes FALSE.

<while statement> ::= WHILE '(' <condition>")' DO <statement>

Example:

6.3

WHILE (IUT not initialized) DO {
TRANSMIT Poll For Master

}

Time Dependencies

The
netw
testi
time
part

6.3.

The
char
noti

6.3.2

The
or s

prog
6.3.]

The
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ase

6.3.1

The
or 4
Pregd

6.3.
The

Conpmand object and when a test is considered to have failed because the first message associated wi

com
6.3.

The
and

6.3.

hg environment it is necessary to place a bound on these times in order to decide if a test has.passed d

BAChnet standard does not define how long it should take for actions that result from service reqties
rork visible. These time delays can reasonably be expected to vary from implementation to imipleme

rs defined in this clause are used for this purpose. The vendor shall provide the actual value of the
cular implementation in the EPICS. See 4.5.9. The data type for these timers shall be Real.

| Notification Fail Time

Notification Fail Time is the elapsed time, in seconds, between when the conditions that constitutd
jge of value become externally observable and when a test is considered“to have failed because
fication message has not been transmitted.

P Internal Processing Fail Time

Internal Processing Fail Time is the elapsed time, in seconds, bétween the receipt of a write to a BA(
bme other event that changes the value of the property and when a test is considered to have failed
erty value has not been updated.

] Minimum ON/OFF Fail Time

Minimum ON/OFF Fail Time is the maximum elapsed time, in seconds, between the expiration of a
inimum off timer and when the test is considered to have failed because the value at command priority

xpected.
| Schedule Evaluation Fail Time

Schedule Evaluation Fail Time is the ¢lapsed time, in seconds, between a change to a property definir]
Schedule, or a change in the device's Local Time, and when a test is considered to have failed

ent Value of the Calendar or Schedule does not reflect the correct state.

5 External Command Fail Time

External Command-Fail Time is the elapsed time, in seconds, between a change to the Presen

manded state hasngt’been transmitted.

b Program.Object State Change Fail Time

ProgramObject State Change Fail Time is the time, in seconds, between a write to the Program_Ch4
when @test is considered to have failed because the expected program result was not observed.

f ““)Acknowledgment Fail Time

s to become
ntation. In a
r failed. The
timers for a

an event or
the expected

Cnet property
because the

minimum on
level 6 is not

g a Calendar
because the

| Value of a
h the newly

nge property

The Acknowledgment Fail Time is the elapsed time, in seconds, between when a BACnet confirmed service request is
transmitted and the corresponding acknowledgment shall have been received.

6.3.8

Default Time Delay in Test Descriptions

For the test cases defined in this standard it is acceptable to have a time delay of up to Internal Processing Fail Time
before a message specified by a RECEIVE statement is actually received unless a different timing constraint is explicitly
stated.

6.4

BACnet References

All references to BACnet clauses in this standard refer to ANSI/ASHRAE 135-2004, except as otherwise noted
("BACnet-2001" refers to ANSI/ASHRAE 135-2001).
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7 OBJECT SUPPORT TESTS

The TUT shall be tested to ensure that each property of each object contained in the test database is supported. This
support shall be verified by reading each property and verifying the correctness of the value returned and, where
appropriate, by writing to the property and verifying an appropriate response. The read support tests are defined in 7.1
and the write support tests are defined in 7.2. Some BACnet objects are also required to provide certain functionality
based on the values of their properties. Tests for the purpose of verifying this functionality are defined in 7.3.

7.1 Read Support for Properties in the Test Database

Dependenc
Purpose: T
services. T
properties,

Test Steps:

1. REPE/
Rl

— <

}

Notes to T4
value that 1

7.2 Write

7.2.1  Fynctional Range Requirements for Property Values

For each wj
supported

7.2.1.1

For enume
any permitt

7.2.1.2

Properties

by the test¢r. The vendor shall-provide the actual value of the limits for a particular implementation in the EPIC

4.4.2.
7.2.1.3

Properties
maximum

es: ReadProperty Service Execution Tests, 9.18.

b verify that all properties of all objects can be read using BACnet ReadProperty and ReadPropertyM
he test is performed once using ReadProperty and once using ReadPropertyMultiple. When(yeérifying
the whole array shall be read without using an array index, where possible.

AT X = (all objects in the IUT's database) DO {
EPEAT Y = (all properties in object X) DO {
ERIFY (X), Y = (the value for this property specified in the EPICS)

ster: For cases where the EPICS indicates that the value of a property is unspecified using the "?" symbd
5 of the correct datatype shall be considered to be a match,

Support for Properties in the Test Database

ritable property, multiple values will be selected by the tester as defined in this clause to verify the rai
alues.

Enumerated and Boolean Values

ated and Boolean values each defined enumeration shall be explicitly tested after taking into considg
ed restrictions as defined in 4.4.2.

Unsigned Integer, Signed Integer, Real, and Double Values

vith a continuous dafatype shall be tested at the upper limit, lower limit, and two intermediate points se

Octetstrings and Characterstrings,

itiple
array

1, any

hge of

ration

lected
5. See

th the

vith ans,octetstring or characterstring datatype shall be tested with a string of length zero, a string wi

the maximumdength string in the EPICS. See 4.4.2.

upported length, and a string with some length between the two. The vendor shall provide the actual VaIIue of

7.2.1.4

Bitstring

Properties with a Bitstring datatype shall be tested with a single value that differs from the current value.

7.2.1.5

Date

Properties with a Date datatype shall be tested using a single date that differs from the current value.

7.2.1.6

Time

Properties with a Time datatype shall be tested by writing a time value with all fields explicitly specified. This time shall
differ from the previous value by an amount greater than the resolution of the IUT's clock. When the property is read
back, the time shall match the written value within the resolution of the IUT's clock.
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One time value with an unspecified field shall also be tested. The unspecified field shall be a time value that is within the
IUT's clock resolution. For all properties except the Local Time property of the Device object, when this value is read
back the time shall match the written value within the resolution of the IUT's clock and the unspecified field shall remain
unspecified. For the special case of the Local Time property, which is coupled to the system clock, the value returned for
the unspecified portion of the time is a local matter.

7.2.1.7 Constructed Datatypes
For constructed datatypes the tester shall select one or more values to write that is consistent with the datatype.
7.2.2  Write Support Test Procedure

Purpose: To verify that all writable properties of all objects can be written to using BACnet WriteProperty and
WritePropertyMulitiple services. The test is performed once using WriteProperty and once using WritePrepprtyMultiple.
Whg¢n writing to array properties, the whole array shall be written without using an array index, where possiljle.

Deppndencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
Test Steps:

1. |REPEAT X = (all objects in the IUT's database) DO {
REPEAT Y = (all writable properties in object X) DO {
REPEAT Z = (all values meeting the functional range requirements‘ef7.2.1) DO {
WRITE (X), Y =2,
VERIFY (X),Y=Z
}

}
7.3 [Object Functionality Tests

Theltests defined in this clause are used to verify that the required functionality for various BACnet objects|is supported.
Theltests are object type specific and in some cases als@’dependent of the value of particular properties. For each object
type| supported, all of the tests in this clause that apply shall be executed. It is sufficient to demonstratg the correct
fungtionality for a single instance of each object type.

7.3.]  Property Tests

The(tests in this clause apply to properties’that appear in multiple object types. The functionality associgted with the
proglerty shall be tested once for each @bject type that supports the property.

7.3.1.1 Out_Of Service, Status_Flags, and Reliability Tests

Deppndencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BA(net Reference Clatises: 12.1.7,12.1.9,12.1.10, 12.2.7,12.2.9, 12.2.10, 12.3.7, 12.3.9, 12.3.10, 12.4.6, 12.4.8,12.4.9,
12.4.7, 12.6.9, 12.6-0,/12.7.7, 12.7.9, 12.7.10, 12.8.6, 12.8.8, 12.8.9, 12.15.8, 12.15.10, 12.15.11, 12.16.8, 1P.16.10,
12.16.11, 12.17.6;,12.17.8, 12.17.9, 12.18.7, 12.18.9, 12.18.10, 12.19.7, 12.19.9, 12.19.10, 12.20.6, 12.20.8, [12.20.9,
12.283.7,12.239)and 12.23.10.

Purpose This test case verifies that Present Value is writable when Out Of Service is TRUE. It alsq verifies the
intefrélationship between the Out Of Service, Status Flags, and Reliability properties. If the PICS indidates that the
Out OT _Service property of the object under test 15 not writable, and i1 the value ol the property cannot be changed by
other means, then this test shall be omitted. This test applies to Accumulator, Analog Input, Analog Output, Analog
Value, Binary Input, Binary Output, Binary Value, Life Safety Point, Life Safety Zone, Multi-state Input, Multi-state
Output, Multi-state Value, Loop and Pulse Converter objects.

Test Concept: The IUT will select one instance of each appropriate object type and test it as described. If the Reliability
property is not supported then step 4 shall be omitted.
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Test Steps:

1. IF (Out_Of Service is writable) THEN
WRITE Out_Of Service = TRUE
ELSE
MAKE (Out_Of Service TRUE)
2. VERIFY Out_Of Service = TRUE
VERIFY Status_Flags = (?, FALSE, ?, TRUE)
4. REPEAT X = (all values meeting the functional range requirements of 7.2.1) DO {
WRITE Present_Value =X
VERIFY Present Value =X
}
WRITE Present Value = (any value that corresponds to an Event State of NORMAL)
6. IF (Reliability is writable) THEN
REPEAT X = (all values of the Reliability enumeration appropriate to the object type except
NO_FAULT DETECTED) DO {
WRITE Reliability = X
VERIFY Reliability = X
VERIFY Status_Flags = (?, TRUE, ?, TRUE)
WRITE Reliability = NO_FAULT DETECTED
VERIFY Reliability =NO_FAULT DETECTED
VERIFY Status_Flags = (?, FALSE, ?, TRUE)
}
7. IF (Ou} Of Service is writable) THEN
WRITE Out_Of Service = FALSE
ELSE
MAKE (Out_Of Service FALSE)

w

(9}

Notes to T¢ster: If the object being tested is commandable and ther¢€ is an internal process writing to the Present [Value
property edqch WriteProperty request shall contain a priority.sutficient to override the internal process. After step|4 the
priority arrgy slot shall be relinquished.

7.3.1.2 Relinquish Default Test

Dependencfes: ReadProperty Service Execution Tests;9.18; WriteProperty Service Execution Tests, 9.22.
BAChnet Rdference Clauses: 12.3.16, 12.4.12§12:7.22, 12.8.20, 12.19.14, and 12.20.13.

Purpose: Tlo verify that the Present Value property takes on the value of Relinquish Default when all priofitized
commands [have been relinquisheds This test applies to Analog Output, Analog Value, Binary Output, Binary Yalue,
Multi-state[Output, and Multi-state-Value objects that are commandable.

Test Concdpt: A pre-requisite)to this test is that an object has been provided for which all prioritized commandg have
been relingpished and any<minimum on/off time has been accounted for. The Present Value is compared to the vaflue of
Relinquish [ Default tg"enisure that they are the same. If possible, the value of Relinquish Default is changed to verify that
Present_Vdlue tracks-thie changes.

Configurati

on-Requirements: The object to be tested shall be configured such that all slots in the Priority Array |
value of N . ; L L S

Test Steps:

1. VERIFY Priority Array = (NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL,
NULL, NULL, NULL, NULL, NULL)
2. TRANSMIT ReadProperty-Request,
'Object Identifier' = (the object being tested),
'"Property Identifier' = Present Value
3. RECEIVE ReadProperty-ACK,
'Object Identifier' = (the object being tested),
'"Property Identifier' = Present Value
'Property Value' = (any valid value, X)
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IF (Relinquish Default is writable) THEN
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WRITE Relinquish Default = (any valid value, Y, other than the one returned in step 3)

VERIFY Present Value=Y

1.3 Command Prioritization Test

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BAChnet Reference Clause: 19.2.

Purpose: To verify that the command prioritization algorithm is properly implemented. This test applies to Analog

Outy

commandable.

Test

For

P med|]

ut, Analog Value, Binary Output, Binary Value, Multi-state Output, and Multi-state Value obj¢cts that are

Concept: The TD selects three different values Vigy, Vined, and Viign chosen from the valid values spectfied in 4.4.2.
binary datatypes Vo, and Vi, shall be the same, and V4 shall be different. The TD also selects three priorities Py,
and Py, all between 1 and 5, such that numerically Pioy > Preq > Phigh. The selected valdes are written jone at a time

to Present Value at the corresponding priority. The Present Value and Priority Arrayydate checked to verify correct
opetjation. Priorities numerically smaller than 6 (higher priority) are used to_eliminate minimum |on/off time
congiderations

Configuration Requirements: The object to be tested shall be configured such-that all slots in the Priority |Array with a
priofity higher than 6 have a value of NULL.

Test Steps:

1. [WRITE Present Value = V,,, PRIORITY = Py,

2. |VERIFY Present Value =V,

3. [VERIFY Priority Array = Vj,,, ARRAY INDEX = P,

4. |REPEAT Z = (each index 1 through 5 not equal to Pgs,) DO {

P =AW

10.
11.
12.

13.
14.
15.

16.
17.
18.

19.
20.

VERIFY Priority Array = NULL, ARRAY INDEX =Z

}

'WRITE Present_Value = Vy;gn, PRIORITY\=Phigy

VERIFY Present_Value = Vg,

VERIFY Priority_Array = Viign, ARRAY INDEX = Pygy

REPEAT Z = (each index 1 through 5 not equal to Pjoy, or Ppigy) DO {
VERIFY Priority Array #=NULL, ARRAY INDEX =Z

}

'WRITE Present_Value # V4, PRIORITY =P, ,¢4

VERIFY Present_ValGiey= Vg,

VERIFY Priority Arfay = V.4, ARRAY INDEX = P, oq

REPEAT Z = (each index 1 through 5 not equal to Pjqy, Prneq 01 Phigy) DO {
VERIFY_ Priority Array = NULL, ARRAY INDEX =Z

}

'WRITEPresent Value = NULL, PRIORITY = Py,

VERIFY Present Value = V4

REPEAT Z = (each index 1 through 5 not equal to Py, or Pmed) DO {

AWA AN & DA VA ML L ARRASZ DI,

VIINIT T 1 llUlll.y nua_y — INUL/L, AININA T TINIJLA ™ L4

}
WRITE Present_Value = NULL, PRIORITY =P,

VERIFY Present_Value = Vg,
REPEAT Z = (each index 1 through 5 not equal to Py, ) DO {
VERIFY Priority Array = NULL, ARRAY INDEX =Z

}
WRITE Present Value = NULL, PRIORITY = Py,
REPEAT Z = (each index 1 through 5) DO {

VERIFY Priority Array = NULL, ARRAY INDEX =Z

}
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7.3.14

Dependenc

Minimum_Off Time

ies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BACnet Reference Clauses: 12.7.19, 12.8.17, 19.2.3, and Annex I..

Purpose: To verify that the minimum off time algorithm is properly implemented. If minimum off time is not supported
this test shall be omitted. This test applies to Binary Output and Binary Value objects.

Test Concept: The initial Present Value of the object tested is set to ACTIVE and it is controlled at a priority
numerically greater (lower prlorlty) than 6. The obJect has been in this state long enough for any minimum on time to

have expireé-

Priority At

Configurati
numerically
commands
Present Va

Test Steps:

WRIT
VERIH
VERIH
WAIT
VERIH
WAIT
7. VERIK

7.3.1.5

A S

Dependenc
BAChnet Reg

Purpose: T
this test shg

Test Concg
numerically
have expir

on Requirements: The object to be tested shall be configured such that all slots in the Priority |

less than 7 have a value of NULL, the Present Value is ACTIVE, and no internal algorithms are i
to this object at a priority numerically lower (higher priority) that the priority that isceutfently conti
lue.

E Present Value = INACTIVE, PRIORITY =7

Y Present Value = INACTIVE

Y Priority Array = INACTIVE, ARRAY INDEX =6

(approximately 90% of Minimum_Off Time from step 1)

Y Priority Array = INACTIVE, ARRAY INDEX =6

(Minimum ON/OFF Fail Time + Minimum_Off Time fromstep 1)

Y Priority Array = NULL, ARRAY INDEX =6
Minimum_On_Time

es: ReadProperty Service Execution Tests, 9.18; WiiteProperty Service Execution Tests, 9.22.
ference Clauses: 12.7.20, 12.8.18, 19.2.3, and Annex 1.

b verify that the minimum on time algorithm is properly implemented. If minimum on time is not supj
11 be omitted. This test applies to Binary Output and Binary Value objects.

pt: The initial Present Value_of the object tested is set to INACTIVE and it is controlled at a p

pd. The Present Value ‘is/written to with a value of ACTIVE at priority 7. The value of slot 6

Priority Afray is monitored to verify that it contains the value ACTIVE for the duration of the minimum on time.

Configurati
numerically
commands
Present V4

on Requirements” The object to be tested shall be configured such that all slots in the Priority |
r less than 7 have a value of NULL, the Present Value is INACTIVE, and no internal algorithms are i
to this object at a priority numerically lower (higher priority) that the priority that is currently conty
lue.

3 o 0 6—of the
ray is monltored to Verlfy that it contains the Value INACTIVE for the duratlon of the minimum off tinigl

Array
suing
olling

borted

Fiority

greater (lower priority) thaw’'6. The object has been in this state long enough for any minimum on tijme to

f the

Array
suing
olling

Test Steps:

WAIT

AN S

WAIT

WRITE Present Value = ACTIVE, PRIORITY =7
VERIFY Present Value = ACTIVE
VERIFY Priority Array = ACTIVE, ARRAY INDEX =6

(approximately 90% of Minimum_On_Time from step 1)

VERIFY Priority Array = ACTIVE, ARRAY INDEX =6

(Minimum ON/OFF Fail Time + Minimum_On_Time from step 1)

7. VERIFY Priority Array = NULL, ARRAY INDEX =6

7.3.1.6

Override of Minimum Time

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
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Purpose: To verify that higher priority commands override minimum on or off times. If neither minimum on time or
minimum off time is supported this test shall be omitted. This test applies to Binary Output and Binary Value objects.

Test Concept: The initial Present Value of the object tested is set to INACTIVE and it is controlled at a priority
numerically greater (lower priority) than 6. The object has been in this state long enough for any minimum on time to
have expired. The Present Value is written to with a value of ACTIVE at priority 7. The value of slot 6 of the
Priority Array is monitored to verify that it contains the value ACTIVE. Before the minimum on time expires the
Present_ Value is written to with a value of INACTIVE and a priority numerically lower (higher priority) than 6. This
overrides the minimum on time and immediately initiates the minimum off time algorithm.

Conl'lguration Requirements: The object to be tested shall be configured such that all slots in the\P

numny
numny

Test

L=

(9}

6.

Not
by u
7.3.
Test
7.3.
Dep

BA(

Pury]
fung
prog
obje

Test
cheq
beer]
beer]

erically less than 7 have a value of NULL and no internal algorithms are issuing commands to this.objeg
erically lower (higher priority) that the priority that is currently controlling Present Value.

Steps:

'WRITE Present Value = ACTIVE, PRIORITY =7

VERIFY Present Value = ACTIVE

VERIFY Priority Array = ACTIVE, ARRAY INDEX =6

BEFORE Minimum_On_Time

WRITE Present_Value = INACTIVE, PRIORITY = (any value numerically lower than 6 (higher pr
VERIFY Present Value = INACTIVE
VERIFY Priority Array = INACTIVE, PRIORITY = 6

s to Tester: If minimum on time is not supported but minimum off time is supported, this test should
sing INACTIVE in steps 1 through 3 and ACTIVE in steps4 through 7.

.7 COV Tests

s to demonstrate COV functionality are covered in'8.2 and 9.6.

.8 Binary Object Change of State Tests

endencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
[net Reference Clauses: 12.6.14, 12.6:15, 12.6.16, 12.7.14, 12.7.15, 12.7.16, 12.8.12, 12.8.13, and 12.8.1
ose: To verify that the properties of binary objects that collectively track state changes (changes in Pr
tion as required. If they, Change Of State Count, Change Of State Time, and Time Of State |
erties are not supportéd-this test shall be omitted. This test applies to Binary Input, Binary Output, and
Cts.

Concept: The'Present Value of the binary object under test is changed. The Change Of State Cour

updated=>The Change Of State Count is reset and Time Of State Count Reset is checked to verif
updated appropriately.

fority Array
t at a priority

ority))

be conducted

4.
esent_Value)

Count_Reset
Binary Value

t property is

ked to verify'that it has been incremented and the Change Of State Time property is checked to verify that it has

y that it has

ConfrguratiomRequirenments—Fhe—object—bemg—tested—shatt—be—configored—such—that—the—Presemt_Value and
Change Of State Count properties are writable or another means of changing these properties shall be provided.

Test

1.

2.

3.

Steps:

TRANSMIT ReadProperty-Request,
'Object Identifier' = (the object being tested),
'"Property Identifier' = Present Value
RECEIVE ReadProperty-ACK,
'Object Identifier' = (the object being tested),
'"Property Identifier' = Present_Value,
'"Property Value'= ACTIVE | INACTIVE
TRANSMIT ReadProperty-Request,
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'Object Identifier' = (the object being tested),
'Property Identifier' = Change Of State Count
4. RECEIVE ReadProperty-ACK,
'Object Identifier' = (the object being tested),
'Property Identifier' = Change Of State Count,
'Property Value' = (any valid value, N)
5. IF (Present_Value is writable) THEN
IF (the value returned in step 2 was ACTIVE) THEN
WRITE Present Value = INACTIVE
VERIFY Present Value = INACTIVE
ELSE

WRITE Present Value = ACTIVE
VERIFY Present Value = ACTIVE
ELSE
MWMKE (Present_Value change to the opposite state)
6. TRANBMIT ReadProperty-Request,
'Opject Identifier' = (the IUT's Device object),
'Pgoperty Identifier'=  Local Date
7. RECE]VE ReadProperty-ACK,
'Opject Identifier' = (the IUT's Device object),
'"Pgoperty Identifier' = Local Date,
'"Property Value' = (the current local date, D)
8. TRANBSMIT ReadProperty-Request,
'Opject Identifier' = (the IUT's Device object),
'Pgoperty Identifier' = Local Time
9. RECE]VE ReadProperty-ACK,
'Opject Identifier' = (the IUT's Device object),
'Pgoperty Identifier' = Local Time,
'Property Value' = (the current local time, Ty o)
10. WAIT|Internal Processing Fail Time
11. TRANSMIT ReadProperty-Request,
'Opject Identifier' = (the object being tested),
'Poperty Identifier' = Change Of State Tlime
12. RECE]VE ReadProperty-ACK,
'Opject Identifier' = (the object being tested),
'Pgoperty Identifier' = Change Of State Time,

'Pgoperty Value'= (a date and timie such that the date = D and the time is approximately T;oc)

13. TRANSMIT ReadProperty-Request,
'Opject Identifier' = (the object being tested),
'Pgoperty Identifier' = _CE€hange Of State Count
14. RECE]VE ReadProperty-A€K,
'Opject Identifier' = (the object being tested),
'Poperty Identifier™= Change Of State Count,
'Property Vatuet= N+ 1
15. TF (Chjinge Of-State Count is writable) THEN
WRITE €hange Of State Count =0
VERIEY Change Of State Count=0

ELSE

MAKE (Change Of State Count = 0)

16. TRANSMIT ReadProperty-Request,
'Object Identifier' = (the IUT's Device object),
'Property Identifier' = Local Time

17. RECEIVE ReadProperty-ACK,
'Object Identifier' = (the IUT's Device object),
'"Property Identifier' = Local Time,
'"Property Value' = (the current local time, Ty o)

18. TRANSMIT ReadProperty-Request,
'Object Identifier' = (the object being tested),

'Property Identifier' = Time Of State Count Reset

19. RECEIVE ReadProperty-ACK,
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'Object Identifier' = (the object being tested),
'Property Identifier' = Time Of State Count Reset,
'Property Value'= (a date and time such that the date = D and the time is approximately T;oc)

7.3.1.9 Binary Object Elapsed Active Time Tests

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BAChnet Reference Clauses: 12.6.17, 12.6.18, 12.7.17,12.7.18, 12.8.15, and 12.8.16.

Purpose: To verify that the properties of binary objects that collectively track active time function properly. If the
Elapsed Active Time and Time Of Active Time Reset properties are not supported then this test shall be omitted. This

test ppplies to Binary Input, Binary Output, and Binary Value objects.

Tesf Concept: The Present Value of the binary object being tested is set to INACTIVE. The Elapsed |

proplerty is checked to verify that it does not accumulate time while the object is in an ANACTIV
Present Value is then set to ACTIVE. The Elapsed Active Time property is checked to verify that it is
timg while the object is in an ACTIVE state. The Present Value is then set to INACTIVE andthe Elapsed
is repet. The Time Of Active Time Reset property is checked to verify that it has been updated.

Configuration Requirements: The object being tested shall be configured-'such that the Presen

Elag
Test

1.

sed_Active Time properties are writable or another means of changing these\properties shall be provide
Steps:

IF (Present Value is writable) THEN
WRITE Present Value = INACTIVE
VERIFY Present Value = INACTIVE
ELSE
MAKE (Present Value = INACTIVE)
TRANSMIT ReadProperty-Request,
'Object Identifier' = (the object being tested);
'"Property Identifier' = Elapsed Active‘\Time
RECEIVE ReadProperty-ACK,
'Object Identifier' = (the object being tested),
'"Property Identifier' = Elapsed-Active Time,
'"Property Value' = (the elapsed active time, Tg apsgp in seconds)
WAIT (1 minute)
TRANSMIT ReadPropertyéRequest,
'Object Identifier' =Tthe object being tested),
'Property Identifiér s Elapsed Active Time
RECEIVE ReadProperty-ACK,
'Object Idedtifier' = (the object being tested),
'Property. Identifier' = Elapsed_Active Time,
'"Propetty: Value' =  (the same Tgpapsep as step 3)
IF (Present”Value is writable) THEN
'WRITE Present Value = ACTIVE

Active Time
E state. The
ccumulating
Active Time

| Value and
d.

VERIFY Present Value = ACTIVE

i Aok m)

o x>

10.

11.

2 5% )

MAKE (Present Value = ACTIVE)
WAIT (Internal Processing Fail Time + 30 seconds)
TRANSMIT ReadProperty-Request,

'Object Identifier' = (the object being tested),

'Property Identifier' = Elapsed Active Time
RECEIVE ReadProperty-ACK,

'Object Identifier' = (the object being tested),

'"Property Identifier' = Elapsed Active Time,

'"Property Value'=  (T: (TgLapsep + 30) < T < (Tgpapsep + 30 + Internal Processing Fail Time))
IF (Present_Value is writable) THEN

WRITE Present Value = INACTIVE

VERIFY Present Value = INACTIVE
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ELSE
MAKE (Present Value = INACTIVE)
12. IF (Elapsed Active Time is writable) THEN
WRITE Elapsed Active Time =10
VERIFY Elapsed Active Time =0
ELSE
MAKE (Elapsed Active Time = 0)
13. TRANSMIT ReadProperty-Request,
'Object Identifier' = (the IUT's Device object),
'"Property Identifier' = Local Date
14. RECEIVE ReadProperty-ACK,
'Opject Identifier' = (the IUT's Device object),
'Pgoperty Identifier' =  Local Date,
'Property Value' = (the current local date, D)
15. TRANSMIT ReadProperty-Request,
'Opject Identifier' = (the IUT's Device object),
'Pgoperty Identifier' = Local Time
16. RECEJVE ReadProperty-ACK,
'Opject Identifier' = (the IUT's Device object),
'Poperty Identifier' = Local Time,
'"Property Value' = (the current local time, Ty o)
17. TRANSMIT ReadProperty-Request,
'Opject Identifier' = (the object being tested),
'Pgoperty Identifier' = Time Of Active Time Reset
18. RECE]VE ReadProperty-ACK,
'Opject Identifier' = (the object being tested),
'Pgoperty Identifier' =  Present Value,
'Pgoperty Value'= (a date and time such that the date = D-@nd the time is approximately T1oc)

7.3.1.10

Event_Enable Tests

Dependencfes: ConfirmedEventNotification Service Initiation Tests, 8.4; UnconfirmedEventNotification Sprvice

Initiation Tsts, 8.5; ReadProperty Service Execution Tests,9.18; WriteProperty Service Execution Tests, 9.22.

BACnet Rdference Clauses: 12.1.27, 12.2.23, 12.3.:24,°12.4.20, 12.6.22, 12.7.26, 12.8.24, 12.12.10, 12.15.19, 12.16
12.17.33, 1R.18.17, 12.19.18, 12.20.18, 12.23.26-and 12.25.22.

Purpose: Tp verify that notification messages are transmitted only if the bit in Event Enable corresponding to the
transition Has a value of TRUE. This festapplies to Event Enrollment objects and Accumulator, Analog Input, A
log Value, Binary Input; Binary Output, Binary Value, Life Safety Point, Life Safety Zone, Loop, Mult
i-state Output, Multi-state Value, Pulse Converter and Trend Log objects that support intrinsic reporting

Test Concdpt: The IUT is-onfigured such that the Event Enable property indicates that some event transitions
trigger an dvent notification and some are not. Each event transition is triggered and the IUT is monitored to verif
notificatior] messages are transmitted only for those transitions for which the Event Enable property has a va
TRUE.

Conﬁguratlon Requ1rements The Event Enable property shall be conﬁgured with a value of TRUE for either the

19,

event
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H. For

analog objects the Limit Enable property shall be configured with the value (TRUE, TRUE). The referenced event-
triggering property shall be set to a value that results in a NORMAL condition. The value of the Transitions parameter

for all recipients shall be (TRUE, TRUE, TRUE).
In the test description below, "X" is used to designate the event-triggering property.

1. VERIFY Event State= NORMAL
2. WAIT (Time_Delay + Notification Fail Time)
3. [IF (X is writable) THEN
WRITE X = (a value that is OFFNORMAL)
ELSE
MAKE (X have a value that is OFFNORMAL)
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4. WAIT (Time Delay)
5. BEFORE Notification Fail Time
IF (the Transitions bit corresponding to the TO-OFFNORMAL transition is TRUE) THEN
RECEIVE ConfirmedEventNotification-Request,

'Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the event-generating object configured for this test),
'"Time Stamp' = (the current local time),

'Notification Class' = (the class corresponding to the object being tested),
"Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),
'Event Type' = (any valid event type),

'Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'"To State' = OFFNORMAL,

'Event Values' = (values appropriate to the event type)

ELSE
CHECK (verify that the IUT did not transmit an event notification message)
VERIFY Event State = OFFNORMAL
7. |IF (X is writable) THEN
WRITE X = (a value that is NORMAL)
ELSE
MAKE (X have a value that is NORMAL)
WAIT (Time Delay)
9. [BEFORE Notification Fail Time
IF (the Transitions bit corresponding to the TO-NORMAL transition is TRUE) THEN
RECEIVE ConfirmedEventNotification-Request,

&

*®

ELSE
CHECK (@erity that the IUT did not transmit an event notification message)
10. [VERIFY Event.State = NORMAL
11. [[F (the event-triggering object can be placed into a fault condition) THEN {
MAKE\(the event-triggering object change to a fault condition)
WAIT(Time Delay)
BEFORE Notification Fail Time
IF (the Transitions bit corresponding to the TO-FAULT transition is TRUE) THEN

'Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the event-generating object configured for this test),
'"Time Stamp' = (the-current local time),

'Notification Class' = (the class corresponding to the object being tested),
"Priority' = (the value configured to correspond to a TO-NORMAL transition),
'Event Type' = (any valid event type),

"Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = OFFNORMAL,

'"To State' = NORMAL,

'Event Values'= (values appropriate to the event type)

RECEIVE ConfirmedEventNotification-Request,

'Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the event-generating object configured for this test),
'"Time Stamp' = (the current local time),

'Notification Class' = (the class corresponding to the object being tested),
"Priority' = (the value configured to correspond to a TO-FAULT transition),
'Event Type' = (any valid event type),

"Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'"To State' = FAULT,
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'Event Values' = (values appropriate to the event type)
ELSE
CHECK (verify that the IUT did not transmit an event notification message)
VERIFY Event State = FAULT

}

Notes to Tester: The UnconfirmedEventNotification service may be substituted for the ConfirmedEventNotification
service. The 'Message Text' parameter is omitted in the test description because it is optional. The IUT may include this
parameter in the notification messages.

7.3.1.11 Acked_Transitions Tests

Dependencfes: ConfirmedEventNotification Service Initiation Tests, 8.4; UnconfirmedEventNotification ~Sprvice
Initiation Tests, 8.5; AcknowledgeAlarm Service Execution Tests, 9.1; ReadProperty Service Execution Tests;| 9.18;
WritePropdrty Service Execution Tests, 9.22.

BAChnet Rdference Clauses: 12.1.28, 12.2.24, 12.3.25, 12.4.21, 12.6.23, 12.7.27, 12.8.25, 12.12.11, 1211 5.20,
12.16.20,12.17.34, 12.18.18, 12.19.19, 12.20.19, 12.23.27 and 12.25.23.

Purpose: T verify that the Acked Transitions property tracks whether or not an acknowledgment has been received for a
previously fssued event notification. It also verifies the interrelationship between Status FElags and Event State. Thiis test
applies to Bvent Enrollment objects and Accumulator, Analog Input, Analog Output, Aaleg Value, Binary Input, Binary
Output, Bihary Value, Life Safety Point, Life Safety Zone, Loop, Multi-state Input; Multi-state Output, Multj-state
Value, Pulde COnverter and Trend Log objects that support intrinsic reporting.

Test Concept: The IUT is configured such that the Event Enable property indi€ates that all event transitions are to tfigger
an event ngtification. The Acked Transitions property shall have the value' (TRUE, TRUE, TRUE) indicating that all
previous transitions have been acknowledged. Each event transition is,triggered and the Acked Transitions propgrty is
monitored [to verify that the appropriate bit is cleared when a nOtification message is transmitted and reset|if an
acknowledgment is received.

Configuratjon Requirements: The Event Enable and Acked-\Transitions properties shall be configured with a vajue of
(TRUE, TRUE, TRUE). For analog objects the Limit<Enable property shall be configured with the value (TRUE,
TRUE). The referenced event-triggering property shallibe set to a value that results in a NORMAL condition. The|value
of the Tranpitions parameter for all recipients shall'be’(TRUE, TRUE, TRUE).

In the test description below, “X” is used to_designate the event-triggering property.

Test Steps:

1. WAIT|(Time Delay + Notification Fail Time)

2. VERIHY Event State = NORMAL

3. VERIHY Acked Transjtions = (TRUE, TRUE, TRUE)
4. VERIHRY Status Flags’=(FALSE, FALSE, ?, ?)

5. IF (X ik writabley THEN

WRITE Xe=x(a value that is OFFNORMAL)
ELSE
MIAKE (X have a value that is OFFNORMAL)
6. WAIT (TilllU_Dclay)
7. BEFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,

'"Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the event-generating object configured for this test),

'"Time Stamp' = (any valid time stamp),

'Notification Class' = (the class corresponding to the object being tested),

"Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),
'Event Type' = (any valid event type),

"Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,
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14.
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20.

21.
22.
23.
24.
25.
26.

'To State' =
'Event Values' =
VERIFY Event State = OFFNORMAL
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OFFNORMAL,
(values appropriate to the event type)

VERIFY Acked Transitions = (FALSE, TRUE, TRUE)
VERIFY Status Flags = (TRUE, FALSE, ?, ?

IF (X is writable) THEN

WRITE X = (a value that is NORMAL)

ELSE

MAKE (X have a value that is NORMAL)

WAIT (Time Delay)
BEFORE Notification Fail Time

RECEIVE ConfirmedEventNotitication-Request,

'"Process Identifier' =
'Initiating Device Identifier' =
'Event Object Identifier' =
'Time Stamp' =
'Notification Class' =
'Priority' =
'Event Type' =
Notify Type' =
'AckRequired' =
'From State' =
'"To State' =
'Event Values' =

VERIFY Event State = NORMAL

VERIFY Acked Transitions = (FALSE, TRUE, FALSE)

VERIFY Status_Flags = (FALSE, FALSE, ?,?)

[F (the event-triggering object can be placed into a fault gondition) THEN {
MAKE (the event-triggering object change to a fault condition)

WAIT (Time Delay)
BEFORE Notification Fail Time

RECEIVE ConfirmedEventNotification-Request,

"Process Identifier' =
'Initiating Device Identifier'=<
'Event Object Identifier' =
'Time Stamp' =
"Notification Class/=
"Priority’ =
'Event Type' =
"Notify Type',=
'AckRequired' =
'From, State' =
'"To\State' =
‘Event Values' =

VERIFY Event State = FAULT

VERIFY Acked Transitions = (FALSE, FALSE, FALSE)

VERIFY Status_Flags = (FALSE, TRUE, 2, ?)

MNMAJ L (4l 4

(any valid process ID),

IUT,

(the event-generating object configured for this test),
(any valid time stamp),

(the class corresponding to the object being‘tested),
(the value configured to correspond to a(FO-NORMAL traj
(any valid event type),

EVENT | ALARM,

TRUE | FALSE,

OFNORMAL,

NORMAL,

(values appropriate to.the event type)

(any valid process ID),

IUT,

(the event-generating object configured for this test),
(any valid time stamp),

(the class corresponding to the object being tested),
(the value configured to correspond to a TO-FAULT tran
(any valid event type),

EVENT | ALARM,

TRUE | FALSE,

NORMAL,

FAULT,

(values appropriate to the event type)

isition),

sition),

4421 1 +alo £ 1 Aot AY
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WAIT (Time_ Delay)
BEFORE Notification Fail Time

RECEIVE ConfirmedEventNotification-Request,

"Process Identifier' =
'Initiating Device Identifier' =
'Event Object Identifier' =
'"Time Stamp' =

Notification Class' =
"Priority’' =

'Event Type' =

"Notify Type' =
'AckRequired' =

© 1SO 2009 - All rights reserved

(any valid process ID),

IUT,

(the event-generating object configured for this test),
(any valid time stamp),

(the class corresponding to the object being tested),

(the value configured to correspond to a TO-NORMAL transition),

(any valid event type),
EVENT | ALARM,
TRUE | FALSE,
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27.
28.
29.
30.

31.
32.

33.

34.

35.
36.

42

'From State' = FAULT,
'"To State' = NORMAL,
'Event Values' = (values appropriate to the event type)

VERIFY Event State = NORMAL
VERIFY Acked Transitions = (FALSE, FALSE, FALSE)
VERIFY Status Flags = (FALSE, FALSE, ?, ?)
TRANSMIT AcknowledgeAlarm-Request,
'Acknowledging Process Identifier' = (the value of the 'Process Identifier' in step 20),

'Event Object Identifier' = (the 'Event Object Identifier' in step 20),
'Event State Acknowledged' = FAULT,
'"Time Stamp' = (the 'Time Stamp in step 20),
"Time of Acknowledgment' = (the current time)
RECEIVE BACnet-SimpleACK-PDU
IF (Prqtocol Revision is present and Protocol Revision > 1) THEN
RECEIVE ConfirmedEventNotification-Request,
'Process Identifier' = (the value of the 'Process Identifier' in step 20),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the 'Event Object Identifier' in step 20),
'"Time Stamp' = (the 'Time Stamp' in step 20),
'Notification Class' = (the Notification Class' in step 20),
"Priority' = (the 'Priority’ in step 20),
'Event Type' = (the 'Event Type' in step 20),
"Notify Type' = ACK NOTIFICATION,
'To State' = FAULT
ELSE
RECEIVE ConfirmedEventNotification-Request,
'Process Identifier' = (the value of the 'Process Identifier' in step 20),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the 'Event Object Ideéntifier' in step 20),
'"Time Stamp' = (the 'Time Stamp! dn step 20),
'Notification Class' = (the 'Notification\Class' in step 20),
"Priority' = (the "Prioritylina step 20),
'Event Type' = (the 'Event-Type' in step 20),
"Notify Type' = ACK-NOTIFICATION
VERIFY Acked Transitions = (FALSE,"FRUE, FALSE)
}
TRANSMIT AcknowledgeAlarm-Request,
'Arknowledging Process Identifier' = (the value of the 'Process Identifier' in step 13),
'Eyent Object Identifier' = (the 'Event Object Identifier' in step 13),
'Eyent State Acknowledged' = NORMAL,
"Time Stamp' = (the 'Time Stamp in step 13),
'"Time of Acknowlédgment' = (the current time)
RECE]VE BACnet:Simple ACK-PDU
IF (Prdtocol Revision is present and Protocol Revision > 1) THEN
RECEIVE:€onfirmedEventNotification-Request,
'Process Identifier' = (the value of the 'Process Identifier' in step 13),
Initiating Device Identifier' = IUT,
‘EvermtObject Tdentifier—= (tie"EventObject Tdemtifierirstep 13);
'"Time Stamp' = (the 'Time Stamp' in step 13),
'Notification Class' = (the 'Notification Class' in step 13),
'Priority' = (the 'Priority’ in step 13),
'Event Type' = (the 'Event Type' in step 13),
'Notify Type' = ACK_NOTIFICATION,
'"To State' = NORMAL
ELSE
RECEIVE ConfirmedEventNotification-Request,
'Process Identifier' = (the value of the 'Process Identifier' in step 13),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the 'Event Object Identifier' in step 13),
'"Time Stamp' = (the 'Time Stamp' in step 13),
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'Notification Class' = (the 'Notification Class' in step 13),
'Priority' = (the 'Priority’ in step 13),

'Event Type' = (the 'Event Type' in step 13),
'Notify Type' = ACK_NOTIFICATION

37. VERIFY Acked Transitions = (FALSE, TRUE, TRUE)
38. TRANSMIT AcknowledgeAlarm-Request,

'Acknowledging Process Identifier' = (the value of the "Process Identifier' in step 7),
'Event Object Identifier' = (the 'Event Object Identifier' in step 7),
'Event State Acknowledged' = OFFNORMAL,

'"Time Stamp' = (the 'Time Stamp in step 7),

'"Time of Acknowledgment' = (the current time)

39. RECEIVE BACnet-SimpleACK-PDU
40. |IF (Protocol Revision is present and Protocol Revision > 1) THEN
RECEIVE ConfirmedEventNotification-Request,

'Process Identifier' = (the value of the "Process Identifier' in step 7),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the 'Event Object Identifier' in step 7),
'"Time Stamp' = (the 'Time Stamp' in step 7),
'Notification Class' = (the 'Notification Class' in step 7),
"Priority' = (the 'Priority’ in step 7),
'Event Type' = (the 'Event Type' in step 7),
"Notify Type' = ACK_NOTIFICATION,
'To State' = OFFNORMAL

ELSE

RECEIVE ConfirmedEventNotification-Request,

'Process Identifier' = (the value of the\Process Identifier' in step 7),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the 'Event ©Object Identifier' in step 7),
'"Time Stamp' = (the 'Time Stamp' in step 7),
'Notification Class' = (the (Notification Class' in step 7),
'Priority' = (the "Priority’' in step 7),
'Event Type' = (the 'Event Type' in step 7),
'Notify Type' = ACK NOTIFICATION

41. [VERIFY Acked Transitions = (TRUE;*TRUE, TRUE)

Notg¢s to Tester: The UnconfirmedEventNotification service may be substituted for the ConfirmedEve¢ntNotification
servjce. The 'Message Text' parameter is omitted in the test description because it is optional. The IUT mpy include this
parameter in the notification meSsages.

7.3.1.12 Notify_Type-Test
Deppndencies: ConfirtaedEventNotification Service Initiation Tests, 8.4; UnconfirmedEventNotification Service

Initiption Tests, 8.5;WriteProperty Service Execution Tests, 9.22.

BA(net Referénce Clauses: 12.1.29, 12.2.25,12.3.26, 12.4.22, 12.6.24, 12.7.28, 12.8.26, 12.12.6, 12.15.21, [12.16.21,
12.17.35, 12:18°19, 12.19.20, 12.20.20, 12.23.28 and 12.25.24.

PurpoS§e; To verify that the value of the Notify Type property determines whether an event notification is tfansmitted as
an alarmroras—ameventThistestappiies to Event Enrotiment objects—amd-Accumutator; Amatogtnput;Atlalog Output,
Analog Value, Binary Input, Binary Output, Binary Value, Life Safety Point, Life Safety Zone, Loop, Multi-state Input,
Multi-state Output, Multi-state Value, Pulse Converter and Trend Log objects that support intrinsic reporting.

Configuration Requirements: The IUT shall be configured with two event-generation objects, E; and E,. Object E1 shall
be configured with a Notify Type of ALARM and E2 shall be configured with a Notify Type of EVENT. Both objects
shall be in a NORMAL Event State at the beginning of the test. The Event Enable and Acked Transitions properties
shall be configured with a value of (TRUE, TRUE, TRUE). For analog objects the Limit Enable property shall be
configured with the value (TRUE, TRUE). The value of the Transitions parameter for all recipients shall be (TRUE,
TRUE, TRUE)

In the test description below X; and X, are used to designate the event-triggering property linked to E; and E, respectively.
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Test Steps:
1.
2.
3.
4. IF (X,

ELSE

9]

WAIT

VERIFY (E,), Event State = NORMAL
VERIFY (E,), Event State = NORMAL
WAIT (Time Delay + Notification Fail Time)

is writable) THEN

(Time_Delay)

6. BEFORE Notification Fail Time

WRITE X = (a value that is OFFNORMAL)

MAKE (X a value that is OFFNORMAL)

7. IF (X,
ELSE

8. WAIT
9. BEFO

Notes to T
Notify Ty
description

'Process Identifier' =
'Initiating Device Identifier' =
'Event Object Identifier' =
'"Time Stamp' =
'Notification Class' =
'Priority' =
'Event Type' =
Notify Type' =
'AckRequired' =
'From State' =
"To State' =
'Event Values' =

is writable) THEN

(Time Delay)
RE Notification Fail Time

'"Process Identifier' =
'Initiating Device Identifier' =
'Event Object Identifier' =
'"Time Stamp' =
'Notification Class' =
'Priority' =

'Event Type' =

"Notify Type' =
'AckRequired' £

'From State' €

'"To State' =

'Event Values' =

ECEIVE ConfirmedEventNotification-Request,

(any valid process ID),

IUT,

(E),

(the current local time),

(the class corresponding to the object being tested);
(the value configured to correspond to a TO-OFFNORMAL transi
(any valid event type),

ALARM,

TRUE | FALSE,

NORMAL,

OFFNORMAL,

(values appropriate to the event type)

WRITE X, = (a value that is OFFNORMAL)

MAKE (X; a value that is OFFNORMAL)

RECEIVE ConfirmedEventNotification-Request;

(any valid)process ID),

IUT,

(EZ)’

(the current local time),

(the class corresponding to the object being tested),
(the value configured to correspond to a TO-OFFNORMAL transi
(any valid event type),

EVENT,

TRUE | FALSE,

NORMAL,

OFFNORMAL,

(values appropriate to the event type)

ester: [f-Notify Type is writable this test may be performed with one event generating object by cl
e fromALARM to EVENT in order to cover both cases. The 'Message Text' parameter is omitted in

tion),

tion),

hanging
the test

because it is optional. The IUT may include this parameter in the notification messages.

7.3.1.13

Limit_Enable Test

Dependencies: ConfirmedEventNotification Service Initiation Tests, 8.4; UnconfirmedEventNotification Service
Initiation Tests, 8.5; ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BACnet Reference Clauses: 12.1.26, 12.2.22, 12.3.23, 12.4.19 and 12.23.25.

Purpose: To verify that the Limit Enable property correctly enables or disables reporting of out of range events. This test
applies to Accumulator, Analog Input, Analog Output, Analog Value and Pulse Converter objects that support intrinsic
reporting. If the Limit_Enable property is not writable and cannot be reconfigured this test shall be omitted.

44
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Test Concept: The event-triggering property is manipulated to cause both the high limit and the low limit to be exceeded
for each possible combination of values for Limit Enable. The resulting event notification messages are monitored to
verify that they are transmitted only for circumstances where the associated event limit is enabled.

Configuration Requirements: The Limit Enable property shall be configured with the value (TRUE, TRUE). If
Limit_Enable is not writable there shall be additional event-generating objects of the same type that have Limit_Enable
configured with the values (FALSE, TRUE), (TRUE, FALSE) and (FALSE, FALSE).

In the test description below, “X” is used to designate the event-triggering property.

Test Steps:

1. |VERIFY Limit Enable =(TRUE, TRUE)

2. |VERIFY Event State = NORMAL

3. |WAIT (Time Delay + Notification Fail Time)
4. |IF (X is writable) THEN

9]

10.
11.
12.

13.

WRITE X = (a value that exceeds High Limit)
ELSE

MAKE (X a value that exceeds High Limit)
'WAIT (Time Delay)
BEFORE Notification Fail Time

RECEIVE ConfirmedEventNotification-Request,

'"Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the object configured<for this test),

'"Time Stamp' = (the current local time),

'Notification Class' = (the class corregponding to the object being tested),
'Priority' = (the value cenfigured to correspond to a TO-OFFNORMAL
'Event Type' = OUT_OE\RANGE,

"Notify Type' = ALARM EVENT,

'AckRequired' = TRUE'| FALSE,

'From State' = NORMAL,

'To State' = HIGH LIMIT,

'Event Values' = (values appropriate to the event type)

IF (X is writable) THEN

WRITE X = (a value that isJower than Low_Limit)
ELSE

MAKE (X a value that {slower than Low_Limit)
WAIT (Time Delay)
BEFORE Notification-Kail Time

RECEIVE CoafirmedEventNotification-Request,

L transition),

L transition),

'"Process Identifier' = (any valid process ID),

Titiating Device Identifier' = IUT,

‘Event Object Identifier' = (the object configured for this test),

'"Time Stamp' = (the current local time),

'Notification Class' = (the class corresponding to the object being tested),
'Priority' = (the value configured to correspond to a TO-OFFNORMAL
LA 1 L OLIT Ol DRANCL

Event-Fype OTT—OFRANGE;

'Notify Type' = ALARM | EVENT,

'AckRequired' = TRUE | FALSE,

'From State' = HIGH LIMIT,

'"To State' = LOW_LIMIT,

'Event Values' = (values appropriate to the event type)

WRITE Limit Enable = (FALSE, TRUE)
VERIFY Limit Enable = (FALSE, TRUE)
IF (X is writable) THEN

WRITE X = (a value that exceeds High_Limit)
ELSE

MAKE (X a value that exceeds High Limit)
WAIT (Time Delay)
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14.

15.

16.
17.
18.
19.
20.

21.
22.
23.

24.
25.

26.
27.
28.

29.
30.
31.

32.

46

BEFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,

'Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the object configured for this test),

'"Time Stamp' = (the current local time),

'Notification Class' = (the class corresponding to the object being tested),
"Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),
'Event Type' = OUT_OF RANGE,

"Notify Type' = ALARM | EVENT,

'AckRequired' = TRUE | FALSE,

'From State' = LOW_LIMIT,

'"To State' = HIGH_LIMIT,

'Event Values' = (values appropriate to the event type)

IF (X is writable) THEN

WRITE X = (a value that is lower than Low_Limit)
ELSE
MAKE (X a value that is lower than Low_Limit)
WAIT|(Time Delay + Notification Fail Time)

CHECK (verify that no notification message was transmitted)
WRITE Limit Enable = (TRUE, FALSE)

VERIHY Limit Enable = (TRUE, FALSE)

IF (X ik writable) THEN

WRITE X = (a value that exceeds High Limit)

ELSE
MAKE (X a value that exceeds High Limit)
WAIT|(Time Delay + Notification Fail Time)

CHECK (verify that no notification message was transmitted)
IF (X is writable) THEN

WRITE X = (a value that is lower than Low_Limit)
ELSE
MAKE (X a value that is lower than Low_Limit)
WAIT|(Time Delay)

BEFORE Notification Fail Time

RECEIVE ConfirmedEventNotification-Request,

'Process Identifier' = (any valid process ID),

'Initiating Device Identifier’™= 1UT,

'Event Object Identifier)= (the object configured for this test),

'"Time Stamp' = (the current local time),

'Notification Class"= (the class corresponding to the object being tested),
'Priority' = (the value configured to correspond to a TO-OFFNORMAL transifion),
'Event Type'= OUT_OF RANGE,

'Notify Rype' = ALARM | EVENT,

'AckRéquired' = TRUE | FALSE,

'From State' = HIGH_LIMIT,

'To State' = LOW_LIMIT,

'Event Values' = (values appropriate to the event type)

WRITEEmit—Enabte—FALSEFAESE
VERIFY Limit Enable = (FALSE, FALSE)
IF (X is writable) THEN

WRITE X = (a value that exceeds High Limit)
ELSE

MAKE (X a value that exceeds High Limit)
WAIT (Time Delay + Notification Fail Time)
CHECK (verify that no notification message was transmitted)
IF (X is writable) THEN

WRITE X = (a value that is lower than Low_Limit)
ELSE

MAKE (X a value that is lower than Low_Limit)
WAIT (Time Delay + Notification Fail Time)
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CHECK (verify that no notification message was transmitted)

Notes to Tester: The UnconfirmedEventNotification service may be substituted for the ConfirmedEventNotification
service. The 'Message Text' parameter is omitted in the test description because it is optional. The IUT may include this
parameter in the notification messages. If the Limit Enable property is not writable the equivalent tests may be applied to
separate or reconfigured objects that have the appropriate value for Limit_Enable.

7.3.1.14 Process_Identifier Tests

7.3.1.14.1 Process_Identifier Property Test

Dependencies: None.

BA(net-2001 Reference Clause: 12.11.4.

Pury
perf
3.

Test
min]

1.

6.
7.3.
Dep)

BA

Pury
valul

Test

ose: To verify that the Process_Identifier property correctly supports the required value range. This
brmed only if the Protocol Revision property is present in the Device object and has a valug,in the range

Concept: Verify that the Process_Identifier property can be set to any value in the range 0 .. 2**-1 by s¢
mum, the maximum, and a randomly chosen value.

IF the Process_Identifier property is not writable THEN
MAKE (Process_Identifier = 2%2.1)
ELSE
WRITE Process_Identifier = 2*%-1
VERIFY Process_Identifier = 2**-1
IF the Process_Identifier property is not writable THEN
MAKE (Process_Identifier = 0)
ELSE
WRITE Process_Identifier = 0
VERIFY Process Identifier = 0
IF the Process_Identifier property is not writable THEN
MAKE (Process_Identifier = (any valuie-in the range 0.. 2%2.1))
ELSE
WRITE Process_Identifier = (any-value in the range 0.. 2**-1)
VERIFY Process_Identifier = (th&walue used in step 5)

|.14.2  Recipient_List Test

endencies: None
net Reference Clatise:*12.21.8.

ose: To verify‘that the Process Identifier contained in a Recipient List property correctly supports
e range.

Concept: Verify that the Process_Identifier contained in the Recipient List property can be set to any

rang

e @~.2"%-1 by setting it to the minimum, the maximum and a randomly chosen value. This test shall §

test shall be
of 1 through

tting it to the

the required

value in the
e performed

only

1.

we

v

Tf the Protocol RevISTOm property 1S preseit 1T the Device object and as @ vatue greater e or equart to

MAKE (an entry in the Recipient List = (any valid Valid Days, any valid time range, any valid)
Recipient, 2**-1, TRUE | FALSE depending on the IUT support, any valid transitions bitstring)

VERIFY Process_Identifier = 2**-1

MAKE (an entry in the Recipient List = (any valid Valid Days, any valid time range, any valid Recipie
FALSE depending on the IUT support, any valid transitions bitstring))

VERIFY Process_Identifier = 0

MAKE (an entry in the Recipient List = (any valid Valid Days, any valid time range, any valid

1.

nt, 0,TRUE |

Recipient, any value in the range 0.. 2*2-1, TRUE | FALSE depending on the TUT support, any valid transitions

Bitstring))
VERIFY Process_Identifier = (the value used in step 5)
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7.3.2  Object Specific Tests

The tests in this clause apply only to the specified object type. Only a single instance of each supported object type must
be tested.

7.3.2.1 Analog Input Object Tests

7.3.2.1.1 Input Tracking Test

Dependencies: ReadProperty Service Execution Tests, 9.18.

BAChnet Reference Clause: 12.2.4.

Purpose: T¢ verify the ability to track and represent the value of an analog input.

Configuratjon Requirements: The IUT shall be connected to an analog input that can be externally controlled duripg the
test. Any sqaling information that may be needed to verify that the value is reasonable shall also be provided. The Analog
Input object associated with this physical input shall be configured with Out_Of Service = FALSE.

Test Steps:

1. MAKH (the real analog input take on a known value near the middle of the supported-range)
2. VERIHY Present Value = (a value that corresponds to the known input signal)

3. MAKH (the real analog input take on a higher known value within the supported range)

4. VERIHY Present Value = (a value that corresponds to the known input signal)

5. MAKH (the real analog input take on a value lower that the one used in step 1)

6. VERIHY Present Value = (a value that corresponds to the known input.signal)
7.3.2.1.2 Out_Of Service, Status_Flags, and Reliability Tests

Tests to vdrify the functionality of the Out Of Service property and the links between Status Flags, Reliability, and
Out Of Sevice are covered in 7.3.1.1.

7.3.2.1.3 Change of Value Tests
Tests to vetify change of value reporting capabilities for Analog Input objects are covered in 8.2.1, 8.2.2, 8.3.1 and B.3.2.
7.3.2.1.4 Intrinsic Reporting Tests

Tests to vetify intrinsic reporting capabilities.for.Analog Input objects are covered in 8.4.6.

7.3.2.2 Analog Output Object Tests

7.3.2.2.1 Output Tracking Test

Dependencjes: WriteProperty Setvice Execution Tests, 9.22.
BAChnet Rdference Clauséy12.3.4.

Purpose: T verify.theability to represent and implement a physical analog output.
Configuratfon Requirements: The [UT shall be configured with an analog output that can be observed with a multimeter
during the fest. Any scaling information that may be needed to verify that the value is reasonable shall also be propided.
The Analo j iated wi i i i ervice

C assoclatedwath this nhvsical outp shall be configured =FA

Test Steps:

1. WRITE Present_Value = (a value near the middle of the supported range),
PRIORITY = (a priority higher than any internal algorithms writing to this property)
2. VERIFY Present Value = (the value written in step 1)
3. CHECK (with a multimeter to verify that the physical output value corresponds to the value of the Present Value

property)
4. WRITE Present Value = (a value near the high limit of the supported range),
PRIORITY = (a priority higher than any internal algorithms writing to this property)

5. VERIFY Present Value = (the value written in step 4)
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6. CHECK (with a multimeter to verify that the physical output value corresponds to the value of the Present Value

property)
7. WRITE Present Value= (a value near the low limit of the supported range),
PRIORITY = (a priority higher than any internal algorithms writing to this property)

*®

VERIFY Present Value = (the value written in step 7)
9. CHECK (with a multimeter to verify that the physical output value corresponds to the value of the Present Value

property)
7.3.2.2.2 Out_Of Service, Status_Flags, and Reliability Tests

Tests to verify the functionality of the Out Of Service property and the links between Status Flags, Reliability, and
Out_Of Service are covered in 7.3.1.1.

7.3.2.2.3 Prioritized Commands Tests
Tests to verify prioritized commands of Analog Output objects are covered in 7.3.1.2 and 7.3.1.3.
7.3.2.2.4 Change of Value Tests

Tests to verify change of value reporting capabilities for Analog Output objects are covered in 8.2.1, 8.212, 8.3.1 and
8.3.2.

7.3.2.2.5 Intrinsic Reporting Tests
Tests to verify intrinsic reporting capabilities for Analog Output objects are covered-in 8.4.6.

7.3.2.3 Analog Value Object Tests

7.3.2.3.1 Out_Of Service, Status_Flags, and Reliability Tests

Tests to verify the functionality of the Out Of Service propertysand the links between Status Flags, Refliability, and
Out|Of Service are covered in 7.3.1.1.

7.3.2.3.2 Prioritized Commands Tests
Tests to verify prioritized commands of Analog Value @bjects are covered in 7.3.1.2 and 7.3.1.3.
7.3.2.3.3 Change of Value Tests

Tests to verify change of value reporting capabilities for Analog Value objects are covered in 8.2.1, 8.2{2, 8.3.1 and
8.3.2.

7.3.2.3.4 Intrinsic Reporting Tests
Tests to verify intrinsic reporting ¢apabilities for Analog Value objects are covered in 8.4.6.
7.3.2.4 Averaging Object.Tests

An Averaging object provides a way to monitor the average, minimum, and maximum values attained Qy a sampled
progerty. The datatype.ofthe sampled property can be BOOLEAN, INTEGER, Unsigned, Enumerated, or Rgal. The tests
in tHis clause shallbe répeated once for each of these datatypes.

Deppndencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BA(net Reference Clause: 12.5.
7.3.2.4.1 Reinitializing the Samples

Purpose: To verify that an Averaging object correctly resets the Attempted Samples, Valid_Samples, Minimum_Value,
Average Value, and Maximum Value when Attempted Samples, Object Property Reference, Window Interval, or
Window_Samples are changed.

Test Concept: The IUT is configured with an Averaging object that is actively monitoring some property value. The
sampling is reinitialized by writing to the Attempted Samples, Object Property Reference, Window Interval, and
Window_Samples in turn. After each reinitialization the TD pauses and verifies that new sampling has begun.

Configuration Requirements: The IUT shall be configured with an Averaging object that is actively monitoring some

property value. The sampling interval shall be long enough to permit the TD to verify that the sample is properly
reinitialized.
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Test Steps:
1. VERIFY Minimum_Value = (a value x: -INF < x <INF),
2. VERIFY Average Value = (a value # NaN),
3. VERIFY Maximum_Value = (a value x: Minimum_Value < x < INF),
4. VERIFY Attempted Samples = (a value x > 0),
5. VERIFY Valid_Samples = (a value x > 0),
6. WRITE Attempted Samples= 0,
7. VERIFY Attempted Samples = 0,
8. VERIFY Minimum_Value = INF,
9. VERIFY Maximum Value = -INF,
10. VERIHY Average Value = NaN,
11. VERIHY Valid_Samples = 0,
12. WAIT|(at least two sample times),
13. VERIHY Minimum_Value = (a value x: -INF < x <INF),
14. VERIHY Average Value = (a value # NaN),
15. VERIHY Maximum_Value = (a value x: Minimum_Value < x < INF),
16. VERIHY Attempted Samples = (a value x > 2),
17. VERIHY Valid Samples = (a value x > 2),
18. WRITE Window_Interval = (any new value that will result in an appropriate sample’time),
19. VERIHY Attempted Samples = 0,
20. VERIHY Minimum_Value = INF,
21. VERIHY Maximum Value = -INF,
22. VERIHY Average Value = NaN,
23. VERIHY Valid Samples = 0,
24. WAIT|(at least two sample times),
25. VERIHY Minimum_Value = (a value x: -INF < x <INF),
26. VERIHY Average Value = (a value # NaN),
27. VERIHY Maximum Value = (a value x: Minimum_Valug< x < INF),
28. VERIHY Attempted Samples = (a value x > 2),
29. VERIHY Valid_Samples = (a value x > 2),
30. WRITE Window_Samples = (any new value that'will result in an appropriate sample time),
31. VERIHY Attempted Samples = 0,
32. VERIHY Minimum_Value = INF,
33. VERIHY Maximum_Value = -INF,
34. VERIHY Average Value = NaN,
35. VERIHY Valid Samples = 05
36. IF (Object Property Reference.is writable) THEN {
WIAIT (at least two sample\times),
VERIFY Minimum_VYalue'= (a value x: -INF < x < INF),
VERIFY Average Valde = (a value # NaN),
VERIFY Maximum- Value = (a value x: Minimum_Value < x < INF),
VERIFY Attemipted Samples = (avalue x > 2),
VERIFY ¥alid Samples = (avalue x > 2),
WRITE Object Property Reference = (any new value),
VERIFY Attempted Samples = 0,
VERIEY Minismum—Valie= INE;
VERIFY Maximum_Value = -INF,
VERIFY Average Value = NaN,
VERIFY Valid Samples = 0
}

7.3.2.4.2 Managing the Sample Window
BAChnet Reference Clause: 12.5.15

Purpose: To verify that an Averaging object correctly tracks the average, minimum, and maximum values attained in a
sample. This includes monitoring before and after the sampling window is full.
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Test Concept: An Averaging object is configured to monitor a property that can be controlled manually by the testing
agent or by the TD. The TD initializes the sample and then monitors the Minimum Value, Average Value,
Maximum_Value, Attempted Samples, and Valid Samples properties after each sampling interval to verify that their
values are properly tracking the monitored value. This requires the ability to manipulate the values of the monitored
property value and a slow enough sampling interval to permit the analysis. This continues until after the sample window
is full. If the IUT does not support Averaging object configuration, then this test shall be omitted.

Configuration Requirements: The IUT shall be configured with an Averaging object used to monitor a property that can
be controlled by the testing agent or by the TD. The sampling interval shall be configured to allow time to change the
monitored property value and to determine if each of the properties Minimum_Value, Average Value, Maximum_Value,
Attempted Samples, and Valid_Samples correctly changes after each sample interval.

Test Steps:

1. |WRITE Attempted Samples = 0,

2. |VERIFY Attempted Samples = 0,

3. |VERIFY Minimum_ Value = INF,

4. |VERIFY Maximum Value = -INF,

5. |[VERIFY Average Value = NaN,

6. [VERIFY Valid _Samples = 0,

7. |[REPEAT X = (1 to Window_Samples + 5) DO {

WAIT (Window_Interval / Window_Samples)
IF (X £ Window_Samples) THEN

VERIFY Attempted Samples = X
ELSE

VERIFY Attempted Samples = Window_Samples,
VERIFY Minimum_Value = (the minimum of the monitored values so far),
VERIFY Maximum_Value = (the maximum of the fionitored values so far),
VERIFY Average Value = (the average of the monitored values so far),
IF (X < Window_Samples) THEN

VERIFY Valid Samples =X
ELSE

VERIFY Valid_Samples = Window- Samples,
}

7.3.2.5 Binary Input Object Tests

7.3.2.5.1 Input Tracking Test
Depgndencies: ReadProperty Service Execution Tests, 9.18.

BA(net Reference Clatise: 12.6.4.
Purpose: To verifythe ability to track and represent the value of a binary input.

Configuration-Requirements: The IUT shall be connected to a binary input that can be externally controllgd during the
test.

Test Steps:

1. MAKE (the real binary input ACTIVE)

2. VERIFY Present Value = ACTIVE

3. MAKE (the real binary input INACTIVE)
4. VERIFY Present Value = INACTIVE

7.3.2.5.2 Out_Of Service, Status_Flags, and Reliability Tests

Tests to verify the functionality of the Out Of Service property and the links between Status Flags, Reliability, and
Out Of Service are covered in 7.3.1.1.

7.3.2.5.3 Polarity Property Tests
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Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
BAChnet Reference Clause: 12.6.11.

Purpose: To verify that the Polarity property interacts properly with the associated physical input. If the Polarity property
is not writable this test shall be omitted.

Test Steps:

1. TRANSMIT ReadProperty-Request,
'Object Identifier' = (the Binary Input object being tested),
'Poperty Identifier' = Polarity

2. RECE]VE ReadProperty-ACK,
'Opject Identifier' = (the Binary Input object being tested),
'Pgoperty Identifier' = Polarity
'Pgoperty Value'= NORMAL | REVERSE

3. TRANPBMIT ReadProperty-Request,
'Opject Identifier' = (the Binary Input object being tested),
'Ptoperty Identifier' = Present Value

4. RECE]VE ReadProperty-ACK,
'Opject Identifier' = (the Binary Input object being tested),
'Ptoperty Identifier' = Present Value
'Ptoperty Value'=  ACTIVE | INACTIVE

5. IF (the|Polarity value in step 2 was NORMAL) THEN

ITE Polarity = REVERSE

VERIFY Polarity = REVERSE
ELSE

ITE Polarity = NORMAL
VERIFY Polarity = NORMAL

6. IF (the|Present Value in step 4 was ACTIVE) THEN
VERIFY Present Value = INACTIVE

Change of State Properties Tests

ify the ability to monitor changes df state for Binary Input objects are covered in 7.3.1.8.
7.3.2.5.5 Active Time Properties Tests

Tests to vetify the ability to monitoractive time for Binary Input objects are covered in 7.3.1.9.
7.3.2.5.6 Intrinsic Reporting Tests

Tests to vefify intrinsic reporting capabilities for Binary Input objects are covered in 8.4.2.

7.3.2.6 Binary Output Object Tests

7.3.2.6.1 Output Tracking Test

Dependencfes:-ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BAChnet Reference Clause: 12.7.4.
Purpose: To verify the ability to represent and implement a physical binary output.

Configuration Requirements: The IUT shall be configured with a binary output that can be observed during the test.

Test Steps:

1. WRITE Present Value = ACTIVE

2. VERIFY Present Value = ACTIVE

3. CHECK (verify that the output is active)
4. WRITE Present Value = INACTIVE
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5. VERIFY Present Value = INACTIVE
6. CHECK (verify that the output is inactive)

7.3.2.6.2 Out_Of Service, Status_Flags, and Reliability Tests

Tests to verify the functionality of the Out Of Service property and the links between Status Flags, Reliability, and

Out_Of Service are covered in 7.3.1.1.
7.3.2.6.3 Polarity Property Tests

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BAChnet Reference Clause: 12.7.11.

Purpgose: To verify that the Polarity property interacts properly with the associated physical output:y 1]

property is not writable this test shall be omitted.
Test Steps:

1. [TRANSMIT ReadProperty-Request,
'Object Identifier' = (the Binary Output object being tested),
'Property Identifier' = Polarity
2. |RECEIVE ReadProperty-ACK,
'Object Identifier' = (the Binary Output object being tested),
'"Property Identifier' = Polarity,
'Property Value'= NORMAL | REVERSE
3. [TRANSMIT ReadProperty-Request,
'Object Identifier' = (the Binary Output object being tested),
'Property Identifier'=  Present Value
4. |RECEIVE ReadProperty-ACK,
'Object Identifier' = (the Binary Output object being tested),
'Property Identifier' =  Present Value,
'Property Value'=  ACTIVE | INACTIVE
CHECK (the status of the physical output)
6. [IF (the Polarity value in step 2 was NORMAL) THEN
WRITE Polarity = REVERSE
VERIFY Polarity = REVERSE
ELSE
WRITE Polarity = NORMAL
VERIFY Polarity = NORMAL
7. |IF (the Present Value in‘Step 4 was ACTIVE) THEN
VERIFY Present &Value = ACTIVE
ELSE
VERIFY Present Value = INACTIVE

9]

8. |CHECK (the-status of the physical output and verify that it is the complement of the status found in step

7.3.2.6.4 Change of State Tests

Tes{ to verify the ability to monitor changes of state for Binary Output objects are covered in 7.3.1.8.

7.3.2.6:8 Elapsed Active Time Properties Tests

Tests to verify the ability to monitor active time for Binary Output objects are covered in 7.3.1.9.

7.3.2.6.6 Intrinsic Reporting Tests

the Polarity

7.3.2.6.7 Tests to verify intrinsic reporting capabilities for Binary Output objects are covered in 8.4.4.

Minimum On and Minimum Off Time Tests

Tests to verify the operation of minimum on and minimum off time algorithms are covered in 7.3.1.4 and 7.3.1.5.

7.3.2.6.8 Prioritized Commands Tests

Tests to verify the operation of the command prioritization algorithm are covered in 7.3.1.2 and 7.3.1.3.
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7.3.2.7

7.3.2.7.1

Binary Value Object Tests

Out_Of Service, Status_Flags, and Reliability Tests

Tests to verify the functionality of the Out Of Service property and the links between Status Flags, Reliability, and
Out Of Service are covered in 7.3.1.1.

7.3.2.7.2

Change of State Tests

Test to verify the ability to monitor changes of state for Binary Value objects are covered in 7.3.1.8.

7.3.2.7.3

Elapsed_Active_Time Properties Tests

2210
F.I 1.7,

Tests to ve
7.3.2.7.4

Tests to vel
7.3.2.7.5
Tests to ver
7.3.2.7.6
Tests to vel
7.3.2.8

These tests
BACnet Cl

7.3.2.8.1

Dependenc
BAChnet Rd
Purpose: T
Either exeq

IUT's clocKi

Test Concd

date that immediately precedes the one specified in Date List and a time near the end of the day. The test verifies t}

Present Va
changes to

Configurati
BACnetCa

Test Steps:

1. (TRAN
T

tfy-the-abthty-to-monttor-actrve-time-for Binary Valucobjectsarccovered-n
Intrinsic Reporting Tests

ify intrinsic reporting capabilities for Binary Value objects are covered in 8.4.2.
Minimum On and Minimum Off Time Tests

ify the operation of minimum on and minimum off time algorithms are covered in 7.3;1.4 and 7.3.1.5.
Prioritized Commands Tests

ify the operation of the command prioritization algorithm are covered in 7.3.4:27and 7.3.1.3.
Calendar Test

verify that the Present_Value property of the Calendar object bears<¢hg relationship to Date List specif]
huse 12.9.6.

Single Date Rollover Test

es: ReadProperty Service Execution Tests, 9.18; TimeSynchronization Service Execution Tests, 9.30.
ference Clause: 12.9.

b verify the ability to represent the Calendar,status when the Date List is in the form of an individua
ution of the TimeSynchronization servicesthust be supported or another means must be supplied to res
during the test.

pt: The Calendar object is configured with a Date List containing a single date. The IUT's clock is set

lue of the Calendar object is initially FALSE and that as the time rolls over to the next day the Present |
TRUE.

on Requirements: The'\TUT shall be configured with a Calendar object that contains a Date List with a
endarEntry in th€ fofm of a Date.

[SMIT FimeSynchronization-Request,
me' = (the day preceding the one specified in Date List,

ed by

date.
et the

to the
at the
Value

single

24:00:00 + UTC Offset Schedule- Evaluation-Eail Time 1 m;r\nfn) ) I

MAKE (the local time = 24:00:00 — Schedule Evaluation Fail Time — 1 minute)

WAIT

AN

WAIT

Schedule Evaluation Fail Time

VERIFY Present Value = FALSE

(Schedule Evaluation Fail Time + 2 minutes)

5. VERIFY Present Value = TRUE

7.3.2.8.2

Date Range Test

Dependencies: ReadProperty Service Execution Tests, 9.18; TimeSynchronization Service Execution Tests, 9.30.

BAChnet Reference Clause: 12.9.
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Purpose: To verify the ability to represent the Calendar status when the Date List is in the form of a BACnetDateRange.
Either execution of the TimeSynchronization service must be supported or another means must be supplied to reset the

IUT

's clock during the test.

Test Concept: The Calendar object is configured with a Date List containing a single BACnetDateRange. The IUT's
clock is set to a time and date that is outside of the date range. The Present Value is read and verified to be FALSE. The
clock is reset to a value within the date range and the Present Value is read again to verify that it has the value TRUE. If
the IUT can be configured with wildcard fields in the date range then it shall be tested with and without wildcards.

Configuration Requirements: The IUT shall be configured with a Calendar object that contains a Date_List with a single
BAChnetCalendarEntry in the form of a BACnetDateRange.

Test

1.

w

5.
6.

7.3.
Dep)

BA

Purpose: To verify the ability to represent the Calendan status when the Date List is in the form of a BACne

Eith
IUT

Tesf Concept: The Calendar object is configured with a Date List containing a single BACnetWeekNDa

cloc

TRUE. The clock is reset to a valuethat matches the BACnetWeekNDay mask except for the month. The P
is rgad and verified to be FALSE.;The clock is reset again to a value that matches the BACnetWeekNDay
for the week of the month. The Present Value is read and verified to be FALSE. The clock is reset again t

mat

FAISE.

Con|

BA(netCalendarEntry in the form of a BACnetWeekNDay. The BACnetWeekNDay shall be the 11" mon
dayd, and Saturday.

Test Steps:

1.

6.
7.

Steps:

(TRANSMIT TimeSynchronization-Request,
'Time' = (any day and time outside of the specified date range selected by the tester) ) |
MAKE (the local time = any day and time outside of the specified date range selected by-the tester)
'WAIT Schedule Evaluation Fail Time
VERIFY Present Value = FALSE
(TRANSMIT TimeSynchronization-Request,
'Time' = (any day and time inside the specified date range selected by the tester) ) |
MAKE (the local time = any day and time inside the specified date range selected by the tester)
'WAIT Schedule Evaluation Fail Time
VERIFY Present Value = TRUE

.8.3 WeekNDay Test

endencies: ReadProperty Service Execution Tests, 9.18; TimeSynchronization Service Execution Tests,

net Reference Clause: 12.9.

er execution of the TimeSynchronization service must be supported or another means must be supplie
s clock during the test.

k is set to a time and date that matches the BACnetWeekNDay mask. The Present Value is read and 1

hes the BACnetWeekNDay mask except for the day of the week. The Present Value is read and V

figuration Requiréments: The IUT shall be configured with a Calendar object that contains a Date List

D.30.

tWeekNDay.
l to reset the

y. The TUT's
verified to be
resent Value
mask except

a value that
erified to be

with a single
h, last seven

(TRANSMIT TimeSynchronization-Request,

'"Time' = (24-November-2001, 13:00:00 + UTC_Offset) |
MAKE (the local time = 24-November-2001 at 13:00:00)
WAIT Schedule Evaluation Fail Time
VERIFY Present Value = TRUE
(TRANSMIT TimeSynchronization-Request,

'"Time' = (27-October-2001, 13:00:00 + UTC_Offset) |
MAKE (the local time = 27-October-2001 at 13:00:00)
WAIT Schedule Evaluation Fail Time
VERIFY Present Value = FALSE
(TRANSMIT TimeSynchronization-Request,

'"Time' = (17-November-2001, 13:00:00 + UTC_Offset) |
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MAKE (the local time = 17-November-2001 at 13:00:00)

*®

WAIT

Schedule Evaluation Fail Time

9. VERIFY Present Value = FALSE
10. (TRANSMIT TimeSynchronization-Request,
'"Time' = (25-November-2001, 13:00:00 + UTC_Offset) |
MAKE (the local time = 25-November-2001 at 13:00:00)

11. WAIT Schedule Evaluation Fail Time

12. VERIFY Present Value = FALSE

7.3.2.9 Command Object Test

7.3.2.9.1 —Ad-Writes-Sueeessfulwith-Post DelayTest

Dependencfes: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BACnet Rdference Clause: 12.10.8.

Purpose: T¢ verify that a Command object can successfully execute an action list that includes post.delays.

Test Concgpt: The IUT is configured with an action list that includes manipulating a sequence of externally Y

outputs with a time delay between each output. The TD triggers this action list and the.tester observes the ex

changes. [
configurati

Configurati
writing to
outputs tha

Test Steps:
1. WRIT
2. RECE
2. VERIF
3. CHEC
4. VERIK
5. VERIK
7.3.2.9.2

Dependenc

BACnet Re
Purpose: T
Test Concd

write some
TRUE and

the IUT does not support Post Delay, then this test shall be omitted. If the\JlUT does not support acti
n, then this test shall be omitted.

on Requirements: The IUT shall be configured with a Command object having an action list, X, that in
p sequence of externally visible outputs. There shall be a post delay between writes to the externally Y
is long enough for the tester to observe the delay.

H Present Value = X

VE Simple-ACK-PDU

Y In_Process = TRUE

K (for the externally visible actions and verify that there is a post delay)
Y In_Process = FALSE

Y All Writes Successful = TRUE

Quit on Failure Test

es: ReadProperty Service Bxecution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
ference Clause: 12.10¢8:

verify that a Command object can successfully execute Quit_ On_Failure procedures.
pt: The IWT)is configured with two action lists that include a sequence of externally visible outputs

where inthe sequence that will fail. The action lists are identical except that one has Quit On_Failure
the other set to FALSE. The TD triggers both action lists. The external outputs are observed to verify th

isible
ternal
n list

ludes
isible

with a
set to
at the
all be

failure prog

edures are properly implemented. If the IUT does not support action list configuration, then this test sh

omitted.

Configuration Requirements: The IUT shall be configured with a Command object having at least two action lists, X and
Y, that includes writing to a sequence of externally visible outputs. Somewhere in the sequence there shall be a write
command that will fail that is followed by write commands that will succeed. Both action lists shall be identical except
that list X shall have Quit_On_Failure set to TRUE and Y shall have Quit_On_Failure set to FALSE.

Test Steps:

L=

56

WRITE Present_Value =X

RECEIVE Simple-ACK-PDU

VERIFY In_Process = TRUE

CHECK (for the externally visible actions and verify that they stop when the failure occurs)

© 1SO 2009 - All rights reserved


https://standardsiso.com/api/?name=a7e655b0be2e5297f0aba36b85fe4d40

ISO 16484-6:2009(E)

5. VERIFY In Process = FALSE,

6. VERIFY All Writes_Successful = FALSE

7. WRITE Present Value=Y

8. RECEIVE Simple-ACK-PDU

9. VERIFY In Process = TRUE

10. CHECK (for the externally visible actions and verify that they continue to the end after the failure occurs)
11. VERIFY In_Process = FALSE,

12. VERIFY All_Writes Successful = FALSE

7.3.2.9.3 External Writes Test

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BA(net Reference Clause: 12.10.8.

Purgose: To verify that a Command object can write to external objects. If the IUT does not support writing to external

objects from a Command object this test shall be omitted.

Test Concept: The IUT is configured with a Command object having an action list that (n¢ludes writing td an object in

the

IUT

Con|

Test Steps:

1.
2.
3.

N oouas

3.

transmits the appropriate WriteProperty-Request.

'WRITE Present Value = X

RECEIVE Simple-ACK-PDU

BEFORE External Command Fail Time

RECEIVE WriteProperty-Request,

'Object Identifier' = (Analog Value, 0);
'"Property Identifier' =Present_Valuej
'"Property Value'=  (any Real value)

VERIFY In_Process = TRUE

TRANSMIT BACnet-Simple-ACK

VERIFY In_Process = FALSE

2.9.4 Empty Action List-Test

[D. The TD invokes this action list by writing the appropriate value to the Command object. The TD vefifies that the

figuration Requirements: The IUT shall be configured with a Command\ebject that has an Action property that
contpins an action list, X, that includes a command to write to the Present ¥alue of (Analog Value, 0) in the(TD.

Deppndencies: WriteProperty Service Execution Tests, 9.22.

BA(net Reference Clatse:*12.10.8.

Purgose: To verify'that a Command object takes no action when Present Value is written to with a non-zd

corrpsponds te/an‘empty action list.

Tesf Concept: The IUT is configured with at least one empty action list. The TD triggers the action list.
outputs-are observed to verify that no changes occurred. If the IUT does not support action list configurat

ro value that

The external

on, then this

s s
test Strattocommtted:

Configuration Requirements: The IUT shall be configured with a Command object that has an Action property with at

least one empty action list.

Test Steps:

1. WRITE Present_Value = (an index corresponding to an empty action list)

2. RECEIVE Simple-ACK-PDU

3. VERIFY In_Process = FALSE

4. VERIFY All_Writes Successful = TRUE

5. CHECK (if any of the actions of the Command object have externally visible results verify that no changes occurred)
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7.3.2.9.5 Action 0 Test

Dependencies: WriteProperty Service Execution Tests, 9.22.
BACnet Reference Clause: 12.10.8.
Purpose: To verify that a Command object takes no action when Present Value is written to with a value of 0.

Configuration Requirements: The IUT shall be configured with a Command object that has an Action property with at
least one non-empty action list.

Test Steps:

1. WRITE Present Value =0

2.  RECE]VE Simple-ACK-PDU

3. VERIHY In Process = FALSE

4. VERIHY All Writes Successful = TRUE

5. CHECK (if any of the actions of the Command object have externally visible results verify thatno changes occprred)
7.3.2.9.6 Action_Text Test

Dependencjes: ReadProperty Service Execution Tests, 9.18.

BAChnet Rdference Clauses: 12.10.8 and 12.10.9.

Purpose: T¢ verify that the size of the Action array corresponds to the size of the ‘Action Text array.
Test Steps:

1. TRANBMIT ReadProperty-Request,
'Opject Identifier' = (the Command object being tested),
'Pfoperty Identifier' =  Action,
'Property Array Index' =0

2. RECEIVE ReadProperty-ACK,

'Opject Identifier' = (the Command objectbeing tested),
'"Poperty Identifier' =  Action,
'Poperty Value' = (any integer greater than 0)

3. VERIHY Action_Text = (the size of thevAction array from step 2), ARRAY INDEX =0
7.3.2.9.7 Write While In_Process(is;TRUE Test.

Dependencjes: WriteProperty Service Execution Tests, 9.22.
BAChnet Rdference Clauses:A2:40.8 and 12.10.9.

Purpose: Tp verify that ‘anraction list continues to completion if a second action list is commanded while In_Prodess is
TRUE and fthat the second action list is not executed.

Test Concept:.’The IUT is configured with two action lists that include a sequence of externally visible outputs with post
delays for pach’ action. The TD triggers the first action list. The external outputs are observed in order to trigger the
second action list during the post delay of the first list. The TD triggers the second action list. The external outputs are
observed to verify that the second action list is not executed. If the IUT does not support Post Delay, then this test shall
be omitted. If the IUT does not support action list configuration, then this test shall be omitted.

Configuration Requirements: The IUT shall be configured with a Command object having two distinct action lists, X and
Y, that include writing to a sequence of externally visible outputs. There shall be a post delay between writes to the
externally visible outputs that is long enough for the tester to observe the delay (This ensures In_Process remains TRUE
long enough to command the second action list).

Test Steps:

1. WRITE Present_Value =X
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RECEIVE Simple-ACK-PDU
WRITE Present Value =Y
RECEIVE BACnet-Error-PDU
Error Class = SERVICES,
Error Code = SERVICE REQUEST DENIED | OTHER

5. CHECK (that the externally visible actions of X took place)

6. CHECK (that the externally visible actions of Y did not take place)
7. VERIFY In_Process = FALSE,

8. VERIFY All_Writes Successful = TRUE

7.3.2.9.8 Action Size Changes Action_Text Size Test

Deppndencies: WriteProperty Service Execution Tests, 9.22
BA(net Reference Clauses: 12.10.8 and 12.10.9

Purpose: This test case verifies that when the size of the Action array is changed, the size ofithe Action |
charjged accordingly to the same size. If the size of the Action and Action Text arrays cannob be changed,
shal|l not be performed. If Protocol Revision is not present, or has a value less than4; then this test
perfprmed.

Configuration Requirements: The IUT shall be configured with a Command” object with resizable
Actipn_Text arrays.

Tesf Concept: The Action and Action_Text arrays are set to a certain siZe. )They are then increased by writit
array element 0, decreased by writing the Action array, increased by Writing the Action array and decreasg
the Action array element 0.

1.

wk v

NS

10.

11
12
13

14
15
16
17

©l

TRANSMIT WriteProperty-Request,

'Object Identifier' = (the Command object being tested),
'"Property Identifier' = Action,

'"Property Array Index'= 0,

'"Property Value' = 2

RECEIVE Simple-ACK-PDU
'VERIFY Action =2, ARRAY INDEX.<\0
VERIFY Action Text=2, ARRAY INDEX =0
TRANSMIT WriteProperty-Request,
'Object Identifier' = (the Command object being tested),
'Property Identifier' = Action,
'"Property Array Index\= 0,
'"Property Value' < (some value greater than 2)
RECEIVE Simple<ACK-PDU
VERIFY Action‘=[(the value written in step 5), ARRAY INDEX =0
'VERIFY Actiofh Text = (the value written in step 5), ARRAY INDEX =0
TRANSMIT, WriteProperty-Request,
'ObjectIdentifier' = (the Command object being tested),
'Property Identifier' = Action,

Text array is
then this test
shall not be

Action and

hg the Action
d by writing

'"Property Value' = (Action array of length 2)

RECEINE PR

INLCOULTV LD Ollllplc'[‘\\,l\—l AW
. VERIFY Action =2, ARRAY INDEX =0
. VERIFY Action_Text=2, ARRAY INDEX =0
. TRANSMIT WriteProperty-Request,
'Object Identifier' = (the Command object being tested),
'"Property Identifier' = Action,
'"Property Value' = (Action array of length greater than 2)
. RECEIVE Simple-ACK-PDU
. VERIFY Action = (the length of the array written in step 13), ARRAY INDEX =0
. VERIFY Action_Text = (the length of the array written in step 13), ARRAY INDEX =0
. TRANSMIT WriteProperty-Request,
'Object Identifier' = (the Command object being tested),
'Property Identifier' = Action,
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'Property Array Index'= 0,

'Property Value' = 2

18. RECEIVE Simple-ACK-PDU

19. VERIFY Action = (an array consisting of elements 1 & 2 from the array written in step 13)
20. VERIFY Action_Text=2, ARRAY INDEX =0

7.3.2.9.9 Action_Text Size Changes Action Size Test

Dependencies: WriteProperty Service Execution Tests, 9.22

BAChnet Reference Clauses: 12.10.8 and 12.10.9

Purpose: 1
changed ac|
shall not be

Configurati
Action_Tej

Test Concg
Action_Tej
and decreaf

1.

DA W

W=

10.
11.
12.
13.

14.
15.
16.
17.

18.
19.
20.

60

TRAN
'Objec
'P1
'P1
'P1
RECE
VERIH
VERIH
TRAN|
'O
'P1
'P1
'P1
RECE
VERIH
VERIH
TRAN|
'O
'P1
'P1
RECE
VERIH
VERIH
TRAN
'O

his test case verifies that when the size of the Action Text array is changed, the size of the Action-aj
cordingly to the same size. If the size of the Action and Action Text arrays cannot be changed, théh th
performed.

[t arrays.

pt: The Action and Action Text arrays are set to a certain size. They are then increased by writi
(t array element 0, decreased by writing the Action Text array, increased by-writing the Action Text

ed by writing the Action_Text array element 0.
SMIT WriteProperty-Request,
Identifier' = (the Command object being tested),
operty Identifier' = Action_Text,
operty Array Index'= 0,
operty Value' = 2

VE Simple-ACK-PDU

Y Action Text=2, ARRAY INDEX =0

Y Action =2, ARRAY INDEX =0

SMIT WriteProperty-Request,

bject Identifier' = (the Command object being tested),
operty Identifier' = Action_Text,

operty Array Index'= 0,

operty Value' = (some value ‘greater than 2)

VE Simple-ACK-PDU

Y Action_Text = (the value written in step 5), ARRAY INDEX =0
Y Action = (the value writtén ifi step 5), ARRAY INDEX =0
SMIT WriteProperty-Request,

bject Identifier' = (the Command object being tested),
operty Identifier' = Action_Text,

operty Value' = (Action_Text array of length 2)

VE Simple-ACGK-PDU

Y Action¢Text =2, ARRAY INDEX =0

Y Action=72, ARRAY INDEX =0

SMIT ‘WriteProperty-Request,

ray is
is test

on Requirements: The IUT shall be configured with a Command object with resizable Action and

g the
array

bjcet Identifier' = (the Command object being tested),

'P

SR o | v agal Ao T "
UPUI l._y TUCIILITICT ™ AUUULIL  TUAL,

'Property Value' = (Action_Text array of length greater than 2)
RECEIVE Simple-ACK-PDU
VERIFY Action_Text = (the length of the array written in step 13), ARRAY INDEX =0
VERIFY Action = (the length of the array written in step 13), ARRAY INDEX =0

TRANSMIT WriteProperty-Request,
'Object Identifier' = (the Command object being tested),
'"Property Identifier' = Action_Text,
'Property Array Index'= 0,
'Property Value' = 2

RECEIVE Simple-ACK-PDU
VERIFY Action_Text = (an array consisting of elements 1 & 2 from the array written in step 13)
VERIFY Action =2, ARRAY INDEX =0
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7.3.2.10 Device Object Test

All necessary tests for functionality of the Device object are covered by tests for the application service or special
functionality to which they correspond.

7.3.2.11 Event Enrollment Object Test

Tests to verify the functionality of the Event Enrollment object are covered by the tests for initiating event notifications
in 8.4 and 8.5. If the IUT supports monitoring objects outside of the IUT one of the tests in 8.4 and in 8.5 shall be used to
demonstrate this capability. This will require providing an additional BACnet device configured appropriately.

7.3.2.12 File Object Test

All A
and P.13.

7.3.2.13 Global Group Object Tests

7.3.2.13.1 Resizing Group_Member_Names by Writing Group_Members Property Test

Deppndencies: WriteProperty Service Execution Tests, 9.22

Purpose: This test case verifies that when the size of the Group Members array is(changed by writing to {t, the size of
the [Group Member Names and Present Value arrays change accordingly and ‘afiy new entries contain the specified
initiplized values. If the Group Members array cannot be written, then this test’shall not be performed.

Configuration Requirements: The IUT shall be configured with a Global"Group object with a writable Gropp_Members
progerty.

Tes Concept: The Group Members array is set to a certain size. “[tis then increased by writing the array sire, decreased
by writing the array, increased by writing the array and decreaséd by writing the array size. At each step tle size of the
Grofip Member Names and Present Value arrays are verified and the initialized values of the new elements, if any, are
chedked.

1. [TRANSMIT WriteProperty-Request,

'Object Identifier' = (the Global Group object being tested),
'"Property Identifier' = Group Meémbers,
'"Property Array Index'= 0,
'"Property Value' = 2
2. |RECEIVE Simple-ACK-PDU
3. |VERIFY Group Members =2,,ARRAY INDEX =0
4. |VERIFY Group Member, Names = 2, ARRAY INDEX =0
5. |VERIFY Present Value'=2, ARRAY INDEX =0
6. |TRANSMIT WriteProperty-Request,
'Object Identifier' = (the Global Group object being tested),
'"Property Identifier' = Group_ Members,
'"Property’Array Index' = 0,
'"Propesty Value' = (some value greater than 2)
7. |[RECELVE Simple-ACK-PDU
8. [VERIFY Group Members = (the value written in step 6), ARRAY INDEX =0
9. IVERIEY Group Member Names = (the value written in step 6), ARRAY INDEX =0
10. VERIFY Present Value = (the value written in step 6), ARRAY INDEX =0
11. VERIFY Group Members = (a BACnetDeviceObjectPropertyReference containing

(Device, Instance number 4194303)), ARRAY INDEX = (some value from 3 through the value written in step
6)
12. VERIFY Group Member Names = (an empty string),
ARRAY INDEX = (some value from 3 through the value written in step 6)
13. VERIFY Present Value ='Access_Result' = PropertyAccessError (PROPERTY, VALUE NOT _INITIALIZED),
ARRAY INDEX = (some value from 3 through the value written in step 6)
14. TRANSMIT WriteProperty-Request,

'Object Identifier' = (the Global Group object being tested),
'"Property Identifier' = Group_Members,
'"Property Value' = (a one-element array containing any valid BACnetDeviceObjectPropertyReference)
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15. RECEIVE Simple-ACK-PDU

16. VERIFY Group Members = 1, ARRAY INDEX =0

17. VERIFY Group Member Names =1, ARRAY INDEX =0
18. VERIFY Present Value =1, ARRAY INDEX =0

19. VERIFY Group Members = (the array written in step 14)
20. TRANSMIT WriteProperty-Request,

'Object Identifier' = (the Global Group object being tested),
'"Property Identifier' = Group_Members,
'"Property Value' = (an array of two or more valid BACnetDeviceObjectPropertyReference values)

21. RECEIVE Simple-ACK-PDU
22. VERIFY Group Members = (the size of the array written in step 20), ARRAY INDEX =0

23. VERI
24. VERIH
25. VERIH
26. TRAN|
'O
'P1
'P1
'P1
27. RECE
28. VERIH
29. VERIH
30. VERIH

7.3.2.13.2
Dependenc
Purpose: 1

size of the
initialized Y
Configurati
Group_Me

Test Concd
decreased §
size of the

are checked.

1. TRAN|
'O
'P1
'P1
'P1
RECE
VERIH
VERIH

Y Group Member Names = (the size of the array written in step 20), ARRAY INDEX =0

Y Present Value = (the size of the array written in step 20), ARRAY INDEX =0

Y Group Members = (the array written in step 20)

SMIT WriteProperty-Request,

bject Identifier' = (the Global Group object being tested),

operty Identifier' = Group_ Members,

operty Array Index'= 0,

operty Value' = (some value between 0 and the size of the array written in step 20)

VE Simple-ACK-PDU

Y Group Members = (the size of the array written in step 26), ARRAY INDEX/= 0

Y Group Member Names = (the size of the array written in step 26), ARRAY INDEX =0
Y Present Value = (the size of the array written in step 26), ARRAY INDEX =0

Resizing Group_Members by Writing Group_Member_Namies Property Test

es: WriteProperty Service Execution Tests, 9.22

his test case verifies that when the size of the Group Meémber Names array is changed by writing to
Group_Members and Present Value arrays change accordingly and any new entries contain the spd
alues. If the Group_Member Names array cannot be written, then this test shall not be performed.

on Requirements: The IUT shall be configured with a Global Group object with a wi
mber Names property.

pt: The Group Member Names array-is set to a certain size. It is then increased by writing the array
y writing the array, increased bytwriting the array and decreased by writing the array size. At each st
(Group Members and Present /Value arrays are verified and the initialized values of the new elements, 1

SMIT WriteProperty-Reguest,

bject Identifier' = (the Global Group object being tested),
operty Identifier'= Group_Member Names,

operty Arrayndex'= 0,

operty Value'= 2

VE Simple*ACK-PDU

Y Group Member Names =2, ARRAY INDEX =0

it, the
cified

itable

size,
ep the
f any,

Y Group Members =2, ARRAY INDEX =0

ARRASNZ A, O

VERIF

Sk wn

AVAR .Y X Lol o)
I TTICUSUVIIU vV aruc — s ANNINAAT TINIJLA U

TRANSMIT WriteProperty-Request,

'Object Identifier' = (the Global Group object being tested),
'"Property Identifier' = Group_Member Names,

'"Property Array Index'= 0,

'"Property Value' = (some value greater than 2)

— = O 00

RECEIVE Simple-ACK-PDU

VERIFY Group Member Names = (the value written in step 6), ARRAY INDEX =0
VERIFY Group Members = (the value written in step 6), ARRAY INDEX =0
VERIFY Present Value = (the value written in step 6), ARRAY INDEX =0
VERIFY Group Member Names = (an empty string),

ARRAY INDEX = (some value from 3 through the value written in step 6)

12. VERIFY Group Members = (Device, Instance number 4194303),
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ARRAY INDEX = (some value from 3 through the value written in step 6)
VERIFY Present Value ='Access Result' = PropertyAccessError (PROPERTY, VALUE NOT INITIALIZED),
ARRAY INDEX = (some value from 3 through the value written in step 6)

TRANSMIT WriteProperty-Request,
'Object Identifier' = (the Global Group object being tested),
'Property Identifier' = Group_Member Names,
'"Property Value' = (an array of one Character String)
RECEIVE Simple-ACK-PDU
VERIFY Group Member Names =1, ARRAY INDEX =0
VERIFY Group_Members = 1, ARRAY INDEX =0
VERIFY Present Value =1, ARRAY INDEX =0

19.
20.

21.
22.
23.
24.
25.
26.

27.
28.
29.
30.

7.3.
Dep

BA(

Pury

ERIFY Group Member Names = (the array written in step 14)

TRANSMIT WriteProperty-Request,

'Object Identifier' = (the Global Group object being tested),

'Property Identifier' = Group_Member Names,

'Property Value' = (an array of two or more Character Strings)
RECEIVE Simple-ACK-PDU
VERIFY Group Member Names = (the size of the array written in step 20), ARRAYANDEX =0
VERIFY Group Members = (the size of the array written in step 20), ARRAY INDEX =0
VERIFY Present Value = (the size of the array written in step 20), ARRAY INDEX = 0
VERIFY Group_Member Names = (the array of Character Strings written instep 20)
TRANSMIT WriteProperty-Request,

'Object Identifier' = (the Global Group object being tested);

'Property Identifier' = Group_Member Names,

'Property Array Index'= 0,

'Property Value' = (some value between 0 and the size of the array written in step 20)
RECEIVE Simple-ACK-PDU
VERIFY Group Member Names = (the size of the array@vritten in step 26), ARRAY INDEX =0
'VERIFY Group Members = (the size of the array written’in step 26), ARRAY INDEX =0
VERIFY Present Value = (the size of the array written in step 26), ARRAY INDEX =0

.14 Group Object Test

endencies: ReadProperty Service ExecutionTests, 9.18; WriteProperty Service Execution Tests, 9.22.

'net Reference Clause: 12.14.

ose: To verify that the Present Value of a Group properly tracks the values of the properties of the obje

up the group.

Test

Concept: The Present~Value of a Group object is read. Each of the object, property combinations that
meg:bership of the Group,is also read. The values are compared to verify that they match. The value of one
me

bers is changed\The Present Value of the Group is read again to verify that it correctly tracks the chang

Con|

val

igurationdRequirements: The IUT shall be configured with a Group object that has at least two member]
groyp membets shall be changeable by the WriteProperty service or some other mechanism provided by the

cts that make

make up the
of the Group
e.

S. One of the
vendor. The

ofthe properties that make up the Group shall remain static for the duration of the test except for chapges made as
part|of’the test procedure.

Test

1.

2.

3.

Steps:

TRANSMIT ReadProperty-Request,
'Object Identifier' = (the Group object being tested),
'"Property Identifier' =  List Of Group Members
RECEIVE ReadProperty-ACK,
'Object Identifier' = (the Group object being tested),
'"Property Identifier' = List Of Group Members,
'"Property Value' = (any valid list of group members)
TRANSMIT ReadProperty-Request,
'Object Identifier' = (the Group object being tested),
'Property Identifier'=  Present Value
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4. RECEIVE ReadProperty-ACK,
'Object Identifier' = (the Group object being tested),
'"Property Identifier'=  List Of Group Members,
'Property Value'= (any valid set of values consistent with the properties that make up the group)
5. REPEAT X = (each object, property combination returned in the List Of Group Members in step 2) DO {
VERIFY X = (the same value that was returned for this group member in step 4)}
6. IF (a property value of a group member is changeable) THEN
IF (the changeable group member property value is writable) THEN
. WRITE (the writable property that is a member of the group) = (a value different from its
current value)
ELSE
MAKE (the changeable group member property value different from its current value)
7.  WAIT|Internal Processing Fail Time
8. TRANSMIT ReadProperty-Request,
'Opject Identifier' = (the Group object being tested),
'Pfoperty Identifier'=  Present Value
9. RECE]VE ReadProperty-ACK,
'Opject Identifier' = (the Group object being tested),
'Poperty Identifier' = List Of Group Members,
'Pgoperty Value'= (the same set of values received in step 4 except for the valye ‘changed in step 6)
10. REPEAT X = (each object, property combination returned in the List Of Group Members in step 2) DO {
VERIFY X = (the same value that was returned for this group member in step\9)}

7.3.2.15 Life Safety Point Object Tests

7.3.2.15.1 | Tracking Value Test

Dependencfes: ReadProperty Service Execution Tests, 9.18.
BAChnet Rdference Clause: 12.15.5.

Purpose: Tp verify that the Present Value and Tracking ‘\Value properties of a Life Safety Point object track when the
object is infa NORMAL state. This test can be omitted\when the optional Tracking Value property is not supported.

Test Steps:

1. MAKH (Present_Value have a value £such that x corresponds to a NORMAL state)
2. VERIHY Tracking Value = Presenf Value
3. MAKEH (Present Value have a yalue x such that x corresponds to a NORMAL state but different from the previpus

value)
4. VERIHY Tracking Value &PRresent Value

7.3.2.15.2 | Out_Of Seryicé, Status_Flags, and Reliability Tests

Tests to vdrify the fungtionality of the Out Of Service property and the links between Status Flags, Reliability, and
Out_Of Service are-eovered in 7.3.1.1.

7.3.2.15.3 | Intrinsic Reporting Tests

Tests to verTfy TMITINSIC TepoOrting capavititics for Life Safety POint 0bjects are covered i 8.4-8-
7.3.2.15.4 Mode Tests

Tests to verify reporting capabilities for Life Safety Point objects when the Mode property changes are covered in 8.4.8.
7.3.2.16 Life Safety Zone Object Tests

7.3.2.16.1 Tracking Value Test

Dependencies: ReadProperty Service Execution Tests, 9.18.

BAChnet Reference Clause: 12.16.5.
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Purpose: To verify that the Present Value and Tracking Value properties of a Life Safety Zone object track when the
object is in a NORMAL state. This test can be omitted when the optional Tracking Value property is not supported.

Test Steps:

—_

MAKE (Present Value have a value x such that x corresponds to a NORMAL state)
2. VERIFY Tracking Value = Present Value

w

value)
4. VERIFY Tracking Value = Present Value

Out| Of Service are covered in 7.3.1.1.
7.3.2.16.3 Intrinsic Reporting Tests
Tests to verify intrinsic reporting capabilities for Life Safety Point objects are covered in 8.4.8.

7.3.2.164 Mode Tests

MAKE (Present_Value have a value x such that x corresponds to a NORMAL state but different from the previous

liability, and

Tests to verify reporting capabilities for Life Safety Point objects when the Mode property changes are covered in 8.4.8.

7.3.2.17 Loop Object Test

7.3.2.17.1 Manipulated_Variable Reference Tracking

Deppndencies: ReadProperty Service Execution Tests, 9.18.
BA(net Reference Clause: 12.17.12.

Purgose: To verify that the property referenced by Manipulated Variable Reference tracks the Present |
Loop object.

Configuration Requirements: The IUT shall be eonfigured so that the control output of the Loop object
remains constant for the duration of the test. If-this is not possible then this test shall be omitted.

Tesf Steps:

1. |TRANSMIT ReadProperty-Réquest,

'Object Identifier' = (the Loop object being tested),
'"Property Identifier'= Manipulated Variable Reference
2. |RECEIVE BACnet-ComplexACK-PDU,

'Object Identifiet! = (the Loop object being tested),
'Property Identifier' = Manipulated Variable Reference,
'"Property-Value' = (any valid object property reference)

3. |TRANSMIT) ReadProperty-Request,

'Objeet Identifier' = (the Loop object being tested),
'Property Identifier' = Priority For Writing

Value of the

being tested

4. |RECEIVE BACnet-ComplexACK-PDU,

Object Identitier — (the Loop object being tested),
'"Property Identifier' = Priority For Writing,
'"Property Value' = (any priority from 1 to 16)

5. TRANSMIT ReadProperty-Request,
'Object Identifier' = (the Loop object being tested),
'Property Identifier'=  Present Value

6. RECEIVE BACnet-ComplexACK-PDU,
'Object Identifier' = (the Loop object being tested),
'Property Identifier' =  Present Value,
'"Property Value'= (any valid value)

7. IF (the manipulated variable reference is commandable) THEN
VERIFY (the manipulated variable reference object),

(the referenced property) = (the Present Value from step 6),
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ELSE

ARRAY INDEX = (the Priority For Writing from step 4)

VERIFY (the manipulated variable reference object),

7.3.2.17.2

(the referenced property) = (the Present Value from step 6)
Controlled_Variable Reference Tracking

Dependencies: ReadProperty Service Execution Tests, 9.18.

BAChnet Reference Clause: 12.17.13.

Purpose: To verify that Controlled Variable Value tracks the property referenced by Controlled Variable Reference.

Configuratjon Requirements: The IUT shall be configured so that the controlled variable value of the Loop objeet

!

tested remafins constant for the duration of the test. If this is not possible then this test shall be omitted.

Test Steps:

1. TRAN|
'O
'P1
2. RECE
'O
'P1
'P1
3. TRAN|
'O
'P1
4. RECE
'O
'P1
'P1
5. VERIH

7.3.2.17.3

Dependenc
BAChnet R4
Purpose: T
Configurati
property sp

the test exc|

Test Steps:

SMIT ReadProperty-Request,
bject Identifier' = (the Loop object being tested),
operty Identifier' = Controlled Variable Reference
VE BACnet-ComplexACK-PDU,
bject Identifier' = (the Loop object being tested),
operty Identifier' = Controlled Variable Reference,
operty Value' = (any valid object property reference)
SMIT ReadProperty-Request,
bject Identifier' = (the Loop object being tested),
operty Identifier' =  Controlled Variable Value
VE BACnet-ComplexACK-PDU,
bject Identifier' = (the Loop object being tested),
operty Identifier' = Controlled Variable Value/
operty Value'= (any valid value)
Y (the controlled variable reference object),

(the referenced property) = (the Controlled- Variable Value from step 4)

Setpoint_Reference Tracking
es: ReadProperty Service Execution Tests, 9.18.

ference Clause: 12.17.16.
verify that Setpoint.tracks the property referenced by Setpoint Reference.
on Requirements: /The Loop object shall be configured to determine the setpoint based on an obje

ecified in the.Setpoint Reference property. This referenced setpoint shall remain constant for the durat
ept as noted in the test steps. If such a control loop cannot be configured this test shall be omitted.

being

t and
ion of

1. TRAN

AT 1D R
OIVITT RTAUTITOPCITYy=INCHUCTSL,

'Object Identifier' = (the Loop object being tested),
'Property Identifier' = Setpoint Reference

2.  RECEIVE BACnet-ComplexACK-PDU,
'Object Identifier' = (the Loop object being tested),
'Property Identifier' = Setpoint_Reference,
'Property Value' = (any valid object property reference)

3. TRAN

SMIT ReadProperty-Request,

'Object Identifier' = (the Loop object being tested),
'"Property Identifier' = Setpoint

4. RECEIVE BACnet-ComplexACK-PDU,
'Object Identifier' = (the Loop object being tested),
'"Property Identifier' = Setpoint,
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'"Property Value' = (any valid value)

VERIFY (the setpoint reference object),
(the referenced property) = (the setpoint from step 4)

IF (the referenced property of the setpoint reference object is writable) THEN

WRITE (the referenced property) = ( a different value)
ELSE

MAKE (the referenced property take on a new value)
VERIFY (the Loop object being tested),

Setpoint = (the new value of the referenced property)

7.3.2.17.4 Intrinsic Reporting Tests

Test
7.3.

7.3.

Test
Out|

7.3.
Dep)

BA(
Pury

Test

3.

7.3.
Test
7.3.
Dep)

BA

Pury

S to verify intrinsic reporting capabilities for Loop objects are covered in 8.4.5.

.18 Multi-state Input Object Test

.18.1 Out_Of Service, Status_Flags, and Reliability Tests

s to verify the functionality of the Out Of Service property and the links between Stafus Flags, Re
| Of Service are covered in 7.3.1.1.

2.18.2 Number_Of States and State_Text

endencies: ReadProperty Service Execution Tests, 9.18.
[net Reference Clauses: 12.18.11 and 12.18.12.
ose: To verify that the size of the State Text array corresponds to the Number Of States.
Steps:
TRANSMIT ReadProperty-Request,
'Object Identifier' = (the Multi-state Input.@bject being tested),

'"Property Identifier' = Number Of States
RECEIVE ReadProperty-ACK,

'Object Identifier' = (the Multi-state-Input object being tested),
'"Property Identifier' = Number Of\ States,
'"Property Value' = (any integer greater than 0)

'VERIFY State Text = (the number, of states from step 2), ARRAY INDEX =0
.18.3  Intrinsic Reporting Tests

s to verify intrinsic reporting for Multi-state Input Objects are covered in 8.4.4.
.18.4  Input Tracking Test

endencies: ReadProperty Service Execution Tests, 9.18.
net Reference Clause: 12.18.4.

ose< 10 verify the ability to track and represent the value of a multi-state input.

liability, and

Con

1guration Kequirements: IThe 1UT shall be coniigured with a multi-state mput that can be external

during the test. If the IUT cannot be configured with such an input, this test shall be omitted.

Test Steps:

1.

REPEAT X = (at least two values meeting the functional range requirements of 7.2.1) DO {
MAKE (the real multi-state input X)
VERIFY Present Value = X

}

7.3.2.18.5 Number_Of_States and State_Text Size Change Test

Dependencies: WriteProperty Service Execution Tests, 9.22
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BAChnet Reference Clauses: 12.18.11 and 12.18.12

Purpose: This test case verifies that when the value of the Number Of States property is changed, the size of the
State Text array is changed accordingly to the same size. If the Number Of States and the size of the State Text arrays
cannot be changed, then this test shall not be performed. If Protocol Revision is not present, or has a value less than 4,
then this test shall not be performed.

Configuration Requirements: The IUT shall be configured with a Multi-state Input object with writable
Number Of States and resizable State Text arrays.

Test Concgpt: Number Of States and the State Text array are set to a certain size. They are then increased by. Writing
the Numbqr Of States, decreased by writing the State Text array, increased by writing the State Text(arraly and
decreased y writing Number Of States.

1. TRANBSMIT WriteProperty-Request,
'Opject Identifier' = (the Multi-state Input object being tested),
'Poperty Identifier' = Number Of States,
'Poperty Value' = 2
RECE]VE Simple-ACK-PDU
VERIHY Number Of States =2
VERIHY State_Text =2, ARRAY INDEX =0
TRANSMIT WriteProperty-Request,
'Opject Identifier' = (the Multi-state Input object being tested),
'Pgoperty Identifier' = Number Of States,
'Property Value' = (some value greater than 2)
RECE]VE Simple-ACK-PDU
VERIHY Number Of States = (the value written in step 5)
VERIHY State Text = (the value written in step 5), ARRAY INDEX =0
TRANSMIT WriteProperty-Request,
'Opject Identifier' = (the Multi-state Input object being tested),
'"Poperty Identifier' = State Text,
'Pfoperty Value' = (State_Text array oflength 2)
10. RECEIVE Simple-ACK-PDU
11. VERIHY Number Of States =2
12. VERIHY State Text=2, ARRAY INDEX =0
13. TRANBMIT WriteProperty-Request,

bl

NS

'Opject Identifier' = (th¢ Multi-state Input object being tested),
'Ptoperty Identifier' = State Text,
'Poperty Value' = (State_Text array of length greater than 2)

14. RECE]VE Simple-ACK-RDU

15. VERIHY Number Of _States = (the length of the array written in step 13)

16. VERIHY State Text =(the length of the array written in step 13), ARRAY INDEX =0
17. TRANSMIT WriteProperty-Request,

'Opject Identifier' = (the Multi-state Input object being tested),
'Popertyddentifier' = Number Of States,
'Property Value' = 2

18. RECE ‘V’E S;lllt}}\.« ACI\ PDU
19. VERIFY State Text = (an array consisting of elements 1 & 2 from the array written in step 13)
20. VERIFY Number Of States =2

7.3.2.19 Multi-State Output Object Test

7.3.2.19.1 Out_Of Service, Status_Flags, and Reliability Tests

Tests to verify the functionality of the Out Of Service property and the links between Status Flags, Reliability, and
Out_Of Service are covered in 7.3.1.1.

7.3.2.19.2 Number_Of_States and State_Text

Dependencies: ReadProperty Service Execution Tests, 9.18.
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BACnet Reference Clauses: 12.19.11 and 12.19.12.
Purpose: To verify that the size of the State Text array corresponds to the Number Of States.
Test Steps:
1. TRANSMIT ReadProperty-Request,
'Object Identifier' = (the Multi-state Output object being tested),

'"Property Identifier' = Number Of States
2. RECEIVE ReadProperty-ACK,

'Object Identifier' = (the Multi-state Output object being tested),
'"Property Identifier' = Number Of States,
'Property Value' = (any integer greater than 0)

3. |VERIFY State Text = (the number of states from step 2), ARRAY INDEX =0

7.3.2.19.3  Prioritized Commands Tests

Tests to verify prioritized commands of Multi-state Output objects are covered in 7.3.1.2 and*7.3.1.3.
7.3.2.19.4 Intrinsic Reporting Tests

Tests to verify intrinsic reporting capabilities for Multi-state Output objects are coyered in 8.4.4.
7.3.2.19.5 Output Tracking Test

Deppndencies: ReadProperty Service Execution Tests, 9.18; WriteProperty‘Service Execution Tests, 9.22.
BA(net Reference Clause: 12.19.4.
Purpose: To verify the ability to represent and implement a physical multi-state output.

Configuration Requirements: The IUT shall be configuredwith a multi-state output that can be observed dyring the test.
If the IUT cannot be configured with such an output, thi§’test shall be omitted.

Test Steps:

1. [REPEAT X = (all values meeting the fungtional range requirements of 7.2.1) DO {
WRITE Present_ Value =X

VERIFY Present Value =X

CHECK (verify that the qutput is X)

}
7.3.2.19.6 Number_Of-States and State_Text Size Change Test

Depgndencies: WriteProperty Service Execution Tests, 9.22
BA(net Referenge Clauses: 12.19.11 and 12.19.12

Tesf Steps:

Tests (toy verify the Number Of States value and State Text array size of Multi-state Output objects afe defined in
7.3. 27155 RuUn U TesIS USINE @ MUulti=state Omput object.

7.3.2.20 Multi-State Value Object Test

7.3.2.20.1 Out_Of Service, Status_Flags, and Reliability Tests

Tests to verify the functionality of the Out Of Service property and the links between Status Flags, Reliability, and
Out Of Service are covered in 7.3.1.1.

7.3.2.20.2 Number_Of States and State_Text

Dependencies: ReadProperty Service Execution Tests, 9.18.

BAChnet Reference Clause: 12.20.10 and 12.20.11.
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Purpose: To verify that the size of the State Text array corresponds to the Number Of States.

Test Steps:

1. TRANSMIT ReadProperty-Request,
'Object Identifier' = (the Multi-state Value object being tested),
'"Property Identifier' = Number Of States

2. RECEIVE ReadProperty-ACK,

'Object Identifier' = (the Multi-state Value object being tested),
'"Property Identifier' = Number Of States,
'"Property Value' = (any integer greater than 0)

3. VERIHY State Text = (the number of states from step 2), ARRAY INDEX =0

7.3.2.20.3
Tests to vel
7.3.2.20.4
Tests to vel
7.3.2.20.5

Dependenc
BAChnet Reg
Test Steps:

Tests to vq
7.3.2.15.5.

7.3.2.21

7.3.2.21.1

Dependenc
Initiation T

BAChnet Rd

Purpose: T
when initia

Test Concd
object that
change fro
from FAU
notification
failure.

Prioritized Commands Tests

ify prioritized commands of Multi-state Value objects are covered in 7.3.1.2 and 7.3.1.3.
Intrinsic Reporting Tests

ify intrinsic reporting capabilities for Multi-state Value objects are covered in 8.4.2.
Number_Of_States and State_Text Size Change Test

es: WriteProperty Service Execution Tests, 9.22

ference Clauses: 12.20.10 and 12.20.11

rify the Number Of States value and State Text array sizé of Multi-state Value objects are defir
Run the tests using a Multi-state Value object.

Notification Class Object

Priority Tests

es: ConfirmedEventNotification Service'iInitiation Tests, 8.4; UnconfirmedEventNotification S
ests, 8.5; ReadProperty Service ExecutionsTests, 9.18; WriteProperty Service Execution Tests, 9.22.

ference Clause: 12.21.6.

p verify that the IUT impléments the functionality of the Priority property of the Notification Class
ling even notifications.

pt: The TD will select one instance of the Notification Class object and one instance of an event-geng
is linked to it. Fhe/properties of the event-generating object will be manipulated to cause the Event S
m NORMAI:-t0. OFFNORMAL, from OFFNORMAL back to NORMAL, from NORMAL to FAULT
[ T back €0)NORMAL. For each state transition the appropriate use of priority in the resulting
will bé&wyerified. It must be possible to trigger the events of this test or the test result is considered t

ed in

Ervice

bbject

rating
ate to
", and
event

be a

Configurat

on Requirements: 1he TUT shall b€ conligured with one or more mstance ol the INotirication LIass obje

ct and

at least one event-generating object that is linked to the Notification Class object. The event-generating object may be
any object that supports intrinsic reporting or it may be an Event Enrollment object. The Notification Class object shall
be configured with separate, distinct Priority values for TO-OFFNORMAL, TO-NORMAL, and TO-FAULT transitions.
All Event_Enable bits shall be set to TRUE. The referenced event-triggering property shall be set to a value that results in
a NORMAL condition.

In the test description below, “X” is used to designate the event-triggering property.

Test Steps:

1. WAIT

(Time_Delay + Notification Fail Time)

2. VERIFY Event State = NORMAL

70
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IF (X is writable) THEN

WRITE X = (a value that is OFFNORMAL)
ELSE

MAKE (X have a value that is OFFNORMAL)
WAIT (Time Delay)
BEFORE Notification Fail Time

RECEIVE ConfirmedEventNotification-Request,

'"Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the event-generating object configured for this test),
'"Time Stamp' = (any valid time stamp),

'Notification Class' = (the class corresponding to the object being tested),
'Priority' = (the value configured to correspond to a TO-OFFNORMA/
'Event Type' = (any valid event type),

'Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'"To State' = OFFNORMAL,

'Event Values' = (values appropriate to the event type)

'VERIFY Event State = OFFNORMAL
IF (X is writable) THEN
WRITE X = (a value that is NORMAL)
ELSE
MAKE (X have a value that is NORMAL)
WAIT (Time Delay)
BEFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,

L transition),

'Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the event-generating object configured for this test),
'"Time Stamp' = (any-valid time stamp),

'Notification Class' = (the class corresponding to the object being tested),
"Priority' = (the value configured to correspond to a TO-NORMAL transition),
'Event Type' = (any valid event type),

"Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = OFNORMAL,

'"To State' = NORMAL,

'Event Values'= (values appropriate to the event type)

VERIFY Event State=NORMAL
IF (the event-triggering object can be placed into a fault condition) THEN {
MAKE (the event-triggering object change to a fault condition)
WAIT (Time Delay)
BEFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,
"Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

LA arayN +1d fa | Lila + 41 1 % £ J_£ tlosc tact)
Event-Objeettdentifter {the-event-generating-objeet-eonfigured-for-thistest);
'Time Stamp' = (any valid time stamp),

"Notification Class' = (the class corresponding to the object being tested),
"Priority’ = (the value configured to correspond to a TO-FAULT transition),
'Event Type' = (any valid event type),

"Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'To State' = FAULT,

'Event Values' = (values appropriate to the event type)

VERIFY Event State = FAULT
MAKE (the event-triggering object change to a normal condition)
WAIT (Time Delay)

© 1SO 2009 - All rights reserved
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18. BEFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the event-generating object configured for this test),
'Time Stamp' = (any valid time stamp),
Notification Class' = (the class corresponding to the object being tested),
"Priority’' = (the value configured to correspond to a TO-NORMAL transition),
'Event Type' = (any valid event type),
"Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State" = FAULT,
'"To State' = NORMAL,
'Event Values' = (values appropriate to the event type)
19. VERIFY Event State = NORMAL

Notes to Tester: The UnconfirmedEventNotification service may be substituted for the ConfirmedEventNotification
service. The 'Message Text' parameter is omitted in the test description because it is optional."The IUT may inclfide this
parameter ip the notification messages.

7.3.2.21.2 | Ack _Required Tests

These tests|verify that the values of the Notification Class' Ack Required property are properly reflected in the issuance
of event nofification messages.

7.3.2.21.2.1 Ack_Required False Test

Dependencfes: ConfirmedEventNotification Service Initiation Tests," 8.4; UnconfirmedEventNotification Sprvice
Initiation Tfests, 8.5; ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BAChnet Rdference Clause: 12.21.7.

Purpose: Tp verify that if the Ack Required property indicates that event notifications do not require acknowledgment,
then the AckRequired parameter of the notificationr message conveys that fact. If the IUT does not syipport
unacknowledged event notifications this test shall-be omitted.

Test Concgpt: The TD will select one instanice 0f the Notification Class object and one instance of an event-gendrating
object that [is linked to it. The properties(of the event-generating object will be manipulated to cause the Event State to
change from NORMAL to OFFNORMAL, from OFFNORMAL back to NORMAL, from NORMAL to FAULT, and
from FAULT back to NORMAL. (For each state transition the appropriate value for the 'AckRequired' paramgter is
verified.

Configuratfon Requirement$: The configuration requirements are identical to those in 7.3.2.20.1 except for an add{tional
requiremenft that the value of the Ack Required property shall be B'000' indicating that no acknowledgments are

required.

Test Steps:

The test stepsare mdemticatto-those 737226 with theadditiomat constramt that the 'Auchquiwd' parantcter shall be
FALSE in all event notification messages.

Notes to Tester: The UnconfirmedEventNotification service may be substituted for the ConfirmedEventNotification
service. The 'Message Text' parameter is omitted in the test description because it is optional. The IUT may include this
parameter in the notification messages.

7.3.2.21.2.2 Ack_Required True Test

Dependencies: ConfirmedEventNotification Service Initiation Tests, 8.4; UnconfirmedEventNotification Service
Initiation Tests, 8.5; ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BAChnet Reference Clause: 12.21.7.
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Purpose: To verify that if the Ack Required property indicates that event notifications require acknowledgment, then the
AckRequired parameter of the notification message conveys that fact. If the [UT does not support acknowledged event
notifications this test shall be omitted.

Test Concept: The TD will select one instance of the Notification Class object and one instance of an event-generating
object that is linked to it. The properties of the event-generating object will be manipulated to cause the Event State to
change from NORMAL to OFFNORMAL, from OFFNORMAL back to NORMAL, from NORMAL to FAULT, and
from FAULT back to NORMAL. For each state transition the appropriate value for the 'AckRequired' parameter is
verified.

Configuration Requirements: The configuration requirements are identical to those in 7.3.2.20.1 except for an additional

reqy
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Steps: The test steps are identical to those in 7.3.2.20.1 with the additional constraint that\the '/
meter shall be TRUE in all event notification messages.

s to Tester: The UnconfirmedEventNotification service may be substituted for theé{€onfirmedEv

ce. The 'Message Text' parameter is omitted in the test description because it is opfienal. The IUT m
meter in the notification messages.

2.21.3  Recipient_List Tests

test cases defined in this clause verify the correct processing of the variotis parameters of the BACn
es in the Recipient List property.

.21.3.1 ValidDays Test

endencies:  ConfirmedEventNotification Service Initiation . TFests, 8.4; UnconfirmedEventNotifica
htion Tests, 8.5; ReadProperty Service Execution Tests; 9.18; WriteProperty Service Execution

eSynchronization Service Execution Tests, 9.30.
net Reference Clause: 12.21.8.

ose: To verify the operation of the Valid Days parameter of a BACnetDestination as used in the Rl
erty of the Notification Class object.

Concept: The TD will select one instance of the Notification Class object and one instance of an eve
ct that is linked to it. The Recipient’ List of the Notification Class object shall contain a single recip
d Days parameter configured Soythat at least one day is TRUE and at least one day is FALSE. The pro
t-generating object will be (maiiipulated to cause the Event State to change from NORMAL to OFFN(
r verifies that if the local date is one of the valid days a notification message is transmitted and the if log
id day then no notificatron message is transmitted.

Conlffiguration Requirements: The IUT shall be configured with one or more instance of the Notification Cla
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object that supports intrinsic reporting or it may be an Event Enrollment object. The event-generating
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rating\object shall be configured to be in a NORMAL event state at the start of the test. The Notification
be-configured with a single recipient in the Recipient List. The Valid Days parameter shall be configu
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parameter shall be configured for the recipient to receive notifications for all event transitions.

In the test description below, “X” is used to designate the event-triggering property.

Test Steps:

1.

(TRANSMIT TimeSynchronization-Request,

e Transitions

'"Time' = (any time within the window defined by From Time and To Time in the BACnet Destination that

corresponds to one of the valid days)) |

MAKE (the local date and time = (any time within the window defined by From Time and To Time in the

BAChnetDestination that corresponds to one of the valid days))
WAIT (Time Delay + Notification Fail Time)
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3. VERIFY Event State= NORMAL
4. IF (X is writable) THEN

WRITE X = (a value that is OFFNORMAL)
ELSE

MAKE (X have a value that is OFFNORMAL)
WAIT (Time Delay)
6. BEFORE Notification Fail Time

RECEIVE ConfirmedEventNotification-Request,

(9}

'"Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the event-generating object configured for this test),
"Time Stamp' = (the current local time),

'Notification Class' = (the class corresponding to the object being tested),
'Priority' = (the value configured to correspond to a TO-OFFNORM Adiitransifion),
'Event Type' = (any valid event type),

'Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'To State' = OFFNORMAL,

'Event Values' = (values appropriate to the event type)

7. VERIHY Event State = OFFNORMAL
8. (TRANSMIT TimeSynchronization-Request,
'"Time' = (any time within the window defined by From Time and To time(in the BACnet Destination that
corresponds to one of the invalid days)) |
MAKH (the local date and time = (any time within the window defined by<From Time and To Time in the
BAChnetDestination that corresponds to one of the invalid days))
9. [IF (X ik writable) THEN
WRITE X = (a value that is NORMAL)
ELSE
MAKE (X have a value that is NORMAL)
10. WAIT|(Time_Delay + Notification Fail Time)
11. CHECK (verify that no notification message was transmitted)

Notes to Tester: The UnconfirmedEventNotification service may be substituted for the ConfirmedEventNotification
service. The 'Message Text' parameter is omitted-in the test description because it is optional. The IUT may inclfide this
parameter ip the notification messages.

7.3.2.21.3.2 FromTime and ToTime Test

Dependencfes:  ValidDays Testy™ 7.3.2.21.3.1; ConfirmedEventNotification Service Initiation Tests, | 8.4;
Unconfirm¢dEventNotification  Service Initiation Tests, 8.5; ReadProperty Service Execution Tests, |9.18;
TimeSynchronization Service Execution Tests, 9.30.

BAChnet Rdference Clause<12.21.8.

Purpose: Tp verify:the operation of the From Time and To Time parameters of a BACnetDestination as used n the
Recipient_List property of the Notification Class object.

Test Conc pt. Fhe—case—where-thetocatdate—and-time—fat-withimthe—window—definmed 1u_y theFromFme—and—Fo' Time
parameters is covered by the ValidDays test in 7.3.2.21.3.1. This test uses the same IUT configuration and sets the local
time to a value that is one of the ValidDays but outside of the window defined by the From Time and To Time
parameters. The objective is to verify that an event notification message is not transmitted when the event is triggered.

Configuration Requirements: The configuration requirements are identical to the requirements in 7.3.2.21.3.1.
Test Steps:
1. (TRANSMIT TimeSynchronization-Request,
'"Time' = (any time outside the window defined by From Time and To Time in the BACnet Destination that

corresponds to one of the valid days)) |
MAKE (the local date and time = (any time outside the window defined by From Time and To Time in the
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ISO 16484-

BAChnetDestination that corresponds to one of the valid days))

WAIT (Time Delay + Notification Fail Time)
VERIFY Event State = NORMAL
IF (X is writable) THEN

WRITE X = (a value that is OFFNORMAL)
ELSE

MAKE (X have a value that is OFFNORMAL)
WAIT (Time Delay + Notification Fail Time)
CHECK (verify that no notification message was transmitted)

IssueConfirmedNotifications Test

6:2009(E)
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endencies: ConfirmedEventNotification Service Initiation Tests, 8.4; UnconfirmedEventNotifica
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leas
noti

gured with Issue Confirmed Notifications equal to FALSE., The Valid Days parameter shall be configy|
one day of the week has a value of TRUE. The Transitionis parameter shall be configured for the recipi
fications for all event transitions. The local date and time shall be configured to be within the windoy

Fromn Time and To Time on one of the ValidDays.
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ne test description below "X;" and "X," are used to designate the event-triggering property linked
cts "N;" and "N," respectively.

Steps:

VERIFY (the event-generatingobject linked to N;), Event_State = NORMAL
VERIFY (the event-generating object linked to N,), Event_State = NORMAL
WAIT (Time Delay + Notification Fail Time)
IF (X, is writable) THEN
WRITE X, £¢a*value that is OFFNORMAL)
ELSE
MAKE (X a value that is OFFNORMAL)
'WAIT (Time' Delay)
BEFORE-Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,

ion Service
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UT does not
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'"Process Identifier' = (any valid process ID),
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'Event Object Identifier' = (the event-generating object linked to N),

'"Time Stamp' = (the current local time),

'Notification Class' = (the class corresponding to the object being tested),

'Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),
'Event Type' = (any valid event type),

"Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'To State' = OFFNORMAL,

'Event Values' =
IF (X, is writable) THEN
WRITE X, = (a value that is OFFNORMAL)

(values appropriate to the event type)
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ELSE

MAKE (X; a value that is OFFNORMAL)

8. WAIT

(Time Delay)

9. BEFORE Notification Fail Time
RECEIVE UnconfirmedEventNotification-Request,

Notes to Tg
performed

and unconfirmed notifications. The 'Message Text' parameter is omitted in the test deseription because it is optio1

IUT may in
7.3.2.21.3.4
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In the test d

'Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the event-generating object linked to Ny),

'"Time Stamp' = (the current local time),

'Notification Class' = (the class corresponding to the object being tested),
"Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),
'Event Type' = (any valid event type),

'Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'"To State' = OFFNORMAL,

'Event Values' = (values appropriate to the event type)

ster: If the Recipient List is writable and the Issue Confirmed Notifications can be changed then this teg
1sing only one Notification Class object by writing to the Recipient List in order fo change between co

clude this parameter in the notification messages.
Transitions Test

es: ConfirmedEventNotification Service Initiation Tests, 8.4% UnconfirmedEventNotification S
ests, 8.5; ReadProperty Service Execution Tests, 9.18; WriteRroperty Service Execution Tests, 9.22.

ference Clause: 12.21.8.
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pt: The IUT is configured such that the Transitions parameter indicates that some event transitions
vent notification and some are not. Eaclizevent transition is triggered and the IUT is monitored to verif
messages are transmitted only for those'transitions for which the Transitions parameter has a value of T

on Requirements: The IUT shall be configured with one or more instance of the Notification Class obje

event-generating object that 45 linked to the Notification Class object. The event-generating object
that supports intrinsic reperting or it may be an Event Enrollment object. The event-generating objec
vent Enable property-configured to transmit notification messages for all event transitions. The
bbject shall be configured to be in a NORMAL event state at the start of the test. The Notification Class
hfigured with a.Single recipient in the Recipient List. The Transitions parameter shall be configured
LUE for either the TO-OFFNORMAL transition or the TO-NORMAL transition and the other event trar]
n value of EALSE. The local time shall be configured such that it represents one of the valid days
pcified by-Frfom Time and To Time.
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escription below, “X” is used to designate the event-triggering property.

1. VERIFY Event State = NORMAL

2. WAIT
3. IF(Xi
s

ELSE

(Time Delay + Notification Fail Time)
s writable) THEN
RITE X = (a value that is OFFNORMAL)

MAKE (X have a value that is OFFNORMAL)

4. WAIT

(Time_Delay)

5. BEFORE Notification Fail Time

IF

76

(the Transitions bit corresponding to the TO-OFFNORMAL transition is TRUE) THEN
RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
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'Event Object Identifier' = (the event-generating object configured for this test),
'"Time Stamp' = (the current local time),
'Notification Class' = (the class corresponding to the object being tested),
'Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),
'Event Type' = (any valid event type),
'Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State' = NORMAL,
'To State' = OFFNORMAL,
'Event Values' = (values appropriate to the event type)
ELSE
CHECK (veritfy that the IUT did not transmit an event notification message)
6. |VERIFY Event State = OFFNORMAL
7. |IF (X is writable) THEN
WRITE X = (a value that is NORMAL)
ELSE
MAKE (X have a value that is NORMAL)
8. |WAIT (Time Delay)
9. |BEFORE Notification Fail Time
IF (the Transitions bit corresponding to the TO-NORMAL transition is TRUE) THEN
RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the event-generating object configured for this test),
'"Time Stamp' = (the current local time),
'Notification Class' = (the class corresponding to the object being tested),
'Priority' = (the value configured to correspond to a TO-NORMAL trapsition),
'Event Type' = (any valid event type),
'Notify Type' = EVENT |ALARM,
'AckRequired' = TRUEPFALSE,
'From State' = OFFNORMAL,
'To State' = NORMAL,
'Event Values' = (values appropriate to the event type)
ELSE
CHECK (verify that the IUT \did not transmit an event notification message)
10. [VERIFY Event_State = NORMAL
11. |IF (the event-triggering objectcan be placed into a fault condition) THEN {
MAKE (the event-triggering object change to a fault condition)
WAIT (Time Delay)
BEFORE Notification Fail Time
IF (the Tranmsitions bit corresponding to the TO-FAULT transition is TRUE) THEN
RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the event-generating object configured for this test),
'"Time Stamp' = (the current local time),
'Notification Class' = (the class corresponding to the object being tested),
Priority— tthe—~vatue-confrgured-to-eorrespondto-a—F+O-FABETFtransition),
'Event Type' = (any valid event type),
'Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State' = NORMAL,
'To State' = FAULT,
'Event Values' = (values appropriate to the event type)

ELSE
CHECK (verify that the IUT did not transmit an event notification message)
VERIFY Event State = FAULT

}
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Notes to Tester: The UnconfirmedEventNotification service may be substituted for the ConfirmedEventNotification
service. The 'Message Text' parameter is omitted in the test description because it is optional. The IUT may include this
parameter in the notification messages.

7.3.2.22 Program Object Tests

The Program object makes parameters of a custom program network visible. Since BACnet does not define the
functionality of the program there are no standard tests to verify this functionality.

7.3.2.23 Schedule Object Tests

The Schedule object has no properties required to be writable or otherwise configurable. The following tests are designed
to be performed on such a Schedule object. However, if the Schedule object is in any way configurable it shall be
configured [to accommodate as many of the following tests as is possible for the implementation. If it is impossible to
configure the IUT in the manner required for a particular test that test shall be omitted. If the IUT support§ Schedule
objects thaf can write outside the device this shall be demonstrated in one of the Schedule tests.

Tests of th¢ Schedule object center upon observing the write operations scheduled to occur at specific’dates and fimes,
verified byfreading the Schedule object's Present Value property. For the test to be performed in a.r¢asonable amopnt of
time it is ngcessary to be able to alter settings of the device's clock and calendar.

For each tpst using a scheduled write operation, a date and time ("Date") for the write operation is determined
beforehand{ Tables 7-1 through 7-9 give the criteria for the Dates, designated D, D,, and“so on, to be used in the tests.
Dates meetng these criteria may be chosen from existing schedules, or a schedule may,be developed by the manufacturer
to meet thepe criteria.

Associated| with each Date D, is a value V,, which is the value associatéd with the time member of Date |n the
BAChnetTitheValue pair. V,, may take on any primitive datatype.
7.3.2.23.1 | Effective Period Test

Dependencjes: ReadProperty Service Execution Tests, 9.18; TimeSynchronization Service Execution Tests, 9.30.
BACnet Rdference Clause: 12.24.6.
Purpose: T¢ verify that Effective Period controls the range of dates during which the Schedule object is active.

Test Concgpt: Two Date values are chosen by the”/TD based on the criteria in Table 7-1 such that one is outside of the
Effective Heriod and the other corresponds to.a known scheduled state inside the Effective Period. The IUT's locdl date
and time afe changed between these datéshand the Present Value property is monitored to verify that write operptions
occur only within the Effective Period(

Configuratifon Requirements: TheAUT shall be configured with a schedule object such that the time periods defifed in
Table 7-1 Have uniquely scheduled values. The local date and time shall be set such that the Present Value property has a

value other|than V.

Table 7-1. Criteria for Effective Period Test Dates and Values

Date: || Criteria: Value:

D, 1ADate occurs during Effective Period, and A\
27 Date is active either in Weekly Schedule or Exception Schedule.

D, I. Date does not occur during Eftective Period, and V, different from V.
2. Date is active either in Weekly Schedule or Exception Schedule.

Test Steps:

1. VERIFY Present Value = (any value other than V)

2. (TRANSMIT TimeSynchronization-Request, 'Time' = D;) | MAKE (the local date and time = D))
3. WAIT Schedule Evaluation Fail Time

4. VERIFY Present Value =V,

5. (TRANSMIT TimeSynchronization-Request, 'Time' = D,) | MAKE (the local date and time = D,)
6. WAIT Schedule Evaluation Fail Time

7. VERIFY Present Value =V,

78 © ISO 2009 — All rights reserved


https://standardsiso.com/api/?name=a7e655b0be2e5297f0aba36b85fe4d40

7.3.2.23.2

Weekly Schedule Property Test

ISO 16484

-6:2009(E)

Dependencies: ReadProperty Service Execution Tests, 9.18; TimeSynchronization Service Execution Tests, 9.30.

BAChnet Reference Clause: 12.24.7.

Purpose: To verify that Weekly Schedule contains distinguishable schedules for each day of the week, and that a day's
entire schedule can be executed.

Test Concept: The IUT's local date and time are changed sequentially to represent each day of the week as shown in
Table 7-2. The Present Value property is monitored to verify that write operations occur for each separately scheduled

day.

Configuration Requirements: The IUT shall be configured with a schedule object containing a weekly s

sevd
that
can

Table 7-2. Criteria for Weekly Schedule Test Dates and Values

thedule with

n distinguishable daily schedules meeting the requirements of Table 7-2. The local date and time shalll be set such
the Present Value property has a value other than V. If no schedule exists that meets these\requireme
be configured, this test shall be omitted.

nts and none

Date: | Criteria: Value:
D, 1. Date occurs during Effective Period, A\
2. Date occurs on a Monday, and
3. Date is not active in Exception Schedule.
D, 1. Date occurs during Effective Period, V, is different from V.
2. Date occurs on a Tuesday, and
3. Date is not active in Exception Schedule.
D, 1. Date occurs during Effective Period, V; is different frpm V,.
2. Date occurs on a Wednesday, and
3. Date is not active in Exception Schedule.
D, 1. Date occurs during Effective Period, V, is different frpm Vs.
2. Date occurs on a Thursday, and
3. Date is not active in Exception Schedule.
D 1. Date occurs during Effective Petiod, V; is different fipm V.
2. Date occurs on a Friday, and
3. Date is not active in Exception Schedule.
D 1. Date occurs during Effective Period, Vs is different frpm V.
2. Date occurs on a Saturday, and
3. Date is not activg inException _Schedule.
D, 1. Date occurs dusing Effective Period, V; is different fripm V.
2. Date occurS-enra Sunday, and
3. Date is not'active in Exception Schedule.
Test Steps:
1. |VERIF¥-Rresent Value = (any value other than V)
2. |(TRANSMIT TimeSynchronization-Request, 'Time' = D;) | MAKE (the local date and time = D))
3. [WAIT Schedule Evaluation Fail Time
4. ‘VYERIF‘IY Pl CbUlll_‘VYdIUC - ‘V’]
5. (TRANSMIT TimeSynchronization-Request, 'Time' = D,) | MAKE (the local date and time = D,)
6. WAIT Schedule Evaluation Fail Time
7. VERIFY Present Value =V,
8. (TRANSMIT TimeSynchronization-Request, 'Time' = D;) | MAKE (the local date and time = D3)
9. WAIT Schedule Evaluation Fail Time
10. VERIFY Present Value = V;
11. (TRANSMIT TimeSynchronization-Request, 'Time' = D,) | MAKE (the local date and time = D)
12. WAIT Schedule Evaluation Fail Time
13. VERIFY Present Value =V,
14. (TRANSMIT TimeSynchronization-Request, 'Time' = Ds) | MAKE (the local date and time = Ds)
15. WAIT Schedule Evaluation Fail Time
16. VERIFY Present Value = V;
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17. (TRANSMIT TimeSynchronization-Request, 'Time' = D) | MAKE (the local date and time = D)
18. WAIT Schedule Evaluation Fail Time
19. VERIFY Present Value = Vg
20. (TRANSMIT TimeSynchronization-Request, 'Time' = D;) | MAKE (the local date and time = D;)
21. WAIT Schedule Evaluation Fail Time
22. VERIFY Present Value =V,
23. REPEAT X = (the time portion of the BACnetTimeValue entries for one of the daily schedules in Table 7-2) DO {
(TRANSMIT TimeSynchronization-Request, 'Time' = X) | MAKE (the local date and time = X)
WAIT Schedule Evaluation Fail Time
VERIFY Present Value = (the scheduled value corresponding to time X)
}
7.3.2.23.3 | Exception_Schedule Property Tests
If the IUT[cannot be suitably configured to perform one or more of the tests in this clause it shall be~omitted. The
inability to| make such a configuration may be due to an absent or immutable Exception_Schedule property, to limited
numbers of|available BACnetSpecialEvents in the Exception_Schedule, or to the unavailability of Calendar objects.
7.3.2.23.3.1 Calendar Reference Test
Dependencjes: ReadProperty Service Execution Tests, 9.18; TimeSynchronization Service Execution Tests, 9.30.
BAChnet Rdference Clause: 12.24.8.
Purpose: T¢ verify that a date appearing in a referenced Calendar object enables the'referencing Schedule object.
Test Concdpt: The IUT's local date and time are changed to values that are Selected by the TD based on the crit¢ria in
Table 7-3. The value of the Present Value property is monitored to verify.that the scheduled write operations occur
Configuratfon Requirements: The IUT shall be configured to contain a Schedule object that references a Calendar pbject
with a non{fempty Date List. The criteria for the dates used are given in Table 7-3. The local date and time shall pe set
such that the Present Value property has a value other than V-,
Table 7-3. Criteria for Calendar Reference Dates and Values
Date || Criteria Value
D, 1. Date occurs during Effective Period, A\
2A. BACnetSpecialEvent references Calendar object via calendarReference,
2B. Date appears in that Calendar's Date List property, and
2C. Higher eventPriority than any other coincident BACnetSpecialEvents.
D, 1. Date occurs during Effective Period, and Other than V,
2. Date does not appear in‘any BACnetSpecialEvents, and
3. Date occurs on the€)same date as, but with time following, an entry in a
BAChnetDailtySchédule in the referencing Schedule object.
Test Steps:
1. VERIHY Presenf Value = (any value other than V)
2. (TRANSMIT 'TimeSynchronization-Request, 'Time' = D) | MAKE (the local date and time = D)
3. WAIT|Schedule Evaluation Fail Time
4. VERIFY Present Value =V,
5. (TRANSMIT TimeSynchronization-Request, 'Time' = D,) | MAKE (the local date and time = D,)
6. WAIT Schedule Evaluation Fail Time
7. VERIFY Present_Value = (any value other than V,,
7.3.2.23.3.2 Calendar Entry Date Test
Dependencies: ReadProperty Service Execution Tests, 9.18; TimeSynchronization Service Execution Tests, 9.30.
BAChet Reference Clause: 12.24.8.
Purpose: To verify that a specified date appearing in an Exception_Schedule enables the referencing Schedule object.
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Test Concept: The IUT's local date and time are changed to values that are selected by the TD based on the criteria in
Table 7-4. The value of the Present Value property is monitored to verify that the scheduled write operations occur.

Configuration Requirements: The IUT shall be configured to contain a Schedule object with an Exception Schedule
containing a BACnetCalendarEntry with a specific date. The criteria for the dates used in the test are given in Table 7-4.
The local date and time shall be set such that the Present Value property has a value other than V. This test shall not be
performed if the Protocol Revision property is present in the Device object and has a value of 4 or greater.

Table 7-4. Criteria for Calendar Entry Date Test Dates and Values
Date | Criteria Value
D, 1. Date occurs during Effective Period, V,
2A. BACnetSpecialEvent incorporates calendarEntry: Date,
2B. Date matches calendarEntry: Date, and
2C. Higher eventPriority than any coincident BACnetSpecialEvents.
D, 1. Date occurs during Effective Period, and Otherthan V,
2. Date does not appear in any BACnetSpecialEvents, and
3. Date occurs on the same date as, but with time following, an entry in a

BAChnetDailtySchedule in the referencing Schedule object.

Test Steps:

VERIFY Present Value = (any value other than V)

(TRANSMIT TimeSynchronization-Request, 'Time' = D;) | MAKE (the{local date and time = D)
'WAIT Schedule Evaluation Fail Time

VERIFY Present Value = V;

(TRANSMIT TimeSynchronization-Request, 'Time' = D,) | MAKE (the local date and time = D)
'WAIT Schedule Evaluation Fail Time

VERIFY Present_Value = (any value other than V

N NoLuEw -

3.2.23.3.3 Calendar Entry DateRange Test

Deppndencies: ReadProperty Service Execution Tests, 9.18; TimeSynchronization Service Execution Tests, §.30.
BA(net Reference Clause: 12.24.8.
Purpose: To verify that a date appearing-in an Exception_Schedule's date range enables the referencing Scheglule object.

Tesf Concept: The IUT's local date and time are changed to values that are selected by the TD based on the criteria in
Table 7-5. The value of the Present Value property is monitored to verify that the scheduled write operationg occur.

Conffiguration Requirements! The IUT shall be configured to contain a Schedule object with an Exception_Schedule
contpining a BACnetCalendarEntry with a date range. The criteria for the dates used in the test are given |n Table 7-5.
Theflocal date and time’shall be set such that the Present Value property has a value other than V. This test shall not be
perfprmed if the Protocol Revision property is present in the Device object and has a value of 4 or greater.

Table 7-5. Criteria for Calendar Entry DateRange Test Dates and Values

Date. | Criteria Value

D; 1. Date occurs during Effective Period, V,

2A. BACnetSpecialEvent incorporates calendarEntry: DateRange,

2B. Date matches BACnetCalendarEntry: DateRange, and

2C. Higher eventPriority than any coincident BACnetSpecialEvents.

D, 1. Date occurs during Effective Period, and Other than V,

2. Date does not appear in any BACnetSpecialEvents, and

3. Date occurs on the same date as, but with time following, an entry in a
BAChnetDailtySchedule in the referencing Schedule object.

Test Steps:

1. VERIFY Present Value = (any value other than V)
2. (TRANSMIT TimeSynchronization-Request, 'Time' = D;) | MAKE (the local date and time = D))
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WAIT

S s W

WAIT

Schedule Evaluation Fail Time

VERIFY Present Value = V;
(TRANSMIT TimeSynchronization-Request, 'Time' = D,) | MAKE (the local date and time = D,)

Schedule Evaluation Fail Time

7. VERIFY Present_Value = (any value other than V;,
7.3.2.23.3.4 Calendar Entry WeekNDay Month Test

Dependencies: ReadProperty Service Execution Tests, 9.18; TimeSynchronization Service Execution Tests, 9.30.

BAChnet Reference Clause: 12.24.8.

ncing

ria in

redule
he test
r than
e of 4

Purpose: Tp verify that a date matching a WeekNDay's Month field in an Exception_Schedule enables the refers
Schedule opject.
Test Concgpt: The IUT's local date and time are changed to values that are selected by the TD based on the critg
Table 7-6. The value of the Present Value property is monitored to verify that the scheduled write operations occur
Configuratfon Requirements: The IUT shall be configured to contain a Schedule object with(an Exception_Scl
containing p BACnetCalendarEntry with a WeekNDay entry specifying a month. The criteria forthe dates used in tl
are given if Table 7-6. The local date and time shall be set such that the Present Value property has a value othe
V. This test shall not be performed if the Protocol Revision property is present in the, Device object and has a valy
or greater.
Table 7-6. Criteria for Calendar Entry WeekNDay Month Test Dates and Values
Date || Criteria Value
D, 1. Date occurs during Effective Period, Vi
2A. BACnetSpecialEvent incorporates calendarEntry: WeekNDay,
2B. calendarEntry: WeekNDay: specifies Month,
2C. Date matches calendarEntry: WeekNDay: Monthj and
2.D. Higher eventPriority than any coincident BACnetSpecialEvents.
D, 1. Date occurs during Effective Period, and Other than V,
2. Date does not appear in any BACnetSpeciatEvents, and
3. Date occurs on the same date as, but with time following, an entry in a
BAChnetDailtySchedule in the referéneing Schedule object.
Test Steps:
1. VERIHY Present Value = (any value other than V)
2. (TRANSMIT TimeSynchronization-Request, 'Time' = D;) | MAKE (the local date and time = Dy)
3. WAIT|Schedule Evaluation Eail Time
4. VERIHY Present Value="¥V)
5. (TRANSMIT TimeSynchronization-Request, 'Time' = D,) | MAKE (the local date and time = D,)
6. WAIT|Schedule Evaluation Fail Time
7. VERIHY Presenf\ Value = (any value other than V;,
7.3.2.23.3.1 Calendar Entry WeekNDay Week Of Month Test
DependencjesiReadProperty Service Execution Tests, 9.18; TimeSynchronization Service Execution Tests, 9.30.

BAChnet Reference Clause: 12.24.8.

Purpose: To verify that a date matching a WeekNDay's WeekOfMonth field in an Exception_Schedule enables the

referencing

Schedule object.

Test Concept: The IUT's local date and time are changed to values that are selected by the TD based on the criteria in
Table 7-7. The value of the Present Value property is monitored to verify that the scheduled write operations occur.

Configuration Requirements: The IUT shall be configured to contain a Schedule object with an Exception Schedule
containing a BACnetCalendarEntry with a WeekNDay entry specifying a week of the month. The criteria for the dates
used in the test are given in Table 7-7. The local date and time shall be set such that the Present Value property has a
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value other than V. This test shall not be performed if the Protocol Revision property is present in the Device object
and has a value of 4 or greater.

Table 7-7. Criteria for Calendar Entry WeekNDay Week Of Month Test Dates and Values

Date

Criteria

Value

1. Date occurs during Effective Period,

2A. BACnetSpecialEvent incorporates calendarEntry: WeekNDay,
2B. calendarEntry: WeekNDay specifies WeekOfMonth,

2C. calendarEntry: WeekNDay: WeekOfMonth is in the range 1..5,
2D. Date matches calendarEntry: WeekNDay: WeekOfMonth, and
2E Higher eventPriority than any coincident BACnetSpecialEvents.

Vi

D>

1. Date occurs during Effective Period,
2A. BACnetSpecialEvent incorporates calendarEntry: WeekNDay,
2B. calendarEntry: WeekNDay specifies WeekOfMonth,

2C. calendarEntry: WeekNDay: WeekOfMonth is in the range 1..5, and

2D. Date does not match calendarEntry: WeekNDay: WeekOfMonth.

Other than Vy

Test Steps:

N N LR W~

3.
Dep

BA(

Pury
refe

Test
Tab

Co

and

VERIFY Present Value = (any value other than V)
(TRANSMIT TimeSynchronization-Request, 'Time' = D;) | MAKE (the local'date and time = D)
'WAIT Schedule Evaluation Fail Time
VERIFY Present Value = V;
(TRANSMIT TimeSynchronization-Request, 'Time' = D,) | MAKE(the local date and time = D,)
'WAIT Schedule Evaluation Fail Time

VERIFY Present_Value = (any value other than V

.23.3.6

Calendar Entry WeekNDay Last Week Of Month Test

'net Reference Clause: 12.24.8.

Table 7-8. Criteria for Calendar Entry WeekNDay Last Week Of Month Test Dates and Values

endencies: ReadProperty Service Execution Tests, 9.18) TimeSynchronization Service Execution Tests,

ose: To verify that a date matching a WeckNDay's WeekOfMonth field in an Exception Scheduld
encing Schedule object.

iguration Requirements; The IUT shall be configured to contain a Schedule object with an Excepti
contpining a BACnetCalenddrEntry with a WeekNDay entry specifying the last week of the month. The ci
datef used in the test ate’given in Table 7-8. The local date and time shall be set such that the Present Value
a vajue other than ¥ This test shall not be performed if the Protocol Revision property is present in the I
has a value of4 or greater.

D.30.

enables the

Concept: The IUT's local date<and time are changed to values that are selected by the TD based on the criteria in
e 7-8. The value of the Present Value property is monitored to verify that the scheduled write operations

occur.

on_Schedule
iteria for the
property has
evice object

Date

Criteria

Value

1. Date occurs during Effective Period,

Vi

2A. BACnetSpecialEvent incorporates calendarEntry: WeekNDay,
2B. calendarEntry: WeekNDay specifies WeekOfMonth,

2C. calendarEntry: WeekNDay: WeekOfMonth has the value 6,
2D. Date is in the last week of the month, and

2E. Higher eventPriority than any coincident BACnetSpecialEvents.

D,

1. Date occurs during Effective Period,

2A. BACnetSpecialEvent incorporates calendarEntry: WeekNDay,
2B. calendarEntry: WeekNDay specifies WeekOfMonth,

2C. calendarEntry: WeekNDay: WeekOfMonth has the value 6, and
2D. Date is not in the last week of the month.

Other than V,
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Test Steps:
1.
2.
3. WAIT
4.
5.
6. WAIT

=

VERIFY Present_Value = (any value other than V)
(TRANSMIT TimeSynchronization-Request, 'Time' = D;) | MAKE (the local date and time = D)

Schedule Evaluation Fail Time

VERIFY Present Value = V;
(TRANSMIT TimeSynchronization-Request, 'Time' = D,) | MAKE (the local date and time = D)

Schedule Evaluation Fail Time

VERIFY Present_Value = (any value other than V

7.3.2.23.3.7 Calendar Entry WeekNDay Day Of Week Test

Dependenc
BAChet Rd

Purpose: T
referencing

Test Concd
Table 7-9.

Configurati
containing
used in the]
value other
and hasa v

es: ReadProperty Service Execution Tests, 9.18; TimeSynchronization Service Execution Tests, 9.30.
ference Clause: 12.24.8.

o verify that a date matching a WeekNDay's DayOfWeek field in an Exception_Schedule enabl
Schedule object.

pt: The IUT's local date and time are changed to values that are selected by the TD based on the crits
[he value of the Present Value property is monitored to verify that the scheduled.write operations occur

on Requirements: The IUT shall be configured to contain a Schedule ebject with an Exception_Scl
a BACnetCalendarEntry with a WeekNDay entry specifying the day<of the week. The criteria for the
test are given in Table 7-9. The local date and time shall be set such that the Present_Value property|
than V. This test shall not be performed if the Protocol Revision property is present in the Device

hlue of 4 or greater.

Table 7-9. Criteria for Calendar Entry WeekNDay:Day of Week Test Dates and Values

bs the

ria in

redule
dates
has a
bbject

Date || Criteria Value
D, 1. Date occurs during Effective Period, A\
2A. BACnetSpecialEvent incorporates calendarEntry: WeekNDay,
2B. calendarEntry: WeekNDay specifies only-DayOfWeek,
2C. Date falls on the specified day of the-week, and
2D. Higher eventPriority than any ceinc¢ident BACnetSpecialEvents.
D, 1. Date occurs during Effective Period,
2A. BACnetSpecialEvent incorporates calendarEntry: WeekNDay,
2B. calendarEntry: WeekNDay specifies only DayOfWeek, and
2C. Date does not fall on the specified day of the week.
Test Steps:
1. VERIHY Present Value'= (any value other than V)
2. (TRANSMIT TimeSynchronization-Request, 'Time' = D;) | MAKE (the local date and time = Dy)
3. WAIT|Schedule‘Eyaluation Fail Time
4. VERIHY Presenf Value =V,
5. (TRANSMIT TimeSynchronization-Request, 'Time' = D,) | MAKE (the local date and time = D)
6. WAIT|Schedule Evaluation Fail Time

7. VERIFY Present_Value = (any value other than V;,
7.3.2.23.3.8 Event Priority Test

Dependencies: ReadProperty Service Execution Tests, 9.18; TimeSynchronization Service Execution Tests, 9.30.

BAChnet Reference Clause: 12.24.8.

Purpose: To verify that a BACnetSpecialEvent of a higher priority takes precedence over one of lower priority when both

specify the

same date.

Configuration Requirements: The IUT shall be configured with a Schedule object containing two or more
BACnetSpecialEvents, all active on the same date, with different eventPriority values, with distinguishable

84

© 1SO 2009 - All rights reserved


https://standardsiso.com/api/?name=a7e655b0be2e5297f0aba36b85fe4d40

ISO 16484

-6:2009(E)

BACnetTimeValue entries. If possible all BACnetSpecialEvents shall have a BACnetTimeValue entry with identical
time but different values. In the test description D, represents a date and time where all of the special events are active.

Test Steps:

1.
2.
3.

(TRANSMIT TimeSynchronization-Request, 'Time' = D;) | MAKE (the local date and time = D)
WAIT Schedule Evaluation Fail Time
VERIFY Present Value = (the value corresponding to the special event with the highest eventPriority)

7.3.2.23.3.9 List of BACnetTimeValue Test

Dependencies: ReadProperty Service Execution Tests, 9.18; TimeSynchronization Service Execution Tests, 9.30.

BA(net Reference Clause: 12.24.8.

Purpose: To verify that a Special Event's entire schedule can be executed.

Tesf Concept: A special event is scheduled that contains multiple BACnetTimeValue entries:(The local date
charjged to values that match each of the BACnetTimeValue entries and the Present ValGe,property is read
the §cheduled write operations occur.

Con|
two
entr

figuration Requirements: The IUT shall be configured with a Schedule object\centaining a BACnetSpec
or more BACnetTimeValue entries and no BACnetSpecialEvents with a~higher priority. Each BACnl
 shall have a distinguishable value.

Test Steps:

1.

7.3.
Dep)

REPEAT D; = (the times used in the BACnetTimeValue pairs of the special event) DO {
(TRANSMIT TimeSynchronization-Request, 'Time><\D;) | MAKE (the local date and time = D;)
WAIT Schedule Evaluation Fail Time
VERIFY Present Value = (the value corresponding to the special event with the highest eventPriori

}
2.23.4  Weekly_Schedule and Exception, Sehedule Interaction Test

endencies: ReadProperty Service Execution Tests, 9.18; TimeSynchronization Service Execution Tests,

BA(net Reference Clauses: 12.24.7, 12.24.8.

Purpose: To verify that an Exceptipn_Schedule takes precedent over a coincident BACnetDailySchedule.

Test Concept: The IUT isCeonfigured with a Weekly Schedule and an Exception_Schedule that apply to th

The

local date and timenare changed to the time when the Exception-Schedule is supposed to take cof

Present_Value is read.to verify that the scheduled write operation occurs. The local date and time are chang]
value that would.cause another change if the Weekly Schedule were in control. The Present Value is read

Exc

Con|
Exc
hig

values such that the values written by the Weekly Schedule are

pption_Schiedule is still controlling.

iguration Requirements: The IUT shall be configured with a Schedule object containing a Weekly Sch

and time are
to verify that

alEvent with
etTimeValue

ty)

D.30.

e same time.
itrol and the
ed again to a
to verify the

edule and an
shall have a

pfien’ Schedule that apply to the same dates. The BACnetSpecialEvents in the Exception_Schedule

be assigned

distinguishable from the values written by the

Exception_Schedule. Let D, represent the date and time when the Exception_Schedule is configured to take control and
write value V. There shall be at least one BACnetTimeValue pair in the Weekly Schedule that specifies a time, D,, that
is after Dy but before the Exception_Schedule expires. The Weekly Schedule is configured to write value V, at time D,.

For BACnet implementations with a Protocol Revision of 4 or higher, the date D, shall be chosen to occur between D,

and

any entry in the Exception schedule that schedules a NULL value.

Test Steps:

1.
2.

(TRANSMIT TimeSynchronization-Request, 'Time' = D) | MAKE (the local date and time = D)
WAIT Schedule Evaluation Fail Time
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3. VERIFY Present Value =V,

4.
2.

(TRANSMIT TimeSynchronization-Request, 'Time' = D,) | MAKE (the local date and time = D,)
WAIT Schedule Evaluation Fail Time

3. VERIFY Present_Value = V;
7.3.2.23.5 Exception_Schedule Restoration Test

Dependencies: ReadProperty Service Execution Tests, 9.18; ReinitializeDevice Service Execution Tests, 9.27;
TimeSynchronization Service Execution Tests, 9.30.

BAChnet Reference Clauses: 12.24.4, 12.24.7, 12.24.8, 12.24.9.

Purpose: T¢ verify the restoration behavior in an Exception_Schedule.

Test
entri

entry in thd Exception Schedule. Present Value is read to verify that it contains the Schedule Default value, or V|

impl

that it contdins the Schedule Default value, or V), for implementations with a Protocol Revisiofirdéss than 4.

Configuratjon Requirements: The IUT shall be configured with a Schedule object that centains an Exception Scl

that

before the first entry in the corresponding Weekly Schedule entry. None of the write operations shall be schedul

time
time

BACnetSp¢cialEvent. Vi, represents the value that is scheduled to be writterfin the last BACnetTimeValue pair f

day.
4 or

Test

Al

Concept: The IUT is configured with a Schedule object containing an Exception Schedule with BACnetTime
es that| do not include the time 00:00. The local date and time are changed to a value between 00;00."and th

ementgdtions with a Protocol Revision less than 4. The IUT is reset and the Present Value is ¢hecked again to

has mqre than one scheduled write operation for a particular day and the first scheduléd write is scheduled to

00:00]and there shall be no higher priority coincident BACnetSpecialEvents_An the test description D, repres|
betwepn 00:00 on the day the Exception_Schedule is active and the time-0f the first schedule write operation

Value
e first
ast fOr

erify

iedule
occur
ed for
ents a
in the
or the

This test shall not be performed if the Protocol Revision property is present in the Device object and has a vallue of

greater.

Steps:

(TRANSMIT TimeSynchronization-Request, 'Time' = Dy) | MAKE (the local date and time = D)

WAIT|Schedule Evaluation Fail Time

IF (Prdtocol Revision is present and Protocol Revision > 4) THEN
VERIFY Present Value = Schedule Default

ELSE
VERIFY Present Value = V),

IF (RefnitializeDevice execution is supported) THEN
TRANSMIT ReinitializeDevi¢e-Request,

einitialized State of Deyice"= COLDSTART,

assword' = (any valid password)

MAKE (the IUT feinitialize)
CHECK (Did the TUT perform a COLDSTART reboot?)
WAIT|Schedule-Evaluation Fail Time
IF (Prdtocel Revision is present and Protocol Revision > 4) THEN

VERIEY Present Value = Schedule Default

ELSE
VERIFY Present Value = V),

7.3.2.23.6 Weekly_Schedule Restoration Test

Dependencies: ReadProperty Service Execution Tests, 9.18; ReinitializeDevice Service Execution Tests, 9.27;
TimeSynchronization Service Execution Tests, 9.30.

BACnet Reference Clause: 12.24.4, 12.24.7, 12.24.9.

Purpose: To verify the restoration behavior in a Weekly Schedule.

Test

Concept: The IUT is configured with a Schedule object containing a Weekly Schedule w

ith a

BAChnetDailySchedule that has multiple BACnetTimeValue entries that do not include the time 00:00. There shall be no
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Exception_Schedule that overrides this Weekly Schedule during the date and time used for this test. The local date and
time are changed to a value between 00:00 and the first entry in the BACnetDailySchedule. Present Value is read to
verify that it contains the Schedule Default value, or V), for implementations with a Protocol Revision less than 4. The
IUT is reset and the Present Value is checked again to verify that it contains the Schedule Default value, or Vi, for
implementations with a Protocol Revision less than 4.

Configuration Requirements: The IUT shall be configured with a Schedule object that contains a Weekly Schedule that
has more than one scheduled write operation for a particular day. None of the write operations shall be scheduled for time
00:00 and there shall be no higher priority coincident BACnetSpecialEvents. In the test description D, represents a time
between 00:00 and the time of the first scheduled write operation in the BACnetDailySchedule. V.4 represents the value
that is scheduled to be written in the last BACnetTimeValue pair for the day. This test shall not be performed if the
Protpcol Revision property 1s present in the Device object and has a value of 4 or greater.

Test Steps:

1. |(TRANSMIT TimeSynchronization-Request, 'Time' = D) | MAKE (the local date and time.=' D)
2. |WAIT Schedule Evaluation Fail Time
3. |IF (Protocol Revision is present and Protocol Revision > 4) THEN
VERIFY Present Value = Schedule Default
ELSE
VERIFY Present Value = V),
4. |IF (ReinitializeDevice execution is supported) THEN
TRANSMIT ReinitializeDevice-Request,

'Reinitialized State of Device' = COLDSTART,
'"Password' = (any valid password)
RECEIVE BACnet-Simple-ACK-PDU

ELSE
MAKE (the IUT reinitialize)

5. |CHECK (Did the IUT perform a COLDSTART reboot?)

WAIT Schedule Evaluation Fail Time

7. |IF (Protocol Revision is present and Protocol Revision > 4) THEN
VERIFY Present Value = SchedulexDefault

ELSE
VERIFY Present Value = Vg

7.3.2.23.7 List_Of _Object_Property .Reference Internal Test

S

Deppndencies: ReadProperty Service Execution Tests, 9.18; TimeSynchronization Service Execution Tests, §.30.
BA(net Reference Clause: 12.24.10.
Purgose: To verify thatthe 'Schedule object writes to objects and properties contained within the TUT.

Tesf Concept: The Schedule object is configured to write to a property of another object within the samg device. The
IUT][s clock i§ then set to a time between a pair of scheduled write operations, and verification of the first write
opetjation's data value is performed. The time is advanced to the second time, the Schedule object's Pregent Value is
chedkedyand verifications of the write operations are performed. If the IUT does not support writing to obj¢ct properties
withiirthe TUT, then this test shall not be performed.

Configuration Requirements: The IUT is configured with a Schedule object containing a List Of Object Property
References property that references, if possible, at least one property in another object within the IUT. The Schedule
object is configured with either a Weekly Schedule or an active Exception Schedule, during a period where
Effective Period is active, with at least two consecutive entries with distinguishable values in the List of
BACnetTimeValues, and with no Exception_Schedules at a higher priority. D; represents the date and time of the first of
these two BACnetTimeValues, with corresponding value V,, while D, and V, (a value distinguishable from V) represent
the second BACnetTimeValue. A time D, is defined to occur between D, and D,

Test Steps:

1. (TRANSMIT TimeSynchronization-Request, 'Time' = D;) | MAKE (the local date and time = Dy)
2. WAIT Schedule Evaluation Fail Time
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VERIFY Present Value = V;
VERIFY (value of referenced property in IUT) =V,
(TRANSMIT TimeSynchronization-Request, 'Time' = D,) | MAKE (the local date and time = D,)

Schedule Evaluation Fail Time

VERIFY Present Value =V,
VERIFY (value of referenced property in [IUT) =V,

3.

4.

3.

6. WAIT
7.

8.
7.3.2.23.8

List_Of _Object_Property_Reference External Test

Dependencies: ReadProperty Service Execution Tests, 9.18; TimeSynchronization Service Execution Tests, 9.30.

BAChnet Reference Clause: 12.24.10.

Purpose: T

Test Concg
property of]
verification
object's Prg
writes to ol

Configurati
WritePropd
References
either a W
least two

Exception |
with corres
A time D, i

Test Steps:

6.
7.

SR WD

(TRAN
WAIT
VERIF
(TRAN
BEFO

R]

WAIT
VERIH

7.3.2.23.9

Dependenc

BACnet Rg

verify that the Schedule object writes to object properties contained in a device other than the TUTY

pt: The Schedule object is configured to write to a property of another object in the same .device
an object in the TD. The IUT's clock is then set to a time between a pair of scheduled writé operation|

sent_Value is checked, and verifications of the write operation are performed. If the/TUT does not s
ject properties contained in a device other than the IUT, then this test shall not be performed.

on Requirements: The TD is configured to indicate that it supports the WritéPreperty-Request service b
rtyMultiple-Request. The IUT is configured with a Schedule object containing a List Of Object Proj
property that references a property of an object contained in the TD. The Schedule object is configure
pekly Schedule or an active Exception_Schedule, during a period-where Effective Period is active, W
consecutive entries with distinguishable values in the Listl of BACnetTimeValues, and wi
Schedules at a higher priority. D; represents the date and time of the first of these two BACnetTimeV,
bonding value V;, while D, and V, (a value distinguishable from V) represent the second BACnetTime)
b defined to occur between Dy and D,

[SMIT TimeSynchronization-Request, 'Time"s=D;) | MAKE (the local date and time = D,
Schedule Evaluation Fail Time
Y Present Value =V,
[SMIT TimeSynchronization-Request;“Time' = D,) | MAKE (the local date and time = D5,
RE Schedule Evaluation Fail Time
LCEIVE WriteProperty-Request;
'Object Identifier' = (the(referenced object in the TD),
'Property Identifier' =(the referenced property in the TD),
'Property Value' = _CV,
Schedule Evaluation Fail Time
Y Present Valud =)V,

Exception\Schedule Size Change Test
es: WriteRroperty Service Execution Tests, 9.22

and a
s, and

of the first write operation's data value is performed. The time is advanced to the secend)time, the ScllLedule

pport

ut not
berty
I with
ith at
h no
alues,
Value.

ference Clauses: Exception_Schedule, 12.24.8

Purpose: This test case verifies that when the size of the Exception_Schedule is changed by writing to the array index the
size of the array changes accordingly and any new entries contain an empty List of BACnetTimeValue. If the size of the
Exception_Schedule array cannot be changed, then this test shall not be performed. If Protocol Revision is not present,
or has a value less than 4, then this test shall not be performed.

Configuration Requirements: The IUT shall be configured with a Schedule object with a resizable Exception Schedule
array.

Test Concept: The Exception_Schedule array is set to a certain size. It is then increased by writing the its array size,
decreased by writing the array, increased by writing the array and decreased by writing the array size.
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Test Steps:

1. TRANSMIT WriteProperty-Request,
'Object Identifier' = (the Schedule object being tested),
'Property Identifier' = Exception_Schedule,
'"Property Value' = (Exception_Schedule array of length 2)

2. RECEIVE Simple-ACK-PDU
3. VERIFY Exception_Schedule = (the value written in step 1)
4. VERIFY Exception Schedule =2, ARRAY INDEX =0
5. TRANSMIT WriteProperty-Request,
'Object Identifier' = (the Schedule object being tested),
'"Property Identifier' = Exception_Schedule,
'Property Array Index'= 0,
'Property Value' = (some value greater than 2)

6. [RECEIVE Simple-ACK-PDU
7. |VERIFY Exception_Schedule = (the value written in step 1 with new entries containing empty Lists of
BACnetTimeValue))

8. |VERIFY Exception_Schedule = (the value written in step 5), ARRAY INDEX =0
9. [TRANSMIT WriteProperty-Request,

'Object Identifier' = (the Schedule object being tested),

'"Property Identifier' = Exception_Schedule,

'"Property Value' = (Exception_Schedule array of length 2)

10. |RECEIVE Simple-ACK-PDU

11. [VERIFY Exception_Schedule = (the value written in step 9)
12. [IVERIFY Exception_Schedule = 2, ARRAY INDEX =0

13. [TRANSMIT WriteProperty-Request,

'Object Identifier' = (the Schedule object being tested),
'Property Identifier' = Exception_Schedule
'"Property Value' = (Exception_Schedule array of length greater than 2)

14. [RECEIVE Simple-ACK-PDU

15. [VERIFY Exception_Schedule = (the value written\in step 13)

16. [VERIFY Exception_Schedule = (the length of'the array written in step 13), ARRAY INDEX =0
17. [TRANSMIT WriteProperty-Request,

'Object Identifier' = (the Schedule object being tested),
'Property Identifier' = Exception_Schedule,

'Property Array Index'= 0,

'Property Value' = 2

18. |RECEIVE Simple-ACK-PDU,
19. [VERIFY Exception_Schedule = (an array consisting of elements 1 & 2 from the array written in step 13
20. [VERIFY Exception Schedule =2, ARRAY INDEX =0

7.3.2.24 Trend Leg-Object Tests

The[Trend Log object has only a few properties required to be writable or otherwise configurable. The Trerld Log object
shal|] be configured to accommodate as many of the following tests as is possible for the implementation. If it is
impgssible te-configure the IUT in the manner required for a particular test that test shall be omitted.

Tests ©f,the Trend Log object center upon the collection of (time, value) records in its Log_Buffer and itf issuance of

b o 1 1ot ) 1 £ 11 1 Ui d taorqale RISE B, 1 : :
notifreatrons—whermra Preacte MMt MUNTOCT OT TeCoTts ave Tt coTrectica smee startuportnerast preceamyg notification.

7.3.2.24.1 Log_Enable Test

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BACnet Reference Clause: 12.25.5.

Purpose: To verify that the Log_Enable property enables and disables the logging of data by the Trend Log object.

Test Concept: The Trend Log is configured to acquire data by each means (polling and COV subscription) available to

the implementation. Log_ Enable is enabled and the collection of one or more records in the Log_Buffer is confirmed.
Log_Enable is then disabled and non-collection of records is confirmed.
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Configuration Requirements: Start Time, if present, shall be configured with a date and time preceding the beginning of
the test. Stop Time, if present shall be configured with a time that will occur after the completion of the test.
Stop_When_Full, if configurable, shall be set to FALSE.

Test Steps:

AW N —

. WRITE Log_Enable = FALSE

. WRITE Record Count =0

. WAIT Internal Processing Fail Time
. TRANSMIT ReadProperty-Request,

'Object Identifier' = (the object being tested),

'Poperty Identifier' = Total Record Count
5. RECEIVE ReadProperty-ACK,
'Opject Identifier' = (the object being tested),
'Pgoperty Identifier'=  Total Record Count
'Property Value' = (any valid value, X)
6. WRITE Log Enable = TRUE

3

8. IF (COV
MAKH
ELSE

WAIT

9. WAIT (0
10. VERIF
11. WRITH
12. WAIT
13. TRANY
'O

'P1

14. RECEI
'O

'P1

'P1

15. IF (CO
MAKH

ELSE

WAIT

16. WAIT
17. VERIF

7.3.2.24.2

Dependenc
BAChnet Reg

Purpose: T

. WAIT Ipnternal Processing Fail Time

subscription in use) THEN
(monitored value change more than Client COV_Increment)

(Log_Interval)

Notification Fail Time + Internal Processing Fail Time)

Y Total Record Count > (value X returned in step 5)
Log Enable = FALSE

Internal Processing Fail Time

MIT ReadProperty-Request,

bject Identifier' = (the object being tested),

operty Identifier' =  Total Record Count

VE ReadProperty-ACK,

bject Identifier' = (the object being tested),

operty Identifier' = Total Record Count

operty Value'= (any valid value, X)

V subscription in use) THEN
(monitored value change more than Client COV_Increment)

(Log_Interval)
Notification Fail Time + Internal Processing Fail Time)
Y Total Record Count =(yalue X returned in step 14)

Start_Time Test

es: ReadProperty, Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
ference Clause: 12.25.6.

verify'that logging is enabled at the time specified by Start Time.

Test Conc

s nl ) s nJ 1 1 - i 1 4 - IR R | 1 L 11, REVarasws 1 i AY b |
Pl 1THCU TIVIIU L US 15 CULLITSUITU U aLulliv Udla Uy CUAUIT THUAILS { PULT S alltl UV SUUSUHIPUUIL ) avValls

ble to

the implementation. The test is begun at some time prior to the time specified in Start Time and non-collection of

records is ¢

onfirmed. Collection of records after the time specified by Start Time is then confirmed.

Configuration Requirements: Start Time shall be configured with a date and time such that steps 1 through 6 will be
concluded before that time. Stop_ Time, if present shall be configured with the latest possible date and time, in order that
it occur after the end of the test. Stop When_Full, if configurable, shall be set to FALSE; Log Enable shall be set to

TRUE.

Test Steps:

1. WRITE Record Count =0

2. WAIT 1

90

nternal Processing Fail Time
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3.

4.

5.

[C BN o)

9.
10.

11. WAIT (Notification Fail Time + Internal Processing Fail Time)
12.

7.3.2.24.3 Stop_Time Test

Deppndencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
BA(net Reference Clause: 12.25.7.

Purgose: To verify that logging is disabled at the time specified by Stop_Time.

Tesf Concept: The Trend Log is configured to aequire data by each means (polling and COV subscription
the jmplementation. The test is begun at somg\time prior to the time specified in Start Time and collection
confirmed. Non-collection of records after-thie time specified by Stop_Time is then confirmed.
Configuration Requirements: Stop Time*shall be configured with a date and time such that steps 1 throy
congluded before that time. Start/Time, if present shall be configured with date and time preceding the ini

test.| Stop_ When_Full, if configurable, shall be set to FALSE.

Test Steps:

~

9.

. WRITE Log_Enable= FALSE

AW~

W
. WRITE Reeord Count =0
T

ISO 16484-6:2009(E)

TRANSMIT ReadProperty-Request,
'Object Identifier' = (the object being tested),
'Property Identifier'=  Total Record Count
RECEIVE ReadProperty-ACK,
'Object Identifier' = (the object being tested),
'"Property Identifier'=  Total Record Count
'"Property Value' = (any valid value, X)
IF (COV subscription in use) THEN
MAKE (monitored value change more than Client COV_Increment)
ELSE
WAIT (Log_Interval)

WAIT (Notification Fail Time + Internal Processing Fail Time)
VEERIFY Total Record Count = (value X returned in step 4)
WHILE (IUT clock is earlier than Start Time) DO {

VERIFY Total Record Count = (value X returned in step 4)

}
WAIT (Notification Fail Time + Internal Processing Fail Time)

F (COV subscription in use) THEN

MAKE (monitored value change more than Client COV_Increment)
ELSE

'WAIT (Log_Interval)

VERIFY Total Record Count > (value X returned in step 4)

[AIT Internal®Processing Fail Time

RANSMITE ReadProperty-Request,
'Object Identifier' = (the object being tested),

available to
of records is

gh 9 will be
tiation of the

'"Property Identifier' = Total Record Count

R LIV e R 1D e A
CLTV L INCAUTL 1U1JUL l,_y SOACUIN,

'Object Identifier' = (the object being tested),
'Property Identifier'=  Total Record Count
'Property Value' = (any valid value, X)

. WRITE Log_Enable = TRUE.
. WAIT Internal Processing Fail Time
. IF (COV subscription in use) THEN

MAKE (monitored value change more than Client COV_Increment)
ELSE

WAIT (Log_Interval)
WAIT (Notification Fail Time + Internal Processing Fail Time)

10. VERIFY Total Record Count > (value X returned in step 5)
11. WHILE (IUT clock is earlier than Stop_Time) DO {}
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12. WAIT (Notification Fail Time + Internal Processing Fail Time)
13. TRANSMIT ReadProperty-Request,
'Object Identifier' = (the object being tested),
'"Property Identifier'=  Total Record Count
14. RECEIVE ReadProperty-ACK,
'Object Identifier' = (the object being tested),
'"Property Identifier' = Total Record Count
'"Property Value' = (any valid value, X)
15. IF (COV subscription in use) THEN
MAKE (monitored value change more than Client COV_Increment)
ELSE
WAIT|(Log_Interval)
16. WAIT (Notification Fail Time + Internal Processing Fail Time)
17. VERIF) Total Record Count = (value X returned in step 14)

7.3.2.24.4 | Log_Interval Test

Dependencfes: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests,9)22.
BACnet Rdference Clause: 12.25.9.
Purpose: T¢ verify that the logging period is controlled by Log_Interval.

Test Concept: The Trend Log is configured to acquire data by polling. Polling is{done at two different intervals, d¢fined
by Log Intprval, with about 10 records acquired at each rate. The timestamps“of the records are inspected to verify the
polling rate.

Configuration Requirements: Start Time, if present, shall be configured with a date and time preceding the beginnfing of
the test. Stpp Time, if present shall be configured with the latest passible date and time, in order that it occur after the
end of the fest. Stop When_Full, if configurable, shall be set to FALSE. Log Enable shall be set to TRUE. Nom-zero
values shal| be chosen for Log_Interval in accordance with the fange and resolution specified by the manufacturer for this

property.

Test Steps:

1. WRITE Log_Interval = (some non-zero value)

2. WRITE Record Count =0

3. WAIT (Internal Processing Fail Time<10* Log_Interval hundredths-seconds)

4. VERIFY| (Log_Buffer record timestdmp-intervals, on average, are as written in step 1)
5. WRITE Log_Interval = (a non-zeroyvalue different from the one written in step 1)

6. WRITE Record Count =0

7. WAIT (Internal Processing-Fail Time + 10* Log_Interval hundredths-seconds)

8. VERIFY| (Log_Buffer record timestamp intervals, on average, are as written in step 5)

7.3.2.24.5 | COV_Resubscription_Interval Test

Dependencfes: Confirmed Notifications Subscription, 8.10.1; Unconfirmed Notifications Subscription, 8.10.2.

BAChnet Rdference Clause: 12.25.10.

Purpose: To verify that a Trend Log acquiring data via COV notification reissues its subscription at the interval set by
COV_Resubscription_Interval.

Test Concept: The Trend Log is configured to acquire data from the TD by COV notification. The TD verifies the
resubscription interval.

Configuration Requirements: Start Time, if present, shall be configured with a date and time preceding the beginning of
the test. Stop_Time, if present shall be configured with the latest possible date and time, in order that it occur after the
end of the test. Stop When_Full, if configurable, shall be set to FALSE. Log Enable shall be set to TRUE. Non-zero
values shall be chosen for COV_Resubscription Interval in accordance with the range and resolution specified by the
manufacturer for this property.
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Test Steps:

1. IF (the IUT uses SubscribeCOV) THEN
RECEIVE SubscribeCOV-Request,

ISO 16484-6:2009(E)

'Subscriber Process Identifier' = (any value),
'Monitored Object Identifier' = (the object to be monitored),
'Issue Confirmed Notifications'= (TRUE or FALSE),
'Lifetime' = (2 * COV_Resubscription_Interval)
ELSE
RECEIVE SubscribeCOVProperty-Request,
'Subscriber Process Identifier' = (any value),
'Monitored Object Identifier’ = (the object to be monitored),
'Issue Confirmed Notifications'= (TRUE | FALSE),
'Lifetime' = (2 * COV_Resubscription_Interval),
'Monitored Property Identifier' =  (the property to be monitored),
'COV Increment' = (Client_COV_Increment -- optional)

2. 1§ ('Issue Confirmed Notification' = TRUE) THEN
TRANSMIT ConfirmedCOVNotification-Request,

'Subscriber Process Identifier' =  (corresponding value in step 1),
'Initiating Object Identifier' = (Device object identifier of the TD),
'Monitored Object Identifier' = (corresponding value in step 1),
'Issue Confirmed Notifications' = (corresponding value in step 1),
'Time Remaining' = (2 * COV_Resubscription_Intérval),
'List of Values' = (appropriate BACnetProperty Value(s))
ELSE
TRANSMIT UnconfirmedCOVNotification,

'Subscriber Process identifier' =  (corresponding value in step 1),
'Initiating Object Identifier' = (Device object identifier of the TD),
'Monitored Object Identifier' = (corresponding value in step 1),
'Issue Confirmed Notifications' = (corresponding value in step 1),
'Time Remaining' = (2 * COMA Resubscription_Interval),
'List of Values' = (appropriate. BACnetProperty Value(s))

3. WAIT (COV_Resubscription_Interval — Notification Fail Time)

4. BEFORE (2 * Notification Fail Time)

[F (the IUT uses SubscribeCOV)
RECEIVE SubscribeCOV-Request,

'Subscriber Process Identifier' = (corresponding value in step 1),
'Monitored Object(Identifier' =  (corresponding value in step 1),
'Issue Confirmed\Notifications' = (corresponding value in step 1),
'Lifetime' = (corresponding value in step 1)
ELSE
RECEIVE SubscribeCOVProperty-Request,
'Subsetiber Process Identifier' =  (corresponding value in step 1),
'Monitored Object Identifier' =  (corresponding value in step 1),
Issue Confirmed Notifications' = (corresponding value in step 1),
"Lifetime' = (corresponding value in step 1),
'Monitored Property Identifier' = (corresponding value in step 1),
CONLL 'y L A 1 2 4 1)
COV-Inerement feorresponding-vatte-instep—

7.3.2.24.6  Stop_When_Full Tests

Two tests are performed on Stop When_Full. The first is performed only when Stop When_Full can be configured to

TRUE, the second when Stop When_Full can be configured to FALSE.
7.3.2.24.6.1 Stop_When_Full TRUE Test

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BAChnet Reference Clause: 12.25.12.

Purpose: To verify that Stop When_Full set to TRUE properly indicates that the Trend Log ceases collecting data when

its Log_Buffer acquires Buffer Size data items.
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Test Concept: The Trend Log is configured to acquire data by whatever means.

Buffer_Size records have been collected and Log_Enable is verified to be FALSE.

Data is collected until more than

Configuration Requirements: Start Time, if present, shall be configured with a date and time preceding the beginning of
the test. Stop_Time, if present shall be configured with the latest possible date and time, in order that it occur after the
end of the test. Stop_When_Full, if configurable, shall be set to FALSE. Log_Enable shall be set to FALSE.

Test Steps:

1. WRITE Record Count =0
2. WAIT Internal Processing Fail Time

3. TRANS
'O
'P
4. RECEI
'O
'P
'P
5. WRITE
6. WHILE
7. WAIT
8. VERITY|

7.3.2.24.6.]

Dependenc
BAChet Rd

Purpose: T
after its Lo

Test Concg
Buffer Siz

Configurati
the test. St
end of the t
Test Steps:

1. WRITE

IT ReadProperty-Request,

ject Identifier' = (the object being tested),
operty Identifier' =  Total Record Count,
E ReadProperty-ACK,

ject Identifier' = (the object being tested),
operty Identifier' =  Total Record Count,
operty Value'= (any valid value, X)
og_Enable = TRUE
(Total Record Count — (value X returned in step 4)) modulo 2*? < Buffer Sjz&))DO { }
ternal Processing Fail Time
Log Enable = FALSE

Stop_When_Full FALSE Test

es: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
ference Clause: 12.25.12.

b verify that Stop When_Full set to FALSE properly,indicates that the Trend Log continues collectin
b Buffer acquires Buffer Size data items.

pt: The Trend Log is configured to acquire'data by whatever means. Data is collected until morsg
e records have been collected and Log_Enable is verified to be TRUE.

on Requirements: Start Time, if present, shall be configured with a date and time preceding the beginn

p_Time, if present shall be configured with the latest possible date and time, in order that it occur aft
est. Stop. When_Full, if configurable, shall be set to FALSE. Log Enable shall be set to FALSE.

Record Count =0

2. WAIT Ipternal Processing Fail Time
3. TRANSMIT ReadPropetty-Request,
'Opject Identifier' = (the object being tested),
'"Property Identifier' = Total Record Count
4. RECEIVIE ReadProperty-ACK,
'Opjeet Identifier' = (the object being tested),

b data

than

ing of
er the

IP e 14 . 1 s nING S o ) el %
IUPCLL'Y TUCIIUTICT ™ IUI.Cll_l\CUUIU_\/UUlll,

'Property Value' = (any valid value, X)
5. WRITE Log Enable = TRUE
6. WHILE ( (Total Record Count — (value X returned in step 4)) modulo 2°% < (Buffer Size+1) ) DO { }
7. WAIT Internal Processing Fail Time
8. VERIFY Log Enable = TRUE

7.3.2.24.7

Buffer_Size Test

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BAChnet Reference Clause: 12.25.13.

Purpose: To verify that Buffer Size properly indicates the number of records that can be stored in the Log_Buffer.
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Test Concept: The Trend Log is configured to acquire data by whatever means. Data is collected until at least
Buffer_Size records have been collected, then the Log_Buffer is read and the presence of Buffer Size discrete records is
verified.

Configuration Requirements: Start Time, if present, shall be configured with a date and time preceding the beginning of
the test. Stop_Time, if present shall be configured with the latest possible date and time, in order that it occur after the
end of the test. Log Enable shall be set to TRUE.

Test Steps:
WHILE ( Record Count < Buffer Size ) DO { }

1.
2. WRITE Log Enable = FALSE

3. WAIT Internal Processing Fail Time
4.C

7.

HECK ( that Log Buffer has Buffer Size discrete records)

w

.2.24.8 Record_Count Test

Deppndencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Executien(Tests, 9.22.
BA(net Reference Clause: 12.25.15.

Purpose: To verify that the Record Count property indicates the number of records that are stored in the Log| Buffer.
Tes Concept: The Trend Log is configured to acquire data by whatevér means. Record Count is set|to zero and
Log| Buffer is read to verify no records are present. Collection Of data proceeds until Record Copnt is about

Buffer Size/2, collection is halted and Log_Buffer is read to verify, the Record Count value. Collection then resumes
unti] Buffer Size records are read; collection is then halted and Leg \Buffer read to verify Record Count agdin.

Configuration Requirements: Start Time, if present, shall be\Configured with a date and time preceding the [beginning of
the fest. Stop_Time, if present shall be configured with the latest possible date and time, in order that it ogcur after the
end pfthe test. Log Enable shall be set to FALSE.

Tesf Steps:

RITE Record Count =0

AIT Internal Processing Fail Time

. CHECK ( that Log_Buffer has no récords )

RITE Log_Enable = TRUE

HILE ( Record_Count < Byffer” Size/2 ) DO { }

RITE Log_Enable = FALSE

AIT Internal Processing Fail Time

RIFY ( that Log Buffer has the number of records indicated by Record Count )
RITE Log_Enable= TRUE

HILE ( Record Count < Buffer Size ) DO { }

RITE Leg\Enable = FALSE

AIT Internal Processing Fail Time

ERIFY™( that Log_Buffer has the number of records indicated by Record Count )

7.3.2.249 Total Record Count Test

R R e

—
W = O

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
BAChnet Reference Clause: 12.25.16.

Purpose: To verify that the Total Record Count property increments for each record added to the Log_Buffer, even after
Buffer Size records have been added. (Note: it is not reasonable to test for the requirement of BACnet Clause 12.23.16
that the value wrap from 2%-1 to one; even if a record was collected every 100" of a second it could take more than 497
days to complete the test.)

Test Concept: The Trend Log is configured to acquire data by whatever means. Record Count is set to zero and

Total Record Count is read. Collection of data proceeds until Record Count changes, collection is halted and
Total Record Count is checked that it has incremented by Record Count. If, for whatever reason, the IUT cannot be
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configured such that the TD is able to halt collection before Buffer Size records are collected this test shall not be

performed.

Configuration Requirements: Start Time, if present, shall be configured with a date and time preceding the beginning of
the test. Stop_Time, if present shall be configured with the latest possible date and time, in order that it occur after the
end of the test. Log Enable shall be set to FALSE.

Test Steps:

1. WRITE Record Count =0
2. WAIT Internal Processing Fail Time

3. TRANS
'O
'P
4. RECEI
'O
'P
'P
. WRITE
. WHILE
. WRITE
. WAIT
. IF (Rec
EJ
ELSE {
IF(T
H
J

7.3.2.24.10

O 0 3 O

Dependenc
BAChnet Reg

Purpose: T
notification

Test Concel
of data pro
resumes uff
reason, the
issuing the

Configurati
the test. St
end of the

IT ReadProperty-Request,

ject Identifier' = (the object being tested),
operty Identifier' =  Total Record Count
E ReadProperty-ACK,

ject Identifier' = (the object being tested),
operty Identifier' =  Total Record Count,
operty Value'= (any valid value, X)
og_Enable = TRUE
Record Count=0) DO { }
og_Enable = FALSE
ternal Processing Fail Time
rd Count = Buffer Size ) THEN
PROR “Buffer full; cannot verify Total Record Count value.”

tal Record Count != Record Count + (value X returned in step4)) THEN
RROR “Total Record Count has incorrect value.”

Notification_Threshold Test

es: ReadProperty Service Execution Tests, 9.18;-WtiteProperty Service Execution Tests, 9.22.
ference Clause: 12.25.17.

p verify that the Notification Thresheld property reflects the number of records collected since a pr
, or since logging started, that causes a Buffer Ready notification to be sent.

pt: The Trend Log is configured to acquire data by whatever means. Record Count is set to zero. Coll
ceeds until a notificationis -seen, collection is halted and the value of Record Count is checked. Coll
til the second notification, when collection is again halted and Record Count verified. If, for wh
IUT cannot be corfigured such that the TD is able to halt collection before another record is collecteq
notification this.test shall not be performed.

on Requireéments: Start Time, if present, shall be configured with a date and time preceding the beginn
p_Time;-if present shall be configured with the latest possible date and time, in order that it occur aft
pst.4@g Enable shall be set to FALSE.

vious

ection
ection
htever
| after

ing of
er the

Test Steps:

1. WRITE Record Count =0

2. WAIT Internal Processing Fail Time

3. TRANSMIT ReadProperty-Request,
'Object Identifier' = (the object being tested),
'"Property Identifier' = Total Record Count

4. RECEIVE ReadProperty-ACK,
'Object Identifier' = (the object being tested),
'"Property Identifier' = Total Record Count
'"Property Value' = (any valid value, X)

5. WRITE Log_Enable = TRUE

6. MAKE ( Trend Log object collect number of records specified by Notification Threshold)
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7. RECEIVE ConfirmedEventNotification-Request,

'Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the Trend Log object being tested),

'Time Stamp' = (any appropriate BACnetTimeStamp value),

'Notification Class' = (the configured notification class),

"Priority' = (the value configured to correspond to a TO-NORMAL transition),

'Event Type' = BUFFER _READY,

"Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

"To State' = NORMAL,

'Event Values' = (BACnetObjectldentifier of the IUT's Device object),
(BACnetObjectldentifier of the Trend Log object),
(any BACnetDateTime),

(current local BACnetDateTime)
RANSMIT BACnet-SimpleACK-PDU
[RITE Log_Enable = FALSE
0. 1F ( Total Record Count — (value read in step 4) != Notification Threshold ) THEN
ERROR “Notification_Threshold value is incorrect.”
11. [WRITE Log_Enable = TRUE
12. IMAKE ( Trend Log object collect number of records specified by Notification Threshold)
13. [RECEIVE ConfirmedEventNotification-Request,

= O
= 3

'Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the Trend Log object being tested),

'"Time Stamp' = (any appropriate BACnetTimeStamp value),

'Notification Class' = (the configured notification class),

'Priority' = (the value configtred to correspond to a TO-NORMAL transiti¢gn),
'Event Type' = BUFFER _READY,

"Notify Type' = EVENT | ALARM;

'AckRequired' = TRUE | FALSE!

'From State' = NORMAL,

'To State' = NORMAL;

' Event Values' = (BACnetObjectldentifier of the IUT's Device object),

(BACnetObjectldentifier of the Trend Log object),
(BA€netDateTime sent in step 7),

(carsent local BACnetDateTime)

14. TRANSMIT BACnet-Simple ACK-PDU

15. WRITE Log_Enable <FALSE

16. IF ( Total Record Ceunt — (value X returned in step 4) !=2 * Notification Threshold ) THEN
ERROR “Notifi¢ation Threshold value is incorrect.”

7.3.2.24.11 Notification Time Tests

DeppndenciesaReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BA(net-2001 Reference Clauses: 12.23.19, 12.23.20, and 12.23.26.

Purpose: To verify that the Previous Notify Time and Current Notify Time properties reflect the values sent in the
most recent notification. This test shall be performed only if the Protocol Revision property is present in the Device
object and has a value of 1 or 2.

Test Concept: The Trend Log is configured to acquire data by whatever means. Record Count is set to zero. Collection
of data proceeds until two notifications are seen, collection is halted and the values of Previous Notify Time and
Current_Notify Time are checked.

Configuration Requirements: Start Time, if present, shall be configured with a date and time preceding the beginning of

the test. Stop_Time, if present shall be configured with the latest possible date and time, in order that it occur after the
end of the test. Log_Enable shall be set to FALSE.
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Test Steps:

1. WRITE Log Enable = TRUE
2. MAKE ( Trend Log object collect number of records specified by Notification Threshold)
3. RECEIVE ConfirmedEventNotification-Request,

'"Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the Trend Log object being tested),

'"Time Stamp' = (any appropriate BACnetTimeStamp value),

'Notification Class' = (the configured notification class),

"Priority' = (the value configured to correspond to a TO-NORMAL transition),

'Event Type' = BUFFER _READY,

'Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'"To State' = NORMAL,

'Event Values' = (BACnetObjectldentifier of the IUT's Device object),
(BACnetObjectldentifier of the Trend Log object),
(any BACnetDateTime),

(current local BACnetDateTime)

4. TRANSMIT BAChnet-SimpleACK-PDU

5. MAKE { Trend Log object collect number of records specified by Notification Threshold)
6. RECEIYE ConfirmedEventNotification-Request,

'Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the Trend Log object being tested),

'"Time Stamp' = (any appropriate BACnetTimeStamp,value),

'Notification Class' = (the configured notification glass),

'Priority' = (the value configured\to correspond to a TO-NORMAL transition),
'Event Type' = BUFFER _READY,

"Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'To State' = NORMAL,

' Event Values' = (BACnetObjectldentifier of the IUT's Device object),

(BACnetObjectldentifier of the Trend Log object),
(BACnetDateTime sent in step 3),
(current local’BACnetDateTime)
7. TRANSMIT BAChnet-SimpleACK=PDU
8. WRITE Log Enable = FALSE
9. IF ( Previious_Notify Time {=Event Value parameter 3 ) THEN
ERROR “Previous Nofifyy Time value is incorrect.”
10. IF ( Cugrent_Notify [Tine != Event Value parameter 4 ) THEN
ERROR “Current Notify Time value is incorrect.”
11.IF ( Evgnt Time-Stamps TO-NORMAL element != Event Value parameter 4 ) THEN
ERROR “Event Time Stamps value is incorrect.”

7.3.2.24.12[ "COV Subscription Failure Test

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
BACnet Reference Clauses: 12.25.5, 12.25.9, and 12.25.10.
Purpose: To verify that a failed COV subscription causes a TO-FAULT transition.

Test Concept: The Trend Log is configured to acquire data by COV subscription from the TD. After it attempts to
subscribe with the TD the Trend Log is halted and Event_State is checked.

Configuration Requirements: Start Time, if present, shall be configured with a date and time preceding the beginning of

the test. Stop_Time, if present shall be configured with the latest possible date and time, in order that it occur after the
end of the test. Log Enable shall be set to FALSE.
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Test Steps:

1. VERIFY Event_State = NORMAL
2. WRITE Log_Enable = TRUE
3. IF (the IUT uses SubscribeCOV for this Trend Log)

RECEIVE SubscribeCOV-Request,
'Subscriber Process Identifier' =  (any value),
'Monitored Object Identifier' =  (any object),
'Issue Confirmed Notifications' = (TRUE|FALSE),
'Lifetime' = (2 * COV_Resubscription_Interval)

ELSE

-6:2009(E)

The

ECEIVE SubscribeCOVProperty-Request,
'Subscriber Process Identifier' =  (any value),
'Monitored Object Identifier' =  (any object),
'Issue Confirmed Notifications' = (TRUE|FALSE),
'Lifetime' = (2 * COV_Resubscription_Interval),
'Monitored Property Identifier' = (the property to be monitored),
'COV Increment' (Client_COV_Increment -- optional)
RANSMIT BACnet-SimpleACK-PDU
[AIT COV_Resubscription_Interval
ERIFY Event State = FAULT

APPLICATION SERVICE INITIATION TESTS

test cases defined in this clause shall be used to verifythat a BACnet device correctly initiates

appliication service. BACnet devices shall be tested for the ability to initiate each application service for wh

indi

For
and
exch
opti
test

For

whe
cong
beer

Bec
the
exps

ates that initiation is supported.

pach application service included in this clause several test cases are defined that collectively test the vaj
features defined for the service in the BACnet'standard. A test case is a sequence of one or more mess

n or feature is correctly implemented: Multiple test cases that have a similar or related purpose are ¢
broups.

each test case a sequence of One or more messages that are to be exchanged is described. A passing
h the IUT and TD exchange messages exactly as described in the test case. Any other combinations

executed and the IUT passed this test. These dependencies are noted in the test case description.
use the purpose of the tests in this clause is to test initiation of BACnet service requests, many of them

first step is fo~receive a particular service request without any indication of how to cause the IUT t
cted requestl The assumption is that the vendor has provided a way to cause the IUT to initiate the

d used\to cause the ITUT to take these actions is a local matter.

metho
Undet-some circumstances an IUT may be unable to demonstrate conformance to a particular test case beq

he specified
ich the PICS

rious options
ages that are

janged between the implementation undertést (IUT) and the testing device (TD) in order to determine if a particular

ollected into

result occurs
of messages

titute a failure of the test. )Some test cases are not valid unless some other test defined in this standard has already

indicate that
b initiate the
request. The

ause the test

applies to a feature that requires a particular BACnet object or optional property that 1s not supported in the IUT. For
example, a device may support the File Access services but restrict files to stream access only. Such a device would have
no way to demonstrate that it could implement the record access features of the File Access services. When this type of
situation occurs the IUT shall be considered to be in conformance with BACnet provided the PICS documentation clearly
indicates the restriction. Failure to document the restriction shall constitute non conformance to the BACnet standard. All
features and optional parameters for BACnet application services shall be supported unless a conflict arises because of
unsupported objects or unsupported optional properties.

8.1

AcknowledgeAlarm Service Initiation Tests

Dependencies: None.

BAChnet Reference Clause: 13.5.
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Purpose: To verify that the IUT can initiate an AcknowledgeAlarm service request.
Test Steps:
1. TRANSMIT ConfirmedEventNotification-Request | UnconfirmedEventNotification-Request,

'Subscriber Process Identifier' = (any value selected by the TD),
'Initiating Device Identifier' =(any value selected by the TD),

'Event Object Identifier' = (any value selected by the TD),

'"Time Stamp' = (any value selected by the TD),

Notification Class' = (any value selected by the TD),

"Priority' = (any value selected by the TD),

'"Event| Type' = (any value selected by the TD),

"Notify Type' = ALARM,

'AckRpquired' = TRUE,

'From [State' = NORMAL

'"To State' = (any offnormal state appropriate to the event type),
'Event| Values' = (any event values appropriate to the event type)

2. IF (the|ConfirmedEventNotification choice was selected) THEN

RECE[VE BACnet-SimpleACK-PDU
3. MAKH (the IUT initiate an AcknowledgeAlarm service request with parametets) appropriate to the
notification
4. RECE]VE AcknowledgeAlarm-Request,

Ackndwledging Process Identifier =  (any process identifier),

Event|Object Identifier = (the 'Event Object Identifier' from.the)notification),
Time Htamp = (the 'Time Stamp' from the notification),

Ackndwledgement Source = (any CharacterString),

Time ¢f Acknowledgement = (the current time as determined by the IUT)

5. TRANSMIT BACnet-SimpleACK-PDU
8.2 ConfitmedCOVNotification Service Initiation Tests

This clause| defines the tests necessary to demonstrate support for initiating ConfirmedCOVNotification service reg
The ConfifmedCOV Notification tests are specific to a 'particular object type that provides intrinsic COV rep
capabilitieg The IUT shall pass all of the tests for each-object type that supports intrinsic COV reporting that is cl
to be suppdrted in the PICS.

BAChnet Rdference Clause: 13.6.

Dependencfes: SubscribeCOV  Service, Execution Tests, 9.10; ReadProperty Service Execution Tests,
WritePropdrty Service Execution TeSts, 9.22.

8.2.1 Change of Value Notification from an Analog Input, Analog Output, and Analog Value (
Present_Vhlue Property

Purpose: Tp verify that.the TUT can initiate ConfirmedCOVNotification service requests conveying a change
Present_Vdlue propertyof Analog Input, Analog Output, and Analog Value objects.

Test Concept: A subscription for COV notifications is established. The Present Value of the monitored object is ch
by an amoynt’less than the COV increment and it 1s verified that no COV notlﬁcatlon is recelved The Present Vz

event

uests.
prting
himed

9.18;

bject

bf the

anged
lue is

then changedbya c
be changed using the erteProperty service or by another means such as changlng the input s1gna1 represented

e may
by an

Analog Input object. For some implementations it may be necessary to write to the Out Of Service property first to
accomplish this task. For implementations where it is not possible to write to these properties at all the vendor shall

provide an alternative trigger mechanism to accomplish this task. All of these methods are equally acceptable.

Configuration Requirements: At the beginning of the test, the Out Of Service property shall have a value of FALSE.

Test Steps:

REPEAT X = (one supported object of each type from the set Analog Input, Analog Output, and Analog Value) DO {
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1. TRANSMIT SubscribeCOV-Request,

'Subscriber Process Identifier' = (any value > 0 chosen by the TD),
'Monitored Object Identifier' = X,

'Issue Confirmed Notifications' = TRUE,

'Lifetime' = 0

2.  RECEIVE BACnet-SimpleACK-PDU
3. RECEIVE ConfirmedCOVNotification-Request,

'Subscriber Process Identifier' = (the same value used in step 1),

'Initiating Device Identifier' = IUT,

'Monitored Object Identifier' = X,

'Time Remaining' = 0,

'List of Values' = (the initial Present Value and initial Status_Flags)

4. [TRANSMIT BACnet-Simple ACK-PDU
5. |TRANSMIT ReadProperty-Request,

'Object Identifier' = X,
'Property Identifier' = COV_Increment
6. |RECEIVE BACnet-ComplexACK-PDU,
'Object Identifier' = X,
'Property Identifier' = COV _Increment,
'"Property Value' = (a value "increment" that will be used below)

7. |IF (Out_Of Service is writable) THEN
WRITE X, Out_Of Service = TRUE
RECEIVE BACnet-Simple ACK-PDU
BEFORE Notification Fail Time
RECEIVE ConfirmedCOVNotification-Request,
'Subscriber Process Identifier' = (the same value used in step 1),

'Initiating Device Identifier' =  IUT,

'Monitored Object Identifier' = X,

'Time Remaining' = 0,

'List of Values' = (the dnitial Present Value and new Status_Flags)

TRANSMIT BACnet-SimpleACK-PDU
8. [IF (Present_Value is now writable) THEN
WRITE X, Present Value = (any value:that differs from "initial Present Value" by less than "increment")
RECEIVE BACnet-Simple ACK-RPDU
ELSE
MAKE (Present_Value = anjivalue that differs from "initial Present Value" by less than "increment")
9. [WAIT NotificationFailTime
10. |CHECK (verify that no COV notification was transmitted)
11. [[F (Present_Value is now writable) THEN
WRITE X, PresefithValue = (any value that differs from "initial Present Value" by an amount greater than
"increment")
RECEIVE.BACnet-SimpleACK-PDU
ELSE
MAKE(Present Value = any value that differs from "initial Present_Value" by an amount greater than
"increment")
12. BEEORE NotificationFailTime
RECEIVE ConfirmedCOVNotification-Request,

'Subbbli‘UCl PIU\/UDD IdClltiﬁUl‘ - \i.llU SAIlIT valuc ubUL‘l ill DLCP 1),

'Initiating Device Identifier' = IUT,

'Monitored Object Identifier' = X,

'Time Remaining' = 0,

'List of Values' = (the new Present_Value and new Status_Flags)

13. TRANSMIT BACnet-Simple ACK-PDU
14. TRANSMIT SubscribeCOV-Request,
'Subscriber Process Identifier' = (the same value used in step 1),
'Monitored Object Identifier' = X
15. RECEIVE BACnet-SimpleACK-PDU
16. IF (Out_Of Service is writable) THEN
WRITE X, Out_Of Service = FALSE
RECEIVE BACnet-SimpleACK-PDU
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8.2.2 Change of Value Notification from an Analog Input, Analog Output, and Analog Value Object
Status_Flags Property

Purpose: To verify that the IUT can initiate ConfirmedCOV Notification service requests conveying a change of the
Status_Flags property of Analog Input, Analog Output, and Analog Value objects.

Test Concept: A subscription for COV notifications is established. The Status Flags property of the monitored object is
then changed and a notification shall be received. The value of the Status-Flags property can be changed by using the
WriteProperty service or by another means. For some implementations writing to the Out_Of Service property will
accomplish this task. For implementations where it is not possible to write to Status_Flags or Out_Of Service, the vendor
shall provide an alternative trigger mechanism to accomplish this task. All of these methods are equally acceptable.

(LT

Configuratjon Requirements: At the beginning of the test, the Out_Of Service property shall have a value of FALSI
Test Steps:
REPEAT X = (one supported object of each type from the set Analog Input, Analog Output, and Analog Value) D( {

1. TRANPBMIT SubscribeCOV-Request,

'Syibscriber Process Identifier' = (any value > 0 chosen by the TD),
'Monitored Object Identifier' = X,

'Ispue Confirmed Notifications' = TRUE,

'Lifetime’ = 0

2. RECE]VE BACnet-SimpleACK-PDU
3. RECEIVE ConfirmedCOVNotification-Request,

'Syibscriber Process Identifier' = (the same value used instep 1),

'Initiating Device Identifier' = IUT,

'Monitored Object Identifier' = X,

'T{me Remaining' = 0,

'List of Values' = (the initial Present Value and initial Status_Flags)

4. TRANPMIT BACnet-Simple ACK-PDU

5. WRITE X, Out_Of Service =TRUE | WRITE X, Status_Flags = (a value that differs from "initial Status_Flagg") |
MAKH (Status_Flags = any value that differs from "initial Status_Flags")
6. IF (WiiteProperty is used in step 5) THEN
RECEIVE BACnet-Simple ACK-PDU
7. BEFORE NotificationFailTime
RECEIVE ConfirmedCOVNotification-Request,

'Subscriber Process Identifier' = (the same value used in step 1),

'Initiating Device Identifier' = IUT,

'Monitored Object Identifier' = X,

'Time Remaining'= 0,

'List of Valugs'.= (the initial Present_Value and new Status_Flags)

8. TRANSMIT BACnet=SimpleACK-PDU
9. TRANPBSMIT SubsctibeCOV-Request,
! qbscriber Process Identifier' = (the same value used in step 1),

'Monitored Object Identifier' = X
10. RECE]VE/BACnet-SimpleACK-PDU
11. IF (Out_Of Service was changed in step 5) THEN
WRITE X, Out_Of Service = FALSE
RECEIVE BAChnet-SimpleACK-PDU

8.2.3 Change of Value Notification from a Binary Input, Binary Output, and Binary Value Object
Present_Value Property

Purpose: To verify that the IUT can initiate ConfirmedCOV Notification service requests conveying a change of the
Present_Value property of Binary Input, Binary Output, and Binary Value objects.

Test Concept: A subscription for COV notifications is established. The Present Value of the monitored object is changed
and a notification shall be received. The Present Value may be changed using the WriteProperty service or by another
means such as changing the input signal represented by a Binary Input object. For some implementations it may be
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necessary to write to the Out_Of Service property first to accomplish this task. For implementations where it is not
possible to write to these properties at all the vendor shall provide an alternative trigger mechanism to accomplish this
task. All of these methods are equally acceptable.

Configuration Requirements: At the beginning of the test, the Out Of Service property shall have a value of FALSE.
Test Steps:

REPEAT X = (one supported object of each type from the set Binary Input, Binary Output, and Binary Value) DO {

1. TRANSMIT SubscribeCOV-Request,

'Subscriber Process Identifier' = (any value > 0 chosen by the TD),
'Monitored Object Identifier' = X,

'Issue Confirmed Notifications' = TRUE,

'Lifetime' = 0

2. |RECEIVE BACnet-SimpleACK-PDU
3. |RECEIVE ConfirmedCOVNotification-Request,

'Subscriber Process Identifier' = (the same value used in step 1),

'Initiating Device Identifier' = IUT,

'Monitored Object Identifier' = X,

'Time Remaining' = 0,

'List of Values' = (the initial Present Value and initial Status_Flags)

4. |TRANSMIT BACnet-Simple ACK-PDU
5. [IF (Out_Of Service is writable) THEN
WRITE X, Out_Of Service = TRUE
RECEIVE BAChnet-SimpleACK-PDU
BEFORE Notification Fail Time
RECEIVE ConfirmedCOVNotification-Request{
'Subscriber Process Identifier' = (the same value used in step 1),

'Initiating Device Identifier' =  TUTY

'Monitored Object Identifier' = X;

'Time Remaining' = 0,

'List of Values' = (the initial Present Value and new Status_Flags)

TRANSMIT BAChnet-Simple ACK-PDU

6. [IF (Present Value is now writable) THEN
WRITE X, Present Value = (any value that differs from "initial Present Value")
RECEIVE BACnet-SimpleACK-PDU

ELSE
MAKE (Present Value- = any value that differs from "initial Present Value")

7. [BEFORE NotificationkailTime

RECEIVE ConifirmedCOVNotification-Request,

'Subscriber Process Identifier' = (the same value used in step 1),

'Initiating Device Identifier' = IUT,

'Monitored Object Identifier' = X,

“Time Remaining' = 0,

'List of Values' = (the new Present_Value and new Status_Flags)

8. |TRANSMIT BACnet-SimpleACK-PDU

AN QA AT T Q1 LT aVat &35 o +
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'Subscriber Process Identifier' = (the same value used in step 1),
'Monitored Object Identifier' = X
10. RECEIVE BACnet-SimpleACK-PDU
11. IF (Out_Of Service is writable) THEN
WRITE X, Out_Of Service = FALSE
RECEIVE BACnet-Simple ACK-PDU

8.2.4  Change of Value Notification from a Binary Input, Binary Output, and Binary Value Object Status_Flags
Property

Purpose: To verify that the IUT can initiate ConfirmedCOV Notification service requests conveying a change of the
Status_Flags property of Binary Input, Binary Output, and Binary Value objects.
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Test Concept: A subscription for COV notifications is established. The Status Flags property of the monitored object is
then changed and a notification shall be received. The value of the Status-Flags property can be changed by using the
WriteProperty service or by another means. For some implementations writing to the Out Of Service property will
accomplish this task. For implementations where it is not possible to write to Status Flags or Out_Of Service, the vendor
shall provide an alternative trigger mechanism to accomplish this task. All of these methods are equally acceptable.

Configuration Requirements: At the beginning of the test, the Out_Of Service property shall have a value of FALSE.
Test Steps:

REPEAT X = (one supported object of each type from the set Binary Input, Binary Output, and Binary Value) DO {

1. TRANkMIT SubscribeCOV-Request,

'Syibscriber Process Identifier' = (any value > 0 chosen by the TD),
'Monitored Object Identifier' = X,

'Isue Confirmed Notifications' = TRUE,

'Lifetime' = 0

2. RECE]VE BACnet-SimpleACK-PDU
3. RECE]VE ConfirmedCOVNotification-Request,

'Syibscriber Process Identifier' = (the same value used in step 1),

'Initiating Device Identifier' = IUT,

'Monitored Object Identifier' = X,

'"Time Remaining' = 0,

'List of Values' = (the initial Present Value aid initial Status_Flags)

4. TRANBSMIT BACnet-Simple ACK-PDU
5. WRITE X, Out_Of Service = TRUE | WRITE X, Status_Flags = (a yalp¢ that differs from "initial Status_Flagg") |
MAKH (Status_Flags = any value that differs from "initial Status Elags")
6. IF (WiiteProperty is used in step 5) THEN
RECEIVE BACnet-Simple ACK-PDU
7. BEFORE NotificationFailTime
RECEIVE ConfirmedCOVNotification-Request,

'Subscriber Process Identifier' = (the same value used in step 1),

'Initiating Device Identifier' = TUT;

'Monitored Object Identifier' = X,

'Time Remaining' = 0,

'List of Values' = (the initial Present Value and new Status_Flags)

o0
H
g
Z

. SMIT BACnet-Simple ACK-PDU

9. TRANPBMIT SubscribeCOV-Request,

ibscriber Process Identifier] = (the same value used in step 1),
onitored Object Identifier = X

8.2.5 Changeof Value Notification from a Multi-state Input, Multi-state Output, Multi-state Value, Life $afety
Point, or Llife:Safety Zone Object Present_Value Property
Purpose: < yiTg pe—of the

C C U d d 9, cU dllO Cl'V C CUC C g d dIIEZC
Present Value property of Multi-state Input, Multi-state Output, Multi-state Value, Life Safety Point, and Life Safety
Zone objects.

Test Concept: A subscription for COV notifications is established. The Present Value of the monitored object is changed
and a notification shall be received. The Present Value may be changed using the WriteProperty service or by another
means such as changing the input signal represented by the object. For some implementations it may be necessary to
write to the Out_Of Service property first to accomplish this task. For implementations where it is not possible to write
to these properties at all, the vendor shall provide an alternative trigger mechanism to accomplish this task. All of these
methods are equally acceptable.

Configuration Requirements: At the beginning of the test, the Out_Of Service property shall have a value of FALSE.
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Test Steps:

REPEAT X = (one supported object of each type from the set Multi-state Input, Multi-state Output, Multi-state Value,
Life Safety Point, and Life Safety Zone) DO {

1. TRANSMIT SubscribeCOV-Request,

'Subscriber Process Identifier' = (any value > 0 chosen by the TD),
'Monitored Object Identifier' = X,

'Issue Confirmed Notifications' = TRUE,

'Lifetime' = 0

2. RECEIVE BACnet-SimpleACK-PDU
3. [RECEIVE ConfirmedCOVNotification-Request,

'Subscriber Process Identifier' = (the same value used in step 1),

'Initiating Device Identifier' = IUT,

'Monitored Object Identifier' = X,

'Time Remaining' = 0,

'List of Values' = (the initial Present Value and initial Status)Flags)

4. |[TRANSMIT BACnet-SimpleACK-PDU
5. [IF (Out_Of Service is writable) THEN
WRITE X, Out_Of Service = TRUE
RECEIVE BACnet-SimpleACK-PDU
BEFORE Notification Fail Time
RECEIVE ConfirmedCOVNotification-Request,
'Subscriber Process Identifier' = (the same value used‘instep 1),

'Initiating Device Identifier'=  IUT,

'Monitored Object Identifier' = X,

'Time Remaining' = 0,

'List of Values' = (the initigl(Present Value and the new Status_Flags)

TRANSMIT BACnet-SimpleACK-PDU

6. |[IF (Present_ Value is now writable) THEN
WRITE X, Present Value = (any value that differs from "initial value")
RECEIVE BACnet-Simple ACK-PDU

ELSE
MAKE (Present_Value = any valiethat differs from "initial value")

7. |BEFORE NotificationFailTime

RECEIVE ConfirmedCOVNotification-Request,

'Subscriber Process Identifier' = (the same value used in step 1),

'Initiating Device Identifier' = IUT,

'Monitored Object Identifier' = X,

'Time Remaining' = 0,

'List of Valugs' = (the new Present_Value and new Status_Flags)

8. |TRANSMIT BACiret-SimpleACK-PDU

9. |TRANSMIT.SubscribeCOV-Request,
'Subscriber Process Identifier' = (the same value used in step 1),
'Menitored Object Identifier' = X

10. RECEIVE BACnet-SimpleACK-PDU
11. [E¢Out Of Service is writable) THEN

RIS Z O N -
WRITLE A, UUl_Ul_SCIVILU =

RECEIVE BAChnet-SimpleACK-PDU

AT-QI
LS

8.2.6  Change of Value Notification from a Multi-state Input, Multi-state Output Multi-state Value, Life Safety
Point, and Life Safety Zone Object Status_Flags Property

Purpose: To verify that the IUT can initiate ConfirmedCOV Notification service requests conveying a change of the
Status_Flags property of Multi-state Input, Multi-state Output, Multi-state Value, Life Safety Point, and Life Safety Zone
objects.

Test Concept: A subscription for COV notifications is established. The Status Flags property of the monitored object is

then changed and a notification shall be received. The value of the Status-Flags property can be changed by using the
WriteProperty service or by another means. For some implementations writing to the Out_Of Service property will
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accomplish this task. For implementations where it is not possible to write to Status Flags or Out_Of Service, the vendor
shall provide an alternative trigger mechanism to accomplish this task. All of these methods are equally acceptable.

Configuration Requirements: At the beginning of the test, the Out Of Service property shall have a value of FALSE.
Test Steps:

REPEAT X = (one supported object of each type from the set Multi-state input, Multi-state Output, Multi-state Value,
Life Safety Point, and Life Safety Zone) DO {

1. TRANSMIT SubscribeCOV-Request,

'Syibscriber Process Identifier' = (any value > 0 chosen by the TD),
'Monitored Object Identifier' = X,

'Isue Confirmed Notifications' = TRUE,

'Lifetime' = 0

2. RECE]VE BACnet-SimpleACK-PDU
3. RECE]VE ConfirmedCOVNotification-Request,

'Suibscriber Process Identifier' = (the same value used in step 1),

'Initiating Device Identifier' = IUT,

'Monitored Object Identifier' = X,

'"Time Remaining' = 0,

'List of Values' = (the initial Present Value and initial\Status_Flags)

4. TRANSMIT BACnet-Simple ACK-PDU
5. WRITE X, Out_Of Service =TRUE | WRITE X, Status_Flags = (a value.thap differs from "initial Status_Flagg") |
MAKH (Status_Flags = any value that differs from "initial Status_Flags!")
6. IF (WiiteProperty is used in step 5) THEN
RECEIVE BACnet-SimpleACK-PDU
7. BEFORE NotificationFailTime
RECEIVE ConfirmedCOVNotification-Request,

'Subscriber Process Identifier' = (the same-value used in step 1),

'Initiating Device Identifier' = IUT,

'Monitored Object Identifier' = X,

'Time Remaining' = 0,

'List of Values' = (the initial Present Value and new Status_Flags)

8. TRANSMIT BACnet-SimpleACK-PDU

9. TRANPBMIT SubscribeCOV-Request,
'Suibscriber Process Identifier' = (the same value used in step 1),
'Monitored Object Identifier' £ X

10. RECEJVE BACnet-Simple ACK=-PDU
11. IF (Ouf Of Service was changed in step 5) THEN
RITE X, Out Of Seryice = FALSE
RECEIVE BACnef-SimpleACK-PDU

8.2.7  Change of Value-Notification from Loop Object Present_Value Property

Purpose: Tp verifycthat the IUT can initiate ConfirmedCOV Notification service requests conveying a change pf the
Present_Vdlue property of a loop object.

Test Concept—Asubscription for €OV otifications s established—ThePresemt—Vatue o e TIOTtored object 1 anged
by an amount less than the COV increment and it is verified that no COV notification is received. The Present Value is
then changed by an amount greater than the COV increment and a notification shall be received.

The Present Value may be changed by placing the Loop Out Of Service and writing directly to the Present Value. For
implementations where this option is not possible an alternative trigger mechanism shall be provided to accomplish this

task, such as changing the Setpoint or the Setpoint Reference. All of these methods are equally acceptable.

The object identifier of the Loop object being tested is designated as L in the test steps below.
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Test Steps:

1. TRANSMIT SubscribeCOV-Request,

'Subscriber Process Identifier' = (any value > 0 chosen by the TD),
'Monitored Object Identifier' = L,
'Issue Confirmed Notifications' = TRUE,
'Lifetime' = 0
2. RECEIVE BACnet-SimpleACK-PDU
3. RECEIVE ConfirmedCOVNotification-Request,
'Subscriber Process Identifier' = (the same value used in step 1),
'Initiating Device Identifier' = IUT,
'Monitored Object Identifier' = L,
'Time Remaining' = 0,
'List of Values' = (the initial Present_Value, initial Status_Flags, initial Setpoint, and

initial Controlled Variable Value)
4. |[TRANSMIT BACnet-SimpleACK-PDU
5. |TRANSMIT ReadProperty-Request,

'Object Identifier' = L,
'Property Identifier' = COV_Increment
6. |[RECEIVE BACnet-ComplexACK-PDU,
'Object Identifier' = L,
'"Property Identifier' = COV_Increment,
'"Property Value' = (a value "increment" thatwill be used below)

7. |IF (Out_Of Service is writable) THEN
WRITE X, Out_Of Service = TRUE
RECEIVE BACnet-SimpleACK-PDU
BEFORE Notification Fail Time
RECEIVE ConfirmedCOVNotification-Request{
'Subscriber Process Identifier' = (the same value used in step 1),

'Initiating Device Identifier' =  TUTY
'Monitored Object Identifier' = L;
'Time Remaining' = 0,
'List of Values' = (the initial Present Value, new Status Flags, initial §etpoint, and
initil
Controlled Variable Value)
8. [TRANSMIT BACnet-SimpleACK<PDU

9. |IF (Present_Value is now writable) THEN
WRITE X, Present Valug= (any value that differs from "initial Present Value" by less than "increment")
RECEIVE BAChnet¢SimpleACK-PDU

ELSE
MAKE (PresefityValue = any value that differs from "initial Present Value" by less than "increment")

10. [WAIT NotificationFailTime

11. [CHECK (verify. that no COV notification was transmitted)

12. [IF (Present “Value is now writable) THEN

WRITE X, Present Value = (any value that differs from "initial Present Value" by an amount greafer than

"increment")

RECEIVE BACnet-Simple ACK-PDU

EESE
MAKE (Present Value = any value that differs from "initial Present Value" by an amount greater than

"increment")

13. BEFORE NotificationFailTime
RECEIVE ConfirmedCOVNotification-Request,

'Subscriber Process Identifier' = (the same value used in step 1),

'Initiating Device Identifier' = IUT,

'Monitored Object Identifier' = L,

'Time Remaining' = 0,

'List of Values' = (the new Present_Value, new Status_Flags, initial Setpoint, and initial

Controlled Variable Value)
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14. TRANSMIT BACnet-Simple ACK-PDU
15. TRANSMIT SubscribeCOV-Request,
'Subscriber Process Identifier' = (the same value used in step 1),
'Monitored Object Identifier' = L
16. RECEIVE BAChnet-SimpleACK-PDU
17. IF (Out_Of Service is writable) THEN
WRITE L, Out_Of Service = FALSE
RECEIVE BACnet-Simple ACK-PDU

8.2.8  Change of Value Notification from a Loop Object Status_Flags Property

Purpose: To verify that the IUT can initiate ConfirmedCOV Notification service requests conveying a change of the
Status_Flags property of a Loop object.

Test Concgpt: A subscription for COV notifications is established. The Status Flags property of the monitered object is
then changpd and a notification shall be received. The value of the Status-Flags property can be changed.by usifg the
WritePropdrty service or by another means. For some implementations writing to the Out Of Seryice property will
accomplish| this task. For implementations where it is not possible to write to Status Flags or Out Qf__Service, the endor
shall provide an alternative trigger mechanism to accomplish this task. All of these methods are équally acceptable.

The object dentifier of the Loop object being tested is designated as L in the test steps below.

(LT

Configuratjon Requirements: At the beginning of the test, the Out_Of Service property, shall have a value of FALSI

Test Steps:
1. TRANBMIT SubscribeCOV-Request,
'Syibscriber Process Identifier' = (any value > 0 chosen by the TD),
'Monitored Object Identifier' = L,
'Isue Confirmed Notifications' = TRUE,
'Lifetime' = 0

2. RECE]VE BACnet-SimpleACK-PDU
3. RECE]VE ConfirmedCOVNotification-Request,

'Syibscriber Process Identifier' = (the:same value used in step 1),

'Initiating Device Identifier' = UT,

'Monitored Object Identifier' = L,

'"Time Remaining' = 0,

'List of Values' = (the initial Present Value, initial Status_Flags, initial Setpoint, and

initial Controlled Variable Value)

7. BEFO NotificationFailTime
RECEIVE:€onfirmedCOVNotification-Request,
'Subscriber Process Identifier' = (the same value used in step 1),
Initiating Device Identifier' = IUT,
“viomtored-Object Tdemtifrer— t;
'Time Remaining' = 0,
'List of Values' = (the initial Present Value, new Status Flags, initial Setpoint, and

initial
Controlled Variable Value)
8. TRANSMIT BACnet-SimpleACK-PDU
9. TRANSMIT SubscribeCOV-Request,
'Subscriber Process Identifier' = (the same value used in step 1),
'Monitored Object Identifier' = L
10. RECEIVE BACnet-SimpleACK-PDU
11. IF (Out_Of Service was changed in step 5) THEN
WRITE L, Out_Of Service = FALSE
RECEIVE BACnet-SimpleACK-PDU
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8.3 UnconfirmedCOVNotification Service Initiation Tests

This clause defines the tests necessary to demonstrate support for initiating UnconfirmedCOVNotification service
requests. The UnconfirmedCOVNotification tests are specific to a particular object type that provides intrinsic COV
reporting capabilities. The IUT shall pass all of the tests for each object type that is claimed to be supported in the PICS.

Dependencies: SubscribeCOV  Service Execution Tests,
WriteProperty Service Execution Tests, 9.22.

BAChnet Reference Clause: 13.7.

8.3.1
Pre

ent_Value Property

Pury
Pregd

ose: To verify that the IUT can initiate UnconfirmedCOVNotification service requests conveying-a g
ent Value property of Analog Input, Analog Output, and Analog Value objects.

Test
in

Steps: The steps for this test case are identical to the test steps in 8.2.1 except that the SubseribeCOV sg
ktep 1 shall have a value of FALSE for the 'Issue Confirmed Notifications' parameter,
irmedCOVNotification requests shall be UnconfirmedCOVNotification requests, and'there is no acknoy
confirmed services. The MAC address used for the notification message shall"be such that the TD

Status_Flags Property

Purpose: To verify that the [UT can initiate UnconfirmedCOVNotifi€ation service requests conveying a d
Statyis_Flags property of Analog Input, Analog Output, and Analog Value objects.

Test Steps: The steps for this test case are identical to the test steps in 8.2.2 except that the SubscribeCOV se
in ptep 1 shall have a value of FALSE for the “Issue Confirmed Notifications' parameter,

ConffirmedCOVNotification requests shall be UnconfirmedCOVNotification requests, and there is no acknoy
the pinconfirmed services. The MAC address used for the notification message shall be such that the TD

recipients.

8.3.]
Pre

8 Change of Value Notification from a Binary Input, Binary Output, and Binary V
ent_Value Property

Pury
Pred

ose: To verify that the IUT can initiate UnconfirmedCOVNotification service requests conveying a g
ent Value property of Binary Input, Binary Output, and Binary Value objects.

Tesf Steps: The steps for this test-case are identical to the test steps in 8.2.3 except that the SubscribeCOV sg
in ptep 1 shall have ,a’value of FALSE for the 'Issue Confirmed Notifications' parameter,
ConffirmedCOVNotificationrequests shall be UnconfirmedCOVNotification requests, and there is no acknoy
the pinconfirmed seryices: The MAC address used for the notification message shall be such that the TD
recipients.

8.3.4  Change of Value Notification from a Binary Input, Binary Output, and Binary Value Object §

9.10; ReadProperty Service Execution Tests,

9.18;

Change of Value Notification from an Analog Input, Analog Output, and Analog Value Object

hange of the

rvice request
all of the
ledgment of
is one of the

nlue Object

hange of the

rvice request
all of the
ledgment of
is one of the

hlue Object

hange of the

rvice request
all of the
ledgment of
is one of the

status_Flags

hange of the

Property
Purpgosé:“To verify that the [UT can initiate UnconfirmedCOVNotification service requests conveying a d
Statt . Bina nput, Binary Output, and Binary Value obje

Test Steps: The steps for this test case are identical to the test steps in 8.2.4 except that the SubscribeCOV service request
in step 1 shall have a value of FALSE for the 'Issue Confirmed Notifications' parameter, all of the
ConfirmedCOVNotification requests shall be UnconfirmedCOVNotification requests, and there is no acknowledgment of
the unconfirmed services. The MAC address used for the notification message shall be such that the TD is one of the
recipients.

8.3.5  Change of Value Notification from a Multi-state Input, Multi-state Output, Multi-state Value, Life Safety
Point, and Life Safety Zone Object Present_Value Property

Purpose: To verify that the IUT can initiate UnconfirmedCOV Notification service requests conveying a change of the
Present Value property of Multi-state Input, Multi-state Output, Multi-state Value, Life Safety Point, and Life Safety
Zone objects.
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Test Steps: The steps for this test case are identical to the test steps in 8.2.5 except that the SubscribeCOV service request
in step 1 shall have a value of FALSE for the 'Issue Confirmed Notifications' parameter, all of the
ConfirmedCOVNotification requests shall be UnconfirmedCOVNotification requests, and there is no acknowledgment of
the unconfirmed services. The MAC address used for the notification message shall be such that the TD is one of the
recipients.

8.3.6  Change of Value Notification from a Multi-state Input, Multi-state Output, Multi-state Value, Life Safety
Point, and Life SafetyZone Object Status_Flags Property

Purpose: To verify that the IUT can initiate UnconfirmedCOVNotification service requests conveying a change of the
Status_Flags property of Multi-state Input, Multi-state Output, Multi-state Value, Life Safety Point, and Life Safety Zone
objects.

Test Steps:[The steps for this test case are identical to the test steps in 8.2.6 except that the SubscribeCOV service-r¢quest
in step 1| shall have a value of FALSE for the 'Issue Confirmed Notifications' parametersyall off the
ConfirmedCOVNotification requests shall be UnconfirmedCOVNotification requests, and there is no acknowledgment of
the unconffrmed services. The MAC address used for the notification message shall be such that the 7D is one pf the
recipients.

8.3.7  Change of Value Notification from Loop Object Present_Value Property

Purpose: Tp verify that the IUT can initiate UnconfirmedCOVNotification service requests/conveying a change pf the
Present_Vdlue property of a Loop object.

Test Steps:[The steps for this test case are identical to the test steps in 8.2.7 exceptithat the SubscribeCOV service r¢quest
in step 1| shall have a value of FALSE for the 'Issue Confirmed\ Notifications' parameter, all of the
Confirmed{COVNotification requests shall be UnconfirmedCOV Notification réquests, and there is no acknowledgment of
the unconffrmed services. The MAC address used for the notification message shall be such that the TD is one pf the
recipients.

8.3.8  Change of Value Notification from a Loop Object Status.'Flags Property

Purpose: Tp verify that the IUT can initiate UnconfirmedCOVNotification service requests conveying a change pf the
Status_Flags property of a Loop object.

Test Steps:[The steps for this test case are identical to-the test steps in 8.2.8 except that the SubscribeCOV service r¢quest
in step 1| shall have a value of FALSE-for the 'Issue Confirmed Notifications' parameter, all of the
Confirmed{COVNotification requests shall be UncenfirmedCOVNotification requests, and there is no acknowledgment of
the unconffrmed services. The MAC addresSused for the notification message shall be such that the TD is one pf the
recipients.

8.3.9  Unsubscribed Change of Valu¢ Notifications

Unsubscribed COV notificationsdiffer from subscribed COV notifications that use the UnconfirmedCOVNotififation
service in fwo respects. First, o ‘subscription is required. Second, the 'Subscriber Process Identifier' parameter usually
has a value|of zero.

Purpose: Tp verify that'the IUT can initiate UnconfirmedCOVNotification service requests when no subscription for the
COV notification has-been made.

Test Concdpt:~The IUT is configured to send unsubscribed COV notifications. The TD then waits for the notifidation.
Given that there {STo defined wigger, e vendor Siail imform the Tester Tow 10 Make the 10 1 generate tie notitications if
they are not sent periodically.

Test Steps:

1. MAKE (the IUT send an unsubscribed COV notification)
2.  RECEIVE ConfirmedCOVNotification-Request,
'Subscriber Process Identifier' = (any valid process ID),

'Initiating Device Identifier' =  IUT,

'Monitored Object Identifier' = (any valid object identifier),

'Time Remaining' = 0,

'List of Values' = (any valid properties and values from the monitored object)
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8.4 ConfirmedEventNotification Service Initiation Tests

This clause defines the tests necessary to demonstrate support for initiating ConfirmedEventNotification service requests.
The ConfirmedEventNotification tests are specific to the event detection algorithm used. For each object type that
supports intrinsic event reporting the IUT shall pass the tests for the event detection algorithm that applies to that object
type. If the IUT supports the Event Enrollment object it shall pass the tests for the event detection algorithm that
corresponds to each event type supported.

8.4.1 CHANGE_OF_BITSTRING Tests

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

Raf Clocac: 1212 5 12 120 7
=T =7

BAGset ee
het Reference-Clauses—212.51

Purpose: To verify the correct operation of the Change of Bitstring event algorithm. This test applies to~Evert Enrollment
objects with an Event Type of CHANGE OF BITSTRING.

Test Concept: The object begins the test in a NORMAL state. The referenced property is changed to a value fthat is one of
the |values designated in List Of Bitstring Values. After the time delay expires.the~ object should enter the
OFHNORMAL state and transmit an event notification message. The referenced property is then changdd to a value
corrpsponding to a NORMAL state. After the time delay the object should enter the NORMAL state and transmit an
everft notification message.

Configuration Requirements: The IUT shall be configured such that the Event-Enable property has a value of TRUE for
the TO-OFFNORMAL and TO-NORMAL transitions. The Issue_Confizmed Notifications property shall have a value of
TRUE. The event-generating objects shall be in a NORMAL state at the)start of the test.

Test Steps:
1. |[VERIFY Event State= NORMAL

2. |IF (the referenced property is writable) THEN
WRITE (referenced property) = (a value x: x s=one of the List Of Bitstring_Values after the bitmagk is

applied)
ELSE
MAKE (the referenced property have(a value x: x = one of the List Of Bitstring Values after the
bitmask is applied)

w

'WAIT (Time Delay)
4. |BEFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,
'Process Identifier"= (any valid process ID),
'Initiating DewviceIdentifier' = 1UT,
'Event Object Identifier' = (the Event Enrollment object being tested),

'Time Stamp' = (the current local time),

'Notification Class' = (the configured notification class),

'Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),
Byent Type' = CHANGE OF BITSTRING,

Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'"To State' = OFFNORMAL,

' Event Values' = referenced-bitstring, Status_Flags

5. TRANSMIT BACnet-SimpleACK-PDU
6. VERIFY Status Flags = (TRUE, FALSE, ?, ?)
7. VERIFY Event State = OFFNORMAL
8. IF (Protocol_Revision is present and Protocol Revision > 1) THEN
VERIFY Event Time Stamps = (the timestamp in step 4, *, *
9. IF (Present_Value is writable) THEN
WRITE (referenced property) = (a value x: x corresponds to a NORMAL state)
ELSE
MAKE (the referenced property have a value x: x corresponds to a NORMAL state)
10. WAIT (Time_Delay)
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11. BEFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,

'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the Event Enrollment object being tested),

12. TRAN
13. VERIH
14. VERIH
15. IF (Pra

V]

Notes to T
include thig
that indicat]

842 (I

Dependenc
BAChet Rd

Purpose: T
Enrollment
Binary Val

Test Concg
value that
OFFNORM
changed to
and transm
the CHAN
for this spe

Configurati
the TO-OF|
have a valul

In the test
tested Presg

'"Time Stamp' = (the current local time),

'Notification Class' = (the configured notification class),

"Priority' = (the value configured to correspond to a TO-NORMAL transition),
'Event Type' = CHANGE_OF_BITSTRING,

"Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State" = OFFNORMAL,

'"To State' = NORMAL,

' Event Values' = referenced-bitstring, Status_Flags

SMIT BACnet-Simple ACK-PDU

Y Status Flags = (FALSE, FALSE, ?, ?)

Y Event State = NORMAL

tocol Revision is present and Protocol Revision > 1) THEN

FRIFY Event Time Stamps = (the timestamp in step 4, *, the timestamp in step 11)

parameter in the notification messages. The time stamps indicated by "*/~in steps 8 and 15 can have a
bs an unspecified time or a time that precedes the timestamp in step 4.

HANGE_OF_STATE Tests

es: ReadProperty Service Execution Tests, 9.18; WriteProperty ‘Service Execution Tests, 9.22.
ference Clauses: 12.6, 12.8, 12.18, 12.20, 13.2,13.3.2, and 13.8.

o verify the correct operation of the CHANGE. QF STATE event algorithm. This test applies to
objects with an Event Type of CHANGE OF-STATE and to intrinsic event reporting for Binary
he, Multi-state Input and Multi-state Value objeets.

pt: The object begins the test in a NORMAL state. The Present_Value (referenced property) is change]
s one of the values designated in List”Of Values. After the time delay expires the object should ent
[AL state and transmit an event\notification message. The Present Value (referenced property) is
a value corresponding to a NORMAL state. After the time delay the object should enter the NORMAL
t an event notification mes$age. For Multi-state Input and Multi-state Value objects there is a special ¢
5E OF STATE algorithimythat applies to transitions to the FAULT state. The test procedure includes
bial case.

on Requirements:, The IUT shall be configured such that the Event Enable property has a value of TRU
FNORMAL,TO-FAULT and TO-NORMAL transitions. The Issue Confirmed Notifications property
e of TRUEThe event-generating objects shall be in a NORMAL state at the start of the test.

desctiption below Present Value is used as the referenced property. If an Event Enrollment object is

pster: The 'Message Text' parameter is omitted in the test description because’ it is optional. The IUT

may
value

Event
[nput,

d to a
er the
then
state
nse of
a test

IE for
shall

being

nf-Yalue should be replaced by the appropriate property reference.

Test Steps:

1. VERIFY Event State= NORMAL
2. IF (Present Value is writable) THEN

4

ELSE

RITE Present Value = (a value x: x = Alarm_Value for binary objects or one of the Alarm_Values for
multi-state objects)

MAKE (Present_Value have a value x: x = Alarm_Value for binary objects or one of the Alarm_Values

3. WAIT

112

for multi-state objects)
(Time_Delay)
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16.
17.

18.
19.
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BEFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the intrinsic reporting object being tested or the Event Enrollment object

being tested),
'"Time Stamp' = (the current local time),
'Notification Class' = (the configured notification class),
"Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),
'Event Type' = CHANGE_OF STATE,
"Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State' = NORMAL,
'"To State' = OFFNORMAL,
' Event Values' = Present_Value, Status_Flags

TRANSMIT BACnet-SimpleACK-PDU
VERIFY Status_Flags = (TRUE, FALSE, ?, ?)
'VERIFY Event State = OFFNORMAL
IF (Protocol Revision is present and Protocol Revision > 1) THEN
VERIFY Event Time Stamps = (the timestamp in step 4, *, *
IF (Present Value is writable) THEN
WRITE Present_Value = (a value x: x corresponds to a NORMAL state)
ELSE
MAKE (Present_Value have a value x: x corresponds to a NORMAL state)
'WAIT (Time Delay)
BEFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,
'Process Identifier' = (any valid process 1D);
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the intrinsic reporting object being tested or the object referenced by
Event Enrollment objectbeing tested),

'"Time Stamp' = (the current local-time),

'Notification Class' = (the configured notification class),

"Priority' = (the valueeonfigured to correspond to a TO-NORMAL transition),
'Event Type' = CHANGE OF STATE,

"Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = OFFNORMAL,

'"To State' = NORMAL,

' Event Valués's~= Present_Value, Status_Flags

TRANSMIT BAChet;SimpleACK-PDU
VERIFY Status‘Flags = (FALSE, FALSE, ?, ?)
VERIFY Event! State = NORMAL
IF (Protoeol) Revision is present and Protocol Revision > 1) THEN
VERIFY Event Time Stamps = (the timestamp in step 4, *, the timestamp in step 11)
IF (the(object being tested is a multi-state object that supports intrinsic reporting) THEN

IF (Present_Value is writable) THEN

WRITE Presemt—Vatue =< vatue XX = ore ot the Fault—Vatues)
ELSE

MAKE (Present Value have a value x: x = one of the Fault Values)
WAIT (Time Delay)
BEFORE Notification Fail Time

RECEIVE ConfirmedEventNotification-Request,

the

'Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the intrinsic reporting object being tested),

'"Time Stamp' = (the current local time),

'Notification Class' = (the configured notification class),

"Priority' = (the value configured to correspond to a TO-FAULT transition),
'Event Type' = CHANGE OF STATE,

© 1SO 2009 - All rights reserved
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'Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'To State' = FAULT,

' Event Values' = Present_Value, Status_Flags
20. TRANSMIT BACnet-SimpleACK-PDU
21. VERIFY Status Flags = (FALSE, TRUE, ?, ?
22. VERIFY Event State = FAULT
23. IF (Protocol Revision is present and Protocol Revision > 1) THEN

VERIFY Event Time Stamps = (the timestamp in step 4, the timestamp in step 19, the timestamp in step

11)
24. IF| (the object being tested is a multi-state object that supports intrinsic reporting and Protocol Rewisjon is

present and Protocol Revision > 1) THEN

VERIFY Reliability = MULTI_STATE FAULT

25. IF|(Present_Value is writable) THEN

WRITE Present Value = (a value x: x corresponds to a NORMAL state)
EILSE

MAKE (Present Value have a value x: x corresponds to a NORMAL state)
26. WAIT (Time Delay)

27. BEFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the intrinsic reporting object-being tested),
'"Time Stamp' = (the current local time),
'Notification Class' = (the configured notification'class),
'Priority' = (the value configuredto correspond to a TO-NORMAL transition),
'Event Type' = CHANGE OF STATE,
'Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State' = FAULT,
'"To State' = NORMAL,
'Event Values' = Present Value, Status_Flags

28. TRANSMIT BACnet-Simple ACK-PDU

29. VERIFY Status Flags = (FALSE, FALSE; ?, ?)

30. VERIFY Event State = NORMAL

31. IF](Protocol Revision is present(and Protocol Revision > 1) THEN
VERIFY Event Time Stamps = (the timestamp in step 4, the timestamp in step 19, the timestamp ih step
26)

Notes to Tpster: The 'Message~Text' parameter is omitted in the test description because it is optional. The IUT may
include thi parameter in thewnotification messages. The time stamps indicated by "*" in steps 8 and 15 can have a|value
that indicatps an unspecifiéd time or a time that precedes the timestamp in step 4.

8.4.3 CHANGE OF VALUE Tests

This claus¢ defin€s the tests necessary to demonstrate support for the CHANGE OF VALUE event algorithn]. The
CHANGE |OF»VALUE algorithm can be applied to both numerical and bitstring datatypes. The IUT shall pass th¢ tests
for both applications.

8.4.3.1 Numerical Algorithm
The test in this clause applies to use of the CHANGE OF VALUE algorithm applied to Integer or Real datatypes.

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
BACnet Reference Clauses: 12.12, 13.3.2, and 13.8.

Purpose: To verify the correct operation of the CHANGE OF VALUE event algorithm as applied to numerical
datatypes. This test applies to Event Enrollment objects with an Event Type of CHANGE OF VALUE.
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Test Concept: The object begins the test in a NORMAL state. The referenced property is changed by a value that is less
than the Referenced Property Increment. The tester verifies that no event notification is transmitted. The referenced
property is changed again to a value that differs from the original value by an amount greater than the
Referenced Property Increment. The tester verifies that an event notification message is transmitted and that the proper
Event State transitions occur.

Configuration Requirements: The IUT shall be configured such that the Event Enable property has a value of TRUE for
the TO-NORMAL transition. The Issue_Confirmed Notifications property shall have a value of TRUE. The event-
generating object shall be in a NORMAL state at the start of the test.

Test Steps:

1. |VERIFY Event_State = NORMAL
2. |IF (the referenced property is writable) THEN
WRITE (referenced property) = (a value x: x differs from the initial value by less than
Referenced Property Increment)
ELSE
MAKE (the referenced property have a value x: x differs from the initial value byAgss than
Referenced Property Increment)
3. |WAIT (Time_Delay + Notification Fail Time)
CHECK (verify that no event notification message is transmitted)
5. [IF (the referenced property is writable) THEN
WRITE (referenced property) = (a value x: x differs from the initidl-value in step 1 by more than
Referenced Property Increment)

>

ELSE
MAKE (the referenced property have a value x: x differs frem the initial value in step 1 by more tha
Referenced Property Increment)
6. |WAIT (Time Delay)
7. [BEFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = ITUT;
'Event Object Identifier' = (the Eyent Enrollment object being tested),

=

'"Time Stamp' = (the curréntlocal time),

'Notification Class' = (the-configured notification class),

'Priority' = (thewvalue configured to correspond to a TO-NORMAL transition),
'Event Type' = CHANGE OF VALUE,

'Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' € NORMAL,

'"To State' € NORMAL,

' EventValues' = changed-value, Status_Flags

8. [TRANSMIT.BACnet-SimpleACK-PDU

9. |VERIFY Status_Flags = (FALSE, FALSE, ?, ?)

10. [VERIF¥-Event State = NORMAL

11. |IF (Pretocol Revision is present and Protocol Revision > 1) THEN
VERIFY Event _Time Stamps = (¥, *, the timestamp in step 7)

Notes to Tester: The 'Message Text' parameter is omitted in the test description because it is optional. The IUT may
include this parameter in the notification messages. The time stamps indicated by "*" in step 11 can have a value that
indicates an unspecified time or a time that precedes the timestamp in step 7.

8.4.3.2 Bitstring Algorithm
The test in this clause applies to use of the CHANGE OF VALUE algorithm applied to Bitstring datatypes.

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BAChnet Reference Clauses: 12.12, 13.3.2, and 13.8.
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Purpose: To verify the correct operation of the CHANGE OF VALUE event algorithm as applied to Bitstring datatypes.
This test applies to Event Enrollment objects with an Event Type of CHANGE OF VALUE.

Test Concept: The object begins the test in a NORMAL state. The referenced property is changed to a new value such
that none of the bits in the Bitmask are changed. The tester verifies that no event notification is transmitted. The
referenced property is changed again to a value that differs in one or more bits that are included in the Bitmask. The
tester verifies that an event notification message is transmitted and that the proper Event State transitions occur.

Configuration Requirements: The IUT shall be configured such that the Event Enable property has a value of TRUE for
the TO-NORMAL transition. The Issue_Confirmed Notifications property shall have a value of TRUE. The Bitmask
shall be configured so that at least one but not all bits of the referenced property are included in the mask. The event-
generating pbject shall be in a NORMAL state at the start of the test.

Test Steps:

1. VERIHY Event_State = NORMAL
2. IF (the|referenced property is writable) THEN

WIRITE (referenced property) = (a value x: x differs from the initial value but only in bifs-that are not
included in Bitmask)
ELSE

MWAKE (the referenced property have a value x: x differs from the initial value but-only in bits that are not

included in Bitmask)
WAIT|(Time Delay + Notification Fail Time)
CHECK (verify that no event notification message is transmitted)
5. IF (the|referenced property is writable) THEN

WRITE (referenced property) = (a value x: x differs from the initial\value in one or more bits included in
Bitmask)

B

ELSE
MAKE (the referenced property have a value x: x differs from the initial value one or more bits included
in Bitmask)
6. WAIT|(Time_ Delay)
7. BEFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Reqhest,
"Process Identifier' = (any valid-ptecess ID),
'Initiating Device Identifier' = ITUT,
'Event Object Identifier' = (the Event Enrollment object being tested),

'Time Stamp' = (the cyrrent local time),

'Notification Class' = (the configured notification class),

'Priority' = (the value configured to correspond to a TO-NORMAL transition),
'Event Type' = €HANGE OF VALUE,

'Notify Type' = EVENT | ALARM,

'AckRequired's TRUE | FALSE,

'From State' < NORMAL,

'To State"s NORMAL,

' Event-Values' = changed-value, Status_Flags

TRANSMIT BACnet-Simple ACK-PDU
VERIHY Status_Flags = (FALSE, FALSE, ?, ?)

10. VERIFYEvent—State—NORMALE

1o o0

11. IF (Protocol Revision is present and Protocol Revision > 1) THEN
VERIFY Event Time Stamps = (*, *, the timestamp in step 7)

Notes to Tester: The 'Message Text' parameter is omitted in the test description because it is optional. The IUT may
include this parameter in the notification messages. The time stamps indicated by "*" in step 11 can have a value that
indicates an unspecified time or a time that precedes the timestamp in step 7.

844 COMMAND_FAILURE Tests

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BAChnet Reference Clauses: 12.7, 12.12, 12.19, 13.2, 13.3.4, and 13.8.
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Purpose: To verify the correct operation of the COMMAND_FAILURE algorithm. This test applies to Event Enrollment
objects with an Event Type of COMMAND FAILURE and to intrinsic event reporting for Binary Output and Multi-
State Output objects.

Test Concept: The Feedback Value (Feedback Property Reference) shall be decoupled from the input signal that is
normally used to verify the output. Initially Present Value (referenced property) and Feedback Value
(Feedback Property Reference) are in agreement. Present Value (the referenced property) is changed and an event
notification should be transmitted indicating a transition to an OFFNORMAL state. The Feedback Value
(Feedback Property Reference) is changed to again agree with the Present Value (referenced property). A second event
notification is transmitted indicating a return to a NORMAL state.

Configuration Requirements: The IUT shall be configured such that the Event Enable property has a value jof TRUE for
the TO-OFFNORMAL and TO-NORMAL transitions. The Issue_Confirmed Notifications property shalkhave a value of
TRUE. The event-generating object shall be in a NORMAL state at the start of the test. The Feedback Value property
shal] be decoupled from the input signal that is normally used to verify the output so that it-can be independently
manjfipulated.

In the test description below Present Value is used as the referenced property and Feedback' Value is used|to verify the
output. If an Event Enrollment object is being tested these properties shall be replaced by the approprjate property
refefence.

Test Steps:

1. |VERIFY Event State = NORMAL
2. |VERIFY Status_Flags = (FALSE, FALSE, FALSE, FALSE)
3. |[IF (Present_Value is writable) THEN
WRITE Present_Value = (a different value)
ELSE
MAKE (Present Value take on a different value)
4. |WAIT (Time_ Delay)
5. |BEFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' =\IUT,
'Event Object Identifier' = (thentrinsic reporting object being tested or the object referenced by the
Event Enrollment object being tested),

'Time Stamp' = (the current local time),

'Notification Class/= (the configured notification class),

'Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),
'Event Type' &€ COMMAND _FAILURE,

'Notify Type'= EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From<State' = NORMAL,

"To,State' = OFFNORMAL,

“BEvent Values' = Present Value, Status_Flags, Feedback Value

6. |[TRANSMIT BACnet-SimpleACK-PDU

7. [VERIFY Status_Flags = (TRUE, FALSE, ?, 7)
8. DR rent—State—ORFNORMAL

9.

IF (Protocol Revision is present and Protocol Revision > 1) THEN
VERIFY Event Time Stamps = (the timestamp in step 5, *, *
10. IF (Feedback Value is writable) THEN
WRITE Feedback Value = (a value consistent with Present Value)
ELSE
MAKE (Feedback Value take on a value consistent with Present_Value)
11. WAIT (Time_Delay)
12. BEFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the intrinsic reporting object being tested or the object referenced by the
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Event Enrollment object being tested),

'"Time Stamp' = (the current local time),

'Notification Class' = (the configured notification class),

'Priority' = (the value configured to correspond to a TO-NORMAL transition),
'Event Type' = COMMAND _FAILURE,

'Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = OFFNORMAL,

'To State' = NORMAL,

' Event Values' = Present Value, Status_Flags, Feedback Value

13. TRANSMIT BACnet-Simple ACK-PDU

14. VERI
15. VERIH
16. IF (Prq

V]

Notes to T
include thig
that indicat]

84.5 FI

Dependenc
BAChet Rq

Purpose: T
objects wit]
Loop objec

Test Concd
but within
property is
HIGH_LIM
below the

referenced
expires the
the low lim|

Configurati
the TO-OF
TRUE. Thg

Test Steps:
1. VERIK

2. TIF (the
Y

Y Status_Flags = (FALSE, FALSE, ?,?

Y Event State = NORMAL

tocol Revision is present and Protocol Revision > 1) THEN

FRIFY Event Time Stamps = (the timestamp in step 5, *, the timestamp in step 12)

parameter in the notification messages. The time stamps indicated by "*" in steps 9aiid 16 can have a
bs an unspecified time or a time that precedes the timestamp in step 5.

LOATING_LIMIT Tests

es: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
ference Clauses: 12.12, 12.17, 12.21, 13.2, 13.3.5, and 13.8.

p verify the correct operation of the Floating Limit event algorithm. This test applies to Event Enro
h an Event Type of FLOATING LIMIT and to Loop objects that support intrinsic reporting. When {
(s both High Diff Limit and Low Diff Limit shall be réplaced by Error Limit in the test description be

pt: The object begins the test in a NORMAL state.(The referenced property is raised to a value that is

raised to a value that is above the high limit. After the time delay expires the object should ent
[IT state and transmit an event notification-message. The referenced property is lowered to a value

high limit but still within Deadband of\the limit. The object should remain in the HIGH LIMIT stats
property is lowered further to a normal value that is not within Deadband of a limit. After the time
object should enter the NORMALD, state and issue an event notification. The same process is repeated
it.

on Requirements: The IUT shall be configured such that the Event Enable property has a value of TRU

event-generating dbjects shall be in a NORMAL state at the start of the test.

Y Event-State = NORMAL
refeteniced property is writable) THEN

RIFE (referenced property) = (a value x:

pster: The 'Message Text' parameter is omitted in the test description because it is optional. The IUT

may
value

Iment
esting
low.

below

Deadband of the high limit. At this point the object should still be in a NORMAL state. The refefenced

br the
hat is
. The
delay
o test

IE for

FNORMAL and TO-NORMAL transitions. The Issue_Confirmed Notifications property shall have a value of

ELSE

o . Bt Pe T TS G ) R 1 1 p=) : Bt be THE S —CW. N )
(OCLPOIHIL RCICICIICC T IIIgll DI LIITHNU = DCadUdIId )~ X (SCIPOIIN_ RNCICTTHCC T T1Igll DI LT

MAKE (the referenced property have a value x:
(Setpoint Reference + High Diff Limit— Deadband)< x < (Setpoint Reference + High Diff Limit))

(Time Delay + Notification Fail Time)

CHECK (verify that no notification message has been transmitted)
VERIFY Event State = NORMAL

referenced property is writable) THEN
RITE (referenced property) = (a value x: x > (Setpoint_Reference + High Diff Limit))

MAKE (the referenced property have a value x: x > (Setpoint Reference + High Diff Limit))

3. WAIT
4.
5.

6. IF (the

\

ELSE

7. WAIT

118

(Time_Delay)
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BEFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the Loop object being tested or the object referenced by the Event Enrollment

object being tested),
'"Time Stamp' = (the current local time),
'Notification Class' = (the configured notification class),
"Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),
'Event Type' = FLOATING_LIMIT,
"Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State' = NORMAL,
'"To State' = HIGH_LIMIT,
'Event Values' = reference-value, Status_Flags, setpoint-value, error-limit,

TRANSMIT BACnet-SimpleACK-PDU
VERIFY Status Flags = (TRUE, FALSE, ?, ?
'VERIFY Event State = HIGH_LIMIT
IF (Protocol Revision is present and Protocol Revision > 1) THEN
VERIFY Event_Time Stamps = (the timestamp in step 8, *, *
IF (the referenced property is writable) THEN
WRITE (referenced property) = (a value x:
(Setpoint_Reference + High Diff Limit — Deadband)< x{z Setpoint Reference + High Diff Limit))
ELSE
MAKE (the referenced property have a value x:
(Setpoint Reference + High Diff Limit — Deadband)< x < Setpoint Reference + High Diff Limit))
WAIT (Time Delay + Notification Fail Time)
CHECK (verify that no notification message has been transmitted)
'VERIFY Event State = HIGH_LIMIT
IF (the referenced property is writable) THEN
WRITE (referenced property) = (a value x:
(Setpoint_Reference - Low_ Diff Dimit + Deadband) < x < (Setpoint Reference + High Diff Limit —
band))
ELSE
MAKE (the referenced property have a value x:
(Setpoint_Reference - _Itew Diff Limit + Deadband) < x < (Setpoint Reference + High Diff Limit —
iband))
WAIT (Time Delay)
BEFORE Notification Fail Time
RECEIVE ConfifrmedEventNotification-Request,
'Process Identifier' = (any valid process ID),
'Initiatihg Device Identifier' = IUT,
'EventtObject Identifier' = (the Loop object being tested or the object referenced by the Event Eprollment

object being tested),
Time Stamp' = (the current local time),
Notification Class' = (the configured notification class),
"Priority' = (the value configured to correspond to a TO-NORMAL transition),
‘Event-Type— FEOATINGHIMIT;
'Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State' = HIGH LIMIT,
'"To State' = NORMAL,
'Event Values' = reference-value, Status_Flags, setpoint-value, error-limit,

TRANSMIT BACnet-Simple ACK-PDU
VERIFY Status Flags = (FALSE, FALSE, ?, ?)
VERIFY Event State = NORMAL
IF (Protocol Revision is present and Protocol Revision > 1) THEN
VERIFY Event Time Stamps = (the timestamp in step 8, *, the timestamp in step 19)
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24.

25.
26.
27.
28.

29.
30.

31.
32.
33.
34.

35.

36.
37.
38.
39.

Deadband)

IF (the

referenced property is writable) THEN

WRITE (referenced property) = (a value x:
(Setpoint_Reference - Low Diff Limit <x < (Setpoint Reference - Low Diff Limit + Deadband))

ELSE

MAKE (the referenced property have a value x:
(Setpoint_Reference - Low Diff Limit <x < (Setpoint Reference - Low Diff Limit + Deadband))

WAIT

(Time_Delay + Notification Fail Time)

CHECK (verify that no notification message has been transmitted)
VERIFY Event State = NORMAL

IF (the

referenced property is writable) THEN

WRITE (referenced property) = (a value x such x < (Setpoint Reference - Low_ Diff Limit))

ELSE
M

WAIT

BEFO
R}

TRAN
VERIH
VERIH
IF (Prd

V]
IF (the

W

ELSE
M

WAIT
CHEC
VERIK
IF (the

W

ELSE

AKE (referenced property have a value x: x < (Setpoint Reference - Low_Diff Limit))
(Time Delay)

RE Notification Fail Time

LCEIVE ConfirmedEventNotification-Request,

'Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'"Time Stamp' = (the current local time),
'Notification Class' = (the configured notification class),
"Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),
'Event Type' = FLOATING LIMIT,
'Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State' = NORMAL,
'"To State' = LOW_LIMIT,
'Event Values' = reference-value, Status_Flags;'setpoint-value, error-limit,
SMIT BACnet-Simple ACK-PDU
Y Status_Flags = (TRUE, FALSE, ?, ?)
Y Event State = LOW_LIMIT
tocol Revision is present and Protocol Revision > 1) THEN
FRIFY Event Time Stamps = (the timestamp in step 30, *, the timestamp in step 19)
referenced property is writable) THEN
RITE (referenced property) = (a value'x!
(Setpoint_Reference - Lowr Limit) < x < (Setpoint Reference - Low_Limit + Deadband))

AKE (the referenced properfy fiave a value x:
(Setpoint Refererice - Low Limit) < x < (Setpoint Reference - Low_Limit + Deadband))
(Time Delay + Notification Fail Time)
K (verify that no ndtification message has been transmitted)
Y Event State ="\Low Limit
referenced property is writable) THEN
RITE (referenced property) = (a value x:

'Event Object Identifier' = (the Loop object being tested or the Event Enrollment object being tested),

(Setpeint 'Reference - Low Limit + Deadband) < x < (Setpoint Reference + High Diff Li

mit —

AT Ll £ 1 o] 1
MAI\L (UIT TTICTTIICTU PIOPUILY TIdVE d VAalut X.

(Setpoint Reference - Low Limit + Deadband) < x < (Setpoint Reference + High Diff Limit —

Deadband))

40. WAIT (Time Delay)

41. BEFORE Notification Fail Time

RECEIVE ConfirmedEventNotification-Request,

120

'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the Loop object being tested or the Event Enrollment object being tested),

'"Time Stamp' = (the current local time),

'Notification Class' = (the configured notification class),

"Priority' = (the value configured to correspond to a TO-NORMAL transition),
'Event Type' = OUT_OF RANGE,
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43
44.
45

ISO 16484-

'Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State' = LOW_LIMIT,

'"To State' = NORMAL,

' Event Values' = reference-value, Status_Flags, setpoint-value, error-limit,
TRANSMIT BACnet-SimpleACK-PDU
VERIFY Status Flags = (FALSE, FALSE, ?, ?
VERIFY Event State = NORMAL
IF (Protocol Revision is present and Protocol Revision > 1) THEN
VERIFY Event Time Stamps = (the timestamp in step 30, *, the timestamp in step 41)

6:2009(E)

Notgs to Tester: The 'Message Text' parameter is omitted in the test description because it is optional~]l

incl
ava

8.4.
Dep
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obje
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valul
The
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ever|

Conffiguration Requirements: The IUT shall\be configured such that the Event Enable property has a value

the
shal
havg

In t}
testq

de this parameter in the notification messages. The time stamps indicated by "*" in steps 12, 23, 34 and
ue that indicates an unspecified time or a time that precedes the timestamp in step 8.

5 OUT_OF_RANGE Tests

endencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Executigni(Tests, 9.22.
net Reference Clauses: 12.2, 12.3, 12.4, 12.12, 12.23, 13.2, 13.3.6, and 13.8.

ose: To verify the correct operation of the OUT_OF RANGE event algorithtm~This test applies to Ever
cts with an Event Type of OUT_OF RANGE and to intrinsic event reporting for Analog Input, Analog
og Value objects.

Concept: The object begins the test in a NORMAL state. The Present Value (referenced property)
e that is below but within Deadband of the high limit. At this point the object should still be in a NO
Present_Value (referenced property) is raised to a value that is above the high limit. After the time deld
ct should enter the HIGH_LIMIT state and transmit an’€vent notification message. The Present Valu
erty) is lowered to a value that is below the high limit but still within Deadband of the limit. The
iin in the HIGH LIMIT state. The Present Value (veferenced property) is lowered further to a normal
within Deadband of a limit. After the time delay<expires the object should enter the NORMAL state
t notification. The same process is repeated to.test the low limit.

[O-OFFNORMAL and TO-NORMATFE-transitions. For objects using intrinsic reporting the Limit En
have a value of TRUE for both HighLimit and LowLimit events. The Issue_Confirmed_Notifications
a value of TRUE. The event-generating objects shall be in a NORMAL state at the start of the test.

le test description below Rresent Value is used as the referenced property. If an Event Enrollment ol
d Present_Value shouldbe replaced by the appropriate property reference.

he IUT may
45 can have

t Enrollment
Output, and

s raised to a
RMAL state.
ly expires the
b (referenced
bject should
value that is
and issue an

of TRUE for

ible property
roperty shall

ject is being
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Test Steps:

—_

VERIFY Event State = NORMAL
2. IF (Present Value is writable) THEN
WRITE Present Value = (a value x: (High Limit — Deadband)< x < High Limit)
ELSE
MAKE (Present_Value have a value x: (High Limit — Deadband)< x < High_Limit)
WAIT (Time Delay + Notification Fail Time)
CHECK (verify that no notification message has been transmitted)
VERIFY Event State = NORMAL
IF (Present_Value is writable) THEN
ITE Present_Value = (a value x such x > High Limit)

SN kW

ELSE
MAKE (Present Value have a value x: x > High Limit)
7. WAIT|(Time Delay)
8. BEFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the intrinsic reporting object being tested or the gbject referenced by the
Event Enrollment object being tested),

'"Time Stamp' = (the current local time),

'Notification Class' = (the configured notification class),

'Priority' = (the value configured to correspond to a TO:OBFNORMAL transition),
'Event Type' = OUT_OF RANGE,

'Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'To State' = HIGH_LIMIT,

' Event Values' = Present Value, Status_Flags, Deadband, High Limit

9. TRANBSMIT BACnet-Simple ACK-PDU
10. VERIHY Status Flags = (TRUE, FALSE, ?, ?)
11. VERIHY Event State = HIGH_LIMIT
12. IF (Prdtocol Revision is present and Protocol-"Revision > 1) THEN
VERIFY Event Time Stamps = (the timestamp in step §, *, *
13. IF (Prdsent_Value is writable) THEN
WIRITE Present Value = (a value x> (High Limit — Deadband)< x < High Limit)
ELSE
MAKE (Present Value hayewa-value x: (High Limit — Deadband)< x < High Limit)
14. WAIT|(Time Delay + Notification Fail Time)
15. CHECK (verify that no ndtification message has been transmitted)
16. VERIHY Event_State =~HIGH LIMIT
17. TF (Prdsent_Value is writable) THEN
WRITE Preséent' Value = (a value x: (Low_Limit + Deadband) < x < (High_Limit — Deadband))
ELSE
MAKE (Present_Value have a value x: (Low_Limit + Deadband) < x < (High_Limit — Deadband))
18. WAIT|(Time_Delay)
19. BEFORENwtificatiomrFait-Tinre
RECEIVE ConfirmedEventNotification-Request,
'Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the intrinsic reporting object being tested or the object referenced by the
Event Enrollment object being tested),

'"Time Stamp' = (the current local time),

'Notification Class' = (the configured notification class),

"Priority' = (the value configured to correspond to a TO-NORMAL transition),
'Event Type' = OUT_OF RANGE,

Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = HIGH LIMIT,
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22.
23.

24.

25.
26.
27.
28.

29.
30.

31.
32.
33.
34.

35.

36.
37.
38.
39.

40.
41.

ISO 16484-6:2009(E)

'To State' = NORMAL,
'Event Values' = Present_Value, Status_Flags, Deadband, High Limit
TRANSMIT BACnet-SimpleACK-PDU
VERIFY Status_Flags = (FALSE, FALSE, ?, ?)
VERIFY Event State = NORMAL
IF (Protocol Revision is present and Protocol Revision > 1) THEN
VERIFY Event Time Stamps = (the timestamp in step 8, *, the timestamp in step 19)
IF (Present Value is writable) THEN
WRITE Present_Value = (a value x: Low_Limit <x < (Low_Limit + Deadband))
ELSE
MAKE (Present Value have a value x: Low Limit <x < (Low_Limit + Deadband))

'WAIT (Time Delay + Notification Fail Time)
CHECK (verify that no notification message has been transmitted)
VERIFY Event State = NORMAL
IF (Present Value is writable) THEN
WRITE Present Value = (a value x such x < Low_Limit)
ELSE
MAKE (Present Value have a value x: x < Low_Limit)
WAIT (Time Delay)
BEFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the intrinsic reporting object being)tested or the object referenced by the
Event Enrollment object being tested),

'Time Stamp' = (the current local time),

'Notification Class' = (the configured notification class),

'Priority' = (the value configured to cofrespond to a TO-OFFNORMAL transition),
'Event Type' = OUT_OF RANGE,

'Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'To State' = LOW_LIMIT;

' Event Values' = Present” Value, Status_Flags, Deadband, Low_Limit

TRANSMIT BACnet-Simple ACK-PDY
VERIFY Status Flags = (TRUE, FALSE, ?, ?)
VERIFY Event_State = LOW/ RIMIT
IF (Protocol Revision is présent and Protocol Revision > 1) THEN

VERIFY Event Time) Stamps = (the timestamp in step 30, *, the timestamp in step 19)
IF (Present Value is.writable) THEN

WRITE Present+Value = (a value x: Low_Limit < x < (Low_Limit + Deadband))
ELSE

MAKE (Present_Value have a value x: Low_Limit < x <(Low_Limit + Deadband))
'WAIT (Tinte' Delay + Notification Fail Time)
CHECK:(verify that no notification message has been transmitted)
VERIEY Event State = LOW_LIMIT

IE.(Present Value is writable) THEN

WRITE Presemt—Vatue =z vatue x(Cow_Limit=Deadbamd)<x<tHigh timit=Drcadbamd))
ELSE
MAKE (Present_Value have a value x: (Low_Limit + Deadband) < x < (High_Limit — Deadband))
WAIT (Time_ Delay)
BEFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the intrinsic reporting object being tested or the object referenced by the
Event Enrollment object being tested),

'"Time Stamp' = (the current local time),
'Notification Class' = (the configured notification class),
"Priority' = (the value configured to correspond to a TO-NORMAL transition),
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'Event Type' = OUT_OF RANGE,

'Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = LOW_LIMIT,

'"To State' = NORMAL,

' Event Values' = Present_Value, Status_Flags, Deadband, Low_Limit

42. TRANSMIT BACnet-Simple ACK-PDU
43. VERIFY Status Flags = (FALSE, FALSE, ?,?
44. VERIFY Event State = NORMAL
45. IF (Protocol Revision is present and Protocol Revision > 1) THEN
VERIFY Event Time Stamps = (the timestamp in step 30, *, the timestamp in step 41)

Notes to T
include thig
a value that

8.4.7 Bl

Dependenc
BAChet Rd

Purpose: T
that suppori

Test Concg
no records
records spd
and sends H

Configurati
the TO-N(
Confirmed
shall be set

Test Steps:

1. VERIFY
2. MAKE
3. RECEI\

'P1

parameter in the notification messages. The time stamps indicated by "*" in steps 12, 23, 34 and 45 car
indicates an unspecified time or a time that precedes the timestamp in step 8.

UFFER_READY Tests

es: ReadProperty Service Execution Tests, 9.18.
ference Clauses: 12.12, 12.25, 13.2, 13.3.7, and 13.8.

verify the correct operation of the BUFFER _READY event algorithm. Thig test applies to Trend Log o
intrinsic notification and to Event Enrollment objects with an Event_Type of BUFFER_READY.

pt: The object that performs the notification (“the notifying object™) begins the test in a NORMAL statd
stored in the object containing the buffer (“the buffer object™=" The buffer object acquires the num
cified by Records Since Notification, at which time the notifying object performs a TO-NORMAL trar]
UFFER READY notifications.

on Requirements: The IUT shall be configured such’that the Event Enable property has a value of TRU
RMAL transition. The notifying object shall be in a NORMAL state at the start of the test. The
[Notifications' parameter of the element of the«Notification Class' Recipient List property referring to thi
to TRUE.

[ Event State = NORMAL

buffer object collect numbeér of records specified by Notification Threshold)

'E ConfirmedEventNotification-Request,

ocess Identifier' = (any valid process ID),

itiating Device Identifier' = IUT,

ent Object Idenfifier' = (the intrinsic reporting object being tested or the object referenced by the E
Enrollment object being tested),

me Stamp! = (any appropriate BACnetTimeStamp value),

ptificatign®Class' = (the configured notification class),

iority"= (the value configured to correspond to a TO-NORMAL transition),

pster: The "Message Text' parameter is omitted in the test description because it is optional. Thé TUT

may
1 have

bjects

, with
ber of
sition

IE for
'Issue
e IUT

ent

venty Type' = BUFFER_READY,

otity Type—= EVENTTATLARN;

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'"To State' = NORMAL,

'Event Values' = (BACnetObjectldentifier of the IUT's Device object),

(BACnetObjectldentifier of the buffer object),
(any BACnetDateTime),
(current local BACnetDateTime)

4. TRANSMIT BAChnet-SimpleACK-PDU
5. MAKE (buffer object collect number of records specified by Notification Threshold)
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6. RECEIVE ConfirmedEventNotification-Request,

7.
8.4.

8.4.
Dep

BA

Pury
tran

'Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the intrinsic reporting object being tested or the object referenced by the Event
Enrollment object being tested),

'"Time Stamp' = (any appropriate BACnetTimeStamp value),

'Notification Class' = (the configured notification class),

"Priority' = (the value configured to correspond to a TO-NORMAL transition),

'Event Type' = BUFFER _READY,

"Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'"To State' = NORMAL,

'Event Values' = (BACnetObjectldentifier of the IUT's Device object),

(BACnetObjectldentifier of the buffer object),
(current local BACnetDateTime sent in step 3),
(current local BACnetDateTime)

TRANSMIT BACnet-SimpleACK-PDU

8 CHANGE_OF_LIFE_SAFETY Tests

8.1 NORMAL to OFFNORMAL Transition Test

endencies: ReadProperty Service Execution Tests, 9.18; WriteProperty{Service Execution Tests, 9.22.

net Reference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.8 and Figure 13-9.

itioning between the NORMAL and OFFNORMAL event states. It applies to Event Enrollment ob]

Eveft Type of CHANGE OF LIFE SAFETY and to infrinsic event reporting for Life Safety Point ang

Zon

Test

P objects.

Concept: The object begins the test in a NORMAL state. The Present_Value (referenced property) is ch

of the values designated in List Of Alarm\Values. After the time delay expires, the object shou

OFH

INORMAL state and transmit an event-natification message.

Conlffiguration Requirements: The IUT shall be configured such that the Event Enable property has a value

the
havd

[O-OFFNORMAL, TO-FAULT and TO-NORMAL transitions. The Issue Confirmed Notifications p
a value of TRUE. The event-generating objects shall be in a NORMAL state at the start of the test.

ose: This test case verifies the correct operation of the CHANGE OF LIFE SAFETY event algorithin for objects

ects with an
Life Safety

anged to one
d enter the

of TRUE for
roperty shall

ject is being

In the test description below Present Value is used as the referenced property. If an Event Enrollment ob
testdd, Present Value should be replaced by the appropriate property reference.

Test Steps:

1. |[VERIFY-Event State=NORMAL

2. [MAKE (Present Value have a value x such that x corresponds to an OFFNORMAL state)

3. |WAIT Time Delay

4. BEFORE Notification Fail Time

5 RECEIVE ConfirmedEventNotification-Request,

'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the intrinsic reporting object being tested or the Event Enrollment object
being tested),

'"Time Stamp' = (the current local time),

'Notification Class' = (the configured notification class),

"Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),

'Event Type' = CHANGE OF LIFE SAFETY,

'Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,
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'To State' = OFFNORMAL,
' Event Values' = Present_Value,Mode,Status_Flags, Operation_Expected
SMIT BACnet-SimpleACK-PDU

VERIFY Status_Flags = (TRUE, FALSE, 2, ?)

VERIFY Event State = OFFNORMAL
VERIFY Event Time Stamps = (the timestamp in step 5, *, *

6. TRAN
7.

8.

9.

8.4.8.2

OFFNORMAL to NORMAL Transition Test

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BAChnet Reference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.8 and Figure 13-9.

Purpose: This test case verifies the correct operation of the CHANGE OF LIFE SAFETY event algorithm for-objects
transitioninfg between the OFFNORMAL and NORMAL event states. It applies to Event Enrollment objects wjth an
Event Typg of CHANGE OF LIFE SAFETY and to intrinsic event reporting for Life Safety Pointcand Life $afety
Zone objec}s.
Test Concept: The object begins the test in an OFFNORMAL state. The Present Value (refererieed property) is made to
be in the NORMAL state. If latching is supported, the object should remain in the OFFNORMAL state until object is
reset. This [test needs to be repeated for all reset operations supported. If latching is not-supported, then after th¢ time
delay expirgs, the object should enter the NORMAL state and transmit an event notification message. It is expectgd that
the TD will often be able to reset the object by using the LifeSafetyOperation service with a reset or reset-alarm reqpest.
Configuratjon Requirements: The IUT shall be configured such that the Event-"Enable property has a value of TRUE for
the TO-OFFNORMAL, TO-FAULT and TO-NORMAL transitions. The Issie_Confirmed Notifications property shall
have a valye of TRUE. The event-generating objects shall be in a OFFNORMAL state at the start of the test. In the test
description| below Present Value is used as the referenced property., If an Event Enrollment object is being fested,
Present_Vdlue should be replaced by the appropriate property refergnce:
Test Steps:
1. MAKH (Present_Value have a value x such that x corresponds to a NORMAL state)
2. WAIT|Time Delay
3. IF (latg¢hing is supported) THEN
4. CHECK (Event_State = OFFNORMAL)
5 MHAKE (the object reset)
6 BIEFORE Notification Fail Time
7 RECEIVE ConfirmedEventNgtification-Request,

'"Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the intrinsic reporting object being tested or the Event Enrollment

object being tested),

'"Time Stamp'E (the current local time),

'Notification Class' = (the configured notification class),

"Priority = (the value configured to correspond to a TO-OFFNORMAL transition),

'Eyent Type' = CHANGE OF LIFE SAFETY,

"Notify Type' = EVENT | ALARM,

nbl\l\U\iullUu — TINUL | LI ALOL,

'From State' = OFFNORMAL,

'"To State' = NORMAL,

' Event Values' = Present_Value, Mode, Status_Flags, Operation_Expected

10.
11.

12.
13.

TRANSMIT BACnet-SimpleACK-PDU,

VERIFY Status Flags = (FALSE, FALSE, ?, ?),

VERIFY Event State = NORMAL,

VERIFY Event Time Stamps = (the timestamp in step 7, *, *

ELSE

BEFORE Notification Fail Time

126

RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
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'Event Object Identifier' = (the intrinsic reporting object being tested or the Event Enrollment
object being tested),

'"Time Stamp' = (the current local time),

'Notification Class' = (the configured notification class),

"Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),

'Event Type' = CHANGE_OF_LIFE_SAFETY,

"Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = OFFNORMAL,

'To State' = NORMAL,

'Event Values' = Present_Value, Mode, Status_Flags, Operation_Expected

14.
15.
16.
17.

8.4.
Dep

BA(

Pury
tran
with
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Test
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LIF]

Configuration Requirements: The IUT shall be configured such that the Event Enable property has a value

the
havg

In t}
testq

Test

el

TRANSMIT BAChnet-SimpleACK-PDU

VERIFY Status_Flags = (FALSE, FALSE, 2, ?)

VERIFY Event State = NORMAL

VERIFY Event Time Stamps = (the timestamp in step 13, *, *)

8.3 NORMAL to LIFE_SAFETY_ALARM Transition Test

endencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execufion Tests, 9.22.
[net Reference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.13 and Figure 13.9.

ose: This test case verifies the correct operation of the CHANGE OF IIFE SAFETY event algorith
itioning between the NORMAL and LIFE_SAFETY ALARM event{states. It applies to Event Enrol
an Event Type of CHANGE OF LIFE SAFETY and to intringid.event reporting for Life Safety P
ty Zone objects.

Concept: The object begins the test in a NORMAL state. The Present Value (referenced property) is ch
he values designated in Life Safety Alarm Values. After the time delay expires the object shoy
E SAFETY ALARM state and transmit an event notification message.

[O-OFFNORMAL, TO-FAULT and TO-NORMAL transitions. The Issue Confirmed Notifications p
a value of TRUE. The event-generating objects shall be in a NORMAL state at the start of the test.

e test description below Present Value' is used as the referenced property. If an Event Enrollment ob
d Present_Value should be replaced by the appropriate property reference.

Steps:

VERIFY Event State&=NORMAL

MAKE (Present_Valye have a value x such that x corresponds to a LIFE_SAFETY ALARM state)
WAIT Time Dglay

BEFORE Notification Fail Time

RECEIVE €onfirmedEventNotification-Request,

for objects
ment objects
int and Life

anged to one
Id enter the

of TRUE for
roperty shall

ject is being

6.
7.

‘Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the intrinsic reporting object being tested or the Event Enrollm¢nt object
UUILIZ Lottt y,

'"Time Stamp' = (the current local time),

'Notification Class' = (the configured notification class),

'Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),

'Event Type' = CHANGE_OF LIFE_SAFETY,

'Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'To State' = LIFE SAFETY ALARM,

' Event Values' = Present_Value, Mode, Status_Flags, Operation_Expected

TRANSMIT BAChnet-SimpleACK-PDU
VERIFY Status_Flags = (TRUE, FALSE, ?, ?)
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8. VERIFY Event State = LIFE SAFETY ALARM
9. VERIFY Event Time Stamps = (the timestamp in step 5, *, *

8.4.84

Dependenc

LIFE_SAFETY_ALARM to NORMAL Transition Test

ies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BAChnet Reference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.13 and Figure 13.9.

Purpose: This test case verifies the correct operation of the CHANGE OF LIFE SAFETY event algorithm for objects
transitioning between the LIFE_ SAFETY ALARM and NORMAL event states. It applies to Event Enrollment objects
with an Event Type of CHANGE OF LIFE SAFETY and to intrinsic event reporting for Life Safety Point and Life

Safety Zon

Test Concd
is made to
state until
reset operal
NORMAL

Configurati
the TO-OF
have a valy
In the test

P objects.

pt: The object begins the test in an LIFE_ SAFETY ALARM state. The Present Value (referenced pro
be in the NORMAL state. If latching is supported, the object should remain in the LIFE SAEETY AL
he LifeSafetyOperation service has been executed to reset the object. This test needs totbg repeated
Lions supported. If latching is not supported, then after the time delay expires, the object should ent
state and transmit an event notification message.

on Requirements: The IUT shall be configured such that the Event Enable property has a value of TRU
FNORMAL, TO-FAULT and TO-NORMAL transitions. The Issue_Confirmed Notifications property
e of TRUE. The event-generating objects shall be in a LIFE_SAFETY ALARM state at the start of th|
description below Present Value is used as the referenced property. 4f an Event Enrollment object is

perty)
ARM

for all
er the

IE for

shall
£ test.
being

tested Pres¢gnt Value should be replaced by the appropriate property reference.
Test Steps:
1. MAKH (Present Value have a value x such that x corresponds {6’ a NORMAL state)
2. WAIT[Time Delay
3. IF (lat¢hing is supported) THEN
4. CHECK (Event State = LIFE SAFETY ALARM)
5. MHAKE (the object reset)
6. BEFORE Notification Fail Time
7. RECEIVE ConfirmedEventNotification*Request,
"Process Identifier' = (any-valid process ID),
'Initiating Device Identifier' ={UT,
'Event Object Identifier' =\ (the intrinsic reporting object being tested or the Event Enrollment object
being tested),
'"Time Stamp' = (the current local time),
'Notification Clag§*s (the configured notification class),
"Priority' = (the value configured to correspond to a TO-OFFNORMAL transitior)),
'Event Type‘= CHANGE_OF LIFE_SAFETY,
"Notify Type"= EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'FromsState' = LIFE SAFETY ALARM,
'To State' = NORMAL,
' Event Values' = Present Value, Mode, Status_Flags, Operation_Expected
8. TRANSMITFBACHet=-SmpleACK-PDY
9. VERIFY Status_Flags = (FALSE, FALSE, ?, ?)
10. VERIFY Event State = NORMAL
11. VERIFY Event Time Stamps = (the timestamp in step 7, *, *
ELSE
12. BEFORE Notification Fail Time
13. RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the intrinsic reporting object being tested or the Event Enrollment
object
being tested),
'"Time Stamp' = (the current local time),
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'Notification Class' = (the configured notification class),

'Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),
'Event Type' = CHANGE_OF_LIFE_SAFETY,

'Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = LIFE SAFETY ALARM,

'To State' = NORMAL,

' Event Values' = Present_Value, Mode, Status_Flags, Operation_Expected

TRANSMIT BAChnet-SimpleACK-PDU
VERIFY Status_Flags = (FALSE, FALSE, ?, ?
VERIFY Event_State = NORMAL

17.
8.4.
Dep)

BA

Pury
tran:
obje
Life

Test

VERIFY Event Time Stamps = (the timestamp in step 13, *, *)
8.5 LIFE_SAFETY_ALARM to OFFNORMAL Transition Test

endencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9°22.

net Reference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.8 and Figure 13-9.

itioning between the LIFE SAFETY ALARM and OFFNORMAL event states. It applies to Even|
cts with an Event Type of CHANGE OF LIFE SAFETY and to intrinsic, évent reporting for Life Saff
Safety Zone objects.

Concept: The object begins the test in an LIFE_ SAFETY ALARM state. The Present Value (referen

is

LIFE SAFETY ALARM state until the LifeSafetyOperation service has been executed to reset the obj
needs to be repeated for all reset operations supported. If latching is not supported, then after the time delay

obj

Co
the
havg
In t}
testg
able]
TD

Test

Nk Wb =

ade to be in the OFFNORMAL state. If latching is_ Supported, the object should ren

t should enter the OFFNORMAL state and transmit an gyent notification message.

iguration Requirements: The IUT shall be configured such that the Event Enable property has a value
[O-OFFNORMAL, TO-FAULT and TO-NORMAL transitions. The Issue Confirmed Notifications p
a value of TRUE. The event-generating objects shall be in a LIFE_ SAFETY ALARM state at the stal
e test description below Present Value is\used as the referenced property. If an Event Enrollment ol
d Present Value should be replaced by~the appropriate property reference. It is expected that the TD
to reset the object by using the LifeSafetyOperation service with a reset or reset-alarm request. It is exp
ill often be able to reset the objett by using the LifeSafetyOperation service with a reset or reset-alarm

Steps:

MAKE (Present Value-have a value x such that x corresponds to an OFFNORMAL state)
[WAIT Time Delay
IF (latching is supported) THEN
CHECK.(Event_State = OFFNORMAL)
MAKE\(the object reset)
BEEORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,

ose: This test case verifies the correct operation of the CHANGE OF LIFE SAFETY event algorithin for objects

t Enrollment
ety Point and

ed property)
hain in the
bct. This test
expires, the

of TRUE for
roperty shall
rt of the test.
ject is being
will often be
ected that the
request.

©IS

'"Process Identifier' = (any valid process ID),

llllllalllls LJUVIUU TUCUIIUITIVT ™ IUlr,

'Event Object Identifier' = (the intrinsic reporting object being tested or the Event Enrollment
object being tested),

'"Time Stamp' = (the current local time),

'Notification Class' = (the configured notification class),

'Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),

'Event Type' = CHANGE OF LIFE SAFETY,

"Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = LIFE SAFETY ALARM,

'To State' = OFFNORMAL,

' Event Values' = Present Value, Mode, Status_Flags, Operation_Expected

TRANSMIT BACnet-SimpleACK-PDU
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9. VERIFY Status_Flags = (FALSE, FALSE, ?, ?)
10. VERIFY Event State = OFFNORMAL
11. VERIFY Event Time Stamps = (the timestamp in step 7, *, *
ELSE
12. BEFORE Notification Fail Time
13. RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the intrinsic reporting object being tested or the Event Enrollment
object being tested),
'"Time Stamp' = (the current local time),
'Notification Class' = (the configured notification class),
'Priority' = (the value configured to correspond to a TO-OFFNORMAL transifion),
'Event Type' = CHANGE_OF LIFE_SAFETY,
'Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State' = LIFE SAFETY ALARM,
'"To State' = OFFNORMAL,
' Event Values' = Present_Value, Mode, Status_Flags, Operation:Expected
14. TRANSMIT BACnet-Simple ACK-PDU
15. VERIFY Status Flags = (FALSE, FALSE, ?, ?)
16. VERIFY Event State = OFFNORMAL
17. VERIFY Event_Time Stamps = (the timestamp in step 13, *, *)
8.4.8.6 OFFNORMAL to LIFE_SAFETY_ALARM Transition Test
Dependencjes: ReadProperty Service Execution Tests, 9.18; WriteProperty*Service Execution Tests, 9.22.
BAChnet Rdference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.8 and Figure 13-9.
Purpose: This test case verifies the correct operation of the CHANGE OF LIFE SAFETY event algorithm for objects
transitioninfg between the OFFNORMAL and LIFE SAFETY ALARM event states. It applies to Event Enrollment

objects wit
Life Safety

Test Concg
be in the I
until the L
operations
LIFE_SAF

Configurati
the TO-OF
have a valu
description
Present Vdlue should-be replaced by the appropriate property reference. It is expected that the TD will often be 4
reset the ob
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h an Event Type of CHANGE OF LIFE SAKETY and to intrinsic event reporting for Life Safety Poi
Zone objects.

pt: The object begins the test in an OFFNORMAL state. The Present Value (referenced property) is m
[FE_ SAFETY_ ALARM state. Iflatching is supported, the object should remain in the OFFNORMAL
feSafetyOperation service hag'been executed to reset the object. This test needs to be repeated for al
supported. If latching is fiot supported, then after the time delay expires, the object should ent
ETY ALARM state and/transmit an event notification message.

on Requirements: The'lUT shall be configured such that the Event Enable property has a value of TRU
FNORMAL, TO-FAULT and TO-NORMAL transitions. The Issue Confirmed Notifications property
e of TRUE. The eévent-generating objects shall be in an OFFNORMAL state at the start of the test. In tl
below Present Value is used as the referenced property. If an Event Enrollment object is being f

jectbycusing the LifeSafetyOperation service with a reset or reset-alarm request.

nt and

hde to
state
reset
br the

IE for
shall
e test
ested,
ble to
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MAKE (Present_Value have a value x such that x corresponds to an LIFE_SAFETY state)

Test Steps:

1.

2. WAIT Time Delay

3. IF (latching is supported) THEN

4. CHECK (Event State = LIFE SAFETY ALARM)
5. MAKE (the object reset)

6. BEFORE Notification Fail Time

7.

RECEIVE ConfirmedEventNotification-Request,

Enrollment

L transition),

Enrollment

L transition),

'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the 1intrinsic reporting object being tested or the Even
object
being tested),
'"Time Stamp' = (the current local time),
'Notification Class' = (the configured notification class),
'Priority’' = (the value configured to correspond to a TO<OFFNORMAL
'Event Type' = CHANGE_OF LIFE_SAFETY,
"Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State' = OFFNORMAL,
'To State' = LIFE SAFETY ALARM,
' Event Values' = Present_Value, Mode, Status Flags, Operation_Expected
8. TRANSMIT BACnet-SimpleACK-PDU
9. VERIFY Status_Flags = (FALSE, FALSE, ?, ?)
10. VERIFY Event_State = LIFE_SAFETY ALARM
11. VERIFY Event Time Stamps = (the timestamp in step.7,"*, *
ELSE
12. BEFORE Notification Fail Time
13. RECEIVE ConfirmedEventNotification-Request,
"Process Identifier' = (any-valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the intrinsic reporting object being tested or the Even
object
being tested),
'"Time Stamp' = (the current local time),
'Notification Class|= (the configured notification class),
'Priority' = (the value configured to correspond to a TO-OFFNORMAL
'Event Type“= CHANGE_OF LIFE_SAFETY,
'Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'Frém) State' = OFFNORMAL,
"Fo State' = LIFE SAFETY ALARM,
! Event Values' = Present_Value, Mode, Status_Flags, Operation_Expected
14. TRANSMIT BACnet-Simple ACK-PDU
15. VERIFY Status Flags = (FALSE, FALSE, ?, ?)
16. VERIFY Event_State = LIFE_SAFETY ALARM
17. R Y et Frrre—Stermps—t the-thmestermp-t-step— S
8.4.8.7 Mode Transition Tests when Event State is Maintained

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BAChnet Reference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.8 and Figure 13-9.

Purpose: To verify the correct operation of the CHANGE OF LIFE SAFETY event algorithm for objects transitioning
between the NORMAL, OFFNORMAL and LIFE SAFETY ALARM event states when a mode change occurs. Tests
are conducted when a mode change occurs, but the event state does not change. Tests are also conducted when a mode
change occurs simultaneously with an event state change. In this latter case, the test verifies that the notification is
immediate rather than waiting for the time delay. It applies to Event Enrollment objects with an Event Type of
CHANGE OF LIFE SAFETY and to intrinsic event reporting for Life Safety Point and Life Safety Zone objects.

© 1SO 2009 - All rights reserved
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Test Concept: The object begins the test in a NORMAL state. The Mode is changed. After the time delay expires, the
object should transmit an event notification message. This operation is tested in the OFFNORMAL and
LIFE SAFETY ALARM states as well.

The test is then repeated by changing the Mode property and simultaneously selecting a Present Value designated in the
List Of Alarm Values. The object should immediately enter the OFFNORMAL state and transmit an event notification
message. The Present Value (referenced property) is then changed to a value corresponding to a NORMAL state, and the
Mode is simultaneously written. The object should immediately enter the NORMAL state and transmit an event
notification message.

Configuration Requirements: The IUT shall be configured such that the Event Enable property has a value of TRUE for

the TO-O
have a valy

In the test
tested, Pres

NORMAL, TO-FAULT and TO-NORMAL transitions. The Issue Confirmed Notifications property
e of TRUE. The event-generating objects shall be in a NORMAL state at the start of the test.

Hescription below, Present Value is used as the referenced property. If an Event Enrollment-Object is
ent Value should be replaced by the appropriate property reference.

shall

being

Iment

4

Test Steps:
1. CHECK (Event State = NORMAL)
2. MAKH (Present Value have a value x such that x corresponds to a NORMAL state)
3. BEFORE Notification Fail Time
4. RECEIVE ConfirmedEventNotification-Request,
'Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the intrinsic reporting .object being tested or the Event Enro
object
being tested),
'"Time Stamp' = (the current local\time),
'Notification Class' = (the configured;notification class),
"Priority' = (the value configured to correspond to a TO-NORMAL transition
'Event Type' = CHANGE) OF LIFE SAFETY,
"Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State' = NORMAL,
'To State' = NORMAL,
'Event Values' = Present_Value, Mode, Status_Flags, Operation_Expected
5. TRANSMIT BACnet-Simple ACKFPDU
6. VERIHY Status Flags = (FALSE, FALSE, ?, ?
7. VERIHY Event_ State = NORMAL
8. VERIHY Event Time Stamps = (the timestamp in step 4, *, *
9. MAKH (Present Value‘thave a value x such that x corresponds to an OFFNORMAL state)
10. MAKH (Mode = differenit value that maintains Event State as OFFNORMAL)
11. BEFORE Notification Fail Time
12. RECEIVE:ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
Event-Objeettdentifter— {the-intrinstereporting-objeetbeing-tested-or-the EventEnrot
object being tested),
'"Time Stamp' = (the current local time),
'Notification Class' = (the configured notification class),
'Priority' = (the value configured to correspond to a TO-OFFNORMAL
transition),
'Event Type' = CHANGE OF LIFE SAFETY,
"Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State' = OFFNORMAL,
'To State' = OFFNORMAL,
'Event Values' = Present_Value, Mode, Status_Flags, Operation_Expected

13. TRANSMIT BACnet-Simple ACK-PDU
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15. VERIFY Event State = OFFNORMAL

ISO 16484-6:2009(E)

16. VERIFY Event Time Stamps = (the timestamp in step 12, *, *)
17. MAKE (Present Value have a value x such that x corresponds to a LIFE_ SAFETY ALARM state)
18. MAKE (Mode = different value that maintains Event State = LIFE_SAFETY ALARM)

19. BEFORE Notification Fail Time

20. RECEIVE ConfirmedEventNotification-Request,

'"Process Identifier' =
'Initiating Device Identifier' =
'Event Object Identifier' =

(any valid process ID),
IUT,

(the intrinsic reporting object being tested or the Event Enrollment

object being tested),

"Time Stamp' =
'Notification Class' =
'Priority' =

'Event Type' =

'Notify Type' =
'AckRequired' =

'From State' =

'"To State' =

'Event Values' =

21. ITRANSMIT BACnet-Simple ACK-PDU
22. [VERIFY Status Flags =

23. [VERIFY Event_ State =

24. IVERIFY Event Time Stamps =

8.4.8.8 NORMAL to OFFNORMAL Mode Transition Test

Deppndencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BA(net Reference Clauses: 12.12.7, 12.15, 12.16, 13.3.8,.13.8 and Figure 13-9.

(the current local time),

(the configured notification class),

(the value configured to correspond to a TO-NORMAL
CHANGE_OF LIFE_SAFETY,

EVENT | ALARM,

TRUE | FALSE,

OFFNORMAL,

OFFNORMAL,

Present_Value, Mode, Status_Flags, Operation_Expectd

(TRUE, FALSE, 2, ?)
OFFNORMAL
(the timestamp in step 20, *, *

transition),

Purpose: This test case verifies the correct operation~of the CHANGE OF LIFE SAFETY event algorithin for objects

trangitioning between the NORMAL and OFFNORMAL event states by changing the Mode. It appl
Enrgllment objects with an Event Type of CHANGE OF LIFE SAFETY and to intrinsic event repor

Safgty Point and Life Safety Zone objects,

Tesf Concept: The object begins the tést in a NORMAL state. The Mode is changed to a value forcing the ¢
OFHNORMAL state. The object should immediately enter the OFFNORMAL state and transmit an even|

mespage.

Conlffiguration Requiremeritsy The IUT shall be configured such that the Event Enable property has a value
the TO-OFFNORMALLAO-FAULT and TO-NORMAL transitions. The Issue_Confirmed Notifications p
havg a value of TRUE. The event-generating objects shall be in a NORMAL state at the start of the test.

In the test desctiption below, Present Value is used as the referenced property. If an Event Enrollment ol
testqd, Presents Value should be replaced by the appropriate property reference.

Tesf Steps:

es to Event
ing for Life

bject into an
I notification

of TRUE for
roperty shall

ject is being

1. VERIFY Event State= NORMAL

2. MAKE (Mode a different value that forces the state to OFFNORMAL)

3. BEFORE Notification Fail Time

RECEIVE ConfirmedEventNotification-Request,

'Process Identifier' =
'Initiating Device Identifier' =
'Event Object Identifier' =

'"Time Stamp' =
'Notification Class' =
"Priority' =

'Event Type' =

© 1SO 2009 - All rights reserved

(any valid process ID),

(the intrinsic reporting object being tested or the Event Enrollment
object being tested),

(the current local time),

(the configured notification class),
(the value configured to correspond to a TO-OFFNORMAL transition),
CHANGE OF LIFE SAFETY,
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'Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'"To State' = OFFNORMAL,

'Event Values' = Present_Value, Mode, Status_Flags, Operation_Expected
4. TRANSMIT BACnet-SimpleACK-PDU
5. VERIFY Status_Flags = (TRUE, FALSE, ?, ?
6. VERIFY Event State = OFFNORMAL
7. VERIFY Event Time Stamps = (the timestamp in step 3, *, *
8.4.8.9 OFFNORMAL to NORMAL Mode Transition Test
Dependencfes: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
BAChnet Rdference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.8 and Figure 13-9.
Purpose: This test case verifies the correct operation of the CHANGE OF LIFE SAFETY event algotithm for objects
transitioninfg between the OFFNORMAL and NORMAL event states by changing the Mode.dt applies to [Event
Enrollment| objects with an Event Type of CHANGE OF LIFE SAFETY and to intrinsic @vént reporting fof Life
Safety Point and Life Safety Zone objects.
Test Concgpt: The object begins the test in an OFFNORMAL state. The Mode is changed to a value forcing the pbject
into a N AL state. If latching is supported, the object should remain in the OFFNORMAL state until the
LifeSafety(Qperation service has been executed to reset the object. This test need§to be repeated for all reset operptions
supported. [If latching is not supported, the object should immediately enter the NORMAL state and transmit an|event
notificatior] message
Configuratfon Requirements: The IUT shall be configured such that the Event Enable property has a value of TRUE for
the TO-OFFNORMAL, TO-FAULT and TO-NORMAL transitions{ The Issue Confirmed Notifications property shall
have a valye of TRUE. The event-generating objects shall be in a\ OFFNORMAL state at the start of the test. In the test
description| below, Present Value is used as the referenced property. If an Event Enrollment object is being fested,
Present_Vdlue should be replaced by the appropriate property reference. It is expected that the TD will often be dble to

reset the ob

Test Steps:
1. MAKE
2. IF (latg
3. Cl
4. M
5 BI
6

ject by using the LifeSafetyOperation servicexwith a reset or reset-alarm request.

(Mode a different value that forces the state to NORMAL)
hing is supported) THEN

HECK (Event_State = OFFNORMAL)

AKE (the object reset)

EFORE Notification Eail Time
RECEIVE ConfitmedEventNotification-Request,

'Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event, Object Identifier' = (the intrinsic reporting object being tested or the Event Enrollment
object being tested),

Time Stamp' = (the current local time),

'Notification Class' = (the configured notification class),

'PliUlit_y' T (t}lc Valuc bUllﬁéulCd tU bUllCD}JUlld tU a TO‘CFF}‘]CR}V{AL tlallbi

'Event Type' = CHANGE_OF LIFE_SAFETY,

'Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = OFFNORMAL,

'"To State' = NORMAL,

'Event Values' = Present Value, Mode, Status_Flags, Operation_Expected

TRANSMIT BAChnet-SimpleACK-PDU

VERIFY Event State = NORMAL

7.
8. VERIFY Status Flags = (FALSE, FALSE, ?, ?)
9
1

0 VERIFY Event Time Stamps = (the timestamp in step 6, *, *

ELSE

11. BEFORE Notification Fail Time
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12. RECEIVE ConfirmedEventNotification-Request,
'Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the intrinsic reporting object being tested or the Event Enrollment
object being tested),
'"Time Stamp' = (the current local time),
'Notification Class' = (the configured notification class),
"Priority’' = (the value configured to correspond to a TO-OFFNORMAL transition),
'Event Type' = CHANGE_OF LIFE SAFETY,
"Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State" = OFFNORMAL,
'"To State' = NORMAL,
'Event Values' = Present_Value, Mode, Status_Flags, Operation_Expected
13. TRANSMIT BACnet-SimpleACK-PDU
14. VERIFY Status_Flags = (FALSE, FALSE, 2, ?)
15. VERIFY Event State = NORMAL
16. VERIFY Event Time Stamps = (the timestamp in step 12, *,*)

8.4.3.10 NORMAL to LIFE_SAFETY_ALARM Mode Transition Test

Deppndencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BA(net Reference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.8 and Figure 43-9.

Pury
tran
Eve

Safgty Point and Life Safety Zone objects.
Tesf Concept: The object begins the test in a NORMADstate. The Mode is changed to a value forcing the
LIFE SAFETY_ ALARM state. The object should immediately enter the LIFE_ SAFETY ALARM state an

everft notification message.

In thhe test description below, Present ValieNs used as the referenced property. If an Event Enrollment ol

testq

Test

bl e

ose: This test case verifies the correct operation of the CHANGE(OF LIFE SAFETY event algorithin for objects

itioning between the NORMAL and LIFE SAFETY ALARM- event states by changing the Mode.

It applies to

t Enrollment objects with an Event Type of CHANGE OFE, LIFE SAFETY and to intrinsic event repofting for Life

d, Present Value should be replaced by/the appropriate property reference.
Steps:

VERIFY Event State =NORMAL

MAKE (Mode a diffefent value that forces the state to LIFE_ SAFETY ALARM)
BEFORE Notification Fail Time

RECEIVE ConfirmedEventNotification-Request,

object into a
d transmit an

ject is being

6.

'"Process Tdentifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

‘Event Object Identifier' = (the intrinsic reporting object being tested or the Event Enrgllment
object being tested),

'"Time Stamp' = (the current local time),

INULITIVAUIUIT TUTdSS = \LllU bUllllsul CU T ativln Ulabb}’

'Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),

'Event Type' = CHANGE OF LIFE SAFETY,

'Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'To State' = LIFE SAFETY ALARM,

'Event Values' = Present_Value, Mode, Status_Flags, Operation_Expected

TRANSMIT BACnet-Simple ACK-PDU

VERIFY Status Flags = (TRUE, FALSE, ?, ?)

VERIFY Event State = LIFE SAFETY ALARM

VERIFY Event Time Stamps = (the timestamp in step 4, *, *
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8.4.8.11

LIFE_SAFETY_ALARM to NORMAL Mode Transition Test

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BAChnet Reference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.8 and Figure 13-9.

Purpose: This test case verifies the correct operation of the CHANGE OF LIFE SAFETY event algorithm for objects
transitioning between the LIFE SAFETY ALARM and NORMAL event states by changing the Mode property. It
applies to Event Enrollment objects with an Event Type of CHANGE OF LIFE SAFETY and to intrinsic event
reporting for Life Safety Point and Life Safety Zone objects.

Test Concept:

forcing th
LIFE_SAF
needs to bd
the NORM

Configurati
the TO-OF|
have a valy
In the test
tested, Preg
able to rese

Test Steps:
1. MAKH
2. IF (latg
3. Cl
4. M
5 BI
6

object into n NORMAL state. If latchir_lg is supported,
ETY ALARM state until the LifeSafetyOperation service has been executed to reset the object:-Th
repeated for all reset operations supported. If latching is not supported, the object should immediately

AL state and transmit an event notification message.

C

on Requirements: The IUT shall be configured such that the Event Enable property has«a’value of TRU
FNORMAL, TO-FAULT and TO-NORMAL transitions. The Issue Confirmed Netifications property
e of TRUE. The event-generating objects shall be in a LIFE_ SAFETY ALARMstate at the start of th|
Hescription below, Present Value is used as the referenced property. If an Event Enrollment object is
ent_Value should be replaced by the appropriate property reference. It is €xpected that the TD will of
t the object by using the LifeSafetyOperation service with a reset or reset-alarm request.

(Mode a different value that forces the state to NORMAL)
hing is supported) THEN
HECK (Event_State = LIFE_SAFETY ALARM)
AKE (the object reset)
EFORE Notification Fail Time
RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = ITUT,
'Event Object Identifier' = (the'intrinsic reporting object being tested or the Event Enrollment
object being tested),
(the current local time),
(the configured notification class),
(the value configured to correspond to a TO-OFFNORMAL transi
CHANGE_OF LIFE_SAFETY,
EVENT | ALARM,
TRUE | FALSE,
LIFE SAFETY ALARM,

'"Time Stamp' =
'Notification Class' =
'Priority' =

'Event Type' =
'Notify Type.=
'AckRequired=
'From State"=

'To State"= NORMAL,

'Event Values' = Present_Value, Mode, Status_Flags, Operation_Expected
RANSMIT BACnet-Simple ACK-PDU

ERIFY ‘Status_Flags = (FALSE, FALSE, ?, ?)

a, value

the
S test
enter

IE for

shall
e test.
being
en be

tion),

ERTFY Event State = NORMAL

7. TH
8. \%
9. Vi
10.

ELSE
11.
12.

136

VERIFY Event Time Stamps = (the timestamp in step 6, *, *

BEFORE Notification Fail Time

RECEIVE ConfirmedEventNotification-Request,

'Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the intrinsic reporting object being tested or the Event Enrollment
object being tested),

'"Time Stamp' = (the current local time),

'Notification Class' = (the configured notification class),

"Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),

'Event Type' = CHANGE_OF LIFE_SAFETY,
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'Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = LIFE SAFETY ALARM,

'"To State' = NORMAL,

'Event Values' = Present_Value, Mode, Status_Flags, Operation_Expected
13. TRANSMIT BACnet-SimpleACK-PDU

14. VERIFY Status Flags = (FALSE, FALSE, ?, ?
15. VERIFY Event State = NORMAL
16. VERIFY Event Time Stamps = (the timestamp in step 12, *, *)}

8.4.8.12 LIFE_SAFETY_ALARM to OFFNORMAL Mode Transition Test

Deppndencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22,
BA(net Reference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.8 and Figure 13-9.

Purpose: This test case verifies the correct operation of the CHANGE OF LIFE SAFETY ewent algorithin for objects
trangitioning between the LIFE SAFETY ALARM and OFFNORMAL event states. It,applies to Event Enrollment
objects with an Event Type of CHANGE OF LIFE SAFETY and to intrinsic event reporting for Life Safgty Point and
Life|Safety Zone objects.

Test| Concept: The object begins the test in a LIFE_ SAFETY ALARM state. The-Mode property is changgd to a value
forcing the object into an OFFNORMAL state. If latching is supported, the object should remfain in the
LIFE SAFETY_ ALARM state until the LifeSafetyOperation service has_been executed to reset the obj¢ct. This test
needs to be repeated for all reset operations supported. If latching is not.sipported, the object should immgdiately enter
the DFFNORMAL state and transmit an event notification message.

Conffiguration Requirements: The IUT shall be configured such-that the Event Enable property has a value pf TRUE for
the TO-OFFNORMAL, TO-FAULT and TO-NORMAL traunsitions. The Issue_Confirmed Notifications property shall
havg a value of TRUE. The event-generating objects shall'be’in a LIFE_SAFETY ALARM state at the staft of the test.
In the test description below, Present Value is used as¢the referenced property. If an Event Enrollment object is being
testqd, Present Value should be replaced by the apprepriate property reference. It is expected that the TD [will often be
able{to reset the object by using the LifeSafetyOperation service with a reset or reset-alarm request.

Tesf Steps:
1. [MAKE (Mode a different value that forces the state to OFFNORMAL)
2. |IF (latching is supported) THEN
3. CHECK (Event State # OFFNORMAL)
4. MAKE (the object r€set)
3. BEFORE Notification Fail Time
6. RECEIVE €EonfirmedEventNotification-Request,
'Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the intrinsic reporting object being tested or the Event Enrgllment
object being tested),
'"Time Stamp' = (the current local time),
'Notification Class' = (the configured notification class),
'Pliulit_y' = (ﬂlc vatue bUllﬁéulCd to bUllCDPUlld to-aTO-OFFINORMAL transition),
'Event Type' = CHANGE OF LIFE SAFETY,
'Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State' = LIFE SAFETY ALARM,
'"To State' = OFFNORMAL,
'Event Values' = Present Value, Mode, Status_Flags, Operation_Expected

TRANSMIT BAChnet-SimpleACK-PDU

VERIFY Status Flags = (FALSE, FALSE, ?, ?)

VERIFY Event State = OFFNORMAL

0. VERIFY Event Time Stamps = (the timestamp in step 6, *, *
ELSE

11. BEFORE Notification Fail Time

= o >3
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12. RECEIVE ConfirmedEventNotification-Request,
'Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the intrinsic reporting object being tested or the Event Enrollment
object being tested),
'"Time Stamp' = (the current local time),
'Notification Class' = (the configured notification class),
"Priority' = (the value configured to correspond to a TO-OFFNORMAL transition),
'Event Type' = CHANGE OF LIFE SAFETY,
"Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State' = LIFE SAFETY ALARM,
'"To State' = OFFNORMAL,
'Event Values' = Present_Value, Mode, Status_Flags, Operation_Expected
13. TRANSMIT BACnet-SimpleACK-PDU
14. VERIFY Status_Flags = (FALSE, FALSE, 2, ?)
15. VERIFY Event State = OFFNORMAL
16. VERIFY Event Time Stamps = (the timestamp in step 12, *, *)
8.4.8.13 OFFNORMAL to LIFE_SAFETY_ALARM Mode Transition Test
Dependencjes: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
BAChnet Rdference Clauses: 12.21.7, 12.15, 12.16, 13.3.8, 13.8 and Figure 13-9.
Purpose: This test case verifies the correct operation of the CHANGE OF, MFE SAFETY event algorithm for objects
transitioninfg from the OFFNORMAL and LIFE SAFETY ALARM event states by changing the Mode propeyty. It
applies to [Event Enrollment objects with an Event Type of CHANGE OF LIFE SAFETY and to intrinsic [event
reporting fqr Life Safety Point and Life Safety Zone objects.
Test Concdpt: The object begins the test in an OFFNORMALgstate. The Mode is changed to a value forcing the pbject
into a LIFH SAFETY_ ALARM state. If latching is supported, the object should remain in the OFFNORMAL stat¢ until
the LifeSafetyOperation service has been executed toxteset the object. This test needs to be repeated for all reset
operations [supported. If latching is not supported, the-object should immediately enter the LIFE SAFETY AILJARM

state and tr.

insmit an event notification message

Configuratjon Requirements: The IUT shall be configured such that the Event Enable property has a value of TRUE for
the TO-OFFNORMAL, TO-FAULT and"FO-NORMAL transitions. The Issue_Confirmed Notifications property shall
have a valye of TRUE. The event-genérating objects shall be in a LIFE_SAFETY ALARM state at the start of the test.
In the test fescription below, Present, Value is used as the referenced property. If an Event Enrollment object is|being
tested, Predent Value should be feplaced by the appropriate property reference. It is expected that the TD will offen be
able to reset the object by using-the LifeSafetyOperation service with a reset or reset-alarm request.
Test Steps:
1. MAKH (Modewa-different value that forces the state to LIFE_SAFETY ALARM)
2. IF (lat¢hing is’Supported) THEN
3. CHECK (Event_State = OFFNORMAL)
4. M A I{E (t}lC U:JJ Cbt 1coct)
5 BEFORE Notification Fail Time
6 RECEIVE ConfirmedEventNotification-Request,
'Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the intrinsic reporting object being tested or the Event Enrollment
object being tested),
'"Time Stamp' = (the current local time),
'Notification Class' = (the configured notification class),
"Priority' = (the value configured to correspond to a TO OFFNORMAL transition),
'Event Type' = CHANGE_OF LIFE SAFETY,
'Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
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'From State' = LIFE SAFETY ALARM,
'To State' = OFFNORMAL,
'Event Values' = Present_Value, Mode, Status_Flags, Operation_Expected

Ilment

| transition),

Safety Point

anged to one
FAULT state

7. TRANSMIT BACnet-SimpleACK-PDU
8. VERIFY Status_Flags = (FALSE, FALSE, ?, ?)
9. VERIFY Event State = OFFNORMAL
10. VERIFY Event Time Stamps = (the timestamp in step 6, *, *
ELSE
11. BEFORE Notification Fail Time
12. RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Inttiating Device Identifier' = IUT,
'Event Object Identifier' = (the intrinsic reporting object being tested or the Event Enr
object being tested),
'"Time Stamp' = (the current local time),
'Notification Class' = (the configured notification class),
'Priority' = (the value configured to correspond to a TO<OFFNORMALI
'Event Type' = CHANGE_OF LIFE_SAFETY,
'Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State' = LIFE_SAFETY_ALARM,
'To State' = OFFNORMAL,
'Event Values' = Present Value, Mode, Status Flags, Operation_Expected
13. TRANSMIT BACnet-SimpleACK-PDU
14. VERIFY Status_Flags = (FALSE, FALSE, 2, ?)
15. VERIFY Event State = OFFNORMAL
16. VERIFY Event Time Stamps = (the timestamp in step.12; *, *)
8.4.8.14 TO-FAULT Transition Tests
Deppndencies: ReadProperty Service Execution Tests;9:18; WriteProperty Service Execution Tests, 9.22.
BA(net Reference Clauses: 12.12.7, 12.15, 12216, 13.3.8, 13.8 and Figure 13-9.
Purpose: This test case verifies the correct-operation of the CHANGE OF LIFE SAFETY event algorithin for objects
trangitioning between the NORMAL and FAULT event states. It applies to intrinsic event reporting for Life
and [Life Safety Zone objects.
Tesf Concept: The object begins-the test in a NORMAL state. The Present Value (referenced property) is ch
of thie values designated inhist Of Fault Values. After the time delay expires, the object should enter the
and fransmit an event notification message. This test also incorporates the return transition from FAULT to

Configuration Requiréments: The IUT shall be configured such that the Event Enable property has a value

{ORMAL.

of TRUE for
roperty shall

the TO-OFFNORMAL, TO-FAULT and TO-NORMAL transitions. The Issue_Confirmed Notifications p
havg a value:ef TRUE. The event-generating objects shall be in a NORMAL state at the start of the test.

In tHedest description below, Present_Value is used as the referenced property.

Test Steps:

1. VERIFY Event_State = NORMAL

2. MAKE (Present Value have a value x such that x corresponds to a FAULT state)

3. WAIT Time Delay

4. BEFORE Notification Fail Time

5 RECEIVE ConfirmedEventNotification-Request,

'"Process Identifier' = (any valid process ID),

'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the intrinsic reporting object being tested),
'"Time Stamp' = (the current local time),
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'Notification Class' = (the configured notification class),
'Priority' = (the value configured to correspond to a TO-FAULT transition),
'Event Type' = CHANGE_OF_LIFE_SAFETY,
'Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State' = NORMAL,
'To State' = FAULT,
'Event Values' = Present Value, Mode, Status_Flags, Operation_Expected
6. TRANSMIT BACnet-Simple ACK-PDU
7. VERIFY Status_Flags = (TRUE, FALSE, ?, ?
8. VERIFY Event State = FAULT
9. VERIHY Event Time Stamps = (the timestamp in step 5, *, *

10. MAKH (Present Value have a value x such that x corresponds to a NORMAL state)
11. WAIT|Time Delay

12. BEFORE Notification Fail Time

13. RECEIVE ConfirmedEventNotification-Request,

'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the intrinsic reporting object being tested),
'"Time Stamp' = (the current local time),
'Notification Class' = (the configured notification class),
"Priority' = (the value configured to correspond tea TO-NORMAL transition),
'Event Type' = CHANGE_OF LIFE SAFETY;
'Notify Type' = EVENT | ALARM,
'AckRequired' = TRUE | FALSE,
'From State' = FAULT,
'"To State' = NORMAL,
'Event Values' = Present_Value, Mode, Status_Flags, Operation_Expected

14. TRANSBMIT BACnet-Simple ACK-PDU

15. VERIHY Status_Flags = (TRUE, FALSE, ?, ?)

16. VERIHY Event State = NORMAL

17. VERIHY Event Time Stamps = (the timestamp in stép’13, *, *)

8.4.9 EXTENDED Tests

Dependencjes: None
BACnet Rdference Clauses: 13.2 and 13.3

Purpose: This test verifies the cartect generation of extended ConfirmedEventNotification messages. It applies to event
generating pbjects with an Eventy, Type of EXTENDED. This applies to any Event Enrollment object that uses a
proprietary|algorithm.

Test Concept: The event ‘generating object begins the test in a NORMAL state. The event generating object is made|to
transition t¢ any state:by any means necessary. The resulting ConfirmedEventNotification message is received and
verified.

C f‘ D - % La i } LI ol 111 £ =i lodle o sl I . 1.1 BN ) 1 L"‘Fth‘f
on lgurat 11 l\C\iullclllclllD. TIHIC TU T SIIdIT UC L«Ullllsulcu SUULIT UIAdU LIV L VUIIL LIIaUIv PlUl)Cl l,_y 1as a vdiuv Ul TINU or

whichever transition shall be used for the test. The Issue_Confirmed Notifications property shall have a value of TRUE.
The event-generating object shall be in a NORMAL state at the start of the test.

Test Steps:

1. VERIFY Event State= NORMAL

2. MAKE (the event generating object transition)
3. WAIT (Time_ Delay)

4. BEFORE Notification Fail Time

RECEIVE ConfirmedEventNotification-Request,
'"Process Identifier' = (any valid process ID),
'Initiating Device Identifier' = IUT,
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Pasging Result: The 'Message Text' parameter is omitted in the test description because it is optional~Fhe U
inclyide this parameter in the notification messages.

8.5

Thiq clause defines the tests necessary to demonstrate support for initiating UnconfirmedEventNotific
requests. The UnconfirmedEventNotification tests are specific to the event detection’algorithm used. For ead

that

object type. If the IUT supports the Event Enrollment object it shall pass the tests for the event detection a

COTrT]

8.5.
Dep

BA

Purpose: To verify the correct operation of the Change of Bitstring event algorithm. This test applies to Ever
objects with an Event Type of CHANGE OF “BITSTRING.

Configuration Requirements: The IUT shall’be configured such that the Event Enable property has a value
the TO-OFFNORMAL and TO-NORMAL transitions. The Issue_Confirmed Notifications property shall ha
FALSE. The event-generating objects'shall be in a NORMAL state at the start of the test.

Tesy Steps: The test steps)-for this test case are identical to the test steps in 8.4.1 exce
ConfirmedEventNotificatiom requests are UnconfirmedEventNotification requests and the TD does not

TeCCE

Not
shal
shal

8.5.

ISO 16484-6:2009(E)

'Event Object Identifier' = (the event generating object being tested),

'"Time Stamp' = (the current local time),
'Notification Class' = (the configured notification class, or absent if the event generating object is
using a Recipient property instead),

'Priority' = (the value configured for this transition),

'Event Type' = EXTENDED,

"Notify Type' = EVENT | ALARM,

'AckRequired' = TRUE | FALSE,

'From State' = NORMAL,

'"To State' = (the state the object was made to transition to),

'Event Values' = Vendorld, extendedEventType, and any other values as defined by the
vendor

UnconfirmedEventNotification Service Initiation Tests

supports intrinsic event reporting the IUT shall pass the tests for the event detection algorithm that a
psponds to each event type supported.

|  CHANGE_OF_BITSTRING Tests

endencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

net Reference Clauses: 12.12, 13.3.1, and 13.9.

ving the notifications,

s to Tester: The passing results for this test case are identical to the ones in 8.4.1 except that the event
be conveyed using an UnconfirmedEventNotification service request. The MAC address used for thg
be eithera broadcast that reaches the local network of the TD or the MAC address of the TD.

) _“CHANGE_OF_STATE Tests

[ may

hition  service
h object type
bplies to that
gorithm that

t Enrollment

of TRUE for
ve a value of

pt that the
hcknowledge

notifications
bse messages

Dep

CIdeTTCITS - Read PTOPerty Service EXection 1 ests; 9-1 8 WritcProperty Service Execution Tests; 9:22:

BACnet Reference Clauses: 12.6, 12.8, 12.18, 12.20, 13.2,13.3.2, and 13.9.

Purpose: To verify the correct operation of the CHANGE OF STATE event algorithm. This test applies to Event
Enrollment objects with an Event Type of CHANGE OF STATE and to intrinsic event reporting for Binary Input,
Binary Value, Multi-state Input and Multi-state Value objects.

Configuration Requirements: The IUT shall be configured such that the Event Enable property has a value of TRUE for
the TO-OFFNORMAL and TO-NORMAL transitions. The Issue_Confirmed Notifications property shall have a value of
FALSE. The event-generating objects shall be in a NORMAL state at the start of the test.
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Test Steps: The test steps for this test case are identical to the test steps in 8.4.2 except that the
ConfirmedEventNotification requests are UnconfirmedEventNotification requests and the TD does not acknowledge
receiving the notifications.

Notes to Tester: The passing results for this test case are identical to the ones in 8.4.2 except that the event notifications
shall be conveyed using an UnconfirmedEventNotification service request. The MAC address used for these messages
shall be either a broadcast that reaches the local network of the TD or the MAC address of the TD.

8.5.3 CHANGE_OF_VALUE Tests

This clause defines the tests necessary to demonstrate support for the CHANGE OF VALUE event algorithm. The
CHANGE_OF VALUE algorithm can be applied to both numerical and bitstring datatypes. The IUT shall pass the tests
for both applications.

8.5.3.1 Numerical Algorithm
The test in fhis clause applies to use of the CHANGE OF VALUE algorithm applied to Integer or Real datatypes.

Dependencfes: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests,9)22.
BACnet Rdference Clauses: 12.12, 13.3.3, and 13.9.

Purpose: To verify the correct operation of the CHANGE OF VALUE event algorithm as applied to nunjerical
datatypes. This test applies to Event Enrollment objects with an Event Type of CHANGE OF VALUE.

Configuratjon Requirements: The IUT shall be configured such that the Event-Enable property has a value of TRUE for
the TO-NQRMAL transition. The Issue Confirmed Notifications property Shall have a value of FALSE. The g¢vent-
generating pbject shall be in a NORMAL state at the start of the test.

Test Stepy: The test steps for this test case are identical(to the test steps in 8.4.3.1 except thqt the
ConfirmedEventNotification requests are UnconfirmedEventNotification requests and the TD does not acknowledge
receiving thje notifications.

Notes to Tgster: The passing results for this test case aretidentical to the ones in 8.4.3.1 except that the event notificptions
shall be copveyed using an UnconfirmedEventNotification service request. The MAC address used for these megsages
shall be either a broadcast that reaches the local network of the TD or the MAC address of the TD.

8.5.3.2 Bitstring Algorithm
The test in fhis clause applies to use of the CHANGE OF VALUE algorithm applied to Bitstring datatypes.

Dependencfes: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
BACnet Rdference Clauses: 1242, 13.3.3, and 13.9.

Purpose: Tjo verify theqcorrect operation of the CHANGE OF STATE event algorithm. This test applies to [Event
Enrollment|objects withyan Event Type of CHANGE OF VALUE.

Configuratjon Requirements: The IUT shall be configured such that the Event Enable property has a value of TRUE for

the TO-OFFNORMAL and TO-NORMAL transitions. The Issue_Confirmed Notifications property shall have a value of
FALSE. T}EWWW- i j i .

Test Steps: The test steps for this test case are identical to the test steps in 8.4.3.2 except that the
ConfirmedEventNotification requests are UnconfirmedEventNotification requests and the TD does not acknowledge
receiving the notifications.

Notes to Tester: The passing results for this test case are identical to the ones in 8.4.3.2 except that the event notifications
shall be conveyed using an UnconfirmedEventNotification service request. The MAC address used for these messages
shall be either a broadcast that reaches the local network of the TD or the MAC address of the TD.
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854 COMMAND_FAILURE Tests

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
BACnet Reference Clauses: 12.7, 12.12, 12.19 13.2, 13.3.4, and 13.9.

Purpose: To verify the correct operation of the COMMAND FAILURE algorithm. It applies to Event Enrollment objects
with an Event Type of COMMAND_ FAILURE and to intrinsic event reporting for Binary Output and Multi-State
Output objects.

Configuration Requirements: The IUT shall be configured such that the Event Enable property has a value of TRUE for
the TO-OFFNORMAL and TO-NORMAL transitions. The Issue_Confirmed Notifications property shall-have a value of
FALSE. The event-generating object shall be in a NORMAL state at the start of the test. The Feedback\Value property
shal] be decoupled from the input signal that is normally used to verify the output so that it can.be independently
manjfipulated.

pt that the
hcknowledge

Tesy Steps: The test steps for this test case are identical to the test steps, i) 8.4.4 exce
ConfirmedEventNotification requests are UnconfirmedEventNotification requests and ¢h&€ TD does not
recejving the notifications.

notifications
bse messages

Not
shal
shal

8.5.3

s to Tester: The passing results for this test case are identical to the ones in*8:4.4 except that the event
be conveyed using an UnconfirmedEventNotification service request. The- MAC address used for thg
be either a broadcast that reaches the local network of the TD or the MAC address of the TD.

FLOATING_LIMIT Tests

Deppndencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BA(net Reference Clauses: 12.12, 12.17, 13.2, 13.3.5, and 13(9.

Pury
obje
Loo

ose: To verify the correct operation of the Floating Limit event algorithm. This test applies to Even
cts with an Event Type of FLOATING LIMIT-and to Loop objects that support intrinsic reporting. )
b objects both High Diff Limit and Low_Diff\Limit shall be replaced by Error Limit in the test descrip

Configuration Requirements: The IUT shall\be configured such that the Event Enable property has a value

the ]
FAIL

Test
Con|
rece

Not
shal
shal

8.5.
Dep

[O-OFFNORMAL and TO-NORMADI-transitions. The Issue_Confirmed Notifications property shall ha
SE. The event-generating objects‘shall be in a NORMAL state at the start of the test.

Steps: The test steps (for~ this test case are identical to the test steps in 8.4.5 excg
firmedEventNotification/Tequests are UnconfirmedEventNotification requests and the TD does not
ving the notifications!

s to Tester: The'passing results for this test case are identical to the ones in 8.4.5 except that the event
| be conveyed using an UnconfirmedEventNotification service request. The MAC address used for thg
be either@ broadcast that reaches the local network of the TD or the MAC address of the TD.

OUT OF _RANGE Tests

D

t Enrollment
When testing
tion below

of TRUE for
ve a value of

pt that the
hcknowledge

notifications
bse messages

pridencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BAChnet Reference Clauses: 12.2, 12.3,12.4, 12.12, 13.2, 13.3.6, and 13.9.

Purpose: To verify the correct operation of the OUT_OF RANGE event algorithm. This test applies to Event Enrollment
objects with an Event Type of OUT_OF RANGE and to intrinsic event reporting for Analog Input, Analog Output, and
Analog Value objects.

Configuration Requirements: The IUT shall be configured such that the Event Enable property has a value of TRUE for
the TO-OFFNORMAL and TO-NORMAL transitions. For objects using intrinsic reporting the Limit Enable property
shall have a value of TRUE for both HighLimit and LowLimit events. The Issue_Confirmed Notifications property shall
have a value of FALSE. The event-generating objects shall be in a NORMAL state at the start of the test.

© ISO 2009 — All rights reserved 143


https://standardsiso.com/api/?name=a7e655b0be2e5297f0aba36b85fe4d40

ISO 16484-6:2009(E)

Test Steps: The test steps for this test case are identical to the test steps in 8.4.6 except that the
ConfirmedEventNotification requests are UnconfirmedEventNotification requests and the TD does not acknowledge
receiving the notifications.

Notes to Tester: The passing results for this test case are identical to the ones in 8.4.6 except that the event notifications
shall be conveyed using an UnconfirmedEventNotification service request. The MAC address used for these messages
shall be either a broadcast that reaches the local network of the TD or the MAC address of the TD.

8.5.7 BUFFER_READY Tests

Dependencies: ReadProperty Service Execution Tests, 9.18.

BAChnet Rdference Clauses: 12.12, 12.25, 13.2, 13.3.7, and 13.9.

Purpose: T¢ verify the correct operation of the BUFFER_READY event algorithm. This test applies to Trend\Log objects
that supporf intrinsic notification and to Event Enrollment objects with an Event Type of BUFFER READY"

The test cncept, configuration requirements and test steps are identical to those in 8.4.7, exeept that the [Issue
Confirmed [Notifications' parameter shall have a value of FALSE, UnconfirmedEventNotification requests are {ssued
instead of ConfirmedEventNotification requests and the TD does not acknowledge receiving the notifications.

8.5.8 CHANGE_OF_LIFE_SAFETY TESTS

8.5.8.1 NORMAL to OFFNORMAL Transition Test

Dependencfes: ReadProperty Service Execution Tests, 9.18; WriteProperty Seryice Execution Tests, 9.22.

BAChnet Rdference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.13 and Figureyl3-9.

Purpose: This test case verifies the correct operation of the CHANGE OF LIFE SAFETY event algorithm for objects
transitioninfg between the NORMAL and OFFNORMAL eventsstates. It applies to Event Enrollment objects wijith an
Event Typg of CHANGE OF LIFE SAFETY and to intrinsi¢ event reporting for Life Safety Point and Life $afety
Zone objec}s.

The test doncept, configuration requirements and-‘test steps are identical to those in 8.4.8.1, except that the
Issue_Confirmed Notifications property shall havera value of FALSE, UnconfirmedEventNotification requesfs are
issued instdad of ConfirmedEventNotification requests and the TD does not acknowledge receiving the notificationf. The
MAC addr¢ss used for these messages shall be cither a broadcast that reaches the local network of the TD or the MAC
address of the TD.

8.5.8.2 OFFNORMAL to NORMAL Transition Test

Dependencfes: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
BAChnet Rdference Clauses; 12.12.7, 12.15, 12.16, 13.3.8, 13.9 and Figure 13-9.

Purpose: This test caSe)verifies the correct operation of the CHANGE OF LIFE SAFETY event algorithm for dbjects
transitioninfg betwéen'the OFFNORMAL and NORMAL event states. It applies to Event Enrollment objects wjth an
Event Typg ofS{CHANGE OF LIFE SAFETY and to intrinsic event reporting for Life Safety Point and Life $afety
Zone objec}st

The test concept, configuration requirements and test steps are identical to those in 8.4.8.2, except that the
Issue_Confirmed Notifications property shall have a value of FALSE, UnconfirmedEventNotification requests are
issued instead of ConfirmedEventNotification requests and the TD does not acknowledge receiving the notifications.

8.5.8.3 NORMAL to LIFE_SAFETY_ALARM Transition Test

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
BAChet Reference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.9 and Figure 13-9.

Purpose: This test case verifies the correct operation of the CHANGE OF LIFE SAFETY event algorithm for objects
transitioning between the NORMAL and LIFE SAFETY ALARM event states. It applies to Event Enrollment objects
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with an Event Type of CHANGE OF LIFE SAFETY and to intrinsic event reporting for Life Safety Point and Life
Safety Zone objects.

The test concept, configuration requirements and test steps are identical to those in 8.4.8.3, except that the
Issue_Confirmed Notifications property shall have a value of FALSE, UnconfirmedEventNotification requests are

issued instead of ConfirmedEventNotification requests and the TD does not acknowledge receiving the notifications.

8.5.8.4

LIFE_SAFETY_ALARM to NORMAL Transition Test

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.

BAChnet Reference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.9 and Figure 13-9.
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Mode Transition Tests when Event State is Maintained

cations.

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
BAChnet Reference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.9 and Figure 13-9.

Purpose: To verify the correct operation of the CHANGE OF LIFE SAFETY event algorithm for objects transitioning
between the NORMAL, OFFNORMAL and LIFE SAFETY ALARM event states when a mode change occurs. Tests
are conducted when a mode change occurs, but the event state does not change. Tests are also conducted when a mode
change occurs simultaneously with an event state change. In this latter case, the test verifies that the notification is
immediate rather than waiting for the time delay. It applies to Event Enrollment objects with an Event Type of
CHANGE_ OF LIFE SAFETY and to intrinsic event reporting for Life Safety Point and Life Safety Zone objects.

© ISO 2009 — All rights reserved 145


https://standardsiso.com/api/?name=a7e655b0be2e5297f0aba36b85fe4d40

ISO 16484-6:2009(E)

The test concept, configuration requirements and test steps are identical to those in 8.4.8.7, except that the
Issue_Confirmed Notifications property shall have a value of FALSE, UnconfirmedEventNotification requests are
issued instead of ConfirmedEventNotification requests and the TD does not acknowledge receiving the notifications.

8.5.8.8 NORMAL to OFFNORMAL Mode Transition Test

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
BAChnet Reference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.9 and Figure 13-9.

Purpose: This test case verifies the correct operation of the CHANGE OF LIFE SAFETY event algorithm for objects
transitioning between the NORMAL and OFFNORMAL event states by changing the Mode. It applies to Event
Enrollment| objects with an Event Type of CHANGE OF LIFE SAFETY and to intrinsic event reporting fof Life
Safety Point and Life Safety Zone objects.

The test doncept, configuration requirements and test steps are identical to those in 8.4.8.8, @xc€pt that the
Issue_Conffirmed Notifications property shall have a value of FALSE, UnconfirmedEventNotification requesfs are
issued instdad of ConfirmedEventNotification requests and the TD does not acknowledge receiving, the notificationg.

8.5.8.9 OFFNORMAL to NORMAL Mode Transition Test

Dependencfes: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution/Tests, 9.22.
BAChnet Rdference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.9 and Figure 13-9.

Purpose: This test case verifies the correct operation of the CHANGE OF LIEE SAFETY event algorithm for dbjects
transitioninfg between the OFFNORMAL and NORMAL event states by ‘changing the Mode. It applies to [Event
Enrollment| objects with an Event Type of CHANGE OF LIFE SAFETY and to intrinsic event reporting fof Life
Safety Point and Life Safety Zone objects.

The test doncept, configuration requirements and test stepsare identical to those in 8.4.8.9, except that the
Issue_Confirmed Notifications property shall have a value (6f FALSE, UnconfirmedEventNotification requesfs are
issued instdad of ConfirmedEventNotification requests and the TD does not acknowledge receiving the notificationg.

8.5.8.10 NORMAL to LIFE_SAFETY_ALARM Mode Transition Test

Dependencfes: ReadProperty Service Execution Tests;9.18; WriteProperty Service Execution Tests, 9.22.
BAChnet Rdference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.9 and Figure 13-9.

Purpose: This test case verifies the cofrect operation of the CHANGE OF LIFE SAFETY event algorithm for dbjects
transitioninfg between the NORMATyand LIFE SAFETY_ ALARM event states by changing the Mode. It applies to
Event Enroflment objects with an‘Eyent Type of CHANGE OF LIFE SAFETY and to intrinsic event reporting fdr Life
Safety Point and Life Safety Zong' objects.

The test doncept, configuration requirements and test steps are identical to those in 8.4.8.10, except that the
Issue_Confiirmed Nofifications property shall have a value of FALSE, UnconfirmedEventNotification requesfs are
issued instdad of CenfirmedEventNotification requests and the TD does not acknowledge receiving the notificationy.

8.5.8.11 LTEE_SAFETY_ALARM to NORMAL Mode Transition Test

DependenciesT ReadPToperty SeIrvice EXccUtion 1318, 9- 187 WITICPTOPeITy SCIVICT EXCCUTON 16315, 9-22-
BAChnet Reference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.9 and Figure 13-9.

Purpose: This test case verifies the correct operation of the CHANGE OF LIFE SAFETY event algorithm for objects
transitioning between the LIFE SAFETY_ ALARM and NORMAL event states by changing the Mode property. It
applies to Event Enrollment objects with an Event Type of CHANGE OF LIFE SAFETY and to intrinsic event
reporting for Life Safety Point and Life Safety Zone objects.

The test concept, configuration requirements and test steps are identical to those in 8.4.8.11, except that the

Issue_Confirmed Notifications property shall have a value of FALSE, UnconfirmedEventNotification requests are
issued instead of ConfirmedEventNotification requests and the TD does not acknowledge receiving the notifications.
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8.5.8.12 LIFE_SAFETY_ALARM to OFFNORMAL Mode Transition Test

Dependencies: ReadProperty Service Execution Tests, 9.18; WriteProperty Service Execution Tests, 9.22.
BAChnet Reference Clauses: 12.12.7, 12.15, 12.16, 13.3.8, 13.9 and Figure 13-9.
Purpose: This test case verifies the correct operation of the CHANGE OF LIFE SAFETY event algorithm for objects

transitioning between the LIFE SAFETY ALARM and OFFNORMAL event states. It applies to Event Enrollment
objects with an Event Type of CHANGE OF LIFE SAFETY and to intrinsic event reporting for Life Safety Point and

Life

Safety Zone objects.

The est—concept—eonfiguration—requitements—and—test—steps—are—identical to—those—in—8.4-8- 5 ept that the
Issup Confirmed Notifications property shall have a value of FALSE, UnconfirmedEventNotification|requests are
issugd instead of ConfirmedEventNotification requests and the TD does not acknowledge receiving thenetifications.
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8.14 TO-FAULT Transition Tests

endencies: ReadProperty Service Execution Tests,\9.18; WriteProperty Service Execution Tests, 9.22.

[net Reference Clauses: 12.12.7, 12.15, 12.16,43.3.8, 13.9 and Figure 13-9.

itioning between the NORMAL and FAULT event states. It applies to intrinsic event reporting for Life
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trinsic event

ept that the
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and [Life Safety Zone objects.

The| test concept, configuration” requirements and test steps are identical to those in 8.4.8.14, except that the
Issup Confirmed Notifications property shall have a value of FALSE, UnconfirmedEventNotification |requests are
issugd instead of ConfirmedEventNotification requests and the TD does not acknowledge receiving the notifcations.

8.6 [GetAlarmSuminary Service Initiation Tests

Purpose: To verifythat the IUT can initiate GetAlarmSummary service requests.

Deppndencies: None.

BA(net’Reference Clause: 13.10.

Test Steps:

1.

RECEIVE GetAlarmSummary-Request

2. TRANSMIT BACnet-ComplexACK-PDU,
'List of Alarm Summaries' = (an empty list)
8.7 GetEnrollmentSummary Service Initiation Tests

This clause defines the tests necessary to demonstrate support for initiating GetEnrollmentSummary service requests.

Dependencies: None.

BAChnet Reference Clause: 13.11.
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8.7.1  Acknowledgment Filter

Purpose: To verify that the IUT can initiate GetEnrollmentSummary service requests conveying an Acknowledgment

Filter.

Test Steps:

1. RECEIVE GetEnrollmentSummary-Request,
'Acknowledgment Filter' = (any valid Acknowledgment Filter enumeration)

2. TRAN

SMIT BACnet-ComplexACK-PDU,

'List of Alarm Summaries' = (an empty list)

8.7.2  Enrollment Filter

Purpose: T
Test Steps:

1. RECE
'E
2. TRAN
'L
8.7.3 Ey
Purpose: T

Test Steps:

1. RECE
'E
2. TRAN
'L

8.7.4  Ey
Purpose: T

Test Steps:

1. RECE
'E
2. TRAN
'L

verify that the IUT can initiate GetEnrollmentSummary service requests conveying an Enrollment-Filtg

VE GetEnrollmentSummary-Request,

hirollment Filter' = (any valid BACnetRecipientProcess)
SMIT BACnet-ComplexACK-PDU,

st of Alarm Summaries' = (an empty list)

ent State Filter

verify that the IUT can initiate GetEnrollmentSummary service requests conveying an Event State Filte

VE GetEnrollmentSummary-Request,
ent State Filter' = (any valid Event State Filter enumeration)
SMIT BACnet-ComplexACK-PDU,

st of Alarm Summaries' = (an empty list)
ent Type Filter
verify that the IUT can initiate GetEnrollmentSummary service requests conveying an Event Type Filtg

VE GetEnrollmentSummary-Request,

bent Type Filter' = (any valid-BACnetEventType enumeration)
SMIT BACnet-ComplexACK-PDU,

st of Alarm Summaries™= (an empty list)

8.7.5  Priority Filter

Purpose: T

Test Steps:

verify thatthe'IUT can initiate GetEnrollmentSummary service requests conveying a Priority Filter.

1. RECE

VE/GetEnrollmentSummary-Request

'Priority Filter' = (any valid priority range)

2. TRAN

SMIT BACnet-ComplexACK-PDU,

'List of Alarm Summaries' = (an empty list)

8.7.6  Notification Class Filter

j

s}

Purpose: To verify that the IUT can initiate GetEnrollmentSummary service requests conveying a Notification Class

Filter.

Test Steps:

1. RECEIVE GetEnrollmentSummary-Request,
'Notification Class Filter' = (any valid Notification Class)
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2. TRANSMIT BACnet-ComplexACK-PDU,
'List of Alarm Summaries' = (an empty list)

8.7.7  Multiple Filters

Purpose: To verify that the IUT can initiate GetEnrollmentSummary service requests conveying multiple Filters.
Test Steps:

1. RECEIVE GetEnrollmentSummary-Request,

'Acknowledgment Filter' = (any valid Acknowledgment Filter enumeration)
'Enrollment Filter' = (any valid BACnetRecipientProcess)

'Event State Filter' = (any valid Event State Filter enumeration)

'Event Type Filter' = (any valid BACnetEventType enumeration)

'Priority Filter' = (any valid priority range)

'Notification Class Filter' = (any valid Notification Class)

2. |[TRANSMIT BACnet-ComplexACK-PDU,

'List of Alarm Summaries' = (an empty list)

8.8 |GetEventInformation Service Initiation Tests

Thiq clause defines the tests necessary to demonstrate support for initiating GetEventlnformation service reqpiests.
Deppndencies: None.

BA(net Reference Clause: 13.12.
8.8.1  Without Chaining

Purpose: To verify that the IUT can initiate a simple GetEventIpformation service request.
Test Steps:

1. [RECEIVE GetEventInformation-Request,
'Last Received Object Identifier' = (none)

8.8.2  With Chaining

Purpgose: To verify that the IUT can respond to the “more events” flag by initiating a GetEventInformption service
request with the chaining parameter Tast feceived object identifier” present.

Tesf Steps:

1. [RECEIVE GetEventlnformation-Request,
'Last Received-Object Identifier' = (none)
2. |[TRANSMIT BACnet-ComplexACK-PDU,
'List of Eyént Summaries' = (a non-empty list)
'More Events' = TRUE
3. [BEFORE-the tester's patience is exceeded
RECEIVE GetEventInformation-Request,
'Last Received Object Identifier' = (last object identifier sent in step 2)

8.9 LifeSafetyOperation Service Initiation Tests

8.9.1 LifeSafetyOperation Service Initiation Tests to an Object

This clause defines the tests necessary to demonstrate support for initiating LifeSafetyOperation service requests
intended for a single Life Safety Point or Life Safety Zone object.

Dependencies: None.

BAChnet Reference Clause: 13.13.
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Test Steps:

Purpose: To verify that the IUT can correctly initiate a LifeSafetyOperation service request.

Test Steps:

1. RECEIVE LifeSafetyOperation-Request,
'Requesting Process Identifier' = (any valid identifier),

'Requesting Source' = (any valid character string),
'Request' = (any valid LifeSafetyOperation request),
'Object Identifier' = (any valid Life Safety Point or Life Safety Zone object identifier)

8.9.2 LikeSafetyOperation Service Initiation Tests to all Objects in a Device

This claus
intended fo|

Dependenc
BAChet Rd
Purpose: T
Test Steps:

1. RECE
'R
'R
'R
8.10Subsci

This clause
Dependenc

BAChet Rd
8.10.1 Cq
Purpose: T

Test Steps:

b defines the tests necessary to demonstrate support for initiating LifeSafetyOperation service re
r all Life Safety Point and Life Safety Zone objects in a device.

es: None.
ference Clause: 13.13.
verify that the IUT can correctly initiate a LifeSafetyOperation service request-to a Life Safety Object.
VE LifeSafetyOperation-Request,
equesting Process Identifier' = (any valid identifier),
bquesting Source' = (any valid character string),
Pquest' = (any valid LifeSafetyOperation request)
ibeCOV Service Initiation Tests

defines the tests necessary to demonstrate supportifor initiating SubscribeCOV service requests.
es: None.

ference Clause: 13.14.
pnfirmed Notifications Subscription

verify that the IUT can inifiate a SubscribeCOV service request for confirmed notifications.

1. RECE
'S

VE SubscribeCOV*Request,
bscriber Proee$s Identifier' = (any valid process identifier),
onitored @bject Identifier' = (any identifier for a standard object type for which COV reporting is defi

'Ispue Confirmed Notifications' = TRUE,
'Lifetime!= (any non-zero value)

2. TRA

MIT BACnet-Simple ACK-PDU

juests

ned),

8.10.2 Unconfirmed Notifications Subscription

Purpose: To verify that the IUT can initiate a SubscribeCOV service request for unconfirmed notifications.

Test Steps:

1. RECEIVE SubscribeCOV-Request,
'Subscriber Process Identifier' = (any valid process identifier),

'Monitored Object Identifier' =

'Issue Confirmed Notifications' = FALSE,
'Lifetime' = (any non-zero value)
2. TRANSMIT BACnet-Simple ACK-PDU
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8.10.3 Canceling a Subscription

Purpose: To verify that the IUT can initiate a SubscribeCOV service request to cancel a subscription.
Test Steps:

1. RECEIVE SubscribeCOV-Request,

'Subscriber Process Identifier' = (any valid process identifier),

'Monitored Object Identifier' = (any identifier for a standard object type for which COV reporting is defined)
2. TRANSMIT BACnet-Simple ACK-PDU

8.115ubseribeCOVPropertyServiee InitiationTests

Thiq clause defines the tests necessary to demonstrate support for initiating SubscribeCOVProperty service-requests.

Depgndencies: None.

BA(net Reference Clause: 13.15.
8.11{1 Confirmed Notifications Subscription

Purgose: To verify that the IUT can initiate a SubscribeCOVProperty service requestfor confirmed notificatjons.
Test Steps:

1. [RECEIVE SubscribeCOVProperty-Request,

'Subscriber Process Identifier' =  (any valid process identifier),
'Monitored Object Identifier' =(any valid object identifier),

'Issue Confirmed Notifications'= TRUE,

'Lifetime' = (any non-zero value),
'Monitored Property Identifier' =  (any valid preperty identifier),
'COV Increment' = (any valid value — opfional)

2. |[TRANSMIT BACnet-SimpleACK-PDU
8.11{2 Unconfirmed Notifications Subscription

Purpose: To verify that the IUT can initiate-a.SubscribeCOVProperty service request for unconfirmed notifidations.
Tesf Steps:

1. [RECEIVE SubscribeCOVProperty-Request,

'Subscriber Process(Identifier' =  (any valid process identifier),
'Monitored ObjectIdentifier' =(any valid object identifier),

'Issue Confirmled) Notifications'= FALSE,

'Lifetime' = (any non-zero value),
'Monitored\Property Identifier' =  (any valid property identifier),
'COVIncrement' = (any valid value — optional)

2. |[TRANSMIT BACnet-Simple ACK-PDU
8.11{3" €anceling a Subscription

Purposer To verity that the IUT can initate a SubscribeCU V PTOPEIty Service Tequest 0 cancel a Subscription.
Test Steps:

1. RECEIVE SubscribeCOVProperty-Request,
'Subscriber Process Identifier' =  (any valid process identifier),
'Monitored Object Identifier' =(any valid object identifier),
'Monitored Property Identifier' =  (any valid property identifier),
'COV Increment' = (any valid value — optional)

2. TRANSMIT BACnet-Simple ACK-PDU
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8.12 AtomicReadFile Service Initiation Tests

This clause defines the tests necessary to demonstrate support for initiating AtomicReadFile Service requests. The
BACnet file access services permit access to files on either a record basis or a stream basis. If the IUT supports stream-
based file structures then the stream access test (8.12.1) shall be performed. If the IUT supports record-based file
structures then the record access test (8.12.2) shall be performed.

Dependencies: None.

BAChnet Reference Clause: 14.1.
8.12.1 Stream Access

Purpose: Tp verify that the IUT can initiate an AtomicReadFile service request using the stream-oriented fileyaccess
method.

Test Steps:

1. RECEIVE AtomicReadFile-Request,

'File Start Position' =(any value > 0),

'Requested Octet Count' = (any value > 0)
2. TRANBMIT AtomicReadFile-ACK,

'End Of File' = TRUE,

'File Start Position' =(the start position indicated in step 1),

'File Data' = (any stream file data of size < 'Requested Octet Cgunt' from step 1)
3. CHECK (if the IUT displays the file data, verify that it is correct)

8.12.2 Re¢cord Access

Purpose: Tp verify that the IUT can initiate an AtomicReadFile service request using the record-oriented file gccess
method.

Test Steps:

1. RECEIVE AtomicReadFile-Request,
'File Start Record' = (any value > 0),

'Requested Record Count' = (any value > 0)
2. TRANBMIT AtomicReadFile-ACK,

'End Of File' = TRUE,
'File Start Record' = (the startposition indicated in step 1),
'Returned Record Count' =~ (any value < the 'Requested Record Count' from step 1),

'File Record Data' = (anyrecord file data containing the indicated number of records)
3. CHECK (if the IUT displays the file data, verify that it is correct)

8.13 AtomigWriteFile Service Initiation Tests

This claus¢ defines the\tests necessary to demonstrate support for initiating AtomicWriteFile service requesty. The
BACnet filp access-services permit access to files on either a record basis or a stream basis. If the IUT supports sfream-
based file ftructures then the stream access test (8.13.1) shall be performed. If the IUT supports record-basdd file
structures then the record access test (8.13.2) shall be performed.

Dependencies: None.
BAChnet Reference Clause: 14.2.
8.13.1 Stream Access

Purpose: To verify that the IUT can initiate an AtomicWriteFile service request using the stream-oriented file access
method.
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Test Steps:

1. RECEIVE AtomicWriteFile-Request,
'File Start Position' = (any position > -1),
'File Data' = (any stream file data containing at least one octet)
2. TRANSMIT AtomicWriteFile-ACK,
'File Start Position' = (0 if the 'File Start Position was -1, otherwise the indicated start position)

8.13.2 Record Access

Purpose: To verify that the IUT can initiate an AtomicWriteFile service request using the record-oriented file access
method.

Test Steps:

1. [RECEIVE AtomicWriteFile-Request,

'File Start Record'= (any record > -1),

'Record Count' = (any value > 0),

'File Record Data' = (any record file data containing the indicated number of récords)

2. |TRANSMIT AtomicWriteFile-ACK,

'File Start Record' = (0 if the 'File Start Position was -1, otherwise the indieated start position)

8.14AddListElement Service Initiation Tests

Thiq clause defines the tests necessary to demonstrate support for initiating"AddListElement service requests
Deppndencies: None.

BA(net Reference Clause: 15.1.
8.14.1 Non-Array Properties
Purpose: To verify that the IUT can initiate an AddListElement service request that does not contain the 'Property Array
Indgx' parameter.

Test Steps:

1. [RECEIVE AddListElement-Request,

'Object Identifier' = (any.object that contains a property having a list datatype),
'"Property Identifier' = (ary ptroperty having a list datatype),

'List of Elements' =  (two or more elements with the correct datatype to add to the list)
2. [TRANSMIT BACnet-Simple ACK-PDU

8.14.2 Array Properties

Purpose: To verify that'the IUT can initiate an AddListElement service request that contains the 'Property [Array Index'
parameter.

Test Steps:
1. [REGEIVE AddListElement-Request,
'Object Identifier = (any object that confains a property having a datatype thaf 1s an array of [ists),
'"Property Identifier' =  (any property having a datatype that is an array of lists),
'"Property Array Index' = (any value > 0),
'List of Elements' = (two or more elements with the correct datatype to add to the list)

2. TRANSMIT BACnet-Simple ACK-PDU
8.15RemoveListElement Service Initiation Tests

This clause defines the tests necessary to demonstrate support for initiating RemoveListElement service requests.
Dependencies: None.

BAChnet Reference Clause: 15.2.
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8.15.1 Non-Array Properties

Purpose: To verify that the IUT can initiate a RemoveListElement service request that does not contain the 'Property
Array Index' parameter.

Test Steps:

1. RECEIVE RemoveListElement-Request,
'Object Identifier' = (any object that contains a property having a list datatype),
'"Property Identifier' = (any property having a list datatype),

'List of Elements' = (two or more elements with the correct datatype to removefrom the list)
2. TRANSMITBACaet-SanpleACKLPDU

8.15.2 Agxray Properties

Purpose: T verify that the IUT can initiate a RemoveListElement service request that contains the 'Property Array [ndex'
parameter.

Test Steps:
1. RECEIVE RemoveListElement-Request,
'Opject Identifier' = (any object that contains a property having a datatype thatis an array of lists),
'"Property Identifier' =  (any property having a datatype that is an array of lists);
'"Property Array Index' = (any value > 0),
'List of Elements' = (two or more elements with the correct datatype‘to remove from the list)

2. TRANBMIT BACnet-Simple ACK-PDU
8.16Creat¢Object Service Initiation Tests

This clause{defines the tests necessary to demonstrate support for initidting CreateObject service requests.
Dependencjes: None.

BACnet Rdference Clause: 15.3.

8.16.1 Creating Objects by Specifying the Object-Identifier with no Initial Values
Purpose: T verify that the IUT can initiate a CréateObject service request that contains an object identifier in the 'Qbject
Specifier' pprameter and no initial property values.

Test Steps:

1. RECEIVE CreateObject-Request;
'Opject Specifier' = (any BACnetObjectldentifier)
2. TRANBMIT CreateObject-ACK,
'Opject Identifier! = (the object identifier specified in step 1)

8.16.2 Creating Objects by Specifying the Object Type with no Initial Values

Purpose: Tp verify~that the IUT can initiate a CreateObject service request that contains an object type in the 'Qbject
Specifier' pprameter and no initial property values.

Test Steps:
1. RECEIVE CreateObject-Request,
'Object Specifier' = (any BACnetObjectType),
2. TRANSMIT CreateObject-ACK,
'Object Identifier' = (an object identifier consistent with the object type specified in step 1)

8.16.3 Creating Objects by Specifying the Object Identifier and Providing Initial Values

Purpose: To verify that the IUT can initiate a CreateObject service request that contains an object identifier in the 'Object
Specifier' parameter and a list of initial property values for the object to be created.
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Test Steps:

1. RECEIVE CreateObject-Request,

'Object Specifier' = (any BACnetObjectldentifier)

'List of Initial Values' = (a list of more than one BACnetPropertyValues consistent with the specified object
type)
2. TRANSMIT CreateObject-ACK,

'Object Identifier' = (the object identifier specified in step 1)

8.16.4 Creating Objects by Specifying the Object Type and Providing Initial Values

Purpose: To verify that the IUT can initiate a CreateObject service request that contains an object type in the 'Object
Spegifier' parameter and a list of initial property values for the object to be created.

Test Steps:

1. [RECEIVE CreateObject-Request,
'Object Specifier' = (any BACnetObjectType),
'List of Initial Values' = (a list of more than one BACnetPropertyValues consistént with the spdcified object

typ¢
2. |TRANSMIT CreateObject-ACK,

'Object Identifier' = (an object identifier consistent with the object, type/specified in step 1)
8.17DeleteObject Service Initiation Tests

Thiq clause defines the test necessary to demonstrate support for initiating DeleteObject service requests.
Depgndencies: None.

BA(net Reference Clause: 15.4.

Purpose: To verify that the IUT can initiate a DeleteObjéct service request.

Tesf Steps:

1. [RECEIVE DeleteObject-Request,
'Object Identifier' = (any object identifier)
2. |TRANSMIT BACnet-Simple ACK<PDU

8.1§ReadProperty Service Initiation Tests

Thiq clause defines the tests négessary to demonstrate support for initiating ReadProperty service requests.
Depgndencies: None.

BA(net Referenge Clause: 15.5.
8.18.1 Reading Non-Array Properties

Purposex To verify that the IUT can initiate a ReadProperty service request that does not contain the Prpperty Array
IndgxUparameter.

Test Steps:

1. RECEIVE ReadProperty-Request,
'Object Identifier' = (any object),
'Property Identifier' = (any valid non-array property of the specified object)

8.18.2 Reading an Array Element

Purpose: To verify that the IUT can initiate a ReadProperty service request that references a specific element of an array
property.
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Test Steps:

1. RECEIVE ReadProperty-Request,
'Object Identifier' = (any object),
'Property Identifier' = (any valid array property of the specified object),
'Array Index' = (any valid array index for the specified property)

8.19ReadPropertyConditional Service Initiation Tests

This clause defines the tests necessary to demonstrate support for initiating ReadPropertyConditional service requests.

Dependencies: None.

BACnet Rdference Clause: 15.6.
8.19.1 Re¢ading Object Identifiers of Objects that Meet the Selection Criteria

Purpose: T verify that the IUT can initiate a ReadPropertyConditional service request in which objectsare chosen [based
on some selection criteria and no 'List of Property References' is specified.

Test Steps:
1. RECE]VE ReadPropertyConditional-Request,
'S¢lection Logic' = AND,
'List of Selection Criteria' =  ((any non-array property identifier, any relation specifier, any valid comparjson
value),

(any array property identifier, any-arfay index, any relation specifier, any yalid
comparison value)

)
8.19.2 Re¢ading Specific Properties of Objects that Meet the Selection Criteria

Purpose: T¢ verify that the IUT can initiate a ReadPropertyCenditional service request in which objects are chosen [based
on some selection criteria and a set of properties to be read is-specified.

Test Steps:
1. RECE]VE ReadPropertyConditional-Request;
'S¢lection Logic' = OR,
'List of Selection Criteria' =  ((any non-array property identifier, any relation specifier, any valid comparjison
value),

(any array property identifier, any array index, any relation specifier, any yalid
comparison value)

))

'List of Property Réferences' = (two or more properties that correspond to objects meeting the selection criferia)

8.20ReadHropertyMultiple Service Initiation Tests

Purpose: This clagse*defines the tests necessary to demonstrate support for initiating ReadPropertyMultiple sprvice
requests. Alt least'one of the combinations defined in 8.20.2 through 8.20.4 needs to be supported in order to claijm the
ability to infitiate the ReadPropertyMultiple service.

Dependencies: None.

BACnet Reference Clause: 15.7.
8.20.1 Reading a Single Property of a Single Object

Purpose: To verify that the IUT can correctly initiate a ReadPropertyMultiple service request containing a single property
of a single object. If the IUT cannot be configured to initiate a ReadPropertyMultiple service request containing a single
property of a single object, then this test shall be omitted.
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Steps:

RECEIVE ReadPropertyMultiple-Request,
'Object Identifier' = (any valid object identifier),
'List of Property References' = (a single property of the specified object)

.2 Reading Multiple Properties of a Single Object

Purpose: To verify that the IUT can correctly initiate a ReadPropertyMultiple service request containing multiple
properties of a single object. If the IUT cannot be configured to initiate a ReadPropertyMultiple service request
containing multiple properties of a single object, then this test shall be omitted.

Test

1.

8.20

Pury
and
cont

Test

1.

8.20
Pury
and

requ
Test

1.

8.21

Steps:

RECEIVE ReadPropertyMultiple-Request,
'Object Identifier' = (any valid object identifier),
'List of Property References' = (two or more properties of the specified object)

.3 Reading Multiple Objects, One Property Each

ose: To verify that the IUT can correctly initiate a ReadPropertyMultiple service request containing mu
a single property for each object. If the IUT cannot be configured to initiate a-ReadPropertyMultiple s¢
pining multiple objects and a single property for each object, then this test shall-be omitted.

Steps:

RECEIVE ReadPropertyMultiple-Request,

'Object Identifier' = (any valid object identifier);
'List of Property References' = (a single property of the-specified object),
'Object Identifier' = (any valid object idenfifier not previously used),

'List of Property References' = (a single property.of the specified object),
(Including additional objects and propertie§’is acceptable.)

.4 Reading Multiple Objects, Multiple Properties for Each

ose: To verify that the IUT can correctly ihitiate a ReadPropertyMultiple service request containing mu
multiple properties for each object. Jfithe IUT cannot be configured to initiate a ReadPropertyMu
est containing multiple objects and multiple properties for each object, then this test shall be omitted.

Steps:

RECEIVE ReadPropertyMultiple-Request,

'Object Identifier’= (any valid object identifier),
'List of Property-References' = (two or more properties of the specified object)
'Object Identifier' = (any valid object identifier not previously used),

'List of Rroperty References' = (two or more properties of the specified object)
(@ncluding additional objects and properties is acceptable.)

ReadRange Service Initiation Tests

Itiple objects
rvice request

Itiple objects
tiple service

This

clayse defines the tests necessary to demonstrate support for initiating ReadRange service requests.

Dependencies: None.

BAChnet Reference Clause: 15.8.

8.21

.1 Reading Values with no Specified Range

Purpose: To verify that the IUT can correctly initiate a ReadRange service request that does not specify any range of

valu

es to be returned.
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1. RECEIVE ReadRange-Request,
'Object Identifier' = (any Trend Log object),
'"Property Identifier' = Log Buffer

8.21.2 Reading Values with an Array Index

Purpose: To verify that the IUT can correctly initiate a ReadRange service request that specifies an array index.

Test Steps:

1. RECE

VE ReadRange-Request,

'Opject Identifier' = (any object with a property that is an array of lists),

'Pgoperty Identifier' = (any property that is an array of lists),
'Afray Index' = (an value > 0)
8.21.3 Re¢ading a Range of Values by Position
Purpose: T verify that the IUT can correctly initiate a ReadRange service request that specifies the range of values
returned by| position.
Test Steps:
1. RECE]VE ReadRange-Request,

'O
'P1
'R
'C

8.21.4 R(

Purpose: T
returned by}

Test Steps:

1. RECE
'O
'P1
'R
'C

8.21.5 K«

Purpose: T
returned by}

bject Identifier' = (any Trend Log object),

operty Identifier' = Log_Buffer,

pference Index' = (any Unsigned value),
bunt' = (any INTEGER value)
ading a Range of Values by Time

verify that the IUT can correctly initiate a ReadRange service request that specifies the range of values
time.

VE ReadRange-Request,

bject Identifier' =  (any Trénd Log object),
operty Identifier' = Log(Buffer,

pference Time'=  (ahy)BACnetDateTime value),
bunt' = (any INTEGER value)

ading a Range of Values by Time Range

verify‘that the IUT can correctly initiate a ReadRange service request that specifies the range of values
timé€ range.

to be

to be

to be

Test Steps:

1. RECEIVE ReadRange-Request,
'Object Identifier' = (any Trend Log object),
'Property Identifier' = Log Buffer,
'Beginning Time' =  (any BACnetDateTime value),
'Ending Time' = (any BACnetDateTime value)
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WriteProperty Service Initiation Tests

Dependencies: None.

BAChnet Reference Clause: 15.9.

8.22

.1 Writing Non-Array Properties

Purpose: To verify that the IUT can initiate WriteProperty service requests that do not contain the Property Array Index'
parameter.

Test

1.

8.22

Pury
prog

Test

8.22.

Pury

Test

8.23

This
leas
initi

Steps:

RECEIVE WriteProperty-Request,

'Object Identifier' = (any valid object identifier),

'Property Identifier' = (any valid non-array property of the specified object),
'Property Value'=  (any value appropriate to the specified property)

.2 Writing Array Properties

erty.
Steps:

RECEIVE WriteProperty-Request,
'Object Identifier' = (any valid object identifier),
'Property Identifier' = (any valid array property of the specified object),
'Array Index' = (any valid array index for the specified property),
'Property Value'=  (any value appropriate to the specified property)

3  Writing Commandable Properties

ose: To verify that the IUT can initiate WriteRreperty service requests that convey a write priority.
Steps:

RECEIVE WriteProperty-Request;

'Object Identifier' = (any'valid object identifier for an object with a commandable property),
'"Property Identifier' = (the commandable property of the specified object),

'Property Value' = (\(any value appropriate to the specified property),

"Priority' = (any unsigned value X: 1 < X < 16)

WritePropertyMultiple Service Initiation Tests

hite the WritePropertyMultiple service.

Dep)

efidencies: None.

ose: To verify that the IUT can initiate WriteProperty service requests that reference a specific elemer

clause defines'the tests necessary to demonstrate support for initiating WritePropertyMultiple service
one of the)combinations defined in 8.23.2 through 8.23.4 needs to be supported in order to claim

BAChnet Reference Clause: 15.10.

8.23

.1 Writing a Single Property of a Single Object

t of an array

requests. At
he ability to

Purpose: To verify that the IUT can correctly initiate a WritePropertyMultiple service request containing a single
property of a single object. If the IUT cannot be configured to initiate a WritePropertyMultiple service request containing
a single property of a single object, then this test shall be omitted.
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Test Steps:

1. RECEIVE WritePropertyMultiple-Request,

8.23.2

'Object Identifier' = (any valid object identifier),
'Property Identifier' = (any valid non-array property of the specified object),
'Property Value'=  (any value appropriate to the specified property)

Writing Multiple Properties of a Single Object

Purpose: To verify that the IUT can correctly initiate a WritePropertyMultiple service request containing multiple
properties of a single object. If the IUT cannot be configured to initiate a WritePropertyMultiple service request
containing multiple properties of a single object, then this test shall be omitted.

Test Steps:

1. RECE]VE WritePropertyMultiple-Request,

8.23.3

'Opject Identifier' = (any valid object identifier),
'Pgoperty Identifier' = (any valid non-array property of the specified object),

'Property Value'=  (any value appropriate to the specified property),
'Pgoperty Identifier' = (any valid non-array property of the specified object that was not'previously used),
'Property Value'=  (any value appropriate to the specified property)

(Any number of properties > 2 is acceptable.)

Writing Multiple Objects, One Property Each

Purpose: T¢ verify that the IUT can correctly initiate a WritePropertyMultiple.seryice request containing multiple objects
and a singl¢ property for each object. If the IUT cannot be configured to initiate a WritePropertyMultiple service r¢quest

containing mmultiple objects and a single property for each object, then this.test shall be omitted.
Test Steps:

1. RECEIVE WritePropertyMultiple-Request,

8.234

'Opject Identifier' = (any valid object identifier),

'"Poperty Identifier' = (any valid non-array propexty of the specified object),
'Pgoperty Value'=  (any value appropriate-to-the specified property),
'Opject Identifier' = (any valid object identifier not previously used),
'"Poperty Identifier' = (any valid non-array property of the specified object),
'"Property Value'=  (any value appropriate to the specified property)
(Any number of (object, property, value) tuples > 2 is acceptable.)

Writing Multiple Objects, Multiple Properties for Each

Purpose: T¢ verify that the IUT camcorrectly initiate a WritePropertyMultiple service request containing multiple objects
and multiple properties for eaeh object. If the IUT cannot be configured to initiate a WritePropertyMultiple sprvice

request conftaining multiple,objects and multiple properties for each object, then this test shall be omitted.
Test Steps:
1. RECEIVE WritePropertyMultiple-Request,

160

'Opject Identifier' = (any valid object identifier),
'Propesty Identifier' = (any valid non-array property of the specified object),

'Property Value = (any valuc appropriare 10 e speciticd property),
'"Property Identifier' = (any valid non-array property of the specified object that was not previously used),
'"Property Value'=  (any value appropriate to the specified property),

(Additional properties may be included here.)

'Object Identifier' = (any valid object identifier not previously used),
'Property Identifier' = (any valid non-array property of the specified object),

'Property Value'=  (any value appropriate to the specified property),
'"Property Identifier' = (any valid non-array property of the specified object that was not previously used),
'"Property Value'=  (any value appropriate to the specified property)

(Additional properties may be included here.)

(Additional objects and properties may be included here.)
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8.23.5 Writing Array Properties
Purpose: To verify that the IUT can initiate WritePropertyMultiple service requests that reference a specific element of
an array property.

Test Steps:

1. RECEIVE WritePropertyMultiple-Request,
'Object Identifier' = (any valid object identifier),
'"Property Identifier' = (any valid array property of the specified object),

'Array Index' = (any valid array index for the specified property),
ProverteValue! — Lanz value anmronreiata to tha cnacifiad ronarty)
FropTrTy v oy Y e e e P prop Tt tO TSP O T T e prop Ty 75
'"Property Identifier' = (any valid non-array property of the specified object),
'Property Value'=  (any value appropriate to the specified property)

-- ... (Including additional properties, with or without array indexes, is acceptable.)
Notgs to Tester: Only one of the properties being written needs to be a specific element-of*an array, but writing to
multfiple specific elements as individual operations is acceptable.
8.23.6 Writing Commandable Properties

Purpose: To verify that the IUT can initiate WritePropertyMultiple service requestS-that convey a write priority.
Test Steps:
1. [RECEIVE WritePropertyMultiple-Request,

'Object Identifier' = (any valid object identifier for an objeet with a commandable property),
'"Property Identifier' = (the commandable property of the*specified object),

'Property Value' = (any value appropriate to the spécified property),
"Priority' = (any unsigned value X: 1 < X< 16),

'"Property Identifier' = (any valid non-array property of the specified object),
'Property Value'=  (any value appropriate o the specified property)

Notgs to Tester: Only one of the properties being written needs to be commandable, but writing to multiple gommandable
proplerties is acceptable.

8.24DeviceCommunicationControl Service Initiation Tests

Thig clause defines the tests neceSsary to demonstrate support for initiating DeviceCommunicationCoptrol service
requests.

Depgndencies: None.

BA(net Reference Clause: 16.1.
8.24.1 Indefinite'Duration, Disable, No Password

Purgose: To verify that the IUT can initiate DeviceCommunicationControl service requests that indicate communication
shoyld cedse-for an indefinite time duration and do not convey a password.

Test Steps:

1. RECEIVE DeviceCommunicationControl-Request,
'Enable/Disable' = DISABLE,

8.24.2 Indefinite Duration, Disable, Password

Purpose: To verify that the IUT can initiate DeviceCommunicationControl service requests that indicate communication
should cease for an indefinite time duration and convey a password.

Test Steps:

1. RECEIVE DeviceCommunicationControl-Request,
'Enable/Disable' = DISABLE,
'Password' = (a password of at least 5 characters)
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8.24.3 Time Duration, Disable, Password

Purpose: To verify that the IUT can initiate DeviceCommunicationControl service requests that indicate communication
should cease for a specific time duration and convey a password.

Test Steps:

1. RECEIVE DeviceCommunicationControl-Request,
'"Time Duration' = (any unsigned value > 0),
'Enable/Disable' = DISABLE,
'Password' = (a password of at least 5 characters)

8.24.4 Enable, Password

Purpose: Tp verify that the IUT can initiate DeviceCommunicationControl service requests that indicate communigation
should resume and convey a password.

Test Steps:

1. RECEIVE DeviceCommunicationControl-Request,
'Epable/Disable' = ENABLE,
'Pgssword' = (a password of at least 5 characters)

8.24.5 Enable, No Password

Purpose: Tp verify that the IUT can initiate DeviceCommunicationControl seryice\requests that indicate communigation

should resume and do not convey a password.

Test Steps:

1. RECEIVE DeviceCommunicationControl-Request,
'Epable/Disable' = ENABLE,

8.24.6 Time Duration, Disable, No Password

Purpose: Tp verify that the IUT can initiate DeviceCommunicationControl service requests that indicate communigation
should ceagde for a specific time duration and do not{convey a password. If the IUT does not support the “no password”
option, this|test shall not be performed.

Test Steps:

1. RECEIVE DeviceCommunicationCentrol-Request,
'"Time Duration' = (any unsigned value > 0),
'Enabl¢/Disable' = DISABLE

8.24.7 Timg Duration, Disable-Initiation, Password

Purpose: Tp verify that the IUT can initiate DeviceCommunicationControl service requests that indicate communigation
should ceade for a spegific time duration and that convey a password.

Test Steps:

1. RECEIVE DeviceCommunicationControl-Request,
'Time Duration'=  (any unsigned value in the range from 1 to 65535),
'Enable/Disable' = DISABLE
'Password'=  (a password of up to 20 characters)

8.25ConfirmedPrivateTransfer Service Initiation Test

Dependencies: None.
BAChnet Reference Clause: 16.2.

Purpose: To verify that the IUT can initiate the ConfirmedPrivateTransfer Service.
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Test Concept: Since the private transfer services by definition convey non-standard service requests, the service
parameters and service procedure is not tested. The test simply verifies that the parameters required by BACnet are
correctly conveyed.

Test Steps:

1. RECEIVE ConfirmedPrivateTransfer-Request,
'Vendor ID' = (any valid vendor identifier),
'Service Number' = (any unsigned value)

8.26 UnconfirmedPrivateTransfer Service Initiation Test

Deppndencies: None.
BA(net Reference Clause: 16.3.
Purpose: To verify that the IUT can initiate the UnconfirmedPrivateTransfer Service.

Tesf Concept: Since the private transfer services by definition convey non-standard~service requests| the service
parameters and service procedure is not tested. The test simply verifies that the parameters required by|BACnet are
corrpctly conveyed.

Test Steps:

1. [RECEIVE UnconfirmedPrivateTransfer-Request,
'Vendor ID' = (any valid vendor identifier),
'Service Number' = (any unsigned value)

8.27ReinitializeDevice Service Initiation Tests

Thiq clause defines the tests necessary to demonstrate support for initiating ReinitializeDevice service requegts.
Depgndencies: None.

BA(net Reference Clause: 16.4.

8.27.1 COLDSTART with no Password
Purpose: To verify that the IUT can initiate ReinitializeDevice service requests that indicate a COLDSTART should be
perfprmed and do not convey a pagsword.

Test Steps:

1. [RECEIVE ReinitiglizeDevice-Request,
'Reinitialized State of Device' = COLDSTART
2. |[TRANSMIT:-BACnet-Simple ACK-PDU

8.27.2 COLDSTART with a Password

Purposex T verify that the IUT can initiate ReinitializeDevice service requests that indicate a COLDSTART should be
perfprmed and convey a password.

Test Steps:

1. RECEIVE ReinitializeDevice-Request,

'Reinitialized State of Device' = COLDSTART,

'Password' = (a password of at least 5 characters)
2. TRANSMIT BACnet-Simple ACK-PDU

8.27.3 WARMSTART with no Password

Purpose: To verify that the IUT can initiate ReinitializeDevice service requests that indicate a WARMSTART should be
performed and do not convey a password.
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Test Steps:

1. RECEIVE ReinitializeDevice-Request,
'Reinitialized State of Device' = WARMSTART

2. TRAN

SMIT BACnet-SimpleACK-PDU

8.27.4 WARMSTART with a Password

Purpose: To verify that the IUT can initiate ReinitializeDevice service requests that indicate a WARMSTART should be
performed and convey a password.

Test Steps:

1. RECE
'R
'P
2. TRAN

8.28 ConfirlmedTextMessage Service Initiation Tests

This clause
Dependenc

BAChnet Rd
8.28.1 T«
Purpose: T

Class' paraineter.

Test Steps:

1. RECE

VE ReinitializeDevice-Request,

binitialized State of Device' = WARMSTART,

ssword' = (a password of at least 5 characters)
SMIT BACnet-Simple ACK-PDU

es: None.

ference Clause: 16.5.
xt Message with no Message Class

p verify that the IUT can initiate ConfirmedTextMessage service requests that do not contain a "¢

VE ConfirmedTextMessage-Request,

defines the tests necessary to demonstrate support for initiating Confirmed TextMessage service requesty.

'"Text Message Source Device' = IUT,

'Message Priority' = NORMAL,

'Message' = (any CharacterString)
2. TRANBMIT BAChnet-Simple ACK-PDU
8.28.2 Tg¢xt Message with an Unsigned Message Class
Purpose: Tp verify that the IUT can initiate ConfirmedTextMessage service requests that contain an Unsigned 'Mg
Class' paraineter.
Test Steps:
1. RECEIVE ConfirmedTextMessage-Request,

'"Text Message Source Device' = 1UT,

'Message €lass' = (any Unsigned value),

'Message(Priority' = NORMAL,

'Message' = (any CharacterString)
2. TRANSMIT BACHeT-SIimpiceACK-PDU

8.28.3 Text Message with a CharacterString Message Class

ssage

ssage

Purpose: To verify that the IUT can initiate ConfirmedTextMessage service requests that contain a CharacterString

'Message C
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lass' parameter.
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Test Steps:

1.

2.

RECEIVE ConfirmedTextMessage-Request,
'"Text Message Source Device' = IUT,

'Message Class' = (any CharacterString value),
'Message Priority' = NORMAL,
'Message' = (any CharacterString)

TRANSMIT BACnet-SimpleACK-PDU

8.28.4 Text Message with an Urgent Priority

-6:2009(E)

Purpose: To verify that the IUT can initiate ConfirmedTextMessage service requests that convey an urgent priority.

Test

1.

2.
8.29
This

Dep

BA
8.29

Pury
Clas

Test

1.

8.29

Pury
'Me

Test

Steps:

RECEIVE ConfirmedTextMessage-Request,

'"Text Message Source Device' = IUT,

'Message Priority' = URGENT,

'Message' = (any CharacterString)
TRANSMIT BACnet-SimpleACK-PDU

UnconfirmedTextMessage Service Initiation Tests

clause defines the tests necessary to demonstrate support for initiating UnconfirmedTextMessage servic
endencies: None.

net Reference Clause: 16.6.

L1 Text Message with no Message Class

ose: To verify that the IUT can initiate UnconfirmedTextMessage service requests that do not contai
s' parameter.

Steps:

RECEIVE UnconfirmedTextMessage-Request,
'"Text Message Source Device' = TUT,
'Message Priority' = NORMAL,
'Message' = (any CharacterString)

.2 Text Message with an Unsigned Message Class
ose: To verify that the IUT can initiate UnconfirmedTextMessage service requests that contain
sage Class' parameten.

Steps:

RECEIVE UnconfirmedTextMessage-Request,
'Text Message Source Device' = TUT,

e requests.

h a 'Message

n Unsigned

'Message Class' = (any Unsigned value),
Message Priority = NORMAT;
'Message' = (any CharacterString)

8.29.3 Text Message with a CharacterString Message Class

Purpose: To verify that the IUT can initiate UnconfirmedTextMessage service requests that contain a CharacterString
'Message Class' parameter.
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Test Steps:

1. RECEIVE ConfirmedTextMessage-Request,
'"Text Message Source Device' = IUT,

'Message Class' = (any CharacterString value),

'Message Priority' = NORMAL,

'Message' = (any CharacterString)
8.29.4 Text Message with an Urgent Priority

Purpose: To verify that the IUT can initiate UnconfirmedTextMessage service requests that convey an urgent priority.

Test Steps:

1. RECEIVE ConfirmedTextMessage-Request,
'"Text Message Source Device' = 1UT,
'Message Priority' = URGENT,
'Message' = (any CharacterString)

8.30TimeSynchronization Service Initiation Tests

Dependenc

es: None.

BAChnet Rdference Clause: 16.7.

Purpose: T
Test Steps:

1. RECE

VE TimeSynchronization-Request,

'Time' [ (the current local date and time)

8.31UTCTjimeSynchronization Service Initiation Tests

Dependenc
BAChnet Rg
Purpose: T
Test Steps:

1. RECE

es: None.

ference Clause: 16.8.

VE UTCTimeSynchrénization-Request,

'Time' [ (the current UTCldate and time)

8.32Who-Has Service Initiation Tests

This clause}
forms of th
Who-Has s

Prvice.

verify that the IUT can initiate TimeSynchronization service requests,

verify that the IUT can initiate UTCTimeSynchronization service requests.

defines the tests necessary to demonstrate support for initiating Who-Has service requests. At least one jof the
e service-defined in 8.32.1 through 8.32.4 needs to be supported in order to claim the ability to initigte the

Dependenc

€S, INOINC.

BAChnet Reference Clause: 16.9.

8.32.1 Object Identifier Selection with no Device Instance Range

Purpose: To verify that the IUT can initiate Who-Has service requests using the object identifier form with no device
instance range. If the IUT cannot be caused to issue a Who-Has request of this form, then this test shall be omitted.
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Test Steps:

1. RECEIVE
DESTINATION = LOCAL BROADCAST | GLOBAL BROADCAST,
SOURCE = IUT,

Who-Has-Request,
'Object Identifier' = (any object identifier)

8.32.2 Object Name Selection with no Device Instance Range

Purpose: To verify that the IUT can initiate Who-Has service requests using the object name form with no device
instance range. If the IUT cannot be caused to issue a Who-Has request of this form, then this test shall be omitted.

Test Steps:
1. |RECEIVE
DESTINATION = LOCAL BROADCAST | GLOBAL BROADCAST,
SOURCE = IUT,
Who-Has-Request,
'Object Name'=  (any CharacterString)

8.323 Object Identifier Selection with a Device Instance Range

Purpose: To verify that the IUT can initiate Who-Has service requests usingythe object identifier form with a device
instgnce range. If the IUT cannot be caused to issue a Who-Has request of this form, then this test shall be orhitted.

Tesf Steps:

1. |RECEIVE
DESTINATION = LOCAL BROADCAST | GLOBALLBROADCAST,
SOURCE = IUT,

Who-Has-Request,

'Device Instance Range Low Limit' = (any integer X: 1 < X < 'Device Instance Range High Limit'),
'Device Instance Range High Limit' = (anty-integer Y: 'Device Instance Range Low Limit' <Y < 4,194,303),
'Object Identifier' = (any object identifier)

8.324 Object Name Selection with a Deyice Instance Range

Purpose: To verify that the IUT can.initiate Who-Has service requests using the object name form with a dejvice instance
range. If the IUT cannot be caused to,issue a Who-Has request of this form, then this test shall be omitted.

Tesf Steps:

1. |[RECEIVE
DESTINAATON = LOCAL BROADCAST | GLOBAL BROADCAST,
SOURGE = IUT,

Who<Has-Request,

'Device Instance Range Low Limit' = (any integer X: 1 < X < 'Device Instance Range High Limit'),
Device Instance Range High Limit' = (any integer Y: 'Device Instance Range Low Limit' <Y < 4,194,303),
'Object Name' = (any CharacterString)

8.331-Have Service Initiation Tests
Verification of the ability to initiate [-Have service requests is covered by the Who-Has service execution tests in 9.32.
8.34Who-Is Service Initiation Tests

This clause defines the tests necessary to demonstrate support for initiating Who-Is service requests. At least one of the
forms of the service defined in 8.34.1 and 8.34.2 needs to be supported in order to claim the ability to initiate the Who-Is
service.

Dependencies: None.

BAChnet Reference Clause: 16.10.
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8.34.1

Who-Is Request with no Device Instance Range

Purpose: To verify that the IUT can initiate Who-Is service requests with no device instance range. If the IUT cannot be
caused to issue a Who-Is request of this form, then this test shall be omitted.

Test Steps:

1. RECEIVE

8.34.2 'Who-Is Request with a Device Instance Range

Purpose: Tp verify that the IUT can initiate Who-Is service requests with a device instance range. If the [UT ean
caused to i§sue a Who-Is request of this form, then this test shall be omitted.

Test Steps:

1. RECEJVE
DESTINATION = LOCAL BROADCAST | GLOBAL BROADCAST,

8.35I-Am $ervice Initiation Tests
Verificatioh of the ability to initiate [-Am service requests is covered by the’Who-Is service execution tests in 9.30.
8.36VT-OI

This clause|defines the tests necessary to demonstrate support fet-initiating VT-Open service requests.
Dependencfes: ReadProperty Service Execution tests, 9.187

BAChnet Rdference Clauses: 17.2 and 12.11.

8.36.1

Purpose: T¢ verify that the [UT can initiate. V. T-Open service requests for the DEFAULT TERMINAL VT-class ar
the open VT session is reflected in the Active VT Sessions property of the IUT's Device object.

Configuratjon Requirements: The TUT shall be configured so that there are no active VT sessions.

Test Steps:

1. RECEIVE VT-Open-Request,
'V[[-class'= DEFAULT TERMINAL,
'Local VIP-Session Identifier' = (any valid session identifier, Syyt)

2. TRANPMIT VT-Open-ACK,

Who-Is-Request,
'Device Instance Range Low Limit' = (any integer X: 1 < X < 'Device Instance Range High Limit'),
'Device Instance Range High Limit' = (any integer Y: 'Device InstanceRange Low Limit' <Y < 4,194,303

D¢fault Terminal VT-class

DESTINATION = LOCAL BROADCAST | GLOBAL BROADCAST,
SOURCE = IUT,
Who-Is-Request

SQURCE = IUT,

en Service Initiation Tests

hot be

d that

R S ! o = Lid ion identifier, Ses)

3. VERIFY (the IUT's Device object), Active VT Sessions = (the newly established session)

If the IUT is capable of having more than one active VT session the tester may optionally decide to leave the session
created by this test active while proceeding with the tests in 8.36.2. Otherwise the VT session should be closed. This may
be accomplished as part of the test for verifying the initiation of the VT-Close service request (8.37) or execution of the
VT-Close service (9.35.1).

8.36.2

Other VT-classes

Purpose: To verify that the IUT can initiate VT-Open service requests for all supported optional VT-classes and that the
open VT sessions are reflected in the Active VT Sessions property of the IUT's Device object. If the IUT does not
support VT classes other than DEFAULT TERMINAL then this test shall be omitted.
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Test Concept: An attempt is made to open a new VT session for each supported VT-class. The previously opened
sessions are left open until all supported VT-classes are tested or until the maximum number of open sessions supported
is reached. If the maximum number of open sessions is reached before all of the VT-Classes have been tested, a session is
closed before moving on to the next VT-class. Either the I[UT or the TD can initiate the closure of a session.

Test Steps:

1. REPEAT X = (all supported VT classes except DEFAULT TERMINAL) DO {
RECEIVE VT-Open-Request,
'VT-class' = X,
'Local VT Session Identifier' = (any valid unique session identifier, Syyr;)
TRANSMIT VT-Open-ACK,
'Remote VT Session Identifier' = (any valid unique session identifier, Stp ;)
VERIFY (the IUT's Device object),
Active_ VT _Sessions = (a list including the newly established session and any. Sessior]s previously
established as part of this test but not yet closed)
IF (the IUT cannot support additional active VT sessions) THEN
(TRANSMIT VT-Close-Request,
'List of Remote VT Session Identifiers' = (the IUT's session identifier for the most recently|opened
session)

RECEIVE BAChnet-SimpleACK-PDU

)

\
(RECEIVE VT-Close-Request,

'List of Remote VT Session Identifiers' = (the TD's.seSsion identifier for the most recently ppened
session)
TRANSMIT BACnet-SimpleACK-PDU
)
}

8.37VT-Close Service Initiation Tests

Thig clause defines the tests necessary to demonstrate support for initiating VT-Close service requests. The IUT shall
pass| the test defined in 8.37.1. If the IUT supports more than one active VT session it shall also pass the tegts defined in
8.37/2 and 8.37.3.

Deppndencies: ReadProperty Service Execution tests, 9.18.

BA(net Reference Clauses: 17.3 and 12.11.
8.37.1 Closing a Single Open VT Session

Purpose: To verify that(the'IUT can initiate a VT-Close service request conveying the session identifier for § single open
VT kession and thatj\when closed, the session is removed from the Active VT Sessions property of the JUT's Device
object.

Tesf Concept=>At the beginning of the test the IUT has one active VT session. The IUT attempts to clode that active
sessjon byyinitiating a VT-Close service request. The TD acknowledges the VT-Close request and then reads the
Activée YT _Sessions property to verify that it has been correctly updated.

Configuration Requirements: The IUT shall be configured with one active VT session. The IUT will be in this state if it
has just completed test 8.36.1 and the session was not subsequently closed.

Test Steps:

1. VERIFY (the IUT's Device object), Active VT Sessions = (a single valid session)
2. RECEIVE VT-Close-Request,
'List of Remote VT Session Identifiers' = (a single session identifier, Stp, appropriate for the TD's view of the
open
session)
3. TRANSMIT BACnet-Simple ACK-PDU
4. VERIFY (the IUT's Device object), Active_VT_Sessions = (an empty list)
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8.37.2 Closing One of Multiple Open VT Sessions

Purpose: To verify that the IUT can initiate a VT-Close service request conveying one session identifier from multiple
open VT sessions and that, when closed, the session is removed from the Active VT Sessions property of the IUT's
Device object.

Test Concept: At the beginning of the test the IUT has multiple active VT sessions. The IUT attempts to close one active
session by initiating a VT-Close service request. The TD acknowledges the VT-Close request and then reads the
Active VT _Sessions property to verify that the intended session was closed but the others still remain.

Configuration Requlrements The IUT shall be conﬁgured with multiple active VT sessions. The IUT will be in this state
if it has jus S ssions-were-not-subsequentiy-closed:

Test Steps:

1. VERIHY (the IUT's Device object), Active VT _Sessions = (a list of two or more valid sessions)
2. RECE]VE VT-Close-Request,

'List of Remote VT Session Identifiers' = (a single session identifier, Stp, appropriate forthe TD's view ¢f one
of
the open sessions)
3. TRANBMIT BACnet-Simple ACK-PDU
4. VERIHY (the IUT's Device object), Active VT Sessions = (the same list as in step 1 except that the closed s¢ssion
is
no longer present)
8.37.3 Closing Multiple Open VT Sessions

Purpose: Tp verify that the IUT can initiate a VT-Close service request ¢onveying more than one session identifief from
multiple open VT sessions and that, when closed, the sessions are reméved from the Active VT _Sessions property [of the
IUT's Devige object.

Test Concept: At the beginning of the test the IUT has multiple-active VT sessions. The IUT attempts to close morf than
one of thesg active sessions by initiating a single VT-Close, service request. The TD acknowledges the VT-Close r¢quest
and then r¢ads the Active VT Sessions property to. yerify that the intended sessions were closed but the otherfs still
remain.

Configuratjon Requirements: The IUT shall be configured with multiple active VT sessions. The IUT will be in thip state
if it has jusj completed test 8.36.2 and the open'sessions were not subsequently closed.

Test Steps:

1. VERIHY (the IUT's Device ‘abject), Active VT Sessions = (a list of two or more valid sessions)
2. RECE]VE VT-Close-Request,

'List of Remote VI.Session Identifiers' = (two or more session identifiers, Stp ; and Stpj, appropriate fpr the
TD's
view of the open sessions)
3. TRANBMITBACnet-Simple ACK-PDU
4. VERIHY (the'TUT's Device object), Active VT Sessions = (the same list as in step 1 except that the closed segsions
are no longer present)

8.38VT-Data Service Initiation Tests

This clause defines the tests necessary to demonstrate support for initiating VT-Data service requests. The means shall be
provided to cause the IUT to transmit a VT data stream sufficiently long that it can be used to verify proper sequencing
of the 'VT Data Flag'. The details of how this is to be done are a local matter. If the IUT is the virtual operator interface
side of the virtual terminal session then test 8.38.1applies. Otherwise, test 8.38.2 applies.

Dependencies: VT-Open Service Initiation Tests, 8.36; VT-Open Service Execution Tests, 9.34; VT-Close Service
Execution, 9.35.

BAChnet Reference Clause 17.4.
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8.38.1 Virtual Operator Interface

Purpose: To verify that the IUT initializes the 'VT-data Flag' to zero and alternates the value between zero and one with
each new VT-Data request for this session. It also verifies that the IUT correctly sequences the data if only a portion of
the data is accepted.

Test Concept: A virtual terminal session is established with the TD. The session needs to be long enough to verify the
sequencing of the VT-data Flag. At one point in the session the TD will accept only a portion of the data in order to
verify that the IUT correctly resequences the data for the next transmission. When all of this is completed the TD will
terminate the session.

Test-Steps:

1. [RECEIVE VT-Open-Request,

'VT-class' = DEFAULT TERMINAL,

'Local VT Session Identifier' = (any valid session identifier, Syyt)
2. |TRANSMIT VT-Open-ACK,

'Remote VT Session Identifier' = (any valid session identifier, Stp)
3. [MAKE (the IUT initiate a VT-Data-Request)

4. |RECEIVE VT-Data-Request,

'VT-session Identifier' = Stp,
'VT-new Data' = (any valid DEFAULT TERMINAL data more than one character|in length),
'VT-data Flag' = 0
5. [TRANSMIT VT-Data-ACK,
'All new Data Accepted' = FALSE,
'Accepted Octet Count' = 1
6. [RECEIVE VT-Data-Request,
'VT-session Identifier' = Stp,
'VT-new Data' = (a continuation of>the DEFAULT TERMINAL data beginning with the
secand
character in\step 4),
'VT-data Flag' = 1
7. [TRANSMIT VT-Data-ACK,
'All new Data Accepted' = TRUE
8. |MAKE (the IUT initiate a VT-Data-Request)
9. |RECEIVE VT-Data-Request,
'VT-session Identifier' = Stp,
'"VT-new Data' = (any valid DEFAULT TERMINAL data),
'VT-data Flag' = 0
10. TRANSMIT VT-Data-ACK,
'All new Data Accepted' = TRUE

11. [TRANSMIT VT-€lose-Request,
'List of VI )Session Identifiers' = Syyr
12. RECEIVE BA€net-Simple ACK-PDU

8.38.2 Virtual Terminal

Purpose:\To verify that the IUT initializes the "VT-data Flag' to zero and alternates the value between zero pnd one with
eacl new VT-Data request for this session. It also verifies that the IUT correctly sequences the data if only a portion of
the data is accepted.

Test Concept: A virtual terminal session is established with the TD. The session needs to be long enough to verify the
sequencing of the VT-data Flag. At one point in the session the TD will accept only a portion of the data in order to
verify that the IUT correctly resequences the data for the next transmission. When all of this is completed the TD will
terminate the session.

© 1SO 2009 — All rights reserved 171


https://standardsiso.com/api/?name=a7e655b0be2e5297f0aba36b85fe4d40

ISO 16484-6:2009(E)

Test Steps:
1. TRANSMIT VT-Open-Request,
'VT-class' = DEFAULT TERMINAL,
'Local VT Session Identifier' = (any valid session identifier, Stp)

2. RECEIVE VT-Open-ACK,
'Remote VT Session Identifier' = (any valid session identifier, Syt)

3. TRANSMIT VT-Data-Request,
'VT-session Identifier' = ST,
'VT-new Data' = (any data that will trigger the IUT to transfer a VT data stream),
'VT-data Flag' = 0
4. RECE]VE VT-Data-ACK,
'All new Data Accepted' = TRUE
5. RECEIVE VT-Data-Request,
'V|[[-session Identifier' = Stp,
'V[[-new Data' = (any valid DEFAULT TERMINAL data more than one character in length),
'V[[-data Flag' = 0
6. TRANPSMIT VT-Data-ACK,
'All new Data Accepted' = FALSE,
'Abcepted Octet Count' = 1
7. RECE]VE VT-Data-Request,
'V[[-session Identifier' = Stp,
'V[[-new Data' = (a continuation of the DEFAULT TERMINAL data beginning with the
second
character in step 5),
'V[[-data Flag' = 1
8. TRANBMIT VT-Data-ACK,
'All new Data Accepted' = TRUE
. MAKH (the IUT initiate a VT-Data-Request)
10. RECE]VE VT-Data-Request,
'V[I-session Identifier' = Stp,
'V[[-new Data' = (any valid DEFAULT TERMINAL data),
'V[[-data Flag' = 0
11. TRANSMIT VT-Data-ACK,
'All new Data Accepted' = TRUE
12. TRANBMIT VT-Close-Request,
'List of VT Session Identifiers' = Sjyr
13. RECEJVE BACnet-Simple ACK-PDU
8.39RequebtKey Service Initiation Tests

This clause]

The means
session key

All PDUs i

defines the tests nécessary to demonstrate the ability to initiate RequestKey service requests.

shall be provided to cause the IUT to transmit a RequestKey service to the TD-as-key-server, and to u
(SK) thus‘aequired in communication with another device.

h this test which are specified to be enciphered are first padded and then enciphered with the specified ke

h @ 0 A | P11

Se the

Y.

Configurat

D - % 11 111 £ | bl - % - 1 DI 1 % 41 s nl
11 l\C\iullclllclllD. TIIC TU 1T SIIdIT UL \.«Ulllléulcu wWIll d l_)llVCll.U SUSSIVUIT I\U_y, TIN, RIIUWIL LU UIC 1 1J. 111

¢ IUT

shall also be configured to know the maximum APDU length accepted by the TD, in order that its enciphered APDUs
may be padded as required.

8.39.1 Initial Test

Dependencies: None.

BAChnet Reference Clause: 24.4.

Purpose: To verify that the IUT can issue a RequestKey service request to a key server, padded and enciphered with its

PK.
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Steps:

1. RECEIVE RequestKey-Request,

'Requesting Device Identifier' = IUT,

'Requesting Device Address' = (the BACnetAddress of the IUT),

'Remote Device Identifier' =  (any device identifier known to the TD key server),
'Remote Device Address' = (the BACnetAddress corresponding to the remote device)

Note: The service request portion of this PDU shall be enciphered using PKyr.
8.39.2 Random Padding Test

Deppndencies: Initial Test, 8.39.1.

BA
Pury
Test

Not

octefs padding the APDU transmitted by the IUT shall be different from those observed in 8.39.1

8.40

This
con
Initi
Sery

All

Conffiguration Requirements: The IUT shall be configured with a private 56-bit cryptographic key known to

8.40
Dep

BA(

Pury
auth

Configuration Requirements: The IUT shall be configured with a private 56-bit cryptographic key. A sq

bety
by e

Test

1.

net Reference Clause: 24.1.4.
ose: To verify that the IUT issues a RequestKey service request with random padding.
Steps: The test step for this test case is identical to the test step in 8.39.1.

s to Tester: The passing results for this test case are identical to the test steps.in.8.39.1 except that thd
Authenticate Service Initiation Tests

litions in which they may be initiated. These are Peer Authentication, Message Execution Authenticat
htion Authentication, Operator Authentication and Enciphered.S¢ssion. Not all devices supporting the Al
ice will support all modes of initiation; only the applicable test'shall be performed.

PDUS in this test that are specified to be enciphered are\first padded and then enciphered with the specifi

.1 Peer Authentication

endencies: None.

net Reference Clauses: 24.2.2 and\24.5.
ose: To verify the ability{ of a device to correctly initiate an Authenticate service request to imj
entication.
een the TD and JUT with a session key, SKrp jur, shall have previously been established. This may be 4

kecuting the ¢est in 9.38.1.

Steps:

sequence of

clause defines the tests necessary to demonstrate the ability to inifiate Authenticate service requests under the five

on, Message

uthentication

bd key.

he TD.

lement peer

cure session
ccomplished

RECEIVE Authenticate-Request,

2.

“‘Pseudo Ramdonm Number—tany vaiid pseudo TardoT umber )
TRANSMIT Authenticate-Request-ACK,
'Modified Random Number' =(the modified pseudo random number)

8.40.2 Message Execution Authentication

Dependencies: ReadProperty Service Execution Tests, 9.18.

BAChnet Reference Clauses: 24.2.3 and 24.5.

Purpose: To verify the ability of a device to correctly initiate an Authenticate service request to implement message
execution authentication.
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Test Concept: A secure session between the TD and the IUT has been established. The IUT makes a ReadProperty
request using the procedures for authenticated service execution.

Configuration Requirements: The IUT shall be configured with a private 56-bit cryptographic key. A secure session
between the TD and IUT with a session key, SKrp jur, shall have previously been established. This may be accomplished
by executing the test in 9.38.1.

Test Steps:

1. RECEIVE Authenticate-Request,

'Pseudo Random Number' = (any valid pseudo random number),

'"Expedted Invoke ID' = (any valid invoke ID)
Note: The fervice request portion of this PDU shall be enciphered using SKrp jyr.
2.  RECE]VE ReadProperty-Request,

Invokg¢ ID = (the 'Expected Invoke ID' used in step 1),

'Objedt Identifier' = (any valid object identifier),

'"Property Identifier' = (any supported property of the specified object)
3. TRANPBMIT Authenticate-Request-ACK,

'Modified Random Number' = (the modified pseudo random number)
Note: The gervice request portion of this PDU shall be enciphered using SKrp rur.
4. TRANPMIT ReadProperty-ACK,

'Objedt Identifier' = (the object identifier used in step 2),

"Propeyty Identifier' = (the property identifier used in step 2),

'"Property Value' = (any valid value for the specified property)
8.40.3 ssage Initiation Authentication

This clausq defines the tests necessary to demonstrate support for executing the Authenticate service for the purppse of
message inftiation authentication.

8.40.3.1 Message Initiation Authentication by a Key-Seryer

Purpose: Tlo verify the ability to correctly initiate an Authenticate service request to implement message inifiation
authenticatfon. If the IUT is not a key-server this test shall\be omitted.

Dependencjes: None.
BACnet Rdference Clause: 24.2.1(a, b), 24.24,

Configuratfon Requirements: The IUT shall be configured with a private 56-bit cryptographic key that corresponds|to the
TD.

Test Steps:

1. TRANPMIT RequestKey-Request,
'Requesting Deyvice Identifier' = TUT,
'Requesting-Device Address' = (the BACnetAddress of the [UT),
'Remote Device Identifier' =  (any device identifier known to the TD key server),
'Remote Device Address' = (the BACnetAddress corresponding to the remote device)
Note: The servicetequest portiomrof this PBYshattbeenciphered usimg PS5
2. RECEIVE Authenticate-Request,
'Pseudo Random Number' = (any valid pseudo random number),
Note: The service request portion of this PDU shall be enciphered using PKrp.

8.40.3.2 Message Initiation Authentication, Peer-to-Peer

Dependencies: ReadProperty Service Execution Tests, 9.18.
BAChnet Reference Clauses: 24.2.4 and 24.5.

Purpose: To verify the ability to correctly initiate an Authenticate service request to implement message initiation
authentication. If the IUT is a key server only this test shall be omitted.

174 © 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=a7e655b0be2e5297f0aba36b85fe4d40

ISO 16484-6:2009(E)

Test Concept: A secure session between the TD and the IUT has been established. The TD initiates an application service
request addressed to the ITT. The IUT then follows the procedures for authenticating the source of the request.

Configuration Requirements: The IUT shall be configured with a private 56-bit cryptographic key. A secure session
between the TD and IUT with a session key, SKrp jur, shall have previously been established. This may be accomplished
by executing the test in 9.38.1.

Test Steps:
1. TRANSMIT ReadProperty-Request,
'Object Identifier' = (any object supported by the IUT),
'"Property Identifier' = (any property of the specitfied object)
2. |RECEIVE Authenticate-Request
'Pseudo Random Number' = (any valid pseudo random number),
'Expected Invoke ID' = (the invoke ID used in step 1)

Notg: The service request portion of this PDU shall be enciphered using SKrp jyr.
3. |TRANSMIT Authenticate-Request-ACK,

'Modified Random Number' = (the modified pseudo random number)
Not¢: The service request portion of this PDU shall be enciphered using SKrp rur.
4. |RECEIVE ReadProperty-ACK,

'Object Identifier' = (the object specified in step 1),
'"Property Identifier' = (the property specified in step 1),
'"Property Value' = (the value of the specified property as indicated by the EPICS)

8.40.4 Operator Authentication

Deppndencies: None.
BA(net Reference Clause: 24.2.5.

Purgose: To verify the ability to correctly initiate an Authenticate service request to implement operator authentication. If
the JUT is a key server only or does not support operator authentication this test shall be omitted.

Tesf| Concept: The TD performs the function ofithe key-server, containing the operator password lists. The [UT attempts
to afithenticate an operator and password.

Configuration Requirements: The IUTishall be configured with a private 56-bit cryptographic key.

Test Steps:

1. [RECEIVE AuthenticatesRequest
'Pseudo RandomyNumber' = (any valid pseudo random number),
'Operator Name' = (any CharacterString indicating the name of the operator),
'Operator Rassword' = (any CharacterString indicating the password)

Not¢: The service‘request portion of this PDU shall be enciphered using PKyyr.
8.401.5 Enciphered Session

Deppridencies: ReadProperty Service Initiation Tests, 8.18.

BACnet Reference Clauses: 24.3.1,24.3.2, and 24.5.

Purpose: To verify the ability of the IUT to correctly initiate an Authenticate service request to initiate and terminate an
enciphered session.

Test Concept: The IUT attempts to initiate an enciphered session with the TD by transmitting an Authenticate request.
The TD follows the procedure to authenticate the request and start the session. The IUT then reads a property from the
Device object of the TD. The IUT then attempts to end the session by transmitting another Authenticate request. Note
that the service request portion of all of the messages in this test are enciphered using SKrp jyr.
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Configuration Requirements: The IUT shall be configured with a private 56-bit cryptographic key. A secure session
between the TD and IUT with a session key, SKrp jyr, shall have previously been established. This may be accomplished
by executing the test in 9.38.1.

Test Steps:

1. RECEIVE Authenticate-Request,
'Pseudo Random Number' = (any valid pseudo random number),
'Start Enciphered Session'= TRUE

2. TRANSMIT Authenticate-Request,
'Pseudo Random Number' = (any valid pseudo random number),

'"Expedted Invoke ID' = (the invoke ID used in step 1)
3. RECE]VE Authenticate-ACK,

'Modified Random Number' = (the modified random number from step 2)
4. TRANBMIT Authenticate-ACK,

'Modified Random Number' = (the modified random number from step1)

Note: At thjs point the enciphered session is initiated.
5. MAKH (the IUT read a property from the Device object of the TD)
6. RECE]VE ReadProperty-Request,

'Objedt Identifier' = (the Device object of the TD),
"Propeyty Identifier' = (any supported property)

7. TRANBMIT ReadProperty-ACK,
'Objedt Identifier' = (the object specified in step 6),
'Propefty Identifier' = (the property specified in step 6),
'"Property Value' = (the value of the specified property)

8. RECE]IVE Authenticate-Request,
'Pseudo Random Number' = (any valid pseudo random number),
'Start Enciphered Session'= FALSE

9. TRANPBMIT Authenticate-Request,
'"Pseudo Random Number' = (any valid pseudo random number),

'"Expedted Invoke ID' = (the invoke ID used in step\8)
10. RECE]VE Authenticate-ACK,

'Modified Random Number' = (the modified random number from step 9)
11. TRANSBMIT Authenticate-ACK,

'Modified Random Number' = (the modified random number from step 8)

9 APPLICATION SERVICE'EXECUTION TESTS

The test cgdses defined in this7clause shall be used to verify that a BACnet device correctly implements the sprvice
procedure ffor the specified\application service. BACnet devices shall be tested for the proper execution off each
application|service for which the PICS indicates execution is supported.

For each apjplication service included in this clause several test cases are defined that collectively test the various options
and featurek defined for the service in the BACnet standard. A test case is a sequence of one or more messages tHat are
exchanged petween the implementation under test (IUT) and the testing device (TD) in order to determine if a parficular
option or feature is correctly implemented. Multiple test cases that have a similar or related purpose are collected into test

groups.

Under some circumstances an [lUT may be unable to demonstrate conformance to a particular test case because the test
applies to a feature that requires a particular BACnet object or optional property that is not supported in the IUT. For
example, a device may support the File Access services but restrict files to stream access only. Such a device would have
no way to demonstrate that it could implement the record access features of the File Access services. When this type of
situation occurs the IUT shall be considered to be in conformance with BACnet provided the PICS documentation clearly
indicates the restriction. Failure to document the restriction shall constitute nonconformance to the BACnet standard. All
features and optional parameters for BACnet application services shall be supported unless a conflict arises because of
unsupported objects or unsupported optional properties.
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For each application service the tests are divided into two types, positive tests and negative tests. The positive tests verify
that the IUT can correctly handle cases where the service is expected to be successfully completed. The negative tests
verify correct handling for various error cases that may occur. Negative tests include inappropriate service parameters but
they do not include cases with encoding errors or otherwise malformed PDUs. Tests to ensure that the [UT can handle
malformed PDUs are defined in 13.4.

Many test cases allow flexibility in the value to be used in a service parameter. The tester is free to choose any value
within the constraints defined in the test case. The IUT shall be able to respond correctly to any valid selection the tester
might make. The EPICS is considered to be a definitive reference indicating the BACnet functionality supported and the
configuration of the object database. Any discrepancies between the BACnet functionality or the value of properties in
the object database as defined in the EPICS, and the values returned in messages defined for a test case constitutes a
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Conffiguration Requirements) The IUT shall be configured with at least one object that can detect alarm c
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Test
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confirmed notifications. The Acked Transitions property shall have the value B'111" indicating that 3
been acknowledged. The TD and at least one other BACnet device shall be recipients of the alarm notif]

Steps:

MAKE (a change that triggers the detection of an alarm event in the [UT)
REECEIVE ConfirmedEventNotification-Request,

nditions and
11 transitions
cation.

“‘Process Tdemtifier—= {theprocess Tdemtifier configured for thisevent);
'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the object detecting the alarm),

'"Time Stamp' = (the current time or sequence number),
'Notification Class' = (the notification class configured for this event),
'Priority' = (the priority configured for this event),

'Event Type' = (any valid event type),

'Notify Type' = ALARM,

'AckRequired' = TRUE,

'From State' = NORMAL,

'"To State' = (any appropriate non-normal event state),
'Event Values' = (the values appropriate to the event type)

© 1SO 2009 - All rights reserved

177


https://standardsiso.com/api/?name=a7e655b0be2e5297f0aba36b85fe4d40

ISO 16484-6:2009(E)

3. RECEIVE
DESTINATION =
SOURCE =
ConfirmedEventNotification-Request,
'Process Identifier' =
'Initiating Device Identifier' =
'Event Object Identifier' =

(at least one device other than the TD),
IUT,

(the process identifier configured for this event),
IUT,
(the object detecting the alarm),

'"Time Stamp' = (the current time or sequence number),
'Notification Class' = (the notification class configured for this event),
"Priority' = (the priority configured for this event),
'Event Type' = (any valid event type),
Nptity Type' = ALARM,
'AkkRequired' = TRUE,
'Fom State' = NORMAL,
'"Tp State' = (any appropriate non-normal event state),
'Eyent Values' = (the values appropriate to the event type)
4. VERIHRY (the 'Event Object Identifier' from the event notification), Acked Transitions = B'011!
5. TRANBMIT AcknowledgeAlarm-Request,
'Arknowledging Process Identifier' = (the value of the "Process Identifier' parameter in the event
notification),
'Eyent Object Identifier' = (the 'Event Object Identifier' from the.event notification),
'Eyent State Acknowledged' = (the state specified in the 'To Statg“parameter of the notification)),
'"Time Stamp' = (the time stamp conveyed in the/notification),
'T{me of Acknowledgment' = (the current time using a Time format)
6. RECE]VE BACnet-Simple-ACK-PDU
7. IF (Prdtocol_Revision is present and Protocol Revision > 1) THEN
RECEIVE ConfirmedEventNotification-Request,

ELSE
R]

'"Process Identifier' =
'Initiating Device Identifier' =
'Event Object Identifier' =
'"Time Stamp' =

'Notification Class' =
"Priority' =

'Event Type' =

Notify Type' =

'"To State' =

'Process Identifier' =
'Initiating Device Identifier' =
'Event Object Idéntifier' =
'"Time Stamp)==
'Notification'Class' =
"Priority!=

'Event-Fype' =

Notify Type' =

"To State' =

LCEIVE ConfirmedEventNgtification-Request,

(the process identifier configured for this event),

IUT,

(the object detecting the alarm),

(the time-or sequence number from the notification in step 2),
(the notification class configured for this event),

(the-priority configured for this event),

(the event type included in step 2),

ACK NOTIFICATION,

(the 'To State' used in step 3)

(the process identifier configured for this event),

IUT,

(the object detecting the alarm),

(the time or sequence number from the notification in step 2),
(the notification class configured for this event),

(the priority configured for this event),

(the event type included in step 2),

ACK NOTIFICATION,

(the 'To State' used in step 3)

8. IF (Protocol RevisSion IS present armt Protocol_Revision = 1) THEN

RECEIVE

178

DESTINATION =
SOURCE =

(at least one device other than the TD),
IUT,

ConfirmedEventNotification-Request,

'"Process Identifier' =
'Initiating Device Identifier' =
'Event Object Identifier' =
'"Time Stamp' =

'Notification Class' =
"Priority' =

'Event Type' =

Notify Type' =

(the process identifier configured for this event),

IUT,

(the object detecting the alarm),

(the time or sequence number from the notification in step 2),
(the notification class configured for this event),

(the priority configured for this event),

(the event type included in step 2),

ACK NOTIFICATION,
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'To State' = (the 'To State' used in step 3)
ELSE
RECEIVE
DESTINATION = (at least one device other than the TD),
SOURCE = IUT,

ConfirmedEventNotification-Request,
'"Process Identifier' =

'Initiating Device Identifier' =

'Event Object Identifier' =

(the process identifier configured for this event),
IUT,
(the object detecting the alarm),

-6:2009(E)
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'"Time Stamp' = (the time or sequence number from the notification in step
'Notification Class' = (the notification class configured for this event),

"Priority’' = (the priority configured for this event),

'Event Type' = (the event type included in step 2),

'Notify Type' = ACK_NOTIFICATION

VERIFY (the 'Event Object Identifier' from the event notification), Acked Transitions = B'l 1.

s to Tester: The destination address used for the acknowledgment notification in step ‘8 shall be the
in step 3. Inclusion of the 'To State' parameter in acknowledgement notifications was’added in protod
beol revision 1. Implementations that precede this version will not include this parameter.
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been acknowledged. The TD and at least one other BACnet device shall be recipients of the alarm notif}

Steps: The test steps defined in 9.1.1.9-shall be followed except that the "Time of Acknowledgment' par
howledgeAlarm service request shall be a sequence number.

s to Tester: A passing resulf is the same message sequence described as the passing result in 9.1.1.1.

.3
Time of Acknowledgment' Parameter

ose: To verify.-the) successful acknowledgment of an alarm signaled by a ConfirmedEventNotificati
fication of othet workstations and updating of the Acked Transitions status. The Date Time form of
howledgment' parameter is used.

Concept: An alarm is triggered that causes the IUT to notify the TD and at least one other devj

ame address
ol version 1,
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of the 'Time
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owledges the alarm and verifies that the acknowledgment-is properly noted by the IUT. The IUT notifies all other
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owledges the alarm and verifies that the acknowledgment is properly noted by the IUT. The IUT notilﬁes all other
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Configuration Requirements: The IUT shall be configured with at least one object that can detect alarm conditions and
send confirmed notifications. The Acked Transitions property shall have the value B'111" indicating that all transitions
have been acknowledged. The TD and at least one other BACnet device shall be recipients of the alarm notification.

Test Steps: The test steps defined in 9.1.1.1 shall be followed except that the 'Time of Acknowledgment' parameter of the
AcknowledgeAlarm service request shall convey the current time using a BACnetDateTime format.

Notes to Tester: A passing result is the same message sequence described as the passing result in 9.1.1.1.
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9.1.14 Successful Alarm Acknowledgment of Unconfirmed Event Notifications Using the Time Form of the
'Time of Acknowledgment' Parameter

Purpose: To verify the successful acknowledgment of an alarm signaled by an UnconfirmedEventNotification, including
notification of other workstations and updating of the Acked Transitions status. The Time form of the 'Time of
Acknowledgment' parameter is used.

Test Concept: An alarm is triggered that causes the IUT to notify the TD and at least one other device. The TD
acknowledges the alarm and verifies that the acknowledgment is properly noted by the IUT. The IUT notifies all other
recipients that the alarm has been acknowledged.

ConfiguratienRequirements—TheJUTsha pfigured—with-atleast-on hat-can-detect-alarmeconditions and
send unconifirmed notifications. The Acked Transitions property shall have the value B'111' indicating that all tfanditions
have been gcknowledged. The TD and at least one other BACnet device shall be recipients of the alarm notification
1. MAKH (a change that triggers the detection of an alarm event in the IUT)
2.  RECEI]VE UnconfirmedEventNotification-Request,
'Pgocess Identifier' = (the process identifier configured for this event);
'Initiating Device Identifier' = IUT,
'Eyent Object Identifier' = (the object detecting the alarm),
'"Time Stamp' = (the current time or sequence number),
'Nptification Class' = (the notification class configured fér this event),
'Piority' = (the priority configured for this.event type),
'Eyent Type' = (any valid event type),
Nptify Type' = ALARM,
'AbkRequired' = TRUE,
'Fom State' = NORMAL,
'"Tp State' = (any appropriate ndnsnormal event state),
'Eyent Values' = (the values appropriate to the event type)
3. IF (the|notification in step 2 was not a broadcast) THEN
RECEJVE
DESTINATION = (at leastione device other than the TD),
SQPURCE = IUT,
UnconfirmedEventNotification-Request,
'"Ptocess Identifier' = (the process identifier configured for this event),
'Initiating Device Identifier' = IUT,
'Eyent Object Identifier' = (the object detecting the alarm),
'"Time Stamp' = (the current time or sequence number),
'Nptification Class' = (the notification class configured for this event),
'Ptiority' = (the priority configured for this event type),
'Eyent Type' = (any valid event type),
Nptify Type' = ALARM,
'ArkRequired' = TRUE,
'Flom State' = NORMAL,
'"Tp State' = (any appropriate non-normal event state),
'Eyent Vialues' = (the values appropriate to the event type)
4. VERIHY (the"Event Object Identifier' from the event notification), Acked Transitions =B'011'
5. TRANBMIT AcknowledgeAlarm-Request,

'Acknowledging Process Identifier' = (the value of the 'Process Identifier' parameter in the event
notification),

'Event Object Identifier' = (the 'Event Object Identifier' from the event notification),

'Event State Acknowledged' = (the state specified in the 'To State' parameter of the notification),

'Time Stamp' = (the time stamp conveyed in the notification),

'"Time of Acknowledgment' = (the current time using a Time format)

6. RECEIVE BACnet-Simple-ACK-PDU
7. IF (Protocol_Revision is present and Protocol Revision > 1) THEN

RECEIVE
DESTINATION = LOCAL BROADCAST | GLOBAL BROADCAST | TD,
SOURCE = IUT,

UnconfirmedEventNotification-Request,
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'Process Identifier' = (the process identifier configured for this event),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the object detecting the alarm),
'Time Stamp' = (the time or sequence number from the notification in step 2),
'Notification Class' = (the notification class configured for this event),
'Priority' = (the priority configured for this event type),
'Event Type' = (any valid event type),
"Notify Type' = ACK NOTIFICATION,
'To State' = (the 'To State' used in step 2 or 3)
ELSE
RECEIVE
DESTINATION = LOCAL BROADCAST [ GLOBAL BROADCAST | TD
SOURCE = IUT,
UnconfirmedEventNotification-Request,
'"Process Identifier' = (the process identifier configured for this event),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the object detecting the alarm),
'Time Stamp' = (the time or sequence number from thénotification in step 2),
'Notification Class' = (the notification class configured for this event),
"Priority' = (the priority configured for this.event type),
'Event Type' = (any valid event type),
"Notify Type' = ACK NOTIFICATION
8. [IF (the notification in step 7 was not broadcast) THEN
IF (Protocol Revision is present and Protocol Revision > 1) THEN
RECEIVE
DESTINATION = (at least one deyice other than the TD),
SOURCE = IUT,
UnconfirmedEventNotification-Request,
'Process Identifier' = (the process identifier configured for this event),
'Initiating Device Identifier' =  TUTY
'Event Object Identifier' = (the object detecting the alarm),
'"Time Stamp' = (the time or sequence number from the notification in step 2),
'Notification Class' = (the notification class configured for this event),
"Priority' = (the priority configured for this event type),
'Event Type' = (any valid event type),
"Notify Type' = ACK NOTIFICATION,
'"To State' = (the 'To State' used in step 2 or 3)
ELSE
RECEIVE
DESTINAYTION = (at least one device other than the TD),
SOUREE = IUT,
UnconfirmedEventNotification-Request,
'Ptocess Identifier' = (the process identifier configured for this event),
!Initiating Device Identifier'=  IUT,
'Event Object Identifier' = (the object detecting the alarm),
'"Time Stamp' = (the time or sequence number from the notification in step 2),
'Notification Class' = (the notification class configured for this event),
Priority— tthepriority confrgured-for thiseventtype);
'Event Type' = (any valid event type),
'Notify Type' = ACK_NOTIFICATION,
'"To State' = (the 'To State' used in step 2 or 3)

9. VERIFY (the 'Event Object Identifier' from the event notification), Acked Transitions =B'l111"

Notes to Tester: The destination address used for the acknowledgment notification in step 7 shall be the same address
used in step 2. The destination address used for the acknowledgment notification in step 8 shall be the same address used
in step 3. Inclusion of the 'To State' parameter in acknowledgement notifications was added in protocol version 1,
protocol revision 1. Implementations that precede this version will not include this parameter.
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9.1.1.5 Successful Alarm Acknowledgment of Unconfirmed Event Notifications Using the Sequence Number
Form of the 'Time of Acknowledgment' Parameter

Purpose: To verify the successful acknowledgment of an alarm signaled by an UnconfirmedEventNotification, including
notification of other workstations and updating of the Acked Transitions status. The Sequence Number form of the 'Time
of Acknowledgment' parameter is used.

Test Concept: An alarm is triggered that causes the IUT to notify the TD and at least one other device. The TD
acknowledges the alarm and verifies that the acknowledgment is properly noted by the IUT. The IUT notifies all other
recipients that the alarm has been acknowledged.

ConfiguratiepRequirements—he sha sured at-leas at-can-detect-alarm-cond s and
send unconifirmed notifications. The Acked Transitions property shall have the value B'111' indicating that all tfanditions
have been gcknowledged. The TD and at least one other BACnet device shall be recipients of the alarm notification

Test Steps:|The test steps defined in 9.1.1.4 shall be followed except that the 'Time of Acknowledgment'parameter [of the
AcknowledgeAlarm service request shall be a sequence number.

Notes to Tqster: A passing result is the same message sequence described as the passing result in '9/1.1.4.

9.1.1.6 Successful Alarm Acknowledgment of Unconfirmed Event Notifications-Using the Date Time Form of
the 'Time ¢f Acknowledgment' Parameter

Purpose: Tp verify the successful acknowledgment of an alarm signaled by an UneonfirmedEventNotification, including
notificatior] of other workstations and updating of the Acked Transitions status,“The Date Time form of the 'Time of
Acknowledgment' parameter is used.

Test Concgpt: An alarm is triggered that causes the IUT to notify the“TD and at least one other device. THe TD
acknowledges the alarm and verifies that the acknowledgment is propérly noted by the IUT. The IUT notifies allf other
recipients that the alarm has been acknowledged.

Configuratfon Requirements: The IUT shall be configured with’at least one object that can detect alarm conditiofs and
send unconifirmed notifications. The Acked Transitions preperty shall have the value B'111' indicating that all tranditions
have been gcknowledged. The TD and at least one other BACnet device shall be recipients of the alarm notification

Test Steps:[The test steps defined in 9.1.1.4 shall(be followed except that the 'Time of Acknowledgment' parameter |of the
AcknowledgeAlarm service request shall convey, the current time using a BACnetDateTime format.

Notes to Tqster: A passing result is the same message sequence described as the passing result in 9.1.1.4.
9.1.1.7 Successful Alarm Acknowledgment of any "Offnormal" Transitions Using an "Offnormal" 'To Btate'
Purpose: T verify the successfuhacknowledgment of an alarm that indicated an "offnormal" 'To State' other than

offnormal.

Test Concept: An "offnormal" alarm is triggered in the IUT where the "offnormal" state is represented by an event-dtate
other than ¢ffnormal(such as high-limit or low-limit). The TD acknowledges the alarm with an 'Event State
Acknowledged' of-offnormal and verifies that the acknowledgment is accepted by the IUT.

Configuratjon-Requirements: The IUT shall be configured with at least one object that can detect alarm conditions and
can enter "offnormal" states other than offnormal. The TD shall be a recipient of the alarm notification and the IUT shall
be configured to send it unconfirmed. If the IUT cannot be configured to generate such a notification, then this test shall
be skipped.

Test Steps:

1. MAKE (a change that triggers the detection of an alarm event in the IUT)
2. RECEIVE UnConfirmedEventNotification-Request,

'"Process Identifier' = (the process identifier configured for this event),
'Initiating Device Identifier' = IUT,

'Event Object Identifier' = (the object detecting the alarm),

'"Time Stamp' = (the current time or sequence number),
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'Notification Class' = (the notification class configured for this event),
'Priority' = (the priority configured for this event),

'Event Type' = (any valid event type),

'Notify Type' = (any valid notify type),

'AckRequired' = TRUE,

'From State' = (any valid event-state),

'"To State' = (any "offnormal" event state other than offnormal itself),
'Event Values' = (the values appropriate to the event type)

3. VERIFY (the 'Event Object Identifier' from the event notification), Acked Transitions = {0,?,?
4. TRANSMIT AcknowledgeAlarm-Request,

'Acknowledging Process Identifier' =  (the value of the Process Identifier' parameter in the event notification),
'Event Object Identifier' = (the 'Event Object Identifier' from the event notification),
'Event State Acknowledged' = offnormal,
'"Time Stamp' = (the timestamp conveyed in the notification),
'Time of Acknowledgment' = (any valid timestamp)
5. |RECEIVE BACnet-Simple-ACK-PDU
6. [IF (Protocol Revision is present and Protocol Revision > 1) THEN
RECEIVE UnconfirmedEventNotification-Request,
'Process Identifier' = (the process identifier configured for this event),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the object detecting the alarm),
'"Time Stamp' = (the current time or sequencenumber),
'Notification Class' = (the notification class configured for this event),
"Priority' = (the priority configured\for this event),
'Event Type' = (the event type includéd in step 2),
'Notify Type' = ACK_NOTIFICATION,
'"To State' = (offnormal or the'To State' from step 2)
ELSE
RECEIVE UnconfirmedEventNotification-Request,
'"Process Identifier' = (the progess identifier configured for this event),
'Initiating Device Identifier' = IUT;
'Event Object Identifier' = (the object detecting the alarm),
'"Time Stamp' = (the current time or sequence number),
'Notification Class' = (the notification class configured for this event),
"Priority' = (the priority configured for this event),
'Event Type' = (the event type included in step 2),
'Notify Type' = ACK_NOTIFICATION,
7. |VERIFY (the 'Event Object Identifier’ from the event notification), Acked Transitions = {1,?,?}
9.1.2  Negative AcknowledgeAlarm Service Execution Tests
The| purpose of this_fest* group is to verify correct execution of the AcknowledgeAlarm service refuests under

circymstances wheré\the service is expected to fail. All of the test cases represent examples of ways |n which the
AckhowledgeAlarm.service parameters may be inconsistent with the current alarm status of the object.

9.1.2.1 Unsuccessful Alarm Acknowledgment of Confirmed Event Notifications Because the 'Time Stamp' is
Too|Old

PurpoSey To verify that an alarm remains unacknowledged if the time stamp in the acknowledgment does rjot match the
MOSTTCCENT TATSTTOIT 10 te CUTTTIT ararTT State.

Test Concept: An alarm is triggered that causes the IUT to notify the TD and at least one other device. The TD
acknowledges the alarm using an old time stamp and verifies that the acknowledgment is not accepted by the IUT and
that the IUT does not notify other devices that the alarm was acknowledged. The TD then acknowledges the alarm using
the proper time stamp and verifies that the acknowledgment is properly noted by the IUT. The IUT notifies all other
recipients that the alarm was acknowledged.

Configuration Requirements: The IUT shall be configured with at least one object that can detect alarm conditions and

send confirmed notifications. The Acked Transitions property shall have the value B'111' indicating that all transitions
have been acknowledged. The TD and at least one other BACnet device shall be recipients of the alarm notification.
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1. MAKE (a change that triggers the detection of an alarm event in the IUT)
2.  RECEIVE ConfirmedEventNotification-Request,

'"Process Identifier' = (the process identifier configured for this event),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the object detecting the alarm),
'"Time Stamp' = (the current time or sequence number),
'Notification Class' = (the notification class configured for this event),
"Priority' = (the priority configured for this event type),
'Event Type' = (any valid event type),
Notify Type' = ALARM,
'AckRequired' = TRUE,
'Ffom State' = NORMAL,
'"Tp State' = (any appropriate non-normal event state),
'Eyent Values' = (the values appropriate to the event type)

3. RECEJVE
DESTINATION = (at least one device other than the TD),
SQURCE = IUT,
ConfirmedEventNotification-Request,
'"Ptocess Identifier' = (the process identifier configured for this event),
'Initiating Device Identifier' = IUT,
'Eyent Object Identifier' = (the object detecting the alarm),
'"Time Stamp' = (the current time or sequence number),
'Nptification Class' = (the notification class configured for this event),
'Ptiority' = (the priority configured for.this event type),
'Eyent Type' = (any valid event type),
Nptify Type' = ALARM,
'AbkRequired' = TRUE,
'Fom State' = NORMAL,
'"Tp State' = (any appropriate fion-normal event state),
'Eyent Values' = (the values appropriate to the event type)

4. VERIHY (the 'Event Object Identifier' from the event notification), Acked Transitions =B'011'
5. TRANBMIT AcknowledgeAlarm-Request,

'Arknowledging Process Identifier' = (the-value of the 'Process Identifier' parameter in the event
notification),

'Eyent Object Identifier' = (the 'Event Object Identifier' from the event notification),

'Eyent State Acknowledged' = (the state specified in the 'To State' parameter of the notification)),

"Time Stamp' = (a time stamp older than the one conveyed in the notification),

'T{me of Acknowledgment' = (the current time using a Time format)

6. RECE]VE BAChnet-Error-PDU,
Enror Class = SERVICES,
Error Code = INVALID_TIME STAMP

7.  VERIHY (the 'Event Objeet Identifier' from the event notification), Acked Transitions =B'011'
8.  TRANSMIT AcknowledgeAlarm-Request,

'Arknowledging Process Identifier' = (the process identifier configured for this event),

'Eyent Object Tdentifier' = (the 'Event Object Identifier' from the event notification),
'EyentState Acknowledged' = (the state specified in the 'To State' parameter of the notification)),
"Time-Stamp' = (the time stamp conveyed in the notification),
'TtmeofAeknovwledgment— tthe-eurrent-time-ustng-a—Fime-formaty

. RECEIVE BACnet-Simple-ACK-PDU
10. IF (Protocol Revision is present and Protocol Revision > 1) THEN

RECEIVE
ConfirmedEventNotification-Request,
'Process Identifier' = (the process identifier configured for this event),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the object detecting the alarm),
'"Time Stamp' = (the time or sequence number from the notification in step 2),
'Notification Class' = (the notification class configured for this event),
"Priority' = (the priority configured for this event type),
'Event Type' = (any valid event type),
'Notify Type' = ACK_NOTIFICATION,
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'"To State' = (the 'To State' used in step 2 or 3)
ELSE
RECEIVE
ConfirmedEventNotification-Request,
'"Process Identifier' = (the process identifier configured for this event),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the object detecting the alarm),
'"Time Stamp' = (the time or sequence number from the notification in step 2),
'Notification Class' = (the notification class configured for this event),
"Priority' = (the priority configured for this event type),
'Event Type' = (any valid event type),
"Notify Type' = ACK_NOTIFICATION
11. [[F (Protocol Revision is present and Protocol Revision > 1) THEN
RECEIVE
ConfirmedEventNotification-Request,
'"Process Identifier' = (the process identifier configured for this evient),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the object detecting the alarm),
'Time Stamp' = (the time or sequence number from the notification in step 2),
'Notification Class' = (the notification class configured\for this event),
"Priority' = (the priority configured for this event type),
'Event Type' = (any valid event type),
"Notify Type' = ACK NOTIFICATION,;
'"To State' = (the 'To State' used itnsfep 2 or 3)
ELSE
RECEIVE
DESTINATION = (at least one.device other than the TD),
SOURCE = IUT,
ConfirmedEventNotification-Request,
'"Process Identifier' = (the process identifier configured for this event),
'Initiating Device Identifier' = 10T,
'Event Object Identifier' = (the object detecting the alarm),
'"Time Stamp' = (the time or sequence number from the notification in step 2),
'Notification Class' = (the notification class configured for this event),
"Priority' = (the priority configured for this event type),
'Event Type' = any valid event type),
'Notify Type' = ACK_NOTIFICATION
12. [VERIFY (the 'Event Object Identifier’ from the event notification), Acked Transitions =B'111'
Not¢s to Tester: The destination address used for the acknowledgment notification in step 11 shall be the $ame address
used in step 3.
9.1.2.2 Unsuccessful Alarm Acknowledgment of Confirmed Event Notifications Because the 'Acknowledging
Progess Identifier™is Invalid
Purpose: Tosverify that an alarm remains unacknowledged if the 'Acknowledging Process Identifier' is incgnsistent with
the ¢ther parameters that define the alarm being acknowledged.

Test—Comcept—AT atarmr Ts—triggeredthatcauses—the T Tto ottty the—FD—amd—atteast omeother device. The TD
acknowledges the alarm using an invalid process identifier and verifies that the acknowledgment is not accepted by the
IUT and that the IUT does not notify other devices that the alarm was acknowledged. The TD then acknowledges the
alarm using the proper process identifier and verifies that the acknowledgment is properly noted by the IUT. The IUT
notifies all other recipients that the alarm was acknowledged.

Configuration Requirements: The IUT shall be configured with at least one object that can detect alarm conditions and
send confirmed notifications. The Acked Transitions property shall have the value B'111' indicating that all transitions
have been acknowledged. The TD and at least one other BACnet device shall be recipients of the alarm notification.

Test Steps: The test steps defined in 9.1.2.1 shall be followed except that in the first AcknowledgeAlarm request the

'"Time Stamp' shall have the same value as the 'Time Stamp' from the event notification and the 'Acknowledging Process
Identifier' shall have a value that is different from the 'Process Identifier' in the event notification.
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Notes to Tester: A passing result is the same message sequence described in 9.1.2.1 except that the Error Code in step 7
shall be INCONSISTENT PARAMETERS.

9.1.2.3 Unsuccessful Alarm Acknowledgment of Confirmed Event Notifications Because the Referenced
Object Does Not Exist

Purpose: To verify that an alarm remains unacknowledged if the 'Event Object Identifier' represents an object that does
not exist.

Test Concept: An alarm is triggered that causes the IUT to notify the TD and at least one other device. The TD
acknowledges the alarm using an improper 'Event Object Identifier' and verifies that the acknowledgment is not accepted
by the IUT and that the IUT does not notify other devices that the alarm was acknowledged. The TD then acknowledges
the alarm ysing the proper 'Event Object Identifier' and verifies that the acknowledgment is properly noted by thg IUT.
The IUT ngqtifies all other recipients that the alarm was acknowledged.

Configuratfon Requirements: The IUT shall be configured with at least one object that can detect alarm-conditiogs and
send confifmed notifications. The Acked Transitions property shall have the value B'111" indicatingithat all trangitions
have been gcknowledged. The TD and at least one other BACnet device shall be recipients of the alarth notification

Test Steps:| The test steps defined in 9.1.2.1 shall be followed except that in the first AcknowledgeAlarm requdst the
'Time Stanjp' shall have the same value as the 'Time Stamp' from the event notification and_the 'Event Object Identifier'
shall have p value that is different from the 'Event Object Identifier' in the event notification and for which no pbject
exists in th¢ TUT.

Notes to T¢ster: A passing result is the same message sequence described in 9.1.2.1 except that the Error Class in ftep 7
shall be PBJECT and the Error Code in step 7 shall be UNKNQWN OBJECT. For devices that clgim a
Protocol Rkvision of 5 or prior, an Error Class of SERVICES with an ErrorrCode of INCONSISTENT PARAMETERS
shall also b accepted.

9.1.24 Unsuccessful Alarm Acknowledgment of Confirmed Event Notifications Because the 'Event|State
Acknowledged' is Invalid

Purpose: Tp verify that an alarm remains unacknowledged-if the 'Event State Acknowledged' is inconsistent with the
other paranpeters that define the alarm being acknowledged.

Test Concgpt: An alarm is triggered that causeshthe IUT to notify the TD and at least one other device. THe TD
acknowledges the alarm using an invalid event state and verifies that the acknowledgment is not accepted by the IUT and
that the IUT does not notify other devices that the alarm was acknowledged. The TD then acknowledges the alarmfusing
the proper [event state and verifies that the ‘acknowledgment is properly noted by the IUT. The IUT notifies all| other
recipients that the alarm was acknowledged.

Configuratfon Requirements: ThéAUT shall be configured with at least one object that can detect alarm conditiogs and
send confiqmed notifications. The Acked Transitions property shall have the value B'111" indicating that all trangitions
have been gcknowledged. The TD and at least one other BACnet device shall be recipients of the alarm notification

Test Steps:| The testteps defined in 9.1.2.1 shall be followed except that in the first AcknowledgeAlarm requgst the
'Time Starhp' shall-have the same value as the 'Time Stamp' from the event notification and the 'Event| State
Acknowledgedsshall have an off-normal value other than OFFNORMAL and other than the value of the 'To [State'
parameter ih he ¢vent notification.

Notes to Tester: A passing result is the same message sequence described in 9.1.2.1 except that the Error Code in step 7
shall be INVALID EVENT STATE. For devices that claim a Protocol Revision of 5 or prior, an Error Code of
INCONSISTENT PARAMETERS shall also be accepted.

9.1.2.5 Unsuccessful Alarm Acknowledgment of Unconfirmed Event Notifications Because the 'Time Stamp'
is Too Old

Purpose: To verify that an alarm remains unacknowledged if the time stamp in the acknowledgment does not match the
most recent transition to the current alarm state.

Test Concept: An alarm is triggered that causes the IUT to notify the TD and at least one other device. The TD
acknowledges the alarm using an old time stamp and verifies that the acknowledgment is not accepted by the IUT and
that the IUT does not notify other devices that the alarm was acknowledged. The TD then acknowledges the alarm using
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the proper time stamp and verifies that the acknowledgment is properly noted by the IUT. The IUT notifies all other

recipients that the alarm was acknowledged.

Configuration Requirements: The IUT shall be configured with at least one object that can detect alarm conditions and
send unconfirmed notifications. The Acked Transitions property shall have the value B'111" indicating that all transitions
have been acknowledged. The TD and at least one other BACnet device shall be recipients of the alarm notification.

1. MAKE (a change that triggers the detection of an alarm event in the [UT)
2. RECEIVE UnconfirmedEventNotification-Request,

'Process Identifier' =
'Initiating Device Identifier' =

(the process identifier configured for this event),
IUT,

'Event Object Identifier' =
'"Time Stamp' =
'Notification Class' =
'Priority' =

'Event Type' =

Notify Type' =
'AckRequired' =

'From State' =

'"To State' =

'Event Values' =

3. [IF (the notification in step 2 was not a broadcast) THEN

RECEIVE
DESTINATION =
SOURCE =
UnconfirmedEventNotification-Request,
'"Process Identifier' =
'Initiating Device Identifier' =
'Event Object Identifier' =
'"Time Stamp' =
'Notification Class' =
"Priority' =
'Event Type' =
Notify Type' =
'AckRequired' =
'From State' =
'"To State' =
'Event Values' =

4. |VERIFY (the 'Event Objest-Identifier' from the event notification), Acked Transitions = B'011"

5. |TRANSMIT AcknowledgeAlarm-Request,
'Acknowledging-Process Identifier' =

'Event Qbject Identifier' =
'EventState Acknowledged' =
'"TimesStamp' =

'Titme of Acknowledgment' =
6. [RECEIVE BACnet-Error-PDU

(the object detecting the alarm),

(the current time or sequence number),

(the notification class configured for this event),
(the priority configured for this event type),
(any valid event type),

ALARM,

TRUE,

NORMAL,

(any appropriate non-normal eyent state),

(the values appropriate to the ‘event type)

(at least one device other than the TD),
IUT,

(the process identifier configured for this event),
IUT,

(the object detecting the alarm),

(the cutrent time or sequence number),

(the notification class configured for this event),
(the priority configured for this event type),
(any valid event type),

ALARM,

TRUE,

NORMAL,

(any appropriate non-normal event state),

(the values appropriate to the event type)

(the value of the 'Process Identifier' parameter in the ever
notification),
(the 'Event Object Identifier' from the event notification)

=3

(the state specified in the 'To State' parameter of the notification),

(a time stamp older than the one conveyed in the notificaj
(the current time using a Time format)

[l DA DA WA Fal sl

I rall —
TITUT CTTASS

Error Code =

[oF 57 A W v § w3 w7 py

INVALID TIME STAMP

7. VERIFY (the 'Event Object Identifier' from the event notification), Acked Transitions = B'011'

8. TRANSMIT AcknowledgeAlarm-Request,
'Acknowledging Process Identifier' =
'Event Object Identifier' =
'Event State Acknowledged' =
'"Time Stamp' =
'"Time of Acknowledgment' =

9. RECEIVE BACnet-Simple-ACK-PDU
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10. IF (Protocol Revision is present and Protocol Revision > 1) THEN

RECEIVE
DESTINATION = LOCAL BROADCAST | GLOBAL BROADCAST | TD,
SOURCE = IUT,
UnconfirmedEventNotification-Request,
'"Process Identifier' = (the process identifier configured for this event),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the object detecting the alarm),
'"Time Stamp' = (the time or sequence number from the notification in step 2),
'Notification Class' = (the notification class configured for this event),
'Priority' = (the priority configured for this event type),
'Event Type' = (any valid event type),
"Notify Type' = ACK NOTIFICATION,
'"To State' = (the 'To State' used in step 2 or 3)

ELSE

RECEIVE
DESTINATION = LOCAL BROADCAST | GLOBAL BROADCAST | TD,
SOURCE = IUT,
UnconfirmedEventNotification-Request,
'"Process Identifier' = (the process identifier configured for this.event),
'Initiating Device Identifier' = IUT,
'Event Object Identifier' = (the object detecting the alarm),
'"Time Stamp' = (the time or sequence number from the notification in step 2),
'Notification Class' = (the notification class configured for this event),
"Priority' = (the priority configured for‘this event type),
'Event Type' = (any valid event type),
'Notify Type' = ACK_NOTIFICATION

11. IF (the[notification in step 10 was not broadcast) THEN
IF|(Protocol Revision is present and Protocol Revision 2,1) THEN

RECEIVE
DESTINATION = (at least one device other than the TD),
SOURCE = IUT,
UnconfirmedEventNotification-Request,
'"Process Identifier' = (the process identifier configured for this event),
'Initiating Device Identifier' = “~IUT,
'Event Object Identifier' = (the object detecting the alarm),
'"Time Stamp' = (the time or sequence number from the notification in step 2),
'Notification Class' = (the notification class configured for this event),
'Priority' = (the priority configured for this event type),
'Event Type' = (any valid event type),
'Notify Type™= ACK_NOTIFICATION,
'"To State'= (the 'To State' used in step 2 or 3)

EILSE

RECEIVE
DESTINATION = (at least one device other than the TD),
SOURCE = IUT,
UnconfirmedEventNotification-Request,
“‘Process Tdemtifier—= {theprocess Tdemtifier configured for thisevent);
'Initiating Device Identifier'=  IUT,
'Event Object Identifier' = (the object detecting the alarm),
'Time Stamp' = (the time or sequence number from the notification in step 2),
'Notification Class' = (the notification class configured for this event),
'Priority' = (the priority configured for this event type),
'Event Type' = (any valid event type),
'Notify Type' = ACK_NOTIFICATION

12. VERIFY (the 'Event Object Identifier' from the event notification), Acked Transitions =B'111'
Notes to Tester: The destination address used for the acknowledgment notification in step 10 shall be the same address

used in step 2. The destination address used for the acknowledgment notification in step 11 shall be the same address
used in step 3.
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9.1.2.6 Unsuccessful Alarm Acknowledgment of Unconfirmed Event Notifications Because the Referenced
Object Does Not Exist

Purpose: To verify that an alarm remains unacknowledged if the 'Event Object Identifier' represents an object that does
not exist.

Test Concept: An alarm is triggered that causes the IUT to notify the TD and at least one other device. The TD
acknowledges the alarm using an invalid event object identifier and verifies that the acknowledgment is not accepted by
the IUT and that the IUT does not notify other devices that the alarm was acknowledged. The TD then acknowledges the
alarm using the proper event object identifier and verifies that the acknowledgment is properly noted by the IUT. The

IUT notifies all other recipients that the alarm was acknowledged.

iguration Requirements: The IUT shall be configured with at least one object that can detect alarm.o
send unconfirmed notifications. The Acked Transitions property shall have the value B'111" indicating-that
havg been acknowledged. The TD and at least one other BACnet device shall be recipients of the alarm notif]

Test| Steps: The test steps defined in 9.1.2.5 shall be followed except that in the first AcknowledgeAlarn
'Tinje Stamp' shall have the same value as the 'Time Stamp' from the event notification ands<the 'Event Obj
shal] have a value that is different from the 'Event Object Identifier' in the event notification and for wh
exisfs in the IUT.

Notg¢s to Tester: A passing result is the same message sequence described as the passing result in 9.1.2.5 e3
Class in step 7 shall be OBJECT and the Error Code in step 7 shall beJUNKNOWN_OBJECT. For
a Protocol Revision of 5 or prior, an Error Class yof\ SERVICES with an Erro

Unsuccessful Alarm Acknowledgment of Unconfirmeéd Event Notifications Because the
owledged' is Invalid

nditions and
11 transitions
cation.

h request the
bet Identifier'
ch no object

(cept that the
devices that
Code of

r

Event State

tent with the

ice. The TD
bment iS not
[he TD then

ackijowledges the alarm using the proper('Eyent State Acknowledged' and verifies that the acknowledgment is properly
noteld by the IUT. The IUT notifies all other recipients that the alarm was acknowledged.

nditions and
11 transitions
cation.

Co
send
havd

iguration Requirements: The\IUT shall be configured with at least one object that can detect alarm ¢
unconfirmed notifications. The Acked Transitions property shall have the value B'111" indicating that 4
been acknowledged. The TD and at least one other BACnet device shall be recipients of the alarm notif]

Test
"Tin
Ackl
paral

Steps: The testrsteps defined in 9.1.2.1 shall be followed except that in the first AcknowledgeAlary
e Stamp' shalllhave the same value as the 'Time Stamp' from the event notification and the
howledged' shall have an off-normal value other than OFFNORMAL and other than the value of t
meter in the event notification.

h request the
'Event State
he 'To State'

(cept that the
b or prior, an

Notgs to¥[ester: A passing result is the same message sequence described as the passing result in 9.1.2.5 e3
Errgr Code in step 7 shall be INVALID EVENT STATE. For devices that claim a Protocol Revision of
Error Code of INCONSISTENT PARAMETERS shall also be accepted.

9.2 ConfirmedCOVNotification Service Execution Tests

This clause defines the tests necessary to demonstrate support for executing ConfirmedCOVNotification service requests.
The ConfirmedCOVNotification tests are specific to a particular object type that provides intrinsic COV reporting
capabilities. The IUT shall pass all of the tests for each standard BACnet object type that has optional or required
intrinsic COV reporting capability.

Dependencies: SubscribeCOV Service Initiation Tests 8.10.

BAChnet Reference Clause: 13.6.
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9.2.1

Positive ConfirmedCOVNotification Service Execution Tests

The purpose of this test group is to verify correct execution of the ConfirmedCOVNotification service requests under
circumstances where the service is expected to be successfully completed.

9.2.1.1

Change of Value Notification from Analog, Binary, Multi-state, and Life Safety Objects

COV notifications convey the value of the Present Value and Status Flags properties when initiated by Analog Input,
Analog Output, Analog Value, Binary Input, Binary Output, Binary Value, Multi-state Input, Multi-state Output, Multi-
state Value, Life Safety Point, and Life Safety Zone objects. Since the ability to subscribe to COV notifications is general
and can be applied to any of these object types, the IUT shall demonstrate that it correctly responds to COV notifications
from objects representing each of these object types. The test procedure defined in this clause shall be applied once for

a0

-state

Binary
one})

each objectreype-
Purpose: Tp verify that the IUT can execute ConfirmedCOVNotification requests from analog, binary, and~mult
objects.
Test Steps:
REPEAT X = (one object of each type in the set { Analog Input, Analog Output, Analog Vialue, Binary Input, K
Output, Binary Value, Multi-state Input, Multi-state Output, Multi-state Value, Life Safety Point, Life Safety 7
DO {
1. RECHIVE SubscribeCOV,
'Jubscriber Process Identifier' =  (any valid process identifier),
'Monitored Object Identifier' = X,
'Issue Confirmed Notifications '= TRUE,
"Lifetime' = (a value greater than one minute)
2. TRANSMIT BAChnet-SimpleACK-PDU
3. TRANSMIT ConfirmedCOV Notification-Request,
'Jubscriber Process Identifier' =  (the process identifier tised in step 2),
'Thitiating Device Identifier' =TD,
'Monitored Object Identifier' = X,
"Time Remaining' = (the time remaining in the subscription),
"List of Values' = (Present_Value and Status Flags appropriate to object X)
4. RECHIVE BACnet-Simple ACK-PDU
5. CHE(K (to ensure that any appropriate funétions defined by the manufacturer, such as displaying
information on a workstation screen are carried out)
}
9.2.1.2 Change of Value Notification from Loop Objects
Purpose: T¢ verify that the IUT can'execute ConfirmedCOVNotification requests from loop objects.
Test Steps:
1. RECE]VE SubscribeCOV,
'Subsdriber Proeess Identifier' =  (any valid process identifier),
'Monifored @bject Identifier' =  (any Loop object, X),
'Issue [Confirmed Notifications '= TRUE,
'Lifetimet= (a value greater than one minute)
2. TRANSMIT BACnet-Simple ACK-PDU
3. TRANSMIT ConfirmedCOVNotification-Request,
'Subscriber Process Identifier' =  (the process identifier used in step 2),
'Initiating Device Identifier' =TD,
'Monitored Object Identifier' = X,
'Time Remaining' = (the time remaining in the subscription),
'List of Values' = (Present_Value, Status_Flags, Setpoint, and
Controlled Variable Value appropriate to object X)
4. RECEIVE BACnet-Simple ACK-PDU
5. CHECK (to ensure that any appropriate functions defined by the manufacturer, such as displaying

information on a workstation screen are carried out)
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9.2.2 Negative ConfirmedCOVNotification Service Execution Tests

The purpose of this test group is to verify correct execution of the ConfirmedCOVNotification service requests under
circumstances where the service is expected to fail. All of the test cases represent examples of ways in which the
ConfirmedCOVNotification service parameters may be inconsistent with the current status of the subscription from the
perspective of the IUT.

9.2.2.1 Change of Value Notification Arrives after Subscription has Expired

Purpose: To verify that an appropriate error is returned if a COV notification arrives after the subscription time period
has expired.

Test-Steps:
1. |[RECEIVE SubscribeCOV,
'Subscriber Process Identifier' = (any valid process identifier),
'Monitored Object Identifier' = (any object X of a type that supports COV notification),
'Issue Confirmed Notifications ' = TRUE,
'Lifetime' = (a value no greater than one minute)

2. |[TRANSMIT BACnet-Simple ACK-PDU

'WAIT (a value two times Lifetime)

4. |TRANSMIT ConfirmedCOV Notification-Request,

'Subscriber Process Identifier' =  (the process identifier used in step 2),
'Initiating Device Identifier' =TD,

'Monitored Object Identifier' = X,

'Time Remaining' = (any amount of time greater than 0)¢

'List of Values' = (a list of values appropriate tg-object X)
5. |RECEIVE BACnet-Error-PDU,

Error Class = SERVICES,

Error Code = (any valid error code for class SERVICES)

w

9.2.2.2 Change of Value Notifications with Invalid Process Identifier

Purgose: To verify that an appropriate error is returned if a COV notification arrives that contains a process identifier that
doeq not match any current subscriptions.

Tesf Steps:
1. |[RECEIVE SubscribeCOV,
'Subscriber Process Identifier\= (any valid process identifier),
'Monitored Object Identifier= (any object X of a type that supports COV notification),
'Issue Confirmed Notifications ' = TRUE,
'Lifetime' = (a value no greater than one minute)

2. |[TRANSMIT BACnqet-Simple ACK-PDU
3. |TRANSMIT €onfirmedCOVNotification-Request,
'Subscriber Process Identifier' =  (a process identifier different from the one used in step 2),
'Tnitiating Device Identifier' =TD,
™Monitored Object Identifier' = X,
'Time Remaining' = (any amount of time greater than 0),
'List of Values'= (a list of values appropriate to object X)
4. RECEIVE BACnet-Error-PDU,
Error Class = SERVICES,
Error Code = (any valid error code for class SERVICES)

9.2.2.3 Change of Value Notifications with Invalid Initiating Device Identifier

Purpose: To verify that an appropriate error is returned if a COV notification arrives that contains an initiating device
identifier that does not match any current subscriptions.

Test Steps:

1. RECEIVE SubscribeCOV,
'Subscriber Process Identifier' = (any valid process identifier),
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"Monitored Object Identifier' = (any object X of a type that supports COV notification),
'Issue Confirmed Notifications ' = TRUE,
'Lifetime' = (a value no greater than one minute)

2. TRANSMIT BACnet-Simple ACK-PDU
3. TRANSMIT ConfirmedCOVNotification-Request,
'Subscriber Process Identifier' =  (the process identifier different used in step 2),
'Initiating Device Identifier' =(any valid Device object except TD),
'Monitored Object Identifier' = X,
'Time Remaining' = (any amount of time greater than 0),
'List of Values' = (a list of values appropriate to object X)
4. RECEIVE BACnet-Error-PDU,
rror Class = SERVICES,
Hrror Code (any valid error code for class SERVICES)

9.2.2.4 Change of Value Notifications with Invalid Monitored Object Identifier

Purpose: Tp verify that an appropriate error is returned if a COV notification arrives that contains & monitored pbject
identifier that does not match any current subscriptions.

Test Steps:
1. RECE]VE SubscribeCOV,
'Subsdriber Process Identifier' = (any valid process identifier),
"Monifored Object Identifier' = (any object X of a type that supports COV notification),
'Issue [Confirmed Notifications ' = TRUE,
'Lifetiie' = (a value no greater than one minute)

2. TRANBMIT BACnet-SimpleACK-PDU

3. TRANBMIT ConfirmedCOVNotification-Request,

'Jubscriber Process Identifier' =  (the process identifier used in step 2),

'Thitiating Device Identifier' =TD,

Monitored Object Identifier' =  (any object Y supporting COV notification except X),
"Time Remaining' = (any amount of time greater than 0),

Llist of Values' = (a list of values appropriate to object Y)

4. RECEHIVE BACnet-Error-PDU,

Hrror Class = SERVICES,

Hrror Code = (any valid error-code for class SERVICES)

9.2.2.5 Change of Value Notifications-with an Invalid List of Values

Purpose: T verify that an appropriate feject is returned if a COV notification arrives that contains a list of values that is
not appropfiate for the object type of the monitored object.

Test Steps:
1. RECE]VE SubscribeCOV,
'Subsdriber Process Identifier' = (any valid process identifier),
"Monifored Objeet Identifier' = (any object X of a type that supports COV notification),
'Issue [Confirmed Notifications ' = TRUE,
'Lifetime’= (a value no greater than one minute)

AR A Faki T A I DI
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3. TRANSMIT ConfirmedCOVNotification-Request,

'Subscriber Process Identifier' =  (the process identifier used in step 2),

'Initiating Device Identifier' =TD,

'Monitored Object Identifier' = X,

'Time Remaining' = (any amount of time greater than 0),

'List of Values' = (a list of values that is not appropriate to object X)
4. RECEIVE BACnet-Reject-PDU,

'Reject Reason' = INCONSISTENT PARAMETERS |

INVALID PARAMETER DATATYPE | INVALID TAG
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UnconfirmedCOVNotification Service Execution Tests

BACnet does not define a service procedure for executing the UnconfirmedCOVNotification service and thus no tests are
needed.

9.4

ConfirmedEventNotification Service Execution Tests

Dependencies: None.

BAChnet Reference Clause: 13.8.

Purpose: To verify that the IUT can execute the ConfirmedEventNotification service request.

Test
retu

Concept: BACnet does not define any action to be taken upon receipt of a ConfirmedEventNotificat

on except to

n an acknowledgement. Although returning an acknowledgment is sufficient to conform to the(standard, a vendor

may| specify additional actions that can be observed. Any vendor-defined actions that do not occur. during the tests shall
be npted in the test report. No negative tests are included.
9.4.] ConfirmedEventNotification Using the Time Form of the 'Timestamp' Parameteér and Conveying a Text
Megsage
Test Steps:
1. [TRANSMIT ConfirmedEventNotification-Request,
"Process Identifier' = (any valid process identifier),
'Initiating Device Identifier' = TD,
'Event Object Identifier' = (any Event Enrollment object)s
'"Time Stamp' = (current time using the Time format),
"Notification Class' = (any valid notification class),
"Priority' = (any valid priority),
'Event Type' = (any standard event type),
'Message Text' = (any character string),
'Notify Type' = ALARM | EVENT,
'AckRequired' = FALSE,
'From State' = NORMAL,
'To State' = (any non-normal state appropriate to the event type),
'Event Values' = (any values appropriate to the event type)
2. |RECEIVE BACnet-SimpleACK-PDU
3. |CHECK (for any vendor-defined:observable actions)
9.4.2 ConfirmedEventNotification Using the DateTime Form of the 'Timestamp' Parameter and no Text
Megsage
Test Steps:
1. [TRANSMIT €onfirmedEventNotification-Request,
"Process Identifier' = (any valid process identifier),
'Initiating Device Identifier' = TD,
'Event:Object Identifier' = (any Event Enrollment object),
'"Time Stamp' = (current time using the DateTime format),
Netification Class' = (any valid notification class)
"Priority' = (any valid priority),
'Event Type' = (any standard event type),
'Notify Type' = ALARM | EVENT,
'AckRequired' = FALSE,
'From State' = NORMAL,
'"To State' = (any non-normal state appropriate to the event type),
'Event Values' = (any values appropriate to the event type)

2. RECEIVE BACnet-SimpleACK-PDU
3. CHECK (for any vendor-defined observable actions)

© 1SO 2009 - All rights reserved

193


https://standardsiso.com/api/?name=a7e655b0be2e5297f0aba36b85fe4d40

ISO 16484-6:2009(E)

9.4.3 ConfirmedEventNotification Using the Sequence Number Form of the 'Timestamp' Parameter and no
Text Message
Test Steps:
1. TRANSMIT ConfirmedEventNotification-Request,
"Process Identifier' = (any valid process identifier),
'Initiating Device Identifier' = TD,
'Event Object Identifier' = (any Event Enrollment object),
'"Time Stamp' = (current sequence number),
'Notification Class' = (any valid notification class),
"Priorifr= fany—valid-priosity):
'"Event| Type' = (any standard event type),
'Notify Type' = ALARM | EVENT,
'AckRpquired' = FALSE,
'From [State' = NORMAL,
'"To State' = (any non-normal state appropriate to the event type),
'Event| Values' = (any values appropriate to the event type)

2.
3.

RECE]VE BAChnet-SimpleACK-PDU
CHECK (for any vendor-defined observable actions)

9.4.4 ConfirmedEventNotification Without a Notification Class Parameter

Test Steps:
1. TRANBMIT ConfirmedEventNotification-Request,
'Pgocess Identifier' = (any valid process identifier),
'Initiating Device Identifier' = TD,
'Eyent Object Identifier' = (any Event Enrollment object),
"Time Stamp' = (current time using the DateTime\format),
'Ptiority' = (any valid priority),
'Eyent Type' = (any standard event type),
Nptify Type' = ALARM | EVENT,
'ArkRequired' = FALSE,
'Flom State' = NORMAL,
'Tp State' = (any non-nornjalystate appropriate to the event type),
'Eyent Values' = (any yalues appropriate to the event type)

2.
3.

RECEIVE BACnet-Simple ACK-PDU
CHECK (for any vendor-defined observable actions)

9.5 UnconffirmedEventNotificationService Execution Tests

BAChnet dd
are needed.

9.6 GetAlarmSummary, Service Execution Tests

This clause]

BAChnet Rdferénce Clause: 13.10.

es not define a seryice-procedure for executing the UnconfirmedEventNotification service and thus n

defines the.tests necessary to demonstrate support for executing GetAlarmSummary service requests.

Dependencies: None.

9.6.1 Alarm Summaries with no Active Alarms

tests

Purpose: To verify that the IUT can execute the GetAlarmSummary service request when there are no active alarms to
report.

Configuration Requirements: The IUT shall be configured so that there are no active alarms.

Test Steps:

1.

TRANSMIT GetAlarmSummary-Request
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2. RECEIVE GetAlarmSummary-ACK,
'List of Alarm Summaries' = (an empty list)

9.6.2  Alarm Summaries with One Active Alarm
Purpose: To verify that the IUT can execute the GetAlarmSummary service request when there is exactl
alarm to report.

Configuration Requirements: The IUT shall be configured so that there is exactly one active alarm.

Test Steps:

1. TRANSMIT GetAlarmSummary-Request

2. |RECEIVE GetAlarmSummary-ACK,

'List of Alarm Summaries' = (a list with exactly one entry corresponding to the known active alarm)

9.6.3  Alarm Summaries with Multiple Active Alarms

Purpose: To verify that the IUT can execute the GetAlarmSummary service request when therefaré multiple
to rdport. This test case shall be executed only for devices that contain more than one objectithat can detect a
Conffiguration Requirements: The IUT shall be configured so that there is more than one active alarm.

Test Steps:

1. [TRANSMIT GetAlarmSummary-Request
RECEIVE GetAlarmSummary-ACK,
'List of Alarm Summaries' = (a list containing one entry for each khown active alarm)

9.7 |GetEnrollmentSummary Service Execution Tests

Thiq clause defines the tests necessary to demonstrate supportfor executing GetEnrollmentSummary service
Depgndencies: None.

BA(net Reference Clause: 13.11.

Tesf Concept: This service has 6 filters that'canl be applied to the selection of the event enrollments. Of the

the JAcknowledgment Filter' is required. For each test case a particular configuration is required that will
expgcted result for the filters used. The test cases in 9.7.1 utilize only the required 'Acknowledgment Filf

y one active

hctive alarms
arms.

requests.

b filters, only
produce the
er'. The IUT

shal| be configured for each of these test cases as described. The test cases in 9.7.2 utilize the optiona] filters. The

inteftion is to configure the IUT with a rich database of event enrollments that have features appropriate to

these filters.

Thi may not be possible fof some implementations. It is not necessary to support a configuration that pjovides event

enrdllments that match edeh of the filter criteria. However, it is a requirement that all of the tests be ex
resppnse returned thatGs) appropriate based on the configuration of the IUT's database. Returning an
enrdllments is apprepriate if it is not possible to configure the IUT in such a way that the filter criteria can b
are flo negative tests.

9.7. Required GetEnrollmentSummary Filters

Purposex This test group is to verify the correct execution of the GetEnrollmentSummary service requg
circimistances where the service is expected to be successfully completed and only the required 'Acknowled

ecuted and a
mpty list of
e met. There

st under the
gment Filter'

1S used:

9.7.1.1 Enrollment Summary with Zero Summaries

Purpose: To verify that the IUT can execute the GetEnrollmentSummary request when there are no enrollments to report.

Configuration Requirements: The IUT shall be configured with no enrollments to report.
Test Steps:
1. TRANSMIT GetEnrollmentSummary-Request,

'Acknowledgment Filter' = ALL

2. RECEIVE GetEnrollmentSummary-ACK,
'List of Enrollment Summaries' = (an empty list)
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9.7.1.2 ACKED

Purpose: To verify that the [UT can execute the GetEnrollmentSummary request when the Acknowledgement Filter is set
to ACKED

Configuration Requirements: The IUT shall be configured with at least two event enrollments, one for which all event
transitions have been acknowledged, and one for which at least one event transition has not been acknowledged.

Test Steps:

1. TRANSMIT GetEnrollmentSummary-Request,
'AckneovwdedamentHilter —ACKED
2. RECEIVE GetEnrollmentSummary-ACK,
'List of Enrollment Summaries' = (all events for which the event transitions have all been acknowledged)

9.7.1.3 NOT-ACKED

Purpose: T¢ verify that the [UT can execute the GetEnrollmentSummary request when the Acknowledgément Filteq is set
to NOT-AJKED.

Configuratfon Requirements: The IUT shall be configured with at least two event enrollm@énts, one for which all[event
transitions have been acknowledged, and one for which at least one event transition has not-been acknowledged.

Test Steps:

1. TRANBMIT GetEnrollmentSummary-Request,
'Ackn¢wledgment Filter' = NOT-ACKED
2. RECE]VE GetEnrollmentSummary-ACK,
'List of Enrollment Summaries' = (all events for which there is atdeast one unacknowledged event transition)

9.7.14 All
Purpose: Tlo verify that the IUT can execute the GetEnrolimentSummary request when the filter request jn the

Acknowledgement Filter is set to ALL.

Configuratfon Requirements: The IUT shall be configured with at least two event enrollments, one for which all[event
transitions have been acknowledged, and one for(which at least one event transition has not been acknowledged.

Test Steps:

1. TRANBMIT GetEnrollmentSummary-Request,
'Ackn¢wledgment Filter' = ALL
2. RECE]VE GetEnrollmentSummary-ACK,
'List of Enrollment Summaries' = (the union of the summaries provided in 9.7.1.2 and 9.7.1.3)

9.7.2  Uger Selectable.GetEnrollmentSummary Filters

Purpose: This test_group is to verify the correct execution of the GetEnrollmentSummary service request undgr the
circumstanges where the service is expected to be successfully completed and user selectable filters are used.

9.7.2.1 Enrollment Filter

Purpose: To verify that the IUT can execute the GetEnrollmentSummary when the 'Enrollment Filter' is used.

Configuration Requirements: If possible, the IUT shall be configured so that there are at least two Enrollment Summaries
to report with different (BACnetRecipient, Process Identifier) pairs. The TD will use one of these combinations in the
GetEnrollmentSummary service request.

Test Steps:
1. TRANSMIT GetEnrollmentSummary-Request,
'Acknowledgment Filter' = ALL,

'Enrollment Filter' = (one of the (BACnetRecipient, Process Identifier) pairs configured for this
test)
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2.  RECEIVE GetEnrollmentSummary-ACK,
'List of Enrollment Summaries' = (all enrollments configured with this (BACnetRecipient, Process Identifier) pair)

9.7.2.2 Event State Filter

Purpose: To verify that the IUT can execute the GetEnrollmentSummary request when the 'Event State Filter' is used.

Configuration Requirements: If possible, the IUT shall be configured so that it has one or more event-generating objects
that have an Event_State property value of NORMAL, one or more with an Event State property value of FAULT, one
or more with an Event_State property value of OFFNORMAL, and one or more with an Event_State property value that
is not NORMAL, OFFNORMAL, or FAULT. If only a subset of these cases can be supported as many of them as
posdible shall be configured.

Test Steps:

1. [TRANSMIT GetEnrollmentSummary-Request,
'Acknowledgment Filter' = ALL,
'Event State Filter' = NORMAL

2. |RECEIVE GetEnrollmentSummary-ACK,

'List of Enrollment Summaries' = (all configured event-generating objects with\Event State = NORMAL)

3. [TRANSMIT GetEnrollmentSummary-Request,

'Acknowledgment Filter' = ALL,

'Event State Filter' = FAULT

4. |RECEIVE GetEnrollmentSummary-ACK,

'List of Enrollment Summaries' = (all configured event-generating.objects with Event State = FAULT

5. |TRANSMIT GetEnrollmentSummary-Request,

'Acknowledgment Filter' = ALL,

'Event State Filter' = OFFNORMAL

6. |RECEIVE GetEnrollmentSummary-ACK,

'List of Enrollment Summaries' = (all configured gvent-generating objects with Event _State = OFFNORMAL)

7. [TRANSMIT GetEnrollmentSummary-Request,

'Acknowledgment Filter' = ALL,

'Event State Filter' = ACTIVE

8. |RECEIVE GetEnrollmentSummary-ACK;

'List of Enrollment Summaries' = (all-€onfigured event-generating objects with Event_State = a value qther than
NORMAL)

9. [TRANSMIT GetEnrollmentSymmary-Request,

'Acknowledgment Filter' = ALL,

'Event State Filter' = ALL

10. |RECEIVE GetEnrollhentSummary-ACK,

'List of Enrollment.Syimmaries' = (the union of all of the summaries returned in steps 1 - 8)

9.7.2.3 Event T'ype Filter
Purpose: To verify that the IUT can execute the GetEnrollmentSummary request when the 'Event Type Filteq' is used.
Configuratioh Requirements: If possible, the IUT shall be configured so that it has one or more event-generating objects
for | €aeh” of the event types CHANGE OF BITSTRING, CHANGE OF STATE, CHANGE OF VALUE,
COl IIVIAND_FAILURE, FEOATHY G_LHVHT, amdt OUT_OF_RAN GE—Homnt Y @ subset—ofthese—event types are
supported as many of them as possible shall be configured.

Test Steps:

1. TRANSMIT GetEnrollmentSummary-Request,
'Acknowledgment Filter' = ALL,
'Event Type Filter' = CHANGE_OF_ BITSTRING

2. RECEIVE GetEnrollmentSummary-ACK,
'List of Enrollment Summaries' = (all configured event-generating objects with
Event Type = CHANGE OF BITSTRING)
3. TRANSMIT GetEnrollmentSummary-Request,
'Acknowledgment Filter' = ALL,
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'Event Type Filter' = CHANGE OF STATE
4. RECEIVE GetEnrollmentSummary-ACK,
'List of Enrollment Summaries' = (all configured event-generating objects with
Event Type = CHANGE OF STATE)
5. TRANSMIT GetEnrollmentSummary-Request,
'Acknowledgment Filter' = ALL,
'Event Type Filter' = CHANGE OF VALUE
6. RECEIVE GetEnrollmentSummary-ACK,
'List of Enrollment Summaries' = (all configured event-generating objects with
Event Type = CHANGE OF VALUE)
7. TRANSMIT GetEnrollmentSummary-Request,
'Acknpwledgment Filter' = ALL,
'Event] Type Filter' = FLOATING_LIMIT
8.  RECE]IVE GetEnrollmentSummary-ACK,
'List of Enrollment Summaries' = (all configured event-generating objects with
Event_Type = FLOATING LIMIT)

9.7.2.4 Priority Filter

Purpose: T¢ verify that the IUT can execute the GetEnrollmentSummary request when the 'Priority Filter' is used.

Configuratjon Requirements: If possible, the IUT shall be configured with one or more‘event-generating objects af each
of four different priority levels. The priority levels shall be 0, Xioy, Xpignh, 255, where10 < Xo,, < 100 and 100 < Xp;en <
255. If only a subset of these priorities can be supported at one time as many of thém as possible shall be configured.

Test Steps:

1. TRANBMIT GetEnrollmentSummary-Request,
'Ackn¢wledgment Filter' = ALL,
'MinPfiority ' = 0,

"MaxPyriority' = 0

2. RECEIVE GetEnrollmentSummary-ACK,
'List of Enrollment Summaries' = (all configured eveént-generating objects with a priority in the specified rangg

3. TRANBMIT GetEnrollmentSummary-Request,
'Acknpwledgment Filter' = ALL,
'MinPtiority' = 0,
"MaxPriority' = 255

4. RECE]VE GetEnrollmentSummary-A€K,
'List of Enrollment Summaries' = ((all’configured event-generating objects with a priority in the specified rangp

5. TRANBMIT GetEnrollmentSummary-Request,
'Ackn¢wledgment Filter' = ALL,
'MinPtiority' = Kiows
'MaxPriority' = Xhigh

6. RECEIVE GetEnrollmentSummary-ACK,
'List of Enrollmefit, Summaries' = (all configured event-generating objects with a priority in the specified rangp

~—

~

~

9.7.2.5 Notification Class Filter

Purpose: Tp &erify that the IUT can execute the GetEnrollmentSummary request when the 'Notification Class Filter' is
used.

Configuration Requirements: If possible, the IUT shall be configured with one or more event-generating objects using
each of two notification classes.

Test Steps:
1. TRANSMIT GetEnrollmentSummary-Request,
'Acknowledgment Filter' = ALL,
'Notification Class Filter '= (any of the configured notification classes)

2. RECEIVE GetEnrollmentSummary-ACK,
'List of Enrollment Summaries' = (all configured event-generating objects using the specified notification class)
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9.7.2.6 A Combination of Filters

Purpose: To verify that the IUT can execute the GetEnrollmentSummary request when a combination of user selectable
filters is used.

Configuration Requirements: Any combination of event-generating object configurations defined in 9.7.2.1 — 9.7.2.5 is
acceptable.

Test Steps:

1. TRANSMIT GetEnrollmentSummary-Request,

'5E]Eiiﬂd%dgﬂi%l‘]tF]]G%F‘f ALL ACKED I NOT ACKED

=

(any combination of user selectable filters chosen by the TD with appropriate values),
2. |RECEIVE GetEnrollmentSummary-ACK,

'List of Enrollment Summaries' = (all configured event-generating objects matching' lall of the filter
requirements)

9.8 |GetEventInformation Service Execution Tests

Thiq clause defines the tests necessary to demonstrate support for executing GetEventInfermation service requests.
Deppndencies: None.

BA(net Reference Clause: 13.12.

9.8.1 Event Information with no Active Events
Purpose: To verify that the IUT can execute the GetEventInformation. service request when there are no acfive events to
repdrt.

Configuration Requirements: The IUT shall be configured so‘that there are no active event states.

Test Steps:

1. [TRANSMIT GetEventInformation-Request
RECEIVE GetEventInformation-ACK,

'List of Event Summaries' = (an empty list),
'More Events' = FALSE

9.8.2  Event Information with(one Active Event
Purpose: To verify that the [UT-can execute the GetEventInformation service request when there is exact]y one active
everjt to report.

Configuration Requirements: The IUT shall be configured so that there is exactly one active event state.

Test Steps:

1. |TRANSMIT GetEventInformation-Request

RECEIVE GetEventInformation-ACK,

'List of Event Summaries'= (a list with exactly one entry corresponding to the known active event)
'More Events' = FALSE

9.8.3  Event Information with Multiple Active Events

Purpose: To verify that the IUT can execute the GetEventInformation service request when there are multiple active
event states to report. This test case shall be executed only for devices that contain more than one object that can detect
alarms.

Configuration Requirements: The IUT shall be configured so that there are more than one active event states, but fewer
than would require transmission with 'More Events' = TRUE.
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Test Steps:

1. TRANSMIT GetEventlnformation-Request

2. RECEIVE GetEventInformation-ACK,
'List of Event Summaries' = (a list containing one entry for each known active event state),
'More Events' = FALSE

9.8.4  9.6.4 Event Information Based on Event_State

Purpose: To verify that the IUT can execute the GetEventInformation service request when the active event state is
caused by the Event_State property, and not by unacknowledged event transitions.

Configuratjon Requirements: The IUT shall be configured so that there is only one active event state, that state is-ca
by the Evenjt State property being not NORMAL, and the Acknowledged Transitions property having all bits §€t to
TRUE.

Test Steps:

1. TRANBMIT GetEventInformation-Request

2. RECEIVE GetEventInformation-ACK,
'List of Event Summaries' = (a list with exactly one entry corresponding to the known.active event state),
'More Events' = FALSE

9.8.5 Eyent Information Based on Acknowledged_Transitions
Purpose: Tp verify that the IUT can execute the GetEventInformation service request when the active event s

caused by ynacknowledged event transitions, and not by the Event State prepétty.

Configuration Requirements: The IUT shall be configured so that there s only one active event state, and that s
caused by the Event_State property being NORMAL, and the Acknowledged Transitions property having at least g
set to FALSE.

Test Steps:

1. TRANBMIT GetEventInformation-Request
2. RECEIVE GetEventInformation-ACK,

'List of Event Summaries' = (a list with exaetly one entry corresponding to the known active event state),
'More Events' = FALSE
9.8.6  Chaining Test

Purpose: This test case exercises the chaining capabilities using multiple GetEventInformation messages.

Configuration Requirements; The'IUT shall be configured so that there are more event states than can be conveye
single APDU of 50 bytes.

Test Concept: In steps 14, the test first tests proper chaining by requesting two lists from the IUT and verifying th
second list |s propetly-distinct from the first. In steps 5-9, to test the “fixed object processing order” as defined in B/
13.12.1.1.1} it requests the first list again, and then, before requesting the second list, the tester makes the last obj
the first lis§ no-Jonger have any active event states. When the TD requests the second list using the object identifier

used

ate is

ate is
ne bit

d in a

at the
\Cnet
ect in
of the

now-norm: ;

Test Steps:

1. TRANSMIT GetEventInformation-Request,
'max-APDU-length-accepted' =  B'0000',
'segmented-response-accepted' = FALSE

2. RECEIVE GetEventInformation-ACK,

'List of Event Summaries' = (an arbitrary list),

'More Events' = TRUE
3. TRANSMIT GetEventInformation-Request,
'Last Received Object Identifier' = the last object identifier of the list received in step 2)
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RECEIVE GetEventInformation-ACK,

'List of Event Summaries' = (a list of object identifiers not including any received in step 2)
TRANSMIT GetEventInformation-Request,
'max-APDU-length-accepted' =  B'0000',

'segmented-response-accepted' = FALSE
RECEIVE GetEventInformation-ACK,

'List of Event Summaries' = (an arbitrary list),

'More Events' = TRUE

MAKE (the object identified by the last object identifier in the list received in step 6 have no active event states)

TRANSMIT GetEventInformation-Request,
'Last Received Object Identifier' = (the last object identifier of the list received in step 6)

9.9

This
9.9.
Dep)

BA(

Pury
Obj

Test
in th
the

con
its P
ber

Test

bl e

Confguration Requirements: The IUT must support a Life Safety Object that supports alarming. T

ECEIVE GetEventInformation-ACK,
'List of Event Summaries' = (the same list received in step 4)

LifeSafetyOperation Service Execution Test
clause defines the tests necessary to demonstrate support for executing LifeSafetyOperation service req
| Reset Single Object Execution Tests

endencies: None.
net Reference Clause: 13.13.

ose: To verify that the IUT can correctly execute a LifeSafetyOperation service request to a singld
Ct.

Concept: A Life Safety object is toggled between a NORMAL and OFFNORMAL state. The STATUS

e OFFNORMAL state until the LifeSafetyOperation seryice request is transmitted. This test may be d
levice does not support latching.

igured into the NORMAL state, driven to the OFFNORMAL state and returned to the NORMAL state

resent Value. The STATUS should remainlatched in the OFFNORMAL state until the reset is issued. T
ppeated for each reset function supported.
Steps:
REPEAT X = (All supported efiumerations that reset the object) DO {
MAKE (the selected object enter a latched state where enumeration X will reset the object)
MAKE (Event-State = NORMAL)
IF (enumeration-yalue creates an Event_State = FAULT) THEN

CHECK. (Event State = FAULT)
ELSE
CHECK (Event State = OFFNORMAL)

lests.

Life Safety

should latch
mitted when

his object is
by adjusting
his test must

5. TRANSMIT LifeSafetyOperation-Request,
'Requesting Process Identifier' = (any valid identifier),
'Requesting Source' = (any valid character string),
'RCLiquL‘ - (dally leiL‘l LifCSdfCLyOPUI dLiUll TCHUCSL),
'Object Identifier' = (the selected object)
6. RECEIVE BACnet-SimpleACK-PDU
7. VERIFY (Object), STATUS = NORMAL)

}

9.9.2  Reset Multiple Object Execution Tests

Dependencies: None.

BAChnet Reference Clause: 13.13.

Purpose: To verify that the IUT can correctly execute a LifeSafetyOperation service request to multiple Life Safety

obje

cts.
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Test Concept: Two Life Safety objects are toggled between a NORMAL and an OFFNORMAL state. The STATUS
should latch in the OFFNORMAL state until the LifeSafetyOperation service request is transmitted. This test may be
omitted when the device does not support latching.

Configuration Requirements: The IUT must support a Life Safety Object that supports alarming and have at least two
objects that can be latched. This object is configured into the NORMAL state, driven to the OFFNORMAL state and
returned to the NORMAL state by adjusting its Present Value. The STATUS should remain latched in the
OFFNORMAL state until the reset is issued. This test must be repeated for each reset function supported.

Test Steps:

1. REPEAT X = (All supported enumerations that reset the object) DO {

2. MAKE (the selected objects enter a latched state where enumeration X will reset the objects)
3. MAKE (Event State = NORMAL)

4 [F|(enumeration value creates an Event_State = FAULT) THEN

CHECK (Event_State = FAULT)

EILSE

CHECK (Event_State = OFFNORMAL)

5. TRANSMIT LifeSafetyOperation-Request,

'Requesting Process Identifier' = (any valid identifier),

'Requesting Source' = (any valid character string),

'Request' = (any valid LifeSafetyOperationfequest)
6. RECEIVE BACnet-SimpleACK-PDU

7. VERIFY (Object), STATUS = NORMAL)

}

9.9.3 Silencing Execution Test

Dependencjes: None.
BAChnet Rdference Clause: 13.13.

Purpose: Tp verify that the IUT can correctly exéeute a LifeSafetyOperation service request to silence an alafming
device.

Test Concept: An audible device and/er visual device is attached to the IUT and is sounding/flashing. A
LifeSafety(Pperation service request is fransmitted to silence the sounder/strobe.

Configuratfon Requirements: ThellJT must be fitted with needed audible and visual equipment.

Test Steps:
1  REPEAT X = (Adl'supported enumerations that silence the object) DO {
2. MAKE (the-s¢lected object enter a state where enumeration X will commence alerts)
3. MAKE (Event State = NORMAL)
4 TRANSMIT LifeSafetyOperation-Request,
'RCqUCbLillg PIULUDD Idcutiﬁm' — (dlly leid iL‘lUllliﬁCl),
'Requesting Source' = (any valid character string),
'Request' = (any valid LifeSafetyOperation request),
'Object Identifier' = (the selected object)
5. RECEIVE BACnet-SimpleACK-PDU
6. CHECK (Sounder/Strobe inactive)

}
9.10SubscribeCOYV Service Execution Tests

This clause defines the tests necessary to demonstrate support for executing SubscribeCOV service requests.

Dependencies: None.
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Configuration Requirements: The IUT shall be configured with at least one object that supports subscriptions for COV
notifications.

9.10.1 Positive SubscribeCOV Service Execution Tests

The purpose of this test group is to verify the correct execution of the SubscribeCOV service request under circumstances
where the service is expected to be successfully completed.

9.10.1.1 Confirmed COV Notifications

Purpose: To verify that the IUT correctly responds to a SubscribeCOV request to establish a subscription for confirmed

COY
the 1

Test
1.

W

9.10

Pury
unc
this

Test

/ notifications. An implementation that supports COV reporting cannot respond with an error for beth

est in 9.10.1.2.

Steps:

TRANSMIT SubscribeCOV-Request,

'Subscriber Process Identifier' =  (any valid process identifier),

'Monitored Object Identifier' =  (any object supporting COV notifications),

'Issue Confirmed Notifications'= TRUE,

'Lifetime' = (any value > 0 if automatic cancellation is supported,-otherwise 0)
RECEIVE BACnet-SimpleACK-PDU

'WAIT Notification Fail Time
IF (the IUT supports confirmed notifications) THEN
RECEIVE ConfirmedCOVNotification-Request,

'Subscriber Process Identifier' =  (the same identifier uséd in the subscription),
'Initiating Device Identifier' =IUT,
'Monitored Object Identifier' =  (the same objecf\ised in the subscription),
'Time Remaining' = (any value > 0 if automatic cancellation is supported, otherwise 0),
'List of Values' = (values appropriate to the object type of the monitored object)
ELSE
RECEIVE BACnet-Error PDU,
Error Class = SERVICES,
Error Code = SERVICE REQUEST DENIED | OTHER

1.2 Unconfirmed COV Notifications

4.

this test and

scription  for
rror for both

ose: To verify that the IUT \Correctly responds to a SubscribeCOV request to establish a sub
nfirmed COV notifications{ An implementation that supports COV reporting cannot respond with an 4
fest and the test in 9.10. 17Ty

Steps:

TRANSMIT SubscribeCOV-Request,

'Subscriber Process Identifier' =  (any valid process identifier),

'Monitored Object Identifier' =  (any object supporting COV notifications),

'Issue Gonfirmed Notifications'= FALSE,

'Lifetime' = (any value > 0 if automatic cancellation is supported, otherwise 0)

RECEIVE BACnet-Simple ACK-PDU

“WATT Notificationr Fait- Time

IF (the IUT supports confirmed notifications) THEN
RECEIVE UnconfirmedCOVNotification-Request,

'Subscriber Process Identifier' =  (the same identifier used in the subscription),
'Initiating Device Identifier' =IUT,
'Monitored Object Identifier' =  (the same object used in the subscription),
'Time Remaining' = (any value > 0 if automatic cancellation is supported, otherwise 0),
'List of Values' = (values appropriate to the object type of the monitored object)
ELSE
RECEIVE BACnet-Error PDU,
Error Class = SERVICES,
Error Code = SERVICE REQUEST DENIED | OTHER
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9.10.1.3 Explicit Indefinite Lifetime COV Subscriptions

Purpose: To verify that the IUT correctly responds to a SubscribeCOV request to establish a subscription with an
indefinite lifetime (lifetime = 0). Either confirmed or unconfirmed notifications may be used but at least one of these
options must be supported by the IUT.

Test Steps:

1. TRANSMIT SubscribeCOV-Request,
'Subscriber Process Identifier' =  (any valid process identifier),
'Monitered-Objeettdentifter——(any-objectsuppertns-COV-netifieations);
"Tssue [Confirmed Notifications' = TRUE | FALSE,
'Lifetiine' = 0
2. RECE]VE BACnet-SimpleACK-PDU
WAIT |Notification Fail Time
4. IF (the|[subscription was for confirmed notifications) THEN
RECHIVE ConfirmedCOVNotification-Request,
'Jubscriber Process Identifier' =  (the same identifier used in the subscription),
'Thitiating Device Identifier' =IUT,
Monitored Object Identifier' =  (the same object used in the subscription),
"Time Remaining' = 0,
"List of Values' = (values appropriate to the object type of the menitored object)
ELSE
RECHIVE UnconfirmedCOVNotification-Request,
'Jubscriber Process Identifier' =  (the same identifier used in the.subscription),
'Thitiating Device Identifier' =IUT,
Monitored Object Identifier' =  (the same object used in the subscription),
"Time Remaining' = 0,
'LList of Values' = (values appropriate to the'object type of the monitored object)
5. MAKH (a change to the monitored object that should cause-a COV notification)
6. IF (the[subscription was for confirmed notifications) FHEN
RECHIIVE ConfirmedCOVNotification-Request,
'Jubscriber Process Identifier' =  (the sam@ identifier used in the subscription),
Thitiating Device Identifier' =IUT,
Monitored Object Identifier' =  (the same object used in the subscription),
"Time Remaining' = 0,
"List of Values' = (values appropriate to the object type of the monitored object
including-the changed value that triggered the notification)

w

ELSE
RECHIVE UnconfirmedCOVNotification-Request,

'Jubscriber Process-dentifier' =  (the same identifier used in the subscription),

'Thitiating Deviegldentifier' =IUT,

Monitored Objeet Identifier' =  (the same object used in the subscription),

"Time Remaining' = 0,

"List of Malues' = (values appropriate to the object type of the monitored object
including the changed value of that triggered the notification)

9.10.1.4 —Camcelimg-€OV-Subscriptioms

Dependencies: Indefinite lifetime COV subscriptions, 9.10.1.1.

Purpose: To verify that the IUT correctly responds to a SubscribeCOV request to cancel a COV subscription. This test
cancels the subscription made in 9.10.1.1.

Test Steps:

1. TRANSMIT SubscribeCOV-Request,
'Subscriber Process Identifier' =  (the process identifier used in test 9.10.1.1),
'Monitored Object Identifier' =  (the same object used in test 9.10.1.1)

2. RECEIVE BACnet-SimpleACK-PDU
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WAIT Notification Fail Time

4. MAKE (a change to the monitored object that would cause a COV notification if there were an active subscription)

5. CHECK (verify that the IUT did not transmit a COV notification message)
9.10.1.5 Canceling Expired or Non-Existing Subscriptions
Purpose: To verify that the IUT correctly responds to a SubscribeCOV request to cancel a subscription that no longer
exists.
Test Steps:
1. TRANSMIT SubscribeCOV-Request,
'Subscriber Process Identifier' =  (any unused process identifier or an identifier from a previously terntinated
subscription),
'Monitored Object Identifier' =  (any unused object or an object from a previously terminated-subscription)
2. |RECEIVE BACnet-SimpleACK-PDU
3. |WAIT Notification Fail Time
4. [MAKE (a change to the monitored object that would cause a COV notification if there were an active supscription)
5. |CHECK (verify that the IUT did not transmit a COV notification message)
9.10.1.6 Implied Indefinite Lifetime COV Subscriptions
Purpose: To verify that the IUT correctly responds to a SubscribeCOV request to‘establish a subscription with an implied
indeffinite lifetime (lifetime parameter omitted). Either confirmed or unconfirmed notifications may be usefl but at least
one pf these options must be supported by the IUT.
Tesf Steps: The test steps are identical to 9.10.1.1 except that the 'Lifetime' parameter in step 1 shall be omitted.
Notgs to Tester: The passing result is identical to the results in 9:10:1.1.
9.10.1.7 Finite Lifetime Subscriptions
Purpose: To verify that the IUT correctly responds. 6 a SubscribeCOV request to establish a subscription with a
temporary lifetime. Either confirmed or unconfirmed notifications may be used but at least one of these opfions must be
suppjorted by the IUT.
1. [TRANSMIT SubscribeCOV-Request,
'Subscriber Process Identifier' =  (any'valid process identifier),
'Monitored Object Identifier' = _ \\(any object supporting COV notifications),
"Tssue Confirmed Notifications"s> TRUE | FALSE,
'Lifetime' = ( a value between 60 seconds and 300 seconds)
2. |RECEIVE BACnet-SimpleACK-PDU
3. |WAIT Notification Fail Time
4. |IF (the subscription-was for confirmed notifications) THEN
RECEIVE ConfitmedCOVNotification-Request,
'Subscribér Process Identifier' =  (the same identifier used in the subscription),
'Initiating Device Identifier' =IUT,
'Monitored Object Identifier' =  (the same object used in the subscription),
'"Time Remaining' = (the requested subscription lifetime),
'List of Values' = (values appropriate to the object type of the monitored object)
EESE
RECEIVE UnconfirmedCOVNotification-Request,
'Subscriber Process Identifier' =  (the same identifier used in the subscription),
'Initiating Device Identifier' =IUT,
'Monitored Object Identifier' =  (the same object used in the subscription),
'Time Remaining' = (the requested subscription lifetime),
'List of Values' = (values appropriate to the object type of the monitored object)
5. MAKE (a change to the monitored object that should cause a COV notification)
6. IF (the subscription was for confirmed notifications) THEN

RECEIVE ConfirmedCOVNotification-Request,

'Subscriber Process Identifier' =  (the same identifier used in the subscription),
'Initiating Device Identifier' =IUT,
'Monitored Object Identifier' =  (the same object used in the subscription),
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7.
8.
9.

9.10.1.8 Updating Existing Subscriptions

Purpose: Tp verify that the IUT correctly responds to a SubscribeCOV request to update the lifetime of a subscri

Either confirmed or unconfirmed notifications may be used but at least one of these options must be supported |
IUT.

Test Concgpt: A subscription for COV notifications is made for 60 seconds. Before that subscription has exp
second subpcription is made for 300 seconds. When the notification is sent in résponse to the second subscripti

lifet

206

'Time Remaining' = (a value greater than 0 and less than the requested subscription
lifetime),

'List of Values' = (values appropriate to the object type of the monitored object)
ELSE
RECEIVE UnconfirmedCOVNotification-Request,

'Subscriber Process Identifier' =  (the same identifier used in the subscription),

'Initiating Device Identifier' =IUT,

'Monitored Object Identifier' =  (the same object used in the subscription),

'Time Remaining' = (a value greater than 0 and less than the requested subscription

lifetime),
'List of Values' = (values appropriate to the object type of the monitored object

including the changed value of that triggered the notification)
WAIT|(the lifetime of the subscription)

MAKH (a change to the monitored object that would cause a COV notification if there were an active subscript
CHECK (verify that the IUT did not transmit a COV notification message)

ime is ¢hecked to verify that it is greater than 60 but less than 300 seconds.

TRANSMIT SubscribeCOV-Request,

'Subsdriber Process Identifier' = (any valid process identifier),

'Monifored Object Identifier' =  (any object supporting COV \iotifications),
'Issue [Confirmed Notifications'= TRUE | FALSE,

'Lifetifne' = 60

onitored Object Identifier' = /~(the same object used in the subscription),
"Time Remaining' = 60,
'List of Values' = (values appropriate to the object type of the monitored object)

onitoredObject Identifier' =  (the same object used in the subscription),
ime Remaining' = 60,

ption.
by the

red a
n the

"List of Values' = (values appropriate to the object type of the monitored object)
TRANSMIT SubscribeCOV-Request,
'SubscriberProcessTtdentifrer— (au_y vatrd PTOcess idClltiﬁUl),
'Monitored Object Identifier' =  (any object supporting COV notifications),
'Issue Confirmed Notifications'= TRUE | FALSE,
'Lifetime' = (a value between 180 and 300 seconds)

RECEIVE BACnet-SimpleACK-PDU
WAIT Notification Fail Time
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9.10.2 Negative SubscribeCOV Service Execution Tests

The

whefe the service is expected to fail.
9.10.2.1 The Monitored Object Does Not Support COV Notification

Purpose: To verify that the IUT correctly responds to a SubscribeCOV request<to establish a subscripti
mornitored object does not support COV notifications.

Test Steps:
1. [TRANSMIT SubscribeCOV-Request,
'Subscriber Process Identifier' =  (any valid process identifier),
'Monitored Object Identifier' =  (any object that does:not support COV notifications),
'Issue Confirmed Notifications'= TRUE,
'Lifetime' = 60
2. |RECEIVE BACnet-Error PDU,
Error Class = SERVICES,
Error Code = SERVICE REQUEST DENIED | OTHER

9.11|SubscribeCOVProperty Service Execution Tests

Thiq clause defines the tests necessary'to demonstrate support for executing SubscribeCOVProperty service 1

Deppndencies: None.

BA

Con|
noti

9.11.1 Positive SubscribeCOVProperty Service Execution Tests

The

circ11mstances where the service is expected to be successfully completed.

ISO 16484

IF (the subscription was for confirmed notifications) THEN
RECEIVE ConfirmedCOVNotification-Request,
'Subscriber Process Identifier' =  (the same identifier used in the subscription),
'Initiating Device Identifier' =IUT,
'Monitored Object Identifier' =  (the same object used in the subscription),
'Time Remaining' = (the requested subscription lifetime),
'List of Values' = (values appropriate to the object type of the monitored object)
ELSE
RECEIVE UnconfirmedCOVNotification-Request,
'Subscriber Process Identifier' =  (the same identifier used in the subscription),
'Initiating Device Identifier' =1IUT,

-6:2009(E)

'Monitored Object Identifier' =  (the same object used 1n the subscription),
'Time Remaining' = (the requested subscription lifetime),
'List of Values' = (values appropriate to the object type of the monitored object)

purpose of this test group is to verify the correct execution of the SubscribeCOV service téquest under ¢

net Reference Clausei-t3.15.

figuration Requirements: The IUT shall be configured with at least one object that supports subscripti
fications.

purpose of this test group is to verify the correct execution of the SubscribeCOVProperty service 1

ircumstances

on when the

equests.

bns for COV

equest under

9.11.1.1 Confirmed COYV Notifications

Purpose: To verify that the IUT correctly responds to a SubscribeCOVProperty request to establish a subscription for
confirmed COV notifications. An implementation that supports COV reporting cannot respond with an error for both this

test

and the testin 9.11.1.2.
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Test Steps:
1. TRANSMIT SubscribeCOVProperty-Request,
'Subscriber Process Identifier' =  (any valid process identifier),
'Monitored Object Identifier' = (any object supporting COV notifications),
'Issue Confirmed Notifications'= TRUE,
'Lifetime' = (any value > 0 if automatic cancellation is supported, otherwise 0),

'Monitored Property Identifier' = (any valid property supporting COV notifications)
2. RECEIVE BACnet-SimpleACK-PDU
3. BEFORE Notification Fail Time
IF (the IUT supports confirmed notifications) THEN
RECEIVE BACnetConfirmedCOV Notification-Request,
'Subscriber Process Identifier' = (the same identifier used in the subscription),

'Initiating Device Identifier' =  IUT,
'Monitored Object Identifier' = (the same object used in the subscription),
'Time Remaining' = (any value > 0 if automatic cancellation is supported,otherwise ),
'List of Values' = (values appropriate to the property subscribed to}@nd any other
properties the IUT provides with it, such as Stat(s-Flags)
EILSE
RECEIVE BACnet-Error PDU,
Error Class = SERVICES,
Error Code = SERVICE REQUEST DENIED | OTHER

9.11.1.2 Unconfirmed COV Notifications

Purpose: Tp verify that the IUT correctly responds to a SubscribeCOVPropérty request to establish a subscriptipn for
Unconfirm¢d COV notifications. An implementation that supports COV. reporting cannot respond with an error fof both
this test and the test in 9.11.1.1.

Test Steps:
1. TRANBMIT SubscribeCOVProperty-Request,
'Syibscriber Process Identifier' =  (any valid pregess identifier),
'Monitored Object Identifier' =  (any objectisupporting COV notifications),
'Ispue Confirmed Notifications' = TRUE,
'Lifetime' = (any value > 0 if automatic cancellation is supported, otherwise 0),

'Monitored Property Identifier' = (4ny valid property supporting COV notifications)
2. RECE]VE BACnet-SimpleACK-PDY
3. BEFORE Notification Fail Time
IF (the|]IUT supports confirmed fietifications) THEN
RECEIVE BACnetUnconfirmedCOVNotification-Request,
'Subscriber Procéss)ldentifier' = (the same identifier used in the subscription),

'Initiating Device) Identifier' =  IUT,

'Monitored.Object Identifier' = (the same object used in the subscription),

'Time R€maining' = (any value > 0 if automatic cancellation is supported, otherwise 0),

'List of-Values' = (values appropriate to the property subscribed to, and any other propgrties

the IUT provides with it, such as Status-Flags)
ELSE

R‘rﬂ‘ltrr‘nAﬂ —l DL
CLIVL DACIHCEDITUL T DU,

Error Class = SERVICES,
Error Code = SERVICE REQUEST DENIED | OTHER

9.11.1.3 Explicit Indefinite Lifetime COV Subscriptions

Purpose: To verify that the IUT correctly responds to a SubscribeCOVProperty request to establish a subscription with an
indefinite lifetime (lifetime = 0). Either confirmed or unconfirmed notifications may be used but at least one of these
options must be supported by the IUT.
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Test Steps:

1.

2.
3.

TRANSMIT SubscribeCOVProperty-Request,

'Subscriber Process Identifier' = (any valid process identifier),

'Monitored Object Identifier' = (any object supporting COV notifications),

'Issue Confirmed Notifications' = TRUE | FALSE,

'Lifetime' = 0,

'Monitored Property Identifier' = (any valid property supporting COV notifications)

RECEIVE BACnet-SimpleACK-PDU
BEFORE Notification Fail Time

IF (the subscription was for confirmed notifications) THEN
RECEIVE BACnetConfirmedCOVNotification-Request,
'Subscriber Process Identifier' = (the same identifier used in the subscription),

'Initiating Device Identifier' =  IUT,

'Monitored Object Identifier' = (the same object used in the subscription),

'Time Remaining' = 0,

'List of Values' = (values appropriate to the property subscribed to, and any oth

properties the IUT provides with it, such as Status_Flags)
TRANSMIT BACnet-SimpleACK-PDU

ELSE
RECEIVE BACnetUnconfirmedCOVNotification-Request,
'Subscriber Process Identifier' = (the same identifier used in the subscription),
'Initiating Device Identifier' = IUT,
'Monitored Object Identifier' = (the same object used.in‘the subscription),
'Time Remaining' = 0,
'List of Values' = (values appropriate to the property subscribed to, and any oth

properties the XUT provides with it, such as Status_Flags)
MAKE (a change to the monitored object that should cause a COV notification)
BEFORE Notification Fail Time
I[F (the subscription was for confirmed notifications) THEN
RECEIVE BACnetConfirmedCOVNotification-Request,
'Subscriber Process Identifier' = ‘(the same identifier used in the subscription),

=y

b changed
he IUT

b changed
he IUT

'Initiating Device Identifier' = \\TUT,

'Monitored Object Identifier"=/ (the same object used in the subscription),

'Time Remaining' = 0,

'List of Values' = (values appropriate to the property subscribed to including thg
value that triggered the notification, and any other properties
provides with it, such as Status_Flags)

ELSE
RECEIVE BACnetUnconfirmedCOVNotification-Request,

'Subscriber Process Identifier' = (the same identifier used in the subscription),

'Initiating Device Identifier'=  IUT,

'Monitored Object Identifier' = (the same object used in the subscription),

“Time Remaining' = 0,

"List of Values' = (values appropriate to the property subscribed to including th
value that triggered the notification, and any other properties

s | R PN 1 Qe Il AY
PLUVIULS WILLIL, SULIT A4S OlatudsT1'1ags)

9.11.14 Canceling COV Subscriptions

Dependencies: Indefinite lifetime COV subscriptions, 9.11.1.1.

Purpose: To verify that the IUT correctly responds to a SubscribeCOVProperty request to cancel a COV subscription.
This test cancels the subscription made in 9.11.1.1.
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Test

1.

2.
3.
4.

Steps:

TRANSMIT SubscribeCOVProperty-Request,

'Subscriber Process Identifier' = (the process identifier used in test 9.11.1.1),
'Monitored Object Identifier' = (the same object used in test 9.11.1.1),
'Monitored Property Identifier' =  (the same property used in test 9.11.1.1)

RECEIVE BACnet-Simple ACK-PDU
WAIT Notification Fail Time
MAKE (a change to the monitored object that would cause a COV notification if there were an active subscription)

Notes to Tester: The IUT shall not transmit a COV notification message.

9.11.1.5 Canceling Expired or Non-Existing Subscriptions
Purpose: TP verify that the IUT correctly responds to a SubscribeCOVProperty request to cancel a subscription that no
longer exists.
Test Steps:
1. TRANPBMIT SubscribeCOVProperty-Request,
'Subscriber Process Identifier' =  (any unused process identifier or an identifier-from a previously terminated
subscription),
'Monitored Object Identifier' = (any unused object or an object from a preyiously terminated subscription),
'Monitored Property Identifier' =  (any unused property or a property from a previously terminated
subscription)
2. RECE]VE BACnet-SimpleACK-PDU
3. WAIT|Notification Fail Time
4. MAKH (a change to the monitored object that would cause a COV, notification if there were an active subscription)

Notes to Tgster: The IUT shall not transmit a COV notification mgssage. An error message is not an acceptable resplonse.

9.11

1.6 Implied Indefinite Lifetime COV Subscriptions

Purpose: T¢ verify that the IUT correctly responds to a SubscribeCOVProperty request to establish a subscription with an

impl

at least one|of these options must be supported by-the-TUT.

Test

Notes to Tqster: The passing result is identical to the results in 9.11.1.1.

9.11

ied indefinite lifetime (lifetime parameter omitted):~Either confirmed or unconfirmed notifications may be usgd, but

Steps:|The test steps are identical to 9.1 Iil.1 except that the 'Lifetime' parameter in step 1 shall be omitted.

1.7 Finite Lifetime Subscriptions

Purpose: Tp verify that the I[UT-¢orrectly responds to a SubscribeCOVProperty request to establish a subscription vith a
temporary lifetime. Either,confirmed or unconfirmed notifications may be used, but at least one of these options mpst be

supported By the IUT.

1.

2.
3.

210

TRANBMIT SubscribeCOVProperty-Request,

'Sybscriber Process Identifier' =  (any valid process identifier),

'Monitored Object Identifier' = (any object supporting COV notifications),
'[ssue-Comnfirmed Notifications = TRUE TFALSE,

'Lifetime' = (a value between 60 seconds and 300 seconds),

'Monitored Property Identifier' =  (any valid property supporting COV notifications)
RECEIVE BACnet-SimpleACK-PDU
BEFORE Notification Fail Time
IF (the subscription was for confirmed notifications) THEN
RECEIVE BACnetConfirmedCOVNotification-Request,
'Subscriber Process Identifier' = (the same identifier used in the subscription),

'Initiating Device Identifier'=  IUT,

'Monitored Object Identifier' = (the same object used in the subscription),

'Time Remaining' = (the requested subscription lifetime),

'List of Values' = (values appropriate to the property subscribed to, and any other

properties the IUT provides with it, such as Status-Flags)
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TRANSMIT BACnet-SimpleACK-PDU
ELSE
RECEIVE BACnetUnconfirmedCOVNotification-Request,
'Subscriber Process Identifier' = (the same identifier used in the subscription),

'Initiating Device Identifier' =  IUT,

'Monitored Object Identifier' = (the same object used in the subscription),

'Time Remaining' = (the requested subscription lifetime),

'List of Values' = (values appropriate to the property subscribed to, and any other

properties the IUT provides with it, such as Status-Flags)

5. MAKE (a change to the monitored object that should cause a COV notification)
6. BEFORE Notification Fail Time
IF (the subscription was for confirmed notifications) THEN
RECEIVE BACnetConfirmedCOVNotification-Request,
'Subscriber Process Identifier' = (the same identifier used in the subscription),
'Initiating Device Identifier' =  IUT,
'Monitored Object Identifier' = (the same object used in the subscription),
'Time Remaining' = (a value greater than 0 and less than the requested subscription
lifetime),
'List of Values' = (values appropriate to the property subscribed to, and any other
properties the IUT provides with'it,)such as Status-Flags)
TRANSMIT BACnet-Simple ACK-PDU
ELSE
RECEIVE BACnetUnconfirmedCOVNotification-Request,
'Subscriber Process Identifier' = (the same identifieraised in the subscription),
'Initiating Device Identifier' =  IUT,
'Monitored Object Identifier' = (the same objectsed in the subscription),
'Time Remaining' = (a value greater than 0 and less than the requested subsctiption
lifetime),
'List of Values' = (values appropriate to the object type of the monitored objject
including the changed value that triggered the notification)
7. [WAIT (the lifetime of the subscription)
8. |MAKE (a change to the monitored object that would cause a COV notification if there were an active supscription)
Notgs to Tester: The IUT shall not transmit.a,COV notification message addressed to the TD after step 6.
9.11(1.8 Updating Existing Subscriptions
Purpose: To verify that the IUT correctly responds to a SubscribeCOVProperty request to update the |ifetime of a
subscription. Either confirmed (or; unconfirmed notifications may be used but at least one of these optjons must be
suppjorted by the IUT.
Tes Concept: A subscription for COV notifications is made for 60 seconds. Before that subscription has expired a
secqnd subscription.is made for 300 seconds. When the notification is sent in response to the second subgcription, the
lifetjme is checkedto verify that it is greater than 60 but less than 300 seconds.
Tesf Steps:
1. [TRANSMIT SubscribeCOVProperty-Request,
DUUSUITIUUT T TUCUSS TUCIILITIUVT ™ \au_y vala PIUUCDD lucllllllcl},
'Monitored Object Identifier' = (any object supporting COV notifications),
'Issue Confirmed Notifications' = TRUE | FALSE,
'Lifetime' = 60,
'Monitored Property Identifier' = (any valid property supporting COV notifications)
2.  RECEIVE BACnet-SimpleACK-PDU
3. BEFORE Notification Fail Time

IF (the subscription was for confirmed notifications) THEN
RECEIVE BACnetConfirmedCOVNotification-Request,
'Subscriber Process Identifier' = (the same identifier used in the subscription),

'Initiating Device Identifier'=  IUT,
'Monitored Object Identifier' = (the same object used in the subscription),
'Time Remaining' = 60,
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including

'List of Values' = (values appropriate to the object type of the monitored object

the changed value of that triggered the notification)

TRANSMIT BACnet-SimpleACK-PDU

ELSE
RECEIVE BACnetUnconfirmedCOVNotification-Request,
'Subscriber Process Identifier' = (the same identifier used in the subscription),
'Initiating Device Identifier' = IUT,
'Monitored Object Identifier' = (the same object used in the subscription),
'Time Remaining' = 60,
'List of Values' = (values appropriate to the object type of the monitored object
including the changed value of that triggered the notification)
4. TRANkMIT SubscribeCOVProperty-Request,
'Suibscriber Process Identifier' = (any valid process identifier),
'Monitored Object Identifier' = (any object supporting COV notifications),
'Ispue Confirmed Notifications' = TRUE | FALSE,
'Lifetime' = (a value between 180 and 300 seconds),
'Monitored Property Identifier' = (any valid property supporting COV notificatieis)
5. RECE]VE BACnet-SimpleACK-PDU

6. BEFO
IF|

El

9.11.1.9

Purpose: T
Subscribed
options mu|

Test Concd
specifies a

than is reqy

RE Notification Fail Time

'Initiating Device Identifier' =  IUT,
'Monitored Object Identifier' = (the same object used in.thé subscription),
'Time Remaining' = (the requested subscription lifetime),
'List of Values' = (values appropriate.to the object type of the monitored object
including the chafiged value of that triggered the notification)
LSE

OVProperty request, Either confirmed or unconfirmed notifications may be used but at least one of]
5t be supported by the, TUT.

pt: A subscription for COV notification is made for a property of datatype REAL. The subscription r
COV increment. The monitored property is changed by an amount less than the increment, and the TD
to ensure that the lJT"does not generate a notification. The monitored property is changed by an amount slightly

(the subscription was for confirmed notifications) THEN
RECEIVE BACnetConfirmedCOVNotification-Request,
'Subscriber Process Identifier' = (the same identifier used in the subscription),

RECEIVE BACnetUnconfirmedCOVNotificationzRequest,
'Subscriber Process Identifier' = (the same-identifier used in the subscription),

'Initiating Device Identifier'=  IUT,

'Monitored Object Identifier' = (the-same object used in the subscription),

'Time Remaining' = (the requested subscription lifetime),

'List of Values' = (values appropriate to the object type of the monitored object

including the changed value of that triggered the notification)
Client-Supplied COV Increment
verify that the IUT corr€otly generates COV notifications when the client supplies the COV increment

ired¢toCause a COV notification, and the TD waits for the notification.

in the
these

bquest
waits
more

T C f‘ e 1L 4l - 1 - 1 +l - s 1 lodad O ONL L s s - 41 h RN |
est on lbulauuu. I I PLUPCL Ly UCllls SUUSUIIULU U 11adS a4 ITVIAICU UU'V IIIVICVITIUTIU }JLUPUII.)’ JUS L] UUJUL«I., LT

n the

value of the COV_Increment property should be significantly different than the COV increment provided in the
subscription service.

1. TRANSMIT SubscribeCOVProperty-Request,

'Subscriber Process Identifier' =  (any valid process identifier),

'Monitored Object Identifier' = (any object supporting COV notifications),

'Issue Confirmed Notifications'= TRUE | FALSE,

'Lifetime' = (any value that will ensure no re-subscription is required to complete the

test),

'Monitored Property Identifier' = (any valid property supporting COV notifications),
'COV Increment' = (any valid increment value)
2. RECEIVE BACnet-SimpleACK-PDU

212
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3. BEFORE Notification Fail Time
IF (the subscription was for confirmed notifications) THEN
RECEIVE BACnetConfirmedCOVNotification-Request,
'Subscriber Process Identifier' = (the same identifier used in the subscription),

'Initiating Device Identifier' =  IUT,

'Monitored Object Identifier' = (the same object used in the subscription),

'Time Remaining' = (the requested lifetime),

'List of Values' = (values appropriate to the object type of the monitored object

including
the value of monitored property)
TRANSMIT BACnet-Simple ACK-PDU
ELSE
RECEIVE BACnetUnconfirmedCOVNotification-Request,
'Subscriber Process Identifier' =(the same identifier used in the subscription),
'Initiating Device Identifier' = [UT,
'Monitored Object Identifier' = (the same object used in the subscription),
'Time Remaining' = (the requested lifetime),
'List of Values' = (values appropriate to the object type of th¢ monitored objg¢ct
including the value of monitored propetty)
MAKE (the monitored property change by less than the COV increment)
CHECK (verify that the IUT did not transmit a notification message for the monitored property)
MAKE (the monitored property change by slightly more than COV Increment less the amount changed in step 5)
BEFORE Notification Fail Time
IF (the subscription was for confirmed notifications) THEN
RECEIVE BACnetConfirmedCOVNotification-Request,

Nk

'Subscriber Process Identifier' =  (the same identifier used in the subscription),

'Initiating Device Identifier' = IUT,

'Monitored Object Identifier' = (the sape-object used in the subscription),

'Time Remaining' = ?,

'List of Values' = (values appropriate to the object type of the monitored [object

including the changed value that triggered the notificatjon)
TRANSMIT BACnet-Simple ACK-PDU

ELSE
RECEIVE BACnetUnconfirmed€OVNotification-Request,
'Subscriber Process Identifier' =  (the same identifier used in the subscription),
'Initiating Device Identifier' = IUT,
'Monitored Objectdentifier' = (the same object used in the subscription),
'Time Remaining"= ?,
'List of Values! = (values appropriate to the object type of the monitored [object

including the changed value that triggered the notificatjon)
9.11.2 Negative SubscribeCOVProperty Service Execution Tests

The|purpose of this test group is to verify the correct execution of the SubscribeCOVProperty service rpquest under
circgmstances¢where the service is expected to fail.

9.11{2.1 The Monitored Object Does Not Support COV Notification

PurpoS$es; To verify that the IUT correctly responds to a SubscribeCOVProperty request to establish a subsdription when

d R 1 parat &l e -
the HIOTIINOITU OUJCCL dOTS TIOT SUPPUOIT UU V TTIOUTICAUOILS.

Test Steps:
1. TRANSMIT SubscribeCOVProperty-Request,
'Subscriber Process Identifier' =  (any valid process identifier),
'Monitored Object Identifier' = (any object that does not support COV notifications),
'Issue Confirmed Notifications'= TRUE,
'Lifetime' = 60,

'Monitored Property Identifier' = (any property in the object)
2. RECEIVE BACnet-Error-PDU,
Error Class = SERVICES,
Error Code = SERVICE REQUEST DENIED | OTHER
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9.11.2.2

The Monitored Property Does Not Support COV Notification

Purpose: To verify that the IUT correctly responds to a SubscribeCOVProperty request to establish a subscription when
the monitored object supports COV notifications but not on the requested property.

Test Steps:
1. TRANSMIT SubscribeCOVProperty-Request,
'Subscriber Process Identifier' = (any valid process identifier),
'Monitored Object Identifier' = (any object that supports COV notifications),
'Issue Confirmed Notifications' = TRUE,
'Lifetirpe~= 605
'Monitpred Property Identifier' = (any property that does not support COV notifications)
2. RECEIVE BACnet-Error PDU,
Enror Class = SERVICES,
Error Code = SERVICE REQUEST DENIED | OTHER
9.12 AtomifReadFile Service Execution Tests

This clause
Dependenc
BAChnet Rd

Test Conceg
supports re
stream-basg
is supporte
file type ng
various wa

Configurati
exact contel
stream accq
will design
stream accq
records for
initialize th
data provid
9.12.1 P¢

9.12.1.1

The purpos
based files

9.12.1.11

defines the tests necessary to demonstrate support for executing AtomicReadFile seryiee requests.
es: None.
ference Clause: 14.1.

pt: The BACnet file access services permit access to files on eithet a técord basis or a stream basis. If th
Lord-based file structures then the record access tests (9.12.1.1 and 9.12.2.1) shall be used. If the IUT su
d file structures then the stream access tests (9.12.1.2 and 9.12.2.2) shall be used. If only one file acces
1 in the IUT this shall be explicitly documented in the PICS’and only the tests in this clause that apply {
ed to be executed. The tests consist of reading the contents of the file using the AtomicReadFile sery
s and verifying that the appropriate known file data isireturned.

on Requirements: The AtomicReadFile servige, execution tests require that the TD have knowledge
nts of a known file. The IUT shall be configured with a file that supports record access and one that su
ss. In the test procedures "R" will designate the File object identifier for the record access test file ar
hite the File object identifier for the stfeam access test file. If the IUT does not support both record acce
ss then one of these files may be omitted. The minimum test file size is four octets for stream access an|
record access files. These files ¢an*be configured into the IUT or the AtomicWriteFile service can be uj
e files to a known state. The ‘test procedures assume that the IUT is already configured with the know
d by the manufacturer.

sitive AtomicReadFKile-Service Execution Tests

Reading Record Based Files

e of this test/group is to verify the correct execution of the AtomicReadFile service requests from r
under circumstances where the service is expected to be successfully completed.

Réading an Entire File

Purpose: T

e IUT
bports
5 type
o that
ice in

of the
bports
d"s"
ks and
d four
sed to
m file

bcord-

verify that the TUT correctly responds to a request to read an entire file

Test Steps:

1. TRANSMIT AtomicReadFile-Request,

'File Identifier' = R,

'File Start Record' = 0,

'Requested Record Count' = (the number of records in the test file)
2. RECEIVE AtomicReadFile-ACK,

'End of File' = TRUE,

'File Start Record' = 0,

'Returned Record Count' = (the number of records in the test file),
'File Record Data' = (the known contents of the test file)
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9.12.1.1.2 Reading Data from the Beginning of a File

Purpose: To verify that the IUT correctly responds to a request to read data from the beginning of the file to an
intermediate point before the end of the file.

Test Steps:

1. TRANSMIT AtomicReadFile-Request,
'File Identifier' = R,
'File Start Record' = 0,

'Requested Record Count' = (any number n: 0 < n < the number of records in the test file)
2. RECENE-AtomicReadEile-ACK

'End of File' = FALSE,

'File Start Record' = 0,

'Returned Record Count' = n,

'File Record Data' = (the first n records of the test file)

9.121.1.3 Reading Data from an Intermediate Point to the End of the File

Purgose: To verify that the IUT correctly responds to a request to read data beginning from an intermedigte point and
contlinuing to the end of the file.

Test Steps:
1. [TRANSMIT AtomicReadFile-Request,
'File Identifier' = R,
'File Start Record' = (any number n: 0 < n < the numbgtof records in the test file),

'Requested Record Count' = (the number of records in the test-file — n)
2. |RECEIVE AtomicReadFile-ACK,

'End of File' = TRUE,

'File Start Record' = n,

'Returned Record Count' = (the number of records in the test file — n),

'File Record Data' = (the test file record data from position n to the end of the file)

9.121.14 Reading Data Beginning frem an Intermediate Point and Ending at Another Intermediate Point in
the File

Purpose: To verify that the IUT-correctly responds to a request to read data beginning from an intermedigte point and
continuing to another intermediate’point in the file.

Test Steps:
1. [TRANSMIT AtomicReadFile-Request,
'File Identifier= R,
'File Starf\Record' = (any number n: 0 < n < (the number of records in the test file — 2)),

'Requested Record Count' = (any number m: 0 < m < the number of records remaining in the test file)
2. |RECEIVE AtomicReadFile-ACK,

'End of File' = FALSE,

'File Start Record' = n,

'Returned Record Count' = m,

'File Record Data' = (the specified test file record data)

9.12.1.1.5 Reading A Data Block of Size Zero

Purpose: To verify that the IUT correctly responds to a request to read zero records of file data.
Test Steps:
1. TRANSMIT AtomicReadFile-Request,

'File Identifier' = R,
'File Start Record' = (any number n: 0 < n < the number of records in the test file),
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'Requested Record Count' = 0
2. RECEIVE AtomicReadFile-ACK,

'End of File' = FALSE,

'File Start Record' = n,

'Returned Record Count' = 0,

'File Record Data' = (an empty list of records)

9.12.1.1.6 Reading Data Past the End of the File

Purpose: To verify that the IUT correctly responds to a request to read data beginning from any point and continuing past
the end of the file.

Test Steps:
1. TRANBMIT AtomicReadFile-Request,
'File Idlentifier' = R,
'File Start Record' = (any number n: 0 < n < the number of records in the test file),

'Requgsted Record Count' = (any number m: m > the number of records remaining in the test.file)
2. RECEIVE AtomicReadFile-ACK,

'End off File' = TRUE,

'File Start Record' = n,

'Returped Record Count' = (the number of records in the test file — n),

'File Rlecord Data' = (the test file records from position n to the end of the'file)

9.12.1.2 Reading Stream Based Files

The purpode of this test group is to verify the correct execution of the AtomicReadFile service requests from stream-
based files pnder circumstances where the service is expected to be successfully completed.

9.12.1.2.1 | Reading an Entire File

Purpose: T¢ verify that the IUT correctly responds to a request towaead an entire file.

Test Steps:
1. TRANBMIT AtomicReadFile-Request,

'File Idlentifier' = S,

'File Sgart Position' = 0,

'Requgsted Octet Count' = (the.number of octets in the test file)
2. RECE]IVE AtomicReadFile-ACK,

'End off File' = TRUE,

'File Sgart Position' = 0,

'File Data' = (thé-Known contents of the test file)

9.12.1.2.2 | Reading Datafrom the Beginning of a File

Purpose: Tlo verify that<the IUT correctly responds to a request to read data from the beginning of the file [to an
intermediate point befoie the end of the file.

Test Steps:
1. TRANSMIT AfomicReadFile-Request,

'File Identifier' = S,

'File Start Position' = 0,

'Requested Octet Count' = (any number n: 0 < n < the number of octets in the test file)
2. RECEIVE AtomicReadFile-ACK,

'End of File' = FALSE,

'File Start Position' = 0,

'File Data' = (the first n octets of the test file)

216 © 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=a7e655b0be2e5297f0aba36b85fe4d40

ISO 16484-6:2009(E)

9.12.1.2.3 Reading Data from an Intermediate Point to the End of the File

Purpose: To verify that the IUT correctly responds to a request to read data beginning from an intermediate point and
continuing to the end of the file.

Test Steps:
1. TRANSMIT AtomicReadFile-Request,
'File Identifier' = S,
'File Start Position' = (any number n: 0 < n < the number of octets in the test file),
'"Requested Octet Count' = (the number of octets in the test file — n)
2. RECERE AdomieReadide-ACIKC
'End of File' = TRUE,
'File Start Position' = n,
'File Data' = (the test file data from position n to the end of the file)

9.121.2.4 Reading Data Beginning from an Intermediate Point and Ending at Another’Intermedjate Point in
the File

Purgose: To verify that the IUT correctly responds to a request to read data beginning from an intermedigte point and
continuing to another intermediate point in the file.

Test Steps:
1. [TRANSMIT AtomicReadFile-Request,
'File Identifier' = S,
'File Start Position' = (any number n: 0 < n < (the number of octets in the test file — 2)),
'Requested Octet Count' = (any number m: 0 < m < the-number of octets remaining in the test fije)
2. |RECEIVE AtomicReadFile-ACK,
'End of File' = FALSE,
'File Start Position' = n,
'File Data' = (the specified test file data)

9.121.2.5 Reading A Data Block of Size Zero

Purpose: To verify that the IUT correctly respénds to a request to read zero octets of file data.

Tesf Steps:
1. [TRANSMIT AtomicReadFile-Request,
'File Identifier' = S,
'File Start Position' = (any number n: 0 < n < the number of octets in the test file),
'Requested Octet Count’ = 0
2. |RECEIVE AtomicReadFile-ACK,
'End of File' = FALSE,
'File Start Rogition = n,
'File Data's+ (an octet string of length 0)

9.121.2¢6 ¥ Reading Data Past the End of the File

Purpose? To ve ntinuing past
the end of the file.
Test Steps:
1. TRANSMIT AtomicReadFile-Request,

'File Identifier' = S,

'File Start Position' = (any number n: 0 < n < the number of octets in the test file),

'Requested Octet Count' = (any number m: m > the number of octets remaining in the test file)
2. RECEIVE AtomicReadFile-ACK,

'End of File' = TRUE,

'File Start Position' = n,

'File Data' = (the test file octets from position n to the end of the file)
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9.12.2 Negative AtomicReadFile Service Execution Tests

9.12.2.1 Reading Record Based Files

The purpose of this test group is to verify the correct execution of the AtomicReadFile service requests from record-
based files under circumstances where the service is expected to fail.

9.12.2.1.1 Attempting to Read Data from a Range of Records Outside the File Boundaries

Purpose: To verify the correct execution of the AtomicReadFile service request under circumstances where the specified
records are outside of the boundaries of the file.

Test Steps:
1. TRANBMIT AtomicReadFile-Request,
'File Idlentifier' = R,
'File Start Record' = (any number n: n > the number of records in the test file),

'Requgsted Record Count' = (any number > 0)
2. RECEIVE BACnet-Error PDU,
Hrror Class = SERVICES,
Hrror Code = INVALID FILE _START POSITION

9.12.2.1.2 | Attempting to Read Data from a Nonexistent File

Purpose: T verify the correct execution of the AtomicReadFile service requestunder circumstances where the spdcified
file does ndt exist.

Test Steps:

1. TRANBMIT AtomicReadFile-Request,
'File Idlentifier' = (any non existent file),
'File Start Record' = (any number > 0),

'Requgsted Record Count' = (any number > 0)
2. RECEIVE BACnet-Error PDU,
Hrror Class = OBIJECT,
Hrror Code = UNKNOWN_OBJECT

9.12.2.1.3 | Attempting to Read Data Using.the Wrong File Access Type

Purpose: T¢ verify the correct execution ofthe AtomicReadFile service request under circumstances where the file jccess
type is inagpropriate for the specified-file.

Test Steps:
1. TRANBMIT AtomicReadFile-Request,

'File Idlentifier' = R,

'File Sfart Position’ = 0,

'Requgsted Qetet Count' = 1
2. RECEIVE BACnet-Error PDU,

rror Class = QPD\/IFPQ)
Error Code = INVALID_FILE _ACCESS_METHOD

9.12.2.14  Attempting to Read Data Beginning with a Record Number Less Than Zero

Purpose: To verify the correct execution of the AtomicReadFile service request under circumstances where the specified
record range is invalid.

Test Steps:
1. TRANSMIT AtomicReadFile-Request,
'File Identifier' = R,
'File Start Record' = (any number n: n <0),

'Requested Record Count' = 1
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2. RECEIVE
(BACnet-Error PDU,
Error Class = SERVICES,
Error Code = INVALID START POSITION) |
(BACnet-Reject-PDU,
Reject Reason = PARAMETER OUT OF RANGE)

9.12.2.2 Reading Stream Based Files

The purpose of this test group is to verify the correct execution of the AtomicReadFile service requests from stream-
based files under circumstances where the service is expected to fail.

9.1222-

Purpose: To verify the correct execution of the AtomicReadFile service request under circumstances where [the specified
octefs are outside of the boundaries of the file.

Test Steps:
1. [TRANSMIT AtomicReadFile-Request,
'File Identifier' = S,
'File Start Position' = (any number n: n > the number of octets in the test-file),
'Requested Octet Count' = (any number > 0)
2. |RECEIVE BACnet-Error PDU,
Error Class = SERVICES,
Error Code = INVALID_FILE STARTAPOSITION

9.122.2.2 Attempting to Read Data from a Nonexistent File

Purpose: To verify the correct execution of the AtomicReadFilg;setvice request under circumstances where [the specified
file floes not exist.

Test Steps:
1. [TRANSMIT AtomicReadFile-Request,
'File Identifier' = (any non existent file),
'File Start Position' = (any number > 0),
'Requested Octet Count' = (any number > 0)
2. |RECEIVE BACnet-Error PDU,
Error Class = OBJECT,
Error Code = UNKNOWN_OBJECT

9.12.2.2.3 Attempting to-Read Data Using the Wrong File Access Type

Purpose: To verify the.coirect execution of the AtomicReadFile service request under circumstances where the file access
type| is inappropriate, for the specified file.

Test Steps:

1. [TRANSMIT AtomicReadFile-Request,
'Eile Identifier' = S,
'File Start Record” = 0,

'Requested Record Count' = 1
2. RECEIVE BACnet-Error PDU,
Error Class = SERVICES,
Error Code = INVALID FILE ACCESS METHOD

9.12.2.2.4  Attempting to Read Data Beginning with a Start Position Less Than Zero

Purpose: To verify the correct execution of the AtomicReadFile service request under circumstances where the specified
record range is invalid.
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Test Steps:

1. TRAN

SMIT AtomicReadFile-Request,

'File Identifier' = S,

'File S

tart Position' = (any number n: n <0),

'Requested Octet Count' = 1
2. RECEIVE
(BACnet-Error PDU,
Error Class = SERVICES,
Error Code = INVALID_START_ POSITION) |
(BACnet-Reject-PDU,

R{
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9.13.1.1.1
Purpose: T

ject Reason = PARAMETER_OUT_OF RANGE)
L WriteFile Service Execution Tests

defines the tests necessary to demonstrate support for executing AtomicWriteFile service requests.
es: AtomicReadFile Service Execution Tests 9.12; ReadProperty Service Execution Tests,9.18.
ference Clause: 14.2.

pt: The BACnet file access services permit access to files on either a record basis or a stream basis. If th
fite access to record-based files then the record access tests (9.13.1.1 and-9:13.2.1) shall be used. If th
eam-based file structures then the stream access tests (9.13.1.2 and 9.13.2.2) shall be used. If only of
is supported in the IUT this shall be explicitly documented in the-PICS and only the tests in this claug
hat file type need to be executed. The tests consist of modifying the contents of the files usir
teFile service in various ways and verifying that the appropriate’changes to the file data took place.

bmentations may have special restrictions on files. For,gxample, files that represent the device's oper3
ny contain proprietary header information that is used to ensure the authenticity of the file. Any such g
must be documented in the PICS.

on Requirements: If write access to record-based files is supported the IUT shall be configured with a r
bject that permits write access. The objectidentifier for this file will be designated "R" in the test descrif
ess to stream-based files is supported the\TUT shall be configured with a stream-based file object that p
s. The object identifier for this file will be designated "S" in the test descriptions. The manufacture
ropriate test data to write to thesé\files or sufficient information to permit the tester to construct the tes
ects shall be configured with initial data that differs from the test data.

sitive AtomicWriteFile Service Execution Tests

Writing to Record-Based Files

e of this test group is to verify the correct execution of AtomicWriteFile service requests for record-
Circumstances,where the service is expected to be successfully completed.

Writinig'an Entire File

verify that the IUT correctly responds to a request to write an entire file.

e IUT
e JUT
e file
e that
g the

tional
pecial

bcord-
tions.
Ermits
shall
data.

based

Configurat
Test Steps:

1. TRAN

o1 nequirements. The testdara shattcontaim at feast as many records as tne it dara for the fite:

SMIT AtomicReadFile-Request,

'File Identifier' = R,
'File Start Record' = 0,

'Requested Record Count' = (any number > the number of records in the test data)
2. RECEIVE AtomicReadFile-ACK,

'End of File' = TRUE,
'File Start Record' = 0,
'Returned Record Count' = (any number < the number of records in the test data),
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'File Record Data' = (the initial data)
TRANSMIT AtomicWriteFile-Request,

'File Identifier' = R,

'File Start Record' = 0,

'Record Count' = (the number of records in the test data),
'File Record Data' = (the test data)
RECEIVE AtomicWriteFile-ACK,

'File Start Record' = 0

TRANSMIT AtomicReadFile-Request,

'File Identifier' = R,

'File Start Record' = 0,

7

8.
9.
9.13

Pury
the
statg

Conffiguration Requirements: The file object shall be configured-with data that differs from the test data.

Test

1.

'Requested Record Count' = (any number > the number of records 1in the test data)
RECEIVE AtomicReadFile-ACK,

'End of File' = TRUE,

'File Start Record' = 0,

'Returned Record Count' = (the number of records in the test data),
'File Record Data' = (the test data)

VERIFY (R), Modification Date = (the current date and time)
VERIFY (R), ARCHIVE = FALSE

VERIFY (R), Number Of Records = (the number of records in the test data)
.1.1.2  Overwriting a Portion of a File

ose: To verify that the IUT correctly responds to a request to write td_a file beginning at any intermed
UT does not support files that can not be modified except by replacing the entire file, and this restrict
d in the PICS, then this test may be ignored.

Steps:

TRANSMIT ReadProperty-Request,

'Object Identifier' = R,
"Property Identifier' = Number Of:\Records
2. |RECEIVE ReadProperty-ACK,
'Object Identifier' = R,
"Property Identifier' = Nutber Of Records
'"Property Value' = (the current number of records, designated "InitialNumRecords" below)
3. [TRANSMIT AtomicReadFile;Request,
'File Identifier' = R,
'File Start Record' = 0,
'Requested Record.Gount' = (any number > InitialNumRecords)
4. |RECEIVE AtomiicReadFile-ACK,
'End of File'.= TRUE,
'File StartRecord' = 0,
'ReturnedRecord Count' = InitialNumRecords,
'File Record Data' = (the initial data)
5. [TRANSMIT AtomicWriteFile-Request,
'File Start Record' = (any value n: 0 < n < InitialNumRecords),
'Record Count' = (the number of records in the test data),
'File Record Data' = (the test data)
6. RECEIVE AtomicWriteFile-ACK,
'File Start Record' = (the 'File Start Record' used in step 4)
7. TRANSMIT AtomicReadFile-Request,
'File Identifier' = R,
'File Start Record' = (the 'File Start Record' used in step 4),
'Requested Record Count' = (the number of records in the test data)
8. RECEIVE AtomicReadFile-ACK,

'"End of File' = TRUE,
'File Start Record' = (the 'File Start Record' used in step 4),

© 1SO 2009 - All rights reserved

iate point. If
on is clearly

221


https://standardsiso.com/api/?name=a7e655b0be2e5297f0aba36b85fe4d40

ISO 16484-6:2009(E)

'Returned Record Count' = (the number of records in the test data),
'File Record Data' = (the test data)

9. VERIFY (R), Modification_Date = (the current date and time)

10. VERIFY (R), ARCHIVE = FALSE

11. VERIFY (R), Number Of Records= (the number of records in the test data + the 'File Start Record' used in
step 4)

9.13.1.1.3  Appending Data to the End of a File

Purpose: To verify that the IUT correctly responds to a request to write to the end of a file. If the IUT does not support
files that cannot be modified except by replacing the entire file, and this restriction is clearly stated in the PICS, then this
test may be ignored.

Configuratjon Requirements: The file object shall be configured with data that differs from the test data.
Test Steps:

1. TRANBMIT ReadProperty-Request,

'Objedt Identifier' = R,

'Propefty Identifier' = Number Of Records
2. RECE]VE ReadProperty-ACK,

'Objedt Identifier' = R,

"Propeyty Identifier' = Number Of Records

(the current number of records, designated "InitialNumRecords" below)
3. TRANBMIT AtomicReadFile-Request,

'File Idlentifier' = R,

'File Sjtart Record' = 0,

'Requg¢sted Record Count' = (any number > InitialNumRecords)
4. RECEIVE AtomicReadFile-ACK,

'End off File' = TRUE,
'File Sjtart Record' = 0,
'Returped Record Count' = InitialNumRecords,
'File Rlecord Data' = (the initial data)
5. TRANBMIT AtomicWriteFile-Request,
'File Igentifier' = R,
'File Sgart Record' = -1,
'Recond Count' = (the number of records in the test data),
'File Record Data' = (the test*data)
6. RECE]VE AtomicWriteFile-ACK{
'File Sjtart Record' = InitialNumRecords,
7. TRANBMIT AtomicReadFile-Request,
'File Idlentifier' = R,
'File Sjtart Record' = InitialNumRecords,

'Requgsted Record Count' = (the number of records in the test data)
8. RECE]IVE AtomicReadFile-ACK,

'"End off File' = TRUE,
'File Sgart Record' = InitialNumRecords,
'Returped-Record Count' = (the number of records in the test data),
'File RecordData— (ﬂlc test data)
9. VERIFY (R), Modification_Date = (the current date and time)
10. VERIFY (R), ARCHIVE = FALSE

11. VERIFY (R), Number Of Records = (the number of records in the test data + InitialNumRecords)
9.13.1.14 Truncating a File

Purpose: To verify that the IUT correctly responds to a WriteProperty request to truncate a file. This test shall be
performed only if the Protocol Revision property is present in the Device object and has a value greater than or equal to
1.

Dependencies: WriteProperty Service Execution Tests 9.22.
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Configuration Requirements: The manufacturer shall configure the IUT with a file object that permits write access and
contains initial file data more than one record in length. A copy of the file data shall also be provided to the tester.

be performed
1.

Test Steps:
1. TRANSMIT ReadProperty-Request,
'Object Identifier' = R,
"Property Identifier' = Number Of Records
2. RECEIVE ReadProperty-ACK,
'Object Identifier' = R,
"Property Identifier' = Number Of Records
'"Property Value'= (the current number of records, designated "InitialNumRecords" below)
3. [TRANSMIT AtomicReadFile-Request,
'File Identifier' = R,
'File Start Record' = 0,
'Requested Record Count' = (any number > InitialNumRecords)
4. |RECEIVE AtomicReadFile-ACK,
'End of File' = TRUE,
'File Start Record' = 0,
'Returned Record Count' = InitialNumRecords,
'File Record Data' = (the initial data)
5. [TRANSMIT WriteProperty-Request,
'Object Identifier' = R,
'Property Identifier' = Number Of Records,
'"Property Value' = (any value n: 0 <n < InitialNumRecords)
6. |RECEIVE BACnet-SimpleACK-PDU
7. [TRANSMIT AtomicReadFile-Request,
'File Identifier' = R,
'File Start Record' = 0,
'Requested Record Count' = InitialNumRecords
8. |RECEIVE AtomicReadFile-ACK,
'End of File' = TRUE,
'File Start Record' = 0,
'Returned Record Count' = n,
'File Record Data' = (the initial data from records 0 — (n-1))
9.13.1.1.5 Deleting a File
Purpose: To verify that the IUT (correctly responds to a WriteProperty request to delete a file. This test shall
only if the Protocol Revision preperty is present in the Device object and has a value greater than or equal tq
Depgndencies: WriteProperty Service Execution Tests 9.22.
Tesf Steps:
1. [TRANSMIT ReadProperty-Request,
'Object Tdentifier' = R,
'Pioperty Identifier' = Number Of Records
2. RECEI‘V,E RUadPl UPUlt_y 'ACI\’
'Object Identifier' = R,
'Property Identifier' = Number Of Records
'"Property Value' = (the current number of records, designated "InitialNumRecords" below)
3. TRANSMIT AtomicReadFile-Request,
'File Identifier' = R,
'File Start Record' = 0,
'Requested Record Count' = (any number > InitialNumRecords)
4. RECEIVE AtomicReadFile-ACK,

'End of File' = TRUE,

'File Start Record' = 0,

'Returned Record Count' = InitialNumRecords,
'File Record Data' = (the initial data for this file)
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5. TRANSMIT WriteProperty-Request,

'Object Identifier' = R,
'Property Identifier' = Number Of Records,
'"Property Value' = 0

6. RECEIVE BACnet-SimpleACK-PDU
7. TRANSMIT AtomicReadFile-Request,

'File Identifier' = R,

'File Start Record' = 0,

'Requested Record Count' = InitialNumRecords
8. RECEIVE AtomicReadFile-ACK,

'End of File' = TRUE,

'File Sgart Record' = 0,
'Returped Record Count' = 0,
'File Record Data' = (an empty list of records)

9.13.1.2

The purpode of this test group is to verify the correct execution of AtomicWriteFile service requests for stream-

files under
9.13.1.2.1
Purpose: T

Configuratjon Requirements: The test data shall contain at least as many octets as¢he initial data for the file.

Writing to Stream-Based Files

Circumstances where the service is expected to be successfully completed.
Writing an Entire File

verify that the IUT correctly responds to a request to write an entire file.

based

Test Steps:
1. TRANBMIT AtomicReadFile-Request,

'File Idlentifier' = S,

'File Sfart Position = 0,

'Requgsted Octet Count' = (any number > the number of octets in the test data)
2. RECE]IVE AtomicReadFile-ACK,

'End of File' = TRUE,

'File Sfart Position' = 0,

'File Rlecord Data' = (the initial data)
3. TRANBMIT AtomicWriteFile-Request,

'File Igentifier' = S,

'File Sgart Position = 0,

'File Data' = (the test data)
4. RECEIVE AtomicWriteFile-ACK,

'File Sgart Position' = 0
5. TRANBSMIT AtomicReadFile-Request,

'File Idlentifier' = S,

'File Sfart Position's= 0,

'Requgsted Octet Count' = (any number > the number of octets in the test data)
6. RECE]IVE AtomicReadFile-ACK,

'End of Fil¢' ¥ TRUE,

'File Start-Position' = 0,

'File Data— (the testdata)
7. VERIFY (R), Modification_Date = (the current date and time)
8. VERIFY (R), ARCHIVE = FALSE

9. VERIFY (R), Number Of Records= (the number of records in the test data)

9.13.1.2.2

Overwriting a Portion of a File

Purpose: To verify that the IUT correctly responds to a request to write to a file beginning at an intermediate point. If the
IUT does not support files that can not be modified except by replacing the entire file, and this restriction is clearly stated

in the PICS

, then this test may be ignored.

Configuration Requirements: The file object shall be configured with data that differs from the test data.
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Test Steps:
1. TRANSMIT ReadProperty-Request,
'Object Identifier' = S,
'Property Identifier' = File Size
2. RECEIVE ReadProperty-ACK,
'Object Identifier' = S,
"Property Identifier' = File Size,
"Property Value' = (the current file size, designated "InitialNumOctets" below)
3. TRANSMIT AtomicReadFile-Request,
'File Identifier' = S,
'File Start Position' = 0,
'Requested Octet Count' = (any number > InitialNumOctets)
4. |RECEIVE AtomicReadFile-ACK,
'End of File' = TRUE,
'File Start Position' = 0,
'File Data' = (the initial data)
5. |TRANSMIT AtomicWriteFile-Request,
'File Identifier' = S,
'File Start Position' = (any value n: 0 < n < InitialNumOctets),
'File Record Data' = (the test data)
6. |RECEIVE AtomicWriteFile-ACK,
'File Start Position = (the 'File Start Position' used in step 4)
7. [TRANSMIT AtomicReadFile-Request,
'File Identifier' = S,
'File Start Position' = (the 'File Start Position' used in step 4),
'Requested Octet Count' = (the number of octets in the test data)
8. |[RECEIVE AtomicReadFile-ACK,
'End of File' = TRUE,
'File Start Position' = (the 'File Start Positien/used in step 4),
'File Data' = (the test data)
9. [VERIFY (R), Modification Date = (the eurrent date and time)
10. [VERIFY (R), ARCHIVE = FALSE
11. [VERIFY (R), File Size = (thetumber of octets in the test data + the 'File Start Position' used i1
9.13.1.2.3 Appending Data to the End of a File
Purgose: To verify that the IUT correctly responds to a request to write to the end of a file. If the IUT doe
fileq| that can not be modified except by replacing the entire file, and this restriction is clearly stated in the PI
test may be ignored.

L step 4)

5 not support
CS, then this

Conlffiguration Requirements: The file object shall be configured with initial data that differs from the test dat
Tesf Steps:
1. [TRANSMIT ReadProperty-Request,

'Object Tdentifier' = S,

'Pieperty Identifier' = File Size
2. RECEI‘V,E RCadPl UPUlt_y 'ACI\,

'Object Identifier' = S,

'Property Identifier' = File Size,

'"Property Value' = (the current size in octets, designated "InitialNumOctets" below)
3. TRANSMIT AtomicReadFile-Request,

'File Identifier' = S,

'File Start Position' = 0,

'Requested Octet Count' = (any number > InitialNumOctets)
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4. RECEIVE AtomicReadFile-ACK,

'End of File' = TRUE,
'File Start Position' = 0,
'File Data' = (the initial data)
5. TRANSMIT AtomicWriteFile-Request,
'File Identifier' = S,
'File Start Position = -1,
'File Data' = (the test data)
6. RECEIVE AtomicWriteFile-ACK,
'File Start Position = InitialNumOctets,
7. TRANSMIT AtomicReadFile-Request,
'File Iglentifier' = S,
'File Slart Position' = InitialNumOctets,
'Requgsted Octet Count' = (the number of octets in the test data)
8. RECE]VE AtomicReadFile-ACK,
'End of File' = TRUE,
'File Sfart Position' = InitialNumOctets,
'File Data' = (the test data)
9. VERIHY (R), Modification_Date = (the current date and time)
10. VERIHY (R), ARCHIVE = FALSE
11. VERIHY (R), File_Size = (the number of octets in the test data + InitialNumOctets)
9.13.1.2.4 | Truncating a File
Purpose: T verify that the IUT correctly responds to a WriteProperty request to truncate a file. This test sh
performed pnly if the Protocol Revision property is present in the Device objéct and has a value greater than or eq
1.
Dependencjes: WriteProperty Service Execution Tests 9.22.
Configuratfon Requirements: The manufacturer shall configure’the IUT with a file object that permits write acce

contains in

tial file data more than one octet in length. A copyof the file data shall also be provided to the tester.

all be
ual to

s and

Test Steps:
1. TRANBSMIT ReadProperty-Request,

'Objedt Identifier' = S,

'Propefty Identifier' = File Size
2. RECE]VE ReadProperty-ACK,

'Objedt Identifier' = S,

'Propefty Identifier' = Kile Size,

'"Propefty Value' = (the“current size in octets, designated "InitialNumOctets" below)
3. TRANBMIT AtomicR¢adFile-Request,

'File Igentifier' = S,

'File Sgart Positien\= 0,

'Requgsted Octet-Count' = (any number > InitialNumOctets)
4. RECEIVE AtomicReadFile-ACK,

'End off File"= TRUE,

'File StartPosttron' = G,

'File Data' = (the initial data)
5. TRANSMIT WriteProperty-Request,

'Object Identifier' = S,

'Property Identifier' = File Size,

'"Property Value' = (any value n: 0 <n < InitialNumOctets)

6. RECEIVE BACnet-SimpleACK-PDU
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7. TRANSMIT AtomicReadFile-Request,

'File Identifier' = S,
'File Start Position' = 0,
'Requested Octet Count' = InitialNumOctets
8. RECEIVE AtomicReadFile-ACK,
'End of File' = TRUE,
'File Start Position' = 0,
'File Data' = (the test data for this file from octets 0 — (n-1))

9.13.1.2.5 Deleting a File

Purpose: To verify that the IUT correctly responds to a WriteProperty request to delete a file. This test shall be performed
only| if the Protocol Revision property is present in the Device object and has a value greater than or equaltd 1.

Depgndencies: WriteProperty Service Execution Tests 9.22.

Test Steps:
1. [TRANSMIT ReadProperty-Request,

'Object Identifier' = S,

"Property Identifier' = File Size
2. |RECEIVE ReadProperty-ACK,

'Object Identifier' = S,

"Property Identifier' = File Size

"Property Value' = (the current size in octets, designated "InitialNumOctets" below)
3. [TRANSMIT AtomicReadFile-Request,

'File Identifier' = S,

'File Start Position' = 0,

'Requested Octet Count' = (any number > InitiallumOctets)
4. |RECEIVE AtomicReadFile-ACK,

'End of File' = TRUE,

'File Start Position' = 0,

'File Data' = (the initial data)
5. [TRANSMIT WriteProperty-Request,

'Object Identifier' = S,

"Property Identifier' = File Size;

"Property Value' = 0

6. |RECEIVE BACnet-SimpleACK+~PDU
7. [TRANSMIT AtomicReadFile;Request,

'File Identifier' = S,
'File Start Position' = 0,
'Requested Octet Couynt' = InitialNumOctets
8. |RECEIVE AtonticReadFile-ACK,
'End of Filet= TRUE,
'File StartPosition' = 0,
'File Reeord Data' = (an octet string with length 0)

9.13.2" Negative AtomicWriteFile Service Execution Tests

The PpUTpost of thistest group TSto vt:lify thecorrect executiomr of Atomic WriteFiteservice TCUUTSTS umder Tircumstances
where the service is expected to fail.

9.13.2.1 Writing to Record Access Files

9.13.2.1.1 Writing to a Record Access File using Stream Access

Purpose: To verify that an appropriate error is returned if an attempt is made to write to a file using the wrong access
method. This test case should only be executed if the IUT supports file objects that use record access.
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Test Steps:
1. TRANSMIT AtomicWriteFile-Request,
'File Identifier' = R,
'File Start Position' = 0,
'File Data' = (any stream file data)
2. RECEIVE BACnet-Error-PDU,
Error Class = SERVICES,
Error Code = INVALID_FILE _ACCESS_METHOD
9.13.2.1.2  Writing to a File with an Invalid Starting Position

Purpose: Tp verify that an appropriate error is returned if an attempt is made to write to a file using an invali
position.
Test Steps:
1. TRANBMIT AtomicWriteFile-Request,
'File Idlentifier' = R,
'File Sgart Record' = (any value n: n < -1 | n > the maximum supported number of records),
'Recond Count' = (any value > 0),
'File Record Data' = (any record data)
2. RECEIVE BACnet-Error-PDU,
Error Class = SERVICES,
Error Code = INVALID_FILE START_ POSITION
9.13.2.1.3 | Writing to a Read Only File
Purpose: T¢ verify that an appropriate error is returned if an attempt is made to write to a read only file.

Configuratfon Requirements: The IUT shall be configured with\a file that does not permit write access. If it

possible to

configure such a file this test may be omitted.

| start

Is not

Test Steps:
1. TRANBMIT AtomicWriteFile-Request,
'File Idlentifier' = (any record access file that is read only),
'File Sgart Record' = 0,
'Recond Count' = (any value ¥ 0);
'File Record Data' = (any recaord)data)
2. RECEIVE
(BAChyet-Error-PDU,
Error Class = PRORERTY,
Error Code = WRITE ACCESS DENIED) |
(BAChet-Error-PDU,
Error Class = SERVICES,
Error Code = FILE_ACCESS _DENIED)
9.13.2.1.4 | Writing to a Nonexistent File
Purpose: TOverify that 2 appropriate TITor 1S TeturTed 1f am attempt 1S Tade to- WITte 0@ TToTeXiStent fite:
Test Steps:
1. TRANSMIT AtomicWriteFile-Request,
'File Identifier' = (any nonexistent file),
'File Start Record' = 0,
'Record Count' = (any value > 0),
'File Record Data' = (any record data)
2. RECEIVE BACnet-Error-PDU,
Error Class = OBIJECT,
Error Code = UNKNOWN_OBJECT | NO_OBJECTS_OF SPECIFIED TYPE
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9.13.2.2 Writing to Stream Access Files

9.13.2.2.1 Writing to a Stream Access File using Record Access

Purpose: To verify that an appropriate error is returned if an attempt is made to write to a file using the wrong access
method. This test case should only be executed if the IUT supports file objects that use stream access.

Test Steps:

1. TRANSMIT AtomicWriteFile-Request,

'File Identifier' = S,
EHe-StartRecord— 0
'Record Count' = (the number of records in the test data),
'File Record Data' = (any record file data)
2. |RECEIVE BACnet-Error-PDU,
Error Class = SERVICES,
Error Code = INVALID_FILE_ACCESS_METHOD

9.13.2.2.2  Writing to a File with an Invalid Starting Position

Purgose: To verify that an appropriate error is returned if an attempt is made to gwrite to a file using an|invalid start
posifion.

Purpose: To verify that an appropriate error is returned if an attempt is made to write to a file using an|invalid start
posifion.

Tesf Steps:
1. [TRANSMIT AtomicWriteFile-Request,
'File Identifier' = S,
'File Start Position'=  (any value n: n < -1 | n > theimaximum supported number of octets),
'File Data' = (any record data)
2. |RECEIVE BACnet-Error-PDU,
Error Class = SERVICES,
Error Code = INVALID_FILE START POSITION

9.13.2.2.3 Writing to a Read Only File

Purpose: To verify that an appropriate-etror is returned if an attempt is made to write to a read only file.

Configuration Requirements;-The IUT shall be configured with a file that does not permit write accesd. If it is not
posgible to configure such a file this test may be omitted.

Test Steps:
1. [TRANSMIT\AtomicWriteFile-Request,
'File Identifier' = (any stream access file that is read only),
'File Start Position'= 0,
'Eile\Data' = (any stream data)
2. |RECEIVE
(BACnet-Error-PDU,
Error Class = PROPERTY,
Error Code = WRITE_ACCESS_DENIED) | (BACnet-Error-PDU,
Error Class = SERVICES,
Error Code = FILE_ACCESS_DENIED)
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Writing to a Nonexistent File

Purpose: To verify that an appropriate error is returned if an attempt is made to write to a nonexistent file.

Test Steps:
1. TRANSMIT AtomicWriteFile-Request,
'File Identifier' = (any nonexistent file),
'File Start Position' = 0,
'File Data' = (any stream data)
2. RECEIVE BACnet-Error-PDU,
Error lass=——OBJECT-
Error Code = UNKNOWN_OBJECT | NO_OBJECTS_OF_SPECIFIED _TYPE

9.14AddListElement Service Execution Tests

This clause
Dependenc
BAChnet R4
Configurati

datatype is
This list pr

defines the tests necessary to demonstrate support for executing AddListElement service requests.
es: ReadProperty Service Execution Tests, 9.18.
ference Clause 15.1.

on Requirements: The IUT shall be configured with at least one standard ébject containing a property
a list. The designation "L" shall be used to represent the object identifier for this object in the test descri
perty, designated "ListProp" in the test description shall contain ong-of\more data elements and be capg
tional data elements. The property value shall be changeable using the’AddListElement service.

sitive AddListElement Service Execution Test

e of this test group is to verify the correct execution of Ad@listElement service requests under circums
ervice is expected to be successfully completed.

Adding a Single Element

storing add|
9.14.1 P
The purpos
where the s
9.14.1.1
Purpose: T
list.
Test Steps:
1. TRAN
'Objeo
'"Prope]
2. RECE
'Objeo
'Prope
'Prope
3. TRAN
'Objeo
'"Prope]
'List o
4. RECE

whose
ption.
ble of

ances

b verify the ability of the IUT to respond to amAddListElement service request to add a single elemenqt to a
SMIT ReadProperty-Request,

t Identifier' = L,

rty Identifier' = ListProp

VE ReadProperty-ACK,

t Identifier' = Ls

rty Identifier' = ListProp,

Ity Value' = (any valid value referred to as "InitialList" below)

SMIT AddListElement-Request,

t Identifier'= L,

Ity Identifier' = ListProp

f Elements' = (a single element of the correct datatype that is not in InitialList )

VE/BACnet-Simple-ACK-PDU

5. VERIFY (L), ListProp = (a list containing the elements of InitialList + the newly added element)

9.14.1.2

Adding Multiple Elements

Purpose: To verify the ability of the IUT to respond to an AddListElement service request to add multiple elements to a

list.
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Test Steps:
1. TRANSMIT ReadProperty-Request,
'Object Identifier' = L,
'Property Identifier' = ListProp
2. RECEIVE ReadProperty-ACK,
'Object Identifier' = L,
"Property Identifier' = ListProp,
"Property Value' = (any valid value referred to as "InitialList" below)
3. TRANSMIT AddListElement-Request,
'Object Identifier' = L,
'"Property Identifier' = ListProp
'List of Elements' = (two elements of the correct datatype that are not in InitialList)

4. |RECEIVE BACnet-Simple-ACK-PDU
5. |VERIFY (L), ListProp = (a list containing the elements of InitialList + the newly added elements)

9.14.1.3 Adding a Redundant Element

Purpose: To verify the ability of the IUT to respond to an AddListElement service request{o add a redundapt element to
a lis}.

Test Steps:
1. [TRANSMIT ReadProperty-Request,
'Object Identifier' = L,
'Property Identifier' = ListProp
2. |RECEIVE ReadProperty-ACK,
'Object Identifier' = L,
'"Property Identifier' = ListProp,
'"Property Value' = (any valid value referred to as, "InitialList" below)
3. [TRANSMIT AddListElement-Request,
'Object Identifier' = L,
"Property Identifier' = ListProp
'List of Elements' = (a single element'that is already contained in InitialList)

4. |RECEIVE BACnet-Simple-ACK-PDU.
5. [VERIFY (L) ListProp = InitialList

9.14.2 Negative AddListElement:Service Execution Tests

The|purpose of this test group i§ te verify the correct execution of AddListElement service requests under cfircumstances
where the service is expected to fail.

9.14.2.1 Adding a List’Element to a Property That is Not a List

Purpose: To verify the ability of the IUT to correctly respond to an AddListElement service request to add gn element to
a prperty that isqaot a list.

Tesf Steps:
1. [TRANSMIT AddListElement-Request,

*Object Tdemntifier— tany supported object);

"Property Identifier' = (any writable property that is not a list),

'List of Elements' = (a single element of the same datatype as the specified property)
2. RECEIVE AddListElement-Error,

Error Class = SERVICES,

Error Code = PROPERTY IS NOT A_LIST,

'First Failed Element' = 0

9.14.2.2 Adding a List Element With an Invalid Datatype

Purpose: To verify the ability of the IUT to correctly respond to an AddListElement service request to add an element
with an invalid datatype to a list.
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Test Steps:
1. TRANSMIT AddListElement-Request,
'Object Identifier' = L,
'"Property Identifier' = ListProp,
'List of Elements' = (a single element with a datatype inappropriate for this property)
2. RECEIVE AddListElement-Error,
Error Class = PROPERTY,
Error Code = INVALID DATATYPE,
'First Failed Element' = 0
9.14.2.3 —AnAddListilementFailureRart-Way-Throush-alist
Purpose: Tp verify the ability of the IUT to respond to an AddListElement service request to add multiple elemen
list where [one of the elements cannot be added. Upon failure, the AddListElement service should deave the list
unchanged
Test Steps:
1. TRANBMIT ReadProperty-Request,
'Objedt Identifier' = L,
"Propeyty Identifier' = ListProp
2. RECE]VE ReadProperty-ACK,
'Objedt Identifier' = L,
"Propeyty Identifier' = ListProp,
'"Propefty Value' = (any valid value referred to as "InitialList" below)
3. TRANBMIT AddListElement-Request,
'Objedt Identifier' = L,
'Propefty Identifier' = ListProp
'List of Elements' = (two or more elements to be added to the list with the second element
having the wrong datatype)
4. RECEIVE AddListElement-Error,
Error Class = SERVICES,
Error Code = INVALID PARAMETER- DATATYPE
'First Failed Element' = 2
5. VERIHY (L), ListProp = InitialList
9.15RemoyeListElement Service Execution\Tests

This clause
Dependenc
BAChet Rd
Configurati
datatype is

This list pr
value shall

defines the tests necessary fo démonstrate support for executing RemoveListElement service requests.
es: ReadProperty Service Execution Tests, 9.18.

ference Clause15.2.

on Requirements: The IUT shall be configured with at least one standard object containing a property

a list. Therdesignation "L" shall be used to represent the object identifier for this object in the test descri
opertyy designated "ListProp" in the test description shall contain two or more data elements. The pr

whose
ption.
bperty

bé_ehangeable using the RemoveListElement service.

9.15.1 Positive RemoveListElement Service Execution Tests

The purpose of this test group is to verify the correct execution of RemoveListElement service requests under
circumstances where the service is expected to be successfully completed.

9.15.1.1

Removing a Single Element from a List

Purpose: To verify the ability of the IUT to respond to a RemoveListElement service request to remove a single element

from a list.
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Test Steps:
1. TRANSMIT ReadProperty-Request,
'Object Identifier' = L,
'Property Identifier' = ListProp
2. RECEIVE ReadProperty-ACK,
'Object Identifier' = L,
"Property Identifier' = ListProp,
"Property Value' = (any valid value referred to as "InitialList" below)
3. TRANSMIT RemoveListElement-Request,
'Object Identifier' = L,
'"Property Identifier' = ListProp
'List of Elements' = (a single element of InitialList)

4. |RECEIVE BACnet-Simple-ACK-PDU
5. |VERIFY (L), ListProp = (a list containing all of the elements of InitialList except the one remoyed in stgp 3)

9.181.2 Removing Multiple Elements from a List

Purgose: To verify the ability of the IUT to respond to a RemoveListElement service request to rempve multiple
elenfents from a list.

Test Steps:
1. [TRANSMIT ReadProperty-Request,
'Object Identifier' = L,
'Property Identifier' = ListProp
2. |RECEIVE ReadProperty-ACK,
'Object Identifier' = L,
'"Property Identifier' = ListProp,
'"Property Value' = (any valid value referred to as, "InitialList" below)
3. [TRANSMIT RemoveListElement-Request,
'Object Identifier' = L,
"Property Identifier' = ListProp
'List of Elements' = (two or more eleinents of InitialList)

4. |RECEIVE BACnet-Simple-ACK-PDU
5. [VERIFY (L), ListProp = (a list containing all of the elements of InitialList except the ones removed in sfep3)

9.142 Negative RemoveListElement Service Execution Tests

The| purpose of this test group ;is to verify the correct execution of RemoveListElement service refuests under
circymstances where the seryice-is expected to fail.

9.1§2.1 Removing-a\List Element from a Property That is Not a List

Purgose: To verifyfhe)ability of the IUT to correctly respond to a RemoveListElement service request o remove an
elenpent from a property that is not a list.

Tesf Steps:
1. [TRANSMIT RemoveListElement-Request,

‘Object Tdemntitier— tamy supported object);

"Property Identifier' = (any writable property that is not a list),

'List of Elements' = (a single element of the same datatype as the specified property)
2. RECEIVE RemoveListElement-Error,

Error Class = SERVICES,

Error Code = PROPERTY IS NOT A LIST,

'First Failed Element' = 0

9.15.2.2 A RemoveListElement Failure Part Way Through a List

Purpose: To verify the ability of the IUT to respond to a RemoveListElement service request to remove multiple
elements from a list where one of the elements cannot be removed. Upon failure, the RemoveListElement service should
leave the list unchanged.
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Test Steps:
1. TRANSMIT ReadProperty-Request,
'Object Identifier' = L,
'Property Identifier' = ListProp
2. RECEIVE ReadProperty-ACK,
'Object Identifier' = L,
"Property Identifier' = ListProp,
"Property Value' = (any valid value referred to as "InitialList" below)
3. TRANSMIT RemoveListElement-Request,
'Object Identifier' = L,
"Propefty Identifier' = ListProp
'List of Elements' = (one element from InitialList, followed by an element of the correct
datatype that is not in InitialList, followed by one or more elements from
InitialList)
4. RECEIVE RemoveListElement-Error,
Error Class = SERVICES | PROPERTY,
Error Code = OTHER
'First failed Element' = 2

5. VERIH
9.16Creatg

Dependenc

BACnet Re

In each of the tests defined in this clause there is a step where the Object List list property of the Device object is 1

order to ve
not support
read each d
object.

9.16.1 Pq

Test Conceg
BACnet d
combinatio
they can
CreateObje
of these tes

9.16.1.1

Purpose: T
specifier.

Test Steps:

1. TRAN

Y (L), ListProp = InitialList
Object Service Execution Tests

es: ReadProperty Service Execution Tests, 9.18.

ference Clause: 15.3.

ify that the newly created object appears in the list. This\procedure may not work for implementations t
segmentation if the Object List is long. Under those,gircumstances an acceptable alternative procedur
lement of the Object List array one element at a tifiae until an entry is found that contains the newly ¢

sitive CreateObject Service Execution Tests

pt: This clause defines the tests necessary:to demonstrate support for executing CreateObject service red
es not specify which object types, are’ to be dynamically creatable. Manufacturers are free to mak
h of object types creatable that_they ‘wish. The tests procedures described here are generic in the sens
e applied to any object type€yMincluding proprietary object types. An IUT must demonstrate th
s to one object of each type:

Creating Objects-by-Specifying the Object Type with No Initial Values

b verify the corsect/ execution of the CreateObject service request when an Object Type is used as the

cad in
hat do
b 1S to
reated

uests.
e any
e that
it the

ct service works correctly for gvery object type that the PICS claims is dynamically creatable by applying all

bbject

SMIT CreateObject-Request,

'O

ject Type = (any creatabieobjecttype)

2. RECEIVE CreateObject-ACK,

'Object Identifier' = (any unique object identifier of the specified type)
3. VERIFY (the object identifier of the newly created object),

(any required property of the specified object) = (any value of the correct datatype for the specified property)
4. VERIFY (the IUT's Device object), Object List = (any object list containing the newly created object)

9.16.1.2

Creating Objects by Specifying the Object Identifier with No Initial Values

Purpose: To verify the correct execution of the CreateObject service request when an Object Identifier is used as the

object spec
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Test Steps:
1. TRANSMIT CreateObject-Request,

'Object Identifier' = (any unique object identifier of a type that is creatable )
2. RECEIVE CreateObject-ACK,

'Object Identifier' = (the object identifier specified in step 1)

3. VERIFY (the object identifier of the newly created object),
(any required property of the specified object) = (any value of the correct datatype for the specified property)
4. VERIFY (the IUT's Device object), Object List = (any object list containing the newly created object)

9.16.1.3 Creating Objects by Specifying the Object Type and Providing Initial Values

Purpose: To verify the correct execution of the CreateObject service request when an Object Type is used as the object
spedifier and a list of initial property values is provided.

Test Steps:

1. [TRANSMIT CreateObject-Request,
'Object Type' = (any creatable object type),
'List Of Initial Values' = (a list of one or more properties and their initial values)
2. |RECEIVE CreateObject-ACK,
'Object Identifier' = (any unique object identifier of the specified type)
3. [REPEAT X = (properties initialized in the CreateObject-Request) DO {
VERIFY (the object identifier for the newly created object),
X = (the value specified in the 'List Of Initial Values' parameter of the CreateObject-Request)

}
4. |VERIFY (the IUT's Device object), Object List = (any object list containing the newly created object)

9.14.1.4 Creating Objects by Specifying the Object Idertifier and Providing Initial Values

Purgose: To verify the correct execution of the CreateObject service request when an Object Identifier i§ used as the
object specifier and a list of initial property values is pravided.

Tesf Steps:
1. [TRANSMIT CreateObject-Request,
'Object Identifier' = (any’unique object identifier of a type that is creatable )
'List Of Initial Values' = (a'list of two or more properties and their initial values)
2. [RECEIVE CreateObject-ACK;
'Object Identifier' = (the object identifier specified in step 1)

3. |REPEAT X = (propertieS initialized in the CreateObject-Request) DO {
VERIFY (the objeet identifier for the newly created object),
X = (the vvalue specified in the 'List Of Initial Values' parameter of the CreateObject-Request)

}
4. |VERIFY (the JUT's Device object), Object List = (any object list containing the newly created object)

9.14.2 Negative CreateObject Service Execution Tests

The|purpose of this test group is to verify correct execution of the CreateObject service requests under cfircumstances
whele(the service is expected to fail.

9.16.2.1 Attempting to Create an Object That Does Not Have a Unique Object Identifier

Purpose: To verify the correct execution of the CreateObject service request when the 'Object Specifier' parameter
conveys an object identifier that already exists in the IUT.

Test Steps:
1. TRANSMIT CreateObject-Request,
'Object Identifier' = (any object identifier representing an object that already exists having an

object type for which dynamic creation is supported)
2. RECEIVE CreateObject-Error,

Error Class = OBIJECT,
Error Code = OBJECT IDENTIFIER ALREADY_ EXISTS
'First Failed Element Number'= 0
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9.16.2.2 Attempting to Create an Object with an Object Type That is Not Creatable by Specifying the Object
Type

Purpose: To verify the correct execution of the CreateObject service request when the 'Object Specifier' parameter
conveys an object type that is not dynamically creatable in the [UT.

Test Steps:

1. TRANSMIT CreateObject-Request,

'Object Type' = (any object type for which dynamic creation is not supported)
2. RECEIVE CreateObject-Error,

ErporClass=— OBJECT.

Error Code = DYNAMIC CREATION NOT SUPPORTED

'First Failed Element Number'= 0

9.16.2.3 Attempting to Create an Object with an Object Identifier That is Not Creatable by Specifyinjg the
Object Identifier

Purpose: Tjo verify the correct execution of the CreateObject service request when the 'Object<Specifier' pargmeter
conveys anfobject identifier for an object type that is not dynamically creatable in the TUT.

Test Steps:

1. TRANPBMIT CreateObject-Request,
'Opject Identifier' = (any object identifier having a supported-object type for which dynamic
creation is not supported)
2. RECE]VE CreateObject-Error,
Enror Class = OBIJECT,
Error Code = DYNAMIC CREATION NOWT) SUPPORTED
'First Failed Element Number'= 0
4. VERIRY (the IUT's Device object),
Object List = (any object list that does'not contain the object specified in step 1)

9.16.2.4 Attempting to Create an Object with an Object Type Specifier and an Error in the Initial Value

Purpose: Tp verify the correct execution of the CreateObject service request when an object type is used as the pbject
specifier arjd a list of initial property values contdining an invalid value is provided.

Test Steps:
1. TRANPBMIT CreateObject-Request;
'Opject Type' = (any creatable object type),
'L{st Of Initial Values-= ~{a list of two or more properties and their initial values with one of the values

being out of range)
2. IF (Prdtocol Revisiofiis-present and Protocol Revision > 4) THEN
RECEIVE CreateObject-Error PDU,

Error Class = PROPERTY,
Error,Code = VALUE OUT OF RANGE
'First Failed Element Number' =  (the position in the 'List Of Initial Values' with the offending valuq)
ELSE
RECEIVE CreateObject-Error,
Error Class = PROPERTY,
Error Code = VALUE _OUT _OF RANGE |

OPTIONAL FUNCTIONALITY NOT_SUPPORTED | OTHER
'First Failed Element Number' = (the position in the 'List Of Initial Values' with the offending value)
CHECK(Verify that the new object was not created)
4. TRANSMIT CreateObject-Request,
'Object Type' = (any creatable object type),
'List Of Initial Values'= (a list of two or more properties and their initial values with one of the values
being an inappropriate datatype)

w

236 © 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=a7e655b0be2e5297f0aba36b85fe4d40

5.

ISO 16484-6:2009(E)

IF (Protocol Revision is present and Protocol Revision > 4) THEN
RECEIVE CreateObject-Error PDU,

Error Class = PROPERTY,
Error Code = INVALID DATATYPE
'First Failed Element Number' =  (the position in the 'List Of Initial Values' with the offending value)
ELSE
RECEIVE CreateObject-Error,
Error Class = PROPERTY,
Error Code = VALUE OUT OF RANGE |INVALID DATATYPE |
OPTIONAL FUNCTIONALITY NOT SUPPORTED | OTHER
'First Failed Element Number' =  (the position in the 'List Of Initial Values' with the offending value)

6.

CHECK(Verify that the new object was not created)

9.14.2.5 Attempting to Create an Object with an Object Identifier Object Specifier and an Error

Val

Pury
obje

Test

1.

valul

€s

ose: To verify the correct execution of the CreateObject service request when an object,identifier is
ct specifier and a list of initial property values containing an invalid value is provided.

Steps:

TRANSMIT CreateObject-Request,
'Object Identifier' = (any unique object identifier of a type that s, ereatable),
'List Of Initial Values'= (a list of two or more properties and théir initial values with one of the vz
being out of range)
IF (Protocol Revision is present and Protocol Revision > 4) THEN
RECEIVE CreateObject-Error PDU,

Error Class = PROPERTY,
Error Code = VALUE QUT OF RANGE
'First Failed Element Number' =  (the position in the 'List Of Initial Values' with the offendi
ELSE
RECEIVE CreateObject-Error,
Error Class = PROPERTY,
Error Code = VALUE_OUT_OF RANGE | INVALID DATATYPE
'First Failed Element Number*=<~" (the position in the 'List Of Initial Values' with the offendif
TRANSMIT CreateObject-Request,
'Object Identifier' = (any unique object identifier of a type that is creatable ),
'List Of Initial Values' = (a list of two or more properties and their initial values wit
S

being an inappropriate datatype)
IF (Protocol Revision-is present and Protocol Revision > 4) THEN
RECEIVE CréateObject-Error PDU,

n the Initial

used as the

lues

g value)

g value)

h one of the

5.

Error €lass = PROPERTY,

Erros.Code = INVALID DATATYPE

'Eirst Failed Element Number' = (the position in the 'List Of Initial Values' with the offending value)

ELSE

RECEIVE CreateObject-Error,

Error Class = PROPERTY,

Efror Code = INVALID DATATYPE

'First Failed Element Number' =  (the position in the 'List Of Initial Values' with the offending value) |
(BACnet-Reject-PDU

Reject Reason = INVALID PARAMETER DATATYPE | INVALID TAG)

TRANSMIT ReadProperty-Request,
'Object Identifier' = (the 'Object Identifier’ used in step 1),
'Property Identifier' = (any required property of the specified object)
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6. IF (Protocol Revision is present and Protocol Revision > 4) THEN
RECEIVE BACnet-Error PDU,

ELSE

Error Class =  OBIJECT,

Error Code = UNKNOWN_OBJECT

RECEIVE BACnet-Error PDU

Error Class =  OBJECT,

Error Code = UNKNOWN_OBIJECT |NO_OBJECTS_OF SPECIFIED TYPE | OTHER

9.16.2.6 Attempting to Create an Object with an instance of 4194303

Purpose: This test case verifies the correct execution of the CreateObject service request when the 'Object Specifier'

parameter [conveys an object identifier with an instance of 4194303. This test shall be performed only,
Protocol Rfevision property is present in the Device object and has a value greater than or equal to 4.
Test Steps:
1. TRANPBMIT CreateObject-Request,

'Opject Identifier' = (any object identifier representing a creatable object-type with an(iStance of 41943
2. RECE]VE BACnet-Reject-PDU,

'Rbject Reason'= ~ PARAMETER OUT OF RANGE
9.17DeletePbject Service Execution Tests

This clause|defines the tests necessary to demonstrate support for executing Deleté@bject service requests.

Dependenc

es: ReadProperty Service Execution Tests, 9.18.

BAChnet Rdference Clause: 15.4.

f the

D3)

In each of the tests defined in this clause there is a step where the Object List list property of the Device object is rpad in

order to Vi

implementdtions that do not support segmentation if the Object List is long. Under those circumstances an acce

alternative
deleted obj

brocedure is to read every element of the Object’ List array, one element at a time and verifying that the
pct is not present.

9.17.1 Pgsitive DeleteObject Service Execution)Tests

The purpode of this test group is to verify, corréct execution of the DeleteObject service requests under circums
where the service is expected to be successfully completed.

9.17.1.1
Purpose: T

Configurati
Test Steps:

1. VERIH
2. TRAN

Successful Deletion of-an"Object

verify the ability to-suCcessfully delete an object.

on Requirementss The IUT shall be configured with an object X that can be deleted.

Y (X),(Object Name = (the Object Name specified in the EPICS)
SMIT DeleteObject-Request,

erify that the newly deleted object no longer-appears in the list. This procedure may not wofk for

ptable
hewly

ances

'Object Identitier = X
3. RECEIVE BACnet-Simple-ACK-PDU

4. TRAN
'Objec

SMIT ReadProperty-Request,
t Identifier' = X,

"Property Identifier' =  Object Name
5. RECEIVE BACnet-Error-PDU,
Error Class = OBIJECT,
Error Code = UNKNOWN_OBJECT
6. VERIFY (X), Object List= (any object list that does not contain X)
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9.17.2 Negative DeleteObject Service Execution Tests

The purpose of this test group is to verify correct execution of the DeleteObject service requests under circumstances
where the service is expected to fail.

9.17.2.1 Attempting to Delete an Object That is Not Deletable

Purpose: To verify the correct response to an attempt to delete an object that is not deletable.
Configuration Requirements: The IUT shall be configured with an object X that can not be deleted.

Test Steps:

1. [TRANSMIT DeleteObject-Request,
'Object Identifier' =X
2. |RECEIVE BACnet-Error-PDU,

Error Class = OBIJECT,
Error Code = OBJECT _DELETION_NOT_PERMITTED
3. [VERIFY (X), Object Name = (the Object Name specified in the EPICS)

4. |VERIFY (X), Object List= (any object list that contains X)
9.17.2.2 Attempting to Delete an Object That Does Not Exist

Purpose: To verify the correct response to an attempt to delete an object that dogs not exist.
Test Steps:

1. [TRANSMIT DeleteObject-Request,

'Object Identifier' = X

2. |RECEIVE BACnet-Error-PDU,

Error Class = OBIJECT,

Error Code = UNKNOWN_OBIJECT

9.18ReadProperty Service Execution Tests

Thiq clause defines the tests necessary to demounstrate support for executing ReadProperty service requests.
Deppndencies: None.

BA(net Reference Clause: 15.5.
9.18.1 Positive ReadProperty Service Execution Tests

The|purpose of this test group-is to verify correct execution of ReadProperty service requests under circumstances where
the dervice is expected te be“successfully completed. Let X be the instance number of the Device Object for the IUT.

9.181.1 Reading the Size of an Array

Purgose: To verify that the IUT can execute ReadProperty service requests when the requested property is|an array and
the gize of théarray is requested.

Test Steps:

1. VERIFY (Device, X), Object_List = (the size of the Object List specified in the EPICS), ARRAY INDEX =0
9.18.1.2 Reading a Single Element of an Array

Purpose: To verify that the IUT can execute ReadProperty service requests when the requested property is an array and a
single element of the array is requested.

Test Steps:
1. VERIFY (Device, X),

Object_List = (the first element of the Object List array as specified in the EPICS),
ARRAY INDEX =1
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9.18.1.3

Reading a Property From the Device Object using the Unknown Instance

Purpose: This test case verifies that the IUT can execute ReadProperty service requests when the requested object-
identifier references a Device Object with an unknown instance (4194303). Let X be the instance number of the Device
Object for the IUT. This test shall be performed only if the Protocol Revision property is present in the Device object
and has a value greater than or equal to 4.

Test
1.

Steps:

TRANSMIT ReadProperty-Request,

t Identifier' = (Device, 4194303),

'Property Identifier' =  Object-Identifier

'Objec
2. RECE
'Objeo
'"Prope
'Prope
Passing Re
9.18.1.4
Purpose: T

the entire aj

BAChnet Rd

Test

1.

Pass

to return gi
not support

Steps:
VERIH

ing Re

- ACK

T

J
t Identifier' = (Device, X),
rty Identifier' =  Object-Identifier,
rty Value' = (Device, X)
ult: The IUT shall respond as indicated conveying the value specified in the EPICS.
Reading Entire Arrays
b verify that the IUT can execute ReadProperty service requests when the requested property is an arra

ray is requested.

ference Clause: 5.4.5.3

Y (Device, X), Object_List = (the entire Object_List array)

bult: The TUT shall respond as indicated, conveying values specified in the EPICS. If the object list is to
ven the APDU and segmentation limitations of the IUT and TD, an Abort message indicating "segmer
ed" or “buffer overflow” is a passing result. If an~Abort message is received and the IUT has another

y and

long
tation
array

that is smafll enough to read in its entirety without segmentation, then this test shall be repeated using that arfay. A

passing res

9.18
The

the service

9.18

Purpose: T
array but at

Test

1.

240

2 IN¢
purpos

2.1

Steps:

TRAN
'O

hlt in this case is that the entire array is returned in response to the ReadProperty request.
gative ReadProperty Service Execution Tests

e of this test group is to verify correct execution of ReadProperty service requests under circumstances
is expected to fail.

Reading Non-Array Properties with an Array Index

b verify that the IUT ean-execute ReadProperty service requests when the requested property value is
| array index is included”in the service request.

SMIT ReadProperty-Request,
bject Identifier' =  (Device, X),
opérty Tdentifier' = Vendor Name,

'P1

where

hot an

ay’Index' = 1

IF (Protocol Revision is present and Protocol Revision > 4) THEN
RECEIVE BACnet-Error PDU,

ELSE

Error Class = PROPERTY,
Error Code = PROPERTY IS NOT AN _ ARRAY

RECEIVE

(BACnet-Error-PDU,

Error Class = PROPERTY,

Error Code = PROPERTY IS NOT AN ARRAY |INVALID ARRAY INDEX) |
(BACnet-Error-PDU,

Error Class =  SERVICES,

Error Code =  INCONSISTENT _PARAMETERS)
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9.18.2.2 Reading Array Properties with an Array Index that is Out of Range

Purpose: To verify that the IUT can execute ReadProperty service requests when the requested property value is an array
but the array index is out of range.

1. TRANSMIT ReadProperty-Request,
'Object Identifier' = (Device, X),
"Property Identifier' = Object List,

'Array Index' = (a value larger than the size of the Object_List)
2. RECEIVE BACnet-Error-PDU,
Error Class = PROPERTY,

—Errer-Code——INNVALID-ARRAYINDEX
9.18.2.3 Reading an Unknown Object

Purgose: To verify that the IUT can execute ReadProperty service requests under circumstances’ where the requested
object does not exist.

Tes Concept: The TD attempts to read a property that is not defined for the specified object;
Test Steps:

1. [TRANSMIT ReadProperty-Request,

'Object Identifier' = (any standard object not contained in the IUT's'database),
'"Property Identifier' = (any property defined for the specified object)

2. |RECEIVE BACnet-Error-PDU,

Error Class = OBIJECT,

Error Code = UNKNOWN_OBIJECT

9.18.2.4 Reading an Unknown Property

Purgose: To verify that the IUT can execute ReadProperty service requests under circumstances where the requested
proglerty does not exist.

Test Concept: The TD attempts to read a propérty that is not defined for the specified object.
Tesf Steps:

1. [TRANSMIT ReadProperty-Request,

'Object Identifier' = (Device, X),

'Property Identifies'=/Aany property not defined for the Device object)
2. |RECEIVE BACnet-Etror-PDU,

Error Class = PROPERTY,

Error Code’= UNKNOWN_ PROPERTY

9.19ReadPropertyConditional Service Execution Tests

Thiq clause' specifies the tests necessary to demonstrate support for executing ReadPropertyConditional seryice requests.
Thelfollowing subsections contain test requirements instead of specific tests because of the flexibility and domplexity of
the ReadPropertyConditional service. The details of these tests must be customized for a particular I[UT based on an
analysis of the IUT's test database. Taken together, the tests should cover a broad range of situations: different Boolean
operations, different comparison operators, different property value datatypes, and different properties returned in the
response. All BACnet objects must support the Object Identifier, Object Name, and Object Type properties, so these
may be convenient properties to use in developing the specific tests for a particular IUT.

Dependencies: None.

BAChnet Reference Clause: 15.6.
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9.19.1 'OR' Selection Logic With Matches in the Object Database

Purpose: To verify that the IUT correctly executes a ReadPropertyConditional service request that uses 'OR' selection
logic and results in a match with one or more objects in the IUT's database.

Test Concept: 'OR' selection logic shall be used with two or more selection criteria. The selection criteria shall be chosen
so that at least one object satisfies only one of the selection criteria. Preferably, for each selection criterion there should
be one or more objects that satisfy that particular criterion. The 'Comparison Value' used in a particular criterion shall be
of the same datatype as the property selected by the Property Identifier' for at least one object in the IUT's database. The
'List of Property References' parameter shall contain one or more properties that are likely to be present in objects which
satisfy the selection criteria,

Test Steps:| The TD shall transmit a ReadPropertyConditional service request that meets the requirements noted,fin the
Test Concept.

Notes to Tlester: The IUT shall respond with a correctly encoded BACnet-Complex-ACK. The 'List \of Read Access
Results' pafameter shall contain a list of values limited to objects that satisfy at least one of the seléction criterja and
properties that were specified in the 'List of Property References' parameter of the request.

9.19.2 'QR'Negative Test

Purpose: Tp verify that the IUT correctly executes a ReadPropertyConditional service &equest that uses 'OR' selpction
logic and r¢sults in a match with no objects in the IUT's database.

Test Concept: 'OR' selection logic shall be used with two or more selection criterias The selection criteria shall be chosen
so that no gbject satisfies any of the selection criteria. For each selection critérion there shall be one or more objects that
contain thel property used in that criterion. The 'Comparison Value' usedin a particular criterion shall be of the| same
datatype as|the property selected by the 'Property Identifier' for at least otie’object in the IUT's test database. The 'LList of
Property R¢ferences' parameter shall contain one or more arbitrary properties.

Test Steps:) The TD shall transmit a ReadPropertyConditional service request that meets the requirements of th¢ Test
concept.
Notes to Tlester: The IUT shall respond with a correctly encoded BACnet-Complex-ACK. The 'List of Read Access
Results' pzilameter shall be an empty (zero-length) list.

9.20ReadHropertyMultiple Service Execution Tests

This clauseldefines the tests necessary to démonstrate support for executing ReadPropertyMultiple service requests.
Dependencjes: None.

BACnet Rdference Clause: 15,7.

Configuratfon Requirements:‘The IUT shall be configured with a minimum of two BACnet objects in its database.

Test Concgpt: Two ‘ebjects shall be selected by the tester from the IUT's database. The various tests consist of rqading
combinatiops of properties from one or both of these objects. In the test descriptions the Object Identifier for|these
objects are [designated Objectl and Object2. Properties selected by the tester are designated P1, P2, P3, etc. as needdd.

9.20.1 Posttive ReadPropertyvultipte Service Executionm Tests

The purpose of this test group is to verify correct execution of ReadPropertyMultiple service requests under
circumstances where the service is expected to be successfully completed.

9.20.1.1 Reading a Single Property from a Single Object

Purpose: To verify the ability to read a single property from a single object.

Test Concept: A single supported property is read from the Device object. The property is selected by the TD and is
designated as P1 in the test description.
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Test Steps:

1. TRANSMIT ReadPropertyMultiple-Request,
'Object Identifier' = Object]1 | Object2,
'Property Identifier' = P1
2. RECEIVE ReadPropertyMultiple-ACK,
'Object Identifier' = (the object selected in step 1),
'Property Identifier'=  P1,
"Property Value' = (the value of P1 specified in the EPICS)

9.20.1.2 Reading Multiple properties from a Single Object

Purpose: To verify the ability to read multiple properties from a single object.
Test Steps:

1. [TRANSMIT ReadPropertyMultiple-Request,

'Object Identifier' = Object] | Object 2,

'Property Identifier' =  P1,

'Property Identifier' = P2

-- |...  (Two properties are required but more may be selected.)
2. [RECEIVE ReadPropertyMultiple-ACK,

'Object Identifier' = (the object selected in step 1),
'Property Identifier'=  P1,

"Property Value' = (the value of P1 specified in the EPICS),
'Property Identifier' = P2,

'"Property Value' = (the value of P2 specified in the EPICS)
-- |... (An appropriate value must be returned for each property*included in the ReadPropertyMultiple-Rgquest.)

9.201.1.3 Reading a Single Property from Multiple Objects

Purgose: To verify the ability to read a single property-ftom multiple objects.
Tesf Steps:

1. [TRANSMIT ReadPropertyMultiple-Request,

'Object Identifier' = Objectl,

'Property Identifier'=  P1,

'Object Identifier' = Object?;

'Property Identifier' = P2

-- |... (Two properties ar€ required but more may be selected.)
2. |RECEIVE ReadPropgrtyMultiple-ACK,

'Object Identifier' € Objectl,

'Property Identifies’ = P1,

'"Property Value'= (the value of P1 specified in the EPICS),
'Object Identifier' = Object2,

'Property-Identifier' = P2,

"Property Value' = (the value of P2 specified in the EPICS)
-- | .G+ (An appropriate value must be returned for each property included in the ReadPropertyMultiple-Rgquest.)

9.20.1.4 Reading Multiple Properties from Multiple Objects

Purpose: To verify the ability to read multiple properties from multiple objects.
Test Steps:

1. TRANSMIT ReadPropertyMultiple-Request,
'Object Identifier' = Objectl,
'Property Identifier'=  P1,
'Property Identifier' = P2,
'Property Identifier' =  P3,
'Object Identifier' = Object2,
'Property Identifier' = P4,
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'Prope
'"Prope

rty Identifier'= PS5,
rty Identifier'=  P6

-- ... (Two objects must be included but but more may be selected.)
2.  RECEIVE ReadPropertyMultiple-ACK,
'Object Identifier' = Objectl,
'Property Identifier' =  P1,
"Property Value' = (the value of P1 specified in the EPICS),
'Property Identifier' = P2,
"Property Value' = (the value of P2 specified in the EPICS),
'Property Identifier' =  P3,
"Property Value' = (the value of P3 specified in the EPICS),

'Objeo
'Prope
'Prope
'Prope
'Prope
'Prope
'"Prope
-
9.20.1.5

Purpose: T
Access Spd

Test Steps:

1. TRAN
'Objeo
'"Prope
'Prope
'"Prope]
'"Prope

2. RECE
'Objeo
'"Prope
'"Prope
'Prope
'Prope
'Prope
'Error
'Error
'Prope
'"Prope

9.20.1.6
Purpose: T

t Identifier' = Object2,

rty Identifier' = P4,

Ity Value' = (the value of P4 specified in the EPICS)

rty Identifier' =  PS,

Ity Value' = (the value of P5 specified in the EPICS),

rty Identifier' =  P6

Ity Value' = (the value of P6 specified in the EPICS)

\n appropriate value must be returned for each property included in the ReadPropertyMultiple-Request.

Reading Multiple Properties with a Single Embedded Access Error

b verify the ability to correctly execute a ReadPropertyMultiple service request for which the 'List of
cifications' contains a specification for an unsupported property.

SMIT ReadPropertyMultiple-Request,

t Identifier' = Objectl,

rty Identifier'=  Pl,

rty Identifier' = P2,

rty Identifier' =  (any property, P3, not supported in this object),
rty Identifier' = P4

VE ReadPropertyMultiple-ACK,

t Identifier' = Objectl,

Ity Identifier' =  P1,

rty Value' = (the value of P1 spetified in the EPICS),
rty Identifier' = P2,

Ity Value' = (the value of R2 specified in the EPICS),
rty Identifier' =  P3,

Class' = PROPERTY,

Code' = UNKNOWN_PROPERTY,

rty Identifier' =< P4,

Ity Value' = (the value of P4 specified in the EPICS)

Reading Multiple Properties with Multiple Embedded Access Errors

b verify the ability to correctly execute a ReadPropertyMultiple service request for which the 'List of

Access Spd

cifieations' contains specifications for multiple unsupported properties.

Test Steps:

1. TRAN
'Objec

SMIT ReadPropertyMultiple-Request,
t Identifier' = Objectl,

'"Property Identifier' =  P1,
'Property Identifier' = P2,

"Property Identifier' =  (any property, P3, not supported in this object),
"Property Identifier' =  (any property, P4, not supported in this object),
'Object Identifier' = (any object, Object2, not supported in the IUT)

'Property Identifier' = PS5,

'"Property Identifier'
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RECEIVE ReadPropertyMultiple-ACK,

'Object Identifier' = Objectl,

'Property Identifier' = P1,

'Property Value' = (the value of P1 specified in the EPICS),
'"Property Identifier' = P2,

'"Property Value' = (the value of P2 specified in the EPICS),
'Property Identifier' =  P3,

'Error Class' = PROPERTY,

'Error Code' = UNKNOWN_PROPERTY,

'Property Identifier' = P4,

'Error Class' = PROPERTY,

-6:2009(E)

9.20
Pury
iden|

Test

Not
15.7

9.20
Pury

iden|

Test

'Error Code' = UNKNOWN_PROPERTY,
'Object Identifier' = Object2,

'Property Identifier' = PS5,

'Error Class' = OBIJECT,

'Error Code' = UNKNOWN_OBIJECT,
'Property Identifier' =  P6,

'Error Class' = OBIJECT,

'Error Code' = UNKNOWN_OBJECT

1.7 Reading ALL Properties

ose: To verify the ability to correctly execute a ReadPropertyMultiple service request that uses the spd
tifier ALL. One instance of each object-type supported is tested.

Steps:

REPEAT ObjectX = (one instance of each supported object-type) DO {
TRANSMIT ReadPropertyMultiple-Request,
'Object Identifier' = ObjectX,
'"Property Identifier' = ALL
RECEIVE ReadPropertyMultiple-ACK,
'Object Identifier' = Objectl,
REPEAT P = (each property supported-by Objectl) DO {
'"Property Identifier'= P,
'"Property Value' = (the value of P specified in the EPICS)

}

s to Tester: Any proprictary properties that are supported for the object-type shall also be returned
.3.1.2).

.1.8 Reading" OPTIONAL Properties

ose: To verify'the ability to correctly execute a ReadPropertyMultiple service request that uses the spg
tifier OPTIONAL. One instance of each object-type supported is tested.

Steps:

cial property

see BACnet

cial property

1.

REPEAT ObjUbL;\ — (ulc illdelle Uf Cdbll SUPPUI I.Ud U‘Uijl. LypT) DO {
TRANSMIT ReadPropertyMultiple-Request,
'Object Identifier' = Objectl,
'Property Identifier' = OPTIONAL
RECEIVE ReadPropertyMultiple-ACK,
'Object Identifier' = Objectl,
REPEAT P = (each optional property supported by Objectl) DO {
'"Property Identifier'= P,
'"Property Value' = (the value of P specified in the EPICS)
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Notes to Tester: If no optional properties are supported then an empty 'List of Results' shall be returned for the specified

property.
9.20.1.9

Reading REQUIRED Properties

Purpose: To verify the ability to correctly execute a ReadPropertyMultiple service request that uses the special property
identifier REQUIRED. One instance of each object-type supported is tested.

Test Steps:

1. REPEAT ObjectX = (one instance of each supported object type) DO {
TRANSMIT ReadPropertyMultiple-Request,

'H
RECE

R

H
9.20.1.10

Purpose: T
array and tl

Test Concd
ReadPrope

9.20.1.11 R

Purpose: T
object-iden
Device Obj
object and

Test Steps:
1. TRAN
'Objed
'"Prope
2. RECE
'Objeo
'"Prope
'Prope

Passing Re
9.20.1.12 R
Purpose: T

bject Identifier' = Objectl,

roperty Identifier' = REQUIRED

[VE ReadPropertyMultiple-ACK,

bject Identifier' = Objectl,

EPEAT P = (each required property defined for Objectl) DO {
'Property Identifier'= P,
'Property Value' = (the value of P specified in the EPICS)

Reading the Size of an Array

b verify that the IUT can execute ReadPropertyMultiple service requests when the requested property]
e size of the array is requested.

pt: The test in 9.18.1.1, Reading the Size of an Array, is repeated using ReadPropertyMultiple instg
ty.
eading a Property From the Device Object using the Unknown Instance

his test case verifies that the IUT can execute RéadPropertyMultiple service requests when the req
ifier references a Device Object with an unknown instance (4194303). Let X be the instance number
ect for the IUT. This test shall be performed-only if the Protocol Revision property is present in the [
has a value greater than or equal to 4.

SMIT ReadPropertyMultiple-Request,
t Identifier' = (Device, 4194303);

Ity Identifier' =  Object-Identitier
VE ReadPropertyMultiplesACK,

t Identifier' = (Dgviee, X),

rty Identifier' = _Obyect-Identifier,
rty Value' = (Device, X)

ult: The IJT shall respond as indicated conveying the value specified in the EPICS.

eading.Maximum Multiple Properties

is an

ad of

hested
of the
evice

his~test case verifies that IUT does not arbitrarily restrict the number of properties that can be read u;

bing a

single Rea

Property Multipie Tequest.

Test Concept: The object-identifier is read from the device object as many times as can be conveyed in the largest request
accepted by the IUT or as can be returned in the largest response that the IUT can generate. The calculation of the
maximum request/response size shall be based on the IUT’s Max APDU Length Accepted and maximum segments per
request/response.

The proced

ure to determine the number of object-identifiers to use is:

MaxAPDU = IUT's Max_APDU_Length Accepted
MaxRxSegs = [UT's maximum segments accepted per request
MaxTxSegs = IUT's maximum segments generated per response
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NonSegRqstHdrSize = size of (non-segmented BACnetConfirmed-RequestPDU header) = 4
SegRqstHdrSize = size of (segmented BACnetConfirmed-RequestPDU header) = 6
NonSegRespHdrSize = size of (non-segmented BACnet-ComplexACK-PDU header) = 3
SegRespHdrSize = size of (segmented BACnet-Complex ACK-PDU header) = 5

ObjldSize = size of (an Object-Identifier) = 5

TagsSize = size of (an open and a close tag) =2

PropldSize = size of ('Object-Identifier' property Id) =2

If the IUT does not support receiving segmented requests:

MaxPropsPerRgst =

(MaxAPDU - NonSegRqstHdrSize - ObjldSize - TagsSize) / PropldSize =
(MaxAPDU - 11) /2

If the IUT does support receiving segmented requests:

MaxPropsPerRqst =

((MaxAPDU - SegRgstHdrSize) * MaxRxSegs - ObjldSize - TagsSize) / PropldSize =
((MaxAPDU - 6) * MaxRxSegs - 7) / 2

If the IUT does not support sending segmented responses:

MaxPropsPerResp =

(MaxAPDU - NonSegRespHdrSize - ObjldSize - TagsSize) / (PropldSize + TagsSize + ObjldSize) =
(MaxAPDU - 10)/9

If the IUT does support sending segmented responses:
MaxPropsPerResp =

((MaxAPDU - SegRespHdrSize) * MaxTxSegs - ObjldSize ; TagsSize) / (PropldSize + TagsSize + ObjfldSize) =
((MaxAPDU - 5) * MaxTxSegs -7)/9

INumPropertiesToUse = min(MaxPropsPerRgst, MaxPropsPerResp)

Tesf Steps:

1. [TRANSMIT ReadPropertyMultiple-Requést;
'Object Identifier' = (Device, X),
'"Property Identifier' =  Object-Identifier,
'Property Identifier' =  Object:ldentifier,
'Property Identifier' =  Object-Identifier,
'Property Identifier' = ~Object-Identifier

2. |RECEIVE ReadPropettyMultiple-ACK,
'Object Identifier'& (Device ,X),
'Property Identifier'=  Object-Identifier,
'"Property Value"= (Device, X),
'PropertyTdentifier' =  Object-Identifier,
'"PropertysValue' = (Device, X),
'Propetty Identifier' =  Object-Identifier,
Property Value' = (Device, X),
'Property Identifier' =  Object-Identifier,
'Property Value' = (Device, X)

9.20.2 Negative ReadPropertyMultiple Service Execution Tests

The purpose of this test group is to verify correct execution of ReadPropertyMultiple service requests under
circumstances where the service is expected to fail.

9.20.2.1 Reading a Single, Unsupported Property from a Single Object

Purpose: To verify the ability to correctly execute a ReadPropertyMultiple service request for which the 'List of Read
Access Specifications' contains specifications for a single unsupported property.
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Test Steps:

1. TRANSMIT ReadPropertyMultiple-Request,

'Object Identifier' = Object]1 | Object2,

'Property Identifier' =  (any property, P1, that is not supported in the selected object)
2. RECEIVE BACnet-Error-PDU,

'Error Class' = PROPERTY,

'Error Code' = UNKNOWN_PROPERTY

9.20.2.2 Reading Multiple Properties with Access Errors for Every Property

Purpose: To verify the ability to correctly execute a ReadPropertyMultiple service request for which the 'List of Read
Access Spdcifications' contains specifications for only unsupported properties.

Test Concegpt: The selections for objects and properties for this test shall consist of either objects that are not_supported,
properties fhat are not supported for the selected objects, or a combination of the two such that there are no g¢bject,
property combinations that represent a supported property.

Test Steps:

1. TRANBSMIT ReadPropertyMultiple-Request,

'Objedt Identifier' = Objectl,

'Propefty Identifier'=  P1,

'Propeyty Identifier' = P2,

"Propefty Identifier' =  P3,

'Objedt Identifier' = Object2,

'Propefty Identifier' = P4,

'"Propefty Identifier' = PS5,

'Propefty Identifier'= P6
2. RECEIVE

(BACnet-Error-PDU,

'Error Class'= OBJECT | PROPERTY,
'Error Code' = (any valid error code for the'réturned error class) ) |
ReadPropertyMultiple-ACK,
'Object Identifier' = Objectl,
'"Property Identifier' =P1,
'Error Class'= OBJECT | PROPERTY,
'Error Code' = (any valid error code for the returned error class),
'Property Identifier' =P2,
'Error Class'= OBJECT { PROPERTY,
'Error Code' = (ang-valid error code for the returned error class),
'Property Identifiery=P3,
'Error Class' =\ OBJECT | PROPERTY,
'Error Code' <~ (any valid error code for the returned error class),
'Object Identifier' = Object2,
'"Property Identifier' =P4,
'Error Class'= OBJECT | PROPERTY,
'‘Error Code' = (any valid error code for the returned error class),
I IUPUI ly IUCIIUIC —1 J,
'Error Class'= OBJECT | PROPERTY,
'Error Code' = (any valid error code for the returned error class),
'Property Identifier' =P6,
'Error Class'= OBJECT | PROPERTY,
'Error Code' = (any valid error code for the returned error class) )

~

9.20.2.3 Reading a Single Non-Array Property with an Array Index

Purpose: This test case verifies that the IUT can execute ReadPropertyMultiple service requests when the requested
property value is not an array but an array index is included in the service request. This test shall only be performed if
Protocol Revision is present and has a value greater than or equal to 4.
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Test Steps:

1. TRANSMIT ReadPropertyMultiple-Request,
‘Object Identifier’ = (Device, X),
‘Property Identifier’ = Vendor Name,
‘Array Index’ = 1

2. RECEIVE

(BACnet-Error-PDU,

‘Error Class” = PROPERTY,

‘Error Code’ = PROPERTY IS NOT AN ARRAY) |
(ReadPropertyMultiple-ACK,

‘Object Identifier’ = (Device, X),

‘Property Identifier’ =  Vendor Name,

‘Array Index’ = 1,

‘Error Class’ = PROPERTY,

‘Error Code’ = PROPERTY IS NOT_AN_ARRAY)

9.21[ReadRange Service Execution Tests

Thiq clause defines the tests necessary to demonstrate support for executing ReadRange service requests.
Deppndencies: None.
BA(net Reference Clause: 15.8.

Configuration Requirements: The IUT shall be configured with a Tread Log object that contains a set of known trend
datal The TD must have exact knowledge of the trend data in order to evaluate the results of the tests. The value of the
Log| Enable property shall be FALSE so that the Log_Buffer does not change during the tests.

9.21.1 Positive ReadRange Service Execution Tests

The|purpose of this test group is to verify the correct/execution of ReadRange service requests under cjrcumstances
whefe the service is expected to be successfully completed.

9.21{1.1 Reading All Items in the List

Purpose: To verify that the IUT correctly responds to a ReadRange service request to return all of the availafjle data
itens.

Tesf Steps:

1. [TRANSMIT ReadRangg¢-Request,

'Object Identifier™=) ~ (the Trend Log object configured for this test),
'Property Idenfifier' = Log Buffer

2. |RECEIVE Read*Range-ACK,

'Object Idéntifier' =  (the Trend Log object configured for this test),
'Propérty* Identifier' = Log_Buffer,

'Result Flags' = {TRUE, TRUE, FALSE},
'Ttem Count' = (the number of trend records in the test object),
Ttem Data' = (all of the trend records in the test object)

Notes to Tester: The trend data may have more items than can be returned in a single message. Under these
circumstances 'Result Flags' will have the value {TRUE, FALSE, TRUE} and the 'Item Count' and 'ltem Data'
parameters would reflect the actual number of items that were able to be returned.

9.21.1.2 Reading Items by Position with Positive Count
Purpose: To verify that the IUT correctly responds to a ReadRange service request to return items specified by indicating

a position and the number of items after that position to return.

Test Concept: A ReadRange request is transmitted by the TD requesting a range of items known to be in the Log_Buffer.
This range is specified using the By Position' option and a positive value for 'Count'. The 'Reference Index' and 'Count'
are selected so that the results can be conveyed in a single acknowledgment.
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Test Steps:

1. TRANSMIT ReadRange-Request,
'Object Identifier' = (the Trend Log object configured for this test),
'Property Identifier' = Log Buffer,

'Reference Index' =
'Count' =

2. RECEIVE Read-Range-ACK,
'Object Identifier' = (the Trend Log object configured for this test),
'"Property Identifier' = Log_Buffer,
'Result Flags' = {TRUE, TRUE, FALSE},

(any value x: 1 <x < (the number of trend records in the buffer - the 'Count' used below)),
(any value x: 0 < x < the number of trend records remaining beyond "Reference Index')

Tt
Tt

9.21.1.3
Purpose: T

a position 3

Test Concel
This range
are selected

Test Steps:

1. TRAN

bm Count' = (the same value used in the 'Count' parameter in step 1),
bm Data' = (all of the specified trend records)

Reading Items by Position with Negative Count
verify that the IUT correctly responds to a ReadRange service request to return items spepified by indi

nd the number of items before that position to return.

pt: A ReadRange request is transmitted by the TD requesting a range of items known*to be in the Log B
is specified using the 'By Position' option and a negative value for 'Count'. The\'Reference Index' and '
so that the results can be conveyed in a single acknowledgement.

SMIT ReadRange-Request,

Cating

uffer.
Count'

Cating

uffer.
ht' are

'Opject Identifier' = (the Trend Log object configured for thistest),

'Pfoperty Identifier' = Log Buffer,

'Reference Index' =  (any value x: 2 < x < the number of frend records in the buffer),

'Cpunt' = (any value x: x <0 AND |x| < the,'Reference Index")
2. RECE]VE Read-Range-ACK,

'Opject Identifier' = (the Trend Log object configured for this test),

'Pgoperty Identifier' = Log_Buffer,

'Result Flags' = {TRUE, TRUE, FALSE},

Ttgm Count' = (the same value used.in the 'Count' parameter in step 1),

'Ttgm Data' = (all of the specified-trend records)
9.21.14 Reading Items by Time
Purpose: T verify that the IUT correctlyresponds to a ReadRange service request to return items specified by indi
a time and the number of items afterthat time to return.
Test Concept: A ReadRange réquest is transmitted by the TD requesting a range of items known to be in the Log H
This range [is specified using.the 'By Time' option and a positive value for 'Count'. The 'Reference Index' and 'Cou
selected so|that the results'ean be conveyed in a single acknowledgement.
Test Steps:
1. TRANSMIT ReadRange-Request,

'Objectidemntifier—=(tc 1Tend Log object Comtigured for Uiis test);

'"Property Identifier' = Log_Buffer,

'Reference Time'=  (any value older than (earlier time) the last time in the buffer),

'Count' = (any value > 0)

2. RECEIVE Read-Range-ACK,
'Object Identifier' = (the Trend Log object configured for this test),
'Property Identifier' = Log_Buffer,

'Result Flags' = {TRUE, TRUE, FALSE},
'Ttem Count' = (the same value used in the 'Count' parameter in step 1),
'Ttem Data' = (all of the specified trend records)

Notes to Tester: The first item returned shall be the entry in the Log_Buffer with a timestamp newer (later time) than the
time specified by the 'Reference Time' parameter.
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9.21.1.5 Reading Items by Time Range

Purpose: To verify that the IUT correctly responds to a ReadRange service request to return items specified by indicating
a range of times that are to be included.

Test Concept: A ReadRange request is transmitted by the TD requesting a range of items known to be in the Log Buffer.
This range is specified using the "Time Range" option. The 'Beginning Time' and 'Ending Time' are selected so that the
results can be conveyed in a single acknowledgement.

Test

1.

Steps:

TRANSMIT ReadRance-Reguest

TSI toyt

'Object Identifier' = (the Trend Log object configured for this test),
'"Property Identifier' = Log Buffer,

'Beginning Time'=  (any value before the last time in the buffer),
'Ending Time' = (any value > 'Beginning Time")

2. |RECEIVE Read-Range-ACK,

'Object Identifier' = (the Trend Log object configured for this test),

'"Property Identifier' = Log_Buffer,

'Result flags' = {TRUE, TRUE, FALSE},

'Ttem Count' = (the number of trend records meeting the specified Criteria),

'Ttem Data' = (all of the specified trend records)
Notg¢s to Tester: The first item returned shall be the first one in the buffep-that has a timestamp newer (later tjme) than the
timg specified by the 'Beginning Time' parameter. The last item returned ‘shall be the one with a timestamp plder (earlier
timg) than or equal to the one specified by the 'Ending Time' parameter
9.21(1.6 Reading a Range of Items that do not Exist
Purgose: To verify that the IUT correctly responds to a:ReadRange service request when there are no items within the
spedified range.
Tesf Concept: A ReadRange request is transmitted by the TD requesting a range of items known not [to be in the
Log| Buffer. The IUT shall respond by returnifig'an empty list.
Tesf Steps:
1. [TRANSMIT ReadRange-Request,

'Object Identifier' = __(the Trend Log object configured for this test),

'"Property Identifier'=/Log Buffer,

'Beginning Timé\=/ (any value that will result in a time interval for which there are no items presg¢nt),

'Ending Time“= (any value that will result in a time interval for which there are no items presgnt)
2. |RECEIVE Redd-Range-ACK,

'Object Identifier' = (the Trend Log object configured for this test),

'"Property Identifier' = Log_Buffer,

'Result flags' = {TRUE, TRUE, FALSE},

Jtem Count' = 0,

'Item Data' = (an empty list)
9.22WriteProperty Service Execution Tests

This clause defines the tests necessary to demonstrate support for executing WriteProperty service requests.

Dependencies: None.

BAChnet Reference Clause: 15.9.

Test Concept: The tester shall select an object from the IUT's database that has writable properties suitable for the
purpose of the test case. In the test descriptions the Object Identifier for this object is designated Object].
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9.22.1 Positive WriteProperty Service Execution Tests

The purpose of this test group is to verify correct execution of WriteProperty service requests under circumstances where
the service is expected to be successfully completed.

9.22.1.1 Writing a Single Element of an Array
Purpose: To verify that the IUT can execute WriteProperty service requests when the property is an array and a single

array element is written.

Test Concept: The TD shall select an object in the IUT that contains a writable array property. This property is
designated P1. If no suitable object can be found, then this test shall be omitted.

Configuratjon Requirements: If the IUT supports writing array values it shall be configured with at least onelwiitable
property thiit can be used for this test.

Test Steps:

1. VERIHY (Objectl), P1 = (the value defined for this property in the EPICS)
2. TRANBMIT WriteProperty-Request,
'Objedt Identifier' = Objectl,
'Propefty Identifier'=  P1,
'"Propefty Array Index' = (any value N: 1 < N < the size of the array)
"Propefty Value' = (any value of the correct datatype for this array except the-value verified for this
element in step 1)
3. RECE]VE Simple-ACK-PDU
4. VERIHY (Objectl), P1 = (the value used in step 2), ARRAY INDEX =N

9.22.1.2 Writing a Commandable Property Without a Priority,

Purpose: Tp verify that the IUT can execute WriteProperty service-requests when the property is commandable|but a
priority is 1ot specified.

Test Concept: The TD shall select an object in the IUT that,contains a writable property that is commandable and has no
internal algprithm writing to it at priority 16. If no suitableé’object can be found, then this test shall be omitted.

Configuration Requirements: If the IUT suppofts )commandable properties that have no internal algorithm writing at
priority 16.fit shall be configured with at least one such property that can be used for this test.

Test Steps:

1.  VERIHY (Objectl), Priority Array =(the value defined for this property in the EPICS), ARRAY INDEX = 16
2. TRANBMIT WriteProperty-Request,
'Objedt Identifier' = ObjectY,
'Propefty Identifier' < /~"Present Value,
'"Property Value' = \(any value of the correct datatype for this property subject to the restrictions
specified in the EPICS as defined in 4.4.2, except the value verified in step 1)
3. RECE]VE Simple-ACK-PDU
4. VERIHYA(Objectl), Priority Array = (the value used in step 2), ARRAY INDEX = 16

9.22.1.3 WTIting a Non-Commandable Property with a Priority

Purpose: To verify that the IUT can execute WriteProperty service requests when the property is not commandable but a
priority is specified.

Test Concept: The TD shall select an object in the IUT that contains a writable property that is not commandable and has
no internal algorithm writing to it. If no suitable property can be found, then this test shall be omitted.

Configuration Requirements: If the IUT supports non-commandable properties that have no internal algorithm writing to
them, it shall be configured with at least one such property that can be used for this test.
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Test Steps:

1. VERIFY (Objectl), P1 = (the value defined for this property in the EPICS)
2. TRANSMIT WriteProperty-Request,

'Object Identifier' = Objectl,

'Property Identifier' = P1,

"Priority' = (any valid priority)

'"Property Value' = (any valid value defined for this property subject to the restrictions specified in the EPICS

as defined in 4.4.2, except the value verified in step 1)
3. RECEIVE BACnet-BACnet-Simple ACK-PDU
4. VERIFY (Objectl), P1 = (the value used in step 2)

9.222 Negative WriteProperty Service Execution Tests

The|purpose of this test group is to verify correct execution of WriteProperty service requests undereircumstances where
the gervice is expected to fail.

9.222.1 Writing Non-Array Properties with an Array Index
Purgose: To verify that the IUT can execute WriteProperty service requests when the property value is notj an array but

an afray index is included in the service request.

Tesf Concept: The TD shall select an object in the IUT that contains a writable scalar property designated P]. An attempt
will|be made to write to this property using an array index. If no suitable gbject can be found, then this|test shall be
omifted.

Configuration Requirements: If the IUT supports any writable properties that are scalars, it shall be configured with at
leasf one such property that can be used for this test.

Test Steps:

1. |VERIFY (Objectl), P1 = (the value defined for thig’property in the EPICS)
2. |TRANSMIT WriteProperty-Request,

'Object Identifier' = Objectl,
'"Property Identifier' = P1,
'"Property Value' = (any value.of the correct datatype for this property subject to the restrictipns

specified in the EPICS as defined in 4.4.2, except the value verified in sfep 1),
'"Property Array Index' = (ahy positive integer)
3. |IF (Protocol Revision is pres¢ntyand Protocol Revision > 4) THEN
RECEIVE BACnet-ErforyPDU,

Error Class = (\PROPERTY,
Error Code =) PROPERTY IS NOT AN _ARRAY
ELSE
RECEIVE-BACnet-Error PDU,
Errer €lass =  SERVICES,
Error Code =  INCONSISTENT PARAMETERS

4. |VERIFY+Objectl), P1 = (the value defined for this property in the EPICS)
9.221.2.2 Writing Array Properties with an Array Index that is Out of Range

PurposerTo verity tiat the 1U T can execute WTiTePTOPEITy SEIvice requests when the Tequested property vatue is an array
but the array index is out of range.

Test Concept: The TD shall select an object in the IUT that contains a writable array property designated P1. An attempt
will be made to write to this property using an array index that is out of range. If no suitable object can be found, then

this test shall be omitted.

Configuration Requirements: If the IUT supports any writable properties that are arrays, it shall be configured with at
least one such property that can be used for this test.
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Test Steps:

—_

VERIFY (Objectl), P1 =(the value defined for this property in the EPICS)
2. TRANSMIT WriteProperty-Request,
'Object Identifier' = Objectl,
'Property Identifier' =  P1,
'"Property Value' = (any value of the correct datatype for this property subject to the restrictions
specified in the EPICS as defined in 4.4.2, except the value verified in step 1),
'"Property Array Index' = (any positive integer that is larger that the supported size if the array)
3. RECEIVE BACnet-Error PDU,

Error Class = PROPERTY,
Eqror Code = INVALID ARRAY INDEX
4. VERIHY (Objectl), P1 = (the value defined for this property in the EPICS)

9.22.2.3 Writing with a Property Value Having the Wrong Datatype

Purpose: T

Test Concgpt: The TD shall select an object in the IUT that contains a writable property designated P1. An attemy

be made to

verify that the IUT correctly responds to an attempt to write a property value that has an inyalid datatyy

write to this property using an invalid datatype. If no object supports writable properties, then this test sk

@

t will
all be

omitted.

Test Steps:

1.  VERIFY (Objectl), P1 = (the value defined for this property in the EPICS)
2. TRAWNSMIT WriteProperty-Request,
'Opject Identifier' = Objectl,
'Pgoperty Identifier' = P1,
'Property Value'=  (any value with an invalid datatype)
3. IF (Pgotocol Revision is present and Protocol Revision > 4)\THEN
RIECEIVE BACnet-Error PDU,
Error Class = PROPERTY,
Error Code = INVALID DATATYPE
ELSH
RECEIVE (BACnet-Error PDU,
Error Class PROPERTY,
Error Code = INVALID DATATYPE) |
(BACnet-Reject-PDU
Reject Reason = INVALID, PARAMETER_DATATYPE) |
(BACnet-Reject-PDU
Reject Reason = INVALID TAG)
4. VERIHY (Objectl), P1 = (the'value defined for this property in the EPICS)

9.22.2.4 Writing with’a'Property Value that is Out of Range

Purpose: T¢ verify that'the IUT can execute WriteProperty service requests when an attempt is made to write a valu

is outside of the supported range.

Test Concept:-The TD attempts to write to a property using a value that is outside of the supported range.

e that

Test Steps:

1.  VERIFY (Objectl), P1 = (the value defined for this property in the EPICS);
2. TRANSMIT WriteProperty-Request,
'Object Identifier' = (Objectl, any object with writable properties),
'Property Identifier' = (P1, any property with a restricted range of values),
'Property Value'=  (any value, of the correct datatype, that is outside the supported range)
3. IF (Protocol Revision is present and Protocol Revision > 4) THEN
RECEIVE ¢(BACnet-Error PDU,
Error Class = PROPERTY,
Error Code = VALUE _OUT_OF RANGE
ELSE
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RECEIVE (BACnet-Error-PDU,
Error Class = PROPERTY,
Error Code = VALUE_OUT_OF RANGE) |
(BACnet-Reject-PDU,
Reject Reason= PARAMETER OUT_OF RANGE)
4. VERIFY (Objectl), P1 = (the value defined for this property in the EPICS)

9.22.2.5 Writing To Non-Existent Objects

Purpose: This test case verifies that the [UT can execute WriteProperty service requests when the object specified in the
service request does not exist. This test shall only be performed if Protocol Revision is present and has a value greater
than or equal to 4.

Tesf Concept: The TD shall select an object, designated Objectl, that does not exist in the IUT. Objectl shall be of a type
supported by the IUT. An attempt will be made to write to a property, designated P1, in this non-existent object. P1 shall
refef to a standard property that is supported by this object type in the IUT.

Test Steps:

1. [TRANSMIT WriteProperty-Request,

'Object Identifier' = Objectl,

'"Property Identifier' = P1,

'"Property Value'=  (any value of the correct datatype for this property)
2. |RECEIVE BACnet-Error PDU,

Error Class =  OBJECT,

Error Code = UNKNOWN_OBJECT

Pasging Result: While OBJECT::UNKNOWN_OBIJECT is the desired error for this condition, in some impl¢mentations
otherr error conditions may be checked before the existence offhe object itself. The other errors that are acceptable are:
PROPERTY::UNKNOWN _ PROPERTY,
PROPERTY::WRITE_ACCESS_DENIED,
PROPERTY::INVALID DATATYPE,
PROPERTY::VALUE _OUT_OF RANGE and
RESOURCES::NO_SPACE_TO_WRITE>PROPERTY.

9.22.2.6 Writing To Non-Existent Properties

Purpose: This test case verifies that_the IUT can execute WriteProperty service requests when the property specified in
the gervice request is not supported\by the object specified in the service request. This test shall only be [performed if
Protpcol Revision is present and has a value greater than or equal to 4.

Tesf Concept: The TD shalljselect an object in the IUT, designated Objectl. The TD shall select a property, designated
P1, that is not supported-by the specific object instance. An attempt will be made to write to this property.

Test Steps:
1. [TRANSMIT WriteProperty-Request,

'Object Identifier' = Objectl,
'"Property Identifier' = P1,

‘Property Vatue' = tary vatid-vatuefor thisproperty)
2. RECEIVE BACnet-Error PDU,
Error Class =  PROPERTY,

Error Code = UNKNOWN PROPERTY
9.22.2.7 Writing To Non-Writable Properties

Purpose: This test case verifies that the IUT can execute WriteProperty service requests when the property specified in
the service request is not writable. This test shall only be performed if Protocol Revision is present and has a value
greater than or equal to 4.

Test Concept: The TD shall select an object, designated Objectl, in the IUT that contains a non-writable property

designated P1. An attempt will be made to write to this property. If no object supports non-writable properties, then this
test shall be omitted.
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Test Steps:

1. TRAN

SMIT WriteProperty-Request,

'Object Identifier' = Objectl,

'"Property Identifier' = P1,

'Property Value'=  (any value of the correct datatype for this property)
2. RECEIVE BACnet-Error PDU,

Error Class =  PROPERTY,

Error Code =  WRITE_ACCESS DENIED

9.22.2.8

Writing An Object Name With A Value That Is Already In Use

Purpose: T
is written
Protocol R

Test Concg
property. A
another obj

Test Steps:

1. TRAN|
'O
'P1
'P1
2. RECE
Eqf
Eqf

9.23 Writel

This clause
Dependenc
BAChnet Rd

Configurati
a minimum
are designa

9.23.1 Pq

The purpo
circumstan

9.23.1.1
Purpose: T

his test case verifies that the IUT can execute WriteProperty service requests when an Object Name pr
o with a value already in use by a different object in the device. This test shall only be petforn
evision is present and has a value greater than or equal to 4.

pt: The TD shall select an object, designated Objectl, in the IUT that contains a writable Object |
n attempt will be made to write to this property with a value that is in use by the Object) Name propd
ect in the device. If no object supports writable Object Name properties, then this testshall be omitted.

SMIT WriteProperty-Request,

bject Identifier' =  Objectl,

operty Identifier' = Object Name,

operty Value'=  (an Object Name value already in use by another object)
VE BACnet-Error PDU,

ror Class =  PROPERTY,

ror Code = DUPLICATE NAME

PropertyMultiple Service Execution Tests

defines the tests necessary to demonstrate supportifor executing WritePropertyMultiple service requests
es: None.
ference Clause: 15.10.

on Requirements: The WriteRropertyMultiple service execution tests require that the IUT be configure
of two BACnet objects in ifs database that contain writable properties. The Object Identifiers of these o
fed Object] and Object2sinythe test descriptions.

sitive WritePropertyMultiple Service Execution Tests

e of this test,'group is to verify correct execution of WritePropertyMultiple service requests
es where the-sérvice is expected to be successfully completed.

Writing'a’Single Property to a Single Object

verify the ability to write a single property to a single object.

perty
hed if

Name
rty of

1 with
bjects

under

Test Conce

T TS TCST Case 4attempts to WITIE 10 a single scaldar property, rl, thdt TS TIot commandabic. If TIo SuCh W

itable

property exists the test can be modified to write to an array property or to a commandable property with a write priority
high enough to ensure that the commandable property's value will change.

Configuration Requirements: If the IUT supports any writable scalar properties that are not commandable it shall be
configured with one for use in this test. If no such properties are supported the IUT shall be configured with a writable
array or commandable property and the test steps modified to account for this variation.
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Test Steps:
1. VERIFY (Objectl), P1 = (the value specified for this property in the EPICS)
2. TRANSMIT WritePropertyMultiple-Request,
'Object Identifier' = Objectl,
'Property Identifier' =  P1,
'"Property Value' = (any value of the appropriate datatype except for the one verified in step 1)
3. RECEIVE BACnet-Simple-ACK-PDU

4. VERIFY (Objectl), P1 = (the value specified in step 2)

9.23.1.2 Writing Multiple properties to a Single Object

Purpose: To verify the ability to write multiple properties to a single object.

Test

sucl] writable properties don't exist the test can be modified to write to an array property or to ajcommand
with a write priority high enough to ensure that the commandable property's value will change.

C
co

andable it shall be configured with one for use in this test. If no such properties*are supported the

O:F‘guration Requirements: If the IUT supports any object that has two writable(s¢alar properties

Concept: This test case attempts to write to multiple scalar properties, P1 and P2, that are not commandable. If two

hble property

that are not
[UT shall be

confligured, if possible, with writable array or commandable properties and the test_steps modified to acdount for this

vari

support either the configuration required for this test or a configuration requiredifor test 9.23.1.3

Test Steps:

1.
2.
3.

4
5.
6.
9

VERIFY (Objectl), P1 = (the value specified for this property.in'the EPICS)

VERIFY (Objectl), P2 = (the value specified for this property in the EPICS)

TRANSMIT WritePropertyMultiple-Request,

'Object Identifier' = Objectl,

'Property Identifier' = P1,

"Property Value' = (any value of the appropriate-datatype except for the one verified in step 1),
'Property Identifier' = P2,

'"Property Value' = (any value of the appropriate datatype except for the one verified in step 2)
RECEIVE BACnet-Simple-ACK-PDU

'VERIFY (Objectl), P1 = (the value specified for P1 in step 2)

'VERIFY (Objectl), P2 = (the valiie specified for P2 in step 2)

23.1.3 Writing a Single Property to Multiple Objects

Purgose: To verify the abilityto write a single property from multiple objects.

Test Concept: This testlcase attempts to write to single scalar properties, P1 and P2, that reside in different o
not ¢ommandable. If'two such writable properties don't exist the test can be modified to write to an array pr

wtion. If no object type is supported that has two or more writable properties‘this test may be omitted. The IUT must

bjects but are
perty or to a

commandable prepeérty with a write priority high enough to ensure that the commandable property's value willl change.
Tesf Steps:
1. [VERIFY (Objectl) Pl = (the value spec1ﬁed for this property in the EPICS)
. V DI\I[‘ l \UUJUDI.A}, - U.llC lel,lC DPCLILIUU IUI l.lllb PIOPCIlY 111 LIIC DI’l\JD)
3. TRANSMIT WritePropertyMultiple-Request,
'Object Identifier' = Objectl,
'Property Identifier'=  P1,
'"Property Value' = (any value of the appropriate datatype except for the one verified in step 1),
'Object Identifier' = Object2,
'Property Identifier' = P2,
"Property Value' = (any value of the appropriate datatype except for the one verified in step 2)
4. RECEIVE BACnet-Simple-ACK-PDU
5. VERIFY (Objectl), P1 = (the value specified for P1 in step 3)
6. VERIFY (Object2), P2 = (the value specified for P2 in step 3)
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9.23.1.4

Writing Multiple Properties to Multiple Objects

Purpose: To verify the ability to write multiple properties to multiple objects.

Test Concept: This test case attempts to write properties, P1 and P2, that reside in Objectl, and properties P3 and P4 that
reside in Object2. P1, P2, P3 and P4 are not commandable properties. If four such writable properties do not exist the test
can be modified to write to an array property or to a commandable property with a write priority high enough to ensure
that the commandable property's value will change.

Test Steps:
1. VERIEF¥~ObjeetlRl—(he-value-specified-for-this-property-in-the-ERICS)
2. VERIHY (Objectl), P2 = (the value specified for this property in the EPICS)
3. VERIHY (Object2), P3 = (the value specified for this property in the EPICS)
4. VERIHY (Object2), P4 = (the value specified for this property in the EPICS)
5. TRANBSMIT WritePropertyMultiple-Request,
'Object Identifier' = Objectl,
'Propeity Identifier' = P1,
'Propeity Value' = (any value of the appropriate datatype except for the one verified iw'step 1),
'"Propefty Identifier' = P2,
'"Propefty Value' = (any value of the appropriate datatype except for the one verified in step 2),
'Objecy Identifier' = Object2,
'"Propefty Identifier' = P3,
'"Propefty Value' = (any value of the appropriate datatype except forthé.one verified in step 3),
'Object Identifier' = Object2,
'"Propeity Identifier' = P4,
'Propefty Value' = (any value of the appropriate datatype exéept for the one verified in step 4)
4. RECE]VE BACnet-BACnet-Simple ACK-PDU
5. VERIHY (Objectl), P1 = (the value specified for P1 in step 5)
6. VERIHY (Objectl), P2 = (the value specified for P2 in step$)
7. VERIHY (Object2), P3 = (the value specified for P3 in step 5)
8. VERIHY (Object2), P4 = (the value specified for P4 in step 5)
9.23.1.5 Writing a Non-Commandable Property-with a Priority
Purpose: To verify that the IUT can executé WritePropertyMultiple service requests when the property
commandable but a priority is specified.
Test Congept: Repeat test in 922113, Writing a Non-Commandable Property with a Priority,
WritePropdrtyMultiple instead of WriteRroperty.
9.23.1.6 Writing a Commandable Property Without a Priority
Purpose: Tp verify that the JJ-can execute WritePropertyMultiple service requests when the property is commar
but a priorify is not specified.
Test Concept: Repeat'test in 9.22.1.2, Writing a Commandable Property Without a Priority, using WritePropertyM
instead of WriteProperty.
9.23.1.7 Writing Maximum Multiple Properties

S not

using

1dable

hltiple

Purpose: This test case verifies that IUT does not arbitrarily restrict the number of properties that can be written to it
using a single WritePropertyMultiple request.

Test Concept: A writable property is written to an object in the IUT as many times as can be conveyed in the largest
request accepted by the IUT. The calculation of the maximum request size shall be based on the IUT's
Max APDU Length Accepted and maximum segments per request.

The proced

ure to determine the number of values to use is:

MaxAPDU =IUT’s Max APDU_Length Accepted
MaxRxSegs = IUT’s maximum segments accepted per request
MaxTxSegs = IUT’s maximum segments generated per response
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NonSegRqstHdrSize = size of (non-segmented BACnetConfirmed-RequestPDU header) = 4
SegRqstHdrSize = size of (segmented BACnetConfirmed-RequestPDU header) = 6
ObjldSize = size of (an Object-Identifier) = 5

TagsSize = size of (an open and a close tag) =2

PropldSize = size of (chosen property Id) = depends on property ID and includes array index size if required

ValueSize = size of (chosen property value) = depends on property and value chosen

If the IUT does not support receiving segmented requests:
NumPropertiesToWrite =

(MaxAPDU - 11) / (PropldSize + 2 + ValueSize)

If the IUT does support receiving segmented requests:

[NumPropertiesToWrite =

((MaxAPDU — SegRqgstHdrSize) * MaxRxSegs — ObjldSize — TagsSize) / PropldSize =
((MaxAPDU - 6) * MaxRxSegs — 7) / 2

Test Steps:
1. [TRANSMIT WritePropertyMultiple-Request,

'Object Identifier' = (Device, X),
'"Property Identifier' = P1,

‘Array Index’ = Al, -- only if required
'Property Value'= V1,

'"Property Identifier' = P1,

‘Array Index’ = Al, -- only if required
'Property Value'= V1

2. |RECEIVE Simple-ACK
3. |[VERIFY (P1=V1)

9.23.2 Negative WritePropertyMultiple Sépvice Execution Tests

The| purpose of this test group is to ‘werify correct execution of WritePropertyMultiple service re
circgmstances where the service is expected to fail.

9.232.1 Writing Multiple Properties with a Property Access Error

Purpose: To verify the abilityto correctly execute a WritePropertyMultiple service request for which the
Accgss Specifications' contains a specification for an unsupported property.

(MaxAPDU — NonSegRqstHdrS1ze — ObjldSize — TagsSize) / (PropldSize + TagsSize + ValueSize) =

juests under

'List of Write

Test Concept: An aftempt is made to write to two properties in a single object. The first property is sypported and

writpble. The second property is not supported for this object. The objective is to verify that an appropriate e
is refurned andthat all writes up to the first failed write attempt take place.

Configuratioh Requirements: If the IUT supports any writable scalar properties that are not commandab
conlgured with one for use in this test. If no such propertles are supported the IUT shall be conﬁgured w

[ror résponse

e it shall be
th a writable

tion Objectl

will be used to designate the object, P1 the wrltable property, and P2 the unsupported property used for this test.

Test Steps:

1. VERIFY (Objectl), P1 = (the value specified for this property in the EPICS)
2. TRANSMIT WritePropertyMultiple-Request,
'Object Identifier' = Objectl,
'Property Identifier'=  P1,
'"Property Value' = (any value of the appropriate datatype except for the one verified in step 1),
'Property Identifier' = P2,
"Property Value' = (any value of the appropriate datatype)
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3. RECEIVE WritePropertyMultiple-Error,

Error Class = PROPERTY,
Error Code = UNKNOWN_PROPERTY,
objectldentifier = Objectl,

propertyldentifier =P2
4. VERIFY (Objectl), P1 = (the value specified for P1 in step 2)

9.23.2.2

Writing Multiple Properties with an Object Access Error

Purpose: To verify the ability to correctly execute a WritePropertyMultiple service request for which the 'List of Write
Access Specifications' contains a specification for an unsupported object.

Test Concept: An attempt is made to write to a single property in two different objects. The first object is supporte
the property is writable. The second object is not supported. The objective is to verify that an appropriate errorres

is returned

Configuration Requirements: If the IUT supports any writable scalar properties that are not commandable it sh
configured
array or commandable property and the test steps modified to account for this variation. In the(test description O
and P1 wil| be used to designate the writable object and property used for this test. The desighation BadObject v
used to ind

Test Steps:

1. VERIHY (Objectl), P1 = (the value specified for this property in the EPICS)
2. TRANBMIT WritePropertyMultiple-Request,
'Objedt Identifier' = Objectl,
'Propefty Identifier'=  P1,
'"Property Value' = (any value of the appropriate datatype excepffor the one verified in step 1),
'Objedt Identifier' = BadObject,
'"Propefty Identifier'= P2,
'Propeyty Value' = (any value of the appropriate datatype)
3. RECEIVE WritePropertyMultiple-Error,

Error Class = OBIJECT,
Error Code = UNKNOWN_OBIJECT,
object][dentifier = BadObject,

propettyldentifier =P2
4. VERIHY (Objectl), P1 = (the value specified for P1 in step 2)

9.23.2.3

Purpose: T
Access Specifications' contain§-ayspecification for a read only property.

hnd that all writes up to the first failed write attempt take place.

with one for use in this test. If no such properties are supported the IUT shall be configtired with a w1

cate an object that is not supported.

Writing Multiple Properties with a Write Access Error

b verify the ability to orrectly execute a WritePropertyMultiple service request for which the 'List of

d and
ponse

all be
itable
bjectl
ill be

‘Write

Test Concgpt: An attempt.is made to write to two properties in a single object. The first property is supported and

writable. T
returned anfd that all-writes up to the first failed write attempt take place.

he second¢property is supported but read only. The objective is to verify that an appropriate error respqg

nse is

Configuratjoi-Requirements: If the IUT supports any writable scalar properties that are not commandable it shall be

configured

A £ . 1 £ 1 11 b ke I TS © R sl 1 -1
WILT OIIC TOT USTIIT UIIS TTSL. I IO SUCIT PTOPCIUCS dI'C SUPPOITCU UIC TU T S1dll DT COILIIgUIcU WIUL d-W

itable

array or commandable property and the test steps modified to account for this variation. In the test description Objectl
will be used to designate the object, P1 the writable property, and P2 the read only property used for this test.

Test Steps:

1. VERIFY (Objectl), P1 = (the value specified for this property in the EPICS)
2. VERIFY (Objectl), P2 = (the value specified for this property in the EPICS)
3. TRANSMIT WritePropertyMultiple-Request,
'Object Identifier' = Objectl,
'Property Identifier'=  P1,
'Property Value' = (any value of the appropriate datatype except for the one verified in step 1),
'Property Identifier' = P2,
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'"Property Value' = (any value of the appropriate datatype except for the one verified in step 1)
RECEIVE WritePropertyMultiple-Error,

Error Class = PROPERTY,

Error Code = WRITE ACCESS DENIED,

objectldentifier = Objectl,

propertyldentifier =P2

VERIFY (Objectl), P1 = (the value specified for P1 in step 3)

VERIFY (Objectl), P2 = (the value specified for this property in the EPICS)

2.4 Writing Non-Array Properties with an Array Index

Purpose: This test case verifies that the [UT can execute WritePropertyMultiple service requests when the property value

is

ot an array but an array index is included in the service request. This test shall only be. j

Protpcol Revision is present and has a value greater than or equal to 4.

Test| Concept: The TD shall select an object, designated Objectl, in the IUT that contains a writable sc
desipnated P1. An attempt will be made to write to this property using an array index. If no suitable object ¢
then| this test shall be omitted.

Configuration Requirements: If the IUT supports any writable properties that are scalars, it shall be config

leas
Test

1.
2.

4.
9.23

Pury

prog
pres

Test
desi
obje

one such property that can be used for this test.
Steps:
'VERIFY (Objectl), P1 = (the value defined for this property in the EPICS)

TRANSMIT WritePropertyMultiple-Request,

'Object Identifier' = Objectl,
'Property Identifier' = P1,
'Property Value' = (any value of the correct,datatype for this property subject to the restricti

specified in the EPICS, as defined in 4.4.2, except the value verified in §
‘Property Array Index' =  (any positive integef)
RECEIVE WritePropertyMultiple-Error,

Error Class = PROPERTY,
Error Code = PROPERTY ISINOT AN ARRAY,
objectldentifier = Objectl,

propertyldentifier = P1
VERIFY (Objectl), P1 = (the valiie defined for this property in the EPICS)

2.5 Writing Array Properties with an Array Index that is Out of Range

erty value is an array(but the array index is out of range. This test shall only be performed if Protoco
ent and has a value(greater than or equal to 4.

Concept: The<I'D shall select an object, designated Objectl, in the IUT that contains a writable at
bnated P1<{An attempt will be made to write to this property using an array index that is out of range. |
ct can be-found, then this test shall be omitted.

Con|

performed if

hlar property
an be found,

rured with at

pns
tep 1),

ose: This test case verifies- that the IUT can execute WritePropertyMultiple service requests when the requested

_Revision is

fray property
f no suitable

ured with at

iguration Requirements: If the IUT supports any writable properties that are arrays, it shall be config

1 1 1 1 I
leabl. UIIT SUCIT PIOPTITY Uldl Call DT USCU 101 UIS TS T

Test Steps:

1.
2.

VERIFY (Objectl), P1 = (the value defined for this property in the EPICS)
TRANSMIT WritePropertyMultiple-Request,

'Object Identifier' = Objectl,
'"Property Identifier' = P1,
'"Property Value' = (any value of the correct datatype for this property subject to the restrictio

ns

specified in the EPICS as defined in 4.4.2, except the value verified in step 1),

‘Property Array Index' = (any positive integer that is larger that the supported size of the array)
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3. RECEIVE WritePropertyMultiple-Error,

Error Class = PROPERTY,
Error Code = INVALID ARRAY _ INDEX,
objectldentifier = Objectl,

propertyldentifier= P1
4. VERIFY (Objectl), P1 = (the value defined for this property in the EPICS)

9.23.2.6 Writing with a Property Value Having the Wrong Datatype

Purpose: This test case verifies that the IUT correctly responds to an attempt to write a property value that has an invalid
datatype. This test shall only be performed if Protocol Revision is present and has a value greater than or equal to 4.

Test Concept: The TD shall select an object, designated Objectl, in the IUT that contains a writable property designated
P1. An attejmpt will be made to write to this property using an invalid datatype. If no object supports writable propgrties,
then this te$t shall be omitted.

Test Steps:

1.  VERIHY (Objectl), P1 = (the value defined for this property in the EPICS)
2. TRANBMIT WritePropertyMultiple-Request,

'Opject Identifier' = Objectl,

'Ptoperty Identifier' = P1,

'Poperty Value' = (any value with an invalid datatype)
3. RECEIVE WritePropertyMultiple-Error,

Error Class = PROPERTY,

Error Code = INVALID DATATYPE,

objectldentifier = Objectl,

prppertyldentifier= P1
4. VERIRY (Objectl), P1 = (the value defined for this property inthe EPICS)

9.23.2.7 Writing with a Property Value that is Out of Range

Purpose: This test case verifies that the [UT can execute WritePropertyMultiple service requests when an attempt isfmade
to write a Jalue that is outside of the supported range. TFhis test shall only be performed if Protocol Revision is pfesent
and has a vplue greater than or equal to 4.

Test Concept: The TD shall select an object, designated Objectl, in the IUT that contains a writable property designated
P1. The T attempts to write to this property‘using a value that is outside of the supported range.

Test Steps:

1. VERIHY (Objectl), P1 = (thé-value defined for this property in the EPICS),
2. TRANBMIT WritePropertyMultiple-Request,

'Opject Identifier!= (Objectl, any object with writable properties),

'Pgoperty Identifier" = (P1, any property with a restricted range of values),

'Poperty Vatue'= (any value, of the correct datatype, that is outside the supported range)
3. RECEIVE WritePropertyMultiple-Error,

Enror £lass = PROPERTY,

Efror-€ode = VALUE OUT_OF RANGE,

ol ijlIdUllLiﬁCl = O'ch:ui,

propertyldentifier= P1
4. VERIFY (Objectl), P1 = (the value defined for this property in the EPICS)

9.23.2.8 Writing To Non-Existent Objects

Purpose: This test case verifies that the IUT can execute WritePropertyMultiple service requests when the object
specified in the service request does not exist. This test shall only be performed if Protocol Revision is present and has a
value greater than or equal to 4.

Test Concept: The TD shall select an object, designated Objectl, that does not exist in the IUT. Objectl shall be of a

object type supported by IUT. An attempt will be made to write to a property, designated P1, in this non-existent object.
P1 shall refer to a standard property that is supported by this object type in the IUT.
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Test Steps:
1. TRANSMIT WritePropertyMultiple-Request,

'Object Identifier' = Objectl,

'Property Identifier' = P1,

'Property Value' = (any value of the correct datatype for this property)
2. RECEIVE WritePropertyMultiple-Error,

Error Class = OBJECT,

Error Code = UNKNOWN_ OBIJECT,

objectldentifier = Objectl,

propertyldentifier = P1

Pasging Result: While OBJECT::UNKNOWN_OBIJECT is the desired error for this condition, in some {mpl¢mentations,
otherr error conditions may be checked before the existence of the object itself. The other errors that ase.acceptable are:
PROPERTY::UNKNOWN PROPERTY,
PROPERTY::WRITE_ACCESS_DENIED,
PROPERTY::INVALID DATATYPE,
PROPERTY::VALUE OUT_OF RANGE and
RESOURCES::NO_SPACE_TO_WRITE_PROPERTY.

9.23.2.9 Writing To Non-Existent Properties

Purpgose: This test case verifies that the IUT can execute WritePropertyMultiple service requests when |the property
spedified in the service request is not supported by the object specified in the service request. This test $hall only be
perfprmed if Protocol Revision is present and has a value greater than of\equal to 4.

Tesf Concept: The TD shall select an object in the IUT, designated\©Objectl. The TD shall select a property, designated
P1, that is not supported by the object. An attempt will be made-to*write to this property.

Test Steps:
1. [TRANSMIT WritePropertyMultiple-Request,

'Object Identifier' = Objectl,

'"Property Identifier' = P1,

'Property Value' = (any valye-of the correct datatype for the property),
2. |RECEIVE BACnet-Error PDU,

Error Class = PROPERTY,

Error Code = UNKNOWN_ PROPERTY,

objectldentifier = Objectl,
propertyldentifier = \P.

9.232.10  Writing To-Nen-Writable Properties

Purpose: This test cas¢ verifies that the IUT can execute WritePropertyMultiple service requests when |the property
spedified in the service request is not writable. This test shall only be performed if Protocol Revision is present and has a
valup greater than'or equal to 4.

Tesf Concept: The TD shall select an object, designated Object 1, in the IUT that contains a non-writgble property
desipnated P1. An attempt will be made to write to this property. If no object supports non-writable properties, then this

1~ .
test Straitrocommtted:

Test Steps:
1. TRANSMIT WritePropertyMultiple-Request,

'Object Identifier' = Objectl,

'Property Identifier' =  P1,

'"Property Value' = (any value of the correct datatype for this property)
2. RECEIVE WritePropertyMultiple-Error,

Error Class = PROPERTY,

Error Code = WRITE_ACCESS_DENIED,

objectldentifier =  Objectl,
propertyldentifier = P1
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9.23.2.11  Writing An Object_ Name With A Value That Is Already In Use

Purpose: This test case verifies that the IUT can execute WritePropertyMultiple service requests when an Object Name
property is written to with a value already in use by a different object in the device. This test shall only be performed if

Protocol Revision is present and has a value greater than or equal to 4.

Test Concept: The TD shall select an object, designated Objectl, in the IUT that contains a writable Object Name
property. An attempt will be made to write to this property with a value that is in use by the Object Name property of

another object in the device. If no object supports writable Object Name properties, then this test shall be omitted.

Test Steps:

1. TRANBSMIT WritePropertyMultiple-Request,

'Opject Identifier' = Objectl,

'Pgoperty Identifier' = Object Name,

'Property Value'=  (an Object Name value already in use by another object)
2. RECE]VE WritePropertyMultiple-Error,

Enror Class =  PROPERTY,

Emror Code =  DUPLICATE NAME

9.24DevicCommunicationControl Service Execution Test
This claus¢ defines the tests necessary to demonstrate support for executing DeviceCommunicationControl s
requests.

Dependencfes: ReadProperty Service Execution Tests, 9.18.

BAChnet Rdference Clause: 16.1.
9.24.1 Pgsitive DeviceCommunicationControl Service Execution Tests

The purpose of this test group is to verify the correct execution;of DeviceCommunicationControl service requests
circumstanges where the service is expected to be successfullycompleted. Let X be the instance number of the Tl
object for the IUT.

Configuratjon Requirements: If the IUT requires.the use of a password for DeviceCommunicationControl a
password shall be provided and used in the test dases of this clause. If the IUT does not provide password protecti
'Password' [parameter shall contain an arbitrary password or shall be omitted at the discretion of the tester. Not
passwords fire to be ignored if password prdtection is not provided.

9.24.1.1 Indefinite Time Duration Restored by DeviceCommunicationControl

Purpose: Tp verify the correct exeeution of the DeviceCommunicationControl request service procedure when ind
time duratipn is specified and communication is restored using the DeviceCommunicationControl service.

Test Steps:
1. TRANBMIT De¢viceCommunicationControl-Request,
'Enable/BDisable' = DISABLE,
'"Password' = (any appropriate password as described in the Test Concept)

ervice

under
evice

valid
n the
e that

tfinite

2. RECEIVE/BACnet-Simple-ACK-PDU

w

WAIT Internal Processing Fail Time
4. TRANSMIT ReadProperty-Request,
'Object Identifier' = (Device, X),
'"Property Identifier' = (any required non-array property of the Device object)
WAIT (an arbitrary time > Internal Processing Fail Time selected by the tester)
CHECK (Verify that the IUT has not transmitted any messages since the acknowledgment in step 2)
7. TRANSMIT DeviceCommunicationControl-Request,
'Enable/Disable'=  ENABLE,
'"Password' = (any appropriate password as described in the Configuration Requirements)
8. RECEIVE BACnet-Simple-ACK-PDU
9. VERIFY (Device, X),
(any required non-array property) = (the value for this property specified in the EPICS)

oW
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9.24.1.2 Indefinite Time Duration Restored by ReinitializeDevice

Purpose: To verify the correct execution of the DeviceCommunicationControl request service procedure when indefinite
time duration is specified and communication is restored using the ReinitializeDevice service.

Dependencies: ReinitializeDevice Service Execution Tests, 9.27.
Test Steps:

1. TRANSMIT DeviceCommunicationControl-Request,
'Enable/Disable' =  DISABLE,

‘Paccword — Lany annranriata nacoyyord oo dacoribhad 10 tho Tact Concant)
TS5 Worer Ry ppropHate-passworaas-aescHveaH+tne—+e5t Heept)

2. |RECEIVE BACnet-Simple-ACK-PDU
'WAIT Internal Processing Fail Time
4. |TRANSMIT ReadProperty-Request,
'Object Identifier' = (Device, X),
'Property Identifier' = (any required non-array property of the Device object)
'WAIT (an arbitrary time > Internal Processing Fail Time selected by the tester)
CHECK (Verify that the IUT has not transmitted any messages since the acknowledgment in step 2)
7. [TRANSMIT ReinitializeDevice-Request,
Reinitialized State of Device' = WARMSTART,
'"Password' = (any appropriate password as described‘in the Test Concept)
8. [RECEIVE BACnet-Simple-ACK-PDU
. |CHECK (Did the IUT perform a COLDSTART reboot?)
10. [VERIFY (Device, X),
(any required non-array property) = (the value for this property specified in the EPICS)

w

oW

9.24.1.3 Finite Time Duration

Purpose: To verify the correct execution of the DeviceCommunicationControl request service procedure wh¢n finite time
durgtion is specified.

Test Steps:

1. [TRANSMIT DeviceCommunicationContfol-Request,
'Time Duration' = (a value T& [} in minutes, selected by the tester),
'Enable/Disable' = DISABLE,
'"Password' = (any appropriate password as described in the Test Concept)

2. |RECEIVE BACnet-Simple-ACK-PDU

'WAIT Internal Processing Fail Time

4. |TRANSMIT ReadProperty-Request,

'Object Identifiet\=" (Device, X),

'Property Identifier' = (any required non-array property of the Device object)

w

5. |WAIT (T)
6. [CHECK (Verify that the IUT did not transmit any messages between the acknowledgment in step 2 and pxpiration of
timer T)

7. |VERIEY:\(Device, X),
(any required non-array property) = (the value for this property specified in the EPICS)

9.24-14 FimiteFimeD tomR Hyv-Bevicee teatiomE i

Purpose: To verify the correct execution of the DeviceCommunicationControl request service procedure when a finite
time duration is specified and communication is restored using the DeviceCommunicationControl service.

Test Steps:

1. TRANSMIT DeviceCommunicationControl-Request,
'"Time Duration' = (a value T > 1, in minutes, selected by the tester),
'Enable/Disable' = DISABLE,
'"Password' = (any appropriate password as described in the Test Concept)
2. RECEIVE BACnet-SimpleACK-PDU
3. WAIT Internal Processing Fail Time
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9.24.1.5 Finite Time Duration Restored by ReinitializeDevice

TRANSMIT ReadProperty-Request,

'Object Identifier' = (Device, X),

'"Property Identifier' = (any required non-array property of the Device object)
WAIT (an arbitrary time > Internal Processing Fail Time selected by the tester, and < T as specified in the
DeviceCommunicationControl-Request)

CHECK (Verify that the IUT has not transmitted any messages since the acknowledgment in step 2)
TRANSMIT DeviceCommunicationControl-Request,
'Enable/Disable' = ENABLE,
'"Password' = (any appropriate password as described in the Configuration Requirements)
RECEIVE BACnet-Simple ACK-PDU
VERIFY ((Device, X), (any required non-array property) = (the value for this property as described in the
Configuration Requirements))

Purpose: Tp verify the correct execution of the DeviceCommunicationControl request service procedute when alfinite

time duratign is specified and communication is restored using the ReinitializeDevice service.

Test Steps:

1. TRANBMIT DeviceCommunicationControl-Request,
'"T{me Duration' = (avalue T > 1, in minutes, selected by the tester)
'Epable/Disable'=  DISABLE,
'"Password' = (any appropriate password as described in the Test{Concept)

w

8.

9

10. VERIHY (Device, X), (any required non-array property) = (the value for this property as described in the EPIC})

9.24.1.6 Ingefinite Time Duration, Disable-Initiation, Restored by DeviceCommunicationControl

RECE]VE BACnet-Simple ACK-PDU
WAIT |Internal Processing Fail Time
TRANSMIT ReadProperty-Request,

'Opject Identifier' = (Device, X),

'Property Identifier' = (any required non-array property of the\Device object)
WAIT| (an arbitrary time > Internal Processing Fail Time selected by the tester, and < T as specified |n the
DevicgCommunicationControl-Request)

CHECK (Verify that the IUT has not transmitted any messages since the acknowledgment in step 2.)
TRANSMIT ReinitializeDevice-Request,

'Reinitialize State of Device' = WARMSTART;

'"Password' = (any appropriate password as described in the Test Concept)
RECE]VE BACnet-Simple-ACK-PDU
CHECK (Did the IUT perform a WARMSTART reboot?)

Purpose: This test case verifies &he correct execution of the DeviceCommunicationControl request service prod¢edure
when an ]ildeﬁnite time durdtion is specified, only initiation is disabled, and communication is restored usijg the

DeviceCo
Is, then thid test case shall ‘be skipped.

municationContro) service. If the IUT does not initiate any services other than an I-Am in response to a|Who-

Test Steps:

1. TRANSMIT DeviceCommunicationControl-Request,
'EmabterDrsabte—=—DISABEE-INTATION;
'Password' = (any appropriate password as described in the Test Concept)

Nonkwb

266

RECEIVE BACnet-Simple-ACK-PDU
WAIT Internal Processing Fail Time
MAKE (do something that would normally cause the IUT to initiate a message)
WAIT (an arbitrary time > Internal Processing Fail Time selected by the tester)
CHECK (Verify that the IUT has not transmitted any messages since the acknowledgment in step 2.)
TRANSMIT ReadProperty-Request,
'Object Identifier' = (Device, X),
'"Property Identifier' = (any required non-array property of the Device object)
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8. RECEIVE BACnet-ComplexACK-PDU,
'Object Identifier'=  (Device, X),
'Property Identifier' = (the 'Property Identifier' specified in step 7),

'Property Value'=  (any valid value for the property)
9. TRANSMIT DeviceCommunicationControl-Request,
'Enable/Disable'=  ENABLE,
'"Password' = (any appropriate password as described in the Test Concept)

10. RECEIVE BACnet-Simple-ACK-PDU

11. MAKE (do something to cause the IUT to initiate a message)
12. WAIT Internal Processing Fail Time

13. CHECK (Verify that the IUT initiated a message)

9.241.7 Indefinite Time Duration, Disable-Initiation, Restored by ReinitializeDevice

Deppndencies: ReinitializeDevice Service Execution Tests, 9.27.

Purpose: This test case verifies the correct execution of the DeviceCommunicationControl request servi
whep an indefinite time duration is specified, only initiation is disabled, and communication is restor
ReipitializeDevice service. If the IUT does not initiate any services other than an I-Am if{r¢sponse to a Whq
test fase shall be skipped.

Test Steps:

1. [TRANSMIT DeviceCommunicationControl-Request,
'Enable/Disable' = DISABLE-INITIATION,
'Password' = (any appropriate password as described‘in the Test Concept)
RECEIVE BACnet-Simple-ACK-PDU
'WAIT Internal Processing Fail Time
MAKE (do something that would normally cause the [UT t0 initiate a message)
'WAIT (an arbitrary time > Internal Processing Fail Time selected by the tester)
CHECK (Verify that the IUT has not transmitted any,;messages since the acknowledgment in step 2.)
TRANSMIT ReadProperty-Request,
'Object Identifier' =  (Device, X),
'"Property Identifier' = (any required nen-array property of the Device object)
8. |[RECEIVE BACnet-ComplexACK-PDU;
'Object Identifier' = (Device, X)s
'"Property Identifier' = (the 'Pteperty Identifier' specified in step 7),
'Property Value'=  (anyvalid value for the property)
9. [TRANSMIT ReinitializeDgvige-Request,
Reinitialized State of'Device' = WARMSTART,
'Password' = (any appropriate password as described in the Test Concept)
10. |RECEIVE BACnetSimple-ACK-PDU
11. |CHECK (Did the JUT perform a WARMSTART reboot?)
12. IMAKE (do something to cause the IUT to initiate a message)
13. [WAIT Intérnal Processing Fail Time
14. [CHECK-(Verify that the IUT initiated a message)

Nonkwb

9.24.1.8 “Finite Time Duration, Disable Initiation

e procedure
ed using the
-Is, then this

= s S el 1 . il by - Pl - - Pl 1 .
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when finite time duration is specified and only initiation is disabled. If the IUT does not initiate any services,

an I-Am in response to a Who-Is, then this test case shall be skipped.

Test Steps:

1. TRANSMIT DeviceCommunicationControl-Request,
'Time Duration' = (avalue T > 1, in minutes, selected by the tester).
'Enable/Disable' =  DISABLE-INITIATION,
'"Password' = (any appropriate password as described in the Test Concept)

2. RECEIVE BACnet-Simple-ACK-PDU
WAIT Internal Processing Fail Time
4. MAKE (do something that would normally cause the IUT to initiate a message)

w
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(9}

WAIT (an arbitrary time > Internal Processing Fail Time selected by the tester)
CHECK (Verify that the IUT has not transmitted any messages since the acknowledgment in step 2.)
7. TRANSMIT ReadProperty-Request,

'Object Identifier' = (Device, X),

'"Property Identifier' = (any required non-array property of the Device object)
8. RECEIVE BACnet-ComplexACK-PDU,

'Object Identifier' = (Device, X),

'"Property Identifier' = (the 'Property Identifier' specified in step 7),

'"Property Value'=  (any valid value for the property)
9. WAIT (T)
10. MAKE (do something to cause the IUT to initiate a message)

S

11. WAIT|Internal Processing Fail Time
12. CHECK (Verify that the IUT initiated a message)

9.24.2 Nggative DevicecCommunicationControl Service Execution Tests

The purpose of this test group is to verify the correct execution of DeviceCommunicationControl service requests
circumstanges where the service is expected to fail.

9.24.2.1 Invalid Password

Purpose: T¢ verify the correct execution of DeviceCommunicationControl service procedure. when an invalid passw
provided. If the IUT does not provide password protection this test case shall be omitted:

Test Steps:
1. TRANBMIT DeviceCommunicationControl-Request,
'Epable/Disable'=  DISABLE,
'Password' = (any invalid password)
2. RECE]VE BACnet-Error-PDU,
Enror Class = SECURITY,
Error Code = PASSWORD_FAILURE

3. VERIHY (Device, X),
(any required non-array property) = (the value for-this property specified in the EPICS)

9.24.2.2 Missing Password

Purpose: To verify the correct execution of, DeviceCommunicationControl service procedure when a passw
required but not provided. If the IUT does not\provide password protection this test case shall be omitted.

Test Steps:

1. TRANBMIT DeviceCommunicationControl-Request,
'Epable/Disable' = _CDISABLE,

2. (RECHIVE BACnet-Etror-PDU,
Enor Class = SECURITY,
Error Code = PASSWORD FAILURE) |

(RECHIVE BA€net-Error-PDU,

Enror £lass = SERVICES,
Erar-€ode = MISSING REQUIRED PARAMETER)

3. VERIF¥Y(Drvice, X;
(any required non-array property) = (the value for this property specified in the EPICS)

9.25ConfirmedPrivateTransfer Service Execution Tests

under

ord is

rd is

This clause defines the tests necessary to demonstrate support for executing ConfirmedPrivateTransfer service requests.

Dependencies: None.
BAChnet Reference Clause: 16.2.

Purpose: To verify the ability to correctly execute a ConfirmedPrivateTransfer service request.
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Test Concept: The service procedure implied by a particular private transfer service is defined by the vendor. This test
simply verifies that an appropriate acknowledgment is returned and that any externally visible actions defined by the
vendor are observed.

Configuration Requirements: The IUT shall be configured to execute at least one ConfirmedPrivateTransfer service. The
service parameters that are to be provided in the request and a list of any externally visible actions that should be
apparent to the tester shall also be provided.

Test Steps:

1. TRANSMIT ConfirmedPrivateTransfer-Request,
'Vendor ID' = (the Vendor_Identifier specified in the Device object of the EPICS),
'Service Number' = (any service number provided by the vendor),
'Service Parameters' =  (the service parameters provided for this service)

2. |RECEIVE ConfirmedPrivateTransfer-ACK,
'Vendor ID' = (the Vendor Identifier specified in the Device object of the EPICS);
'Service Number' = (the service number used in step 1),
'Result Block' = (the expected results provided by the vendor)

3. |CHECK (Did the externally visible actions take place?)
9.2@UnconfirmedPrivateTransfer Service Execution Tests

BA(net does not define a service procedure for executing the UnconfirmedPrivateTransfer service and thuf no tests are
needed.

9.27ReinitializeDevice Service Execution Tests

Thiq clause defines the tests necessary to demonstrate support for executing ReinitializeDevice service requepts.
Depgndencies: None.

BA(net Reference Clause: 16.4.
9.27.1 Positive ReinitializeDevice Service Execution Tests

The|purpose of this test group is to verify corteet execution of ReinitializeDevice service requests under circumstances
whefe the service is expected to be successfully completed.

9.27.1.1 COLDSTART with no Password

Purpose: To verify the correct ex¢€cution of the ReinitializeDevice request service procedure when a COLDSTART is
attempted and no password is pfovided.

Test Steps:

1. [TRANSMIT ReinitializeDevice-Request,
'Reinitialized.State of Device' = COLDSTART

2. |(RECEIVE BACnet-Simple-ACK-PDU

CHECK+(Did the IUT perform a COLDSTART reboot?) ) |
(RECEIVE BACnet-Error-PDU,

Error Class = SECURITY,

ErTor Code = PASSWORD FAICURE)

(RECEIVE BACnet-Error-PDU,

Error Class = SERIVCES,

Error Code = MISSING REQUIRED PARAMETER)

Notes to Tester: Two cases are possible. If the IUT requires the use of a password one of the specified errors shall be
returned. If the IUT does not require the use of a password a simple acknowledgment shall be returned and the IUT shall
reinitialize in the manner prescribed by the manufacturer. External indications that the IUT has reinitialized, such as
LEDs or startup message traffic shall be used to confirm reinitialization whenever possible.

9.27.1.2 COLDSTART with a Correct Password

Purpose: To verify the correct execution of the ReinitializeDevice request service procedure when a COLDSTART is
attempted and a password is provided.
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Test Concept: A password is provided whether or not the IUT requires password protection. If the IUT provides
password protection, the 'Password' parameter shall contain a suitable password provided by the vendor. If the IUT does
not provide password protection the 'Password' parameter shall contain an arbitrary password. Note that passwords are to
be ignored if password protection is not provided. See BACnet 16.4.1.1.2.

Test Steps:

1. TRAN

SMIT ReinitializeDevice-Request,

'Reinitialized State of Device'= COLDSTART,
"Password' = (any appropriate password as described in the Test Concept)
2. RECEIVE BACnet-Simple-ACK-PDU

3. CHEC

Notes to T¢
to confirm

9.27.1.3

Purpose: T
attempted 4

Test Steps:

1. TRAN|
'Reini

2. (RECH
CHE(
(RECH
Error
Error
(RECH
Error
Error

Notes to T
returned. If
reinitialize
LEDs or st
9.27.1.4

Purpose: T
attempted 4

Test Concs
password p
not providg
be ignored

(D1d the IUT perform a COLDSTART reboot?)

ster: External indications that the IUT has reinitialized, such as LEDs or startup message traffig-shall b
reinitialization whenever possible.

WARMSTART with no Password

o verify the correct execution of the ReinitializeDevice request service procedute,when a warms
nd no password is provided.

SMIT ReinitializeDevice-Request,

ialized State of Device'= WARMSTART

IVE BACnet-Simple-ACK-PDU

K (Did the IUT perform a WARMSTART reboot?) |
IVE BACnet-Error-PDU,

Class = SECURITY,

Code= PASSWORD FAILURE) |

IVE BACnet-Error-PDU,

Class = SERIVCES,

Code = MISSING REQUIRED PARAMETER)

pster: Two cases are possible. If the [UT\requires the use of a password one of the specified errors sh
the IUT does not require the use of a‘password a simple acknowledgment shall be returned and the TU'T
in the manner prescribed by thetmanufacturer. External indications that the IUT has reinitialized, st
rtup message traffic shall be ysed-to confirm reinitialization whenever possible.

WARMSTART with a Cerrect Password

b verify the correct eXecution of the ReinitializeDevice request service procedure when a WARMSTA
nd a password is pfovided.

pt: A password is provided whether or not the IUT requires password protection. If the IUT pr
rotection, {he''Password' parameter shall contain a suitable password provided by the vendor. If the IUT
passwordsprotection the 'Password' parameter shall contain an arbitrary password. Note that passwords
f password protection is not provided. See BACnet 16.4.1.1.2.

b used

art is

all be
shall
ich as

RT is

vides
' does
are to

Test Steps:

1. TRAN

SMIT ReinitializeDevice-Request,

'Reinitialized State of Device'= WARMSTART,

'Password' = (any appropriate password as described in the Test Concept)
2. RECEIVE BACnet-Simple-ACK-PDU
3. CHECK (Did the IUT perform a WARMSTART reboot?) )

Notes to Tester: External indications that the IUT has reinitialized, such as LEDs or startup message traffic shall be used
to confirm reinitialization whenever possible.
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The purpose of this test group is to verify correct execution of Reinitialize service requests under circumstances where
the service is expected to fail.

9.27.2.1 COLDSTART with an Invalid Password

Purpose: To verify the correct execution of the ReinitializeDevice request service procedure when a COLDSTART is
attempted and an invalid password is provided. If the IUT does not provide password protection this test case shall be
omitted.

Test Steps:

1.

3.

Not
9.27
Pury

attepted and an invalid password is provided. If the IUT does not provide password protection this test

omi

Test

1.

3.

Not

9.28ConfirmedTextMessage Service Execution Tests

The
does
ack
ven(
ven(

BA(

TRANSMIT ReinitializeDevice-Request,
'Reinitialized State of Device'= COLDSTART,
'Password' = (any invalid password)
RECEIVE BACnet-Error-PDU,

Error Class = SECURITY,

Error Code = PASSWORD_FAILURE

CHECK (Did the IUT reboot?)

s to Tester: The IUT shall not reinitialize.
2.2 WARMSTART with an Invalid Password

ose: To verify the correct execution of the ReinitializeDevice request ‘service procedure when a WAR
ted.
Steps:

TRANSMIT ReinitializeDevice-Request,
'Reinitialized State of Device'= WARMSTART,
'Password' = (any invalid password)
RECEIVE BAChnet-Error-PDU,

Error Class = SECURITY,

Error Code = PASSWORD _FAILURE

CHECK (Did the IUT reboot?)

s to Tester: The IUT shall net\reinitialize.

purpose of this test-group is to verify the correct execution of the ConfirmedTextMessage service req

not define what,4s to happen when a ConfirmedTextMessage service request is received ex
owledgement4s-to be returned. It is likely that some other externally observable action will take pla
Jor specific.. These tests verify that a correct acknowledgment is returned and any other action that is d
or.

'net Reference Clause: 16.5.

9.28

IMSTART is
case shall be

lest. BACnet
cept that an
te but this is
pfined by the

T—TexrMessage With No Vessage Class

Purpose: To verify the correct execution of the ConfirmedTextMessage service request when no 'Message Class' is
provided.

Test

1.

2.
3.

Steps:

TRANSMIT ConfirmedTextMessage-Request,

'"Text Message Source Device' = TD,
'Message Priority' = NORMAL,
'Message' = (any CharacterString)

RECEIVE BACnet-Simple ACK-PDU
CHECK (Did any vendor specified action for these circumstances occur?)
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Notes to Tester: The IUT shall respond with the indicated message and perform any vendor-specified action that is
appropriate.

9.28.2 Text Message With an Unsigned Message Class

Purpose: To verify the correct execution of the ConfirmedTextMessage service request when the Unsigned form of the
'Message Class' is used.

Configuration Requirements: The vendor shall provide a list of supported Unsigned message classes.

Test Steps:
1. TRANPBMIT ConfirmedTextMessage-Request,
'"Text Message Source Device' = TD,
'Messgge Class' = (any Unsigned value from the list provided by the vendor),
'Messgge Priority' = NORMAL,
'Messgge' = (any CharacterString)

2. RECE]VE BACnet-SimpleACK-PDU
3. CHECK (Did any vendor specified action for these circumstances occur?)

Notes to Tlester: The IUT shall respond with the indicated message and perform any,vendor-specified action that is
appropriate

9.28.3 Tg¢xt Message With a CharacterString Message Class

Purpose: T verify the correct execution of the ConfirmedTextMessage service request when the CharacterString fqrm of
the 'Message Class' is used.

Configuratfon Requirements: The vendor shall provide a list of supported CharacterString message classes.

Test Steps:
1. TRANPBMIT ConfirmedTextMessage-Request,
'"Text Message Source Device' = TD,
"Messgge Class' = (any CharacterString-value from the list provided by the vendor),
'Messgge Priority' = NORMAL,
'Messgge' = (any CharacterString)

2. RECE]VE BACnet-SimpleACK-PDU
3. CHECK(Did any vendor specified action for these circumstances occur?)

Notes to Tlester: The IUT shall respond with the indicated message and perform any vendor-specified action that is
appropriate

9.28.4 T¢xt Message With-Urgent Priority

Purpose: T¢ verify the correct execution of the Confirmed TextMessage service request when an urgent priority is uged.

Test Steps:
1. TRANSMIT ConfirmedTextMessage-Request,
'"Text MessageSource Device——T1D;
'Message Class' = (any message class from the lists provided by the vendor),
'Message Priority' = URGENT,
'Message' = (any CharacterString)

2. RECEIVE BACnet-SimpleACK-PDU
3. CHECK(Did any vendor specified action for these circumstances occur?)

Notes to Tester: The IUT shall respond with the indicated message and perform any vendor-specified action that is
appropriate.
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9.29UnconfirmedTextMessage Service Execution Tests

BAChnet does not define a service procedure for executing the UnconfirmedTextMessage service and thus no tests are
needed.

9.30TimeSynchronization Service Execution Tests

Dependencies: ReadProperty Service Execution Tests, 9.18.

BAChnet Reference Clause: 16.7.

9.30.1 Positive TimeSynchronization Service Execution Tests

The prrpese—ef—this—test—group—s—to—verify—eorreet—exeention—o teSyrehron tzatton—servtee—requests under
circgmstances where the service is expected to be successfully completed.

9.30.1.1 Local Broadcast

Purpose: To verify that the IUT resets its local time and date in response to a local broadcast‘TimeSynchronization
servjce request.

Test Steps:

1. [TRANSMIT ReadProperty-Request,
'Object Identifier' = (the IUT's Device object),
'Property Identifier' = Local Date
2. |RECEIVE ReadProperty-ACK,
'Object Identifier' = (the IUT's Device object),
"Property Identifier' =  Local Date,
"Property Value' = (any valid date referred to as "InitialDate" below)
3. |TRANSMIT ReadProperty-Request,
'Object Identifier' = (the IUT's Device object),
'Property Identifier' = Local Time
4. |RECEIVE ReadProperty-ACK,
'Object Identifier' = (the IUT's Device object),
'Property Identifier' = Local Time,
"Property Value' = (any valid time referred to as "InitialTime" below)
5. [TRANSMIT ReadProperty-Request,
'Object Identifier' = (the IUT's Device object),
'Property Identifier' = UTC_Offset
6. [RECEIVE ReadProperty-ACK,
'Object Identifier' = (the IUT's Device object),
'Property Identifier' =~ \UTC_Offset,
'Property Value' = ~(any valid offset referred to as "InitialUTC_Offset" below)
7. |TRANSMIT ReadProperty-Request,
'Object Identifier"= (the IUT's Device object),
'Property Identifier' = Daylight Savings Status
8. |RECEIVE‘ReadProperty-ACK,
'ObjectIdentifier' = (the IUT's Device object),
'Property Identifier' =  Daylight Savings_Status,
'Property Value' = (any valid status referred to as "InitialDaylight Savings Status" below)
9. TRANSMIT
DA = LOCAL BROADCAST,
SA =TD,
BAChnet-Unconfirmed-Request-PDU,
'Service Choice' = TimeSynchronization-Request,

date = (any date other than InitialDate),

time = (any time that does not correspond to Initial Time)
10. TRANSMIT ReadProperty-Request,

'Object Identifier' = (the IUT's Device object),

'Property Identifier' = Local Date
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11. RECEIVE ReadProperty-ACK,
'Object Identifier' = (the IUT's Device object),
'Property Identifier' = Local Date,
'"Property Value' = (the date specified in step 9)
12. TRANSMIT ReadProperty-Request,
'Object Identifier' = (the IUT's Device object),
"Property Identifier' = Local Time
13. RECEIVE ReadProperty-ACK,

'Objec

t Identifier' = (the IUT's Device object),

'Property Identifier' = Local Time,
'"Property Value' = (the time specified in step 9)

Notes to T
resolution
passed (< 1
time indica
pass.
9.30.1.2
Purpose: T

directed to

Test Steps:
using the I
Notes to Tg
9.31UTCT|

Dependenc

BACnet Re
9.31.1 Pd

The purpo
circumstan

9.31.1.1
Purpose: T

service reqyest.

Test Steps:
is used and

Passing Rd
InitialUTC
(as defined

pster: The time value returned by the IUT in step 13 shall agree with the time specified in step 9 (with
for time specified in the EPICS. If the time returned by the IUT indicates that a small amountof tin]
second) since the TimeSynchronization request was received the result shall be considered to;be 'a pass.
tes that the day of week is unspecified but all other fields are correct the result shall beicensidered t

Directed to the IUT

p verify that the IUT resets its local time and date in response to a TimeSynchronization service r
the IUT's MAC address.

JT's MAC address as the destination.

ster: The passing results are identical to 9.30.1.1.
imeSynchronization Service Execution Tests

es: ReadProperty Service Execution Tests, 9.18.

ference Clause: 16.8.
sitive UTCTimeSynchronization Service Execution Tests

be of this test group is to verify correet execution of UTCTimeSynchronization service requests
es where the service is expected to be'successfully completed.

Local Broadcast

b verify that the IUT resets(its) local time and date in response to a local broadcast UTCTimeSynchroni

The test steps are identical to the steps in 9.30.1.1 except that in step 9 the UTCTimeSynchronization r
the date and time.conveyed represent UTC.

sults: The passing results are identical to 9.30.1.1 except that the date in step 9 shall be correct
| Offset,;vand the time in step 13 shall be corrected for both Initial UTC_Offset and Daylight Savings |
in BACnet 16.7.2).

in the
ic has
If the
be a

equest

This test is identical to 9.30.1.1 except that the TimeSynchronizationzRequest in step 9 shall be transitted

under

zation

bquest

td for
Status

9.31.1.2

Directed to the IUT

Purpose: To verify that the IUT resets its local time and date in response to a UTCTimeSynchronization service request
directed to the IUT's MAC address.

Test Steps: This test is identical to 9.30.1.1 except that in step 9 the UTCTimeSynchronization request is used and the
date and time conveyed represent UTC and the UTCTimeSynchronization-Request shall be transmitted using the IUT's
MAC address as the destination.

Notes to Tester: The passing results are identical to 9.30.1.1.
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9.32Who-Has Service Execution Tests

The purpose of this test group is to verify the correct execution of the Who-Has service request.
Dependencies: None.

BACnet Reference Clause: 16.9.
9.32.1 Execution of Who-Has Service Requests Originating from the Local Network

The purpose of this test group is to verify the correct execution of the Who-Has request service procedure for messages
originating from the local network.

9.321.1 Object ID Version with No Device Range

Purpose: To verify that the IUT can correctly respond to a local broadcast Who-Has service requést-thaft utilizes the
object identifier form and does not restrict device ranges.

Test Steps:

1. |TRANSMIT

DA = LOCAL BROADCAST,

SA =TD,

Who-Has-Request,

'Object Identifier' = (any object identifier specified in the EPICS)
2. |WAIT Internal Processing Fail Time

3. |[RECEIVE

DA = LOCAL BROADCAST | GLOBAL BROADCAST,

SA =IUT,

I-Have-Request,

'Device Identifier' =(the IUT's Device object),

'Object Identifier' = (the object identifier specified instep 1),
'Object Name' = (the object name specified'in the EPICS for this object)

9.32.1.2 Object Name Version with no Device’Range

Purpose: To verify that the IUT can correctly)tespond to a local broadcast Who-Has service request thapt utilizes the
object name form and does not restrict device ranges.

Tesf Steps:

1. [TRANSMIT
DA =LOCAL BROADCAST,
SA=TD,

Who-Has-Request,

'Object Name!=-"" (any object name specified in the EPICS)

2. |WAIT Internal Processing Fail Time

3. |RECEIVE

DA =LOCAL BROADCAST | GLOBAL BROADCAST,

SA=IUT,

I-Have-Request

'Device Identifier' =(the IUT's Device object),

'Object Identifier' = (the object identifier specified in the EPICS for this object),
'Object Name' = (the object name specified in step 1)

9.32.1.3 Object ID Version with IUT Inside of the Device Range

Purpose: To verify that the IUT can correctly respond to a local broadcast Who-Has service request that utilizes the
object identifier form and specifies a device range restriction that includes the IUT.
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Test Steps:

1.

Purpose: T

and

1.

2.
3.

Purpose: T

obje
Test

1.

276

TRANSMIT

DA = LOCAL BROADCAST,

SA =TD,

Who-Has-Request,

'Device Instance Low Limit' =
IUT),

'Device Instance High Limit' =

(any value L: 0 < L < the Device object instance number of the

(any value H,: H > the Device object instance number of the [UT),

'Object Identifier' = (any object identifier specified in the EPICS),
WAIT Internal Processing Fail Time

RECE]JVE

DA =LOCAL BROADCAST | GLOBAL BROADCAST,

SA =1UT,
I-Hav¢-Request,

'Devide Identifier' =(the IUT's Device object),
'Objedt Identifier' = (the object identifier specified in step 1),
'Objedt Name' = (the object name specified in the EPICS for this object)

9.32.1.4

TRANSMIT

DA =[LOCAL BROADCAST,
SA=TD,

Who-Has-Request,

'Devide Instance Low Limit' =

'Devide Instance High Limit' =

Steps:

TRANSMIT

DA = LOCAIs:BROADCAST,
SA =1TD,

Who-Has-Request,

Object ID Version with IUT Outside of the Device Range

in the range between Device Instance Low Limit and Device Instance
High Limit),

instance number does not fall irithe range between Device Instance Low
Limit and Device Instance High Limit),

'Objedt Identifier' = (any object identifier'specified in the EPICS)

WAIT |Internal Processing Fail Time

CHECK (verify that the IUT does not reSpond)

9.32.1.5 Object Name Version with.JUT Inside of the Device Range

verify that the IUT ignores a local broadcast Who-Has service request that ‘utilizes the object identifiet form
specifi¢s a device range restriction that does not include the IUT.

(any value > 0: the Device @bject instance number does not fall

(any value > Device Tnstance Low Limit: the Device object

p verify that the IUT can\correctly respond to a local broadcast Who-Has service request that utilizps the
ct nam¢ form and specifies a ‘deyice range restriction that includes the IUT.

'Device Instance Low Limit =
'Device Instance High Limit' =

(any value L: U X L < the Device object instance number o1 the 10U 1),
(any value H: H > the Device object instance number of the [UT),

'Object Name = (any object name specified in the EPICS)
WAIT Internal Processing Fail Time

RECEIVE

DA =LOCAL BROADCAST | GLOBAL BROADCAST,

SA =1UT,
I-Have-Request,

'Device Identifier' =(the IUT's Device object),
'Object Identifier' = (the object identifier specified in the EPICS for this object),
'Object Name' = (the object name specified in step 1)
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9.32.1.6 Object Name Version with IUT Outside of the Device Range

Purpose: To verify that the IUT ignores a local broadcast Who-Has service request that utilizes the object name form and
specifies a device range restriction that does not include the TUT.

1. TRANSMIT
DA = LOCAL BROADCAST,

SA =TD,

Who-Has-Request,

'Device Instance Low Limit' = (any value > 0 such that the Device object instance number does not fall
in the range between Device Instance Low Limit and Device Instance
High-Limib);

'Device Instance High Limit'=  (any value > Device Instance Low Limit such that the Device objéct

instance number does not fall in the range between Device Instance Low
Limit and Device Instance High Limit),

'Object Name = (any object name specified in the EPICS)

2. |WAIT Internal Processing Fail Time

3. |CHECK (verify that the IUT does not respond)

9.32.1.7 Object ID Version with IUT Device Instance Equal to the High Limit of‘the Device Range

Purpose: To verify that the IUT correctly recognizes the high limit of the specified device range for Whq-Has service
requests that utilize the object identifier form.

Test Steps:

1. [TRANSMIT
DA = LOCAL BROADCAST,

SA =TD,
Who-Has-Request,
'Device Instance Low Limit' = (any value L: 0 <;I5< the Device object instance number of the [UT)
'Device Instance High Limit'=  (The Device object instance number of the IUT),
'Object Identifier' = (any object identifierspecified in the EPICS)
2. |WAIT Internal Processing Fail Time
3. |[RECEIVE
DA = LOCAL BROADCAST | GLOBAL BROADCAST,
SA =1UT,

[-Have-Request,

'Device Identifier' =(the IUF's.Device object),

'Object Identifier' = (the object identifier specified in step 1),

'Object Name' = (the object name specified in the EPICS for this object)

9.32.1.8 Object ID-Version with IUT Device Instance Equal to the Low Limit of the Device Range

Purpose: To verify_that the IUT correctly recognizes the low limit of the specified device range for Whd-Has service
requests that utiliz€'the object identifier form.

Tesf Stepss
1. [TRANSMIT
DA = LOCAL BROADCAST,
SA =TD,
Who-Has-Request,
'Device Instance Low Limit' = (The Device object instance number of the IUT),
'Device Instance High Limit'=  (any value H: H > the Device object instance number of the IUT),
'Object Identifier' = (any object identifier specified in the EPICS)

2. WAIT Internal Processing Fail Time
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3. RECEIVE
DA = LOCAL BROADCAST | GLOBAL BROADCAST,
SA = IUT,
I-Have-Request,
'Device Identifier' =(the IUT's Device object),
'Object Identifier' = (the object identifier specified in step 1),
'Object Name' = (the object name specified in the EPICS for this object)

9.32.1.9 Object Name Version with IUT Device Instance Equal to the High Limit of the Device Range

Purpose: To verify that the IUT correctly recognizes the high limit of the specified device range for Who-Has service
requests that utilize the object name form.

Test Steps:

1. TRANSMIT
DA =[LOCAL BROADCAST,

SA =D,
Who-Has-Request,
'Devide Instance Low Limit' = (any value L: 0 < L < the Device object instance number of the
IUT),
'Devide Instance High Limit'=  (The Device object instance number of the [UT),
'Objedt Name = (any object name specified in the EPICS)
2.  WAIT|Internal Processing Fail Time
3. RECEJIVE
DA =[LOCAL BROADCAST | GLOBAL BROADCAST,
SA =UT,

I-Hav¢-Request,

'Devide Identifier' =(the IUT's Device object),

'Objedt Identifier' = (the object identifier specified in the EPICS for this object),
'Objedt Name' = (the object name specified in step )

9.32.1.10 | Object Name Version with IUT Device Instance Equal to the Low Limit of the Device Range

Purpose: Tp verify that the IUT correctly recognizes'the low limit of the specified device range for Who-Has sprvice
requests thgt utilize the object name form.

Test Steps:

1. TRANBMIT
DA = LOCAL BROADCAST/{
SA =D,
Who-Has-Request,
'Devide Instance Low-Dimit' = (The Device object instance number of the IUT),
'Devige Instance High\Limit'=  (any value H: H > the Device object instance number of the IUT),
'Objedt Name = (any object name specified in the EPICS)
2. WAIT|Internal-Processing Fail Time
3. RECEJIVE
DA = LOE€AL BROADCAST | GLOBAL BROADCAST,
SA = ITT;
[-Have-Request,
'Device Identifier' =(the IUT's Device object),
'Object Identifier' = (the object identifier specified in step 1),
'Object Name' = (the object name specified in the EPICS for this object)

9.32.1.11  Object Name Version, Directed to a Specific MAC Address

Purpose: To verify that the IUT responds with a broadcast I-Have service request even if the Who-Has service requests
was not transmitted with a broadcast address.
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Test Steps:
1. TRANSMIT Who-Has-Request,
'Object Name' = (any object name specified in the EPICS),
2. WAIT Internal Processing Fail Time
3. RECEIVE
DA =LOCAL BROADCAST | GLOBAL BROADCAST,
SA =1UT,

I-Have-Request,

'Device Identifier' =(the IUT's Device object),

'Object Identifier' = (the object identifier specified in the EPICS for this object),
'Object Name' = (the object name specitied in step 1)

9.322 Execution of Who-Has Service Requests Originating from a Remote Network

The|purpose of this test group is to verify the correct execution of the Who-Has request service procedure for messages
origjnating from a remote network. A comprehensive set of variations in Who-Has request patameters is ndt included in
this [test group because they are tested in 9.32.1. The tests in this group only represent ‘variations in network layer
addiessing information.

9.32.2.1 Object ID Version, Global Broadcast from a Remote Network
Purpose: To verify the ability of the IUT to recognize the origin of a globally broadcast Who-Has service rgquest and to
resppnd such that the device originating the request receives the response.

Test Steps:

1. [TRANSMIT
DESTINATION = LOCAL BROADCAST,

SA = TD,
DNET = GLOBAL BROADCAST,

SNET = (any remote network number),

SADR = (any MAC address validifor the specified network),

Who-Has-Request,

'Object Identifier' = (any object idenfifier specified in the EPICS)
2. [WAIT Internal Processing Fail Time

3. |[RECEIVE

DESTINATION = GLOBAL BROADCAST | REMOTE BROADCAST (to the network specified in step

1),
[-Have-Request,
'Device Identifier' = (the IUT's Device object),
'Object Identifier™) (the object identifier specified in step 1),
'Object Name'& (the object name specified in the EPICS for this object)

9.32.2.2 ObjectID Version, Remote Broadcast

Purpose: To vérify the ability of the IUT to recognize the origin of a remotely broadcast Who-Has service rpquest and to
resppnd such-that the device originating the request receives the response.

Tesf Steps:
1. TRANSMIT
DESTINATION = LOCAL BROADCAST,
SA = TD,
SNET = (any remote network number),
SADR = (any MAC address valid for the specified network),

Who-Has-Request,
'Object Identifier' = (any object identifier specified in the EPICS)
2.  WAIT Internal Processing Fail Time
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3.

RECEIVE

DESTINATION = GLOBAL BROADCAST | REMOTE BROADCAST (to the network specified in step 1),

[-Have-Request,

'Device Identifier' = (the IUT's Device object),

'Object Identifier' = (the object identifier specified in step 1),

'Object Name' = (the object name specified in the EPICS for this object)

9.33Who-Is Service Execution Tests

The purpose of this test group is to verify the correct execution of the Who-Is service request.

9.33.1

Execution of Who-Is Service Requests Originating from the Local Network

The purpode of this test group is to verify the correct execution of the Who-Is request service procedure for me
originating|from the local network.

Dependencjes: None.

BAChnet Rdference Clause: 16.10.

9.33.1.1

Local Broadcast, General Inquiry

Purpose: Tp verify that the IUT can correctly respond to a local broadcast Who-Is serviee.request that does not 1
device ranges.

Test Steps:

1.

TRANSMIT

DESTINATION = LOCAL BROADCAST,
Who-Is-Request

2. WAIT|Internal Processing Fail Time
3. RECEJVE
DESTINATION = GLOBAL BROADCAST | LOCAL BROADCAST
I-Am-Request,
' Am Device Identifier' = (the IUT's Device ebject),
'Max APDU Length Accepted' =  (the value'specified in the EPICS),
'S¢gmentation Supported' =  (the value-specified in the EPICS),
'Vendor Identifier' = (the identifier registered for this vendor)
9.33.1.2 Global Broadcast, General Inquiry
Purpose: Tp verify that the IUT can cdrrectly respond to a global broadcast Who-Is request that does not restrict
ranges.
Test Steps:
1. TRANSMIT

2.
3.

280

DESTINATION = GLOBAL BROADCAST,
Who-Is-Reguest

WAIT |Internal Processing Fail Time
RECEJVE

sages

estrict

levice

DESTINATION= GLOBALT BROADCAST TEOCAL BROADCAST
[-Am-Request,
'T Am Device Identifier' = (the IUT's Device object),

'Max APDU Length Accepted' =  (the value specified in the EPICS),
'Segmentation Supported' =  (the value specified in the EPICS),
'Vendor Identifier' = (the identifier registered for this vendor)
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9.33.1.3 Local Broadcast, Specific Device Inquiry with IUT Outside of the Device Range

Purpose: To verify that the [UT ignores Who-Is requests when it is excluded from the specified device range.
Test Steps:

1. TRANSMIT

DESTINATION = LOCAL BROADCAST,

Who-Is-Request,

'Device Instance Range Low Limit' = (any value > 0 such that the Device object instance number does not
fall in the range between Device Instance Low Limit and Device
Instanee-High-Limit:

'Device Instance Range High Limit' = (any value > Device Instance Low Limit such that the Devict: object
instance number does not fall in the range between Deviee Instance
Low Limit and Device Instance High Limit)

2. |WAIT Internal Processing Fail Time
3. |CHECK (verify that the IUT does not respond)

9.33.1.4 Local Broadcast, Specific Device Inquiry with IUT Device Instance Equal to Low Linjit of Device
Range

Purpose: To verify that the IUT correctly recognizes the low limit of the specified deyice range.
Test Steps:
1. |TRANSMIT

DESTINATION = LOCAL BROADCAST,
Who-Is-Request,

'Device Instance Range Low Limit'=  (The Device.¢bject instance number of the IUT),

'Device Instance Range High Limit'=  (any valugH: H > the Device object instance number of the TUT)
2. |WAIT Internal Processing Fail Time
3. |RECEIVE

DESTINATION = GLOBAL BROADCAST | LOCAL BROADCAST

[-Am-Request,

'T Am Device Identifier' = (the JWUT's Device object),

'Max APDU Length Accepted' =( (the value specified in the EPICS),
'Segmentation Supported' = _ (the value specified in the EPICS),
'Vendor Identifier' = (the identifier registered for this vendor)

9.33.1.5 Local Broadcast,(Specific Device Inquiry with IUT Device Instance Equal to High Limit of Device
Range

Purpose: To verify that the FUT correctly recognizes the high limit of the specified device range.
Test Steps:
1. [TRANSMIT

DESTINATION = LOCAL BROADCAST,
Who-Is-Request,

'Device Instance Range Low Limit'=  (any value I.: 0 < I < the Device object instance number of the JUT),
'Device Instance Range High Limit'=  (the Device object instance number of the IUT)
2.  WAIT Internal Processing Fail Time
3. RECEIVE
DESTINATION = GLOBAL BROADCAST | LOCAL BROADCAST
I-Am-Request,
'l Am Device Identifier' = (the IUT's Device object),

'Max APDU Length Accepted' =  (the value specified in the EPICS),
'Segmentation Supported' =  (the value specified in the EPICS),
'Vendor Identifier' = (the identifier registered for this vendor)

9.33.1.6 Local Broadcast, Specific Device Inquiry with IUT Inside of the Device Range
Purpose: To verify that the IUT responds to Who-Is requests when it is included within the specified device range.
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Test Steps:

1. TRANSMIT
DESTINATION = LOCAL BROADCAST,
Who-Is-Request,
'Device Instance Range Low Limit' = (any value L: 0 < L < the Device object instance number of the IUT),
'Device Instance Range High Limit' = (any value H: H > the Device object instance number of the IUT)

2. WAIT Internal Processing Fail Time
3. RECEIVE
DESTINATION = GLOBAL BROADCAST | LOCAL BROADCAST
[-Am-Request,
'T Am Device Identifier' = (the IUT's Device object),
'Max APDU Length Accepted' =  (the value specified in the EPICS),

'S¢
V|

9.33.2 E»

The purpos
originating
this test g
addressing

9.33.2.1

Purpose: T
respond sug

Test Steps:

1. TRAN
DI
SN
S
W
2. WAIT
3. RECE
DI

1-
T
'M

gmentation Supported' =  (the value specified in the EPICS),
endor Identifier' = (the identifier registered for this vendor)
ecution of Who-Is Service Requests Originating from a Remote Network

e of this test group is to verify the correct execution of the Who-Is request serviceé procedure for me

oup because they are tested in 9.33.1. The tests in this group only represent.variations in network
information.

General Inquiry, Global Broadcast from a Remote Network

p verify the ability of the IUT to recognize the origin of a globally/broadcast Who-Is service reque
h that the device originating the request receives the response.

SMIT

ESTINATION = GLOBAL BROADCAST,

ET = (any remote network number);

\DR = (any MAC address valid forthe specified network),

ho-Is-Request

Internal Processing Fail Time

VE

ESTINATION =  GLOBAL BROADCAST | REMOTE BROADCAST (to the network specified by
in step 1),

Am-Request,

Am Device Identifier' = (the IUT's Device object),

ax APDU Length Acdepted' =  (the value specified in the EPICS),

sages

from a remote network. A comprehensive set of variations in Who-Is request parameters is not inclugled in

layer

5t and

SNET

5t and

'S¢gmentation Suppofted' =  (the value specified in the EPICS),
'Vendor Identifier = (the identifier registered for this vendor)
9.33.2.2 Generallnquiry, Remote Broadcast
Purpose: Tp verifysthe ability of the IUT to recognize the origin of a remotely broadcast Who-Is service reque
respond su¢h that'the device originating the request receives the response.
Test Steps:
1. TRANSMIT
DESTINATION = LOCAL BROADCAST,
SNET = (any remote network number),
SADR = (any MAC address valid for the specified network),
Who-Is-Request

2. WAIT

282

Internal Processing Fail Time
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3. RECEIVE

DESTINATION = GLOBAL BROADCAST | REMOTE BROADCAST (to the network specified by SNET

in step 1),
I-Am-Request,
' Am Device Identifier' = (the IUT's Device object),
'Max APDU Length Accepted' =  (the value specified in the EPICS),
'Segmentation Supported' =  (the value specified in the EPICS),
'Vendor Identifier' = (the identifier registered for this vendor)

9.33.2.3 General Inquiry, Directed to a Remote Device

Purpose: To verify that the IUT responds with a broadcast I-Am service request even if the Who-Is service request was

not {ransmitted with a broadcast address.
Test Steps:

1. |TRANSMIT

DESTINATION = IUT,

SNET = (any remote network number),

SADR = (any MAC address valid for the specified network),
Who-Is-Request

2. |WAIT Internal Processing Fail Time

3. |[RECEIVE
DESTINATION = GLOBAL BROADCAST | LOCAEBROADCAST
[-Am-Request,
'l Am Device Identifier' = (the IUT's Device object),

'Max APDU Length Accepted' =  (the value specified in thie EPICS),
'Segmentation Supported' =  (the value specified in the EPICS),
'Vendor Identifier' = (the identifier registeréd for this vendor)

9.34VT-Open Service Execution Tests

Thiq clause defines the tests necessary to demonstratesupport for executing VT-Open service requests.
Deppndencies: ReadProperty Service Execution'Fests, 9.18.

BA(net Reference Clause: 17.2.

Tesf Concept: An attempt is madeto'open a VT-session for each terminal class supported by the IUT. Confirmation that

the §ession is open consists of feading the Active VT_Sessions property of the Device object. Exchange
dong as part of the VT-DataService execution tests in 9.36. The VT-sessions are left open unless the TUT|
suppjort multiple open sesstons. This creates open sessions that can be used to test the VT-Close service
9.33.

9.34.1 Default Ferniinal VT-class

f VT data is
is unable to
execution in

Purpose: To verify that the IUT responds to a VT-Open request to establish a session using the default terminal class and

that the VT=session is reflected in the Active VT _Sessions property of the IUT's Device object.

Test Steps:

1. TRANSMIT VT-Open-Request,

'VT-class' = DEFAULT TERMINAL,

'Local VT Session Identifier' =(any valid unique session identifier)
2. RECEIVE VT-Open-ACK,

'Remote VT Session Identifier' =  (any valid unique session identifier)
3. TRANSMIT ReadProperty-Request,

'Object Identifier' = (the IUT's Device object),

'"Property Identifier' = Active VT Sessions
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4. RECEIVE ReadProperty-ACK,

'Object Identifier' = (the IUT's Device object),
'Property Identifier' = Active_ VT Sessions,
'Property Value' = (any list of sessions that contains the session ID pair from

steps 1 and 2)
5. IF (the IUT can have only one open VT-session) THEN {
TRANSMIT VT-Close-Request,
'List of Remote VT Session Identifiers'=  (the remote session identifier from step 2)
RECEIVE BACnet-Simple-ACK-PDU

}

Notes to Tgster: Successtully completing steps 1 through 4 1s a passing result. If step 5 fails, this indicates a failyre [of the
VT-Close service.

9.34.2 Other VT-classes

Purpose: Tp verify that the IUT responds to VT-Open requests for all supported optional VT-classes and that the VT-
sessions ar¢ reflected in the Active_VT_Sessions property of the IUT's Device object. If DEFAULT JTERMINAL[is the
only VT-clgss supported this test shall be omitted.

Test Steps:

1. REPEAT X = (the supported optional VT-classes) DO {

TRANSMIT VT-Open-Request,
'YT-class' = X,
Mlocal VT Session Identifier' =  (any valid unique session identifi€r)
RECEIVE VT-Open-ACK,
'Remote VT Session Identifier' = (any valid unique session identifier)
TRANSMIT ReadProperty-Request,

'(Pbject Identifier' = (the IUT's Device object),
'Hroperty Identifier' = Active VT Sessions
Rgceive ReadProperty-ACK,
'Object Identifier' = (the IUT's Device objegt),
Rroperty Identifier' = Active_ VT Sessions,
"Hroperty Value' = (any list of sessions that contains the session ID pair

created above)

IF|(the maximum number of openV-T-sessions has been reached) THEN {

TRANSMIT VT-Close-Request,

'List of Remote VT Session Identifiers'=  (any active remote session
identifier)

RECEIVE BAChnet-Simple-ACK-PDU

}
9.35VT-Clpse Service Execution Tests

This clause|defines the tests necessary to demonstrate support for executing VT-Close service requests.

. 1 Q - = B = oto I o P . - ol
Dependenu TS RTAUT TOPTITY STTVICTT LXCCUIOI TTStS,; 7. 10; V 1 -UPTIT STIVICT LXCCULIOIT 1 TSTs; J0%.

BACnet Reference Clause: 17.3.
9.35.1 Closing One of Multiple Open VT Sessions

Purpose: To verify that the IUT responds to a VT-Close request to terminate a single VT-session when multiple sessions
are open. If the IUT does not support multiple open VT-sessions this test shall be omitted.

Configuration Requirements: The IUT shall be configured with more than one open VT-session. The VT-Open execution
tests in 9.34 may be used to accomplish this.
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Test Steps:

1. TRANSMIT VT-Close-Request,
'List of Remote VT Session Identifiers' = (any single identifier for an open session identifier)

2. RECEIVE BACnet-Simple-ACK-PDU
3. TRANSMIT ReadProperty-Request,
'Object Identifier' = (the IUT's Device object),
'"Property Identifier' = Active VT Sessions
4. RECEIVE ReadProperty-ACK,
'Object Identifier' = (the IUT's Device object),
'"Property Identifier' = Active_ VT Sessions,
'"Property Value' = (any list of sessions that does not contain the closed session)

9.332 Closing Multiple Open VT Sessions
Purpose: To verify that the IUT responds to a VT-Close request to terminate multiple open VT-sessions. If the IUT does
not $upport multiple open VT-sessions this test shall be omitted.

Configuration Requirements: The IUT shall be configured with more than one open VT-session. The VT-Ogen execution
testy in 9.34 may be used to accomplish this.

Test Steps:
1. [TRANSMIT VT-Close-Request,
'List of Remote VT Session Identifiers' = (at least two sessionjidentifiers corresponding to open
sessions)

2. |RECEIVE BACnet-Simple-ACK-PDU
3. |TRANSMIT ReadProperty-Request,

'Object Identifier' = (the IUT's Device object),
'"Property Identifier' = Active VT Sessions
4. |RECEIVE ReadProperty-ACK,
'Object Identifier' = (the IUT's Device object),
'"Property Identifier' = Active VI Sessions,
'Property Value' = (any list of sessions that does not contain the closed sessions)

9.333 Closing a Single Open VT Session

Purpose: To verify that the IUT respofids to a VT-Close request to terminate a single open VT-session.

Conlffiguration Requirements: TheyIUT shall be configured one open VT-session. The VT-Open execution|tests in 9.34
may]| be used to accomplish this,

Test Steps:
1. [TRANSMIT.VT-Close-Request,
'List T Remote VT Session Identifiers' = (the session identifier corresponding to the open
session)

2. |RECEIVE BACnet-Simple-ACK-PDU
3. [TRANSMIT ReadProperty-Request,

'ijULL IL‘lUllLiﬁCl‘ - \I.IIU IUT'D DU\/iLU U‘Uijl.),

'Property Identifier' = Active VT Sessions
4. RECEIVE ReadProperty-ACK,

'Object Identifier' = (the IUT's Device object),

'Property Identifier' = Active_ VT Sessions,

'Property Value' = (an empty list)

9.36 VT-Data Service Execution Tests

The exchange of VT data using the VT-Data service requires both initiating and executing the service. Passing the tests
in 8.38 is sufficient to demonstrate execution of the VT-Data service.
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9.37RequestKey Service Execution Test
Dependencies: AddListElement Service Execution, 9.14; AddListElement Service Initiation, 8.14.

BAChnet Reference Clauses: 24.2.1 and 24 4.

Purpose: To verify the ability of a key server to correctly execute a RequestKey service request. If the IUT is not a key
server this test shall be omitted.

Test Concept: The RequestKey service procedure prescribes a sequence of steps used to establish cryptographic session
keys. This test is based on the existence of two devices, a client device A and a server device B. Client A wishes to send
a secure service request to server B. Before this can be done a session key must be established. The test consists of a

sequence o

The IUT p

requires either the use of two separate TDs, each with a private key known by the key server or else one/TD*that h:

separate ke|
key server.

As a practi

its enciphefed APDUs may be padded as required by BACnet Clause 24.1.4. How the [UT\acquires this informati
local matteyr; it may acquire the information via BACnet services during the performance of this test. The PDU

would be e

All PDUs in this test that are specified to be enciphered are first padded per BACnet Clause 24.1.4 and then encif

per BACne

Configuration Requirements: The IUT shall be configured with private-56-bit cryptographic keys (PK, and PKg), I

object iden
Test Steps:

1. TRAN|
DEST
SOUR
'Requg
'Requg
'Remo
'Remo

Note: The 5

2. BEFO
RECEH

D

S

A

'H

messages that must be exchanged 1f the key server (IUT) correctly executes the RequestKey service.
ays the role of the key server in this transaction. The TD plays the role of both device A and device B

s and two unique Device object identifiers so that it can appear to be two devices from the, pefspective

al matter the IUT is required to know the maximum APDU length accepted by devices A and B, in ord

kchanged to accomplish this are not specified in the test description.

t Clause 24.4 with the specified key.

ifiers, and MAC addresses that correspond to device A and.device B.

SMIT RequestKey-Request,

[INATION = IUT,

CE = (device A),

sting Device Identifier' = (the Deviee’object identifier for device A),
sting Device Address'=  (a BACnetAddress for device A),

te Device Identifier' = (the Device object identifier for device B),

te Device Address'= (a BACretAddress for device B)

ervice request portion ofthis PDU shall be enciphered using PK,.

RE Internal Processing-Fail Time
[VE

ESTINATION, = (device A),
OURCE = IUT,
uthenticate=Request,

seudo Random Number' = (any valid pseudo random number),

. This
s two
of the

br that

nisa
s that

hered

evice

"HxpectedInvoke ID' = (the invoke ID used in step 1)
Note: The ervice request portion of this PDU shall be enciphered using PK 4,
3. TRANSMVHF
DESTINATION = IUT,
SOURCE = (device A),
Authenticate-Request-ACK,
'Modified Random Number' = (the modified pseudo random number)

Note: The service request portion of this PDU shall be enciphered using PK 4. At this point the request in step 1 has been
authenticated and the RequestKey service procedure continues.
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BEFORE Internal Processing Fail Time

RECEIVE
DESTINATION = (device B),
SOURCE = IUT,
AddListElement-Request,
'Object Identifier' = (the Device object identifier for device B),
"Property Identifier' = List Of Session_Keys,
'List of Elements' = (SK g, BACnetAddress for device A)
Note: The List Of Session_Keys property value shall be enciphered using PKp.
TRANSMIT
DESTINATION = IUT,
SOURCE = (device B),

Not

Not
auth
7.

Not

Not

Not
10.

Authenticate-Request,
'Pseudo Random Number' = (any valid pseudo random number),
'Expected Invoke ID' = (the invoke ID used in step 6)
: The service request portion of this PDU shall be enciphered using PKp,
BEFORE Acknowledgment Fail Time
RECEIVE
DESTINATION = (device B),
SOURCE = IUT,
Authenticate-Request-ACK,
'Modified Random Number' = (the modified pseudo random number)
: The service request portion of this PDU shall be enciphered using PKg. At this point the request in stq

enticated.

TRANSMIT

DESTINATION = IUT,
SOURCE = (device B),

BACnet-Simple-ACK-PDU

: This is the acknowledgment of a successful execution of the AddListElement request in step 4.
BEFORE Internal Processing Fail Time
RECEIVE
DESTINATION = (device A),
SOURCE = IUT,
AddListElement-Request,
'Object Identifier' = (the Dewvice object identifier for device A),
'"Property Identifier' = List Of Session_Keys,
'List of Elements' = (SKzp, BACnetAddress for device B)
: The List_Of Session_Keys property value shall be enciphered using PK,.
TRANSMIT
DESTINATION = TUT,
SOURCE = (device A),

Authenticate-Réquest,

'"Pseudo Random Number' = (any valid pseudo random number),
'"ExpectedInvoke ID' = (the invoke ID used in step 8)

: The service request portion of this PDU shall be enciphered using PK4,
BEFORE Acknowledgment Fail Time

RECEIVE
DBESTHINAHON—= tdevtee7);
SOURCE = IUT,
Authenticate-Request-ACK,
'Modified Random Number' = (the modified pseudo random number)

Note: The service request portion of this PDU shall be enciphered using PK.
At this point the request in step 12 has been authenticated.

11.

TRANSMIT
DESTINATION = IUT,
SOURCE = (device A),

BAChnet-Simple-ACK-PDU

Note: This is the acknowledgment of a successful execution of the AddListElement request in step 8.
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12. BEFORE Acknowledgment Fail Time

RECEIVE
DESTINATION = (device A),
SOURCE = IUT,
BACnet-Simple-ACK-PDU

Note: This is the acknowledgment of a successful execution of the RequestKey service request in step 1.

9.38 Authenticate Service Execution Tests

This clause

defines the tests necessary to demonstrate support for executing Authenticate service requests.

The tests in this clause require the IUT to know the maximum APDU length accepted by the TD, in order that its

enciphered
local matte]
would be e

All PDUs
enciphered

9.38.1 Egtablishing a Session Key

Dependenc
BAChnet Reg

Purpose: S
verifies tha
configurati

Test Concd
the key is i

Configurati
Test Steps:

1. TRAN|
'O

'P1

'L

Note: The '
2. BEFO
RECE

APDUs may be padded as required by BACnet Clause 24.1.4. How the IUT acquires this informatio
r; it may acquire the information via BACnet services during the performance of this test. The PDU
kchanged to accomplish this are not specified in the test description.

in these tests that are specified to be enciphered are first padded per BACnet Clause.”24.1.4 and
per BACnet Clause 24.4 with the specified key.

es: AddListElement Service Execution 9.14.
ference Clauses: 24.2.1 and 24.5.

ibsequent tests in this clause require that a secure session be.established prior to test execution. Th
t the IUT can respond to an attempt to establish such a session. If the IUT can only establish sessi
n time this test shall be omitted.

pt: The TD functions as a key server and attempts to.deliver a session key to the IUT. The IUT verifig
1 fact being delivered by the TD.

on Requirements: The IUT shall be configured\with a private 56-bit cryptographic key.

SMIT AddListElement-Request,
bject Identifier' = (the Device object identifier of the IUT),
operty Identifier' = List Of Session Keys,
st of Elements' = (SKrp ut, BACnetAddress for TD)
ist of Elements' shalltbe enciphered using PKyr.
RE Internal Processing Fail Time
[VE
Authenticate<Request,
'"PseudoRandom Number' = (any valid pseudo random number),

'Expected [nvoke ID' = (the invoke ID used in step 1)
ervice\réquest portion of this PDU shall be enciphered using PKyyr.
SMIT

n is a
s that

then

S test
bns at

s that

Note: The s
3. TRAN|
A

1 . haY At
UICIILICAIC=INCHUTS I=AT N,

'Modified Random Number'=  (the modified pseudo random number)
Note: At this point the request in step 1 has been authenticated.
4. BEFORE Acknowledgment Fail Time

RECE

Note: This

288

IVE
BACnet-Simple-ACK-PDU
is the acknowledgment of a successful execution of the AddListElement request in step 1.

© 1SO 2009 - All rights reserved


https://standardsiso.com/api/?name=a7e655b0be2e5297f0aba36b85fe4d40

ISO 16484-6:2009(E)

9.38.2 Peer Authentication

Dependencies: None.
BAChnet Reference Clauses: 24.2.2 and 24.5.

Purpose: To verify the ability of a device to correctly execute an Authenticate service request to implement peer
authentication. If the IUT is only a key server this test shall be omitted.

Configuration Requirements: The IUT shall be configured with a private 56-bit cryptographic key. A secure session
between the TD and IUT with a session key, SKrp ur, shall have previously been established. This may be accomplished

b yecubinathe toct 10 Q 3Q 1
Yy CrectHRgE-the-testH>r 56+

Test Steps:

1. [TRANSMIT Authenticate-Request,

'Pseudo Random Number' = (any valid pseudo random number)

2. |BEFORE Acknowledgment Fail Time

RECEIVE Authenticate-Request-ACK,

'Modified Random Number' =(the modified pseudo random number)

9.3§.3 Message Execution Authentication

Deppndencies: ReadProperty Service Execution Tests, 9.18.
BA(net Reference Clauses: 24.2.3 and 24.5.

Purgose: To verify the ability of a device to correctly execute an-Authenticate service request to implenjent message
exedution authentication. If the IUT is only a key server this testshall be omitted

Test Concept: A secure session between the TD and the IUT has been established. The TD makes a ReadProperty request
using the procedures for authenticated service executioh.

Configuration Requirements: The IUT shall be cenfigured with a private 56-bit cryptographic key. A sgcure session
between the TD and IUT with a session key; SK'rp jut, shall have previously been established. This may be gccomplished
by ejxecuting the test in 9.38.1.

Test Steps:

1. [TRANSMIT Authenticate-Request,

'Pseudo Random Number/= (any valid pseudo random number),

'Expected Invoke ID\= (any valid invoke ID)

Notg: The service request’'portion of this PDU shall be enciphered using SKrp jur.
2. |TRANSMIT ReadProperty-Request,

Invoke ID.= (the 'Expected Invoke ID' used in step 1),
'Object Identifier' = (any object supported by the IUT),
"Property [dentifier' = (any supported property of the specified object)

3. |BEFORE Internal Processing Delay Time
RECEIVE Authenticate-Request-ACK,

'Modified Random Number' = (the modified pseudo random number)
Note: The service request portion of this PDU shall be enciphered using SKrp jur.
4. BEFORE Internal Processing Delay Time

RECEIVE ReadProperty-ACK,

'Object Identifier' = (the object identifier used in step 2),
'Property Identifier' = (the property identifier used in step 2),
'"Property Value' = (the value of the property as specified in the EPICS)

9.38.4 Message Initiation Authentication

This clause defines the tests necessary to demonstrate support for executing the Authenticate service for the purpose of
message initiation authentication.
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9.38.4.1

Message Initiation Authentication by a Key Server

Executing message initiation authentication as a key server is covered by test 9.37

9.38.4.2

Message Initiation Authentication Peer-to-Peer

Dependencies: ReadProperty Service Initiation Tests, 8.18.

BAChnet Reference Clauses: 24.2.4 and 24.5.

Purpose: To verify the ability to correctly execute an Authenticate service request to implement message initiation
authentication. If the IUT is a key server only, this test shall be omitted.

Test Concg

service reqfiest addressed to the TD. The TD then follows the procedures for authenticating the source of the request.

Configurati
between th
by executir

Test Steps:
1. MAKH
2. RECE
'Objeo
'"Prope
3. TRAN

'"Pseud|

'Exped
Note: The 5
4. BEFO

RECE

A
N
Note: The s

9385 O
This clausg

operator ay|

Test Concdl
authenticat

Configurati
correspond,
9.38.5.1

Dependenc

pt: A secure session between the TD and the IUT has been established. The IUT initiates an appli

on Requirements: The IUT shall be configured with a private 56-bit cryptographic key. Alsecure s
e TD and IUT with a session key, SKrp jur, shall have previously been established. This may*be accomp
g the test in 9.38.1. A means shall be provided to cause the IUT to initiate a ReadProperty Service reques

(the TUT initiate a ReadProperty service request)
VE ReadProperty-Request,
t Identifier' = (any standard object),
Ity Identifier' = (any property of the specified object)
SMIT Authenticate-Request
o Random Number' = (any valid pseudo random number),
ted Invoke ID' = (the invoke ID used in step 2)
ervice request portion of this PDU shall be enciphered using SKrp jur.
RE Acknowledgment Fail Time
[VE
uthenticate-Request-ACK,
Nodified Random Number' = (the modified*pseudo random number)
ervice request portion of this PDU shall-b€ enciphered using SKp jur.

berator Authentication

defines the tests necessary to_demonstrate support for executing the Authenticate service for the purp
thentication. If the IUT is not a key server that performs operator authentication these tests shall be omitt

ng the operator.
on Requireméents:” The IUT shall be configured with a private 56-bit cryptographic key, PKrp
5 to the TD.and*a known operator name/password combination.

Logom-Accepted

es: None.

Cation

Ession
lished
t.

bse of
ed.

pt: The TD sends an enciphered request to authenticate an operator. The IUT then follows the proceduses for

. that

BAChnet Reference Clauses: 24.2.5 and 24.5.

Purpose: To verify the ability of a key server to correctly execute an Authenticate service request to implement operator
authentication under circumstances where the authentication is expected to succeed.

Test Steps:

1. TRANSMIT Authenticate-Request,
'Pseudo Random Number' = (any valid pseudo random number),
'Operator Name' = (the operator name configured for this test),
'Operator Password' = (the operator password configured for this test)

Note: The service request portion of this PDU shall be enciphered using PKrp.
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BEFORE Acknowledgment Fail Time
RECEIVE Authenticate-ACK,
'Modified Random Number' (the modified pseudo random number)

Note: The service request portion of this PDU shall be enciphered using PKrp.

9.38

5.2 Logon Refused

Dependencies: None.

BAChnet Reference Clauses: 24.2.5 and 24.5.

Purpose: To verify the ability of a key server to correctly execute an Authenticate service request to implement operator

auth|
Test

1.

Not

9.38
Dep

BA

Pury
enci

Test
The
TD

sess
243
resp|

Configuration Requirements: The IUT shall be configured with a private 56-bit cryptographic key. A sg

entication under circumstances where the authentication 1s expected to fail.
Steps:

TRANSMIT Authenticate-Request,
'Pseudo Random Number' = (any valid pseudo random number),
'Operator Name' = (the operator name configured for this test),
'Operator Password' = (a password other than the one configured for this test)
: The service request portion of this PDU shall be enciphered using PKrp.
BEFORE Acknowledgment Fail Time
RECEIVE BACnet-Error-PDU,
Error Class = SECURITY,
Error Code = PASSWORD_FAILURE

.6 Enciphered Session

endencies: ReadProperty Service Execution Tests, 9.18.
net Reference Clauses: 24.3.1, 24.3.2, and 24.5.

ose: To verify the ability of the IUT to correctly~execute an Authenticate service request to initiate and
phered session.

Concept: The TD attempts to initiate-afienciphered session with the IUT by transmitting an Authent
IUT is expected to follow the procedure in BACnet 24.3.1 to authenticate the request and start the sessi
hen reads the List Of Session _Keys property from the Device object of the IUT. The TD then attemy

.2 for encoding an enciphefed Session. The TD again attempts to read the List Of Session Keys cauyl
pnse. Note that the servigerequest portion of all of the messages in this test are enciphered using SKrp 1

on by transmitting another Authenticate request. The IUT responds by implementing the procedur¢

terminate an

cate request.
on. Next, the
ts to end the
in BACnet
sing an error
IT-

cure session
ccomplished

between the TD and YUT with a session key, SKrp jur, shall have previously been established. This may be 4
by executing the test in 9.38.1.
Test Steps:
1. [TRANSMIT Authenticate-Request,
'Pocudu RalldUlll }VV ulll‘l}cl’ T (Clll_y Va}id PDUudU lalldulll llulllbcl),
'Start Enciphered Session' = TRUE
2. BEFORE Internal Processing Fail Time
RECEIVE Authenticate-Request,
'Pseudo Random Number' =  (any valid pseudo random number),
'Expected Invoke ID' = (the invoke ID used in step 1)
3. TRANSMIT Authenticate-ACK,
'Modified Random Number' = (the modified random number from step 2)
4. BEFORE Acknowledgment Fail Time

RECEIVE Authenticate-ACK,
'Modified Random Number' = (the modified random number from step1)

Note: At this point the enciphered session is initiated.
VERIFY (the IUT's Device object), List Of Session Keys = (a list containing the session key for this session)

5.
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6. TRANSMIT Authenticate-Request,
'Pseudo Random Number' = (any valid pseudo random number),
'Start Enciphered Session' = FALSE

7. BEFORE Internal Processing Fail Time
RECEIVE Authenticate-Request,

'Pseudo Random Number' =  (any valid pseudo random number),
'Expected Invoke ID' = (the invoke ID used ins step 6)
8. TRANSMIT Authenticate-ACK,
'Modified Random Number' = (the modified random number from step 7)

9. BEFORE Acknowledgment Fail Time
RECEIVE Authenticate-ACK,

10. TRANBMIT ReadProperty-Request,
'Opject Identifier' = (the Device object of the IUT),
'Poperty Identifier' = List Of Session Keys

11. BEFORE Acknowledgment Fail Time
RIECEIVE BACnet-Error-PDU,

9.39Generpl Testing of Service Execution

This subcl

These are general tests that are not associated with any particular network service:

9.39.1 Unsupported Confirmed Services Test

Dependenc
BAChnet R4
Purpose: T
Test Steps:
1. REPE/

TH
Rl

J
2. TRAN
3. RECE
'R
Passing Re

9.39.2 Unsupported Unconfirmed Services Test

Dependenc

'Modified Random Number' = (the modified random number from step 6)

Error Class = SECURITY,
Error Code = OTHER

se defines the tests necessary to demonstrate that a device can peacefully-ceexist on a BACnet internef

es: None
ference Clause: UNRECOGNIZED SERVICE, 18.8.9

is test case verifies that the IUT will reject any confitmed services that it does not support.

AT X = (all confirmed services that the-IT—T does not execute) DO {
RANSMIT X
LCEIVE BACnet-Reject-PDU,

'Reject Reason' = UNRECOGNIZED SERVICE

SMIT (a currently undefified confirmed service)
VE BACnet-Reject-PDU;
pject Reason'=  UNRECOGNIZED SERVICE

ult: The devic&responds correctly for each unsupported confirmed service.

es: None

work.

Purpose: T

. i th-the-FE-wittgmiet N M

es not

support. When determining the set of services to send to the IUT, the UnconfirmedPrivateTransfer service should be
included regardless of whether the IUT supports it or not. The UnconfirmedPrivateTransfer service shall be sent with a
vendor ID/Service Number pair not supported by the device.

Configuration Requirements: This test requires that the IUT be placed into a normal operating state in which it will not

initiate any

Test Steps:

requests.

1. VERIFY System_Status == OPERATIONAL | OPERATIONAL READ ONLY
2. REPEAT X = (all unconfirmed services that the [UT does not execute) DO {
TRANSMIT X
BEFORE Internal Processing Fail Time
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CHECK (verify that the IUT did not reset and that the IUT did not send any packets)
VERIFY System_Status = (the value of System_Status read in step 1)

}

Passing Result: The IUT does not reset and sends no packets in response to the services.

10 NETWORK LAYER PROTOCOL TESTS

10.1Processing Application Layer Messages Originating from Remote Networks

Deppndencies: ReadProperty Service Execution Tests, 9.18.
BA(net Reference Clause: 6.5.4.

Purpose: To verify that the IUT can respond to requests that originate from a remote network

Tesf Concept: The TD transmits a ReadProperty-Request message that contains network layer information if
it orfginated from a remote network. The response from the IUT shall include cortect’' DNET and DADR in
that|the message can reach the original requester. The MAC layer destination address in the response ca
brogdcast, indicating that the [UT does not know the address of the router, or the MAC address of the approp

Test Steps:

1. [TRANSMIT
DESTINATION =  IUT,

SOURCE = TD,
SNET = (any network number that.is'not the local network),
SADR = (any valid MAC address.eonsistent with the source network),

ReadProperty-Request,

'Object Identifier' = (any supported object),

'Property Identifier' = (any required property of the specified object)

2. |RECEIVE

DESTINATION = LOCAL BROADCAST | (an appropriate router address),

SOURCE = IUT,
DNET = (the SNET specified in step 1),
DADR = (the SADR specified in step 1),
Hop Count = 255,

ReadProperty-ACK,

'Object Identifies’ =  (the object specified in step 1),

'Property Identifier' = (the property specified in step 1),

'PropertyyValue' =  (the value of the specified property as defined in the EPICS)

10.2Router<Functionality Tests

Thig clause defines the tests necessary to demonstrate BACnet router functionality. The tests assume that t
two [potts. Port 1 is directly connected to Network 1 and Port 2 is directly connected to Network 2. Route

\dicating that
formation so
h be either a
riate router.

he router has

rs with more

than two ports shall be tested using these procedures for each possible combination of two ports. The logical
configuration of the internetwork used for these tests is shown in Figure 10-1. The test descriptions in this clause assume
that the TD can connect simultaneously to Networks 1 and 2 and mimic all of the other devices. The connection to
Network 1 is referred to as "Port A" and the connection to Network 2 as "Port B." An acceptable alternative is to
construct an internetwork with real devices as indicated. Logical networks 3 and 5 shall use different LAN technologies,
both of which are different from networks 1 and 2 in order to ensure that the router can support remote networks with

different size MAC addresses.
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D3D D5F
Port B Port A
m m
x — D — x
—
(@)
2 2
- (<))
2 Z
Network—2 Network—
R2-3 LT R1-5
(R1-2)
HR2-4 D2C D1A D1B
Network 4
HR4-2 |
D4E
Figure 10-f. Logical internetwork configuration ferrouter functionality tests
The logicalldevices included in the intern€twork are:

IUT:implenentation under test, a rduter between Networks 1 and 2

D1A: vice on Network 1
DI1B: device on Network 1
D2C: vice on Network.2
D3D: vice on Network 3
DA4E: vice on Network 4
DS5F: vice ofiNetwork 5

R1-5: rputer. bétween Network 1 and Network 5
R2-3: ruter between Network 2 and Network 3

Network 4

Configuration Requirements: The IUT shall be configured with routing tables indicating that Network 1 is directly
connected to Port 1 and that Network 2 is directly connected to Port 2 as shown in Figure 10-1. The routing table shall
contain no other entries.

The router functionality tests shall be conducted in the order they are defined in this standard. In some cases successful
completion of a test case requires that the IUT begin in the final state from the previous test.
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.1 Startup

BAChnet Reference Clause: 6.6.2.

Purpose: To verify that the IUT will broadcast an appropriate [-Am-Router-To-Network message upon startup.

Test

1.
2.

Steps:

MAKE (power cycle the router to make it reinitialize)
RECEIVE PORT A,
DESTINATION = LOCAL BROADCAST,

L Anm-Router-ToNetuworl
Ot S 1O St WO

10.2
This
10.2
BA(

Pury
Am]

Test
mes

on aJl ports except for the one on which the I-Am-Router:to=Network-Message was received.

Test

1.

Network Numbers = 2
RECEIVE PORT B,
DESTINATION = LOCAL BROADCAST,
I-Am-Router-To-Network,
Network Numbers = 1

.2 Processing Network Layer Messages

clause defines tests to verify that the IUT correctly processes network layer messages.
2.1 Forward I-Am-Router-To-Network

[net Reference Clause: 6.6.3.3.

ose: To verify that the IUT will broadcast an appropriate I-Am-Routér-To-Network message when it 1
Router-To-Network message from another router.

Concept: The TD simulates the start up of routers R2<3 and R1-5 by transmitting I-Am-Router
kages. The TUT shall update its routing table (verified in1.0.2.2.6.1) and transmit I-Am-Router-To-Netw

Steps:

TRANSMIT PORT B,
DESTINATION = LOCAL BROADCAST,
I-Am-Router-To-Network,
Network Numbers = 3

RECEIVE PORT A,

DESTINATION = LOGAL BROADCAST,
I-Am-Router-To-Network,
Network Numbers—= 3
TRANSMIT PORT-A,
DESTINATION = LOCAL BROADCAST,
I-Am-Router-To-Network,
Network Numbers = 5
RECELVE PORT B,
DESTINATION = LOCAL BROADCAST,

eceives an I-

L To-Network
rk messages

I-Am-Router-To-Network,

Network Numbers = 5

10.2.2.2 Execute Who-Is-Router-To-Network
Dependencies: 10.2.2.1.

BACnet Reference Clauses: 6.6.3.2 and 6.6.3.3.
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10.2.2.2.1

No Specified Network Number

Purpose: To verify that the [UT will broadcast an I-Am-Router-To-Network message listing all downstream networks

when it receives a Who-Is-Router-To-Network message with no specified network number.

Test Steps:

1. TRANSMIT PORT A,
DESTINATION = LOCAL BROADCAST,
SOURCE =DIA,
Who-Is-Router-to-Network

2. RECE
DI
1-4
N
3. TRAN|
DJ
S(
Wi
4. RECE
DI
1-
N{

10.2.2.2.2

Purpose: T
Who-Is-Ro

Test Steps:

1. TRAN|
DI
S
W,
N{
2. RECE
DI
1-4
N
3. TRAN|
DI
S(
W]
N{
4. RECE
DI
1-4

VE PORT A,

ESTINATION = LOCAL BROADCAST,
Am-Router-To-Network,

twork Numbers =2, 3| 3, 2

SMIT PORT B,

ESTINATION = LOCAL BROADCAST,
URCE = D2C,

ho-Is-Router-to-Network

VE PORT B,

ESTINATION = LOCAL BROADCAST,
A m-Router-To-Network,

twork Numbers =1, 5|5, 1

SMIT PORT A,

ESTINATION = LOCAL BROADCAST,
URCE =DIA,
ho-Is-Router-To-Network,

twork Number = 2

VE PORT A,

ESTINATION = LOCAL BRQADCAST,
Am-Router-To-Network,

twork Numbers = 2

SMIT PORT B,

ESTINATION = LOGAL BROADCAST,
URCE =D2C
ho-Is-Router-T'0-Network,

twork Number = 5

VE POREB,

ESTINATION = LOCAL BROADCAST,

A m-Router-To-Network,

A Known Remote Network Number is Specified

o verify that the IUT will broadcast an appropriate [-Am-Router-To-Network message when it recelves a
iter-To-Network message with a specified network number that is included in the routing table.

1 1
NDI.WUII\ INUITIOCIS = O

10.2.2.2.3

A Network Number is Specified and the Router Does Not Respond

Purpose: To verify that the IUT does not respond if it receives a Who-Is-Router-To-Network message specifying a
network number for a network that is known to be reachable through the same port through which the I-Am-Router-To-

Network m
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Test Steps:

1.

4.

TRANSMIT PORT A,
DESTINATION = LOCAL BROADCAST,
SOURCE =DI1A,
Who-Is-Router-To-Network,
Network Number = 1
Wait Internal Processing Fail Time
CHECK (verify that the IUT does not respond)
TRANSMIT PORT B,
DESTINATION = LOCAL BROADCAST,

10.2

Pury
num

Test

SOURCE = D2C,
Who-Is-Router-To-Network,
Network Number = 3

'Wait Internal Processing Fail Time

CHECK (verify that the IUT does not respond)

.2.2.4  An Unknown and Unreachable Network Number is Specified

ose: To verify that if the IUT receives a Who-Is-Router-To-Network message specifying an unkn
ber it will attempt to locate the network.

Steps:

TRANSMIT PORT A,
DESTINATION = LOCAL BROADCAST,
SOURCE =DIA,
Who-Is-Router-To-Network,
Network Number = 4
RECEIVE PORT B,
DESTINATION = LOCAL BROADCAST,
SOURCE = IUT,
SNET =1,
SADR =DIA,
Who-Is-Router-To-Network,
Network Number = 4
CHECK (verify that no I-Am-Rotuter=To-Network is transmitted on Port A)
TRANSMIT PORT B,
DESTINATION = LOCAE BROADCAST,
SOURCE = D2C,
Who-Is-Router-To-Network,
Network Number'= 4
RECEIVE PORT A,
DESTINATTON = LOCAL BROADCAST,
SOURGEE = IUT,
SNEE=2,
SADR = D2C,

Who-Is-Router-To-Network,

6.

Nk 1L 1 4
INCTWUI N INUITIUUT — 5

CHECK (verify that no I-Am-Router-To-Network is transmitted on Port B)

10.2.2.2.5 An Unknown Network is Discovered

wn network

Purpose: To verify that after searching for and discovering the path to an unknown network the IUT transmits the
appropriate [-Am-Router-To-Network message.
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Test Steps:

1. TRAN

SMIT PORT A,

DESTINATION = LOCAL BROADCAST,
SOURCE =DIA,
Who-Is-Router-To-Network,
Network Number = 6

2. RECEIVE PORT B,
DESTINATION = LOCAL BROADCAST,
SOURCE = IUT,
SNET =1,

S4
W
N
3. TRAN|
DI
S(
1-4
N{
5. RECE
DI
S
1-4
N

10.2.2.2.6

Purpose: T
Network m|

Test Steps:

1. TRAN|
DI
S
SN
S4
W
N
2. RECE
DI
S(
SN
S4
W,
N
3. CHEC
4. TRAN]

DR = DIA,

ho-Is-Router-To-Network,

twork Number = 6

SMIT PORT B,

ESTINATION = LOCAL BROADCAST,
URCE = R2-3,

Am-Router-To-Network,

twork Numbers = 6

VE PORT A,

ESTINATION = LOCAL BROADCAST,
URCE = IUT,

A m-Router-To-Network,
twork Numbers = 6

Forwarding a Who-Is -Router-To-Network from a Remote Network

b verify that the IUT will forward a Who-Is-Router-To-Network message if it receives a Who-Is-Rout
pssage specifying an unknown network number and containing network layer source addressing informa

SMIT PORT A,

ESTINATION = LOCAL BROADCAST,
URCE =RI1-5,

ET =5,

\DR = D5F,

ho-Is-Router-To-Network,

twork Number = 4

VE PORT B,

ESTINATION = LOCAL BROADCAST,
URCE =1UT

ET =5,

\DR = D5F,

ho-Is-Routér-To-Network,

twork Number = 4

K (verify that no I-Am-Router-To-Network is transmitted on Port A)
SMIT PORT B,

L QT INL AT IAONL - OAARROADNDCAQT

br-To-
ion.

D

O TIINATIVIN T LUCAL DINUAIJCUCAOT,

SOURCE = R2-3,
SNET =3,
SADR = D3D,
Who-Is-Router-To-Network,
Network Number = 4

5. RECEIVE PORT A,
DESTINATION = LOCAL BROADCAST,
SOURCE =1UT,
SNET = 3,
SADR = D3D,
Who-Is-Router-To-Network,
Network Number = 4
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6. CHECK (verify that no I-Am-Router-To-Network is transmitted on Port B)
10.2.2.3 Forward I-Could-Be-Router-To-Network
BAChnet Reference Clause: 6.6.3.4.

Purpose: To verify that the IUT will forward a received I-Could-Be-Router-To-Network message to the intended
recipient.

Test Steps:

1. TRANSMIT PORT B,
DESTINATION = IUT,
SOURCE = HR2-4,

DNET =1,

DADR = DIA,

Hop Count = 255,
I-Could-Be-Router-To-Network,
Network Number = 4,
Performance Index = 6

2. [RECEIVE PORT A,
DESTINATION =DIA,
SOURCE = IUT,

SNET =2,

SADR = HR2-4,

Hop Count = (any integer x: 0 < x <255),
I-Could-Be-Router-To-Network,
Network Number = 4,
Performance Index = 6

10.2.2.4 Router-Busy-To-Network
BA(net Clause Reference: 6.6.3.6
10.22.4.1 Forwarding Router-Busy-to-Network Information for Specific DNETs

Purpose: To verify that the IUT correctlyforwards information indicating that specific DNETs are| temporarily
unrdachable because of traffic congestion.

Tesf Steps:

1. |TRANSMIT PORT B,

DESTINATION =LOCAL BROADCAST,
SOURCE = R2-3,
Router-Busy<To-Network,
Network-Numbers = 6

2. |RECEIVEPORT A,

DESTINATION = LOCAL BROADCAST,
SQURCE = IUT,
Router-Busy-To-Network,

Network Numbers—+6

10.2.2.4.2 Forwarding Router-Busy-To-Network Information for all DNETs
Purpose: To verify that the IUT correctly forwards information indicating that all DNETs reachable through a particular
router are temporarily unreachable because of traffic congestion.

Test Steps:

1. TRANSMIT PORT B,
DESTINATION = LOCAL BROADCAST,
SOURCE = R2-3,
Router-Busy-To-Network
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2.

RECEIVE PORT A,

DESTINATION = LOCAL BROADCAST,
SOURCE = IUT,
Router-Busy-To-Network,

Network Numbers =3, 6 | 6, 3

10.2.2.4.3

Receiving Messages for a Busy Router

Purpose: To verify that the IUT rejects a message destined for a busy router.

Test Steps:
1. TRANSMIT PORT B,
DESTINATION = LOCAL BROADCAST,
SQURCE =R2-3,
Rquter-Busy-To-Network,
N¢twork Numbers = 3
2. RECEIVE PORT A,
DESTINATION = LOCAL BROADCAST,
SQURCE = IUT,
Rquter-Busy-To-Network,
N¢twork Numbers = 3
3. TRANBMIT PORT A,
DESTINATION = IUT,
SQURCE =DI1A,
DNET =3,
DADR = D3D,
Hop Count = 255,
Rd¢adProperty-Request,
'Opject Identifier' = (any BACnet standard object),
'Pfoperty Identifier' = (any required property of the specified object)
4. RECE]IVE PORT A,
DESTINATION =DI1A,
SQURCE = IUT,
Rdject-Message-To-Network,
Rdject Reason = 2 (router busy),
DNET =3
10.2.2.4.4 | Timeout
Purpose: T¢ verify that the IUT restores the availability status of DNETs after the busy timer expires.
Test Steps:
1. TRANSMIT PORT\B;
DESTINATION = LOCAL BROADCAST,
SQURCE,=R2-3,
Rquter*Busy-To-Network,
N¢twork Numbers = 3
2. RECEIVE PORT A,
DESTINATION = LOCAL BROADCAST,
SOURCE = IUT,
Router-Busy-To-Network,
Network Numbers = 3
3. WAIT (30 seconds)
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4. TRANSMIT PORT A,

DESTINATION = IUT,

SOURCE =DI1A,

DNET =3,

DADR =D3D,

Hop Count = 255,

ReadProperty-Request,

'Object Identifier' = (any BACnet standard object),

'"Property Identifier' = (any required property of the specified object)

5. RECEIVE PORT B,

STINATION =R2 3
—DPESTINATION=R2-3;

SOURCE = IUT,

DNET =3,

DADR = D3D,

Hop Count = (any integer x: 0 < x <255),
ReadProperty-Request,

'Object Identifier' = (the object identifier used in step 4),
'"Property Identifier' = (the property identifier used in step 4)

10.2.2.5 Execute Router-Available-To-Network
BA(net Reference Clause: 6.6.3.7.

10.2
Pury

.2.5.1 Restoring Specific DNETs

ose: To verify that the IUT updates its network availability~\information when a Router-Available

mespage conveying specific DNETs is received.

Test

Steps:

TRANSMIT PORT B,
DESTINATION = LOCAL BROADCAST;
SOURCE = R2-3,
Router-Busy-To-Network

RECEIVE PORT A,
DESTINATION = LOCAL BROQADCAST,
SOURCE = IUT,
Router-Busy-To-Networlk,
Network Numbers =.3,'61 6, 3

TRANSMIT PORT B,
DESTINATION'=LOCAL BROADCAST,
SOURCE =R2-3,
Router-Available-To-Network,
NetworkNumbers = 3

RECEIVE\PORT A,
DESTINATION = LOCAL BROADCAST,
SOURCE = IUT,

L To-Network

Router-Available-To-Network,

Network Numbers = 3
TRANSMIT PORT A,
DESTINATION = IUT,
SOURCE =DI1A,
DNET =3,
DADR =D3D,
Hop Count = 255,
ReadProperty-Request,
'Object Identifier' = (any BACnet standard object),
'"Property Identifier' = (any required property of the specified object)
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6. RECEIVE PORT B,

DESTINATION = R2-3,

SOURCE = IUT,

DNET =3,

DADR = D3D,

Hop Count = (any integer x: 0 < x < 255),

Re

adProperty-Request,

'Object Identifier' = (the object identifier used in step 5),
'"Property Identifier' = (the property identifier used in step 5)
7. TRANSMIT PORT A,

S

URCE =DI1A,

DNET =6,
DADR = (any valid device address),

H
R4

p Count = 255,
adProperty-Request,

'Opject Identifier' = (any BACnet standard object),

'Pgoperty Identifier' = (any required property of the specified object)
8. RECEIVE PORT A,

DESTINATION = DI1A,

S

URCE = IUT,

Rdject-Message-To-Network,
Rdgject Reason = 2 (router busy),
DNET =6

10.2.2.5.2

Restoring All DNETs

Purpose: Tjo verify that the IUT updates its network availability, information when a Router-Available-To-Network
message conveying no DNETs is received.

Test Steps:

1. TRANBSMIT PORT B,
DESTINATION = LOCAL BROADCAST,

S
R
2. RECE

URCE = R2-3,
uter-Busy-To-Network
VE PORT A,

DESTINATION = LOCAL BROADCAST,

S(
R
N

URCE = IUT,
uter-Busy-To-Network,
twork Numbers = 3,'6,{-0, 3

3. TRANBSMIT PORT B,
DESTINATIONG I OCAL BROADCAST,

S
R
4. RECE

URCE = R2:3;
uter-Available-To-Network
VE PORT A,

DESTINATION = LOCAL BROADCAST,

S

URCE = IUT,

Router-Available-To-Network,
Network Numbers =3, 6 | 6, 3
5. TRANSMIT PORT A,
DESTINATION = IUT,
SOURCE =DI1A,
DNET =3,
DADR =D3D,
Hop Count = 255,
ReadProperty-Request,
'Object Identifier' = (any BACnet standard object),

'"Property Identifier' = (any required property of the specified object)
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6. RECEIVE PORT B,

DESTINATION = R2-3,

SOURCE = 1IUT,

DNET =3,

DADR = D3D,

Hop Count = (any integer x: 0 < x < 255),
ReadProperty-Request,

'Object Identifier' = (the object identifier used in step 5),
'"Property Identifier' = (the property identifier used in step 5)

7. TRANSMIT PORT A,

STINATION =TUT
—DESTNATION 11988

ISO 16484-6:2009(E)

SOURCE =DIA,

DNET =6,

DADR = (any valid device address),

Hop Count = 255,

ReadProperty-Request,

'Object Identifier' = (any BACnet standard object),

'Property Identifier' = (any required property of the specified object)

8. [RECEIVE PORT B,

10.2.2.

10.2

DESTINATION = R2-3,

SOURCE = IUT,

DNET =6,

DADR = (the address used in step 6),

Hop Count = (any integer x: 0 < x < 255),
ReadProperty-Request,

'Object Identifier' = (the object identifier used in step 7,
'Property Identifier' = (the property identifier used in st€p 7)

Execute Initialize-Routing-Table

.2.6.1 Query Routing Table

Deppndencies: 10.2.2.1, 10.2.2.2.5.

BA(

Pury
field

Test

1.

net Reference Clauses: 6.4.7, 6.4.8, 6.6, 6.6.3.8, and 6.6.3.9.

Steps:

TRANSMIT PORT-A,

DESTINATION = IUT,
SOURCE= DI1A,
Initialize-Routing-Table,
Number of Ports= 0

RECEIVE PORT A,

DESTINATION =DI1A,

ose: To verify that the IUT willkeorrectly respond to an Initialize-Routing-Table message with the Nurpber of Ports
containing the value zero.

SOURCE = IUT,
Initialize-Routing-Table-Ack,
Number of Ports = 5,
Connected DNET = 1,

Port ID = 1,
Port Info = (any valid port information),
Connected DNET = 2,
Port ID = 2,
Port Info = (any valid port information),
Connected DNET = 3
Port ID = 2,
Port Info = (any valid port information),
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Connected DNET = 5,

Port ID = 1,
Port Info = (any valid port information),
Connected DNET = 6,
Port ID = 2,
Port Info = (any valid port information)

Notes to Tester: The DNET table entries may be in any order.

10.2.2.6.2

Add Entries to a Routing Table

Dependencies: 10.2.2.1, 10.2.2.2.5.

BACnet Re

ference Clauses: 6.4.7, 6.4.8, 6.6.1, 6.6.3.8, and 6.6.3.9.

Purpose: Tp verify that the IUT will correctly respond to an Initialize-Routing-Table message with the Nurriber of
field containing a non-zero value and change its routing table.
Test Steps:
1. TRANBMIT PORT A,
DESTINATION = IUT,
SQPURCE =DI1A,
Injtialize-Routing-Table,

2. RECE
D]
S(
In

3. TRAN|
DI
S
In

4. RECE
DI
S(
In;

Number of Ports = 1,
Connected DNET = 1234,
Port ID = 1,

Port Info Length= 0
VE PORT A,
ESTINATION = DIA,

URCE = IUT,
tialize-Routing-Table-Ack
SMIT PORT A,
ESTINATION = IUT,
URCE =DI1A,
tialize-Routing-Table,

Number of Ports = 0,
VE PORT A,
ESTINATION = DIA,

URCE = IUT,
tialize-Routing-TabletA¢k,

Number of Ports &+ 6,

Connected DNET = 1,

304

Port ID = 1,

Port Infos (any valid port information),
Conneeted DNET = 2,

PortdD = 2,

Port Info = (any valid port information),
Port ID = 2,

Port Info = (any valid port information),
Connected DNET = 5,

Port ID = 1,

Port Info = (any valid port information),
Connected DNET = 6,

Port ID = 2,

Port Info = (any valid port information),
Connected DNET = 1234,

Port ID = 1,

Port Info = (any valid port information)

Ports
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Notes to Tester: The DNET table entries may be in any order.
10.2.2.6.3 Purge Entries in a Routing Table
Dependencies: 10.2.2.1, 10.2.2.2.5.

BACnet Reference Clauses: 6.4.7, 6.4.8, 6.6.1, 6.6.3.8, and 6.6.3.9.

Purpose: To verify that the IUT will correctly respond to an Initialize-Routing-Table message with a Port ID field of
zZero.

1. TRANSMIT PORT A,
DESTINATION = IUT,
SOURCE =DIA,
Initialize-Routing-Table,
Number of Ports = 2,
Connected DNET = 1234,
Port ID = 0,
Port Info Length= 0,
Connected DNET = 6,
0
0

Port ID =

Port Info Length =
2. |RECEIVE PORT A,
DESTINATION =DIA,
SOURCE = IUT,
Initialize-Routing-Table-Ack
3. |TRANSMIT PORT A,
DESTINATION = IUT,
SOURCE =DI1A,
Initialize-Routing-Table,
Number of Ports = 0,

4. |RECEIVE PORT A,
DESTINATION =DIA,
SOURCE = IUT,
Initialize-Routing-Table-Ack,
Number of ports = 4,
Connected DNET = 1,

El

Port ID = 1,
Port Info = (any valid port information),
Connected DNET =72,
Port ID = 2,
Port Info = (any valid port information),
Connected DNET = 3,
Port ID = 2,
Port Infol= (any valid port information),
Connected DNET = 5,
Port ID = 1,
Port Info = (any valid port information)

Notes to Tester: The DNET table entries may be in any order.
10.2.2.7 Reject-Message-To-Network

This clause tests some of the possible circumstances where a message should be rejected by the network layer. Rejections
caused by busy routers are covered in 10.2.2.4.

BAChnet Reference Clauses: 6.4.4 and 6.6.3.5.
10.2.2.7.1 Unknown Network

Purpose: To verify the IUT will reject a message addressed to a device on an unknown and unreachable DNET.
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1. TRANSMIT PORT A,
DESTINATION = IUT,
SOURCE =DI1A,
DNET =9,
DADR = (any valid MAC address),
Hop Count = 255,
BAChnet-Confirmed-Request-PDU,

'Service Choice' =

'O
'P1
2. RECE
DI
S(
W
N
3. RECE
DI
S
R{
R{
D]

10.2.2.7.2
Purpose: T

Test Steps:

1. TRAN
DI
S
M

2. RECE
DI
S
R4

ReadProperty-Request,
TR

Al
operty Identifier' = (any property of the specified object)
VE PORT B,

ESTINATION = LOCAL BROADCAST,
URCE = IUT,
ho-Is-Router-To-Network,

twork Number = 9

VE PORT A,

ESTINATION =D1A,

URCE = IUT,
ject-Message-To-Network,

ject Reason = 1, (unknown destination network)
NET =9

Unknown Network Layer Message Type

verify that the IUT will reject a network layer message with*an‘unknown message type.

SMIT PORT A,

ESTINATION = IUT,

URCE =DI1A,

pssage Type = (any value from X'0A' to X(7F)
VE PORT A,

ESTINATION = DI1A,

URCE = IUT,

ject-Message-To-Network,

Rdject Reason = 3 (unknown network layer message type),
DNET =1
10.2.2.7.3 | Unknown Network'Layer Message Type For Someone Else
Purpose: This test case vefifies that the IUT will not reject a network layer message with an unknown message type
it is destingd elsewhere.\This test shall not be run if the IUT does not have a Protocol Revision property or its va
less than 4.
BAChnet Rdferénce Clause: 6.6.3.5
Test Steps:
1. TRANSMIT PORT A, DA =1UT, SA=DIA,
DNET = 2,
DADR = D2C,
Hop Count = 255,

Message Type = (any value in the range reserved for use by ASHRAE)
2. RECEIVE Port B, DA = D2C, SA = IUT,

SNET = 1,

SADR = DIA,

Message Type = (value from step 1)
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3. TRANSMIT PORT A, DA = LOCAL BROADCAST, SA =DI1A,

DNET = GLOBAL BROADCAST,
DLEN = 0,
Hop Count = 255,

Message Type = (any value in the range reserved for use by ASHRAE)
4. RECEIVE PORT B, DA = LOCAL BROADCAST, SA =1UT,

DNET = GLOBAL BROADCAST,
DLEN = 0,

SNET = 1,

SADR = DIA,

—Heop-Count-———(any—value-greaterthant-andlessthan 255 y—098m —M8M
Message Type = (value from step 3)
5. |[TRANSMIT PORT A, DA =1UT, SA =DIA,

DNET = 2,

DADR = D2C,

Hop Count = 255,

Message Type = (any value in the range available for vendor proprietary messages)s

Vendor ID = (any value, when paired with Message Type, that is not supported by the IUT)
6. |RECEIVE Port B, DA = D2C, SA = IUT,

SNET = 1,

SADR = DIA,

Message Type = (value from step 1)
7. [TRANSMIT PORT A, DA = LOCAL BROADCAST, SA =DIA,

DNET = GLOBAL BROADCAST,

DLEN = 0,

Hop Count = 255,

Message Type = (any value in the range available for ¥endor proprietary messages),

Vendor ID = (any value, when paired with Message Type, that is not supported by the IUT)
8. |[RECEIVE PORT B, DA = LOCAL BROADCAST, SA = IUT,

DNET = GLOBAL BROADCAST,

DLEN = 0,

SNET = 1,

SADR = D1A,

Hop Count = (any value greater'than 1 and less than 255),

Message Type = (value from step 7)
10.2.3 Routing of Unicast APDUs

Theltests in this clause verify thatthe IUT correctly routes messages that use unicast destination addresses.

BA(net Reference Clayses:+6.2.2 and 6.5.
10.2.3.1 IgnoreLocal Message Traffic

Purpose: To verifythat the IUT will ignore local unicast message traffic.

Tesf Steps:

1. [TRANSMIT PORT A,

DESTINATION =DI1B,

SOURCE =DIA,

BAChnet-Confirmed-Request-PDU,

'Service Choice'=  ReadProperty-Request,

'Object Identifier' = (any object identifier),

'Property Identifier' = (any property of the specified object)
2. CHECK (verify that this message is not forwarded to Network 2)

10.2.3.2 Route Message from a Local Device to a Local Device

Purpose: To verify that the IUT can route a unicast message from a local device on Network 1 to a device on Network 2.
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Test Steps:

1. TRANSMIT PORT A,

DESTINATION = IUT,

SOURCE =DI1A,

DNET =2,

DADR =D2C,

Hop Count = 255,
BAChnet-Confirmed-Request-PDU,

'Service Choice'=  ReadProperty-Request,
'Object Identifier' = (any object identifier),

'"Poperty Identifier' = (any property of the specitfied object)

2. RECE]VE PORT B,

10.2.3.3

STINATION = D2C,

SOURCE = IUT,

SNET =1,

SADR =DIA,

H¢p Count = (any integer x: 0 < x <255),
BACnet-Confirmed-Request-PDU,

'S¢rvice Choice'=  ReadProperty-Request,

'Opject Identifier' = (the object identifier used in step 1),
'Poperty Identifier' = (the property identifier used in step 1)
MIT PORT B,

STINATION = IUT,

URCE =D2C,

ET=1,

DR =DIA,

p Count = 255,

Cnet-Confirmed-Request-PDU,

rvice Choice' =  ReadProperty-Request,

'Opject Identifier' = (any object identifier),

H¢p Count = (any integer x: 0(< X< 255),
BACnet-Confirmed-RequestsPDU,

'S¢rvice Choice' =  RéadProperty-Request,

'Opject Identifier' = Cithe object identifier used in step 1),
'"Property Identifier'=) (the property identifier used in step 1)

Route Message from a Local Device to a Router

Purpose: Tp verifysthat the IUT can route a unicast message from a local device on Network 1 to a router on the path to
the destinafion network.

Test Steps:

1.

308

TRANSMIT PORT A,

DESTINATION = IUT,

SOURCE =DI1A,

DNET =3,

DADR =D3D,

Hop Count = 255,

BAChnet-Confirmed-Request-PDU,

'Service Choice'=  ReadProperty-Request,

'Object Identifier' = (any object identifier),

'"Property Identifier' = (any property of the specified object)
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2. RECEIVE PORT B,

DESTINATION = R2-3,

SOURCE = IUT,

DNET =3,

DADR = D3D,

SNET =1,

SADR =DIA,

Hop Count = (any integer x: 0 < x < 255),

BAChnet-Confirmed-Request-PDU,

'Service Choice'=  ReadProperty-Request,

‘Obj ifier = jectidentifierused-in-step1);

'"Property Identifier' = (the property identifier used in step 1)
10.2 Route Message from One Router to Another Router
Purpose: To verify that the IUT can route a unicast message from a device on a remote network to.a router n the path to
the dlestination network.
Test Steps:
1. [TRANSMIT PORT A,

DESTINATION = IUT,

SOURCE = R1-5,

DNET =3,

DADR =D3D,

SNET =5,

SADR = D5F,

Hop Count = 254,

BAChnet-Confirmed-Request-PDU,

'Service Choice' =  ReadProperty-Request,

'Object Identifier' = (any object identifier),

'"Property Identifier' = (any property of the-specified object)
2. |RECEIVE PORT B,

DESTINATION = R2-3,

SOURCE = IUT,

DNET =3,

DADR =D3D,

SNET =5,

SADR = D5F,

Hop Count = (and-integer x: 0 < x <254),

BAChnet-Confirmed-Request-PDU,

'Service Chotee*=  ReadProperty-Request,

'Object Identifier' = (the object identifier used in step 1),

'"PropertyIdentifier' = (the property identifier used in step 1)
10.2 Route Message from a Router to a Local Device
Purposé:\To verify that the IUT can route a unicast message from a peer router to the destination devige on a local
nety
Test Steps:

1.

TRANSMIT PORT A,

DESTINATION = IUT,

SOURCE =R1-5,

DNET =2,

DADR =D2C,

SNET =5,

SADR = DSF,

Hop Count =254,
BAChnet-Confirmed-Request-PDU,
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'Service Choice' =  ReadProperty-Request,

'Object Identifier' = (any object identifier),

'"Property Identifier' = (any property of the specified object)
2. RECEIVE PORT B,

DESTINATION = D2C,

SOURCE =1IUT,

SNET =5,

SADR = DSF,

Hop Count = (any integer x: 0 < x < 254),

BAChnet-Confirmed-Request-PDU,

'Service Choice'=  ReadProperty-Request,

'Opject Identifier' =  (the object identitfier used 1n step 1),

'Pgoperty Identifier' = (the property identifier used in step 1)

10.2.3.6 Attempt to Locate Downstream Routers

This clause|tests the ability of the IUT to search for routers to an unknown destination network.

Configuratfon Requirements: The IUT shall be configured to know only about the directly-connected networks.
10.2.3.6.1 | Failed Attempt to Locate Router

Purpose: Tp verify that the IUT will attempt to locate a router to an unknown netwpik~Upon failing to locate quch a
router the [T will transmit a Reject-Message-To-Network to the source device.

Test Steps:

1. TRANSMIT PORT A,
DESTINATION = IUT,
SQURCE =R1-5,
DNET =3,
DADR = D3D,
SNET =5,
SADR = DSF,
Hop Count =254,
BACnet-Confirmed-Request-PDU,
'S¢rvice Choice'=  ReadProperty-Request,
'Opject Identifier' = (any object identifier),
'"Poperty Identifier' = (any propefty~of the specified object)
2. RECEIVE PORT B,
DESTINATION = LOCAEBROADCAST,
SQURCE = IUT,
Who-Is-Router-To-Nétwork,
Ngtwork Number=23
3. RECE]VE PORT A,
DESTINATION = R1-5,
SPURCE=IUT,
DNET=\S,
DADR = DS5F,
HU[J CUullL - AJJ,
Reject-Message-To-Network,
Reject Reason = 1 (unknown destination network),
DNET =3
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10.2.3.6.2  Successful Attempt to Locate Router

Purpose: To verify that the IUT will attempt to locate a router to an unknown network. When successful it forwards the
message to the next router on the path.

Test Steps:
1. TRANSMIT PORT A,
DESTINATION = IUT,
SOURCE =RI1-5,
DNET = 3,
DADR =D3D,
SNET =5,
SADR = D5F,
Hop Count = 254,
BAChnet-Confirmed-Request-PDU,
'Service Choice' =  ReadProperty-Request,
'Object Identifier' = (any object identifier),
'Property Identifier' = (any property of the specified object)
2. |RECEIVE PORT B,
DESTINATION = LOCAL BROADCAST,
SOURCE = IUT,
Who-Is-Router-To-Network,
Network Number = 3
3. |TRANSMIT PORT B,
DESTINATION = LOCAL BROADCAST,
SOURCE = R2-3,
I-Am-Router-To-Network,
Network Numbers = 3
4. |RECEIVE PORT B,
DESTINATION = R2-3,
SOURCE = IUT,
DNET =3,
DADR =D3D,
SNET =5,
SADR = D5F,
Hop Count = (any integerxi'0 < x <254),
BAChnet-Confirmed-Réquest-PDU,
'Service Choice' = (\ReadProperty-Request,
'Object Identifier'™) ~ (the object identifier used in step 1),
'"Property Identifier' = (the property identifier used in step 1)
10.24 Routing of'Broadcast APDUs
Thefltests in thi§clause verify that the IUT correctly routes messages that use broadcast destination addresses
BA(CnetReference Clauses: 6.2.2 and 6.5.
10.2.4.1 Ignore Local Broadcast Message Traffic
Purpose: To verify that the IUT will ignore local broadcast message traffic that does not contain addressing for a remote
network.
Test Steps:
1. TRANSMIT PORT A,
DESTINATION = LOCAL BROADCAST,
SOURCE =DI1A,
BAChnet-Unconfirmed-Request-PDU,
'Service Choice' = Who-Is
2. CHECK (verify that this message is not forwarded to Network 2)
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10.2.4.2

Global Broadcast from a Local Device

Purpose: To verify that the I[UT properly forwards global broadcast messages that originate on a local network.

Test Steps:

1. TRAN

SMIT PORT A,

DESTINATION = LOCAL BROADCAST,
SOURCE =DIA,

DNET = GLOBAL BROADCAST,

DLEN =0,

H
B/
'S¢
2. RECE
D]
S(
DI
D]
SN
S4
H
B/
'S¢

Notes to Tg
10.2.4.3
Purpose: T

Test Steps:

1. TRAN|
DI
S
D]
DI
SN
S4
H
B
'S¢
'I_
2. RECE
DI
S
D]

p Count = 255,

A\ Cnet-Unconfirmed-Request-PDU,
rvice Choice' = Who-Is

VE PORT B,

ESTINATION = LOCAL BROADCAST,
URCE = IUT,

NET = GLOBAL BROADCAST,

LEN =0,

(ET =1,

ADR =DIA,

p Count = (any integer x: 0 < x < 255),
A\ Cnet-Unconfirmed-Request-PDU,
rvice Choice' = Who-Is

SMIT PORT A,

ESTINATION = LOCAL BROADCAST;
URCE =RI1-5,

NET = GLOBAL BROADCAST,

LEN =0,

ET =5,

\DR = D5F,

p Count = 254,

A\ Cnet-Unconfirmed-Request-PDU,

rvice Choice' = Who-Is

Am Device Identifier' = DS5F,

VE PORT B,

ESTINAFION = LOCAL BROADCAST,
URCE=IUT,

NET,= GLOBAL BROADCAST,

R

ster: The message described in step 2 shall be transmitted from all'ports of the router except for Port 1.
Global Broadcast from a Remote Device

verify that the IUT properly forwards global broadcast messages that originate on a remote network.

DEER—®6;

SNET =5,

SADR = D5F,

Hop Count = (any value x: 0 < x < 254),
BAChnet-Unconfirmed-Request-PDU,
'Service Choice' = Who-Is

Notes to Tester: The message described in step 2 shall be transmitted from all ports of the router except for Port 1.

10.2.4.4

Remote Broadcast from a Local Device to a Directly-Connected Network

Purpose: To verify that the IUT properly forwards remote broadcast messages that originate on a local network and are

directed to

312

another local network.
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Steps:

TRANSMIT PORT B,
DESTINATION = LOCAL BROADCAST,
SOURCE = D2C,
DNET =1,
DLEN =0,
Hop Count = 255,
BAChnet-Unconfirmed-Request-PDU,
'Service Choice' = Who-Is

DESTINATION = LOCAL BROADCAST,
SOURCE = IUT,

SNET =2,

SADR = D2C,

Hop Count = (any integer x: 0 < x <255),
BAChnet-Unconfirmed-Request-PDU,
'Service Choice' = Who-Is

4.5 Remote Broadcast from a Local Device to a Non-Directly-Connected Network

ose: To verify that the IUT properly forwards remote broadcast messages‘that originate on a local net
ted to a remote network that is not directly connected.

Steps:

TRANSMIT PORT B,
DESTINATION = LOCAL BROADCAST,
SOURCE = D2C,
DNET =5,
DLEN =0,
Hop Count = 255,
BAChnet-Unconfirmed-Request-PDU,
'Service Choice' = Who-Is
RECEIVE PORT A,
DESTINATION = R1-5,
SOURCE = IUT,
DNET= 5,
DLEN =0,
SNET =2,
SADR = D2C,
Hop Count =(any integer x: 0 < x <255),
BAChnet-Unconfirmed-Request-PDU,
'Service'\Choice' = Who-Is

.4.6 Rémote Broadcast from a Remote Device to a Directly-Connected Network

os¢:\To verify that the IUT properly forwards remote broadcast messages that originate on a remote net]

vork and are

work and are

dire

ted’'to a directly-connected network.

Test

1.

Steps:

TRANSMIT PORT B,
DESTINATION = IUT, SOURCE = R2-3,
DNET =1,
DLEN =0,
SNET =3,
SADR =D3D,
Hop Count =254,
BAChnet-Unconfirmed-Request-PDU,
'Service Choice' = Who-Is
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2. RECEIVE PORT A,
DESTINATION = LOCAL BROADCAST,
SOURCE = IUT,
SNET =3,
SADR =D3D,
Hop Count = (any integer x,: 0 < x < 254),
BAChnet-Unconfirmed-Request-PDU,
'Service Choice' = Who-Is

10.2.4.7

Remote Broadcast from a Remote Device to a Remote Network

Purpose: To verify that the IUT properly forwards remote broadcast messages that originate on a remote network and are

directed to
Test Steps:

1. TRAN|
DI
S(
DI
DI
SN
S4
H
B/
'S¢
2. RECE
D]
S(
DI
D]
SN
S4
H
B/
'S¢

10.2.4.8

Purpose: T
through the

Test Steps:

1. TRAN
DI
S
DI
DI

h remote network.

SMIT PORT A,

ESTINATION = IUT,

URCE =R1-5,

NET = 3,

LEN =0,

(ET =5,

A\DR = DSF,

p Count = 254,

A\ Cnet-Unconfirmed-Request-PDU,
rvice Choice' = Who-Is

VE PORT B,

ESTINATION = R2-3,

URCE = IUT,

NET = 3,

LEN =0,

(ET =5,

A\DR = DSF,

p Count = (any integer x,: 0 <x <254),
A\ Cnet-Unconfirmed-Request-PDU,
rvice Choice' = Who-Is

Remote Broadcast that Should Be Ignored

p verify that the IUT ignofes)broadcast messages that are intended for a remote network that is read
same port that the message was received from.

SMIT PORT. B¢

ESTINATION = LOCAL BROADCAST,
URCE=D2C,

NET=3;

LEN, = (any valid MAC address length),

D!

B oA A A 1.1 1 el T T
AN (dlly VAU IVIAL alUrcss UIC dgICts WILT DLIIN,

Hop Count = 255,
ReadProperty-Request,

'Object Identifier' = (any BACnet object),
'Property Identifier' = (any property of the specified object)

2. CHECK (verify that the IUT does not forwarded this message)

10.2.5 Hop Count Protection
BAChnet Reference Clause: 6.2.3, 6.5.4.

Purpose: To verify that the IUT will discard a message if the Hop Count becomes zero.
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1.

TRANSMIT PORT A,

DESTINATION = IUT,

SOURCE =R1-5,

DNET =3,

DLEN =0,

SNET =5,

SADR = D5F,

Hop Count =1,
BAChnet-Unconfirmed-Request-PDU,
'Service Choice' = Who-Is

TRANSMIT PORT A,
DESTINATION = IUT,
SOURCE =R1-5,
DNET =3,
DLEN =0,
SNET =5,
SADR = D5F,
Hop Count =0,
BAChnet-Unconfirmed-Request-PDU,
'Service Choice' = Who-Is
CHECK (verify that the IUT does not forward this message)

10.2.6 Network Layer Priority

BA

Pury]

net Reference Clauses: 6.1, 6.2.2, and 6.5.4.

Test Steps:

3.

TRANSMIT PORT A,
DESTINATION = IUT,
SOURCE =DIA,
Priority = B'00/,
DNET =2,
DADR =D2C,
Hop Count = 255,
BACnet-Confirmed-Regquest-PDU,
'Service Choice' - \_ReadProperty-Request,
'Object Identifiet\=" (any object identifier),

RECEIVE PORT'B,
DESTINATION = D2C,
SOURCE = IUT,
Priority = B'00',

SNET = 1,

SDR =DI1A,

CHECK-(verifir-that-the U T doesnotforward-thismessage}——m7mm ————

ose: To verify that the IUT can process and forward messages with all network priorities.

'Property Identifier' = (any property of the specified object)

ISO 16484-6:2009(E)

Hop Count = (any integer x: 0 < x <255),
BAChnet-Confirmed-Request-PDU,
'Service Choice' =  ReadProperty-Request,

'Object Identifier' = (the object identifier used in step 1),
'Property Identifier' = (the property identifier used in step 1

TRANSMIT PORT A,
DESTINATION = IUT,
SOURCE =DIA,
Priority = B'01/,

DNET =2,
DADR =D2C,
Hop Count = 255,
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BACnet-Confirmed-Request-PDU,

'Service Choice' =  ReadProperty-Request,

'Object Identifier' = (any object identifier),

'Property Identifier' = (any property of the specified object)

4. RECEIVE PORT B,

5.

DESTINATION = D2C,

SOURCE = IUT,

Priority = B'01/,

SNET =1,

SDR =DI1A,

Hop Count = (any integer x: 0 < x < 255),

BACnet-Contirmed-Request-PDU,

'S¢rvice Choice' =  ReadProperty-Request,

'Opject Identifier' = (the object identifier used in step 3),
'Pgoperty Identifier' = (the property identifier used in step 3)

TRANSMIT PORT A,

DESTINATION = IUT,

SQURCE =DIA,

Prjority = B'10/,

DNET =2,

DADR =D2C,

Hop Count = 255,

BACnet-Confirmed-Request-PDU,

'S¢rvice Choice' =  ReadProperty-Request,

'Opject Identifier' = (any object identifier),

'Pgoperty Identifier' = (any property of the specified object)

6. RECEIVE PORT B,

7.

8.

316

DESTINATION = D2C,

SQURCE = IUT,

Prjority = B'10/,

SNET =1,

SIPR =D1A,

Hop Count = (any integer x: 0 < x < 255),
BACnet-Confirmed-Request-PDU,

'S¢rvice Choice'=  ReadProperty-Request,

'Opject Identifier' = (the object idéntifier used in step 5),
'Pgoperty Identifier' = (the property\identifier used in step 5)

TRANSMIT PORT A,

DESTINATION = IUT,

SQURCE =DI1A,

Prjority = B'11',

DNET =2,

DADR =D2C,

Hop Count =255,
BACnet-Gonfirmed-Request-PDU,

'S¢rvice Choice' =  ReadProperty-Request,
'Opject Identifier' = (any object identifier),

IP VI 9= | P N 4 e £41 s ad olas £
UPUTITy TUCTITTICT Ay proplity OT I SPUUTITCU U LTy

RECEIVE PORT B,

DESTINATION = D2C,

SOURCE = 1IUT,

Priority = B'11',

SNET =1,

SDR =DI1A,

Hop Count = (any integer x: 0 < x < 255),
BAChnet-Confirmed-Request-PDU,

'Service Choice'=  ReadProperty-Request,

'Object Identifier' = (the object identifier used in step 7),
'Property Identifier' = (the property identifier used in step 7)

© 1SO 2009 - All rights reserved


https://standardsiso.com/api/?name=a7e655b0be2e5297f0aba36b85fe4d40

10.3Half-Router Functionality Tests

ISO 16484-6:2009(E)

This clause defines the tests necessary to demonstrate BACnet half-router functionality. The tests assume that the half-
router has two ports. Port 1 is directly connected to Network 1 and Port 2 is a PTP connection to Network 2. The logical
configuration of the internetwork used for these tests is shown in Figure 10-2. The test descriptions in this clause assume
that the TD can connect simultaneously to Networks 1 and 2 and mimic all of the other devices, including the peer half-
router, HR2-1. The connection to Network 1 is referred to as "Port A" and the connection to Network 2 as "Port B." An
acceptable alternative is to construct an internetwork with real devices as indicated. Logical networks 3 and 5 shall use
different LAN technologies, both of which are different from networks 1 and 2 in order to ensure that the router can
support remote networks with different size MAC addresses. The tests in this clause do not address PTP functionality
except that the PTP connection is used. PTP functionality tests are covered in 12.2.

Dep

endencies: PTP State Machine Tests, 12.2.

Configuration Requirements: The IUT shall be configured with routing tables indicating that Network

cont
rout

jected to Port 1 and that a PTP connection could be, but is not yet, established to Network(2 through
ng table shall contain no other entries.

1 is directly
Port 2. The

The| half-router functionality tests shall be conducted in the order they are definednn-this standard. I some cases
sucdessful completion of a test case requires that the IUT begin in the final state fromthe previous test.
D5F
Port B Port A
Tel
—{  TD ~
o
2
()
pd
03D
Network 1

™ IuT

® R115

< (HR1-2)

2

)

pzd

D1A D1B
Network 2
R2-3 HR2-1
HR2-4 D2C
Network 4
- HR4-2 |
D4E

Figure 10-2. Logical internetwork configuration for half-router functionality tests
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The logical

devices included in the internetwork are:

IUT:  implementation under test, a half-router connected to Network 1 which can make a PTP connection to a half-
router connected to Network 2

D1A: device on Network 1

DIB: device on Network 1

D2C:  device on Network 2

D3D: device on Network 3

D4E:  device on Network 4

D5SF:  device on Network 5

R1-5: ro
R2-3:  ro
HR2-1: hal

(th
HR2-4: hal

4.
10.3.1 EY

This clausé]
connection

BAChet Rd
10.3.1.1

Purpose: T
no specifie

Test Steps:

1. TRAN
DI
S
W
2. CHEC

10.3.1.2
Purpose: T
Router-To-

Test Steps:

1. TRAN
DI
S
W

iter between networks 1 and 5

iter between networks 2 and 3

|f-router connected to Network 2 which can make a PTP connection to a half-router connected-to. Netw
e IUT)

|f-router connected to Network 2 that can make a PTP connection to a half-router H4-2 connected to Ne

ecute Who-Is-Router-To-Network

defines tests to verify that the IUT correctly responds to Who-Is-Router-To*Network messages before
is established.

ference Clause: 6.6.3.4.
No Specified Network Number

verify that the IUT will not send any messages when it receives a Who-Is-Router-To-Network messag
I network number.

SMIT PORT A,

ESTINATION = LOCAL BROADCAST,
URCE =DI1A,
ho-Is-Router-To-Network

K (verify that the IUT does not reSpond)

A Network Number is Specified that can be Reached Through a PTP Connection

b verify that the IUT will\transmit an [-Could-Be-Router-To-Network message when it receives a W
Network message spe¢ifying a network number that is reachable through a PTP connection.

SMIT PORT A,
ESTINATION = LOCAL BROADCAST,
URCE=DIA,

ork 1

twork

h PTP

e with

ho-Is-

ho-Is-Router-To-Network,

Network Number—2

2. RECEIVE PORT A,
DESTINATION =D1A,
SOURCE = IUT,
I-Could-Be-Router-To-Network,
Network Number = 2,
Performance Index = (any valid performance index)

10.3.2 Reject Messages if no Connection is Established
BACnet Reference Clause: 6.7.4.1.1.

Purpose: To verify that the IUT will transmit a Reject-Message-To-Network message if it is asked to route a message to a

network to
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which no connection is established.
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Test Steps:
1. TRANSMIT PORT A,
DESTINATION = IUT,
SOURCE = DIA,
DNET = 2,
DADR = D2C,
Hop Count = 255,
ReadProperty-Request,
'Object Identifier' =  (any BACnet object),
'"Property Identifier' = (any property of the specitfied object)
2. |RECEIVE PORT A,
DESTINATION = DIA,
SOURCE = IUT,

Reject-Message-To-Network,
Reject Reason = 1 (unknown destination network),
DNET = 2

10.3.3 Initiating Half-Router Procedure for Connection Establishment

BA(net Reference Clause: 6.7.1.

Purpose: To verify that the IUT follows correct procedures when initiating€@.connection to a peer half-router

Test Steps:

1. |[TRANSMIT PORT A,

DESTINATION = IUT,

SOURCE =DIA,
Establish-Connection-To-Network,
DNET = 2,
Termination Time Value = 60

2. [BEFORE (60 seconds) RECEIVE PORT A,
DESTINATION = LOCAL BROADCAST,
SOURCE =1UT,
I-Am-Router-To-Network,

Network Numbers = 2

3. |ITRANSMIT PORT A,

DESTINATION = IUT;

SOURCE = D1A(

DNET = 2,

DADR = D2C,

Hop Count= 255,

ReadPteperty-Request,

'Object Identifier' = (any BACnet object),

'Property Identifier' = (any property of the specified object)
4. |RECEIVE PORT B,

SOURCE = 1UT,

SNET = 1,

SADR = DIA,

Hop Count = (any integer x: 0 < x <255),
ReadProperty-Request,
'Object Identifier' =
'"Property Identifier' =

(the object identifier used in step 3),
(the property identifier used in step 3)

10.3.4 Automatic Disconnection Due to Expiration of the Activity Timer

Dependencies: 10.3.3.

BAChnet Reference Clauses: 6.7.1.4 and 6.7.2.2.
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Purpose: To verify that the IUT will terminate a connection with another half-router if it is not called upon to route any
messages within the time interval specified by Termination Time Value.

Test Steps:

1. WAIT (90 seconds)
2. TRANSMIT PORT A,
DESTINATION = LOCAL BROADCAST,
SOURCE =DI1A,
Who-Is-Router-To-Network
3. CHECK (verity that the IUT does not respond)
4. TRANBMIT PORT A,
DESTINATION = IUT,
SQURCE =DI1A,

DNET = 2,
DADR = D2C,
Hop Count = 255,

Rd¢adProperty-Request,

'Opject Identifier' = (any BACnet object),

'Property Identifier' = (any property of the specified object)
5. RECEJVE PORT A,

DESTINATION =DIA,

SOURCE = IUT,

Rdject-Message-To-Network,

Rgject Reason = 1 (unknown destination network),
DNNET = 2

10.3.5 Anmswering Half-Router Procedure for Connection Establishment

BACnet Rdference Clause: 6.7.1.3.
Purpose: T¢ verify that the IUT follows correct procedures.to establish a connection initiated by a peer half-router.
Test Steps:

1. MAKH (the TD or a real half-router HR2-1 initiate a PTP connection to the [UT with a Termination Time Vallue of
0)
2. BEFORE (60 seconds) RECEIVE PORT A, DESTINATION = LOCAL BROADCAST, SOURCE = IUT,
I-Am-Router-To-Network,
Ng¢twork Numbers =2
3. TRANPSMIT PORT A,
DESTINATION =9UT,
SQURCE = D1Ay
DNET = 2,
DADR = D2C,
Hop Count= 255,
Rd¢adProperty-Request,
'O jcbt Idclltiﬁcl’ — (all_)’ BACllCt U‘UjUL«t),
'Property Identifier'=  (any property of the specified object)
4. RECEIVE PORT B,
DESTINATION = D2C,

SOURCE = IUT,
SNET = 1,
SADR = DIA,

Hop Count = (any integer x: 0 < x < 255),
ReadProperty-Request,

'Object Identifier' = (the object identifier used in step 3),
'"Property Identifier' = (the property identifier used in step 3)
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ISO 16484-6:2009(E)

Purpose: To verify that the IUT will broadcast an I-Am-Router-To-Network message at five-minute intervals while the

IUT

has a connection established to another half-router.

Test Steps:

1.

BEFORE (5 minutes) {
RECEIVE PORT A,

Not
groy

10.3

SOURCE = IUT,
I-Am-Router-To-Network,
Network Numbers = 2

RECEIVE PORT B,
DESTINATION = LOCAL BROADCAST,
SOURCE = HR2-1,
I-Am-Router-To-Network,
Network Numbers = 1}

BEFORE (5 minutes) {

RECEIVE PORT A,
DESTINATION = LOCAL BROADCAST,
SOURCE = IUT,
I-Am-Router-To-Network,
Network Numbers = 2

RECEIVE PORT B,
DESTINATION = LOCAL BROADCAST,
SOURCE = HR2-1,
I-Am-Router-To-Network,
Network Numbers = 1}

BEFORE (5 minutes) {

RECEIVE PORT A,
DESTINATION = LOCAL BRQADCAST,
SOURCE = IUT,
I-Am-Router-To-Network,
Network Numbers = 2

RECEIVE PORT B,
DESTINATION =\LOCAL BROADCAST,
SOURCE = HR2-1,
I-Am-Routér-Fo-Network,
Network-Numbers = 1}

s to Tester:\The I-Am-Router-To-Network messages can be received in either order. The time intefval between

ps of [-Am:-Router-To-Network messages shall be approximately 5 minutes.

.7 Disconnect-Connection-To-Network

Dep|

endencies: 10.3.5.

BAChnet Reference Clause: 6.7.2.1.

Purpose: To verify that the IUT will follow correct procedures to terminate a connection with a peer half-router after

receiving a Disconnect-Connection-To-Network message.
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Test Steps:

1. TRANSMIT PORT A,
DESTINATION = IUT,
SOURCE =DI1A,
Disconnect-Connection-To-Network,
DNET = 2

2. WAIT (60 seconds)

3. TRANSMIT PORT A,
DESTINATION = LOCAL BROADCAST,
SOURCE =DIA,

o-Is-Router-To-Network
4. CHECK (verify that the IUT does not respond)
5. TRANBMIT PORT A,

DESTINATION = IUT,

SQURCE =DIA,

DNET = 2,
DADR = D2C,
Hop Count = 255,

Rd¢adProperty-Request,
'Opject Identifier' = (any BACnet object),

'Property Identifier' = (any property of the specified object)

6. RECEJVE PORT A,
DESTINATION =D1A,
SQURCE = IUT,
Rdject-Message-To-Network,

Rdject Reason = 1 (unknown destination network),

DNET = 2
10.3.8 R¢covering from Duplicate Network Connections

BAChnet Rdference Clause: 6.7.4.2.

Purpose: Tlo verify that the IUT will terminate a ¢onnection to another half-router if an I-Am-Router-To-Network

message is freceived that contains a DNET to one ofithe half-router's directly connected networks.

Test Steps:

1. TRANSMIT PORT A,
DESTINATION = IUT,
SOURCE =DIA,
Egtablish-ConnectioncFo-Network,
DNET = 2,

Tdrmination Time Value = 60

2. BEFORE (60 seeonds) RECEIVE PORT A,
DESTINATION = LOCAL BROADCAST,
SQURCE™=IUT,
I-Am-Router-To-Network,

o

N tWUll\ }VTMIII:JUID —

3. TRANSMIT PORT A,
DESTINATION = LOCAL BROADCAST,
SOURCE = R1-5,
I-Am-Router-To-Network,
Network Numbers = 2,5

4. WAIT (60 seconds)

5. TRANSMIT PORT A,
DESTINATION = LOCAL BROADCAST,
SOURCE =DIA,
Who-Is-Router-To-Network

6. CHECK (verify that the IUT does not respond)
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7. TRANSMIT PORT A,

DESTINATION = IUT,
SOURCE = DIA,

DNET = 2,

DADR = D2C,

Hop Count = 255,

ReadProperty-Request,

'Object Identifier' = (any BACnet object),

'"Property Identifier' = (any property of the specified object)

8. RECEIVE PORT A,

STINATION = DI1A
—DESTINATION DA

SOURCE =IUT,

Reject-Message-To-Network,

Reject Reason = 1 (unknown destination network),
DNET = 2

10.3.9 Normal Routing Functions
BA(net Reference Clause: 6.6.

Purpose: To verify that, in conjunction with its half-router peer, the IUT performs(sya normal BACnet routdr after a PTP
confpection is established.

Tesf Concept: A PTP connection is established with the peer half-router. and all of the tests prescribed in 10.2 are
conducted considering the two half-routers to be a single router functioning as the IUT for those tests.

Test Steps:

1. |[TRANSMIT PORT A,

DESTINATION = IUT,

SOURCE =DIA,
Establish-Connection-To-Network,

DNET = 2,

Termination Time Value = 0

2. [BEFORE (60 seconds) RECEIVE PORT"A,
DESTINATION = LOCAL BROADCAST,
SOURCE = IUT,
I-Am-Router-To-Network,

Network Numbers = 2

3. [MAKE (conduct all of-thetests prescribed in 10.2)

Not¢s to Tester: The JJTshall respond to each test case as defined in 10.2.
10.4B/IP PAD Tests

Thiq clause_defines the tests necessary to demonstrate BACnet/Internet Protocol packet-assembler-disassgmbler (B/IP
PAID) funetionality, as defined in Annex H of the BACnet Standard. The logical configuration of the interpetwork used
for fhese'tests is shown in Figure 10-3. The test descriptions assume that the TD can connect simultaneously to Network
1 arnld Network 2, mimic all of the other devices, and monitor the IP traffic between B/IP PADs. The donnection to
Network 1 is referred to as "Port A" and the connection to Network 2 as "Port B." An acceptable alternative is to
construct an internetwork with real devices as indicated. Logical networks 3 and 5 shall use different LAN technologies,
both of which are different from networks 1 and 2 in order to ensure that the router can support remote networks with
different size MAC addresses

Configuration Requirements: The IUT shall be configured with routing tables indicating that Network 1 is directly
connected to Port 1 and that the IP connection is connected to Port 2. The IUT may use the same network interface for
both ports but they shall be distinct in the routing table. The IP connection to B/IP PAD2-1 shall be established prior to
the start of the testing. The details of how to initialize the IUT are a local matter. It may require the use of a domain name
server, which is not shown in Figure 10-3.

BAChnet Reference Clause: Annex H.
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Test Steps: All of the tests defined in 10.2 shall be conducted.

Notes to Tester: Passing results are the same as defined in 10.2 with the addition that the messages between peer B/IP
routers shall be monitored to ensure that they are UDP messages with the source and destination ports set to X'BACO'.

Port B Port A DSF
Tp]
TD — <
O
2
()
pd
D3D
IUT Network 1

2 (B/IP R1-5

5 PAD1-2)

2

(0]

pd

D1A D1B
Network 2 B/|P Protocol
R2-3 PAD2% Analyzer
HR2-4 D2C
Network 4
- HR4-2 |
D4E

Figure 10-3. Logical internetwork configuration for B/IP router functionality tests
The logical devices included in the internetwork are:

IUT:  implementation under test, a B/IP router connected to Network 1 that is configured to recognize a peer B/IP
router connected to Network 2
DI1A: device on Network 1
DIB: device on Network 1
D2C:  device on Network 2
D3D: device on Network 3
D4E:  device on Network 4
D5SF:  device on Network 5
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R1-5: router between networks 1 and 5

R2-3:  router between networks 2 and 3

HR2-4: half-router connected to Network 2 that can make a PTP connection to a half-router H4-2 connected to Network
4,

10.5Initiating Network Layer Messages
This clause defines the tests necessary to demonstrate the ability to initiate BACnet network layer messages that are used
to locate routers, manage router tables, and establish or terminate PTP connections. These tests are not restricted to
BACnet routers. They shall be used to test any BACnet device that performs these functions.
Dependencies: None.

10.5'.1 Locating Routers

BA(net Reference Clause: 6.4.1.

10.5.1.1 Who-Is-Router-To-Network — General Query

Purpose: To verify that the IUT can transmit a correctly formatted Who-Is-Router-To-Network message that does not
spedify any network number.

Test Steps:
1. [MAKE (the IUT initiate a Who-Is-Router-To-Network query with no DNET specified)
RECEIVE
DESTINATION = LOCAL BROADCAST,
SOURCE = IUT,

Who-Is-Router-To-Network
10.5.1.2 Who-Is-Router-To-Network - Specific Network®Number

Purpose: To verify that the IUT can transmit correctly fetmatted Who-Is-Router-To-Network message that specifies a
netwWork number.

Test Steps:
1. [MAKE (the IUT initiate a Who-Is-Router-To-Network query with a DNET specified)
RECEIVE
DESTINATION = LOCAL BROADCAST,
SOURCE = IUT,

Who-Is-Router-To-Network,
DNET =(any valid DNET)

10.5.2 Managing Router-Tables
BA(net Reference €lause: 6.4.7.
10.5.2.1 Query A Routing Table

Purpose: To verify that the IUT can transmit a correctly formatted Initialize-Routing-Table message that contains no
port|mappings.

Test Steps:

1. MAKE (the IUT initiate an Initialize-Routing-Table message with Number of Ports = 0)
2. RECEIVE

DESTINATION = TD,

SOURCE = IUT,

Initialize-Routing-Table,

Number of Ports = 0

10.5.2.2 Change a Routing Table

Purpose: To verify that the IUT can transmit a correctly formatted Initialize-Routing-Table message that contains at least
one port mapping.
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Test Steps:

1. MAKE (the IUT initiate an Initialize-Routing-Table message with Number of Ports > 0)
2. RECEIVE

DESTINATION = TD,

SOURCE = IUT,

Initialize-Routing-Table,

Number of Ports = (any integer > 0),

Connected DNET = (any valid DNET),

Port ID = (any valid port ID),

Pdrt Info = (any valid port information)

Notes to T¢ster: The fields Connected DNET, Port ID, and Port Info shall be repeated the number of times‘indicated in
the Numbdr of Ports parameter

10.5.3 Injitiating and Terminating PTP Connections

10.5.3.1 Establish-Connection-To-Network
BAChnet Rdference Clause: 6.4.9.

Purpose: T¢ verify that the IUT can transmit a correctly formatted Establish-Connection-To-Network message.

Test Steps:
1. MAKH (the IUT initiate an Establish-Connection-To-Network message)
2. RECEIVE
DESTINATION =TD,
SQURCE = IUT,
Egtablish-Connection-To-Network,
DNET = (any valid DNET),
Tg¢rmination Time Value=  (any integer > 0)
10.5.3.2 Disconnect-Connection-To-Network

BAChnet Rdference Clause: 6.4.10.

Purpose: T¢ verify that the IUT can transmit a correctly formatted Disconnect-Connection-To-network message.

Test Steps:
1. MAKH (the IUT initiate an‘Disconnect-Connection-To-Network message)
2. RECEIVE

DESTINATION,=TD,

SQURCE =4UfT,

Disconneét=€onnection-To-Network,

DNET= (any valid DNET)
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This clause defines the tests necessary to demonstrate the proper operation of the ISO/IEC 8802-2 Logical Link Control
(Type 1) layers specified by BACnet for use with ISO/IEC 8802-3 ("Ethernet") and ARCNET data link layers. These

tests are based on ISO/IEC 8802-2 (1994), and the reference clauses refer to this document.

The following definitions are made for Destination Service Access Point (DSAP) and Source Service Access Point

(SSAP) values.
DSAP Type: Octet Value:
BAChnet Individual X'82'
BACnet Group X85
Null Individual X'00'
Global Group X'FF'
SSAP Type: Octet Value:
BACnet Command X'82'
BACnet_Response X'82'
Null Command X'00'
Null Response X'01'

11.1JUI Command and Response

Deppndencies: None.
BA(net Reference Clauses: 7.1 and 8.1.

ISOJIEC 8802-2 Reference Clauses: 3.3,4.1,5.4.1.1, and 5.4.1.2,

Purgose: All BACnet messages are conveyed by LLC:Class I services using the Unnumbered Info

command. This test verifies that the correct DSAP and SS'AP values are used.

Test Steps:

1. [TRANSMIT ReadProperty-Request,
DSAP = BAChnet ‘Individual,
SSAP = BACaetr Command,
CTL = X'03")

'Object Identifier' =  (the device's Device object),
'Property Identifier'= Object Identifier

2. |BEFORE Ackngwlédgement Fail Time RECEIVE BACnet-ComplexACK-PDU,

DSAP = BAChnet Individual,

SSAP = BACnet Command,

CTL s X'03",

'Rroperty Value'=  (the device's Device object)

11.2XID €Command and Response

Dependencies: None.
BACnet Reference Clauses: 7.1 and 8.1.
ISO/IEC 8802-2 Reference Clauses: 3.3,4.1,4.2.1,5.3.1,5.4.1.1,5.4.1.2, and 6.6.

Purpose: To verify that the LLC correctly responds to Exchange Identification (XID) requests.
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Test Steps:

1. REPEAT tSSAP = (BACnet Command, Null Command) DO {
REPEAT tDSAP = (BACnet Individual, BACnet Group,
Global _Group, Null Individual) DO {
REPEAT tCTL = (X'AF', X'BF') DO {
TRANSMIT XID-Request,

DSAP = tDSAP,
SSAP = tSSAP,
CTL = tCTL,

XD Information=X'$10100"

BEFORE Acknowledgement Fail Time RECEIVE XID-Response,

DSAP = (BACnet Individual | Null Individual),
SSAP = (BACnet Response | Null Response),
CTL= tCTL,

XID-Information = X'810100'

}
11.3TEST|Command and Response

Dependencjes: None.

BAChnet Rdference Clauses: 7.1 and 8.1.

ISO/IEC 8402-2 Reference Clauses: 3.3,4.1,5.3.1,5.4.1.1,5.4.1.2, and 6.7
Purpose: T¢ verify that the LLC correctly responds to TEST requests.

In the follpwing test arbitrary data octets may be appended-to the TEST-Request PDU; as many octets as dan be
transferred [in a single PDU across the data link can be ineluded. If the IUT returns data in the TEST-Response PPU, it
shall return|the same data as transmitted in the TEST-Request PDU.

Test Steps:

1. REPEAT tSSAP = (BACnet Command;Null Command) DO {
REPEAT tDSAP = (BACnet Individual, BACnet Group,
Global_Greup, Null Individual) DO {
REPEAT tCTL = (X'E3}) X'F3') DO {
TRANSMIT TEST-Request,
DSAP=1tDSAP,
SSAP.= tSSAP,
CTh= tCTL
BEEORE Acknowledgement Fail Time RECEIVE TEST-Response,
DSAP = (IF (tSSAP is Null Command) THEN
Null_Individual
ELSE
BACnet Individual)
SSAP = ( IF (tDSAP is Null_Individual) THEN
Null Response
ELSE
BACnet_Response)
CTL= tCTL,
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12 DATA LINK LAYER PROTOCOLS TESTS

12.1MS/TP State Machine Tests

12.1.1 MS/TP Master Tests

The tests defined in this clause shall be used to verify that a BACnet MS/TP master device properly implements the
Receive Frame Finite State Machine defined in BACnet Clause 9.5.4, the SendFrame procedure of BACnet Clause 9.5.5,
and the Master Node Finite State Machine of BACnet Clause 9.5.6. The state machine diagrams in BACnet Figures 9-3
and 9-4 may be helpful in interpreting the tests.

Sonje state machine transitions may be caused by one of several different conditions. In order to differentiate the tests
being performed, the multiple conditions are labeled consecutively with the letters 'a', 'b', etc.

These tests shall be performed at every baud rate supported by the IUT, with only the IUT and TDrpresent on the MS/TP
LAXN. These tests must be run completely in sequence, without pauses between tests, in.order to ensufe the proper
machine states of the master device. During all tests, replies from the IUT must be returned before the time| specified by
Treply_delay, there must be no inter-frame gaps greater than the interval specified by Terame ap, and after receiying a Token
or Ppll For Master frame the IUT must begin transmitting the next frame within the time specified by Tysage_delay-

12.141.1 Test Setup
The|IUT shall be set to MAC address 2 with Npay master 56t t0 127 and Npfinfo_frames St to 2, if possiblg (if not, the
trangition DONE WITH_ TOKEN:Send AnotherFrame is untestable). The-T'D shall be set to MAC address 3
The[TD must know the device instance of the device being tested. Itialso must know of an unconfirmed service supported
by the device, if any.

12.1}1.2 Startup Tests

These tests verify the basic operation of the IUT.
12.1}1.2.1  SendFrame Test

Purpose: To verify the SendFrame procedure. The'following state machine transitions are verified by this tes}:

Masfter Node:
INITTIALIZING: Donelnifializing
IDLE: ReceivedPFM

Recgive Frame:

IDLE: Preamblel
PREAMBLE: Preamble2
HEADER: FrameType, Destination, Source, Lengthl, Length2, HeaderCRC
HEADER CRC: Data (destination address = TS)
DATA: DataOctet, CRC1, CRC2
DATA CRQ: GoodCRC

Depgndéncies: None.

BAChnet Reference Clauses: 9.3.2, 9.5.5, and 9.5.6.

Test Steps: In this test, IUT initialization is defined to be complete when the IUT emits a Reply To Poll For Master
frame.

1. MAKE (IUT turned off or otherwise reset)
2. WHILE (IUT not initialized) DO {
TRANSMIT
Poll For Master
IF (IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)
}
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3. RECEIVE
Reply To Poll For Master
12.1.1.2.2  Confirmed Service Request Transitions

Purpose: To verify that the IUT can receive and understand properly formed frames, and create a properly formed frame

in response

. The following state machine transitions are verified by this test:

Master Node:
INITIALIZING: Donelnitializing
IDLE: ReceivedDataNeedingReply

ANSWER DATA REQUEST: Reply

Receive Fr
IDLE:
PREA|
HEAIL
HEAIL
DATA:
DATA

BACnet Rg

Test Steps:

1. MAKH

2. MAKH

3. TRAN|

Tg

4. RECE

T
12.1.1.3

This clause
circumstan
the state m4

Dependenc
12.1.1.3.1

This clause]

BAChet Rg
12.1.1.3.1.1
Purpose: T

hime:
Preamblel
MBLE: Preamble2
ER: FrameType, Destination, Source, Lengthl, Length2, HeaderCRC
ER CRC: Data (destination address = TS)
DataOctet, CRC1, CRC2
CRC: GoodCRC
ference Clauses: 9.3.4, 9.3.5, 9.5.4, and 9.5.6.
(IUT turned off or otherwise reset)
(IUT turned on or otherwise started)
SMIT
st_Request,
'Length' = (value from 1 to 50),
'Data’ = ('Length' number of octets)
VE

est Response
State Machine Transition Tests for Efvor Transitions

defines the test cases necessary to démonstrate correct operation of the Receive Frame State Machine

under

es where confirmed and unconfitmed service requests are received and data link errors are encountefed by

ichine.

es: None.
Error Tests with-no-Response

defines the test-Cases where the data link errors cause the frame to be discarded and no response is issue

ference Clause: 9.5.4.
Bad Data CRC

h werify that the Receive Frame State Machine detects and rejects frames with an incorrect Data CRC.

Let X

be the inst
verified by

TICe MUmMber ot e Device Object for e 10U 1. 11T 10HOWINg ReCeive Frame State viachine wansi
this test:

DATA CRC: BadCRC
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Test Steps:

wh =

MAKE (IUT turned off or otherwise reset)
MAKE (IUT turned on or otherwise started)
TRANSMIT

Test Request
RECEIVE

Test_Response
TRANSMIT

ReadProperty-Request,

'Frame Type' = BACnet Data Expecting Reply,

-6:2009(E)

12.1

Pury
tran:

Test
som|

—_

'Object Identifier' = (Device,X),
'"Property Identifier' = Object Identifier,
'Data CRC' = (any incorrect value)
BEFORE (Acknowledgement Fail Time) {
IF (ReadProperty-ACK received) THEN
ERROR "Incorrect MS/TP Frame Data CRC undetected."
}

TRANSMIT
ReadProperty-Request,
'Frame Type' = BACnet Data Expecting Reply,
'Object Identifier' = (Device, X),
'"Property Identifier' = Object Identifier,
'Service Request' = ReadProperty-Request
RECEIVE
ReadProperty-ACK,
'Frame Type' = BACnet Data Not Expecting Reply,
'Object Identifier' = (Device, X),
'Property Identifier' = Object Identifier,
'"Property Value' = (Device, X)

1.3.1.2 Data Timeout

ose: To verify that the Receive Frame State Machine detects and rejects frames that timeout duri
mission. The following Receive Frame'State Machine transition is verified by this test:

DATA: Timeout

Steps: During the transmission of step 5, the transmission shall be paused for a time greater tha

MAKE (IUT turned-off or otherwise reset)
MAKE (IUT turned on or otherwise started)
TRANSMIT.

Test Request
RECEIVE

Test Response
TRANSMIT

etime after the Header CRE octet has been transmitted but before the final Data CRC octet is transmitted.

hg data field

n Tframe_abort

Tcot_chucot,
'Length' = (x where 1< x < 50),
'Data’ = (x number of octets)
BEFORE (Treply_delay) {
IF (anything received) THEN
ERROR "MS/TP Framing error undetected."

}
TRANSMIT
Test_Request,
'Length' = (x where 1< x < 50),
'Data' = (x number of octets)
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8. RECEIVE
Test_Response,
'Data’ = (the same data transmitted in step 7)
12.1.1.3.1.3 Data Framing Error

Purpose: To verify that the Receive Frame State Machine detects and rejects frames in which a transmission framing

error occurs in the data. The following Receive Frame State Machine transition is verified by this test:

in the

The

DATA: Error
BAChet Roferenee-Clatse9-5-+43-
Test Steps:| During the transmission of step 5, one octet in the Data field shall be transmitted with a logical*zero
stop bit podition.
1. MAKH (IUT turned off or otherwise reset)
2. MAKH (IUT turned on or otherwise started)
3. TRANSMIT
Tgst Request
4. RECE]VE
Tgst Response
5. TRANBMIT
Tgst Request,
'Length' = (x where 1< x < 50),
'Data’' = (x number of octets)
6. BEFORE (Tyeply detay) {
IF|(anything received) THEN
ERROR "MS/TP Framing error undetected."
}
7. TRANBSMIT
Tgst Request,
'Length' = (x where 1< x < 50),
'Data’ = (x number of octets)
8. RECEJVE
Tgst Response
12.1.1.3.1.4 Bad Header CRC
Purpose: Tp verify that the Receive Erame State Machine detects and rejects frames with an incorrect Header CR(.
following Receive Frame State Machine transition is verified by this test:
HEADER CRC: BadCRC
Test Steps:
1. MAKH (IUT\turned off or otherwise reset)
2. MAKH (FUT turned on or otherwise started)
3. TRANSMIT
Test Request
4. RECEIVE
Test_Response
5. TRANSMIT
Test Request
'Header CRC' = (any incorrect value)
6' BEFORE (Treply_delay) {
IF (anything received) THEN
ERROR "MS/TP Frame Header CRC error undetected."
}
7. TRANSMIT
Test Request
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RECEIVE
Test Response
1.3.1.5 Not For Us

Purpose: To verify that the Receive Frame State Machine detects and rejects frames with a destination address different
from the IUT address. The following Receive Frame State Machine transition is verified by this test:

sion framing

o in the stop

HEADER CRC: NotForUs
Test Steps:
1. |MAKE (IUT turned off or otherwise reset)
. IMAKE (IUT turned on or otherwise started)
3. |TRANSMIT
Test Request
4. |RECEIVE
Test_Response
5. |[TRANSMIT
DA = (MAC address not used by TD or IUT),
Test Request
6. [BEFORE (Treply_delay) {
IF (anything received) THEN
ERROR "Device responded to MAC address not its own."
}
7. |TRANSMIT
Test Request
8. |[RECEIVE
Test_Response
12.1.1.3.1.6 Header Framing Error
Purgose: To verify that the Receive Frame State Machine detects and rejects frames in which a transmis|
errof occurs in the Header. The following ReceivedErame State Machine transition is verified by this test:
HEADER: Error
BA(net Reference Clause: 9.5.1.3.
Tesf Steps: During the transmis§ion of step 5, one octet in the Header shall be transmitted with a logical ze
bit gosition.
1. |MAKE (IUT turned-off or otherwise reset)
2. [MAKE (IUT turned on or otherwise started)
3. |TRANSMIT.
Test Request
4. |RECEIVE
Test Response
5. |TRANSMIT
TestRequest
6. BEFORE (Treply_delay) {
IF (anything received) THEN
ERROR "MS/TP Frame Header framing error undetected."
}
7. TRANSMIT
Test Request
8. RECEIVE
Test_Response
12.1.1.3.1.7 Header Timeout

Purpose: To verify that the Receive Frame State Machine detects and rejects frames that timeout during header field
transmission. The following Receive Frame State Machine transition is verified by this test:
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HEADER: Timeout

Test Steps: During the transmission of step 5, the transmission shall be halted after the second Preamble octet is

transmitted

and before the Header CRC octet is transmitted.

1. MAKE (IUT turned off or otherwise reset)
2. MAKE (IUT turned on or otherwise started)

3. TRANSMIT
Test Request
4. RECEIVE
Tgst Response
5. TRANBMIT
Tgst Request
6. BEFORE (Treply_delay) {

IF|

}

7. TRAN
T4

8. RECE
T4
12.1.1.3.1.9
Purpose: T
Receive Fr
HEAT
Test Steps:
1. MAKH
2. MAKH
3. TRAN
T4

4. RECE
T4

5. TRAN
Xl

6. TRAN
T4

7. RECE
T4
12.1.1.3.1.9
Purpose: 1|

ReceiveErr

(anything received) THEN
ERROR "MS/TP Frame Header timeout undetected."

SMIT

st Request
VE

st Response

Not Preamble

h verify that the Receive Frame State Machine correctly rejects.incorrectly formed preambles. The foll
ime State Machine transition is verified by this test:

ER: NotPreamble

(IUT turned off or otherwise reset)
(IUT turned on or otherwise started)
SMIT

st Request

VE

st Response

SMIT

b5, (any value other than X'55' and X'FF")
SMIT

st Request

VE

st Response

Eat\‘An Error

o verify that the Receive Frame State Machine correctly rejects an initial preamble octet for wh

bwing

ich a

brroccurred. The following Receive Frame State Machine transition is verified by this test:

IDLE

EatAnError

Test Steps: During the transmission of step 5, the X'55' octet in the preamble shall be transmitted with a logical zero in

the stop bit

position.

1. MAKE (IUT turned off or otherwise reset)
2. MAKE (IUT turned on or otherwise started)

3. TRANSMIT
Test Request
4. RECEIVE

Test_Response
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TRANSMIT

Test Request
BEFORE (Treply_delay) {
IF (anything received) THEN
ERROR "MS/TP Preamble receive error undetected."”

}
TRANSMIT

Test Request
RECEIVE
Test_Response

12.1

Pury
valul

Test

—_—

12.1

Pury
folld

BA(

Test

.1.3.1.10 Eat An Octet

ose: To verify that the Receive Frame State Machine correctly rejects an initial preamble octet that\dees
e X'55". The following Receive Frame State Machine transition is verified by this test:

IDLE: EatAnOctet
Steps:

MAKE (IUT turned off or otherwise reset)
MAKE (IUT turned on or otherwise started)
TRANSMIT
Test Request
RECEIVE
Test_Response
TRANSMIT
Test Request,
'Preamble' = (any value other than X'S5), X'FF"
BEFORE (Treply_delay) {
IF (anything received) THEN
ERROR "MS/TP Frame incorrect Preamble undetected."

}
TRANSMIT
Test Request
RECEIVE
Test_Response

.1.3.1.11 Frame Too Liong

ose: To verify the Receive Frame state machine error check for a frame too large for the IUT. T
wing Receive Frame'State machine transition:

HEADER CRC: FrameToolLong
net Reference Clause: 9.5.4.4.

Steps:

W=

MAKE (IUT turned off or otherwise reset)
MAKE (IUT turned on or otherwise started)
TRANSMIT
Test Request
RECEIVE
Test_Response
TRANSMIT
Test_Request,
'Length' = 502,
'Data' = (502 octets)
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6. BEFORE (Tyeply delay) {

IF

}

(anything received) THEN
ERROR "MS/TP Frame Header framing error undetected."

7. TRANSMIT
Test_Request,

'Length'=0

8. RECEIVE
Test Reply

12.1.1.3.2

Tests with Response

This clause]

defines the test cases where data link errors are corrected or which cause a response to be issued.

bceive

bceive

12.1.1.3.2.] Repeated Preamblel
Purpose: Tp verify the Receive Frame state machine check for a repeated first preamble octet. The, following R
Frame Stat¢ Machine transition is verified by this test:
PREAMBLE: RepeatedPreamblel

BACnet Rdference Clause: 9.5.4.2.
Test Steps:
1. MAKH (IUT turned off or otherwise reset)
2. MAKH (IUT turned on or otherwise started)
3. TRANSMIT

Tgst Request
4. RECEIVE

Tgst Response
5. TRANBMIT

X'pS'
6. TRANBMIT

Tgst Request
7. RECEJIVE

Tgst Response
12.1.1.3.2.1 Test Request Empty Krame
Purpose: Tp verify acceptance of an-empty Test Request frame with reply via Test_Response. This verifies the R
Frame Stat¢ Machine transition:

HEAIDER CRC: NeData

BACnet Rdference Clause:9.5.4.4.
Test Steps:
1. MAKH (TUT turned off or otherwise reset)
2. MAKE (IUT turned on or otherwise started)
3. TRANSMIT

Test_Request,

'Length' =0

4. RECEIVE

Test_Response,

'Length'=0

12.1.1.3.2.3 Test Request With Data

Purpose: To verify acceptance of a Test Request frame with data and reply via Test Response.

336

© 1SO 2009 - All rights reserved


https://standardsiso.com/api/?name=a7e655b0be2e5297f0aba36b85fe4d40

Test

—_

ISO 16484-6:2009(E)

Steps:

MAKE (IUT turned off or otherwise reset)

2. MAKE (IUT turned on or otherwise started)
3. TRANSMIT
Test_Request,
'Length' = (x where 1< x < 50),
'Data’ = (x number of octets)
4. RECEIVE
Test_Response,
LA +h' — (0 1 1 s 2
Lenpth—+0-or-valteinstep3);
'Data’ = (empty or octets transmitted in step 3)
12.111.4 State Machine Transition Tests for Token Operations
Thiq clause defines the test cases necessary to demonstrate correct operation of the Master Node Finite Stat
recejving and passing the token, and in generating a new token when the previous is lost.
12.1.1.4.1 Token Passed to IUT
Purpose: To verify that the IUT correctly receives the token, uses it, and begins its s€arnch for the next maste

upoh the implementation and setup of the IUT, there are three possibilities in the sequence of verified Maste

Stat

BA

Test

e Machine transitions:

IDLE: ReceivedToken (tested in all cases)

USE_TOKEN: NothingToSend (tested if no data framestatre’sent)
USE_TOKEN: SendNoWait (tested if a frame not expeeting reply is sent)
DONE_WITH TOKEN: SendAnotherFrame (tested if miultiple frames are sent)
USE_TOKEN: SendAndWait (tested if a frame eXpecting reply is sent)

WAIT FOR REPLY: ReplyTimeout (tested if there, is+ho response to a frame expecting reply)
DONE WITH TOKEN: SendMaintenancePFM-(tested in all cases)

net Reference Clauses: 9.3.1, 9.3.3, and 9.5.6.5:
Steps:

MAKE (IUT turned off or otherwis¢ reset)
'WHILE (IUT not initialized) DO
TRANSMIT
Poll For Master,
IF (IUT is turned off) THEN
MAKE (IUT\turned on or otherwise started)

e Machine in

r. Depending
" Node Finite

}
3. [RECEIVE
Reply Te'Poll For Master
4. |TRANSMIT
Token
5. |WHILE (received frame not a Poll For Master) DO {
)
6. RECEIVE
DA =1UT+1,
Poll For Master
12.1.1.4.2 Token Passed by IUT

Purpose: To verify that the IUT correctly responds to a Reply To Poll For Master by passing the token. This tests the
following Master Node Finite State Machine transition:

POLL FOR MASTER: ReceivedReplyToPFM

Depending upon the implementation and setup of the IUT, there are three possibilities in these sequences of verified

Mas

ter Node Finite State Machine transitions:

© 1SO 2009 - All rights reserved

337


https://standardsiso.com/api/?name=a7e655b0be2e5297f0aba36b85fe4d40

ISO 16484-6:2009(E)

In all cases:
PASS TOKEN: SawTokenUser
IDLE: ReceivedToken

Casel: Nothing is sent.
USE_TOKEN: NothingToSend

Case 2: A frame not expecting a reply is to be sent:
USE TOKEN: SendNoWait

This could repeat once by the following transition that returns to the USE_ TOKEN state.

DONH_ WITH TOKEN: Send AnotherFrame

Case 3: A frame expecting a reply is sent:
USE_TOKEN: SendAndWait
WAIT| FOR REPLY: InvalidFrame

In all cases
DONHE_WITH_TOKEN: SendToken (b)

BAChnet Rdference Clause: 9.5.6.5, 9.5.6.8.
Dependencjes: None.
Test Steps:

1. MAKH (IUT turned off or otherwise reset)
2. WHILE (IUT not initialized) DO {
TRANSMIT
Poll For Master
IF|(IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)

}
3. RECEJIVE

Rgply To Poll For Master
4. TRANBMIT

Tqken

5. WHILE (received other than Poll For Master frame) DO {
IF|(frame is BACnet Data Expecting Reply) THEN
TRANSMIT
SA = (DA of received frame),
BACnet Data.Not'Expecting Reply,
'Header €RE€' = (any incorrect value)
}
6. RECEIVE
DA =TUTHIy
Pdll ForiMaster
7. TRANSMIT
SA=JUT+1,

DA =1UT,
Reply To Poll For Master
8. RECEIVE
DA =1UT+1,
Token
9. TRANSMIT
DA = (MAC address other than DA and IUT),
Test Request
10. BEFORE (T4 _token— 1 milliseconds) {
IF (anything received) THEN
ERROR "Passed token use undetected by IUT."
}
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12.1.1.4.3 Token Dropped After Passing

Purpose: To verify the correct operation of the IUT when the token is dropped after being passed to another device. This
tests the transitions:

PASS TOKEN: RetrySendToken

PASS TOKEN: FindNewSuccessor

POLL FOR MASTER: SendNextPFM (a)
BAChnet Reference Clause: 9.5.6.6.

Deppadencies—None-

Test Steps:

—_

MAKE (IUT turned off or otherwise reset)
2. |WHILE (IUT not initialized) DO {
TRANSMIT
Poll For Master
IF (IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)

}
3. |[RECEIVE

Reply To Poll For Master
4. |TRANSMIT

Token

5. |WHILE (received frame other than Poll For Master) DO {
IF (frame is BACnet Data Expecting Reply) THEN
TRANSMIT
SA = (DA of received frame),
BAChnet Data Not Expecting Reply,
'Header CRC' = (any incorrect yalue)
}
6. |RECEIVE
DA =1UT+I,
Poll For Master
7. |TRANSMIT
SA =1UT+I1,
DA =1UT,
Reply To Poll For-Master
8. |[RECEIVE
DA =1UT+}
Token
. |WAIT Tusage_timeout
10. RECEIVE
DA<= TUT+I,
Token
10. |WAIT Tusage timeout
11. RECEIVE
DA =1UT+2,
Poll For Master
12. WAIT Tusage_timeout
13. RECEIVE
DA =1UT+3,
Poll For Master
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12.1.1.4.4  Poll For Master - Invalid Frame

Purpose: To verify the correct operation of the IUT when an invalid frame is received in response to a transmitted Poll
For Master frame. This tests the transition:

POLL FOR MASTER: SendNextPFM (b)
BAChnet Reference Clause: 9.5.6.8.

Dependencies: None.

Test Steps:

1. MAKH (IUT turned off or otherwise reset)
2. WHILE (IUT not initialized) DO {
TRANSMIT
Poll For Master
IF|(IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)

}
3. RECEJIVE

Rgply To Poll For Master
4. TRANBMIT

Tqken

5. WHILE (received frame other than Poll For Master) DO {
IF|(frame is BACnet Data Expecting Reply) THEN
TRANSMIT
SA = (DA of received frame),
BAChnet Data Not Expecting Reply,
'Header CRC' = (any incorrect value)
}
6. RECEIVE
DA =1UTH],
Pdll For Master
7. TRANSMIT
SA =1UT+I,
DA =1UT,
Rgply To Poll For Master
'Header CRC' = (any invalid value)
8. RECEIVE
DA =1UT+2,
Pdll For Master

12.1.1.4.5 | Token Received and Passed

Purpose: T¢ verifythe passing of a token to a master with a MAC address other than one count higher than the IUT[MAC
address. D¢pending upon the implementation and setup of the IUT, there are three possibilities in the sequerpce of
verified MdsterNode Finite State Machine transitions:

In all cases:
PASS TOKEN: SawTokenUser
IDLE: ReceivedToken

Casel: Nothing is sent.
USE TOKEN: NothingToSend

Case 2: A frame not expecting a reply is to be sent:
USE_TOKEN: SendNoWait

This could repeat once by the following transition that returns to the USE_ TOKEN state.
DONE_WITH TOKEN: Send AnotherFrame
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Case 3: A frame expecting a reply is sent:

USE_TOKEN: SendAndWait
WAIT FOR REPLY: ReceivedPostpone

This could repeat once by the following transition that returns to the USE_TOKEN state.

DONE WITH TOKEN: Send AnotherFrame

In all cases:

DONE_WITH_TOKEN: SendToken (a)

BAChnet Reference Clauses: 9.5.6.3 and 9.5.6.5.

-6:2009(E)

Dep
Test

1.
2.

12.1;
Pury

for the most recent{Poll For Master frame. Depending upon the implementation and setup of the IUT, th

endencies: None.
Steps:

MAKE (IUT turned off or otherwise reset)
'WHILE (IUT not initialized) DO {
TRANSMIT
SA =6,
Poll For Master
IF (IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)
}

RECEIVE
DA =6,
Reply To Poll For Master
TRANSMIT
SA =6,
Token
'WHILE (received other than Token frame) DO {
IF (frame is BACnet Data Expecting Reply)~THEN
TRANSMIT
SA = (DA of received frame);
BAChnet Data Not ExpectingReply,
'Header CRC' = (any incorrect value)
}
RECEIVE
DA =6,
Token

.1.4.6  Done Polling—No Reply

ose: To verify the passing of a token upon the completion of a cycle of polling for masters when there

was no reply
ere are three
es at the end

posdibilities in'the sequence of verified Master Node Finite State Machine transitions, with two other choid
of the testing-loop:
In all cases:

PASS_TCI\E}V’. SaWTUl\UllUDUl

IDLE: ReceivedToken

Casel: Nothing is sent.

USE TOKEN: NothingToSend

Case 2: A frame not expecting a reply is to be sent:

USE_TOKEN: SendNoWait

This could repeat once by the following transition that returns to the USE_ TOKEN state:

DONE_WITH TOKEN: Send AnotherFrame
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Case 3: A frame expecting a reply is sent:
USE_TOKEN: SendAndWait
WAIT FOR REPLY: ReceivedReply

This could repeat once by the following transition that returns to the USE_ TOKEN state:

DONE_ WITH TOKEN: Send AnotherFrame
In all cases, either:
DONE WITH TOKEN: SendToken (a)
Or:
DONE WITH TOKEN: SendMaintenancePFM
POLL FOR_MASTER: DoneWithPFM (a)

BAChnet Rdference Clauses: 9.3.8 and 9.5.6.5.
Dependencjes: None.
Test Steps:

1. MAKH (IUT turned off or otherwise reset)
2. WHILE (IUT not initialized) DO {
TRANSMIT
SA =6,
Test Request
IF|(IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)

3. RECEIVE
DA = 6,
Tgst Response
4. REPEATI=(1t049)DO {
TRANSMIT
DA =127,
SA =6,
Poll For Master
WAIT Tusage_timeout
TRANSMIT
SA =6,
Token
WHILE (received otherthan Token frame) DO {
IF (frame is BACnet Data Expecting Reply) THEN
TRANSMIT
SA= (DA of received frame),
BACnet Data Not Expecting Reply,
'Header CRC' = (any incorrect value)
h
RECEIVE
DA =6,

Tal
T URUCIT

}
5.  TRANSMIT

DA =127,

SA=6,

Poll For Master
WAIT Tusage_timeout
7. TRANSMIT

SA=6,
Token

&
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8. WHILE (received other than Token frame) DO {
IF (frame is BACnet Data Expecting Reply) THEN
TRANSMIT
SA = (DA of received frame),
BAChnet Data Not Expecting Reply,
'Header CRC' = (any incorrect value)
}
9. RECEIVE
DA =3,
Poll For Master
10. WAIT Tusage_timeout
11. [RECEIVE
DA =6,
Token
12.1.1.4.7 Done Polling - Invalid Reply
Purgose: To verify the passing of a token upon the completion of a cycle of polling for mastersywhen there was an invalid
reply for the most recent Poll For Master frame. The sequence of verified transitions is the’same as in 12.1].1.4.6 except

for the final transition:

BA(
Dep

Test

—_

POLL _FOR MASTER: DoneWithPFM (b)
[net Reference Clause: 9.5.6.8.

endencies: None.

Steps:

MAKE (IUT turned off or otherwise reset)
'WHILE (IUT not initialized) DO {
TRANSMIT
SA =6,
Test Request
IF (IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)
}

RECEIVE
DA =6,
Test Response
REPEAT I = (1 to 49)DO {
TRANSMIT
DA =127}
SA=%,
Poll'For Master
WAIT Tusage_timeout
TRANSMIT

SA =6,

Tl
T URUIT

WHILE (received other than Token frame) DO {
IF (frame is BACnet Data Expecting Reply) THEN
TRANSMIT
SA = (DA of received frame),
BACnet Data Not Expecting Reply,
'Header CRC' = (any incorrect value)

}
RECEIVE
DA =6,
Token
}
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5. TRANSMIT
DA =127,
SA =6,
Poll For Master
6. WAIT Tusage_timeout
7. TRANSMIT
SA =6,
Token
8. WHILE (received other than Token frame) DO {
IF (frame is BACnet Data Expecting Reply) THEN
TRANSMIT

SA = (DA of received frame),
BAChnet Data Not Expecting Reply,
'Header CRC' = (any incorrect value)
}
9. RECEIVE
DA = 3,
Pdll For Master
10. WAIT Tusage_timeout
11. RECEJVE
DA =6,
Tqken
12. REPEAT I=(11t049)DO {
TRANSMIT
DA =127,
SA =6,
Poll For Master
WAIT Tusage_timeout
TRANSMIT
SA=6,
Token
WHILE (received other than Token frame):DO {
IF (frame is BACnet Data Expecting Reply) THEN
TRANSMIT
SA = (DA of received frame);
BACnet Data Not Expecting‘Reply,
'Header CRC' = (any incorrect value)
}
RECEIVE
DA =6,
Token
}
13. TRANSMIT
DA =127,
SA =6,
Pqll For Wlaster
14. WAIT Tusage_timeout

15. TRANSNHF
SA =6,
Token
16. WHILE (received other than Token frame) DO {
IF (frame is BACnet Data Expecting Reply) THEN
TRANSMIT
SA = (DA of received frame),
BAChnet Data Not Expecting Reply,
'Header CRC' = (any incorrect value)
}
17. RECEIVE
DA =4,
Poll For Master
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18. TRANSMIT
SA=4,
Reply To Poll For Master,
'Header CRC' = (any invalid value)
19. RECEIVE
DA =6,
Token

12.1.1.4.8 Reset Poll For Master

Purpose: To verify the ResetMaintenancePFM transition that takes place when the MAC address one less than the next
known master's MAC address has been polled. The sequence of verified transitions is the same as in 12.1.1.4.7 except
that the final transition is:

DONE_WITH_TOKEN: ResetMaintenancePFM
BA(net Reference Clause: 9.5.6.5.

Depgndencies: None.

Test Steps:

1. |MAKE (IUT turned off or otherwise reset)
'WHILE (IUT not initialized) DO {
TRANSMIT
SA =6,
Test Request
IF (IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)
}

3. |RECEIVE
DA =6,
Test Response
4. IREPEAT M = (3 to 6) DO {
REPEAT I =(1 to 49) DO {
TRANSMIT
DA =127,
SA =6,
Poll For Mastér
WAIT Tusage_timeout
TRANSMIT
SA =(;
Token
WHIEE (received other than Token frame) DO {
IF (frame is BACnet Data Expecting Reply) THEN
TRANSMIT
SA = (DA of received frame),
BAChnet Data Not Expecting Reply,

1L 1 Fal s Yall L ‘- 1 AN
LTICAUCTT UINC 7 (ally HICUTTICUL VaAaiut)j

}
RECEIVE

DA =6,
Token

}
TRANSMIT

DA =127,

SA =6,

Poll For Master
WAIT Tusage_timeout
TRANSMIT

SA =6,
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Token
WHILE (received other than Token frame) DO {
IF (frame is BACnet Data Expecting Reply) THEN
TRANSMIT
SA = (DA of received frame),
BACnet Data Not Expecting Reply,
'Header CRC' = (any incorrect value)

}
IF (M =6) THEN
RECEIVE
DA =3,
Poll For Master
EISE
RECEIVE
DA =M,
Poll For Master

}

12.1.1.4.9 | Next Master Disappeared

Purpose: T

transitions:
PASS| TOKEN: RetrySendToken
PASS| TOKEN: FindNewSuccessor

BACnet Rdference Clause: 9.5.6.6.

Dependencjes: None.

Test Steps:

1. MAKH (IUT turned off or otherwise reset)
2. WHILE (IUT not initialized) DO {

TRANSMIT
SA =6,
Poll For Master
IF|(IUT is turned off) THEN
MAKE (IUT turned onor-otherwise started)
}

3. RECEJVE

DA = 6,
Rgply To Poll Eor Master

TRANSMIT

SA=6,
Taken

5. WHILE (zeceived other than Token frame) DO {

346

TILEAL

p verify that the IUT correctly resumes polling for masters at the MAC address one greater than tH
known "nekt master's"” MAC address when that master does not receive or use the, token passed to it. This tes

IF (ﬁalllC jb BACLICt Data EAPCUtills RC}J})’) TTTIZIN
TRANSMIT
SA = (DA of received frame),
BACnet Data Not Expecting Reply,
'Header CRC' = (any incorrect value)

}
RECEIVE

DA =6,
Token

WAIT Tusage_timeout
RECEIVE

DA =7,
Poll For Master

e last
ts the
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12.1.1.4.10 Reply To Poll For Master Frame - Incorrect Destination

Purpose: To verify that the IUT correctly transitions to the IDLE state when a Reply To Poll For Master frame with the
wrong Destination Address is received during a Poll For Master. This tests the transitions:

POLL FOR MASTER: ReceivedUnexpectedFrame (a)
IDLE: ReceivedPFM

BAChnet Reference Clause: 9.5.6.8.

Dependencies: None.

Test Steps:

1. |MAKE (IUT turned off or otherwise reset)
2. |WHILE (IUT not initialized) DO {
TRANSMIT
SA =6,
Poll For Master
IF (IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)
}

3. |RECEIVE
DA =6,
Reply To Poll For Master
4. |TRANSMIT
SA =6,
Token
5. |WHILE (received other than Token frame) DO {
IF (frame is BACnet Data Expecting Reply) THEN
TRANSMIT
SA = (DA of received frame),
BAChnet Data Not Expecting Reply,
'Header CRC' = (any incotfect value)
}
6. |RECEIVE
DA =6,
Token
7. |WAIT Tusage_timeout
8. |[RECEIVE
DA =7,
Poll For Master.
9. |TRANSMIT
DA = (value less than 128 and other than IUT, 6 or 7),
Reply~To Poll For Master
10. [TRANSMIT
SA =0,
Poll For Master
11. RECEIVE
DA =0,
Reply To Poll For Master

12.1.1.4.11 Generate Token

Purpose: To verify that the IUT generates a token when it has been lost. This tests the transitions:
IDLE: LostToken
NO_TOKEN: GenerateToken

BAChnet Reference Clause: 9.5.6.7.

Dependencies: None.
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Test Steps:

—_

MAKE (IUT turned off or otherwise reset)
WHILE (IUT not initialized) DO {
TRANSMIT
SA =6,
Poll For Master
IF (IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)

}

RECEIVE

DA = 6,

Rgply To Poll For Master
RECEIVE

DA =1UTH+1,

Pdll For Master

12.1.1.4.12| Poll For Master - Incorrect Response

Purpose: T
is received

POLL| FOR_MASTER: ReceivedUnexpectedFrame (b)

IDLE: Received PFM

BACnet Rdference Clause: 9.5.6.7, 9.5.6.8.

Dependencjes: None.

Test Steps:

1.
2.

MAKH (IUT turned off or otherwise reset)
WHILE (IUT not initialized) DO {
TRANSMIT
SA =6,
Poll For Master
IF[(IUT is turned off) THEN
MAKE (IUT turned on or{ otherwise started)
}
RECEIVE
DA = 6,
Rgply To Poll For.Master
RECEIVE
Pdll For Master
TRANSMIT
Tgst Request
TRANSMIT

verify that the IUT correctly transitions to the IDLE state when a frame other-than Reply To Poll For N
during a Poll For Master. This tests the transitions:

Naster

SA=%b;

Poll For Master
RECEIVE

DA =0,
Reply To Poll For Master

12.1.1.4.13 SawFrame

Purpose: To verify that after a token has been dropped and a new one created by another device, the IUT observes the
creation of the token.

BAChnet Reference Clause: 9.5.6.7.

348
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Test Steps:

—_

MAKE (IUT turned off or otherwise reset)
2. WHILE (IUT not initialized) DO {
TRANSMIT
SA =6,
Poll For Master
IF (IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)
}

3. RECEIVE

DA =6,

Reply To Poll For Master
4. WAIT (Tno_token + Tslot)

5. |[TRANSMIT

DA =127,
SA=1,
Poll For Master

6. |BEFORE (Tno_token+ Tslot) {
IF (anything received) THEN

ERROR "Token incorrectly generated by IUT."
}

7. |TRANSMIT

SA =0,

Poll For Master

8. |RECEIVE

DA =0,

Reply To Poll For Master

12.1.1.5 Tests to Verify Answer Data Request
Thi clause describes two tests that verify the "proper operations of the transitions associatgd with the
AN$WER DATA REQUEST state. Since the choice between Reply and Deferred Reply is a matter interngl to the IUT,
it mpy not be possible to ensure a complete test. If the choice is reliably determined by external factors| such as the
choilce of property to be read, these tests shallkbe performed twice, once for immediate replies and once for postponed, to
verify all transitions. Let X be the instancesnumber of the Device Object for the IUT.
Only one of these two tests needs to~be passed.

12.1.1.5.1 Answer Data Request

Purpgose: To verify a correttresponse direct to a BACnet Data Expecting Reply frame. The transitions verifigd are:

IDLE: ReceivedDataNeedingReply
ANSWER{DATA REQUEST:  Reply

BA(net Reference Clause: 9.5.6.9.

Deppridencies: None.

Test Steps:

1. MAKE (IUT turned off or otherwise reset)
2. WHILE (IUT not initialized) DO {
TRANSMIT
Test Request
IF (IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)
}

3. RECEIVE
Test Response
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4. TRANSMIT
ReadProperty-Request,
'Frame Type' = BACnet Data Expecting Reply,
'Objectldentifier' = (Device, X),
'Propertyldentifier' = Object Identifier

5. RECEIVE
ReadProperty-ACK,
'Frame Type' = BACnet Data Not Expecting Reply,
'Objectldentifier' = (Device, X),
'"Propertyldentifier' = Object_Identifier,

'Data' = (Device, X)

12.1.1.5.2 | Deferred Reply

This test is jonly performed if the response from the IUT in 12.1.1.5.1 was a Reply Postponed frame.
Purpose: T¢ verify the actual response if a Reply Postponed frame is received. Transitions tested:

IDLE: ReceivedDataNeedingReply
ANSWER_DATA REQUEST:  Deferred Reply

BAChnet Rdference Clause: 9.5.6.9.
Dependencfes: Answer Data Request, 12.1.1.5.1.
Test Steps:

1. MAKH (IUT turned off or otherwise reset)
2. WHILE (IUT not initialized) DO {
TRANSMIT
Test Request
IF[(TUT is turned off) THEN
MAKE (IUT turned on or otherwise started)
}

3. RECEJIVE
Tgst Response
4. TRANBMIT
Rd¢adProperty-Request,
'Frame Type' = BACnet Data Expecting Reply,
'Objectldentifier' = (Device, X),
'Propertyldentifier' £@bject Identifier
5. RECEJVE
Rgply Postponed
6. WHILE (received frame other than BACnet Data Not Expecting Reply) DO {
IF|(frame type\s Poll For Master) THEN
TRANSMIT
Reply To Poll For Master
EILSE

I LG ‘~ SN n I | ANa nh 4h @ a0 §
ju g kllalllc lyPC IS lul\cll) T ITILCIN

TRANSMIT
Token

}
7. RECEIVE

ReadProperty-ACK,
'Frame Type' = BACnet Data Not Expecting Reply,
'Objectldentifier' = (Device, X),
'"Propertyldentifier' = Object_Identifier,
'Data' = (Device, X)
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.1.6 Miscellaneous Non-Response Tests

The tests described in the clause shall be used to verify various elemental operations that do not result in a response from
the IUT. Verification is performed by a test demonstrating that the Master Node Finite State Machine is still in the IDLE
state. Let X be the instance number of the Device Object for the IUT.

12.1

.1.6.1 Received Data No Reply

Purpose: To verify that the Master Node Finite State Machine in the IDLE state properly handles a BACnet Data Not
Expecting Reply frame. Transitions verified:

IDLE: ReceivedDataNoReply
HDEE: ReeetvedPEM
BA(net Reference Clause: 9.5.6.2.
Depgndencies: None.
Test Steps:
1. |MAKE (IUT turned off or otherwise reset)
2. [WHILE (IUT not initialized) DO {

TRANSMIT
Test Request
IF (IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)

valid frame.

}
3. |RECEIVE

Test Response
4. |TRANSMIT

TimeSynchronization-Request,

'Frame Type' = BACnet Data Not Expecting Reply,
5. |BEFORE (Treply_delay) {

IF (anything received) THEN

ERROR "Response issued by [UT,to BACnet Data Not Expecting Reply."

}
6. [TRANSMIT

Poll For Master
7. |RECEIVE

Reply To Poll For Master
12.1.1.6.2  Received Invalid Frame
Purpose: To verify that-the Master Node Finite State Machine in the IDLE state properly handles an i
Traysitions verified:

IDLE: ReceivedInvalidFrame
IDLE; Received PFM

BA(net'Reference Clause: 9.5.6.2.

Dependencies: None.

Test Steps:

1.
2.

MAKE (IUT turned off or otherwise reset)
WHILE (IUT not initialized) DO {
TRANSMIT
Test Request
IF (IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)
}
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3. RECEIVE
Test Response
4. TRANSMIT
Poll For Master,
'Header CRC' = (any incorrect value)
5. BEFORE (Treply_delay) {
IF (frame received) THEN
ERROR "Invalid Frame accepted by IUT."
}
6. TRANSMIT
Poll For Master
7. RECEIVE
Rgply To Poll For Master
12.1.1.6.3 | Unwanted Frame Tests
The tests dpscribed by this clause verify that the IUT in its IDLE state rejects frames not addressed to,it, or framg
were illegally broadcast. Clause 12.1.1.6.3.1 verifies a transition that should never occur since the*Receive Framg
Machine rejects messages for other devices in its NotForUs transition. Transitions verified:
IDLE: ReceivedUnwantedFrame
IDLE] Received PFM

BAChnet Rdference Clause: 9.5.6.2.

Dependenc

12.1.1.6.3.1 Not Our Address

Purpose: T

Test Steps:

1.
2.

6.

7.

es: None.

verify that the IUT in the IDLE state properly handles a\frame addressed to another device.

MAKH (IUT turned off or otherwise reset)

WHIL

E (IUT not initialized) DO {

TRANSMIT

IF|

}
RECE

Test Request
(IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)

VE

Tgst Response

TRAN

SMIT

DA = (value less than 128 and other than IUT or TD),
Pqll For Master

BEFO
IF|

RE (Treply_delay) {
(frame reecived) THEN
ERROR "IUT accepted frame addressed to other device."

j
TRAN

bW« de ]
OIVITT

Poll For Master
RECEIVE
Reply To Poll For Master

12.1.1.6.3.2 Broadcast Token Frame

Purpose: To verify that the IUT in the IDLE state properly handles a broadcast Token frame.

352

s that
State
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Steps:

MAKE (IUT turned off or otherwise reset)
WHILE (IUT not initialized) DO {
TRANSMIT
Test Request
IF (IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)
}
RECEIVE
Test Response

12.1
Pury

Test

—_

TRANSMIT
DA =LOCAL BROADCAST,
Token

BEFORE (Treply_delay) {
IF (frame received) THEN

ERROR "Broadcast Token frame accepted by IUT."

}

TRANSMIT
Poll For Master

RECEIVE
Reply To Poll For Master

.1.6.3.3 Broadcast BACnet Data Expecting Reply Frame
ose: To verify that the IUT in the IDLE state properly handles a breadcast BACnet Data Expecting Repl

Steps:

MAKE (IUT turned off or otherwise reset)
'WHILE (IUT not initialized) DO {
TRANSMIT
Test Request
IF (IUT is turned off) THEN
MAKE (IUT turned on or othérwise started)
}
RECEIVE
Test Response
TRANSMIT
DA = LOCAL BROADCAST,
ReadProperty-Request,
'Frame Type' £BACnet Data Expecting Reply,
'Objectldenfifier' = (Device, X),
'"Propertyldentifier' = Object Identifier
BEFORE (Treply_delay) {
IF ¢frame received) THEN
ERROR "Broadcast BACnet Data Expecting Reply frame accepted by IUT."

y frame.

j

TIREANQMNIT

12.1

TINAINOIVIT T

Poll For Master
RECEIVE
Reply To Poll For Master

.1.6.3.4 Broadcast Test Request Frame

Purpose: To verify that the IUT in the IDLE state properly handles a broadcast Test Request frame.
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Test Steps:

—_

2. WHIL

MAKE (IUT turned off or otherwise reset)

E (IUT not initialized) DO {

TRANSMIT

Test Request

IF (IUT is turned off) THEN

MAKE (IUT turned on or otherwise started)

}
3. RECEIVE

Test Response
4. TRANBSMIT

DA =LOCAL BROADCAST,
Tgst Request

5. BEFO
IF

}

6. TRANSMIT
Pdll For Master

7. RECE

Rgply To Poll For Master

12.1.1.7

These tests|

identify wheen another master enters.

12.1.1.7.1 | Drop Token
Purpose: T¢ verify that the IUT recognizes that the token has been\lost and generates another. This tests the transitid
IDLE; LostToken
NO_TOKEN: GenerateToken
BAChnet Rdference Clause: 9.5.6.7.
Dependencjes: None.
Test Steps:
1. MAKH (IUT turned off or otheywise reset)
2. WHILE (IUT not initializéd) DO {
TRANSMIT
Poll For Masfer
IF|(IUT is tufnied off) THEN
MAKE-IUT turned on or otherwise started)
}
3. RECEIVE

RE (Treply_delay) {
(frame received) THEN
ERROR "Broadcast Test Request frame accepted by IUT."

VE

Sole Master Tests
verify the ability of the IUT to properly recognize itself to be.thé€ only master on the MS/TP LAN,

e B A NE T B ) At
Rbply 10 I'OIl 'O IVIaSICI

4. BEFORE (Tno_token + (2 * Tslot)) {

IF

}

(frame received) THEN
ERROR "Lost Token detected too early by IUT."

5. BEFORE (Ty,) RECEIVE
DA =1UT+I,
Poll For Master

354
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12.1.1.7.2  Poll For Next Master

Purpose: To verify that the IUT holds the token and is conducting a poll to find another master. This verifies the
transition:

POLL FOR MASTER: SendNextPFM
BAChnet Reference Clause: 9.5.6.8.
Dependencies: None.

Test-Steps:

1. |MAKE (IUT turned off or otherwise reset)
2. |WHILE (IUT not initialized) DO {
TRANSMIT
Poll For Master
IF (IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)
}

3. |RECEIVE
Reply To Poll For Master
4. |RECEIVE
DA =1UT+],
Poll For Master
5. [BEFORE (Tusage_timeout) {
IF (frame received) THEN
ERROR "IUT didn't wait long enough for Reply Tig/Poll For Master."
}

6. |RECEIVE
DA =1UT+2,
Poll For Master

12.1.1.7.3 More Polls

Purpose: To verify that the IUT checks all remaining MAC addresses in its polling to find another master. In the final
step|this causes the transition:

POLL FOR MASTER: DeclareSoleMaster (a)

BA(net Reference Clause;-9.5.6.8.

Depgndencies: None.

Test Steps:
1. [MAKE (IUT turned off or otherwise reset)
2. [WHIEEXIUT not initialized) DO {
TRANSMIT
Poll For Master

IF (IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)
}

3. RECEIVE

Reply To Poll For Master
4. RECEIVE

DA =1UT+1,

Poll For Master
5. REPEAT X=(IUT+2 to 127, 0 to IUT-1) {

BEFORE (Tusage_timeout) {

IF (frame received) THEN
ERROR "IUT didn't wait long enough for Reply To Poll For Master."
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}
RECEIVE

DA =X,
Poll For Master
}

12.1.1.7.4  Declare Sole Master (a)
Purpose: To verify that the IUT has declared itself the sole master but is still conducting a poll to find another master.

This verifies the transitions:

DONE_WITH TOKEN: Solemaster (a)
DONH WITH TOKEN: SendMaintenancePFM

BAChnet Rdference Clause: 9.5.6.5.
Dependencjes: None.
Test Steps:

1. MAKH (IUT turned off or otherwise reset)
2. WHILE (IUT not initialized) DO {
TRANSMIT
Poll For Master
IF[(TUT is turned off) THEN
MAKE (IUT turned on or otherwise started)
}

3. RECEJVE
Rgply To Poll For Master
4. RECE]VE
DA =1UTH+],
Pdll For Master
5. REPEAT X=(IUT+2 to 127, 0 to IUT-1) {
BEFORE (Tusage_timeout) {
IF (frame received) THEN
ERROR "IUT didn't wait long enough for Reply To Poll For Master."
}

RECEIVE
DA=X,
Poll For Master
}
6. BEFORE (Tusage_timeout) {
IF|(frame received)\THEN
ERROR "IUT didn't wait long enough for Reply To Poll For Master."
}

7. RECEIVE
DA = JUT*1,
PdllcEor'Master

12.1.1.7.5 New Master Enters

Purpose: To verify that the IUT recognizes the presence of another master.
BACnet Reference Clause: 9.5.6.8.

Dependencies: None.

Test Steps:

1. MAKE (IUT turned off or otherwise reset)

2. WHILE (IUT not initialized) DO {
TRANSMIT
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Poll For Master
IF (IUT is turned off) THEN

MAKE (IUT turned on or otherwise started)
}

RECEIVE
Reply To Poll For Master
RECEIVE
DA =1UT+I,
Poll For Master
REPEAT X=(IUT+2 to 127, 0 to IUT-1) {
BEFORE (Tusage_timeout) {

12.1

Pury
tran

BA
Dep

Test

IF (frame received) THEN
ERROR "IUT didn't wait long enough for Reply To Poll For Master."
}

RECEIVE
DA=X,
Poll For Master
}
BEFORE (Tusage_timeout) {
IF (frame received) THEN
ERROR "IUT didn't wait long enough for Reply To Poll For Mastet:"
}

RECEIVE

DA =1UT+l1,

Poll For Master
TRANSMIT

SA =1UT+I1,

Reply To Poll For Master
RECEIVE

DA =1UT+1,

Token

.1.7.6  Poll For Next Master

ose: To verify that the IUT holds thé\Token and is conducting a poll to find another master. This
ition:

POLL_FOR MASTER: SendNextPFM
net Reference Clause: 9.5.6.8;
endencies: None.

Steps:

MAKE (IUT ‘turned off or otherwise reset)
'WHILE:(UT not initialized) DO {
TRANSMIT

Poll For Master

3.

4.

5.

b milVa o dh = nlild 1 OO
1" (TU 1T 15 TUIHICO OI1) TTIDIN

MAKE (IUT turned on or otherwise started)
}

RECEIVE
Reply To Poll For Master
RECEIVE
DA =1UT+],
Poll For Master
REPEAT X=(IUT+2 to 127, 0 to IUT-1) {
BEFORE (Tusage_timeout) {
IF (frame received) THEN
ERROR "IUT didn't wait long enough for Reply To Poll For Master."
}
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RECEIVE

DA =X,

Poll For Master
}

6. BEFORE (Tysage timeout) {

IF

}

(frame received) THEN
ERROR "IUT didn't wait long enough for Reply To Poll For Master."

7. RECEIVE
DA =1UT+I,
Poll For Master

8. TRA
S4
R4
9. RECE
DA
Tq
10. BEFO
IF]

j
11. RECE

D
Pd

12.1.1.7.7
Purpose: T

SMIT
A\ = UT+I,
ply To Poll For Master
VE
\ =1UT+1
ken
RE (Tusage_timeout) {
(frame received) THEN
ERROR "IUT didn't wait long enough for Reply To Poll For Master."

VE
\ = JUT+2,
11 For Master

DeclareSoleMaster (b)

verify that the IUT undergoes the transitions necessary for-it to declare itself the sole master when it re

an invalid frame in response to the transmitted Poll For Master Framé."The transitions tested are:

POLL
POLL

BAChnet Rq
Dependenc
Test Steps:
1. MAKEH
2. WHIL

TH

IF|

}
3. RECE

R{

| FOR_MASTER: SendNextPFM
| FOR_MASTER: DeclareSoleMaster (b)

ference Clause: 9.5.6.8.

es: None.

(IUT turned off or otherwise reset)
E (IUT not initialized) DO {
RANSMIT
Poll For Mastér,
(IUT is turned*off) THEN
MAKE(TUT turned on or otherwise started)

VE
ply~To Poll For Master

A WA =

beives

4. RECE

A\ ™

DA =1UT+I,
Poll For Master

5. TRAN

SMIT

Reply To Poll For Master

SA =1UT+I1,
'Header CRC' = (any incorrect value)

6. REPEAT X=(IUT+2 to 127, 0 to IUT-1) {
RECEIVE
DA =X,
Poll For Master
TRANSMIT

358

SA =X,
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Reply To Poll For Master,
'Header CRC' = (any incorrect value)

}
12.1.1.7.8  SoleMaster (b)

Purpose: To verify that the IUT has declared itself to be the sole master and is continuing to poll for other masters.
Depending upon the implementation and setup of the IUT, there are three possibilities in the sequence of verified Master
Node Finite State Machine transitions, with two other choices at the end of the testing loop:

1. Nothing is sent.
USE_TOKEN: NothingToSend
2. |A frame not expecting a reply is to be sent:
USE TOKEN: SendNoWait
Thiq could repeat once by the following transition that returns to the beginning of this step:
DONE_WITH_TOKEN: SendAnotherFrame
3. |A frame expecting a reply is sent:
USE_TOKEN: SendAndWait
In all cases:
WAIT FOR REPLY: ReceivedReply
Thelfirst 49 times:
DONE WITH TOKEN: SoleMaster
The|50th time:
DONE WITH TOKEN: SendMaintenancePFM

BA(net Reference Clause: 9.5.6.8.
Deppndencies: None.
Test Steps:

1. |MAKE (IUT turned off or otherwise reset)
'WHILE (IUT not initialized) DO {
TRANSMIT
Poll For Master
IF (IUT is turned off) THEN
MAKE (IUT turned on or.otherwise started)
}

3. |RECEIVE
Reply To Poll For Master
4. |RECEIVE
DA =1UTH+1,
Poll For Mdster
5. |TRANSMIT.
Reply To Poll For Master,
SA=IUT+I,
'Header CRC' = (any incorrect value)
6. |REREAT X=(IUT+2 to 127, 0 to IUT-1) {

REOCEINE
INDCOULT VLD

DA =X,
Poll For Master
TRANSMIT
SA =X,
Reply To Poll For Master,
'Header CRC' = (any incorrect value)

}

7. RECEIVE
DA =1UT+I,
Poll For Master
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12.1.1.7.9 Get Token

Purpose: To verify that the IUT properly responds to the entry of another master. The following transition is verified:
POLL FOR MASTER: ReceivedReplyToPFM

BAChnet Reference Clause: 9.5.6.8.

Dependencies: None.

Test Steps:

1. MAKH (IUT turned off or otherwise reset)
2. WHILE (IUT not initialized) DO {
TRANSMIT
Poll For Master
IF|(IUT is turned off) THEN
MAKE (IUT turned on or otherwise started)
}

3. RECEIVE
Rgply To Poll For Master
4. RECEIVE
DA =1UTH],
Pdll For Master
5. TRANBMIT
Rgply To Poll For Master,
SA =1UT+1,
'Header CRC' = (any incorrect value)
6. REPEAT X=(IUT+2 to 127, 0 to IUT-1) {
RECEIVE
DA =X,
Poll For Master
TRANSMIT
SA=X,
Reply To Poll For Master,
'Header CRC' = (any incorrect value)
}
7. RECEJIVE
DA =1UTH+],
Pdll For Master
8. TRANBMIT
SA =1UT+1,
Rgply To Poll FefMaster
9. RECEIVE
DA =TUT+H]
Token|

12.1.1.8 Multiple Tokens Detected During Confirmed Service Request

This clause defines tests that are only performed if the IUT is able to periodically initiate a confirmed service request
such as a ReadProperty request. Each test waits until the IUT generates a token and uses it, then the TD transmits an
invalid frame type (indicating the presence of another token), causing the IUT to re-enter its IDLE state, which is then
tested. These test the conditionals of the transition:

WAIT _FOR REPLY: ReceivedUnexpectedFrame (a,b)

The IUT should be set up to transmit a repeated confirmed service request (i.e., ReadProperty request) with a destination
MAC address of 3 or higher.

Let X be the instance number of the Device Object for the IUT.
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BAChnet Reference Clause: 9.5.6.4.

Dependencies: None.
12.1.1.8.1 Different Destination

Purpose: To detect a second token when a message to a different MAC address appears out of turn.
Test Steps:

1. MAKE (IUT turned off or otherwise reset)
2. MAKE (IUT turned on or otherwise started)

3. |TRANSMIT
Test Request
4. |RECEIVE

Test_Response

5. IMAKE (IUT to generate a confirmed service request)

6. [WHILE (BACnet Data Expecting Reply frame not received) DO {
}
7. |[TRANSMIT

DA = (value less than 128 and other than IUT or TD),
BAChnet Data Not Expecting Reply

8. |WAIT Treply_timeout

9. |[TRANSMIT

SA=0,

DA = IUT,

Poll For Master

10. IRECEIVE

DA =0,

SA =IUT,

Reply To Poll For Master

12.1.1.8.2 Broadcast

Purpose: To detect a second token when a broadeast message appears out of turn.

Test Steps:

—_—

MAKE (IUT turned off or othetwise reset)

2. |MAKE (IUT turned on or otherwise started)

3. |TRANSMIT

Test Request

4. |RECEIVE

Test Response

5. IMAKE (IUT.to.generate a confirmed service request)

6. [WHILE (BACnet Data Expecting Reply frame not received) DO {

}
7. |TRANSMIT
DA = LOCAL BROADCAST,
BACTet DataNot Expectimg Repty
WAIT Treply_timeout
TRANSMIT
SA=0,
DA =1UT,
Poll For Master
10. RECEIVE
DA =0,
SA =1UT,
Reply To Poll For Master

o x>
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12.1.1.8.3

Purpose: To detect a second token when it gets passed to the [UT already holding a token.

Test Steps:

1.

2. MAKE (IUT turned on or otherwise started)
3. TRANSMIT
Test Request
4. RECEIVE
Tgst Response
5. MAKH (IUT to generate a confirmed service request)
6. WHILE (BACnet Data Expecting Reply frame not received) DO {
}
7. TRANSMIT
Tqken
8. WAIT Treply_timeout
9. TRANSMIT
SA=0,
DA =1UT,
Pdll For Master
10. RECE]JVE
DA =0,
SA = IUT,
Rgply To Poll For Master
12.1.1.8.4 | Poll For Master
Purpose: T¢ detect a second token when the IUT with a token is polled.
Test Steps:
1. MAKH (IUT turned off or otherwise reset)
2. MAKH (IUT turned on or otherwise started)
3. TRANSMIT
Tgst Request
4. RECE]IVE
Tgst Response
5. MAKH (IUT to generate a confirmed service request)
6. WHILE (BACnet Data Expetting Reply frame not received) DO {
}
7. TRANSMIT
SA=0,
DA =1UT,
Pqll For Master
8. WAIT Treply_ﬁmeout
9. TRANSMIT
SA=6;
DA = IUT,
Poll For Master
10. RECEIVE
DA =0,
SA = IUT,
Reply To Poll For Master

Token

MAKE (IUT turned off or otherwise reset)
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12.1.1.8.5  Reply To Poll For Master

Purpose: To detect a protocol problem when an incorrect reply is returned.

Test Steps:

—_

MAKE (IUT turned off or otherwise reset)

2. MAKE (IUT turned on or otherwise started)
3. TRANSMIT

Test Request
4. RECEIVE

Test Response

5. [MAKE (IUT to generate a confirmed service request)
6. [WHILE (BACnet Data Expecting Reply frame not received) DO {
}

7. |[TRANSMIT

SA=0,

DA =1UT,

Reply To Poll For Master

8. |WAIT Treply_timeout

9. |TRANSMIT

SA=0,

DA =1UT,

Poll For Master

10. [RECEIVE

DA =0,

SA =1UT,

Reply To Poll For Master

12.1.1.8.6  Test Request

Purpose: To detect a second token when the IUT witlra token receives a Test Request frame.

Test Steps:
1. |MAKE (IUT turned off or otherwise reset)
2. |MAKE (IUT turned on or otherwise started)
3. [TRANSMIT

Test Request
4. |RECEIVE

Test_Response
5. IMAKE (IUT to gefierate a confirmed service request)
6. |WHILE (BACné¢t Data Expecting Reply frame not received) DO {

}

7. [TRANSMIT
SA=0,
DA™= IUT,
Test Request
8. WALT Treply_timeout
TRANSMIT

SA =0,

DA =IUT,

Poll For Master
10. RECEIVE
DA =0,
SA =1IUT,
Reply To Poll For Master

e
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12.1.1.8.7

BAChnet Data Expecting Reply

Purpose: To detect a second token when the IUT with a token is polled.

Test Steps:

1. MAKE (IUT turned off or otherwise reset)
2. MAKE (IUT turned on or otherwise started)

3. TRANSMIT
Test Request
4. RECEIVE
Tgst Response

5. MAKH
6. WHIL
7. TRAN|
S4
DA
R4

8. WAIT
9. TRAN|
S/
DA
Pq
10. RECE
DA
S4
R4

12.1.1.9

This clausd
such as a R
or in respot

If it can, tH
destination

If the Max
Number of

BACnet Re

Dependenc

12.1.1.9.1

(IUT to generate a confirmed service request)

E (BACnet Data Expecting Reply frame not received) DO {}

SMIT

=0,

\ = [UT,

adProperty-Request,
'Frame Type' = BACnet Data Expecting Reply,
'Objectldentifier' = (Device, X),
'"Propertyldentifier' = Object Identifier

Treply_timeout

SMIT

A =0,

\ = [UT,

11 For Master

VE

\ =0,

\ = [UT,

ply To Poll For Master

Token Usage Tests

Ise to another request.

| APDU_Retries shall have a value of 2 or greater.
ference Clause9.5.6.

es: None:

Unconfirmed Request

defines tests that are only performed if the-IUT is able to periodically initiate a confirmed service r
eadProperty request, or to initiate an pnconfirmed service request such as an I-Am request either period

e IUT should be set up to trafsmit a repeated confirmed service request (i.e., ReadProperty request) Y
MAC address of 3 or highet. If should also be set up to transmit unconfirmed service requests.

| Info_Frames property~of the Device object of the IUT is alterable, it should initially be set to 1 af

equest
ically

with a

id the

This test st

I-Am and I-Have services, accordingly.

att e performed onty if the TTT supportstie-Wiho=ts or- Who-Has umcon irmed Services, TeSpoIding w

th the

Purpose: To verify the correct initiation of unconfirmed service requests by the Master Node Finite State Machine. This

verifies the transitions:
IDLE LostToken
NO_TOKEN GenerateToken
POLL _FOR MASTER SendNextPFM
IDLE ReceivedDataNoReply
USE_TOKEN SendNoWait

Dependencies: None.
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Test Steps: In these steps, if the Who-Is service is not supported, substitute the Who-Has and I-Have services.

we

4.

MAKE (IUT turned off or otherwise reset)
MAKE (IUT turned on or otherwise started)
WHILE (no Token frame received) DO {

IF (Poll For Master frame received with DA set to TD) THEN

TRANSMIT
Reply To Poll For Master

}
TRANSMIT

DA = LOCAL BROADCAST,

12.1
This

Pury
veri

Dep

Test

L=

Who-Is-Request
TRANSMIT

Token
RECEIVE

I-Am-Request

.1.9.2  Confirmed Request With Reply

test shall be performed only if the IUT is able to initiate confirmed service requests.

ose: To verify the correct initiation of confirmed service requests by the, Master Node Finite State M
fies the transitions:

USE_TOKEN: SendAndWait

WAIT FOR REPLY: ReceivedReply

endencies: None.
Steps: The ReadProperty-ACK of step 6 shall be an appropriate and correct response to the request of st

MAKE (IUT turned off or otherwise reset)
MAKE (IUT turned on or otherwise started)
MAKE (IUT initiate ReadProperty-Requestito TD)
'WHILE (ReadProperty-Request with DAset to TD not received) DO {
IF (Poll For Master frame received-with DA set to TD) THEN
TRANSMIT
Reply To Poll FerMaster
IF (Token frame receivied;with DA set to TD not received) THEN
TRANSMIT
Token
}
RECEIVE
ReadPropetty-Request,
'Fram€ Type' = BACnet Data Expecting Reply,
TRANSMIT
ReadProperty-ACK

achine. This

ep S.

BEFORE (APDU_Timeout) {

h @ mIA » WG | B o TEN-TFLIEAL

1 ALt £ . 1 cile A s
1T \1 UIl T'UT IVIASTIUT 11 alllC TCUUTIVUOU WIUL 172 SUL U 11)) LTITIIUIN

TRANSMIT
Reply To Poll For Master
IF (Token frame received with DA set to TD not received) THEN
TRANSMIT
Token
IF (ReadProperty-Request identical to step 5 received) THEN
ERROR "Confirmed Service ACK not understood by IUT."

}
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12.1.1.9.3 Confirmed Request - No Reply

This test shall be performed only if the IUT is able to initiate confirmed service requests.

Purpose: To verify the correct termination of a confirmed service request by the Master Node Finite State Machine when

no reply is received. This verifies the transitions:

USE TOKEN: SendAndWait
WAIT FOR REPLY: ReplyTimeout

Dependencies: None.

Test Steps:

1. MAKH (IUT turned off or otherwise reset)

2. MAKH (IUT turned on or otherwise started)

3. MAKH (IUT initiate ReadProperty-Request to TD)
4. REPEAT X = (1 to IUT APDU_Retry_Count) DO {

BEFORE (APDU_Timeout) {
ERROR "Retry too soon."

TRANSMIT
Reply To Poll For Master

TRANSMIT
Token

}
RECEIVE

ReadProperty-Request

5. BEFORE (APDU Timeout) {

IF|(ReadProperty-Request with DA set to TDreceived) THEN
ERROR "Incorrectly terminated seryice.request.”
IF[(Poll For Master frame received with'DA set to TD) THEN

TRANSMIT
Reply To Poll For Master

IF|(Token frame received with DA set to TD not received) THEN

TRANSMIT
Token

}
12.1.1.9.4 | Confirmed Request - Invalid Reply

This test shall be performed only if the IUT is able to initiate confirmed service requests.

IF (ReadProperty-Request with DA set to TD received) THEN

IF (Poll For Master frame received with DA set to TD) THEN

IF (Token frame received with DA set to TD not received) THEN

Purpose: Tp verify the correct handling of an invalid reply frame by the Master Node Finite State Machine. This verifies

the transitignS:

USE_TOKEN: SendAndWait
WAIT FOR REPLY: InvalidFrame

Dependencies: None.

Test Steps:

1 MAKE (IUT turned off or otherwise reset)
2. MAKE (IUT turned on or otherwise started)
3. MAKE (IUT initiate ReadProperty-Request to TD)
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