INTERNATIONAL ISO
STANDARD 16484-5

Sixth edition
2017-05

AMENDMENT 1
2020-04

Building automation and-¢control
systems (BACS) —

Part 5:
Data communication protocol

AMENDMENT 1

Systemes d'automatisation et de gestion technique du bdtiment —
Partie 5: Protocele de communication de données
AMENDEMENT 1

Reference number
1SO 16484-5:2017/Amd.1:2020(E)

©1S0 2020



https://standardsiso.com/api/?name=dfb8aed5b7374f915db3d43c7f8a2606

ISO 16484-5:2017/Amd.1:2020(E)

Z' COPYRIGHT PROTECTED DOCUMENT

© 102020

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=dfb8aed5b7374f915db3d43c7f8a2606

ISO 16484-5:2017/Amd.1:2020

Foreword

(E)

ISO (the International Organization for Standardization) is a worldwide federation of national
standards bodies (ISO member bodies). The work of preparing International Standards is normally
carried out through ISO technical committees. Each member body interested in a subject for which a
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International organizations, governmental and non-governmental, in liaison with ISO, also takespait in

the work. ISO collaborates closely with the International Electrotechnical Commission (IE€) ‘on|
matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for

all

are
the

different types of ISO documents should be noted. International Standards are 'drafted in accordahce

with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/diréctives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of

patent rights. ISO shall not be held responsible for identifying any or{all such patent rights. Detail

5 of

any patent rights identified during the development of the document will be in the Introduction and|/or

on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given,for the convenience of users and does
constitute an endorsement.

For an explanation of the voluntary nature of .standards, the meaning of ISO specific terms
expressions related to conformity assessment,‘as well as information about ISO's adherence to
World Trade Organization (WTO) principlés in the Technical Barriers to Trade (TBT)
www.iso.org/iso/foreword.html.
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This document was prepared by Technical Committee ISO/TC 205, Building environmental design, in

collaboration with the European Committee for Standardization (CEN) Technical Committee CEN

TC

247, Building Automation, Contrals and Building Management, in accordance with the Agreement|{ on

technical cooperation betweenlISO and CEN (Vienna Agreement).

Alist of all parts in the ISO.16484 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A

complete listing of these bodies can be found at www.iso.org/members.html.
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(Th
con

is foreword is not part of the standard. It is merely informative and does not contain requirements necessary for
formance to the standard.)
FOREWORD

The purpose of this addendum is to add several independent substantive changes to the BACnet standard. The changes

are

135

summarized below.
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135

2016bd-1._Add Qtaging nhjpr‘t Ty, pe

-2016be-1. Add Lighting BIBBS and Device Profiles.

-2016bi -1. Add Audit Reporting.

-2016bi -2. Change DeviceCommunicaitonControlService for Audit Reporting.
£2016bi -3. Modify Logging Objects to Allow for Extremely Large Logs.
-2016bk -1. Expand the reserved range of BACnetPropertyldentifier.

-2016bl - 1. Clarify Result(-) response for failed WritePropertyMultiple requests.
-2016bl - 2. Clarify ReadPropertyMultiple response on OPTIONAL when empty.
£2016bl - 3. Clarify Out_Of Service.

-2016bm-1. Reduce allowed range for Usage Timeout.

-2016bm-2. Specify design choices for MS/TP devices.

£2016bm-3. Handle unwanted MS/TP frames in IDLE state.

-2016bn-1. Make SCHED BIBBs consistent on supported datatypes, and add BOOLEAN!
-2016bn-2. Clarify COV and COVP related BIBBs.

-2016bn-3. Clock is required for support of AE-ACK-A.

-2016bp-1. Make rules for POST consistent with rules for PUT.

-2016bp-2. Make 'type' consistent at all levels and introduce 'effectiveType';
£2016bp-3. Fully specify the behavior of "includes".

2016bp-4. Remove the path syntax from the 'select' query parameter.

£2016bp-5. Resolve conflicting statements about configuring externahauthorization servers.
-2016bp-6. Remove incorrect table for callback formats.

-2016bp-7. Allow plain text POSTs for primitive data.

2016bp-8. Allow extended error numbers.

£2016bp-9. Add new error numbers.

-2016bp-10. Add formal definition for JSON equivalent to XML's <CSML>.
-2016bp-11. Specify 'name' safety check for setting data.

2016bp-12. Specify how to evaluate relative paths for collections of links.
2016bp-13. Allow proprietary categories for'the''metadata’ query.

12016bg-1. Fix the Absentee Limit propertycof the Access Credential object type.
-2016bg-2. Ensure that the denied or granted access event is generated last.

In the following document, language\to be added to existing clauses of EN ISO 16484-5 and Addenda is indicated

thro
be 4

The
plag

ugh the use of italics, while deletions are indicated by strikethrengh. Where entirely new subclauses are proposed to
dded, plain type is used throughout.

use of placeholders like) X, Y, Z, X1, X2, etc., should not be interpreted as literal values of the final standard. These
eholders will be_dssigned actual numbers/letters only with incorporation of this addendum into the standard for

repyblication.

iv
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Building automation and control systems (BACS) —

Part 5:
Data communication protocol

AMENDMENT 1

135-2016bd-1 Add a Staging Object Type

Rationale (LQ ‘

The Staging object type provides a way for BACnet devices to map analog values (&o multiple Binary Value, Bipary

Output, or Binary Lighting Output objects. b‘

A common use case is in lighting applications, where a level, identified by a nueric value, sets the appropriate valug
multiple binary outputs (on or off). %

N\
Support of this new object type is excluded from all data sharing BIBBs\for life safety and access control.

[Insert new Clause 12.X]

12.X Staging Object Type

The Staging object type defines a standardized ©bject whose properties represent the externally visible characteristics

s of

of a

Each Staging object is associated with a‘collection of references to binary valued objects (Nreferences). Each Staging o
may therefore control Binary Output, Binary Value, or Binary Lighting Output objects. Every stage specifies an arbi
combination of ACTIVE/INACTIVE-values to be written to these referenced objects. Stages are defined by a lim|
deadband, and the collection of valdes for the referenced objects.

staged value. A "Staging" maps a numeric ‘value onto multiple discrete ranges that define individual “stages” (NsTes).

Figure 12-X shows a typical Staging object application with four stages (Nstages =4) and two referenced binary obj
(Nreferences = 2)

ject
ary
it, a

ects
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Max_Pres_value = Stages[4].Limit =

Stages|[3].Limit -

Bit cleared -> INACTIVE O
Bit set -> ACTIVE ®

Stages[4].Values = *‘
11

Stag
0sc

Stages[2].Limit =

Present Vdlue

Stages[1].Limit ~

Min_Pres_Value -

Target_References[1]={Device 2222, Binary Qutput 5}
Target_References[2]={Device 3333, Binary Output 27}

|

O --w----0---

1
1
|

L
1
1
1
1
Stages[2].Values = [I‘J
Stages[1].Values =

Figure 12-X. Typical Staging Application (Nstages =4, Nreferences = 2)
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Present_Value

Stages[2].Deadband

~
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Stages[2].Limit —%&|— — _jt— —

Stages[2].Deadband

= Present_Stage =3

Present_Value > (Stages[2].Limit + Stages{2].Deadband)

Rresent_Value < (Stages[2].Limit - Stages[2].Deadband)

= Present_Stage = 2

Y=

Present_Stage:

A

3| 2

A4

Y

Figure 12-X2.Stage Limits incorporate hysteresis through the use of a Deadband around each Limit

res are defined by limits with a symmetrical deadband. A deadband greater than zero is used to prevent unwanted
llation when' the Present Value is close to a limit. As the Present Value increases, if it rises above the limit for a

stage plus-the deadband for that stage, the Present Stage transitions to that stage+1. Similarly, as the Present Value
decteases, 'it must fall below the limit for a stage minus the deadband for that stage before Present Stage transitions to
that{stage. The deadband is allowed to be zero (0.0).
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@ Write 18.0

Present_Value
q >
> >
18.0 Stages
Read
< Limit Deadband Values
4 40.0 1.0 011111
141
18.0 is in Stage 2 3] 30.0 1.0 011000
2 20.0 10 711000
Present_Stage | 4 1] 10.0 1.0 / 100000
T 4
Target_References Values Bit Binary PV to Write
] Device 7, Binary Output, 62 ———| Bit(0)=1 ACTIVE
[2] Device 28, Binary Output, 47 ———| Bit(1)=1 ACTIVE
[3] Device 17, Binary Output, 49 | — — — | Bit(2) = ACTIVE
[4] Device 6, Binary Output, 116 | — — — | Bit(3)=0 INACTIVE
[5] (local), Binary Output, 6 ———| Bit4)=0 INACTIVE Priority_For_Writing
[6] Device 112, Binary Output, 7 | — — — | Bit(5)=0 INACTIVE 8
To Objec}",#ienhﬂer Property Identifier Propert;".'Va\ue
‘ Device 7 ‘ ‘ WriteProperty ‘ Binary Output, 62 ‘ Present_Value, ‘ ACTIVE ‘
. Device 28 WritePropert Binary Output, 47 Present ¢Value ACTIVE
Initiate ‘ ‘ ‘ perty ‘ youp ‘ = ‘ ‘
WriteProperty ‘ Device 17 ‘ ‘ WriteProperty ‘ Binary Output, 49 ‘ PresentValue ‘ ACTIVE ‘
Requests ‘ Device 6 ‘ ‘ WriteProperty ‘ Binary Output, 116 ‘ Present_Value ‘ INACTIVE ‘
‘ (local) ‘ ‘ (WriteProperty) ‘ Binary Output, 6 ‘ Present_Value ‘ INACTIVE ‘
‘ Device 112 ‘ ‘ WriteProperty ‘ Binary Output, 7 ‘ Present_Value ‘ INACTIVE ‘

Figure 12-X3. Pipeline of operations when Present Value is written

Staging objects may optionally support intrinsic reportihg.to facilitate the reporting of fault conditions.

that support intrinsic reporting shall apply the NONE event algorithm.

The object and its properties are summarized in Table 12-X and described in detail in this clause.

Staging obj

ects

© IS0 2020 - All rights reserved
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Table 12-X. Properties of the Staging Object Type

Property Identifier Property Datatype Conformance Code
Object_Identifier BAChnetObjectldentifier R
Object Name CharacterString R
Object Type BACnetObjectType R
Present Value REAL w
Presept—Stage Unsigned R
Stages BACnetARRAY([N] of BACnetStageLimitValue R!
Stage Names BACnetARRAY[N] of CharacterString 0!
Status_Flags BAChnetStatusFlags R
Event State BAChnetEventState R
Reliability BACnetReliability R
Out_Of Service BOOLEAN R
Description CharacterString O
Units BACnetEngineeringUnits R
Target References BACnetARRAY[N] of BACnetDeviceObjectReference | R®
Priority For Writing Unsigned(1..16) R
Default Present Value REAL O
Min_Pres Value REAL R
Max_Pres Value REAL R
COV _Increment REAL 0o’
Notification_Class Unsigned O3
Event_Enable BACnetEventTransitionBits O3
Acked_Transitions BACnetEventTransitionBits O3
Notify Type BACnetNotifyType (O3]
Event Time Stamps BACnetARRAY[3] of BAChetTimeStamp (O3]
Event Message Texts BACnetARRAY](3] of €haracterString (O30
Event Message Texts Config | BACnetARRAY[3] of CharacterString o3
Event_Detection_Enable BOOLEAN O3
Reliability Evaluation Inhibit | BOOLEAN O
Property List BACnetARRAY[N] of BACnetPropertyldentifier R
Value Source BACnetValueSource Q789
Tags BACnetARRAY[N] of BACnetNameValue (0]
Profile Location CharacterString O
Profile Name CharacterString O

! The array size of this ptoperty is Nitages.

2 The array size of this property is Nreferences.

3 This property is cegiired if the object supports COV reporting.

* These propertieS)are required if the object supports intrinsic reporting.

5 These properties shall be present only if the object supports intrinsic reporting.

® This property, if present, is required to be read-only.

7 This9roperty is required if the object supports the value source mechanism.

8 Thisproperty shall be present only if the object supports the value source mechanism.
2 This property shall be writable as described in Clause 19.5.

12.X .1 Object_Identifier

This property, of type BACnetObjectldentifier, is a numeric code that is used to identify the object. It shall be unique
within the BACnet device that maintains it.

12.X .2 Object_Name

This property, of type CharacterString, shall represent a name for the object that is unique within the BACnet device that
maintains it. The minimum length of the string shall be one character. The set of characters used in the Object Name
shall be restricted to printable characters.

4 © ISO 2020 - All rights reserved
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12.X .3 Object_Type

This property, of type BACnetObjectType, indicates membership in a particular object type class. The value of this
property shall be STAGING.

12.X .4 Present_Value

This property, of type REAL, indicates the current value, in engineering units, of the Staging object. If Present Value is
written with a value less than Min_Pres_Value, then it shall be clamped to Min Pres Value. If Present Value is written

<l 1 4 1 A D Il 1 el 111 1 1 A D XLl
WIUL da VA4IUuCT gITdlCl Ulall IvIdX 1T'ICS vV alul, UITITIUSHAIT UT CIallIPpCU U IVIdA  1T'ICS vV alut.

Whenever Present Value is changed, the new value shall be compared with the 'Limit' values for the entire Sfages afray
using the following algorithm:

ops = current Present Stage
npv = new Present Value

//check if value should remain in the current stage
If (ops != 0) then
upperBound = Stages[ops].Limit + Stages[ops].Deadbéand
if (ops > 1) then
lowerBound = Stages|[ops-1].Limit - Stages[ops:1l].Deadband

else
lowerBound = Min Pres Value
endif
if (npv <= upperBound AND npv >= lowerBound) then
Present Value = npv
exit algorithm //no change to cukrent stage, stop algorithm
endif
endif

// calculate the new stage
Present Stage = Nstages
for (i=1 to Nstages-1, step\*¥1)
if npv <= (Stages[i].Limit) then

Present Stage = 1i
exit for //found the correct stage, stop iteration
endif
next 1

Present Value.< npv

Figure 12-X4. Pseudocode Algorithm for Evaluating Present Value and Present Stage

12.X.4.1-Writing to Referenced Objects

Changes to Present Stage shall cause a write of ACTIVE or INACTIVE to the corresponding object’s Present Valug for
eqehr Target References array element. For each bit (Index = O to Nreferences -1) in the Stages[Present Stage].Values
bitstring, if the bit is set (1), an ACTIVE value shall be written, or if clear (0), then an INACTIVE value shall be written
to the Target References[Index +17] object's Present Value

Writes to Present Value that subsequently trigger writing to referenced objects due to reevaluation of Present Stage, are
not expected to wait until the reference writes occur before returning a Result(+) or Result(-) for the write to
Present Value. Subsequently if any write to a referenced object fails, Reliability shall be changed to
COMMUNICATION FAILURE. The COMMUNICATION FAILURE shall remain in effect until all reference writes
have been completed successfully. How a particular implementation handles other failures during writing to referenced
objects shall be a local matter except that Reliability shall indicate a value other than NO_ FAULT DETECTED.

The order of evaluation of references and any referenced object write delay shall be a local matter.

© IS0 2020 - All rights reserved 5
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12.X.5 Present_Stage

This property, of type Unsigned, shall indicate the array index (1 to Nstages) that corresponds to the current active stage or
0 meaning that the Present_Stage has not yet been initialized. Upon device restart, or when the Stages property is written
to any of its elements, or the size of the Stages array changes, Present Stage shall be set to 0 temporarily and then
Present Value shall be reevaluated as described in Clause 12.X.4.1.

Attempts to read Present Stage when it is internally set to 0 shall return a Result(-) with an 'Error Class' of PROPERTY

NALLIE NAOT IANITIALIZEDL

d 1 o adal £
an all LITUl CUUC Ul vAL UL INUT TINTTIALUIZ 117,

12.X.6 Stages

Thi$ property, of type BACnetARRAY[N] of BACnetStageLimitValue, is an array representing the stages by, limit,
desired present values for the objects referenced by Target References, and deadband. The size of the array is Nitages,
whdre Nistages shall be greater than 1. BACnetStageLimitValue is a tuple consisting of the following fields:

Limit REAL
Values BIT STRING
Deadband REAL

Thq 'Limit' values for all elements shall be strictly ascending, such that:

for Index=1 to Nstages-1
{

lowerbound (Stages[Index].Limit + Stages|[Indexl.Peadband)
upperbound = (Stages[Index+1l].Limit - Stages|[Indéx+1].Deadband)
lowerbound <= upperbound

}

If pny of the stages do not meet this criterion, then the “Reliability property shall have a value of
CONFIGURATION_ERROR.

The bits in 'Values' correspond to references in the Target<References array, such that bit (Index = 0 to Nreferences - 1)
corfesponds to Target References[Index + 1], etc. The length of the 'Values' bitstring shall be Nreferences bits.

The| 'Deadband' shall be zero or positive. A negative value for 'Deadband' shall cause the value of Reliability to be
CONFIGURATION_ERROR.

If the size of the Stages array is increased; then the new array elements, for which no initial value is provided, shall be
initfalized to contain 'Limit' = 0.0, 'Deadband' = 0.0, and 'Values' = {0...0}, and the value of Reliability shall be set to
CONFIGURATION_ERROR.

If the size of the Stages\array is less than 2, then the Reliability property shall have a wvalue of
CONFIGURATION_ERROR.

If Reliability has the.value CONFIGURATION ERROR, then Present Value shall be set to Min Pres Value and
Pregent_Stage to L

If Sfages[Nstages ) Limit becomes smaller than Present Value, then Present Value shall be set to Stages[Nstages]. Limit.

If the Stages property is written, the value of Present Stage shall be reevaluated and corresponding writes of new values
to '[[arget_References’ objects shall be triggered.

If the size of this array is changed, the size of the Stage Names array shall also be changed to the same size.
12.X.7 Stage_Names

This property, of type BACnetARRAY[N] of CharacterString, is an array representing a name for each stage. The
number of array elements in Stage Names shall be the same as the number of array elements in the Stages property.
Stage Names[1] shall correspond to the name for Present Stage=1. Stage Names[2] shall correspond to the name for
Present Stage=2, etc.

6 © ISO 2020 - All rights reserved
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If the size of this array is changed, the size of the Stages array shall also be changed to the same size. If the size of

Stage Names is increased, then it shall be a local matter what the uninitialized array elements contain.

12.X.8 Status_Flags

This property, of type BACnetStatusFlags, represents four Boolean flags that indicate the general "health" of a Staging
object. Three of the flags are associated with the values of other properties of this object. A more detailed status could be

determined by reading the properties that are linked to these flags. The relationship between individual flags is
defined by the protocol. The four flags are

{IN_ALARM, FAULT, OVERRIDDEN, OUT OF SERVICE}

where:

IN_ALARM Logical FALSE (0) if the Event_State property has a value of NORMAL, otherwise logi
TRUE (1).

FAULT Logical TRUE (1) if the Reliability property does not' have a value
NO FAULT DETECTED, otherwise logical FALSE (0).

OVERRIDDEN Always logical FALSE (0).

OUT_OF SERVICE Logical TRUE (1) if the Out Of Service property(has'a value of TRUE, otherwise log

FALSE(0).

not

al

of

ical

If the object supports event reporting, then this property shall be the pStatusFlags parameter for the object's eyent

algorithm. See Clause 13.3 for event algorithm parameter descriptionss:
12.X.9 Event_State

The Event_State property, of type BACnetEventState, is included in order to provide a way to determine whether
object has an active event state associated with it (see Clause 13.2.2.1). If the object supports event reporting, then
Event_State property shall indicate the event state of the“object. If the object does not support event reporting, then
value of this property shall be NORMAL.

12.X.10 Reliability

The Reliability property, of type BACnetReliability, provides an indication that the properties of the Staging object aj
a consistent state and that Target [References are being reliably written. See Clauses 12.X.4.1, 12.X.6, and 12.X.17.

Table 12-X2 summarizes sceharios when Reliability has a value other than NO FAULT DETECTED.

Table 12-X2. Reliability Scenarios

this
the
the

e in

Scenario Reliability Value See Clausg)

Communieation error when writing COMMUNICATION FAILURE 12.X.4.1
Non-Communication-related failure when writing Local Matter 12.X.4.1
'Lingit' values out of order CONFIGURATION ERROR 12.X.6
'Deadband' is negative CONFIGURATION ERROR 12.X.6
Stages array size is increased CONFIGURATION ERROR 12.X.6
Min_Pres Value is >=

(Stages[ 1] Limit - Stages[1].Deadband) CONFIGURATION_ERROR 12.X.17

12.X.11 Out_Of_Service

The Out_Of Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the Present Value

property is controllable by software local to the BACnet device.
When Out_Of Service is TRUE:

a) changes to the Present Value property are decoupled from the Target References. This means that
objects referenced by Target References shall not be updated;

© IS0 2020 - All rights reserved
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b) the Present Value property and the Reliability property, if capable of taking on values other than
NO_FAULT DETECTED, shall be writable to allow simulating specific conditions or for testing purposes;

c) other functions that depend on the state of the Present Value or Reliability properties shall respond to
changes made to these properties, as if those changes had occurred while the object was in service;

Restrictions on writing to the Present Value property by software local to the BACnet device do not apply to local human-
machine interfaces.

When Out_Of Service becomes FALSE, it shall trigger updating of referenced objects as described in Clause 12.X.4.1.
12.X.12 Description

Thi$ property, of type CharacterString, is a string of printable characters whose content is not restricted.

12.X.13 Units

Thi$ property, of type BACnetEngineeringUnits, indicates the measurement units of this object. See the
BAg€netEngineeringUnits ASN.1 production in Clause 21 for a list of engineering units defined by this standard.

12.X.14 Target References

Thi$ property, of type BACnetARRAY[N] of BACnetDeviceObjectReference, is an array wepiesenting references to
Binpry Output, Binary Value, or Binary Lighting Output objects. The size of the¢)array is Nreferences. The
Target References array elements [Index = 1 to Nreferences] shall correspond to the bit(Index - 1) of all 'Values' bitstrings
of the Stages property.

If tle property is restricted to referencing objects within the containing device,\an/attempt to write to a reference to an
obj¢ct outside the containing device into this property shall cause a Result() to be returned with an error class of
PROPERTY and an error code of OPTIONAL FUNCTIONALITY NOT SUPPORTED. Uninitialized
Target References array elements shall be given the instance number, 4194303. A Target References array element
whgse instance number is equal to 4194303 shall be considered uninifialized and shall be ignored in all operations that
may use that reference.

If the size of this array is changed, the size of the 'Values' bitstrings of the Stages property shall also be changed to the
same size. If the bitstring length is increased, added bits shall'be cleared (0).

12.X.15 Priority_For_ Writing

Thi$ property defines the priority at which thesreferenced properties are commanded. It corresponds to the Priority’
pargmeter of the WriteProperty service. It is an-unsigned integer in the range 1-16, with 1 being considered the highest
pridrity and 16 the lowest. See Clause 19.2.

12.X.16 Default_Present_Value

Thi$ optional property, of type REAL, defines the value to be used for Present Value upon device restart. Upon restart
Defhult Present Value shall bé copied to Present Value and cause the reevaluation of Present Value as described in
Clagise 12.X 4.

12.X.17 Min_Pres_Value
Thi$ property, of type REAL, represents the minimum value for Present Value. Min_Pres Value shall always be strictly
less|than the quantity (Stages[1].Limit - Stages[1].Deadband).

If a|changesto>Min_Pres Value, Stages[1].Limit, or Stages[1].Deadband violates this rule, then the Reliability property
shall have/a value of CONFIGURATION ERROR. If a change to Min Pres Value causes it to be greater than
Pregenity Value, then Present Value shall be written with Min_Pres_Value.

12.X.18 Max_Pres_Value

This read-only property, of type REAL, represents the maximum value for Present Value. This value shall be defined as
the ‘Limit’ of the last entry of the Stages property array (i.e., Stages[Nstages]. Limit).

If the size of the Stages array is zero, then Max_Pres Value shall be equal to Min_Pres Value.
12.X.19 COV_Increment

This property, of type REAL, shall specify the minimum change in Present Value that will cause a COV notification to
be issued to subscriber COV-clients. This property is required if COV reporting is supported by this object.

8 © IS0 2020 - All rights reserved
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12.X.20 Notification_Class

This property, of type Unsigned, shall specify the instance of the Notification Class object to use for event-notification-
distribution.

12.X.21 Event_Enable

This property, of type BACnetEventTransitionBits, shall convey three flags that separately enable and disable the
distribution of TO_ OFFNORMAL, TO FAULT, and TO NORMAL notifications (see Clause 13.2.5). A device is

11 1 - 1 rad 1 1 £ 1o 1 1 11 la nlills nlilla ul - -
dIIOWCU LU TTSUICT UIT SCU UL SUppoOIticd valuts 101 ULLS PITOPCIly DULSIIAall SUPPOIT (L, I, I') al d IIHIIIITUILL.
12.X.22 Acked_Transitions

This read-only property, of type BACnetEventTransitionBits, shall convey three flags that separately -indicate| the
acknowledgment state for TO_ OFFNORMAL, TO FAULT, and TO NORMAL events (see Clause 13.2:2.1.5). Hach
flag shall have the value TRUE if no event of that type has ever occurred for the object.

12.X.23 Notify Type

This property, of type BACnetNotifyType, shall convey whether the notifications generated by the object should be
Events or Alarms. The value of the property is used as the value of the 'Notify Type'l service parameter in eyent
notifications generated by the object.

12.X.24 Event_Time_Stamps

This read-only property, of type BACnetARRAY[3] of BACnetTimeStamp;” shall convey the times of the |last
TO_OFFNORMAL, TO FAULT, and TO NORMAL events (see Clause(13.2.2.1). Timestamps of type Time or Date
shall have X'FF' in each octet, and Sequence Number timestamps shall havethe value 0 if no event of that type has ¢ver
occurred for the object.

12.X.25 Event_Message Texts

This read-only property, of type BACnetARRAY([3] of ChardgterString, shall convey the message text values of the|last
TO_OFFNORMAL, TO_FAULT, and TO NORMAL evénts (see Clause 13.2.2.1). If a particular type of event haq yet
to occur, an empty string shall be stored in the respective<array element.

12.X.26 Event_Message Texts_Config

This property, of type BACnetARRAY[3] of CharacterString, contains the character strings which are the basis for the
'Message Text' parameter for the event notifications of TO_ OFFNORMAL, TO FAULT, and TO NORMAL evgnts,
respectively, generated by this object. The-¢haracter strings may optionally contain proprietary text substitution codgs to
incorporate dynamic information such as date and time or other information.

12.X.27 Event_Detection_Enable
This property, of type BOOLEAN, indicates whether (TRUE) or not (FALSE) intrinsic reporting is enabled in the ohject
and controls whether (TRUE)'0r not (FALSE) the object will be considered by event summarization services.
This property is expected to be set during system configuration and is not expected to change dynamically.
When this property is FALSE, Event State shall be NORMAL, and the properties Acked Transitipns,
Event Time Stamps, and Event Message Texts shall be equal to their respective initial conditions.
12.X.28:Reliability_Evaluation_Inhibit

This\property, of type BOOLEAN, indicates whether (TRUE) or not (FALSE) reliability-evaluation is disabled in| the
object. This property is a runtime override that allows temporary disabling of reliability-evaluation.

When reliability-evaluation is disabled, the Reliability property shall have the value NO FAUILT DETECTED unless

Out_Of Service is TRUE and an alternate value has been written to the Reliability property.
12.X.29 Property List

This read-only property is a BACnetARRAY of property identifiers, one property identifier for each property that exists
within the object. The Object Name, Object Type, Object Identifier, and Property List properties are not included in
the list.

12.X.30 Value_Source

This property, of type BACnetValueSource, indicates the source of the value of the Present Value. The Value Source
property and its use in the value source mechanism are described in Clause 19.5.

© IS0 2020 - All rights reserved 9
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12.X.31 Tags

This property, of type BACnetARRAY of BACnetNameValue, is a collection of tags for the object. See Clause Y.1.4
for restrictions on the string values used for the names of these tags and for a description of tagging and the mechanism
by which tags are defined.

Each entry in the array is a BACnetNameValue construct which consists of the tag name and an optional value. If the tag
is defined to be a "semantic tag", then it has no value, and the "value" field of the BACnetNameValue shall be absent.
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[Ch

le some tags may be known in advance when a device is manufactured, it is recommended that implementations
sider that this kind of information might not be known until a device is deployed and to provide a means_©Of;
figuration or writability of this property.

K.32 Profile_Location

property, of type CharacterString, is the URI of the location of an xdd file (See Clause X.2) containing the definition
he CSML type specified by the Profile Name property and possible other information (See Annex’¥X). The URI is
ficted to using only the "http", "https", and "bacnet" URI schemes. See Clause Q.8 for the definition of the "bacnet”
scheme.

Profile Location value is not provided for a particular object, then the client shall use~the Profile Location of the
ice object, if provided, to find the definition of the Profile Name.

K.33 Profile_ Name

property, of type CharacterString, is the name of an object profile to which this object conforms. To ensure
jueness, a profile name shall begin with a vendor identifier code (see Clauge 23) in base-10 integer format, followed
dash. All subsequent characters are administered by the organization registered with that vendor identifier code. The
Hor identifier code that prefixes the profile name shall indicate the~0rganization that publishes and maintains the
ile. This vendor identifier need not have any relationship to the vendor identifier of the device within which the
ct resides.

rofile defines a set of additional properties, behavior, and/o’requirements for this object beyond those specified here.
standard defines only the format of the names of profiles. If the Profile Location property of this object or the

ice object is present and nonempty, then the value ofithis property shall be the name of a CSML type defined in an

file referred to by the Profile Location property.

hnge Table 13-1]

Table 13-1, Standardized Objects That May Support COV Reporting

Object Type | Criteria | Properties Reported
Staging If Present_Value changes by COV_Increment Present Value, Status_Flags,
or Present_Stage
Status Flags changes at all
or
Present Stage changes at all
[Chhnge\Table 13-5]

10

Table 13-5. Properties Reported in CHANGE OF RELIABILITY Notifications

Object Type Properties

Staging Present Value
Present Stage

Timer
1
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[Change Clause 21, BACnetObjectType and BACnetObjectTypesSupported productions]

BACnetObjectType ::= ENUMERATED { -- see below for numerical order

schedule (17
staging (60),
structured-view (29),

-- -numerical order reference

-- see lift (59),
-- see staging (60),

}
BACnetObjectTypesSupported ::= BIT STRING {

lift 59)
staging (60)

[Change Clause 21, BACnetPropertyldentifier production]

BACnetPropertyldentifier ::= ENUMERATED { -- see below for numerical order

default-fade-time (374),
default-present-value (492),
default-ramp-rate (375),
prescale (185),
present-stage (493),
present-value (85),
slave-proxy-enable (172);
stages (494);
stage-names (495),
start-time (142),
tags (486))
target-references (496),
threat-authority (300),

-- -numerical-otder reference

-- s€e-represents (491),
-- see default-present-value  (492),
-- See present-stage (493),
-- see stages (494),
-- See stage-names (495),
-- See target-references (496)

© IS0 2020 - All rights reserved
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[Add to Clause 21, preserving the alphabetical order]

BAChetStageLimitValue ::= SEQUENCE {

limit REAL,
values BIT STRING,  -- length is Nreferences bits, see Clause 12.X.6
deadband REAL
b
[Ingert into Table K-1 in DS-V-A]
Staging
Object Name
Present Value
Present Stage
Status Flags
Units
[Ingert into Table K-5 in DS-M-A]
Staging
Present Value
Out_Of Service
[Chpnge Clause K.1.27]
K.1]127 BIBB - Data Sharing-Life Safety View-A (DS-LSV-A)
Devices claiming conformance to this BIBB shall be @apable of reading and displaying the object properties listed in
Tablle K-1, excluding properties of Averaging, Loop, Accumulator, Pulse Converter, Channel, Lighting Output, and
Binfiry Lighting Output ebjeets, and Staging objécts, and be capable of reading and displaying the object properties listed
in Tlable K-7.
[Chhnge Clause K.1.28]
K.1{28 BIBB - Data Sharing-Life Safety Advanced View-A (DS-LSAV-A)
The A device retrieves property values and presents them to the user. Device A shall be capable of using ReadProperty to
retrleve any standafd property of any standard object type listed in Table K-1, excluding Averaging, Loop, Accumulator,
Pul§e Convertery'Channel, Lighting Output, and Binary Lighting Output ebjeets, and Staging objects, including the
objg¢cts listed=in Table K-7, except for those properties listed in Table K-2 and any property defined by the standard as
not freadable”via ReadProperty. Device A may use alternate services where support for execution of the alternate service
is sypported by Device B.
12 © IS0 2020 - All rights reserved
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[Change Clause K.1.29]

K.1.29 BIBB - Data Sharing-Life Safety Modify-A (DS-LSM-A)

Devices claiming conformance to this BIBB shall be capable of commanding and relinquishing standard commandable

properties at priority 8 (other priorities may also be supported) of those objects listed in Table K-5 excluding Avera,

ing,

Loop, Accumulator, Pulse Converter, Channel, Lighting Output, and Binary Lighting Output ebjeets, and Sta
objects, and writing the properties listed in Table K-5 and Table K-8, excluding Averaging, Loop, Accumulator, P|
Converter, Channel, Lighting Output, and Binary Lighting Output ebjeets, and Staging objects.

[Change Clause K.1.30]

K.1.30 BIBB - Data Sharing-Life Safety Advanced Modify-A (DS-LSAM-A)

The A device is able to use WriteProperty to modify any standard property of objeét-types listed in Tables K-5 and ]
excluding Averaging, Loop, Accumulator, Pulse Converter, Channel, Lighting,\Output, and Binary Lighting Ou
objeets, and Staging objects, where the property is not required to be read-only, or to which access is otherwise restri
by the standard (e.g., Log_Buffer). Device A shall be capable of commanding and relinquishing standard command|
properties at any priority. Device A may use alternate services where«support for execution of the alternate servid
supported by Device B.

[Change Clause K.1.31]

K.1.31 BIBB - Data Sharing-Access Control View-A (DS-ACV-A)

Devices claiming conformance to this(BIBB shall be capable of reading and displaying the object properties liste
Table K-1, excluding properties_of\Averaging, Loop, Accumulator, Pulse Converter, Channel, Lighting Output,
Binary Lighting Output ebjeets, and Staging objects, and be capable of reading and displaying the object properties li
in Table K-9.

[Change Clause K.1.32]

K.1.32 BIBB - Data Sharing-Access Control Advanced View-A (DS-ACAV-A)

The-A'device retrieves property values and presents them to the user. Device A shall be capable of using ReadPropert
refrieve any standard property of any standard object types listed in Table K-1, excluding Averaging, L

bing
ulse
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Accumulator, Pulse Converter, Channel, Lighting Output, and Binary Lighting Output ebjeets, and Staging obj
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alternate service is supported by Device B.
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[Change Clause K.1.33]

K.1.33 BIBB - Data Sharing-Access Control Modify-A (DS-ACM-A)

Devices claiming conformance to this BIBB shall be capable of commanding and relinquishing standard commandable

pro

erties at priority 8 (other priorities may also be supported) of those objects listed in Table K-5 excluding Averaging,

Lodp, Accumulator, Pulse Converter, Channel, Lighting Output, and Binary Lighting Output ebjeets, and Staging

obj¢cts, and writing the properties listed in Table K-5 and Table K-10, excluding Averaging, Loop, Accumulator, Pulsé
Corverter, Channel, Lighting Output, and Binary Lighting Output ebjeets, and Staging objects.

[Chhnge Clause K.1.34]

K.1{34 BIBB - Data Sharing—Access Control Advanced Modify-A (DS-ACAM-A)

Thel A device is able to use WriteProperty to modify any standard property of object types listed in' Tables K-5 and K-10,
excluding Averaging, Loop, Accumulator, Pulse Converter, Channel, Lighting Output, and Bihary Lighting Output

obigets, and Staging objects, where the property is not required to be read-only, or to which @ecess is otherwise restricted
by the standard (e.g., Log_Buffer). Device A shall be capable of commanding and relinquishing standard commandable
properties at any priority. Device A may use alternate services where support for exeeution of the alternate service is
supported by Device B.

135f2016be-1 Add Lighting BIBBs and Device Profiles

Rat

Wit
BIB

onale

h the addition of the Lighting Output and Binary Lighting Qutput object types, there is a need for lighting specific
Bs and device profiles.

d new Clauses K.1.X1 to K.1.X11]
K.1.X1 BIBB — Data Sharing-Lighting Qutput -A (DS-LO-A)

[he A device modifies properties in Lighting Output, Binary Lighting Output, Analog Output, Analog Value, Binary
Dutput, Binary Value, Multi-State Output, and Multi-State Value object types.

BACnet Service Initiate Execute
WriteProperty X

Devices claiming-eonformance to DS-LO-A shall be able to write to the Present Value property of the Lighting
Dutput, Binary_ Lighting Output, Analog Output, Analog Value, Binary Output, Binary Value, Multi-State Output,
hind Multi-State-Value object types.

A deviee'claiming support for DS-LO-A is interoperable with devices that support any combination of DS-LO-B, DS-
BLO-B, or DS-WP-B in the case of Analog Output, Analog Value, Binary Output, Binary Value, Multi-State Output,
indMulti-State Value object types.

K.1.X2 BIBB — Data Sharing-Lighting Output Status-A (DS-LOS-A)

The A device reads properties in Lighting Output, Binary Lighting Output, Analog Output, Analog Value, Binary
Output, Binary Value, Multi-State Output, and Multi-State Value object types.

14

BACnet Service Initiate Execute
ReadProperty X
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Devices claiming conformance to DS-LOS-A shall be able to read the Present Value and Egress Active properties of
Lighting Output and Binary Lighting Output object types and to read the Present Value property of Analog Output,

Analog Value, Binary Output, Binary Value, Multi-State Output, and Multi-State Value object types.

A device claiming support for DS-LOS-A is interoperable with devices that support any combination of DS-LO-B,
DS-BLO-B, or DS-RP-B in the case of Analog Output, Analog Value, Binary Output, Binary Value, Multi-State

Output, and Multi-State Value object types.

K.1.X3 BIBB — Data Sharing-Advanced Lighting Output-A (DS-ALO-A)

The A device modifies properties in Lighting Output, Binary Lighting Output, Analog Output, Analog Valye,/Bin
Output, Binary Value, Multi-State Output, and Multi-State Value object types.

BACnet Service Initiate Execute
WriteProperty X

The A device shall be capable of modifying all of the standard properties of the Lighting Output, Binary Ligh
Output, Channel, Analog Output, Analog Value, Binary Output, Binary Value, Multi-State Output, and Multi-S
Value object types.

A device claiming support for DS-ALO-A is interoperable with devices that-stpport any combination of DS-L(
DS-BLO-B, DS-RP-B, or DS-WP-B in the case of Analog Output, Analog Value, Binary Output, Binary V4
Multi-State Output, and Multi-State Value object types.

K.1.X4 BIBB - Data Sharing-Lighting Output-B (DS-LO-B)

The B device implements the Lighting Output object type.

BAChnet Service Initiate Execute
ReadProperty X
WriteProperty X

Devices claiming conformance to DS-LO=B¢shall support the Lighting Output object type.
A device claiming support for DS-LO-B'is interoperable with devices that support DS-LO-A or DS-ALO-A.
K.1.XS5 BIBB - Data Sharing=Binary Lighting Output-B (DS-BLO-B)

The B device implements the Binary Lighting Output object type.

BACnet Service Initiate Execute
ReadProperty X
WriteProperty X

Devicés'.claiming conformance to DS-BLO-B shall support the Binary Lighting Output object type.
Aldevice claiming support for DS-BLO-B is interoperable with devices that support DS-LO-A or DS-ALO-A.

K.1.X6 BIBB — Device Management — Lighting Output Management-A (DM-LOM-A)

pry

ting
tate

lue,

BACnet allows lighting object instances to be dynamically created and deleted. The A device shall be able to
dynamically create and delete Lighting Output, Binary Lighting Output, and Channel object types supported by the B

device.
BACnet Service Initiate Execute
CreateObject X
DeleteObject X

© IS0 2020 - All rights reserved
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K.1.X7 BIBB - Data Sharing-Lighting View-A (DS-LV-A)

The A device retrieves values from a minimum set of lighting objects and properties and presents them to the user.
Devices claiming conformance to this BIBB shall support DS-RP-A. The A device shall be capable of using
ReadProperty to retrieve any of the properties listed below. The A device may use alternate services where support for
execution of the alternate service is supported by the B device.

BACnet Service Initiate Execute

ReadProperty X

Devices claiming conformance to this BIBB shall be capable of reading and displaying the object properties listed ‘in
[able K-X1.

Table K-X1. Object Properties for Which Presentation Is Required

Lighting Output Binary Lighting Output Analog Output, Analog Channel
Value, Binary Output,
Binary Value, Multi-
State OQutput, Multi-State
Value

Opject Name Object Name Object Name Object Name
Pfesent Value Present Value Present Value Present Value
Tracking Value Status Flags Status Flags Status Flags
Ljghting Command Blink Warn Enable
Status_Flags Current_ Command_Priority
Blink Warn_ Enable
Cprrent Command Priority

[he format of a presented property value is unrestricted; the iritent of this BIBB is not to impose how, or in what
form, a device displays data values. For example, enumerated<values could be displayed as icons, references could be
lisplayed using the referenced object's name, and numericalwalues could be displayed graphically.

Actions taken by the A device when retrieval of a value¥for display fails are a local matter.

Devices claiming conformance to this BIBB are.not required to support presentation of objects and properties that are
ntroduced in a Protocol Revision newer than that claimed by the A device.

A device claiming support for this BIBB:is interoperable with devices that support DS-RP-B and one or more of the
bjects listed in Table K-X1.

K.1}X8 BIBB - Data Sharing-Lighting Advanced View-A (DS-LAV-A)

[he A device retrieves (property values and presents them to the user. The A device shall be capable of using
ReadProperty to retrieve/any standard property of any standard object type listed in Table K-1, excluding Averaging,
_oop, Accumulater;_and Pulse Converter objects, except for those properties listed in Table K-2 and any property
lefined by thesstandard as not readable via ReadProperty. Device A may use alternate services where support for
pxecution of theralternate service is supported by Device B.

BACnet Service Initiate Execute

ReadProperty X

The information conveyed by the properties in Table K-2 can be otherwise determined and as such need not be read
and presented by devices claiming conformance to this BIBB.

In order to ensure that products that claim support for this BIBB are capable of presenting accurate data values across
the full range of values for each data type, devices claiming support for this BIBB shall be able to meet the
requirements described in Table K-3. In addition, the device shall be able to present all valid values for fields of the
Lighting Command property. The format is unrestricted as long as each valid value is distinguishable.

For Character String property values, the A device shall be capable of presenting string values for specific BACnet

properties with at least the number of characters, independent of their encoding, specified in Table K-4.
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The above presentation requirements are not required to be applied in all circumstances, but rather shall be available
for every property value in the system. This should allow a product to restrict its presentation under specific
conditions yet still allow the user full access to any specific property value.

The A device shall be capable of reading and presenting all standard forms of the datatypes as defined per the A
device’s claimed Protocol Revision.

Actions taken by the A device when retrieval of a value for display fails are a local matter.

K.1.X9 BIBB — Data Sharing-Lighting Modify-A (DS-LM-A)

Devices claiming conformance to this BIBB are not required to support presentation of objects and propertie$ tha{ are
introduced in a Protocol Revision newer than that claimed by the A device.

A device claiming support for this BIBB is interoperable with devices that support DS-RP-B and one,or more of the
objects listed in Table K-1.

The A device writes properties of standard objects that are generally expected to be adjusted during normal operation
of the lighting system. Devices claiming support for this BIBB are not expectedytor be capable of fully configuking
lighting controller BACnet devices, although they are not inherently restricted from’doing so.

BAChnet Service Initiate Execute
WriteProperty X

Devices claiming conformance to this BIBB shall be capable of commanding and relinquishing stanglard
commandable properties at priority 8 (other priorities may al§o be supported) of those objects listed in Table KI-X3
and writing the properties listed in Table K-X3.

Table K-X3. Standard Properties That DSsEM-A Devices Shall Be Capable of Writing

Lighting Output Binary Lighting Output Analog Output, Analog Channel
Value, Binary Output,
Binary Value, Multi-
State Output, Multi-State
Value
Present Value Present (Value Present Value Present Value
Lighting Command

K:1.X10 BIBB — Data Sharing-Lighting Advanced Modify-A (DS-LAM-A)

Devices claiming supportifor-this BIBB shall be capable of writing values within the full range as defined in Tabl¢ K-
6. In addition, the deviee'shall be able to manipulate all of the fields of the Lighting Command property.

Devices claiming-Conformance to this BIBB are not required to support presentation and modification of objects|and
properties thatare introduced in a Protocol Revision newer than that claimed by the A device.

A devieeclaiming support for this BIBB is interoperable with devices that support DS-WP-B and support one or more
ofthe objects listed in Table K-X3.

The A _deviceis able to use WritePranerty ta modifu anv ctandard nranarty of ohiact tunac lictad 1n Tohleg -5
+He—A—aSV to—Hse— e roperty—+ Y—aRy—Sta Fa—PpF FHy—o+ Jeet—types—Hstea—H—apies—N-),

excluding Averaging, Command, Program, Loop, Accumulator, Timer, and Pulse Converter objects, where the
property is not required to be read-only, or to which access is otherwise restricted by the standard (e.g., Log_Buffer).
The A device shall be capable of commanding and relinquishing standard commandable properties at any priority.
The A device may use alternate services where support for execution of the alternate service is supported by the B
device.

BAChnet Service Initiate Execute
WriteProperty X
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Devices claiming support for this BIBB shall be capable of writing values within the full range as defined in Table K-
6. In addition, the device shall be able to manipulate all of the fields of the Lighting Command property.

The A device shall be capable of writing all standard forms of the datatypes as defined per the A device’s claimed
Protocol Revision.

Devices claiming conformance to this BIBB are not required to support presentation and modification of objects and
properties that are introduced in a Protocol Revision newer than that claimed by the A device.

A device claiming support for this BIBB is interoperable with devices that support DS-WP-B and support one or moré
f the objects listed in Table K-5.

[Chhnge Annex A]

[Add new device profile checkboxes for lighting devices]

BACnet Standardized Device Profiles (Annex L):

[J BACnet Cross-Domain Advanced Operator Workstation (B-XAWS)
[0 BACnet Advanced Operator Workstation (B-AWS)

[J BACnet Operator Workstation (B-OWS)

[0 BACnet Operator Display (B-OD)

O BACnet Advanced Lighting Workstation (B-ALWS)

OO BACnet Lighting Operator Display (B-LOD)

[J BACnet Advanced Life Safety Workstation (B-ALSWS)

[J BACnet Access Control Security Display (B-ACSD)
OO BACnet Advanced Lighting Control Station (B-ALCS)
O BACnet Lighting Control Station (B-LCS)

[0 BACnet Building Controller (B-BC)

[0 BACnet Smart Sensor (B-SS)

OO BACnet Lighting Supervisor (B-LS)

[0 BACnet Lighting Device (B-LD)

[0 BACnet Advanced Life Safety Controller (B-ALSC)

[Chhnge Annex L]

18

ANNEX L — BESCRIPTIONS AND PROFILES OF STANDARDIZED BACnet DEVICES (NORMATIVE)
This annex.s part of this standard and is required for its use.)

[his annex provides descriptions of “standardized” types of BACnet devices. Any device that implements all the
fequired BACnet capabilities for a particular device type and interoperability area may claim to be a device of that

particular type. Devices may also provide additional capabilities and shall indicate these capabilities in their PICS.

BACnet device profiles are categorized into families:

Operator Interfaces. This family is composed of B-XAWS, B-AWS, B-OWS, and B-OD.
Lighting Operator Interfaces. This family is composed of B-XAWS, B-ALWS, and B-LOD.

Life Safety Operator Interfaces. This family is composed of B-ALSWS, B-LSWS, and B-LSAP.

Access Control Operator Interfaces. This family is composed of B-XAWS, B-AACWS, B-ACWS, and B-
ACSD.

o Lighting Control Stations. This family is composed of B-ALCS and B-LCS.
e  Controllers. This family is composed of B-BC, B-AAC, B-ASC, B-SA, and B-SS.
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Lighting Controllers. This family is composed of B-LS and B-LD.
Life Safety Controllers. This family is composed of B-ALSC, and B-LSC.

Access Control Controllers. This family is composed of B-AACC, and B-ACC.
Miscellaneous. This family is composed of B-RTR, B-GW, B-BBMD, B-ACDC, and B-ACCR.

[Change Clause L.1.1]

L.1.1 BACnet Cross-Domain Advanced Workstation (B-XAWS)

The B-XAWS workstation is an advanced operator workstation for all building automation domains.éxeept life sa

that includes the functionality of the following device profiles:

e B-AWS, see Clause L.1.2
e B-AACWS, see Clause L.3.1
e B-ALWS, see Clause L.X.1

[Insert new Clause L.X]

L.X Lighting Operator Interface Profiles

The following table indicates which BIBBs shall be supported by the(device types of this family, for each interoperab

area. The B-XAWS is not shown in this table. See Clause L.1.1,

Data Sharing Alarm & Event Management
B-ALWS B-LOD B-ALWS B-LOD
DS-RP-A,B DS-RP-AB AE-N-A
DS-RPM-A AE-ACK-A
DS-WP-A DS=WP-A AE-AS-A
DS-WPM-A AE-AVM-A
DS-LAV-A DS-LV-A AE-AVN-A
DS-LAM-A DS-LM-A AE-ELVM-A
DS-WG-A DS-WG-A
DS-ALOZA DS-ALO-A
Scheduling Trending
B-ALWS B-LOD B-ALWS B-LOD
SCHED-AVM-A T-AVM-A

Device & Network Management

B-ALWS

B-LOD

DM-DDB-A,B

DM-DDB-A,B

DM-ANM-A

DM-ADM-A

DM-DOB-B

DM-DOB-B

DM-DCC-A

ety

lity

DM-MTS-A

DM-OCD-A

DM-RD-A

DM-BR-A

© IS0 2020 - All rights reserved

19


https://standardsiso.com/api/?name=dfb8aed5b7374f915db3d43c7f8a2606

ISO 16484-5:2017/Amd.1:2020(E)

L.X.1 BACnet Advanced Lighting Workstation (B-ALWS)

The B-ALWS workstation is an advanced operator workstation with abilities to monitor, control, and configure lighting
devices.

The B-ALWS profile enables the specification of the following:
Data Sharing

* Presentatiomofdata (i.c., 1Upuﬁo atrdt 51ap111\.«o)

bility to monitor the value of BACnet objects relevant for lighting, including all required and optional properties
bility to modify lighting parameters

bility to create, delete, and configure Lighting Output, Binary Lighting Output, and Channel objects

bility to command lighting devices using WriteGroup

bility to configure advanced lighting parameters in lighting devices

bility to find all objects in BACnet devices

bility to silence a device on the network-thiat is transmitting erroneous data

bility to synchronize the time in deviees,across the BACnet internetwork at the request of the operator
bility to cause a remote device to remitialize itself

bility to backup and restore the eenfiguration of other devices

(.2 BACnet Lighting Operator Display (B-LOD)

el B-LOD is a basic operator interface with limited capabilities relative to a B-ALWS. The B-LOD profile could be
used for wall-mounted-display devices, simple web server gateways to BACnet lighting devices, displays affixed to
BACnet devices; handheld terminals or other very simple control stations.

The

Dath Sharing
 Presentation of basic data

B-LOD profile enables the specification of the following:

 Albitity-to-montter-the-vatte-of BACnetobjeetsrelevantfortighting
* Ability to modify lighting parameters

* Ability to command lighting devices using WriteGroup

* Ability to configure advanced lighting parameters in lighting devices

Alarm and Event Management
* No requirement

Scheduling
» No requirement
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Trending
* No requirement

Device and Network Management

+ Ability to find other BACnet devices

 Ability to choose among discovered BACnet devices

* Ability to find objects in other BACnet devices

* Ability to choose among discovered BACnet device’s objects

(E)

[Insert new Clause L.Y]

L.Y Lighting Control Station Profiles

The following table indicates which BIBBs shall be supported by the device types of this family, fotseach interoperab
area.

Data Sharing Alarm & Event Management
B-ALCS B-LCS B-ALCS B-LCS
DS-RP-A,B DS-RP-B
DS-RPM-A
DS-WP-A DS-WP-A
DS-WPM-A
DS-WG-A
DS-ALO-A DS-LO-A
Scheduling Trending
B-ALCS B-LCS B-ALCS B-LCS
SCHED-E-B

Device & Network Management

B-ALCS B-LCS
DM-DDB-A,B DM-DDB-A,B
DM-DOB-B DM-DOB-B
DM-DCC-B DM-DCC-B
DM-TS-B
or DM-UTC-B

L.Y.1 BACnet Advanced Lighting Control Station (B-ALCS)

A B-ALCS is any deyice that needs to interact with Lighting Output, Binary Lighting Output, and Channel object
other devices for ‘the purpose of monitoring and/or controlling them. B-ALCS devices are not Workstations and Oper
Displays. Instéad, they are more limited devices nonetheless used for configuration. Examples might include smart
switches/ditmmers, scene preset consoles, etc. B-ALCS devices differ from B-LCS devices in B-ALCS’s abilit)
configure, and command advanced lighting parameters in lighting devices.

Data\Sharing

*(Ability to monitor and command BACnet lighting devices
*, Ability to provide the values of any of its BACnet objects
+ _Ability to command lighting devices using WriteGroup

lity

S in
ator
wall
to

Alarm and Event Management
* No requirement

Scheduling

* Ability to schedule output actions, both in the local device and in other devices, both binary and analog, based on date

and time

Trending
* No requirement
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Device and Network Management

+ Ability to find other BACnet devices

* Ability to respond to queries about its status

+ Ability to respond to requests for information about any of its objects
+ Ability to respond to communication control messages

L.Y.2 BAChnet Lighting Control Station (B-LCS)

* Aility to find other BACnet devices

Albility to respond to queries about its status

 Albility to respond to requests for information about any of its objects
Albility to respond to communication control messages

[Insert new Clause L.Z)]

L.Z] Lighting Controller Profiles
The| following table indicates which BIBBs shall'be-supported by the device types of this family, for each interoperability

arcy.

Data Sharing Alarm & Event Management

B-LS B-LD B-LS B-LD
DS-RP;B DS-RP-B
DS-WP-A,B DS-WP-B
DSyWG-E-B
DS-ALO-A DS-BLO-B
or
DS-LO-B
Scheduling Trending
B-LS B-LD B-LS B-LD
SCHED-E-B

22

Device & Network Management

B-LS B-LD
DM-DDB-A,B DM-DDB-B
DM-DOB-B DM-DOB-B
DM-DCC-B DM-DCC-B
DM-TS-B
or
DM-UTC-B
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L.Z.1 BACnet Lighting Supervisor (B-LS)

A B-LS is any device that implements Channel objects and optionally Lighting Output and/or Binary Lighting Output
objects with the ability to forward channel writes to other BACnet devices.

Data Sharing

+ Ability to provide values for any of its BACnet objects upon request

* Ability to allow modification of some or all of its BACnet objects by another device
» Ability to execute WriteGroup commands

* Ability to propagate Channel values to objects external to the device

Alarm and Event Management
* No requirement

Scheduling
+ Ability to schedule output actions, both in the local device and in other devices, both binary and analog, based on djte
and time

Trending
» No requirement

Device and Network Management

* Ability to find other BACnet devices

* Ability to respond to queries about its status

* Ability to respond to requests for information about any of its objects
* Ability to respond to communication control messages

* Ability to synchronize its internal clock upon request

L.Z.2 BACnet Lighting Device (B-LD)
A B-LD is any device that implements Binary Lighting Outputiand/or Lighting Output objects

Data Sharing
* Ability to provide values for any of its BACnet objeéts upon request
* Ability to allow modification of some or all of its'BACnet objects by another device

Alarm and Event Management
» No requirement

Scheduling
* No requirement

Trending
* No requirement

Device and Network Management

* Ability to respond.to ‘queries about its status

* Ability to respond-to requests for information about any of its objects
* Ability to respond to communication control messages

135-2016bi-1. Add Audit Reporting.

Rationale

The standard currently has no definitions for an interoperable controller and workstation based audit reporting |and

togging.

This addendum adds a new Audit Reporter object type and new audit notification services to report auditable actions. A
new Audit Log object type and a new audit query service is added to log and retrieve audit notifications.

Both BACnet clients and servers are allowed to report auditable actions. Servers report changes to local objects, clients
report successful and attempted changes along with extra information such as reason for change. The consumer of the

logs will be responsible for correlating the multiple entries for a single action.

Configuration of audit reporting is supported on a per object basis with different levels of auditing.
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[Insert new Clause 19.Y]
19.Y Audit Logging

Audit logging consists of recording records in audit logs which document the sequence of activities that affect the
system.

BACnet audit logging is made up of four actors: the client that requests the operation being logged (the operation

soufce), the server that performs the operation (the operation target), the logger that stores the audit records, and the
viewer that consumes the audit log. In this framework, both the operation source and the operation target are given thé
oppprtunity to provide audit log records to the audit logger. This allows BACnet devices to provide these features:

1) audit logging when either the operation source or the operation target does not support audit logging;

2) logging of extended audit information that is not available for reporting by the operation target;

3) recording of failed actions by the operation source when the operation target does not respond,;

4) recording of failed actions by the operation target where unauthorized operation seurces do not log
their attempts.

The| operation source generates audit log entries which describe the operation it requested and which optionally contain
extrp information including the BACnet object which is the source of the operation (if appli¢able), user identification (if
applicable), and a description of, or reason for, the operation.

The| server generates audit log entries which describe the operation it has been requésted to perform.

The| logger receives notifications from local and remote operation sources. and operation targets and places the
notiffications in Audit Log objects.

Opgration source side auditing is controlled via:

1) an Audit Reporter object in the operation source’device which generates the audit notifications; and
2) the Audit Notification Recipient propertysin.the operation source’s Device object.

Opdration target side auditing is controlled via:
1) configuration properties in the gbject operated upon by the operation being reported;
2) Audit Reporter objects which/generate the audit notifications; and

3) the Audit Notification Reeipient property in the operation target’s Device object.

The| following figures provide a diagrammatic overview of the architecture discussed in the rest of this clause.

Audit Logger Operation Source

(with auditing
Ej Ej support)

3

1) Saurce requests aneration

|3
Operation Target
(with auditing
support)

2) Target performs operation, reports audit
event, and returns result to source.
3) Source reports audit event.

Figure 19-Y1: General flow of operations and audit notifications
from both operation sources and operation targets.
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Audit Logger

00

Operation Source
(without auditing
support)

/.

Operation Target
(with auditing
support)

1) Source requests operation.
2) Target performs operation, reports audit
event, and returns result to source.

Figure 19-Y2: General flow of operations and audit notifications
from operation targets with no operation source notifications.

Audit Logger

0O

Operation Source
(with auditing
support)

~_,

Operation Target
(without auditing
suppart)

1) Source requests operation.

2) Target performs operation, and returns
result to source.

3) Source reports audit event.

Figure 19-Y3+General flow of operations and audit notifications
from operation source only.

Audit Logger

Audit Forwarder

Operation Source
(with auditing
support)

00
<

/2

s

Audit Forwarder

Operation Target
(with auditing

1) Source requests operation.

2) Target performs operation,
reports audit event to
forwarder, and returns result
to source.

3) Source reports audit event to
£, =

SUPPOTT)

4) Forwarders report audit
events to Audit Logger

Figure 19-Y4: General flow of operations and audit notifications
from both operation sources and operation targets with audit

forwarders.
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19.Y.1 Audit Notification Generation
Operation targets generate audit notifications for the following operations (subject to filtering):

1) a BACnet request for an operation type described in Table 19-Y3, which is executed successfully;

2) a local request for an operation type described in Table 19-Y3, which is successfully performed but which is
not the result of the normal operation of the object (for example, updating of an input object's Present Value
based on reading of the physical input would not be auditable, but the setting of the Present Value of a value

object by a local program would be auditable); and
3) any action the local device determines to be relevant in an audit log.

It i§ a local matter whether or not an operation target generates audit notifications for BACnet requests for an opération
typg¢ described in Table 19-Y3, which fail. It is important to consider when such operations will result in notifications as
this|could form the basis of a denial of service attack through the increased workload and network traffic fequired to
report the failed operations.

Opdration Sources generate audit notifications for the following operations (subject to filtering):

1) a BACnet request for an operation type described in Table 19-Y3, which is requested; and
2) any action the local device determines to be relevant in an audit log.

When reporting a successful operation, no result code is included in the audit notificatiors. When reporting a failed
operation, a result code shall be included.

19.Y.1.1 Audit Notification Generation Through Monitoring

It is| possible for a device that is not involved in the actions to monitor the network traffic and generate audit notifications
on Behalf of operation sources and/or operation targets.

Such a product is installed so that it is able to monitor all commuinications of interest that originate with an operation
soufce (or all operation sources), or all communications destinéd for an operation target (or all operation targets). When
BA(Cnet messages are detected which contain auditable_actions, the product generates audit records as if it were the
opetation source or the operation target device (depending*on which device it is performing auditing for.)

The| configuration and control of products that provide such functionality is outside the scope of this standard.
19.Y.2 Audit Reporter Objects

Audit notifications are generated by ‘Audit Reporter objects. Both operation source and operation target devices which
gengrate audit notifications contain~Auidit Reporter objects.

In the most basic case, there~will be a single Audit Reporter object responsible for all audit notifications. In complex
scefjarios, a device may liave’multiple Audit Reporter objects each generating audit notifications for a different set of
objgcts to allow for a fineprgranularity of control over audit notifications.

When a device supports audit reporting and is a BACnet client, exactly one Audit Reporter object shall have the
Audit_Source-Réporter property set to TRUE and is used for configuration of operation source audit reporting. An Audit
Reporter object’with this flag set shall not be deletable. If creation of Audit Reporter objects is supported by the device,
any|created”Audit Reporter objects shall have the Audit_Source Reporter flag set to FALSE.

All ations—to—an
Audit Level is not NONE.

Audit Reporter objects may optionally support delaying the sending of audit notifications so that multiple notifications
can be sent in a single request. The Maximum_Send Delay property limits how long audit notifications may be delayed.
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19.Y.3 Audit Notification Configuration

Any device which supports auditing shall contain at least one Audit Reporter object.

(E)

Auditing can be configured on a per Audit Reporter level and on a per object level. Group enabling and disabling of audit

reporting is controlled via the Audit_Level and Auditable Operations properties of the Audit Reporter objects.

Audit Level controls the level of audit reporting at the Audit Reporter or at the object level. When the Audit Level

property in the Audit Reporter object is NONE, the Audit Reporter object shall not generate any audit notifications,,
the exception of generating a notification when its Audit Level property is modified. When the Audit Level propert
an object (other than an Audit Reporter object) is NONE, the device shall not generate any audit notifications for
object, with the exception of generating a notification when the object’s Audit Level is modified.

The Auditable Operations property in an object controls which operations on the object an Audit* Reporter of
generates audit notifications for. If the property is not present, then the Auditable Operations propérty in the associ
Audit Reporter object is used instead. Irrespective of the value of an Auditable Operations, property, changes t
Auditable Operations property will always result in an audit notification by the server device if Audit Level is
NONE.

When a device is acting as an operation source, the Auditable Operations property 6fithe Audit Reporter object, with
Audit_Source Reporter property set to TRUE, controls which operations initiated*by the device will be reported.
Auditable Operations property of the target object has no impact on the audit\notifications generated by the opera
source.

The Audit Priority Filter property specifies the priorities for which. audit notifications will be generated for
operations. Any auditable write operation to the commandable prdperty of an object with a priority associated with

set to 0 in this property shall not result in an audit notification{ For example, if bit 7 of this property is set and bit |
not set, a manual override at priority 8 would result in an audit notification, whereas a WriteProperty request at pri
11 would not (the difference in the bit numbers versus, the.priorities in this example is due to bits being 0-based
priorities being 1-based). This property has no effect on the auditing of non-write operations nor on the auditin

ith
y in
the

ject
hted
an
not

the
The
tion

rite

bit
01is
rity
and
b of

operations on properties other than commandable~properties. If this property is not present in an object with a

commandable property, then no command priority, based audit filtering will be applied. The purpose of this property
allow normal control actions to occur without audit notifications being generated while ensuring that override actions
audited.

The Audit Level property determines.which properties in the object are auditable. Irrespective of the value of
property, changes to this property shall always result in an audit notification by the server device.

Table 19-Y1. Audit Level

Operation Comment
NONE No operations on the object will result in
audit notifications except for the noted
modifications to the audit configuration.
DEFAULT The value for the audit level for this
object is taken from the Audit Level
property of the associated Audit
Reporter object.
AUDIT _CONFIG Operations on configuration properties
will result in audit notifications.

s to
are

this

Operations on the Present Valne will

not result in audit notifications unless
Present_Value has been designated as a
configurable item for the product.
AUDIT ALL Operations on all properties will result in
audit notifications.

The BACnetAuditLevel enumeration is extensible providing a method for vendors to specify new audit levels for obj

ects

that require them. No extensible audit level value shall be equivalent to NONE (result in no auditable operations on the

object.)
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For the audit level AUDIT CONFIG, it is a local matter whether or not any given property in an object is considered a
configuration property. This is a local matter specifically to allow implementations to make this designation based on the
needs of the specific application of the product.

19.Y.4 Audit Notifications

The parameters sent in an audit notification are described in Table 19-Y2.

Table 19-Y2. Audit Notification Parameters

Parameter

Data Type

Value

Sq

urce Timestamp

BAChnetTimeStamp

The time the operation was requested by the operation
source.

This field shall not be included in operation target
notifications unless the source and target \ate the same
device.

T4

rget Timestamp

BACnetTimeStamp

The time the operation was performed’ by the operation
target.

This field shall not be included in operation source
notifications unless the Squrce and target are the same
device.

Sq

urce Device

BACnetRecipient

The device requesting the operation.

If known, the“BACnetObjectldentifier form shall be
provided:

N

urce Object

BAChnetObjectldentifier

The aqbject requesting the operation. This field shall not
be, included in operation target notifications, unless the
source and target are the same device, or when there is
110 source object to report.

0)

peration

BACnetAuditOperation

The operation being requested.

N

urce Comment

CharacterString

A human readable description of the operation. This
value may be system generated. For systems where
human comments are required for documenting actions
such as required by some pharmaceutical installations,
the human entered comment shall be provided in this
parameter in addition to any system generated comment.
For GENERAL operation audit notifications, this field
shall include a system generated description of the
operation.

T4

rget Comment

CharacterString

A human readable description of the operation.

For GENERAL operation audit notifications, this field
shall include a system generated description of the
operation.

In

voke Id

Unsigned8

The invoke id from the service request that resulted in
this audit record. This provides the ability to more easily
match operation source and operation target audit
records.

This field shall not be included in operations consisting
of unconfirmed service requests.

This field shall not be included if the source and target
are the same device.

28
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Parameter Data Type

Value

Source User Id Unsigned16

The user performing the operation. The value in this field
depends on the user authentication model in use. See
Clause 24.14 on user authentication for information on
this value.

This field shall not be included if no user identification is
available

Source User Role Unsigned8

The role of the user performing the operation. The Value
in this field depends on the user authentication model|in
use. See Clause 24.14 on user authentication for
information on this value.

This field shall not be included-. if* no wuser role
information is available.

Target Device BACnetRecipient

The target device of the operation:

If known, the BACnetObjectldentifier form shall pe
provided.

Target Object BACnetObjectldentifier The target object of,the operation. This field shall pe
absent if the target(s not an object.

Target Property BACnetPropertyReference The target of-the operation if it is targeted at a property.
This field shall’be absent if the target is not a property.

Target Priority Unsigned(1..16) For operations which include a priority (such as wher] a
command occurs) this field is present and contains E:e
provided priority. This field may be absent if the
provided priority is 16.

Target Value ABSTRACT-SYNTAX.&Type ) For operations which include a value (such as when a

write occurs) this field is present and contains the n¢w
value.

When the value being written is larger than 32 encoded
octets, it is a local matter whether the target value|is
included in the audit notification. This allowance |is
included so that large audit notifications can be avoided
where the data value is large.

Audit loggers may discard this parameter value iff it
exceeds 500 octets when not acting as a forwarder.

Current Value ABSTRACT-SYNTAX.&Type

When an operation includes a value (such as when| a
write occurs) and the current value (before the operatign)
of the target property is known, this field is present apd
contains the current property value.

When the current value is larger than 32 encoded octets,
it is a local matter whether the current value is includied
in the audit notification. This allowance is included [so
that large audit notifications can be avoided where the
data value is large.

Audit loggers may discard this parameter value if it
exceeds 500 octets when not acting as a forwarder.

Result Error

When the operation fails, this field shall be present and
indicates the error that occurred.
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19.Y.5 Audit Operations

The 'Operation' field of an audit notification indicates the operation requested or performed. The mapping of standard
BAChnet services to the BACnetAuditOperation enumeration is shown in Table 19-Y3. When a service allows multiple
object or property targets (e.g., ReadPropertyMultiple, WritePropertyMultiple, etc.), each target shall be reported in a
separate notification.

Table 19-Y3. Service to Audit Operation Mapping

Audit Operation BAChnet Service Comment

RHAD ReadProperty When reporting a file operation, no 'Target Property:
ReadPropertyMultiple value is provided.
ReadRange
AtomicReadFile This setting should be used with caution as it gan result
AuditLogQuery in a large increase in network traffic.

WRITE WriteProperty When reporting a file operation, no 'Target Property’,
WritePropertyMultiple 'Target Value', or 'Current Value' valuéshare provided.
AtomicWriteFile
WriteGroup These entries can be discarded if the' write operation does
AddListElement not result in a change (the()Parget Value' equals the
RemoveListElement 'Current Value', and re-writing the property has no side-

effects).

CHEATE CreateObject Initial values are nof provided in a CREATE operation
audit record. Initialvalues may be optionally reported by
reporting WRITE operations.

DHLETE DeleteObject No 'Target Property', 'Target Value', or 'Current Value'
values ar€ provided.

LIFE SAFETY LifeSafetyOperation The 'Tatget Value' shall include the 'Requesting Process
Identifier' and  'Request’  parameters in a
BACnetLifeSafetyOperationInfo sequence.

The 'Source Comment' shall be set to, or include, the
‘Requesting Source’ parameter value.

ACKNOWLEDGE ALARM | AcknowledgeAlarm The 'Target Value' shall include the ‘Event State

Acknowledged’, and ’Timestamp’ parameters in a

BACnetAcknowledgeAlarmInfo sequence.

The 'Source Comment' shall be set to, or include, the
‘Acknowledgement Source’ parameter value.

DH

VICE DISABLE COMM

DeviceCommunicationControl

Used when a DISABLE or DISABLE_INITIATION
DeviceCommunicationControl operation is performed.

No 'Target Object', 'Target Property', 'Target Value', or
'Current Value' values are provided.

DJ

VICE_ENABLE.COMM

DeviceCommunicationControl

Used when an ENABLE DeviceCommunicationControl
operation is performed, or when a DISABLE or
DISABLE INITIATION DeviceCommunicationControl
operation's lifetime expires.

No 'Target Object, 'Target Property', 'Target Value', or

‘current vValue' values are provided.

DEVICE RESET

ReinitializeDevice

WARMSTART and COLDSTART options of the
ReinitializeDevice service. An audit record is generated
when the device is reset for any reason.

No 'Target Object', 'Target Property', 'Target Value', or
'Current Value' values are provided.

30

© IS0 2020 - All rights reserved



https://standardsiso.com/api/?name=dfb8aed5b7374f915db3d43c7f8a2606

ISO 16484-5:2017/Amd.1:2020(E)

Audit Operation

BACnet Service

Comment

DEVICE BACKUP

ReinitializeDevice

START BACKUP, ABORT BACKUP, or
END BACKUP options of the ReinitializeDevice
service.

No 'Target Object', 'Target Property', 'Target Value', or
'Current Value' values are provided.

RemitializeDevice

DEVICE RESTORE

START RESTORE,_ABORT RESTORE,

END RESTORE options of the ReinitializeDevice
service.

No 'Target Object’, 'Target Property', 'Target Value', of
'Current Value' values are provided.

SUBSCRIPTION

SubscribeCOV
SubscribeCOVProperty

The 'Target Value' parameter shallbe of type
BOOLEAN and indicates whether (FRUE) the operatjon
is a subscription, or (FALSE)\ the operation is |an
unsubscription. Subscription timeouts shall be reporfed
as unsubscriptions.

No 'Current Value' parameter is provided.

NOTIFICATION

Event Notification
COV Notification

Receipt of event |notification and COV notificatjon
messages are troated as source auditable operatiops;
whereas the generation of event notifications and CQV
notificatiofisare treated as target auditable operations.

This setting should be used with caution as it can reqult
in-adarge increase in network traffic.

The 'Target Property' shall be the Event State propefty,
and the 'Target Value' shall be the new Event State.

AUDITING_FAILURE

Used to report that audit records were dropped.

The 'Target Timestamp' field is used to report the timg of
earliest record that was dropped.

=

The 'Source Device' and 'Target Device' fields are sef
reference the local device.

(0]

The 'Current Value' field is set to an Unsigned count] of
the number of records dropped.

NETWORK CHANGES

Used to report changes to Network Port objects whjch
are a result of something other than application layer
BACnet services (such as BVLL messages |or
registration timeouts).

GENERAL

Any other actions that the device needs to report to fhe
audit log.

Given the non-standard nature of this audit record typd, it
is important that information be formatted into the
'Comment' parameter.

Where a device reports a wide variety of other actions, or
there is a large variation in the expected frequency of
different types of actions, it is recommended that
implementers provide a method of configuring which
actions result in notifications when the GENERAL
operation notifications are enabled.
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19.Y.6 High Volume Situations

Under some high traffic conditions, a device might be unable to generate audit notifications for all auditable actions due
to local resource constraints. When such a condition exists, the device shall selectively drop audit records attempting to
keep the most important records for distribution to the audit logger. The device shall report to the audit logger the number
of dropped records using an audit notification with an operation of AUDITING FAILURE.

Except for notifications mandated by this standard for changes in audit settings, the relative priority of audit notifications
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local matter, it is suggested that when dropping notifications, non-modification audit notifications should be dropped
(e.g., audit operation is READ, NOTIFICATION, etc.). Audit notifications that are mandated by this standard fof
hges in audit settings shall be deemed to be the highest priority records and the newest of these shall be the dast
rds to be dropped.

.7 Audit Logs

y.7.1 Audit Logger

logging device is the central repository for audit logs. Since it is expected that audit logs will b€ very large, such a
ce is expected to have a large amount of storage dedicated to audit logging.

general structure is that one or more Audit Log objects exist in the audit logger into which received audit

notifications are placed. It is a local matter how many and which Audit Log objects ahy particular audit notification is

pladed into with the exception that, for any specific object, there is at least one Audit Log object which contains the
conjplete audit history for the object.

Audit loggers differ from other loggers in that archiving of audit log recetds is accomplished by operation sources and
opefation targets pushing notifications to the logger and BUFFER READY"is not used to inform archival loggers of new
notification records. Also, given that auditing should not be interrupted, there is no support for the Stop When Full
fungtion.

19.Y.7.2 Audit Forwarder

An

The
to 4
Log

Aud
aud
nety

Aud
fory

Wh
rout

hudit forwarder is a specialized audit logger that is ys¢d to reduce network traffic caused by audit logging.

audit forwarder collects audit notifications frém multiple requests into an Audit Log object and then forwards them
parent audit logger. Once forwarded suce¢ssfully, audit notifications may be removed from the forwarder’s Audit
object.

it forwarders are not required to support the audit querying functionality and as such are not considered a source of
t information for audit reporting. The audit forwarder is simply used for reducing the impact of audit reporting on
vork usage.

it forwarders shall wot-discard, or change, parameter values in audit notifications from other devices when
yarding the notifications.

le audit forwarder functionality can be placed in any device in the system, it is recommended that it be placed in
ers as this/minimizes the impact on network traffic.

.Y.7.3 Audit Logger Hierarchies

different

audit loggers, there will be two distinct records of the operation in two different audit loggers. If there is to be a

consolidated log, then a hierarchy of audit loggers shall be setup. A complete log with all audit record pairs will only be
available in the topmost audit logger in the hierarchy. The hierarchy is achieved through the Member Of property of the
Audit Log object.

19.Y.8 Security of Audit Notifications

The BACnet audit logging framework does not provide any security. Security of the network shall be achieved through
other means such as the security framework described in Clause 24.

32 © IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=dfb8aed5b7374f915db3d43c7f8a2606

ISO 16484-5:2017/Amd.1:2020(E)

Given that values are stored in Audit Logs, care should be taken in configuring access to Audit Log objects so
information that needs to be restricted can be.

[Insert into Clause 3.2]

that

persistent: when used to describe property values, the property value is stored in non-volatile storage so as to survive device

resets and power failures.

[Modify Table 12-13]

|| Audit_Notification_Recipient BACnetRecipient o0*

22 If present, this property shall be writable.

* This property shall be present if, and only if, the device supports audit reporting.

[Add new Clause 12.11.X1]
12.11.X1  Audit_Notification_Recipient
This property, of type BACnetRecipient, specifies the audit logging device to which audit notifications are sent.

When this property is changed, an audit notification shall be generated and it shall be either globally broadcast, or sef
both the original audit notification recipient and the new audit'otification recipient.

If this property is present, it shall be writable.

[Add new Clause 12.X]

12.X Audit Reporter Object Type
The Audit Reporter object type defines a standardized object whose properties represent the externally visible 4
settings for a BACnet device which reports auditable actions. BACnet devices which report auditable actions §

contain at least one Audit Reporter object. A detailed description of BACnet audit reporting can be found in Clause 1

Audit Reporter objects may optionally support intrinsic reporting to facilitate the reporting of fault conditions. Al
Reporter objects thatsupport intrinsic reporting shall apply the NONE event algorithm.

The Audit Reporter object and its properties are summarized in Table 12-X and described in detail in this clause.

it to
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Table 12-X. Properties of the Audit Reporter Object Type

Property Identifier Property Datatype Conformance Code
Object_Identifier BAChnetObjectldentifier R
Object Name CharacterString R
Object Type BACnetObjectType R
Description CharacterString 0]
Stetas—Elaes BACretStatusilass R
Reliability BACnetReliability R
Hvent State BAChnetEventState R
Audit Level BAChnetAuditLevel R
Audit Source Reporter BOOLEAN R
Auditable Operations BACnetAuditOperationFlags R
Audit Priority Filter BACnetPriorityFilter R
Ipsue_Confirmed Notifications BOOLEAN R
Nlonitored Objects BACnetARRAY[N] of BACnetObjectSelector O
Maximum_Send Delay Unsigned o!?
Yend Now BOOLEAN o!?
Hvent Detection_Enable BOOLEAN 033
Notification_Class Unsigned 033
Hvent Enable BACnetEventTransitionBits 0%
Acked Transitions BACnetEventTransitionBits 0%
Notify Type BACnetNotifyType 033
Hvent Time Stamps BACnetARRAY([3] of BACnetFinieStamp 033
Hvent Message Texts BACnetARRAY([3] of CharacterString 0*3
Hvent Message Texts Config BACnetARRAY[3] of CharacterString O3
Reliability Evaluation Inhibit BOOLEAN o
Hroperty List BACnetARRAY[NJofBACnetPropertyldentifier R
Tags BACnetARRAY[N] of BACnetNameValue 0]
Hrofile Location CharacterString o
Hrofile Name CharacterString o
! If present, these properties shall be writable:
2 If the object supports delaying of auditmotifications, then these properties shall be present.
3 These properties are required if the/object supports intrinsic reporting.
4 This property, if present, is requited to be read-only.
5 These properties shall be present only if the object supports intrinsic reporting.
12.X.1 Object_Identifier
Thi$ property, of type BAEnetObjectldentifier, is a numeric code that is used to identify the object. It shall be unique
within the BACnet deviee that maintains it.
12.X.2 Object \Name
Thi$ propesty, of type CharacterString, shall represent a name for the object that is unique within the BACnet device that
maiptains, it. The minimum length of the string shall be one character. The set of characters used in the Object Name

shall be’restricted to printable characters.

12.X.3 Object_Type

This property, of type BACnetObjectType, indicates membership in a particular object type class. The value of this
property shall be AUDIT REPORTER.

12.X.4 Description

This property, of type CharacterString, is a string of printable characters whose content is not restricted.
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12.X.5 Status_Flags

This property, of type BACnetStatusFlags, represents four Boolean flags that indicate the general "health" of the A

udit

Reporter object. Three of the flags are associated with the values of other properties of this object. A more detailed status
could be determined by reading the properties that are linked to these flags. The relationship between individual flags is

not defined by the protocol. The four flags are

{IN_ALARM, FAULT, OVERRIDDEN, OUT OF SERVICE}

where:

IN_ALARM Logical TRUE (1) if the Event_State property is present and does not have a valuelef NORM
otherwise logical FALSE (0).

FAULT Logical TRUE (1) if the Reliability property is present and does, not have a valud

NO FAULT DETECTED, otherwise logical FALSE (0).
OVERRIDDEN Logical FALSE (0).
OUT _OF SERVICE Logical FALSE (0).

If the object supports event reporting, then this property shall be the pStatusFlags parameter for the object's e
algorithm. See Clause 13.3 for event algorithm parameter descriptions.

12.X.6 Reliability

The Reliability property, of type BACnetReliability, provides{an'indication that the properties of the Audit Rep
object are in a consistent state and whether the object is operating properly.

If this Audit Reporter object is enabled and configured to monitor one or more objects that another enabled A
Reporter object is also configured to monitor, then thisproperty shall have the value CONFIGURATION ERROR.

If the Audit Reporter object is enabled and the device is unable to resolve the Audit Notification Recipient device,
this property shall have the value CONFIGURATION ERROR.

If the Audit Reporter object fails to ‘successfully send audit notifications, or fails to receive acknowledgements W
using ConfirmedAuditNotificationteguests, the Reliability property shall be set to COMMUNICATION FAILURE.
existence of this reliability condition shall not stop the object from attempting to send audit notifications. It is a |
matter whether or not the object will retry sending of audit notifications.

12.X.7 Event_State

The Event_State @roperty, of type BACnetEventState, is included in order to provide a way to determine whether
object has an active event state associated with it (see Clause 13.2.2.1). If the object supports event reporting, then
Event_State(pnoperty shall indicate the event state of the object. If the object does not support event reporting, then
value of thisproperty shall be NORMAL.

12.X38 Audit_Level
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This property, of

DEFAULT.

type BACnetAuditLevel

, specifies the level of auditing to perform for all objects this Audit Repqg

This property shall not have the value DEFAULT.
If not configurable, this property shall not have the value NONE.

For details on auditing and the use of this property, see Clause 19.Y.2.
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12.X.9 Audit_Source_Reporter

This read-only property, of type BOOLEAN, indicates whether (TRUE) or not (FALSE) this audit reporter object is the
reporter object which controls operation source audit reporting.

If this property is TRUE, this object generates notifications for auditable operations initiated by this device.

For details on auditing and the use of this property, see Clause 19.Y.2.

12.X.10 Auditable_Operations
Thi$ property, of type BACnetAuditOperationFlags, specifies the operations that the object will report.

If npt configurable, the values of the READ, NOTIFICATION, and SUBSCRIPTION bits shall be 0, and tlie. WRITE,
CREATE, DELETE, and ACKNOWLEDGE ALARM bits shall be 1.

For|details on auditing and the use of this property, see Clause 19.Y.3.
12.X.11 Audit_Priority_ Filter

Thi$ property, of type BACnetPriorityFilter, specifies the auditable command priorities”for write operations on the
conjmandable property of the objects for which this object performs audit reporting.\Bits which are set indicate the
pridrities for which audit notifications will be generated. The bit number is 1 less than the priority it is associated with
(bit|7 is associated with priority 8).

For|details on auditing and the use of this property, see Clause 19.Y.3.
12.X.12 Issue_Confirmed_Notifications

This property, of type BOOLEAN, shall convey whether confirmed (TRUE) or unconfirmed (FALSE) audit notifications
shall be issued.

12.X.13 Monitored_Objects

Thi$ property, of type BACnetARRAY of BACnetObjectSelector, is used to indicate the objects that the Audit Reporter
objgct will generate notifications for.

If the array is of length 0, or all entries in_the array are NULL entries, then the Audit Reporter object does not generate
notiffications for any objects in the device:

Entfies of type BACnetObjectldentifier indicate specific objects that are reportable by the Audit Reporter object. Entries
of type BACnetObjectType indicate that all objects of the specified type are reportable by the Audit Reporter object.
Entfies of type NULL aredgnored.

If tlere are multiple{Auidit Reporter objects which are configured to report for a specific object, only the one with the
lowpst object instaunce shall generate notifications for the object. This allows a generic catch-all Audit Reporter object to
be ¢reated with\& high instance number and lower instance number Audit Reporter objects which provide customized
aud]t reporting for specific objects.

12.X.44 Maximum_Send_Delay

This property, of type Unsigned, specifies the maximum amount of time, in seconds, that the Audit Reporter object will
delay sending audit notifications for the purpose of batch sending notifications.

The value in this property does not mandate that notifications shall be delayed, but rather allows the object to delay
sending of notifications by up to the specified number of seconds.

This property shall support all values in the range 0 to 3600.
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12.X.15 Send_Now

This property, of type BOOLEAN, when written to TRUE, forces the Audit Reporter object to send any and all audit
notifications that are being delayed. After all delayed audit notifications are sent, the Audit Reporter object resets the
property to FALSE.

It is a local matter whether or not the Audit Reporter object stops attempting to immediately send its delayed notifications
if the value is written to FALSE.

12.X.16 Event_Detection_Enable

This property, of type BOOLEAN, indicates whether (TRUE) or not (FALSE) intrinsic reporting is enabled, inthe ofject
and controls whether (TRUE) or not (FALSE) the object will be considered by event summarization serviees.

This property is expected to be set during system configuration and is not expected to change dynamically.

When this property is FALSE, Event State shall be NORMAL, and the propérties Acked Transitipns,
Event Time Stamps, and Event Message Texts shall be equal to their respective initial eonditions.

12.X.17 Notification_Class

This property, of type Unsigned, shall specify the instance of the Notification'€lass object to use for event-notificatjon-
distribution.

12.X.18 Event_Enable

This property, of type BACnetEventTransitionBits, shall convey three flags that separately enable and disable| the
distribution of TO_OFFNORMAL, TO FAULT, and TO NORMAL notifications (see Clause 13.2.5). A device is
allowed to restrict the set of supported values for this propetty but shall support (T, T, T) at a minimum.

12.X.19 Acked_Transitions

This read-only property, of type BACnetEventTransitionBits, shall convey three flags that separately indicate|the
acknowledgment state for TO_ OFFNORMAL; TO FAULT, and TO NORMAL events (see Clause 13.2.2.1.5). Hach
flag shall have the value TRUE if no evenf of that type has ever occurred for the object.

12.X.20 Notify_Type

This property, of type BACnetNotifyType, shall convey whether the notifications generated by the object should be
Events or Alarms. The yalue of the property is used as the value of the Notify Type' service parameter in eyent
notifications generated/by the object.

12.X.21 Event_Time Stamps

This read-enly property, of type BACnetARRAY[3] of BACnetTimeStamp, shall convey the times of the |last
TO_OFFNORMAL, TO FAULT, and TO NORMAL events (see Clause 13.2.2.1). Timestamps of type Time or Date
shall haye X'FF' in each octet, and Sequence Number timestamps shall have the value 0 if no event of that type has ¢ver
occurred for the object.

12.X.22 Event_Message Texts

This read-only property, of type BACnetARRAY([3] of CharacterString, shall convey the message text values of the last
TO_OFFNORMAL, TO FAULT, and TO NORMAL events (see Clause 13.2.2.1). If a particular type of event has yet
to occur, an empty string shall be stored in the respective array element.

12.X.23 Event_Message Texts_Config
This property, of type BACnetARRAY([3] of CharacterString, contains the character strings which are the basis for the
'Message Text' parameter for the event notifications of TO_ OFFNORMAL, TO FAULT, and TO NORMAL events,

respectively, generated by this object. The character strings may optionally contain proprietary text substitution codes to
incorporate dynamic information such as date and time or other information.
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12.X.24 Reliability Evaluation_Inhibit

This property, of type BOOLEAN, indicates whether (TRUE) or not (FALSE) reliability-evaluation is disabled in the
object. This property is a runtime override that allows temporary disabling of reliability-evaluation.

When reliability-evaluation is disabled, the Reliability property shall have the value NO FAULT DETECTED unless
Out Of Service is TRUE and an alternate value has been written to the Reliability property.
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K.25 Property_List

read-only property is a BACnetARRAY of property identifiers, one property identifier for each property that exists
jin the object. The Object Name, Object Type, Object Identifier, and Property List properties are not included ‘in
ist.

K.26 Tags

property, of type BACnetARRAY of BACnetNameValue, is a collection of tags for the object. )See Clause Y.1.4
restrictions on the string values used for the names of these tag and for a description of tagging and the mechanism by
Ch tags are defined.

h entry in the array is a BACnetNameValue construct which consists of the tag namecand an optional value. If the tag
pfined to be a "semantic tag" then it has no value, and the "value" field of the BACnetNameValue shall be absent.

le some tags may be known in advance when a device is manufactured, it s’ recommended that implementations
sider that this kind of information might not be known until a device-is deployed and to provide a means of
figuration or writability of this property.

K.27 Profile Location

property, of type CharacterString, is the URI of the location of an xdd file (See Clause X.2) containing the definition
he CSML type specified by the Profile Name property-and’ possible other information (See Annex X). The URI is
ficted to using only the "http", "https", and "bacnet" URI*schemes. See Clause Q.8 for the definition of the "bacnet"
scheme.

Profile Location value is not provided for a particular object, then the client shall use the Profile Location of the
ice object, if provided, to find the definitionlof the Profile Name.

K.28 Profile Name

property, of type CharacterString, is the name of an object profile to which this object conforms. To ensure
[ueness, a profile name shall'begin with a vendor identifier code (see Clause 23) in base-10 integer format, followed
dash. All subsequent characters are administered by the organization registered with that vendor identifier code. The
Hor identifier code that-prefixes the profile name shall indicate the organization that publishes and maintains the
ile. This vendor identifier need not have any relationship to the vendor identifier of the device within which the
ct resides.

rofile defimes\a set of additional properties, behavior, and/or requirements for this object beyond those specified here.

standardydefines only the format of the names of profiles. If the Profile Location property of this object or the
ice objeet is present and nonempty, then the value of this property shall be the name of a CSML type defined in an
fite referred to by the Profile Location property.

[Add new Clause 12.Y]

12.Y  Audit Log Object Type

An

Audit Log object combines audit notifications from operation sources and operation targets and stores the combined

record in an internal buffer for subsequent retrieval. Each timestamped buffer entry is called an audit log "record."”

38
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Each Audit Log object maintains an internal, persistent, optionally fixed-size log buffer. This log buffer fills or grows as

audit log records are added. If the log buffer becomes full, the least recent log records are overwritten when new
records are added. Log buffers are transferred as a list of BACnetAuditLogRecord values using the ReadRange

log
and

AuditLogQuery services. Each log record in the log buffer has an implied sequence number that is equal to the value of
the Total Record Count property immediately after the record is added. See Clause 19.Y for a full description of how

audit notifications are added to audit logs.

As records are added into the log, the Audit Log object will scan existing entries for a matching record. A record

match if:

1) the record contains the timestamp for the opposite actor (the record contains the operation so
timestamp when merging in an operation target notification and vice-versa);

2) the operation-source, operation, invoke-id, target-device, target-property, are all equal;

3) if the user-id, user-role, target-value fields are provided in both notifications then they. are equal; an

4) if the source-timestamp and target-timestamp values are approximately equal, (/- APDU_Timeo
2).

If a match is found, the existing log record is updated. Otherwise, a new record is created/ If a match is found, a
already contains both an operation source and an operation target portion, then the notifieation is dropped. When crea
a new record, those fields which are not supplied in the notification (such as th€*Source Timestamp' when a se
notification is received) shall be absent from the record. When updating an existing record, those fields not supplie
the original notification are updated from the new notification, if present. For the 'Current Value' field, a value prov
by the operation target device shall always take precedence over a value(provided by an operation source device
such, if the values provided in the peer notifications differ, the operatiomtarget value shall be the one used in the reco

Logging may be enabled and disabled through the Enable property. Audit Log enabling and disabling is recorded in
audit log buffer.

Unlike other log objects, Audit Log objects do not use the BUFFER_READY event algorithm.

The acquisition of log records by remote devices has o effect upon the state of the Audit Log object itself. This all
completely independent, but properly sequential, access to its log records by all remote devices. Any remote device
independently update its log records at any time:

Audit Log objects may optionally suppotf) forwarding of audit notifications to “parent” audit logs. This function
improves the reliability of the audit system by allowing intermediaries to buffer audit notifications in the case wherd
ultimate audit logger is offline for-asshort period of time. It is expected that intermediaries be capable of storing a lal
number of records than devices which report auditable actions. It is also useful for buffering of audit notifications so
can be sent in bulk to the patent audit log. When operating in this mode, with the Delete On_Forward property sq
TRUE, the object is not required to perform audit notification matching and combining.

Audit Log objects may optionally support intrinsic reporting to facilitate the reporting of fault conditions. Audit
objects that suppettintrinsic reporting shall apply the NONE event algorithm.

The Audit I€0g 6bject and its properties are summarized in Table 12-Y and described in detail in this subclause.
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Table 12-Y. Properties of the Audit Log Object Type

Property Identifier Property Datatype Conformance Code
Object_Identifier BAChnetObjectldentifier R
Object Name CharacterString R
Object Type BACnetObjectType R
Property List BACnetARRAY[N] of BACnetPropertyldentifier R
Beseription ChearaeterStrine O
Status Flags BACnetStatusFlags R
Event State BAChnetEventState R
Reliability BACnetReliability 0]
Enable BOOLEAN \
Buffer Size Unsigned32 R
[Log Buffer BACnetLIST of BACnetAuditLogRecord R
Record Count Unsigned64 R
Total Record Count Unsigned64 R
Member Of BAChnetDeviceObjectReference 0}
Delete_ On_Forward BOOLEAN o!?
[ssue_Confirmed Notifications | BOOLEAN 0!
Event Detection_Enable BOOLEAN 034
Notification_Class Unsigned 034
Event Enable BAChnetEventTransitionBits 0%
Acked Transitions BAChnetEventTransitionBits 03
Notify Type BACnetNotifyType (030
Event Time Stamps BACnetARRAY([3] of BACnetTiméStamp (030
Event Message Texts BACnetARRAY(3] of CharaeterString o
Event Message Texts Config [BACnetARRAY[3] of CharacterString o*
Event Detection_Enable BOOLEAN 0%
Reliability Evaluation Inhibit |BOOLEAN 0°
Audit Level BACnetAuditLetel o’
Auditable Operations BAChnetAuditOperationFlags o’
Tags BACnetARRAY[N] of BACnetNameValue 0]
Profile Location CharacferString o
Profile Name CharacterString o

12.)

1

records.

P Y T N o)

Y.1 ~Object_Identifier

Thi

These properties shalltbe present if the object supports forwarding.
2 This property shallbg-tead-only and TRUE if the object does not support matching and combining of

These properties are required if the object supports intrinsic reporting.
These properties shall be present only if the object supports intrinsic reporting.
This prOperty, if present, is required to be read-only.

If this property is present, then the Reliability property shall be present.
This property shall be present only if the device supports audit reporting.

within the BACnet device that maintains it.

12.Y.2 Object_Name

This property, of type CharacterString, shall represent a name for the object that is unique within the BACnet device that
maintains it. The minimum length of the string shall be one character. The set of characters used in the Object Name

shall be restricted to printable characters.
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12.Y.3 Object_Type

This property, of type BACnetObjectType, indicates membership in a particular object type class. The value of this
property shall be AUDIT LOG.

12.Y.4 Property_List

This read-only property is a BACnetARRAY of property identifiers, one property identifier for each property that exists

within the object. The Object Name, Object Type, Object Identifier, and Property List properties are not includefd in
the list.

12.Y.5 Description

This property, of type CharacterString, is a string of printable characters whose content is not restricted:
12.Y.6 Status_Flags

This property, of type BACnetStatusFlags, represents four Boolean flags that indicate the general "health" of an Ajudit
Log object. The IN. ALARM and FAULT flags are associated with the values of other properties of this object. A more
detailed status may be determined by reading the properties that are linked to thése flags. The relationship betwWeen

individual flags is not defined by the protocol. The four flags are

{IN_ALARM, FAULT, OVERRIDDEN, OUT, OF SERVICE}

where:

IN_ALARM Logical FALSE (0) if the Event_State property has a value of NORMAL, otherwise logical TRUE
(.

FAULT Logical TRUE (1) if the Reliability property is present and does not have a valug of

NO FAULT DETECTED, otherwise logical FALSE (0).
OVERRIDDEN The value of this flag shall‘be Logical FALSE (0).
OUT _OF SERVICE The value of this fldg)shall be Logical FALSE (0).

If the object supports event reporting, then this property shall be the pStatusFlags parameter for the object's eyent
algorithm. See Clause 13.3 for event algorithm parameter descriptions.

12.Y.7 Event_State
The Event_State preperty, of type BACnetEventState, is included in order to provide a way to determine whether|this
object has an actiVe event state associated with it (see Clause 13.2.2.1). If the object supports event reporting, thenj the
Event_State property shall indicate the event state of the object. If the object does not support event reporting, then the
value of thigptoperty shall be NORMAL.
12.Y.8~ Reliability

The-Reliability property, of type BACnetReliability, provides an indication that the properties of the Audit Log object are
in a consistent state and whether the object is operating properly.

If the Audit Log object is enabled and configured to forward audit notifications, and the device is unable to resolve the
Member_ Of device, then this property shall have the value CONFIGURATION ERROR.

If the Audit Log object, when configured to forward audit notifications, fails to successfully send audit notifications, or
fails to receive acknowledgements when using ConfirmedAuditNotification requests, the Reliability property shall be set
to COMMUNICATION FAILURE. The existence of this reliability condition shall not stop the object from attempting
to send audit notifications. It is a local matter whether or not the object will retry sending of audit notifications.
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12.Y.9 Enable

This property, of type BOOLEAN, indicates and controls whether (TRUE) or not (FALSE) logging is enabled. Logging
occurs if and only if Enable is TRUE. Log_Buffer records of type log-status are recorded without regard to the value of
the Enable property.

12.Y.10 Buffer_Size

Thi$ property, of type Unsigned32, shall specify the maximum number of log records the log buffer may hold. If
wrifable, it may not be written when Enable is TRUE. The disposition of existing log records when Buffer Size is writterd
is aflocal matter.

For[products that support very large log objects, the value 2¥2-1 is reserved to indicate that the buffer size is unknown and
is cpnstrained solely by currently available resources.

12.Y.11 Log_Buffer

Thi$ property, of type BACnetLIST of BACnetAuditLogRecord, is a list of timestamped log récords of datatype
BA(CnetAuditLogRecord, each of which conveys the audit notification parameters or statuschanges in the Audit Log
objgct. Each log record has data fields as follows:

Timjestamp The local date and time that the entry was placed into the audit log.
Log Datum The audit notification information, or a change in status or operation 0f the Audit Log object itself.
The choices available for the 'Log Datum' are listed below:

log-status This choice represents a change in the status or operation of the Audit Log object.
Whenever one of the events represented by the flags listed below occurs, a log record
shall be appended to the buffer.

LOG DISABLED This flag is changed whenever collection of log records by the
Audit Log object is enabled or disabled. It shall be TRUE if
‘Enable is FALSE; otherwise it shall be FALSE.

BUFFER PURGED This flag shall be set to TRUE whenever the log buffer is
cleared. After this value is recorded in the log buffer, the
subsequent immediate change to FALSE shall not be recorded.
A log record indicating the purging of the log buffer shall be
placed into the log buffer even if logging is disabled, the local
time is outside of the time range defined by the Start Time and
Stop_Time properties, or the log buffer was completely empty
before the request for clearing.

LOG INTERRUPTED This flag indicates that the collection of log records by the Audit
Log object was interrupted by a power failure, device reset,
object reconfiguration, or other such disruption, such that
samples prior to this log record might have been missed.

audit-notification =~ This choice represents an audit notification that was received. It consists of the audit

mformation from the oD a d aVa¥s a age Q e d

ConfirmedAuditNotification and/or UnconfirmedAuditNotification requets. If he audit
notification was generated locally, this choice shall hold what would be received if the
Audit Log object existed on a remote device.

time-change This choice represents a change in the clock setting in the device, records the number of
seconds and fraction of a second by which the clock changed. If, and only if, the number
is not known, such as when the clock is initialized for the first time, the value recorded
shall be 0.0. This log record shall be recorded after changing the local time of the device,
and the timestamp shall reflect the new local time of the device.
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Also associated with each log record is an implied sequence number, the value of which is equal to Total Record Count
at the point where the log record has been added into the log buffer and Total Record Count has been adjusted
accordingly. All clients shall be able to correctly handle the case where the Audit Log object is reset such that its
Total Record Count is returned to zero and also the case where Total Record Count has wrapped back to one. While no
interoperable method is provided for resetting the Audit Log object, catastrophic failures can result in replacement of the
logging device which will be equivalent to resetting of the object. It is for situations such as this that clients need to be
prepared.

12.Y. 18 Notification Class

The log buffer is not network accessible except through the use of the ReadRange and AuditLogQuery services in~ofder
to avoid problems with record sequencing when segmentation is required.

12.Y.12 Record_Count

—

This read-only property, of type Unsigned64, shall represent the number of log records currently(resident in the
buffer. Unlike other log object types, this property is not writable as audit logs are never expected, to\beé reset.

0g

12.Y.13 Total Record Count
This property, of type Unsigned64, shall represent the total number of log records collected by the Audit Log object sjnce
creation. When the value of Total Record Count reaches its maximum possible valué of 2% - 1, the next value it takes
shall be one. Once this value has wrapped to one, its semantic value (the total number of log records collected) has been
lost.

12.Y.14 Member_Of

This property, of type BACnetDeviceObjectReference, shall indicate the device which this Audit Log object forward all
audit log records to.

All log records collected by the Audit Log shall be sent to_the'referenced device via audit notification requests.
12.Y.15 Delete_On_Forward

This property, of type BOOLEAN, indicates whether (TRUE) or not (FALSE) the notifications will be removed fronj the
log buffer after being successfully forwarded.

12.Y.16 Issue_Confirmed_Notifications

This property, of type BOOLEAN, shall convey whether confirmed (TRUE) or unconfirmed (FALSE) audit notificatipns
shall be issued when forwarding audit notifications.

12.Y.17 Event_Detection“Enable

This property, of ¢ype’ BOOLEAN, indicates whether (TRUE) or not (FALSE) intrinsic reporting is enabled in the ofject
and controls whether (TRUE) or not (FALSE) the object will be considered by event summarization services.

This property is expected to be set during system configuration and is not expected to change dynamically.

When Vthis property is FALSE, Event State shall be NORMAL, and the properties Acked Transitipns,
Event Time Stamps, and Event Message Texts shall be equal to their respective initial conditions.

This property, of type Unsigned, shall specify the instance of the Notification Class object to use for event-notification-
distribution.

12.Y.19 Event_Enable
This property, of type BACnetEventTransitionBits, shall convey three flags that separately enable and disable the

distribution of TO_OFFNORMAL, TO FAULT, and TO NORMAL notifications (see Clause 13.2.5). A device is
allowed to restrict the set of supported values for this property but shall support (T, T, T) at a minimum.
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12.Y.20 Acked_Transitions

This read-only property, of type BACnetEventTransitionBits, shall convey three flags that separately indicate the
acknowledgment state for TO_ OFFNORMAL, TO FAULT, and TO NORMAL events (see Clause 13.2.2.1.5). Each
flag shall have the value TRUE if no event of that type has ever occurred for the object.

12.Y.21 Notify_Type

Events or Alarms. The value of the property is used as the value of the 'Notify Type' service parameter in event

Th%property, of type BACnetNotifyType, shall convey whether the notifications generated by the object should be
notiffications generated by the object.

12.Y.22 Event_Time_Stamps

Thi$ read-only property, of type BACnetARRAY[3] of BACnetTimeStamp, shall convey the timeésyof the last
TO|OFFNORMAL, TO FAULT, and TO NORMAL events (see Clause 13.2.2.1). Timestamps of type Time or Date
shall have X'FF' in each octet, and Sequence Number timestamps shall have the value 0 if no event-0f that type has ever
occpirred for the object.

12.Y.23 Event_Message Texts

Thi$ read-only property, of type BACnetARRAY([3] of CharacterString, shall convey the message text values of the last
TO|OFFNORMAL, TO FAULT, and TO NORMAL events (see Clause 13.2.2.1), If a particular type of event has yet
to occur, an empty string shall be stored in the respective array element.

12.Y.24 Event Message Texts Config

Thi$ property, of type BACnetARRAY([3] of CharacterString, contain$ the character strings which are the basis for the
'Mepsage Text' parameter for the event notifications of TO_ OFFNORMAL, TO FAULT, and TO NORMAL events,
resfjectively, generated by this object. The character strings may optionally contain proprietary text substitution codes to
inc@rporate dynamic information such as date and time or other‘information.

12.Y.25 Event_Detection_Enable

Thi$ property, of type BOOLEAN, indicates whetheér (TRUE) or not (FALSE) intrinsic reporting is enabled in the object
and|controls whether (TRUE) or not (FALSE)the object will be considered by event summarization services.

Thi$ property is expected to be set during'system configuration and is not expected to change dynamically.

When this property is FALSE;“Event State shall be NORMAL, and the properties Acked Transitions,
Event Time Stamps, and Event~Méssage Texts shall be equal to their respective initial conditions.

12.Y.26 Reliability Evaluation Inhibit

Thi$ property, of type)BOOLEAN, indicates whether (TRUE) or not (FALSE) reliability-evaluation is disabled in the
objgct. This property-is a runtime override that allows temporary disabling of reliability-evaluation.

When reliability-evaluation is disabled, the Reliability property shall have the value NO FAULT DETECTED unless
Out| Of ,Service is TRUE and an alternate value has been written to the Reliability property.

12. Y27 Audit Level

This property, of type BACnetAuditLevel, specifies the level of auditing to perform for the specific object. If this
property has the value DEFAULT, or if this property is not present in the object, then the audit level value for the object
shall be taken from the Audit Level property of the object’s associated Audit Reporter object.

For details on auditing and the use of this property, see Clause 19.Y.3.

If this property is present and not configurable, the value shall not be NONE.
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12.Y.28 Auditable_Operations

This property, of type BACnetAuditOperationFlags, specifies the operations that the device will report for this object.

If present and not configurable, the values of the READ, NOTIFICATION, and SUBSCRIPTION bits shall be 0, and the

WRITE, CREATE, DELETE, and ACKNOWLEDGE ALARM bits shall be 1.

If this property is not present, and the device supports auditing, then the Auditable Operations property of the object’s

Add-to-all ‘lbiec_t Ia;_pe Lables-in Clause-121
1

associated Audit Reporter object shall control the operations that are auditable for this object.
For details on auditing and the use of this property, see Clause 19.Y.3.
12.Y.29 Tags

This property, of type BACnetARRAY of BACnetNameValue, is a collection of tags for the object. See Clause Y|

1.4

for restrictions on the string values used for the names of these tag and for a description of tagging and the mechanism by

which tags are defined.

Each entry in the array is a BACnetNameValue construct which consists of the tag name and an optional value. If thd
is defined to be a "semantic tag" then it has no value, and the "value" field of the BACtctNameValue shall be absent.

While some tags may be known in advance when a device is manufactured, it 1s recommended that implementat
consider that this kind of information might not be known until a device is deployed and to provide a mean
configuration or writability of this property.

12.Y.30 Profile Location

This property, of type CharacterString, is the URI of the location of an xdd file (See Clause X.2) containing the defini
of the CSML type specified by the Profile Name property~and possible other information (See Annex X). The UR
restricted to using only the "http", "https", and "bacnet" WRI schemes. See Clause Q.8 for the definition of the "bac
URI scheme.

If a Profile Location value is not provided forsa*particular object, then the client shall use the Profile Location of
Device object, if provided, to find the definitien of the Profile Name.

12.Y.31 Profile_ Name

This property, of type CharacterString, is the name of an object profile to which this object conforms. To en
uniqueness, a profile name shall-begin with a vendor identifier code (see Clause 23) in base-10 integer format, follo
by a dash. All subsequent-eharacters are administered by the organization registered with that vendor identifier code.
vendor identifier codesthat prefixes the profile name shall indicate the organization that publishes and maintains
profile. This vendor-idéntifier need not have any relationship to the vendor identifier of the device within which
object resides.

A profile definés a set of additional properties, behavior, and/or requirements for this object beyond those specified h
This standard defines only the format of the names of profiles. If the Profile Location property of this object or
Devige-object is present and nonempty, then the value of this property shall be the name of a CSML type defined i
xdd-file'referred to by the Profile Location property.
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[Note: These properties are added to the Audit Reporter and the Audit Log object types as of this addendum. See new

Clauses 12.X. and 12.Y. In the Audit Reporter object type, these properties have specific requirements. In the Audit Log

object type, the properties are included as shown below.]
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Property Identifier Property Datatype Conformance
Code

Audit Level BACnetAuditLevel o

Auditable_Operations BACnetAuditOperationFlags o

* This property shall be present only if the device supports audit reporting.

[Add to all Commandable Object Type Tables in Clause 12]

Property Identifier Property Datatype Confotmance
Code
Audit Priority Filter BACnetOptionalPriorityFilter O

* This property shall be present only if the device supports audit reporting.

[Add to all Object Types in Clause 12]

[Note: These properties are added to the Audit Reporter and the Audit Log object types as of this addendum. See new
Clapises 12.X. and 12.Y. In the Audit Reporter object type, these properties have specific requirements. In the Audit Log
objgct type, the properties are included as shown below.]

12.2.X1 Audit_Level

Thi$ property, of type BACnetAuditLevel, specifies the level “of’auditing to perform for the specific object. If this
property has the value DEFAULT, or if this property is not préseént in the object, then the audit level value for the object
shall be taken from the Audit Level property of the object’s associated Audit Reporter object.

For|details on auditing and the use of this property, see*Clause 19.Y.3.

If tlis property is present and not configurable, the*value shall not be NONE.

12.7.X2 Auditable_Operations

Thi$ property, of type BACnetAuditQperationFlags, specifies the operations that the device will report for this object.

If ptesent and not configurable, the values of the READ, NOTIFICATION, and SUBSCRIPTION bits shall be 0, and the
WRITE, CREATE, DELETE,.and ACKNOWLEDGE ALARM bits shall be 1.

If this property is notprésent, and the device supports auditing, then the Auditable Operations property of the object’s
assqciated Audit Repotter object shall control the operations that are auditable for this object.

For|details on.auditing and the use of this property, see Clause 19.Y.3.

[Add te’all Commandable Object Types in Clause 12]

12.Z.X3 Audit_Priority Filter
This property, of type BACnetOptionalPriorityFilter, specifies the auditable priorities for write operations on the
commandable property of the object. Bits which are set (1) indicate the priorities for which audit notifications will be

generated. The bit number is one less than the priority it is associated with (e.g., bit 7 is associated with priority 8).

If present and not configurable, this property shall have the value NULL.
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If this property is present and has the value NULL or if the property is not present, the object shall use the priority filter
setting from the Audit Priority Filter property of the object’s associated Audit Reporter object.

For details on auditing and the use of this property, see Clause 19.Y.3.

[Insert new Clause 13.X]

13.X AuditLogQuery

The AuditLogQuery service provides efficient access to Audit Log records. The service allows for a few common qugries
on Audit Logs.

The service allows devices to find and retrieve audit information without reading and processing a complete audit log
The queries currently facilitated by the AuditLogQuery service are:

Audit Query By Target - Retrieve the audit records for the specified target dévice, object, and propgrty.
Records are returned in reverse sequence number order (newest to oldest).

Audit Query By Source - Retrieve all audited actions initiated by the specified operation source. Recordq are
returned in the reverse sequence number order (newest to oldest).

13.X.1 AuditLogQuery Service Structure

The structure of the AuditLogQuery service primitive is shown iw,Table 13-X. The terminology and symbology used in
this table are explained in Clause 5.6.

Table 13-X1. Structure of AuditLogQuery Service Primitives

Parameter Name Req Ind Rsp Cnf

Argument M M=)

Audit Log M M(=)
Query Parameters M M(=)
Start At Sequence Number U U@=)
Requested Count M M(=)

Result(t) S S(=
Audit,.Log M M=)
Records M M=)
No More Items M M(=)

Result(-) S S(=)
Error Type M M(=)

13.X.1.1 Argument
This'patameter shall convey the parameters for the AuditLogQuery confirmed service request.

13.X.1.1.1  Audit Log

This parameter, of type BACnetObjectldentifier, specifies the Audit Log object to query.
13.X.1.1.2  Query Parameters

This parameter, of type BACnetAuditLogQueryParameters, specifies the query parameters to apply. The type of
parameters varies by the type of query as shown below.
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13.X.1.1.2.1 Audit Query By Target

Table 13-X2. Structure of 'Audit Query By Property' Query Parameters

The
Arr

Whi
mat]

The
'Pri

The
typs

The
resp]

13.3

Parameter Name Req Ind Datatype
Target Device Identifier M M(=) BACnetObjectldentifier
Target Device Address U U(=) BACnetAddress
Target Object Identifier U U(=) BACnetObjectldentifier
larget Property Identitier U U(=) BACnetPropertyldentifier
Target Array Index U U(=) Unsigned
Target Priority U U(=) Unsigned (1..16)
Operations U U(=) BACnetAuditOperationFlags
Result Filter M M(=) BACnetSuccessFilter

'Target Device Identifier', 'Target Device Address', 'Target Object Identifier', 'Target Property Identifier', 'Target
y Index' identify the device, object, or property for which audit records are requested.

en both 'Target Device Identifier' and 'Target Device Address' parameters are included, a-record is a match if it
ches either of the two parameters.

'Target Priority' parameter is used to restrict records to only those for the specified priority. Audit records without a
rity' will match any 'Target Priority'.

'Operations' parameter determines the operation types for which entries are tfequested. If not present, all operation
s will be returned.

'Result Filter' parameter indicates whether audit records for successful and/or failed actions will be included in the
onse.

K.1.1.2.2 Audit Query By Source

Table 13-X3. Structure of 'Audit,Query By Source' Query Parameters

Parameter Name Req Ind Datatype

Source Device Identifier M M(=) BACnetObjectldentifier

Source Device Address U U(=) BACnetAddress

Source Object Identifier U U(=) BACnetObjectldentifier

Operations U U(=) BACnetAuditOperationFlags

Result Filter M M(=) BACnetSuccessFilter
The 'Source Device Identifier' and-'Source Object Identifier' identify the operation source for which audit records are
reqyested.
When both the 'Source-Device Identifier' and 'Source Device Address' parameters are included, a record is a match if it

mat

The
typs

The

ches either of thetwo parameters.

'Operations! \parameter determines the operation types for which entries are requested. If not present, all operation
s will be'rettrned.

'"Result Filter' parameter indicates whether audit records for successful and/or failed actions will be included in the

resp

Qonse

13.X.1.1.3  Start At Sequence Number

This optional parameter, of type Unsigned64, identifies, by sequence number, where in the log to start the query. Only
those records which match the query parameters and which have a sequence number less than the value of this parameter
are to be returned. If this parameter is not present, the query will start with the latest record in the log.
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13.X.1.1.4 Requested Count

This parameter, of type Unsigned16, is used to limit the number of records that will be returned. The responding device
shall not return more records than specified by this parameter.

13.X.1.2 Result(+)

The 'Result(+)' parameter shall indicate that the service request succeeded. A successful result includes the following

parameters.

13.X.1.2.1 Audit Log

This parameter, of type BACnetObjectldentifier, specifies the Audit Log object the query was performedon.
13.X.1.2.2 Records

This parameter, of type list of BACnetAuditLogRecordResult, contains the returned records. Each entry is of the fornj:

Table 13-X4. Structure of an Entry of the 'Records' Parameter

Parameter Name Rsp Cnf PRarameter Type
Sequence Number M M(=) Unsigned64
Record M M(=) BACnetAuditLogRecord

13.X.1.2.3 No More Items

This parameter, of type BOOLEAN, specifies whether the quéry processed to the end of the Audit Log and found no
more records (TRUE), or not (FALSE). When FALSE, there‘may, or may not, be more items in the log which match the

query.
13.X.1.3 Result(-)

The "Result(-)' parameter shall indicate that the service request failed. The reason for failure is specified by the 'Hrror
Type' parameter.

13.X.1.3.1 Error Type
This parameter consists of two component parameters: (1) an 'Error Class' and (2) an 'Error Code'. See Clause 18.
The 'Error Class' and 'Errpr.€ode’ to be returned for specific situations are as follows:

Sitdation Error Class Error Code
The specified”Audit Log object does not OBJECT UNKNOWN_ OBJECT
exist.
The device~is not configured to perform SERVICES  OPTIONAL FUNCTIONALITY NOT SUPPORTED
audit logging.

Noterthat there shall be no validation of object/property specification filter parameters. For example, 'Target Array Index’
shall' not be validated to ensure it is consistent with the 'Target Object Identifier' and 'Target Property Identifier'. [The

responding device shall just perform the comparison between the audit log records and the filter parameters as descrjbed
below

13.X.2 Service Procedure

After verifying the validity of the request, the responding BACnet-user shall attempt to query the specified Audit Log
object and construct a list of records that match the query.

Devices that support execution of this service are required to support all query types.
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Rec

ords are returned latest first. The responding device shall return up to 'Requested Count' records. If the responding

device reaches the end of the buffer and all records which match the query are returned, then the 'No More Items'
parameter shall be set to TRUE; otherwise it shall be set to FALSE.

If there are no records in the Audit Log that match the query criteria, then a Result(+) shall be returned with no records
included and the 'No More Items' parameter set to TRUE.

13.X.2.1 Audit Query By Target

Thi
a se
'Pri
Pro

query is used to get a history of audit records for objects in a specific device. It selects the most recent records with
quence number less then 'Start At Sequence Number', and have 'Target Device', 'Target Object', 'Target Property’, @and
rity' fields which match the 'Target Device Identifier' or 'Target Device Address', 'Target Object Identifier', "Farget
perty Identifier', 'Target Array Index', and 'Target Priority' query parameters.

Sonpe of the query filter parameters ('Target Object Identifier', 'Target Property Identifier', 'Target Array Index', 'Target

Prig
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aud
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syn]

rity') are optional. When one of these parameters is not provided, all values of the corresponding field 'in the audit log
rd will be considered a match.

K.2.2 Audit Query By Source

query is used to get a history of audit records of actions initiated by a specific operation source. It selects the most
nt records with a sequence number less then 'Start At Sequence Number', and have 'Source Device', and 'Source
eet' fields which match the 'Source Device Identifier' and 'Source Object Identifier' )query parameters.

'Source Object Identifier' and 'Operations' query filter parameter is optiohal. When one of these parameters is not
yided, all values of the corresponding field in the audit log record will be considered a match.
ert new Clause 13.Y]

Y ConfirmedAuditNotification

ConfirmedAuditNotification service is used by ancgperation source, operation target, or audit forwarder to provide
t notifications to an audit logger. See Clause 19.Y}

.1 ConfirmedAuditNotification Service:Structure

structure of the ConfirmedAuditNotification service primitive is shown in Table 13-Y1. The terminology and
bology used in this table are explained in Clause 5.6.

Table 13-¥1. Structure of ConfirmedAuditNotification Service Primitives

Parameter Name Req Ind Rsp Cnf
Argument M M(=)
Notifications M M=)
Result(+) S S(=)
Result(-) S S
Error Type M M=)

13.Y.1.1 Argument

This parameter shall convey the parameters for the ConfirmedAuditNotification confirmed service request.

13.Y.1.1.1 Notifications

This parameter specifies one or more audit notifications of type BACnetAuditNotification. For the content of audit

noti

50

fications, see Clause 19.Y 4.
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13.Y.1.2 Result(+)
The 'Result(+)' parameter shall indicate that the service request succeeded.
13.Y.1.3 Result(-)

The 'Result(-)' parameter shall indicate that the service request failed. The reason for failure is specified by the 'Error
Type' parameter.

13.Y.1.3.1 Error Type
This parameter consists of two component parameters: (1) an 'Error Class' and (2) an 'Error Code'. See Clause -18.
The "Error Class' and 'Error Code' to be returned for specific situations are as follows:
Situation Error Class Error Code

The device is not configured as an audit SERVICE SERVICE REQUEST DENIED

logger.
13.Y.2 Service Procedure
After verifying the validity of the request, the responding BACnet-user shall add.the audit notifications to the local Audit
Log object.
[Insert new Clause 13.Z)]

13.Z UnconfirmedAuditNotification

The UnconfirmedAuditNotification service is used by an ‘eperation source, operation target, or audit forwarder to proyide
audit notifications to an audit logger. See Clause 19:Y~

13.Z.1 UnconfirmedAuditNotification Service Structure

The structure of the UnconfirmedAuditNotification service primitive is shown in Table 13-Z1. The terminology |and
symbology used in this table are explained in Clause 5.6.

Table 13-Z1) Structure of UnconfirmedAuditNotification Service Primitives

Parameter Name Req Ind
Argument M M(=)
Notifications M M(=)

13.Z.1.1 Argument
This parameter shall convey the parameters for the UnconfirmedAuditNotification confirmed service request.
13.Z4.11 Notifications

THhis parameter specifies one or more audit notifications of type BACnetAuditNotification. For the content of audit
notifications, see Clause 19.Y 4.

13.Z.2 Service Procedure

After verifying the validity of the request, the responding BACnet-user shall add the audit notifications to the local Audit
Log object.
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[Insert into production BACnetPropertyldentifier in Clause 21, preserving the alphabetical and numerical order]

audit-source-reporter (497),
audit-level (498),
audit-notification-recipient  (499),
audit-priority-filter (500),
auditable-operations (501),
delete-on-forward (502),
maximum-send-delay (503),
monitored-objects (504),
send-now (505),
-- nfimerical order reference
-- audit-source-reporter (497),
-- audit-level (498),
-- audit-notification-recipient (499),
-- audit-priority-filter (500),
-- auditable-operations (501),
-- delete-on-forward (502),
-- maximum-send-delay (503),
-- monitored-objects (504),
-- send-now (505),
}
-- The special property identifiers ...

[Ch

issue-confirmed-notifications

(50),

-- formerly: see issue-confirmed-notifications (51),

hnge production BACnetPropertyldentifier in Clause 21]

removed in version 1 revision 4, added back

in version 1 revision 20

[Insprt into production BACnetObjectType in Clause 21, preserving the alphabetical and numerical order]
audit-log (61),
audit-reporter (62);
-- see audit-log (61),
-- see audit-reporter (62),

[Insert into production BACnetObjectTypesSupported in Clause 21]
audit-log (61),
audit-reperter (62),

=

[Insl

audit-level
audit-operation

tnyafne in Clause 71]

[59] BACnetAuditLevel,
[60] BACnetAuditOperation,

[Change production BACnetServicesSupported in Clause 21]

BACnetServicesSupported ::= BIT STRING {
-- Alarm and Event Services

-- confirmed-audit-notification

(44),
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-- Object Access Services
-- audit-log-query (45),

-- Unconfirmed Services

-- unconfirmed-audit-notification ~ (46),

unconfirmed-cov-notification-multiple 43) (43), -- Alarm and Event Service

-- Services added after 2016

confirmed-audit-notification (44),  -- Alarm and Event Service
audit-log-query (45),  -- Object Access Service
unconfirmed-audit-notification (46) -- Alarm and Event Service

}

[Insert new productions into Clause 21, section 'Base Types', preserving the alphabetical order]

BACnetAcknowledgeAlarmInfo ::= SEQUENCE {
event-state-acknowledged [0] BACnetEventState,

timestamp [1] BACnetTimeStamp
}
BACnetAuditLevel ::= ENUMERATED {

none (0),

audit-all (D),

audit-config (2),

default (3),

H

-- Enumerated values 0-127 are reserved.for definition by ASHRAE. Enumerated values 128-255 may be used
-- by others subject to the procedures-and constraints described in Clause 23.

BACnetAuditOperation ::=<ENUMERATED {

read 0);
write 1),
create 2),
delete 3),
life-safety, 4),

acknowledge-alarm  (5),
devicesdisable-comm (6),
dewvice-enable-comm (7),

device-reset (®),
device-backup 9),
device-restore (10),
cnhcr‘ripﬁnh (1 1)’
notification (12),
auditing-failure (13),
network-changes (14),
general (15),
H

-- Enumerated values 0-31 are reserved for definition by ASHRAE. Enumerated values 32-63 may be used
-- by others subject to the procedures and constraints described in Clause 23.
-- The enumerated values match the bit positions in BACnetAuditOperationFlags.

© IS0 2020 - All rights reserved

53


https://standardsiso.com/api/?name=dfb8aed5b7374f915db3d43c7f8a2606

ISO 16484-5:2017/Amd.1:2020(E)

BACnetAuditOperationFlags ::= BIT STRING {

read (0),
write (1),
create ),
delete 3),
life-safety 4),

acknowledge-alarm  (5),
device-disable-comm (6),

device-enable-comm (7),

device-reset (8),
device-backup 9),
device-restore (10),
subscription (11),
notification (12),
auditing-failure (13),
network-changes (14),
general (15),
H

-- EE‘[ positions correspond one-to-one with the BACnetAuditOperation enumeration values.
ts 0-31 are reserved for definition by ASHRAE. Bits 32-63 may be used by others subjectto
-- the procedures and constraints described in Clause 23 for BACnetAuditOperation enumertation values.

BA(netLifeSafetyOperationInfo ::= SEQUENCE {
requesting-process-identifier ~ [0] Unsigned32,

request [1] BACnetLifeSafetyOperation
}

BAQCnetPriorityFilter ::= BIT STRING {
manual-life-safety (0),
automatic-life-safety (1),
priority-3 2),
priority-4 3),
critical-equipment-controls 4,
minimum-on-off %),
priority-7 (6),
manual-operator 7,
priority-9 (8),
priority-10 9,
priority-11 (10),
priority-12 (11),
priority-13 (12),
priority-14 (13),
priority-15 (14),
priority-16 (15)

}

BA(CnetObjectSelector ::= CHOICE {
none NULL,
qbjeoct BACnetObjectldentifier,
nhjp{‘f_fypp BA PnpfﬂhjprfT}lpp
}

BACnetOptionalPriorityFilter ::= CHOICE {
default NULL,

filter BAChnetPriorityFilter
}
BACnetAuditNotification ::= SEQUENCE {
source-timestamp [0] BACnetTimeStamp OPTIONAL,
target-timestamp [1] BACnetTimeStamp OPTIONAL,
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[2] BACnetRecipient,

[3] BACnetObjectldentifier OPTIONAL,
[4] BACnetAuditOperation,

[5] CharacterString OPTIONAL,

[6] CharacterString OPTIONAL,

[7] Unsigned8 OPTIONAL,

[8] Unsigned16 OPTIONAL,

[9] Unsigned8 OPTIONAL,

target-device
target-object
target-property
target-priority
target-value
current-value

[10] BACnetRecipient,

[11] BACnetObjectldentifier,

[12] BACnetPropertyReference OPTIONAL,

[13] Unsigned (1..16) OPTIONAL,

[14] ABSTRACT-SYNTAX.&Type OPTIONAL,
[15] ABSTRACT-SYNTAX.&Type OPTIONAL,

result [16] Error OPTIONAL
}

BACnetAuditLogRecord ::= SEQUENCE {
timestamp  [0] BACnetDateTime,
log-datum  [1] CHOICE {
log-status ~ [0] BACnetLogStatus,
audit-notification [ 1] BACnetAuditNotification,
time-change [2] REAL

}

BACnetAuditLogRecordResult ::= SEQUENCE {
sequence-number [0] Unsigned64,
log-record [1] BACnetAuditLogRecord

}

BACnetAuditLogQueryParameters ::= CHOICE {
by-target [0] SEQUENCE ¢{
target-device-identifier [0} BACnetObjectldentifier,
target-device-address [1] BACnetAddress OPTIONAL,
target-object-identifier. = [2] BACnetObjectldentifier OPTIONAL,
target-property-identifier [3] BACnetPropertyldentifier OPTIONAL,

target-array-index [4] Unsigned OPTIONAL,

target-priornity [5] Unsigned(1..16) OPTIONAL,

operations [6] BACnetAuditOperationFlags OPTIONAL,
successful-actions-only  [7] BOOLEAN

¥

by-source ([L}FSEQUENCE {
source-device-identifier ~[0] BACnetObjectldentifier,
source-device-address [1] BACnetAddress OPTIONAL,
source-object-identifier ~ [2] BACnetObjectldentifier OPTIONAL,

operations [3] BACnetAuditOperationFlags OPTIONAL,
successful-actions-only  [4] BOOLEAN
H
H
BACnetSuccessFilter ::= ENUMERATED {
all (0),

successes-only (1),
failures-only 2)

b

[Insert into production BACnetConfirmedServiceChoice in Clause 21]

-- Alarm and Event Services
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confirmed-audit-notification  (32),

-- Object Access Services

audit-log-query (33),
-- Skrvices added after 2016
-- confirmed-audit-notification (32) see Alarm and Event Services
-- audit-log-query (33) see Object Access Services
H

-- Qther services to be added ...

[Insert into production BACnet-Confirmed-Service-Request in Clause 21]
-- Allarm and Event Services

confirmed-audit-notification  [32] ConfirmedAuditNotification-Request,

-- Jbject Access Services

audit-log-query [33] AuditLogQuery-Request,

-- Services added after 2016
-- confirmed-audit-notification [32] see Alarm and Event Services
-- audit-log-query [33] see Object Access Services

H
-- Context-specific tags 0..3+ 33 are NOT used-in the encoding ...

[Ingert into production BACnet-Confirmed-Service-ACK in Clause 21]
-- Jbject Access Services
audit-log-query [33] AuditLogQuery-ACK,

-- Context-speeific tags 3..29 33 are NOT used in the encoding ...

[Ingert-into production BACnetUnconfirmedServiceChoice in Clause 21]

unconfirmed-cov-notification-multiple & (11),
unconfirmed-audit-notification (12)

}

-- Other services to be added ...
[Insert into production BACnet-Unconfirmed-Service-Request in Clause 21]
unconfirmed-cov-notification-multiple [11] UnconfirmedCOVNotificationMultiple-ReguestRequest,

unconfirmed-audit-notification [12] UnconfirmedAuditNotification-Request
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}
-- Context-specific tags 0.4+ /2 are NOT used in the encoding ...
[Insert new production into Clause 21, at end of section 'Confirmed Alarm and Event Services']

ConfirmedAuditNotification-Request ::= SEQUENCE {
notifications [0] SEQUENCE OF BACnetAuditNotification

}

[Insert new productions into Clause 21, at end of section 'Confirmed Object Access Services']

AuditLogQuery-Request ::= SEQUENCE {

audit-log [0] BACnetObjectldentifier,
query-parameters [1] BACnetAuditLogQueryParameters,
start-at-sequence-number [2] Unsigned32 OPTIONAL,
requested-count [3] Unsigned16
H
AuditLogQuery-ACK ::= SEQUENCE {
audit-log [0] BACnetObjectldentifier,
records [1] SEQUENCE OF BACnetAuditLogRecotdResult,
no-more-items [2] BOOLEAN
H

[Insert new production into Clause 21, at end of section 'Uncounfirmed Alarm and Event Services']

UnconfirmedAuditNotification-Request ::= SEQUENCE"{
notifications [0] SEQUENCE OF BACnetAuditNotification

H
[Insert into production BACnet-Error in Clause 21]
-- Alarm and Event Services
confirmed-audit-notification  [32] Error,
-- Object Access Serviges
audit-log-query, [33] Error,
-- Servicesardded after 2016

-~eonfirmed-audit-notification [32] see Alarm and Event Services
>vdudit-log-query [33] see Object Access Services

H
= Context-specific tags 0..3+ 33 and 127 are NOT used in the encoding ...

[Insert into Application Types section of Clause 21]
Unsigned64 ::= Unsigned (0..18446744073709551615)  -- 0 .. 'the 64th power of two'-1
[Insert new entries in Table 23-1 in Clause 23]

n BACnetAuditLevel 0-127 255 "

BACnetAuditOperation 0-31 63
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[Add new Clause K.X1 and subclauses to Annex K]

58

K.X1 Audit Reporting BIBBs

K.X1.1 BIBB - Audit Reporting-Logging- A (AR-L-A)

T‘IIC A L‘lCVibC ib dll dudiL iUggCI. Il. iugb leCiVCL‘l dudiL llUliﬁbdliUllb flU[[l UpCldLiUll SOUICCS dlld UpCIdliUll LI gCLS fUl
merging into its Audit Logs and forwards notifications to parent audit loggers.

BAChnet Service Initiate Execute
ConfirmedAuditNotification X X
UnconfirmedAuditNotification X X
AuditLogQuery X

The audit logger receives audit event notifications and places them into local Audit Log objects,
The audit logger performs all functions of an audit logger as described in Clause 19.Y.
Devices claiming conformance to this BIBB are interoperable with devices claiming eonformance to AR-R-B.

K.X1.2 BIBB - Audit Reporting-Reporter-B (AR-R-B)

The B device generates audit notifications and supports Audit Reporter ebjécts. It is an operation target which
generates audit notifications for local objects, and, if it performs actionsyit is an operation source which generates
audit notifications for its actions. See Clause 19.Y for more informatietr on audit logging.

BACnet Service Initiate Execute
ConfirmedAuditNotification x!
UnconfirmedAuditNotification x!

! At least one of these shall be supported.

A device claiming this BIBB supports modificationof its audit reporting configuration. Specifically, the following
Audit Reporter properties shall be writable:
Table K-X1xWritable Audit Reporter Properties

Audit.Level
Auditable Operations
Audit Priority Filter

K.X1.3 BIBB - Audit Reporting-Reporter-Simple-B (AR-R-S-B)

The B device generat€s audit notifications. It is an operation target which generates audit notifications for local
objects, and, if it pebforms actions, it is an operation source which generates audit notifications for its actions. See
Clause 19.Y foy'more information on audit logging.

BACnet Service Initiate Execute
ConfirmedAuditNotification x!
UnconfirmedAuditNotification x!

! At least one of these shall be supported.

K.X1.4 BIBB - Audit Reporting-Forwarder-B (AR-F-B)

The B device is an audit logger which receives audit notifications and forwards them to parent audit loggers. See
Clause 19.X for more information on audit logging.

BACnet Service Initiate Execute
ConfirmedAuditNotification X X
UnconfirmedAuditNotification X X

© IS0 2020 - All rights reserved



https://standardsiso.com/api/?name=dfb8aed5b7374f915db3d43c7f8a2606

ISO 16484-5:2017/Amd.1:2020

K.X1.5 BIBB - Audit Reporting-View-A (AR-V-A)
The A device queries audit loggers using AuditLogQuery or ReadRange and presents query results to the user.

BAChnet Service Initiate Execute
AuditLogQuery x!
ReadRange x!

! At least one of these shall be supported.

(E)

[Append to Clause L.1.2, Clausé 1.2.1, Clause L.3.1]

[Adds audit reporting requiremeénts to all advanced workstation device profiles]

[Note that there are other addenda to 135-2016 which define new advanced workstation device profiles. Similar addit
will be made to those prefiles by those addenda.]

K.X1.6 BIBB - Audit Reporting-Advanced View and Modify-A (AR-AVM-A)

Device A configures auditing in all standard objects in Device B. Device A shall support DS-RP-A, DS-WP3A, I
OCD-A, and AR-V-A. The A device shall be capable of using ReadProperty to retrieve and WriteProperty’to mo
any auditing related properties. Device A may use alternate services where support for executionnof the alter|
service is supported by Device B. Device A shall be capable of creating/deleting Audit Reporter-and Audit
objects in the B device.

BAChnet Service Initiate Execute
AuditLogQuery X
CreateObject X
DeleteObject X
ReadProperty X
WriteProperty X

Table K-X2. Auditing Related Rroperties

Audit Level
Auditable_Operations
Audit Priority Filter

The A device is able to use ReadProperty to retrieve and present all standard properties of the Audit Reporter
Audit Log object types, except those listed in Table/K-2.

The A device is able to use WriteProperty;t0' modify any standard property of the Audit Reporter and Audit
object types where the property is not.required to be read-only, or to which access is otherwise restricted by
standard (e.g., Log_Buffer).

Audit Reporting
*  Query and\display of logged audit records
o Ability to-Configure audit reporting in BACnet devices

DM -
dify
hate
Log

and

Log
the

ons
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[Add new table section to Clause L.1]

Audit Reporting
B-AWS B-OWS B-OD
AR-AVM-A

[Add new table section to Clause L.2]

Audit Reporting
B-ALSWS B-LSWS B-LSAP
AR-AVM-A

[Add new table section to Clause L.3]

Audit Reporting
B-AACWS B-ACWS B-ACSD
AR-AVM-A

135f2016bi-2. Change DeviceCommunicationControl Service for Audit Reperting.

Ratjonale

Audit reporting should not be suppressible by disabling communication/via the DeviceCommunicationControl service.
Claftify that audit notifications for changes in response to BACnet setwice requests are sent even if initiation has been
disgbled for the device.

Deprecate the DISABLE option of the DeviceCommunicationControl service. Having long been noted as not very useful,
this|option of the service is being deprecated at this time-due to the complications added when combined with audit
notifications.

[Chhnge Clause 16.1]
16.1DeviceCommunicationControl Seryvice

The DeV1ceCommun1cat10nControl service is used by a client BACnet-user to instruct a remote device to stop 1n1t1at1ng
BAQnet services an A esponding a e v AR A

ReipitializeDeviee) on the communication network or 1ntemetwork for a spec1ﬁed duratlon of t1me Th1s service is
primarily used by a human-operator for diagnostic purposes. A password may be required from the client BACnet-user
pridr to executing the“service. The time duration can be set to "indefinite," meaning communication must be re-enabled
by 4 DeviceCommunicationControl or, if supported, ReinitializeDevice service, not by time.

[Chhnge €lause 16.1.1.1.1]

16.1.1.1.1 __ Time Duration

This optional parameter of type Un51gned16 1nd10ates the number of mlnutes that the remote deV1ce shall not initiate
BACnet services ign v R rCen : ; e e

If the 'Time Duration' parameter is not present then the t1me duratlon shall be con51dered 1ndeﬁn1te meaning that only an
explicit DeviceCommunicationControl or ReinitializeDevice APDU shall enable communications. The 'Time Duration'
parameter shall be ignored and the time period considered te-be being indefinite if the 'Enable/Disable' parameter has a
value of ENABLE.

If the responding BACnet-user does not have a clock and the time duration is not indefinite, then the request shall be
considered invalid and the responding BACnet-user shall issue a Result(-) response.
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[Change Clause 16.1.1.3.1]

16.1.1.3.1  Error Type
This parameter consists of two eompenents component parameters: (1) the 'Error Class' and (2) the 'Error Code'.
Clause 18. The 'Error Class' and 'Error Code' to be returned for specific situations are as follows:

See

Situation Error Class  Error Code
The password is invalid or absent when one is SECURITY PASSWORD FAILURE
required.

The device does not have a clock and the SERVICES OPTIONAL FUNCTIONALITY NOT SUPPORT
'Time Duration' parameter is not set to
"indefinite".

If the request is valid and the 'Enable/Disable’ SERVICES  SERVICE REQUEST DENIED
parameter is the deprecated value DISABLE

[Change Clause 16.1.2]

16.1.2 Service Procedure

After verifying the validity of the request, including the 'Time Duration*~and 'Password' parameters, the respon

BACnet user shall respond w1th a 'Result(+)' service prlmltlve LﬁthHequest—fs—%hd—aﬁd—m%EH&b}eAQﬂabl%p&mﬁ

If the request is Vahd and the 'Enable/Dlsable parameter is DISABLE INITIATION the respondmg BACnet -user §
discontinue the initiation of B4ACnet messages except for I-Amrequests issued in accordance with the Who-Is ser
procedure and ConfirmedAuditNotification and UnconfixmedAuditNotification requests. Communication shall
disabled in this manner until either the 'Time Duration' has expired or a valid DeviceCommunicationControl (
'Enable/Disable’ = ENABLE) or, if supported, a valid ReinitializeDevice (with 'Reinitialized State of Devicg
WARMSTART or COLDSTART) message is received.

If the responding BACnet-user does not have'@ clock and the 'Time Duration' parameter is not set to "indefinite,
APDU shall be ignored and a "Result(-)' service primitive shall be issued. If the "Password' parameter is invalid or ab
when a password is required, the APDU\shall be ignored and an Error-PDU with 'error class' = SECURITY and 'd
code' = PASSWORD_FAILURE shall be issued.

If the request is valid and the 'Enable/Disable’ parameter is the deprecated value DISABLE, the request shall be ign

and an Error-PDU with 'error class' = SERVICES and 'error code' = SERVICE REQUEST DENIED shall be issued,

[Change COMMUNICATION_DISABLED description in Clause 18.6]

COMMUNICATION_DISABLED - Communication has been disabled due to receipt of
Deyic€CommunicationControl request. This error is not expected in response to service requests but rathg
expected to be used internally when actions that would normally result in initiation of a BACnet service fail
to-communications being disabled. As such, this error code would be seen in objects that record the resu
failed operations, such as logging objects.

[Change Clause 21]
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DeviceCommunicationControl-Request ::= SEQUENCE {
timeDuration [0] Unsigned16 OPTIONAL,
enable-disable  [1] ENUMERATED ¢{
enable (0),
disable——(1); -- 'disable’ deprecated in version 1 revision 20

disable-initiation (2)

}s
password [2] CharacterString (SIZE(1..20)) OPTIONAL

}
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[Change Clause E.4.1]

E.4.1 An Example of the DeviceCommunicationControl Service

While troubleshooting a problem on a BACnet network, it becomes necessary to stop communication exchanges from a

particular device for a period of five minutes. This is accomplished by means of the DeviceCommunicationControl
Seryice as follows.

Seryice = DeviceCommunicationControl

'"Tinhe Duration' = 5

'Engble/Disable' =  DISABLE INITIATION

'"Pagsword' = "#egbdf!"

[Chhnge Clause F.4.1]

F.4{1 Encoding for Example E.4.1 - DevicecCommunicationControl Service

X'0p' PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)
X'04' Maximum APDU Size Accepted=1024 octets

X'0p' Invoke ID=5

X1y Service Choice=17 (DeviceCommunicationControl-Request)

X'09' SD Context Tag 0 (Time Duration, L=1)

X'0p' 5

X'y SD Context Tag 1 (Enable-Disable, L=1)

X'042' 12 (DISABLE_INITIATION)

X2D' SD Context Tag 2 (Password, L>4)

X'0§' Extended Length=8

X'op' ISO 10646 (UTF-8) Encoding

X"2B656762646621' "#egbdf!"

135
Rat

All
larg

Thi

-2016bi-3. Modify Logging Objects to Allow for Extremely Large Logs.
onale
w for logging objects to store morethan 232-1 entries and to remove the need to re-allocate log buffer entries for

e logging objects.

change recognizes the inability of many implementations to pre-determine the size required for records and thus the

nuniber of records that can be stored by the object.

[Ch]

Thi
coll
Log
starf

hnge Enable property descriptions in logging objects, Clauses 12.25.5, 12.27.8, 12.30.8]

propertys, of type BOOLEAN, indicates and controls whether (TRUE) or not (FALSE) logging of events and
pcted dafa is enabled. Logging occurs if and only if Enable is TRUE, Local Time is on or after Start Time, and
al Time is before Stop Time. If Start Time contains an unspecified datetime, then it shall be considered equal to 'the
of time'. If Stop_Time contains an unspecified datetime, then it shall be considered equal to 'the end of time'. Log

records of type log-status are recorded without regard to the value of the Enable property.

Attempts to write the value TRUE to the Enable property while Stop When_Full is TRUE and either Record Count is
equal to Buffer Size, or Buffer Size is 2°°-1 and there is no space for another record, shall cause a Result(-) response to
be issued, specifying an 'Error Class' of OBJECT and an 'Error Code' of LOG_BUFFER_FULL.

[Change Stop_When_Full property descriptions in logging objects, Clauses 12.25.12, 12.27.11, 12.30.17]

62
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This property, of type BOOLEAN, specifies whether (TRUE) or not (FALSE) logging should cease when the log buffer
is full. When logging ceases because the addition of one more log record would cause the log buffer to be full, Enable
shall be set to FALSE and the event recorded.

If Stop When_Full is writable, attempts to write the value TRUE to the Stop When Full property while Record Count
is equal to Buffer Size shall result in the oldest Log Buffer record being discarded, and shall cause the Enable property
to be set to FALSE and the event to be recorded.

If Stop When_Full is TRUE and Buffer Size is 2°?-1 and the addition of a new record fails due to a lack of space, then
the oldest Log Buffer record shall be discarded, the Enable property shall be set to FALSE and the event is recoided.
[Change Buffer_Size property descriptions in logging objects, Clauses 12.25.13, 12.27.12, 12.30.18]

This property, of type Unsigned32, shall specify the maximum number of log records the log\buffer may hold. If
writable, it may not be written when Enable is TRUE. The disposition of existing log records when Buffer Size is written
is a local matter. If all records are deleted when the Buffer Size is written then the object shall act as if the Record Cpunt
was set to zero.
For products that support very large log objects, the value 2%*-1 is reserved to indicgte that the buffer size is unknpwn
and is constrained solely by currently available resources.

[Change Table 15-14]

|| Reference Sequence Number | M |M(:) |Unsigned3§_z ||

[Change Clause 15.8.1.1.4.1.1]
15.8.1.1.4.1.1 Reference Index
The 'Reference Index' parameter specifies the index of the first (if 'Count' is positive) or last (if 'Count' is negative) ftem
to be read. If the item with the index specified‘in this parameter does not exist, then no items match the criteria for bging
read and returned, regardless of the value ¢fi the 'Count' parameter.
Devices that execute ReadRange shall’support Unsigned32 values for reference indexes unless the device contains oljject
types which have Total Record Count properties of type Unsigned64, or which are capable of containing list properties
with more than 2%-1 entries, in which case the device shall support Unsigned64 reference indexes.
Devices which initiatethe-By Position form of ReadRange with arbitrary reference indexes shall support Unsigngd32
values for reference-indexes unless the device interacts with object types which have Total Record Count propertigs of
type Unsigned64,cin-which case the device shall support Unsigned64 reference indexes.
[Change Clause 15.8.1.1.4.2.1]

15.8.1:1.4.2.1 Reference Sequence Number

The 'Reference Sequence Number' parameter specifies the sequence number of the first (if 'Count' is positive) or lagt (if

'Count' is npgaﬁ‘ P) item to be read. If the item with the sequence number Qppr‘iﬁpr‘] in this pm‘nmpfpr does not PYiQf’ hen

no items match the criteria for being read and returned, regardless of the value of the 'Count' parameter.

Devices that execute ReadRange shall support Unsigned32 values for sequence numbers, unless the device contains
object types which have Total Record Count properties of type Unsigned64 in which case the device shall support
Unsigned64 sequence numbers.

Devices which initiate ReadRange shall support Unsigned32 values for sequence numbers, unless the device interacts

with object types which have Total Record_Count properties of type Unsigned64 in which case the device shall support
Unsigned64 sequence numbers.
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[Change Clause 15.8.1.2.7]

15.8.1.2.7 First Sequence Number

This parameter, of type Unsigned32, specifies the sequence number of the first item returned. This parameter is only
included if the 'Range' parameter of the request was of the type 'By Sequence Number' or 'By Time' and Ttem Count' is
greater than 0.

Deices that execute ReadRange shall support Unsigned32 values for sequence numbers, unless the device contain$

objd
Ung

Dey

ct types which have Total Record Count properties of type Unsigned64 in which case the device shall support
igned64 sequence numbers.

ices which initiate ReadRange shall support Unsigned32 values for sequence numbers, unless the device.s.intended

to ihteract with object types which have Total Record Count properties of type Unsigned64 in which case the device

sha

135
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AS]

| support Unsigned64 sequence numbers.

-2016bk-1. Expand the reserved range of BACnetPropertyldentifier.

onale

BACnetPropertyldentifier enumeration will soon overflow the portion of the, range reserved for definition by
HRAE, with the addition of new enumerations for new properties.

ange Clause 21, BACnetPropertyldentifier production]

BACnetPropertyldentifier ::= ENUMERATED { -- see below for numerical order

}

-- The special property identifiers all, optional, and required are reserved for use in the
-- ReadPropertyMultiple service or sefvices not defined in this standard.

-- Enumerated values 0-511 and enumerated values 4194304 and up are reserved for definition by ASHRAE.
-- Enumerated values 512-4194303 may be used by others subject to the procedures and constraints described
-- in Clause 23.

ange Table 23-1]

Table 23-1. Extensible Enumerations

64

Enumeration Name | Reserved Range | Maximum Value
BACnetPropertyldentifier 0..511, 4194303
4194304..(2° - 1) (237_1)
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135-2016b/-1. Clarify Result(-) response for failed WritePropertyMultiple requests

Rationale

The standard does not state what a BACnet device should do in execution of the WritePropertyMultiple service when it
cannot decode an object identifier, property identifier, or array index after it has already successfully written one or more
properties.

CTemangce—1a CS—WiTa C S arrca—vy ave
already been successfully decoded and written.
For the case when the object identifier, property identifier, or array index cannot be decoded, the respectivesvaluds to
return in the 'First Failed Write Attempt' parameter are specified.

[Change Clause 15.10.2]

15.10.2 Service Procedure

If, in the process of carrying out the modification of the indicated properties in the order specified in the 'Li§t of
Write Access Specifications', a property is encountered that cafinot’be modified, the responding BACnet-jiser
shall issue a 'Result(-)' response primitive indicating the reason for the failure. The result of this service shall be
either that all of the specified properties or only the properties up to, but not including, the property specifigd in
the 'First Failed Write Attempt' parameter were successfully modified.

A BACnet-Reject-PDU shall be issued only if noiwrite operations have been successfully executed, indicating
that the service request was rejected in its entirety) If any of the write operations contained in the 'List of Write
Access Specifications' have been successfullyzexecuted, a Result(-) response indicating the reason for the failure
shall be issued as described above.

In the case that the 'Object Identifier', the 'Property Identifier', or the 'Property Array Index' cannol be
successfully decoded after at least.onie write operation has completed successfully, the object instance portion o
the 'Object Identifier' specified inthe 'First Failed Write Attempt' shall contain the instance value 4194303. In
this case, the value of the.'Property ldentifier' parameter and the 'Property Array Index' parameter is a lpcal
matter.

135-2016b/-2. Clarify ReadPropertyMultiple response on OPTIONAL when empty.

Rationale

Clarification is ne€eded regarding the encoding of the ReadPropertyMultiple-ACK and its constituents for the property
OPTIONAL, when there are no optional properties, so the list is empty.

Examplesiare added to Annex E and F for clarification.

Note'that some language is added to Clause 15.7.3.1.2 'List of Property References' as an erratum fix, for clarification of
what to return in this case. This is not shown in this addendum.

[Add new Clause E.3.X]
E.3.X Example of the ReadPropertyMultiple Service OPTIONAL response if there are no optional properties

Parameters for reading OPTIONAL properties of a single object:

Assumed object: Object Identifier Object Type
(Analog Input, Instance 19) ANALOG_ INPUT
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Service = ReadPropertyMultiple
'List of Read Access Specifications' = ((Analog Input, Instance 19), (OPTIONAL))

Assuming that (Analog Input, 19) exists and contains no optional properties, the result would be:

'List of Read Access Results' =()

[Add new Clause F.3.X]

135
Rat

The
Rel

The

[Re
q
q

F.3.X Encoding for Example E.3.X - ReadPropertyMultiple OPTIONAL response if there are no optional
properties

X'00' PDU Type=0 (BACnet-Confirmed-Request-PDU, SEG=0, MOR=0, SA=0)
X'04' Maximum APDU Size Accepted=1024 octets
X'02' Invoke ID=2
X'0E' Service Choice=14 (ReadPropertyMultiple-Request)
X'ocC' SD Context Tag 0 (Object Identifier, L=4)
X'00000013' Analog Input, Instance Number=19
X'1E' PD Opening Tag 1 (List Of Property References)
X'09' SD Context Tag 0 (Property Identifier, L=1)
X'55' 80 (OPTIONAL)
X'1F PD Closing Tag 1 (List Of Property References)

Assuming that (Analog Input, 19) exists and contains no optional propgrties, the result would be:

X'30' PDU Type=3 (BACnet-ComplexACK-PDU, SEG=0, MOR=0)
X'02' Invoke ID=2
X'0E' Service ACK Choice=14 (ReadPropertyMultiple-ACK)
X'0C' SD Context Tag 0 (Object Identifier; [=4)
X'00000013' Analog Input, Instance Number=19
X'1E' PD Opening Tag 1 (List of Results)
X'1F' PD Closing Tag 1 (List of Results)
£20165b/-3. Clarify Out_Of_Service.
onale
Out_Of Service functionality is inconsistent across objects and is unclear with respect the changeability of the

ability property (vs writability).

Out_Of Service property for all objects is modified to be consistent in requirements and presentation.

blace Qut_ Of Service property language with the following language in:
lause 12.4.9, Analog Value object type,
lause 12.8.9, Binary Value object type,

ause 12.20.9, Multi-state Value object type,

Clause 12.37.9, CharacterString Value object type,
Clause 12.38.9, DateTime Value object type,
Clause 12.39.9, Large Analog Value object type,
Clause 12.40.10, BitString Value object type,
Clause 12.41.9, OctetString Value object type,
Clause 12.42.9, Time Value object type,

Clause 12.43.9, Integer Value object type,

Clause 12.44.9, Positive Integer Value object type,
Clause 12.45.9, Date Value object type,
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Clause 12.46.9, DateTime Pattern Value object type,
Clause 12.47.9, Time Pattern Value object type,
Clause 12.48.9, Date Pattern Value object type]

12.X.Y Out_Of Service

The Out Of Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the Present Value
property is controllable by software local to the BACnet device.

When Out_Of Service is TRUE:
- the Present Value of the object is prevented from being changed by software local to the BACnet \devicg in
which the object resides;
- the Present Value property and the Reliability property, if present and capable of taking on values other than
NO_FAULT DETECTED, shall be writable to allow simulating specific conditions or for testing purposes;
- other functions that depend on the state of the Present Value, or Reliability properties shall tespond to chamges
made to these properties, as if those changes had occurred while the object was in service; I[
- if the Priority Array and Relinquish Default properties are present, the Present-Value property shall stil
controlled by the BACnet command prioritization mechanism (see Clause 19).

be

Restrictions on changing the Present Value property by software local to the BACnét'device do not apply to local human-
machine interfaces.

[Change
Clause 12.2.10, Analog Input object type,
Clause 12.6.10, Binary Input object type,
Clause 12.18.10, Multi-state Input object type]

[Note that the current language in 12.18.10 is slightly different to that in 12.2.10 and 12.6.10 using “input” insteafl of
“physical input” so that change is to be made as well but does not show in the below change marking]

12.X.10 Out_Of_Service

The Out Of Service property, of type BOOLBEAN, is an indication whether (TRUE) or not (FALSE) the physical ifiput
that the object represents is not in service.

When Out_Of Service is TRUE:
- This-means-that-the Present Value property is decoupled from the physical input and will not track changgs to
the physical input, when-the-value-of Out—Of Servieeis TRUE:

- In-additien;-the Reliability property and the corresponding state of the FAULT flag of the Status_Flags property
shall be decoupled’from the physical input when-Out—OfServieeis TRUE:

- While—the -Out—Of Serviceproperty—is—TRUE; the Present Value property and the Reliability propertp, if
present @and-capable of taking on values other than NO_FAULT DETECTED, preperties-may-be-changed-tolany
valueas a-means-of shall be writable to allow simulating specific fixed conditions or for testing purposes.

- Otherother functions that depend on the state of the Present Value or Reliability properties shall responf to
¢hianges made to these properties—while-Out—Of Serviee—is—FRUE, as if those changes had occurred in| the
physical input.

[Change

Clause 12.3.10_Analog Output obiect tune
Y 5 P T P

Clause 12.7.10, Binary Output object type,
Clause 12.19.10, Multi-state Output object type,
Clause 12.55.8, Binary Lighting Output object type]

[Note that in the first sentence of 12.19.10 “output or process” is changed to “physical point” to match the other output
object types and in the remainder of 12.19.10, “output” is changed to “physical output” to match other output object types.

These changes are not shown in change marking.]

[Note that in Clause 12.55.8, “lighting output” is changed to “physical output” to match other output object types and other
minor editorial changes are made to make the clause match. These changes are not shown in change marking. ]
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The Out_Of Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the physical point
that the object represents is not in service.

When Out_Of Service is TRUE:

TFhis-means-that changes to the Present Value property are decoupled from the physical output; when-the-valae
of Out—Of Service-is TRUE-
In—additien,—the Reliability property, if present, and the corresponding state of the FAULT flag of the

ﬁﬁg

The
pro

Wh

[Ch

The
obj

Wh

hnge
lause 12.15.11, Life Safety Point object type,
lause 12.16.11, Life Safety Zone object type]

Status_Flags property shall be decoupled from the physical output,-wherOut—OfService-is TRUE:

While—theOut—Of Serviceproperty—is—TRUE;—the Present Value property and the Reliability property, if

present and capable of taking on values other than NO_FAULT DETECTED,-preperties-may-stil-be-changed:to
any-value-as-a-means-of shall be writable to allow simulating specific fixed conditions or for testing purposes;-

Other other functions that depend on the state of the Present Value or Reliability properties shall respond to
changes made to these properties while-Out—Of Serviee—is—FRUE, as if those changes had occurred to the
physical output,-

Fhe the Present_Value property shall still be controlled by the BACnet command prioritization mechanism #
Out—Of ServieeisTRYE (see Clause 19).See-Clause19-

Out_Of Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the input(s) or
ess the object represents is not in service.

n Out_Of Service is TRUE:

This-means-that-changes to the Tracking Value property arédecoupled from the input(s) or process, when-the
value-of Out—Of Servieeis TRUE:

In-additien; the Reliability property and the correspondingstate of the FAULT flag of the Status Flags property
shall be decoupled from the input or process, when-Qut-OfServiee-ts FRUE-

While—the-Out—Of Serviceproperty—is—FRUE—the - Tracking Value property and the Reliability property, if
capable of taking on values other than NO _FAULT DETECTED, properties-may-be-changed-to-any-value-asa

means-of shall be writable to allow simulating'specific fixed conditions or for testing purposes,-

Other other functions that depend on the(State of the Tracking Value or Reliability properties shall respond to
changes made to these properties while—Out—Of Service—is—FRUE, as if those changes had occurred to the
input(s) or process.

hnge Clause 12.17.9, Loop objecttype]

Out_Of Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the algorithm this
ct represents is or is not-in’service.

n Out_Of Serviéeis TRUE:

Fhe the Present Value property shall be decoupled from the algorithm,;—when-the-valae-of Out—Of Servieeis
FRUE

In—additien; the Reliability property, if present, and the corresponding state of the FAULT flag of the
Status_Flags property shall be decoupled from the algorithm,-when-Out—Of Serviee-is FRUE-

While—the—Out—Of Service—property—is—FRUE; the Present Value property and the Reliability property, if

present and. f-nnnhlo nf fnklno- on values other than NQ FAULT nF'TF'f'TFn shall bhe writable ta agllow

picepemes—may—b%ehaﬂged—te—&ﬂy—vah%&s—a—me&ns—ef 51mulat1ng specific fixed conditions or for testing
purposes; =

Fhe the property referenced by Manipulated Variable Reference and other functions that depend on the state of
the Present Value or Reliability properties shall respond to changes made to these properties—while
Out—OfServiee-is TRUE, as if those changes had been made by the algorithm.

[Change Clause 12.22.13, Program object type]

The Out_Of Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the process this
object represents is not in service. In this case, "in service" means that the application program is properly loaded and
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initialized, although the process may or may not be actually executing. If the Program_State property has the value IDLE,

then Out_Of Service shall be TRUE.

When Out_Of Service is TRUE:
- the application program process is not executing;

- the Reliability property, if present, and the corresponding state of the FAULT flag of the Status_Flags property

shall be decoupled from the program;
- the Reliability property, if present and capable of taking on values other than NO FAULT DETECTED, s

hall

be writable to allow simulating specific conditions or for testing purposes;
- other functions that depend on the state of the Reliability property shall respond to changes made)to
property, as if those changes had occurred to the application program process.

[Change Clause 12.23.10, Pulse Converter object type]

The Out_Of Service property, of type BOOLEAN, is an indication whether (TRUE) or not (EALSE) the input that
object directly represents, if any, is not in service. ("Directly represents" means that the Input) Reference property is
present in this object.)

When Out_Of Service is TRUE:
- The the Present Value property is decoupled from the Count propertycand will not track changes to the in

- In-eadditien; the Rehablhty property and the correspondmg state ofithe FAULT flag of the Status Flags prop
shall be decoupled from the input,-when-Out—OfServiee-is TRUE?

- Whilethe Out—Of Service—property—is—FRUE; the Present’Value property and the Reliability propert]
present and capable of taking on values other than NO FAULT DETECTED, shall be writable to a

properties—may—be—chansedto—any—valae—as—a—meanS—of simulating specific fixed conditions or for tes
purposes; =

- Other other functions that depend on the state, of’the Present Value or Reliability properties shall respon
changes made to these properties while Out_Of Seérvice is TRUE as if those changes had occurred in the inp

If the Input Reference property is present, the,state of the Out Of Service property of the object referenced
Input_Reference shall not be indicated by the Qut* Of Service property of the Pulse Converter object.

[Change Clause 12.24.14, Scheduleobject type]

The Out _Of Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the intg
calculations of the schedute ebject are used to determine the value of the Present Value property.

When Out_Of Service is TRUE:
- This—means—that the Present Value property is decoupled from the internal calculations and will not t
changgs to other properties,-whenr-Out—Of Service-is FRUE-
- Othes) other functions that depend on the state of the Present Value, such as writing to the members of
Dist Of Object Property References, shall respond to changes made to that property-while-Out—OfServig
FRUE, as if those changes had occurred by internal calculations.

[Change Clause 12.26.9, Access Door object type]
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The Out_Of Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the logical door

which this object represents is not in service.

When Out_Of Service is TRUE:

- This-means-that the Present Value property is decoupled from the physical door and will not track changes to

the physical door,-whenthe-value-of Out—Of Serviee-is TRUE:
- In-additien; the Reliability property and the corresponding state of the FAULT flag of the Status Flags prop
shall be decoupled from the physical door,-when-Out—OfServiee-is FRUE-

erty

- While—the Out—Of Service—property—is—FRUE; the Present Value property and the Reliability property, if
capable of taking on values other than NO_FAULT DETECTED, preperties; and if present, the Door_ Status,
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Lock Status and Door Alarm_State properties shall be writable to allow maybe—chansedto-anyvalueasa
means-of simulating specific fixed conditions or for testing purposes,-

- Other other functions that depend on the state of the Present Value or Reliability properties, and if present the
Door_Status, Lock Status and Door_Alarm_State properties, shall respond to changes made to these properties
while-Out—Of Serviee-is TRUE, as if those changes had occurred to the physical door.

[Change Clause 12.31.8, Access Point object type]
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Out_Of Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the authenticatiol
authorization process this object represents is out of service.

n Out_Of Service is TRUE:

- H-oeutof serviee,—then the process that this object represents shall not perform any authentication or
authorization.

- the Reliability property and the corresponding state of the FAULT flag of the Status Flags property shall be
decoupled from the associated process this object represents;

- the Reliability property, if capable of taking on values other than NO_FAULT DETECTED/shall be writable to
allow simulating specific conditions or for testing purposes;

- other functions that depend on the state of the Reliability property shall respond to changes made to this
property, as if those changes had occurred to the associated process this object represents.

bn this property changes from FALSE to TRUE, then the Access_Event property shall be set to OUT_OF SERVICE.
en this  property changes from TRUE to FALSE, then the Access)Event property shall be set to
[ OF SERVICE RELINQUISHED.

hnge Clause 12.32.10, Access Zone object type]

Out_Of Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the object is out of
ice.

en Out_Of Service is TRUE: the-objeetis-out-ofservice;
the Reliability property and the corresponding state of the FAULT flag of the Status Flags property shall be

decoupled from the associated process thisobject represents;

- -and the Reliability property, if capable of taking on values other than NO FAULT DETECTED, shall be
writable to allow may—b%ehanged—te—aﬂy—vam%as—a—meaﬁs—ef 51mulat1ng spec1ﬁc fixed conditions or for testmg
purposes, - Ot

- ¥ if occupancy counting-is supported—&nd—th%ebjeet—is—e&t—ef—sem«&e, then the Occupancy Count property is
decoupled from the precessing of occupancy counting.

- Inadditien; writingte the Adjust Value property shall not modify the Occupancy Count,-

- The the Occupancy-Count property, if present, shall be writable to allow may-be-changed-to-any—value-as—a
means-of simylating specific fixed conditions or for testing purposes,-

- Other other fuiictions that depend on the state of the Occupancy State or Reliability properties-property shall
respond fe’changes made to this-preperty-while-Out—OfService-is FRUE these properties, as if those changes

had occlirred to the associated process this object represents.

hnge Clause 12.36.8, Credential Data Input object type]

The Out_Of Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the Present Value
of the Credential Data Input object is prevented from being modified by some process local to the BACnet device in

whi

ch the object resides.

While-the When Out_Of Service preperty is TRUE;:

70

- the Present Value property and the Reliability property, if capable of taking on values other than

NO _FAULT DETECTED, shall be writable to allow-preperties—maybe—changedto—anyvalue-as—ameansof

simulating specific fixed conditions or for testing purposes,=
- Other other functions that depend on the state of the Present Value or Reliability properties shall respond to
changes made to these properties while-Out—Of Serviee-is FRUE, as if those changes had occurred in the input.
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[Change Clause 12.50.12, Global Group object type]

This property, of type BOOLEAN, indicates and controls whether (TRUE) or not (FALSE) the object is out of service.

When Out_Of Service is TRUE:

the Present Value property is decoupled and is not updated to track the values of the group members,-

In—additien; the Reliability property, if present, and the corresponding state of the FAULT flag of
Status Flags property shall be decoupled from their—normal—ealenlationsthe state of the objedti—=w
Out—Of—ServiceisTRYUE:

While-the Out—Of Serviceproperty—is—TRUE; the Reliability property, if present and capable. of taking

values other than NO_FAULT DETECTED, shall be writable to allow-may-be-changed-to-any-value-as-ame

of simulating specific fixed conditions or for testing purposes,-
Other other functions that depend on the state of the Reliability property shall respond,te ‘changes made to
propertythese-properties while-Out—Of Serviee-is FRUE as if those changes had occurred by normal operati

[Change Clause 12.51.7, Notification Forwarder object type]

The Out_Of Service property, of type BOOLEAN is an indication whether (TRUE) or not (FALSE) the object has {
prevented from forwarding event notifications.

When Out_Of Service is TRUE:

TFhis-property-can-be-used-to-disable the Notification Forwarder object is disabled and does not forward e

notifications,

the Reliability property, if capable of taking on values©ther than NO_FAULT DETECTED, shall be writab
allow simulating specific conditions or for testing purposes,-

other functions that depend on the state of the-Reliability property shall respond to changes made to
property as if those changes had occurred by normal operation.

[Change Clause 12.53.11, Channel object type}

This property, of type BOOLEAN, is an,indication whether (TRUE) or not (FALSE) the forwarding mechanism thaf
object represents is not in service.

When Out_Of Service is TRUE:

This-means-that changes to the Present Value property are decoupled from the forwarding mechanism,
thevalie of Out-—OFf Serviceis TRUE-

Inr—additien; theReliability property, if present, and the corresponding state of the FAULT flag of
Status_Flags.property shall be decoupled from the forwarding mechanism,-whenrOut—Of Service-is FRUE-

While—the-Out—Of Serviceproperty—is—TRUE; the Present Value property and the Reliability propert
presentand capable of taking on values other than NO FAULT DETECTED, shall be writable to a

preperties—maystill be-changed-to-anyvalue-as—a-means-of simulating specific fixed conditions or for tes

purposes,-
Other other functions that depend on the state of the Present Value or Reliability properties shall respon|
changes made to these properties while-Out—Of ServieeisFRUE, as if those changes had occurred and
been passed on to the forwarding mechanism.
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[Change Clause 12.54.11, Lighting Output object type]

[This Out_Of Service clause is identical to that for the other output object types except for the last bullet point which
talks about lighting command.]

Fhis The Out_Of Service property, of type BOOLEAN, indicates whether (TRUE) or not (FALSE) the physical point
that the object represents is not in service.
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When Out_Of Service is TRUE:

- This-means-thatchanges to the Present Value property are decoupled from the physical lighting output, when
thevalue-of Out—Of Serviee is TRUE:

- Inadditien; the Reliability property, if present, and the corresponding state of the FAULT flag of the
Status_Flags property shall be decoupled from the physical kghting output, when-Out—OfService-is TRUE:

- Whilethe Out—Of Service—property—is—FRUE; the Present Value property and the Reliability property, if
present and capable of taking on values other than NO FAULT DETECTED, shall be writable to allow

[Ch

The
ou

—

Wh

[Ch

The

properties—may-stil-be-changed-toany—valueas—a-means—of simulating specific fixed conditions or for testing
purposes,-

- Other other functions that depend on the state of the Present Value or Reliability properties shall respondyte
changes made to these properties whie—Out—Of Service—isFRUE, as if those changes had occurred ito the
physical lighting output,-

- The the Present_Value property shall still be controlled by the BACnet command prioritization mechanism and
lighting command #Out—OfServieeis TRUE-(see Clause 19).See-Clanse19-

hnge Clause 12.56.7, Network Port object type]

Out_Of Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the network port is
pf service.

en a—neeweﬂepeﬁ—fs Out_Of Service is TRUE 5
all BACnet communication through that the port shall be disabled,;

- and writing any value other than RESTART PORT, DISCONNECT, ard or DISCARD CHANGES to the
Command property shall result in an error response with an ‘Ergor Class’ of PROPERTY and ‘Error Code’ of
VALUE OUT OF RANGE;-

- the Reliability property, if present, and the corresponding state of the FAULT flag of the Status_Flags property
shall be decoupled from the port;

- the Reliability property, if capable of taking on values other than NO_FAULT DETECTED, shall be writable to
allow simulating specific conditions or for testing purposes;,

- other functions that depend on the state of the, Reliability property shall respond to changes made to the
property, as if those changes had occurred ta the'port.

hnge Clause 12.57.9, Timer object type]

Out_Of Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the timer this object

repifesents is in service and will countydown.

HN

HN

(hen Out_Of Service is FAESE; the timer is functioning as specified.

(hen Out_Of Service i TRUE;:

- the object shall\behave as specified, except that Present Value shall not automatically count down in the
RUNNING¢state-,

- While Out=Of Serviee—is—FRUE; the Present Value property and the Reliability property, if present and
capable\of taking on values other than NO_FAULT DETECTED, shall be writable to allow preperties-may-be
changed-as-a-means-of simulating states and transitions, or for testing purposes;-

- ,other functions that depend on the state of the Present Value and Reliability properties, such as timer state
changes, shall respond to changes made to that, as if those changes had occurred while Out Of Service was

EFALSE

[Change Clause 12.59.30, Lift object type]

The

Out_Of Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the object is

decoupled from the lift that this object represents.
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When Out_Of Service is TRUE:

This-means-that the object does not track the status of the lift,

s-and the object will not control the lift operation—Fhe and the value of this property shall have no effect on the
operation of the lift this object represents-;

While-this-preperty-has-a—value-of FTRUE; the status properties Assigned Landing Calls, Registered Car Call,
Car_Position, Car Moving_ Direction, Car Assigned Direction, Car Door Status, Car Door Zone, Car Load,
Next Stopping Floor,  Passenger Alarm, Energy Meter, = Car Drive Status, Fault Signals, and
Landing Door Status shall not track the status of the lift—TFhese—properties and shall be writable,—while

[Change Clause 12.60.15, Escalator object type]

Out—Of Servieeis TRUE-
While—this—preperty—has—a—valse—of TRUE; the properties Making Car Call, Car Door Command; |and
Car_Mode, shall not track the respectzve values currently applied by the lzft shall not have any effect on| the
operation of the lift, —In h 2 h ective-va § ; f-the
hift-Theseproperties and shall be ertable —Wd&ﬁ%@&t—@f—S%H%ﬁﬁ—T—R—U—E—

While-the-Out—Of Serviceproperty—is—FRUE; the properties listed in this clause normallydndicating status or
currently applied control values shall be writable to allow—may—be—changed—to—anyvalue—as—a meanp—of
simulating specific fixed conditions or for testing purposes,=
Objeet other functions that depend on the state of any of the aforementioned these properties shall respond to
changes made to these properties while-Out—Of Serviee-is FTRUE, as if those changes had occurred in the liff.

The Out Of Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the obje¢t is

decoupled from the escalator that this object represents.

When Out_Of Service is TRUE:

[Replace Clause-12.61.10, Accumulator object type with the following language]

12.61.10 Ot Of Service

This-means-that the object does not track the status of the)escalator,;-and
the object will not control the escalator operation—Fhe and the value of this property shall have no effect on the
operation of the escalator this object representss,
While—this—property—has—a—value—of —TRUE; " the status properties Power_Mode, Operation_ Direcfion,
Energy Meter, Fault Signals, and Passenger.‘Alarm shall not track the status of the escalator—Fhese-propefties
and shall be writable,-while-Out—Of Service-is FTRUE:
While—this—prepertyhas—a—value—of FRUE; the property Escalator Mode shall not have any effect onfthe
operation of the escalator,—n-addition;-this-preperty shall not track the respective value currently applied by the
lift, and—Fhe-propertyEsealatorMede shall be writable,-whie-Out—Of Service-is TRUE-
While-the-Out—Of Serviceproperty—is—TRUE; the properties listed in this clause normally indicating status or
currently applied controlkvalues shall be writable to allow may—be—changedto—anyvalue—as—a meany—of

simulating specific fixed conditions or for testing purposes,=
Objeet other functiens that depend on the state of these any of the aforementioned properties shall responfd to
changes made te~these properties while-Out—Of Serviee—is—FRUE, as if those changes had occurred in| the
escalator.

The-Qut Of Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the physical ifiput

thatthe object represents is not in service.

“Zhe{«f\ 1t f\F Q 1 - TRITE.
T eSSt

5Fh+s—meaﬂs—tha{ the Present Value and Pulse Rate properties are decoupled from the physical input and will not
track changes to the physical input when-the-valae-of Out—Of Serviee-is TRUE.

In—additien; the Reliability property, if present, and the corresponding state of the FAULT flag of the
Status_Flags property shall be decoupled from the physical input,-whea-Out—OfServiee-is TRUE-
While-the-Out—Of Serviee-property-isTRUE-the Present Value, and Pulse Rate properties and the Reliability
property, if present and capable of taking on values other than NO_FAULT DETECTED, preperties—may-be
changed-to-any-value-as-ameansof shall be writable to allow simulating specific fixed conditions or for testing
purposes.
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- Other other functions that depend on the state of the Present Value, Pulse Rate or Reliability properties shall
respond to changes made to these properties while-Out—Of Serviee-isTRUE, as if those changes had occurred
in the physical input.

135-2016bm-1. Reduce allowed range for Usage Timeout

Rationale

TherMS7/TPparameter Tusage_tmeout a5 dTiIEd 1T Clause 97573 ITa5 DT MISIMTerpreted by SOIE MMPICIEITErS SITce 1t
allows up to 100ms of delay for nodes to reply to PollForMaster or to begin using a passed token. The current language is
unfertunately vague and implies that an implementation may use a value as small as 20ms or as large as 100ms. The
inteption was always that the definition of Tusage delay Would require that devices always reply within 15ms, but the wide
variation in Tusage timeout Was misleading to some implementors. This creates an interoperability issue if a "20ms! device
attenpts to interoperate with a "100ms" device.

The range of Tusage_timeout 1S reduced to 35 milliseconds maximum.

[Chhnge Clause 9.5.3, Tusage_timeout]

Tusage_timeout The minimum time without a DataAvailable or ReceiveError event that a node must wait for a
remote node to begin using a token or replying to a PO, For Master frame: 20 milliseconds.
(Implementations may use larger values for this timéout, not to exceed +88 35 milliseconds.)

135}2016bm-2. Specify design choices for MS/TP devices.

Ratjonale

The| standard allows for MS/TP devices to make various choices, i their implementation. There is no standard method for
detgrmining some of the key choices.

Alsg, the current language limits the number of nodes @er segment to 32 due to the EIA-485 standard. However, EIA-
485| specifies 32 unit loads, not 32 nodes. Early EIA2485 transceivers were one unit load, but today, 1/2, 1/4, and even
1/8 lload transceivers are available, allowing the pgssibility of up to 8 * 32, or 256 nodes per segment.

The| PICS is extended to allow specificationofthe implementation choices, including unit loads, of the MS/TP product.

[Chhnge Clause 9.2.2]
9.2.2 Connections-and Terminations

The maximum number of nedes unit loads per segment shall be 32 (as specified by the EIA-485 standard).
Additional nedes unit loads may be accommodated by the use of repeaters, as described in Clause 9.9.

[Adddiew Clause 9.X]

9.X Documenting MS/TP Device Design Choices

Every MS/TP device includes a collection of design choices that affect the behavior of the device. Among these, the
following choices are important in terms of MS/TP interoperability:

(a) master or slave implementation

(b) isolated or non-isolated power source for EIA/TIA-485 transceiver
(c) whether local biasing is built-in to the device

(d) transceiver unit loading

(e) data rates supported by the device
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