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Foreword

ISO (the

International Organization for Standardization) is a worldwide federation of national standards

bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1.In partlcular the different approval criteria needed for the dlfferent types

of ISO documen
ISO/IEC Directives, Part 2 (see WWW.is0. org/dlrectlves)

les of the

[SO draws attention to the possibility that the implementation of this document may involve‘the[use of (a)

patent(s).

rights in
patent(s)
this may

WWW.iso.

ISO takes no position concerning the evidence, validity or applicability of any claimged patent
respect thereof. As of the date of publication of this document, ISO had not received ndgtice of (a)
which may be required to implement this document. However, implementers are cautioned that
ot represent the latest information, which may be obtained from the patent database ayailable at

prg /patents. ISO shall not be held responsible for identifying any or allysuch patent righty.

Any trad¢ name used in this document is information given for the convenience of users and| does not

constitut¢ an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and e
related tp conformity assessment, as well as information about ISO's adherence to the Wo

Organization (WTO) principles in the Technical Barriers to Trade(TBT), see www.iso.org/iso/foreword.html.

This dochment was prepared by Technical Committee."ISO/TC 205, Building environment {lesign, in
collaboration with the European Committee for Standardization (CEN) Technical Committee CEN/TC 247,
Building Automation, Controls and Building Management, in accordance with the Agreement on|technical

cooperatipn between ISO and CEN (Vienna Agreement).

This secopd edition cancels and replaces the-first edition (ISO 16484-2:2004), which has been t¢chnically

revised.

The main|changes are as follows:

— overdll structure of documert has been updated;

— Clausk 1, Clause 2 and Clayse 3 have been revised;

— techrlical content thfoughout the document has been modified and updated.
Alist of all parts inthe1SO 16484 series can be found on the ISO website.

Any feed
complete

isting of these bodies can be found at www.iso.org/members.html.

‘xfack erquestions on this document should be directed to the user’s national standards body. A
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Building automation and control systems (BACS) —

Part 2:
Hardware

1 Scope
This docyment specifies the hardware requirements needed to carry out building automation-tasks.
This docyment is applicable to physical devices, i.e.:

— devices that require human interaction, such as management stations or operator panels;
— devicps for data storage and analysis, such as edge or cloud servers;

— devicps for control applications, such as automation stations;

— devicps for physical quantities acquisition, such as sensors and actuiators.

This docyment provides a generic system topology based ons:a building network infrastructure, which
includes Qoth the devices inside the building envelope and thase)outside the building envelope.

2 Normative references

The folloying documents are referred to in the textin such a way that some or all of their content cpnstitutes
requiremgnts of this document. For dated referenees, only the edition cited applies. For undated rgferences,
the latest|edition of the referenced document{including any amendments) applies.

IEC 60529, Degrees of protection provided by enclosures (IP code)

IEC/TR 6R443-3-1, Industrial communication networks — Network and system security — Part 3-1: Security
technologfes for industrial automation and control systems

[EC 62443-3-3, Industrial communication networks — Network and system security — Part 3-3: Systen security
requiremdnts and security deveéls
3 Terms and definitions

For the pyrposes-of this document, the following terms and definitions apply.

ISO and [ECnaintain terminology databases for use in standardization at the following addresses

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1

access control system

dedicated security system, that includes the automatic checking of access rights under organizational
measures, barrier and door control for buildings and rooms, and registration of events

3.2
alarm
warning given by the system either:

© IS0 2025 - All rights reserved
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a) indicating the presence of a hazard to property, the environment, or to life

b) a condition detected by a device or controller regarded as abnormal, that implements a rule or logic
specifically designed to look for that condition, e.g. "frost alarm"

Note 1 to entry: An alarm can be an annunciation that is either audible, visual or both that alerts an operator to an
abnormal condition, which can require corrective action.

3.3

analogue input
part of the hardware pertaining to a control device for measuring

3.4

analogud
part of th

3.5

applicati
set of use
a process

Note 1 to 4

3.6

output
e hardware pertaining to a control device for positioning

il
r information processing requirements or functions that together form a lggical unit s

ntry: A building automation and control system can support many different applications.

binary input

hardwarg
Note 1 to 4

3.7

pertaining to control devices for state processing

ntry: The function is also referred to as binary input state.

binary oyitput

hardware
Note 1 to 4

3.8
building

pertaining to control devices for switching

ntry: The function is also referred to as output'switching.

large volume separate fixed structures, i.e. commercial or residential premises, however excluding

structure

Note 1 to
tunnels, ra

39
building
system, d
interlocks
efficient,

Note 1 to 4

S

entry: Building automation and control system can also be employed for other structures, such
ilways, and ships.

automation and control system

omprisingall products, software and engineering services for automatic controls
), monitoring, optimization, operation, human intervention, and management to achiey
bconomical, and safe operation of building services

hpporting

ndustrial

as houses,

including

e energy-

mation or

nfry: The trade designation and the industry branch are also referred to as either building aut

building ¢
[SOURCE:

= 1 1 41
IILI'UI, Ul DULIL.

[SO 52120-1:2021, 3.2, modified — Note 1 has been added.]

Note 2 to entry: Building automation and control system (BACS) is also referred to as building management system
(BMS), of which building energy management is part.

Note 3 to entry: The use of the word "control" does not imply that either the system or the device or both are restricted
to control functions. Processing of data and information is also possible.

Note 4 to entry: If a building automation and control system, or building energy management system, conforms to the

requireme

nts of the ISO 16484 series, it may be designated as a BACS.

© IS0 2025 - All rights reserved
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Note 5 to entry: Building services are divided into technical, infrastructural and financial building services and energy
management is part of technical building management.

3.10

building management
totality of services involved in the management, operation and monitoring of buildings (including plants and
installations)

Note 1 to entry: Building management is divided into technical building management, infrastructural building
management and commercial building management and has interfaces to area and facility management.

[SOURCE:

[SO 52120-1:2021, 3.4, modified — Note 1 has been added.]

3.11

building
communi
buildings

Note 1 to
security n

3.12

building
utilities a
waste, an

3.13
cabling
system of
and contn

3.14
cloud
servers lo
and datah

Note 1 to g
run softwd

3.15

commun
act of con
symbols,

3.16
commun
physical 3

3.17

network infrastructure

entry: The network is optimally set up for the needs of the building and its usejand ensures
beds are met, taking IEC 62443 series into consideration.

kervices

1l communications

ol system and other equipment

cated in data centres all over the world that are accessed over the internet, as well as thd
ases that run on those servers

ntry: By using cloud computing, usérs'and companies do not need to manage physical servers the
re applications on their own machines.

cation
reying meaning from.ohe entity or group to another through the use of mutually underst
hnd semiotic rules

cation interface

nd electrical requirements for the connection of components of communicating products

Cation infrastructure next to the traditional electrical and sanitary installatiéns” ip modern

that cyber

hd installations supplied and distributed within a building, suclas electricity, gas, heating, water,

cables and connecting hardware that supports the*wired connection of the building afitomation

software

mselves or

bod signs,

configuration

site-specific information related to physical and functional units, entered during system engineering

resulting

in the system configuration

Note 1 to entry: Generally, the configuration does not change once the system is functioning.

3.18

controller

automation station
device for either regulation or logic control, or both, as well as the monitoring and processing of information
such as temperature, humidity and pressure

Note 1 to entry: The use of the words "automation” and "control” does not imply that the device or system is restricted
to control functions only. Monitoring and processing of other information is possible.

© IS0 2025 - All rights reserved
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Note 2 to entry: In IT, a device that controls the transfer of data between a computer and a peripheral device is also
referred to as a controller.

3.19
counter input
hardware pertaining to a control device for pulse counting

3.20
data
representation of information in a formalized manner suitable for human or automatic processing

Note 1 to entry: Processing includes communication and interpretation.

3.21
data intefface unit
functionall or physical unit for communication between the devices of a BACS, as well as devjicesanf systems
in other networks

Note 1 to gntry: Different types of DIUs can exist, such as routers or gateways.
Note 2 to eptry: A DIU may be used to conform to the relevant national standards if connected via public datgnetworks.

3.22
data-point
input and|output function consisting of all assigned information describing the point's meaning entirely

Note 1 to gntry: There are physical and virtual data-points. A physical’data-point is related to a direct of remotely
connected|input/output device. A virtual data-point can be derived-from the result of a processing fun¢tion, or is
related to finother device as a shared data-point.

Note 2 to gntry: Historically, the term "data-point" described onlya physical value or state.

Note 3 to gntry: A collection of virtual data-points is usually,identified as the digital twin of the controller ¢wning the
physical data-point counterparts.

3.23
data secyrity
framework conditions to protect data from.direct or indirect manipulation or unauthorized use

Note 1 to gntry: Data manipulation includes'loss of data, destruction or falsification of data.
Note 2 to gntry: Data security means-are the measures and equipment to secure and maintain the safety of data.

3.24

device
physical groduct desighed and implemented to perform specified or programmable functions, in operational,
electrote¢hnology equipment

Note 1 to gntry:Eor the purposes of this document, a device forms a self-contained physical unit.

3.25
digital twin

virtual representation of real-world entities and processes, synchronized at a specified frequency and
fidelity

3.26

electromagnetic compatibility

ability of equipment or a system to function satisfactorily in its electromagnetic environment without
introducing intolerable electromagnetic disturbances to anything in that environment

[SOURCE: IEC 60050-161:2018]
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3.27

edge device

piece of hardware that controls data flow at the boundary between two networks, fulfilling a variety of roles
depending on what type of device they are, but essentially serving as network entries or exit points

Note 1 to entry: Some common functions of edge devices include the transmission, routing, processing, monitoring,
filtering, translation and storage of the data passing between networks.

Note 2 to entry: There can be multiple edge devices in a building automation network devoted to different purposes,
such as for different portions of the network or for different application requirements.

3.28

engineering
project affd system-specific services for the system planning process, configuration, and commiskioning of
the varioys parts of a building automation and control system

Note 1 to ¢ntry: The services that can be performed as part of engineering include configuration,of‘the pliysical and
logical conjnections and relationships between all items of a system to achieve the required applieation.

3.29
facility management
services performed before, during, and after the use of real estate and infrastructure that are based on a
holistic (iptegral) strategy

3.30
historicall data
data that s recorded on a storage medium for an undefined time

Note 1 to eptry: The datalogging performed by storing historical datais referred to as a "historical databas¢ function".

3.31
input/oufput
function ghat includes either the processing of a signalfrom a sensor or a signal for an actuator of the system
to be confrolled

Note 1 to gntry: The I/0 also provides system usefs'with the specific status and value information for a datp-point.

3.32

informatjon
knowledgde concerning objects, facts, events, things, processes, or ideas (including concepts), whicl, within a
certain cqntext, has a particular meaning

3.33

interface
functionall or physicalunit as a defined interconnection between a device or system to another|device or
system, of to a person

3.34
logbook
record bopKor its electronic equivalent, where all relevant details of an operation, a system, its performance,
and its maintenance can be entered in a secure manner for subsequent retrieval

Note 1 to entry: A logbook can consist of one or more record books.

Note 2 to entry: A logbook can be kept in a centralized or distributed manner.

3.35

maintenance

combination of all technical, administrative and managerial actions during the life cycle of an item intended
to retain it in or restore it to a state in which it can perform the required function

© IS0 2025 - All rights reserved
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activity of the system, intended to observe the actual state of an item, identify a defined deviation from the
normal state, and transmit a message about the observed state

3.37
operating system

software to control program operation and to provide services for resource allocation, task scheduling,
input/output control, and data management

3.38
room control unit

interface nn:\h]ing users to interact with the hni]ding automation-systemin order to influe

ce room

conditionp

Note 1 to gntry: Room control units can either be permanently installed on the wall of a room or théy can b

as an application on a room user's mobile device.

3.39
cyber sequrity
security

protectioh of networks, devices, programs and data from attacks, damage andunauthorized acces

3.40
sensor

device depigned to detect or measure a variable

3.41
topology

way in which the links and nodes of a network are arrangéd‘so that they relate to each other

Note 1 to [entry: Topologies are categorized as either a physical network topology, which is the physic
of signallipg, or a logical network topology, which refers'to the way in which data is transferred betwe

regardlesd of the physical connection of the devices through the network.

4 Abbreviated terms

e available

hl medium
en devices

Abbreviated term Description
Al analogue input
AO analogue output
BACS building automaton control systems
BI binary input
BO binary output
CI counter input
DIU data interface unit
EMC electromagnetic compatibility
GUI graphical user interface
I/0 input/output
HMI human-machine interface

© IS0 2025 - All rights reserved
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5 BACS features catalogue

5.1 BACS components

5.1.1 Hardware components

A building automation system can consist of the following hardware:

— sensors and actuators;

— automation control devices;

— cablifigand WiTeless access points;

— eithe
— edge
NOTE

Each BAC
— stand
— many
— stand
— many
— proje

— cloud

If a buildihg network infrastructure is missing ot:the BACS needs to be operated in a separate nef

following
— stand

— netw

51.2 S

Functiond
system af

 dedicated management stations or computing devices or both;

Hevices and connections to the cloud.

Power and communication cabling requirements are not part of this document,

5 can be designed, in an individual way, by combining:

ard computer hardware (data processing devices);

facturer specific hardware;

ard software (e.g. operating system, database managenient system);
facturer specific application software (e.g. programs.and engineering tools);
Ct specific application software (e.g. functions that have been engineered);

resources.

additional hardware can be needed:
ard data communications hardware;

brk infrastructure.

ystem configuration

e determined, There can be several ways to achieve the required functionality.

The buil

ISO 16484-3, which also includes a method for determining the required functionality of th

ing automation-related functions performed by software and engineering are sp

hardwardg.

work, the

lity shall be spécified before the project-specific hardware components of a building aitomation

bcified in
e system

5.1.3 Basic hardware performance criteria

For all components of building automation systems, the following mechanical, electrical and environmental
performance criteria shall be specified depending on the requirements of the project:

a) powe

r consumption;

b) mains voltage;

c¢) heatdissipation;

d) acoustic noise emission;

© IS0 2025 - All rights reserved
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e) environmental conditions, such as temperature, relative humidity, pressure and dust;

f) datathroughput, bandwidth and network speed requirements;

g) degrees of protection provided by enclosures and the [P-code protection class in accordance with
IEC 60529;

h) prote

ction against physical shock and vibration;

i) electrical safety class (e.g. protection against electric shock);

j)  EMC (EMI) conformance and environment class;

k) cybersecsriby reguirements inaccordance with HC 6244443

5.2 Bui

5.2.1 G

The typic
automatig

Computat
magnitud
applies to

A manage
These cha

NOTE

also be ru
easily accd

The folloy
functions

a) How
b) What
¢) What
d) Whic

By taking
performa

lding management

eneral

h| tasks of a management station can be distributed across a wide varietyf devices in th
n system.

ional and storage resources can be distributed across the whole’system without lim
e and distance. Data can be stored locally in the edge, the cloud/or a combination of both
the outcomes of analytic processes.

ment station provides a visual interface to monitor the systems and adjust the system conf
nges are recorded and are, therefore, traceable.

In many cases, the management station no longer regitires an extremely powerful computer on s
h on a wide variety of devices, for example a web browser or an app. In this way, all relevant d3
ssible on site or from any other location around¢he world, at any time.

Ving information about the building automation system can be helpful when designing ma

big is the system (number of devices, number of data-points)?

response times are to be guaranteed?

level of cyber security needs to be observed?

h other systems should be integrated (fire, e-charging, smart grid, etc.)?

this informatien into account, fundamental questions about the design of the system as
hce and segmentation of the network or additional network load for an existing buildin

e building

itation in
This also

jguration.

te, but can
ta is more

hagement

vell as the
r network

can be apswered{However, since these boundary conditions can change at any time during ¢peration,

modulari
shall alw4

ration, scalability, communication interface standardization and on-demand resource
ysbe'taken into account.

hllocation

522 D

evices for data processing, storage and archiving

When deciding which combination of local hardware resources or cloud-based computing will be
implemented, the following aspects shall be taken into account:

a) perfo

rmance of the selected hardware;

b) network speed, bandwidth and data throughput;

¢) high-speed internet connection;

d) available memory and storage capacity;

© IS0 2025 - All rights reserved
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e) cyber security requirements of the system;

f) redundancy requirements.

5.2.3 Management stations and operating units
The HMI may be used for monitoring, alarm function and operation.

The GUI may be used for operator functions, such as presentation of point information, graphics, alarm
handling, scheduling and display of trend curves.

Graphic control units are mostly part of management stations. The user's preference should be made
available to them, whether permanently mounted, portable or wearable, whether PC, notebook, tablet, or
augmentdd reality glasses.

5.2.4 Diata interface unit (DIU)

DIU functjionality is covered by virtualized software functions that run locally on autemation statjons, edge
devices of the cloud, executing such services.

DIUs can pe used as separate hardware whenever network segments need to beinterconnected.
5.3 Control devices

5.3.1 General

The typi¢al automation tasks may be distributed across<adlarge number of devices in thg building
automati<[)n system.

For example, time-critical functions may be carried out on the intelligent actuators and sensorg that are
wired or [wirelessly connected to the network. The intelligence, which is further distributed ag a result,
relieves the network and ensures that the function‘itself is still available and executed locally g¢ven if an
automatign station fails or if there is a partial network interruption.

All these ¢levices on which the automation-and control functions are carried out provide the envirojnment for
the followling main tasks of a building automation system:

a) direcf digital control automation;

b) energy and operational optimization;

c) plant|operation monitoring;

d) alarny, fault, mainfénance and operations information;
e) autorpatic andumanual control;

f) data forstatistics and analysis of values and states;

g) informmatiom eXCITange DetWEE Processing fUICtons WItlt _amny other device of the building
automation system.

5.3.2 Edge device — Tasks

In principle, an edge device can perform all of the tasks of an automation station, but it can also take on some
of the tasks of the cloud.

An edge device belongs to the building and can be used for a wide variety of tasks. In the next few years, the
range of tasks is likely to grow.

NOTE1 In case the connection to the cloud fails, an edge device can take over the cloud tasks until the cloud
connection is available again.

© IS0 2025 - All rights reserved
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NOTE 2 An edge device can also typically provide the staggered and time-controlled distribution of important
software updates to several connected devices in the system.

NOTE 3 In order to reduce the network load between the building and the cloud, the edge is often used as a buffer
for historical data, which is then transferred from the edge to the cloud at night when data lines are not too busy.

5.3.3 Automation station

5.3.3.1 Tasks and structures

Automation stations automatically operate the system equipment and offer efficient operation and high
system availability by implementing the project-specific functions described in ISO 16484-3.

An auton]ation station can either consist of a compact module with a fixed number of 1/0 oF igroup of
modules, [for example, a base module to which either expansion modules or /0 modules, ©x'both can be
connectedl directly or remotely. A combination of both is also possible.

General performance criteria for the used controller:

a) number and type of physical I/O points of each device or module;
b) number and type of each function described in ISO 16484-3;

¢) number of accessible and possible addresses for data-points, alarms,schedules and informatiqn;
d) capadity for historical data;

e) resoyrces available for each function described in ISO 16484:3.

5.3.3.2 |Power supply

Automatipn stations can be equipped with their own@ower supplies, or groups of automation stations may
be suppli¢d by a common power supply.

The powgr supply unit shall take regional legal compliance into consideration in order to meqt project-
specific pprformance and safety requirements: The usable voltage and whether alternating current or direct
current need to be used shall be specified:

5.3.3.3 |Processing unit

The proc¢ssing unit of a contfoller works with its physical and virtual data-points in order to operate all
peripherdl devices connected’directly or remotely.

In order fo process thissinformation and perform the desired functions, the controller shall be|equipped
with the necessary soeftware. This software can be pre-installed or imported at any time.

9%

When a c¢ntrollersis not supplied by an uninterruptible power supply, in the case of a power failur

— the pfograms, parameters and data shall remain stored;

— the system internal clock (time and calendar function) shall continue working for a specified time,
depending on the application. The necessary value shall be specified with each project.

On resumption of power, the embedded functions of the controller shall restart automatically without the
manual intervention of an operator. The behaviour of the following specific applications shall be specified:

a) maximum number of points for the different physical and virtual point types to be processed;
b) minimum cycle time for scanning a maximum number of data-points within each processing unit;
¢) maximum number of control loops available within each processing unit;

d) minimum cycle time for closed loop control;

© IS0 2025 - All rights reserved
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e) minimum buffering time for programs and data during power failure.

5.3.3.4

5.3.3.4.1

Input/output interfaces

General

An I/0 module can either:

— bean

integral part of a compact automation station;

— consist of modules, for example a base module to which expansion modules can be connected directly or
remotely;

— beco
Any comh

The conn
marked. ]
visible.

Physical |

— over)

hnected directly to the network via a built-in communication interface (either wired orw
ination of the above is also possible.

bctions of the 1/0 interface shall be easily accessible. They shall also be legible and per
'he 1/0 interfaces should provide a display device (e.g. LED, LCD) to make ftlie status of t

0 shall be specified according to the following:

Foltage and EMC protection limits;

— galvaic separation of signals.

Signal in
functions

5.3.3.4.2

A BI sha
recomme

5.3.3.4.3

A BO shall be used for commanding anactuator, or to energize a contactor for switching an elect

(e.g. fan, g

5.3.3.4.4
An Al sha

5.3.3.4.5
An AO sh

erchange between field devices for operational plantiand controllers shall be done v
given in subclauses 5.3.3.4.2 to 5.3.3.4.6.

Binary input (BI)

1 be used for entering one binary input signal. Bounce free and voltage free cor
hded.

Binary output (BO)

ump).
Analogue input{AH
|l be used for miegsuring the magnitude of a value (i.e. voltage, current).

Analogue output (AO)

h1l beShort-circuit proof. Actuators can be connected to analogue outputs either dired

coupling 1|nodules.

hireless).

manently
he signals

a the 1/0

tacts are

ric motor

tly or via

5.3.3.4.6
A CI shall

Counter input (CI)

be used for counting pulsed signals.

5.4 Sensors and actuators

The type of connection of sensors and actuators to the building automation system is less important.
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5.5 Local override/indication device — Task and use

Devices for local manual override of outputs are used to enable manual switching or positioning for
emergency operation of heating, ventilation, and air conditioning or other systems in the event of a defect.

System components can be switched on and off or positioned directly by the user independently of the
processing unit, and the status is displayed locally.

Manual interventions may be displayed system-wide and recorded in the system logbook.

5.6 Room control device

A room Cnnfr‘n] unit shall enable the usor to interact with automated services as r\art‘ of th

building

automatig
project's 1

The build

6 Topology

6.1 Topology

n system, for instance the climate parameters of the room in which it is located Depend|
equirements, other user interactions such as lighting control and blind control are@lso possible.

ng automation system can use room control units to check the presence of the user.

ng on the

An overview of the topology is given in Figure 1.
Monitoring
analytics Remote monitofing
- reporting Clouddata || p,. ser owned fevices
N— administration via apps or bropser
Clpud v\—, —————————————————————

O

EDGE data EDGE data =
Huilding envelope EDGE device EDGE device
/ Data \
processing
Monitoring and device / Dedicated Monitoring by uspr
Wirelgss loT Wireless operator unit/ || Progfamniing || server special Analytics / || Local owned devices
sensorp /actors || access point || operator station || unit station system reporting database || via apps or browper
@ -l)) Q ™ — ‘
X® N—~
] ﬁj@ H =
C | O
% i} @ U & seiemepime: oo e
Appljcation specific Room Application controller with
contrf)ller with Moniforing and | operator || specific 1/0 modules
loT apcess point |operator unit || unit controller J

Figure 1 — Overview of the topology

6.2 System communication

6.2.1 General

The information network infrastructure is part of the building itself and is essential to ensuring that all
connected devices are either supplied with the necessary data or that they themselves make data available
in the network.

To ensure that the requirements for every data service and protocol are met, a network connection shall be
available:

a)

inside and outside the building;
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