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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards

bodies (ISO

member bodies). The work of preparing International Standards is normally carried out

through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

More and more attention has been paid to safety, comfort, mitigation of impact on the environment, and
energy efficiency in transport systems. The use of probe data specified in ISO 22837:2009 is considered
to be a key factor of a solution for the above issues. Usage of probe data in probe vehicle systems (PVS),
defined in ISO 22837:2009, may be subject to privacy regulations. Consequently, there is a need for
protective measures and policies in PVS.

It is necessary to develop a basic concept for protecting privacy and integrity being gathered in the
PVS so that transmission of probe data can be done without violating the privacy regulations. This

The following topics are addressed in this document:
— (lefinition of security and privacy requirements for probe vehicle systems;

— gpecification of a common interface ensuring privacy and integrity in, probe vehicle [information
acquisition;

— definition of a scheme for protecting probe vehicle systems in terms-of integrity and pijivacy.

© ISO 2018 - All rights reserved v
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Intelligent transport systems — Criteria for privacy and
integrity protection in probe vehicle information systems

1

Scope

This document specifies the basic rules to be considered by service providers handling privacy in probe

vehigtemformmation services Thisdocument fsaimed at protecting the privacy as wett as
rightls and interests of the probe data subjects specified in ISO 24100:2010.

This|document specifies the following items related to probe vehicle systems -(PVS),
collefting probe data from private vehicles and processing these probe data statistically toy
inforymation that can be provided to various end users:

2
The

constitutes requirements of this document. For dated references, only the edition cited
unddted references, the latest edition of the‘teferenced document (including any amendme

[SO 42837:2009, Vehicle probe data for-wide area communications

3

For

folloving apply.

ISO gnd [EC maintain)terminological databases for use in standardization at the following z

3.1

architecture of the PVS in support of appropriate protection of dataintegrity and a
the PVS;

protection and privacy;

fequirements for correct and anonymous generation and handling of probe data.

Normative references

following documents are referred to in théZtext in such a way that some or all of t

Terms and definitions

he purposes of thisdocument, the terms and definitions given in ISO 22837:2(

IEC Electrepedia: available at http://www.electropedia.org/

ISO Online browsing platform: available at https://www.iso.org/obp

he intrinsic

i.e. systems
vards useful

honymity in

gecurity criteria and requirements for the PVS, specifically-requirements for dafta integrity

neir content
applies. For
hts) applies.

09 and the

ddresses:

authentication
proving or showing to be true, genuine, or valid

3.2

probe data
vehicle sensor information, formatted as probe data elements and/or probe messages, that is processed,
formatted, and transmitted to a land-based centre for processing to create a good understanding of the
driving environment

[SOURCE: ISO 22837:2009, 4.3]
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collector

function that receives probe messages from vehicles and creates probe information by fusing and
analysing probe messages and supplementary data from other data sources

3.4
probe data

element

data item included in a probe message

[SOURCE: IS
3.5

0 22837:2009, 4.4]

probe data
function wh
processing

3.6

probe infor
information
creation fun

3.7
probe infor

retention
ich receives and stores probe data after they were processed by the raw sensor

mation
extracted from probe messages and data from other sources throughrthe probe inform
ction

mation application/service

entity that 4cts upon the received probe information and supplementary information into data ing

other action|

3.8

probe infor
function wh
retention acg

3.9

probe infor
function wh
and convert
services, arf
processing

3.10
probe infor

commands into the probe application or service

mation creation
ich creates probe information from the prebe data stored in processed probe mej
cording to a set of predefined rules and forhiats

mation processing

ich receives probe information(fsom the transmit probe information reception fung
5 the received information into‘suitable formats for various probe information applicat
d then sends them to a‘processed probe information retention function for fu

mation receiver

function which receives the“/probe information transmitted from a probe message collector

provides pr

3.11
probe mesJ
structured

be informatién“application/services

age
collation of data elements suitable for being delivered to the on-board communic

data

htion

ut or

sage

tion,
ons/
Fther

and

htion

device for tif

ansmission to a land-based centre

[SOURCE: ISO 22837:2009, 4.6, modified — “to be” was changed to "for being" and the NOTE was

deleted.]
3.12

probe message creation

function wh

3.13

ich creates a probe message from probe data stored in probe data retention

probe message processing
function which receives probe messages from probe package reception and processes them so that they

are suitable

to combine other data from various sources

© ISO 2018 - All rights reserved
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probe package creation
function which arranges the probe data into packages (i.e. probe packages) for transferring to probe
data collector

1:2018(E)

Note 1 to entry: The following Figure illustrates a model for probe package (defined in ISO 24100:2010)

3.15
prob
funcf

probg payload by excluding the probe header information.and sends the probe payload t

mess

3.16
prob
func

predefined communication channel

3.17
prob
func

paylgad, and is ready to be transmitted by probe information transfer function (undefined]

Note
amorn]

3.18
proh

Probe package
A
g B
Probe Header Authentication Probe
data Message
\ J
~N
Probe payload

e package reception
ion which receives the probe packages transmitted by the)probe package creation,

age processing

e package transfer
ion which transfers probe packages between a vehicle and a probe data collecto

e PDU creation
ion which converts probe informadtion into protocol data unit (PDU) format, including

1 to entry: Note to entry: A-protocol data unit (PDU) is information that is transmitted as
g peer entities of a communication network.

e PDU reception

extracts the
o the probe

r through a

header and

a single unit

function which_treceives the probe PDUs transmitted from transmit probe informatipn creation,
extrgcts the prebe information, and sends it to the probe information processing

3.19

prohePDU transfer

functionwhich transfers probe PDU packets between a probe data collector and a probelinformation
receiver

3.20

probe vehicle system

PVS

system consisting of vehicles, which collects and transmits probe data, and land-based centres, which
collate and process data from many vehicles to build an accurate understanding of the overall roadway
and driving environment

[SOU

© ISO

RCE: IS0 22837:20009, 4.1]
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processed probe information retention
function which receives a probe information from probe information processing function and stores it

in the probe

information retention

Note 1 to entry: Information from other sources may be stored as long as they are converted to a format
compatible with processed probe information.

3.22

processed probe message retention

function which stores the received probe messages systematically

3.23

raw sensor
data produd
system or tdg

[SOURCE: IS

3.24
raw sensor
data proces

data

on-board applications, as appropriate

0 22837:2009, E.3.3]

data processing

data and sends to probe data retention

3.25

vehicle sen
device with
that the driy

[SOURCE: IS

4 Symbg

FPR
FPR_ANO
FPR_PSE
FPR_UNL
FPR_UNO
FPT_ITI
ID

Sor

rer takes

0 22837:20009, 4.2]

)ls and abbreviated terms

Family Privacy Relevant
Anonymity FPR
Pseudonymity FPR
Unlinkability“*FPR
Unobservability FPR
Integrity of exported TSF FPR

Identifier

ed by vehicle sensors and sent without further processing to the on-board data colleftion

bing that receives raw sensor data from various vehicle sensors@nd converts them to grobe

n a vehicle that senses conditions inside and/or outside the vehicle, or that detects actions

IP
IT
PDR
PIC
PKI
PMC

PMP

Internet Protocol
Information Technology
Probe Data Retention
Probe Information Creation
Public Key Infrastructure
Probe Message Creation

Probe Message Processing

© ISO 2018 - All rights reserved
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PPC

PPDR

PPR

RSDP

TSF

5
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Probe Package Creation
Processed Probe Data Retention
Probe Package Reception

Raw Sensor Data Processing

Target of evaluation Security Functionality

ﬂf roangc

o aazrchitactura
ACIVI VIAVOeC

5.1
The

components and the relationships among them from a conceptual viewpoint.

The1
in th
conc
In ad
for a
arch
in IS
with
vehid
arch

TCITICTCTTUT T

Reference architecture for probe vehicle systems

reference architecture for probe vehicle systems presents the initial categorizatio

eference architecture defined in ISO 22837:2009 shall form the basis for the reference
is document. The definition in ISO 22837:2009 pertains only to‘ptobe messages. Th
erns all the data (probe package) transmitted from probe data senders to probe dat
dition to the probe message, a probe package includes data for effecting communicat
lthentication. In order to discuss the data in a probe package, it is necessary to havg
tecture that includes all the related concepts. The basis‘of this reference architectut

n a vehicle and a probe data collector are necessary. For this purpose, a context mod

le systems is defined in this document. The contéxt model presents details of the gener
tecture.

Context model for privacy and data integrity protection

h of system

hrchitecture
s document
h collectors.
ion, such as
a reference
e is defined

D 22837:2009. In order to define criteria for privacy.and integrity protection, functiopal elements

el for probe
al reference

_.obe

Receiver

N\

Imation I

cation/
vices

Retention

N Retention

‘e 1 presents the context model for-privacy and data integrity protection in probe vehicle systems.
Vehicle Probe Data Collector Probe Information
Raw Sensor Probe Probe Probe
Data Message Message Information Information
Processing Creation Processing Creation Processing
Vehicle Probe Probe Probe Pr;;zks)seed Probe Probe Prgce;s ed
Sensors Data Package Package Dat PDU PDU Inf robe
|| Retention Creation Reception ata Creation Reception nformationy

Probe

Package

Transfer Transfer

Figure 1 — Context model for privacy and data integrity protection

Figure 1 illustrates processing steps (functions) starting with raw sensor data processing in the vehicle,
and ending with processed probe information retention in the probe information receiver.

© ISO
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6 Basic framework

6.1 Overview

In this clause, the framework for the criterion for the privacy protection of the probe vehicle system is

presented.

6.2 Structure of framework

The basic criteria framework is illustrated in Figure 2. Targets for evaluation, which is expressed

2y axtrootad £

nracoccing—ctanae 3 ad o oo

ation

as "Index",
"Categories'
category, cr

Details of Fj

6.3 Indey
The followiy
1) raw sen
2) probed
3) probe nj

rre—extractedtromtheeontextarchitecture {processingstepsinred-boxes—Evalu
are taken from Family Privacy Protection (FPR) in ISO/IEC 15408-2[1]. For each inde
teria of evaluation are defined in "Catalog".

Index
Category
Catalog; Catalog; Catalog;
Type Level Boolean

 framework

ata reterition;

lessage creation;

sor data processing;

Figure 2 — Structure of basic criteria framework

pure 2 are explained in subseguent clauses (6.3 and 6.4).

1g eight functions.defined in Figure 1 are extracted as Index:

k and

4) probep

5) probe package reception;

6) probe message processing;
7) processed probe data retention;

8) probe information creation.

These elements are targets of evaluation. Functions after "Probe Information Creation" (i.e. those in
blue boxes of Figure 1) are ignored because related data is assumed not to contain privacy information.

© ISO 2018 - All rights reserved
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6.4 Category framework

"Category" provides view points for the privacy protection evaluation. Four privacy-relevant families
(class FPR) and an integrity of data related family are defined in ISO/IEC 15408-2[1l. These families are
described below; see also Figure 3.

Anonymity (FPR_ANO)

This family ensures that a user may use a resource or service without disclosing the user's identity.
The requirements for anonymity provide protection of the user identity. Anonymity is not intended

to protect the user's identity.

Pseudonymity (FPR_PSE)

This family ensures that a user may use a resource or service without disclosing-its u
Ibut can still be accountable for that use.

Unlinkability (FPR_UNL)

This family ensures that a user may make multiple uses of resourdes or services wit
Ibeing able to link these uses together.

Unobservability (FPR_UNO)

This family ensures that a user may use a resource or setvice without others, esp
parties, being able to observe that the resource or service is being used.

Integrity of exported TSF data (FPT_ITI)

This family defines the rules for the protectionjfrom unauthorized modification, of TSH
ransmission between the TSF and anothertfusted IT product.

ser identity,

hout others

ecially third

data during

Raw Sensor Data

ralog

. SECURITY Ca
Processing
] Anonymity
Probe Data C
a

Retention Privacy —

ralog

Probe Message
Creation

— Pseudonymity Ca

talog

Probe Package
Creation — Unlinkability

Probe Package
Reeeption

— Unobservability

Probe Message

n .
TTOCCSSTITS

Processed Probe — Integrity Catalog

Message Retention

Probe Information
Creation

Figure 3 — Overall framework for privacy protection evaluation
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6.5 Application of evaluation framework on probe vehicle systems

In this clause, application of privacy criteria on each functional element in probe vehicle systems is

described.

6.5.1 Anonymity (FPR_ANO)

In probe vehicle system, in general, personally identifiable information is not attached to probe data.
However, if for whatever reason, any ID which has a relation to a person in the vehicle is used, this has
to be identified.

In the comif

authenticati
If a fixed aut

If the authe
probe data ¥y

If the authe
data collect
these mech

(T OT e ver nd the probe data

d DALl
on information, is added to probe data and transmitted.

hentication code is used, one can store the person's data in relation to the probeldata.

vith a person.

br is assured by this third party. A mechanism called anonymous*authentication is o

authentication assures that a vehicle is within the group of trust butsit'is not possible to identif]

vehicle with

Eliminating
as spoofing.

Probe infor}
between a v

In addition
intentional |
risks, but al

in the group.
the authentication code is good for privacy protection)but may cause security issues,
mation in the probe data collector is also evaluated by the same criteria as authentic

chicle and the probe data collector.

to this, means of stronger privacy protection are known, such as addition of noise
'emoval of some data, privacy protected data mining. Using these methods reduces pr
50 decreases the accuracy and integrity of probe information.

onsiderations, criteria for anonymity shall be defined as follows.

nonymous authentication

hbel: Authentication-mechanism used as anonymous authentication

ous authentication mechanisms.

he third party authentication

hbel: Authorized body/Non Authorized body/Voluntary organization

htication code is changed randomly, it will be more difficult for the third party to rel

ntication code is issued by a third party, the trust between thé-vehicle and the {

hnisms. This mechanism enables trust and anonymity at the'same time. An anonyi

OTE Name of asimechanism is written as a label because there are many kinds of anon|

1ding

ate a

robe
ne of
nous
y the

such

htion

data,
vacy

OTE Trustlevel can depend on the issuer of authenticator.

andom authenticator

Label: random number creation method, length of random number

NOTE When using random authenticator, characteristics of the random number, such as the
method of generating, the length of random number, makes a difference in guessing authen-
ticator.

Plain text authenticator

Label: PKI/IBE (ID based encryption)/Common key cryptosystem

With these ¢

TypeA A
L
N
i

TypeB T
L
N

TypeC R

Type D

8
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Type E  No authentication

Label: None

NOTE If authenticator is not used, if access information (such as access telephone number)
is known to everybody, illegal messages can be sent to the probe data collector and the cen-

tre function can be paralyzed.

6.5.2 Pseudonymity (FPR_PSE)

This family ensures that a user may use a resource or service without disclosing its user identity, but

may
As ig
attad

colle
can |

Base|
1) 1}
]

s5till be accountable for that use.

explained in 6.5.1, the evaluation starts from the exit of a vehicle because there if
h an ID to the data within the vehicle. In the communication between a vehicle and th
ctor, there is a method of using variable ID instead of fixed ID, as explained;in'6.5.1. Th¢
ave a feature of pseudonymity.

 on the above consideration, criteria for pseudonymity are given as\follows:
n the vehicle

Not applicable.

no need to
e probe data
b variable ID

2) Pseudonymity in the communication between the vehicle and the probe data collector

]

q

3) 1
1

n the communication between the vehicle and,the probe data collector, an ic

juthentication is used. Evaluation on the pséudonymity depends on the kinds (

[ype A Identifier for anonymous authentieation
Not applicable. This is anonymous, not pseudonym.
'ype B The third party authentication

Label: authorizediorganization/ non-authorized organization/an arbi-
trary group

['ype C Random authenticator

Label;random number creation method, length of random number

n the probe data collector

entifier for
f identifier.

e is the case

n the probe data reception, there is a possibility of violating pseudonymity. One examp

1

hat'the probe data collector receives a message containing privacy information, whicl is added in

the transmission path. One other example is the possibility of violating pseudonymity because the
credential issued by a third party can bind with other information.

6.5.3 Unlinkability (FPR_UNL)

This family ensures that a user may make multiple uses of resources or services without others being
able to link these uses together. In the case of creating traffic information from probe information,
this family ensures that a particular individual cannot be tracked through the driving route by linking
multiple location data.

Unlinkability is achieved by various components in the vehicle as well as the probe data receptor.
Unlinkability could be violated by linking multiple probe data. Parameters in the data acquisition, the

data

© ISO

retention, the data transmission have an influence on the unlinkability.
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Data acquisition: One data at a time, multiple but discrete data, continuous (short interval) multiple data

Data retenti

on: Short period of time, long period of time

Data transmission: Send one data at a time, send multiple data together at a time.

In general, sending data one by one reduces the possibility of linking data by third parties. On the
other hand sending multiple data at one time increases the possibility to link together. A larger number
of probe data could reveal a longer distance of trace. A shorter interval of probe data could reveal a
detailed route.

As for data retention, a shorter retention time results in a smaller number of retained probe data, thus

linking datal

In the comi
packages, w|
information
included in ¢

Inside of th
because oth
by the way {

6.5.4 Und

This family

being able tp observe that the resource or service is being used:

In the case
information
place, this s

additional interface is included in the criteria.

In the prob

authentication.

In the procg
reconstruct

6.5.5 Intd

This family
transmissio
critical data|

In the vehi

is less likely. A longer retention time results in the opposite.

munication between a vehicle and a probe data collector, information is sent.n f
hich consists of a probe message with a header. If the header contains personally identif

such as a fixed IP address, a fixed identifier, linking might be possible. THerefore, t
he criteria.

e probe data collector, receiving the probe data with other data mayviolate unlinka
er data may have some linkability. In the retention function, unlinkability would be aff¢
hat probe data is stored.

bservability (FPR_UNO)

ensures that a user may use a resource or service without others, especially third pa

of probe vehicle systems, if the system hasvanother interface in addition to the f
interface, and this additional interface has no or poor privacy protection measu
ystem could be observed through this interface. Thus, the existence and characterist

e package creation function, ap~external connection may be needed for communic

ssing within the probe data collector, the possibility of external connection for mej
on, organization and creation of probe information services is included in the criteria

grity of exported TFSF data (FPT_ITI)

h between'\the TSF and another trusted IT product. This data could, for example, bg
such as\password, keys, audit data, or TSF executable code.

'le,“the method of verifying the integrity of data when received from other funct

elements, by

robe
iable
his is

hility

pcted

rties,

robe
re in
cs of

htion

sage

defines theculés for the protection from unauthorised modification of TSF data diyiring

TSF

jonal

r chécking sequence number, finger print, and other methods is selected as a criteria.

In the probe data collector, the same criteria as in the vehicle are applicable.

7 Criteria for privacy protection

7.1 Overview

In this claus

10

e, suites of index, category, and catalogue are defined for each combination.
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Raw sensor data processing receives raw sensor data from various vehicle sensors and converts them
to probe data and sends to probe data retention. Categories and catalogues are defined as follows.

Category Description Catalogue Description
Anonymity 5)07es sensor data have an |Boolean Yes or No
Pseudonymity No rating
Unlinkability Continuity of gathered data | Type A: Not continuous
B: Some relations between points
C: Continuous
Unolpservability |Possibility of external Boolean Yes or No
connection
7.3 | Probe data retention
Probfe data retention is a function which receives probe data and stores:"Note that a probe data has the
location and time stamp at sensor data reception.
Category Description Catalogu@\) Description
Anopymity Does probe data have an ID? Boolean Yes or No
Pseudonymity No rating
Unlinkability Continuity of gathered data Type Duration of retention
A: Notretain
B: During ignition switch is on
C: Specific time:
Label 0: 0to 60 s
1: 1 min to 1 hour
2: more than 1 hour
D: Permanently
Data acquisition interval
A: No interval (continuous)
B: During ignition switch is ojn
C: Specific time:
Label 0: 0sto 60's
1: 1 min to 1 hour
2: more than 1 hour
D: When an event occurs:
Label: Event name, trigger
Unobservability | Possibility of external connection |Boolean Yes or No
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7.4 Probe message creation

Probe message creation is a function which creates a probe message from probe data stored in probe

data retention.

Category Description Catalogue Description
Anonymity Possibility of containing Boolean Yes or No
privacy information in
probe message
Pseudonymity No rating
Unllnkablllt_ Strtrettreof Pt obemres T_y 1% A-One-dataatatime
sage. Packing multiple ) . .
probe data into one probe B: Multiple data at a time
message or not. Label: Data retention time (s)
Unobservability |Possibility of external Boolean Yes or No
connection except probe
package creation
7.5 Probe package creation
This functign creates a probe package and sends it to the probe data collector. All functions needpd to
communicate with the probe data collector are included here.
T N T
Category Description Catalogue S\Q Description
Anonymity Authentication method Type A. .Anonymous authentication
Label:  Technology for authentication
B’ Authentication code provided by 3rd party
Label: Authorized body,
Non Authorized body
Voluntary organization
C. Random authentication
Label: =~ Random number generation method
Length of random number
D. Authentication code with plain text
Label:  PKI/IBE (ID based encryption)
Common key encryption
E. No authentication (Accept all communicaftion)
Pseudonymity [Binding to non-probe Boolean Yes or No
message
Unlinkability Inclusion of individual Type A. Authentication of vehicles in the probejdata
identifiable information in collector
probe header
Label: Input for authentication code,
including processing needed for
probe payload.
B. No authentication
12 © ISO 2018 - All rights reserved
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Category Description Catalogue Description
Unobservability |Possibility of external Type Additional input to this function other than probe
connection message creation.
A Additional input
Label:  Information for credential crea-
tion, others
B  Noadditional input
Integrity Detection mechanism of data| Boolean Yes (Name of the mechanism) or
alteration
No
7.6 | Probe package reception
Probe package reception receives the probe package from the vehicle through prgbe package
comimunication.
(ategory Description Catalogue (szs\cription
Anonymity Authentication method Type A. Anonymous-anthentication
Label: (fechnology for authentidation
B.  Authentication code provided by Brd party
Ifabel:  Authorized body,
Non-authorized body
Voluntary organization
C. Random authentication
Label: Random number generation method
Length of random numbgr
D. Authentication code with plain tejxt
Label:  PKI/IBE (ID based encryjption)/
Common Key Encryptior]
E. No authentication (Accept all communication)
Pseudonymity |Use of third party creden- |Boolean Yes or No
tial
Unligkability Inclusiern of individual Type A. Authentication of vehicles in the probe data
identifiable information in collector
probe header
Label: Input for authentication dode, in-
cluding processing neede for probe
payload.
B. No authentication
Unobservability |connection other than Boolean Yes or No
Probe Message Creation
Integrity Detection mechanism of |Boolean Yes (Name of the mechanism) or

data alteration

No

7.7 Probe package processing

Probe message processing is a function within the probe data collector. It receives probe messages
from probe package reception and processes them to be suitable to combine other data from various
sources.
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