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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction
This document belongs to a set of International Standards for Intelligent Transport Systems (ITS) and
Cooperative ITS (C-ITS). An introduction to this set of International Standards is provided in [SO 21217.

Localized communications, i.e. communications without networking through nodes, and service
advertisement are essential protocol functionalities in C-ITS. ISO and IEEE developed protocols with
similar functionality, i.e. the

— ISO Fast Networking & Transport Protocol (FNTP) standardized in ISO 29281-1;

— IEEE WAVE Short Message Protocol (WSMP) standardized in IEEE 1609.3[13],
— ISO Fast Service Advertisement Protocol (FSAP) standardized in ISO 24102-5,
— IEEE WAVE Service Advertisement (WSA) standardized in IEEE 1609.3[12],

whette ISO considered the architectural context of an ITS station specified innISO 21217:20]4, and IEEE
cons|dered the architectural context of a WAVE device specified in IEEE 1609.0[131,

Althgugh initial versions of these protocols from ISO and IEEE are Very similar, there arq differences
in deftails of the message formats and the functionality. These differences were identified by the EU/US
task force HTG 3, from which a recommendation resulted to harhjenize the protocols[22],

The tesult of harmonization of FNTP with WSMP, and of FSAP with WSA is presented in this document,
distipguishing interoperability modes, and enhanced features specified in this document.

With| reference to this document, the initial editions*of 1ISO 29281-1 and IEEE 1609.3 were fevised, and
ISO 24102-5 was converted into EN ISO 22418, enabling global interoperability of equipmeént designed
for different architectures. Finally, ETSI developed EN 302 890-1 (a further service anhouncement
protocol profile) with reference to the previous edition of this document, i.e. ISO/TS 16460{2016.

© IS0 2021 - All rights reserved v
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Intelligent transport systems — Localized communications
— Communication protocol messages for global usage

1 Scope

This

document specifies:

—

— 1

— 1

— 1
Spec

NOTH
proce
a WA

he Localized Message (LM) format: an NPDU of a networking & transport layer protag

Mot support routing of a packet through a network;

he Service Advertisement Message (SAM): an APDU to be transported in anLiM, for ex

he Service Response Message (SRM): an APDU acknowledging a SAM thdb offered a s¢
n an ITS application classl[2] to be transported in an LM, for example;

elated basic requirements for procedures.
fications are partly made by normative references to IEEE 1609.3(TM)-2016.
These message format specifications and basic proceddres need to be complemented

dures and SAP specifications according to the context of usage, i.e. an ITS station specified in
VE device specified in IEEE 1609.0[13] or any other context.

2 Normative references

The
cons
undg

1S0/
nota

IEEE
Servi

No tg

ISO 4

following documents are referred to in~the text in such a way that some or all of t
Fitutes requirements of this document:” For dated references, only the edition cited
ted references, the latest edition efthe referenced document (including any amendme

EC 8824-1, Information technology — Abstract Syntax Notation One (ASN.1): Specificq
ion

1609.3(TM)-2016: Standard for Wireless Access in Vehicular Environments (WAVE) —
ces

Terms and-definitions

rms and\definitions are listed in this document.

ndAEC maintain terminological databases for use in standardization at the following z

ol that does

hmple;

brvice based

by complete
[SO 21217, or

heir content
applies. For
hts) applies.

tion of basic

Networking

ddresses:

— 1

la¥ara Ve H 1 : A W 111 ottt L/ : Lol
OU VT DI'UWSIITE PIAUULIL. dVdAITdUIT dULILLPDS. /7 W W W.15U. UL 5 7UUY

EC Electropedia: available at http://www.electropedia.org/

4 Symbols and abbreviated terms

CIp communication interface parameter
C-ITS cooperative ITS

DNS domain name server

EIRP effective isotropic radiated power
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ESAP
FNTP
FSAP
HTG
[Pv6
ITS
ITS-AID
ITS-PN
LM

LPP
MAC
NPDU
OER
0SI
PSID
RX CIP
SAM
SAM-ID
SAM-Count
SAP
SRM
TCP
TPID
TX CIP
UPER
VANET
WAVE
WSA

WSMP

ETSI Service Announcement Protocol
Fast Networking & Transport Protocol
Fast Service Advertisement Protocol
Harmonization Task Group

Internet Protocol version 6

Intelligent Transport Systems

ITS application identifier

ITS port number

localized message

Local Port Protocol

medium access control
network protocol data unit
octet encoding rules

open system interconnection
provider service identifier
receiver CIP

service advertisement message
SAM identifier

SAM change of contentidentifier
service access point

service resppiise message
transmission control protocol
transport protocol identifier

transmitter CIP

unaligned packet encoding rules
vehicular ad-hoc network

wireless access in vehicular environment
WAVE service advertisement

WAVE short message protocol
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Localized communications messages

Purpose

Localized communication is used to communicate with nearby peer stations, e.g. ITS station units or
WAVE devices. These stations are uniquely identified with an OSI data link layer address, typically
by the MAC address. Networking in the sense of IP networking, where stations route packets to other
nodes through a network (cloud), is not supported. Nevertheless, multi-hopping can be performed in
different ways, e.g.:

— N-hop broadcast or N-hop multicast, which requires careful means to avoid flooding of the

which create so-called "Vehicular Ad-hoc NETworks" (VANETSs). Routing of paekets throug
in ITS will use the Internet protocol version 6 (IPv6).

5.2

As this document does not specify a specific localized communications protocol but just tl
of m¢ssages of such protocols and related basic requirements{ahypothetical localized com
protocol with the name "Localized Message Protocol” is used to simplify reading of the doc

5.3

Figure 1 illustrates the basic format of the LM, Unaligned packet encoding rules UPER af
ASN/ type 1Mnpdu defined in A.2.1 result in the\intended binary presentation of this LM foj

¢ommunication channel;

dedicated forwarding performed at higher layers, e.g. at the ITS-S facilities layer«fan I']
this is a feature useful for geo-dissemination of information,

Localized message protocol

Message formats

'S stationl4];

h a network

he structure
munications
ument.

plied to the
mat.

NOTH In Figure 1¢he "TPID" field (specified in IEEE 1609.3(TM)-2016 as a 1-octet unsigned

LM NPDU
N-Header T-Header Body
Pyt Yhatiee il | pee=ss=sssss===s [ ossssssss=-
. : ]
4 bits 1 bit 3bits t Variable Variable i 7 bits 1 bit Variable § Variable olc;ezts Variable
: : !
\\ ’ TPID i
Subkvpe N-Extensions Version nds N- ; Depends ; T- LengtH of User
[P flag Subtype} Extensions Feature | T-Extensions} ,,1pjp i Extensions} User Dpta Data
O . selector flag {
S e hdeeccccccccbhcccccccccaaaat L deacccccccbccccccaaaa

Integer field

complletely allocated\in the WSMP-N-Header) is split into a "Feature selector" field of the "N-Header" and a

"T-Extensions flag"{field of the "T-Header" (according to the general rules of the OSI model). How
presgntations résult in identical binary presentations.

Figure 1 — General format of the LM NPDU

ever, the two

The LM consists of three parts:

"N-Header"

— A 4-bit unsigned Integer "Subtype" number in the range of 0 to 15 indicating a
related feature.

— A 1-bit "N-Extensions flag".

— A 3-bit unsigned Integer "Version" number in the range of 0 to 7 indicating th

networking

e version of

the localized message protocol. In case a receiver does not support the version, the received
packet cannot be processed. The first version number used is three in accordance with

IEEE 1609.3(TM):2016.

© IS0 2021 - All rights reserved
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The format presented in Figure 1 is such that WAVE devices implementing version 2 of
WSMPLL3] can identify LMs as WSMP messages with version number 3 or higher.

— A networking related feature specified in 5.4 and selected by the value contained in the field
"Subtype".

"N-Extensions" being present if the "N-Extensions flag" is set to '1'b.

— A7-bitunsigned Integer in the range of 0 to 127, the " TPID - Feature selector”, indicating content
in the "T-Header".

"T-Header".

A 1;

A t1
con

n T_I
Ao

Body.
— The
The distinct]
is in line wift
layer as illug
The field "Lq

One oct
as 0x00,

Two oc

kained in the "N-Header".

bit "TPID - T-Extensions flag".

ansport related feature specified in 5.5 and selected by the TPID - Feature selector

Lxtensions" being present if the "T-Extension flag" is set to '1'b.

he or two octet field indicating the number of octets contained in User data".

"User data".

ion of "N-Header" (networking related features) and { TsHeader" (transportrelated feat
h the OSI layers 3 and 4; these two OSI layers constitute the ITS-S networking & tran
trated in ISO 21217.

bngth of User data" has a length of one or tw@ octets dependent on the value contained

bt size: Values from 0 through 127. The niost significant bit is always set to zero. Present
(=0) through 0xEF (=127), i.e. the remhaining 7 bits contain an unsigned integer numbg

fet size: Values from 128 through 16383. The most significant bit of the first oct

ralue

ires)
bport
in it:

htion
T,

et is

always |set to one, and the second wnost significant bit of the first octet is always set to gero.
Presentfation as 0x8080 (=128) through 0xBFFF (=16383), i.e. the remaining 14 bits contajn an
unsigngd integer number.
NOTE 2  This presentation restlts’ from the unaligned packed encoding rules applied to ASN.1 tyges of
unconstraint|variable length.
5.4 Netwprking featuires
5.4.1 Subgtypewvalues
Networking|féatures are identified by a Subtype value. Subtype values are presented in Table 1.
Table 1 — Subtype values
Subtype | N-Extensions N-Extensions Networking related fea- Remark
flag tures
0 '0'b Not present Null-Networking Mandatory feature specified in
T IEEE 1609.3(TM)-2016. Format
1'b P t
resen specified in 5.4.2.
1 '0'b Not present ITS station-internal forwarding | Format specified in 5.4.3.
"1'b Present
2 '0'b Not present N-hop forwarding Format specified in 5.4.4.
'"1b Present
4 © IS0 2021 - All rights reserved
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Table 1 (continued)

Subtype | N-Extensions N-Extensions Networking related fea- Remark
flag tures
3 '0'b Not present Geo-forwarding Reserved. Not specified in this

b Present version of the Document.

4-7 '0'b Not present Reserved for ISO Allows for further four networking
b Present features.

8-15 '0'b Not present  |Reserved for IEEE Allows for further eight networking
1b Present features.

N-Exftensions and related basic procedures shall be as specified in 5.4.5.
New[networking features can be specified and linked to so far reserved Subtype values at pa later stage
withput breaking backward compatibility.

5.4.1 Networking feature 0

Subtype 0 selects the "Null-Networking" feature introduced in 5.4.1.

NOTH Procedures on how to use this feature in the context of an {TS station unit, or a WAVE device, or any
other| context are outside the scope of this document.

The ['Null-Networking" feature with Subtype 0 is the uppermost simple feature, as it r¢quires only
processing of the TPID - Feature selector field specified in"5.6. Figure 2 presents the N-Hegader format
for Sibtype 0 with N-Extensions being absent.

N-Header
4 bits 1 bit 3 bits 7 bits
N7 -
Subtype xtensions . TPID
=0 I flag="0'b Version Feature
. ('}‘ g= Selector

Figure 2 —~N-Header for Subtype 0 without N-Extensions

Figute 3 presents the N-Header format for Subtype 0 with N-Extensions being present.

N-Header
4 bits 1 bit 3 bits Variable 7 bits
. TPID -
Slsigee N-Exten'51'ons Version | N-Extensions Feature
=0 flag="1'b
Selector

rigure 5 — N-Header Ior Subtype U with N-EXtensions

N-Extensions and related basic procedures shall be as specified in 5.4.5.

5.4.3 Networking feature 1
Subtype 1 selects the "ITS Station-Internal Forwarding" feature introduced in 5.4.1.

NOTE Procedures on how to use this feature in the context of an ITS station unit, or a WAVE device, or any
other context are outside the scope of this document.

ITS station-internal forwarding is a feature applicable in ITS stations conformant with ISO 21218 (Link-
ID) and ISO 24102-4 (ITS-SCU-ID). Itis used to forward packets between router units and host units that
are part of the same station/device. The field "Direction” contains an unsigned integer number with the

© IS0 2021 - All rights reserved 5
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two possible values "0" ("from host to router") and "255" ("from router to host"). The field "Counter”
contains a 1-octet unsigned integer cyclic packet counter being unique in the unit that forwards a
packet. Figure 4 presents the N-Header format for Subtype 1 with N-Extensions being absent.

N-Header
4 bits 1 bit 3 bits 1 octet 2 octets 8 octets 1 octet variable 7 bits
. . . .. TPID -
Subtype | N-Extensions Version | Direction ITS-SCU-ID | Link-ID VCIin Counter Original N- Feature
=1 flag="0"b ITS-S host ITS-S router Header
Selector
I A ALLL | £, Coalas 4 adla AL Doazi 3
X lsulc X INTIICAUTT 1IUl Juut_y IJC L WILIIUULU INTLAUWCIISIVUIIS
Figure 5 prgsents the N-Header format for Subtype 1 with N-Extensions being present.
N-Header
4 bits 1 bit 3 bits 1 octet 2 octets 8 octets 1 octet Variable variable 7 bitk
Subtype | N-Extensions ITS-SCU-ID | Link-ID VCI in riginal N- TPID-
P 5 i Version | Direction Counter N-Extensﬂ'@ & Featufe
= flag="1b ITS-S host ITS-S router G\ Header
Selectpr
7~
Figure 5 — N-Header for Subtype 1 with N-Extensions
NOTE In| Figure 5, unlike in the presentation in Figure 1, subtype-specific elements (i.e. "Orlginal

N-Header") dre allocated between "N-Extensions" and "TPID - Featiire Selector”. This is to simplify proce

at the receiv

N-Extensiorn

54.4 Net

Subtype 2 s

NOTE P
other contex

N-hop forw
disseminati

stations. It

presents thq

¢r side.

s and related basic procedures shall be as specified in 5.4.5.

vorking feature 2
blect the "N-hop Forwarding" feature introduced in 5.4.1.

I
{

ocedures on how to use this-feature in the context of an ITS station unit, or a WAVE device, d
are outside the scope of this-document.

arding is a feature\.that allows extending the communication range for inform
bn (MAC broadeast’or multicast mode) beyond the next directly reachable neigh
uises parametersythat allow flooding of the communication channel to be avoided. Fig\
N-Header formiat for Subtype 2 with N-Extensions being absent.

ssing

I any

htion
bour
ire 6

N-Header
4 bits 1 bit 3 bits 22 bit 2 bit 7 bits
SubtypeTN-Extenstons Message TPID -
_ flag = '0'b Version D Hop Count ;‘:laetclg)er

Figure 6 — N-Header for Subtype 2 without N-Extensions

The 22-bit Message ID is generated from a random number generator and is unique within the N-hop
communication range with a "high" likelihood. In case of duplicate Message ID values, forwarding might
not be performed correctly in a station.

The 2-bit unsigned Integer Hop Count indicates to a receiver whether a forwarding shall be performed
or not. If the Hop Count equals zero, forwarding is prohibited. Prior to forwarding of a packet, the Hop

Count shall

be decremented by one. Consequently, a maximum of four hops is possible.

© ISO 2021 - All rights reserved
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Forwarding shall be performed also if the TPID value contained in the received message is not supported
or is reserved.

Figure 7 presents the N-Header format for Subtype 2 with N-Extensions being present.

N-Header
4 bits 1 bit 3 bits 22 bit 2 bit Variable 7 bits
. TPID -
LB N-Exten's 1'0ns Version IS Hop Count | N-Extensions Feature
= flag="1"b ID
Selector

Figure 7 — N-Header for Subtype 2 with N-Extensions

N-Exttensions and related procedures shall be as specified in 5.4.5.

5.4.3 N-Extensions

The gtructure of the N-Extensions is specified in Clause 7. Extension eléments presented in|Table 2 may
be uged in the "N-Extensions" field.

Table 2 — N-Extensions elements

Element ID Element type (ASN:1) Element name

c-THPowerUsed80211=4 TXpower80211 Transmit Power Used (specified in
IEEE 1609.3(TM)-2016).

c-CHannelNumber80211 =15 ChannelNumker80211 802.11 Channel Number used| (specified in
IEEE 1609.3(TM)-2016).

c-DdtaRate80211 =16 DataR&te80211 802.11 Data Rate used (dpecified in
IEEE 1609.3(TM)-2016).

c-LMtxCip =80 TXcip Communication Interface transmit pa-
rameters.

c-LMrxCip =81 RXcip Communication Interface re¢eive param-
eters (RX-CIP).

c-LMchannelBusyRatio = 82 LMchannelBusyRatio Channel Busy Ratio.

The ['Transmit Power“Used" element is optionally included in the LM N-Header for usg¢ by the LM
recifjient; see also IEEE Std 802.11[12],

The [Channel Number" element is optionally included in the LM N-Header for use by the LiM recipient;
see also IEEEStd 802.11[12],

The Data Rate" element is optionally included in the LM N-Header for use by the LM recipipnt; see also
IEEE[Std@802.11[12],

The "TX CIP" element is optionally included in the LM N-Header indicating CIP settings used by the
transmitter of the LM.

The "RX CIP" element is optionally included in the LM N-Header used with Subtype 1 indicating CIP
settings of the ITS-SCU that received the LM from a peer station.

The "Channel Busy Ratio" element is a one octet unsigned integer optionally included in the LM
N-Header reporting the observed channel busy ratio in percent (0 % up to 100 % in steps of 0,5 %). The
integer values 201 through 255 indicate "unknown ratio".

5.4.6 TPID values

Table 3 provides a summary of TPID values.

© IS0 2021 - All rights reserved 7
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Table 3 — TPID values

TPID

T-Extensions

Transportrelated feature

Remark

Feature | T-Extensions
selector flag
0 '0'b Not present |Information dissemination |Mandatory feature specified in
"1b Present IEEE _1609.3(TM)-2016. Format spec-
ified in 5.5.1.
1 '0'b Not present |General session mode Format specified in 5.5.2,
"1'b Present
2 UD Not present |LPP mode Format speciiled 1n 5.5.3.
'"1b Present
3-10 '0'b Not present |Reserved for ISO Allows for further 8 transport feafures.
"1'b Present
11-127 '0'b Not present |Reserved for IEEE Allows for further 117 transport
"1b Present features.

New transpprt features can be specified and linked to so far reserved TPID ¢ Féature selector valy
a later stagg without breaking backward compatibility.

5.5 Trangport features

5.5.1 Trapsport feature 0

The TPID feature selector 0 selects the "Information Dissemination” feature specified in 5.4.6.

Figure 8 prgsents the T-Header for TPID = 1, i.e. with T-Extensions being present.

T-Header (TPID = 1)

flag="1'b~

1

1 bit Viariable Variable Variable
T-E;Zinons D@}nétion Address T-Extensions Length of
O ITS-AID User data

The T-headdr consists effour parts:

— a 1-bit "[T-Extensions flag" (LSB of TPID) set to '1'b;

which the message is intended;

Figure 8 — TRID 1 — Information dissemination with T-Extensions

lelength "Destination Address" field containingan ITS-AID specified in ISO 17419 identi

es at

fying

ir for

— avariable length "T-Extensions" field with the structure specified in Clause 7 and content details

specified in 5.5.4;

— avariable length field indicating the length of the User data.

NOTE

PSID specified in IEEE 1609.3(TM)-2016 and ITS-AID share a common number space; see 6.2.1. In the
given context, PSID and ITS-AID are presented with the same ASN.1 type.

If no T-Extensions are needed, the T-Extensions flag is set to '0'b. The corresponding T-Header is

presented in Figure 9.
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Feature 0 is designed for information dissemination (typically combined with MAC broadcast or MAC

mult

A regeiver shall first check the T-Extensions and shall perform related procedures, if stipgorted. Then
the receiver shall forward the data contained in the message (optionally together ‘With [information

cont

NOTHE 1  If the Destination Address is not identifying a known upper layer entity;the receiver cannot further
procdss the message.

NOTHE 2 Procedures on how to use this feature in the context of an ITS $tation unit, or a WAVE device, or any
otheif context are outside the scope of this document.

5.5.1 Transport feature 1

The

Figure 10 presents the T-Header for TPID = 3, i.e. with-T-Extensions being present.

Figure 10 — TPID 3 — general purpose session support transport feature with T-Extensions

The

— a 1-bit "T-Exténsions flag" (LSB of TPID) set to '1'b;

— a4 2-octetITS port number in the "Source Address" field identifying the address of the|

If no T-Extensions are needed, the T-Extensions flag is set to '0'b. The corresponding T-Header is

TPID feature selector 1 selects the "General Session Mode" feature specified in 5.4.6.

ISO 16460:2021(E)

T-Header (TPID = 0)

1 bit Variable Variable
T-E;ZLDsions Destination Address | Length of
' ITS-AID User data
flag="0'b

Figure 9 — TPID 0 — Information dissemination without T-Extensions

cast).

hined in T-Extensions) to the recipient(s) identified by the Destination Address:

T-Header (TPID = 3)
1 bit 2 octets 2 octets Variable Variable
TPID C ..
. Source ss | Destination Address : Length of
T-Extensions T-Extensions
flag ="1'b ITS po mber ITS port number User data

T-Header consists offive parts:

¢ntityinthe transmitter;

layer entity In the receiver;

a variable length "T-Extensions" field with the structure specified in Clause 7 and content details

specified in 5.5.4;

a variable length field indicating the length of the User data.

presented in Figure 11.

© IS0 2021 - All rights reserved
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T-Header (TPID = 2)
1 bit 2 octets 2 octets Variable
TPID .
T-Extensions Source Address | Destination Address | Length of
flag = '0'b ITS port number ITS port number User data

Figure 11 — TPID 2 — General purpose session support transport feature without T-Extensions

Feature 1 is designed for sessions when a reply is expected, for example. Note that groupcast

transmissio

A receiver s
the receive]
contained i
Destination

NOTE1 If
cannot furthg

The ITS por

hs with no expected reply can also use this TPID.

hall first check the T-Extensions and shall perform related procedures, if supported.
shall forward the data contained in the message (optionally together with:inform

Address field.

the Destination Address ITS port number is not identifying a known upperilayer entity, the reg
br process the message.

field of replies to the transmitter.

NOTE 2 Py
other contexf{

5.5.3 Tra

The TPID fe
standardize

Figure 12 pi

ocedures on how to use this feature in the context of an I'TS\station unit, or a WAVE device, d
are outside the scope of this document.

hsport feature 2

hture selector 2 selects the "LPP" feature specified in 5.4.6. LPP is the "Local Port Prot
d in ARIB STD-T88!18],

esents the T-Header for TPID = 5, i.é_with T-Extensions being present.

Then
htion

h T-Extensions) to the recipient(s) identified by the ITS port number céntained in the

eiver

[ number contained in the Source Address field is typically used-in the Destination Addlress

I any

pcol”

T-Header (TPID = 5)
1 bit 2 octets 2~octets variable Variable Variable
TPID .
] Source Address tination Address LPP Header . Length of
T-Extensions T-Extensions
flag = '1I'b ITS port numberCD TS port number | ARIB STD-T88:2004, DSRC application sub-layer User dat3
7~ “
Figure 12 — TPID 5 — LPP feature with T-Extensions
The T-Headé¢r consists of six parts:
— aone bif "T*Extensions flag" (LSB of TPID) set to '1'b;

entity in the transmitter;

layer entity in the receiver;

specifie

10

the "LPP Header" specified in ARIB STD-T88[18];

din 5.5.4;

a variable length field indicating the length of the User data.

a 2-octet ITS port number in the "Source Address" field identifying the address of the upper layer

a 2-octet ITS port number in the "Destination Address" field identifying the address of the upper

a variable length "T-Extensions"” field with the structure specified in Clause 7 and content details
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If no T-Extensions are needed, the T-Extensions flag is set to '0'b. The corresponding T-Header is
presented in Figure 13.

Figure 13 — TPID 4 — LPP feature without T-Extensions

NOTH
cann

NOTIH
other

5.5.4

The 1
be us

1  Ifthe Destination Address ITS port number is not identifying a known upper layer(entity
t further process the message.

2  Procedures on how to use this feature in the context of an ITS station unitjor a WAVE (
context are outside the scope of this document.

T-Extensions

tructure of the T-Extensions is specified in Clause 7. Extension-elements presented in
ed in the "T-Extensions" field.

Table 4 — T-Extensions-elements

T-Header (TPID = 4)
1 bit 2 octets 2 octets variable Variable
TPID .
; Source Address | Destination Address LPP Header Length of
T-Extensions
flag = '0'b ITS port number ITS port number | ARIB STD-T88:2004, DSRC application sub-layer | User data

, the receiver

levice, or any

Table 4 may

Element ID

Element type Element

name

c-LM

LMpackef\ID Packet Id
Compose
TPni
TPfr

TPnd

packetID =83

bntifier.

H of
essagelD,
hgmentlID,
Fragments.

The
pack
diffe

given fragment out of the totaljniumber TPnoFragments of the message.

5.5.5

ITS
cont

5.6

Packet Identifier" element is optionally included in the LM T-Header to identify uniqug
et in a sequence of packets from a specific transmitter. TPmessagelD is used to uniquely
Fent messages. TPfragmentID (1 < TPfragmentID < TPnoFragments) identifies the ny

ITS port numbers

nined in twoyoctets. Details of ITS port numbers usage and management are presented j

Procedures

ly a specific
distinguish
mber of the

ort numbers-are unsigned integer numbers of ASN.1 type portNumber in the range 0 o 65535, i.e.

n SO 17419.

Are

eiver shall first inspect the Version field specified in 5.2. If the presented version is s

1pported by

the implementation, then the receiver shall inspect the Subtype field specified in 5.2 and in 5.4.1.

NOTE 1

If the presented version is not supported in a given implementation, the message cannot be processed.

If the presented subtype is supported by the implementation, then the related procedure shall be
performed as specified in 5.4.2 to 5.4.4.

NOTE 2

If a received subtype value is pointing to NoSubtypeProcessing, i.e. not supporte

implementation, the message cannot be processed.

d in a given

Upon successful processing of the subtype procedure, the receiver shall inspect the TPID - Feature

selec

© ISO

tor field specified in 5.2 and in 5.4.6.
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If the transport feature identified by the number contained in the TPID - Feature selector field is
implemented in the receiver, the respective procedure shall be executed as specified in 5.5.1 to 5.5.3.

NOTE 3

implementation), the T-Header part of the message cannot be processed.

If a received TPID value is pointing to NoTpidProcessing (i.e. not supported in a given

Optional features, or features defined by implementation, may become normative mandatory features
in other standards using the specifications of this document as a basis.

NOTE 4  Further procedures can be specified in standards that use this message format.

6 Service advertisement messages

6.1 Purppse

Service advertisement is used to inform peer stations, for example ITS station units. gz WAVE deyices,
about accespible ITS services ("push service advertisement"). ITS services are previded by means of
ITS applicatjions; see ISO 21217. ITS applications are identified by globally unique,ITS-AID specified in
[SO 17419.

NOTE1 In| the context of an ITS station specified in ISO 21217, servicel.advertisement is performed
according to|the FSAP specified in ISO 22418. In the context of a WAVE device specified in IEEE 16090[13],
service adveftisement is performed according to the WAVE Service Advertisement (WSA) protocol specififed in
IEEE 1609.3(]TM)-2016.

NOTE 2 IHEE WAVE uses globally unique PSIDs specified in IEEE, 1609.3(TM)-2016 and IEEE 1609.12[17] to
identify ITS dpplications. ITS-AID and PSID share a common numbérspace.

ITS serviceg are typically provided in sessions. However;, an ITS service can also be an information

disseminati
The service
a) Service

Ser

Clid

b) Service

Pro

hn service.

advertisement distinguishes at least.the following roles:
[Advertisement Manager:

yer management

Transmission of SAMs and reception of SRMs

nt management

Reception of-SAMs, transmission of SRMs

Providep:

visiofvef ITS services

User:

c) Service

Consumption of ITS services.

6.2 Unique identifiers

6.2.1

ITS-

AID /PSID

ITS-AID is specified in ISO 17419 as an unsigned integer. ITS-AID shares a common number space with
IEEE PSID, see IEEE 1609.3(TM)-2016. ITS-AID and PSID are synonyms; in the given context they are
presented by the same ASN.1 type. The purposes of ITS-AID are specified in ISO 17419; ITS-AID may be
used at the OSI transport layer to identify a destination, as specified in 5.5.1, for example.
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ITS-AID values for service advertisement protocols (applications) are assigned to:

— WAVE Service Advertisement (WSA) specified in IEEE 1609.3(TM)-2016;

— Fast Service Advertisement Protocol (FSAP) specified in ISO 22418;

— ETSI Service Announcement Protocol (ESAP) specified in ETSI EN 302 890-1[19];

NOTE Assigned PSID numbers are presented at https://standards.ieee.org/products-services/regauth/

psid/public.html, and at http://its-standards.info/ITS%20Registries/IS017419/1TSaidRegistry.html. PSID and
ITS-AID share a common number space.

6.2.1 ITS port numbers (ITS-PNs)

ITS-PNs are 2-octet unsigned Integer numbers specified in ISO 17419. ITS-PN is defined’ for|usage at the
OSI transport layer by the "Fast Networking & Transport Protocol"[2] to identify s¢urce and destination
of a rhessage, as specified in 5.5.2, for example. For some ITS-PNs, acronyms are introduced jn [SO 17419,
e.g. the acronym PORT_SAM for the well-known ITS-PN = 1 identifying the service advertisement
protocol (i.e. used by FSAP in ISO 22418).

The well-known ITS-PN PORT_SAM is used to identify the service“advertisement protocol that is
receiving broadcast service advertisement messages SAM.

A dyhamically assigned ITS-PN PORT_DYN_SAM is used to identify the service advertisemgent protocol
that |s receiving unicast SAMs. The dynamic assignment is pefformed in the service user station that is
trangmitting SRMs.

A dynamically assigned ITS-PN (PORT_DYN_SRM) is uSed to identify the service advertisement protocol
that |s receiving SRMs. The dynamic assignment is\pérformed in the service advertiser stption that is
trangmitting SAMs.

6.3 | Service advertisement protocol

As this document does not specify aspecific service advertisement protocol but just the structure of
service advertisement messages.and related basic requirements, a hypothetical SAP with the name
"Seryice Advertisement Protocol™is used to simplify reading of the document.

6.4 | Service advertisement message (SAM)

6.4.1 Messages

This|[document specifies two messages, i.e.:

— $erviceAdvertisement Message (SAM) of ASN.1 type sam specified in A.2.2;
— $etyice Response Message (SRM) of ASN.1 type srm specified in A.2.2.

SAM is used to advertise services provided by ITS applications or by ITS application classes specified
in ISO 17419. ITS application classes are unique only with a defined context. The SRM provides the
context to an ITS application class advertised in a SAM, i.e. it acknowledges a SAM. The SRM is also used
to indicate interest in an offered service that requires usage of a privately allocated communication
channel.

NOTE SRM is not supported in IEEE 1609.3(TM)-2016.

6.4.2 Message structure

Figure 14 illustrates the basic format of the SAM. Unaligned packet encoding rules (UPER) applied to
the ASN.1 type sam defined in A.2.2 results in the intended binary presentation of this SAM format.

© IS0 2021 - All rights reserved 13
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The SAM co
a) SAM header specified, in 6.4.3:

1y

2)

3)

4)

b) SAM bofy, specified in 6.4.4;

1y
2)

3) anaptionally present "IPv6 Routing Advertisement"” field, specified in 6.4.4.4; see also Bit 0 a

"Vefsion": A 4-bit unsigned integer number indicating the version of the seryiceadvertise
profocol specified in 6.4.3.1. The smallest allowed number is 3; this is the initial version nu
usefd in IEEE 1609.3(TM)-2016 and ISO 22418.

"Opltion Selector™: A 4-bit field indicating presence or absence of optional fields:

SAM identification, specified in 6.4.3.2:

An

an

an

SAM

Header Body
. . . . Optional Optional Optional Optional %
4 bits 4 bits 4 bits 4 bits Variable Variable ] Variable Variable
: Option SAM- SAM Service } Channel { /0 uting |
Version SAM-ID . Info Info . :
Selector Count | Extensions Advertisement:
Segment Segment :

Figure 14 — General format of the SAM

hsists of two parts:

Bit 3 ='1'b: "SAM Extensions" field is present
Bit 2 ="1'b: "Service Info Segment" field is present
Bit 1 = '1'b: "Channel Info Segment" field is present

Bit 0 = '1'b: "IPv6 Routing Advertisement" field is present

"SAM-ID": A 4-bit unsigned integer number field allowing to distinguish up to 16 diffi
SAMs announced by the same station (same advertiser).

"SAM-Count": A 4-bit unsigned Integer number field indicating the actual content staf
the SAM indicated by the previous field.

bptionally present "SAM.Extensions" field, specified in 6.4.3.3; see also Bit 3 above.

Iptionally present "Service Info Segment" field, specified in 6.4.4.2; see also Bit 2 abovsg

ptionallypresent "Channel Info Segment" field, specified in 6.4.4.3; see also Bit 1 aboy

ment
mber

brent

us of

pove.

6.4.3 Message hreader

6.4.3.1 Protocol version

The protocol version is presented as a 4-bit unsigned integer number of ASN.1 type RsvadvPrtversion
specified in A.2.2.

6.4.3.2 SAM-ID and SAM-Count

SAM-ID and SAM-Count are used to

— distinguish different service advertisements (SAM-ID) presented by the same Service Advertiser, and

— identify a change of content of the indicated SAM (SAM-Count),

14
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see ASN.1 type srvAdvChangeCount specified in A.2.2.

Up to 16 different SAMs (SAM-ID = 0 up to SAM-ID = 15) presented by the same Service Advertiser can
be distinguished. The Service Advertiser shall select values in a unique way. SAM-ID is of ASN.1 type
SrvAdvID.

SAM-Count is a cyclic counter of ASN.1 type srvadvContentCount. For every value of SAM-ID a separate
SAM-Count shall be maintained. Upon first transmission of a new SAM, SAM-Count shall be set to zero.
Upon every change of content of a SAM, this number shall be incremented by one. SAM-Count shall
wrap around from 15 to zero. A change of content of a SAM may be either:

— rhqnging details of alreadvy advertised services

dding new services, or

Disc
that
SAM
by th
for a

This

and

6.4.3

The
used
Opti

iscontinuing provision and advertisement of services.

ntinuing provision and advertisement of services may finally result in @y'empty SAN
onsists only of a header. Transmission of such empty SAMs is optional:\How often su
is transmitted before transmission is stopped and the related SAM-ID is deprecated
e implementation. The amount of time such a deprecated SAM-]ID.is’blocked before it
new SAM is defined by the implementation.

mechanism allows a receiver of a SAM not to parse a previously received SAM with s
AM-Count. It further allows indicating that a previously announced service is no longg

.3 SAM Extensions

structure of Extensions is specified in ClausevY. Extension elements presented in Talj
in the SAM Extensions field. The presence'of the SAM Extensions field shall be indi
ns bit B3, specified in 6.4.1.

1, i.e. a SAM
Ch an empty
and defined
can be used

hme SAM-ID
br available.

le 5 may be
rated by the

Table.5'= SAM extensions elements

Element ID Element type (ASN.1) Element name

c-20location=5 TwoDLocation 2D Location (specified in IEEE|1609.3(TM)-
2016)

c-3location=6 ThreeDLocation 3D Location (specified in IEEE[1609.3(TM)-
2016)

AdvertiserIdentifier Advertiser Identifier (specified in

IEEE 1609.3(TM)-2016)

Repeat Rate (specified in IEEE
2016)

Extended Channel Info Segm

vertiserID=7

c-RepeatRate-=\17 RepeatRate 1609.3(TM)-

c-ExftendédChannelInfos = 84 ExtendedChannelInfos ent

ASN.

The "2D Location" element provides the location of the SAM transmit antenna. Latitude has a least
significant bit representing 1/10 micro degree, representing a range from -90° to +90°, with value
900000001 indicating unavailable. The bits presenting the Latitude value are preceded with a bit set
to '0'b in order to achieve octet alignment. Longitude has a least significant bit representing 1/10 micro
degree, representing a range from -180° to +180°, with value 1800000001 indicating unavailable.

The "3D Location" element provides the location of the SAM transmit antenna. Latitude and
Longitude are as in "2D Location". Elevation represents the geographic position above or below the
reference ellipsoid (typically WGS-84). The 16-bit number has a resolution of 1/10 m and represents
an asymmetric range of positive and negative values. The encoding is as follows: the range 0x0000 to
OXEFFF (0 to 61439 decimal) are positive numbers representing elevations from 0 to +6143,9 m (i.e.,
above the reference ellipsoid). The range 0xF001 to OxFFFF includes negative numbers representing
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elevations from -409,5 m to -0,1 m (i.e. below the reference ellipsoid). An elevation higher than
+6143,9 m is represented OxEFFF. An elevation lower than -409,5 m is represented 0xF001. If the
sending device does not know its elevation, it shall encode the 25 Elevation data element with 0xF000.

EXAMPLE The elevation 0 m is encoded as 0x0000, the elevation -0,1 m is encoded as 0xFFFF, and the
elevation +100,0 m is encoded as 0x03E8.

The "Advertiser Identifier" element provides an identifier associated with the Service Advertiser device.
It has alength from 1 to 32 octets.

The "Repeat Rate" element is an unsigned integer number with a range of 0 - 255. This element indicates
the number of times the SAM is transmitted per 5 s. It may be used by recipients in evaluating link

quality. Rep

The "Extend
that can be
The purpos
channel cha

The countin
in Service In
Channel Inf

"Chann¢
"Extend
NOTE W

The "Extend
specified in

6.4.4 Meqd

6.4.4.1 Gg

The SAM b
SAM body.

pat Rate should not be used with unicast announcements.

led Channel Info Segment"” element is an extended version of the "Channel Info\Segn
1sed as a replacement of "Channel Info Segment”, or in addition to "Channel Info’Segn]
b is to support different access technologies (not only 802,11 at 59 GHzJ{i.e. to all
hge being performed together with a change of access technology.

g of channel info sets in "Channel Info Segment" and "Extended Channel Info Segment”
fo sets ("Channel Index") specified in 6.4.4.2 is as follows, where Ntepresents the cou
sets:

el Info Segment™: 1 through N, 0 <N <31

ci’

N,

ci,max ~

ed Channel Info Segment": N +1 through N, 31.

ci,max’

hen "Channel Info Segment” is not used, N equals zero;

ed Channel Info Segment" element is used tetallocate private communication channg
6.7.2.

sage body

tneral

Table 6 — SAM body configurations

nent"

ent".
oW a

used
nt of

Is as

bdy consists of optional (fields only. Table 6 presents all possible configurations of the

Service Infq Seg- | Channéllnfo Seg- | Routing Adver-|Informative explanations
ment ment? tisement
absent absent absent Empty SAM.
present absent absent Service advertisement.
Service accessible on the same radio channel as jused
for SAM.
absent present absent Invitation to switch areceiver to the indicated channel.
present present absent Service advertisement.
One or several services accessible on a different radio
channel as used for SAM.
absent absent present Advertisement of access to an IPv6 network (e.g. Internet)
on the same radio channel as used for SAM.
a2  In addition to or instead of the Channel Info Segment, and Extended Channel Info Segment of ASN.1 type
ExtendedChannelInfos also applies

16
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Table 6 (continued)
Service Info Seg- |Channel Info Seg- | Routing Adver-|Informative explanations
ment ment 2 tisement
present absent present Service advertisement.
Service accessible on the same radio channel as used
for SAM.
Usage of [IPv6 communications.
absent present present Advertisement of access to an IPv6 network (e.g. Internet)
on a different radio channel as used for SAM.
present present present Service advertisement.
One or several services accessible an.adifferent radio
channel as used for SAM.
Usage of [IPv6 communicationss:

a

Extg

In addition to or instead of the Channel Info Segment, and Extended Channel Info Segment o
ndedChannelInfos also applies

f ASN.1 type

6.4.4

The

in Figure 15 provides information pertaining to services beihg advertised in SAMs. It ¢
"Cou
infor

Serv

NOTE

.2 Service info segment

optional Service Info Segment of ASN.1 type serviceInfds specified in A.2.2 an

ht N" field with variable length specified in 6.6, indicating the number, N, of subseq
mation sets.
Service InfosSegment
............. L ——
, , , . Optional } Optional | Optional
Variable § Variable | 5 bits 3 bits Variable E 2 octets Variable
V(e i " Service |
Count ITS-AID Channel |~ Option System } Reply Port Info
N Ind Selectors} Service { Number .
AN | booeo......d Exensions |
N\ ~ J

Repeated N times
Figure 15 — General format of the Service info segment

ce informatien.sets are of ASN.1 type serviceInfo specified in A.2.2 and consist of:
4 field withyvariable length containing the "ITS-AID" indicating the advertised service;

3 fieldeontaining a 5-bit unsigned Integer "Channel Index" used as a pointer to an
[lrannel Info Segment;

1 presented
onsists of a
lent service

entry in the

"Option Selectors": A 3-bit field indicating presence or absence of optional fields:
— Bit 2 ="1"b: The "System Service" field is present;

— Bit1="1"b: The "Reply Port Number" field is present;

Bit 0 = '1'b: The "Service Info Extensions" field is present;
the optional "System Service" field;

the optional "Reply Port Number" field;

the optional "Service Info Extensions" field.

"System Service" and "Reply Port Number" are not supported in IEEE 1609.3(TM)-2016.

© IS0 2021 - All rights reserved
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There may be 0 through 31 Service Info sets in a Service Info Segment.

"Channel Index" of ASN.1 type CchannelIndex specified in A.2.2 provides a pointer to the n-th set of
channel parameters within the Channel Info Segment specified in 6.4.4.3 and the Extended Channel Info
Segment extension element specified in 6.4.3.3, and indicates the service channel where the advertised
service is being offered. A channel index of 1 indicates the first set of parameters, a channel index of 2
indicates the second set of parameters, and so on, through channel index of 31. Channel index 0 is used
in cases where no change to a service channel is needed.

"System Service" of ASN.1 type systemService specified in A.2.2 is an optional field not supported in
IEEE 1609.3(TM)-2016. Presence of the "System Service" field shall be indicated by the Options bit B2

SpeCified in hisstb-clatse: "S_yotcul Service—shatbe Pt esent-whenHFS-AB—==6-s suppot ted-

NOTE IT|S-AID = 0 selects the ITS application class "system" specified in ISO 15628.

Further detpils of "System Service" will be specified in a later edition of this documeht; ‘or in ¢ther

Internationgl Standards.

"Reply Port Number" is the serviceProviderPort component of the ASN.1 type Channeloptions spedified

in A.2.2 containing a two octet ITS Port Number (ITS-PN) used in transport headers such as specified in

5.5.2. Presence of the "Reply Port Number" field shall be indicated by the Options bit B1 specified in this

subclause. If present, this ITS port number shall be used by a Service User ds)a destination port number

in messages|sent to the Service Provider.

The structufre of Extensions is specified in Clause 7. Extension elements presented in Table 5 may be

used in the|"Service Info Extensions" field. Presence of the "Service Info Extensions” field shgll be

indicated by the Options bit BO specified in this sub-clause.

Table 7 — Service Info Extensions elements

Element ID Element type (ASN.1) Element name

c-ProviderfervContext = 8 ProviderSeryiceContext Provider Service Context (PSC) ($pec-
ified in IEEE 1609.3(TM)-2016)

c-IPv6Address =9 IPvbAddress IPv6 Address (specified in
IEEE 1609.3(TM)-2016).

c-servicePprt =10 ServicePort Service Port (specified in
IEEE 1609.3(TM)-2016).

c-ProviderpMACaddress =11 ProviderMacAddress Provider MAC address (specified in
IEEE 1609.3(TM)-2016).

c-RCPIthrelhold =19 RepiThreshold RCPI Threshold (specified in
IEEE 1609.3(TM)-2016).

c-WSAcount[Threshold F 20 WsaCountThreshold SAM Count Threshold (specifi¢d in
IEEE 1609.3(TM)-2016).

c-WSAcount|Thfesint = 22 WsaCountThresholdInterval SAM Count Threshold Interval (speci-
fied in IEEE 1609.3(TM)-2016).

c-SrvOpP-ProtocolStack = 24 SrvOpP-ProtocolStack Service Operation Phase Protocol Stack
Identifier (specified and explained in
EN ISO 22418I8]).2

c-SAMapplicationData = 85 SAMapplicationData SAM Application Data.

a  ETSI EN 302 890-1[19] uses the ASN.1 type name ProtocolType instead of SrvOpP-ProtocolStack, and the ASN.1

value type name c-ProtocolType instead of c-SrvOpP-ProtocolStack. However, the basic ASN.1 types are the same.

ASN.1 details are specified in A.2.3.

The "PSC" element provides supplementary information related to the advertised application with

which itis a

18

ssociated. If present, the PSC has a length from 1 to 31 octets.
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The "IPv6 Address" element provides the 128-bit [Pv6 address of the device hosting the advertised
application and is formatted per IETF RFC 4291[21]. This element may be present when the application
employs IP addressing.

The "Service Port" element provides the 16-bit port number (e.g. UDP port number or TCP port number)
of the higher layer entity providing the service. This element may be present when the application
employs IP addressing.

NOTE This port number has a different purpose than the one provided in the optional "Reply Port
Number" field.

ovid ] levice providing the
ication. The ' Prov1der MAC Address element is present 1f dlfferent from the MAC address of the
i¢e transmitting the SAM.

If present, the "RCPI Threshold" element indicates the recommended minimumC(received| SAM signal
valug in dBm, 0 to -110, below which the application opportunity should be ignored by a recipient. It is
encofed as RCPI in IEEE Std 802.11.

If priesent, the "SAM Count Threshold" element indicates the recommended minimum number of
received SAMs, below which an advertised application should be ignored by a recipient. It has a length
of 1 ¢ctet and is an unsigned Integer with range 0 to 255.

The {SAM Count Threshold Interval” element may be optionally uised with the "SAM Count Threshold"
elemgnt. It indicates the time interval over which received SAMs are counted. It has a length of 1 octet
and {s an unsigned Integer with range 1 to 255, in units¢efy100 ms. The default value used if no "WSA
Courlt Threshold Interval"” element is included in the SAM is 1 second.

The ['Service Operation Phase Protocol Stack Identifier" element supports hybrid comrpunications.
If present in the Service Info Segment contained’in a SAM of an announced ITS service, if indicates a
partially or fully specified communication protocol stack different to the one used for tfansmission
of thf SAM that shall be used during the service session phase. A partially specified commmunication
prot¢col stack indicates required protoeal features and allows different implementations [for the non-
specified elements of a protocol stack:

Further information on the usage of SrvOpP-ProtocolStack is provided in EN ISO 22418. Valyes selecting
a spgcific protocol stack are specified in CEN/TS 17496[3] (with ASN.1 type name ITSprotIcolStacle)
and |n EN 302 890-1[19] (with ASN.1 type name ProtocolType), and further values may pe specified
laterf some examples are presented in Table 8.

NOTH ITSprotocolStackID and ProtocolType are identically specified as VarLengthNumber.

Table 8 — Examples of identified protocols stacks

Protpcol stack identifier| Protocol stack description

(SrvppP<ProtocolStack)

0 Unknown protocol stack / any protocol stack (as desired by the service user).

1 ITS station-internal management communications secure sessions using Ethernet and
IPv6; specified in CEN/TS 17496[31,

2 A protocol stack including the Wave Short Message Protocol (WSMP) according to and
specified in IEEE 1609.3[1€],

3 Secure broadcast of messages with the ETSI ITS-G5 Release 1 stack; specified in CEN/
TS 1749631,
Secure sessions involving Internet; specified in CEN/TS 17496[3],

5 IPv6 localized communications; specified in CEN/TS 17496I3l.
A protocol stack including the "Internet Protocol version 6" (IPv6) and the "Transmis-
sion Control Protocol” (TCP) according to IEEE 1609.3[16]; specified in EN 302 890-1[19],

7 General service announcement using ITS-M5 and FNTP, specified in CEN/TS 17496[31,
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Table 8 (continued)

(SrvOpP-Pro

Protocol stack identifier

Protocol stack description
tocolStack)

8

SCN-access for SCN diagnostic using Ethernet and IPv6, specified in CEN/TS 174963,

101

Any IP protocol stack, i.e. IPv4 or/and IPv6 specified in IEEE 1609.3[16],

If present, the "SAM Application Data" element contains application data. This allows using FSAP to
broadcast short messages without the need to start a session. It can also be useful to provide initial
data for a subsequent session.

NOTE1 Uj
into the ASN.
NOTE2 If

between theq
the content 0|
means thata

6.4.4.3 Ck

The optiong
Figure 16 pj

g SAM AppHTation Data TeqUuiTesS IMAtcation of the encoding rutes appiied to pack appicatio

1 OCTET STRING.

the service announcer and the service provider are implemented in different ITS-SUs, and th

f SAMapplicationData. To prevent such attacks, the link between the two ITS-SUs|gan be secur
Fe out of scope of this document.

jannel info segment

1 Channel Info Segment of ASN.1 type ChannelInfos specified’in A.2.2 and present
ovides information pertaining to channels utilized by services being advertised in SAI

It consists

subsequent
channel ass
ChannelInf

a field c
afield c

Channel Info Segment
............ N ——
Varipble 1 octet 1 octet 1 octet 1 bit 7 bits 1 octet OptI.OHGI : Optllonal
Variable : Variable
: ~ ; fooonooeocaneg
Cotnt Dt | @l Transmit &ta Option Res.erved ' Channel
Power | Adaptable:|(; Selector } options7 i Info
N Class number Q\ Rate : ;
Level _ (8 options) } through 1_i Extensions
o J
Y
Repeated N times

Figure 16 — Genéeral format of the Channel info segment

bf a "Count N" field\with variable length specified in 6.6, indicating the number,

channel informatioh/sets. Each channel information set indicates the characteristics o

pciated with zere/or more Service Info Sets. Channel information sets are of ASN.1
specified infA.2.2 and consist of:

pntaining phe IEEE Std. 802.11[12] "Operating Class";
pntdining the IEEE Std. 802.11[12] "Channel number";

data

b link

e two stations conveys the content of SAMapplicationData, a middle-man attack couldtry to change

ed by

bd in
Vis.

N, of
f one
type

afieldc

mtaiming the “Framsmit Power Levet' tobeused for transmissions o the associated tha

fixed value;

Bit 7 to

an "Option Selector" field containing eight option selector bits:

Bit 1: Reserved for future use. Set to '0'b;

Bit 0 = '"1'b: The "Channel Info Extensions" field is present;

an optional "Channel Info Extensions" field.

There may be 0 through 31 Channel Info sets in the Channel Info Segment.

20

nnel;

a field containing the "Adaptable” bit indicating whether "Data Rate" contains a boundary value or
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The "Operating Class" field specified in IEEE Std 802.11 of ASN.1 type OperatingClass80211 specified
in A.2.2 provides necessary information allowing the following "Channel number" identifying a specific
channel uniquely in the context of a country.

The "Channel number" field specified in IEEE Std 802.11 of ASN.1 type ChannelNumberg80211 specified in
A.2.3 provides the number of the channel to which the accompanying information pertains. An identical

"Operating Class"/"Channel Number" pair shall not appear in two sets of the "Channel Info Segment" in
the same SAM.

The "Transmit Power Level" field of ASN.1 type Txpowers0211 specified in A.2.3 provides the Effective
Isotropic Radiated Power (EIRP), in the range -128 dBm through 127 dBm, to be used for transmissions

ont
level

The
indid
Rate

be interpreted as a fixed value.

The'
the d
from|
63,5
and 4

The
used
indid

ratad ol 1T i D 1 1 ol 11 L. it ol £ 3
C doovulldiTU UlIdIITITL. I'TdIISIIIIU T UVWULL LUVUELD SITUUIU UUT I1IILTT lJl CLCU do LU TTIdATITITUILL

allowed.

"Adaptable” field is a 1-bit sub-field in the ASN.1 type wsachInfoDataRate' specif
ating whether "Data Rate" provides a boundary value or fixed value. A value.0f"1'b ind

EIRP power

ed in A.2.3
icates "Data

' should be interpreted as the minimum rate allowed. A value of '0'b indicates "Data Rate" should

Data Rate" field is a 7-bit subfield in the ASN.1 type wsachInfoDataRate specified in A.2|
ata rate used on the channel. According to IEEE Std 802.11, "Ddta ‘Rate" is represente

0x02 through 0x7F, corresponding to data rates in increments of 500 kbit/s fron
Mb/s. If "Adaptable” is set to '1'b, "Data Rate" should be interpreted as the minimum 1
iny higher rate should also be allowed.

structure of Extensions is specified in Clause 7. Extension elements presented in Talj
in the "Channel Info Extensions" field. Presence‘of the "Channel Info Extensions" f
ated by the Option Selector bit BO specified in this subclause.

Table 9 — Channel\Info Extensions elements

3 indicating
d by a count
n 1 Mb/s to
ate allowed,

le 5 may be
eld shall be

Element ID

Element type (ASN.1) Element name

EdcaParaneterSet

EDCA Parameter Set (s
IEEE 1609.3(TM)-2016).

CAparameterSet =12

becified in

ChahnelAccess80211 Channel Access (sps¢

IEEE 1609.3(TM)-2016).

annelAccess =21

cified in

If pr
infor

comiunicating on the.channel. The EDCA Parameter Set of ASN.1 type EdcaParameterRecd

in A

6.4.4

psent, the "EDCA Pdrameter Set" of ASN.1 type EdcaParameterset specified in A.J
mation on the MAC:layer channel access parameters which should be used by the var

D.3 containsdfour EDCA Parameter Records specified in IEEE Std 802.11-2012, sub-clay

4

IPv6-Touting advertisement

.3 provides
jous devices
rd specified
se 8.4.2.31.

specified in

© ISO

IPv6 Routing Advertisement
2 octets | 16 octets | 1octet | 16 octets | 16 octets | Variable
Router IPv6 IPV.6 Default | Primary IPV.6
o ) Prefix Routing
Lifetime | Prefix Gateway DNS .
Length Extensions

Figure 17 — General format of the IPv6 Routing Advertisement field
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uting Advertisement field consists of:

a "Router Lifetime" field;

an "[Pv6 Prefix" field;

an "IPv6 Prefix Length" field;
a "Default Gateway" field;

a "Primary Domain Name Service (DNS)" field;

an "IPv

The "Routet
A.2.2 provid

The "IPv6 P|
link describ

The "IPv6 P
on how man

The "Default Gateway" field of ASN.1 type Tpv6address specified in A%2.3 provides the 128-bit

address of a

The "Primai
of a device t

The structy
used in the'

Ire of Extensions is specified in Clause 7. Extension elements presented in Table 5 m

i} i h N . noc. 1.1
D NUULITS LALCIISIUILS - TITIU.

Lifetime" field specified in IETF RFC 4861[22] of ASN.1 type RouterLifetime specifi
es the duration for which the Default Gateway and associated information is valid.

refix" field of ASN.1 type 1pvérrefix specified in A.2.2 provides IPv6 sulinet prefix
ed in IETF RFC 4861[22],

refix Length" field of ASN.1 type 1pvéPrefixLength specified in A.2.2-provides inform
y of the higher order bits of "IPv6 Prefix" are significant, as describéd in IETF RFC 4864

router that provides internetwork connectivity to the subnet.

hat can provide DNS lookup for the subnet devices;

[Pv6 Routing Extensions" field.

Table 10 — Routing Extensions elements

ed in
f the
htion

1022],

IPv6

y DNS" field of ASN.1 type 1Pv6address specified in A.2.3 provides the 128-bit IPv6 address

y be

Element ID Element type.(ASN.1) Element name

c-SecondarfyDNS =13 SecondaryDns Secondary DNS (specified in
IEEE 1609.3(TM)-2016).

c-GatewayMACaddress = 14 GatewayMacAddress Gateway MAC address (specifield in
IEEE 1609.3(TM)-2016).

ASN.1 details are specified inA.2.3.

If present, the "Secondary-DNS" element provides the 128-bit IPv6 address of an alternative device that

can provide|DNS lookup’for the subnet devices.

If present, the "Gateway MAC Address" element provides the 48-bit MAC address associated with the

Default Gat¢way. This element shall be present if the gateway MAC address is different to the MAC

address of t

hedevice transmitting the SAM.

6.5 Servi

ce Response Message (SRM)

6.5.1 Message structure

Figure 18 illustrates the basic format of the SRM. Unaligned packet encoding rules (UPER) applied to
the ASN.1 type srm defined in A.2.2 results in the intended binary presentation of this SRM format.

22
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SRM
Header Body
. . Optional Optional Optional Optional :
4bits 4bits Variable ] Variable Variable Variable :
Version Option SRM Private Channel Context Private Channel !
Selector { Extensions} Allocation Request} Information | Allocation Confirm}

Figure 18 — General format of the SRM

The $RM consists of two parts:

a) $RM header, specified in 6.5.2:

+- "Version": A 4-bit unsigned integer number indicating the version of theservice ad
protocol specified in 6.5.2.1;

+- "Option Selector” field: A 4-bit field indicating presence or absence of optional mes
— Bit3 ="1'b: The "SRM Extensions" field is present;

— Bit 2 ="1'b: The "Private Channel Allocation Requésy' field is present;
— Bit1="1'b: The "Context Information" field is present;

— Bit 0 ="1'b: The "Private Channel AllocatiofConfirm" field is present;

b) $RM body, specified in 6.5.2.2:

6.5.1 Message header

6.5.2.1 Protocolyversion

The protocol yeksion is presented as a 4-bit unsigned integer number of ASN.1 type rRsvad;
specified in-A¥2.2. The smallest allowed number is 3; this is the initial version number

+ anoptional "SRM Extensions" field specified in 6.5.3.2;
+ an optional "Private Channel Allocation Request" field specified in 6.5.3.3;

+ an optional "Context Information" field specified in 6.5.3.4;

1+ an optional "Private Channel Allocation Confirm" field specified in 6.5.3.5.

IEEE|1609,3(TM)-2016 and in ISO 22418.

vertisement

sage fields:

yPrtVersion
specified in

6.5.272—Setection of opuons in tne messdge pody

Bits 3, 2, 1, and 0 may be set to either '0'b or '1'b dependent on the protocol needs.

6.5.3 Message body

6.5.3.1 Usage of optional fields

The SRM body consists of optional fields only. Table 6 presents all possible configurations of the SRM

body based on the optional fields "Private Channel Allocation Request”, "Context Information", and
"Private Channel Allocation Confirm". The optional "SRM Extensions" may be present in any one of the

configurations.

© IS0 2021 - All rights reserved
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Table 11 — SRM body configurations

Private Channel|ContextInforma-|Private Channel|Informative explanations
Allocation Re-|tion Allocation Con-
quest firm
absent absent absent Empty SRM. Potential usage is not specified.
present absent absent Reply to an advertised ITS Application that requires
assignment of a private communication channel.
absent present absent Reply to an advertised ITS Application Class, providing
context information.
presen present absent Replyto-anadvertised I FS-Apphieationand/oran ITS
Application Class that requires assignment of a prjvate
communication channel, together with the provisipn of
contextinformation related to an ITS Application (lass.
absent absent present Acknowledgement of a privately allocated channgl.
present absent present Typically not used.
Combination of an acknowledgement of a privately
allocated channel with a néwreply to an advertised
ITS Application that requires assignment of a prjvate
communication channell
absent present present Combination of amacknowledgement of a privately
allocated channél with a reply to an advertised ITS
Application Class, providing context information.
present present present Typically notused.
Combination of an acknowledgement of a privately al-
located channel with a new reply to an advertised ITS
Application and/or ITS Application Class that reqfiires
assignment of a private communication channel.
6.5.3.2 SRM Extensions field
The structufe of Extensions is specified in Clause 7. Extension elements presented in Table 12 may be
used in the|SRM Header Extensions field: The presence of the SRM Header Extensions field sh3ll be
indicated by the "Option Selector" bit'specified in 6.5.1.
Fable 12 — SRM extensions elements
Element ID Element type (ASN.1) Element name
n.a. n.a. No SRM Extension elements are identi-
fied so far.
SRM Extensjonelements are of ASN.1 type SRMextension specified in A.2.2.

6.5.3.3 Private Channel Allocation Request field

The optional Private Channel Allocation Request field of ASN.1 type srmPrivateChannelsRqg, specified
in A.2.2 and presented in Figure 19, acknowledges services being advertised in SAMs for which an
allocation of a private communications channel is requested.

24
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6.5.3.4 Context Information field

6.5.3.4.1 Structure

The

Figure 20 provides information on ITS application class contexts related to services bein
in SAMs.
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Private Channel Allocation Request field

2 octets Variable Variable
Count
PORT_DYN_SAM N ITS-AID

H/—J

Repeated N times

kFigure 19 — Frivate Channel Allocation kequestiield

nsists of:

4 "PORT_DYN_SAM" field containing a dynamically allocated two octet ITS-PN to be

information on a privately allocated communications channel,

4 "Count N" field of variable length specified in 6.6 indicating thehumber, N, of subj
AIDs, and

4 field of variable length containing N ITS-AID values.

Context Information field

Variable Variable Variable Variable 2 octets

é'o)unt Context | Client Port
O ITS-AID | ContextID | ~PME*E | =een "o

- J
Y

Repeated N times

Figure 20 — Context Information field

used by the

$ervice Provider in subsequent privately addressed (unicast mode) SAM transmissionf containing

equent ITS-

pptional Context Information field of ASN.1type srmcontexts specified in A.2.2 and presented in

b advertised

[t consists of:

— a"Count N" field of variable length specified in 6.6 indicating the number N of subsequent Context

Information sets;

— a sequence of N Context Information sets of variable length specified in 6.5.3.4.2, each containing

two parts:

— Application class context information:

"ITS-AID" field indicating the ITS application class for which contextinformation is provided

(component itsaid of the ASN.1 type ItsaidCtxRef),

© IS0 2021 - All rights reserved
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— "Context ID" field indicating the context reference number of the associated ITS application
class (component ctx of the ASN.1 type TtsaidCtxRef),

— "Context Data" field providing context data for the given "ITS-AID" - "Context ID",
— Client communication information:

— "Client Port Number" providing a dynamically allocated two octet ITS port number
PORT_DYN to be used by the Service Provider in transport layer destination port fields.
In case of acknowledging a SAM with a requirement to a so far unknown communications
channel, this field contains the dynamically assigned ITS-PN PORT_DYN_SAM to which the

thcpqnpnf SAM with information on a privnfp]y allocated communications channel shall

be sent.

6.5.3.4.2 C(Context information set

A context information set consists of context information and an ITS port number. Context informption
is identified| by a two-dimensional identifier of ASN.1 type TtsaidctxrRef specifiedinr’A.2.2, consisting
of an ITS-AIP and a Context ID:

— The "IT|S-AID" field contains the component itsaid of the ASN.1 type%tssaidctxref specified in
ISO 174119 indicates the ITS application class for which context information is provided.

N

— The "Coptext ID" field contains the component ctx of the ASN.1 typeItsaidctxref specified in A.2.
indicatgs the context reference number of the associated ITS application class.

The "Context Data" field provides context data for the given "ITS-AID" - "Context ID" (see of ASN.1|type
SamContext.fontext).

Table 13 spdcifies "Context Data". Further "Context Data“may be specified in other standards.

Table 13 — "Context Data"

ITS-AID Context ID Context Data type (ASN.1) Comment

0 (System) 0 NullGtx This "Null-Context" may be used to findi-
cate interest in an advertised servicq that
requires operation in a privately allo¢ated
communication channel.?

0 (System) 1 MandAppCtx Used to indicate the System Service "Man-
datory Applications” in a SAM; see 6.4}4.2.2

Mandatory applications are ITS applications
which are required by either regulations
or policies. Information on details of man-
datory applications (e.g. usage, and|area
and time of applicability) are containged in
the related ITS-S applications, regulations
and policies.

2 This feature is not supported in IEEE 1609.3(TM)-2016.

A service user may provide information on several contexts of the same ITS application class.

EXAMPLE The ITS application class "Electronic Fee Collection”, identified with ITS-AID = 1, has a large
number of contexts, e.g. for different operators in different countries. A Service User may have contracts with
several operators and thus can offer the contexts for each contract they have. The Service Provider, upon
reception of the SRM, decides on the context to be used.

The "Client Port Number" field provides an ITS port number of ASN.1 type PortNumber specified in A.2.1
that shall be used by the Service Provider in transport layer destination port fields of messages to the
Service User related to the given context.
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.5 Private Channel Allocation Confirm field

The optional Private Channel Allocation Confirm field of ASN.1 type srmPrvChallocConf specified in
A.2.2 and presented in Figure 21 acknowledges allocation of private communications channels for the

servi

ces indicated by the given ITS-AIDs.

Private Channel Allocation Confirm field

Variable Variable 2 octets

Count Client Port

ITC AID

It comsists of a "Count N" field of variable length specified in 6.6 indicating the number, N, of

paird
Port

6.6

The '
valug

q

q

]

NOTH
unco

6.7

6.7.1

Gene

Two octet size: Values from 128\through 16383. The most significant bit of the f

unsigned integer numbery

TTO 111D

N Number

~

Repeated N times

Figure 21 — Private Channel Allocation Confirm field

of "ITS-AID" and related dynamically assigned "Client Port Number" (PORT_DYN).
Number" shall be used by the Service Provider in transport layer destination port field

Count N

Count N" fields specified in 6.4.4.2 and 6.4.4.3 have a length of one or two octets depe
e contained in them:

1s 0x00 (=0) through OxEF (=127); i.e. the’'remaining 7 bits contain an unsigned intege}

ilways set to one, and the second most significant bit of the first octet is always
Presentation as 0x8080 (=128) through 0xBFFF (=16383); i.e. the remaining 14 bit;

This presentationyresults from the unaligned packed encoding rules applied to AS
istraint variable length:

Procedures

General

ral basic procedures specified in 6.4 and 6.5 shall apply.

subsequent
The "Client
ls.

hdent on the

Dne octet size: Values from 0 through 127. The most significant bitis always set to zero. Presentation

number.

rst octet is
set to zero.
contain an

N.1 types of

Optional features, or features defined by implementation, may become normative mandatory features
in other standards using the specifications of this document as a basis.

6.7.2 Privately allocated channels

Whilst the Channel Info Segment field and Extended Channel Info Segment extension element basically
request a change of communication channel to be performed by all service users, the following
procedure allows private assignments of communication channels. A 4-step approach is specified:

1y

Transmission of SAM in broadcast mode with source ITS-PN = PORT_DYN_SRM and destination ITS-

PN = PORT_SAM. The Extended Channel Info Segment extension element indicates the unknown
channel with the ASN.1 value c-1Tsatt-unknown for one or several services indicated by an ITS-AID
in the Service Info Segment for which a private communication channel is to be allocated.

© ISO
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2) The service advertisement manager in the service user station replies with an SRM for all desired
services that need a privately allocated communication channel. The RSM is transmitted in unicast
mode with source ITS-PN = PORT_SAM and destination ITS-PN = PORT_DYN_SRM. It contains as a
minimum the Private Channel Allocation Request field presenting the ITS-AIDs being of interest for
the service user, and the dynamically allocated port number PORT_DYN_SAM to which the service
advertiser shall send the subsequent privately addressed SAM.

3) The service advertisement manager in the service advertiser station identifies the private channels
and indicates them to the service user in a privately addressed SAM with source ITS-PN = PORT_
DYN_SRM and destination ITS-PN = PORT_DYN_SAM.

4) The serpice-advertisementmanagerirthe-servicetser-station es-withran Aor-at-seryices
for which a private communication channel was allocated, and that is supported by the, sefvice
user stdtion. The HRSM is transmitted in unicast mode with source ITS-PN = PORT_DYN_SAM and
destination ITS-PN = PORT_DYN_SRM. It contains as a minimum the Private ChannellAllocation
Confirm field presenting the ITS-AIDs being of interest for the service user together with the
dynamigally allocated port numbers PORT_DYN to which the service provider®shall send the
subsequent privately addressed session protocol data units.

Upon reception of the SRM in step 1), the service advertisement manager-irJthe service advertiser
station shall] inform the service provider to start the service session.

6.8 Secured messages

No specific $ecurity means are specified in this document. This allows for several (regional) optiopns to
be specified|in other standards or system specifications.

Unsecured Messages may be encapsulated as presented inFigure 22.

Secured message
Header Body Trailer i
i Optional . Optional i
1 octet 1 octet ! Varinble Variable Variable |
- Secu-rl A §ecurity Original or Seemy |
Version | Opt Header processed message Trailer :
Selector } (e.g. SAM / SRM) :

Figure 22— General format specified in IEEE 1609.2[14]

The "Securé¢d message’is specified in ASN.1 with "Octet Encoding Rules" (OER). This ensures| that
all fields ar¢ octet aligned. The "Body" field is specified as an OCTET STRING that contains either the
unsecured driginakmeéssage (with the original encoding) or a signed or encrypted version of the original
message preceded with a length field indicating the number of octets contained in the octet string

s H P2 - LIA® 2 H e old o £l H L £+l 1k
The one octet thsSightaHteger— v erStot rrera—cotcatistrreverstorntmoer-ortie—Secutricty pro ocol.

The actual version number is three.

The one octet "Security Option Selector” indicates the applied type of security (none, signed, encrypted,
...), and by this whether the "Security Header" and "Security Trailer" are present.

The fields "Security Header" and "Security Trailer" contain information dependent on the security
mechanism used.

An ASN.1 presentation of "Message" is given by the type leee1609Dot2Datall4l specified in the
ASN.1 module:

— IEEE1609dot2 {iso(1) identified-organization(3) ieee(111) standards-association-numbered-
series-standards(2) wave-stds(1609) dot2(2) base (1) schema (1)}
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that itself imports relevant basic types from

I

EEE1609dot2BaseTypes {iso(1) ieee(111) standards-

identified-organization(3)

numbered-series-standards(2) wave-stds(1609) dot2(2) base(1) base-types(2)}.

association-

Applying OER to these ASN.1 specifications results in the intended binary message structure. OER is
specified in ISO/IEC 8825-7.

Further details are out of scope of this document.

7 Structure of extension elements

The
valug
Figuj
new

extension elements may be specified in future editions of this document or in\other standa

As pj

N-Extensions field (see 5.4) and T-Extensions field (see 5.5) contain information in"{
b encoded "Extension Elements" as specified in IEEE 1609.3(TM)-2016, andy‘as il
e 23. Extension elements are used to provide additional information in messages. Spe
extension elements does not break backward compatibility with earlier spécification

Extensions

Variable

9

1..2 octets

N Extens

Elem
AN

Count N

o

Extension.Element

1..2.actet

RN
D

1 octet Variable

Element ID q Length Extension Data

Al

Figure 23 — Extension elements

resented in Figure 23, the"Count N" field of variable length contains the number N of

exte

The 1Cotnt N" and "Length" fields have a length of one or two octets dependent on the valy
in thent

sion elements. Each extension element consists of:

n "Element ID" field containing a one octet unsigned Integer identifying the type
ata, and

"Length" field of variable length field indicating the number of octets contained in th
ata" field,

ype-length-
ustrated in
cification of
s; thus, new
rds.

subsequent

f Extension

b "Extension

le contained

One octetsize: Values from 0 through 127. The most significant bit is always set to zero. Presentation

as 0x00 (=0) through OxEF (=127); i.e. the remaining 7 bits contain an unsigned Integer number.

Two octet size: Values from 128 through 16383. The most significant bit of the first octet is

always set to one, and the second most significant bit of the first octet is always set to zero.
Presentation as 0x8080 (=128) through 0xBFFF (=16383); i.e. the remaining 14 bits contain an
unsigned Integer number.

NOTE

unconstraint variable length.
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In case a receiver does not know the meaning of an Element ID, i.e. the type of Extension Data, it may
ignore this extension and continue parsing with the next element in the packet. The number in the
"Length" field allows a receiver to "jump over" the octets that contain the unknown "Extension Data".

Extension elements with Element IDs in the range 4 through 17, and 19 through 23 are specified in
IEEE 1609.3(TM)-2016. This document adds new extension elements. Table 14 presents extension
elements identified so far.

Table 14 — Extension elements

Name ASN.1 type Element ID [Usage

vatue

0-3 Reserved for IEEE
Transmit Power Used TXpower80211 4 LM N-Extensions
2D Location TwoDLocation 5 SAM Header
3D Location ThreeDLocation 6 SAMHeader
Advertiser Iglentifier Advertiserldentifier 7 SAM Header
Provider Senjvice Context ProviderServiceContext 8 SAM Service Info
IPv6 Addresp IPvoAddress 9 SAM Service Info
Service Port ServicePort 10 SAM Service Info
Provider MAC Address ProviderMacAddress 11 SAM Service Info
EDCA Parameter Set EdcaParameterSet 12 SAM Channel Info
Secondary DINS SecondaryDns 13 SAM Routing Advertise-

ment
Gateway MA[C Address GatewayMacAddress 14 SAM Routing Advertise-
ment

Channel Nurhber ChannelNumber80211 15 LM N-Extensions
Data Rate DataRate80211 16 LM N-Extensions
Repeat Rate RepeatRate 17 SAM Header

18 Reserved for IEEE
RCPI Threshpld RcpiThreghold 19 SAM Service Info
WSA Count Threshold WsaCountThreshold 20 SAM Service Info
Channel Accgss ChanhelAccess80211 21 SAM Channel Info
WSA Count Threshold Interval |isaCountThresholdInterval 22 SAM Service Info
Channel Loagd not yet specified 23 LM N-Extensions

24t0 79 Reserved for IEEE
LM TX CIP TXcip 80 LM N-Extensions
LM RX CIP RXcip 81 LM N-Extensions
Channel Busly Ratio LMchannelBusyRatio 82 LM N-Extensions
Packet ID LMpacketID 83 LM T-Extensions
Extended Channel Infos ExtendedChannelInfos 84 SAM Header
SAM Application Data SAMapplicationData 85 SAM Service Info

86-120 Reserved for ISO

121 -255 |[Reserved for IEEE
30 © IS0 2021 - All rights reserved
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Annex A
(normative)

ASN.1 modules

A.1 General

The ASN.1 basic notation is specified in accordance with ISO/IEC 8824-1. The following)ASN.1 modules
are specified in this normative annex:

— ITSIm1 {iso (1) standard (0) localized (16460) Im(1) version1 (1)}
— ITSsal{iso (1) standard (0) localized (16460) sa(2) version1 (1)}
— ITSeel {iso (1) standard (0) localized (16460) ee(4) versionl (1)}

These ASN.1 modules are provided in electronic attachments for download via the hyperlink https://
standlards.iso.org/iso/16460/. The SHA-256 cryptographic hash-digest for the referenced files, offering
a mepns to verify the integrity of the referenced file, are:

— 1S0O_16460_ITSIm1.asn:
B94B16426AE07375F075E21512F21287F65C3332EAR22014FC7575A690B994D
— 1S0_16460_ITSsal.asn:
A9B0C874556AA20651C995164955A4BDD58EDF72C2352384288FFC279A997203
— 1S0_16460_ITSeel.asn:
188B1A560F729E47A09CEA2BI0B57C3E767EDC84B5E91C88F625FD27FEET 749
The $HA-256 algorithm is speéified in NIST 180-4 [23],

Applying unaligned packéd)éncoding rules (UPER) specified in ISO/IEC 8825-2 for the endoding of the
ITSIm1, [TSsal, and ITS€Ee1 ASN.1 modules results in the intended binary presentation of the messages
specified in this dogument.

In cdse there isyan unintended difference between the binary presentations in Clause |5, Clause 6,
Clauge 7 and‘the UPER presentation derived from the ASN.1 modules, the presentation given by the
ASN.[l modules shall prevail.

In cafsé-there is a difference between the ASN.1 modules presented in this document and the electronic
attachments, the presentation In the electronic attachments shall prevail.

A.2 ISO modules

A.2.1 ITSIm

This module imports ASN.1 definitions from ASN.1 modules specified in 1SO 21218, 1SO 29281-2,
ISO 17419 and from other ASN.1 modules specified in this document.

ITSIml { iso (1) standard (0) localized (16460) Im(l) versionl (1)}

DEFINITIONS AUTOMATIC TAGS ::= BEGIN
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IMPORTS
-- ISO 17419
VarLengthNumber, VarLengthNumber2 FROM CITSdataDictionaryl {iso (1)
standard(0) cits-applMgmt (17419) dataDictionary (1) versionl (1)}
ITS-sculd, PortNumber FROM CITSapplMgmtApplReg {iso(l) standard(0) cits-
applMgmt (17419) applRegistry (2) version2 (2)}
-- ISO 21218
Link-ID FROM ITSllsap {iso(l) standard(0) calm-ll-sap(21218) asnm-1 (1)
version2 (2)}
-— ISO 292§3—2
FNTPlpp FRQM ITSlegacySupport { iso (1) standard (0) calm-nonip(29281)
legacy (2) |asnm-1 (1) version2 (2)}
-— ISO 16440
EXT-TYPE, Hxtension, RefExt, c-TxPowerUsed80211, TXpower8021l, c-
ChannelNumlper80211, ChannelNumber80211, c-DataRate80211, DataRate80211,
c-LMrxCip, |[RXcip, c-LMtxCip, TXcip, c-LMchannelBusyRatio,
LMchannelBusyRatio, c-LMpacketID, c-Reserved FROM ITSeel { iso (1)
standard (§) localized (16460) ee(4) versionl (1)}
-—- End of IMPORTS
-- Localizgd Message
LMnpdu: : =SHQUENCE {
subtype ShortMsgSubtype,
transpoft ShortMsgTpdus,
body hortMsgData
}
-- The belgdw is an extension of ShortMsgSubtype specified in
IEEE 1609.3(TM)-2016
ShortMsgSulptype: :=CHOICE {
nullNetyorking [0] NullNetworkingp“-- from IEEE 1609.3(TM)-2016
itssInt¢rnalForwarding [1] LMinternalForwardingHeader,
nHopForyarding [2] LMmultiHepInfo,
subTypeRkeserved3 [3] NoSubtypeProcessing, -- reserved for Geo-Forwarding
subTypeReserved4 [4] NoSubtiypeProcessing,
subTypeRReservedb [5] NoSuktlypeProcessing,
subTypeRReserved6 [6] Na@SubtypeProcessing,
subTypeRReserved’ [7] NoSubtypeProcessing,
subTypekeserved8 [&T~NoSubtypeProcessing,
subTypekeserved9 [ NoSubtypeProcessing,
subTypelkeservedl9 10] NoSubtypeProcessing,
subTypelkeservedll [11] NoSubtypeProcessing,
subTypeReservedi?2 [12] NoSubtypeProcessing,
subTypeReseryved?3 [13] NoSubtypeProcessing,
subTypelkesgrwedl4 [14] NoSubtypeProcessing,
subTypeReServedl5 [15] NoSubtypeProcessing
}
NoSubtypeProcessing = SEQUENCE {
optBit BIT STRING (SIZE (1)), -- always set to 'O'b
version ShortMsgVersion
}
ShortMsgVersion = INTEGER({
c-shortMsgVersion2016 (3)
}(0..7)
NullNetworking::= SEQUENCE {
version ShortMsgVersion,
nExtensions ShortMsgNextensions OPTIONAL
}
32 © IS0 2021 - All rights reserved



https://standardsiso.com/api/?name=43735f3d36aebe442d4c662004d6c8e0

LMinternalForwardingHeader: :=SEQUENCE {

version ShortMsgVersion,

direction LMforwardDirection,

hostITS-sculd ITS-sculd,

link Link-ID,

counter LMpacketCounter,

nExtensions ShortMsgNextensions OPTIONAL,
origHeader ShortMsgSubtype -- Subtype 1 is invalid
}

LMforwardDirection ::= INTEGER({

hostToRouter (0),
routerToHost (255)

} (ﬂ..’)l:ﬁ>

ISO 16460:2021(E)

LMmul tiHopInfo: :=SEQUENCE {

Ersion ShortMsgVersion,

PssageID LMmessagelD,

bpCount LMhopCount,

Fxtensions ShortMsgNextensions OPTIONAL

~— 3 03 <

LMmepsageID: :=INTEGER (0..4194303)

LMhopCount: :=INTEGER (0. .3)

NrExtensions
Sequence of 0 to n extension elements
The value of n may be limited

ShortMsgNextensions: :=SEQUENCE OF ShortMsgNextensifon

Al single N-Extension element

ShorfMsgNextension: := Extension{{ShortMsgNextTypes}}

alll available N-Extensions
the below is an extension of ShortMsgNextTypes specified in

IEEE| 1609.3 (TM)-2016
ShorfMsgNextTypes EXT-TYPE::={

{] TXpower80211 IDENTIFIED BY."¢sTxPowerUsed80211 } |

{| ChannelNumber80211 IDENTIEIED BY c-ChannelNumber80211 }
{| DataRate80211 IDENTIFIED BY c-DataRate80211 } |

{|] LMchannelBusyRatio IDENTTIFIED BY c-LMchannelBusyRatio }
{| RXcip IDENTIFIED BY.\c7LMrxCip } |

{] TXcip IDENTIFIED BY Jc-LMtxCip },

ehd of N-Extersions

CHOICE tag/)value equals TPID Feature selector value
The following type is an extension of ShortMsgTpdus
specified in IEEE 1609.3(TM)-2016

ShorpMsgTpdus: : =CHOICE {

btMade [0] TMbcPDII, —- from TEEE 1600 3(TM)-2016
ucMode [1] LMgeneralPDU,

lpp [2] LMlppPDU,

tpidReserved3 [3] NoTpidProcessing,
tpidReserved4 [4] NoTpidProcessing,
tpidReserved5 [5] NoTpidProcessing,
tpidReserved6b [6] NoTpidProcessing,
tpidReserved? [7] NoTpidProcessing,
tpidReserved8 [8] NoTpidProcessing,
tpidReserved9 [9] NoTpidProcessing,
tpidReservedl0 [10] NoTpidProcessing,
tpidReservedll [11] NoTpidProcessing,
tpidReservedl?2 [12] NoTpidProcessing,
tpidReservedl3 [13] NoTpidProcessing,
tpidReservedl4 [14] NoTpidProcessing,
tpidReservedl5 [15] NoTpidProcessing,
tpidReservedlo6 [16] NoTpidProcessing,

© IS0 2021 - All rights reserved
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tpidReservedl?
tpidReservedl8
tpidReservedl?
tpidReserved20
tpidReserved2l
tpidReserved2?2
tpidReserved23
tpidReserved24
tpidReserved25
tpidReserved26
tpidReserved2?7
tpidReserved28
tpidReserved29
tpidResgrwred3b

NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,

tpidResg¢rved3l
tpidResg¢rved32
tpidResg¢rved33
tpidResg¢rved34
tpidResg¢rved35
tpidResg¢rved36
tpidResg¢rved3’
tpidResg¢rved38
tpidResg¢rved39
tpidResg¢rved40
tpidResgrved4l
tpidResg¢rved4?2
tpidResg¢rved43
tpidResg¢rved4d
tpidResgrved45
tpidResg¢rved46
tpidResg¢rved4d’
tpidResg¢rved48
tpidResgrved49
tpidResg¢rved50
tpidResg¢rved5l
tpidResg¢rved52
tpidResg¢rvedb3
tpidResg¢rvedb4
tpidResg¢rved55
tpidResg¢rved56
tpidResg¢rvedb7
tpidResg¢rved58
tpidResg¢rved59
tpidResg¢rved60
tpidResgrvedo6l
tpidResg¢rved62
tpidResg¢rved63
tpidResg¢rvedod
tpidResg¢rved65
tpidResg¢rved66

A OYOYOY Ul U1 U1 U1 U1 U1 O1UTUT O DD DD DD DD WWWWWwWWWWERNDNDDNDNDNNDNDNDNDNDNDDNDRERERE
WNRFPOWOWOJOHUDD WNRFRFOWO-JIOHUTEWNRFOWOO-JOU P WNRF OO -Jo)U & WP O WO J

O\, O
[Catyiy
AN

[e))
o2}

NoTpidPs S-rrepy
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing)
NoTpidProcessing,
NoTpidProcessing,
NoTpidPro8essing,
NoTpidRriodessing,
NoTpidRBrocessing,
NoT@gidProcessing,
NoPpidProcessing,
NeTpidProcessing,
NOoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,

e R B R M B B R R I I ' e T R B e M B B R R R I I I I I I I I i S i e e B T R e R B

tpidResg¢rved6’ 67] NoTpidProcessing,
tpidRes¢rved68 68] NoTpidProcessing,
tpidRes¢rved&9 69] NoTpidProcessing,
tpidResg¢nved70 70] NoTpidProcessing,
tpidResaxrwredl] 711 NoTpidProcessing,
tpidReserved72 72] NoTpidProcessing,
tpidReserved73 73] NoTpidProcessing,
tpidReserved74 74] NoTpidProcessing,
tpidReserved75 75] NoTpidProcessing,
tpidReserved76 76] NoTpidProcessing,
tpidReserved77 77] NoTpidProcessing,
tpidReserved78 78] NoTpidProcessing,
tpidReserved79 79] NoTpidProcessing,
tpidReserved80 80] NoTpidProcessing,
tpidReserved8l 81] NoTpidProcessing,
tpidReserved82 82] NoTpidProcessing,
tpidReserved83 83] NoTpidProcessing,
tpidReserved84 84] NoTpidProcessing,
tpidReserved85 85] NoTpidProcessing,
tpidReserved86 86] NoTpidProcessing,
tpidReserved87 87] NoTpidProcessing,
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tpidReserved88 [88] NoTpidProcessing,
tpidReserved89 [89] NoTpidProcessing,
tpidReserved90 [90] NoTpidProcessing,
tpidReserved9l [91] NoTpidProcessing,
tpidReserved92 [92] NoTpidProcessing,
tpidReserved93 [93] NoTpidProcessing,
tpidReserved94 [94] NoTpidProcessing,
tpidReserved95 [95] NoTpidProcessing,
tpidReserved96 [96] NoTpidProcessing,
tpidReserved97 [97] NoTpidProcessing,
tpidReserved98 [98] NoTpidProcessing,
tpidReserved99 [99] NoTpidProcessing,
tpidReservedl00 [100] NoTpidProcessing,
eHRe-serea-0-+ O —NoFp-i-dRe S
bidReservedl02 [102] NoTpidProcessing,
pbidReservedl03 [103] NoTpidProcessing,

1
1
1
bidReservedl04 [104]
bidReservedl05 [105]
bidReservedl06 [106]
bidReservedl07 [107]
bidReservedl08 [108]
bidReservedl09 [109]
bidReservedll0 [110]
bidReservedlll [111]
bidReservedll?2 [112]
bidReservedll3 [113]
bidReservedll4 [114]
bidReservedll5 [115]
bidReservedll6 [116]
bidReservedll? [117]
bidReservedll8 [118]
bidReservedll9 [119]
bidReservedl20 [120]
bidReservedl2l [121]
bidReservedl2?2 [122]
bidReservedl23 [123]
bidReservedl24 [124]
bidReservedl25 [125]
bidReservedl26 [126]
bidReservedl27 [127]

~ t t t t t o o o o o of ot

NoTplidProcessing: :=BIT STRI
LMbcpPDU: : =SEQUENCE {

destAddress VarlengthN
tExtensions SKHortMsgTe

LMgeheralPDU: :&=SEQUENCE {

spurcePoirt SourcePortN
destPor® DestinationPo
tExténgions ShortMsgTe
}

NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessing,
NoTpidProcessingy
NoTpidProcessing;
NoTpidProcesging,
NoTpidProcessing,
NoTpidPro&essing,
NoTpidPxecessing,
NoTpidRrocessing

NG (SIZE(l1)) -- set to '0O'b

umber, -- that is PSID / ITS-AID
xtensions OPTIONAL

umber,
rtNumber,
xtensions OPTIONAL

SourcePortNumber: :=PortNumb
DestinationPortNumber: :=Por

LM1lppPDU: : =SEQUENCE {
sourcePbort SourcePortN
destPort DestinationPo
lpp FNTPlpp,
tExtensions

}

ShortMsgTe

LMpacketCounter: :=INTEGER (0
ShortMsgData: :=0CTET STRING

-- T-Extensions

© IS0 2021 - All rights reserved
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-- Sequence of 0 to n T-Extension elements
ShortMsgTextensions: :=SEQUENCE OF ShortMsgTextension

-- a single T-Extension element
ShortMsgTextension: := Extension{{ShortMsgTextTypes}}

-— The below is an extension of ShortMsgTextTypes specified in
IEEE 1609.3(TM)-2016

ShortMsgTextTypes EXT-TYPE: :=({
{ LMpacketID IDENTIFIED BY c-LMpacketID },

}

LMpacketID pr=Skobidcit

message TPmessagelD,
fragmenf TPfragmentID,
noFragmgnts TPnoFragments

}
TPmessagell): :=INTEGER (0..65535)
TPfragment]D: :=VarLengthNumber2 -- value 0 is not used
TPnoFragments: :=INTEGER -- value 0 is not used.
-- end of T-Extensions

END
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A.2.2 ITSsa

This module imports ASN.1 definitions from ASN.1 modules specified in ISO 17419, and from other
ASN.1 modules specified in this document.

ITSsal { iso (1) standard (0) localized(16460) sa(2) versionl (1)}
DEFINITIONS AUTOMATIC TAGS ::= BEGIN
IMPORTS

-- IsQ 16460

EXT-TYPE,

Extehsion,

TXpower80211,

ChanhelNumber80211,

c-LMfxCip,

c-LMExCip,

c-LMpacketID,

c-LMthannelBusyRatio,

c-ExftendedChannelInfos,
c-SryOpP-ProtocolStack, SrvOpP-ProtocolStack,
c-IPV6Address, IPv6Address,

c-RepeatRate, RepeatRate,

c-2DJlocation, TwoDLocation,

c-3DJlocation, ThreeDLocation,

c-adyertiserID, AdvertiserIdentifier,
c-PrpviderServContext, ProviderServiceContext,
c-sekvicePort, ServicePort,
c-PrpviderMACaddress, ProviderMacAddress,
c-RCPIthreshold, RcpiThreshold,
c-WSphcountThreshold, WsaCountThreshold,
c-WSpcountThresInt, WsaCountThresholdIntexwv@l,
c-ED{AparameterSet, EdcaParameterSet,
c-ChpnnelAccess, ChannelAccess80211,
c—-SefondaryDNS, SecondaryDns,
c-GatewayMACaddress, GatewayMacAddress,
c-SAMapplicationData, SAMapplicatipnData

FROM| ITSeel { iso (1) standard *(0) localized(16460) ee(4) versionl (1)}

-- IBO 17419
PortNumber, NullType FROM QITSdataDictionaryl {iso(l) standard(0) cits-
applMgmt (17419) dataDic¢tionary (1) versionl (1)}

-- IBO 17419

ITSagt, c-ITSatt—wmmknhown, c-ITSatt-any, c-ITSatt-iso021215 , ITSaid FROM
CITSppplMgmtAppdRed {iso(l) standard(0) cits-applMgmt (17419)
applRegistry (&) version2 (2)}

-- Enpd of\VFMPORTS

-— Sgrwvice Advertisement Protocol messages

RsvAdvPrtVersion ::= INTEGER {
c—-rsvAdvPrtVersion2016 (3) -- current version number
}(0..15) -- Protocol version

-- Service Advertisement Message
Sam ::= SEQUENCE {
version RsvAdvPrtVersion,
body SamBody
}

SamBody ::= SEQUENCE {
changeCount SrvAdvChangeCount,
extensions SrvAdvMsgHeaderExts OPTIONAL,
servicelInfos ServiceInfos OPTIONAL,
channelInfos ChannelInfos OPTIONAL,
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