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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the

ISO/IEC Di

[SO draws
patent(s).

rights in r¢
patent(s) ¢
this may n
WWW.iS0.0

fFectives, Part 2 (see www.iso.org/directives).

attention to the possibility that the implementation of this document may invoelve'th
SO takes no position concerning the evidence, validity or applicability of.any”clairy

e use of (a)
ned patent

pspect thereof. As of the date of publication of this document, ISO had not‘received nfotice of (a)

fhich may be required to implement this document. However, implemefnters are cau
bt represent the latest information, which may be obtained from the patent database {
g /patents. ISO shall not be held responsible for identifying any or,all. such patent righ

Any trade
constitute

For an exp
related to
Organizati

This docun
SC 6, Navig

name used in this document is information given for the convenience of users an
an endorsement.

anation of the voluntary nature of standards, the meaning of ISO specific terms and e
conformity assessment, as well as information about ISO's adherence to the W
bn (WTO) principles in the Technical Barriers to Trade(TBT), see www.iso.org/iso/fore

fijoned that
wvailable at
S.

d does not

Xpressions
prld Trade
word.html.

hent was prepared by Technical Committee ISQ/TC 8, Ships and marine technology, Sub
ation and ship operations.

This second edition cancels and replaces the firstyedition (ISO 16425:2013), which has been

revised.
The main d
— the tit

all Cla

design
and IS

in Clay
in Clay

in Clay

hanges compared are as follows:

of this document has been.changed from “guidelines” to “specification”;

r
ses have been revised inline with the shipboard network design procedure;

s for Wi-Fi networks)networks equipped with a shipboard data server that conform tq

D 19848, and requirements for cybersecurity for shipboard networks have been added;

se 5, the scope of this document has been included in the network system architecture
se 6, information necessary for network design has been provided;

se-7 the requirements for the operation plan design of the shipboard network have be

committee

technically

ISO 19847

)

en added;

in Clause 8, information on shipboard network devices has been added;

in Clause 9, the network design methods for the physical design of cable and connector for shipboard

network equipment and for the logical design of network separation and communication between
networks with cyber security have been updated;

clarified;

added;

in Clause 12, information necessary for network operation has been provided;
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— in Clause 13, cyber security requirements for networks have been added;
— in Annex A examples of input/output information required for network design have been added;

— in Annex B, examples of monitoring and managing the shipboard network and the nodes connected to
the network have been added;

— in Annex C, an example of secure-network implementation compliant with this document has been
added.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

This document gives specifications relating to communication network-system architecture, data
requirements, administration, operation, commissioning, inspection and testing for shipboard equipment
and systems.

This document also takes into account differences between shipboard communication networks and
networks that are used outside of ships, and stipulates requirements and specifications relating to matters
unique to shipboard use.

Until the publication of this document, there has been a lack of comprehensive specifications for connecting
devices that are provided by many different manufacturers to a network via a generic means. This gap has
impeded threwideruseof shipboardmetworks:

This document aims to improve the convenience for all involved parties, including(madnpfacturers,
engineerinlg firms, shipbuilders, and shipping companies.

© IS0 2024 - All rights reserved
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Ships and marine technology — Specifications for the
installation of ship communication networks for shipboard
equipment and systems

1 Scope

This docuinent provides installation specifications for ship communication networks, so as

communic
navigation

operationadll technology (OT) networks that use software and hardware to control andybnitor ¢
ure such as navigational equipment networks and machinery control netwerks in ship.

infrastruct

The ship ¢
not directl

This docun
such as cojf

The new s
network sy
and netwo

This docun

This docur
Ethernet a
unlicensed|

NOTE

wireless cofnmunication methods using 920 MHz band are not covered in this document.

2 Norm

The follow
requireme
the latest ¢

[SO 24060
ISO/IEC 1

htion between shipboard equipment and within shipboard systems that are indepe
h] equipment networks and engine-control networks. This document can, dl$o” be

mmunication networks covered in this document are intended for information shari
y related to safety of navigation.

hent utilizes existing standards relating to protocols, and provides new specifications
nmunication network-system architecture, administration,-0peration and installation

pecifications in this document include: redundancy, if necessary, for a shipboard com
stem; a network administration that does not require.experts; physical as well as logic
'k installation.

hent uses the standard communication netwozk Internet protocol.

hent applies to shipboard wired networks-for IP communication, using Fast Ethernet
5 specified in IEEE 802.3 and to shipboard wireless networks for IP communication
2,4 GHz and 5 GHz bands as specified-in IEEE 802.11.

ther wireless technologies based“oh non-IP communication such as IEEE 802.15.1, IEEE

ative references

ng documents arexeferred to in the text in such a way that some or all of their content
nts of this document. For dated references, only the edition cited applies. For undated
dition of the\referenced document (including any amendments) applies.

2021, Ships and marine technology — Ship software logging system for operational techn

| 8011, Information technology — Generic cabling for customer premises — Part

requiremer

}‘o improve

dent from
applied to
evices and

ng and are
for aspects
munication
hl security;
ind Gigabit

, using the

802.15.4 or

ronstitutes
references,

ology

1: General

ts

ISO/IEC 14763-3, Information technology — Implementation and operation of customer premises cabling —
Part 3: Testing of optical fibre cabling

ISO/IEC 20

000 (all parts), Information technology — Service management

[EC 60092-504:2016, Electrical installations in ships— Part 504: Automation, control and instrumentation

IEC 60945, Maritime navigation and radiocommunication equipment and systems - General requirements -
Methods of testing and required test results

[EC 61162-450, Maritime navigation and radio communication equipment and systems — Digital interfaces —
Part 450: Multiple talkers and multiple listeners — Ethernet interconnection
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IEC 61162-460:2018/AMD1:2020, Maritime navigation and radio communication equipment and systems —
Digital interfaces — Part 460: Multiple talkers and multiple listeners — Ethernet interconnection — Safety and

security

IEEE 802.3, Ethernet (Formerly: Carrier Sense Multiple Access with Collision Detection)

IEEE 802.11, Ethernet (Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications)

ANSI/TIA-568.0:2020, Generic Telecommunications Cabling for Customer Premises

3 Term

s and definitions

For the purposes of this document, the following terms and definitions apply

ISO and IE
ISO On

IEC El¢

3.1
16425-Nef
controlled

3.2
16425-Nef
hubs (3.21]
networks

3.3
16425-Net
shipboard

3.4
16425-Nef

[ maintain terminology databases for use in standardization at the following addresse

line browsing platform: available at https://www.iso.org/obp

ctropedia: available at https://www.electropedia.org/

work
network consisting of devices that meet the requirements of the16425-Network node

work device
, layer 2 switches, layer 3 switches, routers and othexdevices that connect and relz

work equipment
equipment for processing, sending and receiving data

work node

16425-Network equipment (3.3) and 16425-Network device (3.2)

3.5

AES
advanced
symmetrid

3.6

applicatio
network in
safety and

3.7

encryption standard
key cryptosystem

n level gateway
frastructuré-device that connects 16425-Networks with other networks and which s
securitynrequirements as specified in this document

business 1

2]

3.4)

y between

htisfies the

pcal area network

business LAN
network that crewmembers use for ship operation duties

3.8
broadcast
domain on

39

domain
a computer network where broadcasted frames (broadcasts) are received

collision domain
domain in a computer network where simultaneous transmission cause collisions or congestion

© IS0 2024 - All rights reserved
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3.10

controlled network

network that has been designed to operate such that authorities are satisfied by documented evidence that
the network does not pose any security risks to any connected network nodes

Note 1 to entry: For example, any network compliant to IEC 61162-450 or this document that is approved by
classification society, flag state or recognized organization (RO) is considered as a controlled network.

3.11

Crew local area network

Crew LAN

network that crewmembers use for personal matters or in their spare time

3.12
extender ¢onnector
non-powered connections, including telecommunication outlets

3.13
data base system
systems equipped on the internet working or shore to manage data efficiently

3.14
DIAMETER
authentication, authorisation, and accounting protocol for computer networks

3.15
DMZ
demilitarized zone
physical or logical sub-network that contains and exposes-afi organization's external-facing services to a
larger and un-trusted network, usually the Internet

3.16

firewall
system ingtalled at network nodes to ensure security by controlling unwanted traffic amonlg different
network sggments and to and from the internétand other external sources

3.17
gateway
communication device that connects.computer networks to networks with differing protocols

3.18
hub
concentratpr that is centrally located in a network comprising a star physical topology

3.19

ICMP
internet control.message protocol
communicatioh. rules that are used for such purposes as notifications of errors in the pr¢cessing of
datagrams| and notifications of information relating to communication

3.20

IP

internet protocol

network layer communications protocol in the Internet protocol suite for relaying datagrams across network
boundaries

3.21
IT network
information network not related to onboard control system

© IS0 2024 - All rights reserved
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3.22

layer 2 switch

hub (3.18) that can direct traffic on an open systems interconnection reference model (3.28) layer 2 (data link
layer)

3.23

layer 3 switch

hub (3.18) that can direct traffic on an open systems interconnection reference model (3.28) layer 3 (network
layer)

3.24

log rotation
automated process used in system administration in which log files are compressed, moved (archived),
renamed of deleted once they are too old or too big

3.25
MAC address

media access control address

identifier ysed to identify network interfaces

3.26
MD5
message digest algorithm 5

hash functjon producing a 128-bit hash value

3.27
MIB
management information base

type of datpbase for managing devices in a network

3.28
OSI reference model

open systéms interconnection reference model

model that/divides the communication functions-for computers into layers

Note 1 to enftry: See ISO/IEC 7498 for further details.

3.29
operation|technology network
OT network

exclusive network of control and“operational technology for optimal operation of products, equipment, and
systems or] board

3.30

proxy
component acting-as-an intermediary between two equipment on the network

3.31
port trunk
method of raising transmission speed by governing two or more physical cables

3.32

RADIUS

remote authentication dial-in user service

networking protocol that provides centralized authentication, authorization, and accounting management
for users who connect and use a network service

© IS0 2024 - All rights reserved
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removable external data source
user removable non-network data source, including, but not limited to, compact discs, memory sticks and
devices compliant with IEEE 802.15.1

3.34
SNMP

simple network management protocol
communication rules that define methods for communicating information in order to monitor and control
network devices within a network

3.35

shore netyork

non-shipbd

3.36
SSID
service se
name whid

3.37
SHA
secure haj
cryptograj

3.38
STP
spanning
method of

3.39

SYN flood
attack that
from opers

3.40

TAG VLAN
tag virtua
function tH
frames for

3.41
trouble re|
statement
company, i

3.42

ard networks, including internet working

L identifier
h identifies an access point in a wireless network

5h algorithm
hic hash function

[ree protocol
control in a loop topology network for preventing data from entering endless loops

attacks
abuses transmission control protoc¢el-(TCP) connections and overloads the system tg
ting

| local area network
lat adds an ID called™a VLAN tag to Ethernet frames to identify the VLAN (3.44) to
varded across the switch belong

port
reporting\the nature of a malfunction to the system integrator, shipowner, or m
h the event of a malfunction within shipboard equipment or networks

prevent it

which the

Anagement

uncontrol

led network

data network that is not compliant with IEC 61162-450, IEC 61162-460, this document, or a controlled

network

3.43
UTM

unified threat management
collective control over several different security systems, such as firewall and website filtering, by
consolidating them into a single hardware

© IS0 2024 - All rights reserved
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3.44

VLAN

virtual local area network

method for configuring a local area network virtually, regardless of the physical network configuration

4 Abbreviated terms

AMS alarm monitoring system

ASCII American Standard Code for Information Interchange
BR bridge

BWMS ballast water management system

C/R control room

CCR cargo control room

CD compact disc

CSMA/CD | carrier sense multiple access/collision detection
DVD digital versatile disc

ECR engine control room

E/R engine room

FBB fleet broad band

FTP File Transfer Protocol

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol over Secure Socket Layer
ICMP Internet Control Message Protocol

IGMP Internet Group Management Protocol

[oT Internet of Things

[P internet prétocol

IT information technology

LAN local area network

MAC Media Access Control

MD5 message digest algorithm 5

MIB management information base

MSTP Multiple Spanning Tree Protocol

NTP Network Time Protocol

OID Object Identifier

© IS0 2024 - All rights reserved
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OSPF Open Shortest Path First

oT operational technology

QoS quality of service

RIP Routing Information Protocol

RM room

RSTP Rapid Spanning Tree Protocol

SHA secure hash algorithm

STP shield twisted pair

TCP transmission control protocol

UDP user diagram protocol

UTC Universal time coordinated

UTP unshield twisted pair

UTM unified threat management

VDR voyage data recorder

VDU visual display unit

VLAN virtual local area network

VPN virtual private network

W/H wheelhouse

WPA Wi-fi protected access

5 Netwprk system architecture

5.1 Scope of networks system architecture

This netwprk system shall be designed specifically for ships, with the purpose of sharing information
between shipboard_devices. It shall be independent from navigational equipment networks gnd engine
control netlworks.

Tgle s}fl:ope bf the network system’s architecture is not limited to the bridge. It extends to all key chations on
the ship.

The network shall not operate (or control) the ship’s navigational equipment, however it is permitted to
monitor navigational equipment.

Figure 1 shows a diagram of the network architecture scope in this document. The typical implementation
of the contents provided in this document is specified in Annex C. As shipboard networks extend to all
important locations onboard ships, the application range of designing, installing, verifying and operating
the 16425-network shall not be limited to navigation equipment networks or engine-control networks. If
documents prescribe application ranges, these ranges shall be prioritized.

The following are some examples of areas within the scope of the network-system architecture:

— Navigation Bridge/Control Centre;

© IS0 2024 - All rights reserved
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— Business LAN;

— Crew LAN;

— Server system LAN;

— Engine LAN;

— Field/cargo controller LAN.

The engine control network and filed/cargo controller network are compliant with this document.

The server system network is configured in the DMZ of an [EC 61162-460 compliant network or an ISO 16425
compliant network.

The Navigation bridge/control centre shall be a network compliant with IEC 61162-450 or dEC(61162-460
that connefts to a network compliant with ISO 16425 via a 460-Gateway or 460-forwarder

Networks |compliant with [EC 61162-460 or ISO 16425 are controlled networks. For requirements on
controlled hetworks, see 5.2.

The busindss LAN and crew LAN are uncontrolled networks.

(ISO 23807)
Ship shore communication

O\
D Shore netwprk
Firewall (note 1) | Firewall

\
DMZ 5 DMZ

% Data base
shipboard data server system
that conforms to ISNY
1SO 19847 and ISO 19848 ('}

Rroxy
Proxy/.
Appli
IEC 61162-1/ level gateway
IEC 61162-2/ IS0 19848
IEC 61162-450 IEC(61162-450 1SO 19848/
Sentence Modbus/TCP 1SO 19848 data file
IEC|61162-460 Engine LAN Business Crew LAN Wireless
Navjgation LAN \ LAN LAN
DMZ . - D, :
i) )
}‘O
VDR 6@ AMS
) . .
- Portable PC Portable PC Mobile device
l « Firewall IT Network
) OT Networ] note 3 etwor
V! (Category I, IIl of UR E22) (Category I of UR E22)
Controlled network Uncontrolled network
NOTE 1 e firewatt s part of the466=-Gateway or t6425-Gateway—The—16425-Gateway camr comsist of layer 3

switch, UTM etc.

NOTE 2  The firewall complies with the requirements of the 460-Gateway. The 460-Gateway can consist of layer 3
switch, UTM etc.

NOTE 3  The firewall complies with the 460-Wireless gateway or 16425-Wireless gateway.
Figure 1 — Scope of the network architecture

The functional requirements to use the firewall depend on the capabilities of the network to which it is
connected (see Figure 1).

© IS0 2024 - All rights reserved

8


https://standardsiso.com/api/?name=dbb41d91c4357ea69938b15c631b9340

ISO 16425:2024(en)

5.2 Controlled network requirements

A controlled network is one that has been designed to operate in such a way that it does not pose any security
risks to any of its connected network nodes. This shall, as a minimum, satisfy the following requirements:

— itshall not be possible to connect devices to the network that can be used to insert non-authorized traffic
into the network, neither by direct access to the physical infrastructure nor through wireless interfaces;

network nodes shall not grant a user direct access to operating systems or functions that can be used to

insert non-authorized traffic into the network, unless this user is authorized to perform these operations;

a REDS with un-authorized contents to any node or device in the network.

it shall not be possible to transfer data from a non-authorized removable external data source (REDS) or

Most conti
network, h
controlled

The system integrator shall provide documented evidence that these requirements ate met.

5.3 Network system design

5.3.1 Ge|

The design
various de
routes). Cd
compreher

When des
precalcula

When netw
informatio

Different processes have different conducter's:to play roles. For the roles of conductors, see 5.4. 4

of input an|

The squars

and the squiares at the bottom of thejprocess represent the deliverables of the process.

‘'olled networks also include provisions for hindering non-authorized reading of\(
indering changes in network topology, etc. However, such provisions are not requi
networks that are connected to the 16425-Network.

neral

of this network system shall give due consideration to mratters such as the compatilj
vices in the network as a whole, and data transmission (amount of information, 14
nsequently, a network-system designer should haye)an understanding of the over
sive knowledge, and consideration for shipboard use.

gning the network system, the effective data volume and network load factor
ed when the network media are under maximum load.

horks are designed, the processes describéd in Figure 2 shall be followed. In every procg
h to be input and outcomes to be output, both of which are different from one process

d output information required for'network design is shown in Annex A.

s at the top of the processeslisted in Figure 2 represent the information required for t

ata in the
red for the

ility of the
tency, and
hll system,

should be

ss, there is
to another.
\n example

he process,
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Network
design
document

Operation
plan

np

Required
function list

Manufacturer

Security Equipment | TSTSRERar N(fet;’{gl‘;k Equipment Security
pohcy requirement ol entiato ] ISP requirement po]lcy

Terms of || Security Device Pell\‘lfotmzfrll(ce Construction Test Operation Cyber
use policy |requirement) .cquirement | F€duirement requirement plan security

< 8 @& & 8 @& @

Process1 Process2 Process3 Process4 Process5 Process6  Process7
Organize eration Understan Network Network Network et
PROCEc ecessary lp d the alesian cable test and on
functlo an desig equlpmen & nstallatio 1nspect10
Req.uire(_i Operatlon Install devicd N(f;‘s"i’ggk irl:]sfi)tg\é(t)iltl,(n
function list] plan informationf document results
( [ | J
Key Ship System integrator/ After service provider Ship
Stakeholder owner Operator
Figure 2 — Shipboard network design processes

5.3.2 Neftwork system separation
The network system shall be separated from other networks by the 16425-Gateway, 460-Gateway or layer
3 switch s¢ that it is not adversely affected by failures on other networks. The routing and filtpring rules
should be tonfigured appropriately on the 16425-Gateway, 460-Gateway or layer 3 switch for [traffic and
security. For more advanced security, a firewall for the upper layer can be used.
5.3.3 Network division
The netwark shall be divided inte sub-networks (the broadcast domains) depending on the types of
informatiopn handled, in orderto-.control traffic and ensure security. Each network should be designed so that
network squndness can be maintained at all times, including when failures occur on other sub-ndtworks.
NOTE The followingatesome examples of sub-networks formed from the main network:
— Navigational data ¢ollection sub-network;
— Engine|data collection sub-network;
— Shlpbo hrd fp]pphnnp sub-network;
— Imaging sub-network;
— General shipboard document-review sub-network.

5.3.4 Traffic division

The bandwidth used by the core network shall be designed appropriately, and a logical network system shall
be built in order to use the network bandwidth more efficiently.

This logical network shall use a virtual local area network (VLAN) architecture, which forms the network
from a virtual group that does not depend on the type of physical connections.
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During ordinary use, the target traffic on a sub-network should preferably be around 25 % when using half-
duplex, and 50 % when using full-duplex communication.

5.3.5 Redundancy

The connections within the network system shall use a redundant architecture that guarantees that
information is transmitted without failure. A loop architecture should be used for connections between sub-
networks, employing architecture such as a Rapid Spanning Tree Protocol (RSTP) and Multiple Spanning
Tree Protocol (MSTP) that should act as a spanning tree to quickly route around connection failures.

Using separate routes from the vessel’s port and starboard systems for the network’s connection cabling is
also an effective way to prevent simultaneous network-connection failures.

5.3.6 Cyper security

Shipboard|equipment shall be protected from threats from the shipboard networks with,whi¢h they are
connected jand the outside network with which the shipboard networks are connected-

5.4 Rolgs and management

5.4.1 General

Roles apply at various stages of the shipboard network design processes identified in Figure 2. In addition,
each role has general requirements that apply to the installation gf'ship communication netwdrks within
shipboard pquipment and systems that are specified in this document.

5.4.2 Shjp owner

Ship ownefs shall define functions and specifications-for shipboard networks, and policies for designing
such functjons and specifications. For defining functions, see Clause 6; for designing networks, s¢e Clause 9;
and for opg¢rating networks, see Clause 12.

5.4.3 System integrator

Based upojn the functions, specifications®and policies for designing and operating shipboard networks
defined by| ship owners, system integrators shall choose devices that meet the requirements det forth in
Clause 8 tolbe installed on shipboard hetworks. In accordance with Clause 9, system integrators ghall design
shipboard petworks and provide ship owners and ship managers with deliverables.

From time|to time, systemdntegrators conduct tests for building shipboard networks. In this case, system
integratorg shall install.shipboard network devices and cables in accordance with Clause 10. [Thereafter,
system integrators shall test and inspect shipboard networks, as prescribed in Clause 11, and [submit the
results to ghip ownérs‘and ship managers.

5.4.4 Shjp operator

Ship operators shall appropriately run shipboard networks in accordance with policies created by ship
owners for running shipboard networks in Clause 12. When there are changes in shipboard network
topologies and/or designs resulting from changes in business operations and/or services used, ship
operators shall comply with the policies required by ship owners for designing and running necessary
functions and shipboard networks. When installing shipboard devices and/or shipboard networks to be
used, ship operators shall use products that meet the requirements described in Clause 8. When cables and
other equipment are added because networks are expanded or for other reasons, ship operators shall draw
designs in accordance with the network design protocols specified in Clause 9 and install 16425-Network
devices and wiring in accordance with the Network device and cable installation protocols specified in
Clause 10. When needed, ship operators shall conduct tests and inspections on shipboard networks, and
keep documents on shipboard network designs, as specified in Clause 11.
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5.4.5 Manufacturer

Manufacturers provide devices used with shipboard networks, 16425-Network devices and 16425-Network
equipment. The devices used for shipboard networks, 16425-Network devices and 16425-Network
equipment that manufacturers provide shall comply with the requirements set forth in Clause 8. When
requests are made by ship owners, ship operators and/or system integrators to provide protocols and/or

traffic, manufacturers shall comply with such requests.

NOTE

owners, ship operators, system integrators and manufacturers.

5.4.6 After-sales-service provider

When information is provided, confidential agreements are signed in some cases between/among ship

When ma
shipboard
sales-servi
policies fol
16425-Net

When cabl
operators {
accordancg
networks,
or ship ops
them refle

6 Orgal

6.1 Gen

Ship owne|
required t(

lEng changes of shipboard network topologies and/or renewing devices that ar

etworks and/or 16425-Network devices at the request of ship owners or ship oper

e providers shall comply to meet functions and specifications defined by(ship o
" designing and operating shipboard networks defined by ship owners. Shipboard d
work devices used shall be products meeting the requirements set forth in\Clause 8.

les and other equipment are added because networks are expanded or for other re
hall draw designs in accordance with Clause 9 and install 16425-Network devices an
with Clause 10. When needed, ship operators shall conduct tests.and inspections on
hs prescribed in Clause 11. After-sales-service providers shall, then, submit reportsto s
rators regarding changes made, dates on which the changeSare made and test result
ted on documents on designing shipboard networks.

nized necessary function

bral

rs shall clarify the purposes of building shipboard networks, and define what infq
accomplish these purposes.

e |used with

!

tors, after-
wners and
evices and

hsons, ship
d wiring in
shipboard
hip owners
5, and have

rmation is

6.2 Necessary information

Ship owners shall submit informatiomnon the following items to system integrators.
a) services used on shipboardmetworks;

b) parties$ using such services;

c¢) down fime to be tolerated in such services (targeted operation rates);
d) applications reguired to enjoy such services;

e) informatién{(data) required to enjoy such services;

f) new risks;

g) parties (equipment) that have necessary information;

h) locations of such parties (equipment);

i) plans for expansions after ships are deployed in service;

j) clarification of cybersecurity management systems and policies;

k) operation plan design;

1) security policy.
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Security policies are not applied exclusively on board but should be applied to all relevant organizations,
including ships.

7 Operation plan design

7.1 General

System integrators shall design plans for operating shipboard networks in accordance with organized
necessary functions defined by ship owners (see Clause 6). Designing plans for operating shipboard
networks is important to safely continue to operate shipboard networks.

In operation plan design management, the specific items and contents to be monitored, maintenance details,
backup anf log management methods, and reporting operations should be based on the ISQAIEC 20000
series.

For items tp manage, see 7.3.

7.2 Objectives for managing shipboard network operations

System inflegrators shall submit operation plans to ship owners when theyare designed. By managing
shipboard phetwork operations, the objectives described in Table 1 and a) té.f) below can be achieyved.
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Table 1 — Objectives for managing shipboard network operation

Shipboard
network
operations

Advantages

Functions

Configura-
tion manage-
ment

Fault
management

Performance
management

Cost man-
agement

Security
management

Operation
support

Efficient
operations

Appropri-
ate use of
shipboard
network

resources

Yes

Yes

Easy use of
shiphoard

Yes

Yes

Yes

Yes

network
states

Yes

Easy
operations

Temporari-
ly separate
faults from
machinery

Yes

Minimize
function loss-
es when there
are failures

Yes

Yes

Yes

Quickly see
how much
failures
spread

Yes

Easily add
shipboard
networks/
make con-
figuration
changes in
integrated
fashions

Yes

Yes

Easily see
shipboard
network
operations
(performanc-
es)

Yes

Safe
operations

Fully accom-
plish system
security

Yes

Fault coun-
termeas-
ures

Easily.sepa-
rate'failures
in early stag-

Yes

es (atnode
levels)

Preventive
mainte-
nance

Easily con-
duct repair/
replacement
work

Yes

Yes
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The following is an elaborated list of the outcomes in Table 1.

Configuration management

Information on shipboard network routes (logical and physical paths), node connections and
configurations and operation control are maintained and managed, and operating states are monitored
and transmitted.

Failure management

By determining and reporting failures that can occur at nodes in shipboard networks, diagnosing the
failures, making operation checks and reporting results and taking actions planned in accordance with
the failures, it is easier to separate failed areas at early stages, project how much of the failure will

TrertorisCprecorereroror TrerTrrrorrrree ot TTOTTOT

mance management

By staltistically tallying and appropriately evaluating shipboard network operations, such as traffic

a)
b)
spread;
c¢) Perfor
and re
expany
d) Costm
By ma
commj
e) Securi
Securi
f) Operat
Differd
operaf]
7.3 Item
7.3.1 Ite

Devices, cdbles and codes to be installed shall be managed on lists. Lists shall contain dates wher

created an

7.3.2 Ite¢

To operate
resources |

7.3.3 De

sponse time, it is possible to efficiently use network resources and draw.appropriat]
ion work.

anagement

inaging data traffic, it is possible to appropriately manage. costs regardless (
inication is performed under the pay-as-you-go system or atfixed rates.

[y management
Ly is supported for communications between nodes connected with shipboard networ
ion support

nt from configuration and failure managément, operation support enables netw
ed and managed smoothly at application-levels.

s to manage

ms to manage devices and.cables to be installed

 updated, and information on different versions.

ms to monitor-and details

shipboard\networks, the state of shipboard network resources for 16425-Network d
or shipboard equipment shall be monitored.

tails'of maintenance

e plans for

f whether

KS.

brks to be

they were

evices and

Rules shall be established for applying patches, approving and performing upgrading work, controlling
access, making setting changes and carrying out machinery maintenance.

734 Ba

ck-ups and log management

Rules shall be established for data and logs, in terms of back-ups, replacement, media storage, rotation,
monitoring and compressing.

7.3.5 Operation of reports

Rules shall

be established for regular and trouble reports.
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7.3.6 Service management

Rules shall

8 Unde

8.1 Und

8.1.1 Ge

be established for managing incidents in accordance with the ISO/IEC 20000 series.

rstanding the equipment to be installed
erstanding the equipment

neral

Equipment to be installed on shipboard networks shall meet the requirements specified in 8.2. System

integrators
for the des
networks.

chall docuinmant thao neatrnsnl A d tvea i i farnation chovn 1 Q 2 And +ha 1 forma a4
Ster-aecHReittt1t e-protecorahnatratre R rormaten-SnewihiHrooahattaetermatt

This document shall be kept as an inventory list and updated during the construction ‘and o

the ship. H
dependenc

8.1.2 Iny

In order t
informatio
cable type,
function of
volume. It
required fq
policies or

Informatio

8.2 Req
shipboar

8.2.1 Ge

8.2.1.1 K

For remov{

8.2.1.2 A

If the equi]j
shall have

ies are not introduced and are handled appropriately to reduce the risk:

rentory lists

b understand the information of the connected equipment, it’is necessary to sum
h related to communication, such as the protocol and data format of the equipmen
required data and transmitted data, installation locationfunderstanding of the status

the equipment, importance of the application, requirements for redundancy, and com
s also necessary to understand the location of the,device and what kind of network

r the device, as well as to summarize prohibited{téms (items that cannot be handled

devices) and restrictions rather than necessaxy; functions.

n on these hardware and software versions shall be maintained in inventory lists (see

nirements for the 16425-Network device and 16425-equipment installed i
l network

EDS security

ible external data’source security, refer to IEC 61162-460:2018/AMD1:2020, 6.2.3.

\ccess control

pbment;has the capability for software maintenance by crew or service personnel, the
a-“mechanism to identify and authorize users to restrict operation and use of

Appropria

e authorization shall be assigned to the user and only operations and use of resource

ign of the shipboard network shown in 9.8, regarding the equipment installed on-the

ardware and software information should be updated to ensure that new’vulneral

n required
shipboard

beration of
bilities and

marize the
[, required
monitoring
munication
topology is
by security

12.2.2.1).

n the

neral cyber security requiréments for 16425-Network devices and 16425-equipment

equipment
resources.
consistent

with the authorization shall be permitted.

The device shall have at least two authorizations to restrict its operation: general user and administrator
with maintenance mode. The identification of the user is carried out by means of an identification and
password, through an account, or by means of a physical key authorization. In the case of multi-factor
authentication, a combination of these is used, or otherwise. It shall be possible to restrict the operation of

the system

by using tools that are restricted to service personnel.

8.2.1.3 User authentication

If user identification is by means of an identification and password, a) to e) shall be met.
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If password-based user authentication is used, a) to e) shall also be met, except that additional password
restrictions may be enforced by the manufacturer, such as password length, character complexity, excluded

word lists,

a)
b)

etc.

Passwords shall be case-sensitive.

(3) of the following: numbers, uppercase and lowercase letters, and special characters.

)

Administrator passwords shall be at least 10 characters long and contain a combination of at least three

Passwords for ordinary users shall be at least eight (8) characters in length and shall be a combination

of at least two types of alphanumeric and special characters: numbers, uppercase and lowercase letters

and sp

ecial characters.

m-adictionar
THortrretrotor

7

d)
e)

The p

Passw;
8.2.2 Ne¢

8.2.2.1 (

Requirems
devices.

8.2.2.2 1

The 16425

computer nnetworks, and a wireless network specified in IEEE802.11.

8.2.23 (

The devicd
informatio

8.2.3 Re

8.2.3.1 (

The nodes
event of a
16425-Net

courard challbha 2 randam and maaninglace nac
OV V-OTtrOTIort T TS T ST I S TS =4

curard not o varard fornd
e oI Ter ot T PTtoY VY O o TTotor vy o o roerrrer

brds shall be strictly stored and managed so that they are hidden from unauthorised p|

twork interface for 16425-Network equipment and 16425-Network device

teneral

nts are defined for devices which are equipped with shipboard networks and shipboa

nterface

Network shall use the local area network specified inJEEE 802.3 that is most frequen

onnected equipment

bs to be connected to the 16425-Network shall be 16425-Network devices that §
n onboard the vessel.

quirements for 16425-Network-nodes

teneral

connected to the ship nétwork are classified according to the degree of impact on the
failure. Classifications are called system categories (see Table 2), and the requirems¢
work node vary-by system category.

Table 2 — System categories

P

ersons.

"d network

ly used for

hall share

ship in the
nts for the

Categor

Failure effects Typical system functionality

Those systems, failure of which does not lead | Monitoring function for informational/ ad

todangnrac ottt for by cafadyy fiuatacl-c
oA

Ilninistra-

OO CTrotrs—STeaa oS STUTCTy; TIv CTtaSIsS

safety of the vessel and/or threat to the
environment.

11

Those systems, failure of which can eventu-
ally lead to dangerous situations for human
safety, safety of the vessel and/or threat to
the environment.

Alarm and monitoring functions

conditions

Control functions which are necessary to maintain
the ship in its normal operational and habitable

M1

Those systems, failure of which can immedi-
ately lead to dangerous situations for human
safety, safety of the vessel and/or threat to
the environment.

propulsion and steering

Vessel safety functions

Control functions for maintaining the vessel’s
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8.2.3.2 16425-Network nodes (Category I, Category II and Category III)

8.2.3.2.1

16425-Network nodes function requirements

Category II/IIl equipment installed in the 16425-Network shall meet the requirements a) to g).

a)

management functions set forth in B.1.2.1.

b)
codes.

Category II/Ill equipment installed in the 16425-Network shall be capable of providing one of the

Category II/IIl equipment installed in the 16425-Network shall be able to control the use of mobile

When normal operations cannot be maintained, the equipment shall be able to either limit the use of the

latest

Categg
autom

Categg
inform
operat

Categg
protec

f) Categg

even if

Categg
checkd

g)

8.2.3.2.2

16425-Net
function.

See 8.2.4.6

8.2.3.2.3
16425-nety

Cyber sec
[SO 16425
function, t
provide ev

Known values or 1xed values, as described 1n manuracturers mstruction manuals.

ry lI/1lIl equipment installed in the 16425-Network shall provide the function t@ limi
htic release resources so as not to exhaust CPUs, memory, storage and other resources

ry II/11l equipment installed in the 16425-Network shall provide the fungtion to collec
ation that affects system operations and back up saved information without impact
ions.

ted state in case such a state is lost due to breakdowns and other accidents.

ry II/1Il equipment installed in the 16425-Network shallnet lose essential services o
there are audit process failures.

ry II/1ll equipment installed in the 16425-Network shall take actions to prevent fals
ums or other tools when communication is made between 16425-Network equipment

16425-Network nodes management information

work nodes shall provide information“in response to requests from the network

for the network monitoring function.

16425-Network nodes functional safety general
work nodes should cemply with functional safety standards (e.g. the IEC 61508 series)

irity function”should not adversely affect the essential functions or functional
network nodes:If there is a conflict between the functional safety function and the cyb
he functjenal safety function shall be performed prior to the cyber security functio
dence«of.¥6425-Network nodes.

8.2.4 Re

F the use of

[ definition
ng normal

ry II/11l equipment installed in the 16425-Network shall providé the function to resume a known

r functions

ification of

monitoring

safety of
er security
h and shall

quirements for 16425-Network devices

8.2.4.1 General

Devices intended to be connected with the 16425-Network shall meet the requirements specified in 8.2.4.2

to 8.2.4.5.

8.2.4.2 Device constituting communication network system

8.2.4.2.1

Device access control

Changes in network switch, network 16425-Gateway and 16425-Wireless Gateway configurations require
authentication from users.
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For more information on device access control, see 13.1.4.

8.2.4.2.2

Traffic prioritization

The 16425-Gateway and 16425-Wireless Gateway may prioritize some or all of the traffic from the
16425-Network to the other controlled and uncontrolled networks.

8.2.4.2.3

16425-Network device function requirements

The 16425-Network device function shall be able to define network flows with combinations of interfaces,
MAC addresses and IP addresses, protocol numbers and TCP or UDP port numbers.

All unregi

tered network flows are prohihited

If VLANs a
VLAN prot

Loop prevg

NOTE )|
due to netw]

The 16425

Layer 2 sw

8.2.43 1

8.2.4.3.1

The 16425
for the 460

The follow
a)

For col

e provided, it should be possible to configure VLANs on a per-interface basis and to §
pcol version specified in IEEE 802.1Q:2018 (TAG VLAN).

ntion functions such as RSTP and MSTP shall be provided.

ork topologies or network redundancies.
L Network device function supports at least the RSTP protocol version of IEEE 802.1s-2

tch, layer 3 switch and firewall shall provide the function tothake RSTP effective on all
6425-Gateway/16425-Wireless Gateway

Requirements

-Gateway set forth in IEC 61162-460:2018,";AMD1:2020, 6.3.5.

ng requirements in a) to f) apply toIP-communication on controlled and uncontrolled

hnections from uncontrolled networks, “not allowed” shall be set as the default.

b) Inwar

proto

9

and outward firewalls shall be provided, consisting of source and destination IP
Is and port numbers.

Lists ghall be provided of-eonditions for all direct connections between controlled net

uncongrolled networks:

d)

Lists shall be recorded in the 16425-Gateway and 16425-Wireless gateway or external dev

shall imclude changes made in the last 12 months.

)

A list df lists-shall be available.

upport the

oops can be produced by misconfigurations. They can also be generated when there are multiple passes

002.

interfaces.

Gateway and 16425-Wireless gateway shallmeet the following requirements or the requirements

networks.

addresses,

works and

ices, which

Infornjation on source and destination IP addresses, connection start and termination tim

e and TCP

port numbers shall be recorded whenever direct connections are made.

8.2.4.3.2

8.2.4.3.2.1

Management functions

General

Network nodes shall provide information in response to requests from network monitoring function.

The 16425-

Gateway and 16425-Wireless gateway shall have the following functions:

a) Maintain the configuration information (Config) of all network infrastructure and be able to restore it
when requested.
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b) The management function shall maintain at least a history of previous configurations.
c) Save and restore configuration information automatically or manually.

d) Change the configuration information of the network infrastructure.

8.2.4.3.2.2 Network traffic control
Functions shall have been provided to protect networks from Denial of Service (DoS) attacks.
NOTE Some network switches provide protection functions alone, but such products are limited. They are, as

such, not a realistic option. It is more realistic to adopt dedicated and other devices. Ways can be provided to prevent
Distributed Denial of Service attack (DDoS) or Distributed Reflective Denial of Service (DRDoS) attacks.

8.2.4.3.2.3] Management information

The 16425-Gateway and 16425-Wireless gateway shall provide information in response t6 requests from
network mpnitoring function.

See 8.2.4.6|for the network monitoring function.

8.2.4.3.2.4] Filter conditions

Authorizatiion conditions can be registered for all connections between controlled and uncontrolled
networks.

Authorizatjion conditions can also be registered for all connections between the controlled petwork or
uncontrolled network and the DMZ.

The 16425-Gateway and 166425-Wireless gateway shall have a filter function to restrict the| input and
output of data to the interface at three or more open systems interconnection (OSI) reference mogdel layers.

The restridtion shall be able to be applied to both input and output.
The filter function of the 16425-Gateway and . 16425-Wireless gateway shall have the following fynctions:
— maintgin configuration information and’be able to restore it when requested;
— maintqin a history of previous configurations;

— save and restore settings automatically or manually.

8.2.4.3.2.5 Access via un=controlled network

The system shall be previded the capability to monitor and control all methods of access to thelequipment
via uncontrolled networks.

8.2.4.4 16425-Wireless gateway

8.2.4.4.1 Function requirement

8.2.4.4.1.1 Frequency requirements

The 16425-Wireless gateway shall be able to use both 2,4 GHz and 5 GHz frequencies and shall be able to
emit radio waves at the same time as one or the other.

8.2.4.4.1.2 Authentication method
To ensure the security of the wireless LAN, both WPA3 personal and WPA2 personal authentication methods
shall be available.
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The MAC address authentication function shall be available.

8.2.4.4.1.3

Encryption

The encryption shall be able to use Advanced Encryption Standard (AES).

8.2.4.4.2

Use control for portable and mobile device

Portable PCs and mobile devices to be linked with the 16425-Wireless gateway shall be protected from the
risks of malware infections and information leakage.

8.2.4.5 Layer 2 switch/layer 3 switch/firewall

Layer 2 sw
following g

maintd
requeg

maintd

save al

8.2.4.6 N\

8.2.4.6.1

The network monitoring function monitors the load, redundancy, and topology of the network

the operat
be availabl

The netwo
The netwo

Alerts fror
layer 2 sw|

provide the information required by the network monitoring function.

E at least on the devices installed in the 16425-Network.

itches, layer 3 switches and firewalls used in category Il and category III systems-shq
apabilities:

lin all network infrastructure configuration information (Config) and be ablé’to rest
ted;

lin a history of previous configurations;

1d restore network infrastructure configuration information autonratically or manual

[etwork monitoring function

Network monitoring function requirements

on and maintenance of the network by genérating alerts. The network monitoring fuy

rk monitoring function shall be provided a human-machine interface (HMI).
k monitoring function shall bé recorded and retain alerts and events as required.

h the network monitoring function are events from 16425-Gateway, 16425-Wireleg
itches, layer 3 switches;-firewalls, from nodes that can provide Management Inform

(MIB) upo

monitoring function.

The records shall be able.to be displayed in a format suitable for the user to review.

request via Simple-Network Management Protocol (SNMP), or reports triggered by tl

11 have the

re it when

g

hnd assists
iction shall

s gateway,
ation Base
he network

The netwark monifoping function should have the function to either automatically or manually save and

restore 16425-Gateway and 16425-Wireless gateway configuration information.

The netwofksystem management function may have redundancy.

8.2.4.6.2

Network load monitoring function

The system documentation shall include the maximum traffic that the manufacturer-declared system sends
to the 16425-Network. The network load monitoring function shall constantly monitor the network load so
that the load does not exceed 80 % of the link speed.

8.2.4.6.3

Redundancy monitoring function

The system documentation shall include a list of data sources that are redundant by either cable redundancy,
interface redundancy or device redundancy.
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The Interface redundancy list contains the MAC addresses of the interfaces to which the 16425-Gateway,
16425-Wireless gateway, layer 2 switch, layer 3 switch and firewall are equipped. If the [P address and
Service Set Identifier (SSID) are the same due to redundancy, the list of device redundancy includes the MAC

address of

8.2.4.6.4

each device used for redundancy so that it can be uniquely identified.

Network topology monitoring function

The system documentation shall include a list of the MAC addresses of the interfaces that are connected to
the devices equipped with the 16425-Network.

The network monitoring should be available at least on the devices installed in the 16425-Network.

In order to

maintain the network topology, changes in the network topology shall be monitored.

The netwo
at least ev]
router and

If there is
monitor sh|

rk topology monitoring function shall use SNMP and require network configuration
ery 30 minutes from 16425-Gateway, 16425-Wireless gateway, layer 2 switchjlaye
firewall.

a MAC address found that is not included in the system documentation,\the networ
all generate an alert.

As an exanjple, the requirements for network topology monitoring are described in Annex B.

8.2.4.6.5

The netwo
16425-Wir
[T systemsg

Management devices

'k monitoring equipment shall monitor the health and interface status of the 16425-G
eless gateway, the layer 2 switches, layer 3 switches.and firewalls that make up the ¢
in Table 2.

itches, layer 3 switches and firewalls used in_category [ nodes and systems in Table }
for health and interface status (see 8.2.4.5).

of the interfaces refers to at least the following items.
loss of active (powered) 16425-Network device

peed

nces between half- and full;duplex communication

p and down

(data amounts)

MSTP) mode(if the device is equipped with it)

etect status (if the device is equipped with it)

Layer 2 sw
monitored
The status
a) Power
b) Link sj
c) Differe
d) Linku
e) Traffig
f) RSTP

g) Loopd
8.2.4.6.6

hformation
r 3 switch,

k topology

iteway, the
ategory 11/

! should be

Marnagement equipment

The network monitoring equipment may monitor the health of the equipment fitted within the
16425-Network and the status of the interfaces, which includes at least the following information.

a) Power
b)
9]
d)
e) Traffic

loss of active (powered) 16425-Network node

Link speed
Differences between half- and full-duplex transmission

Link up and down

(data amounts)
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8.2.4.6.7 Logrecording function

The 16425-Gateway and the 16425-Wireless gateway in the 16425-Network, as well as the layer 2 switches,
layer 3 switches and firewalls comprising the category II/IIl systems in Table 2, shall be able to log and
display logs.

NOTE The device which constitutes category I of Table 2 can be provided with log recording and display function.
8.3 Protocol and traffic

8.3.1 General

When devigesdnstalled on board chipc communicate with other nodes fhrnngh chip]’\nnrd netwo ks’ System

integratorg shall have an understanding of the protocols and traffic to communicate, and the types of cables
used in the categories.

8.3.2 Protocol

As for comjmunication protocols, it is necessary to understand protocol types (TE€P/IP, UDP unj-cast, UDP
multicast gnd UDP broadcast), communication directions and the port number:

There are fwo types of port numbers: source port and destination port. It is necessary to confirm both port
numbers apd whether the settings can be changed.

8.3.3 Traffic

It is necessfary to understand the maximum traffic and the when maximum traffic can occur.

8.3.4 IPjaddress

As for IP addresses, it is necessary to understanding'whether static or dynamic addresses are [supported,
whether tHe settings can be changed, and whether.the default gateway address can be set.

8.3.5 MAC address

It is necessfary to understand MAC address.
8.4 Cable

8.4.1 Gejneral

Itis necesspry to undegstand the categories of cables used for devices that shall be connected with networks.
It is also ngcessarytoiunderstand if shields are required and how to lay cables.

8.4.2 Caple specification

It is necessary to understand the categories of cables required by the devices and the specifications of the
cables to be used. Categories of cables are classified in terms of the different temperatures at which they can
be used, and the maximum lengths to achieve their best performance.

8.4.3 Cable earth method

Cables are categorised into two types: shielded cables (STP) and unshielded cables (UTP). It is necessary
to see whether shields are needed. In the case of STP, the installation can be different, depending on the
devices with which the cables are connected. It is necessary to know whether both ends of the cables are
connected or only one end.
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9 Network design

9.1 General

In designing shipboard networks, it is necessary to fully consider compatibility among various devices
in entire networks and various factors relating to data transmission (i.e. information quantities, latency
times and routes). Shipboard network system designers shall organize entire networks and have extensive

knowledge

and understanding of the networks used on board ships.

In designing shipboard networks, it is necessary to calculate valid data amounts in advance and network
load factors at the time of the maximum network load. It is also necessary to consider shipboard network
expansions and data traffic increases.

To define w
designs sh

9.2 Conq

9.2.1 General arrangement
A shipboard network system is composed of a combination of the network subsystems. A network
comprises the components described in Figure 3.
3
2
7 7
6
\ \ \
[¢] [e] .
%;6 . @ T . ™ - ““%J
»-
Key
1 network node
2 networfk device
3 channe|
4  permanpent Ink
5 code
6 extender connector
7  telecommmunication.outlet

hat means of communication are allowed in various failure scenarios, including secutit

cept of shipboard network system

Figure 3 — Network subsystem

y incidents,

i1l be drawn in anticipation of various system states, including initial, failure andnormal states.

subsystem

1

|

s

@

—-a&

9.2.2 Ch

annel

A channel is a transmission path between a 16425-Network device, such as a layer 2 switch, and a network

node, such

as a server.

9.2.3 Permanentink

A permane

nt link is a fixed, laid Ethernet cable in the channel.
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9.2.4 Code

The code is a movable ethernet cable used for connecting the jack to the end of the 16425-Network
device/16425-Network equipment.

9.2.5 Extender connector

The extender connector is a passive (non-powered) component that connects two ethernet cables for
extending the cable length or for other purposes.

9.2.6 Telecommunications outlet

The teleco

munications outletisa passive (nnn-pm/vm'pd) component that connects twao etherne

t cables for

extending

The telecojmmunications outlet is mounted on walls or other surfaces for easy connection o nietw

9.3 Desi

9.3.1 Ca

The categga
documents

9.3.2 Plug connection method

The methd
design doc

9.33 Sp
Each cable
with repes

to which t
documentd{

9.3.4 Mq

The model
and for net

9.4 Phy:

9.4.1 Se

the cable length or for other purposes.

gn standard

fegory of cables and codes

ries of cables and codes (e.g. category 5E or category 6), shall\be clarified in netw
(see 9.8.1).

ds of plug connections, e.g. TIA/EIA-568-A or Td#A/EIA-568-B.1 shall be clarified i
uments (see 9.8.1).

pcifications for naming cable

shall have identification marks, such as cable names, marks and cable colours. Whe

hey belong. Specifications for giving identification marks shall be clarified in netw
(see 9.8.1).

del number of cable, code, plug, jack and crimping tools to be used

numbers and manufacturers of all cables, codes, plugs, jacks and crimping tools to be
works shall be clarified in the network design documents (see 9.8.1).

fical design

ectionof 16425-Network equipment

york nodes.

ork design

n network

h extended

ters/extender connectors, each cable shall have identification marks to indicate the channels

ork design

used with

9.4.1.1

eneral requirement

16425-Network equipment shall be selected to withstand environmental conditions (temperature,
humidity, changes in temperature and humidity, corrosive and/or volatile gases oil-contained air, dust and
electromagnetic factors) in the location they are installed.

As for temperature, equipment generates heat itself, raising surrounding temperatures. As such, equipment
that can work at higher temperatures shall be selected.

© IS0 2024 - All rights reserved

25


https://standardsiso.com/api/?name=dbb41d91c4357ea69938b15c631b9340

ISO 16425:2024(en)

9.4.1.2 Metal cable, plug and jack

All cables, plugs and jacks used in a network should be of the same category.

NOTE

cables, plugs and jacks of the lowest category of the three.

All cables on a ship should be straight cables.

Single-wire cables shall be used.

If a network contains cables, plugs and jacks of different categories, the network is regarded as having

The appropriate plugs and crimping tool shall be adopted, depending on the core wires (single or stranded),
outer diameter shields and make of the plugs.

9.4.1.3 (

Stranded-y
not be useq

Even if an §

9.4.1.4 K

For UTP c{
used. Up ta
telecommy
reduced in

ode

vire cables may be used for the code. However, stranded-wire cables longer than 10 nj
.

bTP cable is used for the permanent link, UTP codes may be used for the code.

xtender connector and telecommunications outlet

bles, UTP extender connectors shall be used. For STP cables, ‘STP extender connectd
four extender connectors or telecommunication outlets shall be used for a single cha

length accordingly (cables shall be shortened by 10 mwhen codes are connected on o1

by 20 m when they are connected on both ends).

9.4.1.5 K
Repeaters

They shall
repeater hi

NOTE )

9.4.1.6 I
Layer 2 sw|

Layer 2 sw|

9.4.1.7 1

Layer 3 sw|

epeater/repeater hub
hnd repeater hubs shall not be used for any:other purpose than maintenance and debu

not be used to extend cables length.(cable length extensions cannot be made with r¢
ibs).

Repeaters and repeater hubs cannot separate collision domains.
ayer 2 switch

itch shall have the taonitoring functions described in 8.2.4.5.

itches that have VLAN functions may be used to isolate networks logically.

ayer 3 switch/router

itches/and routers shall have the monitoring functions described in 8.2.4.5.

eters shall

rs shall be
hnel. When

nication outlets are used, codes measuring up to 10 mfarée connected. As such, cables shall be

he end, and

coing.

bpeaters or

nacle

Layer 3 s

=Sk aard aaritare g Aoz o saxikl szaseer ciaail oon e ] £ ko A Fimaotios o
TCCIICS AU TOUtCT S ar COCVICCSTVWItIT VET y STITrdl 1 OTCS; O SOT T tC Ot S tTTa trOTT OT Pact

ets at layer

3. When used exclusively for this purpose, both layer 3 switches and routers are available. Choices can be
made between them, depending on other the functions and specifications that they have.

Layer 3 switches and routers should not be used for network isolations. Networks that are connected to each
other with layer 3 switches and/or routers at layer 3 without having firewalls cannot block communication

among the

networks; as such, they are regarded as belonging to the same network.

When routing among networks is not performed, layer 3 switches and routers may be used for network
isolation. In that case, physical isolation shall be considered instead of using layer 3 switches or routes (to

avoid risks

NOTE

in case layer 3 switches and/or routers are overtaken by third parties).

VLANSs are layer 2 protocols.
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9.4.1.8 Firewall

Firewalls are used to block communication among networks.

The firewalls shall have the monitoring functions described in 8.2.4.5.

The firewalls shall block all communications among networks except for approved ports, protocols and

services.

9.4.2 Cabling

9.4.2.1 Cable route

Cable lengt
or repeatel

When cabl
In case of 1

The route §
is difficult

hs shall not exceed 100 m (in case of metal cables). Even when extended with extender
s, total lengths that include extensions shall not exceed 100 m.

ps are used with codes, cable lengths shall not exceed 90 m.
edundancy, different routes should be taken.

hould be separated from electrical lines such as those for the motor power and lightij
to separate routes, shielded cables shall be used and appropriately’installed in accor

installation standards.

Shortening
and other {

actors, and appropriate cable lengths shall be kept in acegrdance with the temperatur

surrounding cable routes.

9.4.2.2 K

Extender ¢
extender c

9.4.2.3 K

Steel braid
enclosure.

When cabl

94.24 |
When exte
When it is

If this is t
connector
signals. Th

xtender connector (passive, non-powered)

bnnectors shall not exceed four tiers. Tests.shall be conducted between end connector
bnnectors between them.

rotection

ed armoured cables shall be used on all occasions except when cables are laid indoor

s are laid in hidden spaces, such as behind walls, steel braided armoured cables shall

Ise of optical fibre
hding cables,consider the use of layer 2 switches first.

mpossible)to extend cable length with layer 2 switches, optical fibres may be used.

€ase, take into consideration that even very minute grit, dust and flaws on an o

connectors

1g. When it
Hance with

of cables to their maximum lengths shall consider a rise in temperature from nearby power lines

es in areas

s that have

5 and/or in

be used.

btical fibre

e
Tend surface, measuring as much as several micrometres in size, can have an adverse

impact on

1S can generate a risk of melting and causing other damage to the connector ends.

9.4.2.5 Use of PoE

Power over Ethernet (PoE) devices shall be protected from unintentional cable disconnection by the user.
Plugging and unplugging PoE live cables can cause damage to devices.

The cable length shall be determined by taking into account the reduction in cable length due to the heat
generated by the PoE cable itself.

When receiving power from PoE, make sure that the total quantity of power from power supply hubs does
not exceed the hubs’ PoE supply capacities. Also ensure that the quantity of power used by PoE devices
does not exceed the supply capacity at each port of power supply hubs. When the quantity of power used is
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calculated, it is necessary to consider that 2,5 watts are lost when the quantity of power used is 16 watts or
less, and 6 watts are lost when it exceeds 16 watts.

When receiving power from PoE, cables of category 5E or higher shall be used.

9.4.3 Separation of collision domain

Collision domains shall be separated per single channels by layer 2 or higher devices. In other words,
repeater hubs shall not be used in actual operating situations.

Collision domain separation does not affect broadcast or multicast domains.

ting of interfaces

NOTE
94.4 Se
Transmiss

negotiations are used, they shall be applied to both ends.

9.4.5 Ins

16425-Net
network eq

16425-Net
operate thg

9.5 Logical design

9.5.1 Ge

To ensure
between n

9,5.2 Isd

9.5.21 (
Networks i
OT nef]
busine
welfar]
DMZs.

Networks 4

on parameters at both ends of collision domains shall be of the same configuration.

stallation

work equipment shall be fixed. In other words, their weight shallmot be supporte
juipment (e.g. extender connectors that are not fixed on boards or walls but supported

work equipment other than cables and codes shall be protected 30 that only authorize
bm (e.g. boards with keys and locks).

neral

btworks by separating networks physically; or logically with VLANSs.
lation of network

lass of network

ire roughly classified into,the following four classes:
works;

ss LAN;

e networks fnetworks that can be accessed with crewmembers’ personal devices);

ire-groups of sub-networks where inputs and outputs are managed so that mutual com

When auto

d by other
by cables).

1 users can

security and stability, shipboard networksZhall be designed to minimize mutual interference

munication

is controll

ed. Im addition, the OT metwork shall —be segmented on a per-system basis. F

segmentation, see 13.1.6.1.4.

9.5.2.2

Internetworking communication

r network

Direct communication from internetworking to the controlled network shall be denied in principle. Welfare
networks shall be allowed to communicate exclusively with DMZs. However, in this case the ports, protocols
and services shall be controlled so that only a minimum level of communication is allowed.

When communication is allowed between OT networks and/or between OT and business networks, close
attention shall be paid to contents and volumes. Communication between parties shall be held down
to necessary bare minimum ports, protocols and services (PPS), and contents and volumes shall be fully

controlled.
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9.5.3 Broadcast domain

9.5.3.1 Separation of broadcast packet
Shipboard networks shall be designed to minimize broadcast domains.

A broadcast domain is a network that is reachable by broadcast packets. Broadcast domains are separated
by routers and other layer 3 switch or higher devices. Broadcast packets do not move beyond broadcast
domains, but attention shall be paid as it is possible to send broadcast packets to other domains (for directed

broadcast,

broadcast packets are not sent to original domains).

9.5.3.2 Network address

Excessively
9.6 Reli

9.6.1 Ge

Depending]

 extensive address space shall not be designed (spare addresses shall be minimizedt):
hbility design

neral

on the reliability levels required for shipboard networks, a redundant network may b

To meet s@ich demands, shipboard networks shall be designed so that cables/codes and 1642

equipment
immediate,

9.6.2 Re

9.6.2.1 K
When RST
Blocking p

When ther]
locations o

9.6.2.2 K

Redundant
devices (sV

9.6.3 Mq

9.6.3.1

The existel

can both be redundant to eliminate single faults, and that“abnormalities can be
ly by monitoring shipboard networks.

dundancy

tedundancy of cables with RSTP (MSTP)
Ps (MSTP) are used, loop detectors and storm guards shall both be activated.
brt locations shall be detected and indicated.

e is a single disconnection (where-all'communications on the network are still functi
ff the disconnections shall be detected.

tedundancy of network nodes

network nodes (servers and others) shall not be connected with the same 1642
itches and others)(

nitoring of shipboard networks

Monitoring of 16425-Network device interfaces

nce of active (powered) 16425-Network devices shall be confirmed with ICMP or SNM}

e required.
5-Network
corrected

oning), the

5-Network

9.6.3.2 Monitoring of topology changes

When large volume communication is established on a regular basis, decreases in link speed and changes
from full to half duplexes should be monitored and notified. Necessary communication can be disrupted.

9.6.3.3 Monitoring of shipboard network status

At least the following items should be monitored at 16425-Network devices and/or 16425-Network network

nodes, whi

a) Netwo

ch are connected to the network.

rk load (16425-Network devices and/or 16425-Network equipment)
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Link speed (16425-Network devices and/or 16425-Network equipment)
Link up/down (16425-Network devices)
RSTP (MSTP) mode (16425-Network devices, if applicable)

Loop detect status (16425-Network devices, if applicable)

9.6.4 Load design

Shipboard

networks shall be designed so that packet collisions do not occur.

Shipboard networks shall be divided appropriately to split broadcast domams (the domains reached by

) o d o Ao +hat 4—Ln ranaatar b
aHrateenstretrat Fepeatetr—it

wbh-and half dinlay copa oo fiom apn oo +acand
Dottt

asze

broadcasts};

debugging

Logical nef
more effec

To allow n¢g
virtual LA]
connection

Under nor
communic

9.7 Wirs

9.7.1 Ge

Wireless n
networks i

When desi
various defy
delay time

In the design of shipboard wirelessmetworks, it is necessary to calculate in advance the amoy

dataand n
expansion

To implement means of communication that are allowed in various failure scenarios, such :

incidents,
states).

In shipboa
460-Wirelg

Z
oI O pPTC A COTIITIT OTITCOCIUIT Ol C ITUT OJCTr CX

work systems shall be set up to appropriately design bandwidths that can be used by
Lively.

btworks to effectively use the bandwidths to which they have access, logical networks
N (VLAN) architectures and develop networks from virtual groups that do not depend

types.

htion is adopted, and 50 % when full duplex communication-is used.
pless network design

neral
ptworks are vulnerable to radio wave interfefence from shipboard equipment, its use in

5 not taken into consideration.

ices in the networks, various factorsTelating to data transmission (e.g. the amount of inj
and routes) and safety.

etwork load factors whénthe network load is at its maximum. It is also necessary to ¢
of shipboard networksyand growth in data traffic.

lesigns shall Be drawn in consideration of various system states (e.g. initial, failure g

d wireless networks, equipment that meets 16425-Wireless-gateway (see 8.2.4.3 and

ept during

y networks

should use
bn physical

mal conditions, target traffic on subnetworks shall be approXimately 25 % when half duplex

controlled

bning shipboard wireless networks)itis necessary to pay full attention to compatibility among

formation,

nt of valid
bnsider the

1S security
nd normal

8.2.4.4) or

ss-Gateway requirements shall be installed.

9.7.2 Frequency requirement

Currently, there are two frequency bands commonly used for IP communication: the 2,4 GHz and 5 GHz
bands. The appropriate frequency shall be selected depending on the required transmission speed (see
8.3.3), the ambient environment and the connected devices.

9.7.3

Frequency interference

In wireless LAN, overlapping frequency channels can cause radio interference, resulting in poor
communication performance. The channels shall be designed so that they do not overlap and cause radio
interference.

© IS0 2024 - All rights reserved

30


https://standardsiso.com/api/?name=dbb41d91c4357ea69938b15c631b9340

ISO 16425:2024(en)

9.7.4 Load design

In wireless networks, full-dual communication is unavailable, as CSMA/CA is adopted. When multiple nodes
are connected at the same time with single 16425-Wireless gateway or 460-Wireless gateway units, they do
not allow communication at the same time. Therefore, latency time is generated.

In designing shipboard wireless networks, it is necessary to figure out the protocol and traffic (see 8.3) and
wireless LAN specifications (see 8.2.4.3) of nodes to be connected.

The signal strength and speed shall be measured in accordance with the pre-survey (see 9.7.8) and the
position of the 16425-Wireless gateway or 460-Wireless gateway. The distance from the position and the
speed shall be investigated.

The total

mralbar of aciiioa A and treaffio oo tod +tao tha 124900 Aliv-alace 4
oo 0T TT o e oM eTeoa—™ TC—TO0TZ0

0-Wireless

gateway sh
be fitted.

The pre-survey should be carried out on a ship of similar size to the ship on which the Wireless

to be built,
which the {

The numbd

into accoumt when deciding on the number of units to be installed.

9.7.5 In{

The systemp documentation shall specify the area to be serviced by the shipboard wireless netw

location of

There shot
gateway. If
16425-Wir
thereby re

9.7.6 Wi

For the wi

9.7.7 Power supply and voltage

16425-Wir

When rece

978 Pr
When buil

i oataoxariaxr o
COUTPTIIICTIC attor crartt O—<Cr VVITCICSS gattvvay O T

all determine where, and how many 16425-Wireless gateways or 460-Wireless gatey

If no similar vessel is available, the pre-survey should be carried out in a spdce simila
nstallation is planned.

r of nodes can have a direct impact on interference. The available ferequency bands sh3

ftallation design

the 16425-Wireless gateway or 460-Wireless gateway:

ild be no more than 30 devices connected to a'single 16425-Wireless gateway or 46§
the number of connected nodes is greater than 30, the number of devices connected
eless gateway or 460-Wireless gateway should be reduced by suppressing the signal st
Hucing the service range.

reless network security design

eless network design, see 1311.5.3.

eless-Gateway units.¢an receive power from either shipboard electrical outlets or PoE

jving power fsom PoE, the requirements of 9.4.2.5 shall be observed.

C-SUrvey

ling.shipboard wireless networks, it is recommended that the following items are m

advance, u

vays are to

bn board is
r to that in

11 be taken

rk and the

0-Wireless
to a single
rength and

easured in

bing a shipboard with the same specifications:

a)
b)
)
d)

signal-

radio wave strength;

communication rates;

to-noise ratios (SNRs);

throughputs.

The preliminary checks shall be carried out using 16425-Wireless-gateway or 460-Wireless-gateway units
that are intended to check for radio interference.

The preliminary tests shall be carried out in all frequency bands available to the 16425-Wireless gateway or
460-Wireless gateway.
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The preliminary testing e) to h), shall be carried out in a location similar to the actual environment in which
the gateway will be used.

Pre-surveys shall be conducted with the 16425-Wireless gateway or 460-Wireless gateway units that are
intended for use. The following requirements apply.

Pre-su

e)
)

rveys shall be conducted in areas where radio wave strength is -65 dBM or higher.

removed if possible.

g) Pre-su

h) Pre-s

rveys shall be conducted in areas where there are sufficient communication rates.

veys shall be conducted in areas where there are more-than-required throughputs.

Pre-surveys shall be conducted in areas where SNRs are -20 dBM or higher. Noise sources shall be

The areas
or 460-Wif

9.7.9 Se

Restrictior
devices an

If such resf

Passwords
9.8 Docd

9.8.1 Ne

In networkK
items desc

9.8.2 Lis

All equipn

hat meet all requirements are regarded as cells. It is necessary to install 16425-Witele
eless-gateway units so that cells do not overlap in service areas.

curity design

s shall be imposed to allow only authorized crew members to enter areas where 1642
1 16425-Network equipment are installed for purposes other thandvelfare networks.

rictions cannot be placed, unused ports shall be physically or legically unavailable.

for 16425-Network devices shall be changed from default passwords.
imentation

twork design document

design documents, specifications for desighing networks shall be written, including 4
Fibed in 9.3.

t of equipment (device inventory)

ent required for connection with shipboard networks shall be listed individually. Pa

powered) dlevices of the same modelland manufacturer may be grouped into a single item. Howexy

for their ug

9.8.3 Sd

A schemati

age shall be clarified in'désign documents.

hematic diagram

c diagram is@-drawing which focuses on physical connections between equipment.

When equipment has'more than one LAN interface, the (physical) identifiers of destination intef

be clarified

.

All cables,

5S-gateway

5-Network

It least, the

ssive (non-
rer, criteria

faces shall

cedes and devices in network systems, including connected port number, extender

connectors

and telecommunication outlets, shall be individually identified in the schematic diagram.

The locations of 16425-Network equipment shall be included in the schematic diagram.

Cable lengths shall be included in the schematic diagram.

If power is supplied using PoE, it shall be included in the schematic diagram showing that it is PoE.

The constr

uction manager of the cable shall be included in the schematic diagram.

In cases of different suppliers of cables, plugs and jacks, the responsibility for confirmation of installation
and tests shall be decided between the suppliers in advance.
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9.8.4 Logical topology diagram

A logical topology diagram is a drawing that shows data flows between 16425-Network devices and
16425-Network equipment (i.e. VLAN diagrams).

VLANSs, to which all ports belong (including trunk ports) shall be clarified.

Logical topology diagrams shall be linked with physical devices and cables.

When single ports have more than one IP address, all of them shall be listed.

9.8.5 List of virtual networks

At least thg-foHewingitems-shaltbe-managedinthetistofvirtuatnetworks:
a) VLAN|[D

b) VLAN type (Access/Trunk)

c¢) Network address (e.g. 192.168.0.0/16)

d) Name

e) Purpose

9.8.6 List of interfaces between (virtual) networks

For securit]

The list of
(virtual) n

9.9 RisK
Risk asses;
Both failur
IEC 31010

As an exar
described 1§

NOTE

y reasons, all the interfaces between (virtual) netwerks shall be documented.

interfaces shall include ports, protocols and sexvices (PPS) for all communication
ptworks.

assessment (design phase)
ments shall be carried out and documented at the request of the user.
e and cyber risks shall be considered in the risk assessments.

may be applied to determine‘method of risk assessment.

n Annex B.

ther risk assessménts include FMECA, FMEA, FMEDA, FTA, DFA and STPA.

The documents shall 'be reviewed and updated at least in cases where a device inventory is c

changed af

1d a majervincident occurs.

Wiretappi

g-may be excluded from failure mode for the closed network (no direct con|

internetwarking).

10 1642

5-Network device and cable installation

10.1 General

s between

hple, the requirements, for the use of failure mode, effects and criticality analysis (FMECA) are

reated and

|nection to

Unlike land-based offices, installation of 16425-Network devices shall take external factors into account,
chief among them water, vibration, and heat. Given these special circumstances, the methods for installing,

protecting

and cabling the 16425-Network device shall be defined.
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10.2 Installation procedure

10.2.1 16425-Network device

10.2.1.1 Environmental resistance

All 16425-Network devices shall be installed under environments set forth in network design documents.
Parameter examples to consider include: surrounding temperature and humidity, condensation, collusive/
volatile gas and oil-contained air, and dust quantities. To ensure protection from adverse environments, a

protective

case may be adopted for each device.

10.2.1.2 Considerations for vibration

To keep d¢
vibrations,
vibration ¢
intact, anti

10.2.1.3 (
To avoid b

specified il network design documents. When needed, devices shall alse be firmly ground.

10.2.2 Ne¢

10.2.2.1 Mechanical protection

To protect
thereisar
cables.

10.2.2.2 Minimum bending radius

10.2.2.2.1
The mini

NOTE
harmed and

1

bvices and connectors from being damaged, and connectors from being disconfngct]
either 16425-Network devices shall be installed fully away from vibration seurcg
fforts shall be made with the use of anti-vibration rubber and other actions{Tokeep
-disconnect devices may be adopted.

onsiderations for noise

eing adversely affected by outside noise, 16425-Network devices‘shall be installed 4

twork cable

network cables from outside, materials set foiith in network design documents shall
sk of cables becoming mechanically damagedwhen being laid, it is better to use damag

Metal cable
m bending radius specified for the cable shall not be exceeded.

the requirements speeifying the minimum bending radius are not complied with, perform,
the cable can be broken.

ed by ship
bS, or anti-
connectors

t locations

be used. If
e-resistant

ance can be

10.2.2.2.2( Optical cable

Optical cahles shalliiot exceed the specified minimum bending radius, in order to prevent transmission loss
due to bengling of the cables.

NOTE he“excess-of-the-minimum-bendingradius—can-harm-performance-or-cause-the-cableto-break. There are

two types of minimum bending radius: the fixed bending radius, which indicates the bending radius after the cabling

is installed;

and the extension bending radius, which indicates the momentarily tolerable bending radius.

10.2.2.3 Tensile load

10.2.2.3.1

Metal cable

When the cable is pulled or hung, the cable’s specified tensile load shall not be exceeded.

Whenever possible, cabling routes shall be secured after other cabling has been installed. Metal network
cables should be installed with care (e.g. cables should be installed separately). The metal network cables
should not be wrapped with power cables, bent or twisted excessively. If cabling is installed vertically,
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supports shall be installed at regular intervals to prevent the cable’s own weight from exceeding the rated
tensile load.

The network cables for PoE power supply shall not be wrapped with other PoE cables.

10.2.2.3.2 Optical cable
When the cable is pulled or hung, the cable’s specified tensile load shall not be exceeded.
Optical cables shall be fitted with tension members to prevent the weight of the cables from being pulled.

Secure cabling routes after other cabling has been installed. The optical cables should not be wrapped with
other cables, bent or twisted excessively, e.g. optical cables can be installed separately.

If cabling i} installed vertically, install supports at regular intervals to prevent the cable’s ownweight from
exceeding the rated tensile load.

10.2.2.4 Bundling

10.2.2.4.1| Metal cable

When bundling cables in a cable way, excessive load should not be put ontocthé cables.

10.2.2.4.2| Optical cable

When bundling optical cables in a cable way, excessive load shouldnot be put onto the cables.

10.2.2.5 (able route

In cases where duplicate circuits (main and backup gircuits) are required in shipboard netwgrk design,
those two ¢ables shall follow different routes which shall be as far apart as practicable.

When electromagnetic interferences from other devices are likely, shielded cables specified jn network
design doquments shall be used, and they shall be installed at appropriate locations. It is also e¢ffective to
keep distances as described in Table 3.

Optical fibye cables and others shall b&installed, while avoiding pressurization from other cables.

As network cables tend to suffer deelines in performance due to changes in surrounding temperpture, they
shall be ingtalled under environments meeting conditions specified in shipboard network design documents.

Table 3 — Separation and segregation from noise sources

Status Minimum separation
Power lie routey Single line 2 kVA or less 2to5kVA 5 kVA ¢r more
equigment (or route)
No shield No shield 127 mm 305 mm 610jmm
No shield Shielded 64 mm 152 mm 305 mm
Shielded Shielded 76 mm 152 mm

10.2.2.6 Protective cases

Consideration should be taken to use a marine cable with a tension member constantly when using optical
cables. Cables shall satisfy the requirements from classifications.

NOTE Requirements of the relevant flag states can apply.
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10.2.3 Cable end termination

10.2.3.1 Connector section

Connectors and cables shall be paired and connected as prescribed in network design documents. It is
important to consider the following:

STP or

straight or cross connections (T568A or T568B connections, specified in ANSI/TIA-568.0);

UTP;

single or stranded cables;

cable
conneq

cable d

10.2.3.2 H
When LAN

laying wor
metal part

10.2.3.3

10.2.3.3.1
To prevent

connection
required if

10.2.3.3.2

As shown in Figure 4, lock optical cables and their tension members in place using metal clamps

damage fr(

UllllCLtUl ) a51 CU Vv lth LUllllCLtUl )
tors and jacks meet the suppliers’ requirements;

ore diameters and connector types meet the suppliers’ requirements.

arth method

cables are laid (one side or both sides), the instructions in 8.4.3 shall be followed. In
k, it is important to ensure that LAN cable drain wires and othérs are firmly connectg
5 of plugs.

'erminal protection

Terminating metal cables

the tensile load from being generated on connector devices, metal clamps may be us
s from bending sharply, connectors with:boots may be used. When cable identifi
designing networks, boots shall also be-adopted.

Terminating optical cables

m vibration and tension.

ronducting
bd with the

bd. To keep
ations are

to prevent
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Key
1
2
3

optical
metal d
cable c

10.3 Inst

10.3.1 Co

A conducti

10.3.2 Wi

The test sh|
T568A or T

the appropfriate straight/cross conmiection is in accordance with ANSI/TIA-568.0:2020, 6.2.3.2.

10.3.3 Le

This test shall be performed to ensure that the cables are not longer than 100 m, and that the cal
n the origindlly planned length. If a cable is shorter than the originally planned length, it may be

shorter th4
treated as

NOTE ]

cable HUB
lamp for tension member

amp

Figure 4 — Terminating optical cables

hllation confirmation

nductivity confirmation

vity test should be performed to ensurethat there are no breaks in the cable.

re map confirmation

all be performed to ensure that-each pair’s connector is in the proper location in accor
568B, as specified in ANSE.TIA-568.0. At this time, the test shall also be performed to

ngth confirmation

Fhe breakage distance.

Nearly\all cables have better performance than the specification so a distance longer than the a

dance with
check that

les are not

ctual length

is sometims

sShown.

10.3.4 Insertion loss test

Insertion loss (dB/100 m) shall be tested. This test shall also be performed to ensure that the insertion loss
for each cable is within the rating for that cable in accordance with ISO/IEC 11801-1.

10.3.5 Near end crosstalk loss

Near end crosstalk loss (dB) shall be tested. This test shall also be performed for near end crosstalk loss
greater than the rating for each cable in accordance with ISO/IEC 11801-1.

© IS0 2024 - All rights reserved

37


https://standardsiso.com/api/?name=dbb41d91c4357ea69938b15c631b9340

ISO 16425:2024(en)

10.3.6 Power meter checking

Measurement of the transmission loss (dB) using a power meter is required. The measured optical loss shall
be within the allowable dissipation for the device used (e.g. optical hub or media converter). When measuring
the transmission loss, the appropriate calibration wavelength shall be selected for that cable type.

10.3.7 CableID

Before installing network cables, a check is required to see whether an item indicating each cable’s ID number
is attached. After installing the network cables, a check is also required to see whether all characters in
the cable’s ID numbers can be correctly recognized. These procedures shall be performed regardless of the

cable type.

10.3.8 Enld termination

The termi
instructior

10.4 164

10.4.1 En|

10.4.1.1 1

Electroma

shall be conducted in accordance with the installation location."For example, if installed on a s

the requir
IEC 60092

The 16425
possible.

The envird
interfereng
this does nj
products t
installed.

10.4.1.2

To keep dq
vibrations,
efforts sha
anti-discor

hation of the cable shall be carried out in accordance with the manufacturer's
S.

P 5-Wireless-Gateway installation procedures
vironmental resistance

nstallation

bnetic immunity and emissions testing of the 16425-Wireless gateway or 460-Wirele

bments of IEC 60945 shall be met. If installed inan engine control room, the requi
504 shall be met.

-Wireless gateway or 460-Wireless gateway should be installed in an open space and

nment around of the 16425-Wireless gateway or 460-Wireless gateway shall be f
e in the frequency range up to 2 GHz in accordance with IEC 60945, as it cannot be
ot affect the operation of the.2,4 GHz and 5 GHz bands in which the wireless LAN ope
hat meet the requirementstof electromagnetic field in IEC 60092-504:2016, Table

onsiderations for-vibration

bvices and cohnectors from being damaged and connectors from being disconnect]
either 16425-Network devices shall be installed fully from vibration sources, or anf
[1 be made)with the use of anti-vibration rubber and other actions. To keep connector
nect.device may be adopted.

equipment

5S gateway
hip bridge,
rements of

as high as

ree of any
roved that
rates. Only
2 shall be

ed by ship
i-vibration
5 intact, an

10.4.1.3 (

onsiderations for noise

To avoid being adversely impacted by outside noise, 16425-Network devices shall be installed at locations
specified in network design documents. When needed, devices shall also be firmly installed.

11 Netw

ork cable installation and wireless installation test and inspection

11.1 Cable installation

Tests shall be carried out in accordance with Table 4 for 16425-Network device, network cable and optical
cable installations, as defined in 10.2 and 10.3. Test and inspection shall be carried out by each construction

manager.
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The test items listed in Table 4 correspond to the subclauses of Clause 10 in this document.

The results of tests and specifications shall be maintained by the construction manager until completion
of the work, after which they shall be retained by the system integrator, for the ship operator and onboard
ships. These test specifications shall be applied for transmission frequency of 100 MHz or less.

Table 4 — Installations of the 16425-Network device, network cables and optical cable

Test
items

Test methods

Evaluation standards

Confirm that the 16425-Network device installation requirement in 10.2.1.1 is satisfied.

It should be

that the requirements
for the installation en-

ensured

10.2.1.1
Environ-

mental
resist-
ance

ng

nfirm that the 16425-Network devices in the environments are installed as definedwunder
twork design specifications.

Vil UIIIIITIILY
ship classif
internation
meet the re|
for the inst
efivironme
16425-Nety
by looking

they are ing
installation|
ments shoul
written doy
installation|

defined in
cations or
hl standards
gquirements
hllation

hts of

vork devices
t where
talled. The
require-

Ild be

Vn in the
manual.

10.2.1.2

Confirm that the 16425-Network device installation requirementjn 10.2.1.2 are satisfied.

Consid-
erations
for vi-
bration

Confirm that the racks and mounts to which 16425-Network devices are attached do not
vibrate.

Eq

hsure that there is no extra play so that vibrationi does not add load to connectors.

Confirm th
are no vibr
would add |
16425-Nety
themselves
connectors
the installa
quirementg
installation

t there
tions that
oad to

vork devices
or their

and write
fion re-
down in the
manual.

C

nfirm that 16425-Network device installatien-requirements in 10.2.1.3 are satisfied.

C

10.2.1.3 hi

nfirm that 16425-Network devices haye not been installed near inverters, motors or
ch-voltage electrical power lines, which-¢an be a source of external noise.

Consid-

erations |EI1

hsure sufficient space is provided;.asidescribed in network device installation manuals.

for noise
C

dd

nfirm that 16425-Network devices have been installed in accordance with the network
vice installation manuals-

Ensure and
16425-Nety
have been i
described i
work desig
so they are
ly interfere
from outsid

record that
vork devices
hstalled as

h the net-

h documents
not adverse-
H by noise

e sources.

10.2.2.1
Mechan-

nfirm that themetwork cable installation requirement in 10.2.2.1 is satisfied.

ical pro-
tection

nfirm that the network cables shall be protected as defined in network design specifica-

ti

ns

Itis recomr]
protect net
and ensure
are properl
ed as defing
classificati
national st4
determinin
cables are i

hended to
work cables
that they

y protect-

d in ship
ns or inter-
ndards by
g where the
einglaid. A

recordstotld be kept

of this.

Confirm that the network cable installation requirement in 10.2.2.2.1 is satisfied.

Ensure that network
cables do not exceed

Metal
cable

10.2.2.2.1

Confirm that network cables shall not exceed the minimum bend radius in network design
specifications.

specifications for the
minimum bend radius,
and write the instal-
lation requirements
down.

© IS0 2024 - All rights reserved

39


https://standardsiso.com/api/?name=dbb41d91c4357ea69938b15c631b9340

ISO 16425:2024(en)

Confirm that the parts where optical cables are put together are not overloaded.

Table 4 (continued)
Test .
. Test methods Evaluation standards
items
) ) ) ) ] ) ) o Ensure that optical
10.2.2.2.2 | Confirm that the optical cable installation requirement in 10.2.2.2.2 is satisfied cables do not exceed
Optical the required minimum
cable Confirm that optical cables shall not exceed the minimum bend radius designated in network bend (riadflgcs, andkeepa
design specifications. record ofit.
Confirm that network cable installation requirements in 10.2.2.3.1 are satisfied.
When network cables are laid vertically, they shall be lashed down so as not to be under Confirm that network
tensile load. cables are not under
Epsure thatinctallation inctryctione arg givuan forinctrnctione forlauinagthg natwarlk cahlac tenSlle load or thsted
whthout kinks T with their qwn weight,
10.2.2.3.1 . and write’this down.
Metal Emsure there are no twists on the network cables where there is no outer skin. Alsofensurg that
cable Ifthe installation procedure restricts the tying of network cables and power cables together, pefviprk caples are
. > - not lashed fogether
erjsure that the network cables are laid according to the restrictions. :
with power|cables, and
Emsure that the part of the network cable without the outer shell is not placed together with” | write the irfstallation
thle power cable in single groups. requiremerjts down.
Ensure that the PoE network cables are not placed together in single groups.
Co¢nfirm that the network cable installation requirements in 10.2.2.3.2 are satisfied. . .
Confirm thgt optical
When optical cables are laid vertically, they shall be lashed down so as notto be' under ten- | cables are ot under
sije load. tensile load|or twisted
Efsure that installation instructions are given for instructions for laying the optical cables with th_e” qwn weight,
10.2.2.3.2 | without kinks. and write this down.
Optical - - - - Also, ensurg that
cable Emsure there are no twists on the optical cables where there is no‘euter skin. network cables are
Ifthe installation procedure restricts the tying of network ¢dbles and power cables together, |10t lashed together
erjsure that the network cables are laid according to the rgstrictions. with power|cables, and
- - - - write the irfstallation
Ensure that the part of the optical cable without the guter shell is not placed together with requiremerts down.
thle power cable in single groups.
Using a netjvork
tester, conflrm that
Confirm that network cable installation requirements in 10.2.2.4.1 are satisfied. the insertign loss,
near-end crjosstalk loss
(NEXT), poper sum
near-end crjosstalk
loss (PSNEXT), equal
level far endl crosstalk
(ELFEXT), power sum
10.2.2.4.1 equal level far end
Metal crosstalk (PSELFEXT)
cable and return Joss are
Cqnfirm that the‘garts where network cables are put together are not overloaded, e.g. ensure | Within the limits speci-
thlat network-cables are not placed together in such a way that a heavy load would damage  |fied in ISO/[EC 11801-1,
thleir coating: ensuring thiat the parts
where network cables
are placed fogether are
not overloafled, and
write-thedrdstallation
requirements down in
the installation manual.
Using a tester, confirm
Confirm that optical cable installation requirements in 10.2.2.4.2 are satisfied. that optical cables are
not overloaded and that
10.2.2.4.2 it is within the speci-
Optical fied range as specified
cable in ISO/IEC 11801-1.

Write the installation
requirements down in
the installation manual.
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Table 4 (continued)
Test .
. Test methods Evaluation standards
items
Confirm that network cable installation requirements in 10.2.2.5 are satisfied.
When network cables are duplicated, ensure that they are wired on different routes accord-
ing to the installation chart. Ensure that network
10.2.2.5 |Confirm that network cables to be used are of the shield types described in network design |cables have been laid
Cable specifications. as specified in network
route Confirm that network cables to be used are the twist types described in network design design instructions, .
e and keep a record of it.
specifications.
Confirm that network cables to be used are the category types described in network design
specifications.
Ensure thaf network
Confirm that optical cable installation requirements in 10.2.2.6 are satisfied. and optical|cables meet
10.2.2.6 theequirements of
Pro- ship'classiffcations and
tective keep arecofd of it. The
cases Confirm that optical cables meet the requirements of the classification, with tension mem-_\| requiremer]ts of the
bgrs in place at all times. The requirements of the flag state can apply. relevant flafg state can
apply.
Confirm that network cable and the connector installation requirement in 10.2.2,6-are satis-
figd. Ensure thaf network
Confirm that network cables are connected as described in network desig’specifications (A |cable modujar jacks are
10.2.3.1 |o1 B connections). equipped a$ described
Con- Check whether the specifications of network cables and connectors in‘dse conform with each mn net.work de_SIgn spec
nector ifications. Write the in-
. other. : :
section stallation réquirements
Confirm that connectors and jacks in use meet network design specifications. down in thq installation
Confirm that the core wire diameters of network cables and:the types of connectors in use manual.
meet network design specifications.
Confirm that network cable installation requirements\i#’10.2.3.2 are satisfied. Check whether the
The earthing of shield network cables shall be carried out as described in network design earthlr}g of network
e cables is dope as
10.2.3.2 |specifications. X .
described ih network
Earth : e
method o \ . design spedifications.
Check to see whether the drain wires of shield network cables are firmly connected to the Write the igstallation
metal parts of plugs. requiremer{ts down in
the installafion manual.
Confirm thgt optical
10.2.3.3.2 | C¢nfirm that optical cable instalation requirement in 10.2.3.2 are satisfied. cables are secured
Termi- using metal clamps
nating and tensionf members.
optical Write the installation
cables Ensure that opticalcables are secured using metal clamps and tension members. requiremer|ts down in
the installafion manual.
Ensure thatall core
Confirm thatnetwork cable installation requirements in 10.3.1 are satisfied. wires (normally four
pairs of eight wires)
10.3.1 N :
Conduc- and drain wires (in the
tivit case of STP|cables) of
y cables are not broken
confir- or short-circuited
i Check each cable’s wire maps with network testers. . e "
mation P Write the installation
requirements down in
the installation manual.
Ensure that wire
10.3.2 Confirm that network cable installation requirements in 10.3.2 are satisfied. connections are made
Wire as designed without
map having split pairs.
confir- Write the installation
mation |Check each cable’s wire maps with network testers are capable of detecting split pairs. requirements down in

the installation manual.
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Table 4 (continued)
_Test Test methods Evaluation standards
items
Ensure that the longest
channel length of each
Confirm that network cable installation requirements in 10.3.3 are satisfied. lpalr is 100 metres or
ess, and write the in-
10.3.3 stallation requirements
Length down.
confir-  |Measure channel cable lengths with network testers. When more than one cable is con-
mation |nected to 16425-Network devices via extender connectors and telecommunication outlets
(9.4.1.4), measurements shall be made at both ends including all cables connected to equip-
ment (see Figure 3).
[tfis desirable to take measurements while main engines;/power generation engines are
tyrned on.
Confirm that network cable installation requirements in 10.3.4 are satisfied. Ensure thag measured
10.3.4 insertion losses of
Insertion : _ . _ chann(?ls arfe the values
loss test Mgasure channel insertion los_ses w_1th network testers. When more than one ca_ble is con~ prescribed jn ISO/IEC
ngcted to 16425-Network devices via extender connectors and telecommunication outlets 11801-1 or Jess. Keep a
(94.1.4), measurements shall be made at both ends including all cables connected toequip- |record of this.
ment (see Figure 3).
10.3.5 Confirm that network cable installation requirements in 10.3.5 are satisfied. Ensure thal measured
Near end | Mpasure channel NEXTs with network testers. When more than one cablei€connected to NEXTs of cHannels are
crosstalk | 14425-Network devices via extender connectors and telecommunicatiopottlets (9.4.1.4), the threshold values in
(NEXT) | mpasurements shall be made at both ends including all cables connectéd to equipment (see  |1SO/IEC 11§01-1 or less,
loss Figure 3). and keep a fecord of it.
Ensure thaf measured
power lossgs of chan-
Confirm that network cable installation requirements in $0.3.6 are satisfied. nels are the threshold
values in ISP/IEC
11801-1 or |ess. Write
10.3.6 the installafion re-
Power quirementg down in the
meter installationf manual.
checking Calculate threshold val-
Channel power loss measurements shall,be in accordance with ISO/IEC 14763-3. ues with link lengths,
connector gmounts,
fusion splicing amounts
and the poyer loss of
each factor.
Ensure tha{ cable IDs
are visible oth before
and after cdbles are
Confirm that network cable installation requirements in 10.3.7 are satisfied. laid. Write the instal-
10.3.7 lation requirements
Cable ID down in thdg installation
manual.

Visually inspect cable labels for all the cables before installation.
Vistally inspect cable labels for all the cables after installation.

Confirm that the network cable installation requirements in 10.3.8 are satisfied.

Recommend-
ed items to be
checked with
metal cables

Good example Bad example
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Table 4 (continued)
iz‘:rilts Test methods Evaluation standards
Confi h Ensure that terminal
l(l)n irm that treatments are made
tbere arelpc_) . in accordance with the
10.3.8 a n}(])rrpa 1t1e§ n manufacturers’ stand-
En €achpin, such as ards and write the in-
termina- rl.JSt‘ taint (e.g, stallation requirements
) oil and dust), .
tion . . | Ll bl down.
distortions, :
shaved parts and Typical examples are
discoloration shown on the left in the

test methods column.

Cd¢nfirm that
thlere are no b‘
alinormalities Qq/
in/the plastic ,(],
parts, such Q.) .
aqscratches, 1/
dilstortions and
dilscoloration,
arpd the plastic
pqrts are paral-
le] and arranged
atlequally spaced
infervals.

Emsure that
there are no
foreign particles
or dust attached
tothe plugs.

Confirm whether
cdble coatings
refach inside

the plugs, and
whether the
lehgth of the
upwound parts
of{the core wires
aile coated.

Emsure that the
plug pawls are
ngt broken. Even
when the pawls
aile pushed and
flattened, they
shall return to <
their original v

sthte.

AN

Vv

>

Ellsqu?ﬂthe
piE e not
d" tortad

I5ee—+ea-

Ensure that each
core wire reach-
es the end of the

plug.
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Table 4 (continued)

Test
items

Test methods

Evaluation standards

When LAN
cables are thick,
check to see
whether the
plugs are under
load.

In case of STP
plugs, check to
see whether

di
cd
fiy
to
ok
pl

Lgs.

ain cables or
ble shields are
mly attached
the metal

rts of the

11.2 164

Tests shall
10.4.

These test

5-Wireless Gateway installation confirmation

standards shall be applied for transmission frequency of100 MHz or less.

be carried out in accordance with Table 5 for 16425-Wireless:gateway installations

Table 5 — 16425-Wireless gateway installation confirmation

defined in

Ensure that there is no extra play so that vibration does not add load to
connectors.

Test items Test methods Evaluation standards
It should be gnsured
Confirm that the installation procedure‘in 10.4.1.1 for the 16425-Wire- |that requirerpents for
less gateway device is satisfied. the installatipn envi-
ronments defined in
ship classificptions or
international standards
Confirm that 16425-Wineless gateway devices have been installed in the | meet the reqpirements
10.4.1.1 environments defined.iir'network design specifications. for the instaljation
Installatior] environments of
16425-Wirelgss gate-
way devices by looking
) o ) at where they are in-
Ensure thatthe electromagnetic emission requirements only meet the  |staled. The ipstallation
requirements of IEC 60945:2002, 9.2 and 9.3. requirement should
be written dgwn in the
installation rhanual.
confirm that the 16425-Network device installation requirements in Ensure that yibration
10.4.1.2 are satisfied. does not add|load to
10.4.1.2 P " " . PPN s 116425-Wireless gate-
A . COIHIITHI tI4dU T'dCKS dITU TTTIOUTILS TO WITICIT 103 Z5=VVITCTIESS §dlEWwdy UEVIU R
Cons_ldera.tlons es are attached do not vibrate. way devices them;elves
for vibration or connectors. Write the

installation r
ments down.

equire-
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Table 5 (continued)
Test items Test methods Evaluation standards
Confirm that 16425-Network device installation requirements in Confirm that
10.4.1.3 are satisfied. 16425-Wireless gate-
Confirm that 16425-Network devices shall not be installed near invert- |way devices have been
10.4.1.3 ers, motors or high-voltage electrical power lines, which can be a source |installed as described
Considerations |of external noise. in the network design
for noise Ensure to provide sufficient space as described in 16425-Wireless gate- |documents so as they
way device installation manuals. ?lre notgcli)versgly lfn'
Confirm that 16425-Network devices are installed in accordance with ollllfsriléi soﬁrr(l:(e)zlsse rom
the installation manuals for the 16425-Wireless gateway device. '
12 Netwprk operation
12.1 General

Ship manadgers shall continue to operate shipboard networks in accordance with operation

managers
and store 1
in network
formulate

12.2 Iden

12.2.1 Op

Operators

and proce
to confirn
compromis

12.2.2 Iny

12.2.2.1 N

Operators
support frq
shall be mg

12.2.2.2 N

Network t(
network td

shall also compile maintenance reports regularly and when trouble’ arises, record
hem for the time designated in operation plans. When there are‘changes, additions 9
topologies, definition information, software versions or installed devices, ship man|
mnaintenance reports, and store them for the time designateddn operation plans.

tify vulnerabilities

eration policy and procedure

shall put basic shipboard network operatign policies and procedures in writing. S
lures shall be referred to when changes até made in the future in new network co

the intentions of the original operation policies and procedures are maintaing
ed.

rentory and assessment

[etwork inventory list

shall produce inventery lists of devices and cables that constitute shipboard nety
m shipyards and:suppliers before ships are delivered. While ships are in service, such
intained, revised and managed on shipboard and on shore.

[etwork<Topology

pologies are the physical and logical diagrams of shipboard networks. Operators shal
pelogies with support from shipyards and suppliers before ships are delivered. Sug

Illa

blans. Ship
operations
r deletions
gers shall

ch policies
igurations,
d and not

vorks with
documents

formulate
h network

topology d

ocuments shall be appropriately maintained and managed throughout the ships™ life

stored on shipboard and on shore.

cycles, and

The inventory list of equipment hardware and software shall include, at a minimum, the 16425-Network

equipment

and 16425-Network device details specified in ISO 24060: 2021, 4.1.2.

12.2.2.3 Network Risk Assessment

Operators shall assess shipboard network risks, put the outcome in writing and compile risk assessment

reports.
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12.3 Develop protection and detection measures

12.3.1 Policy and procedure

To ensure that shipboard networks continue to be operated in accordance with operation plans, operators
shall prepare policies and procedures for preventing abnormalities. Operators shall also appropriately
monitor operations and take actions to detect troubles immediately when they occur.

Policies and procedures to prevent abnormalities should comply with functional safety standards (e.g. the

[EC 61508 series).

12.3.2 Access control

12.3.2.1 H

As for the
outside wh
present pr

safely maintained and managed.

Ship owne
and streng|

For protecf

12.3.2.2 §

Policies an
can access
communic
to shipboa
shipyards

privacy reg
and other ¢

For protecf

12.4 Response and recovery

12.4.1 Co

Contingeng
appropriat
continue tg

12.4.2 Re

hysical access

comings and goings of individuals who can physically access shipboard networKs, vi
0 are not crew members are permitted to access networks for admitted, purposes g
bper identification and other documents. Physically recorded data on security devig

s shall define security boundaries to protect areas covering IT and OT networks. Th
ths of boundaries shall be decided based on risk assessment results.

ion from physical threats, see 13.1.4.2.

hipboard network access

1 procedures for accessing shipboard networks.shall be formulated. It is necessary to
the networks, when the networks can be accessed and what can be accessed through
hition and network paths. Operators shall @devise policies and procedures for com
rd IT and OT networks and control over interfaces, and put them in writing with su
hnd suppliers. Policies shall be implemented while ensuring consistency with the s¢
juirements of entire operating companies and/or organizations. Overland managers, sH
rew members shall tightly cooperate with each other to formulate and implement pro

ion from logical threats, see 13.1.4.1.

ntingency plan

y plans shall"contain a series of previously defined instructions and procedur
e measures when detecting shipboard network faults in a timely fashion, ensure
operatexdnd minimize impact on the natural environment.

bitors from
nly, if they
es shall be

e locations

lecide who

shipboard
munication
bport from
curity and
ip masters
cedures.

bs to take
that ships

sponse to shipboard network incidents

Measures shall be mulled and implemented to take appropriate actions when shipboard network faults are
detected. Operators shall ensure shipyards and suppliers take appropriate action. Shipyards and suppliers
shall provide documents on measures and procedures to address shipboard network faults before ships are
delivered.

Documentation on measures and procedures for dealing with shipboard network failures should comply
with functional safety standards (e.g. the IEC 61508 series).

12.4.3 Recovery from shipboard network incidents

Measures shall be mulled and implemented to rebuild network functions and services in which troubles
occurred due to shipboard network failures. Operators shall ensure shipyards and suppliers take appropriate
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measures. Shipyards and suppliers shall provide documents on recovery procedures for networks and
systems before ships are delivered.

12.5 Maintenance

12.5.1 Maintenance policy and procedure

Operators shall define policies and procedures for managing changes so that they can appropriately record
revisions in documents and drawings as well as relevant histories when there are changes in various
documents on network operations (mainly those on the subjects set forth in 12.2 to 12.5) while networks

are in oper

ation.

12.5.2 M4

When ther
forth in 12
and drawi
procedure

When neeq
versions of

Operators
completed

13 Netw

intenance document and report

e are changes in various documents on network operations (mainly those onythe s
.2 to 12.5) while networks are in operation, operators shall appropriately revise the
ngs, and compile maintenance reports on relevant histories in accordance with the p
5in 12.2.

led, operators shall build mechanisms to compile maintenance reports to be able to d
software programs working in 16425-Network devices and the, 16425-Network equip

shall also confirm that interfaces and functions work as expected when maintenan
and record results in maintenance reports.

prk cyber security

13.1 Network cyber security requirements

13.1.1 Ge|

For contrdg
controlled
from outsi
from direc

Devices th
where secy
in such deg

13.1.2 Cy

13.1.2.1 (

neral

lled networks in 16425-Networks$sand 460-Networks connecting shipboard equi
networks connecting IT equipment, protection is necessary from internal threats 3
e of the networks to which they are linked. This clause describes ways to protect suc}
t threats from inside of ships:and threats from inside shipboard networks.

ht make up networks-(see Clause 8) shall be installed in places designated as “restri
irity level 1 or higher-is applied [see IMO ISPS Code Part B (2020)].132] If they cannot h
ignated areas, protéction shall be made from physical threats in accordance with 13.1

ber security management system

teneral

In executil

ubjects set
documents
olicies and

onfirm the
ment.

ce work is

bment and
nd threats
h networks

'ted areas”
e installed
16.2.

hg_¢ybersecurity management and making risk assessments, it is important to cd

nsider the

Guidelines

on Security Onboard Ships.[27]

By building and operating cybersecurity management, the understanding of risk management can be
promoted among shipboard users, ship owners and ship management companies. Highly conscious
cybersecurity efforts can also be expected. By conducting cybersecurity management, the risk of
cyberattacks can also be reduced.

When managing cybersecurity, it is necessary to clarify basic policies and action standards for security.
Therefore, in addition to the crew members in charge of ship operations, the ship owners and managers
shall also be responsible for cybersecurity management.

If requirements for cybersecurity of products and systems are already specified, existing standards can
take precedence.
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13.1.2.2 Policy

Basic policies stipulate philosophies and guidelines for entire organizations, represent a whole picture of
security management and act as guidelines and policies for the security of an entire organization.

NOTE

adopted to safely operate ships.

When developing policies, the following points shall be considered.

For example, basic policies show why cybersecurity management is necessary and what policies are

a) Clarify assets to be protected;

b) Clarify people to whom policies apply;

c¢) Descripe policies as specifically as possible;

d) Make policies feasible;

e) Consider how policies are implemented and maintained;

f) Clarify penalties to impose on violations to keep policies from becoming deadletters.
13.1.2.3 Yafeguard

In safeguat
In this doc

13.1.3 op
13.1.3.1 §

13.1.3.1.1

The 16424
vulnerable|
threats fro|

iment, protective measures are set forth for such equipment and networks.
eration plan design
ecurity scenarios

General

-Network equipment and 16425-Nétwork devices connected with shipboard net
to threats from shipboard equipment in the networks. From outside, they are vu
Im uncontrolled networks, such as’shipboard and outboard devices. As such, shipboar

d, specific protective measures and standards are incorporatedfor each equipment and network.

works are
nerable to
1 networks

shall be protected from not only internal.threats but also external threats.

13.1.3.1.2| Internal threats scenarios

As for threpts from inside of sHipboard networks, the following scenarios can be envisaged:
a) PCsinfected with malware can infect other equipment in networks with the malware.
b) Equipthent cande‘infected with malware when REDS is attached.

c) Users ¢anintentionally delete files or data from shipboard equipment.

d) Users tan‘accidentally delete (lose) files ar data from shiphoard equipment

e) Equipment can be physically destroyed.

f) Unauthorized access can be made to keep equipment from operating as usual.

g) Falsification data can be produced to keep equipment from operating as usual.

h) Network services can be discontinued or brought down by many broadcasts as well as ICMP or IGMP

packets (networks and systems can go down in DoS attacks).

Shipboard equipment to be connected with shipboard networks shall meet the requirements set forth in
8.2.4 to eliminate threats from inside of networks to other nodes.
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External threats scenarios

As for threats from outside of shipboard networks, the following scenarios can be envisaged.

a) Threats can be made from unprotected wireless networks.

b) Malwa

re from other shipboard networks can infect 16425-Network equipment.

c¢) Having remotely logged into 16425-Network equipment, shipboard network users can delete files or
data or change settings.

d) Having been installed on shipboard equipment as attack agents, back doors can directly damage the
equipment through switches, routers and other network infrastructure facilities.

e) Data ¢
netwo
1) SQ
2) 0§
3) LI
4) Dq
5) bu
6) se

7) portscan attacks;

8) SY

For secur
16425-Net

13.1.4 16|

13.1.4.1 (
16425-Net

an be leaked or falsified with the following attacks that can be made through other
ks whose backbones are not appropriately controlled:

L injection attacks;
command injection attacks;
AP injection attacks;
S/DDoS attacks;

ffer overflow attacks;

5sion highjack attacks;

N flood attacks.

ty requirements for protection against “threats from outside of shipboard ne
works, see 8.2.4.

125-Network equipment access security

feneral

Authentic

In case of puthentication-with passwords, the following requirements shall be met. Some marn
require lorlg and/or compléx passwords, ban certain words and limit additional passwords.

13.1.4.2

To control the access to devices (e.g. changing device configurations), user authentication functia

provided.

ion examples include passwords and key cards.

ser autherization

uthentication nvnmp]nc include pacculnrdc and l(ny cards

shipboard

tworks to

work equipment shall previde user authentication functions for changing device confligurations.

ufacturers

ns shall be

If the equipment has the functionality for software maintenance by crew or service personnel, the equipment
shall have a mechanism to identify and authorize users to restrict the operation and use of resources.
Appropriate authorization shall be assigned to the user. Only operations and use of resources consistent
with the authorization shall be permitted.

The device shall have at least two authorisations to restrict its operation: general user and administrator
with maintenance mode. The identification of the user is carried out by means of an identification and
password, called an account, or by means of a physical key authorization. In the case of multi-factor
authentication, a combination of these is used. It shall be possible to restrict the operation of the system by

using tools

that are restricted to service personnel.
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In case of authentication with passwords, the following characteristics shall be applied:
— long and/or complex passwords;
— certain words are banned;

— additional passwords are limited.

13.1.4.3 Remote access control
The equipment shall ensure the integrity of transmitted information.

The equipment shall employ cryptographic mechanisms to recognize changes to information during
communicgtion:

13.1.4.4 Remote session

The equipment shall have the capability to terminate a remote session either automatically after a
configurable time of inactivity or manually by the user who initiated the session.

13.1.4.5 (ommunication integrity
The system shall protect the integrity of transmitted information.

The system shall employ cryptographic mechanisms to recoghizé changes to information during
communication.

13.1.4.6 Authorization feedback

The equiprpent shall obscure feedback during the authentication process.
13.1.5 Wireless network access authenticationrmethod

13.1.5.1 General

To ensure the security of the wireless LAN,'both WPA3 personal and WPA2 personal authenticatign methods
shall be available.

The MAC afdress authenticatiop-function may be used.

13.1.5.2 Wireless networkaccess encryption

The encryption shall be‘able to use AES.

13.1.5.3 Use centrol for portable and mobile devices

Portable PCs-and mobile devices to be linked with the 16425-Wireless-Gateway shall be protectdd from the
risks of malware infections and information leakage. When the wireless network system supports the use of
portable and mobile devices, the following shall apply:

a) limit the use of portable and mobile devices as required by design;
b) restrict code and data transfer to/from portable and mobile devices.

NOTE Port limits / blockers (and silicone) can be accepted for a specific system.
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13.1.6 Network design
13.1.6.1 Protection from logical threats

13.1.6.1.1 General

System defences consist of malware infection prevention, host-based firewalls, host-based intrusion
prevention and user notifications. They are related to environments in which equipment is installed.
Measures to prevent malware infections can be taken depending on the equipment used or the environments
in which equipment is installed. Examples of environments in which system defences are provided are

equipment

installed in networks compliant with [EC 61162-460 and this document.

NOTE
in integrate

N

13.1.6.1.2

System deflences for malware protection are provided with one or several of the following items.

Device
complj

a)

b) Device
or thid

docum

Device

9

Examples
interfaces
[EC 61162
navigation

d) Device

«

NOTE 1

ports, whicly are used to read data files; serial programming or debug ports; and network ports.

NOTEZ2 ]

Such equip|
compliant
stipulated

Furthermo
If equipme

pattern fil
performanl

Lo H £ 4 11 i <l i 3 1 loaala | &
IHIP UWIITTI S dI' T 1TUTOPUIISIUVIT TUL TIdtUul dlI Ulodottl o dlItl TTOLUL AdUIVIL PIdlls, VVIIITIT dI' T UTTIHITU TU

d safety management plans (ISMPs) for ships.

Malware protection requirements

s to be installed on networks compliant with IEC 61162-460 or (this document, a

s designed to be installed on controlled networks that are net compliant with IEC-
document. For this security alternative, security measures-specified in [EC 61162-
ent shall be taken. Examples are measures approved by {EEE 802.1X-, RADIUS and DIA

s that do not have accessible interfaces that can be penetrated by malware.

pf such devices are embedded systems that do net have operating systems but do ha
that can be penetrated by malware. More-specific examples are the serial line s
1, the IMO radio (frequency) interface offshere wireless communication or specific f
systems (in other words, radio interfaces that cannot transfer files).

s that do have accessible interfaces that can be penetrated by malware.

Accessible interfaces” refer to interfaces that can be accessed without tools or keys. Examples

'his alternative method is(typpical in on-the-shelf computers with no special configurations.

ment shall not be direetly connected to networks compliant with IEC 61162-460 or thig
network. They shall be connected to controlled 460-Gateway or 16425-Gateway
n IEC 61142-460.

re, the folowing procedures are also necessary.

ht contains malware protection software modules, there is a possibility that malware

ant with ISO 19847 designed to be installed on networks compliattwith this document.

be included

nd devices

61162-460
.60 or this
\METER;

e physical
pecified in
inctions of

include USB

document
networks

protection
meet the

Es are updated. As for equipment with anti-malware software, applications shal

malware and pattern files are constantly updated.

are against

Manufacturers shall obtain documented procedure approval from type approval authorities. To this end,
it is necessary to describe in detail methods to assess and record the effect on equipment of updating anti-
malware definition files or software. This procedure guarantees that specific types of updating do not have
negative impacts on the compliance of intended functions or equipment.

NOTE 3  This updating procedure is equal to the documented quality procedure for assessing the equipment’s chart
updating (data files) and chart engine updating (software).

Installation and operation manuals shall contain explanations on ways to update anti-malware measures
as necessary. Such manuals shall at least describe the conditions on which updates shall be made. When the
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maximum amount of time passes since the last updates of the malware prevention modules, users shall be
advised that they are out-of-date, and notified not to use these old modules.

13.1.6.1.3

Denial of service requirements

Denial of service (DoS) attacks are a broad range of cyberattacks aimed at blocking the use of systems
connected to networks, jeopardizing security and causing eventual damage. When DoS attacks are succeeded
through network connections, they are used as springboards to silence target devices that attackers can
impersonate to have further access or control. Made either directly or indirectly, attacks cause errors and
increase network traffic until victims cannot execute the functions that are intended. They eventually lead
to allowing attackers to fulfil their goals or giving them more opportunities to abuse.

DoS attac

use network protocols that are normally useful and standard network services, co

with nodeq
can cause
channels b

In a broadd
so, by dam

System deflences against DoS attacks are made with one or a combination of the-following items.

Device
which
includg
rules fi

a)

Inside
are no
outsid

b)

Other

Systenp level:

Manuf
DoS at
action

1) Fil
2)
3)
4)

5)

Re
Lo
B4
Ph

in networks and rapidly increase traffic to damage victims while hiding attack souxg
raffic floods, and if this is the case, it is necessary to refrain from establishing normal t
it to use low bands that are not recorded in logs.

T sense, DoS attacks include direct physical actions to disable devices and.indirect ad
hging essential parts of electrical power sources, heat management devices and other

s which are compliant with [EC 61162-460 or this document, designed to be installed i
are compliant with IEC 61162-460 or this document. This option, based on IEC

s a function to monitor networks (including a function to.monitor planned load bala
br firewalls, routers, switches and gateways.

interfaces of closed networks that are not connected to outside or do not have equival
requirements for devices inside networks that(are physically protected and not co
e, such as steering gear control system devices;

Hevices

hcturers shall establish appropriiate boundaries and network actions that are useful i

5 to eliminate DoS attacks-Examples are as follows.
rewalls as well as firewall, router and switch filtering.
dundant network'cennections.

ad balancing:

ndwidth{control (service quality).

ysieak’Separation of network components.

mmunicate
es. Attacks
ransaction

tions to do
Functions.

h networks
61162-460,
ncing) and

bnts. There

nnected to

n reducing

facks. In device installation manuals, it is necessary to take in context boundary lines apd network

13.1.6.1.4

Network segmentation

Networks of different systems shall be physically and/or logically segmented. Networks of control systems,
non-control systems, critical control systems and non-critical control systems shall be segmented from each

other.

13.1.6.2 Protection from physical threats

13.1.6.2.1

General

The shipboard data server shall be protected from physical damage, such as theft, natural breakage and
intentional destruction. The shipboard data server should be installed in the restricted areas designated
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in the IMO ISPS Code Part B, 2020, 9.18 and 9.21.[32] When the shipboard data servers cannot be installed
in these designated restricted areas, protection shall be provided from physical threats, as instructed in
13.1.6.2.2 t0 13.1.6.2.5.

13.1.6.2.2 Installation requirements

As for places to install the shipboard data server, the ship owner shall create policies and develop procedures
to control access in accordance with risk assessments. To prevent unauthorised access, the shipboard data
server shall be installed in locked rooms, on locked racks, in locked cabinets or in locked consoles. Keys shall
be appropriately managed so that only the ship manager has access.

13.1.6.2.3 Connection cables

Communicption cables to be connected with the shipboard data server shall not be casually laid«gn the floor
to keep awpy from damage and disconnection.

13.1.6.2.4| Power source management

Electric-pgwer supply cables to be connected with the shipboard data server shall be protected from damage
and disconnection.

13.1.6.2.5| Interfaces for removal devices

13.1.6.2.5]1 General

The numbgr of points with which removable devices are connected shall be limited to thg minimum
necessary for operation and maintenance.

13.1.6.2.52 Unused connection points

Unused comnection points shall be protected from easy access with one of the following options:
a) blocks|by tools or keys;

b) logicallinvalidation (which cannot he validated);

¢) invalidation with settings requiking authentication.

13.1.6.2.5/3 Operation protection

Connection points used foy-access to data storage shall be configured to permit connection only to data
source identified as USB/device class 08h (USB mass storage).

Other connection points (other USB device classes and non-USB devices) shall be blocked from eagy access to
avoid connlectiofrand use of a different device than intended, e.g. by means of a tool or key or by|password-
protection|(disable/enable) in the device set-up.

The manufacturer shall provide information about the technology used and how the connection point fulfils
the requirement to limit connection to its intended operation.

13.1.6.2.5.4 Executable program file verification

The shipboard data server shall have prohibited all automatic execution from REDS, including auto-run
from USB and CD/DVD. Manual execution of any type of file from REDS shall only be possible after passing
authentication for accessing the executable content of the REDS. Manual execution shall be possible only for
the files that are verified before execution, using digital signature or special keys.

NOTE1 A digital signature method is based on a private/public key pair. Typically, a hash-function is used, for
example the SHA-2 family. Use of MD5 and SHA-1 is now discouraged (see ISO/IEC 10118-3).
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NOTE 2  Special keys can be values calculated from the delivered data using a specified function and compared
against a known and expected value, both the function and the value being specified by the trusted source or sender.

13.1.6.2.5.5 Non-executable data verification

All unfeasible data in REDS shall be verified using digital signature or a special key before used on the
equipment.

13.1.6.2.6

Protection (others)

The shipboard data server shall protect interfaces that are not used for operations.

13-1.6-2-7 Et.lu;puu:ut ula;utcualu.c

To ensure |the continuous availability of the shipboard data server, the manufacturer shall write down
maintenanice methods in maintenance manuals for appropriate maintenance.

13.1.6.3 Wireless network security design

13.1.6.3.1| Authentication protocol

To ensure gecurity for wireless LANs, either the WPA3 personal or WPAZ2 personal authenticati¢n protocol
shall be usgd.

NOTE When MAC addresses are approved, the risk of unauthorized access from outside can be [remarkably
reduced.

13.1.6.3.2| Encryption

For encryption, the AES shall be used.

13.1.6.3.3| Login password

Administrator passwords for accessing 16425-Wireless gateway units shall be made of up of 10 or more
letters and a combination of three of the following four sets: numeric characters, uppercase and lowercase
alphabet lgtters and special characters:

Passwords| for general users shall‘eonsist of eight or more letters, which shall include two of the following
sets: numefric characters, upperease and lowercase alphabet letters and special characters.

Passwords| shall not be jidgéntical to usernames or words listed in the dictionary but shall he random,
meaningless words.

Passwords|shall bekept confidentially to prevent others from gaining access to them.

13.1.6.3.4| ESSID

ESSIDs shall be stealthy and not be accessed easily.

To keep third parties from making unauthorized access, connections from those not designating EESIDs
shall be denied.

Many ESSIDs shall not be defined for single 16425-Wireless-Gateway or 460-Wireless-Gateway units.

NOTE

460-Wireless-Gateway units.
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13.1.6.3.5 Access key

Access keys shall be made up of 10 or more letters and a combination of three of the following four sets:
numeric characters, uppercase and lowercase alphabet letters and special characters.

Access keys shall not be identical to ESSIDs or words listed in the dictionary but shall be random, meaningless
words.

Access keys shall be kept confidentially to prevent others from gaining access to them.
13.1.6.4 Risk analysis (cyber)

Risk analyses are not completed after only one execution. When threats occur or the documents described
in 9.8 are ypdated, analyses shall be conducted again.
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Implementing the content provided in this document

oduction

iguring shipboard equipment and systems in accordance with this document
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htion for shipboard equipment and systems, a number of shipboard equipment w
firmware and software to interconnect separate systems, as well as to thé |config

bd. For example, in a single ship, some of the shipboard equipment has information
to computers, while others, including embedded equipment such as eontrol equipm
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ion network systems for shipboard equipment.

is intended to provide detailed examples of technical infermation that serves as sp¢
here difficulty is expected.
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I shipboard equipment are described for each grade.
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work system design
neral
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b shown in A.2.2 to A(2)5.

pcess 1 — organized necessary function
eneral
vner Should define the purpose of building the shipboard network, the services to b¢

scand systems) the parties 1nvolved the target avallablhty, the data requ1red thd

les of each

b used (e.g.
b means of
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iding data,

possible risks, expansion plans, security management systems and policies and operational plans to achieve
this purpose.

A.2.2.2 Terms of use

In terms of use (see 6.2), an overview is given, and requirements are clarified for every service that uses a
shipboard network. An example of a format for a service overview and requirements is shown in Table A.1.
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Table A.1 — Terms of use

Fields Description Max.
number

Service ID IDs for identifying shipboard systems are unique in shipbuilding orders. |1

Service name Name of shipboard system. 1

Service provider Name of manufacturers. 1

Service overview Overview of the services provided by services. 1

Propose of introduction |Purposes of introducing systems. 1

Service users Roles that receive services onboard and outside ships. When there are unlimited
more than one, list them all.

Service locftion (ship/ T0cations WhHere Services are received. tnjlimited

shore)

Service level agreement  |Targeted occupancy rates.

System ovefrview System configurations and relevant equipment configurations are briefly |1
described. An example is shown in A.2.2.3.

A.2.2.3 HExample of system overview

An examplp is shown of system configurations and relevant equipment configurations.

Shipboard |equipment that provides data are described in : .

Shipboard |equipment that temporarily saves data and relays data to ISO 19847 and ISO 19848 d

are descrihed in

Shipboard jequipment that receives data are described in

hta servers

Each equipgment has a unique ID on board-in‘each subsystem, and related shipboard equipment is linked

with straight lines. An example of a system 6verview is shown in Figure A.1.

Figure A.1 |shows shipboard equipmeént.:
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UL
|

Key

1 AMS 5 offshore PC
2 VDR 6  mail server
3  ballastfsystem 7  onshore PC
4  shipbogrd data server

Figure A.1 — Example of system overview
System intpgrators shall interpret data needed by systems that prdyide services. An example of p format to
interpret necessary data is shown in Table A.2.

Requirement function lists are continuously updated until@hips are completed, and system Integrators
manage thie lists. Even after completion, they are still updated whenever there are system changes, and
ships and ship owners keep a history management record:

Table A.2 — Requirement function list

Fiields Description Max.
number

Service ID IDs for identifying‘shipboard systems described in terms of use. Single 1
service IDs canrsometimes have more than one system detail.

Service narpe Names of'shipboard systems. 1

System infqrmation

System cat¢gory Af-appropriate system category is selected from among category [, [lor |1
I} of IACS UR E22 or Navigation or others, and described.

Location Locations of equipment (e.g. H/W, ECR, ER, CCR and the ship’s office). 1

Environmept require- Environment requirements that are met (e.g. IACS UR E10, IEC 60945).

ments

Security refuirements Security requirements that are met (e.g. ISO 16425, IEC 61162-460, IEC 1
63154 none etc)

Manufacture Manufacturers that provide equipment.

Serial No. Serial numbers with which equipment is uniquely identified.

Request Data

No. Serial numbers for request data. When more than one data is requested |1
from a single equipment, all information is described.

System category An appropriate system category is selected from among category [, [lor |1
I1I of IACS UR E22 or Navigation or others; and described.

TAG ID Describe the required sentence specified in IEC 61162-1 and the known |1

TAG ID of the measuring point of the machinery system.
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Table A.2 (continued)

Fields

Description

Max.
number

Description

Names of necessary data.

Type (Sensor/Event)

Types of data (sensor/event) are described.

Sampling Rate

Minimum required sampling rates. When only specific sampling rates can
be applied, describe it (e.g. 1 < 10, =5, < 60, etc.).

A.2.3 Process 2 — operation plan design

A.2.3.1 General

As for oper

While ship
ship owner

A.2.3.2

Network d

cablestob

A233 D

I

s are under construction, system integrators manage each item of information,and p
s. After ships are completed, history management is kept on board the shipsand by th

ems to manage network devices and cables to be installed

e installed are prepared in network designing phases.

etails of maintenance

System inflegrators and owners figure out manufacturers’ mi@intenance organization in prep

vices and cables to be installed are managed. Data for managihg”16425-Network d

ation plans, information to be managed are organized in accordance with security polIicies.

rovide it to
Pir OWners.

evices and

hration for

shipboard |[system maintenance. For information on maintedance organization, whether updat¢d modules
are applied or not, how maintenance is given (onsite or remote and periodic or occasional) and tHe approval
of upgradipg work and configuration changes, it is necessary to have execution processes andl access to
control paths.
An examplp of a format for detailing maintenange is described in Table A.3.
Table A.3)— Details of maintenance
Fiields Description Max.
number

Service ID IDs foridentifying shipboard systems described in terms of use; single 1

serviee IDs may sometimes have more than one system detail.
Maintenange policy
Module update Whether there are update modules or not. unfimited
Maintenange function How maintenance is provided (e.g. on-site, remote, periodic, occasional). unllimited
Access confrol Access control policies are described (e.g. read, write and execution unflimited

rights).
Maintenang¢e procedure |How maintenance is provided is described. un|limited

A.2.3.4 Back-ups and log management

System integrators and owners figure out how data are backed up and storages are replaced, where backup
media are located, how logs are obtained, log rotations and how logs and data are compressed, saved and

monitored.

An example of a format for back-ups and maintenance is described in Table A.4.
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Table A.4 — Backups and maintenance

Fields Description Max.
number
Service ID IDs for identifying shipboard systems described in Terms of use; single 1
service IDs can sometimes have more than one system detail.
Backups and maintenance
No. Serial numbers are described when a single equipment has more than one |unlimited
backup or logging function.
Backup/Log Types of backups or logging treatments are described. unlimited
Auto/Manual It is described whether backups or logging executions are made automat- |unlimited
ically or manually.
Cycle Intervals of backup and logging executions. Cycles are described as “ir- tnlimited
regular” when they are not cyclic.
Log rotatiop Rotation intervals are described when logs that regularly save backupsler |unflimited
logs are rotated.
Save locatign Where backups or logs and rotated logs are saved. unfimited
Compress Compression forms are described when backups or rotated-logs are com- unlimited
pressed.
A.2.3.5 Qperation of reports
For operatjon reports, see 1ISO 21745.
Regulationis for trouble are applied to ships and either ship owaers or ship managing companigs. Trouble
reports arg submitted to the ship and either ship owners @r managing companies. Report fqrmats and
periods of fime in which to save them are determined in ad¥ance. Trouble states (open or close) arld approval

histories a

A2.4 Pr

A241 N

Systems tg
managed i
informatio

e managed.
bcess 3 — installation devices

etwork equipment management.information

be connected to shipboardtmetworks and network equipment to be connected to s
n accordance with the ingtalation device information. An example of a format for ing
n is described in Table A.5.

Table A.5 — Install equipment information

ystems are
tall device

Fiields Description Max.
number
Install device detaijl
Service ID IDs for identifying shipboard systems described in terms of use; single 1
service IDs can sometimes have more than one system detail.
Service Name Names of shipboard systems. T
Equipment ID IDs for identifying install devices. 1
System division Categories of systems (e.g. equipment that provides data: data providers; |1
equipment that saves and distributes data: brokers; and equipment that
process and display data after receiving them: subscribers).
Date Dates on which install device information is updated.
Version Versions of install device information.
General
Location Locations where equipment is installed (e.g. ECR and electric rooms). 1
Environment require- Environmental requirements that equipment authorizes or complies with |1
ments (e.g. IACSURE10 and IEC 60945).
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Table A.5 (continued)

Fields Description Max.
number
Security requirements Security requirements that equipment authorizes or complies with (e.g. |1
this document and IEC 63154).
Manufacturer Manufacturers of equipment. 1
Mode/Reference Description of whether redundancy configurations can be applied. 1
Occupancy Rate Occupancy rates of equipment. 1
System Category An appropriate system category is selected from among Category [, [Tor |1
I1I of IACS or Navigation or others and described.
System infqrmation
OS/Firmwdre Names of the operating system (OS) of the equipment or firmware (if 1
there is no 0S).
Version Versions of OS or firmware.
Last updatd Dates on which OS or firmware are updated.
Database System
No. Serial numbers of database systems. Information on all database systems |unlimited
is described when a single equipment has more than onedifferent data-
base system.
Database napme Names of database systems. unfimited
Version Versions of database systems. unllimited
Supplier Suppliers of database systems. unfimited
Account information
No. Serial numbers of accounts. Information on all accounts is described unlimited
when a single equipment has moréthan one account.
0S/Software Of OSs and software, which systém’s account information is described. unfimited
User/roll name Whether accounts with inféPmation on individual users or on roll num-  |unlimited
bers are described.
ID Information for identifying users or roll accounts. unfimited
Authority Approval methods,of and information on users or roll accounts (e.g. pass- unfimited
words).
Communicgtion Interface
No. Serial iumbers of communication interfaces. Information on all is de- unfimited
scribed when a single equipment has more than one interface.
Physical Lajyer Media on the physical layers of communication interfaces are described |unfimited
(€.g. category cables, optical cables, wirelesses, etc.).
Address Addresses of communication interfaces (e.g. IP addresses and UIDs). unfimited
Port No. Port no. unllimited
Link speed Available link speeds. When “automatic negotiation” is accommodated, unfimited
describe so [e.g. 10 Mbps, 100 Mbps and 1,000 Mbps (auto)].
Cable requirement Standards for cables to be used (e.g. Category 5E and Category 6A). unlimited
Shield Whether shields are needed is described. unlimited
Cable earth Whether earthing is needed and how they are applied (single or both unlimited
sides) are described.
Frequency Bandwidth that equipment follows (e.g. 2,4 GHz and 5 GHz). unlimited
Encryption Encryption schemes that equipment follows. unlimited
IEEE standard IEEE standards that equipment follows (e.g. I[EEE 802.11a, I[EEE 802.11b, |unlimited

IEEE 802.11g, IEEE 802.11n and IEEE 802.11ac).

Output Information
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Table A.5 (continued)

Fields Description Max.
number

No. Numbers of sessions when data are output are described. All sessions are |unlimited
described when data are output from a single equipment to more than
one unit of equipment or system.

Output port no. Number of ports to which data are output. Physical communication port |unlimited
numbers are described.

Protocol Types of protocols (e.g. ISO 19847, IEC 61162-450, https, etc.). unlimited

Physical layer Media on the physical layers of communication interfaces (e.g. categories, |unlimited
cables, optical cables, wirelesses).

Cable category Category types of cables (e.g. SE and 6A) unjimited

Source por Destination port numbers of IP communications. They can be omitted unflimited
when variable.

Destinatior) port Destination port number of IP communications. unllimited

Format Communication formats (e.g. ISO 19848, IEC 61162-450 and csv)- unllimited

Sampling Rate Transmission intervals. unllimited

TCP/UDP Either TCP or UDP is described. unllimited

Unicast/Muylticast Either Unicast or Multicast is described. unllimited

Occupancy|Rate Occupancy rates are described. unllimited

Ave. Traffig Average communication traffic (kB/s). unllimited

Max. Traffi¢ Maximum communication traffic (kB/s). unllimited

Timing Timing is described at which maximum-.communication traffic is record- unlimited
ed.

Redundant Output port numbers for redundancies are described when there are unlimited
redundancies.

Remark Supplemental information gn output information is described. unfimited

Fields Inforjmation

Output No. The session port inroutput information from which data are output s unfimited
described.

No. Serial numbefs-of output date items. In output numbers, they are unique. |unlimited

Descriptior] Names of output date items. unllimited

TAG Tag ID§ of‘output data items. unllimited

Analogue/Kvent/Alert Types-of output data items. unllimited

Remark Supplementary information on output data items is described. unlimited

Input Information

No. Numbers of sessions in which data are received. All are described when a |unlimited
single equipment receives data from more than one unit of equipment or
system.

Send Data Rrovider equip-|Equipment IDs of data providers that receive data are described unlimited

ment [D

Output no. Numbers output data from shipboard equipment are described. unlimited

Input port no. Physical port numbers that shipboard equipment receive are described. |unlimited

Ave. traffic Average traffic of relevant output numbers described by shipboard equip- |unlimited
ment (kB/s).

Max. traffic Maximum traffic of relevant output numbers described by shipboard unlimited
equipment (kB/s).

Traffic sum. Average traffic calculated by input port numbers of input informationis |unlimited
described.

Max. Traffic sum. Maximum traffic calculated by input port numbers of input information is |unlimited

described.
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A.2.5 Process 4 — Network design

Tables A.1, A.2 and A.5 show information on networks that meet the requirements in Clause 9. The network
design document contains information that can identify the validity of each design for the network device,
network equipment, code, permanent link, and power cable.

Table A.6 describes network device information, while Table A.7 shows network equipment object
information. Table A.8 shows permanent link object information, Table A.9 shows code object information
and Table A.10 shows power cable object information.

Table A.6 — Network device information

Information Description
Service ID IDs that identify systems to which network devices belong.
Device ID IDs that identify devices.

Port inforn;

ation Information that reveals the number of ports, port numbers, whethér there aj

and filtering functions and whether PoE power supply is available.
When there are both HUB and routing functions, ensure that jt{is‘possible to g
functions of each port.

e routing

onfirm the

When PoE power supply can only be made from limited ports, ensure that it i§ possible
to identify from which ports electrical power can be supptied.
Supplier Information that shows arrangements for shipyardsjmakers and ship owners
Installation] location Information that identifies locations at which nétwork devices are installed.
Information that confirms that network devicés are fitted inside and identifies the
equipment inside the network devices, when'network devices are fitted insid¢ racks or
boards.
Earth Information that confirms whethersnetwork devices are earthed.
Note Precautions to take when installifig network devices.
Instruction manuals for installing network devices.contain information on whether it is necesszify to earth
power soufces and communication cables to which they shall be connected. When they shall e earthed,

confirm whether network devices are installed where they can be earthed.

When opti
members g

Confirm liy
connected
trunk port

Confirm th
network dg

Confirm th
the nodes
VLANS).

cal cables in cable type are conmnected to network devices, confirm that places wh
an be earthed are near terminals.

1ks between ports and donnection nodes. For example, equipment for PoE power supply
to ports that are not for PoE power supply. 16425-Network equipment that is not comp
5 cannot be connected to ports that are configured as trunk ports.

at the device,ID’ and address in Table A.5 do not overlap with other network device
bvices or network equipment.

at there-is no incoherence in the access port trunk port in Table A.5. It should be conf
to avhich trunk ports are connected are equipment compatible with IEEE 802.1Q:

bre tension

y cannot be
atible with

s, wireless

irmed that
2018 (TAG
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Table A.7 — Network equipment object information

Information Description
Service ID IDs that identify systems to which network equipment belongs.
Equipment ID IDs that identify equipment.

Port Information

Information that reveals the number of ports, port numbers and whether PoE power
supply is available.

Supplier

Information that shows arrangements for shipyards, makers and ship owners.

Installation location

Information that identifies locations at which network equipment objects are installed.
Information that confirms that network equipment objects are fitted inside and iden-
tifies the equipment inside the network devices, when network equipment objects are
fitted inside racks or boards

Earth

Information that confirms whether network equipment objects are earthed,

Note

Precautions to take when installing network equipment objects.

Instruction manuals for installing network devices contain information on whether jtis necessa{fy to earth

power soufces and communication cables to which they shall be connected. When.they shall
confirm whether network equipment is installed where they can be earthed.

e earthed,

Confirm thiat equipment IDs in Table A.8, Table A.9 and Table A.10 do not overlap with other netwqrk devices,

wireless ne¢twork devices or network equipment.

Confirm whether the connections are made to meet the requirementsinTable A.8, Table A.9 and [lable A.10.

Table A.8 — Permanent link objectinformation

Information Description
Cable type Information that identifies types of cables (e.g. serial cables, category cables and optical
cables).
Cable ID IDs that identify cables.
Shield Information on whether(thére are shields.
Earth Information for figuring out whether permanent link objects shall be earthed
Supplier Information that.shows arrangements for shipyards, makers and ship owners

Connect deyice

Information-that identifies connection devices.

Connect poft

Information that shows the port numbers of connection devices.

Connect mé¢thod

Information that shows connection methods (e.g. directly to connection devices and via
Moddlar Jack).

Note Precautions to take when installing permanent link objects.
Table A.9 — Code object information
Information Description
Cable type Information that identifies types of cables (e.g. serial cables, category cables a1nd optical
Cabtes):
Supplier Information that shows arrangements for shipyards, makers and ship owners.

Connect device

Information that identifies connection devices.

Connect port

Information that reveals the port numbers of connection devices.

Connect method

Information that shows connection methods (e.g. directly to connection devices and via
Modular Jack).

Note

Precautions to take when installing permanent link objects.
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Table A.10 — Power cable object information

Information Description
Supply power Information that identifies whether the power supply is AC voltage or DC voltage.
Cable ID IDs that identify cables.
Shield Information on whether there are shields.
Earth Information for figuring out whether permanent link objects shall be earthed.
Supplier Information that shows arrangements for shipyards, makers and ship owners.

Connect device

Information that identifies connection devices.

Connect terminal No.

Information that identifies the terminal numbers of connection devices.

Connect method

Information that shows connection methods (e.g. directly to connection devices, with

terminal blocks and with receptacles).

Note

Precautions to take when installing power cable objects.

Table A.11,|Table A.12, Table A.13 and Table A.14 are based on network design documents)

Table A.11 — Network device item in a network design document

Fields

Description Max{number

Network dg¢vice detail

Service ID

IDs for identifying shipboard systems and relatedo Service ID de- 1
scribed in Terms of use. Single Service IDs cansometimes have more
than one system detail.

Service Naine Names of shipboard systems. 1
Device ID IDs for identifying wireless network deyices. 1
Model ID Model ID. 1
Serial No. Serial numbers with which equiptent is uniquely identified. 1
Date Dates on which wireless network devices’ firmware is updated. 1
Version Versions of wireless netwerk devices’ firmware. 1
General

Location Locations where wireless network devices are located (e.g. ECRand |1

electric rooms);

Environmept require-
ments

Environmeéntdl requirements that wireless network devices author- |1
ize or comply with (e.g. IACS UR E10 and IEC 60945).

Security refjuirements

Security requirements that equipment authorizes or complies with |1
(etgothis document and [EC 63154).

Manufactufe Manufacturers of wireless network devices. 1

Mode/Reference Describes whether redundancy configurations can be applied. 1

Occupancy|rate Occupancy rates of wireless network devices. 1

Power supply. Electricity supplying systems (e.g. DC24V external power supplies 1
and PoE).

Power consumption Consumption of power. 1

Software/configuration version information

Type Describes whether firmware or configuration files.

File name The names of files that are saved externally are described when con- |1
figuration files are selected in Type.

Version Versions of firmware or configuration files.

Last update Dates on which firmware or configuration files are updated.

Maintenance policy

How maintenance is provided (e.g. on-site, remote, periodic and occa- |1
sional).
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Table A.11 (continued)
Fields Description Max. number

Remote communication |Communication systems are described when maintenance connec- 1
tion is provided online (e.g. telnet, SSH, http and https).

Access control policy Access control policies for information in equipment are described 1
when connections can be made from outside (e.g. read, write and
execution rights).

Account information

No. Serial number of accounts. Information on all is described when a unlimited
single equipment has more than one account.

User/roll Name Names of users or roll accounts. unlimited

ID Information for identifying users or roll accounts. unlirhited

Authority Information for authorizing users or roll accounts (e.g. authorization |unlimited
systems and passwords).

VLAN Settipg

VLANID VLANID unlimited

VLAN Namp VLAN Name unlimited

IP Addressf{mask I[P addresses and subnet masks are described when network devices |unlimited
are layer 3 switches or routers for routing among VLANSs.

Remark Ranges covered by IP addresses used in VLANs arid’supplementary  |unlimitied
explanations on VLANSs are described.

Port Infornjation

Port No. Port numbers of network devices. unlimited

Metal/Opt. Types of cables to be connected. unlimitled

Link Speed Available link speeds. When automatic negotiation is accommodated, |unlimited
describe itas e.g. 10 MB/s, 100;:MB/s and 1,000 MB/s (auto).

Duplex modle Duplex modes that ports accommodate are described (e.g. half, full unlimited
and auto).

Access VLAN ID IDs of VLANS to be connected are described when Port VLANSs are unlimited
configured.

Trunk ID IDs of VLANS to'be connected are described when IEEE 802.1Q-2018 |unlimitied
(TAG VLAN]isconfigured.

MAC addreps Mac addresses are described when they are allotted to ports. unlimited

Cable ID IDs of.cables to be connected to ports are described. unlimited

Device/Eqyipment ID Dévice IDs or Equipment IDs of equipment to be connected to ports  |unlimitied
are described.

Port No. Port numbers of network devices are described when equipment to  |unlimitied
be connected are network devices.

Loop Detect

Loop watcH If the loop detect function is equipped, it is described whether it is 1
zals rinvalid

Enable Port All port numbers that activate loop detects are described.

Recover timer Amount of time until ports are automatically recovered are de-
scribed.

Mode Mode of Loop detect (e.g. STP, RSTP and Turbo Link). 1

SNMP Setting

Version Versions of SNMP (e.g. v1, v2, v2c and v3). 1

SNMP System name Names of network devices of which SNMP managers are notified. 1

Trap address I[P addresses of managers that inform status changes. 1

Trap Conditions for status changes are described. 1
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Table A.11 (continued)
Fields Description Max. number
Trusted host I[P address of hosts that authorize connections when remote accessis |1
made.
IP address IP address accessed from SNMP Manager.
Syslog server Describes the IP Address of the Syslog Server when sending informa-
tion to the Syslog Server.
NTP Server Describes the IP Address of the NTP Server when obtaining the time |1
from the NTP Server.
Time zone Time zones that network devices handle. 1
SNMPv1/v2Infarmation
Communication name Passwords for obtaining information for RW (get/set) in SNMP v1,v2 |1
(RW) and v2c.
Communication name Passwords for obtaining information for RO (get) in SNMP v1,v2 and | I
(RO) v2c.
SNMPv3 Information
SNMP Authlentication Types of user-authorized protocols when SNMP v3 is used (é:g. MD5, |1
Type SHA and DES).
No. Serial numbers of SNMP-authorized users. Informatiozion all is unlimited
described when a single equipment has more than‘one’SNMP user
registered.
User ID IDs for identifying SNMP-authorized users. unlimited
Password Passwords for authorizing SNMP-authorized users. unlimited
Trusted MIB tree Numbers of MIB sub trees to which SNMP users are allowed to refer |unlimited
are described. MIB sub tree numbers\are selected from numbers in
MIB tree information and described.
MIB tree information
No. Serial numbers of MIB sub*trees. Information on all numbers is unlimited
described when a single'equipment has more than one MIB sub tree
registered.
MIB tree OIDs of MIB sub trees that authorize uses are described (e.g. OID = unlimited
1.3.3.4).
Table A.12 — WireleSs network device item in a network design document
Fjelds | Description Max{number
Wireless ngtwork device detail
Service ID IDs that identify shipboard systems and related to Service ID de- 1
scribed in Terms of use; single Service IDs may sometimes have more
than one system detail.
Service Name Names of shipboard systems. 1
Device ID | IDsthat ir‘]ohf—if:y wirelesc notwark dovice 1
Model ID Model ID 1
Serial No. Serial numbers with which equipment are uniquely identified. 1
Date Dates on which wireless network devices’ firmware are updated 1
Version Versions of wireless network devices’ firmware. 1
General
Location Locations where wireless network devices are installed (e.g. ECR and |1
electric rooms).
Environment require- Environmental requirements that wireless network devices author- |1

ments

ize or comply with (e.g. IACS UR E10 and IEC 60945).
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