INTERNATIONAL

ISO

STANDARD 16363

First edition
2012-02-15

Space data and information-transf;
systems — Audit and certification
trustworthy digital repositories

Systemes de transfert des infortnations et données spatiale
certification des référentiels.numériques de confiance

Dr
of

s — Audit et

e Reference number
= — ISO 16363:2012(E)

© S0 2012


https://standardsiso.com/api/?name=e8ab03d5f52a28c82ec8488d5f4d77c3

ISO 16363:2012(E)

COPYRIGHT PROTECTED DOCUMENT

© 1S0 2012

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20

Tel. +4122749 01 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO 2012 — All rights reserved


https://standardsiso.com/api/?name=e8ab03d5f52a28c82ec8488d5f4d77c3

ISO 16363:2012(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non- in liaj i i ely with the
ational Electrotechnical Commission (IEC) on all matters of electrotechnical standardization

Intermational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare International Standards. Draftsinternationpl Standards
adopted by the technical committees are circulated to the member bodies fer{voting. Publigation as an
Interpational Standard requires approval by at least 75 % of the member bodies-casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rightg. ISO shall not be held responsible for identifying any or all such patent rights.

ISO 16363 was prepared by the Consultative Committee <for” Space Data Systems (CCSDS) (as
CCSDS 652.0-M-1, September 2011) and was adopted (without:modifications except those statef in Clause 2
of this International Standard) by Technical Committee ISO/TC-20, Aircraft and space vehicles, Subcommittee
SC 1B, Space data and information transfer systems.
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International Standard defines a recommended practice for assessing the trustWorthing
itories. It is applicable to the entire range of digital repositories. This International Standard
pasis for certification.

cope and field of application are furthermore detailed in subclauses 1.1 and 1.2 of the encl
Cation.

Requirements

irements are the technical recommendations made in«the following publication (reprod
ing pages), which is adopted as an International Standard:

DS 652.0-M-1, September 2011, Audit and certification of trustworthy digital respositories

ne purposes of international standardization;-the modifications outlined below shall apply {4
es and paragraphs of publication CCSDS.652.0-M-1.

sitov
bart is information which is relevant to the CCSDS publication only.
1-6
he following information to the reference indicated:
Document GESDS 650.0-B-1, January 2002, is equivalent to ISO 14721:2003.
B-1

he following information to the reference indicated:

bss of digital
can be used

bsed CCSDS

uced on the

b the specific

(BS]
(B6]

(B7]

Document CCSDS b61.0-B-1, September 200g, Is equivalent to 150 13527:2070.
Document CCSDS 644.0-B-3, June 2010, is equivalent to ISO 15889:2011.

Document CCSDS 647.1-B-1, June 2001, is equivalent to ISO 21961:2003.

3 Revision of publication CCSDS 652.0-M-1

It has been agreed with the Consultative Committee for Space Data Systems that Subcommittee
ISO/TC 20/SC 13 will be consulted in the event of any revision or amendment of publication CCSDS 652.0-M-1.
To this end, NASA will act as a liaison body between CCSDS and ISO.
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AUTHORITY
Issue: Recommended Practice, Issue 1
Date: September 2011

Location: Washington, DC, USA

THis document has been approved for publication by the Management Council pf the
Cqnsultative Committee for Space Data Systems (CCSDS) and represents’ the congensus
teghnical agreement of the participating CCSDS Member Agencies.» Fhe procedyre for
reyiew and authorization of CCSDS documents is detailed in the Pracedures Manual for the
Cansultative Committee for Space Data Systems, and the record @f-“Agency participation in
the authorization of this document can be obtained from theyCCSDS Secretariat |at the
adpress below.

THis document is published and maintained by:

CCSDS Secretariat

Space Communications and Navigation Office, 7L70
Space Operations Mission Directorate

NASA Headquarters

Washington, DC 20546-0001; USA

CCSDS 652.0-M-1 Page i September 2011
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely voluntary,
the results of Committee actions are termed Recommendations and are not in themselves
considered binding on any Agency.

CCSOS Recommendations take two forms: Recommended Standards that are prescript{ve
and arg the formal vehicles by which CCSDS Agencies create the standards that specify hpw
elemepts of their space mission support infrastructure shall operate and interoperate wjith
others} and Recommended Practices that are more descriptive in nature and.are-intended| to
provide general guidance about how to approach a particular problem associated with space
missign support. This Recommended Practice is issued by, and represents the consensus pf,
the CCSDS members. Endorsement of this Recommended Practice-is entirely voluntary
and does not imply a commitment by any Agency or organization to implement [its
recommendations in a prescriptive sense.

No lafer than five years from its date of issuance, this. Recommended Practice will |be
reviewed by the CCSDS to determine whether it should: (1) remain in effect without change;
(2) be changed to reflect the impact of new technologies, new requirements, or ngw
directions; or (3) be retired or canceled.

In thase instances when a new version of @ Recommended Practice is issued, existing
CCSDOS-related member Practices and implementations are not negated or deemed to be ngn-
CCSDOS compatible. It is the responsibility of each member to determine when such Practi¢es
or implementations are to be modified. Each member is, however, strongly encouraged|to
direct|planning for its new Praetices and implementations towards the later version of the
Recompmended Practice.

CCSDS 652.0-M-1 Page ii September 2011
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FOREWORD

This document is a technical Recommendation to use as the basis for providing audit and
certification of the trustworthiness of digital repositories. It provides a detailed specification
of criteria by which digital repositories shall be audited.

The OAIS Reference Model (reference [1]) contained a roadmap which included the need for
a certification standard. The initial work was to be carried out outside CCSDS and then

brought back-into CCSDS to-take nto-the standard-

In| 2003, Research Libraries Group (RLG) and the National Archives and Rgcords
Administration (NARA) created a joint task force to specifically address digital repgsitory
ceftification. That task force published Trustworthy Repositories Audit,:& Certifigation:
Crjiteria and Checklist (TRAC—reference [B3]), on which this Recommended Pragtice is
based.

THrough the process of normal evolution, it is expected that expansion, deletipn, or
modification of this document may occur. This Recommended Practice is therefore qubject
to |CCSDS document management and change control procedures, which are defined|in the
Prpcedures Manual for the Consultative Committeexfor Space Data Systems. Qurrent
vefsions of CCSDS documents are maintained at the CCSDS Web site:

http://www.ccsds.org/

Questions relating to the contents or status of this document should be addressed |to the
CCSDS Secretariat at the address indicated on page i.

CCSDS 652.0-M-1 Page iii September 2011
© 1SO 2012 — All rights reserved 7


https://standardsiso.com/api/?name=e8ab03d5f52a28c82ec8488d5f4d77c3

ISO 16363:2012(E)
AUDIT AND CERTIFICATION OF TRUSTWORTHY DIGITAL REPOSITORIES

At time of publication, the active Member and Observer Agencies of the CCSDS were:

Member Agencies

— Agenzia Spaziale Italiana (ASI)/Italy.

— Canadian Space Agency (CSA)/Canada.

— Centre National d’Etudes Spatiales (CNES)/France.

— China National Space Administration (CNSA)/People’s Republic of China.
— Deutsches Zentrum flr Luft- und Raumfahrt e.V. (DLR)/Germany.

— | Federal Space Agency (FSA)/Russian Federation.

— | Instituto Nacional de Pesquisas Espaciais (INPE)/Brazil.

— | Japan Aerospace Exploration Agency (JAXA)/Japan.

— | National Aeronautics and Space Administration (NASA)/USA.
— | UK Space Agency/United Kingdom.

Obseryer Agencies

— | Austrian Space Agency (ASA)/Austria.

— | Belgian Federal Science Policy Office (BFSPO)/Belgiun:

— | Central Research Institute of Machine Building (TsNIHVash)/Russian Federation.
— | China Satellite Launch and Tracking Control General, Beijing Institute of Tracking
and Telecommunications Technology (CLTC/BI TT)/China.

— | Chinese Academy of Sciences (CAS)/China.

— | Chinese Academy of Space Technology (SAST)/China.

— | Commonwealth Scientific and Industrial:*Research Organization (CSIRO)/Australia,.
—| CSIR Satellite Applications Centre (€SIR)/Republic of South Africa.

— | Danish National Space Center (DNSC)/Denmark.

— | Departamento de Ciéncia e Tecnologia Aeroespacial (DCTA)/Brazil.

— | European Organization forithe Exploitation of Meteorological Satellites
(EUMETSAT)/Europe.

— | European Telecommunications Satellite Organization (EUTELSAT)/Europe.

— | Geo-Informatics and’Space Technology Development Agency (GISTDA)/Thailand
— | Hellenic National Space Committee (HNSC)/Greece.

— | Indian Spacé-Research Organization (ISRO)/India.

— | Institute of-Space Research (IKI)/Russian Federation.

— | KFKI'Research Institute for Particle & Nuclear Physics (KFKI)/Hungary.

— | Korea Aerospace Research Institute (KARI)/Korea.

— | Ministry of Communications (MOC)/Israel.

— —National Institute of Information and Communications Technology (NTCT)/Japan.
— National Oceanic and Atmospheric Administration (NOAA)/USA.

— National Space Agency of the Republic of Kazakhstan (NSARK)/Kazakhstan.

— National Space Organization (NSPO)/Chinese Taipei.

— Naval Center for Space Technology (NCST)/USA.

— Scientific and Technological Research Council of Turkey (TUBITAK)/Turkey.

— Space and Upper Atmosphere Research Commission (SUPARCO)/Pakistan.

— Swedish Space Corporation (SSC)/Sweden.

CCSDS 652.0-M-1 Page iv September 2011
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— United States Geological Survey (USGS)/USA.

CCSDS 652.0-M-1 Page v September 2011
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DOCUMENT CONTROL
Document  Title Date Status
CCSDS Audit and Certification of September  Original issue

652.0-M-1  Trustworthy Digital Repositories, 2011
Recommended Practice
Issue 1

CCSDS 652.0-M-1 Page vi September 2011
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1 INTRODUCTION
1.1 PURPOSE AND SCOPE

The main purpose of this document is to define a CCSDS Recommended Practice on which
to base an audit and certification process for assessing the trustworthiness of digital
repositories. The scope of application of this document is the entire range of digital
repositories.

1.2 APPLICABILITY

THis document is meant primarily for those responsible for auditing digitalirepositorips and
alqo for those who work in or are responsible for digital repositories~seeking objective
measurement of the trustworthiness of their repository. Some institutiens'may also chqose to
use these metrics during a design or redesign process for their digital-repository.

1.3 RATIONALE

In|1996 the Task Force on Archiving of Digital Information (reference [B1]) declafed, ‘a
critical component of digital archiving infrastructurezis the existence of a sufficient number of
trysted organizations capable of storing, migrating, and providing access to [digital
collections’. The task force saw that ‘trusted’>or trustworthy organizations could not $imply
identify themselves. To the contrary, the task force declared, ‘a process of certificatijon for
digital archives is needed to create am-overall climate of trust about the prospgcts of
préserving digital information’.

Wprk in articulating responsible digital archiving infrastructure was furthered by the
deyelopment of the Open,~Archival Information System (OAIS) Reference Model
(rgference [1]). Designed to create a consensus on ‘what is required for an archive to provide
pefmanent or indefinite_long-term preservation of digital information’, the OAIS addressed
fupdamental questions regarding the long-term preservation of digital materials that cut
acfoss domain-specific implementations. The reference model (ISO 14721) provjdes a
common conceptual framework describing the environment, functional components, and
informatiof._objects within a system responsible for the long-term preservation of digital
materials.~Long before it became an approved standard in 2002, many in the cultural heritage
community had adopted OAIS as a model to better understand what would be needetli from

d' Y | i +
IUIlaI PIESCTVAUIUIT SYSUTITIS.

Institutions began to declare themselves ‘OAIS-compliant’ to underscore the trustworthiness
of their digital repositories. However, there was no established understanding of ‘OAIS-
compliance’ beyond being able to apply OAIS terminology to describe their archive, despite
there being a compliance section in OAIS which specifies the need to support the model of
information and fulfilling the mandatory responsibilities.

CCSDS 652.0-M-1 Page 1-1 September 2011
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Claims of trustworthiness are easy to make but are thus far difficult to justify or objectively
prove. Establishing more clear criteria detailing what a trustworthy repository is and is not

has become vital.

In 2002, Research Libraries Group (RLG) and Online Computer Library Center (OCL
jointly published Trusted Digital Repositories: Attributes and Responsibilit

C)
ies

(reference [B2]), which further articulated a framework of attributes and responsibilities for
trusted, reliable, sustainable digital repositories capable of handling the range of materials

held byJarge-and-small cultural heritage and-research-institutions—TFhe framework was brg
enough to accommodate different situations, technical architectures, and institutio
resporjsibilities while providing a basis for the expectations of a trusted repository. T
document has proven to be useful for institutions grappling with the long-term_preservati
of culjural heritage resources and has been used in combination with the OAlS-as a dig
preseryation planning tool. As a framework, this document concentrated-on high-le
organizational and technical attributes and discussed potential models_for digital repositc
certification. It refrained from being prescriptive about the specific nature of rapi
emergjng digital repositories and archives and instead reiterated, thecall for certification

ad
nal
he
on
tal
el
Dry

Iy
of

digitall repositories, recommending the development of certification program and articulation

of auditable criteria.

OAIS| included a Roadmap for follow-on standards “which included ‘standard(s)

accreclitation of archives’. It was agreed that RLG'.and National Archives and Reco
Administration (NARA) would take this particularitopic forward and the later published {
TRAQ (reference [B3]) document which combined ideas from OAIS (reference [1]) 3
Trusted Digital Repositories: Attributes and<Responsibilities (TDR—reference [B2]).

The cyrrent document follows on from-TRAC in order to produce an I1SO standard.

14 PBTRUCTURE OF THISDOCUMENT
This document is divided:into informative and normative sections and annexes.

Sectiops 1-2 of this;document are informative and give a high-level view of the rationale, 1
conceptual envirgnment, some of the important design issues, and an introduction to |
terminjology ane. concepts.

for
ds
he
nd

he
he

ent

— | Séetion 1 gives purpose and scope, rationale, a view of the overall docum

— Section 2 provides an overview of audit and certification criteria, ideas about

evidence to support claims, and a discussion of related standards.

Metrics are empirically derived and consistent measures of effectiveness. When
evaluated together, metrics can be used to judge the overall suitability of a repository

to be trusted to provide a preservation environment that is consistent with the goals

of

CCSDS 652.0-M-1 Page 1-2 September 2011
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the OAIS. Separately, individual metrics or measures can be used to identify possible
weaknesses or pending declines in repository functionality.

— Sections 3 to 5 provide the normative metrics against which a digital repository may
be judged. These sections provide metrics grouped as follows:

» covers Organizational Infrastructure;

» covers Digital Object Management;

» covers Infrastructure and Security Risk Management.
Each section groups metrics into one or more subsections.
— Security considerations are discussed in annex A.

— Annex B provides Informative References.

DEFINITIONS
9.1 ACRONYMS AND ABBREVIATIONS

AlP Archival Information Package (definedin reference [1])

CCSDS Consultative Committee for Space.Data Systems

DEDSL Data Entity Specification Langtage (see reference [B7])

DIP Dissemination Information Package (defined in reference [1])
FITS Flexible Image Transport.System

GIS Geographic Information System

ISP International Orgahization for Standardization

Open Archival 4nformation System (see reference [1])
Preservation Description Information (defined in reference [1])
Submission/Information Package (defined in reference [1])
Text Eneoding Initiative

Unified Modeling Language

Extensible Markup Language

alpreservatic orests—a—range—of different ¢g HRities—eac a—distinct
vocabulary and local definitions for key terms. A glossary is included in this document, but it
is important to draw attention to the usage of several key terms.

In general, key terms in this document have been adopted from the OAIS Reference Model.
One of the great strengths of the OAIS Reference Model has been to provide a common
terminology made up of terms ‘not already overloaded with meaning so as to reduce
conveying unintended meanings’ (reference [1]). Because the OAIS has become a

CCSDS 652.0-M-1 Page 1-3 September 2011
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foundational document for digital preservation, the common terms are well understood and
are therefore used within this document.

The OAIS Reference Model uses ‘digital archive’ to mean the organization responsible for

digital

preservation. In this document, the term ‘repository’ or phrase ‘digital repository’ is

used to convey the same concept in all instances except when quoting from the OAIS. It is
important to understand that in all instances in this document, ‘repository’ and ‘digital
repository’ are used to convey dlgltal reposnorles and archlves that have, or contrlbute to,

concej
‘Desid
sever

differg
Comn

Finally
reposi

1521

Unles
(referg

Acces
the ap
reposi
examy

: ; . d—fy : S 8s S
bt of the ‘DeSIgnated Communlty A rep03|tory may have a smgle generallzed
nated Community’ (e.g., every citizen of a country), while other repositories may hgve
I, distinct Designated Communities with highly specialized needs, each, requiring
nt functionality or support from the repository; this document uses the terar’Designated
unity to cover this second case also.

, this document names criteria that, combined, evaluate the trustworthiness of digital
[ories and archives.

Glossary

otherwise indicated, other definitions are takén from the OAIS Reference Model
nce [1]).

5 Policy: Written statement, authorized by the repository management, that describpes
pbroach to be taken by the repository for-providing access to objects accessioned into the
fory. The Access Policy may distinguish between different types of access rights, for
le between system administrators] Designated Communities, and general users.

Practice: Actions conducted t@ execute procedures. Practices are measured by logs or other

evider

Prese
the re
object

NOTH

ce that record actions_ cempleted.

rvation Implementation Plan: A written statement, authorized by the management|of
hository, that<{describes the services to be offered by the repository for preserving
5 accessioned- into the repository in accordance with the Preservation Policy.

— «The relationship between these terms is motivated as follows. A repository] is

assumed to have an overall Repository Mission Statement, part of which will [be

concarnad wiath nroonr\lahnn Tha Dv‘oonr\lahnn Ctratanie Dlan ctatnc howay he

CUNCCTCcU—vwwitr— prococrvatroTy LELELAYZE ] CTrvTtioTr—otiatC o T arT— otatC o~ Tovy

mission will be achieved, in general terms with goals and objectives. The
Preservation Policy then declares the range of approaches that the repository will
employ to ensure preservation (that is, to implement the Preservation Strategic
Plan), and finally the Preservation Implementation Plan translates those into
services that the repository must carry out. This is an abstract documentary
model that, in reality, can result in different documents, a different distribution of
subjects between documents, different document names, etc.

CCSDS 652.0-M-1 Page 1-4 September 2011
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Preservation Policy: Written statement, authorized by the repository management, that
describes the approach to be taken by the repository for the preservation of objects
accessioned into the repository. The Preservation Policy is consistent with the Preservation
Strategic Plan.

Preservation Strategic Plan: A written statement, authorized by the management of the
repository, that states the goals and objectives for achieving that part of the mission of the
repository concerned with preservation. Preservation Strategic Plans may include long-term

anf*l chart-tarm nlanc
C—>HOH-teHH-PHaHS:

Priocedure: A written statement that specifies actions required to complete a servicg or to
achieve a specific state or condition. Procedures specify how various aspects-of ‘the rglevant
Preservation Implementation Plans are to be fulfilled.

(@]

Provider (or Submitter): A person or system that submits a digital ohject to the repgsitory.
The Provider can be the Producer.

Rgpository Mission Statement: A written statement, authorized by the management|of the
repository, that, among other things, describes the commitment of the organization for the
stqwardship of digital objects in its custody.

1.%.3 NOMENCLATURE

The following conventions apply for the_normative specifications in this Recomnjended
Practice:

a) the words *shall” and ‘must’<imply a binding and verifiable specification;
b) the word ‘should” implies an optional, but desirable, specification;

c) the word ‘may’ implies an optional specification;

d) the words ‘“is’;~are’, and ‘will” imply statements of fact.

NQTE - These conventions do not imply constraints on diction in text that is ¢learly
informative in nature.

1.5.4< CONVENTIONS
i

—

g fottowimgconventions appty:
— The term Designated Community may include multiple Designated Communities.

— Sub-metrics for any section are intended to help clarify and elucidate their superior
item. Satisfaction of the sub-metrics provides evidence supporting a claim of
compliance with the hierarchically superior items.
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— Each metric has one or more of the following informative pieces of text associated
with it:

e Supporting Text: giving an explanation of why the metric is important;

» Examples of Ways the Repository Can Demonstrate It Is Meeting This
Requirement: providing examples of the evidence which might be examined to
test whether the repository satisfies the metric;

PY Nicerccinn: clarificatinne ahant tha intant nf tha matrie
L TJUVUUJIJITUTT,. UTUTNTIniuvUuliTvTi iy UvuUuUtL Liiu aritueriue vr triv 1rivinriTu,

1.6 CONFORMANCE

An arthive that conforms to this Recommended Practice shall have satisfied-the auditor [on
each gf the requirements.

Conformance to these metrics, as with all other such standards, is a matter of judgment. Tlhe
suppofting organization and practice of auditing will lead tg, the creation of auditofs’
guideljines, as described in the draft ISO 16919.

As depcribed in the referenced 1ISO documents, the aimcof the audit process is to creat¢ a
procegs of continuous improvement. Thus the outcomé of the audit will not be a simple
yes/nd but rather a judgment about areas that need improvement.

1.7 REFERENCES

The fallowing documents contain pravisions which, through reference in this text, constitlite
provisjons of this Recommended Practice. At the time of publication, the editions indicated
were yalid. All documents are-stibject to revision, and users of this Recommended Practjce
are erjcouraged to investigate jthe possibility of applying the most recent editions of the
documents indicated below.) The CCSDS Secretariat maintains a register of currently valid
CCSDOS documents.

[1] Reference Madel for an Open Archival Information System (OAIS). Recommendation
for SpaceyData System Standards, CCSDS 650.0-B-1. Blue Book. Issue |1.
jVashington, D.C.. CCSDS, January 2002. [Also published as ISO 14721:2003.]

NOTH_ = _Informative references are listed in annex B.
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2 OVERVIEW OF AUDIT AND CERTIFICATION CRITERIA

This section provides an overview of some of the key concepts that are incorporated in the
design of the metrics in this Recommended Practice.

21 ATRUSTWORTHY DIGITAL REPOSITORY

At _the very basic level, the definition of a trustworthy digital repository must start with ‘a
mission to provide reliable, long-term access to managed digital resources to its Designated
Cgmmunity, now and into the future’ (reference [B2]). Expanding the definition-has ¢aused
great discussion both within and across various groups, from the broad digital presenvation
community to the data archives or institutional repository communities.

A |trustworthy digital repository will understand threats to and risks within its systems.
Cqnstant monitoring, planning, and maintenance, as well as conscigus actions and s{rategy
plementation will be required of repositories to carry out their mission of (digital
préservation. All of these present an expensive, complex- undertaking that depgsitors,
stgkeholders, funders, the Designated Community, and othet/digital repositories will rjeed to
rely on in the greater collaborative digital preservation® environment that is required to
prgserve the vast amounts of digital information“generated now and into the future.
Cgmmunicating audit results to the public—transparency—will engender more trugt, and
additional objective audits, potentially leading\towards certification, will promote further
tryst in the repository and the system that supports it. Finally, attaining trustworthy status is
nof a one-time accomplishment, achieved and forgotten. To retain trustworthy status, a
repository will need to undertake a regular cycle of audit and/or certification.

2.2 EVIDENCE

Aq noted in 1.5.4 each meétric has associated with it informative text under the heading
EXxamples of Ways the’ Repository Can Demonstrate It Is Meeting This Requirgment:
providing examples-of the evidence which might be examined to test whether the repgsitory
satisfies the metri¢c. These examples are illustrative rather than prescriptive, and the lists of
pogsible evidence are not exhaustive.

2.3 ~RELEVANT STANDARDS, BEST PRACTICES, AND CONTROLS

Numerous documents and standards include pieces that are applicable or related to this work.
These standards are important to acknowledge and embrace as complementary audit tools. A
few examples:

— The ISO 9000 family of standards (e.g., Quality Management Systems—
Fundamentals and Vocabulary—reference [B9]) addresses quality assurance
components within an organization and system management that, while valuable,
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It is important to acknowledge that thereis real value in knowing whether an institution

certifi
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standgrds will be able to-use those certifications as evidence during the digital repositg

audit.
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were not specifically developed to gauge the trustworthiness of organizations

operating digital repositories.

Similarly, ISO 17799:2005 (reference [B10]) was developed specifically to address
data security and information management systems. Like ISO 9000, it has some very

valuable components to it but it was not designed to address the trustworthiness

of

digital repositories. Its requirements for information security seek data security
compliance to a very granular level, but do not address organizational, procedural,

and preservation planning components necessary for the long-term management

of

digital resources.

ISO 15489-1:2001 and I1SO 15489-2:2001 (references [B11] and [B12])" define
systematic and process-driven approach that governs the practice of records’manag
and any person who creates or uses records during their business activities, tre
information contained in records as a valuable resource and business asset, g
protects/preserves records as evidence of actions. Conformance 40;#SO 15489 requi

procedures, and practices for records management, but, by design, addresses reco
management specifically rather than applying to all types of repositories and archive

Finally, ISO 14721:2003, the Open Archival Information System Reference Mod
provides a high-level reference model or framework identifying the participants
digital preservation, their roles and responsibitities, and the kinds of information to
exchanged during the course of depositand ingest into and dissemination fromn
digital repository.

bd to related standards or meets©ther controls that would be relevant to an audit.

nly, an institution that hasundertaken any kind of certification process—even if ng
evaluated components(overlap with a digital repository audit—will be better prepat
pital repository certification. And those that have achieved certification in rela
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3 ORGANIZATIONAL INFRASTRUCTURE
3.1 GOVERNANCE AND ORGANIZATIONAL VIABILITY

3.1.1 The repository shall have a mission statement that reflects a commitment to the
preservation of, long term retention of, management of, and access to digital
information.

Supparting Text

THis is necessary in order to ensure commitment to preservation, retention, management and
acgess at the repository’s highest administrative level.

[®)]

Examples of Ways the Repository Can Demonstrate It Is Meeting This-Requirement

Mission statement or charter of the repository or its parent organization that specifically
adfresses or implicitly calls for the preservation of information and/or other resources| under
its[purview; a legal, statutory, or government regulatory mandate’applicable to the repgsitory
that specifically addresses or implicitly requires the preservation, retention, management and
acgess to information and/or other resources under its purview.

Dikcussion

THe repository’s or its parent organization’s;mission statement should explicitly address
préservation. If preservation is not among: the primary purposes of an organizatign that
houses a digital repository then preservation may not be essential to the organization’s
mission. In some instances a repository pursues its preservation mission as an outgroyth of
the¢ larger goals of an organization.im which it is housed, such as a university or a govenment
agency, and its narrower mission-may be formalized through policies explicitly adopt¢d and
approved by the larger organization. Government agencies and other organizations may have
legal mandates that require they preserve materials, in which case these mandates ¢an be
supstituted for missien-statements, as they define the purpose of the organization. Mission
stgtements should be-Kept up to date and continue to reflect the common goals and practices
for preservation,

3.1.2 TRe repository shall have a Preservation Strategic Plan that defings the
aqproach the repository will take in the long-term support of its mission.

Supporting Text

This is necessary in order to help the repository make administrative decisions, shape
policies, and allocate resources in order to successfully preserve its holdings.
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Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Preservation Strategic Plan; meeting minutes; documentation of administrative decisions
which have been made.

Discussion

The strategic plan should be based on the organization’s established mission, and on its
defined values, vision and goals. Strategic plans typically cover a particular finite time
period, normally in the 3-5 year range.

3.1.2.1 The repository shall have an appropriate succession plan, contingency plaps,
and/of escrow arrangements in place in case the repository ceases to @perate or the
goverhing or funding institution substantially changes its scope.

Supporting Text

This i§ necessary in order to preserve the information content.entrusted to the repository |by
handing it on to another custodian in the case that the repository Ceases to operate.

Examples of Ways the Repository Can Demonstrate At Is Meeting This Requirement

Writtgn and credible succession and contingency:plan(s); explicit and specific statemént
documenting the intent to ensure continuity of the repository, and the steps taken and to be
taken |to ensure continuity; escrow of critical code, software, and metadata sufficient|to
enablg reconstitution of the repository and its content in the event of repository failufe;
escrow and/or reserve funds set aside-fer contingencies; explicit agreements with successor
organizations documenting the measures to be taken to ensure the complete and formal
transfer of responsibility for the<repository’s digital content and related assets, and granting
the requisite rights necessary to,ensure continuity of the content and repository services.

Discussion

A reppsitory’s failure threatens the long-term sustainability of a repository’s information
content. It is net¢sufficient for the repository to have an informal plan or policy regarding
where|its data-goes should a failure occur. A formal plan with identified procedures needs|to
be in place.

3.1.2.2 The repository shall monitor its organizational environment to determine
when to execute its succession plan, contingency plans, and/or escrow arrangements.

Supporting Text

This is necessary in order to ensure that the repository can recognize when it is necessary to
execute those plans.

CCSDS 652.0-M-1 Page 3-2 September 2011
22 © ISO 2012 — All rights reserved


https://standardsiso.com/api/?name=e8ab03d5f52a28c82ec8488d5f4d77c3

ISO 16363:2012(E)

AUDIT AND CERTIFICATION OF TRUSTWORTHY DIGITAL REPOSITORIES

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Administrative policies, procedures, protocols, requirements; budgets and financial analysis
documents; fiscal calendars; business plan(s); any evidence of active monitoring and
preparedness.

Discussion

The management of a repository should have formal procedures in place to periodically check
on| the viability of the repository. This periodic check should be used to determing if, or
when, to execute the repository’s formal succession plan, contingency plans, and/or géscrow
arfangements.

3.1.3 The repository shall have a Collection Policy or other document that spgcifies
the type of information it will preserve, retain, manage, and provide access to.

Sypporting Text

THis is necessary in order that the repository has guidanceon acquisition of digital content it
will preserve, retain, manage and provide access to.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Cqllection policy and supporting documents;-Preservation Policy, mission, goals and |vision
of[the repository.

Dikcussion

THe collection policy can be«used to understand what the repository holds, what it dges not
hold, and why. The collection policy supports the broader mission of the repository. Without
sugh a policy the repository is likely to collect in a haphazard manner, or store large amounts
of|low-value digital ‘eontent. The collection policy helps the organization to identify what
digital content it-will and will not accept for ingestion. In an organization with a broader
mission than preservation of digital content the collection policy helps to define the fole of
the repositoryxwithin the larger organizational context.

3.2 C-ORGANIZATIONAL STRUCTURE AND STAFFING

3.2.1 The repository shall have identified and established the duties that it needs to
perform and shall have appointed staff with adequate skills and experience to fulfill
these duties.

Discussion

Staffing of the repository should be by personnel with the required training and skills to carry
out the activities of the repository. The repository should be able to document through

CCSDS 652.0-M-1 Page 3-3 September 2011

© 1SO 2012 — All rights reserved

23


https://standardsiso.com/api/?name=e8ab03d5f52a28c82ec8488d5f4d77c3

ISO 16363:2012(E)

24

AUDIT AND CERTIFICATION OF TRUSTWORTHY DIGITAL REPOSITORIES

development plans, organizational charts, job descriptions, and related policies and
procedures that the repository is defining and maintaining the skills and roles that are

required for the sustained operation of the repository.

3.2.1.1 The repository shall have identified and established the duties that it needs
perform.

Supporting Text

to

This i$ necessary in order to ensure that the repository can complete all tasks associated-wjith

the long-term preservation and management of the data objects.

les of Ways the Repository Can Demonstrate It Is Meeting This Requirement

order to ensure long-term sustainability, a repositoky must be aware of all required activit
and demonstrate that it can successfully complete them. The repository can achieve the
aims by, for example, identifying the compgtencies and skill sets required to carry out
activities over time—e.g., archival training;technical skills, and legal expertise.

3.2.1.2 The repository shallshave the appropriate number of staff to support
functipns and services.
Supporting Text

This i$ necessary in_order to ensure repository staffing levels are adequate for preserving {
digital content and-providing a secure, quality repository.

Examples 6f-Ways the Repository Can Demonstrate It Is Meeting This Requirement

Nt
nd

to
In
es
Se
its

Organrzatiomal—charts; definitronsof Totesandresponsibitities; comparisormrof staffmgtev
to industry benchmarks and standards.

Discussion

The repository should determine the appropriate number and level of staff that corresponds

to

requirements and commitments. The repository should also demonstrate how it evaluates

staff effectiveness and suitability to support its functions and services.
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3.2.1.3 The repository shall have in place an active professional development program
that provides staff with skills and expertise development opportunities.

Supporting Text

This is necessary to ensure that staff skill sets evolve as the repository technology and
preservation procedures change.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Prpfessional development plans and reports; training requirements and trainipg“budgets,
documentation of training expenditures (amount per staff); performance|-goals and
documentation of staff assignments and achievements, copies of certificates awarded.

Dikcussion

Technology and general practices for digital preservation will contirite to change, as will the
requirements of its Designated Community, so the repository must ensure that its staff{s skill
sets evolve. Ideally the repository will meet this requirement through a lifelong legrning
approach to developing and retaining staff.

3.3 PROCEDURAL ACCOUNTABILITY AND PRESERVATION POLICY
FRAMEWORK

Dgcumentation assures stakeholders (comsumers, producers, and contributors of digital
content) that the repository is meeting-its requirements and fully performing its role as a
trystworthy digital repository. Ac-repository must create documentation that reflegts its
Mission Statement and Strategic Plan and captures its normal activities. This pntails
documenting all repository processes, decision-making, and goal setting. Documentation is
provided so that the activities of the repository will be understood by stakeholdefs and
management. It ensures that repository policies and procedures are carried out in approved,
copsistent ways, resulting in long-term preservation and access to digital content in itp care.
Caqrtification, the clearest indicator of a repository’s sound and standards-based practice, is
fagilitated by procedural accountability and documentation.

o

3.3.14 The repository shall have defined its Designated Community and associated
knowledge base(s) and shall have these definitions appropriately accessible.

Supporting Text

This is necessary in order that it is possible to test that the repository meets the needs of its
Designated Community.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

A written definition of the Designated Community.
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Discussion

The Designated Community is defined as ‘an identified group of potential Consumers who
should be able to understand a particular set of information. The Designated Community
may be composed of multiple user communities. A Designated Community is defined by the
archive and this definition may change/evolve over time’ (OAIS Glossary, reference [1]).

Examples of Designated Community definitions include:

— | General English-reading public educated to high school and above, with access-t¢ a
Web Browser (HTML 4.0 capable).

— | For Geographic Information System (GIS) data: GIS researchers—undergraduates gnd
above—having an understanding of the concepts of Geographic data-and having
access to current (2005, USA) GIS tools/computer software, e.g., Ar¢info (2005).

— | Astronomer (undergraduate and above) with access to Flexible Image Transpprt
System (FITS) software such as FITSIO, familiar with astronomical spectrographic
instruments.

— | Student of Middle English with an understanding of Text Encoding Initiative (TEI)
encoding and access to an XML rendering enviroriment.

e Variant 1; Cannot understand TEI;

* Variant 2: Cannot understand TEI ang:no access to XML rendering environment;

* Variant 3: No understanding.of+Middle English but does understand TEI gnd
XML.

— | The repository has defined.the external parties, and its assets, owners, and uses. Two
groups: the publishers of scholarly journals and their readers, each of whom hgve
different rights to access material and different services offered to them.

Some |repositories may.'call themselves, for example, a “‘dark archive’, an archive that has a
policy| not to allow consumers to get access to its contents for a certain period of time, bhut
they would neverthéless need a Designated Community.

3.3.2 | TheY repository shall have Preservation Policies in place to ensure [its
Presegvation Strategic Plan will be met.

Supporting Text

This is necessary in order to ensure that the repository can fulfill that part of its mission
related to preservation.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Preservation Policies; Repository Mission Statement.
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Discussion

Repository policies show how the repository fulfills the requirements of the repository’s
preservation strategic plan. For example, a preservation strategic plan may contain a
requirement that the repository ‘comply with current preferred preservation standards’. The
preservation policy might then require that the repository ‘monitor current preservation
standards and ensure repository compliance with the preferred preservation standards’. In
another example the rep03|tory may be requwed by the strateglc plan to keep its data
ung s ! pected
le eI of understandablllty by the rep03|t0rys DeS|gnated Communlty for each Archlval
Information Package.

3.3.2.1 The repository shall have mechanisms for review, update, and ongoing
depvelopment of its Preservation Policies as the repository grows and as technology and
community practice evolve.

Sypporting Text

THis is necessary in order that the repository has up-to-daté; complete policies and procedures
in| place that reflect the current requirements and:practices of its community(igs) for
préservation.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Cudrrent and past written documentation.in the form of Preservation Policies, Presefvation
Strategic Plans and Preservation Implementation Plans, procedures, protocolg, and
warkflows; specifications of review cycles for documentation; documentation detailing
reyiews, surveys and feedback:. If documentation is embedded in system logic, functipnality
shpuld demonstrate the implementation of policies and procedures.

Dikcussion

Preservation Policies capture organizational commitments and intents for staffing, s¢curity
anf other preservation-related concerns. Preservation Implementation Plans address
preservationactivities and practices such as transfer, submission, quality control, gtorage
management, metadata management, and access and rights management. The repositofy may
find.it benef|C|aI to malntaln all verS|ons of the preservatlon p0I|C|es (e.g., outdated versions
are-c results
of monltorlng for new developments showmg the rep03|t0ry S responsiveness to prevailing
standards and practice, emerging requirements, and standards that are specific to the domain,
if appropriate, and similar developments. Qualified staff and peers are an important part of
the review process, as they help to update and expand these documents. The policies should
be understandable by the repository staff in order for them to carry out their work.
Preservation Policies and procedures must be demonstrated to be understandable and
implementable.
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3.3.3 The repository shall have a documented history of the changes to its operations,
procedures, software, and hardware.

Supporting Text

This is necessary in order to provide an ‘audit trail’ through which stakeholders can identify
and trace decisions made by the repository.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Capitgl equipment inventories; documentation of the acquisition, implementation, upddte,
and retirement of critical repository software and hardware; file retention and |dispopal
schedylles and policies, copies of earlier versions of policies and proceduresiminutes |of
meetings.

Discussion

This |[documentation may include decisions about the organizational and technigal
infrasfructure. Documentation of or interviews with approgrigte staff who can explgin
repository practices and workflow should be available.

3.3.4 | The repository shall commit to transparency and accountability in all actigns
suppdrting the operation and management of the'repository that affect the preservatipn
of digjtal content over time.

Supporting Text

This i$ necessary because transparency, in the sense of being available to anyone who wishes
to kngw, is the best assurancesthat the repository operates in accordance with accepted
standards and practices.

Examples of Ways the.Repository Can Demonstrate It Is Meeting This Requirement

Reports of finangial’ and technical audits and certifications; disclosure of governarjce
documents, independent program reviews, and contracts and agreements with providers|of
funding and critical services.

Discussion

If the repository uses software to capture information about its history, it should be able to
demonstrate these tracking tools. Where appropriate, the history is linked to relevant
preservation strategies and describes potential effects on preserving digital content. This
requirement does not mean that the organization must make information which would make
it vulnerable to competitors available, but rather that the organization commits to disclosing
its methods for preserving digital content at least to the Designated Community or other
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appropriate stakeholder in order to demonstrate that it is meeting all current preservation
requirements.

3.3.5 The repository shall define, collect, track, and appropriately provide its
information integrity measurements.

Supporting Text

THis iIs necessary in order to provide documentation that it has developed or~afapted
appropriate measures for ensuring the integrity of its holding.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Written definition or specification of the repository’s integrity measures (for example,
computed checksum or hash value); documentation of the procedures and mechanisms for
m;nitoring integrity measurements and for responding to results of integrity measurgments

that indicate digital content is at risk; an audit process for collecting, tracking, and pregenting
infegrity measurements; Preservation Policy and workflow documentation.

Dikcussion

THe mechanisms to measure integrity will evolve:as technology evolves. The repositofy may
provide documentation that it has developed or-adapted appropriate measures for ensuring the
integrity of its holdings. If protocols, rules.and mechanisms are embedded in the repgsitory
software, there should be some way to demonstrate the implementation of integrity megsures.

3.3.6 The repository shall ecommit to a regular schedule of self-assessment and
external certification.
Sypporting Text

THhis is necessary_i-order to ensure the repository continues to be trustworthy and therg is no
thieat to its content.

Examples-of Ways the Repository Can Demonstrate It Is Meeting This Requirement
Campleted, dated checklists from self-assessments and/or third-party audits; certificates

awarded—for comptiance with retevant 1SO—standards; timetabtes—andevidence of adequate
budget allocations for future certification.

Discussion

A one-time check on trustworthiness is not adequate because many things will change over
time. A longer term commitment should be demonstrated.
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3.4 FINANCIAL SUSTAINABILITY

3.4.1 The repository shall have short- and long-term business planning processes in
place to sustain the repository over time.

Supporting Text

This is necessary in order to ensure the viability of the repository over the period of time it
has promised to provide access to its contents for its Designated Community.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Up-toidate, multi-year strategic, operating and/or business plans; audited annuab finangial
statements; financial forecasts with multiple budget scenarios; contingency-plans; market
analysjs.

Discugsion
An annual business planning process is commonly acceptedy‘as the standard for mpst

organizations.

3.4.2 | The repository shall have financial practices and procedures which are
transparent, compliant with relevant accounting:standards and practices, and audited
by thifd parties in accordance with territorialfegal requirements.

Supporting Text

This i$ necessary in order to guard against malfeasance or other untoward activity that might
threat¢n the economic viability of.the repository.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Demopstrated dissemination requirements for business planning and practices; citations|to
and/on examples of\accounting and audit requirements, standards, and practice; audited
annua| financial Statements.

Discussion

The repssitery-cannotsimphy-claimtranspareneys-but-shoutd-shew-thatHt-adjustsHsbusiness
practices to keep them transparent, compliant, and auditable. Confidentiality requirements
may prohibit making information about the repository’s finances public, but the repository
should be able to demonstrate that it is satisfying the needs of its Designated Community.
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3.4.3 The repository shall have an ongoing commitment to analyze and report on
financial risk, benefit, investment, and expenditure (including assets, licenses, and
liabilities).

Supporting Text

This is necessary in order to demonstrate that the repository has identified and documented
these categories, and actively manages them, including identifying and responding to risks,

describing and leveraging benefits, specifying and balancing investments, and anticipating
anf preparing for expenditures.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Rigk management documents that identify perceived and potential threats’ and planped or
implemented responses (a risk register); technology infrastructure. investment planning
documents; cost/benefit analyses; financial investment docGments and portfolios;
requirements for and examples of licenses, contracts, and asset.management; evidence of
reyision based on risk.

Discussion
The repository should have a goal of maintaining.@n appropriate balance between risk and
bepefits, investment and return.

3.5 CONTRACTS, LICENSES, AND-LIABILITIES

3.%.1 The repository shall have and maintain appropriate contracts or deposit
agreements for digital materials that it manages, preserves, and/or to which it prpvides
acpess.

Sypporting Text

THis is necessary.-in order to ensure that the repository has the rights and authorizations
nepded to enaljlerit to collect and preserve digital content over time, make that inforfation
avpilable to-its Designated Community, and defend those rights when challenged.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Properly signed and executed deposit agreements and TICENSES In accordance with local,
national, and international laws and regulations; policies on third-party deposit arrangements;
definitions of service levels and permitted uses; repository policies on the treatment of
‘orphan works’ and copyright dispute resolution; reports of independent risk assessments of
these policies; procedures for regularly reviewing and maintaining agreements, contracts, and
licenses.
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Discussion

Repositories may need to show evidence that their contracts are being followed. This is
especially important for those with third-party deposit arrangements. These arrangements
may require the repository to guarantee that relevant contracts, licenses, or deposit
agreements express rights, responsibilities, and expectations of each party. Contracts and
formal deposit agreements should be legitimate; that is, they need to be countersigned and
current. When the relatlonshlp between deposnor and rep05|tory is less formal (e g, a faculty
memb
articul
depositor. Repositories engaged in Web harvesting may find this requirement-difficult
becauge of the way in which Web-based information is harvested/captured for-long-teym
preserjation, and so contracts or deposit agreements are rarely required. Some-repositorjes
capture, manage, and preserve access to this material without written permission from the
conter)t creators. Others go through the very time-consuming and costly process of contacting
conterjt owners before capturing and ingesting information. Ideally, agréements are tracked,
linked, managed, and made accessible in a contracts database.

3.5.1.1 The repository shall have contracts or deposit.agreements which specify and
transfler all necessary preservation rights, and thoSe rights transferred shall |be
documented.

Supporting Text

This i§ necessary in order to have sufficient-control of the information for preservation gnd
limit the repository’s exposure to liability-or legal and financial harm.

Examples of Ways the Repositary.Can Demonstrate It Is Meeting This Requirement

Contracts, deposit agreements; specification(s) of rights transferred for different types |of
digitall content (if applicable); policy statements on requisite preservation rights.

Discussion

Becaupe the right to change or alter digital information is often restricted by law to the
creatof, it is_important that digital repository contracts and agreements address the need to|be
able t¢ work with and potentially modify digital objects to keep them accessible. Repositgry
agreements—withdepasitorsmust specify and/or transfer tg the repository certain rights
enabling appropriate and necessary preservation actions for the digital objects within the
repository. Because legal negotiations can take time, potentially preventing or slowing the
ingest of digital objects at risk, it is acceptable for a digital repository to take in or accept
digital objects even with only minimal preservation rights using an open-ended agreement
and then deal with expanding to detailed rights later.
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3.5.1.2 The repository shall have specified all appropriate aspects of acquisition,
maintenance, access, and withdrawal in written agreements with depositors and other
relevant parties.

Supporting Text
This is necessary in order to ensure that the respective roles of repository, producers, and

contributors in the depositing of digital content and transfer of responsibility for preservation
are_understood and accepted by all parties

-

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Prpperly executed submission agreements, deposit agreements, and deeds-of gift; Jritten
stgndard operating procedures.

Dikcussion

The deposit agreement specifies all aspects of these issues-that are necessary fpr the
repository to carry out its function. There may be a single agreement covering all deposits, or
specific agreements for each deposit, or a standard agfeement supplemented by gpecial
conditions for some deposits. These special conditions.may add to the standard agreement or
override some aspects of the standard agreement. Agreements may need to cover restr|ctions
on| access and will need to cover all property rights in the digital objects. Agreemen{s may
place responsibilities on depositors, such as ensuring that Submission Information Pagkages
(SIPs) conform to some pre-agreed standards, and may allow repositories to refuse SIPs that
do| not meet these standards. Other repositories may take responsibility for fixing erfors in
SIPs. The division of responsibilities must always be clear. Agreements, written or othgrwise,
may not always be necessary. The.burden of proof is on the repository to demonstrate|that it
dops not need such agreementS:because, for instance, it has a legal mandate for its actjvities.
An agreement should include, at a minimum, property rights, access rights, conditigns for
withdrawal, level of security, level of finding aids, SIP definitions, time, volume, and dontent
of|transfers. One example of a standard to follow for this is the CCSDS/ISO Producer-
Archive Interface Methodology Abstract Standard (reference [B4]).

3.5.1.3 The repository shall have written policies that indicate when it afcepts
preservation responsibility for contents of each set of submitted data objects.

S nnortinag Tavt
PP g—

T7¢C

This is necessary in order to avoid misunderstandings between the repository and
producer/depositor as to when and how the transfer of responsibility for the digital content
occurs.
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Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Properly executed submission agreements, deposit agreements, and deeds of gift;
confirmation receipt sent back to producer/depositor.

Discussion

If this requirement is not met, there is a risk that, for example, the original is erased before
the repository has taken responsibility for the submitted data objects. Without the
undergtanding that the repository has already taken preservation responsibility for the~S)P,
there [s the risk that the producer/depositor may make changes to the data and these-woulld
not b¢ properly preserved since they had already been ingested by the repository. For
example, for convenience the repository could receive a copy of raw science-data from the
instrument at the same time the science team gets it, but the science teant would hgve
resporjsibility for it until they turn over responsibility to the final repository, Repositories that
report| back to their depositors generally will mark this acceptancé~-with some form |of
notifigation (for example, confirmation receipts) to the depositor.~(This may depend [on
reposifory responsibilities as designated in the depositor agreemeént.) A repository may mark
the transfer by sending a formal document, often a final)'signed copy of the transfer
agreement, back to the depositor signifying the completion:of the transformation from SIP|to
AIP pfocess. Other approaches are equally acceptable. Brief daily updates may be generated
by a rgpository that only provides annual formal transfer reports.

3.5.1.4 The repository shall have policies inplace to address liability and challenges|to
ownefship/rights.

Supporting Text

This i§ necessary in order to niinimize potential liability and challenges to the rights of the
repository.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

A definition of_rights, licenses, and permissions to be obtained from producers gnd
contriputors of)digital content; citations to relevant laws and regulations; policy [on
resporjdingto.challenges; documented track record for responding to challenges in ways that
do nof iphibit preservation; records of relevant legal advice sought and received.

Discussion

The repository’s Preservation Policies and Preservation Implementation Plans and
mechanisms should be vetted by appropriate institutional authorities and/or legal experts to
ensure that responses to challenges adhere to relevant laws and requirements, and that the
potential liability for the repository is minimized.
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3.5.2 The repository shall track and manage intellectual property rights and
restrictions on use of repository content as required by deposit agreement, contract, or

license.
Supporting Text

This is necessary in order to allow the repository to track, act on, and verify righ
restrictions related to the use of the digital objects within the repository.

ts and

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requireme

A Preservation Policy statement that defines and specifies the repository’s requiremer
process for managing intellectual property rights; depositor agreements; samp
agreements and other documents that specify and address intellectual-property
documentation of monitoring by repository over time of changes in status and owners
intellectual property in digital content held by the repository; ®esults from moni
metadata that captures rights information.

Dikcussion

The repository should have a mechanism for tracking.licenses and contracts to whig
obligated. Whatever the format of the tracking system, it must be sufficient for the inst
to |track, act on, and verify rights and restrictions related to the use of the digital ¢
within the repository.

nt

ts and
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DIGITAL OBJECT MANAGEMENT

4.1 INGEST: ACQUISITION OF CONTENT

4.1.1 The repository shall identify the Content Information and the Information

Pr

Su

operties that the repository will preserve.

pporting Text
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IS is necessary in order to make it clear to funders, depositors, and users

hositors.

amples of Ways the Repository Can Demonstrate It Is MeetingThis Requireme

bservation Policy documents, including written definition/of-properties as agreed
posit agreement/deed of gift; written processing procedures) documentation of prope
preserved.

Kcussion

is process begins in general with the repository’s mission statement and may be 1
ecified in pre-accessioning agreements with producers or depositors (e.g., producer-g
reements) and made very specific insdeposit or transfer agreements for specific

ob

préserving the textual content of_a document and not its exact appearance on a
Another may wish to preserveithe exact appearance and layout of textual documents,

ot
da

ingest, they may alsobe-properties that need to be preserved.

4.
Pr

Sy

1.1.1 The repository shall have a procedure(s) for identifying those Inforn

ers may choose to keep(the units of the measurement of data fields and to normal
[a during the ingest process. If unique identifiers are associated with digital objects

opertiesithat it will preserve.

pporting Text

what

ponsibilities the repository is taking on and what aspects are excluded. It\is plso a
cessary step in defining the information which is needed from the information produgers or

nt

ssion statement; submission agreements/deposit agreements/deeds of gift; workflow and

in the
ties to

Further
rchive
digital

jects and their related documentation. For example, one repository may only commit to

creen.
while
ze the
before

hation

This is necessary to establish a clear understanding with depositors, funders, and the
repository’s Designated Communities how the repository determines and checks what the
characteristics and properties of preserved items will be over the long term. These procedures
will be necessary to confirm authenticity or to identify erroneous claims of authenticity of the
preserved digital record.

CCSDS 652.0-M-1 Page 4-1 September 2011
© 1SO 2012 — All rights reserved

37


https://standardsiso.com/api/?name=e8ab03d5f52a28c82ec8488d5f4d77c3

ISO 16363:2012(E)
AUDIT AND CERTIFICATION OF TRUSTWORTHY DIGITAL REPOSITORIES

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Definitions of the Information Properties which should be preserved; submission
agreements/deposit agreements, Preservation Policies, written processing procedures,
workflow documentation.

Discussion

These procedure(s) document the methods and factors a repository uses to determine the
aspects of different types of Content Information for which it accepts preservation
resporjsibility to its designated communities. For example, a repository’s procedure may be to
use file formats in order to determine the properties it will preserve unless,-otherwjse
specifled in a deposit agreement. In this case, the repository would be able todemonstrate
provemance for objects that may have been the same file format when received but are
preseryed differently over the long term.

4.1.1.2 The repository shall have a record of the Content” Information and the
Inforination Properties that it will preserve.

Supporting Text

This if necessary in order to identify in writing the*Content Information of the records for
which|it has taken preservation responsibility andthe Information Properties it has committed
to pregerve for those records based on their Content Information.

Examples of Ways the Repository CanDemonstrate It Is Meeting This Requirement

Preserpation Policies, processing manuals, collection inventories or surveys, logs of Content
Informpation types, acquired preservation strategies, and action plans.

Discussion

The r¢pository must-gdeémonstrate that it establishes and maintains an understanding of |its
digital collections<§ufficient to carry out the preservation necessary to persist the propertieg to
which| it has_cemmitted. The repository can use this information to determine the
effectiveness:ofits preservation activities over time.

4.1.2 "The repository shall clearly specify the information that needs to be associated
with specific Content Information at the time of its deposit.

Supporting Text

This is necessary in order that there is a clear understanding of what needs to be acquired
from the Producer.
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Examples of Ways the Repository Can Demonstrate It Is Meeting This Requireme
Transfer requirements; producer-archive agreements; workflow plans to produce the Al

Discussion

nt

P.

For most types of digital objects to be ingested, the repository should have written criteria,
prepared by the repository on its own or in conjunction with other parties, that specify exactly

what digital object(s) are transferred, what documentation is associated with the ob
ang any restrictions on access, whether technical, regulatory, or donor-imposed,
criteria document what information the repository and its designated communitie
expect for digital object(s) upon deposit. The depositor may be a harvesting proeess g
byl the repository. The level of precision in these specifications will vary with the nat

ject(s),

These
5 may
reated
ure of

the repository’s collection policy and its relationship with creators. For instance, repogitories

enpaged in Web harvesting, or those that rescue digital materials long after their c
haye abandoned them, cannot impose conditions on the creators Of material, since th
not “‘depositors’ in the usual sense of the word. But Web harvestérs can, for instance,
ich metadata elements from the HTTP transactions that captured a site are to be pre
algng with the site’s files, and this still constitutes ‘information associated with the
material’. They may also choose to record the information or decisions—whether tal
humans or by automated algorithms—that led to the site’s being captured. The repositd
check what it receives from the producer based onthe specifications.

4.1.3 The repository shall have adequate specifications enabling recognitiof
pdrsing of the SIPs.

Sypporting Text

THis is necessary in order tg be sure that the repository is able to extract information fr
SIPs.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requireme

Packaging Information for the SIPs; Representation Information for the SIP Content
in¢luding documented file format specifications; published data standards; documenta
valid ohject construction.

eators
ey are
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Dikcussion

The repository must be able to determine what the contents of a SIP are with regard

to the

technical construction of its components. For example, the repository needs to be able to
recognize a TIFF file and confirm that it is not simply a file with a filename ending in ‘“TIFF’.
Another example, would be a website for which the repository would need to be able to

recognize and test the validity of the variety of file types (e.g., HTML, images, audio,
CSS, etc.) that are part of the website. This is necessary in order to confirm: 1) the

video,
SIP is
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what the repository expected; 2) the Content Information is correctly identified; and 3) the
properties of the Content Information to be preserved have been appropriately selected.

4.1.4 The repository shall have mechanisms to appropriately verify the identity of the
Producer of all materials.

Supporting Text

This i$ necessary in order to avoid providing erroneous provenance to the information which
is pregerved.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Legally binding submission agreements/deposit agreements/deeds of gift; evidence |of
appro;ﬁ/riate technological measures; logs from procedures and authentications.

Discussion

The rgpository’s written standard operating procedures and actual practices must ensure the
digitall objects are obtained from the expected depositor.~Examples of a Producer inclyde
persor|s, organizations, corporate entities, or harvestingprocesses. Different repositories will
adopt | different levels of proof needed; the Desighated Community should have the
opportunity to review the evidence.

4.15 | The repository shall have an.tingest process which verifies each SIP for
completeness and correctness.
Supporting Text

This i$ necessary in order to detect and correct errors in the SIP when created and potential
transmission errors betweenthe depositor and the repository.

Examples of Ways, the Repository Can Demonstrate It Is Meeting This Requirement

€s

completeness and correctness.

Discussion

Information collected during the ingest process must be compared with information from
some other source to verify the correctness of the data transfer and ingest process. Other
sources will include technical and descriptive metadata obtained prior to ingest and may also
include expectations set by the depositor, the object producer, a format registry, or the
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repository’s own expectations. The extent to which a repository can determine correctness
will depend on what it knows about the SIP and what tools are available for verifying
correctness. It can mean simply checking that file formats are what they claim to be (TIFF
files are valid TIFF format, for instance), or can imply checking the content. This might
involve human checking in some cases, such as confirming that the description of a picture
matches the image. This allows the repository to demonstrate that its preserved objects have
completely and correctly copied what it intended to copy from the SIPs. It also allows the
repository to document reasons for other SIP-related actions such as rejecting the transfer,
'.G“i‘i GG“"'G -' Li ""'G 'G ";G‘ 15 “‘v‘i v "'iv 00 -']g the
erqors. Similarly, the definition of ‘completeness’ should be appropriate to a repasjtory’s
activities. If an inventory of files was provided by a producer as part of-pretingest
nepotiations, one would expect checks to be carried out against that invertory. Whatever
checks are carried out must be consistent with the repository’s own documented defjnition
anf understanding of completeness and correctness. One thing that a repository might want to
dojis check for network drop out or other corruption during the transmission process.

4.1.6 The repository shall obtain sufficient control over-the Digital Objects to prgserve
them.

Sypporting Text

THis is necessary in order to ensure that the preservation can be accomplished, with physical
control, and is authorized, with legal control;

Examples of Ways the Repository Can'Demonstrate It Is Meeting This Requirement

Dgcuments showing the level of. physical control the repository actually has. A sgparate
dajabase/metadata catalog listing all of the digital objects in the repository and matadata
sufficient to validate the_integrity of those objects (file size, checksum, hash, logation,
number of copies, etc.)

Dikcussion

THhe repositorymust obtain complete control of the bits of the digital objects conveyed with
each SIP..Sufficient physical and legal control is necessary for the archives to make any
chpnges-required by their Preservation Implementation Plan for that data and to distripute it
to |their consumers. For example, in cases where SIPs only reference digital objects, the
repesttory-must-alsoreference-thedigital-objectsor preserve-themif the-currentreposttory is

not committed to such preservation.

4.1.7 The repository shall provide the producer/depositor with appropriate responses
at agreed points during the ingest processes.
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Supporting Text

This is necessary in order to ensure that the producer can verify that there are no inadvertent
lapses in communication which might otherwise allow loss of SIPs.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Submission agreements/deposit agreements/deeds of gift; workflow documentation; standard
operating procedures; evidence of ‘reporting back’ such as reports, correspondence, memos,
or emails.

Discussion

Based| on the initial processing plan and agreement between the repesitory and the
produger/depositor, the repository must provide the producer/depositor with progress repgrts
at agreed points throughout the ingest process. Repository responses can;fange from nothing
at all [to predetermined, periodic reports of the ingest completeness and correctness, erfor
report$ and any final transfer of custody document. Producers/Depositors can request furter
information on an ad hoc basis when the previously agreed upof reports are insufficient.

4.1.8 | The repository shall have contemporaneous records of actions anhd
administration processes that are relevant to contént acquisition.
Supporting Text

This i necessary to ensure that such documentation, which may be needed in an audit, is
capturgd and is accurate and authentic:

Examples of Ways the Repository'Can Demonstrate It Is Meeting This Requirement

4374
o

Writtgn documentation of-~decisions and/or action taken; preservation metadata logg
stored| and linked to pertinent digital objects, confirmation receipts sent back to providers.

Discussion

These|records.should be created on or about the time of the actions they refer to and are
related to.actions taken during the Ingest: Acquisition of Content process (4.1). The records
may bedautomated or may be written by individuals, depending on the nature of the actigns
described. Where community or international standards are used, the repository must
demonstrate that all relevant actions are carried through.

4.2 INGEST: CREATION OF THE AIP

4.2.1 The repository shall have for each AIP or class of AIPs preserved by the
repository an associated definition that is adequate for parsing the AIP and fit for long-
term preservation needs.
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Supporting Text

This is necessary to ensure that the AIP and its associated definition, including appropriate
Packaging Information, can always be found, processed and managed within the archive.
4.2.1.1 The repository shall be able to identify which definition applies to which AIP.

Supporting Text

THis is necessary to ensure that the appropriate definition is used when parsing/interpreting
an(AlP.

Examples of Ways the Repository Can Demonstrate It Is Meeting This' Requirement
Dgcumentation clearly linking each AIP, or class of AlPs, to its definition.
Discussion

THhe repository may use any method for associating the definitions and the AlPs that prpvides

for the continued and continuous linkage of the two entities.

4.2.1.2 The repository shall have a definitign of each AIP that is adequate for| long-
term preservation, enabling the identification and parsing of all the required
components within that AIP.

Sypporting Text

THhis is necessary in order to explicitly show that the AIPs are fit for their intended pyrpose,
that each component of an AIP has been adequately conceived and executed and the plans for
the maintenance of each AIP are in place. (See 4.3, Preservation Planning, below.)

Examples of Ways.the Repository Can Demonstrate It Is Meeting This Requirement

Dgmonstration<of the use of the definitions to extract Content Information an¢l PDI
(Provenance, 'Access Rights, Context, Reference, and Fixity Information) from AJPs. It
shpuld be-noted that the Provenance of a digital object, for example, may be extended over
time-to-reflect additional preservation actions.

Discussion

Documentation should identify each class of AIP and describe how each is implemented
within the repository. Implementations may, for example, involve some combination of files,
databases, and/or documents. Documentation shall relate the AIP component’s contents to
the related preservation needs of the repository, with enough detail for the repository’s
providers and consumers to be confident that the significant properties of AIPs will be
preserved. Documentation should clearly show that AIP components such as Representation
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Information and Provenance can be managed and kept up to date. The repository should
clearly identify when new versions of AIPs need to be created in order to keep them fit for
purpose. The external dependencies of the AIP should also be recorded.

Definitions should exist for each AIP, or class of AIP if there are many instances of the same
type. Repositories that store a wide variety of object types may need a specific definition for
each AIP they hold, but it is expected that most repositories will establish class descriptions
that apply to many AIPs. It must be possible to determine which definition applies to which
AIP. lt-mav-—also-be necesss or-the definitions-to-sa omething-aho he semanti or
intended use of the Al le,
gpositories might both preserve only digital still images, both using multi-image TIFF
files as their preservation format. Repository 1 consists entirely of real-world phetographic
i 5 intended for viewing by people and has a single definition covering all-of its AlPs.
definition may refer to a local or external definition of the TIFF format:) Repository 2
ins some images, such as medical x-rays, that are intended for computer analysis rather
ilewing by the human eye, and other images that are like these in Repository| 1.
Reposjitory 2 should perhaps define two classes of AIPs, even thoughyit only uses one storgge
for both. A future preservation action may depend on the-ifitended use of the image—
an actjon that changes the bit-depth of the image in a way that\is not perceivable to the hunan
eye mpy be satisfactory for real-world photographs but not-for medical images, for examgle.
An AlIP contains these key components: the primary ‘data object to be preserved, |its
suppofting Representation Information (format and meaning of the format elements), and the
various categories of Preservation Descriptioninformation (PDI) that also need to |be
associpted with the primary data object: Fixity,,Provenance, Context, and Reference. The¢re
should be a definition of how these categories-of information are linked.

4.2.2 | The repository shall have a-description of how AlPs are constructed from SIPg.

Supporting Text

This i$ necessary in orderto ensure that the AIP(s) adequately represents the information
the SIP(s).

n

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Procegs description documents; documentation of the SIP-AIP relationship; clgar
documentation of how AIPs are derived from SIPs.

Discussion

In some cases, the AIP and SIP will be almost identical apart from packaging and location,
and the repository need only state this. In other cases, complex transformations (e.g., data
normalization) may be applied to objects during the ingest process, and a precise description
of these actions may be necessary to reflect how the AIP(s) has been adequately transformed
from the information in the SIP(s). The AIP construction description should include
documentation that gives a detailed description of the ingest process for each SIP to AIP
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transformation, typically consisting of an overview of general processing being applied to all
such transformations, augmented with description of different classes of such processing and,
when applicable, with special transformations that were needed.

Some repositories may need to produce these complex descriptions case by case. Under such
circumstances case diaries or logs of actions taken to produce each AIP should be created and
maintained. In these cases, documentation should be mapped to individual AIPs, and the
mapplng should be available for examrnatron Other repositories that can run a more

transformed to produce the AIP It must be clear whrch defrnrtron applres to whrch AIF. If, to
talke a simple example, two separate processes each produce a TIFF file, it must be clear
which process was applied to produce a particular TIFF file.

4.2.3 The repository shall document the final disposition of all SIRs.
In|particular the following aspect must be checked.
4.2.3.1 The repository shall follow documented pracedures if a SIP is not incorpgrated

info an AIP or discarded and shall indicate whyothe SIP was not incorporated or
digcarded.

Sypporting Text

THhis is necessary in order to ensure thatthe SIPs received have been dealt with appropfiately,
anf in particular have not been accidentally lost.

Examples of Ways the Repository can Demonstrate it is Meeting these Requirements

System processing files;~disposal records; donor or depositor agreements/deeds gift;
provenance tracking system; system log files; process description documents; documentation
of| SIP relationship.-to AIP; clear documentation of how AIPs are derived from| SIPs;
documentation of\standard/process against which normalization occurs; documentation of
nofmalization Qutcome and how the resulting AlIP is different from the SIP(s).

Dipcussion

The“timescale of this process will vary between repositories from seconds to many months,
but SIPs must not remain in an unprocessed limbo-like state forever. The accessioning
procedures and the internal processing and audit logs should maintain records of all internal
transformations of SIPs to demonstrate that they either become AIPs (or part of AIPs) or are
disposed of. Appropriate descriptive information should also document the provenance of all
digital objects.
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4.2.4 The repository shall have and use a convention that generates persistent, unique
identifiers for all AIPs.

In particular the following aspects must be checked.

4.2.4.1 The repository shall uniquely identify each AIP within the repository.

4.2.4.1.1 The repository shall have unique identifiers.

4.2.4.1.2 The repository shall assign and maintain persistent identifiers of the AIR anhd
its components so as to be unique within the context of the repository.

4.2.4.1.3 Documentation shall describe any processes used for changes to such
identifiers.

4.2.4.1.4 The repository shall be able to provide a complete list ‘ef‘all such identifigrs
and dp spot checks for duplications.

4.2.4.1.5 The system of identifiers shall be adequate to fit'the repository’s current apd
foreseeable future requirements such as numbers of objects.

Supporting Text

This i$ necessary in order to ensure that each AlP-can be unambiguously found in the future.
This i$ also necessary to ensure that each AlR-can be distinguished from all other AIPs in the
repository.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Documentation describing naming convention and physical evidence of its application (e(g.,
logs).

4.2.4.2 The repository shall have a system of reliable linking/resolution services|in

order|to find the-tuniquely identified object, regardless of its physical location.

Supporting.Text

This is-necessary in order that actions relating to AIPs can be traced over time _ogver system
changes, and over storage changes.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Documentation describing naming convention and physical evidence of its application (e.g.,
logs).
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Discussion

A repository needs to ensure that there is in place an accepted, standard naming convention
that identifies its materials uniquely and persistently for use both in and outside the
repository. The ‘visibility’ requirement here means ‘visible’ to repository managers and
auditors. It does not imply that these unique identifiers need to be visible to end users or that
they serve as the primary means of access to digital objects. Ideally, the unique ID lives as
long as the AIP; if it does not, there must be traceability. Subsection 4.2.1 requires that the
copponentsof an-AlR be suitably bound-and-identifiedfor long-term-managementbut-places
noj restrictions on how AlPs are identified with files. Thus, in the general case, an AlP/iay be
digtributed over many files, or a single file may contain more than one AIR.5Thgrefore
identifiers and filenames may not necessarily correspond to each other. Documentation must
represent these relationships.

4.25 The repository shall have access to necessary tools and resources to provide
authoritative Representation Information for all of the digitakobjects it contains.

Injparticular the following aspects must be checked.
4.25.1 The repository shall have tools or méthods to identify the file type |of all
supmitted Data Objects.

4.25.2 The repository shall have tools-er methods to determine what Representation
Information is necessary to make eachi-Data Object understandable to the Designated
Cgmmunity.

4.2.5.3 The repository shall.have access to the requisite Representation Information.

4.25.4 The repository shall have tools or methods to ensure that the requisite
Representation Information is persistently associated with the relevant Data Obje¢ts.

Sypporting Text

THis is necessary in order to ensure that the repository’s digital objects are understandable to
the Designated Community.

Examples of Ways the Repository can Demonstrate it is Meeting these Requirements

Subscription or access to registries of Representation Information (including format
registries); viewable records in local registries (with persistent links to digital objects);
database records that include Representation Information and a persistent link to relevant
digital objects.
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Discussion

These tools and resources can be held internally or can be shared via, for example, a trusted
set of registries. However, this requirement does not demand that each repository has such
tools and resources, merely that it has access to them. For example a repository may access
external registries." Any such registry is a specialized type of repository, which itself must be
certified/trustworthy. The repository may use these types of standardized, authoritative
information sources to |dent|fy and/or verlfy the Representatlon Informatlon components of
Contey C : 3 .
reposifory and |mprove quallty control Sometlmes there is both general Representat on
Information (e.g., format information) and specific Representation Informatignd (elg.,
meanihgs of individual fields within a dataset). Often the general information-"will |be
available in an external repository, but the local repository may need to maintain-the instange-
speciflc information. It is likely that many repositories would wish to keep focal copies|of
relevapt Representation Information; however, this may not be practical jin all cases. EVen
where|a repository strives to keep all such information locally there may be, for example, a
scheddile of updates which means that until an update is performed¢the local Representatijon
Informpation is incomplete. This may be regarded as a kind of Jocal caching of, for exampgle,
the Representation Information held in registries. Alternatively one may say that in th¢se
cases, |the use of international registries is not meant to. replace local registries but instqad
serve ps a resource to verify or obtain independent, authoritative information about any gnd
all Representation Information. Good practice suggests that any locally held Representatijon
Informpation should also be made available to other repositories via a trusted registry.|In
additipn any item of Representation Informatien*should itself have adequate Representation
Information to ensure that the Designated Cemmunity can understand and use the data objgct
being preserved.

4.2.6 | The repository shall have documented processes for acquiring Preservatipn
Descrjption Information (PDI1) for its associated Content Information and acquire PDI
in accprdance with the doCumented processes.

In particular the following aspects must be checked.
4.2.6.1 The repository shall have documented processes for acquiring PDI.

4.2.6.2 Therepository shall execute its documented processes for acquiring PDI.

4.2.6. T'he repository shattensure that the PDT 1S persistently associated with the
relevant Content Information.

! The Unified Digital Formats Registry (UDFR, http://www.gdfr.info/udfr.html) and the UK
Digital Curation Centre’s Registry Repository of Representation Information (RRORI,
http://registry.dcc.ac.uk) are two emerging examples.
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Supporting Text

This is necessary in order to ensure that an auditable trail to support claims of authenticity is
available, that unauthorized changes to the digital holdings can be detected, and that the
digital objects can be identified and placed in their appropriate context.

Examples of Ways the Repository can Demonstrate it is Meeting these Requirements

Standard _operating procedures; manuals describing ingest procedures; viewable
documentation on how the repository acquires and manages Preservation Descfiption
Information (PDI); creation of checksums or digests, consulting with Designated Community
abput Context.

Dikcussion

PDI is needed not only by the repository to help ensure the Centent Information |is not
cofrupted (Fixity) and is findable (Reference Information), butsto help ensure the Gontent
Information is adequately understandable by providing a historical perspective (Provénance
Information) and by providing relationships to other information (Context Informatior). The
extent of such information needs is best addressed by members of the Designated
Cgmmunity(ies). The PDI must be permanently associated with Content Information.

o

4.2.7 The repository shall ensure thatsthe Content Information of the AJPs is
urjderstandable for their Designated Community at the time of creation of the AIR.

In|particular the following aspects must-be checked.

4.2.7.1 Repository shall haye a documented process for testing understandability for
their Designated Communities of the Content Information of the AIPs at their creation.

4.2.7.2 The repositery- shall execute the testing process for each class of Content
Information of the-ATPs.

4.2.7.3 The «epository shall bring the Content Information of the AIP up to the
reuired level of understandability if it fails the understandability testing.

Syppaerting Text

This 1S necessary in order 10 ensure that one of the primary tests of preservation, namely that
the digital holdings are understandable by their Designated Community, can be met. (See 4.3
for additional requirements for understandability beyond ingest.)

Examples of Ways the Repository can Demonstrate it is Meeting these Requirements

Test procedures to be run against the digital holdings to ensure their understandability to the
defined Designated Community; records of such tests being performed and evaluated,
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evidence of gathering or identifying Representation Information to fill any intelligibility gaps
which have been found; retention of individuals with the discipline expertise.

Discussion

This requirement is concerned with the understandability of the AIP. If the ingested material
is not understandable, the repository needs to ingest or make available additional information
to make sure that the AIPs are understandable to the De3|gnated Communlty(les) For

longer able to understand the Ianguage the documents are written |n the repository would
need fo provide additional documentation that would allow the Designated Community|to
undergtand the documents (e.g., translations of the documents in a language the-Designated
Community could understand or dictionaries that would allow the Designated,Communitjes
to translate the documents into a language its members understand).

4.2.8 | The repository shall verify each AIP for completeness and correctness at the
point jt is created.

Supporting Text

This i$ necessary in order to ensure that what is maintained over the long term is as it shodild
be and can be traced to the information provided by the Producers.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Description of the procedure that verifies ;completeness and correctness of the AIPs; logs|of
the procedure.

Discussion

The r¢pository should becsure that the AlPs it creates are as they are expected to be |by
checking them against theassociated definition for each AIP or class of AIP (see 4.2.1) gnd
the description of hew-AlPs are constructed from SIPs (see 4.2.2). If the repository has a
standard process_to-verify SIPs for both completeness and correctness and a demonstrably
correct process for transforming SIPs into AIPs, then it simply needs to demonstrate that the
initial|checks:were carried out successfully and that the transformation process was carr{ed
out without indicating errors. On the other hand repositories that must create unidue
proce I I I idating 1
completeness and correctness of AIPs. This may include performing tests of some sort on the
content of the AIP that can be compared with tests on the SIP. Such tests might be simple
(counting the number of records in a file, or performing some simple statistical measure), but
they might be complex. Documentation should describe how the completeness and
correctness of AIPs is ensured, starting with receipt from the producer and continuing
through AIP creation and supporting long-term preservation. Example approaches include the
use of checksums, testing that checksums are still correct at various points during ingest and
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preservation, logs that such checks have been made, and any special tests that may be
required for a particular AIP instance or class.

4.2.9 The repository shall provide an independent mechanism for verifying the
integrity of the repository collection/content.

Supporting Text

THis is necessary to enable the audit of the integrity of the collection as a whole.
Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Dgcumentation provided for 4.2.1 through 4.2.4; documented agreements-negotiated bgtween
the producer and the repository (see 4.1.1-4.1.8); logs of material received and assqciated
action (receipt, action, etc.) dates; logs of periodic checks.

[®]

Dikcussion

It {s the responsibility of the repository to choose the appropriate mechanism for checking the
completeness and correctness of its collections. In general, it is likely that a repositofy that
meets all the previous criteria will satisfy this one without needing to demonstrate anything
more. As a separate requirement, it demonstrates:the importance of being able to auflit the
inTegrity of the collection as a whole. For example, if a repository claims to have all p-mail
sent or received by The Yoyodyne Corporation between 1985 and 2005, it has been reguired
to show that:

— the content it holds came from-Yoyodyne’s e-mail servers;
— itisall correctly transformed into a preservation format;

— each monthly SIPCof e-mail has been correctly preserved, including original ynique
identifiers such(as Message-IDs.

However, it may,-still have no way of showing whether this really represents |all of
Yqyodyne’s efmail. For example, if there is a three-day period with no messages |in the
repository,<s,this because Yoyodyne was shut down for those three days, or because|the e-
mail was-lost before the SIP was constructed? This case could be resolved by the reposjtory’s
amending its description of the collection, but other cases may not be so straightforward. A
fanil : - AR ved is an
accessions or acquisitions register that is independent of other catalog metadata. A repository
should be able to show, for each item in its accessions register, which AIP(s) contain content
from that item. Alternatively, it may need to show that there is no AIP for an item, either
because ingest is still in progress, or because the item was rejected for some reason.
Conversely, any AIP should be able to be related to an entry in the acquisitions register.
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4.2.10 The repository shall have contemporaneous records of actions and
administration processes that are relevant to AIP creation.

Supporting Text

This is necessary in order to ensure that there is omitted from the record nothing relevant that
might be needed to provide an independent means to verify that all AIPs have been properly
created in accord with the documented procedures (see 4.2.1 through 4.2.9). It is the
responsibility of the repository to justify its practice in this respect

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Writtgn documentation of decisions and/or action taken with timestamps;(preservation
metadpta logged, stored, and linked to pertinent digital objects.

Discussion

These(records must be created on or about the time of the actionsthey refer to and are related
to actipns associated with AIP creation. The records may be automated or may be written |by
indivigluals, depending on the nature of the actions described. Where community |or
interngtional standards are used, the repository must demoustrate that all relevant actions are
carried through.

4.3 PRESERVATION PLANNING

4.3.1 | The repository shall have documented preservation strategies relevant to |its
holdings.

Supporting Text

This i$ necessary in order that’it is clear how the repository plans to ensure the information
will rgmain available and-usable for future generations and to provide a means to check gnd
validafe the preservation work of the repository.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Documentation identifying each preservation risk identified and the strategy for dealing wiith
that rigk.

Discussion

These documented preservation strategies will describe how the repository will act upon
identified risks, as part of the preservation strategic plan. These preservation strategies and
the preservation strategic plan will typically address the degradation of storage media, the
obsolescence of media drives, and the obsolescence or inadequacy of Representation
Information (including formats) as the knowledge base of the Designated Community
changes, and safeguards against accidental or intentional digital corruption. For example, if
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migration is the chosen approach to some of these issues, there also needs to be Preservation
Policies on what triggers a migration and what types of migration are expected to solve the
preservation risk identified. The preservation strategy will describe the range of activities that
need to be done in case of a migration.

4.3.2 The repository shall have mechanisms in place for monitoring its preservation
environment.

Sypporting Text

THis is necessary so that the repository can react to changes and thereby ensure that the
préserved information remains understandable and usable by the Designated Community.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement
Surveys of the Designated Community of the repository.
Discussion

THhe repository should show that it has some active mechanism to ensure that the preperved
information remains understandable and usable by the Designated Community and that it has
megchanisms in place for monitoring and notification when Representation Inforfation
(including formats) approaches obsolescence gr-is no longer viable. For most repositorillgs, the
concern will be with the Representation Infermation used to preserve information, whigh may
in¢lude information on how to deal with.a file format or software that can be used to [render
or|process it. Sometimes the formatcneeds to change because the repository can no [longer
depl with it. Sometimes the formapis retained and the information about what software is
nepded to process it needs to ehange. If the mechanism depends on an external registyy, the
repository must demonstrate how it uses the information from that registry.

4.3.2.1 The repository shall have mechanisms in place for monitoring and notification
when Representation Information is inadequate for the Designated Community to
urjderstand the data holdings.

Sypporting Text

THisZds necessary in order to ensure that the preserved information remains understandable
and usable by the Designated Community.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Subscription to a Representation Information registry service; subscription to a technology
watch service, surveys amongst its Designated Community members, relevant working
processes to deal with this information.
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Discussion

The repository must show that it has some active mechanism to warn of impending
obsolescence. Obsolescence is determined largely in terms of the knowledge base of the
Designated Community.

4.3.3 The repository shall have mechanisms to change its preservation plans as a
result of its monitoring activities.

Supporting Text

This iIs necessary in order for the repository to be prepared for changes incthe external
envirgnment that may make its current preservation plans a bad choicecas’ the time|to
implement draws near.

Examples of Ways the Repository Can Demonstrate It Is Meeting. This Requirement

Preserpation Plans tied to formal or informal technology watch(es); preservation planning|or
procegses that are timed to shorter intervals (e.g., not more than five years); proof of frequent
Preserpyation Policies and Preservation Plans updates; sections of Preservation Policies that
addregs how plans may be updated and that address how often the plans are required to |be
reviewed and reaffirmed or updated.

Discussion

The rgpository should demonstrate or describe how it reacts to information from monitoring,
which| sometimes requires a repository;to change how it deals with the material it holds|in
ways [that could not have been, anticipated at an earlier stage. The repository should
periodically review its preservation plans and the technology environment and, if necessary,
makeg changes to those plans—to ensure their continued effectiveness. Another possible
resporjse to information gathered by monitoring is for the repository to update and cregte
additional Representation-Information and/or PDI.

4.3.3.1 The repository shall have mechanisms for creating, identifying or gathering
any extra Representation Information required.

Supporting Text

This is necessary in order to ensure that the preserved information remains understandable
and usable by the Designated Community.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Subscription to a format registry service; subscription to a technology watch service;
preservation plans.
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Discussion

The repository should have mechanisms in place for monitoring and notification when
Representation Information (including formats) approaches obsolescence or is no longer
viable, and it should be able to show that it has mechanisms to address such notifications.

4.3.4 The repository shall provide evidence of the effectiveness of its preservation
activities.

Sypporting Text

THis is necessary in order to assure the Designated Community that the repository will be
abJe to make the information available and usable over the mid-to-long-term.

Examples of Ways the Repository Can Demonstrate It Is Meeting-Phis Requirement

Caqllection of appropriate preservation metadata; proof of usability of randomly selected
digital objects held within the system; demonstrable track record for retaining usable [digital
obggects over time; Designated Community polls.

Dikcussion

The repository should be able to demonstrate the continued preservation, indluding
ungderstandability, of its holdings. This could be evaluated at a number of degre¢s and
depends on the specificity of the Designated Community. If a Designated Commupity is
fairly broad, an auditor could represent the test subject in the evaluation. More specific
Dgsignated Communities could require significant efforts.

44 AIP PRESERVATION

4.4.1 The repository;shall have specifications for how the AIPs are stored down (to the
bit level.

Sypporting Text

THhis is necessary in order to ensure that the information can be extracted from the AIP over
the long-term.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Documentation of the format of AIPs; EAST and Data Entity Dictionary Specification
Language (DEDSL) descriptions of the data components (see references [B6] and [B7]).
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Discussion

The repository should specify the Representation information down to the bit level of each
AIP component and must specify how the separate components are packaged together. The
Representation Information must be available for each AIP and must be appropriately linked
to the AIP. Often, repositories are tempted to describe AIP content only down to a level

where a program will then be used to convert the information to a form understandable

to

their DeS|gnated Communltles However, if those programs ever fail to operate, then the

infor

4.4.1.1 The repository shall preserve the Content Information of AlIPs.
Supporting Text

This s necessary because it is the fundamental mission of a repository to preserve {
Content Information for its Designated Communities.

Examples of Ways the Repository Can Demonstrate It Is Mé€eting This Requirement

Preserjvation workflow procedure documentation; workflow procedure documentati
Preseryvation Policy documents specifying treatment of>AlPs and under what circumstan
they may ever be deleted; ability to demonstrate the*sequence of conversions for an AIP

any particular digital object or group of objects:ingested; documentation linking ingest
objectk and the current AIPs.

Discus$sion

he

N;
'es
for
ed

The rgpository should be able to demonstrate that the AlPs faithfully reflect the information

that was captured during ingest-and that any subsequent or future planned transformatig
will continue to preserve all therequired Information Properties of the Content Informati
One approach to this requirement assumes that the repository has a policy specifying t

ns
bN.
hat

AIPs tannot be deleted.at any time. This particularly simple and robust implementation

preseryes links between’what was originally ingested, as well as new versions that have be
transformed or changed in any way. Depending upon implementation, these newer obje
may be compléetely new AIPs or merely updated AIPs. Either way, persistent links betweg
the ingested.object and the resulting AIP should be maintained.

Cts
en

4.4.1.2 The repository shall actively monitor the integrity of AlIPs.
Supporting Text

This is necessary in order to protect the integrity of the archival objects over time.
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Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Fixity information (e.g., checksums) for each ingested digital object/AlIP; logs of fixity
checks; documentation of how AIPs and Fixity information are kept separate; documentation
of how AIPs and accession registers are kept separate.

Discussion

A repository should have logs that show actions taken to check the integrity of archival
objects in order to assure funders, producers, and users—and to allow thém to
aufit/validate—that the repository is taking the necessary steps to ensure the-long-term
infegrity of the digital objects. The repository should also document that integrity checgks are
cafried out on a regular basis, in order to catch any changes in AlIPs as spénas possible so
that corrective action can be taken as soon as possible. The repository should allow interested
pafties to verify that this is the case.

At present, most repositories deal with this at the level of individual information objgcts by
us|ng a checksum of some form, such as MD5. In this case, the repository should be able, and
may want to demonstrate that, the Fixity Information (cheeksums, and the informatign that
ties them to AIPS) are stored separately or protected separately from the AIPs themselyes, so
that accidental alteration of the AIP would not also<damage the Fixity Information, Also,
sofneone who can maliciously alter an AIP wouldhot likely be able as easily to alter the
Fixity Information as well.

442 The repository shall havecontemporaneous records of actions| and
ministration processes that are.rglevant to storage and preservation of the AIPs
Sypporting Text

THis is necessary in order to ensure documentation is not omitted or erroneous|or of
questionable authenticity?

Examples of Ways-the Repository Can Demonstrate It Is Meeting This Requirement

Written decumentation of decisions and/or action taken; preservation metadata Ipgged,
stqred, and*linked to pertinent digital objects.

Dikctssion

The records may be automated or may be written by individuals, depending on the nature of
the actions described. Where community or international standards are used, the repository
must demonstrate that all relevant actions are appropriately performed.
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4.4.2.1 The repository shall have procedures for all actions taken on AIPs.
Supporting Text

This is necessary in order to ensure that any actions performed against an AIP do not alter the
AIP information in a manner unacceptable to its Designated Communities.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Writtgn documentation describing all actions that can be performed against an AIP.
Discussion

This documentation is normally created during design of the repository. It should detail the
normal handling of AIPs, all actions that can be performed against the“AlPs, including
succegs and failure conditions and details of how these processes can be-monitored.

4.4.2.2 The repository shall be able to demonstrate that-any actions taken on AlPs
were ¢ompliant with the specification of those actions.

Supporting Text

This i$ necessary in order to ensure that any actions:performed against an AIP do not alter the
AIP irfformation in a manner unacceptable to its:Désignated Communities.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Preservation metadata logged, stored, and linked to pertinent digital objects gnd
documentation of that action; proeedural audits of the repository showing that all actigns
confofm to the documented processes.

Discussion

Succegsful preservation of information in the archive is strongly linked to following
established and ddcumented procedures to complete any actions that affect the repositgry
data. The more often “special handling’ of repository data occurs and the more often this
‘specigl handling’ is not overseen in a consistent manner, the more likely that the data held |by

the repasitory will be compromised. When procedures are regularly followed, any deviatijon
from mmimmmmmw] TOTT 1 T T be

noticed or, if not noticed, may more likely be able to be corrected, or the timing and likely
change could be identified in the future.
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45 INFORMATION MANAGEMENT

45.1 The repository shall specify minimum information requirements to enable the
Designated Community to discover and identify material of interest.

Supporting Text

This is necessary in order to enable discovery of the repository’s holdings.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Rqtrieval and descriptive information, discovery metadata, such as Dublin Cgrg,"and other
documentation describing the object.

Dikcussion

THe repository should be able to deal with the types of requests that-will come from a typical
user from the Designated Community. A repository does not necessarily have to satisfyf every
pogsible request. Retrieval metadata is distinct from descriptive information that degcribes
what has been found.

4.%.2 The repository shall capture or create{minimum descriptive informatiop and
enpure that it is associated with the AIP.
Sypporting Text

THhis is required in order to ensure that-descriptive information is associated with the AlP.
Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Dgscriptive metadata; internal or external persistent, unique identifier or locator that is
asgociated with the~ AP (see also 4.2.4 about persistent, unique identifier); g$ystem
documentation and- technical architecture; depositor agreements; metadata |policy
documentationmcorporating details of metadata requirements and a statement desgribing
where respansibility for its procurement falls; process workflow documentation.

Dikcussion

The—reposttery—shoutd—show—that—H—asseciates—with—each—AR—mirimum—deseriptive
information that was either received from the producer or created by the repository.
Associating the descriptive information with the object is important, although it does not
require one-to-one correspondence, and may not necessarily be stored with the AIP.
Hierarchical schemes of description can allow some descriptive elements to be associated
with many items.
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4.5.3 The repository shall maintain bi-directional linkage between each AIP and its

descri

ptive information.

Supporting Text

This is necessary to ensure that all AIPs can be located and retrieved.

Exam

ples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Descriptive metadata; unique, persistent identifier or locator associated with the A

docun
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Repos
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AlP.

453.1
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Supp(

This i

ented relationship between the AIP and its metadata; system documentation g
cal architecture; process workflow documentation.

Esion

itories must implement procedures to establish and maintain relationships to associ
ptive information for each AIP, and should ensure that every AlP-has some descript
ation associated with it and that all descriptive information must point to at least g

ptive information over time.
rting Text

necessary to ensure that all AIPs can-continue to be located and retrieved.
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les of Ways the Repository Can Demonstrate It Is Meeting This Requirement

hnical architecture; process workflow documentation.

sion

The repository shall maintain the associations between its AIPs and thei
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Ve
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-
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or

tories must implement procedures that let them know when the relationship betwsg

be restored.

4.6 ACCESS MANAGEMENT

The term ‘access’ has a number of different senses, including access by users to the
repository system, for example, physical security and user authentication, and the different
stages of accessing records (making a request, verifying the rights of the requester, and
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preparing and sending a Dissemination Information Package [DIP]). This subsection is
concerned with all of these. It is divided into two main requirements, one concerned with the
existence and implementation of access policies, and one with the capacity of the repository
to provide demonstrably authentic objects as DIPs. Thus the first requirement relates to
requests initiated by a user and how the repository handles them to ensure that rights and
agreements are respected, that security is monitored, that requests are fulfilled, etc. The
second requirement relates to what is delivered to the Consumer and the trust that can be
placed in it.

It must be understood that the capabilities and sophistication of the access system. will vary
depending on the repository’s Designated Community and the access mandates pf the
repository. Because of the variety of repositories and access mandates, theseceriteria may be
supject to questions about applicability and interpretation at a local level.

4.6.1 The repository shall comply with Access Policies.

Sypporting Text

THis is necessary in order to ensure the repository has-fully addressed all aspects of| usage
which might affect the trustworthiness of the repositofy,’particularly with reference to sppport
of {the user community.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

—+

Statements of policies that are available-to the user communities; information about user
capabilities (authentication matrices);j-logs and audit trails of access requests; explicit tests of
some types of access.

QD

Dikcussion

Dgpending on the natuce)of the repository, the Access Policies may cover:
— statements‘ef what is accessible to which community, and on what conditions;
— requirements for authentication and authorization of accessors;

— enforcement of agreements applicable to access conditions;

£ recording of access actions.

Access may be managed partly by computers and partly by humans; checking passports, for
instance, before issuing a user ID and password may be an appropriate part of access
management for some institutions.
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4.6.1.1 The repository shall log and review all access management failures and
anomalies.

Supporting Text
This is necessary in order to identify security threats and access management system failures.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Accesp logs, capability of the system to use automated analysis/monitoring tools and generate
problgm/error messages; notes of reviews undertaken or action taken as a result of reviews.

Discussion

A repository should have some automated mechanism to note anomalous or-unusual denigls
and uge them to identify either security threats or failures in the access-management system,
such as valid users’ being denied access. This does not mean lookingatévery denied access.

4.6.2 | The repository shall follow policies and procedures.that enable the disseminatipn
of didital objects that are traceable to the originals, with evidence supporting their
authepticity.

Supporting Text

This i$ necessary to establish an auditable chain of authenticity from the AIP to disseminated
digital objects.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Systemq design documents; work’ instructions (if DIPs involve manual processing); procgss
walkthroughs; production of a“sample copy with evidence of authenticity; documentation|of
community requirementsfor'evidence of authenticity.

Discussion

Authepticity isspot an ‘all or nothing’ concept, but is a matter of degree, judged on the basis
of evidence~Thus the adequacy of the evidence is of key importance in assessing this
requirement.

This requirement ensures that ingest, preservation, and transformation actions do not lose
information that would support an auditable trail of authenticity between the original
deposited object and the eventual disseminated object.

A repository should record the processes to construct the DIPs from the relevant AIPs. This is
a key part of establishing that DIPs reflect the content of AIPs, and hence of original material,
in a trustworthy and consistent fashion. DIPs may simply be a copy of AIPs, or may result
from a simple format transformation of an AIP. But in other cases, they may be derived in
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complex ways. A user may request a DIP consisting of the title pages from all e-books
published in a given period, for instance, which will require these to be extracted from many
different AIPs. Or a repository may disseminate automatically generated transcripts of voice
recordings. A repository that allows requests for such complex DIPs will need to put more
effort into demonstrating how it meets this requirement than a repository that only allows
requests for DIPs that correspond to an entire AIP.

This requirement is concerned only with the relation between DIPs and the AIPs from which

th

\ are derived: elsewhere the link hetwean the nriginnlc S1Ps and the AlPs is caonsider
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Kcussion

e objective of access managenent is to ensure that a user receives a usable and
rsion of the digital object(s).(i.e., DIP) that he or she requested. A repository shoulg
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it any problems that do occeur and are brought to its attention are investigated and acted on.
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5 INFRASTRUCTURE AND SECURITY RISK MANAGEMENT
5.1 TECHNICAL INFRASTRUCTURE RISK MANAGEMENT

5.1.1 The repository shall identify and manage the risks to its preservation operations
and goals associated with system infrastructure.

Supporting Text

THhis is necessary to ensure a secure and trustworthy infrastructure.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Infrastructure inventory of system components; periodic technology assessments; estimates of
system component lifetime; export of authentic records to an independent system; use of
strongly community supported software e.g., Apache, iRODS, Fedora); re-creation of
ar¢hives from backups.

Dikcussion

THe repository should conduct or contract assessmentsyof the risks related to hardware and
software infrastructure, and operational procedures. The repository should provide
mechanisms that minimize risk from dependéncies on proprietary or obsolete $ystem
infrastructure and from operational error..The degree of support required relates o the
criticality of the subsystem(s) involved in:long-term preservation. The repository should
maintain a system that is scalable (e.g-;.able to handle anticipated future volumes gf both
bytes and files) without a major disraption of the system. The repository should mainptain a
system that is evolvable. That is{ the system should be designed in such a way that|major
components of the system cante replaced with newer technologies without major disruption
of |the system as a whole. (The repository system should be extensible. That is, the $ystem
shpuld be designed to ‘accommodate future formats (media and files) without |major
digruption of the system-as a whole. The repository should be able to export its holdings to a
future custodian. The Tepository should be able to re-create the archives after an operational
erfjor that overwrites or deletes digital holdings.

5.1.1.1 .The repository shall employ technology watches or other technology
monitoring notification systems.

Supporting Text

This is necessary to track when hardware or software components will become obsolete and
migration is needed to new infrastructure.
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Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Management of periodic technology assessment reports. Comparison of existing technology
to each new assessment.

Discussion

The objective is to understand when any subsystem poses a risk of obsolescence, and enable
planning _migration to new technology before interoperability mechanisms are no longer
availaple. This can be driven by proprietary software dependencies (the vendor no longer
suppofts the subsystem component), and by emergence of new protocols (the mechanism for
accessing the system has become obsolete and is no longer supported).

5.1.1.1.1 The repository shall have hardware technologies appropriate to the serviges
it proyides to its designated communities.

Supporting Text

This is necessary to provide expected, contracted, secure, and persistent levels of servjce
including: ease of ingest and dissemination through appropriate depositor and user interfages
and tpchnologies such as upload mechanisms; onsgoing digital object management;
preseryation approaches and solutions, such as migration; and system security.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Maintgnance of up-to-date Designated~‘€ommunity technology, expectations, and use
profilgs; provision of bandwidth adequate to support ingest and use demands; systemdtic
elicitafion of feedback regarding hardware and service adequacy; maintenance of a currgnt
hardwpre inventory.

Discussion

The repository should-be aware of the types of storage, file management, preservation gnd
accesq services expected by its Designated Community, including where applicable, the types
of meglia to be-delivered, and needs to make sure its hardware capabilities can support thése
services. The-oabjective is to track when changes in service requirements by the designated
commpnities require a corresponding change in the hardware technology, when changes|in
ingestlorpolicies require expanded capabilities, and when changes in preservation policjes
require new preservation capabilities. This can be driven by changes in capacity requirements
(the time needed to read all media is longer than the media lifetime), by changes in delivery
mechanisms (new clients for displaying authentic records), and changes in the number and
size of archived records.

5.1.1.1.2 The repository shall have procedures in place to monitor and receive
notifications when hardware technology changes are needed.
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Supporting Text
This is necessary to ensure expected, contracted, secure, and persistent levels of service.
Examples of Ways the Repository Can Demonstrate It Is Meeting This Requirement

Audits of capacity versus actual usage; audits of observed error rates; audits of performance
bottlenecks that limit ability to meet user community access requirements; documentation of
technology watch assessments; documentation of technology updates from vendors.

Dikcussion

THe repository should conduct or contract frequent environmental scans regarding hardware
stgtus, sources of failure, and interoperability among hardware components. The repgsitory
shpuld also be in contact with its hardware vendors regarding technology updates, pojnts of
likely failure, and how new components may affect system integration-and performange. The
objective is to track when changes in service requirements by the designated communities
require a corresponding change in the hardware technology, “when changes in ingestion
policies require expanded capabilities, and when changes ir\preservation policies requife new
preservation capabilities. This can be driven by changes in capacity requirements (the time
nepded to read all media is longer than the media lifetime), by changes in delivery
mechanisms (new clients for displaying authentic-fécords), and changes in the numbgr and
size of archived records.

5.1.1.1.3 The repository shall have procedures in place to evaluate when changes are
needed to current hardware.

Sypporting Text

THis is necessary to ensure that the repository has the capacity to make informed and timely
degisions when information indicates the need for new hardware.

Examples of Ways-the Repository Can Demonstrate It Is Meeting This Requirement
Evjaluation procedures in place; documented staff expertise in each technology subsystgm.

Discussion

Given nformation from technology watches or other technology monitoring notification
systems, the repository should have procedures and expertise to evaluate this data and make
sound decisions regarding the need for new hardware. The objective is to track when
technology providers have developed subsystems that minimize risk, or that minimize cost,
or that improve performance. This is necessary to track emerging technologies and plan for
upgrades before capacity limits occur. The evaluation should identify when the risk of using
new technology outweighs the expected benefit, and when the new technology is sufficiently
mature to minimize risk.
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5.1.1.1.4 The repository shall have procedures, commitment and funding to replace
hardware when evaluation indicates the need to do so.

Supporting Text

This is necessary to ensure hardware replacement in a timely fashion so as to avert system
failure or performance inadequacy. Without such a commitment, and more importantly,
without escrowed financial resources or a secure funding stream, technology watches and
notifications are of little value. The repository must have mechanisms for evaluating the
efficagy of the new systems before implementation in the production system.

Examples of Ways the Repository Can Demonstrate It Is Meeting This Requixement

Statempent of commitment to provide expected and contracted levels of serviee; evidence|of
ongoimg financial assets set aside for hardware procurement; demonstration®of cost savings
through amortized cost of new system.

Discussion

The dbjective is to demonstrate that the repository has. the ability to incorporate ngw
technglogy, both financially through funding commitments or cost reduction, gnd
operatjonally through verification of the capabilities of the new systems.

5.1.1.1.5 The repository shall have software technologies appropriate to the serviceg it
provigles to its designated communities.

Supporting Text

This is necessary to provide expected, contracted, secure, and persistent levels of servjce
including: ease of ingest and dissemination through appropriate depositor and user interfages
and tpechnologies such asyupload mechanisms; on-going digital object management;
preseryation approaches.and solutions, such as migration; and system security.

Examples of Ways'the Repository Can Demonstrate It Is Meeting This Requirement

Maintgnance—~0f up-to-date Designated Community technology, expectations, and use
profilgs; jrovision of software systems adequate to support ingest and use demangls;
systematic elicitation of feedback regarding software and service adequacy; maintenance of a
current software inventory.

Discussion

The objective is to track when changes in service requirements by the designated
communities require a corresponding change in the software components, when changes in
ingestion policies require support for new data formats and when changes in software
technology require new format migration capabilities. This can be driven by changes in
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