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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proce@lures used to develop this document and those intended for its further maintenanee
described In the ISO/IEC Directives, Part 1. In particular the different approval criteria neededfor
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention i
patent righ
any patent
on the ISO

Any trade
constitute

For an explanation on the voluntary nature of standards, the . meaning of ISO specific terms

expression
World Trad
URL: www

5 drawn to the possibility that some of the elements of this document may be the subjec
ts. ISO shall not be held responsible for identifying any or all such paténtrights. Detail
rights identified during the development of the document will be in the Introduction ang
ist of patent declarations received (see www.iso.org/patents).

hame used in this document is information given for the convenience of users and does
an endorsement.

s related to conformity assessment, as well as information about ISO's adherence to
e Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the follow
Liso.org/iso/foreword.html.

This docun
Subcommi
application

Alist of all

hent was prepared by Technical Committee {§0/TC 184, Automation systems and integrat
tee SC 5, Interoperability, integration, and architectures for enterprise systems and automa
s.

parts in the ISO 16300 series can‘be-found on the ISO website.

are
the
the

t of
s of
| /or

not

And
the
fing

ion,
fion

© ISO 2017 - All rights reserved


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/foreword.html
https://standardsiso.com/api/?name=24744bc9eebbcb9b9df5e3dcbad9104b

1ISO 16300-3:2017(E)

Introduction

ISO 16300 addresses requirements of users and suppliers of manufacturing software regarding the
interoperability of software in the area of industrial automation.

User interoperability requirements include:

— integrating an automation application system by combining capabilities of a set of software

components provided by various sources,
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Supplier requirements include:

Soff
rep
wit

in germs of the MSU\(manufacturing software unit) capability profile. In ISO 16100, th

con
infd

aboe-mentioned software interoperability services. ISO 16100 is used and applied as the

for
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required by the automation application system,

STUO3T

integrating the capability of a software unit from one resource system platform to' anoths

validating and verifying the capability of a software unit to meet the automation applicat
requirements.

representing the set of capabilities provided by a software component used in a softwar
verifying software component capability as a part of a required software unit capability

cataloguing a software unitin terms of its capability for. ihteroperability in an automation
system to support wide distribution.

16300 also addresses software interoperability.sef¥vices which include:
accessing the description of a software capability to enable interoperability assessment

enabling the search and location of-candidate software units and components,
automatically, using search engines,

representing the dependencies betiveen software components for an automation applica
on a particular system platform.

ware capability is first(defined in terms of the potential function. It is then expi
Fesented as facts about'the software, how and what it can do. The ISO 16100 series was

capability

r platform,

ion system

e unit,

hpplication

preferably

fion hosted

essed and
developed

h the aim of providing)a standardized method to describe capabilities of manufacturinlg software

ponent is includéd in the MSU. ISO 16100 also provides a way to exchange an MSU’s c4
rmation by means of a capability profile. Software capability profiling is the basis for pr

SO 16300,

stablish ISO 16300, a number of steps were necessary. The initial step shows what inter

b software
pability as
pviding the
foundation

pperability

Sery

yices are enabled by using software capability profile. The following steps develop concre

e methods

and mechanisms to provide these interoperability services. The resulting output from ISO 16300 are
several published parts.

ISO 16300-1 specifies a framework for describing an automation solution in terms of a set of capabilities
provided by a set of MSUs. The framework also defines a set of capability elements and composition rules
to represent the interoperability criteria in terms of the automation system capability requirements of
an enterprise application.

IS0 16300-2 specifies the template definition to describe the capability of software unit of an automation
solution that can be mapped to the functional requirements of target manufacturing application. It also
specifies mapping rules for composing the contents of a software unit catalogue item in terms of the
properties of the capability.
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ISO 16300-3 specifies the framework for verifying interoperability of capability unit associated with
application requirements and system solution.

ISO 16300-4 specifies the search methodology for acquiring candidate capability units which satisfies
the manufacturing application requirements from the software unit catalogues and also describes the
structure of the report as an outcome of the search, indicating the extent to which the candidates from
the software unit catalogues correspond to the manufacturing application requirements.

vi © ISO 2017 - All rights reserved
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capability units for manufacturing application solutions —

Part 3:
Verification and validation of interoperability among

capability units

1

Thi
cap

manufacturing application solution.

Thd
ISO
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Thd
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ISO
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ISO
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ISO
proj

ISO

proj
mul

ISO
Eva

ISO

Scope

5 document specifies a framework for verifying and validating the interopetability of mar
hbility units (MCUs) having a set of capabilities that meet the functional’requirements

verification and validation framework describes the use of“the interoperability
16300-1 and the steps to be performed.

Normative references

following documents are referred to in the textdn such a way that some or all of th
stitutes requirements of this document. For dated references, only the edition cited 4
ated references, the latest edition of the referehced document (including any amendmen

16100-1, Industrial automation systems and-integration — Manufacturing software capabil
nteroperability — Part 1: Framework

16100-2, Industrial automatiop™systems and integration — Manufacturing software
(iling for interoperability — Part 2+’Profiling methodology

16100-3, Industrial autemadtion systems and integration — Manufacturing software
[iling for interoperability(—Part 3: Interface services, protocols and capability templates

16100-6, Industrial;-automation systems and integration — Manufacturing software
[iling for interopérability — Part 6: Interface services and protocols for matching profild
tiple capability.class structures

IEC 25000 Systems and software engineering — Systems and software Quality Requiri
Juation(SQuaRE) — Guide to SQuaRE

ufacturing
of a target

criteria in

Pir content
pplies. For
[s) applies.
ty profiling

capability

capability

capability
s based on

bments and

ments and

LIEC\25010, Systems and software engineering — Systems and software Quality Requirg

Eval

uation [SOuaRE) — Svustem and software gualitv maodels
C hY J 4 J 1 4

3

Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 16100-1, ISO 16100-3,

ISO

16100-6 and the following apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

[SO Online browsing platform: available at http://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/
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31
capability class structure
hierarchy of capability classes

[SOURCE: ISO 16100-6:2011, 3.2, modified — The Note was deleted.]

3.2
capability profiling

selection of a set of offered services defined by a particular interface within a software interoperability

framework

[SOURCE: [SO16100-1:2009, 3.5]

3.3

interoperability validation

procedure [which examines the implemented interoperability mechanisms to determine the exten
which theyf are compliant with a set of quality characteristics (reliability, security, pérformance, {
response, gtc.)

Note 1 to eptry: These quality characteristics are considered as pertinent for the éxpected behaviour of
current mafufacturing application processes.

34
interoperability verification

procedure|of checking that the designed interoperability of manufacturing processes match
correspondling implemented interoperability mechanisms

3.5
manufactyring application requirements document
MARD
document $pecifying necessary processes to be designed and implemented in order to meet the targg
manufacturing goal, and also specifying various(besources to be available to accomplish proce
execution

3.6
manufactyring capability unit
MCU
manufactulring unit of a type (i.e.smechanical, electrical, electronic, hardware, and/or software, ¢
intended t¢ support the executien of a particular manufacturing task.

Note 1 to enftry: Manufacturing capability unit is a resource capability unit or a process capability unit.

3.7

manufactyring process capability unit

MPCU

process capability' unit of a type (i.e. mechanical, electrical, electronic, hardware, and/or softw
correspondling to the execution of a particular manufacturing process

t to
ime

the

the

ted
bses

tC.)

hre)

3.8
manufacturing resource capability unit
MRCU

manufacturing capability unit (3.6) of resource (i.e. human, energetic, mechanical, electrical, electronic,
hardware, and/or software, etc.) supporting the execution of manufacturing application (process,

activity or task)

39
manufacturing capability profile

concise representation of a manufacturing capability unit (3.6) to meet a requirement of a manufacturing

application

[SOURCE: ISO 16100-1:2009, 3.21]
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3.10

manufacturing software
type of software resource within an automation system that provides value to a manufacturing
application (e.g. CAD/PDM) by enabling the flow of control and information among the automation
system components involved in the manufacturing processes, between these components and other
enterprise resources, and between enterprises in a supply chain or demand chain

[SOURCE: ISO 16100-1:2009, 3.16, modified — The Note was deleted and “(e.g. CAD/PDM)” was added
to the definition.]

3.11

ma
MS

clag
per
infq

Not
[SO

31
ma
me(

hufacturing software unit
J
s of software resource, consisting of one or more manufacturing software (310) cd
forming a definite function or role within a manufacturing activity while supporting
rmation exchange mechanism with other units

e 1 to entry: A software unit can be modelled using UML as a software object.

[JRCE: ISO 16100-1:2009, 3.18, modified — The acronym MSU was added to the term.]

4
[cher
hanism set to compare an offered manufacturing capuability profile (3.9) with 3

manufacturing capability profile

[SO
adjg
3.1
ma
<pr]
me¢

[SO

3.1/
MS]
cap
spe
soft

[SO

4

[JRCE: ISO 16100-3:2005, 3.1.6, modified — The verb “set” was added after “mechanis
ctive “manufacturing” was added before “capability profile” twice.]

B

fching level

pfile> qualitative measure of how closelypa capability profile of a manufacturing software
ts the software functional requireménts of a manufacturing activity

URCE: ISO 16100-3:2005, 3.1.7]

3

J interoperability

Cification in exchanging a set of application information (services) with another mar
ware unit

URCE: ISO 16200-3:2005, 3.1.8, modified — The word “(services)” was added to the defin

Symbpols and abbreviated terms

MA

mponents,
a common

| required

m” and the

unit (3.11)

hbility of a manufacturing software unit (3.11) to support a particular usage of ap interface

ufacturing

ftion.]

RDmanufacturing application requirements document

MCU manufacturing capability unit

MPCU manufacturing process capability unit

MRCU manufacturing resource capability unit

MSU  manufacturing software unit

OPM  object process model

UML unified modelling language
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5 Interoperability of MSUs

5.1 Interoperability background

A manufacturing application is developed to realize a product which meets its predetermined
specifications as a result of the application execution. The invoked specifications elaborated according
to the expectations of the product customers or users, include required characteristics to be assured by
the targeted product without exceeding the fixed limits of manufacturing costs and delays.

The development of a manufacturing application generally starts with elaborating a subsequent
requireme ts opcuiﬁuqtiuu which—ts—described—imrMARP—TFhis—doctument-inctudes—the—architecty ral,
functional,|and qualitative specifications to be met by the concerned application. In respect to,MARD,
the applicqtion design is then elaborated using adequate formalisms for various design. @rtefacts

addressing mainly:

— the application global structure;

— its cappbility units;

— their irIterdependencies; and
— its conffiguration and deployment.

The adoptdd design formalisms are generally graphical and textual tHegse are to describe manufactufing
processes @s well as the related design artefacts in detail.

The 1630( series addresses the requirements of users and.suppliers of manufacturing applicatjons
regarding the interoperability of MCUs in the area of industrial automation. User requirements inclfide:

— building a manufacturing application system by combining capability units;

— selecting appropriate capability units, substituting one capability unit with another; and

— verifying capability unit in reference to thé required capability profile.

Supplier regquirements shall specify the precise capability of their corresponding interoperability.

The manufacturing application processes shall be composed of designed and planned activities pnd
operations|of various types (human) mechanical, electrical, hardware, networking, and/or computfing,
etc.). For gach process, the manufacturing application design indicates its functional role inside|the
ing application, its-individual control flow as well as its underlying specific activities jand
functions. [For the manufacturing processes implementation, the design shall specify the required
manufactulring resouregs-and their specific capabilities considered as necessary for the manufacturing
execution. [These manufacturing resources are of different types (i.e. mechanical, electrical, hardwpre,

described yisingthe dedicated profile template presented in Annex A. A capability unit profile inclydes
several fields-describing various structural, functional and qualitative characteristics of manufactufing
resource ubit r‘np:ﬂ'\i]ifinc

To accomplish the specified manufacturing goal, the design of manufacturing processes shall indicate the
required interoperability specifying when, where, and how the processes interoperate. It shall indicate
the concerned types of required interoperability related to message communications, data sharing,
data exchanges, or service calling, etc., between interacting manufacturing processes. Subsequently,
a capability unit profile specifies its provided facilities and mechanisms for interoperability. Also,
the manufacturing application execution is associated with various implemented or coded processes
activated to behave according to the process designed model. They shall interact using interoperability
mechanisms and facilities as decided at the application design phase. Manufacturing resources related
to manufacturing processes such as devices, hardware units, software units, etc., shall interact using
various types of interoperating facilities indicated as a part of the capability profile.

4 © IS0 2017 - All rights reserved


https://standardsiso.com/api/?name=24744bc9eebbcb9b9df5e3dcbad9104b

1ISO 16300-3:2017(E)

5.2 MSU interoperability verification and validation

Since the processes are executed using a set of appropriate MRCUs, the verification of processes
interoperability should examine the MRCU profiles used, to check whether they provide the required
processes interoperability.

The interoperability of MCUs should be recognized by the individual MCU capability profiles that
contain a set of MRCU profiles.

This document focuses on MSUs interoperability verification and validation. For the design and
development of the framework, the subset MSU is considered as being a major and central part of the

MCU. Tn this document, only the interoperability of MSUs is considered for verification and vilidation.
Mfg. Domain
1
1.2
Mfg. Application Mfg. Information
o) T
1
1.* 1 *? corresponds
Mfg. Resource Mfg. Process Capability Unit
—>
B
O 1 1 1| external
1 representatiPn
14» Capability Unit Template
enables _ Mifg. Activity E
1
1 ut 1-.‘*
Required MSU Capability Unit Profil
represents
1 I represents ]r\
1.9
Msu
Figure 1 — Main description entities of MCUs general context

The procedure for verification and validation shall be described as a set of steps to follow, applied on
associated artefacts, to verify and validate the interoperability among designed processes and the
corresponding required MSUs. The MSUs are to be developed or already implemented and ready to
be reused.

Starting from the interoperability framework of ISO 15745-1 and ISO 16100-1, a software interoperability
framework is described based on the aspects related to:

— the syntax and semantics shared between MSUs;

— the functional relationships between the MSUs;

© IS0 2017 - All rights reserved 5
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— the services, interfaces and protocols provided by the MSUs;
— the ability to provide MSUs capability profiling.

The last aspect dealt with at length in the ISO 16100 series. Nevertheless, the verification and validation
processes of interoperability among MSUs are concerned by the whole set of these enumerated aspects.

The verification and validation processes of interoperability among MSUs shall be necessary to
check the extent to which the effective working interoperability among MSUs implements its design
and meets the interoperability requirements. In the general context of MSUs within a manufacturing
domain application (Figure 1), application artefacts shall be issued from three major development
phases cofTesponding to three description levels: requirements deiinition level, design level, pnd
implementption level. Four major sets of artefacts called A, B, C and D, defined in Table 1, shall be
considered for interoperability verification and validation.

Table 1 — Four major sets of artefacts

Set of artdfact Description

composed of design schemas of expected activities of MSUs and associated interoperabiity
A mechanisms that shall be designed to meet requirements of data sharing, messages exchange,
services invocation and exchange, or procedure call which can occur among MSUs.

composed of code parts implementing the effective capabilities of MSUs and working interoper-
ability mechanisms permitting to concerned MSUs to accemplish associated activities

composed of the quality model elements specifying the expected interoperability quality criteria
as they shall be fulfilled by the implemented interoperability mechanisms and services. THese
C criteria and corresponding characteristics, sub-characteristics and properties shall be specified
according to ISO/IEC 25000 quality model with-effective quality characteristics, sub-characfer-
istics, and properties of implemented MSUs interoperability (see Annex B).

composed of the quality reports providingthe numerical values or ranking values of effective

D quality characteristics specified in the instantiated quality model.

Sets A and B are composed of artefacts cortrésponding to the design of expected interoperabllity
mechanisms necessary for the targeted exectition of the current application. Sets C and D correspjond
to the designed interoperability quality and-the quality of its corresponding working implementati¢n.

The term [“expected” refers to whatvwas adopted at the design level and shall be met at|the
implementption level. Therefore,(the expected interoperability shall describe different typeg of
interoperapility mechanisms adopted and designed to be implemented for the operating MSUs.

The term [effective” refers:to what was implemented according to the interoperability design and
how the required typesofjinteroperability mechanisms were effectively implemented to meet their
description at the design phase.

The first tyjpe of compliance assessment between two artefacts sets A and B is the goal of interoperabllity
verificatiop process. This compliance shall be achieved by examining the matching level between|the
design artg th the corresponding implementation artefacts. The design of individual MSUs shall

The second type of compliance assessment shall be based on examining that the quality design of
interoperability described by the artefacts of set C matches the quality of effective interoperability
described by the artefacts of set D. The assessment of the compliance level shall be the goal of the
interoperability validation process.

5.3 Interoperability levels

The interoperability quality shall depend to the level of interoperability occurring between MSUs.
Major interoperability levels are considered in Table 2.

6 © IS0 2017 - All rights reserved
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Table 2 — Interoperability levels

Interoperability levels |Description

1

technical level of interoperability that shall concern the data exchange among MSUs.
At this level, the used networks and protocols shall be considered and evaluated.

shall be adopted and strictly utilized.

syntactic interoperability level concerning common data structure that shall be used
to exchange information among the MSUs. For this objective, a common data format

common reference model for information exchange, where the information exchanged
shall share a common semantic with a unique shared meaning of exchanged data

collaborative interoperability corresponding to the case of interoper
facturing applications, manufacturing processes or MSUs that shall. re
behaviour of functions and services provided by each other. Thislevel re
the preceding levels are already reached.

hble manu-
Cognize the
quires that

conceptual interoperability achieved when the conceptual imgdels are b

developers of the concerned applications or processes~This shall be b
common conceptual model with the common semantic.

engineering methods that shall enable their interpretatien and evalugtion by the

hsed on the

hsed on the

The
ISO

first three interoperability levels shall be used in conjunction, with the quality model
IEC 25010 for interoperability validation.

ISOfIEC 25010 shall provide a detailed description of soffware quality which shall b
intdroperability validation. It shall be adapted to define required quality of MSUs interoper
its instantiation that shall assess the quality of implemented interoperability.

6 [Interoperability verification and validation goals

6.1 Considered interoperability mechanisms

The interoperability verification andvalidation are considered in the context of mar
appllication MSUs development where the requirement document is defined by the
development team. The corresponding design of the targeted MSUs is elaborated accor

conperned manufacturing application specifications expressed in MARD. The design shall bg

defined by

b used for
ability and

ufacturing
hpplication
ling to the
developed

to thke into account three main types of requirements: process requirements, resource requirements,

and qualitative requirements. The capability profile of each individual MSU includes only the
reqpirements.

In drder to accomplish interoperability verification and validation, the artefacts mentioned
be developed todnclude the functional requirements, interoperability requirements and cor}
quallity criterias

The artefacts of set A include the specification of functions and services to be provided &
profilei\The classification of MSUs is presented in detail in ISO 16100-2. These artefacts

functional

in 5.2 shall
‘esponding

y the MSU
nclude the

desjgnof the required interoperability mechanisms to be implemented to meet the applica

tion MSU'’s

requirements in terms of:
— services exchange;
functions calling;
messages communication;
global resources sharing;
files sharing;

information sharing;

access to and update of a common database;
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The invoked interoperability design is a specific part which is composed of distinguished elements
inside the whole design of manufacturing application including MSUs design. Subsequently, each
required interoperability mechanism shall have its own textual or graphical design description and
corresponding semantic. The chosen design language for the current application should then provide
specific textual or graphical elements which are able to clearly represent the required interoperability
to be used among MSUs. In order to be realized, each required designed mechanism shall have one
or more implementation solutions provided by the development environment. The selection among
possible implementations shall be accomplished according to the required quality criteria of the current
application in terms of reliability, performance, efficiency, security, or other quality criteria (Figure 2).

The interqperability validation is performed by considering the quality definition and gquglity
assessmenf of MSUs interoperability as instantiated using the quality model.

Refiuirement Phase Mfg. Application Req.
< &
y e 1? —
Resource Req. Process Req. 1. _?._ua‘l!tatlve Req.
Q1 10
g . 1.+ Seduences
Mfg. Resource Required MSU
(] eonstrajns
1 5 Required Information
derives
12 constrains
MRCU enables
Design Phase
) [ﬁ?egrated Mfg. System ’
-— constrains
S
)

AN
==

implemented Mfg. System

Implementation Phase

Figure2:=< Artefact elements for verification of interoperability among MSUs

The artefa¢tSefset A describe the expected capabilities and interoperability of MSUs, while the artefacts
of set B describe the effective interoperability. The verification is then based on the examination of the
matching level between the artefacts of the two sets.

Also, the artefacts of set C describe the expected quality of the MSUs interoperability, while those of
set D describe the effective quality of the implemented MSUs. The interoperability validation examines
the how the expected quality characteristics, sub-characteristics, and properties of MSUs described
by set C comply with the effective interoperability quality criteria described by set D. The last set
of artefacts is built on the data and metric values gathered according to Clauses 4 and 5, and more
precisely described in ISO/IEC 25020:2007, Annex A.
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the matching level between the expected interoperability capability profile, and the effective

interoperability capability profile of the implemented MSUs (Figure 3);

the matching level between the interoperability requirement specification of the designed MSUs
and the effective interoperability provided by the implemented (or acquired) MSUs;

the interoperability mechanisms and facilities provided by the software environment hosting the
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Figure 3 — Verification of coherence between required interoperability (expected) and
implemented interoperability (effective)

extended matchershall provide the mechanisms for comparing the required capabilify profiles,
ding interopérability of MSUs, with the effective capability profiles of used MSUs. The extended
matcher should<also provide the mechanisms to accomplish the interoperability Ver:rication in

reference

e artefacts describing the required qualitative characteristics and the artefacts desciibing their
effective implementation.

6.3

Interoperability validation goal

Starting from the specification of interoperability quality criteria to be met by the interoperability and
mechanisms used, the interoperability validation process aims at examining:

the extent to which the interoperability quality criteria are met,

the interoperability mechanisms having low matching level and then low rating in reference to the

targeted quality criteria,

the risk level of each interoperability mechanism used in terms of functionality, reliability, response
time, security, performance or portability.
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7 Interoperability verification process

7.1 Required artefacts for verification

To realize the verification process, the interoperability requirements specification shall be defined at

the design

level of the manufacturing activities as a part of the capability profiles of MSUs.

It is therefore necessary to specify the interoperability requirements to identify the various
interoperability mechanisms required for targeted working of the current manufacturing application:
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the MSU implementing the manufacturing activities within a manufacturing process. Compliand
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hrough the assessment of the matching level between the artefacts of set A describing
teroperability, and the interoperability of the effective working MSUs of set B.

develop interoperability requirements specification, the‘design of manufacturing proce
main reference. The processes should be designedcusing representation diagrams, a {
tivity or any other diagram providing a representation of the interactions and relationsl
Focesses. Within a process, each workflow activity is described through a devoted acti
hich specifies the required interoperability mechanisms. An interoperability mechanism
e or more operations, explicitly represented by the activity diagram as being:

ory access shared by two or more MSUS;

red access to a file shared by twe'6r more MSUs;

red access to a database shared by two or more MSUs;
age sent to one or moreMSU software;

bage received by specific MSUs. Messages are sent and received using a communica
ol available for thesmanufacturing application environment;

t invocation@ffunction or service provided by other MSUs;

ride

the

manufacturing application. The verification shall be based on the compliance assessnjent

U of
e is
the

bses
JML
hips
ity
can

Fion

of the

MSUs.

rect call’effunction or service provided by other MSUs. This type of call requires an adequiate
re infrastructure. One or more middleware such as OMG CORBA, RMI JAVA, and OPC can be
ccording to the programming languages and operating systems of the hosting environnent

The steps of interoperability requirements specification shall be described as shown in
ISO/PAS 19450:2015, Annex C. See Figure 4.
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Figure 4 — Steps for interoperability requirements specification

interoperability requirements specifications include the whole set of interoperabili
vhich the provision by the MSUs has been_ddentified by the development team of t

roperate through data exchange, message exchange, activity call, service exchange,
5ible forms of interoperability.

Verification through matching process

hatching process is applied>to examine whether the available facilities of the mar
ironment and the MSU profiles match the interoperability requirements specification. Th|
Cess is applied on each.individual MSU to examine the matching level between:

individual MSU jriteroperability requirements (UIR);
the interopetability facility set (IFS) provided by the manufacturing software environm

software_interoperability sequences (SIS) implementing or using the adequate inter
mechanisms as part of the implemented (or adopted) MSU profile, in order to meet th
deSigned interoperability.

y facilities
he current
b activities
and other

ufacturing
e matching

ent; and

pperability
e required

A matching Ievel can be assessed in reference to the compliance between the UIR set and the conjunction
of two sets IFS and SIS.

8

8.1

Interoperability validation process

Required artefacts for validation

In amanufacturing environment, a manufacturing execution system is composed of MSUs devoted to the
manufacturing control, managing, monitoring work-in-process, and to keep track of all manufacturing
information and receiving real-time data from various equipment. The MSUs need to share data,
exchange messages, and to execute or call services provided by other units.
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In order to accomplish interoperability verification and validation between MSUs, it is necessary to
consider the specific constraints associated with each used interoperability mechanism between MSUs
to evaluate corresponding required quality criteria. These are defined as required artefacts related to
the compliance between the artefacts of sets C and D (5.2).

To validate functioning interoperability under consideration between MSUs, a set of constraints can
make the interoperability validation difficult regarding the specific associated quality criteria that
need to be dealt with. The parameters below, such as programming language, operating system, hosting
platform, etc., specify the considered interoperability between MSUs:

— Programming language version -when different interoperating MSUs are coded using different
versiofis of a programming language.

— Progrdgmming languages -when different interoperating MSUs are coded using~different
progrdmming languages.

— Operating system version - when different interoperating MSUs are executed within distjinct
versiohs of an operating system or an environment.

— Operating systems or environments - when different interoperating MSUs dre executed on diffefent
operating systems or environments.

— Hostinlg platform versions - when different interoperating MSUs are executed using different
versios of software development platforms.

— Hostinlg platform - when different interoperating MSUs are. executed using different software
development platforms.

— Comminication protocol.
— Objectp rights access - concerning the right access'for reading, writing, or executing:
— simple data access;
— complex data access;
— prpcedure access;
— m¢thod access;
— sefvice access;
— filg¢ access;

— database access:

In the list above,the running of any parameter used shall be qualified in reference to a set of qudlity
criteria suth as feliability, efficiency, performance, security, or other quality criterion. Subsequeitly,
each elemgntshall be assessed as being less efficient, reliable, or secure. T

The interoperability validation needs, as major artefact, a quality model to be developed for the
required interoperability mechanisms. The interoperability quality model constitutes a reference to be
met by the implemented interoperability among MSUs. For the targeted interoperability quality model,
it is recommended to use the model proposed by ISO/IEC 25000 which is initially addressed to system
and software quality evaluation.

8.2 Validation through matching process

As a first approach for interoperability validation, the ISO quality standard shall be adapted to match
the interoperability pertinent characteristics. ISO/IEC 25010 for interoperability shall be used as
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reference for the interoperability validation process. The validation shall focus more particularly on
some characteristics including:

1) Functionality: The capability of the MSUs to provide functions and interoperability which meet

stated and implied needs when the MSUs are used under specified conditions;
2) Reliability: The capability of the of MSUs interoperability to maintain the level of performance of

the system when it is used under specified conditions;
3) Usability: The capability of the MSUs interoperability to be understood, used, and appreciated by

the developer;
4) |Efficiency: The capability of the MSUs interoperability to provide the required pgrformance

relative to the amount of resources used, under stated conditions;
5) |Maintainability: The capability of the MSUs interoperability to be modified;
6) [Portability: The capability of the MSUs interoperability to maintain its belidviour when hosted on

a different hosting environment.
Intdgroperability validation is based on checking the extent to which the implemented quality
corfesponding measured criteria are compliant with the expected quality as speciffed at the
intgroperability design phase. This shall be based on the matching level between th¢ expected
quallitative level and the implemented quality level. In both casgés, the quality evaluation r¢fers to the
adopted quality criteria and corresponding measuring metrigs:
In [SO 16100-1, the accomplished functions of the ‘manufacturing execution system Hepend on
intgroperability criteria to be fulfilled by the interoperability facilities provided by the marjufacturing
appllication software platform. They also dependien the quality of concerned MSUs’ cppabilities.
Thdrefore, the validation process shall be based on interoperability quality criteria by |[examining
thefr matching to the effective working intereperability. In order to use ISO/IEC 25000 mg¢thodology,
intdroperability criteria discussed in previous clauses shall be mapped into ISO/IEC 25(310 quality
modlel using the following Table 3.

Table 3 — Interoperability quality criteria defined by applying ISO/IEC 2501
Interoperability quality criteria ISO/IEC 25010 Clause in ISO/IEC 25010
Interoperability level
Reliability Reliability 4.2.5
Availability Availability 4.2.5.2
Safety Freedom from risk 4.1.4
Seeurity Security 4.2.6
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Annex A
(informative)

Conceptual structure of a capability profile including extension

related template to interoperability

As mentio
accordancg
with ISO 14
along with

— Refere

hed 1n [SO 16100-5:2009, 6.3.1, a capability profile template contains a common pa

with ISO 16100-2:2003, 6.3 and ISO 16100-3:2005, 7.2.2; and a specific part in accord

nce
100-2:2003, 6.3. The specific part shall atleast contain the elements identified in [SO 161(%—2,

the following additional elements (Table A.1):

hce MDM name;

— MDD description format (e.g. list of MDD objects);

Table A.1 — Conceptual structure of a capability profile'template

Common part
Template ID
Capability class name and reference CCS
Software unit ID
Vendor name
Version number and history
Computing facilities required
Processor
OperatingSystem&Options
Language
RuntimeMemery:
DiskSpace
MultiUserSupport
RemoteAccess
AddOns&Plugins
Meédsured performance of the unit
ElapsedTime
NumberOfTransactionsPerUnitTime
Reliability data of the unit

14

Usagetistory
NumberOfShipments
IntendedSafetyIntegrityLevel
CertificationBody
Support policy
Price data
Capability class reference dictionary name
Number of profile attributes

Number of methods

Number of resources

in
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Table A.1 (continued)

Number of constraints

Number of extensions

Number of lower levels

Number of subtemplates at next lower level
Specific part for capability class

Reference MDM name

MDD description format

Thd
und
con

MDD description

Set of MDD objects

List of MDD objects

Time ordered MDD objects

Event ordered MDD objects

Interoperability MDD objects
List of capability class attributes
List of capability class methods
List of capability class resources
List of capability class constraints
List of capability class extensions

List of capability class lower levels

List of capability class subtemplates

MDD description (e.g. time ordered access te:-MDD objects).

above capability profile template contains an additional field "interoperability MD

D objects"”

er which the template users to specify the interoperability mechanisms which shall be dised by the

cerned capability units.
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Annex B
(informative)

Adaptation example of ISO/IEC 25000 quality model for
interoperability validation of MSUs

The interoperability validation process requires to exam the matching between the specified qualitalive
requirements of interoperability between MSUs and its corresponding implementation.

This Annex aims to provide guidelines and to illustrate the series of ISO/IEC 25000 quality standdrds
addressing all aspects related to: quality requirements specification, quality model, preduct quallity,
quality evdluation and quality measurement. For each quality aspect, a set of ISO stanidards have Heen
elaborated| A set of standards constitutes a “division” aiming at a specific aspect related to systerm or
software quality.

To put into|practice, the main concepts and models provided in the ISO/IEC 25000 series, the framework
encompasging and structuring the whole set of standards is called SQuaRE-(Software product Qudlity
Requiremgnts and Evaluation). SQuaRE is composed of five divisions ifitended to cover the wide range
of aspects|related to system and software quality specification, as-well as its modelling, assessmient,
and measufrement (Figure B.1).

ISQ/IEC 2503n: ISO/IEC 2501n: Quality Model Division

Quality 25010: System and software quality models

Requirement

Division | 25012: DataQuality Model |

| 2501n:iTService Quality Model |

2#30:
Quality ISO/IEC 2500n:

Rdquirements Product Quality General Division

25000: Guide to SQuaRE

O ISO/EC 2502n: ISONIEC 2504n:
Quality Measurement Division Quality Evaluation Division
. 25040:
| 251)20: Measurement Reference Model Quality Evaluation
Process

| 25‘]2"1:-‘Qua|itv Measure Elements
| 25022: Measurement of Quality in Use
| 25023: Measurement of Sys & SWP Quality

| 25024: Measurement of Data Quality

25041: Evaluation Guide for
Developers, Acquirers and
Independent Evaluators

Figure B.1 — Global architecture of ISO/IEC 25000 SQuaRE
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The ISO standards of SQuaRE make a distinction between three major types of quality (Figure B.2)
reflecting the perception of the quality by the developers and users. The major quality types are:

— the quality in use;
— the external quality; and
— the internal quality.

To validate the developed interoperability of manufacturing application, SQuaRE proposes for each
quahty type (m use, external and 1nternal) the exammatlon of conformlty between expected specified

In ¢rder to specify the required quality of interoperability, three sets of requirements shall be
elaborated.

. )
Requirements er
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Figure B.2 — Specification of interoperability quality requirements

At ¢ach™hierarchical quality level, a quality model shall be built in terms of quality charpcteristics,

SUb charactarictice And nranartine Thic +acly 1o gnnarally donas hy tha an ity avnart of *He current

CrIoTrotteTrTotICY 7 oo pProp e oIiC o T IO tooIc 1o Ty S oTTC— o y —trrC ot cxpTrTor—l

application. Subsequently, three tree-like quality models for interoperability are to be elaborated and
merged. for the internal and external quality and characteristics, as well as for the quality in use.

For this goal, ISO/IEC 25010 proposes a generic quality model and corresponding, characteristics, sub-
characteristics for the concerned major quality levels: internal quality, external quality and quality in
use. These quality models are to be instantiated and adapted with respect to the interoperability to be
developed for the MSUs of the concerned manufacturing application. The generic quality model to be
instantiated proposes six characteristics and 27 sub-characteristics, indicating the links of dependency
between each individual characteristic and the corresponding sub-characteristics. The six major
quality characteristics shall be adapted to interoperability such as:

1) Functionality: The capability of the MSUs to provide functions and interoperability which meet
stated and implied needs when the MSUs are used under specified conditions;
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2) Reliability: The capability of the of MSUs interoperability to maintain the level of performance of
the system when it is used under specified conditions;

3) Usability: The capability of the MSUs interoperability to be understood, used, and appreciated by
the developer;

4) Efficiency: The capability of the MSUs interoperability to provide the required performance
relative to the amount of resources used, under stated conditions;

5) Maintainability: The capability of the MSUs interoperability to be modified;

. el - A i Eananenals it e, s s b ol g enh ed on

6) Portabiity-
a different hosting environment.

SQuaRE prpposes the breakdown of the characteristics into sub-characteristics, which shall.be-adapted
to the intefoperability quality as described in Table B.1.

Table B.1]— Characteristics and sub-characteristics of SQuaRE schema adopted’for the qualiity
of interoperability between MSUs

Quality characteristics of Quality sub-characteristics of
MSU interoperability MSUs interoperability
Functionality Suitability
Accuracy
Security
Reliability Testability
Fault tolerance
Recoverability
Usability Understandability
Learnability
Testability
Efficiency Time behaviour

Resource utilization
Maintainability Adaptability

Analysability
Changeability
Testability
Bortability Adaptability

Installability
Replaceability

Each individual sub-characteristic is to be defined by the quality engineer of the current application
specifying its contextual meaning and the way to assess the extent to which each characteristic is met.
Moreover, in a given application, sub-characteristics shall have different priorities. The priority of each
sub-characteristic depends on the hierarchical scale established between sub-characteristics according
to the specific functional and qualitative priorities of the whole current application.

To each individual sub-characteristic, the quality engineer shall adapt a set of metrics addressed to
quantitatively assess the extent to which a sub-characteristic is met in reference to the expected values
decided at the phase of qualitative requirements specifications.

The interoperability quality evaluation shall be based on the three quality trees instantiated by the
quality engineer for the quality in use, external quality and internal quality.
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The interoperability validation shall be based, for each characteristic or sub-characteristic, on the
examination of shifting between:

— Numerical values obtained by application of metrics devoted to interoperability characteristic or
sub-characteristic. These numerical values constitute the evaluation of the quality characteristics
of the implemented interoperability between MSUs.

— Expected values of metrics specified by the quality team at the phases of interoperability
requirements specification and interoperability design for the MSUs of the considered application.

Product
Quality N Interoperability q'
TiiUsi . ) Quality in Use (b .
) Evaluating ()’
Measures P Q
e
indicates | %O
A
External N Interoperability
Quality |:| |:| Evaluating @rnal Quality
Measures Q
N\
Q
%
\,(\ indicates
Interoperability
Int |
peria > Internal Quality
Quality U D Evaluating
Measures [/

Figure-B.3 — Types of interoperability quality evaluation

The interoperability)validation shall be processed as indicated by the SQuaRE schgma below
(Figures B.3 and-B:4)

© IS0 2017 - All rights reserved 19


https://standardsiso.com/api/?name=24744bc9eebbcb9b9df5e3dcbad9104b

	Foreword
	Introduction
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Symbols and abbreviated terms
	5 Interoperability of MSUs
	5.1 Interoperability background
	5.2 MSU interoperability verification and validation
	5.3 Interoperability levels
	6 Interoperability verification and validation goals
	6.1 Considered interoperability mechanisms
	6.2 Interoperability verification goal
	6.3 Interoperability validation goal
	7 Interoperability verification process
	7.1 Required artefacts for verification 
	7.2 Verification through matching process
	8 Interoperability validation process
	8.1 Required artefacts for validation
	8.2 Validation through matching process
	Annex A (informative)  Conceptual structure of a capability profile including extension related template to interoperability
	Annex B (informative)  Adaptation example of ISO/IEC 25000 quality model for interoperability validation of MSUs
	Annex C (informative)  OPM schemas related to interoperability verification and validation
	Bibliography

