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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through 1SO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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1 INTRODUCTION

Organisations implement business systems to automate business activities and
transactions. As a result, the digital information generated by a business system
increasingly serves as the only evidence or record of the process, despite the system
not being designed for this purpose. Without evidence of these activities,
organisations are exposed to risk and may be unable to meet legislative,
accountability, business and community expectations.

Because of the dynamic and manipulable nature of business systems, the capture, 6f
fixed records and the ongoing management of their authenticity, reliability, usability
and integrity can be challenging. Organisations are therefore faced with a significant
risk of mismanagement, inefficiency and unnecessary expenditure.

While these same organisations may have an electronic records management
system (ERMS)," it may not capture all records of the organisation..This document is
designed to address the records management gap caused by the.increasing use of
business systems.

It provides guidelines on identifying and addressing the needs for records, and a set
of generic requirements for records management functionality within business
systems software. It aims to:

¢ help organizations understand digital records management requirements;
e assist organisations to improve digital\records management practices;

e reduce the duplication of effort and associated costs in identifying a minimum
level of functionality for records-in business systems; and

e establish greater standardisation of records management requirements for
software vendors.

The document does not prescribe a specific implementation approach. The intent of
these specifications can pe realised through interfacing or integrating the business
system with an electronic records management system or by building the
functionality into.tfie’ business system.

1.1 Scepe and purpose

This decument will help organisations to ensure that evidence (records) of business
activities transacted through business systems are appropriately identified and
managed. Specifically, it will assist organisations to:

e understand processes and requirements for identifying and managing records
in business systems;

1 An electronic records management system is a type of business system specifically
designed to manage records. However, in the interests of clarify and brevity, for the
purpose of this document, ‘business system’ should be taken as excluding an electronic
records management system.

© 1SO 2010 — All rights reserved 1
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o develop requirements for functionality for records to be included in a design
specification when building, upgrading or purchasing business system
software;

e evaluate the records management capability of proposed customised or
commercial off-the-shelf business system software; and

e review the functionality for records or assess compliance of existing business
systems.

It does not provide a complete specification but rather outlines a number of key
records management requirements, with recommended levels of obligation, which
can be used as a starting point for further development. As outlined in the document,
organisations will still need to assess, amend and select their requirements based on
their business, technical and jurisdictional environments and constraints.

This Module only addresses records management requirements and does'not
include general system management. Design requirements such as Usability,
reporting, searching, system administration and performance are.beyond the scope
of this document. It also assumes a level of knowledge about developing design
specifications, procurement and evaluation processes, therefore these related issues
are not covered in any detail.

Requirements for the long-term preservation of digital.records are not explicitly
covered within this document. However, the inclusion of requirements for export
supports preservation by allowing the export ofecords to a system that is capable of
long-term preservation activities, or for the ongoing migration of records into new
systems.

While the guidance presented in this\Module should be applicable to records
management in highly integrated software environments based on service-oriented
architectures, such scenarios are hot explicitly addressed. Similar principles and
processes will apply in such environments, but additional analysis will be required to
determine what processes and data constitute, across multiple systems, the required
evidence or record of any particular transaction.

Use of the term 'system’ in this document refers to a computer or IT system. This is
in contrast to thesrecords management understanding of the term that encompasses
the broader-aspects of people, policies, procedures and practices. Organisations will
need to cansider these wider aspects, and to ensure that fundamental records
management supporting tools such as disposition authorities,? information security
classifications and a records culture are in place, in order to ensure records from
husiness systems can be appropriately managed.

1.2 Audience

The primary audience for this document is staff responsible for designing, reviewing
and/or implementing business systems in organisations, such as business analysts

2 Aformal instrument that defines the retention periods and consequent actions authorised
for classes of records described in the authority.
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and groups overseeing information and communications technologies procurement
or investment decisions.

The audience also includes records professionals who are involved in advising or
assisting in such processes and software vendors and developers who wish to
incorporate records functionality within their products.

Given the target audience for this document, the use of specific records
management terminology has been kept to a minimum. Where the use of such
terminology is necessary, definitions can be found in the Glossary at Appendix A.

Caora | vcafuaiti o ok aleca-rravidaedtn-Santian-4 41 w—claofiaiti oo
UITITC r\c_y UCTTITITUJUT IO ATC AdAloUvU PIUVIUCU mr OCULUVUIT L.5. I\C_y UCTTITNnuTrIo.

1.3 Related standards

Under its Electronic Records and Automation Priority Area, the InternationakCouncil
on Archives has developed a suite of guidelines and functional requirements as part
of the Principles and Functional Requirements for Records in Digital ©ffice
Environments project:

e Module 1: Overview and Statement of Principles;

¢ Module 2: Guidelines and Functional RequirementS{for Records in Digital
Office Environments; and

¢ Module 3: Guidelines and Functional Requirements for Records in Business
Systems.

This document is Module 3 of the broader project. It has been developed with the
support of the Australasian Digital Recordkeeping Initiative.

While this Module may be used as a 'stand-alone resource, for a broader
understanding of the context and principles that have informed its development,
readers should also refer to Madule 1.

The functional requirementsiidentified in Part 2 are based on the minimum
requirements for records.functionality as defined in the International Standard for
Records Management, 1SO 15489.

The reference metadata standard for these requirements is ISO 23081 — 1: 2006,
Information atd documentation — Records management processes — Metadata for
records, Part1 — Principles, and ISO 23081 — 2: 2009, Information and
documentation — Records management processes — Metadata for records, Part 2 —
Conceptual and implementation Issues.

4 V.| - - L
1.4 Ierrrroiuygy

It is recognised that many of the terms used in this document have different
meanings for different disciplines. It is therefore important that this document is read
in conjunction with the Glossary at Appendix A. A number of the key concepts used
in this document are also detailed below:

e Records are information created, received and maintained as evidence and
information by an organisation or person, in pursuance of legal obligations or

© 1SO 2010 — All rights reserved 3
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in the transaction of business.3 They provide evidence of business
transactions and can exist in any format.

e Business systems, for the purposes of this document, are automated
systems that create or manage data about an organisation’s activities. They
include applications whose primary purpose is to facilitate transactions
between an organisational unit and its customers — for example, an e-
commerce system, client-relationship management system, purpose-built or
customised database, or finance or human resources systems. Business
systems are typified by containing dynamic data that is commonly subject to
constant updates (timely), able to be transformed (manipulable) and holds
current data (non-redundant). For the purposes of this document, business
systems exclude electronic records management systems.

e Electronic records management systems (ERMS) are specifically
designed to manage the maintenance and disposition of records."They
maintain the content, context, structure and links among records to enable
their accessibility and support their value as evidence. Electronic records
management systems are distinguished from business, systems, for the
purpose of this document, because their primary function is the management
of records.

1.5 Structure
This document is divided into four main parts:

e Part 1: Introduction — describes-the scope, purpose, audience and structure
of the overall document.

o Part 2: Guidelines — provides background information on the importance of
records management, deseribes key terms and concepts, and outlines a
process for determining an organisation’s need for records and identifying
records within business systems. It also outlines some of the issues and
processes to be considered when reviewing, designing, purchasing or
building business systems to incorporate functionality for records.

o Part 3: Eunctional requirements — provides an overview of the high-level
functienal requirements for records that may be incorporated into a business
system, and outlines a recommended set of mandatory and optional records
management functional requirements for business systems (referred to as the
‘functional requirements’).

o Part 4. Appendices — provides a glossary of key terms and a list of
additional reading.

3 International Standard on Records management, ISO 15489.
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2 GUIDELINES

2.1 Why s it important to have evidence of business processes and
activities?

A key way organisations account for their activities is through evidence of business
transactions in the form of records. Records are valuable business assets that
enable organisations to defend their actions, improve decision-making, prove
OWIEeTSHip of physical-and mteftectuat assets, and Support alt buSieSS ProcessES.

Records are ‘information created, received, and maintained as evidence and
information, by an organisation or person, in pursuance of legal obligations or,in'the
transaction of business.’# They must be retained for a period of time that isity line
with an authorised retention schedule or ‘disposition authority’.

Organisations with business systems that have insufficient functionality for managing
records risk loss of this evidence, resulting in inefficiency, an inability to meet
accountability and legislative requirements, and a lack of corporate memory.

A record is not just a collection of data, but is the consequénce or product of an
event.> A distinguishing feature of records is that their content must exist in a fixed
form, that is, be a fixed representation of the business.transaction. This can be
particularly challenging in a business system that, by nature, contains data that is
frequently updated and dynamic.

Records comprise not only content but alsg:information about the context and
structure of the record. This information -€an be captured through metadata.
Metadata fixes the record in its business context and documents the record’s
management and use over time..Records metadata therefore serves to identify,
authenticate and contextualise(the record, not only at the point of creation, but
continues to document its management and use over time.6 It allows records to be
located, rendered and understood in a meaningful way. The International Standard
on Information and documentation—Records management processes—Metadata for
records, Part 2, 1ISO.23081, provides a generic statement of metadata elements.
Organisations may-also have jurisdictional-specific elements sets to which they must
adhere.

An appropriately managed record will:
o_aid transparent, informed and quality decision-making and planning;

¢ provide an information resource that can be used to demonstrate and
account for organisational activities; and

International Standard on Records Management, ISO 15489.

Philip C Bantin, Strategies for Managing Electronic Records: Lessons Learned from the
Indiana University Electronic Records Project, available at
http://www.indiana.edu/~libarch/ER/ecure2000.pdf, 2003.

International Standard on Information and documentation—Records management
processes—Metadata for records, 1ISO 23081-1:2006.

© 1SO 2010 — All rights reserved 5
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e enable consistency, continuity and efficiency in administration and
management, among other benefits.

The International Standard on Records management, ISO 15489, provides best-
practice guidance on how records should be managed to ensure they are authentic,
reliable, complete, unaltered and usable.

2.2  The business systems landscape and records

Business systems are normally mapped against some form of business process.
Given that records are the product of transactions and transactions, collectively, form
business processes (for example, the transactions involved in processing an
application for a licence), it follows that the integration of records functionality in
business systems should be undertaken from the perspective of the business
process.

Business processes having the greatest potential for reflecting good reeords
management are those that are highly structured with well-defined transactions
where the identification of where in the business process recards-should be
generated and even what they should look like (for example,forms) is relatively
clear. Similarly it follows that records management has great potential for being
integrated successfully in the business systems suppotting such business processes
because, by necessity, their design has to be mapped-to the transactions supporting
the business processes. Furthermore, the development of business systems
supporting defined business processes normally proceeds through a series of
structured steps based on the use of generally accepted systems development tools
and techniques that address each phase\of the systems development life cycle, from
planning and design to implementatiefi-and review. In addition, in well-managed
business systems development prejects, accountability for the integrity of the design,
development, and maintenance of the systems (including the integrity of the data
generated by the systems) is'clearly assigned across all of those communities in the
organisation that have aesponsibility for the systems (that is, from business users
of the systems to the specialists responsible for developing the systems). All of these
factors heighten the potential for records considerations to be integrated in the
design of business-systems supporting structured and well-defined business
processes.

Records management integration is challenged significantly in an environment where
business.processes are poorly defined, where tools and techniques for
systématically designing and developing systems are weak, and where
aceountability for the technologies supporting the environment (and especially the
information generated In the environment) has not been assigned clearly. In such an
environment individuals (often ‘office workers’ at all levels of the organisation) have a
high level of autonomy in deciding what information they create and share, how they
share it, where they put it, how they organise, describe and retain it, and how they
dispose of it. Such an environment is often dominated by email messages and their
attachments where there are few business rules to guide their creation, transmission
and management. The integration of records management in such an environment is
extremely difficult because the foundation of defined business processes (or
workflow in the parlance of the modern office), structured approaches to systems

6 © IS0 2010 — All rights reserved
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development and assigned accountability are not in place (for more information, see
Appendix B).

2.3 Determining needs for evidence of events, transactions and
decisions in business systems

Not all information contained in a business system will necessarily be required to be
recorded as evidence. Prior to reviewing, designing, building or purchasing business
systems software, it is necessary to determine an organisation’s needs for records in

aorder to dn\/nlnp and implnmnnf :\pprnpri:\fn erafnginc This process is autlined.in

Figure 1 and discussed in the following sections.

Figure 1: Steps to determine requirements for records
QJ’\
Step 1: Analyse the work process N
Identification of Identification of
requirements the information
for evidence of that forms-the
the business evidence
being
conducted in
the business
system

)
Y
Step 2: Identify

linkages and
dependencies

O@ \ 4

& Step 3: Devise
O . strategies, based on
\% options assessment

& ,,
QV(\ Step 4: Implement

2.3.1 Analyse the work process

Business systems typically store large volumes of data that are frequently updated.
Because of this, it can be difficult to know what information in the system needs to be
managed as a record to provide evidence of the business process or transaction.

© 1SO 2010 — All rights reserved 7
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Business systems may consist of:

e acollection of data elements (or structured data) that are linked and
controlled by the system, for example, entries in a database;’

o distinct digital objects controlled by the system that have a clearly defined
data format (or unstructured/semi-structured information), for example,
documents, emails or spreadsheets; or

e a combination of the above.

The process of ir’lnnfif\]/ing records must commence. h\]/ anpping hack from the |T

system itself, and undertaking an analysis of the work processes, including related
regulatory and business requirements, to determine what evidence is required to.be
kept.8

As records are directly linked to business processes, identifying the records-is
assisted by standard business process analysis techniques and tools,(such as
activity diagrams, process decompositions and flowcharts.®

It is important to work closely with the organisation’s records management and
archives professionals during this process, as much of this work may have been
undertaken when developing the organisation’s records management program
(including its disposition authority).10

The process of identifying the records entails two fmain tasks. These are:

1 identification of requirements for evidence of the business being conducted in
the business system; and

2 identification of the information that records this evidence, that is, the ‘record’.

2.3.2 Identify requirements forievidence of the business*
Step 1 — determine the broad business functions and specific activities and
transactions carried-out, in full or in part, by the business system

This analysis may include consideration of business process documentation and
system inputs, outputs, and related policies and procedures." In highly integrated

7 Thissdocument primarily focuses on the management of records arising from structured
rather than unstructured data.

Refer to National Archives of Australia, DIRKS Manual: A Strategic Approach to
Managing Business Information, available at http://www.naa.gov.au/records-
management/publications/DIRKS-manual.aspx for further information.

For further information on modelling business process, see the Business Process
Modelling Notation website at http://www.bpmn.org/.

10 While tailored to a particular jurisdiction, see Queensland State Archives, Guideline for

the Development of Retention and Disposal Schedules available at
http://www.archives.qld.gov.au/downloads/rdschedule.pdf for guidance on developing a
disposition authority.

' The term ‘evidence’ is used in this document in the sense of demonstrating or

documenting the proof of a business transaction, rather than its narrower legal context.

8 © IS0 2010 — All rights reserved
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environments, multiple systems may need to be covered in the analysis in order to
obtain a complete picture of the business process or activity. Particularly in the
government environment, systems may also be shared by multiple organisations.

Step 2 — for each function, activity and transaction or business process managed by
the system, consider what evidence is required to be retained by the
organisation

Requirements may be derived from a number of sources. Consider such issues as:
PY Are there Ingiclnfi\ln nhligm‘innc torecord certain evidence? Some. Ingiclafinn

may implicitly or explicitly state the need to create certain records in certain
forms.

e Are there regulatory instruments that must be adhered to and require
evidence to demonstrate compliance, for example, mandatory standards,
codes of practice and so on?

e Are there organisational rules that require evidence be recorded, for example,
policies, codes of conduct, reporting and so on?

e What evidence is required of decisions made to support the business process
itself or to inform future decision-making?

e Are any of the business functions or activities:of the organisation considered
high risk or subject to a high level of litigation that demands a greater level of
documented evidence?

e Who are the various stakeholders and what are the different expectations
they may have about what evidence is required to be retained?

e What are the community’s expéctations for evidence of the work process?

This process may involve a wide range of consultation and validation with senior
management. The Internatignal Standard on Work process analysis for records,
ISO/TR 26122-2008, andthe Australian DIRKS Manual are useful resources for
these purposes.13

2.3.3 ldentifyithie content and its associated management information that
record.this evidence

Not all infermation contained in a business system will necessarily be required to be
recorded as evidence.

2" This analysis may have already been done, either for records management purposes

such as disposition or classification, or in the development of the system itself through
business process review.

13 DIRKS stands for Designing and Implementing Recordkeeping Systems. Steps A—C
cover this analysis process. For more information, see National Archives of Australia,
DIRKS Manual: A Strategic Approach to Managing Business Information available at
http://www.naa.gov.au/records-management/publications/DIRKS-manual.aspx or State
Records NSW, The DIRKS Manual: Strategies for Documenting Government Business
available at http://www.records.nsw.gov.au/recordkeeping/dirks-manual_4226.asp.

© 1SO 2010 — All rights reserved 9
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Step 3 — for each requirement for evidence, identify the content or data that make up
the evidence

In systems that manage distinct digital objects, such as word-processed documents,
data is already drawn together into a logical construct. This means that it can be
relatively easy to identify specific documents or reports that contain the content that
could act as evidence of a particular business activity or transaction.

For others, it will require analysis of the data structures, data models and class
models that underlie the system to identify the specific data elements that together

anchtitita-th antant-and o P~ | . nacaceak-—avidanaaL onvrac 2D oand 2
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below for an illustration of this).

It is important to note that the content or data that make up the evidence may not just
be within the system. It may also be in other systems, documentation about the
system, procedures, paper inputs and so on. Particularly in highly integrated
environments, parts of the required evidence may be held across multiple systems
and some systems or components may be shared with other organisations.

There may be a number of different content elements that could.serve to make up
the evidence. Deciding which content is best suited to form the required evidence will
be based on an assessment of the business need and risk> Records need to be
adequate, that is, there should be sufficient evidence 6f the conduct of business
activity or transaction to be able to account for that.conduct. Therefore a major
initiative will be extensively documented, while acroutine low-risk action may be
documented with an identifiable minimum amount of information.

Figure 2 provides a representation of the.¢ontents of a database controlled by a
business system.14 In this example the.record® is made up of a grouping of related
data elements from a number of different fields. Each record will consist of the
identified data elements in the database and the associated metadata required to link
the elements and provide the, necessary structure and context to support the record.

14 Figure 2 provides a view of a normalised database. Relational database concepts,
standard data modelling and normalisation techniques should be enforced to provide the
necessary structure and context to support the traceability of the record.

15 ‘Record’ is used here in the records management sense rather than its database
meaning.

10 © 1SO 2010 — All rights reserved


https://standardsiso.com/api/?name=e6b9aadc322cc8926cc1206a510ebb71

ISO 16175-3:2010(E)

International Council on Archives Records in Business Systems

Figure 2: Identification of information components/data elements comprising a digital
record in a database

Business system

Database
Table Table Table

Field Field Field Field Field Field
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i Digital record Data Data :F——J, Data :L\ Data Data Data
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Data Data : Data || Dafa-. Data Data

[ e ] N . : __________ !

Data Data Data Data S Data | Data
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 Digital record Data Data |---:| Data Data ({’ Data Data

Note that it is possible for a single record to include multiple elements from a single database field or table, and that it
is also possible for a single data element to form part of more than one recorgh
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Figure 3 provides a simplistic example of the tables that comprise a portion of a
relational database for a human resource management system. Each table
represents a portion of the database that contains closely linked information. Tables
A, B and C provide data relating to personnel, salaries and cost centres,

respectively. Tables D and E provide linkages between the data elements in the
other tables. Table D links staff with their relevant pay levels, while Table E links staff
with their cost centres.

Each table consists of a number of columns that represent fields containing data
elements. The rows within each table establish linkages between data elements
within the different fields. In database literature, these rows within tables are
sometimes referred to as ‘records’, although these linked data elements are not
always records in the records management sense of the term.

In line with the business process analysis, there are a number of potential records in
Figure 3. These records are represented as a humber of inter-related data elements
that may be connected across one or more tables and comprise data‘elements from
one or more fields.
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Figure 3: Further example of the identification of information components/data
elements comprising a digital record in a database

Table A: Personnel
Staff no. Surname First name Address City

0078652 Larsen Sevren 78/1 Hoddle St, Carlton Melbourne

0078653 Lee Jamie 55 Ramsey St, Vermont Melbourne

PO7B654 St Bob 7Pottie-Crt;Barton Canberra

D078655 Schmidt Helmutt 1/123 North Rd, Balmain Sydney,

D078656 Darcy Kyra 67 Green St, Mt Lawley Pe’q[aq>)

[able B: Salaries Table C: Cost Centres

Pay code Level Year Pay rate Staff no. Pay code

N4 1 APS4 Year 1 $45,000 0078652 A53

\42 APS4 Year 2 $46,000 0078653 A42

\43 APS4 Year 3 $47,000 0078654 A42

\44 APS4 Year 4 $48,000 0078655 A4l

NS51 APS5 Year 1 $54,000 0078656 A51

\52 APS5 Year 2 $55,000

\53 APS5 Year 3 $56,000

[able D: Staff to pay levels Table E: Staff to cost

centres
Centre code Cost centre Director Staff no. Centre code
Melbourne Office Shay Jones 0078652

5001 Sydney Office Fred Nguyen 0078653

PO01 \@tﬁ/ Office Alberta Johnson 0078654 C001

001 Canberra Office John Wasp 0078655 S001
0078656 P001

ey
Yellow Data elements comprising the personnel record of Kyra Darcy
Tourquoise Data elements comprising the record of Bob Smith’'s address details

- Data elements comprising the record of Melbourne Office staff

© 1SO 2010 — All rights reserved 13


https://standardsiso.com/api/?name=e6b9aadc322cc8926cc1206a510ebb71

ISO 16175-3:2010(E)

International Council on Archives Records in Business Systems

Three distinct types of records have been identified in the system:

e The yellow rows identify data elements that form a single personnel record.
This record spans data elements in all five tables and contains information on
the staff member, name, address, salary level and cost centre.

e The tourquoise row identifies data elements that provide a record of an
individual's name, address and staff number. This single row of information
could be construed as a record, but in this case the record indicated by the
yellow rows is more comprehensive and would be preferable.

e The pink rows identify data elements that form a record of all staff members
belonging to a particular cost centre. These rows may represent an
alternative method of interrogating the data contained in the tables.

Note that the information contained in Table B does not constitute a recordin this
scenario, only part of the staff salary record. This is because the data contained in
Table B is supplemental and only gains value as a component of a récord when it is
placed in context of a staff member in Table A. The Table B information itself is likely
to have come from an external record such as a workplace agreement.

It should be noted that there may, in some instances, be averlap between records
identified in a database. The data elements that form part,of one record in a
relational database may also form part of other records'generated by the same
database. For example, the staff record of ‘Jamie kee’ and the record of Melbourne
office staff will both draw on the same data elements from Table A.

Where overlap occurs between the data elements that form digital records, the
business system must be capable of ensuring that it will not destroy the shared data
elements until both identified digital records have reached their minimum retention
period.

Step 4 — identify the additional information required to manage the content over time
as evidence

This will be the records.metadata that is an integral part of the record. Records
metadata can be ysed to control the length of time a record is maintained, establish
its access rights.and restrictions, and facilitate searching for and retrieval of the
record.

The creation, capture and management of metadata for records are essential to
allow tecords to be identified, understood and retrieved, and to protect the evidence
of th€ir authenticity, reliability and integrity. Metadata should be captured in line with
andidentified metadata standard for records, as stipulated by jurisdictional and/or
organisational requirements.

Metadata does not need to be retained together with the content, as long as they are
linked or associated in some way. Metadata may be contained in systems external to
the business system in question, or may encompass documentation or tools such as
XML schemas and data, and class models that allow records to be understood and
remain meaningful over time.
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Particularly in database environments, it can be difficult to distinguish between the
record’s content and its metadata. For example, metadata that provides evidence
that a particular person accessed a record on a particular date and/or time is itself a
record. Often metadata in a business system pertains to the system as a whole. That
is, it applies in an overarching way to all records in the system, not to individual
records. It can reside in system rules or system documentation and not be applied to
individual records.

2.3.4 Identify linkages and dependencies

A key characteristic of records is that they cannot be understood in isolation. In order
to provide context for the record, additional information about the work process. or the
business system may be required to ensure the records are understandable,to
prove the reliability of the evidence, or if records need to be moved from gfe system
to another in the future. Required system information may include:

e |ocation;

e system issues/faults;

e Sjze;

e business rules implemented,;
e file formats;

e security;

e privacy management;

e (data structures;

e data and class models;

o workflow routing rules; and
e audit trails.

Required information about the work process may include relevant policies and
procedural documents to show that decisions are made and processes undertaken in
accordance withcauthorised standards.

In addition,@s"noted in Section 2.3.1: Analyse the work process, many processes will
extend beyond a single business system. Necessary linkages to other systems, or
related-information in paper form, must also be considered before strategies are
developed to manage the records in the business system.

Ao danandanes bhaoawrlana-tha racardae nand o ba leant Dacsarde oot ha
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retained for a period of time that is in accordance with authorised legislative and
jurisdictional requirements and business needs. Decisions about how long records
must be retained are defined in a disposition authority. Organisations will need to
meet the requirements of relevant jurisdictional authorities for retaining and disposing
of records.16

16 For more information on disposition requirements, consult with your jurisdictional
authority if relevant, or see ISO 15489, Section 4.2.4.
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Records that are required to be retained for longer periods will generally require
more stringent controls to ensure they can be managed and remain accessible for as
long as required, as specified in an authorised disposition authority. Depending on
demand for access to older records, the organisation may decide not to keep all
records in the live system. However, it is essential that they can be identified and
retrieved in accordance with agreed service levels.

‘Archiving’ and retention and disposition of records

T e termm archiving —has differentmeanings 1 the TEcords management and 11
communities (see Glossary at Appendix A).

‘Archiving’ of data to second-tier or offline storage does not change the requirements for
records and should not be considered as meeting requirements relating to retention and
disposition of records. In addition, backing up of business systems for businessscontinuity
or disaster-recovery purposes does not meet disposition requirements.

For more information, see Section 3.4: Retaining and disposing of records as required.

2.3.5 Devise strategies to address core records procésses based on an
options assessment

Following the identification of requirements for evidence in the form of records, and
of the related dependencies and linkages, appropriate strategies to manage the
records can be devised. Strategies must be based on an assessment of records-
related risks.

To be considered authentic and reliable evidence, content must be fixed to a point in

time and unalterable. Because business systems generally contain dynamic, current

data that is subject to regular updates, strategies for maintaining a ‘fixed’ record must
be implemented. These strategies will be influenced by the decision regarding which

system will manage the records and informed by an options assessment.

Prior to use of the functional requirements, organisations will need to consider the
extent to which functionality for records will be provided through internal mechanisms
within a business.system application itself, or whether the requirements will be met
by interacting-with software applications external to the system that are capable of
providing the-necessary records management functionality.

The mandatory functional requirements in this document outline the core records
praocesses that must be addressed. Options to implement these requirements, shown
in-Figure 4, may include:

e designing the business system to internally perform the records management
functions;

e integrating with an identified records management system, such as an
electronic records management system; or

e designing export functionality into the business system to directly export
records and their associated metadata to an identified records management
system.
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Figure 4: Possible system options for managing records created in business systems
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These optians are not exhaustive and others may be explored by organisations in
determining a suitable approach.

For business systems that manage distinct digital objects, ‘fixing’ a record can be
daene through system controls, such as setting the object as ‘read only’, and applying
record metadata that documents the record’s management and use over time, for
example, event history metadata.

In contrast, database systems usually contain data that is frequently updated,
manipulable and non-redundant or current, and therefore can pose challenges for
ensuring the fixity of a record. Strategies to address this could include:

¢ Designing controls that prevent the overwriting or deletion of specific data into
the system. For example, this could involve permitting the updating of data
but recording the previous values in a history status field. The record is
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formed by the combination of specified fields and the associated event history
information. This does not mean all changes to data in the system are
required to be retained. It is only applicable to those data elements that have
been identified as forming the content of the evidential requirements.

For example:

A staff member enters details of a new client into the system. The client later changes
their name and the staff member updates the system with the new details. The original
name is still retained by the system and is managed and maintained as part of the

Al PR HE |
recevuru acturuiriyry .

For example:

The value of assets for an insurance policy is automatically indexed each-year and the
‘asset value’ field is automatically updated. To prove the value of the assets at the time
of a claim, the information from the ‘asset value’ field is moved to a ‘previous value’
field when the update occurs. The system maintains previous values)for the past three
years (as a claim must be made within three years of an event),;and for every year
where a claim was made, in accordance with an approved disposition authority. The
system logs the deletion of expired data, including appropfiate approvals.

e Bringing together the selected data elements (this may be from within the
same table or selected data from rowsin different tables) and creating a
distinct digital object that is fixed and*unalterable. This strategy could be
satisfied by the generation of a report or a read-only ‘historical’ version of the
database.

For example:

An organisation uses abusiness system with a workflow engine to support the
processing of loap applications. When the application is finalised, the system
automatically génerates a report giving details of the process, which is then stored as
a record in theif*electronic records management system. The appropriate contextual
information.of the process, in the form of metadata, was gathered as it was routed
through.the engine and exported with the record to the electronic records management
system.

Rpgardlpcc aof what strategy is selected it is essential to ensure all care records
processes are addressed so that records are not only created and managed, but can
also be appropriately disposed of.
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For example:

A database is used to maintain customer orders. According to the organisation’s
disposition authority, order details are required to be retained for two years after the
order is completed. Once a year, a query is run on the system to identify all orders that
were completed more than two years previously. The results of this query are checked
by relevant staff to ensure they do not relate to any outstanding issues, and once
approved, relevant fields are deleted. The report, sign off and confirmation of deletion
are kept as evidence of this process.

The process was carefully designed to ensure only fields relevant to the order are

deteted,and costomer detaits (wichare Tequired to-be Tetaimed for torger)are ot
affected.

Part 3: Functional requirements covers these core requirements. They are ‘also
outlined in Section 2.4.1: Key outcomes.

The decision as to which approach to take for a particular business-system will be
affected by a number of factors:

¢ the business needs, including the risk level for the pafticular business
function. High-risk functions require more stringent;documentation and
records management controls;

¢ the overarching records management framework, including whether a
distributed or centralised approach to reeofds management is preferred; and

e consideration of what is technically feasible, given the particular systems
concerned, for example, this may\include whether the organisation has an
electronic records managemerit’'systems, how easy integration with it would
be, the existing functionality of the business system and what changes would
be necessary, the anticipated lifespan of the existing system and whether
upgrading the system to include the necessary functionality is feasible.

Table 1 provides some indicative challenges and benefits for each of the system
management options,

© 1SO 2010 — All rights reserved
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Table 1: Some considerations when selecting an approach for managing records
created in business systems

System options

Benefits

Challenges

Designing the business
system to internally
perform the records
management functions

« Makes creating and managing
records a core component of the
business process

« If a component-based technical
architecture is used, the records
management component can be re-

« Storage issues

« Increased development costs

» Ensuring consistent
management of related
records across the entire
organisation

used for other systems

* Provides additional historical data
capability

Integrating with an
identified records
management system,
such as an electronic
records management
system (federated
records management)

« Business systems records can be
managed collectively with records
created by other systems

« Exploits re-use of external records
management system

» Seamlessness of process
may be affected’by-the
capability of the“identified
records mahagement system

» Complexities arising when
upgrading either system

« Challenges for disaster
recovery and maintaining
appropriate audit trails

» May require customised
interface

Designing export
functionality into the
business system to
directly export records
and their associated
metadata to an
identified records
management system

« Business systems records‘can be
managed collectively with records
created by other systems

* May be more suited to existing
systems

* Duplication of records in the
business system and
identified records
management system

* Possible shortcomings in the
import/export process

« Users will need to know two
systems — the business
system for active information,
and the records system for
older information — unless a
continued interface is
provided

2.3.6 Risk and options assessment

Riskiisa key factor to incorporate into the assessment of appropriate strategies.
Risks may arise from not creating records in the first place, from disposing of records

tO0 SOOTT, Or fTONT ot ensuring the acCessibitity and Teadability of Tecords over time-
Possible consequences arising from these risks may include adverse publicity,
inefficient business activity and a reduction in the organisation’s capacity to
prosecute or defend allegations.

A robust risk assessment will inform the level of evidence required and how stringent
records controls need to be. Organisations may have jurisdiction-specific risk
management frameworks in place that define different levels of risk, which can be

used to prioritise the identified requirements for evidence.
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It is particularly necessary to undertake a risk assessment where part of the
evidence or record is supplied by an external organisation, or where information is
held in systems shared by multiple organisations. Consideration needs to be given
as to whether that external organisation or shared system can be relied on to
maintain the necessary evidence for the required period. Strategies to mitigate this
risk may involve ensuring the necessary evidence is kept within systems under the
control of the organisation, or that agreements for shared systems include these
requirements.

A feasibility analysis can help organisations to consider, in a structured way, the
financial, technical, legal or operational capacity of the organisation to meet the
requirements. A feasibility analysis will facilitate the making of informed and
transparent decisions at key points during the developmental process.

Assessing operational feasibility may require consideration of issues such as the
nature and level of user involvement in the development and implementation of the
system, and management support for the new system. A technical feasibility
assessment may consider the knowledge of current and emerging-technological
solutions and the availability of technically qualified staff for the duration of the
project and subsequent maintenance phase.’

2.3.7 Implementation

As implementation activities are specific to the selected strategies, they are beyond
the scope of this document. General system implementation requirements, such as
change management, are also beyond the _stope.

However, one key aspect of implementation is to ensure that appropriate roles and
responsibilities are defined and agreed. Table 2 outlines a possible breakdown of
roles. In practice, organisations wiflneed to define further roles. Where business
systems are shared across organisations, the roles and responsibilities of all parties
should also be explored, and.clearly understood and documented.

" For further information on feasibility analysis, refer to National Archives of Australia,

DIRKS Manual: A Strategic Approach to Managing Business Information available at
http://www.naa.gov.au/lmages/dirks _A12 feasibility tcm2-940.pdf.
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Table 2: User roles

Any person with permission to access the business system application.

User . . -
That is, anyone who creates, receives, reviews and/or uses records stored
in the business system. This is the standard level of access that most
employees of an organisation will possess.
An authorised user with special access permissions that allow additional
Records

access to, and/or control over, records contained in the business system
application. Record administrators may in some instances be assigned
permissions to undertake tasks similar to those of the business system
administrator, such as the ability to close and re-open records, create

administrator

extracts of records and edit record metadata. The powers assigned to
records administrators will vary depending on the business needs of the
organisation and the level of responsibility of the role.

A person or role with designated responsibility for the operation of the
business system, for example, configuration and administratiofi fuhctions.
The business system administrator will have responsibility forassigning
and removing the permissions allocated to users and records
administrators.

Business system
administrator

Table 3 provides an example of a matrix of roles and a snapshot of some possible
permissible functions they may perform. It will require futther development by
organisations. ‘Yes’ means the business system must allow this combination of
roles and functions. ‘No’ means the business systemrmust prevent this combination
of roles and functions. ‘Optional’ indicates that the business system may allow or
prevent this combination of roles and functionsyand that the organisation must
determine whether its policies and procedures will allow or prevent this combination.
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Table 3: Roles and functions

Function User Records System

administrator | administrato
r

Create new records Yes Yes Yes

Add/edit record metadata when identifying the | Yes Yes Optional

record18

Allocate disposition authorisation to a record No Yes Optional

OT, WheTe appiicabte, armaggregation of

records

View audit trails Optionall® | Optional Yes

Edit audit trail data20 No No No

These include:

business systems.

2.4  Using the functional requirements

The functional requirements can be used by organisations for a 6dmber of purposes.

e developing requirements for functionality for recards to be included in a
design specification and for evaluation purposes'when building, upgrading or
purchasing business system software; and

e reviewing the functionality for records ar-assessing the compliance of existing

Prior to using the functional requirements set, the records and records management
needs will need to be identified as outlined in Section 2.3.

18 The business system administrator may determine which metadata elements users and
authorised users can contribute to at the time of identifying the record. This includes
determining which automatically inherited metadata elements, if any, can be amended or

over-ridden.

19 Organisations need to determine whether there are valid operational reasons for allowing

users to view audit logs.

20 The system should prevent any modification of the audit trail, including amendments by

the business system administrator.
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2.4.1 Key outcomes

The functional requirements are arranged into four key areas.

Figure 5: Key outcome areas

Creating records in Managing and
context maintaining records
— Creating a fixed record — Metadata configuration
Bocordrnotadata =RBecord duplication
— Management of aggregations reclassification, extraction
— Records classification tools and closure
— Reporting on records
— Online security processes

Supporting import, Retaining and
export and disposing of records

interoperability

— Compliance with disposition

— Import — Disposition applicétion
— Export — Review
— Destruction

— Disposition'metadata
— Reporting on disposition
activity

- _J o
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record. Records have to be‘inked to their business context.

focuses on less common functionality.

e Creating records in context — inforintation systems that enable business
activities or transactions need to.capture evidence of that activity. In business
systems, this involves identifying a set of digital information to serve as the

e Managing and maintaining records — digital records have to be actively
managed as evidente of business activity, maintaining their authenticity,
reliability, integrity and usability. Much of the functionality required for
ensuring the authenticity, reliability and useability of records is inherent in the
design of business systems and is therefore beyond the scope of the
document, although their importance is acknowledged. The ‘managing and
maintaining records’ component of the functional requirements instead

e <-Supporting import, export and interoperability — systems should ensure
interoperability across platforms and domains and over time. As such, record
information must be encoded in a manner that is understood and able to be

modified, if necessary, for migration to newer technology platforms.

e Retaining and disposing of records — records have to be kept and must
remain accessible to authorised users for as long as required for legislative,
community and business needs, and then disposed of in a managed,
systematic and auditable way. A hallmark of appropriate records
management is the retention and appropriate disposition of records according

to specified rules.
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These are further explained in Part 3: Functional requirements.

The importance of records metadata

Records metadata is structured information that identifies, authenticates and
contextualises records and the people, processes and systems that create, manage,
maintain and use them, and the policies that govern them. While some records
metadata is captured at the point of records creation, metadata continues to accrue
over the life of the record. As such, it underpins all records processes. Therefore,
functional requirements for records metadata are included in all the outcome areas of
this document.

2.4.2 Developing a software design specification for a business system with
records management functionality

The functional requirements can be used to inform the records management aspects
of the design specification. As part of the procurement or design process, the
business system software will be evaluated against the requirements stipulated in
the design specification, including requirements for records management
functionality.21 As the functional requirements are generic in pature, it is necessary
for an organisation to review these requirements in light of\its own particular
business needs and constraints, and records management requirements. This
analysis will help to identify the functionality the business system software will be
required to deliver.

It is important that project teams draw on a range of expertise, including business
owners, risk experts and records management and archives professionals, to ensure
that systems are not over-specified, but are appropriate for their risk profile.

Step 1 — assessing the functional regquirements

Establish the extent to which the’records will be managed within the business
system. For example, if the business system will only be responsible for creating the
records, with the records.subsequently exported to an electronic records
management system-for'ongoing management, the functional requirements will need
to be assessed toddentify the appropriate and relevant requirements for inclusion in
the specification; along with any additional requirements relating to system
integration/export.

Also assess the appropriateness of mandatory and optional requirements to
determine whether the functionality described is appropriate to the organisation’s
business and records management needs.

Questions to consider include:

¢ Is the requirement appropriate for the organisation’s business and records
management needs?

e Will users use the functionality described in the requirement?

21 The evaluation process may be supported by reference site visits that provide
opportunities for exploring the nature of the recordkeeping functionality of a business
system.
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e Is it more cost effective or efficient to fulfil the requirement outside the
business system software?

Consider implementing extra functionality that will add value to the business system,
and assist in performing the organisation’s business activities and transactions.
Remove any functionality surplus to the organisation’s needs.

Step 2 — check appropriateness of the requirements

Consider whether the phrasing of the functional requirements identified as applicable

in-Sten 1 is annropriate for the aoraanisation -The descrintions of some reauirements.
1 o A o ) 10 |

may need to be adjusted to better reflect the organisation’s business needs.

Where requirements are drawn from these functional requirements, organisations
are encouraged to adopt relevant definitions directly from Glossary at Appendix A.
The requirements employ highly structured terminology that must be kept\in‘context
if they are to retain their intended meaning.

Step 3 — check appropriateness of the obligation levels

Evaluate the obligation levels attached to the requirements to-determine whether
they should be mandatory or desirable, in line with business needs.

The obligation levels attached to the functional requirements provide a guide for use
in developing an organisation’s own software designyspecification. Depending on
decisions as to what extent records managementfunctionality will be achieved by
building it into the system, or by integrating withran electronic records management
system, some requirements (including those*recommended as mandatory) may not
be relevant.

Organisations should consider carefully removing a mandatory requirement or
altering a mandatory obligation-evel. This may involve identifying how the
functionality described in the requirement can be achieved through a substitute
practice. For example, some requirements may outline functionality that could be
addressed through the-implementation of appropriate business rules rather than a
software solution.

Step 4 — identify-gaps in the functional requirements

Assess the'functional requirements identified as appropriate in their totality to
determing whether the organisation requires any functionality that is not adequately
covered by the requirements. Add any additional requirements necessary to meet
the gap in required functionality.

2.4.3 Reviewing, assessing and auditing existing business systems

Organisations may use the functional requirements to review and assess the
functionality for records in business systems. Such a review will give an organisation:

e an understanding of the records management strengths and weaknesses of
its existing business systems;
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e an appreciation of its potential exposure to records-related business and
accountability risks (resulting from the weaknesses identified in the business
systems); and

e an informed basis for developing strategies to improve the records
management functionality.

2.4.4 Undertaking the review process

The review process is essentially a ‘gap analysis’, comparing a particular business
system with the functional requirements as an established benchmark.

When undertaking the review, it is important to consider the broader system
environment including business rules, processes and related physical or digital
systems, not just software functionality, as some records management requirements
may be satisfied via supporting infrastructure mechanisms rather than by the
software itself.

Where records are being managed in an external system to the business system,
assessing compliance with the mandatory elements of the spécification should
consider the compliance level of both systems holistically.

The focus of the assessment process will vary depending-on the nature of the
review. A review initiated as part of an audit process.will focus on identifying the level
of compliance with existing standards and areas whére the business system fails to
support adequately the records management tequirements of the organisation. In
contrast, a review conducted as a preliminary:step towards upgrading an existing
business system will focus on identifying strengths and weaknesses in the existing
software and areas of additional functionality that may be incorporated to better meet
the organisation’s business needs,

Conducting a review of a busirless system may comprise the following tasks:22

Preparation and preliminary research

Identify the business-system software application, or applications, that will be the
subject of the review; along with their components (including integrated databases)
and supportinginfrastructure and documentation. Undertake preliminary research so
that staff conducting the review can familiarise themselves with the business
processes\managed or controlled by the business system, the software itself and the
objectives of the review.

Identify the need for evidence

Before the system can be assessed for its ability to manage records appropriately,
first analyse and understand the business processes and identify the requirements
for creating evidence of business activities and transactions in the form of records,
as outlined in Section 2.3.

22 Further information on the process of assessing existing systems can be found in Step D
of National Archives of Australia, DIRKS Manual: A Strategic Response to Managing
Business Information available at http://www.naa.gov.au/records-
management/publications/DIRKS-manual.aspx.
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Create a checklist of requirements

Compile all requirements that are relevant to the organisation’s business and records
management needs into a checklist, including relevant obligation levels.

The checklist may consist of a straightforward list of requirements, or may be
reframed as a series of questions. Depending on the purpose of the assessment,
‘yes’ and ‘no’ responses to determine a pass or fail for each requirement may be
appropriate, or a rating system to measure the degree of compliance (for example, a
scale of 1 to 5 for each requirement) could be used. The method employed should

raaHa-aEHaHa [N adl ot h oo urans
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adequately addressed by the business system.

The checklist should include space for comments so that details of how each
requirement is met can be included. It is particularly useful to capture information of
‘workarounds’ that have been adopted by staff to deal with any perceived
shortcomings of the software itself.

Apply the checklist to the business system

In order to be able to apply the checklist, it will be necessaryto have a good
understanding of how the system presently manages the-tecords of the identified
business processes. An assessment based on AS NZ&’ISO 15504, Information
technology — Process assessment may be helpful in-this regard.

The process of applying the checklist may involvera mix of ‘hands-on’ demonstration
of the software as well as discussions with relevant business managers, business
system administrators and system users-to’understand the interplay of software
functionality with related processes and procedures, to capture a full picture of how
each aspect of records management functionality is, or is not, met.23

Where the business system is assessed as not meeting a functional requirement, it
will be necessary to determine whether this is because of a fundamental inadequacy
of the system or because.the system has simply not been configured to perform the
identified functionality.

Evaluate the results of the review and prioritise improvements

Evaluate the information collected during the review, identify weaknesses and
strengthsand determine recommendations for improving functionality for records.
Recommendations may be prioritised based on risk, importance and feasibility, for
example, if the system is unlikely to be developed in the near future, greater attention
could be paid to improving records management controls through implementing

ad - nracpoccaoc - ar hucimaoca rilac vwbhavraac of tha ray pndavialian +o nf o
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system redevelopment, then priority could be given to automated mechanisms to
improve records management.

23 For example, a requirement may be met through a supporting infrastructure mechanism,
such as an integrated software application or manual processes conducted in
accordance with the organisation’s information management policies and procedures,
rather than the business system software itself.
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2.5 Entity relationship models

The functional requirements were developed using entity relationship modelling.24
Figure 6 outlines the conceptual relationship model for the management of digital
records by a business system. Explanatory information for each entity around the
business system is further described below.

Figure 6: Entity model for digital records management in a business system

Records classification scheme

Business system

Record category

Key

< One to one or more

_< One to zero or more

Aggregation of
digital records
(where applicable)

Digital record
Component '

25.1 Record categories and the records classification scheme

One to one

A records classification scheme is usually (in most cases) a hierarchical classification
tool that can facilitate the capture, titling, retrieval, maintenance and disposition of
records. It defines the way in which records are grouped together (aggregated) and
linked to the business context in which they were created or transmitted. By
classifying records in this way, many of the records management processes can be
carried out quickly and efficiently.

24 A conceptual model used to design information systems.
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It is assumed that business systems will generally not support a records
classification scheme internally, but that records will need to be mapped to the
relevant record categories from the scheme.2>

However, for some business systems that support a diverse range of business
processes it may be desirable to include support for a records classification scheme,
or an extract of one within the business system. The functional requirements for
records classification schemes in Module 2: Guidelines and Functional Requirements
for Records in Digital Office Environments can be used for this purpose.

TR

L vracanteao-xandal vl o axtrantc f o alaccoificoatian calhaoiao oo aptlb i 1
Figtre-6presents-amotetwhere-extracts-of-aclassification-seheme-are-withifthe
business system; it would also be appropriate to map records to external categories:
Pre-defined system rules established by the business system administrator may;
provide an appropriate mechanism for enabling the automatic mapping of métadata
associated with external record categories to the corresponding digital records (or
aggregations of digital records — see Section 2.5.2) controlled by the business
system. These rules may be established to ensure that when certain'types of records
are created or received by the system they are automatically assigned a
corresponding set of pre-determined metadata elements.

2.5.2 Aggregations of digital records

Aggregations of digital records are accumulations ofrelated digital record entities
that, when combined, may exist at a level above that of a singular digital record
object, for example, a folder or file. Aggregations represent relationships that exist
between the digital records controlled by a Business system. These relationships are
reflected in the metadata links and associations that exist between the related digital
records, and between the digital records and the system.

A business system may comprise‘aggregations of records, records that are not
aggregated, or both. Aggregating related digital records can improve the ability of the
business system to apply réeords management processes to those records.
Business systems that support the aggregation of digital records may not necessarily
require that all digital reecords be assigned to an aggregation on creation of the
record. Aggregation-may be at more than one level, depending on business needs.

Aggregations-of-digital records may reflect relationships such as shared
characteristics’or attributes, or the existence of sequential relationships between
related digital records. The nature of the relationship between the digital records of a
particular aggregation will vary depending on factors such as the purpose and
stricture of the business system, and the content and format of the records
themselves

For example, an aggregation of digital records may collectively constitute a narrative
of events (that is, a series of connected business transactions), in which the records
may have a sequential relationship with each other. Any such sequential relationship
between digital records can be determined through the metadata elements

25 A record category is a subdivision of the records classification scheme, which may be
further subdivided into one or more lower-level record categories. See the Glossary at
Appendix A for a more detailed definition.
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associated with the records, such as titles, dates, author, container number (where
applicable) and other attributes. Where these relationships exist between records
controlled by the business system, the system should be capable of identifying,
capturing, documenting and preserving them.

These aggregations may be formal structured relationships, supported by the
business system (for example, digital folders containing related digital documents),
or may exist as less formalised, tightly bound metadata relationships recognised by
the system as establishing links between related records within an aggregation.

The-aggregationsmustbe-fixed-ant-matrtatnet-over-time—Any-change-to-an
aggregation must be logged with an explanation. This aggregation for records
management purposes should not be confused with, or replaced by, the generationh

of multiple different aggregations in response to search requests or report quesies.

2.5.3 Digital records

The system must be capable of managing multiple digital records @nd associated
metadata. Management of the digital records controlled by the system will largely be
determined by pre-defined system rules established by the business system
administrator. System rules effectively provide the bridge-between the business
system software and the records controlled by the system. These rules are the
means by which records management processes may-be applied to the records and
essentially determine how the system will operate.

2.5.4 Extracts

An extract is a copy of a digital record,/from which some material has been removed
or permanently masked. An extract.is made when the full record cannot be released
for access, but part of the record\can.

A business system may support generating and maintaining one or more extracts of a
digital record. These extracts may be created, retained and managed by the business
system or by integrating jor interfacing with an external software application.

2.5.5 Components

Components‘are constituent parts that comprise a digital record, for example, the
multimedia components of a web page. Digital records will comprise at least one
component. Digital records that comprise more than one component may be referred
toas“compound records’.

Themature of thecomponents that comprise a giver digitat Tecord - witt vary armong
systems. A component may be a digital object, such as a digital document, or a data
element, such as an entry in a database. For example, a component of a digital
record in a system that encompasses the management of documents may consist of
a single word-processed document, while components forming a digital record in a
human resource management system may comprise a number of closely linked data
entries in a database (such as all data entered in connection with a single staff
member’s personnel profile).
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3 FUNCTIONAL REQUIREMENTS

This section lists the set of functional requirements for records in business systems.
They are divided into four sections according to key records management concepts
and processes.

The functional requirements focus on the outcomes required to ensure records are
managed appropriately. As such, they do not specify particular processes, as it is

recognised that the techniques and strategies to achieve the outcomes will depend
on the type of system being used.

Each requirement details a specific aspect of records management functionality)
They are divided into the sections and subsections outlined in Figure 5 in Section
2.4.1: Key outcomes. The introductory text to each section aims to provide’'summary
information regarding the records management concept and the overarching aim of
the subsequent requirements.

Records metadata

Metadata is essential to the appropriate management of recerds. Unlike resource
discovery metadata, records metadata is not static but aecrues through time,
documenting changes to and use of the record. For this reason, requirements for
records metadata are incorporated into all the functienal requirements sections.

Integration with other systems

As outlined in the Part 2, it is acknowledged that organisations may choose to
undertake the management of records-externally to the business system. This can
be achieved by either directly expérting the records or by integrating with an external
records management system, as outlined in Figure 4 in Section 2.3.5.

Choices made about how:the records will be managed will influence the extent to
which the outlined requirements are selected or amended for inclusion within a
business system. While the requirements are phrased in terms of the functionality
that a business system ‘must’ or ‘should’ possess, it is acknowledged that,
depending on-the model chosen, the requirement does not have to be met purely
within the business application in question, but may be met through the use of
additional tools, operating software or integration with, or export of the reports to,
externalrecords management systems.

Esvvceluicionce
EXCTOSTOHS

While these functional requirements do not cover common system management and
design requirements, such as usability, searching, reporting, access, security and
back-up, it is acknowledged that such processes also support the records
management functionality of the system. For example, access and security controls
help ensure authenticity and integrity of records, and reports can be used to identify
records due for destruction.

The functional requirements assume that needs for evidence of business
transactions in the form of records have already been identified (see Section 2.3).
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Types of requirements

The specification contains two types of requirements:

Non-conditional requirements — stand-alone requirements that are
independent of any other requirement listed.

For example:

The BS must be able to capture and maintain metadata relating to any business
classification scheme or records classification tools it supports, in accordance with

relevani-metadata-standards

Conditional requirements — requirements that depend on the system
supporting a specific non-conditional requirement in order for the conditional
requirement to apply. Conditional requirements commence with the‘term:
‘Where the business system [supports or does not support a particular
requirement] it must/should/may ...’

For example:

Where the BS supports links between disposition functions-and other records
management mechanisms supported by the BS, it must.warn a business system
administrator when control mechanisms linked to dispesition classes are updated — and
protect disposition classes from amendment until revisions are complete.

Conditional requirements are grouped ‘under the relevant non-conditional
requirement, regardless of obligationlevel or the relevant aspect of records
management functionality. For example, disposal requirements that are
conditional on support for a recerds classification scheme appear in Section
3.1.4: Records Classificatior:

Each non-conditional requirement has been given a simple sequential number (1—
1240). Conditional requirements are given a two-part number based on the relevant
non-conditional requirement (for example, 3.1, 3.2).

Obligation levels

The obligation levels indicate the relative importance of each of the functional
requirements. The keywords 'must’, 'should’ and 'may’ that appear in the
specifications are to be interpreted as follows:

‘Must’ — requirements that use ‘must’ are an absolute requirement for
compliance with the specification.

‘Should’ — requirements that use ‘should’ may be ignored if a valid reason
exists, but the full implications of ignoring must be understood and carefully
weighed before choosing a different course.

‘May’ — requirements that use ‘may’ are optional.

Obligation levels must be understood in light of the preceding discussion on
integration with other systems.
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3.1  Creating records in context
The following list of functional requirements is concerned with ensuring:

A fixed record is created — business systems generate information at each
stage of a business process. The identification of needs for records should
establish at what point in the process a record should be created. Any further
processes that happen in the system after this point must result in the
creation of a new record or the augmentation of the existing record, rather
than alteration to it. This means that data which needs to be kept to record
previots-decisions-orprocesses—cannotbe-overwrittenbut rew-datacanbe
added. Depending on the assessment of requirements for records, there may
be no need to retain the data and it can be overwritten.= If possible, it is
important to ensure that the system is not ‘locked down’ to such an extent
that simple mistakes (such as mis-typing a name) cannot be corrected —
although permission for changes may be restricted to a business'system
administrator.

Once the records that the organisation needs to serve as-evidence of a
business process have been identified, it is necessary-to ensure that the
business system is capable of creating those records.

The type and volume of records that may be created by a business system
will vary depending on the nature of the business being conducted by the
system and the related records management requirements. Some business
systems will be capable of creating a wide range of digital records using
complex data formats (for example;;geospatial data systems); while other
systems may only support the creation of relatively basic digital records of a
single type.

The digital records created-by a business system may comprise digital
objects — such as digital-documents (for example, word-processed
documents or spreadsheets), websites, audio and video — or other
specialised data formats, and/or data elements and related metadata.

Creating the records may involve identifying existing digital objects that are to
be managéed as records, configuring the system to ensure that transactions
are recorded and not overwritten, or identifying certain fields (and the
relationships between them) that can be ‘set aside’ as the record of a
particular event.

s ~Metadata for records is captured — to be meaningful as evidence of a
business process, records must be linked to the context of their creation and
USe. Tn order 1o do this, the record must be associated with metadata about
the business context.

Much of this information can be automatically generated by the system.
Metadata integration in the functional requirements has been undertaken at a
relatively high level. Rather than specifically detailing every metadata element

26 A decision to allow the overwriting of data may be regarded as a disposition action and
depending on jurisdictional requirements, may require authorisation through a records
disposition authority.
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required, the requirements set instead provides broad references to the need
for certain areas of business system functionality to be capable of creating,
capturing and maintaining adequate metadata elements. It is expected that
each organisation will capture metadata for records in line with an identified
metadata standard, in accordance with organisational and/or jurisdictional
requirements.

Where relevant, aggregations of records can be managed and a records
classification tool can be supported — metadata about the business may
be rendered in the form of data values selected from a business or records

classification scheme, which can be used to classify records. Typically a
business system will not contain an internal classification scheme and
therefore detailed requirements have not been included in this document.2’
For systems that only relate to a limited number of transactions, this
metadata may be found in the system documentation,28 rather than directly
associated with every record within the system.

3.1.1 Creating a fixed record

The business system must, either alone or in conjunction4ith other systems:

1

Ensure that digital records created or received by the BS can be captured anéj9 stored along
with associated metadata, regardless of format and technical characteristics.

Support mechanisms for capturing digital records’received by the system that are:
* automated,; or
» a combination of automated and manual,

Support mechanisms to ensure that-it can capture 3%” digital records that it is likely to
receive from external records-generating systems. For example, these may include:
- common office packages;

» workflow applications;

« digital messaging systems;

* e-commerce systems;

* web contentmanagement systems;

« imaging and graphic design systems;

» multimedia applications;

* cofporate systems;

«'security administration systems; and

¢ other business information systems.

Records may also comprise more than one component.

27

28

29

For information on functional requirements to support a records classification scheme,
see Module 2: Guidelines and Functional Requirements for Records in Digital Office
Environments

System documentation may encompass schemas, data dictionaries, and data and class
models.

Data file formats and document types should be specified according to business needs.

© 1SO 2010 — All rights reserved

35


https://standardsiso.com/api/?name=e6b9aadc322cc8926cc1206a510ebb71

ISO 16175-3:2010(E)

International Council on Archives Records in Business Systems

3.1 Where the BS captures a digital record made up of more than one component, it
must maintain a relationship between all components and associated metadata so
that they can be managed as a single record and retain the structural integrity of
the record.

3.2  Where the BS creates or receives digital records generated by electronic
messaging systems, it should be able to capture attachments and embedded
objects together with digital messages as either linked records or a single
compound record.

3.3  Where the BS creates or receives digital records generated by electronic
messaging systems, it should be able to undertake the bulk capture of digital
messages relating to the same transaction.

3.4  Where the BS creates or receives web-based digital records, such as a dynamic
web page, it should be able to capture the record as:

« a single compound record;

 an aggregation of linked component records;

 a snapshot — ‘frozen’ in time;

« a collection of components that can be regenerated or repradticed on request; or
« a combination of the above.

3.5 Where the BS creates or receives digital records generated by electronic
messaging systems, it may allow digital messages-afid attachments to be
captured from within an electronic messaging system, such as an email client.

3.6  Where the BS creates or receives digital recoradls generated by electronic
messaging systems, it may be able to indicate whether a digital message in the
system has an attachment, noting Reguirement 3.5.

3.7 Where the BS creates or receives.digital records generated by electronic

32
messaging systems, it must be capable of capturing and identifying all incoming
and outgoing digital messages and attachments.

4 Ensure each digistal record is uniquely identifiable and store this identification as metadata
with the record.

The business system should, ‘either alone or in conjunction with other systems:

5 Provide an applicatiogn programming interface or similar to support integration with other

systems, including.an electronic records management system, so as to:

« enable digitalyrecords created or received by the BS to be exported to an external system;

< enable,'where required, an electronic records management system to establish an interface
withya.BS so that it may apply appropriate records management controls on the digital
records contained within the BS; and

* provide a mechanism to enable the BS to import digital records directly from an external
BS, as required to support the system’s core business functions.

SUSystems o be supported should be specified according to business needs. Each BS will
only receive records from a limited number of specific records-generating applications.
Furthermore, not all BS are capable of receiving records from external records-
generating applications.

31 For example, by means of a symbol or special icon.

32 Some BS, such as e-commerce systems, are capable of creating and sending digital
messages in support of their primary business functions.

33 The identifier must be unique within the system. If a record is to be exported beyond the
system, the identifier may need to be unique within the organisation, for example, by
adding a prefix to it.
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Allow users to capture and store all digital records received by the system in their native
format.

7

5

3!
Not limit the number of records that can be captured and retained by the system.

The business system may, either alone or in conjunction with other systems:

8

Allow the organisation to specify the format or pattern of the unique identifier, either through
configuration or through specified requirements.

Be required to convert a digital record during the course of the capture process from its original
format, native to the records-generating system, to a format compatible with the BS.36

9.1 Where the BS supports the conversion of digital records from their original formats as
part of the capture process,:"’7 it must ensure that the context, content and structure(of
the original record format are retained and that relevant requirements for conversion
are adhered t0.38

10

Support the naming of digital records, either:
* by the manual entry of names by users; or
* through an automatic naming process pre-defined by the business systém administrator or
through specified requirements.
10.1  Where the BS supports the naming of digital records, it should provide features to
support the process of naming of digital records. For éxample:
* an automated spell check; or
* a warning if a user attempts to create a recorgusing a name that already exists within
the BS.

10.2  Where the BS supports the naming of digital records, it should be able to restrict the
ability to amend the name of a digitalrecord to a business system administrator or
other authorised user.

11

Provide mechanisms to ensure that a digital record received by the system can be captured,
even if the generating application is_not’supported by the operating environment of the

organisation.39

34

35

36

It is not uncomman for one or more BS to be closely integrated so as to permit the
sharing of information between systems as part of the normal operating practice of the
system. This'will often involve digital records being transferred between systems as part
of a workflow process.

Limitatiens should only be permitted if needed to meet a specific business requirement
forthe’system. Limitations resulting from technical inadequacies of the system should not
be~permitted.

In some instances the conversion of record formats may be part of a system’s core

37

38

39

business Tunction. Alternafively, this situafion may occur where a digital record uses a
proprietary format that is not supported by the BS, but which may be converted into
another format usable by the system.

This requirement also applies to format conversion undertaken as part of a bulk import
process, as described in Requirement 54.

‘Structure’ is used in the records management sense of the relationship between the
component parts of the record, as opposed to data storage structures within a particular
system.

This requirement applies particularly to transactional BS that regularly receive a wide
variety of record formats which must be captured by the system.
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3.1.2 Record metadata

The business system must, either alone or in conjunction with other systems:

12

Support the range of metadata elements detailed in relevant metadata standards and any
other metadata required to support the organisation’s business.

13

Be able to automatically capture metadata acquired directly from an authoring application,?
an operating system, an electronic records management system41 or generated by the BS
itself.42

14

Capture all metadata specified during system configuration, and retain it with the digital

— et 43 P s T
recora i a ugrity Dourid IElatorisimp at all tmes.

15

Restrict the ability to amend record metadata, so that:

* only selected metadata elements can be edited by any user during creation;

* selected metadata elements can only be edited by an authorised user during creatjon; and
* selected metadata elements can be edited by an authorised user.

The restrictions may be specified in requirements, or through configuration by a business
system administrator.

16

Support the ability for a business system administrator or other authoriSed user to amend or
over-ride metadata inherited by records and, where applicable, aggregations of records.

17

Allow the manual or automatic updating of all metadata attriblites that are determined by
classification, following reclassification of a record or, where.applicable, an aggregation of
records.*4

18

Be able to store selected metadata over time, regardless of whether the related record has
been archived, deleted or destroyed.4®

40

41

42

Where the record is reCejved by the BS, rather than being created by the system. The
authoring application.may in some instances be another external BS, which outputs
records directly into)the system.

Where a BS gxports the records it creates or receives to an electronic records
management system for storage and management, the record metadata generated by
the electronic records management system must be captured and linked to the record.
The Jevel of integration between the BS and electronic records management system will
determine how the systems manage the record metadata.

The BS will generate record metadata relating to records created by the system, as well
as generating metadata pertaining to the receipt of records created by external software

43

44

45

applicafions.

That is, a robust connection inextricably linking the metadata and the digital record to
which it relates.

This requirement applies to revisions of all classification schemes that may be applied to
the BS, not just those classification schemes defined within the system to manage
records held by the BS. Where the BS does not support the definition of a classification
scheme, changes to an organisation’s classification scheme may need to be updated
manually.

Metadata may be stored directly by the BS, in an integrated digital object store or
exported to another system.
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The business system should, either alone or in conjunction with other systems:

19

Be able to capture metadata entered manually by a user.

20

Allow the definition of:

* customised metadata fields for digital records;

* selected metadata element set for particular record types;
* obligation levels#® for selected metadata elements

either through specified requirements or through configuration by a business system
administrator.

1l

Attow oser-defimed metadata fietds for theentry of descriptive mformatiom atout the tecords
or, where applicable, aggregations of records.

22

Retain a history in the metadata profile of the reclassification of a record, or where applicable

an aggregation of records, including the original location of an aggregation of records 47

The business system may:

23 Allow the business system administrator to configure pre-defined system rules48 for the
assignment of metadata on capture of a record, or where applicable, an-aggregation of
records of a particular record type.

23.1 Where the BS supports the use of pre-defined systenr rules to assign metadata on
capture, the establishment and amendment of such fules must be restricted to the
business system administrator.

23.2 Where the BS supports the use of pre-defined'system rules to assign metadata on
capture, it should enable records, and where applicable aggregations of records, to
be assigned metadata retrospectively,following a change to the pre-defined
system rules.

3.1.3 Managing of aggregations of:digital records

The business system may, either:alone or in conjunction with other systems:

24

Support the creation andfor receipt of aggregations of digital records, whereby associated
digital records may be-linked together through record metadata so that records management
processes may be @pplied to all records within the aggregation.4®

Where the BS supports the aggregation of records, it must:
24.1 Be-able to generate a unique identifier for each aggregation of records defined by
the-system.50

24:2° Be able to automatically record the time and date of creation of an aggregation of
records, within the metadata profile for the aggregation of records.

24.3 Allow a business system administrator to configure the naming mechanisms for
aggregations of records.

4.4  ANOW Tne re-assignmernt Or records 1roim one aggregator Or digital TeCcords to
another by a business system administrator or other authorised user.

46 Obligation levels should reflect those specified in relevant metadata standards.

47 Noting the usual audit trail requirements for systems.

48 Pre-defined rules may provide a substitute mechanism for assigning metadata at the time
of creation. This method is particularly useful for systems that deal with a limited number
of record classes and are unable to incorporate or integrate the definition of a records
classification scheme.
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24.5 Ensure that records attached to an aggregation of records remain correctly
allocated following reclassification of that aggregation of records, so that all
structural links remain in place.

24.6 Ensure that details of any amendments made to the content of an aggregation of
records are captured and maintained in the relevant metadata profile.

24.7 Prevent the destruction or deletion of aggregations of records at all times, except
as specified in Section 3.4: Retaining and disposing of records as required.

24.8 Ensure that any disposition action applied to an aggregation of digital records is
carried out on all the records that comprise the aggregation.

3.1.4 Records classification

The business system should, either alone or in conjunction with other systems:

25 Allow records, and where applicable aggregations of records, to be classified in accordance
with the organisation’s records classification scheme.51

26 Support close linkage and interaction between a record’s classification @nd other records
management processes, such as capture, access and security, disposition, searching and
retrieval, and reporting.

3.2 Managing and maintaining records

Once records have been created, they must be managed and maintained for as long
as required. Records must be managed to ensure they have the following
characteristics:52

o Authenticity — the record can be\proven to be what it purports to be, to have
been created or sent by the person that created or sent it, and to have been
created or sent at the time purported.

o Reliability — the record.can be trusted as a full and accurate representation
of the transactions te which they attest, and can be depended on in the
course of subsequent transactions.

e Integrity — the record is complete and unaltered, and protected against
unauthoriged alteration. This characteristic is also referred to as ‘inviolability’.

e Usability — the record can be located, retrieved, preserved and interpreted.

49

The nature of these aggregations will vary depending on the type and function of the BS.

50

51

52

The identifier must be unique within the system. If a records aggregation is to be
exported beyond the system, the identifier may need to be unique within the organisation,
for example, by adding a prefix to it.

The incorporation of records classification functionality within BS software will assist in
the application of automated records management processes. While the BS software is
unlikely to support the full definition of a classification scheme, it may contain relevant
categories derived from the organisation’s records classification scheme (see Section
2.5).

These are taken from ISO 15489-1 Records management, Section 7.2 Characteristics of
records.
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The functional requirements detailed below are not sufficient to ensure that records
in business systems have all these characteristics. Normal system controls over
access and security support the maintenance of authenticity, reliability, integrity and
usability, and therefore should be appropriately implemented. However, as noted in
Section 3.1, as this functionality is common to business systems, these have not
been included in the functional requirements below.

A risk assessment can inform business decisions of how rigorous the controls need
to be. For example, in a high-risk environment, it may be necessary to prove exactly
what happened, when and by whom. This links to the system’s permissions and

audit logging to prove that approved actions are undertaken by authorised people.
For example, security, audit logs, access controls (including limits on who can edit
and amend information) and search tools are common system requirements that
ensure records have the necessary characteristics.

The following list of functional requirements is concerned with ensuring;

e Metadata for records can be configured — the business system can handle
a range of metadata elements and support processes far-their management.

¢ Records can be reassigned or reclassified and if required, duplicated
and extracted — records may be classified for management and retrieval
purposes. As circumstances change, there must be mechanisms in the
business system that allow the reassignment\or reclassification of these
records.

Organisations may wish to create a copy of the contents of an existing record
in order to facilitate the creation of.@new and separate record. They may also
wish to create a copy of a record and remove or permanently mask some of
the material. This is made when the full record cannot be released for access,
but part of the record can.lf’required, the business system may support these
processes.

¢ Reports can be produced on records and the management thereof.

e Records can be’effectively managed when they have been subject to
encryption.and digital signatures — particular consideration needs to be
given todthe ongoing maintenance of records that have been subject to
encryption or where digital signatures have been used.

While encryption and digital signatures have a valuable role to play in
ensuring the authenticity and integrity of records in transmission, they also
present risks to the ongoing useability of the record, as decryption keys and
public keys for digital signatures may expire while the record is still required

For this reason, storing records in encrypted form is not recommended.
Metadata can record the encryption and decryption processes and attest to
the successful decryption of records.

If such security measures are used as a means of protecting the authenticity
and integrity of records, key management must be considered.

The business system must, either alone or in conjunction with other systems:

27 Prevent the destruction or deletion of digital records and associated metadata at all times,
except as specified in Section 3.4: Retaining and disposing of records as required
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3.2.1 Metadata configuration

The business system must, either alone or in conjunction with other systems:

28

Be able to draw together all elements of metadata to create a metadata profile for a digital
record or, where applicable an aggregation of digital records.

29 Allow a business system administrator to define the source of data for each metadata

element during system configuration.

30 Have the ability to use the contents of a metadata element to determine a functional

process,53 where the element can be related to the functional behaviour of the BS.

30.1 Where the BS closely links record metadata to the functionality it represents,
the metadata should provide both descriptive information and active support for
achieving that functionality automatically.

30.2 Where the BS supports links between disposition functions and other recards
management mechanisms supported by the BS,%4 it must warn a business
system administrator when control mechanisms linked to disposition classes
are updated, and protect disposition classes from amendmentuntil revisions
are complete.

31 Support mechanisms for validating the contents of metadata elements, such as:

« format of the element contents;

« range of values;

« validation against a pre-defined list of values; and

« valid classification scheme references (where supported).

32

Be able to manage a metadata profile over tinde>— maintaining links to the record and
adding process metadata about records management activities.>®

53

54

55

This functionality may either be ineorporated within the BS or provided through
integration with an external system, such as an electronic records management system.

These records management mechanisms may be incorporated within the BS itself or
provided through integration with specialised software applications or other BS, such as
an electronic records'management system.

The BS may hayve the ability to independently manage metadata profiles, regardless of
whether the digital records are maintained within the BS or within an external digital
object store-\Where the BS is unable to independently manage a metadata profile over
time, and’the digital records are maintained within the system, the BS must be able to
either:

» export the metadata profile to an external system, such as an electronic records
management system, capable of managing the profile appropriately and allowing it to
be linked to the records contained within the original BS. In this case, it is also

mandatansthat tha aviarnal DO cipnnarte tha mnart Af mantadata from thn Aricanal Do
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The importing BS must be capable of managing the metadata profile in accordance
with the requirements for adequate recordkeeping functionality set forth in this
specification; or

» permit an interface with an external system, such as an electronic records management
system, so that the external system can manage the metadata profile maintained within
the original BS. The external BS must be capable of supporting the ongoing
management of the metadata profile in accordance with the requirements for adequate
recordkeeping functionality outlined in this specification.

Where the BS is unable to independently manage a metadata profile over time, as per
Requirement 32, and the digital records are maintained externally to the system, the BS
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The business system should, either alone or in conjunction with other systems:
33 Be able to manage a metadata profile as a single entity.
34 Place no practical limitation on the number of metadata elements allowed for each record
or component of a record within the system.5®
35 Allow specification of which metadata elements are to be manually entered and
maintained, either through requirements specification or through configuration.
36 Support several formats or combinations of formats for metadata elements, including:
« alphabetic;
—atphanumeric;
* nuUMetric;
» date/time; and
« logical (i.e. Yes/No or True/False).
37 Allow metadata values to be obtained from look-up tables or from calls to the 'operating
system, application platform or other software applications, as required.

The business system may:

38

Support validation of metadata using calls to another software application.

3.2.

2 Record reassignment, reclassification, duplication and extraction

The business system should, either alone or in copjunction with other systems:

39

Support the movement of digital records byproviding mechanisms for the reassignment or
reclassification of records within the system (including reassignment of records from one
aggregation of records to another, whefesthe aggregation of records is supported).

40

Support mechanisms to enable the duplication of digital records.>’

40.1 Where the BS is able-to-copy the contents of an existing digital record in order to
create a new ang-separate digital record, it must ensure that the original record
remains intact and’unaltered.

40.2 Where theBS 'supports the duplication of digital records, it may provide a
controlted-copy facility or allow the BS to link to an external system capable of
providing a controlled copy facility.

40.3 .The BS may facilitate the tracking of copies made of an identified digital record,
recording information on access to copies in the audit log.58

must be able to export the metadata with the digital records to a centralised digital object
store, such as an electronic records management system, for ongoing management.

56 This requirement may not be relevant if the system has been specifically designed to

57

58

meet the needs of the organisation, including metadata requirements.

Duplicates may be made within the BS or created outside of the system. Where
duplicates are created outside the BS, their existence may be noted in the record
metadata profile of the original record.

The audit log may keep details of copies created outside the BS, as well as copies
created within the BS.
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The business system may, either alone or in conjunction with other systems:

41 | Allow the creation of an extract from a digital record, whereby sensitive information is removed
or hidden from view in the extract, while the originating record remains intact.

41.1 Where the BS supports extraction, it must note the creation of an extract in the
metadata of the originating digital record, including date, time, creator and reason for
creation of the extract.>®

41.2  Where the BS supports extraction, it must be able to copy metadata attributes from
the originating digital record to an extract — allowing selected elements to be
amended as necessary.60

41.3  Where the BS supports extraction, it may create a navigable link between an extract
and the digital record from which it was taken. Such a link should preserve the
relationship between the extract and the digital record without compromising the
access and security controls applicable to the record.

42 | Provide solutions for expunging sensitive information by producing redacted copies-of records
in all formats supported by the system, including audio and video.

3.2.3 Reporting on records

The business system must, either alone or in conjunction with' other systems:

43 Be able to report the actions carried out on digital recafdsyor where applicable
aggregations of digital records, either by the systenmnitself or by an integrated or interfaced
external records management mechanism, during.a-specified period of time.

The business system should, either alone or ‘i-conjunction with other systems:

44 Be able to produce a report listing the.details and outcome of any migration process to
ensure the integrity of digital records.®1

The business system may, either alone or in conjunction with other systems:

45 Be able to produce statistical information about digital records, or where applicable
aggregations of digitalrecords, captured and maintained by the system, such as the
number and locatien of digital records by application type and version.

3.2.4 Online security processes

Online security.processes include two subsections on encryption and digital
signatures.he majority of these requirements are conditional on the business
system having a business requirement to support any online security process.

The business system must, either alone or in conjunction with other systems:

46 Automatically record the details of all online security processes (for example, in an audit

+ +
trat)T

47 Support date and time stamping for all records subject to online security processes.

59 Whether the extract itself needs to be maintained as a record depends on the analysis of
business processes (see Section 2.1).

60 For example, an extract may have a different security category from the originating
record.

61 As migration may be an infrequent occurrence, the reporting may involve manual
intervention.
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Encryption

The business system may, either alone or in conjunction with other systems:

48

Support encryption of digital records.

Where the BS supports the encryption of digital records, it must, either alone or in
conjunction with other systems:

48.1

Support the capture of metadata for digital records created or received in
encrypted form in accordance with relevant standards, including:

« the serial number or unique identifier of a digital certificate;

48.2

48.3

48.4

48.5

" | al 1l bk " "l
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« date and time stamps relating to encryption and/or decryption processes.62

Ensure that an encrypted record can only be accessed by those users
associated with the relevant cryptographic key, in addition to other access
controls allocated to the record.

Where the BS supports the capture, identification and/or transmission of
encrypted digital records and associated metadata, it must support the
implementation of a key management plan.83

Where the BS supports the capture, identification and/ar transmission of
encrypted digital records and associated metadata, it must be able to maintain
cryptographic keys for the life of the digital record;or records, with which they
are associated.

Where the BS supports the capture, identification and/or transmission of
encrypted digital records and associated metadata, it must support the separate,
secure storage of encrypted records*and their associated decryption keys.

Where the BS supports the encryption of-digital records, it should, either alone or in
conjunction with other systems:

48.6
48.7

Be able to store encrypted.digital records in unencrypted form.

Allow encryption to be removed when a record is captured or identified, unless
the encryption is fequired to maintain the security of the record while within the
BS.64

Digital signatures

These requirements-anly apply if the system is sending or received signed records.
The requirements do not apply if the system is only using digital signatures to
establish a secure channel. This document does not cover requirements specific to
systems that'manage digital signatures.

62

63

If this requirement is meant through integration with an external system

Either by incorporating the key management plan within the BS or by integrating the

system with an external BS or specialised software application capable of supporting a
key management plan.

64 Some BS may have legitimate requirements to capture and store digital records in
encrypted format for evidential or security purposes. Where the BS itself provides
adequate access and security controls, it should be possible to store both the
unencrypted and encrypted digital records along with the necessary encryption keys
within the BS, noting Requirement 48.6.
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The business system should:

49 Where the BS is able to store digital certificates for encrypted records and digitally signed
records, it should warn a business system administrator of any certificates approaching
expiry.

The business system may, either alone or in conjunction with other systems:

50 Be capable of ensuring that any digital records created or received by the BS that employ

the use of digital signature technology can be captured and identified by the system along
with associated authentication metadata.5°

VWhere the BS Supporis the USE of digital signatures, It must, erther alone or In conjunction
with other systems:

50.1 Support the use of metadata for digital records transmitted or captured beafing
digital signatures, in accordance with relevant metadata standards. At a
minimum this metadata must note the fact that a digital signature was
authenticated.

50.2 Be able to check the validity of a digital signature at the time of'capturing a
digital record.

50.3 Be able to store with the digital record:
« the digital signature associated with that record;
« the digital certificate authenticating the signatute;
« any other confirmation details;
in such a way that they can be retrieved With the record, but without
compromising the integrity of a privatekey.

50.4 Allow a business system administrator to configure the extent to which
authentication metadata is routingly stored with the digital record. For example:
« retain the fact of successful~authentication only;
« retain metadata about the’authentication process; and
« retain all authentication metadata, including signatures.

50.5 Be able to demonstrate the continued integrity of a digitally signed record,

whether or_not authorised changes have been made to the metadata of the
record.5§

Where the BS supports the use of digital signatures, it should, either alone or in
conjunction‘with other systems:

50.6 C~Be able to support incorporation of, or interfacing with, digital signature
technologies so that authentication metadata can be automatically captured by
the system.

Where the BS supports the use of digital signatures, it may, either alone or in conjunction
with other systems:

50.7 Be able to apply a digital signature to:

* a digital record; or
* an aggregation of digital records;

during a transmission or export process in a manner that supports external
authentication.8”

65 This requirement is primarily of concern for BS that routinely send or receive digital
records using digital signature technology.

66 Changes may be made to the metadata, but not to the content of the record.
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Authentication

The business system may, either alone or in conjunction with other systems:

51 Be able to support authentication through interface with PKIl-based security technologies.

Where the BS supports authentication interface with PKI-based security technologies, it
must:

51.1 Be able to store metadata about the process of authentication, including:
« the serial number or unique identifier of the digital certificate;

«the regisiration and certiiication authority responsible Tor authentication, and
« the date and time of authentication.
51.2 Where the BS supports authentication, it must allow authentication metadata to
be stored either:
« with the digital record to which it relates; or
« separately but closely linked to the digital record.

52 Provide a flexible architecture in order to accommodate new online security technologies
as they are released.

3.3  Supporting import, export and interoperability

The ability to import and export records from the business systems, and
interoperability with other systems, are frequently fequired functionality. Records
may need to be exported to a different system.sudch as an electronic records
management system, or exported to other organisations in the event of mergers or,
in the government sector, machinery of government changes.

Many records may need to be retainedfor longer than the lifespan of the software
system itself, and therefore there is\a& need to be able to export records when
transitioning to a new business-system. There may also be a need to import records
from other business systems, particularly in collaborative business environments.
Transfer of records to an-arehival institution or to a secondary storage system should
also be considered.

For ease of import-and export, use of open formats and industry standards will
increase levels of interoperability and reduce the cost and difficulty of any
import/export'process.

While the\need for this functionality may be most evident when decommissioning a
systemsuit is important to consider it at the design stage.

Useful resources include the Centre for European Normalization’s Record Exchange
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Recordkeeping Initiative’s Digital Records Export Standard.58

67 This requirement will only apply to BS with in-built digital signature capabilities that are
required to create and transmit digitally signed records in support of their primary
business functions.

68 Available at http://www.adri.gov.au/content.asp?clD=3
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3.3.1 Import

The business system should, either alone or in conjunction with other systems:

53 Be able to import any audit trail information that may be directly associated with digital
records, and where applicable aggregations of digital records, captured and maintained
by the system and guarantee the integrity of the imported information.

The business system may, either alone or in conjunction with other systems:

54 Be able to undertake a bulk import of digital records exported from records-generating
systems 69 (‘HIthll’in(‘l'

« digital records in their existing format, maintaining their content and structure;

« digital records and their associated metadata, so as to maintain the relationships
between them and map the metadata to the receiving structure; and

« the system structure to which the records and associated metadata, and where
applicable aggregations of records, are assigned, maintaining all relationships between
them.

54.1 Where the BS supports the bulk import of digital records, it(may allow the use of
mechanisms to support the import process, including:
« pre-defined batch file transaction imports;
« edit rules to customise automatic identification of/ecords;
« data integrity validation processes; and
* input queues, including multiple queues ferdifferent document types.

55 Be able to perform an indirect import of digital records with no associated metadata, or
metadata that is presented in a non-standagd format, mapping this to the receiving
structures.

3.3.2 Export

The business system must, either-alone or in conjunction with other systems:

56 Be able to export digital records and associated metadata, and where applicable
aggregations of digital records, to:

« another systém,within the organisation;
« a system in a‘different organisation; or

« an archival institution or program for the long-term preservation of digital records
appraised as having archival value.

57 Ensure that any export action is able to include:
« all digital records, and where applicable aggregations of digital records;

« all metadata associated with exported digital records and, where applicable
aggregations of digital records; and

« all audit trail data associated with exported digital records

69 These may include records exported from an electronic document management system
or an electronic records management system.
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58

Be able to export digital records, and where applicable aggregations of digital records, in

one sequence of operations such that:

« the content and structure of digital records, and where applicable aggregations of digital
records, are not degraded;

« associations are retained between exported digital records and their associated
metadata; and

« relationships are maintained between exported components of a digital record, between

exported digital records, and where applicable aggregations of digital records, so that
their structural links can be re-built in the receiving system.

o1 Be able to export all the types of records it can capture regardless of format or the
presence of the generating application.
60 Allow objects to be exported more than once.”?

The business system should, either alone or in conjunction with other systems:

o

‘ Ensure that any export action is documented in metadata associated with-the record.

The business system may, either alone or in conjunction with other-systems:

62

Be able to export digital records that have been converted into gpen, fully documented file
formats.

3.4

Retaining and disposing of records asxequired

The following list of functional requirements is concerned with ensuring:

Compliance with disposition authorisation regimes — part of the process
of assessing records managementdnvolves determining how long the records
should be kept to account for legal obligations, business needs and
community expectations. A disposition authority sets out the retention periods
for various groups of records. These retention decisions, documented in the
disposition authority, should be authorised at a senior level in accordance
with jurisdictional requirements. These functional requirements assume the
existence of a disposition authority that covers the records in the business
system.

Dispositiomis effectively applied — provision must be made for facilitating
retentiefj-and disposition either in the system, or through the integration with
external software components. Keeping everything for the entire lifespan of
the‘system can be expensive and impair the operations of the system.

There may be some circumstances where a cost-benefit analysis and risk
analysis conclude that it is preferable to retain records for the lifespan of the

systemHowever; thissimpty postpones decisionr-meakimngabout the
appropriate retention of records until the time of decommissioning.’?

70 While a business decision may be made to delete information in the system after export,
the purpose of this requirement is to ensure that the system itself does not limit the export
process.

71 While tailored to a particular jurisdiction, Queensland State Archives, Public Records
Brief: Decommissioning Business Systems available at
http://www.archives.qgld.gov.au/publications/PublicRecordsBriefs/DecommissioningBusin
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e Records ready for disposition can be reviewed — prior to taking any
disposition action, users must be able to review the disposition action and be
able to amend it/apply a different action.

e Records are appropriately destroyed — it should not be possible for records
to be deleted except in accordance with a disposition authority, and then only
after agreed sign-off by authorised staff.

o Metadata of the destroyed records is retained — evidence of the
implementation of disposition actions must also be maintained, either through
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system.
e Reporting can be undertaken on the disposition activity.

It is noted that some disposition requirements are related to the use of aggregations.
As these requirements are conditional on the use of aggregations, they‘are in
Section 3.1.3.

3.4.1 Compliance with disposition authorisation regimes

The business system must, either alone or in conjunction®with other systems:

63 Support the controlled disposition of records legally-authorised for disposition.

64 Allow the definition of disposition classes,’2 which'¢an be applied to digital records and
associated metadata and, where applicable.aggregations of digital records, either through
the internal”3 functionality of the BS software or via an automatic’4 or manual’® external
mechanism (noting Requirement 77.

essSystems.pdfioutlines some issues that may need to be considered when planning for
system decominissioning.

72 A BS must support a minimum of one disposition class for each classification of records it
manages. These disposition classes must be defined so that they can be mapped to the
appfepriate records and applied.

73 +Some BS will be capable of providing in-built functionality to support the definition and
application of disposition classes applicable to the records created or received by the

ovictom.

Ty ot

74 An automatic external mechanism may comprise an external BS with adequate
recordkeeping functionality, such as an electronic records management system, or an
external software application designed specifically to support disposition functionality.
The automatic external mechanism will integrate or interface with the BS to support the
definition and application of disposition classes.

75 Where a BS does not support an automated disposition mechanism, it may still
adequately address this requirement by providing a workable manual mechanism for
supporting the definition of disposition classes. This will require manually mapping
disposition classes from a disposition authority to the relevant digital records created or
received by the BS.
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65

Ensure that the definition of each disposition class consists of:

* a disposition trigger to initiate the retention period;

* a retention period to establish how long the record must be maintained; and
* a disposition action, to prescribe the fate of the record.

66

Support the definition and application of the following disposition actions:
* review;

* export;

« transfer; 76 and

» destruction.

67

Enable flexibility in the definition of disposition classes to allow the business system
administrator to assign non-standard retention periods and disposition actions.””

68

Allow a unique identifier to be assigned to each disposition class and, where applicable,
allow the disposition class to be associated with the appropriate disposition authority.

69

Allow retention periods to be defined from one day to an indefinite length of time.

70

Restrict the ability to create, edit and delete disposition classes and disposition authorities
to the business system administrator or other authorised user.

71

Be able to maintain a history of all changes to disposition classes, including date of
change and reason for change.

72

Ensure that amendments to a disposition class take immediate effect on all records and
associated metadata, and where applicable aggregations of digital records, to which that
class has been applied.

The business system should, either alone or ineonjunction with other systems:

w

73 Be able to import’8 and export’9 a set of disposition classes in a standard format.80
74 Be able to manage a many-to-one-relationship where multiple disposition classes may be
linked to a single digital record, orwhere applicable an aggregation of digital records.
74.1 If the BS is unable.to-support a many-to-one relationship for disposition classes,
it must as a minimum support the ability to allocate a one-to-one relationship for
linking a disposition class to an digital record, or where applicable an
aggregatiotof digital records, and must permit the business system
administrator, or other authorised user, to manually determine and map the
appropriate disposition class with the highest applicable retention period.81
76 Trarsfer consists of confirmed export followed by destruction, once the success of the

transfer process has been confirmed.

For example, ‘destroy when superseded’, ‘disposal not authorised’.

78

79

80

81

That is, import an authorised set of disposition classes into the BS, or where applicable
the relevant external disposition management mechanism, so as to remove the need for
the business system administrator to manually configure disposition classes.

The ability to export a set of authorised disposition classes from the BS, or where
applicable, the relevant external disposition management mechanism, so that they may
be transferred to another system, such as an electronic records management system.

A structured set of disposition classes issued by an archival authority may be known as a
disposition authority or disposition/retention schedule.

Manual mapping of disposition classes may be quite time consuming where large
numbers of disposition classes need to be mapped to digital records held within the BS.
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The business system may, either alone or in conjunction with other systems:

75 Support the definition of disposition classes from multiple disposition authorities.82

76 Allow one or more disposition authorities to be merged during an import process.

3.4.2 Disposition application

The business system must, either alone or in conjunction with other systems:

77 Allow disposition classes to be systematically applied to digital records and associated

mMetadata, and Where applicapte aggregations of digitat records. THhe means empioyed by |

the BS to apply disposition classes and related disposition processes may include:

- the incorporation of disposition functionality within the BS software;83

« the integration of external software applications with the BS so as to enable the
application of disposition functionality;84

* manual mapping and application of disposition authorisation to the records of the BS by
the business system administrator or other authorised user;85 or

« any combination of the above.86
77.1 Where the BS supports the use of pre-defined system¢ules, it must enable the

manual update or retrospective inheritance of dispesition classes when a hew
disposition class is applied following a change te-the pre-defined system rules.

78 Allow disposition classes to be applied to any and all digital records and associated
metadata, or where applicable aggregations of digitalrecords, captured by the system.

79 Record all disposition actions in a metadata profile.

80 Automatically track the initiation and progress’of retention periods, in order to determine

disposition dates for digital records andiassociated metadata, or where applicable
aggregations of digital records.

81 Allow a business system adminjstrator or other authorised user to apply a different
disposition class to a digital-récord at any time.

82 Restrict the ability to apply-and reapply disposition classes to the business system
administrator or othefiauthorised user.

82 To support organisations that may have more than one current approved disposition
authority.

83 The levelofvsophistication of the disposition functionality incorporated within the BS will
vary dépending on the nature and complexity of the system.

84 Thissmay include the use of specialised disposition management software or integration
with an external BS with adequate recordkeeping functionality, such as an electronic
records management system. Records may either be exported to the external

machanico wwbhara thaovy maav ha cantirad and anneaneiata dicacitinn mananamaangt
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controls applied, or alternatively, the external mechanism may interface with the BS so as
to apply appropriate disposition management controls to the records retained within the
BS itself.

85 Where a BS is not capable of supporting adequate automated disposition processes it
may be necessary to manually map disposition authorisation to the records controlled by
the system and manually apply disposition actions to the records, or where applicable
aggregations of records, as required.

86 Automated solutions to the application of disposition classes may not be flexible enough
to meet all situations, making it necessary to manually implement disposition in the case
of some non-standard disposition actions.
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83

Support a disposition process consisting of:

« identification of digital records and associated metadata, and where applicable
aggregations of digital records, for which the retention period has elapsed;

« notification of a business system administrator or other authorised user;

. reapplication87 of a disposition class if required;

« execution of the relevant disposition actions after confirmation by a business system
administrator or other authorised user;

which may be applied automatically or manually as determined by the disposition
mechanism employed by the BS, as noted in Requirement 77.

o4

REeSUICL the operauon or e aisposIition Process 10 d DUSINEeSss Systerm adiminisirator or
other authorised user.

85

Support a range of disposition triggers based on active metadata.88 For example:
« date of record creation;

« date of last retrieval of a record;

« opening or closing date of an aggregation of records (where applicable);

« date of last review of a record, or where applicable an aggregation ef.records.

86

Support external disposition triggers based on notification of a defin€d event either
manually entered into the system by a user or automatically acquired via an external BS
integrated with the disposition mechanism.

87

Ensure that a retention period is calculated in real time-and cannot be artificially advanced.

88

Allow a disposition freeze to be placed on a digital recerd and associated metadata, or
where applicable an aggregation of records, in order to prevent any disposition action from
taking place for the duration of the freeze.®

89

Prevent the deletion or destruction of any digital record subject to a disposition freeze.®

90

Restrict the ability to remove a disposition freeze to a business system administrator or
other authorised user.

91

Be able to identify any conflict-0f disposition actions and either:

» automatically apply the correct disposition action according to precedence defined by the
organisation;™ or

* notify the business'system administrator or other authorised user and request remedial
action.

87

88

Reapplication of a disposition class must take immediate effect within the disposition

process.

The metadata may either be generated by the BS as a result of internal system
functionality, or may be supplied by one or more external records management

89

90

91

mechanisms integrated with the BS, such as an electronic records management system.

A disposition freeze may, for example, be placed on records identified as being subject to
a pending or ongoing Freedom of Information application or legal discovery process. To
meet this requirement the system need not provide specialised disposition freeze
functionality. It is sufficient for the BS to simply allow a business system administrator or
other authorised user to manually identify affected digital records and implement controls
to prevent their disposition until the disposition freeze is no longer in place.

Under other circumstances, deletion or destruction may be carried out by a business

system administrator or authorised user. See Requirement 86.

Usually the longer period is applied.
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The business system should, either alone or in conjunction with other systems:

92 Be capable of sentencing on creation®2 by automatically applying a disposition class to a
newly created or received digital record and associated metadata, or where applicable an
aggregation of digital records, based on a set of pre-defined instructions.93

93 Be able to notify the business system administrator on a regular basis of all disposition
actions due to occur in a specified period of time.

The business system may, either alone or in conjunction with other systems:

94 Support automatic sentencing of a digital record and associated metadata, or where

applicable an aggregation of digital records, based on its contents, specified metadata
elements, or a combination of both.94

94.1 Where the disposition is automatic, the BS must automatically seek confirmation
from a business system administrator or other authorised user before
implementing any disposition action.

95 Support an interface with a workflow engine to facilitate the disposition process.

3.4.3 Review

The business system must, either alone or in conjunction«with other systems:

96 Provide a means by which the content of a digital recerd, or where applicable an
aggregation of digital records, identified for dispositien can be reviewed prior to the
application of a disposition action.

97 Make the entire contents of a digital recordy0r'where applicable aggregation of digital
records, under review available to the reviewer, subject to applicable access restrictions.

98 Allow the business system administrator to reapply a disposition class that could:

* mark digital records, and where ‘applicable aggregations of digital records, for further
retention and later review;

» mark digital records, and Where applicable aggregations of digital records, for immediate
export, transfer, preservation treatment (through a technique such as migration) or
destruction;

* mark digital recards, and where applicable aggregations of digital records, for further
retention andlater export, transfer, preservation treatment (through a technique such as
migratien)-er destruction;

when@-+eview disposition action is triggered.

92 The identification of the retention period of a record at the time the record is created.

93 These instructions may be applied through metadata inherited from higher entities within
a records classification scheme, where supported (as per Requirement 23), or
alternatively may be established through pre-defined system rules specifically designed
to allocate disposition metadata (as per Requirements 25 and 26).

94 It may be possible to establish pre-defined system rules for the automatic assignment of
disposition classes based on the characteristics of the records created or received by the
BS. Simplistic BS may contain relatively few record classes that can be easily identified
and grouped through similar characteristics, enabling the automatic assignment of
appropriate disposition authorisation at the time of capture.
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The business system should, either alone or in conjunction with other systems:

99

Make the disposition class details applicable to the digital record, or where applicable
aggregation of digital records, being reviewed available to the reviewer either by
searching or navigation.

100

Automatically record the date of last review as active metadata, and allow the reviewer to

add the reasons for the review decision as descriptive metadata.

3.4.4 Destruction

I'he business system must, either alone or In conjunction with other systems:

101

Ensure that destruction results in the complete obliteration or inaccessibility of all digital
records (including all components of each record) as authorised, and that they cannotibe
restored through operating system features or specialist data recovery techniques.95

102

Seek confirmation of destruction from a business system administrator or other authorised
user as part of the disposition process.

103

Prevent the destruction of digital records, or where applicable aggregations of records,
until confirmation is received, and allow the process to be cancelled.if confirmation is not
received.

104

Distinguish between an ad hoc delete function and the destruction function within the
disposition process, so that each can be allocated individually to authorised users.

105

Prevent the delete function being used within the disposition process, so that immediate
destruction of identified digital records can only be‘achieved through the allocation of a
disposition class.

The business system should, either alone-or in conjunction with other systems:

106

Have the ability to ensure that.when a digital record is authorised for destruction, all
alternative renditions of that record are also destroyed.

106.1 Where the BS, supports the destruction of alternative renditions, it should allow
a business system administrator to turn off the functionality outlined in
Requirefent 105 if required.96

3.4.5 Dispositiormmetadata

The businessisySstem must, either alone or in conjunction with other systems:

107

Support the progressive addition of metadata to digital records, and where applicable
aggregations of digital records, to support disposition as set out in relevant metadata
standards.

108

Actively link disposition metadata to the functionality it represents, so that it can be used

to trigger automated processes.”’

95 While this document does not cover the management of back-ups for business continuity
and disaster recovery purposes, it is noted that good practice should ensure that back-
ups are not retained for longer than needed for business continuity purposes.

96 For example, if a disposition authority does not cover all renditions, or if an organisation
has reason to keep a particular rendition.
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109 Be able to detect any metadata changes that affect the retention period of a digital record,

and calculate a new disposition date according to the disposition class.98

110 Be able to restrict the amendment of metadata that affects the retention period of a digital

record to a business system administrator or other authorised user.

111 Be able to retain metadata for digital records, and where applicable aggregations of digital

records, that have been transferred or destroyed.

112 Be able to record the date and details of all disposition actions within the metadata profile

of the digital record, or where applicable the aggregation of digital records.

The business system should either alone or in r‘nnjnnr‘finn with other systems:

113 Allow users to add any metadata elements required for the archival management of digital

records selected for archival transfer.

114 Be able to maintain a history of the disposition classes that have been applied.to,a

particular digital record, in the metadata of that digital record.

115 Allow a business system administrator to specify a subset of metadata290 be retained

for digital records, and where applicable aggregations of digital records, that have been
transferred, destroyed or moved offline.

The business system may, either alone or in conjunction with other systems:

116 Be able to export metadata as specified by relevant metadata standards.
117 Support free-text fields for user-definable notes.100
118 Support the entry of management metadata for.disposition classes and disposition

authorities, including:

* a scheduled review date;

» date and details of revision; and

« date and details when superseded)

119 Allow a business system administrator to archivel0l the metadata retained for digital

records, and where applicablée aggregations of digital records, that have been transferred
or destroyed.

3.4.6 Reporting on disposition activity

The business system must, either alone or in conjunction with other systems:

120 Be_ able to produce reports on all disposition activity undertaken by the system, including

dispasition activity undertaken by external disposition mechanisms integrated or interfaced
with the system.

97

98

99

100

101

This functionality may either be incorporated within the BS or provided through
integration with an external mechanism, such as an electronic records management
system.

Where this functionality cannot be automatically applied by the BS, either through internal
or external mechanisms, the system must at least enable the manual detection and
updating of changes to disposition classes.

Ideally the mandatory metadata elements, as set out in relevant metadata standards.
For example, to link a disposition decision to retention requirements found in legislation.

That is, take a copy that is outside the control of the BS.
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