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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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procedures used to develop this document and those intended for its further maint
cribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria‘mee
brent types of ISO documents should be noted. This document was drafted in accordan
orial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

he ISO list of patent declarations received (see www.iso.org/patents}):

Stitute an endorsement.

an explanation on the voluntary nature of standards;. the meaning of ISO specific
ressions related to conformity assessment, as well.as information about ISO's adherg
[ld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see th
L: www.iso.org/iso/foreword.html.

5 document was prepared by Technical .Committee ISO/TC 46, Information and doc
committee SC 11, Archives/records management.

5 second edition cancels and replacesithe first edition (ISO 16175-1:2010), which has been
sed. The main changes compared-to-the previous edition are as follows.

The distinction between dedicated records management applications and business appli
been dispensed with. As atesult, a single set of functional requirements and associated
provided in a single document that addresses both kinds of software applications.

The number of functional requirements has been greatly reduced and simplified in or
users focus on thevmost important areas of software functionality.

Text has been-updated, clarified and simplified, with the use of records jargon elimin
possible-and explained when necessary in acknowledgement of the primary audier
standardvbeing IT professionals. More diagrams have been added.

5t ofall parts in the ISO 16175 series can be found on the ISO website.

bntion is drawn to the possibility that some of the elements of this document may be the
ent rights. ISO shall not be held responsible for identifying any or all such patent rightg
patent rights identified during the development of the document will.be'in the Introduct
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Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

0.1 Case for management of records

Good management of records and information is fundamental to a well-functioning organization. It
supports business functions and processes and provides a basis for efficient service delivery. It also
provides the mechanism for organizations to retain evidence of their decisions and actions for future
reference and to support business continuity. Good records practice is simply good business practice.

Managing records facilitates:

a) efficiency, by making information readily available when needed for decision-making)pand
operatfional purposes and to support information reuse and innovation;

b) sound use of financial resources, by allowing timely disposition of non-current records;

c) accourjtability, by enabling the creation of complete and authoritative records of business functjons
and prpcesses;

d) compliance, by demonstrating that legal requirements have been met; and

e) risk mjtigation, by managing the risks associated with unlawful loss ox*destruction of records and
with over-retention of records, and risks resulting from inappropriate or unauthorized access to
records.

In most organizations today, business is transacted and enabledby a variety of software applicatipns.
If organizaftions are to capture and manage reliable records ef their business functions and processes,
it is vital that their line-of-business applications incorporaté.good records functionality as part of their
design. Making, keeping and disposing of records should be an organic and natural part of business
processes.

0.2 Purp¢se of this document

This document provides model, high-levelhfunctional requirements, with associated explanatory
informatiopn and usage guidance, for any seftware applications that are intended to manage digital
records. 140/TS 16175-2:—1 providestguidance on how to select/design, implement and maintain
software f¢r managing records withinyorganizations.

For the purpose of presenting/model functional requirements, this document makes no distincfion
between doftware applicatiéns that are used for any business purpose and those applicatjons
specifically intended and designed to manage records. Examples of the former include Enterpfise
Content Management Systems and applications which create records as one part of their functiondlity
such as Cqntracts Management Systems, Case Management Systems or transactional systems. [The
term used fhroughout'is therefore “Business application”, which is intended to encapsulate the totglity
of applicatjons thiat' manage records as part of their usual functioning. It is assumed that almost all
business applications will generate data that is needed to serve as evidence of business functjons
and procegses for future reference and as such will, among other things, need to create, store and
manage records. The purpose of this document is to assist the developers and implementers of those
applications to identify and deploy functional requirements that helps ensure that the data generated
and held in such applications can serve as adequate records of business functions and processes.

In addition to providing model high-level functional records requirements in business applications, this
document provides guidance on identifying and addressing the needs for records. It aims to:

a) help organizations understand requirements for managing digital records as they relate to
software applications used by organizations;

b) assist IT and business specialists to include records considerations in applications design and/or
procurement; and

1) Under development. Stage at the time of publication: ISO/DTS 16175-2:2020.

vi © IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=e41984e691b5e2e86c205308138a9be2

ISO 16175-1:2020(E)

c) assess the capabilities of existing business applications to manage records, including helping to
identify gaps or areas of risk in the current functionality of those applications.

This document is part of a suite of records system implementation guidance that supports the core
international records management standard, ISO 15489-1, where utility and characteristics of records
systems are explained.

0.3 Audience

The primary audience for this document are professionals responsible for designing, developing,
procuring, reviewing and/or implementing software applications, such as business analysts,
lience also

Role Purpose N v
Soltition architects/ Ensure IT applications infrastructure supports the records Yequirementg.
dedigners

Redords professionals Advising and assisting the business in defining records requirements.

IT procurement deci- Ensure procurement processes meet these requirements.

siop-makers

Ap]l)lications developers |Build applications and support information systems testers during functional
specification development and test phasetdncludes software vendors and devel-
opers who wish to incorporate records,functionality within their produdts, both
commercial or open source.

Buginess analysts Develop technical specificationsinitiate/collate feedback and walkthronllgh. Submit
specification for sign-off and pass over to developer. Update any changegto specifi-
cation after sign-off (e.g. changes that are agreed during test phase), if rgquired.

Applications testers Develop test plans, test conditions/cases and execute tests. Analyse test fesults,
log any failures and retest once immutability has been applied and built fo test
environment.

Buginess owners For solution-specific requirements. Review and confirm application requifements

that meet business objectives. Provide the business rules/processes/requjrements to
the business analyst during the software specification development and t¢st phases.

Giveén the target audience foitthis document, the use of terminology that is specific to records
professionals has been minimised as far as possible. Where the use of such terminology is upavoidable,
it is|explained and/or defined (in Clause 3).

© 1S0 2020 - All rights reserved vii
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functional requirements for applications that manage.analogue records;

generic design requirements such as reporting,.application administration and perform

requirements for the long-term preservation of digital records in a dedicated pj
environment;

NOTE The model requirements are intended to encourage the deployment of applications
hinder long-term preservation of records. As such, some of the requirements support long-
preservation outcomes.

implementation guidance .fox applications that manages analogue and/or digital red
guidance can be found in(ISO/TS 16175-2:—2).

Normative reférences

following document is referred to in the text in such a way that some or all of its content
1irements f‘this document. For undated references, the latest edition of the referenced
luding afiy)amendments) applies.

30300, Information and documentation — Records management — Core concepts and vocg
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For

Terms and definitions

the purposes of this document, the terms and definitions given in ISO 30300 apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

[SO Online browsing platform: available at https://www.iso.org/obp

[EC Electropedia: available at http://www.electropedia.org

2)

Under development. Stage at the time of publication: ISO/DTS 16175-2:2020.
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4 Key outcome areas and configuration options

4.1 Key outcome areas

The functional requirements in this document focus on the outcomes required to ensure records are
managed appropriately. How to achieve the outcomes will depend on the type of application being used.

See Figure 1.

Records capture and
classification

e Creation, capture and import
e Metadata capture
¢ Records classification

e Managing business
classification schemes

Records integrity and
maintenance

 Authenticity and security

« Storage, reporting and
metadata management

Records retention and
disposition

e Retention, review, transfer
and destruction

e Migration and export

Records discovery, use
and sharing

e Search, retrieval,
presentation, use and
interoperability

» Access restrictions and
permissions

¢ Duplication, extraction and
redaction

v

/\ ‘

Q
N

Figure 1 — Key outcome areas

4.2 Key outcome areas in detail

4.2.1 Records capture and classification

Software applications that enable business activities or transactions should be able to capture and/or
import/ingest evidence of those activities. This involves identifying sets of digital information to serve
as records. Records shall be linked to their business context using metadata.

2 © IS0 2020 - All rights reserved
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2 Records retention and disposition

Records shall be kept and remain accessible to authorized agents for as long as required for legislative,
community and business needs. In conformance with authorized disposition authorities, records
should be retained and disposed of in a managed, systematic and auditable way.

4.2,

3 Records integrity and maintenance

Business applications should be able to register any interactions with or changes to the records.
Metadata recording these interactions and changes should include the name of the responsible agent, a

timestamp and details of any rhqngnc The metadata should be pprcicfpnfly linked to the records for as

long as they exist.

4.2

Buginess applications should enable searching, retrieval, rendering, use, sharing and re
rds for authorized agents. They should also support interoperability across platforms afd domains
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45. In addition, some requirements could bg’satisfied outside applications through pro

4  Records discovery, use and sharing

over time.

E See 7.5.5 for a discussion on redaction of records.

Possible configuration options for managing records created in business

not necessary for all the functional requirements presented in this document to be met

ware applications that collectively work together within an organization, or acros

redures.

bre using the functional requirements, organizations should consider how to 1
lirements: through internal mechanisms within a business application itself, or by
n external software applicationsthat are capable of providing the necessary records m
Ctionality.

mandatory functional requirements in this document outline the core records processe
ddressed. Options td implement these requirements may include:

combinatiopwith associated work processes;

integrating with a dedicated records management application, such as an electror
management system (ERMS); or

designing export functionality into the business application to directly export record

daction of

by a single

ware application. It may be more cost effective for the requirements to be satisfied by multiple

s multiple

hnizations, to enable the conduct of business..Guidance on these issues can be found in Figure 2 and

cesses and

heet these
nteracting
Anagement

s that shall

designing the business application to internally perform the records processes, or fo do so in

ic records
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1. Records managed WITHIN the business system

Business
system
performs ALL

records system

functions

2. INTEGRATION with a records system

—— r=—=—==—== 1
7 > N | I

/ . \ Records | I
/ Business metadata Records system |

| system creates

\ and stores

|
records / Records
\\ / controls I O\\ |

~ [ S |

performs some
control functi

3. EXPORT of records to a records system

I

Records

Business exported

system creates
and exports
records

Records system
ingest, stores
and
manages records

including
metadata

Figure 2 — Possible configuration options for managing records created in business
applications

For more detail, see 8.6.

5 High-level requirements for software managing digital records

5.1 General

Organizations make decisions on what type of software for managing records should support
particular business processes, business units or the organization as a whole and consider the risks
that are linked to business processes when making such decisions. The scope of software for managing
records will be affected by the social and regulatory framework within which an organization operates,
by the organizational readiness or maturity around records reflected in its policies and allocation of
responsibilities, and by the technologies that are appropriate for organizational use.

Organizations that already rely on digital records to conduct and document business, or that are
interested in eliminating paper records from their operations, are seeking solutions to the issues arising
from management of digital records. The decisions that organizations make today about the capability
of the software, and the arrangement and structure of information within the software will have a
significant impact on the long-term sustainability of digital records. The capacity to sustain digital
records beyond the lifespan of a single instance of software is closely linked to the design, selection and

4 © IS0 2020 - All rights reserved
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configuration of software, and should be considered carefully within an organization-wide information
governance context.

Organizations deploy software applications to automate business activities and transactions. The
digital information generated by an application may serve as the only evidence or record of the activity
or transaction, despite the application not being designed specifically for the purpose of managing
records. Without evidence of these activities, organizations are exposed to risk and may be unable to
meet legislative, accountability, business and community expectations. Because of the dynamic and
manipulable nature of business applications, the capture of records and the ongoing management of

their fixity, authenticity, reliability, usability and integrity can be challenging.

Many business applications generate and store data that can be subject to constant updating

ablg
req
are

inviolable. That is, systems and processes need to be able to guarantee the ré¢liability, int

aut

For
ISO

appiroach enables the traceability of actions documenting business‘to be maintained for

nee

5.2
Thi

Des
par
env|

5.3

Seld
fun
for

req

to be transformed (manipulable) and only contain current data (non-redundant),-Whi
1irements for dynamic, manipulable and non-redundant data can be entirely legitimate
to serve as reliable evidence of business functions and processes, they neled: to be

henticity of the records as evidence of past business activities and as business assets.

the purposes of this document, the characteristics of authoritative records (as
15489-1:2016, 5.2.2) may be applied to any and all data, documents or information,

ded to support assertions of authenticity, reliability and integrity.

Assumptions
5 document assumes

that records controls (particularly those identified in Clause 8) are already developed
organization;

that projects to implement records requirements in software will be continuous; and

that all new software implementation projects require implementation of defing
requirements.

igning, implementing and maintaining software for managing records is an ongoing an
I of managing records( within organizations, to reflect constantly changing te
ironments, new business software, and changes to business processes.

General overview of requirements

Ctional requiitements. The high-level requirements included here are consistent with the
nanaging+tecords outlined in ISO 15489-1:2016, Clause 4. Clause 6 provides more detailed
1irements for software that creates or manages digital records.

(dynamic),
e business
if records
fixed and
egrity and

defined in
A records
as long as

within the

d records

l continual
thnological

cting software” that creates or manages digital records should be done in line with defined

principles
functional

e business

a)

Software shonld support the management of digi‘ml records as a core component of th
process.

When automating a business process, records requirements should be met by software.

b) Software managing digital records should maintain persistent links to the business context.

An understanding of the business context of records is required to enable accurate interpretation
of their content. Software should persistently link to the specific business context in which records

are created and maintain that linkage over time.
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d)

f)

g)

h)

6

Software managing digital records should be able to capture metadata, automatically generated to
the greatest extent possible.

Software should be designed and implemented in a manner that allows maximum automatic
assignment of point of capture records metadata, enabling end-user editing capability prior to
capture, where needed. Records process metadata should be automatically generated and captured
as the system is used.

Software should be user-friendly and allow easy records creation and capture.

Software that automates management of records should be designed in a way that makes such

activitfy

events
intera

Softw4

Digital
that m|
to pre
conve

Softw{

Recorq
manag
(ingesf

Softw4

Softw4
metad
Infornj

argely 1nvisible  to the end-users. Tecnniques for this may Include automatic 10ggl
occurring on records at all levels of aggregation and minimizing end-user requirentent
t with complex functionality specific to requirements of records professionals.

re should support interoperability over time and across platforms and domains.

records often have operational or legal requirements for retention oyver periods of f
ay exceed the lifespan of the hardware or software that created it. Software should be

S to

ime
hble

bent records in a manner that maintains their metadata, usability @nd enables them t¢ be

ted to new formats and/or migrated to other technology platforms:
re should have the capacity for bulk import and export.

s often need to last longer than the system in which thegare initially created, captured

and

ed. Records software should incorporate capabilities forbulk re-formatting as part of import

) or export capability or, at a minimum, via non-proprietary encoding of record metadat
re should maintain records in a secure environment.

re should not allow unauthorized access\6r modifications to any records or to recq

i

rds

hta. Where authorized modifications are’ performed, they should be fully documenfed.

ation which is confidential or which contains personal information should be identified

mechanisms deployed to ensure appropriate access and use protections.

Softw4

Softw{
busine

Softw4

Many
Hardw
in the

Mode

re should support the dispositioit of records in a managed, systematic and auditable way.

re needs to be able to dispose of records in a systematic and auditable way in line
ss or legal requirements_and societal and community expectations.

re should rely as much as possible on open, robust and technology neutral standards.

software products that create or manage records are developed using proprietary c
are or software dependencies can have adverse effects on access and preservation of recq
ong ternd."Open, robust and technology neutral standards should be used.

and

4

vith

hde.
rds

lfunctional requirements for applications that manage digital records

6.1 Requirements groupings

NOTE

See 6.3.

R1. Capture and classification

R1.1.
R1.2.
R1.3.
R1.4.

Records creation, capture and import
Records metadata capture
Records classification

Managing business classification schemes
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R2. Retention and disposition

R2.1. Records retention, review, transfer and destruction

R2.2. Records migration and export

R3. Integrity and maintenance
R3.1. Records authentication and security
R3.2. Storage, reporting and metadata management
R4.|Discovery, use and sharing
R4.1. Search, retrieval, presentation, use and interoperability
R4.2. Access restrictions and permissions
R4.3. Duplication, extraction and redaction
6.2 Obligation levels and extensibility of requirements
The obligation levels provided for each requirement indicate the relative importance of the r¢quirement
in question. The words “shall”, “should” and “may” are to be interpreted as follows:

Shall Requirement that use “shall” are mandatory fex applications intended to conform with this
document.

Sheuld Requirements that use “should” are highly’ desirable but not mandatory. They may be ig-
nored if a valid reason exists, but the full implications of ignoring the requirempent should
be understood and carefully considered before choosing a different course.

Maly Requirements that use “may” are optional.

Thg model requirements presented in 6i3 may be added to or extended in particular impl¢mentation
setflings depending on the circumstances and records requirements that apply in those setftings. Such
addjitions and extensions shall not, however, contradict any of the model requirements presehted in 6.3.

6.3] Requirements in detail

These requirements can‘be met by more than one configuration option, see Figure 2. As far
subclause aimsto\avoid the use of records jargon. Definitions for records terminology fhat is used

thid

can|be found in ISO"30300. Discussion of the utility of many of these concepts can be found i

hs possible,

n Clause 7.

R1} Captureand classification

o

bligation

R1|1 Records creation, capture and import

The blsiness application shall, either alone or in conjunction with other applications:

Shall

R1.T.T enable the capture of records and any associated records metadata;

R1.1.2 where an individual business application cannot provide the capability to ingest
records and associated metadata, other components shall provide the capability to ingest
records and/or associated metadata from other business applications or related external
repositories, see options 2 and 3 in Figure 2;

R1.1.3 where the application creates or receives records generated by electronic messag-
ing systems (such as email, text messaging and instant messaging), capture attachments
and embedded objects together with the digital messages as either linked records or as a
single compound record;
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R1.1.4 enable the business application to import digital records and associated metadata
directly from an external business application, either in bulk or individually, ensuring
the integrity of the content and structure of the records. When the records that are to be
captured have additional integrity verification criteria (electronic signatures, checksum,
etc.), the system that captures them shall be able to verify the validity according to these

criteria, at least at the time of capture.

formats.

The business application should, either alone or in conjunction with other applications:

R1.1.5 support capture of records in commonly used file formats and/or in their native

Should

R1.2 Red

ords metadata capture

The busin

R1.2.1 en
therecord

R1.2.2 be
aggregatic

records fr
R1.2.4 be

bss application shall, either alone or in conjunction with other applications:

able the capture and maintenance of metadata for records at any time during
s existence, in accordance with one or more pre-determined metadata schemas;

able to assign and persistently link unique identifiers to each record and records
n;

R1.2.3 support the ability to automatically detect and capture pre-existing metadata for

bm business processes and associated information systems;

able to capture metadata entered manually by an agent.

Shall

The busin

R1.2.5 be
tactical st

R1.2.6 su
data elem¢

R1.2.7 be

bss application should, either alone or in conjunction with-ether applications:

able to validate metadata values against pre-determined schemes and/or syn-
hndards;

bport common business formats (e.g. XML) or combinations of formats for meta-
bnts/properties;

able to capture and persistently link workflow processes associated with re-

cords, including approvals.

Should

The busin
R1.2.8 all

who are th

pss application may, either alone or if'conjunction with other applications:

bw authorized agents to add annotations or notes to records as linked metadata

in accordapnce with business rules and pglicies (e.g. authorized agents may include persons

e subject of records).

May

R1.3 Red

ords classification

The busin

R1.3.1 be
business d

R1.3.2 sy
ability to 1

pss application shall; either alone or in conjunction with other applications:

able to associate-pecords at individual object and/or aggregation level to their
pntext;

pport doeumentation of changes to business context over time, retaining the
ink business context accurately over time.

Shall

R1.4 Managing business classification schemes

The businlzss application may, either alone or in conjunction with other applications:

May

R1.4.1 manage and maintain an approved business classification scheme.
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R2. Retention and disposition Obligation
R2.1 Records retention, review, transfer and destruction

The business application shall, either alone or in conjunction with other applications: Shall

R2.1.1 beableto allocate an appropriate retention and disposition period in the application
for every record and record aggregation and also allow the updating of these retention
and disposition periods if necessary, because of changing legal or business requirements;

R2.1.2 retain key metadata (as stipulated by relevant local/jurisdictional standards),

including metadata documenting disposition authorization, for the record and/or aggre-
gation fn”nvving dicpncifinn of the record nndl/nr aggregation;

R2|1.3 store the status of the record (and/or records aggregation) as ‘Deleted’ or ‘“Trans?
ferfed to X’ from the date of record disposition;

R2|1.4 have the ability to pause disposition, preventing records from being disposed of;

R2]1.5 report on disposition status and activity when records disposition is,¢arried out
within the application;

R2]1.6 ifrequired by a disposition authority, ensure that the destructionofrecords results
in the complete obliteration or inaccessibility of the contents of all records (including all
components of each record and any backup copies) as authorized, ahd that they cannot be
regtored through operating system features or specialist data gecovery techniques;

R2|1.7 support the capability to transfer records of continwing'value together with their
meftadata to an in-house organization’s archive or to an authoerized third-party archiving
serjvice.

The business application should, either alone or in cenjunction with other applications: Should

R2]1.8 automatically flag records as eligible for disposition and dispose of them once their
retention periods have expired and, if requiredby a disposition authority, the records have
be¢n reviewed by an authorized agent/user;

R2[1.9 restrict the operation of dispositiion to a business application administrator;

support a range of disposition triggérs: For example:
— | date of record creation;

— | date of last retrieval of-a\record;
— | opening or closing-date of an aggregation of records (where applicable);

— | date of demolition of a building, where records relating to the building are to be
retained forthe life of the building;

— | date ofdast review of a record or aggregation of records.
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R2.2 Records, migration and export

R2.2.1 be

The business application shall, either alone or in conjunction with other applications:

able to migrate/export records and associated metadata, and where applicable

aggregations of records, to:

a more appropriate or up to date file format for the records to support ongoing
retention and use;

another business application within the organization;

a replacement business application when the source application—is due for
rr Pr

Shall

asyst
R2.2.2 en
all red

metad

event

R2.2.3 bg¢
records su

assoc
metad

expor
struct
R2.2.4 be

rity of the
and/or jur

R2.2.5 al

deconpmissioning; and/or

bm in a different organization;
sure that any migration/export action is able to include:
ords, and where applicable aggregations of records;

ata associated with exported records and aggregations of records; and

history metadata associated with exported records;

able to migrate/export digital records, and where applicable aggregations of
ch that:

— the content and structure of records and aggregations of recordsare not degraded;

ations are retained between exported record$and their associated
ata; and

relatignships are maintained between exported components of a record, between

ted records, and where applicable aggregdtions of records, so that their
ural links can be re-built in the receiving,application;

able to test and verify that the migration or export has not degraded the integ-
records and key metadata below theé minimum standards set by the business
isdiction;

ow records to be migrated/exported more than once.

The busin

R2.2.6 be
gration/ey

R2.2.7 be
data table

term retery

bss application should, either alone or in conjunction with other applications:

able to implement the)destruction of source records after their successful mi-
port to the new application;

designed in such a way that authorized agents are able to access the underlying
5 and contentof the application following its decommissioning, via a viewer or

using virtyalization technology, where inactive/closed records are only required for short-

tion and*therefore not to be migrated;

R2.2.8 support content access control for records applied at record level and persistence

Should

of that conltrelwhen contentis pvpnrfpr‘]/francmiffpd/migrafpr‘] fromthe haost app]ir‘nfinn

10
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R3 Integrity and maintenance

Obligation

R3.1 Records integrity and security

The business application shall, either alone or in conjunction with other applications:

R3.1.1 ensure that the content of records can be fixed or protected from unauthorized
alteration

enable controls over the alteration or editing of metadata in accordance with business
rules stipulated by the organization;

R3.1.2 be able to generate checksums or hashes, or implement other mechanisms to sup-

Shall

poftintegrity checking at points 1N tme,

R3]1.3 routinely authenticate any user before allowing access if records require a certain
levgl of permission to allow access;

R3|1.4 automatically capture and show the details of all authentication and security-re-
lat¢d operations.

The business application should, either alone or in conjunction with other applications:

R3]1.5 beable to capture and persistently store metadata that documents the use of digital
sighatures (date, time and validation) with the record;

R3[1.6 capture any other confirmation details for digital signatures-in such a way that they
can be retrieved with the record, but without compromising the integrity of a private key;

R3]1.7 support the secure transmission of records, including the encryption of records
for|secure transmission where appropriate.

Should

R3|2 Storage, reporting and metadata managemeént

The business application shall, either alone or in conjunction with other applications:

R3J2.1 ensure that the records and associatedinetadata controlled by the application are
persistently and securely stored and that they remain accessible and retrievable over time
for|their minimum retention periods to.authorized agents;

R3J2.2 be able to produce reports pinrecords capture, usage and disposition;

R3)2,3 beable to report the actions carried out on records, either by the application itself
or by authorized agents and adiministrators.

Shall

The business application should, either alone or in conjunction with other applications:

R3]2.4 be able to manage, maintain and/or link to approved metadata profiles or sche-
mals over time in ways.that support the automated capture and maintenance of validated
meftadata values foy records and records aggregations.

Should

R4} Discovery,‘use and sharing

(@)

bligation

R4{1 Search, retrieval, presentation, use and interoperability

The businiess application shall, either alone or in conjunction with other applications:

R4J1.D provide agents with tools for searching and retrieving records and metadata;

Shall

R4.1.2 extract and render records in a usable format;

R4.1.3 be able to integrate and interoperate with other information systems which have
the appropriate functionality where the business application is itself unable to undertake
records processes.
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The business application may, either alone or in conjunction with other applications: May
R4.1.4 support use by mobile devices;

R4.1.5 allow agents to configure the application for personalized records views, searches
or presentation services;

R4.1.6 allow for collaboration with external third parties and for the sharing of records
and/or metadata with external platforms, networks, services and collaborative workspaces;

R4.1.7 be able to make approved data stored within the application available for harvest-
ing by external services and applications as linked open data via an application protocol

AL
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R4.2 Accpss restrictions and permissions

The busingss application shall, either alone or in conjunction with other applications: Shall

R4.2.1 apply security and access restrictions ensuring that only authorized agents can
access recprds appropriate to their access rights;

R4.2.2 apply security and access protocols to protect the content of records and*their
metadata from unauthorized access, alteration or destruction;

R4.2.3 cr¢ate and maintain access, usage and security metadata, generating'secure event
logs for eath specific record/record aggregation documenting access to anduse of records.

R4.3 Duplication, extraction and redaction

The busingss application shall, either alone or in conjunction with other applications: Shall

R4.3.1 supportmechanisms to enable the authorized duplicatioivof records or extracts of
records fof use either within the application itself or in otherf@pplications and/or organi-
zations, infaccordance with pre-determined business rules:

The busingss application should, either alone or in conjunction with other applications: Should

R4.3.2 allow the creation of an extract from a record, whereby sensitive information is
removed dr hidden from view in the extract, while the originating record remains intact,
ensuring thetadata documenting the extraction action are generated and captured.

7 Undefstanding the model fanctional requirements

7.1 General

The modell functional requirements presented in this document can be used by organizations fpr a
number of purposes. These/include:

— developing requirements for functionality for records to be included in a design specification and
for evgluation-purposes when building, upgrading or purchasing business software; and

— reviewing the functionality for records or assessing the conformity of existing applications.

Before deploying the functional requirements set, organizations should identify their records
requirements and how records will be managed and then adapt the model requirements to meet those
needs (see Clause 8). Adapting the model requirement to meet an organization’s records requirements
may involve adding additional functional requirements not included in the model requirements
presented in this standard, adding more detail to the model requirements, and/or increasing the
obligation level of particular functional requirements from that stated in this document (e.g. from
"should" to "shall").

Business applications that are required to manage digital records should be able to meet a range of
records requirements, such as:

— applying records controls;
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carrying out records processes; and

— supporting the creation and maintenance of logical relationships between records content and

metadata.

The key principles that should be observed when endeavouring to support good records outcomes in
software applications are presented in ISO 15489-1. Annex B maps the principles from ISO 15489-1 to

the

model functional requirements presented in this document.

The design and implementation of such applications should take account of the business context and
identified records requirements and should be carried out with the following objectives:

a)
b)

‘)
d)
e)
7.2

7.2
The

a conformance with the characteristics of records systems listed in ISO 15489-1 (see\%Z.3

interoperability to support interaction with other applications and a flexible approach t
records controls;

ease of records’ use and reuse;

readiness for technological or business change, such as application upgrades or adn
restructuring;

readiness for business continuity in the event of unexpected disruptions.
Addressing records requirements in business applications

1 General

purpose of this subclause is to explain some key records requirements and concep

audjience — especially the concepts of records.moetadata and archiving.

Bus

tra

iness applications enable business prfocesses. Records are the product and evide
sactions that collectively form business processes. Records may also be the meang

trapsactions are enacted. The inclusion of records functionality in business applications
undertaken from the perspective ‘of the business process. Figure 3 presents a Unified

La
sho

Thi

guage (UML) class diagram for'a generic records management metamodel information
wving the interrelationshipSbetween the conduct of business and the making and keeping

5 view can be described as follows.

In an organization,an outcome is produced by a “Business work process”, comprising g
activities requinéd to produce the intended outcome.

Where an.acCtivity comprises an exchange between two or more participants, it means a {
has occurred. The main purpose of records management is the efficient and systematic m|
of infermation that is evidence of business transactions. This implies that information
about a “Business transaction” is created and managed as a record and according to §

cahvantionae—xmiathadce and neacadieal s lac

and 7.4);

b the use of

inistrative

s to an IT

hce of the
by which
should be
Modelling
viewpoint
of records.

f the set of

ransaction
hnagement

generated
pstablished

COTTvV CTITrOTT S, e trotrs; ot prottturar T oatcos

A “Record” is therefore an entity, which, as a business concept, is like any other type of “Data”
modelled in the data architecture as any other asset created and maintained by the organization (in
this case, representing evidence of a “Business transaction” according to the “Business classification

schema” of the relevant activities).

As a specialization of “Data”, a “Record” is therefore an asset of an organization, and like any
other Data, a “Record” can be made of other “Data Entities” (e.g. structured or unstructured data,
contracts, letters, invoices, images, voice recordings, etc.), and consequently, of other “Records”.

A“Record” also can have in its composition specialized “Data Entities” of the kind “Record

© IS0 2020 - All rights reserved
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class Domain Obiects/
Business context
+required to produce outcome B Business work
Business 5 il Iy = Business |, process
function * activity | -
Data Business
* transaction
A\ *
1.*
A e e Q )
i <> * Business activity NG i
: Record Record 5 classification (()’ |
! | |metadata * ,<\ i !
! . +is evidence of B ,\(O i
i * _+creation, management |
! and use are enabled b O !
i Y ‘ Records Managemell@ftext ‘ |
b S |

Figure !

7.2.2

Records m
and the pe

Importance of records metadata

8 — How records management enables the conductof business (UML class diagram

btadata are structured information that identifies, authenticates and contextualises recq
ople, processes and systems that create; manage, maintain and use them, and the poligies

rds

that govern them. While some records metadatajare captured at the point of records creation, metadata

continues {
functional

Further gulidance on metadata for records can be found at ISO 23081-1 and [SO 23081-2.

7.2.3 Ar

The term

chiving

communitiles, “archiving” often means simply moving older data to offline storage.

In records
enduring V
ensure the

“Archiving

management, “archiving” refers to the processes associated with identifying record
alue and ensuring that those records are actively managed in sustainable regimes
r ongoing authenticity, integrity, reliability and usability.

" (in the IT sense) of data to second-tier or offline storage does not change the requiremsd

o accrue over the life of the record.’/As such, it underpins all records processes. Therefpre,
requirements for records metadata are included in all the outcome areas of this docu

nt.

archiving” has different meanings in the records management and IT communities. I IT

5 of
that

ents

for ensurir

4 H 1ot it | Lailis £ < d ol 14 + 1 1l <
S LIIT Ulls\lllls lllLCSl ll,y dallyu uoauuu._y Ul ' TULUIUS dIIU STIUUIU TIULU UUT CUIISIUTITU do 1I1ICTT

ting

requirements relating to the retention of records that are of enduring value. In addition, the backing up
of business applications for business continuity or disaster recovery purposes needs to comply with the
organization’s approved records retention and disposition requirements.

7.3 Records characteristics that should be enabled by business applications

7.3.1 Ge

neral

If business applications are to serve as records systems, they should capture and manage records that
meet the characteristics of authoritative records as described in ISO 15489-1:2016, 5.2.2.

14
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7.3.2 Authenticity

Business applications which provide authenticity to records apply business rules, processes, policies
and procedures which control the creation, capture and management of records and where records
creators are authorized and identified. See ISO 15489-1:2016, 5.2.2.1 for information on what makes

records authentic.

7.3.3 Reliability

Business applications which support reliable records routinely capture records and associated
metadata and manage access and otherrecords PLocesses foras ]nng asthe records are reg lired.
7.344 Integrity

Bugdiness applications which provide integrity manage records that are complete and ynalterable.

Pol
ma

aut
reg

7.3

Bus

rec
thr

7.4

7.4

As

sup

7.4

Bus
aut
and
infdg

7.4

Bus
con
wit

cies and procedures for managing records should specify what additions”or’annotatic
Jle to a record after it is created, under what circumstances they may de authorized,
norized to make them (see 6.3, requirements R3.1). Any authorized annotation, addition
hirding records should be explicitly indicated and traceable.

5 Usability
iness applications which provide usability deliver services that locate, retrieve, and prese

ough the application of robust metadata management\(see 6.3, requirements R4.1).

Characteristics of business applications‘that manage records

1 General

¢xplained in ISO 15489-1:2016, 5.3.2)business applications should have specific characte

2 Secure

iness applications should implement records access controls, monitoring, agent vali
horized destruction @and maintain information about the controls that were applied {
detailed in the record’s process metadata. These applications should also have cybq
rmation security-dnd business continuity measures assigned and/or applied.

3 Compliant

inessUapplications should be compliant with business requirements and applicable
phlance should also be regularly assessed and compliance capability should be audited an

port the management of records,deeording to the characteristics of authoritative recordg.

ns may be
ind who is
or deletion

ht readable

rds in a timely manner. The application ensures that the*business context of records is fnaintained

ristics that

Hation and
0 a record
Pr-Security,

laws. This
d reported,

7.4.4 Comprehensive

Business applications should be capable of managing all required records of the range of business
functions and processes to which they relate utilizing the appropriate technology to do so.

7.4.5 Systematic

Business applications should be designed to automate records processes as much as is required by
business needs through their design and routine application of authorized policies and procedures.
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7.5 Records entities and relationships

7.5.1 Entity relationship models

Figure 4 presents a conceptual relationship model for the management of digital records by a business
application.

Business classification scheme

ParN

Business application

A\ 4
Aggregation of digital
records (where applicable)
4 nY PALN
Extract D Digital record
4 (incl. metadata)

N
Component

Key
——< one tq zero or more
——« one tq one or more

»——+ many|to many

Figure 4 — Entity model for digital records management in a business application

7.5.2 Business classification scheme

Abusiness classification scheme is an ontological (relational) or taxonomical (hierarchical) classification
tool that can facilitate the capture, titling, retrieval, maintenance and disposition of records. It defines
the way in which records are grouped together (aggregated) and linked to the business context in which
they were created or transmitted. By classifying records in this way, many of the records processes can
be carried out quickly and efficiently.

Business applications will generally not co-locate records to provide this structure but that a conceptual
model is created and applies as metadata from a schema. The schema may be structured by function,
process or workflow considerations.

Pre-defined system rules established by the organization may provide an appropriate mechanism
for enabling the automatic mapping of metadata associated with external record categories to the
corresponding digital records (or aggregations of digital records) controlled by the business application.
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These rules may be established to ensure that when certain types of records are created or received by
the system they are automatically assigned a corresponding set of pre-determined metadata elements.

Classification schemes shall be fixed and maintained over time. Any changes to an aggregation shall be
logged with an explanation. Different versions of the schemes should be tracked and linked to their dates

of deployment. For more information on business classification schemes, see ISO 15489-1:2016, 8.3.

7.5.3 Aggregations of digital records

Aggregatlons of dlgltal records are accumulatlons of related dlgltal records that, when

regations of digital records may reflect relationships suelvas shared characteristics or at
xistence of sequential relationships between related digital records. The nature of the r
betveen the digital records of a particular aggregation'vary depending on factors such as t

and

An pggregation of digital records can collectively constitute a narrative of events (that
of donnected business transactions), in which-the records may have a sequential relatio
each other. Any such sequential relationship between digital records can be determined t
metfladata associated with the records, such as titles, dates, author, and container numl
applicable). Where these relationships\exist between records controlled by the business ¢
thefapplication should be capable ofidentifying, capturing, documenting and preserving the

These aggregations may be forial structured relationships, supported by the business appl
example, digital folders containing related digital documents), or may exist as less formali
bound metadata relationships recognized by the application as establishing links betws
recprds within an aggregation.

7.5{4 Digital records

Thd
of t

application shall be capable of managing digital records and associated metadata. M
he digital records controlled by the application will largely be determined by pre-de
established by the organization and overseen by the business application administrator.

comblned

e different

2d, or both.
bly records
cords may

Lributes, or
blationship
he purpose

structure of the business application, and the contént and format of the records themselves.

js, a series
hship with
hrough the
ber (where
pplication,
ul

cation (for
red, tightly
en related

anagement
fined rules
\pplication
rmine how

rul¢stare the means by which records processes may be applied to the records and help dete

the application will operate.

7.5.5 Extracts

An extract is a redacted copy of a digital record, from which some material has been removed or
masked. An extract is made when the full record cannot be released for access, but part of the record
can. A business application may support generating and maintaining one or more extracts of a digital
record.

© IS0 2020 - All rights reserved 17


https://standardsiso.com/api/?name=e41984e691b5e2e86c205308138a9be2

ISO 16175-1:2020(E)

7.5.6 Components

Components are constituent parts that comprise a digital record, for example, the multimedia
components of a web page. Digital records will comprise at least one component. Digital records that
comprise more than one component are called "compound records".

The nature of the components that comprise a given digital record will vary across applications. A
component may be a digital object, such as a digital document, or a data element, such as an entry in a
database. For example, a component of a digital record in an application that manages documents may
consist of a single word-processed document, while components forming a digital record in a human
resource management application may comprise a number of closely linked data entries in a database

(such as all

8 Using

8.1 Gen

The model
official set
acquisition
business a

data entered in connection with a single staff member’s personnel profile).

the model functional requirements

bral

functional requirements presented in Clause 6 provide a starting point for determinin
of functional requirements for managing records that will be appliedto the developmen
of a new business application or to the assessment of the adequacy of one or more exis

operation

| and associated legal and societal needs for records, inCluding assessments of the ri

costs and benefits associated with meeting or not meeting potential requirements, in order to re
the model fequirements into a set of requirements that are fit for\the purposes of the business con
in question. Refining the model requirements is likely to involve both removing some non-mandatf
(i.e. ‘should’ and ‘may’) requirements from the model list because they are deemed to be unnecesg
and adding other requirements that are deemed important in the particular business context.
Annex A fof an example of how the results of this workmight be documented for use in an organizat

Before implementing the requirements in this document organization should undertake precu

business

necessarily
purchasing
order to dg
ISO 15489

8.2 Dete

nalysis as outlined in 7Z.2. Not allsinformation contained in a business application
 be required to be recorded-as”evidence. Before reviewing, designing, building
business applications, it is necessary to determine the organization’s needs for record
bvelop and deploy appropriate strategies. Further guidance on this matter can be foun
1:2016, 5.3.1 and 7.3.

rmining needs for evidence of events, transactions and decisions in business

applicatigns (identifying the needs for records)

8.2.1 Ge

Not all infa
reviewing,

neral

rmatien-contained in a business application are required to be recorded as evidence. Be
designing, building or purchasing business applications, it is necessary to determine

b an
t or
[ing

pplications to manage records. Organizations should carry out'an analysis of their businless,

sks,
fine
fext
ory
ary
See
ion.

'sor
will

or
S in
d at

b

fore
the

organizatigi’syneeds for records in order to develop and deploy appropriate strategies and technolog
This proce&?ﬁm

18

ies.
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Step 1: Identify requirements for evidence
of the business using functional analysis

Step 2: Analyse the work process

Step 3: Identify the information
that records this evidence

Step 4: Identify linkages and
dependencies

Step 5: Reflect records requirements in
functional requirements for software
and determine implementation options

QO
Figure 5 — Steps to determine ag:\g@atisfy records requirements

For|records professionals, the process of de&e@r‘nining and documenting needs for records is called

appjraisal. More information on appraisal f@ records can be found in ISO 15489-1:2016, Clause 7 and

ISOf TR 21946. \{‘
8)

\
8.2)2 Step 1: Identifying requlr(gdents for evidence of the business using functional analysis

8.212.1 Step 1 a): Deter @%e broad business functions and specific activities and tfansactions
carfied out, in full or in pa rE.lldy the business application

Thip analysis may in consideration of business process documentation and system inputs, outputs,
and|related polici rocedures In highly integrated environments, multiple applicationp may need
to He covered i analy51s in order to obtain a complete picture of the business process jor activity.

Par t1cularly5 government environment, systems may also be shared by multiple organjzations.

2.1 p 1 b): For each function, activity and transaction or business process managed by the
app'h%ftSon consider what evidence is required to be created and retained by the organization

Requirements may be derived from a number of sources. Consider such issues as:

— legislation and regulations
— organizational rules, policies and codes of practice
— information needed to support future decision-making

— potential litigation, significant financial gains or losses and/or organizational embarrassment
associated with particular functions and processes

— stakeholder and community expectations
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This process may involve a wide range of consultation and validation with senior management.
ISO/TR 26122 and ISO/TS 16175-2:—3) are useful in this context.

8.2.3 Step 2: Analysing the work process

Business applications usually store large volumes of data that are frequently updated. Because of this, it
can be difficult to know what information in the application needs to be managed as a record to provide
evidence of the business process or transaction.

Business applications may consist of:

a colle
for exd

Ction of data elements (or structured data) that are linked and controlled by the applieat
mple, entries in a database;

ion,

disting
unstry

t digital objects controlled by the application that have a clearly defined data format
ctured/semi-structured data), for example, documents, emails or spreadshegts; or

(or

a combination of the above.

As records
standard b
flowcharts|
process, as
manageme
found in IS

are directly linked to business processes, identifying records reqdirements is assisteq
usiness process analysis techniques such as activity diagrams, process decompositions
It is important to work closely with the organization’s records professionals during
much of this work may have been undertaken when develdping the organization’s recd

0/TR 26122.

8.2.4 Step 3: Identify the information that records the réquired evidence

Not all info

8241 S
evidence

In applicat
already dr
that can be

rmation in a business application may be required to be recorded as evidence.

tep 3 a): For each requirement for evidence, identify the content or data that make up

ions that manage distinct digital objects, such as word-processed documents, data
hwn together into a logical construct. Specific documents and reports that contain con
evidence of a particular business activity or transaction should be identified.

For other applications, it is necessary to analyse the data structures, data models and class models

underlie th
provide th

[t is impor
application

paper inpufs, etc. In'highly integrated environments, parts of the required evidence may be held acy

multiple ap

e application to identify the specific data elements that together constitute the content
e necessary evidenee (see Figures 6 and 7).

fant to note that the content or data that make up the evidence might not just be within
. It can als@’be in other applications, documentation about the application, procedures

plications.

| by
and
this
rds

nt program (including its disposition authority). Furtherguidance on these matters canp be

the

are
fent

that
and

the
and
0SS

There can

be/a number of different content elements that can constitute evidence. Deciding wh

ich

content is best suited to form the required evidence is based on an assessment of the business need and
risk. Records need to be adequate, that is, there should be sufficient evidence of the conduct of business
activity or transaction to be able to account for that conduct. Therefore, a major initiative should be
extensively documented, while a routine low-risk action may be documented with a minimal amount of
information.

8.2.4.2 Step 3 b): Identify the additional information required to manage the content over time as
evidence

Records metadata are an integral part of the record. Metadata for records is essential to allow records
to be identified, understood, managed and retrieved, and to protect the evidence of their authenticity,

3) Under development. Stage at the time of publication: ISO/DTS 16175-2:2020.

20 © IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=e41984e691b5e2e86c205308138a9be2

ISO 16175-1:2020(E)

reliability and integrity. Metadata should be captured in line with an identified metadata standard for

records, as stipulated by jurisdictional and/or organizational requirements.

There is no need to retain metadata together with the content, as long as it is linked or associated in
some way. Metadata may be contained in applications external to the business application in question,
or may encompass documentation or tools such as XML schemas and data, and class models that allow

records to be understood and remain meaningful over time.

Particularly in database environments, it can be difficult to distinguish between the record’s content
and its metadata. For example, metadata that provides evidence that a particular person accessed a
record on a particular date and/or time is itself a record. Often metadata in a business application

conjprise digital records.

ains to the application as a whole. That is, it applies in an overarching way to all rec
ication, not to individual records.

Business application

brds in the

res 6 and 7 provide examples of how data elements in database tables might“be identified to

__________________

__________________

Database
Table Table Table
Field Field Field Field Field Fleld
Data Data 15 ;Q&l Data Data Data
[ Data | | Data isb’ata “Data_ |__Data__| | Dpta
| Data_| | Data_|-\"[ Data | | Data_| Data ||| Dta
Data DatQL\ Data Data [ Data | Dfata

Figure 6 — Example 1: Identification of data elements comprising a digital record in a

NOTE

____________________________________

__________________________

A single record cdn include multiple elements from a single database field or table. A
element can also form partof more than one record.

database

single data
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Table A: Personnel

Staff no. Surname First name Address City
0078652 Larsen Sevren 78/1 Hoddle St, Carlton Melbourne
0078653 Lee Jamie 55 Ramsey St, Vermont Melbourne
0078655 Schmidt Helmutt 1/123 North Rd, Balmain Sydney
0078656 Darcy Kyra 67 Green St, My Layley Perth
Table B: Salaries Table C: Cost centres -(\( >
Pay code Level Year Pay rate Staff no. Pay co;ke‘ ,l/
A41 APS4 Year 1 $45 000 0078652 A53%Y
A42 APS4 Year 2 $46 000 0078653 | @42
A43 APS4 Year 3 $47 000 0078654 (| A42
A44 APS4 Year 4 $48 000 00786552 | A4l
A51 APS5 Year 1 $54 000 007(%6@ A51
A52 APS5 Year 2 $55 000 Ot
A53 APS5 Year 3 $56 000 ;§Q
Q)
Table I): Staff to pay levels \‘QW Table E: Staff to cost
P centres
Centr¢ code Cost centre Directai\w Staff no. Cost centre
Melbourne Office Shay jones 0078652
Sydney Office ,_\d Nguygen 0078653

P01 Perth Office . [“Alberta Johnson 0078654 | C001
€001 Canberra Office-" | John Wasp 0078655 | S001

O~ 0078656 | P001

Key X O

data glements compr@ he personnel record of Kyra Darcy
B data dlements co ing the record of Bob Smith's address details
B data elements@\'ﬁng the record of Melbourne Office Staff

Figure 7 ——@%mple 2: Identification of data elements comprising a digital record in a databpse

With the advent of the use of increasingly complex enterprise software, there are times when it might
not be possible to identify records merely by the identification of data from tables in a database.
For instance, geographic information systems (GIS) are applications designed to render as maps
geographically referenced data (translated into lines, points, symbols, and shapes), vector-based
graphics, raster images, and textual information. Unlike databases that might just have tables with
somewhat similar formats of data, GIS applications could have hundreds of layers that may include:

— regional boundaries;

— street and property locations; contour lines and other physical features; parks and recreational
facilities; water mains;
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sewer lines;

gas lines and other utilities data;

traffic light and sign locations; fire hydrant locations;
zoning districts;

bicycle routes;

neighbourhood and administrative boundaries;

Dep
diff]
dat

The
rec
con
pro
dat
bas
day|
con
wit
dec

8.2

Ak
con
to ¢

be noved from one application to another in the future. Required information may include:

business licenses;

property tax information (presented in tabular form when the agent clicksoon
properties); and

numerous other types of information related to the regional infrastructuré'and built en

brent ways including web-interfaces or any other graphical user intérface that shows ag
h and digital options to form interactive maps.

individual

yironment.

ending on the configuration of the application, agents may access these layers of information in

bregates of

re are some considerations in determining how to manage content within such app

stitute the GIS may be updated from a different source and at different durations with t
Cedure being to overwrite existing data. This means it'is necessary to maintain eviden
h. For instance, while the data on hospitals or schools may be updated on a monthly o
s, data on traffic count or parking arrangements:-could be updated daily or even seve
Second, conceptual decisions need to be made\about whether each of the views of the GI
sidered and captured as a record, since it is those views (that may be a unique combinati

sions.

5 Step 4: Identify linkages and'dependencies

ey characteristic of records.is that they cannot be understood in isolation. In order
Lext for the record, information about the work process or the business application may I
nsure the records are understandable, to prove the reliability of the evidence, or if reco

location;
applicatiomsissues/faults;
size;

buisiness rules implemented;

cations as

1
rds that constitute evidence of the conduct of business. Fixst, each of the hundreds ofr[layers that

e common
ce of older
I quarterly
ral times a
5 should be
of layers

n
h the data current at the time of generating'the view) that are used to conduct transactiotls or make

to provide
e required
'ds need to

file formats;

security;

privacy management;
data structures;

data and class models;

workflow routing rules.

Required information about the work process may include relevant policies and procedural documents
to show that decisions are made, and processes undertaken in accordance with authorized standards.

©IS
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In addition, many processes extends beyond a single business application. Necessary linkages to other
applications, or related information in paper form, should also be considered before strategies are
developed to manage the records in the business application.

A key dependency is how long the records need to be kept. Records shall be retained for a period of time
that is in accordance with authorized legislative, jurisdictional and societal requirements and business
needs. Decisions about how long records shall be retained are defined in a disposition authority.
Organizations will need to meet the requirements of relevant jurisdictional authorities for retaining
and disposing of records.

Records that are required to be retained for longer periods will generally require more controls to
ensure they can be managed and remain accessible for as long as required, as specified in an autherized
dispositior] authority. Depending on demand for access to older records, the organization may |defide
not to keey] all records in the live application. Nevertheless, it is essential that they can be idefitified pnd
retrieved ih accordance with agreed service levels.

8.2.6 St¢p 5: Reflect requirements for evidence of business in functional requirements for
software and determine implementation options

Having co
model fung
necessary
by the soft

pleted the four steps described above, the organization is now(ready to supplement
tional requirements presented in Clause 6 with additional functiohal requirements that

ware applications used to carry out that business. Detailed guidance on completing this §

the
are

Lo ensure that the particular evidence its business requires can be captured and mangged

tep

can be found in 8.3 to 8.6.

8.3 Fung¢tional requirements conformity assessment

8.3.1 Gelneral

Organizati rds

in existing

bns may use the functional requirements, to review and assess the functionality for recq
business applications. Such a review will give an organization:

an und nd

erstanding of existing business applications’ capacity to address records functionality; g

an infqrmed basis for developing strategies to improve the records functionality.

8.3.2 Undertaking the conformity assessment process

The confor
application

mity assessment'process is essentially a “gap analysis”, comparing a particular business
with the functional requirements as an established benchmark.

When undgrtaking th&assessment, itis important to consider the broader system environment inclug
business rples, precesses and related physical or digital systems, not just software functionality
some recoilds reguirements may be satisfied via supporting infrastructure mechanisms rather thai

the applicaItion itself.

ling
, as
1 by

Where records are being managed in a separate software application, assessing conformity should
consider the conformity level of both applications.

The focus of the conformity assessment process will vary depending on the nature of the review. A
review initiated as part of an audit process will focus on identifying the level of conformity in the
areas where the business application fails to support adequately the records requirements of the
organization. In contrast, a review conducted as a preliminary step towards upgrading an existing
business application will focus on identifying strengths and weaknesses in the existing software and
areas of additional functionality that may be incorporated to meet the organization’s business needs.
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Conducting an assessment of a business application may comprise the following tasks:

a)

b)

d)

Preparation and preliminary research

Identify the business software application, or applications, that will be the subject of the assessment,
along with their components (including integrated databases), supporting infrastructure and
documentation. Undertake preliminary research so that staff conducting the assessment can
familiarise themselves with the business processes managed or controlled by the business

application, the software itself and the objectives of the review.

Create a checklist of functional requirements

Compile all requirements that are relevant to the organization’s business and records nleeds into a

checklist, including relevant obligation levels.

The checklist may consist of a straightforward list of requirements, or may be reframed
of questions. Depending on the purpose of the assessment, ‘yes’ and ‘no’ figsponses to
a pass or fail for each requirement may be appropriate, or a rating system to measure
of conformity (for example, a scale of 1 to 5 for each requirement) 'eould be used. T
employed should allow a clear determination to be made on whether each requiremer
adequately addressed by the business application.

as a series
determine
the degree
he method
t has been

The checklist should include space for comments so that details of how each requirement is met

can be included. It is particularly useful to capture information of ‘workarounds’ that
adopted by staff to deal with any perceived shortcomings of the application itself.

Apply the checklist to the business application

In order to be able to apply the checklist, it is necessary to have a good understanding
application presently manages the records;of the identified business processes. An 3
based on ISO/IEC 33002 and ISO/IEC TS 33030 can be helpful in this regard.

have been

of how the
i ssessment

Applying the checklist may involve a mix of "hands-on" demonstration of the application as well as

discussions with relevant businessimanagers, business application administrators and
users to understand the interplay,of software functionality with related processes and g
to capture a full picture of how.each aspect of managing records is, or is not, met.

Where the business applidation is assessed as not meeting a functional requirement

hpplication
rocedures,

it will be

necessary to determine-whether this is because of a fundamental inadequacy of the application or

because the applicatioh has simply not been configured to perform the identified functi
Evaluate the results of the review and prioritize improvements

Evaluate thé information collected during the review, identify weaknesses and stre
determine recommendations for improving functionality for records. Recommendatig
prioritized based on risk, importance and feasibility. For example, if the application is
be“developed in the near future, greater attention could be paid to improving recordg

nality.

ngths, and
ns may be
unlikely to
processes

through implementing revised business rules, whereas if the review was undertaken

to inform

application redevelopment, then priority could be given to mechanisms to improve the management

of records.

8.4 Risk assessment

Risk assessment is a key factor to incorporate into the development of appropriate strategies. Risks
may arise from not creating records in the first place, from disposing of records too soon, or from not
ensuring the accessibility and readability of records over time. Possible consequences arising from
these risks may include adverse publicity, inefficient business functions and processes and a reduction
in the organization’s capacity to prosecute or defend allegations.

A robust risk assessment will inform the level of evidence required and how stringent records
requirements should be. Organizations may have jurisdiction-specific risk management frameworks in
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place that define different levels of risk, which can be used to prioritize the identified requirements for
evidence. Assessing risk may also identify opportunities for organizations (such as improved decision
making) to enhance their systems and processes using software functionality.

It is particularly necessary to undertake a risk assessment where part of the evidence or record
is supplied by an external organization, or where information is held in systems shared by multiple
organizations. Consideration needs to be given as to whether that external organization or shared
system can be relied on to maintain the necessary evidence for the required period. Strategies to
mitigate this risk may involve ensuring the necessary evidence is kept within applications under the
control of the organization, or that agreements for shared systems include these requirements.

cal,
will
ess.

A feasibilitfy analysis can help organizations to consider, in a structured way, the financial, techn
legal or opferational capacity of the organization to meet the requirements. A feasibility analysis
help the making of informed and transparent decisions at key points during the developmental:prod

Assessing pperational feasibility may require consideration of issues such as the nature and levgl of
user involyement in the development and implementation of the application, and management supjport
for the new application. A technical feasibility assessment may consider the knowledge of current pnd
emerging lechnological solutions and the availability of technically qualified staff for the duratiop of
the projectfand subsequent maintenance phase.

ity.

This phasd helps the prioritization of applications that should be assessed for records functionl::t
ine

This top-lgvel risk assessment should be conducted for each business/application to help deter

which app

Assessmen
records-re
functional

Further inf

8.5 Dete

design specification

8.5.1 Ge|

The model
of functior
the procur
requireme
model fund
requireme
This analys
is importa
and record

ications should progress to the next phase and which donotneed to advance further.

t of existing applications should enable an appreciation of their potential exposursé
ated business and accountability risks. This in gurn should inform the prioritizatio

records requirements in any project involving application redevelopment or replacement.

ormation on risk assessment can be found-iwISO/TR 18128.

rmining functional requirements for managing records in an application

neral

functional requirements,in this document can be used to inform the development of a
al records requirements in a design specification for a software application. As par
ement or design process, the business application software will be evaluated against
nts stipulated inCthe design specification, including functional records requirements. As
tional requirements are generic in nature, it is necessary for an organization to review t}
hts in lightefiits own particular business needs and constraints, and records requireme
is will hélp to identify the functionality the business application will be required to delive
1t for project teams to draw on a range of expertise, including business owners, risk exp
s professionals, to ensure that applications are not over-specified, but are appropriate

e to
h of

set
t of
the
the
ese
nts.
r. It
brts
for

their risk p

rofile.

8.5.2 Step 1 — Assess the functional requirements

Establish the extent to which the records will be managed within the business application. For
example, if the business application will only be responsible for creating the records, with the records
subsequently exported to an electronic records management application for ongoing management, the
functional requirements should be assessed to identify the appropriate and relevant requirements
for inclusion in the specification, along with any additional requirements relating to application
integration/export.
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8.5.3 Step 2 — Check appropriateness of the requirements

[t should be considered whether the description of the functional requirements identified as applicable
in Step 1 is appropriate for the organization. The descriptions of some requirements may need to be
adjusted to better reflect the organization’s business needs.

In order to determine whether the functionality described is appropriate to the organization’s business
and records requirements, the appropriateness of mandatory and optional requirements should be
assessed. Questions to consider include:

[s the requirement appropriate for the organization’s business and records needs?

Will the functionality described in the document be used?

tion?

[s it more cost effective or efficient to fulfil the requirement outside the business'applic3

and assist
lity that is

Con
in g
sur

sider implementing extra functionality that will add value to the business‘application|
erforming the organization’s business functions and processes. Remove'any functiond
blus to the organization’s needs.

8.5[4 Step 3 — Check appropriateness of the obligation levels

ma
fun
spe

Evanﬂuate the obligation levels attached to the requirements to determine whether they

datory or desirable, in line with records requirements. JThe obligation levels attac
Ctional requirements provide a guide for use in developing an organization’s own softw
Cification. Depending on decisions as to what extent records functionality will be a

should be
hed to the
are design
Chieved by

bui
son

ding it into the application, or by integrating with,an electronic records management g
e requirements (including those recommended,as*mandatory) may not be relevant.

pplication,

altering a
bed in the
nents may
iness rules

Organizations should consider carefully before*removing a mandatory requirement or
mandatory obligation level. This may involué identifying how the functionality descri
requirement can be achieved through axsubstitute practice. For example, some requirel
outline functionality that could be addressed through the implementation of appropriate bug
rather than a software solution.

8.5|5 Step 4 — Identify gaps.in the functional requirements

rhether the
s. Add any

Assgss the functional requireiments identified as appropriate in their totality to determine W
orghnization requires ahy) functionality that is not adequately covered by the requirement
addjitional requirements’necessary to meet the gap in required functionality.

8.6| Assessingoptions for deploying functionality in one or more software applications

the related
Strategies

Following.the’identification of requirements for evidence in the form of records, and of
dependencies and linkages, appropriate strategies to manage the records can be devised
sholild-be based on an assessment of records-related risks.

To be considered an authentic and reliable evidence, content shall be fixed to a point in time and
unalterable. Because business applications may contain dynamic, current data that is subject to
regular updates, strategies for maintaining fixed/immutable data elements comprising records shall
be implemented. These strategies will be influenced by the decision regarding which application will
manage the records and informed by an options assessment.

For business applications that manage distinct digital objects, fixing a record to make it immutable can
be done through application controls, such as setting the object as “read only”, and applying metadata
that documents the record’s management and use over time, for example, event history metadata.
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In contrast, database applications contain data that is frequently updated, manipulable and non-
redundant or current, and therefore can pose challenges for ensuring the immutability of a record.
Strategies to address this could include:

— Designing controls that prevent the overwriting or deletion of specific data into the application. For

example, this could involve permitting the updating of data but recording the previous values in a
history status field. The record is formed by the combination of specified fields and the associated
event history data. This does not mean all changes to data in the application are required to be
retained. Itis only applicable to those data elements that have been identified as forming the content

of the evidential requirements.

— Bringihg together the selected data elements (this may be from within the same table or sele¢ted
data from rows in different tables) and creating a distinct digital object that is fixed and unaltergble.
This sfrategy could involve generating a report or a read-only ‘historical’ version of the databage.

The decisipn as to which approach to take for a particular business application will be-affected

number of factors:

— the organization’s business needs, including the risk level for the particular business function. H
risk fupctions require more detailed documentation and records managemerit controls;

— the ovgrarching records management framework, including whether-a distributed or central

approdch to records management is preferred; and

— consideration of what is technically feasible, given the particular applications concerned.

y a

jgh-

sed

The realizdtion of records management requirements in business’applications can be achieved through

different reference scenarios, as illustrated in Figure 2.afid in Figures 8 and 9 below [Unive
Modelling Language (UML) and ArchiMate® diagrams shqwing equivalent scenarios to Figure 2].

rsal

Businesp applications realize
the required Records
Management capabilities

Business applications have
specific coniponents that
realize the ¥equired Records
Management capabilities

Business applications use
external applications that
realize the required Records
Management capabilities

Busingss applications E
comppnents realize
the required Records
Management
cqpabilities

oS

A

D siness applications E
components with
business capabilities

Business applications El
components with
business capabilities

o

Records Management E]
component

Records Management E]
component

NOTE 1

NOTE 2

The original figure can be found in ISO/TR 21965.

For information on the Unified Modelling Language see https://www.uml.org/.

Figure 8 — Records management reference application scenarios (UML Components diagram)

4)  ArchiMate is a modelling language for enterprise architectures. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO of the product named.
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