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reword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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1 exchange involving roadside modules edmmunication:

Part 1: General principles and documentation framework of application profiles
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Introduction

Background

The need for standardized communication with ITS field devices is growing around the world. A
number of countries have adopted SNMP-based field device communication standards.

There is a growing view and empirical evidence that standardizing this activity will result in improved
ITS performance, reduced cost, reduced deployment time, and improved maintainability. This part of
ISO 15784 creates a standard for ITS field device communications based on several simple concepts:

a) maxinjize the use of the SNMP standards which are widely used in the management of nétwork
devicep;

b) provide for the transport of data by means of serial communication, TCP/IP, UDP/1P;and other
transplort mechanisms used by the Internet community;

c) provide security by the various mechanisms used in the Internet community;

d) provide data definitions using the MIB format defined by the SNMP community. The MIBs for|ITS
device|information will not be part of this part of ISO 15784 as these MIBswill be application, lodale,
and jufrisdiction specific to meet local needs. However, a basic set(of management informagion
comm¢n to all implementations of this protocol is included.

By using this approach, agencies can specify open procurements and systems can be expanded
geographidally in an open and non-proprietary manner which rediices the costs, speeds the deployment,
and simplifies the integration.

Overview

SNMP is a[collection of well thought-out and well-préven concepts and principles. SNMP employs|the
sound prinliples of abstraction and standardizatien. This has led to SNMP being widely accepted as|the
prime choife for communication between management systems and devices on the Internet and other
communications networks.

The originfal implementation of SNMPiwas used to manage network devices such as routers pnd
switches. Since then, the use of SNMP has grown into many areas of application on the Internet and|has
also been ysed successfully over various serial communications networks.

This part of ISO 15784 includésreferences to four variants of the network management protocol. Three
of these are versions of SNMP as defined by the Internet Engineering Task Force and the fourth is
defined in this part of [ISO\15784 and is based on work in the U.S.

This part df ISO 15784 does not specify any requirements that contradict or cause non-conformande to
the base standards:

Document approach and layout

This part of ISO 15784 defines the following:

a) an overview of this part of ISO 15784, including conventions and architecture (Clause 6);

b) the major capabilities of this part of ISO 15784 (Clause 7);

c) the technical details of STMP (Clause 8);

d) performance requirements for entities claiming conformance to this part of ISO 15784 (Clause 9);
e) aprotocol requirements list (Annex A);

f) the formal ASN.1 module for STMP (Annex B);

vi © ISO 2015 - All rights reserved
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g) the formal definition of SNMP objects defined by this part of ISO 15784 (Annex C);
h) aprimer for understanding the protocols defined in this part of ISO 15784 (Annex D);

i) example encodings of messages defined in this part of ISO 15784 (Annex E).

© 1S0 2015 - All rights reserved vii
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Intelligent transport systems (ITS) — Data exchange
involving roadside modules communication —

Part 2:
Centre to field device communications using SNMP
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Scope

General

5 part of [SO 15784 specifies a mechanism to exchange data and messagésiin the followin
between a traffic management centre(s) and roadside modules for-traffic management;
between roadside modules used for traffic management.

scope of this part of ISO 15784 does not include the comfnynication between traffic m|
[re and in-vehicle units, between roadside modules and‘in-vehicle units, in-vehicle comn
abinet communication, or motion video transmission from a camera or recorded media.

5 part of ISO 15784 is complimentary to ISO 1578443, but uses a different application 14

ere [SO 15784-3 isbased on the DATEX standards, this part of ISO 15784 uses an alternatiy
bd on SNMP with an optional extension forymore efficient transmission over low bandw
h of these standards conform to the application profile requirements set forth in ISO 157,

Overview
5 application profile is suitable for usage when the following conditions apply:

when the data to be éxghanged can be defined as one or more elements that can b
or stored. The prot6cpl can support a wide variety of devices and has adopted the c
management information base (MIB) which identifies the configuration, control, and
parameters for the roadside module. This standardized approach is commonly used f
management applications for devices such as routers, switches, bridges, and firewall
used in many countries to control devices such as dynamic message signs;

when‘guaranteed, deterministic, real time exchange of data are not critical. SNMP ope
typically fairly fast, but the underlying network can cause delays in delivering messag

g cases:

Anagement
hunication,

yer for the

rmation exchanges to configure, control, and, monitor the field traffic control roadside modules.

e approach
dth media.
34-1.

b retrieved
bncept of a
monitoring
br network
5. It is also

rations are
fes or even
tub-second

loSt messages; thus, the protocol is not appropriate for applications that require reliable

communications;

c) for intermittent exchange of any defined data. Normal SNMP operations allow messages to be

structured by combining any group of elements into a retrieval or storage request;

d) forrepeated, frequent exchanges of the same message structure (with potentially different values)
on even low bandwidth links. This profile supports both an efficient variant of SNMP known as
STMP which allows the run-time definition of 13 messages that can be repeatedly exchanged as

needed with minimal overhead;

e) forallowingaroadside module to issue exception reports when special conditions arise. This profile
includes the concept of an inform message that allows an agent to notify the manager of special
conditions even though the manager did not specifically request the information at the time.
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Note that this part of ISO 15784 does not address the data required for each specific type of ITS device.
Subsequent device communications standards are to be developed to identify the functionality of the
device and the objects to manage and monitor that functionality. This part of ISO 15784 is similar
to NTCIP 2301 that defines the protocols along with the objects required for controlling, operating,
monitoring, and diagnosing those protocols. Other standards define device-specific objects. It is
anticipated that regions will develop device MIB’s that meet their specific needs.

This part of ISO 15784 will allow for open systems deployment using devices from many manufacturers
providing a variety of services in a shared network environment. With such open protocols, public
MIB’s, and conformance to the standards, roadside modules can become interoperable among vendors

and a variety of vendors can provide product in a systems environment

2 Confd

Conformarn
as mandat
consistent
of this part

This part ¢
These are
ISO 15784

as a prohiblition of its use.

3 Norm

The follow

indispensaple for its application. For dated references, only the edition cited applies. For undz:

references

ISO 15784
communicd

ISO/IEC 8
Encoding R

IETF RFC 1
IETF RFC 1
[ETF RFC 1
IETF RFC 2
IETF RFC 3

rmance

ce to this part of ISO 15784 is defined in Annex A through the definition 0f’each feaf
bry, optional, or conditional. Every effort has been made to make these conformance ta
with the body of the text, but in the case of a conflict between the Annekand the main b
of ISO 15784, Annex A shall take precedence.

f ISO 15784 explicitly identifies a number of options that an implementation may supp
options that are likely to be encountered in deployments angd are listed in this par
hs a convenience. The omission of a feature in this part of ISOf5784 should not be interprg

ative references

ing documents, in whole or in part, are normiatively referenced in this document and

the latest edition of the referenced document (including any amendments) applies.

-1, Intelligent transport systems J¥TS) — Data exchange involving roadside mod,
tion — Part 1: General principles,and documentation framework of application profiles

B25-7, Information technology — ASN.1 encoding rules — Part 7: Specification of O
ules (OER)

157, A Simple Network-Management Protocol (SNMP)

905, Protocol Operations for Version 2 of the Simple Network Management Protocol (SNMP
910, User Baséd'Security Model for SNMPv2

578, Struicture of Management Information Version 2 (SMIvZ2)

414:2002, An Architecture for Describing SNMP Management Frameworks

ure
bles
ody

ort.
t of
ted

are
ted

Lles

Ctet

)2)

IETF RFC 34

41272002 Message Processing and DiSpatciing

IETF RFC 3413:2002, SNMP Applications

IETF RFC 3414:2002, User-based Security Model

IETF RFC 3415:2002, View-based Access Control Model

IETF RFC 3416, Version 2 of SNMP Protocol Operations

[ETF RFC 3417:2002, Transport Mappings

IETF RFC 3418:2002, Management Information Base (MIB) for the Simple Network Management
Protocol (SNMP)
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IETF RFC 3584, Coexistence between Version 1, Version 2, and Version 3 of the Internet-standard Network
Management Framework

IETF RFC 3826:2004, The Advanced Encryption Standard (AES) Cipher Algorithm in the SNMP User-based
Security Model

IETF RFC 5590:20009, Transport Subsystem for the Simple Network Management Protocol (SNMP)
IETF RFC 5591:2009, Transport Security Model for the Simple Network Management Protocol (SNMP)

IETF RFC 6353, Transport Layer Security (TLS) Transport Model for the Simple Network Management

J LCNINAD)
PrO UCUT (OTVIVIT J

4 [Terms and definitions

For|the purposes of this document, the following terms and definitions apply.

4.1
agent
SNMP entity (4.20) that can respond to SNMP get and set requests

Note 1 to entry: An agent can also issue report, trap, and/or inform messages (4.10).

4.2
component
anylequipment connected to the ITS infrastructure

Note¢ 1 to entry: Components can be either management ¢eitre components or field components. Components in
an I[['S system can be supplied by more than one manufacturer.

4.3
datpgram
selffcontained unit of data transmitted iridependently of other units of data

4.4
deprecated
still valid, but is not to be used-for new designs

Notg 1 to entry: This is a term that is used in the STATUS field of MIBs to indicate that the associated pbject (4.12)
no lpnger represents the-preferred design, but the object may still be useful for backwards compatibility with
legalcy implementationssA’deprecated object can be made obsolete (4.14) with the next or subsequept release of
the ptandard.

4.5
engoding
conpplete-sequence of octets used to represent a data value

4.6
entity
device or “thing” that will become part of an intelligent transportation system

4.7
instance
specific object implementation that is based on a definition in the component’s MIB

4.8

interoperable

ability of two or more systems, or components (4.2) to exchange information and then to be able to use
the information that has been exchanged

© IS0 2015 - All rights reserved 3
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49
manager

SNMP entity (4.20) that can generate SNMP get and set requests and/or can receive report, trap,
and/or inform messages (4.10)

4.10
message

structured grouping of data elements or data frames into a package of information that has been
created for the purpose of communicating between components (4.2) or between applications

411

MIB view

subset of the complete set of object instances in a device MIB

Noteltoe

4.12
object
specific, de

ry: Each subset of objects (4.12) is associated with an SNMP community name.

fined piece of data registered for public use on the international object'identifier tree

Note 1 to enftry: Objects may be defined to several different standards for use by different technology systemn

413

object ide
ordered lis
which una

[SOURCE: 1

4.14
obsolete
no longer

Note 1 to ey
longer reprg
or subsequg

4.15
protocol
set of mes
between p

[SOURCE: 1
4.16

htifier
t of primary integer values from the root of the internatienal object identifier tree to an
mbiguously identifies that node

SO/IEC 9834-1:2012, 3.5.11]

alid

try: This is a term that is used in the STATUS field of MIBs to indicate that the associated objed
sents the preferred design and shqtild not be used. An obsolete object can be removed from the
nt release of the standard.

age formats (semantig, syntactic, and symbolic rules) and the rules for message excha
ber layer entities (Which messages (4.10) are valid when)

SO/IEC 16500~171999, 3.56]

protocol d

unit ofinf]imation communicated b

[SOURCE:
4.17

ata unit
etween network peers

2]

bde,

t no
hext

nge

o1

raliaW,|
OJU/TLG 4

proxy agent

agent (4.1)

that acts on behalf of a target entity

Note 1 to entry: A proxy agent is typically used as a translator to allow a device that does not conform with the
network protocol to participate on the network.
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group of components (4.2) or applications installed at the roadside and that can be controlled and/or
monitored by a remote entity

Note 1 to entry: Each roadside module may be subject to separate procurement against specifications which
define the required functionality and interfaces.

notification

4.19
SNMP application
internal architectural component of the SNMP architecture as defined in IETF RFC 3411
Notg¢ 1 to entry: Defined SNMP applications include the command generator, command respondér)
origiinator, notification receiver, and proxy forwarder.
4.20
SNMP entity
implementation of SNMP that resides in an entity (4.6)
4.21
tag
means of denoting the type of each ASN.1 type
5 [Symbols and abbreviated terms
AES Advanced Encryption Standard
ASN.1 Abstract Syntax Notation One
BCP Best Current Practice
BER Basic Encoding Rules
CBC Cipher Block Chainjng
DES Data Encryptien Standard
DTLS Datagram/Transport Layer Security
[IAB Intérnet Architechture Board
[Pv4 Internet Protocol — version 4
ITS Intelligent Transport Systems
MD5 Hash-based Message Authentication Code — Message Digest 5
MIR Manacoamant Infaormation Raco
MiB ManagementinformationBas e
MPD Message Processing and Dispatching
OER Octet Encoding Rules
OoID Object Identifier
0SI Open Systems Interconnect
PDU Protocol Data Unit
PRL Profile Requirements List
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RFC Request for Comments

NOTE Specifically, RFCs published by the Internet Engineering Task Force.

SHA-1 Hash-based Message Authentication Code — Secure Hash Algorithm 1
SMIv2 Structure of Management Information version 2
SNMP Simple Network Management Protocol
snmp SNMP MIB
NOTE When shown in the lower case and fixed-width font, the acronym refers specifically to the'sgt of

objects defihed underneath the “snmp” arc of the international object identifier tree as defined in IETERFC 3¢18.

SNMPw1 Simple Network Management Protocol version 1
SNMPv2 Simple Network Management Protocol version 2
SNMPv3 Simple Network Management Protocol version 3
STMP Simple Transportation Management Protocol
STD IAB Standard

TLS Transport Layer Security

TSM Transport Security Model

UDP User Datagram Protocol

USM User-based Security Model

UTMC Urban Traffic Management and Control

6 Overview
6.1 Conyentions

6.1.1 ASN.1

This part ¢f ISO 15784 «ontains ASN.1 modules, MIBs (which are written in the form of ASN.1), pnd
references|to and explanations of ASN.1 data concepts within its text. In all cases, the ASN.1 tefms
are presented in-a-fixed width font (e.g. such as this) in order to distinguish these terms ffom
normal English.

3

6.1.2 SNMP terminology

Terminology between the different versions of SNMP is slightly different. For the purposes of this part
of ISO 15784, we adopt the terminology of SNMPv3.

6.1.3 Format

This application profile conforms to ISO 15784-1.

6.2 ASN.1 modules and MIBs

All ASN.1 modules for this part of ISO 15784 have been grouped into Annex B for easy reference. All
MIB modules have been grouped into Annex C for easy reference.

6 © IS0 2015 - All rights reserved
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Logical architecture

This application profile is suitable for usage in the following architectures, as depicted in Figure 1:

iy

communications between a traffic management centre (TMC) and roadside modules;

2) communications between another (non-traffic management) centre and roadside modules;

3) communications between two roadside modules. Note that this part of ISO 15784 is based on
the use of SNMP which implements a SET/GET paradigm where there is a manager and an agent.
However, a roadside module may act as both a manager (e.g. sending requests to other roadside

AALD

6.4

Thd
par
con

The

Traffic r
i Interface
Other centre management
! * Interface in.
centre. | W the scop@ilf
i this part of
. " ! 1S, 15784

Roadside module Roadside module

for traffic —’— for traffic

management management
Vehicle Human

Figure 1 — Example of this AP-scenario

Relationship to the OSI model

Open Systems Interconnect (OSI) reference model defines seven layers, each pel
ficular role in the transmission of data over a medium. This part of ISO 15784 defines 4
bination of standards fer’the upper three layers.

top layer of the QSD seven-layered model, the application layer, handles issues such

trapsparency, resource allocation, and problem partitioning. The application layer is conc

the

The
lay/¢
smq

user’s view ofithe network.

second highest layer in the OSI seven-layered model, also known as layer 6 or the prj

forming a
particular

hs network
brned with

psentation

pr, performs functions such as text compression, code conversion, or format conversion to try to

otlout differences between hosts.

Lay

o —— . , N— o

The specific protocols defined by this part of ISO 15784 for each layer are shown in Table 1.
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Table 1 — Protocols for OSI layers

7 Requ

7.1 Ovel

The high-I¢
the modul

which roug
a) termin
b) messa
c) applic3
d) securi
e) view-b
f) protoc
g) transp
h) manag
7.2 Tern
The termir
[ETF RFC 5
NOTE '

exist within

ISO layer Base standard

Application layer SNMPv3,
SNMPv2,
SNMPv1, or
STMP

Presentation layer [SO 8825-1 Basic Encoding Rules
H56-8825-70etetEncoding Rutesfor
STMP)

Session layer <NULL>

irements

'view
bvel requirements and options presented in this part of ISO 15784 are presented follow
hly correspond to IETF RFC 3411 to IETF RFC 3418:
ology and architecture;

be processing and dispatching;

itions;

y models;

ased access control;

ol operations;

ort mappings;

ement information bases.

hinology and architecture

ology and ar¢hitecture used for SNMP discussions shall be as defined in [ETF RFC 3411
590.

'he arghitecture includes a definition of various components and abstract service interfaces that
an’SNMP entity. While implementations are encouraged to adopt this style of architecture for 4

ing

\r architecture adopted by SNMPv3. As such, this Clause includes the following subclayses

and

may
heir

internal deq

ign,)they are not required to do so. This part of ISO 15784 only requires conformance at the exte]

Irnal

interface of

the SNMP engine and does not impose any requirements on the internal design. Nonetheless,

the

terms defined in this architecture are important in understanding the intended operation of the overall protocol

and as such,

this IETF RFC is a normative reference.

7.3 Message processing and dispatching

7.3.1 Ge

neral

The message processing and dispatching rules shall conform to IETF RFC 3412.
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An implementation of this part of ISO 15784 shall support at least one of the following SNMP message

processing models:

a) Version 1 Message Processing as defined in 7.3.2;

b) Version 2 Message Processing as defined in 7.3.3;

c) Version 3 Message Processing as defined in 7.3.4.

An implementation of this part of ISO 15784 may support the STMP extension as defined in 7.3.5.

NOTE These include the rules for <Pnding and receiving messages_processing vprcinn-cpprif' messages,
intefacting with the security subsystem, and dispatching PDUs to the appropriate SNMP applicationg.

7.312 Version 1 Message Processing Model

An Jmplementation of this part of ISO 15784 may support processing SNMPv1 mesSages. IETF RFC 1157
shal|l provide the normative definition of the external interface for this protocol version.

NOTE While IETF RFC 1157 is not written using the terminology and structure defined by the SNMPv3
archjitecture, it adequately defines the inputs and outputs as demonstratéd by the number of irfteroperable
deployments world-wide.

If shpported, SNMPv1 shall be required to be able to operate‘concurrently with all other|{supported
megsage processing models. An implementation that supporgs'this version may be configuredl to disable
its Gise. Concurrent operation of versions shall be as delineated in IETF RFC 3584.

SNNIPv1 does not provide for any significant security;It should only be allowed when the fonnection
between the manager and the agent are known to bée\secure.

7.3{3 Version 2 Message Processing Model

An Jmplementation of this part of ISO 15784 may support processing SNMPv2 messages. [IETF RFC 1905
shal|l provide the normative definition.of;the external interface for this protocol version.

If syipported, SNMPv2 shall be required to be able to operate concurrently with all other|supported
megsage processing models. Aniithplementation that supports this version may be configuredl to disable
its yise. Concurrent operations of versions shall be as delineated in IETF RFC 3584.

7.3}4 Version 3 Message Processing Model

It i§ highly recommended that each implementation of this part of ISO 15784 support the SNMPv3
megsage processing model defined in IETF RFC 3412:2002, Clause 6.

NOTE This’is the most current version of SNMP and provides for secure communications and improved
excgptionmseporting.

If syipported, SNMPv3 shall be required to be able to operate concurrently with all other|supported

message processing models. An implementation that supports this version may be configured to disable
its use. Concurrent operations of versions shall be as delineated in IETF RFC 3584.

7.3.

5 STMP Message Processing Model

An implementation of this part of ISO 15784 may support the STMP Message Processing Model in
addition to the selected SNMP Message Processing Model(s). 6.2 shall provide the definition of the STMP
Message Processing Model.

If supported, STMP shall be required to be able to operate concurrently with all other supported
message processing models. An implementation that supports this version may be configured to disable
its use. STMP shall be able to operate concurrently with all supported SNMP versions.
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7.4 Applications

74.1 En

tity type

An implementation of this part of ISO 15784 shall be an agent, a manager, or both. An implementation
shall support the same mode(s) of operation for all supported protocols.

742 Co
A manager

An agent nf

7.4.3 Co

A manager]

An agent shall support a command responder application as defined in IETF RFC 3413.

7.4.4 Nagtification originator

A manager]

An agent nf

7.4.5 Nodtification receiver

A manager]

An agent nf

7.4.6 Pr
A manager]

An agent nf
7.5 Secy

751 Us

An implen

Security Model definéd in IETF RFC 1910 for SNMPv2 messages.

752 Us

mmand generator

shall support a command generator application as defined in IETF RFC 3413.

ay support a command generator application as defined in IETF RFC 3413.

mmand responder

may support a command responder application as defined in IETF RFC 3413

may support a notification originator application as definedin IETF RFC 3413.

ay support a notification originator application as defined in [ETF RFC 3413.

may support a notification receiver application as defined in IETF RFC 3413.

ay support a notification receiver application as defined in IETF RFC 3413.

bxy forwarder
may support a proxy forwarder application as defined in IETF RFC 3413.
ay support a proxy forwarder application as defined in IETF RFC 3413.

rity models

er-based Security Model for SNMP version 2

entation~ef this part of ISO 15784 that supports SNMPv2 shall support the User-bg

et-based Security Model for SNMP version 3

sed

An implementation of this part of ISO 15784 that supports SNMPv3 shall support the User-based

Security M

odel defined in IETF RFC 3414 for both SNMPv3 and STMP.

7.5.2.1 MD5 Authentication

An implementation of this part of ISO 15784 that supports SNMPv3 may support HMAC-MD5-96

authenticat

NOTE

10

ion (MD5) as defined in IETF RFC 3414:2002, Clause 6.

This option is not as secure of an authentication scheme as SHA1.
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2.2 SHA1 authentication

An implementation of this part of ISO 15784 that supports SNMPv3 shall support HMAC-SHA-96
authentication (SHA-1) as defined in IETF RFC 3414:2002, Clause 7.

NOTE

Itis strongly recommended that all set requests are authenticated.

As computer processor speeds increase, authentication schemes shall be improved in order to provide
adequate protection against automated attacks. As of the writing of this part of ISO 15784, SHA-1 is the
recommended level authentication to protect against automated attacks.

7.5
An

2.3 DES encryption

implementation of this part of ISO 15784 that supports SNMPv3 may support-the Ci

Chalining (CBC)/Data Encryption Standard (DES) symmetric encryption protocolas”defin

RF(

NO7
mod

7.5

An
Stai

Wh

3414:2002, Clause 8.

E This is a historic encryption scheme that is no longer recommended for*use due to th
ern computers to break the encryption through brute force.

2.4 AES encryption

mplementation of this part of ISO 15784 that supports SNMR¥3 shall support Advanced
ndard (AES) cipher algorithm as defined in IETF RFC 3826:

le many field devices will not necessarily require private data exchanges for normal

all dlevices should use authentication as much as possible and the security keys for authent

enc
priv

As
ade
rec

7.5
An

inl
7.6

An
IET

For
sec

Fyption should be updated at regular intervalsxThe updates to these keys should only ¢
ate data exchanges.

fomputer processor speeds increase, encryption schemes should be improved in order
guate protection against automated attacks. As of the writing of this part of [SO 15784
bmmended level encryption to protectagainst automated attacks.

3 Transport Security Model

mplementation of this partiof ISO 15784 may support the Transport Security Model (TS
ETF RFC 5591.

View-based Access Control

mplementation of this part of ISO 15784 shall follow the View-based Access Control ruleg
' RFC 3415 for all protocols and protocol versions defined or referenced within this part of

all SNMPv1 messages, the view shall be determined by using the “noAuthNoPriv” y
hpityModel, the default contextEnginelD, and a contextName equal to the comm

con

Aiaadin tha maccaan
o

pher Block
ed in IETF

e ability for

Encryption

bperations,
cation and
ccur using

to provide
AES is the

M) defined

defined in
1SO 15784.

riew-based
unityName

For

7.7

7.7.

T T eI TIre o oT et

all STMP requests, the view shall be determined as defined in Clause 6.
Protocol operations

1 SNMPv1

An implementation of this part of ISO 15784 that claims support for Version 1 Message Processing
(7.3.2) shall support the protocol operations defined in IETF RFC 1157 for version 1 messages.
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7.7.2 SNMPv2

An implementation of this part of ISO 15784 that claims support for Version 2 Message Processing
(7.3.3) shall support the protocol operations defined in IETF RFC 1905 for version 2 messages.

7.7.3

SNMPv3

An implementation of this part of ISO 15784 that claims support for Version 3 Message Processing
Model (7.3.4) shall support the protocol operations defined in I[ETF RFC 3416.

7.7.4 ST

An implem
shall suppq

7.7.5 Re

AD
\j'y

entation of this part of ISO 15784 that claims support for STMP Message Processing (7.
rt the protocol operations defined in 8.2.

quest ID variation

B.5)

When issujng SNMP requests, managers shall vary the value of request-id.

NOTE A common approach is to increment the request-id for each requestissued, but this is not a requirenjent.

7.8 Tranpsport mappings

An SNMP ¢
Assigned N

entity should use either the assigned well-known port number as assigned by the Intefnet

umbers Authority or a private port number.

NOTE 1 The

well-known|

UDP and TCP use a common set of well-known port ndnibers which apply to both IPv4 and IPvé.
port number for SNMP is 161. The well-known port number for SNMP notifications is 162.

NOTE 2  Rrivate port numbers span the range from 49152 to 65535, inclusive.

7.8.1 UDP over IPv4

Animplem
defined in
support it {

entation of this part of ISO 15784-shall support SNMP over UDP over [Pv4 transport mapping
ETF RFC 3417:2002, Clause 3.If an implementation supports this transport mapping, it shall
or all supported messageprocessing models.

NOTE1  Thisis the typical deplgyment environment for this part of [SO 15784.

NOTE 2 The RFC requires BERencoding and support of packets of at least 484 octets.

7.8.2 UDP over IPv6

An implemgentatienof this part of ISO 15784 may support SNMP over UDP over IPv6 transport mapping
defined in|the: fellowing subclauses. If an implementation supports this transport mapping, it shall
support it fot-all supported message processing models.

7.8.2.1 Serialization

Each instance of a message shall be serialized (i.e. encoded) according to the rules of BER using the
algorithm specified in IETF RFC 3417:2002, Clause 8. The resulting BER encoded message shall be
placed into a single UDP datagram and sent using a single IPv6 packet.

7.8.2.2 Message size

An implementation claiming conformance to this transport mapping shall accept messages up to and
including 484 octets in size. It is recommended that implementations accept messages up to 1472 octets
in size. Implementation of larger values is encouraged, when possible.
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3 TCP over IPv4

An implementation of this part of ISO 15784 may support SNMP over TCP over IPv4 transport mapping
defined in IETF RFC 3430. If an implementation supports this transport mapping, it shall support it for
all supported message processing models.

NOTE 1

To date, this deployment environment has been most often chosen as a part of a solution to add

security to SNMP communications. However, SNMPv3 over UDP has been proven to be a superior solution due
to its small packet sizes and flexibility in dealing with communication errors. When the network experiences
problems (e.g. packet losses above 5 %), a TCP connection begins to experience significant problems due to
the acknowledgements that are exchanged, whereas the simplicity of the UDP packet allows for better overall

per
dur

NOT

7.8

An
defi
all s

7.8

An
defi

7.8

An
Ver

7.8

An
defi

7.9

7.9
An

a)

)

. ’
ng a period of poor network performance can make a significant difference in network operatioy}s.

E2  SNMP over TCP may provide for more efficient bulk data transfer than SNMP over' UDP.

4  TCP over IPv6

mplementation of this part of ISO 15784 may support SNMP over TCP dver IPv6 transpo

erformance

wn

't mapping

ned in I[ETF RFC 3430. If an implementation supports this transport mapping, it shall support it for

upported message processing models.

5 Secure Transport Model

mplementation that supports the TSM (7.5.3) shall support the Transport Layer Securi
ned in IETF RFC 6353.

5.1 Support for TLS

implementation that supports TSM may stupport the Transport Layer Security (TLS
bion 1.2 as defined in IETF RFC 5246.

5.2 Support for DTLS

mplementation that supports TSM may support the Datagram Transport Layer Security
ned in IETF RFC 4347.

Management Information Base (MIB)

1 Agent MIBs
hgent claiming conformance to this part of ISO 15784 shall support the following MIBs:

SNMR~FRAMEWORK-MIB, as defined in IETF RFC 3411:2002, Clause 5;

'y (TLS) as

) Protocol

(DTLS) as

b)

SNMP-MPD-MIB, as defined in IETF RFC 3412:2002, Clause 5;

‘)
d)
e)
f)

7.9.

SNMP-USER-BASED-SM-MIB, as defined in IETF RFC 3414:2002, Clause 5;
SNMP-USM-AES-MIB, as defined in IETF RFC 3826:2004, Clause 2;
SNMP-VIEW-BASED-ACM-MIB, as defined in IETF RFC 3415:2002, Clause 4;

SNMPv2-MIB, as defined in IETF RFC 3418:2002, Clause 2.

2 Notification originator MIBs

An entity claiming support for the notification originator application shall support the following MIBs:

a)

SNMP-TARGET-MIB, as defined in IETF RFC 3413:2002, 4.1;

© ISO 2015 - All rights reserved
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b) SNMP-NOTIFICATION-MIB, as definedin IETF RFC 3413:2002, 4.2.

7.9.3 Proxy forwarder MIBs

An entity claiming support for the proxy forwarder application shall support the following MIBs:
a) SNMP-TARGET-MIB, as defined in IETF RFC 3413:2002, 4.1;
b) SNMP-PROXY-MIB, as defined in IETF RFC 3413:2002, 4.3.

7.9.4 STMPMIRB

An entity dlaiming support for STMP shall support the following MIB:

a) STMP-MIB, as defined in 6.4.

7.9.5 Transport Security Model MIB

An entity dlaiming support for the Transport Security Model shall support the fellowing MIB:

a) SNMPHTSM-MIB, as defined in [ETF RFC 5591:2009, Clause 7.

7.9.6 Other supported data

All data olYjects accessible by the SNMP agent shall be defined inta MIB module according to the rjiles
defined in [ETF RFC 2578.

7.10 Interoperability

The next Idwer layer of the communications stack shall'use a unique port number to identify every data
packet using this profile to provide interoperabilitizamong different application profiles.

8 Simple Transportation Management Protocol (STMP)

8.1 General

This Claus¢ provides the formal definition of the Simple Transportation Management Protocol (STYP),
an optiona| feature of this partef ISO 15784. A more descriptive explanation of the protocol is provided
in Annex Dl Example encodings, on the other hand, are provided in Annex E.

STMP is an extension-of SNMP that provides for compact, byte efficient data exchange for use where
the physicgl bandwidth is limited. This protocol allows, for example, second-by-second polling of traffic
signal confirollers‘over low-speed, multi-drop, and serial lines. It uses SNMP to define “dynamic objects”
at run-timp. Each dynamic object is a defined sequence of elemental objects (i.e. an object defined
in a MIB). Orice defined, a single GET operation on a dynamic object will retrieve the entire defined
sequence of elemental objects without the overhead normally associated with SNMP. Likewise, a SET
can configure each of these items in a similar way.

Each STMP agent supports 13 dynamic objects. Each dynamic object may contain up to 255 elemental
objects. The actual number of elemental objects used will be determined by the manager that configures
the dynamic object. Since there are only a small number of dynamic objects defined by the protocol, the
dynamic object identifier only requires four bits rather than the multiple bytes required by SNMP to
identify each elemental object. This promotes greater efficiency in any environment.

However, the benefits of STMP have an associated cost. Most importantly, the complexity of the agent
software is significantly increased. In addition, there is overhead in configuring dynamic objects.
The expectation is that managers will configure the dynamic objects when initializing the device and
seldom, if ever, change them. Thus, the real benefit of the dynamic nature of these objects is that a
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single code base can be deployed in multiple environments where the different managers configure the

dyn

amic objects differently.

STMP follows the general architecture of SNMPv3 as defined in IETF RFC 3411 with the following
specifications for the key elements of this architecture:

a) each STMP implementation shall support the message processing and dispatching rules as
defined in 6.2;

b) each STMP implementation shall support the application requirements defined in 7.4.1;

C) Cabh STP"’{P ;luylculcutat;uu Dha}} DulJlJUl t IIuUIroscttul v STP"’{P ulcooasco. Su\,h ITIC O ages Shall
implicitly use the noAuthNoPriv securityLevel,as defined by IETF RFC 3411;

d) [each STMP implementation shall support secure STMP messages (i.e. the secure-pdu). Such
messages shall conform to 8.2.3.2.1;

e) |each STMP implementation shall support view-based access control as,defined in IETF RFC 3415
using an implicit contextEngineID equal to the default contextEngineID and pn implicit
contextName equal to the value of dynObjectOwner for thecdynamic object on|which the
operation is being performed;

f) |each STMP implementation shall support the protocol operatiéns as defined in 6.2;

g) |each STMP implementation shall support the transport.mappings as defined in 6.3;

h) |each STMP implementation shall support the managentent objects as defined in 6.4.

For|the purposes of this part of ISO 15784 and interpreting the RFCs, STMP shall be considerjed another

vergion of SNMP.

8.2 Message dispatch, process, and protocol operations

8.2]1 Dispatcher

An [STMP entity shall follow the same dispatcher elements of procedures as defined inf IETF RFC

3412:2002, Clause 4 and IETERFEC 5590, except that all references to “snmp” objects (i.e. objects defined

in [ETF RFC 3418) in IETERFC 3412:2002, Clause 4 shall be interpreted to mean the corfesponding

“stmp” objects defined im6 4.

8.2]2 Message elements of procedure

Thip subclause-describes the procedures followed by a STMP engine when generating and [processing

STMP messages.

The elements of procedure for STMP messages is identical to the elements of procedure flefined for

SNNPv3 as defined in IETF RFC 3412:2002, Clause 7 with the following exceptions.

8.2.2.1 PrepareOutgoingMessage

The following additional rules shall apply to the prepareOutgoingMessage service primitive:

a)

b)

c)

©IS

if the pduType is in the response class, an errorIndication (implementation specific) shall be

returned to the calling application. No further processing is performed;

if the securityLevel is “noAuthNoPriv”, the message shall only contain the pdu, otherwise, the

message shall contain the secure-pdu;

if the listing of objects in the PDU structure does not reference exactly one
errorlndication (implementation specific) shall be returned to the calling application.
processing is performed;

02015 - All rights reserved
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d)

f)

g)

h)

i)

8.2.2.2 prepareResponseMessage

The follow

a)

b)

<)

d)

f)

if the object referenced in the PDU structure is not a dynObjectValue with an index between
1 and 13 inclusive, an errorlndication (implementation specific) shall be returned to the calling
application. No further processing is performed;

if the contextEngine does not equal the default contextEngine, an errorIndication
(implementation specific) shall be returned to the calling application. No further processing is

perfor

med;

if the contextName does not equal the value of dynObjectOwner with the same index as the
contained dynObjectValue,anerrorIndication (implementation specific) shall be returned

to the

if the

furthe

if the alue of expectResponse is “false” and the value of pduType is getDynOBY, setDynd
or gettNextDynObj, an errorIndication (implementation specific) shall(be returned to
calling application. No further processing is performed;

the cag¢hed information for confirmed class PDUs shall include the pduType.

if the gduType is not in the response class, an errorIndication (implementation specific) s
be retyrned to the calling application. No further processing is performed;

if the
the md

if the
erron
furthe

if the ¢
13 inc
applic3

if the
(imple
perfor

if the
contai
to the

calling application. No further processing is performed;

I processing is performed;

ng additional rules shall apply to the prepareResponseMessage service primitive:

becurityLevel is “noAuthNoPriv”, the gtessage shall only contain the pdu, otherw
ssage shall contain the secure-pduy;

listing of objects in the PDU structure does not reference exactly one object,
Indication (implementation specific) shall be returned to the calling application.
[ processing is performed;

bject referenced in the PDUsstructure is not a dynObjectValue with an index between 1
ition. No further processing is performed;

contextEnginendoes not equal the default contextEngine, an errorIndicat
med;

rontextName does not equal the value of dynObjectOwner with the same index as
hed dyniObjectValue,an errorIndication (implementation specific) shall be retur
Calling application. No further processing is performed.

yalue of expectResponse is “true” and the value of pduType is setNoReplyDyn{b7,
an errorIndication (implementation specific) shall be returned to the calling application

No

bj,
the

hall

ise,

an
No

and

usive, an errorIndigation (implementation specific) shall be returned to the calling

L Oon

mentation speCific) shall be returned to the calling application. No further processinlg is

the
ned

8.2.2.3 prepareDataElements

The following additional rules shall apply to the prepareDataElements service primitive:

a)
b)

c)

16

the listing of objects in the PDU structure shall be set to reference the indicated dynamic object;

the co

ntextEngine shall be set to the default contextEngine;

the contextName shall be set to the value of dynObjectOwner with the same index as the
indicated dynamic object.
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8.2.3 STMP message field definitions

8.2.3.1 STMP message

An STMP message shall be either a secure-pdu as defined in 8.2.3.2 or a pdu as defined in 8.2.3.3.

8.2.3.2 Secure PDU

8.2.3.2.1 Flags

The flags field of the Secure-Pdu structure shall be defined as follows:
a) |the highest order bit shall indicate the value of the reportableFlag as defined byrJETH RFC 3412;
b) [the next highest order bit shall indicate the value of the privF1lag as defined by’ IETF RIFC 3412;
c) |the next highest order bit shall indicate the value of the authFlag as defined by IETF RFC 3412;

d) |the lowest five order bits shall indicate the msgSecurityModel @s an INTEGER (0.J.31). The
values zero (0) through 15 shall be as defined by the Internet Assighed Numbers AutHority in its
SNMP number spaces. The meaning of values 16 through 31 is ilmplementation-specific.

NOTE1  When using USM per IETF RFC 3414, the security parameters OCTET STRING will contain fnformation
thaflis encoded using BER. This allows reuse of code designed foraseavith SNMPv3.

NOTE 2  The value assigned to the user-based security modebis 3.

8.2{3.2.2 Security parameters

The security parameters field shall contain theé’security information for the selected secyrity model
using the encoding rules defined by the security model. The resultant encoding shall be wifapped into
thevalue of the securityParameters field presented as an OCTET STRING.

NOTE The STMPMessage, including'the securityParameters OCTET STRING field is spbsequently
encdded according to transport mappifig rules. When employing the transport mappings defined|in 6.3, this
medns that the BER-encoded paraineters are wrapped into an OER encoded message. An examplle of this is
enc¢ding is provided in Annex E.

8.2]3.2.3 PDU data

Thg STMP-Pdu shalllbe encoded according to the rules of OER to obtain the raw-encoiing. If the
sequrityPardmeters field indicates no encryption, the pduData field shall contain the raw
encpding as an\OCTET STRING. Otherwise, the pduData field shall contain the encrypted yalue of the
raw-encodingas an OCTET STRING.

8.213:3,* STMP PDU

Every message contains an STMP-Pdu CHOICE statement that identifies
— the pduType and
— the dynamic object to which the message relates.

NOTE1 An STMPMessage is defined as a CHOICE between a pdu which is an STMP-Pdu or a secure-pdu
which contains a potentially encrypted STMP-Pdu as the pduData field.

NOTE 2 The STMPMessage indicates both the pduType and dynamic object number in a single ASN.1 CHOICE
statement in order to provide efficient encoding. Once the octet encoding rules are applied, the various options
in the CHOICE statement result in the high order four bits encoding the pduType while the low-order four bits
encode the dynamic object number. While the ASN.1 structure may seem lengthy, the actual encoding becomes
quite efficient.
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The defined protocol pduTypes are shown below along with a “Type” that indicates the encoded value
of the pduType in the high order four bits when using OER.

a) getDynObj (Type 0x8): Shall be a read class and confirmed class pduType that represents a get
request for the indicated dynObjectValue object as definedin 8.2.4.1.

b) setDynObj (Type 0x9): Shall be a write class and confirmed class pduType that represents a set
request for the indicated dynObjectValue object as defined in 8.2.4.2.

) setNoReplyDynObj (Type 0xA): Shall be a write class and unconfirmed class pduType that
represents a set request for the indicated dynObjectvalue object without any response. This is
semanfically equivalent to the setDynob] pdulype, bUt will Ot generate a response mesjage
from the agent as defined in 8.2.4.2.

d) getNgxtDynObj (Type 0xB): Shall be a read class and confirmed class pduType that-represé¢nts
a get request for the next lexicographically ordered and “active” dynObjectValaé objecf as
definefl in 8.2.4.3.

e) getRgspDynObj (Type 0xC): Shall be a response class and unconfirmed’class pduType that
represents a get response for the indicated dynObjectValue objectas defined in 8.2.4.1 and 8.2|4.3.

f) setRdspDynObj (Type 0xD): Shall be a response class and unconfirmed class pduType that
represents a set response for the indicated dynObjectValue objectas defined in 8.2.4.2.

g) errorRespDynObj (Type OxE): Shall be a response class(and unconfirmed class pduType
that r¢presents an error response for the indicated dyn@bjectValue object as defined in
8.2.4.1to0 8.2.4.3.

NOTE Type OxF is used to indicate a secure STMP message and is not a pduType itself.

8.2.3.4 DynamicObject-PDU

The definition of the DynamicObject-PDU structure shall be defined at run-time based on the curfent

configuratjon of the indicated dynamic object’Specifically, the definition the DynamicObject-PDU

for a speciffic dynamic object shall be an ASN.1 SEQUENCE of the objects referenced by the defined
dynObjedtVariables for the specific dynamic object, in the order of their index values, and endling

at (and excluding) the first dynObjectVariable thatis settonull (i.e. 0.0).

EXAMPLE If the first variable-of @’dynamic object is defined to reference an object of SYNTAX INTEGER

(0..255),]the second variable pf'the same dynamic object is defined to reference an object of SYNTAX OC[TET

STRING (SIZE (0..127)9%and the third variable of the same dynamic object is defined to reference the

null node;fthe DynamicOkject-PDU field would be defined as

DynatfiicObject-PRV: : = SEQUENCE {
valuel { INTEGER (0..255),
value2-s0CTET STRING (SIZE (0..127))
}
8.2.3.5 Hrrorinformation-PDU

The error-status and error-index fields shall indicate the values defined in ISO/IEC 9834-
1:2012, 8.2.4.

8.2.4 PDU elements of procedure

8.2.4.1 GetDynObjX

Each of the 13 GetDynObjX types represent a get request for the indicated dynamic object (i.e.
GetDynObjl represents a get request for dynamic object 1). A GetDynObjX PDU is generated and
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transmitted at the request of an application. Upon receipt of a Get DynObjX PDU, the receiving STMP
entity processes the request as follows:

a)

ifthe PDU contains any information, the entity shall increment the value of stmpInASNParseErrs.

The message shall be discarded and processing shall be complete;

b) otherwise, if the dynObjectStatus of the indicated dynamic object is not "active”, the

c)

entity shall produce an ErrorInformation-PDU. The errorStatus field shall
“noSuchName” and the errorIndex field shall be set to zero (0);

be set to

otherwise, ifthe dynamic object contains areference to an objectin one ofits dynObjectvVariable

d)

f)

g)

8.2
Eac
ind
Upd

b)

values that 1s not in the current MIB View (I.€. Not currently instantiated, not visible, etc.)
shallproduceanErrorInformation-PDU.TheerrorStatus field shallbe setto “nog
and the errorIndex field shall be set to the index of the first dynObjectiazria
dynamic object that is invalid;

otherwise, if the dynamic object cannot be retrieved for any other reédson, the ¢
produce an ErrorInformation-PDU. The errorStatus field shall\be set to “ge
the errorIndex field shall be set to the index of the dynObjectVariable that is (
problem, if known, and zero (0), otherwise;

otherwise, the entity shall produce a DynamicObject-PDUor the requested dynd
containing the value of dynObjectvValue.X;

the response PDU is then encapsulated into a message™f the size of the resultant mes
than or equal to both a local constraint and the maximum message size of the orig
transmitted to the originator of the GetNextDynQbJX;

otherwise, an ErrorInformation-PDU is generated for the subject dynamic object
of the errorStatus field shall be to “te@Big” and the value of the error-index fig
zero. This ErrorInformation-PDU is-then encapsulated into a message and transm
originator of the Get DynObJjX.

4.2 SetDynObjX and SetNoReplyDynObjX

h of the 13 SetDynObjX types and 13 SetNoReplyDynObjX types represent a set req
cated dynamic object. Thiese PDU are generated and transmitted at the request of an 4§
n receipt of such a PDUjthe receiving STMP entity processes the request as follows:

if the dynObjectStatus of the indicated dynamic object is not "active”, the entity sh
an ErrorInfdrmation-PDU. The errorStatus field shall be set to “noSuchNamn
errorIndex-ield shall be set to zero (0);

otherwise,if the dynamic object contains areference to an objectin one ofits dynObject
values:that is not in the current MIB view (i.e. not currently instantiated, not visible, etc.]
shallproduceanErrorInformation-PDU.TheerrorStatus field shallbesetto“no9

, the entity
uchName”
ble of the

ntity shall
hErr” and
ausing the

mic object

bage is less
nator, it is

The value
Id shall be
tted to the

hest for the
pplication.

hil produce
=” and the

Variable
, the entity
uchName”

dand the errorIndex field shall be set to the index of the first dynObjectVaria

ble of the

c)

dynamic object that1s invalid;

otherwise, if the dynamic object contains a reference to an object that is not available for set
operations with the current MIB view, the entity shall produce an ErrorInformation-PDU. The
errorStatus field shall be set to “readOnly” and the errorIndex field shall be set to the index

of the dynObjectVariable that cannot be set;

d) otherwise, if any parsing errors occur when decoding the contents of the DynamicObject-
PDU, the entity shall increment the value of stmpInASNParseErrs and shall produce an

e)

ErrorInformation-PDU. The errorStatus field shall be set to “badvalue

" and the

errorIndex field shall indicate the index of the dynObjectVariable where parsing failed;

otherwise, if any of the objects referenced by the dynamic object cannot be changed for any other
reason, the entity shall produce an ErrorInformation-PDU. The errorStatus field shall be

© ISO 2015 - All rights reserved
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f)

g)

h)

8.2.43 (GetNextDynObjX

set to “genErr” and the errorIndex field shall indicate the index of the dynObjectvVariable
causing the problem;

otherwise, for each referenced object in the dynamic object request, the entity shall create the
object, if necessary, and shall assign the requested value to it. Each of these assignments occurs as
if simultaneously, with respect to all other assignments specified in the same request:

1) if any of these assignments fail (even after all the previous validations), then the entity shall
undo all other assignments and produce an ErrorInformation-PDU. The errorStatus
field shall be set to “commitFailed” and the errorIndex field shall be set to the index of the
dynObJjectVariable that cannot be set;

2) if|it is not possible to undo all the assignments, then the entity shall produce| an
EfqrorInformation-PDU. The errorStatus field shall be set to "undoFailed®and|the
enrorIndex field shall be set to zero;

NOTE Implementations are strongly encouraged to take all possible measures to,ayeid use of eifher
“commijtFailed” or “undoFailed”. These two error status codes are not to be taken/as\license to takg the
easy way out in an implementation.

3) otherwise, the entity shall produce a SetRespDynObjX PDU as the fesponse PDU;

if the |request was a SetNoReplyDynObjX PDU, the processing’shall be complete and no
resporjse is sent;

the regponse PDU is then encapsulated into a message and is.transmitted to the originator of|the
SetDynObjX PDU.

Each of thg 13 GetNextDynObjX types represent a.get request for the next “active” dynamic objedt. A
GetNextHynObjX PDU is generated and transmitted at the request of an application. Upon receipt|of a

GetNextJynObjX PDU, the receiving STMP entity processes the request as follows:

a)

b)

<)

d)

£)

20

ifthe PDU contains any information, thé entity shall increment the value of stmpInASNParseEqrs.
The message shall be discarded and processing shall be complete;

the dyhamic object is located which is the next lexicographical successor of the indicated dynamic
objectwhere the dynObject Status hasavalue of "active”;

if ther¢ is no lexicographical successor that is a dynamic object with a status of "act ive”, the entity
shall groduce an Erperinformation-PDU. The response dynamic object shall be the dyndmic
object|contained inthe request. The errorStatus field shall be set to “noSuchName” and|the
errofIndex fieldshall be set to zero (0);

otherwise, if the lexicographical successor dynamic object contains a reference to an objedt in
one off its"dynObjectVariable values that is not in the current MIB view (i.e. not curreptly
instantiatéd, not visible, etc.), the entity shall producean ErrorInformation-PDU. The respdnse
dynamic object shall be the lexicographical successor dynamic object. The errorStatus field
shall be set to “noSuchName” and the errorIndex field shall be set to the index of the first
dynObjectVariable of the dynamic object that is invalid;

otherwise, if the lexicographical successor dynamic object cannot be retrieved for any other reason,
the entity shall produce an ErrorInformation-PDU. The response dynamic object shall be the
lexicographical successor dynamic object. The errorStatus field shall be set to “genErr” and
the errorIndex field shall be set to the index of the dynObjectVariable that is causing the
problem, if known, and zero (0), otherwise;

otherwise, the entity shall produce a DynamicObject-PDU containing the value of
dynObjectValue for the lexicographical successor dynamic object;
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the response PDU is then encapsulated into a message. If the size of the resultant message is less
than or equal to both a local constraint and the maximum message size of the originator, it is

transmitted to the originator of the GetNextDynObjX;

otherwise, an ErrorRespDynObjX is generated for the subject dynamic object. The value of the
errorStatus field shall be “tooBig” and the value of the error-index field shall be zero. This
ErrorRespDynObj is then encapsulated into a message and transmitted to the originator of the

GetNextDynObjX.

8.2.4.4 GetRespDynObjX, SetRespDynObjX, and ErrorRespDynObjX

Eac

h of the 13 GetRespDynObjX types and 13 SetRespDynObjX types represent a resj

dyrjamic object with the indicated dynamic object index. These PDUs are generated by-an S

acc
rec

prding to the rules defined elsewhere in this part of ISO 15784. Upon receipt_of|such
biving STMP entity presents its contents to the application that generated the most rece

PDU for the indicated dynamic object.

8.3

8.3

Transport mappings

1 General

The following rules shall apply to all STMP transport mappings.defined in this part of ISO 15

8.3

Eac

1.1 Serialization

h instance of an STMP message shall be serialized.{i’e. encoded) according to the rules of

NOTE When using USM, the securityParameters-ield is a mixture of encoding styles. IETF RFC 3

the

barameters as an ASN.1 SEQUENCE that is encqded using BER. The resultant BER encoding is the

into| STMP as an OCTET STRING. The encapsulating sequence is then encoded according to the
Clayse which are based on OER. Annex E proyides an example of this encoding.

8.3

An
Ass

1.2 Port numbers

STMP entity should use either the assigned well-known port number as assigned by t
gned Numbers Authorityor a private port number.

bonse for a
MP entity
a PDU, the
bnt request

784.

OER.
414 defines

h embedded
ules of this

he Internet

NOTE1 UDP and TCPuse/a common set of well-known port numbers which apply to both IPv4 apd IPv6. The

wel

-known port numberfor STMP is 501.

NOTE 2  Privatepert numbers span the range from 49152 to 65535, inclusive.

8.3

2 UDPwver IPv4

An implementation of this part of ISO 15784 may support STMP over UDP over IPv4. If an implg
supports this transport mapping, it shall support it for all supported message processing mg

NOTE

bmentation

However, many deployments are based on national standards that are not IP-based.

8.3.2.1 Encapsulation

dels.

This is the most common internationally standardized deployment environment for this protocol.

An implementation claiming conformance to this transport mapping shall place the OER-encoded
message (see 8.3.1.1) into a single UDP datagram and send it using a single [Pv4 packet.

©IS

02015 - All rights reserved

21


https://standardsiso.com/api/?name=8d649d47ad96837b6d1a4ee2d5a14177

ISO 15784-2:2015(E)

8.3.2.2 Message size

An implementation claiming conformance to this transport mapping shall accept messages up to and
including 484 octets in size. It is recommended that implementations accept messages up to 1 472
octets in size. Implementation of larger values is encouraged, when possible.

An agent claiming conformance to this transport mapping shall be able to generate response messages
up to and including 484 octets in size. It is recommended that an agent be able to generate response

messages up to 1 472 octets in size. Implementation of larger values is encouraged, when possible.

8.3.3 UDP.aver IPv6

Animplemgntation of this part of ISO 15784 may support STMP over UDP over IPv6. If an implementation
supports this transport mapping, it shall support it for all supported message processing models.
8.3.3.1 Hncapsulation

An implenjentation claiming conformance to this transport mapping shall plaee-’the OER-encoded
message (see 8.3.1.1) into a single UDP datagram and send it using a single IPv6 packet.

8.3.3.2 Nlessage size

An implemjentation claiming conformance to this transport mapping shall accept messages up to pnd
including 484 octets in size. It is recommended that implementations accept messages up to 1 472
octets in size. Implementation of larger values is encouraged, when' possible.

An agent claiming conformance to this transport mapping shall be able to generate response messgges
up to and Including 484 octets in size. It is recommended that an agent be able to generate respdnse
messages Up to 1 472 octets in size. Implementation ofdarger values is encouraged when possible.
8.3.4 TCP over IPv4

Animplempntation of this part of ISO 15784may support STMP over TCP over IPv4. If an implementation
supports this transport mapping, it shall support it for all supported message processing models.
NOTE1 7o date, this deployment environment has been most often chosen as a part of a solution to|add
security to SNMP communications. However, SNMPv3 over UDP has been proven to be a superior solution|due
to its small|packet sizes and flexibility in dealing with communication errors. When the network experiehces
problems (4.g. packet losses above™5 %), a TCP connection begins to experience significant problems dufe to
the acknow]edgements that are‘exchanged, whereas the simplicity of the UDP packet allows for better ov¢rall
performande. In this regard,)if the deployment environment is mostly SNMP traffic, the better performgnce
during a pefiod of poor network performance can make a significant difference in network operations.

NOTE2  §NMP oyerTCP may provide for more efficient bulk data transfer than SNMP over UDP.

8.3.4.1 Hncapsulation

An implementation claiming conformance to this transport mapping shall send the OER-encoded
message (see 8.3.1.1) over a TCP connection.

The STMP engine shall not interleave STMP or SNMP messages within the TCP byte stream. All of the
bytes of one STMP message shall be sent before any bytes of a different STMP or SNMP message.

8.3.4.2 Message size

An implementation claiming conformance to this transport mapping shall accept messages up to and
including 8 192 octets in size. Implementation of larger values is encouraged, when possible.

An agent claiming conformance to this transport mapping shall be able to generate response messages
up to and including 8 192 octets in size. Implementation of larger values is encouraged, when possible.
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5 TCP over IPv6

An implementation of this part of ISO 15784 may support STMP over TCP over [Pv6. If an implementation
supports this transport mapping, it shall support it for all supported message processing models.

8.3.

5.1 Encapsulation

An implementation claiming conformance to this transport mapping shall send the OER encoded
message (see 8.3.1.1) over a TCP connection.

The STMP engine shall not interleave STMP or SNMP messages within the TCP byte stream. All of the

byt

8.3

An
incl

An

up 4

9

9.1

The

tra
co
de
to

Iti

ordpr to ensure a reliable system. Forexample, in a two-wire slow speed, half duplex config

s of one STMP message shall be sent before any bytes of a different STMP or SNMP mess

5.2 Message size

mplementation claiming conformance to this transport mapping shall accept message;
pding 8 192 octets in size. Implementation of larger values is encouraged,; Wlen possible.

hgent claiming conformance to this transport mapping shall be able to, generate respons

Performance

Overview

use of SNMP to retrieve objects implies a requitedresponse time for the field device to
smission to the master (management) station, The performance requirements will dep
plexity of the device and the specific data being retrieved which also depends on the {
ice type. When using STMP, this can become even more complicated because the agent
ther the contents of the objects, formaf.the block for transmission, and schedule transm

age.

up to and

P messages

o and including 8 192 octets in size. Implementation of larger valués,is encouraged, when possible.

commence
end on the
pecific ITS
heeds time
ission.

up to the procuring agency to identify the specific performance requirements that arg

Hs

needed in
ation, this

“tufn around” time may be specified in the order of 40 milliseconds. In an IP environment, thfis might be
spefified to be 100 milliseconds:

These timeframes are based on experimental data from deployments of existing systems.|[Users may
chopse to alter these response times, but users should be aware that increasing response| times will
restilt in longer timeouts which can slow the performance of real-time systems.

9.2 Defaultresponse time

In the absénce of any other specification, the response time defined as the time from the refeipt of the
lastibyte of a confirmed class pduType to the start of the transmission of the first byte of the response
megsage (when access is allowed by lower layers) shall not exceed 100 milliseconds, unlesf explicitly
allowed within the MIB definition of one of the objects contained in the response.

NOTE

The default 100 ms response time may be changed by other standards (e.g. MIB standards for specific

device types) or specifications (e.g. those used in procurements or to document what is provided) without making
a device not complying with this part of ISO 15784. This includes changes that increase the response time as well
as changes that decrease the response time. It is expected that most exceptions to the default response time will
relate to a small number of defined objects. An implementation may always respond before the expiration of the
response time.

EXAMPLE1 A certain system needs to poll a large number of devices for a specific set of information on a
frequent basis. Procurement for that system may require response times for that specific information of 70 ms
rather than the default 100 ms.
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EXAMPLE 2 A standard defines an object that requires the agent to perform a number of calculations prior to
responding. In this case, the object definition may indicate that any request for the object will have a maximum
response time of 200 ms.

EXAMPLE 3 A standard limits the number of objects that can be retrieved in a single request while still
meeting the 100 ms response time.
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(normative)

Profile requirements list

ISO 15784-2:2015(E)

A.1

Overvielar
e eW

Thip Annex provides the profile requirements list (PRL) for implementations of this part'of|I[SO 15784.
Implementers are encouraged to fill out the tables in this Annex to indicate the capabilitjes of their

implementation and to ensure that they fully comply with the standard.

Usefrs may use a filled out PRL to compare devices for interoperability and“may additiondlly use the

for

A1
The

A1l

s as a part of planning tests and within procurement specifications.

.1 Notation

1.1 Status

following notations and symbols are used to indicate status.and conditional status in the PRL.

Table A.1 defines the meaning of symbols that are used\to indicate the status of a feature pithin this

par

A.2

L of ISO 15784.

Table A.1 — Meaning of symbols

Symbol Meaning
m mandatory
0 optional
0.<n> optional, but support of at least one of
the group of options labelled by the
same number, <n>, is required
<predicate>; the status is conditional on the

feature in the PRL

indicated <predicate>; the predicate
is a reference to the index of another

Evel

Implementation identification

ryimplementation of this part of ISO 15784 should provide the information identified in|Table A.2.
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Table A.2 — Implementation identification

Ref

Question

Response

Supplier

Contact point for queries about the profile

Implementation name(s) and version(s)

Date of statement

G| W N |-

Other information: machine name, operating
system, system name

6 A
o1

mendments or revisions to the base standards
profiles that are applicable

A.3 Global statement of conformance

Table A.3 p

rovides the global statement of conformance.

Table A.3 — Global statement of conformance

Ref Standard Response (circle those that apply)
1 Which versions of SNMP does the SNMPvl SNMPvZ2 SNMPv3
inhplementation support?
A.4 Basjcrequirements

Table A.4 lists the major requirements and options foi~an implementation of this part of ISO 15

claiming tg
defined in
To claim ¢
this profile

be either a manager or an agent. Additional'requirements and options apply to manager

A.5. On the other hand, the additional requirements and options for agents are defined in

Table A.4— Protocol requirements list

bnformance, an implementation shall-satisfy the mandatory conformance requirement]
. Implementers should use this table'to indicate whether each feature identified is suppor]

784
s as
A.6.
s of
ted.

Index Feature Clause of |Profile statusa|  Supporft
profile

snmpvl |SNMPv1 implemented? 7.3.2 0.1 Yes/No

snmpv2 |SNMPv2 implemented? 7.3.3 0.1 Yes/No

snmpv3  |SNMPv3 implemented? 7.3.4 0.1 Yes

stmp STMP implemented? 7.3.5 0 Yes/No

no Doés the implementation support a notification 7.4.4 0 Yes/No
originator application?

nr Does the implementation support a notification 7.4.5 0 Yes/No
receiver application?

pf Does the implementation support a proxy forwarder 7.4.6 ) Yes/No
application?

usm2 Does the implementation support the User-based 7.5.1 snmpv2:m Yes/No
Security Model for SNMPv2?

usm3 Does the implementation support the User-based 7.5.2 snmpv3:m Yes
Security Model for SNMPv3?

a  See A.1.1.1 for a complete description of the values in this column.

b SNMPv2 requires support of the md5 hash algorithm as a part of IETF RFC 1910.
¢ SNMPv2 requires support for des encryption as a part of IETF RFC 1910.

26
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Table A.4 (continued)
Index Feature Clause of |Profile statusa| Support
profile

md5 Does the implementation support the MD5 7.5.2.1 snmpv3:ob Yes/No
Authentication algorithm?

shal Does the implementation support the SHA1 7.5.2.2 snmpv3:m Yes
Authentication algorithm?

des Does the implementation support the DES Encryption  |7.5.2.3 snmpv3:0¢ Yes/No
algorithm?

aes Does the implementation support the AES Encryption |7.5.2.4 snmpv3:m Xas
algorithm?

tsnj Does the implementation support the Transport Securi- |7.5.3 0 Yds/No
ty
Model (TSM)?

vacm Does the implementation support the View-based Access|7.6 14} Yes
Control Model?

opdrl Does the implementation support all required protocol |7.7.1 snmpvl:m Yes/No
operations for SNMPv1?

opdr2 Does the implementation support all required protocol {Z7.2 snmpv2:m Yes/No
operations for SNMPv2?

opdr3 Does the implementation support all required protocol |7.7.3 snmpv3:m Yes/No
operations for SNMPv3?

opdr4 Does the implementation support all required.protocol |7.7.4 stmp:m Yes/No
operations for STMP?

udg4 Does the implementation support UDR ever [Pv4? 7.8.1 m Yes/No

udg6 Does the implementation support UDPover IPv6? 7.8.2 0 Yes/No

tcpft Does the implementation suppert TCP over [Pv4? 78.3 0 Ygs/No

tcpp Does the implementation support TCP over IPv6? 7.8.4 0 Yes/No

st Does the implementation’support the Secure Transport |7.8.5 tsm:m Yes/No
Model?

no-mib Does the implementation support the notification 79.2 no:m Yes/No
originator MIBs?

pf-thib Does the implementation support the proxy forwarder |7.9.3 pfim Yes/No
MIBs?

stnfp-mib |Does‘the implementation support the STMP MIB? 7.9.4 stmp:m Yes/No

tsn]-mib | Does the implementation support the Transport 7.9.5 tsm:m Yds/No
Security Model MIB?

milfs Are all supported objects defined in a MIB module 79.6 m Yes
conforming to RFC 25787

a  See A.1.1.1 for a complete description of the values in this column.

b SNMPv2 requires support of the md5 hash algorithm as a part of IETF RFC 1910.

¢ SNMPv2 requires support for des encryption as a part of [IETF RFC 1910.

A.5 Additional requirements for a manager

Table A.5 lists additional major requirements and options for an implementation of this part of
ISO 15784 claiming to be a manager. To claim conformance as a manager, an implementation shall
satisfy the mandatory conformance requirements of this profile. Implementers should use this table to
indicate whether each feature identified is supported.
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Table A.5 — Protocol requirements list for a manager

Index Feature Clause of | Profile Support
profile statusa
mgr Does the implementation claim to be a manager? 741 0.2 Yes/No
cg Does the implementation support a command generator 7.4.2 mgr:m Yes/No
application?
cr Does the implementation support a command responder 74.3 mgr:o Yes/No
application?
req-id Does-the-implementationvary-the RequestiD-between Ft5 HREF Yes/Ne
requests?
a  SeeA.1.]1.1 for a complete description of the values in this column.
A.6 Additional requirements for an agent

Table A.6 lists the additional major requirements and options for an implementation of this part of

ISO 15784 |claiming to be an agent. To claim conformance as an agent, an implementation shall satfisfy
the mandatory conformance requirements of this profile. Implementers shoulduse this table to indi¢ate
whether edch feature identified is supported.
Table A.6 — Protocol requirements list foran agent
Index Feature Clause of Profile Suppoit
profile statusa
agent Does the implementation claim to be an agent? 74.1 0.2 Yes/No
cg [Joes the implementation support a command generator 7.4.2 agent:o Yes/No
application?
cr Does the implementation support a commahd responder 74.3 agent:m Yes/No
application?
a-mib I[\Loes the implementation support all of the required agent  |7.9.1 agent:m Yes/No
[Bs?
resp- [Joes the implementation respond to all non-exempted 9.2 agent:m Yes/No
time requests within the default response time?
a  SeeA.1.]1.1 for a complete description of the values in this column.
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Annex B
(normative)

STMP ASN.1 module

_ STMPMessage
lessage

following ASN.1 structures provide a formal definition of the STMP message struct

ures. D.5.3
e encoded
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sfimpMessage

vides a more practical description of how these data structures appear once.they ai
rding to the rules of this part of ISO 15784.
EN1START

PMessageSyntax {iso(l) std(0) 15784 iso0l5784-2 (2) stmp (1) stmpModules (0)
version2015(1)} DEFINITIONS IMPLICIT TAGS:: = BEGIN
PMessage ::= CHOICE {

bdu STMP-Pdu,

Eecure-pdu [PRIVATE 48] Secure-Pdu
P-Pdu:: = CHOICE {

jetDynObjl [1] NULL,

hetDynObj2 [2] NULL,

hetDynObij3 [3] NULL,

betDynObj4 [4] NULL,

jetDynObj5 [5] NULL,

et DynObj6 [6] NULL,

betDynObj7 [7] NULL,

hetDynOb7j8 [8] NULL,

jetDynObj9 [9] NULL,

hetDynObj10 [10] NULL,

jetDynObjll [11] NULL;

jetDynObjl2 [12] . NULL,

jetDynObj13 [13T\NULL,

EetDynObjl [I7] DynamicObject-PDU,
EetDynObj2 [18] DynamicObject-PDU,
EetDynObj3 [19] DynamicObject-PDU,
EetDynObj4 [20] DynamicObject-PDU,
EetDynObj5 [21] DynamicObject-PDU,
EetDynObj 6 [22] DynamicObject-PDU,
et DynObA+ [23] DynamicObject-PDU,
5etDynObjv8 [24] DynamicObject-PDU,
EetDyindbj 9 [25] DynamicObject-PDU,
e tfDynObj10 [26] DynamicObject-PDU,
5etDynObjll [27] DynamicObject-PDU,
setDynObjl2 [28] DynamicObject-PDU,
setDynObjl13 [29] DynamicObject-PDU,
setNoReplyDynObjl [33] DynamicObject-PDU,
setNoReplyDynObj2 [34] DynamicObject-PDU,
setNoReplyDynObj3 [35] DynamicObject-PDU,
setNoReplyDynObj4 [36] DynamicObject-PDU,
setNoReplyDynObj5 [37] DynamicObject-PDU,
setNoReplyDynObj6 [38] DynamicObject-PDU,
setNoReplyDynObj7 [39] DynamicObject-PDU,
setNoReplyDynObj8 [40] DynamicObject-PDU,
setNoReplyDynObj9 [41] DynamicObject-PDU,
setNoReplyDynObjl0 [42] DynamicObject-PDU,
setNoReplyDynObjll [43] DynamicObject-PDU,
setNoReplyDynObjl2 [44] DynamicObject-PDU,
setNoReplyDynObjl3 [45] DynamicObject-PDU,
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getNextDynObjl [49] NULL,

getNextDynObj2 [50] NULL,

getNextDynObj3 [51] NULL,

getNextDynObj4 [52] NULL,

getNextDynObj5 [53] NULL,

getNextDynObj6 [54] NULL,

getNextDynObj7 [55] NULL,

getNextDynObj8 [56] NULL,

getNextDynObj9 [57] NULL,

getNextDynObjl0 [58] NULL,

getNextDynObjll [59] NULL,

getNextDynObjl2 [60] NULL,

getNextDynObjl3 [61] NULL,

getRespDynObjl [PRIVATE 1] DynamicObject-PDU,
getRespDynObj2 [PRIVATE 2] DynamicObject-PDU,
getRespDynObj3 [PRIVATE 3] DynamicObject-PDU,
getRespDynObj4 [PRIVATE 4] DynamicObject-PDU,
getRespDynObj5 [PRIVATE 5] DynamicObject-PDU,
getRespDynObj6 [PRIVATE 6] DynamicObject-PDU,
getRespDynObj7 [PRIVATE 7] DynamicObject-PDU,
getRespDynObj8 [PRIVATE 8] DynamicObject-PDU,
getRespDynObj9 [PRIVATE 9] DynamicObject-PDU,
getRespDynObj10 [PRIVATE 10] DynamicObject-PDU,
getRespDynObjll [PRIVATE 11] DynamicObject-PDU,
getRespDynObjl2 [PRIVATE 12] DynamicObject-PDU,
getRespDynObj13 [PRIVATE 13] DynamicObject-PDU,
setRespDynObijl [PRIVATE 17] NULL,

setRespDynObi2 [PRIVATE 18] NULL,

setRespDynObij3 [PRIVATE 19] NULL,

setRespDynObj4 [PRIVATE 20] NULL,

setRespDynObij5 [PRIVATE 21] NULL,

setRespDynObj6 [PRIVATE 22] NULL,

setRespDynObj7 [PRIVATE 23] NULL,

setRespDynObj8 [PRIVATE 24] NULL,

setRespDyn0Obij9 [PRIVATE 25] NULL,

setRespDynObj 10 [PRIVATE 26] NULL/
setRespDynObjll [PRIVATE 27] NULLy

setRespDynObjl2 [PRIVATE 28] NULL,

setRespDynObj13 [PRIVATE 29]\\NULL,
errorR¢spDynObijl [PRIVATE" 33] ErrorInformation-PDU,
errorRg¢spDynObj2 [PRIVATE-34] ErrorInformation-PDU,
errorR¢spDynObj3 [PREVATE 35] ErrorInformation-PDU,
errorR¢spDynObij4 [PRIVATE 36] ErrorInformation-PDU,
errorR¢spDynObij5 [PRIVATE 37] ErrorInformation-PDU,
errorRgspDynObj6 [PRIVATE 38] ErrorInformation-PDU,
errorR¢spDynObj7 [PRIVATE 39] ErrorInformation-PDU,
errorR¢spDynObi8 [PRIVATE 40] ErrorInformation-PDU,
errorR¢spDynObNd [PRIVATE 41] ErrorInformation-PDU,
errorR¢spDyn@Objl0 [PRIVATE 42] ErrorInformation-PDU,
errorR¢spDynObjll [PRIVATE 43] ErrorInformation-PDU,
errorR¢spDynObjl2 [PRIVATE 44] ErrorInformation-PDU,
errorRespbynobj I3 [PRIVATE 45] Errorlnrormacion-PDU

}

—-The definition for DynamicObject-PDU is a placeholder
—-See Clause 6.2.4.4 for a complete definition

DynamicObject-PDU ::= SEQUENCE {}
ErrorInformation-PDU ::= SEQUENCE ({
errorStatus ErrorStatus,
errorIndex INTEGER (0..255)
}
Secure-Pdu ::= SEQUENCE ({
flags INTEGER (0 .. 255),
securityParameters OCTET STRING,
pduData OCTET STRING -- authenticated and/or encrypted STMP-Pdu
30 © IS0 2015 - All rights reserved
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}

ErrorStatus ::= INTEGER {
tooBig (1),
noSuchName (2) ,
badvValue (3),
readOnly (4),
genErr (5),
commitFailed (14),
undoFailed (15)
} (0..255)

END

——ABPN1STOP
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C.1 STM™

The follow
——ASN1STAJ

STMP-MIB
IMPORTS
MODULE
Countel
MODULE
std
1is015784-1
stmp
stmpModulsg
stmpMIBv1
LAST-UJ
ORGANT
CONTAC]

DESCRI]
{ sty

——Administ
stmpMIBCo

—--Statist]
stmpStats

stmpUnknoy
SYNTAX
MAX-AC
STATUS
DESCRI]

Annex C
(normative)

STMP management information base

[P MIB

ng text provides the definition of the objects for the management of STMP.

T

EFINITIONS BEGIN

IDENTITY, OBJECT-TYPE,

32 FROM SNMPv2-SMI
COMPLIANCE, OBJECT-GROUP FROM SNMPv2-CONF;
OBJECT IDENTIFIER { iso 0 }
OBJECT IDENTIFIER = { std 15784 2 }
OBJECT IDENTIFIER = { 1s015784-2 1 }
s OBJECT IDENTIFIER = { stmp 0 }
MODULE-IDENTITY
DATED “2014030616352”
ATION “ISO TC 204 WG 9”
-INFO “name: Kenneth Vaughn
phone: +1-571-331-5670
email: kvaughn@trevilon.com
postal: 6606 FM 1488 RD
STE 148-503
Magnolia, TX 77354
USsA”
TION “The MIB for STMP.”

pModules 1 }

ratlve aSSlgI’lmentS R R I b R b b I b S Sb e S 2 S IR Sh b b db e S b 2 R S db  Sb db I 2

OBJECLNFDENTIFIER { stmpMIBv1l 1 }

formanceVl

cs for CNMP Messages Kk kkhkkhkhkhkhkkhkkhkhkhkhkkhkkhkhkhhkkhkkhkhkhkhkkhkkhkhkrhkkhkhkhhkhk*k
OBJECT IDENTIFIER = { stmp 1 }
nSecurityMode Xs~OBJECT-TYPE
Counter 32
ESS read§enly
curvent

TION “The total number of packets received by the STMP
€nigine which were dropped because they referenced a
securityModel that was not known to or supported by
the STMP engine.”

{ stm

St o 1
7

stmpInvalidMsgs OBJECT-TYPE

SYNTAX

MAX-ACCESS

STATUS

Counter32
read-only
current

DESCRIPTION “The total number of packets received by the STMP

engine which were dropped because there were invalid
or inconsistent components in the STMP message.”

{ stmpStats 2 }

cnmpUnknownPDUHandlers OBJECT-TYPE

SYNTAX

MAX-ACCESS

STATUS

Counter32
read-only
current

DESCRIPTION “The total number of packets received by the STMP

32
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engine which were dropped because the PDU contained

in the packet could not be passed to an application

responsible for handling the pduType, e.g. no STMP

application had registered for the proper

combination of the contextEngineID and the pduType.”
::= { stmpStats 3 }

stmpInPkts OBJECT-TYPE

SYNTAX Counter32
MAX-ACCESS read-only
STATUS current

DESCRIPTION “The total number of messages delivered to the STMP
entity from the transport service.”

ISO 15784-2:2015(E)

- { stmpStats 4 }

stmpInASNParseErrs OBJECT-TYPE

BYNTAX Counter32
MAX-ACCESS read-only
ETATUS current

DESCRIPTION “The total number of ASN.l parsing errors encountered
by the STMP entity when decoding received STMP
messages.”

{ stmpStats 5 }

stmpProxyDrops OBJECT-TYPE

EYNTAX Counter32
MAX-ACCESS read-only
ETATUS current

DESCRIPTION “The total number of Confirmed Class PDUs delivered
to the STMP entity which were silently dropped
because the transmission of the (RoOssibly translated)
message to a proxy target faile@yin a manner (other
than a time-out) such that no{Response Class PDU
could be returned.”

{ stmpStats 6 }

—-= Dynamic Objert Configuration
KARAKARAKAAKRKAAAIA XA A KA XK XX AR K K*Kh Kk kK hk Kk ko

dynpbjectConfig OBJECT IDENTIEIER ::= { stmp 2 }

dynpPbjectMaxVariables OBJECT-TYPE

BYNTAX INTEGER (1..28§5)

MAX-ACCESS read-only

BTATUS current

DESCRIPTION “The maximim number of variables that can be
referanced by a single dynamic object. This shall

be ‘equal to the number of conceptual rows that exist
in“the dynObjectVarTable for each dynObjectNumber
and provides the maximum allowed value for
dynObjectVarIndex. All dynamic objects within an
implementation shall support the same maximum number
of variable references. The actual number of
variables contained within a dynamic object are
defined by the rules in Clause 8.2.3.4"
#dynObjectConFigure 1 }

dynObjectTable OBJECT-TYPE

SYNTAX SEQUENCE OF DynObjectEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION “The table that defines the owner and status for each

dynamic object and allows its retrieval.
Agents that implement the Simple Transportation
Management Protocol defined in NTCIP
1103, shall always synchronize the values of the
objects in this table with the objects contained
in the dynObjConfigTable.”

::= { dynObjectConFigure 2 }

dynObjectEntry OBJECT-TYPE
SYNTAX DynObjectEntry

© ISO 2015 - All rights reserved
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MAX-ACCESS

STATUS

DESCRIPTION “An entry in the dynObjTable.

INDEX

not-accessible

current

The table is indexed
by the dynamic object number.”

{ dynObjectNumber }

{ dynObjectTable 1 }

DynObjectEntry:: = SEQUENCE ({
dynObjectNumber INTEGER,
dynObjectOwner DisplayString,
dynObjectReset INTEGER,
dynObjectValue OCTET STRING,
dynObjectStatus RowStatus

}

dynObjectfumber OBJECT-TYPE

SYNTAX
MAX-AC
STATUS
DESCRIJ

{ dyn
dynObject
SYNTAX
MAX-AC
STATUS
DESCRI]

{ dyn
dynObject}
SYNTAX

MAX-AC
STATUS
DESCRIJ

{ dyn
dynObject
SYNTAX
MAX-AC
STATUS
DESCRI}

INTEGER (1..dynObjectMaxRows)
ESS not-accessible
current
TION “The dynamic object number used as the index to the

dynObjectTable and the primary index to the
dynObjectVarTable.”
bjectEntry 1 }

wner OBJECT-TYPE

DisplayString
ESS read-write
current
TION “The name of the owner of this dynamic objec¥. This

object cannot be set when the value of dywhObjStatus
is ‘active’.”
bjectEntry 2 }

eset OBJECT-TYPE
INTEGER { normal (1),
clear (2) } (1..2)
ESS read-write
current
TION “A control that allows a-Manager to easily reset all

of the variable references for this dynamic object

to null. A set to ‘mormal’ shall have no effect. A
set to ‘clear’ shalll, automatically set all
dynObjVariable objects associated with this
dynObjNumber t¢ the value ‘null’ (i.e. 0.0). Once

all of the dwnObjVariable objects have been updated,

the value pfi.fhis object shall automatically

transition o ‘normal’. This object cannot be set

when the“value of dynObjStatus is ‘active’.”
bjectEntry S8\}

tatus OBUYECT-TYPE
RowStatus (1..3)
ESS read-write
current
TZON “The status column used for modifying and validating

Tnstances or dynhamic objects. IThe range of this
object SAHLL be limited to ‘active’, ‘notInService’,
and ‘notReady’. Any attempt to assign the values
of ‘createAndGo’, ‘createAndWait’, or ‘destroy’ shall
be result in the appropriate area for the protocol
being used (e.g. ‘wrongValue’ error for SNMPv3).

An attempt to set this object to ‘active’

shall initiate consistency checks, which may cause
an ‘inconsistentValue’ error.

The value of this object shall NOT be ‘active’ when
attempting to set any other column of this table
(e.g. ‘inconsistentValue’ error).”

{ dynObjectEntry 4 }

dynObjectVarTable OBJECT-TYPE

SYNTAX

34

SEQUENCE OF DynObjectVarEntry
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MAX-ACCESS not-accessible

STATUS current

DESCRIPTION “The table that indicates the ordered list of
variables contained in the dynamic object.
Agents that implement the Simple Transportation
Management Protocol defined in NTCIP
1103, shall always synchronize the values of the
objects in this table with the objects contained
in the dynObjDef table.”

::= { dynObjectConFigure 3 }

dynObjectVarEntry OBJECT-TYPE

SYNTAX DynObjectVarEntry
MAX-ACCESS not-accessible
ETATUS current

DESCRIPTION “An entry in the dynObjVarTable. The table is
indexed by the dynamic object number (from the
dynObjTable) and the dynObjVarIndex.”

[NDEX { dynObjectNumber, dynObjectVarIndex }

::=| { dynObjectVarTable 1 }

DynpbjectVarEntry ::= SEQUENCE ({
HynObjectVarIndex INTEGER,
HynObjectVariable OBJECT IDENTIFIER

dynpbjectVarIndex OBJECT-TYPE

BYNTAX INTEGER (1..dynObjectMaxVariables)

MAX-ACCESS not-accessible

BTATUS current

DESCRIPTION “The index position of the refereneed variable within
the dynamic object. This is thellsecondary index to

the dynObjectVarTable.”
{ dynObjectVarEntry 1 }

dynpbjectVariable OBJECT-TYPE

BYNTAX OBJECT IDENTIFIER
MAX-ACCESS read-write
ETATUS current

DESCRIPTION “The instance of(an'object type to be included within
the dynamic object. If this value is ‘null’ (0.0),
the value of\all dynObjectVariable objects for this
dynObjectNumber with larger dynObjectVarIndexes
shall be~ighored. See Clause X.X.X. for a complete
definitdont”

{ dynObjectVarEntky 2 }

- Conformance information

KA A K AR A KR AR AR AR ARE A AR AR AR AR AR AR AR AR AR AR AR KK

stmpMIBCompliaHces OBJECT IDENTIFIER {stmpMIBConformance 1}
stmpMIBGroups OBJECT IDENTIFIER ::= {stmpMIBConformance 2}

-— fompliance statements
stmpCompliance MODULE-COMPLIANCE
BTATUS current
DESCRIPTION The compliance statement ror oSIMP encities which
implement the STMP-MIB.”
MODULE - this module
MANDATORY-GROUPS { stmpStatGroup,
dynObjectGroup }

::= { stmpMIBCompliances 1 }

stmpStatGroup OBJECT-GROUP

OBJECTS { stmpUnknownSecurityModels,
stmpInvalidMsgs,
stmpUnknownPDUHandlers,
stmpInPkts,
stmpInASNParseErrs,
stmpProxyDrops }

STATUS current

DESCRIPTION “A collection of objects providing for remote
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monitoring of the STMP Message Processing and
Dispatching process.”
::= { stmpMIBGroups 1 }

dynObjectGroup OBJECT-GROUP
OBJECTS { dynObjectMaxVariables,
dynObjectOwner,
dynObjectReset,
dynObjectValue,
dynObjectStatus,
dynObjectVariable }
STATUS current
DESCRIPTION “A collection of objects providing for configuration
and retrieval of dynamic objects.”
::= { stmpMIBGroups 2 }

END

—— ASNI1ENI
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Annex D
(informative)

Primer for protocol

D Overvielar
. e aeW

Thif Annex contains information that will assist with understanding some of the concepts pfesented in
the[rest of this part of ISO 15784.

Thip part of ISO 15784 is based on the Internet standard SNMP “get-set” paradigim. In other|words, the
profocol allows a management system (i.e. a “manager”) to issue messages,t@ monitor (i.e{ “get”) and
alter (i.e. “set”) one or more specific pieces of data (i.e. “objects”) within a target device (i.e. [agent”).

D.24 Object types

All pf the information within an agent that is accessible via SNMP (and similar protocols) is defined in a
conjputer-readable file called a Management Information Base\(MIB). Within this file, a sepqrate object
is defined for each type of elemental information which is-¢alled an object. An example objecf definition
is provided below.

dynpbjectMaxVariables OBJECT-TYPE

BYNTAX INTEGER (1..255)

MAX-ACCESS read-only

BTATUS current

DESCRIPTION “The maximum number of mariables that can be
referenced by a singlevdynamic object. This shall

be equal to the number of conceptual rows that exist
in the dynObjecgVarxTable for each dynObjectNumber
and provides the-maximum allowed value for
dynObjectVarfndex. All dynamic objects within an
implementatlon shall support the same maximum number
of variable/references. The actual number of
variables/contained within a dynamic object are
defined by the rules in Clause X.X.X.”

{ dynObjectConEldure 1 }

Thg human-readable name of the obect is “dynObjectMaxVariables”. The “SYNTAX” field indicates
what types_ofyvalues that the object can store and is a primary factor that determines hoyv it will be
encpded, The “MAX-ACCESS” field indicates the maximum allowed access by any operation]. An object
that cafi be written will have a MAX-ACCESS of “read-write”, but as some user groups may have
limjtedrights, a read-writable object may appear as read-only to some users.

The “STATUS” field indicates if this object still represents best practice or if it has been deprecated in
some fashion. The “DESCRIPTION” field provides the precise definition of the object. Finally, the last
line indicates the computer-readable name of the object. This computer-readable name is based on an
identifier that is registered on the international naming tree.

The naming tree was jointly created by ISO and ITU-T to provide a way to provide a globally unique
reference to any object through a mechanism that uses a distributed set of registration authorities. The
identifier consists of a set of integral identifiers, each of which can be associated with a name.

There are three root arcs identified in the international naming tree: iso, itu-t, and joint-iso-
itu-t. Every ISO standard is assigned its own arc under the iso std arc to identify any data that
may be necessary.
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The complete tree for “dynObjectMaxVariables” is presented in Figure D.1.

itu-t (0) | | iso (1) | |joint-iso-itu-t (2) |

std (0) |

\—{ 15784 |

i is0 15784-2 (2) |

stmp (1) |

—I stmpModules (0) |

—| stmpMessage (0) |

version2015 (1) |

— stmpMIBv1 (1) |

stmpMIBConformanceV1 (1)

% stmpStats (1) |

— dynObejectConfig (2)

\—{ dynObjectMaxVariables (1) ‘

Figure D:1»— International naming tree for dynObjectMaxVariables

—

By defininE a glebally unique identifier for every object, any agent can exchange any informafion

without anfy riskf ambiguity as to the meaning of the data.

D.3 Objects

Objects are instances of object types. Some object types only have one instance which is designated
by appending a zero instance identifier to the end of the object identifier. Other object types occur
in tabular form. Each column in the table is represented by an object type and each row represents a
different instance of each object type in that row. A specific instance of a columnar object is given by
appending the value of the index(es) to the end of the object identifier.
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