INTERNATIONAL ISO
STANDARD 15782-2

First edition
2001-11-01

Banking — Certificate management —

Part 2:
Certificate extensions

Banque — Gestion des certificats)—

Partie 2: Extensions des cettificats

e —— Reference number
= = ISO 15782-2:2001(E)

©1S0 2001


https://standardsiso.com/api/?name=c2eeb3d483171be3bb8aa38a60b29ba3

ISO 15782-2:2001(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but shall not
be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In downloading this
file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat accepts no liability in this

area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation parameters
were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In the unlikely event

that a problem relating to it is found, please inform the Central Secretariat at the address given below.

© IS0 2001

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means, electronic
or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or ISO's member body
in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20
Tel. +412274901 11

Fax + 4122749 09 47

E-mail copyright@iso.ch

Web www.iso.ch

Printed in Switzerland

© 1SO 2001 — All rights reserved


https://standardsiso.com/api/?name=c2eeb3d483171be3bb8aa38a60b29ba3

Contents

[0 (=310 Y (o
1 X 1 o3 o o T
1

2 OFMALIVE FEFEIENCES ... ceeeiiiiie i rree i rre e rsss s ress s s rrns s s s eanssssennsssssensssssennssssennnsnssnnnnnsnnsboshinns
3 erms and defiNitioNS ... e rrss s e sa s ran s e eana s ranaa e ranan e e tpiannnnrs
4 L0 oY=V A = 1A oY ¢ = oo A AN A
5 D =Y 1 153 (oY - A WS
6 ey and policy iNfOrmMation ... snr e e Fe e e s mnn e e e e nnns
6.1 (=Y o LT =Y 40T o O N S
6.2 ertificate and CRL eXteNSIONS ........cccoiiiiiiieeiiiirierrsserrrrerssssssssrrreses SasTonnnserensnnnsssnseenessnnnnssnnnns
7 ertificate subject and certificate issuer attributes..........cccccc it s
71 (=Y o LT T =Y 40T o N
7.2 ertificate and CRL eXteNSIONS .......iiiieiiiiiiciiiii e fade e e i rreas s s sn s s sssa s e enaa s s s ma s ennnsannns
8 ertification path constraints............... i s
8.1 (Yo LU LT =Y 401 o) £ RSOOSR PPPPRR
8.2 ertificate EXtENSIONS .....c..iiiiiiiiiii e ree e as Y s s s e sa s s esns s e nns s s ranas s eanass s aanasssrennsassssnnnsnnns
8.3 ertification path processing procedure...........c i
9 ASIC CRL @XEENSIONS ...iieeeiiiieiiiirneiiresssirrensh s ssnssssensssssrasssssesssssressssssrensssseenssssmenssssmensssssansnnsnsns
9.1 anagement reqUIremMENts .........cooovvviiee s dhemmmmmmmmmersssssssssssssssssssssssnsssnsssnsssssnsnsnsnsnsnsmsmnmsmnmnnnnsnnnes
9.2 asic CRL and CRL entry eXteNSIONS ...5 . iuicccceecerirriissscsssssmsrse s s s s sssssssmsre e s e s s ss s s s smnsnsesesssnsssnns
10 RL distribution points and delta-CRLS ............ccccoiiirimiiiinccccnerrre e smnen e
10.1 L= o LT =Y 0 1= o
10.2 ertificate EXLENSIONS .......ccv i e e e s e e e e e e s s aa s e e e e e aannaa e rerererennnnnnnaas
10.3 RL and CRL entry eXteNSIONS .....ccccuiiiiicccisecriireiisssscsssneressssssssssssmsssee s esssssssssmsssssssssnsssssnnsnssnanes
10.4 AtChING FUIES ... ——————
Annex A (informative) Examples of the use of certification path constraints..........cccccceiiiiiiiiiciiices
=1 o] ToTe T T o 3V

ISO 15782-2:2001(E)

© 1SO 2001 — All rights reserved


https://standardsiso.com/api/?name=c2eeb3d483171be3bb8aa38a60b29ba3

ISO 15782-2:2001(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies (ISO
member bodies). The work of preparing International Standards is normally carried out through ISO technical
committees. Each member body interested in a subject for which a technical committee has been established has
the right to be represented on that committee. International organizations, governmental and non-governmental, in

liaison with
Commissio

Internationg

Draft Intern
Publication

Attention is
patent right

Internationg
other finand

ISO 15782
Part 1:

Part 2:

Annex A of

[SO, also take part in the work. ISO collaborates closely with the International Elecirg
n (IEC) on all matters of electrotechnical standardization.

| Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Rart’3.

ptional Standards adopted by the technical committees are circulated to the member bodies f
as an International Standard requires approval by at least 75 % of the member-bodies casting

drawn to the possibility that some of the elements of this part of ISO.15782 may be the S
5. ISO shall not be held responsible for identifying any or all such patent-rights.

| Standard 1SO 15782-2 was prepared by Technical Committée ISO/TC 68, Banking, secu
ial services, Subcommittee SC 2, Security management and.general banking operations.

consists of the following parts, under the general title Banking — Certificate management.
Public key cetrtificates
Certificate extensions

this part of ISO 15782 is for information only.

technical

br voting.
h vote.

ubject of

ities and
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This part of ISO 15782 extracts and adopts selected definitions of certificate extensions from ISO 9594-8 and adds
control requirements and other information required for financial institution use.

While the techniques specified in this part of ISO 15782 are designed to maintain the integrity of financial

messaggds, the Standard does nof guarantee that a particular implementation is secure. Tt is the respans
financial |institution to put an overall process in place with the necessary controls to ensure that“the

securely
validate ¢

The binding association between the identity of the owner of a public key and that key shall be dog
order to prove the ownership of a public key. This binding is called a “public key certifieate”. Public ke
are genefated by a trusted third entity known as a Certification Authority (CA).

ibility of the
process is

mplemented. Furthermore, the controls should include the application of appropriate audititests in order to

ompliance.
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Banking — Certificate management —

Part 2:
Certificate extensions

1 Sca
This part
— extrg

—  speq
This part

NOTE
ISO/IEC 8§
values.

2 Nommative references

The follo
this part
do not a
possibilit
referencs
registers

ISO/IEC
Directory

ISO/IEC
Interconn

ISO/IEC

pe
of ISO 15782

cts and adopts selected definitions of certificate extensions from ISO/IEC 9594-8;
ifies additional requirements when certificate extensions are used by the financial services indy
of ISO 15782 is to be used with financial institution standardsg{including ISO 15782-1.

Distinguished Encoding Rules (DER) of ASN.1 for encoding of/ASN.1-defined certificate extensions ar
825-1. The DER rules defined by ISO/IEC 9594-8 are incomplete and can lead to ambiguities when en

ving normative documents contain provisions which, through reference in this text, constitute f
pf ISO 15782. For dated references; subsequent amendments to, or revisions of, any of these
pply. However, parties to agreements based on this part of ISO 15782 are encouraged to inv

of applying the most recent editions of the normative documents indicated below. H
s, the latest edition of the/normative document referred to applies. Members of ISO and I
of currently valid International Standards.

D594-2 | ITU-T Recommendation X.501, Information technology — Open Systems Interconned
 Models

0594-8:1998,5 ITU-T Recommendation X.509 (1997), Information technology — Ope
ection —< The Directory: Authentication framework

D834-1 | CCITT Recommendation X.660 Information technology — Open Systems Interco

Procedu:les for the operation of OSI Registration Authorities: General procedures

stry.

p specified in
coding some

rovisions of
bublications
estigate the
or undated
tC maintain

rfion — The

n Systems

nnection —

ISO/IEC 10021-4 | ITU-T Recommendation X.411, Information technology — Message Handling Systems
(MHS) — Message transfer system: Abstract service definition and procedures

ISO 15782-1:—1), Banking — Certificate management — Part 1: Public key certificates

RFC 791

:19812), Internet protocol

1) To be published.
2) Obsoletes RFC 760; obsoleted by RFC 1060.
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RFC 822:19823), Standard for the format of ARPA Internet text messages

RFC 1035:19874), Domain names — Implementation and specification

RFC 1630:1994, Universal resource identifiers in WWW: A unifying syntax for the expression of names and
addresses of objects on the network as used in the world-wide web

FIPS-PUB 140-1:1993, Security requirements for cryptographic modules

3 Terms and definitions

For the pur;Loses of this part of ISO 15782, the following terms and definitions apply.

3.1
attribute

characterisfic of an entity

3.2

CA certificate

certificate
certificates

3.3
certificate
public key
certificate in

34
certificate
suspension

3.5

certificate
named set
application

EXAMPLE
electronic da

NOTE 1 L
between the
given concrg
X.509, versi
relying partie

NOTE2 1
certificate pg

vhose subject is a Certification Authority (CA) and whose associated private key is used to sign

and identity of an entity together with some other information, rendered unforgeable by signing the

formation with the private key of the certifying authority that issued that public key certificate

hold
of the validity of a certificate

bolicy
of rules that indicates the applicability of a certificate to a particular community and/or
with common security requirements

A particular certificate policy might indicate the applicability of a type of certificate to the authen
ta interchange transactions,for the trading of goods within a given price range.

[he certificate policy should be used by the user of the certificate to decide whether or not to accept t
subject (of the cértificate) and the public key. A subset of the components in the certificate policy fram
te values to de€fing a certificate policy. The certificate policy is represented by a registered object ident
n 3 certificate™The object owner also registers a textual description of the policy and makes it availg
S.

'he.cerfificate policy object identifier can be included in the following extensions in the X.509, version 3 ¢
licies, policy mappings and policy constraints. The object identifier(s) may appear in none, some, or &

class of

tication of

he binding
ework are
fier in the
ble to the

ertificates:
| of these

fields. Thes
certificate po

3.6
Certificate
CRL

objectidentifrers mmay bethesame{referringtothesame certificatepoticy )y or may bedifferenttreferring
licies).

Revocation List

list of revoked certificates

3)
4)

Obsoletes RFC 733; updated by RFC 987; updated by RFC 1327.
Obsoletes RFC 973; obsoleted by RFC 2136; obsoleted by RFC 2137; updated by RFC 1348; updated by RFC 1995;

updated by RFC 1996; updated by RFC 2065; updated by RFC 2181; updated by RFC 2308.

different
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3.7

ISO 15782

certificate-using system
implementation of those functions defined in this part of ISO 15782 that are used by a certificate user

3.8

certification
process of creating a public key or attribute certificate for an entity

3.9
Certifica
CA

tion Authority

-2:2001(E)

entity tru

3.10

certifica
ordered s
processé

3.1

5ted by one or more entities to create assign and revoke or hold public key certificates

ion path
equence of certificates of entities which, together with the public key of the initial entity in the
d to obtain the public key of the final entity in the path

Certification Practice Statement

CPS
statemer

3.12

t of the practices which a certification authority employs in issuing certificates

compromise

violation
occurred

3.13
CRL dist
directory

NOTE
certificate

3.14

of the security of a system such that an unauthorized)disclosure of sensitive information

ribution point
entry or other distribution source for Certificate Revocation Lists (CRLS)

A CRL distributed through a CRL distribution point may contain revocation entries for only a subset of
5 issued by one CA or may contain revecation entries for multiple CAs.

cross celrtification

process
See polig

3.15

by which two CAs mutually certify each other’s public keys

y mapping (3.37).

cryptognaphic key

key

parametgr that determines the operation of a cryptographic function

NOTE

€nyptographic functions include:

ath, can be

may have

the full set of

— the transformation from plain text to cipher text and vice versa;

— synchronized generation of keying material;

— digital signature generation or validation.

3.16

cryptographic module
set of hardware, firmware, software or some combination thereof, that implements cryptographic logic,
cryptographic processes, or both

© 1SO 2001 — All rights reserved
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3.17

cryptography
discipline which embodies principles, means and methods for the transformation of data in order to hide its
information content, prevent its undetected modification, prevent its unauthorized use or a combination thereof

3.18
data integr

ity

property whereby data has not been altered or destroyed

3.19
delta-CRL
partial Certi

3.20
digital sign
signature
cryptograph
authenticati

3.21
directory
repository
method for

EXAMPLE

3.22
distinguish
globally uni

NOTE N
be issued mq

3.23
end certifig
last certificq

3.24
end entity
certificate s

3.25
entity
legal or nat

3.26

ficate Revocationm List{EREmdicatimgonty changes since a prior CRETSsUE

ature

ic transformation of data which, when associated with a data unit, providescthe services
pon and data integrity and may support signer non-repudiation

Histributing or making available certificates or Certificate Revocation.Lists (CRLs)

A data base or an X.500 Directory.
ed name

jue name for an entity

flethods for determining global uniqueness are outside-the scope of this part of ISO 15782. Note that an
re than one certificate with the same distinguished\name.

ate

te considered in a certificate chain

Libject which uses its private key for purposes other than signing certificates

iral person whovis a Certification Authority (CA), Registration Authority (RA) or end entity

financial

communication<cantaining information which has financial implications

3.27

n}essage

of origin

entity may

intermediate certificates
certificate considered in a certificate chain other than the first or end certificate

3.28
key
see cryptog

3.29

raphic key (3.15)

key agreement
method for negotiating a key value on-line without transferring the key, even in an encrypted form

EXAMPLE

The Diffie-Hellman technique.

© 1SO 2001 — All rights reserved
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3.30
key pair
{public key cryptography) public key and its corresponding private key

3.31

keying material

data, such as keys, certificates and initialization vectors, necessary to establish and maintain cryptographic keying
relationships

3.32
key pair updating
re-certifigation or replacement of a CA’s public/private key pair

3.33
message¢
data to bg signed

3.34
module
see crypfographic module (3.16)

3.35
non-repuidiation
service which provides proof beyond a reasonable doubt of the integrityvand origin of data which can be validated
by a third entity

NOTE The non-repudiation service protects against the signing entity falsely denying the action and may provide
rebuttablg presumption. It requires that appropriate processessand procedures (e.g., registration, audit trailg, contractual
arrangements, personnel, etc.) be in place.

3.36
optional
not requifed by this part of ISO 15782 or not required to meet an optional provision of this part of ISO 18782

NOTE Not to be confused with the ASN.1, key word “OPTIONAL”.

3.37
policy mapping
recognitipn that, when a Certification Authority (CA) in one domain certifies a CA in another domain, |a particular
certificat¢ policy in the second”domain may be considered by the authority of the first domain to be eqyivalent (but
not necesgsarily identical in“all respects) to a particular certificate policy in the first domain

See crosp certification.(3.14).

3.38

policy qualifier
policy-det)endent information that accompanies a certificate policy identifier in an X.509 certificate

3.39
private key
(asymmetric (public) key cryptosystem) key of an entity’s key pair which is known only by that entity

3.40

public key
(asymmetric (public) key cryptosystem) key of an entity’s key pair which is publicly known

© 1SO 2001 — All rights reserved 5
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3.4

Registration Authority

RA

entity that is responsible for identification and authentication of subjects of certificates, but is not a Certification
Authority (CA) and hence does not sign or issue certificates

NOTE An RA may assist in the certificate application process, revocation process, or both. The RA does not need to be a
separate body, but can be part of the CA.

3.42

relying party

recipient of
both

3.43
signature
see digital

3.44
subject
entity whos

3.45
subject CA
Certificatior
issuing CA

3.46
subject en

a certificate who acts In rellance on that certificate, digital signatures verified using that cert

ignature (3.20)

b public key is certified in a public key certificate

Authority (CA) that is certified by the issuing CA and hencé. complies with the certificate pol

i entity

end entity that is the subject of a certificate

3.47
user
see relying

barty (3.42)

4 Abbreviations

The followin

g abbreviations are used in this part of ISO 15782.

Abbreviatiopn  Meaning

ASN.1

CA

DIT

Abstract Syntax Notation
Certification Authority

F)irpr"rnry Information Tree

CRL

ITU

Certificate Revocation List

International Telecommunication Union

ficate, or

cy of the

NOTE 1 The notation used in this part of ISO 15782 is a variant of the X.509 notation for certificates, certification paths and
related information.

NOTE 2 The use of a bold, sans serif font such as “CertReqData” or “CRLEntry” denotes the use of Abstract Syntax

Notation (AS

N.1). Where it makes sense to do so, the ASN.1 term is used in place of normal text.

© 1SO 2001 — All rights reserved
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5 Extensions

Version 3 certificates as defined in ISO/IEC 9594-8 provide a mechanism for CAs to append additional
about the:

subject’s public key;

issuer’s public key;

issuer's CRLs.

-2:2001(E)

information

This addijtional information is encoded in the form of extensions to certificates.

These extensions are specified in the following areas:

a) Key and policy information: These certificate and CRL extensions convey additional information abgut the keys
involved, including key identifiers for subject and issuer keys, indicators of intended or restricted key usage
and jndicators of certificate policy.

b) Certificate subject and issuer attributes: These certificate and CRL extensions support alternative names, of
varigus name forms, for a certificate subject, a certificate issuer, or a CRL ‘issuer. These extensions can also
conyey additional attribute information about the certificate subject, to assist a relying party in being confident
that the certificate subject is a particular person or entity.

c) Certification path constraints: These certificate extensions allow:constraint specifications to be included in CA
certificates, i.e. certificates for CAs issued by other CAs, tofacilitate the automated processing of|certification
paths when multiple certificate policies are involved. Multiple certificate policies arise when poligies vary for
diffefent applications in an environment or when interoperation with external environments qccurs. The
congtraints may restrict the types of certificates that can be issued by the subject CA or that| may occur
subgequently in a certification path.

d) Basi¢ CRL extensions: These CRL extensions allow a CRL to include indications of revocatior| reason, to
provjde for temporary suspension of a certificate and to include CRL-issue sequence numbers to allow relying
parties to detect missing CRLs in a sequénce from one CRL issuer.

e) CRL|distribution points and delta<€RLs: These certificate and CRL extensions allow the complete set of
revogation information from one ;€A to be partitioned into separate CRLs and allow revocation information from
multjple CAs to be combined.ih one CRL. These extensions also support the use of partial CRUs indicating
only[changes since an earlier CRL issue.

Inclusion|of any extensien)in a certificate or CRL is at the option of the authority issuing that certificate oy CRL.

In a certfficate or.CRL, an extension is flagged as being either critical or non-critical. If an extensionf is flagged

critical amd a certificate-using system does not recognize the extension type or does not implement th¢ semantics

of the extension; then that system shall consider the certificate invalid. If an extension is flagged ngn-critical, a

certificat¢ pe may process the remainder of the

certificate O O O 6 O pa 5+82-indicate—the—extension is

always critical, always non-critical, or if criticality can be decided by the certificate or CRL issuer. The reason for
requiring some extensions to be always non-critical is to allow certificate-using implementations which do not need

to use such extensions to omit support for them without jeopardizing the ability to interoperate with all
authorities.

certification

These extensions provide a variety of methods to increase the amount of information that the certificate conveys to

facilitate automated certificate processing. The extensions are intended to allow explicit management
policies corresponding to the differing needs within an organization and certification across hierarchies.

© 1SO 2001 — All rights reserved
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A certificate-using system may require certain non-critical extensions to be present in a certificate in order for that
certificate to be considered acceptable. The need for inclusion of such extensions may be:

a) implied

by local policy rules of the relying party, or

b) a CA policy rule indicated to the certificate-using system by inclusion of a particular certificate policy identifier
in the certificate policies extension with that extension being flagged critical.

There shall be no more than one instance of each extension type in any certificate, CRL, or CRL entry,
respectively.

Subclause
characterist

Implementsg

— policy happings extension (see 6.2.8),

— name g
— policy ¢
— matchi

is significan
should be b

6 Key and policy information

6.1 Requirements

The followin
a) CAkey
extens

using §
public

b) In gensg
purpos
relying

stipulafe that a certified.key may only be used for a particular purpose.

c) Subjec

rs are cautioned that the level of complexity inherent in

onstraints extension (see 8.2.3),
onstraints extension (see 8.2.4) and

ng rules (see 10.4)

tly greater than that of the rest of this part of ISO 15782. The~decision to implement these e
ased on business and risk after consideration of alternative architectures or alternative method

g requirements relate to key and policy information:

pair updating can occur at regularintervals or in special circumstances. There is a need for a
on to convey an identifier of the public key to be used to verify the certificate signature. A c
ystem can use such identifiersiin finding the correct CA certificate for validating the certificaty

ey.

ral, a certificate subject’has different public keys and, correspondingly, different certificates fo
bs, e.g. digital signatdre, encipherment and key agreement. A certificate extension is needed t
party in selecting-the correct certificate for a given subject for a particular purpose or to allow

key paif_updating can occur at regular intervals or in special circumstances. There is a n

used

certificate:

certifiC{te exténsion to convey an identifier to distinguish between different public keys for the sam

t different points in time. A certificate-using system can use such identifiers in finding th

specific

tensions

U7

certificate
ertificate-
P issuer's

different
D assist a
aCAto

bed for a
e subject
e correct

d) With digital signature keys, the usage period for the signing private key is typically shorter than that for the
verifying public key. In the event of a private key compromise, the period of exposure can be limited if the
signature verifier knows the legitimate use period for the private key. There is therefore a requirement to be

able to

indicate the usage period of the private key in a certificate.

e) Because certificates may be used in environments where multiple certificate policies apply, provision needs to
be made for including certificate policy information in certificates.

f)  When cross-certifying from one organization to another, it can sometimes be agreed that certain of the two
organizations' policies can be considered equivalent. A CA certificate needs to allow the certificate issuer to
indicate that one of its own certificate policies is equivalent to another certificate policy in the domain of the
subject CA. This is known as policy mapping.

© 1SO 2001 — All rights reserved
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g) A user of an encipherment or digital signature system which uses certificates defined in ISO 15782-1 and this
part of ISO 15782 needs to be able to determine in advance the algorithms supported by other users.

6.2 Certificate and CRL extensions

6.2.1 Overview
The following extensions are defined:

a) authority key identifier;

b) subject key identifier;

c) key pisage;

d) extephded key usage

e) private key usage period;
f)  certificate policies;

g) polidy mappings.

These ejtensions shall be used only as certificate extensions, exceptfor authority key identifier which
used as p CRL extension. Unless noted otherwise, these extensions may be used in both CA certifica

entity certificates.

In additign, a directory attribute is defined to support the selection of an algorithm for use when commur
a remote|end entity using certificates as defined in ISO.15782-1 and in this part of ISO 15782.

6.2.2 thority key identifier extension

This extgnsion, which may be used as either a-certificate extension or CRL extension, identifies the pub

ay also be
es and end

icating with

ic key to be

used to |verify the signature on this certificate or CRL. It enables distinct keys used by the samé¢ CA to be

distinguighed (e.g. as key updating oceurs). This extension is defined as follows:

authorityKeyldentifier EXTENSION ::= {
SYNTAX AuthorityKeyldentifier
IDENTIFIED BY id-ce~authorityKeyldentifier }

AuthorityKeyldentifier.::= SEQUENCE {
keyldentifier [0] Keyldentifier OPTIONAL,

authorityCertlssuer [1] GeneralNames OPTIONAL,
authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL

}
(WITH GOMPONENTS _ {..., authorityCertlssuer PRESENT,

authorityCertSerialNumber PRESENT} |
WITH COMPONENTS {..., authorityCertlssuer ABSENT,
authorityCertSerialNumber ABSENT} )
Keyldentifier ::= OCTET STRING
The key may be identified by:

— an explicit key identifier in the keyldentifier component;

— by identification of a certificate for the key (giving certificate issuer in the authorityCertlssuer component and

certificate serial number in the authorityCertSerialNumber component); or

© 1SO 2001 — All rights reserved
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— by both explicit key identifier and identification of a certificate for the key.

If both forms of identification are used, then the certificate or CRL issuer shall ensure they are consistent.

A key identifier shall be unique with respect to all key identifiers for the issuing authority for the certificate or CRL
containing the extension. An implementation which supports this extension is not required to be able to process all

name forms in the authorityCertlssuer component. See 7.2.2 for details of the GeneralNames type.

Certification authorities shall assign certificate serial numbers such that every (issuer, certificate serial number) pair
uniquely identifies a single certificate.

This extensjon is always non-critical.

6.2.3 Subjject key identifier extension

This extendion identifies the public key being certified. It enables distinct keys used by the i(same subject to be
differentiatdd (e.g. as key updating occurs). This extension is defined as follows:

subjectKeyldentifier EXTENSION ::={
SYNT SubjectKeyldentifier
IDENT|FIED BY id-ce-subjectKeyldentifier }
SubjectKeyldentifier ::= Keyldentifier

A key identifier shall be unique with respect to all key identifiers for thesubject with which it is used. This ¢xtension
is always non-critical.

6.2.4 Keylusage extension
This extensjon, which indicates the purpose for which the‘certified public key is used, is defined as follows
keyUsage EXTENSION ::= {

SYNTAX KeyUsage

IDENTI|FIED BY id-ce-keyUsage }

KeyUsage [:= BIT STRING {

digitalBignature (0),
nonRepudiation (1),
keyEn¢ipherment (2),
dataErncipherment (3),
keyAgteement (4),
keyCeftSign (5),
cRLSign (6),
encipHerOnly (7),
decipherOnly (8)}

Bits in the fletdare as foltows:

a) digitalSignature: asserted when the subject public key is used with a digital signature mechanism to support
security services other than non-repudiation (bit 1), certificate signing (bit 5), or revocation information signing
(bit 6). Digital signature mechanisms are often used for entity authentication and data origin authentication with
integrity;

10 © 1SO 2001 — Al rights reserved


https://standardsiso.com/api/?name=c2eeb3d483171be3bb8aa38a60b29ba3

ISO 15782

b) nonRepudiation: for verifying a digital signature applied to an object to support the delivery
repudiation service [excluding certificate or CRL signing as in f) or g)%);
c) keyEncipherment: for enciphering keys or other security information, e.g. for key transport;

-2:2001(E)

of the non-

CAs shall set the keyEncipherment bit when the public key is used for enciphering keys or other security

information.

d) dataEncipherment: for enciphering user data, but not keys or other security information as in c) above;

CAs shall set the dataEncipherment bit when the public key is used for enciphering user data, but not keys or other

security information.

e) keyAgreement: for use as a public key agreement key;

CAs shall set the keyAgreement bit when the public key is used as a key agreement key.

f) keyCertSign: for verifying a CA’s signature on certificates;

CAs shall set the keyCertSign bit when the public key may be used to sign certificates. This bit shall only be set in

CA certiffcates.

g) cRLBign: for verifying a CA’s signature on CRLs.

CAs mugt set the cRLSign bit when the public key may be used tossigh CRLs.

h) The|encipherOnly and decipherOnly key usages are’intended to provide support for key|agreement
schgmes where separate shared secret keys are used‘in-each direction of communication. In such a scheme,
a uger has more than one set of key pairs and bits*7 (encipherOnly) and 8 (decipherOnly) are used to
distihguish between the two types. The originator of-a message would use the recipient's public key certificate
with |bits 4 (keyAgreement) and 7 (encipherOnly) to create a key encryption key. The recipient wuld use the
origipator's certificate with bits 4 (keyAgreement) and 8 (decipherOnly) to create the key encfyption key.
Typigally the originator would pass his own certificate with bits 4 and 8 along with the messagg. Financial
systéms are not required to implement a-key management scheme where the symmetric keys uged in each
diregtion of communication are derived from separate public key pairs. The encipherOnly and decipherOnly
shall not both be set to TRUE.

CAs shal|l include this extension_in-all CA and end entity certificates and indicate that the extension is critical by

setting the criticality flag to “true’.

CAs shall set the key usage bits according to the valid key usage combinations as illustrated and described in

ISO 15782-1:—, subclause 9.1.3 and Table 8.

6.2.5 Extended'key usage extension

This extgnsion indicates one or more purposes for which the certified public k ddition to or in

placeof he-basic-purposesrdicatedrthekeyusage-extension his-extension-is-defired WS

extKeyUsage EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeld
IDENTIFIED BY id-ce-extKeyUsage }

KeyPurposeld ::= OBJECT IDENTIFIER

5) Non repudiation is only a business issue, whereas digital signature and encryption are technical issues, consequently the

key usage bits in a certificate should not address non repudiation.

© 1SO 2001 — All rights reserved
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Key purposes may be defined by any organization with a need. Object identifiers used to identify key purposes
shall be assigned in accordance with ISO/IEC 9834-1 | CCITT Rec. X.660.

This extension may, at the option of the certificate issuer, be either critical or non-critical.
If the extension is flagged critical, then the certificate shall be used only for one of the purposes indicated.

If the extension is flagged non-critical, then it indicates the intended purpose or purposes of the key and may be
used in finding the correct key/certificate of an entity that has multiple keys/certificates. It is an advisory extension
and does not imply that usage of the key is restricted by the certification authority to the purpose indicated. (Using
applications_may nevertheless require that a particular purpose be indicated in order for the certificate to be
acceptable fo that application.)

If a certifica
extensions
both extens
purpose.

te contains both a critical key usage extension and a critical extended key usage extension, then both
shall be processed independently and the certificate shall only be used for a purp6se consigtent with
ions. If there is no purpose consistent with both extensions, then the certificate shall hot be usgd for any

6.2.6 PriViate key usage period extension

This exteng
applicable g

ion indicates the period of use of the private key corresponding to the certified public
nly for digital signature keys. This extension is defined as follows:

ey. It is

sagePeriod EXTENSION ::= {
PrivateKeyUsagePeriod

[0] GeneralizedTime OPTIONAL,

[1] GeneralizedTime OPTIONAL }

ITH COMPONENTS {..., notBefore PRESENT} |
{..., notAfter PRESENT} )

signing. If

private key
be used for
of valid use

The period

re component is not present, then no information is provided as to when the period of valid |
commences. The notAfter component indicates the latest date and time at which the private
signing. If the notAfter component is not present, then no information is provided as to when t
of the private key concludes.

bf valid use of the-private key may be different from the certified validity of the public key as ind

se of the
ey could
he period

icated by

the certificdte validity peried,‘With digital signature keys, the usage period for the signing private key is
shorter than that for the verifying public key.

typically

This extensjon is always non-critical.

NOTE 1
use this exte

Vhile'this extension is not strictly prohibited from being used with other than signature certificates, it is ng
hsion with a certificate other than a signature certificate

t logical to

NOTE 2  For digital signature, the private key is used to generate digital signatures. If a validity period is given for the
signature private key, then the key may only be used to generate signatures within the validity period. For key management, the
private key is used to decrypt encrypted items. Limiting a key management private key would inhibit decryption of encrypted
data, hence, it would be unwise to assign a validity period to a key management private key because that would inhibit
decryption of past data after the validity period expires.

6.2.7 Certificate policies extension

This extension lists certificate policies, recognized by the issuing CA, that apply to the certificate, together with
optional qualifier information pertaining to these certificate policies. Typically, different certificate policies will relate
to different applications which may use the certified key. This extension is defined as follows:
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certificatePolicies EXTENSION ::= {
SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }

CertificatePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF Policylnformation
PolicyIinformation ::= SEQUENCE {

policyldentifier CertPolicyld,

policyQualifiers SEQUENCE SIZE (1..MAX) OF PolicyQualifierinfo OPTIONAL }

CertPolicyld ::= OBJECT IDENTIFIER

PolicyQualifierinfo ::= SEQUENCE {
poligyQualifierld CERT-POLICY-QUALIFIER.&id
{SupportedPolicyQualifiers}),
qualifier CERT-POLICY-QUALIFIER.&Qualifier
{SupportedPolicyQualifiers}{@policyQualifierld})
PTIONAL }

SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::={ ... }

A value of the Policylnformation type identifies and conveys qualifier infermation for one certificate|policy. The
compongnt policyldentifier contains an identifier of a certificate poliey and the component policyQualifiers
contains policy qualifier values for that element.

This extgnsion may, at the option of the certificate issuer, be either eritical or non-critical.

If the extension is flagged critical, it indicates that the certificate shall only be used for the purgose and in
accordar]ce with the rules implied by one of the indicated- certificate policies. The rules of a particulan policy may
require the certificate-using system to process the qualifier value in a particular way.

If the extension is flagged non-critical, use of this ‘extension does not necessarily constrain use of the gertificate to
the policles listed. However, a relying party may require a particular policy to be present in order|[to use the
certificat¢ (see 8.3). Policy qualifiers may, at'the option of the relying party, be processed or ignored.

Certificate policies and certificate policy qualifier types may be defined by any organization with a need. Object
identifierg used to identify certificate _policies and certificate policy qualifier types shall be assigned in jaccordance
with ISO[IEC 9834-1 | CCITT Ree./X.660. The following ASN.1 object class is used in defining certificate policy
qualifier fypes:

CERT-POLICY-QUALIFIER/::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Qualifier OPTIONAL }
WITH SYNTAXX
OLICY-QUALIFIER-ID &id
QUALIFIER-TYPE &Qualifier] }

A definition of a policy qualifier type shall include:
— a statement of the semantics of the possible values;

— an indication of whether the qualifier identifier may appear in a certificate policies extension without an
accompanying value and, if so, the implied semantics in such a case.

A qualifier may be specified as having any ASN.1 type. When the qualifier is anticipated to be used primarily with
applications that do not have ASN.1 decoding functions, it is recommended that the type OCTET STRING be
specified. The ASN.1 OCTET STRING value can then convey a qualifier value encoded according to any
convention specified by the policy element defining organization.
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6.2.8 Poli

cy mappings extension

This extension, which shall be used in CA certificates only, allows a certificate issuer to indicate that, for the
purposes of the user of a certification path containing this certificate, one of the issuer's certificate policies can be
considered equivalent to a different certificate policy used in the subject CA's domain. This extension is defined as

follows:

policyMappings EXTENSION ::= {

SYNTAX

PolicyMappingsSyntax

IDENTIFIED BY id-ce-policyMappings }

PolicyMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
issuerPomainPolicy
subjegtDomainPolicy

The issuerPomainPolicy component indicates a certificate policy that is recognized in thefissuing CA’

and that ¢

that is reco@nized in the subject CA’s domain.

This extens

NOTE 1 F
personnel in

apply policy jnapping. See annex A.

NOTE 2
simple.

CertPolicyld,
CertPolicyld }

be considered equivalent to the certificate policy indicated in the subjectDomainPolicy cd
on is always non-critical.
olicy mapping implies significant administrative overheads and the involvément of suitably diligent and

related decision-making. In general, it is preferable to agree upon moréc/global use of common policies t

is anticipated that policy mapping will be practical only in limited environments in which policy statemen

6.2.9 Supported algorithms attribute

A Directory|attribute is defined to support the selection of an algorithm for use when communicating with

end entity

supportedAlgorithms ATTRIBUTE ::= {

WITH
EQUA
ID

Supported
algorit
intend
intend

Each valug

ing certificates. The following ASN.1 defines this (multi-valued) attribute:

YNTAX SupportedAlgorithm
LITY MATCHING RULE algorithmldentifierMatch
id<atssupportedAlgorithms }

Algorithm ::= SEQUENCE {

hmidentifier Algorithmlidentifier,

bdUsage [0] KeyUsage OPTIONAL,
bdCertificatePolicies [1] CertificatePoliciesSyntax OPTIONAL }

intendedU
intendedC
with which

}he identified algorithm may be used.

of thefmulti-valued attribute shall have a distinct algorithmldentifier value. The valu
age .component provides an indication of the intended usage of the algorithm. The valy
rtificatePolicies component identifies the certificate policies and, optionally, certificate policy

5 domain
mponent

huthorized
han it is to

S are very

a remote

e of the
e of the
qualifiers

7 Certificate subject and certificate issuer attributes

71

Requirements

The following requirements relate to certificate subject and certificate issuer attributes:

a) Certific

14

ates need to be usable by applications that employ a variety of name forms, including:

internet electronic mail names;
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— internet domain names;
— X.400 originator/recipient addresses;

— EDI party names.

It is therefore necessary to be able to securely associate multiple names of a variety of name forms with a

certificate subject or a certificate or CRL issuer.

b) A relying party may need to securely know certain identifying information about a subject in order to have

confidence that the subject is indeed the entity infended For example information such as pos

position in a corporation, or a picture image may be required. Such information may be\d
reprgsented as directory attributes, but these attributes are not necessarily part of the distinguish
certificate extension is therefore needed for conveying additional directory attributes béyond t
distihguished name.

7.2 Cdrtificate and CRL extensions

7.21 Qverview

The follojving extensions are defined:
a) subject alternative name;

b) issug¢r alternative name;

c) subject directory attributes.

These extensions shall be used only as certificate extensions, except for issuer alternative name whig

be used|as a CRL extension. As certificate extensions, they may be present in CA certificates o
certificatgs.

7.2.2 Subject alternative name extensiaon

fal address,
onveniently
ed name. A
hose in the

h may also
end entity

This extgnsion contains one or more_alternative names, using any of a variety of name forms, for the ¢ntity that is

bound by the CA to the certified public key. These alternative names must be associated with the sar

subject name during the registration’process. This extension is defined as follows:

subjectAltName EXTENSION"::= {

SYNTAX GeneralNames

IDENTIFIED BY <id-ce-subjectAltName }
GeneralNames_::=.SEQUENCE SIZE (1..MAX) OF GeneralName

GeneralName ::= CHOICE {

ne entity as

oth

rfc822Name [1] 1A5String,

dNSName [2] 1A5String,
x400Address [3] ORAddress,
directoryName [4] Name,

ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] 1A5String,

iPAddress [7] OCTET STRING,
registeredID [8] OBJECT IDENTIFIER }

OTHER-NAME ::= TYPE-IDENTIFIER

EDIPartyName ::= SEQUENCE {

© 1SO 2001 — All rights reserved
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nameAssigner
partyName

[0] DirectoryString {ub-name} OPTIONAL,
[1] DirectoryString {ub-name} }

The values in the alternatives of the GeneralName type are names of various forms as follows:
otherName is a name of any form defined as an instance of the OTHER-NAME information object class;
rfc822Name is an Internet electronic mail address defined in accordance with Internet RFC 822;

dNSName is an Internet domain name defined in accordance with Internet RFC 1035;

x400Ag¢dress is an O/R address defined in accordance with ISO/IEC 10021-4| ITU-T Rec. X.411;

directgryName is a directory name defined in accordance with ISO/IEC 9594-2| ITU-T Rec. X.501;
ediPartyName is a name of a form agreed between communicating Electronic Data Interchange pariners; the

nameAssigner component identifies an authority that assigns unique values of names in the partyName
compopent;

A

ess is an Internet Protocol address defined in accordance with Internet RFC 791, represer
5tring.

Resourceldentifier is a Uniform Resource Identifier for the World-\Wide Web defined in acfordance

rnet RFC 1630;

unifor
with In
iPAdd ted as a
binary
registg ITT Rec.
X.660.

redID is an identifier of any registered object assigned.in-accordance with ISO/IEC 9834-1| C(

For every n
any name U

This extens
supports th
least one o
considered
with an un
certificate ¢
critical.

If this exten
sequence o
this extensi

NOTE 0

7.2.3 lIssU

ame form used in the GeneralName type, there shall be a name registration system that ens
sed unambiguously identifies one entity to both' certificate issuer and relying parties.

on may, at the option of the certificaterissuer, be either critical or non-critical. An implementat
s extension is not required to be ableto process all name forms. If the extension is flagged

f the name forms that is present shall be recognized and processed, otherwise the certificatg
invalid. Apart from the preceding restriction, a certificate-using system is permitted to ignore 3
recognized or unsupported~nhame form. It is recommended that, provided the subject fie
ontains a directory name that unambiguously identifies the subject, this extension be flag

f zero relative.distinguished names) in which case the subject is identified only by the name or
bN.

se of the-TYPE-IDENTIFIER class is described in annex A of ISO/IEC 8824-2:1998.

eralternative name extension

ures that

on which
critical, at
shall be
ny name
d of the
ped non-

sion is present andyis flagged critical, the subject field of the certificate may contain a null nanme (e.g. a

names in

This extension contains one or more alternative names, using any of a variety of name forms, for the certificate or

CRL issuer.

This extension is defined as follows:

issuerAltName EXTENSION ::= {

SYNTAX
IDENTIFIED BY

GeneralNames
id-ce-issuerAltName }

This extension may, at the option of the certificate or CRL issuer, be either critical or non-critical. An
implementation which supports this extension is not required to be able to process all name forms. If the extension
is flagged critical, at least one of the name forms that is present shall be recognized and processed, otherwise the
certificate or CRL shall be considered invalid. Apart from the preceding restriction, a certificate-using system is

16 © 1SO 2001 — Al rights reserved


https://standardsiso.com/api/?name=c2eeb3d483171be3bb8aa38a60b29ba3

ISO 15782-2:2001(E)

permitted to ignore any name with an unrecognized or unsupported name form. It is recommended that, provided
the issuer field of the certificate or CRL contains a directory name that unambiguously identifies the issuing
authority, this extension be flagged non-critical.

If this extension is present and is flagged critical, the issuer field of the certificate or CRL may contain a null name

(e.g. a sequence of zero relative distinguished names) in which case the issuer is identified only by the name or
names in this extension.

7.2.4 Subject directory attributes extension

axtension is

IDENTIFIED BY id-ce-subjectDirectoryAttributes }
AttributgsSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute

This extgnsion is always non-critical.

8 Certification path constraints

8.1 Requirements
For certification path processing:
a) Basik constraints:

1) [To protect against end-entities establishing themselves as CAs without authorization,|end entity
certificates shall be distinguishable fromCA certificates.

2) |t shall be possible for a CA to limit the length of a subsequent chain resulting from a certified subject CA.
b) Name constraints:

1) JA CA shall be able to.specify constraints which allow a relying party to verify that CAs in a[certification
path are not violating-their trust by issuing certificates to subjects in an inappropriate name spae.

2) A CA shall b€ able to stipulate which CAs in other domains it trusts and for which purposes.
c) Poligy constraints:

1) [Certification paths may operate in environments in which multiple certificate policies are recogrized.

2) Chaining through multiple policy domains should be supported.

3) A CA shall be able to inhibit the use of policy mapping and to require that explicit certificate policy
identifiers be present in subsequent certificates in a certification path.

In any certificate-using system, processing of a certification path requires an appropriate level of assurance. This
part of ISO 15782 defines functions that may be used in implementations that are required to conform to specific
assurance statements. For example, an assurance requirement could state that certification path processing shall
be protected from subversion of the process (such as software-tampering or data modification).
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A cryptogra

in acco

phic module provides security either:

rdance with FIPS 140-1, except for requirements for cryptographic algorithms; or

risk financial applications.

NOTE

Functional Levels (FCNs), or with levels of trust that may be defined in a CA’s Certificate Policy/CPS.

Four levels

of cryptographic module security are defined as follows:

by conforming to the requirements of a protection profile approved in an ISO or national standard for very high

These levels are not to be confused with Common Criteria Evaluation Assurance Levels (EALS) or Security

— Level 1
Security le
module, bu
the module

Level 1 allg
Such imple
cryptograph

organizations to avoid the situation that exists today whereby the decision ,is(often made not to cryptog

protect datzg

— Level 2
Level 2 pro
resistant log
seal would
security pa
unauthorizg
cost of the

detection apd zeroization circuitry.

— Level 3
Level 3 attg
For exampl
or a door is|
in a hard, o

— Level 4
Level 4 phy
detection ci
of the devig

cryptographic module

el 1 provides the lowest level of security. It specifies basic security requirements for-a cryp
it differs from the higher levels in several respects. No physical security mechanjsms are rg
beyond the requirement for production-grade equipment.

ws software cryptographic functions to be performed in a general purpese’ personal compu
mentations are often appropriate in low-level security applications.~The implementatio
ic software may be more cost-effective than hardware-based ‘riechanisms. This wi

because hardware is considered too expensive.
cryptographic module (tamper evident)

vides physical security by including requirements_for;tamper evident coatings or seals, or
ks. Tamper evident coatings or seals would be plaged on a cryptographic module so that the g
have to be broken in order to attain physical access to the plaintext cryptographic keys and oth
ameters within the module. Pick-resistant locks’would be placed on covers or doors to proted
d physical access. These requirements provide a low-cost means for physical security and
higher level of protection involving hard opaque coatings or significantly more expensiv

cryptographic module (tamper, protected)

mpts to prevent the intruder_from gaining access to critical security parameters held within thg
e, a multiple chip embedded module shall be contained in a strong enclosure and if a cover is
opened, the critical security parameters are zeroized. As another example, a module shall be
baque potting material'to deter access to the contents.

cryptographic‘module (tamper enveloped)
sical security provides an envelope of protection around the cryptographic module. Whereas th

rcuits‘of-lower level modules may be bypassed, the intent of level 4 protection is to detect a p4
e-from any direction. For example, if one attempts to cut through the enclosure of the cryp

module, the

tographic
quired in

ter (PC).
h of PC
| enable
aphically

for pick-
oating or
er critical
t against
hvoid the
e tamper

module.
removed
enclosed

e tamper
netration
ographic

attempt should be detected and all critical melrity parameters should be zeraized | evel 4 de

vices are

particularly useful for operation in a physically unprotected environment where an intruder could possibly tamper
with the device.

The level of assurance should be commensurate with business risk. For example:

high value funds transfer; whereas

processing in software may be appropriate for home banking balance inquiries.

processing internal to an appropriate cryptographic module may be required for public keys used to validate

Consequently, certification path processing functions should be suitable for implementation in hardware
cryptographic modules or cryptographic tokens as one option.

18
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It should be possible to implement certification path processing without depending upon the use of trusted local
databases of policy-description information. (Some trusted local information — an initial public key, at least — is
needed for certification path processing but the amount of such information should be minimized.)

8.2 Certificate extensions

8.2.1 Overview

The following extensions are defined:

a) basigTonstramts;
b) namg constraints;
c) poligy constraints.
These extensions shall only be used as certificate extensions. Name constraints angpolicy constraipts shall be

used only in CA certificates; basic constraints shall also be used in end entity certificates. Examples of the use of
these ex{ensions are given in annex A.

8.2.2 sic constraints extension

This extgnsion indicates if the subject may act as a CA, with the certified public key being used to verify certificate
signaturgs. If so, a certification path length constraint may also be specified. This extension is defined as follows:

basicConstraints EXTENSION ::= {
SYNTAX BasicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints }

BasicConstraintsSyntax ::= SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX)(OPTIONAL }

The cA domponent indicates if the certified public key may be used to verify certificate signatures.

The pathLenConstraint component shall be present only if cA is set to true. It gives the maximum number of CA
certificate¢s that may follow this certificate in a certification path. Value 0 indicates that the subject of this certificate
may issqé certificates only to.end-entities and not to further CAs. If no pathLenConstraint extension appears in
any certificate of a certification-path, there is no limit to the allowed length of the certification path.

This exténsion shall Heflagged critical. Otherwise an entity which is not authorized to be a CA| may issue
certificat¢s and a certificate-using system may unwittingly use such a certificate.

If this extension,is present and is flagged critical then:

— ifthe.value of cA is not set to true, then the certified public key shall not be used to verify a certificate signature;

— if the value of cA is set to true and pathLenConstraint is present, then the certificate-using system shall
check that the certification path being processed is consistent with the value of pathLenConstraint.

To constrain a certificate subject to being only an end entity, i.e. not a CA, the issuer shall include this extension
containing only an empty SEQUENCE value.

8.2.3 Name constraints extension

All name forms that appear in a certificate shall be validated against all applicable constraints. This includes the
subject and subjectAltName extensions.
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This extension, which shall be used only in a CA certificate, indicates a name space within which all subject names
in subsequent certificates in a certification path shall be located and is defined as follows:

nameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraints }

NameConstraintsSyntax ::= SEQUENCE {
permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL }

GeneralSuptrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree

GeneralSuptree ::= SEQUENCE {
base GeneralName,
minimym [0] BaseDistance DEFAULT 0,
maximum [1] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0..MAX)

The CA shall include the permittedSubtrees and excludedSubtrees components. Each specifies ong or more

naming subtrees, each defined by the name of the root of the subtree and, optionally, within that subtree| an area

that is bounded by upper and/or lower levels.

— Of all the certificates issued by the subject CA and subsequent ‘CAs in the certification path, oply those
certificgtes with subject names within these subtrees are acceptable.

— Any ceftificate issued by the subject CA or subsequent CAs in the certification path that has a subject name
within these subtrees is unacceptable.

— If both |[permittedSubtrees and excludedSubtrees are present and the name spaces overlap, the gxclusion
statemgnt takes precedence.

Of the nanje forms available through the GéneralName type, only those name forms that have a well-defined

hierarchicall structure may be used in these ‘extensions. The directoryName name form satisfies this requirement;

when using|this name form, a naming subtree corresponds to a Directory Information Tree (DIT) subtree.

Conforman{ implementations are nat required to recognize all possible name forms.

— If the ektension is flagged critical and a certificate-using implementation does not recognize a name fprm used
in any |base component,~the certificate shall be handled as if an unrecognized critical extension had been
encourftered.

— If the gxtensiontis’flagged non-critical and a certificate-using implementation does not recognize a name form
used in any base component, then that subtree specification may be ignored.

When validetirg—ecertificate—subjest-nrames—fer—eonsistency—with-a—hame—censtraint—hames—r—ren-eritical subject

alternative name extensions shall be processed, not ignored.

The minimum field specifies the upper bound of the area within the subtree. All names whose final name
component is above the level specified are not contained within the area. A value of minimum equal to zero (the
default) corresponds to the base, i.e. the top node of the subtree. For example, if minimum is set to one, then the
naming subtree excludes the base node but includes subordinate nodes.

The maximum field specifies the lower bound of the area within the subtree. All names whose last component is
below the level specified are not contained within the area. A value of maximum of zero corresponds to the base,
i.e. the top of the subtree. An absent maximum component indicates that no lower limit should be imposed on the
area within the subtree. For example, if maximum is set to one, then the naming subtree excludes all nodes except
the subtree base and its immediate subordinates.
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This extension may, at the option of the certificate issuer, be either critical or non-critical. It should be flagged
critical, to allow a relying party to check that subsequent certificates in a certification path are located in the name
space intended by the issuing CA.

If this extension is present and is flagged critical, then a certificate-using system shall check that the certification
path being processed is consistent with the value in this extension.

8.2.4 Policy constraints extension

This extension specifies constraints which may require explicit certificate policy identification or inhibit policy
mapping ) . ! ! .

policyCanstraints EXTENSION ::= {
SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints }

PolicyConstraintsSyntax ::= SEQUENCE {
reqyireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [1] SkipCerts OPTIONAL }

SkipCeris ::= INTEGER (0..MAX)

If the requireExplicitPolicy component is present, all certificates starting from that issued by a nomipated CA in
the certilication path until the end of the certification path shall eontain an acceptable policy identifier in the
certificat¢ policies extension. An acceptable policy identifier is:

— the ifentifier of the certificate policy required by the user. ofhe certification path; or
— the ifentifier of a policy which has been declared equivalent to it through policy mapping.
The nominated CA is either the subject CA .af) the certificate containing this extension (if the value of

requireBxplicitPolicy is 0) or a CA which is the subject of a subsequent certificate in the certificatipn path (as
indicated by a non-zero value).

If the inhlibitPolicyMapping component.is-present, policy mapping is not permitted in all certificates stgrting from a
nominatgd CA in the certification path-until the end of the certification path.

A value ¢f type SkipCerts indicates the number of certificates in the certification path to skip before p constraint
becomed effective.

It should [be flagged criti€a) to ensure that the certificate is used in a manner consistent with its policy.

8.3 Caertification path processing procedure

The certificate policies, basic constraints, name constraints and policy constraints extensions have be¢n designed
to facilitafe-automated, self-contained implementation of certification path processing logic.

Certification path processing is carried out in a system which needs to use the public key of a remote end entity,
e.g. a system which is verifying a digital signature generated by an entity.

The following is an outline of a procedure for validating certification paths. An implementation shall be functionally
equivalent to the external behaviour resulting from this procedure.

The inputs to the certification path processing procedure are:

a) a set of certificates comprising a certification path;
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b)

c)

d)

e)

f)

a trusted public key value or key identifier (if the key is stored internally to the certification path processing
module), for use in verifying the first certificate in the certification path;

an initial-policy-set comprising one or more certificate policy identifiers, indicating that any one of these policies
would be acceptable to the relying party for the purposes of certification path processing; this input can also
take the special value any-policy;

an initial-explicit-policy indicator value, which indicates if an acceptable policy identifier needs to explicitly
appear in the certificate policies extension of all certificates in the path;

an initial-policy-mapping-inhibit indicator value, which indicates if policy mapping is forbidden in the certification
path;

the curfent date/time (if not available internally to the certification path processing module).

The values[of ¢), d) and e) will depend upon the policy requirements of the user-application cémbination that needs

to use the dertified end entity public key.

The outputq of the procedure are:

a)

b)

an indigation of success or failure of certification path validation;
1) if yalidation failed, a diagnostic code indicating the reason for failure;

2) if yalidation was successful, a set of policies constrained by the ‘CAs in the certification path, together with
all|qualifiers for these policies encountered in the certification path, or the special value any-policy. Unless
anly-policy is returned, the relying party shall only usg,the certificate in accordance with one of the
identified policies and shall process all qualifiers for that policy present in the certification path.

3) if yalidation was successful and the step 2) retufied the value any-policy, the set of all policy element
quplifiers encountered in the certification path-

details jof any policy mapping that occurred_ in(processing the certification path.

If validation|is successful, the certificate-using system may still take the business decision not to use the ¢ertificate

as a result ¢f values of policy qualifiers or:other information in the certificate.

The procedlre makes use of the following set of state variables:

a)

b)

c)

d)

f)

¢)]

22

user-constrained-policy-set.-A set of certificate policy identifiers comprising the policies currently cgnsidered
acceptable to the relying, party; this state variable can also take the special value any-policy;

authority-constrained-policy-set: A set of certificate policy identifiers comprising the set of policies |currently
considered acceptable to the CAs in the certification path; this state variable can also take the spegial value

James in

subsequent certificates in the certification path shall fall, or may take the special value unbounded;

excluded-subtrees: A (possibly empty) set of subtree specifications (each comprising a subtree base name
and maximum and minimum level indicators) defining subtrees within which no subject name in a subsequent
certificate in the certification path may fall;

explicit-policy-indicator: Indicates if an acceptable policy needs to be explicitly identified in every certificate;

policy-mapping-inhibit-indicator: Indicates if policy mapping is inhibited;

pending-constraints: Details of explicit-policy and/or inhibit-policy-mapping constraints which have been
stipulated but are yet to take effect. There are two one-bit indicators called explicit-policy-pending and policy-
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mapping-inhibit-pending together with, for each, an integer called skip-certificates which gives the number of
certificates yet to skip before the constraint takes effect.

The procedure involves an initialization step, followed by a series of certificate-processing steps. The initialization

step com

prises:

a) Initialize the user-constrained-policy-set variable to the value of initial-policy-set;

b) Initialize the authority-constrained-policy-set variable to the value any-policy;

c) Initialize the permitted-subtrees variable to unbounded;

d) Initiglize the excluded-subtrees variable to an empty set;
e) Initiglize the explicit-policy-indicator to the initial-explicit-policy value;
f)  Initiglize the policy-mapping-inhibit-indicator to the initial-policy-mapping-inhibit value;
g) Initiglize the two pending-constraints indicators to unset.
Each certificate is then processed in turn, starting with the certificate signed using the input trusted pub
last certificate is considered to be the end certificate; any other certificates are considered to be i
certificates.
The following checks are applied to a certificate:
a) Chegk that:
1) the signature verifies,
2) (ates are valid,
3) the certificate subject and certificate issuer names chain correctly,
4) the certificate has not been revoked.

b) For an intermediate certificate:

1)

2)

c) For
shal

true.

If the pathLen€onstraint component is present, check that the current certification path does
that constraint.

bhn end-certificate, the basic constraint extension shall be present in the certificate and the cA
be set to FALSE.

lic key. The
ntermediate

the basic constraints_extension shall be present in the certificate and the cA component shall be set to

not violate

component

d) If explicit-policy-indicator is set and user-constrained-policy-set is not set to any-policy, check that the
certificate policies extension is present and that at least one member of user-constrained-policy-set appears in
the certificate policies extension.

e) |If the certificate policies extension is present and is flagged critical, compute the intersection of the policies in
that extension and the authority-constrained-policy-set and put the result as the new value of authority-
constrained-policy-set. Check that the intersection of authority-constrained-policy-set and user-constrained-
policy-set is non-empty.

f)  Check that the subject name located in the subjectAltName extension is within the name-space given by the
value of permitted-subtrees and is not within the name-space given by the value of excluded-subtrees;
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g) For an intermediate certificate, if the keyUsage extension is present and is flagged critical, verify that the
keyCertSign bit is set.

If any of the above checks fail, the procedure terminates, returning a failure indication and an appropriate reason
code. If the checks on the end certificate are successful, the procedure terminates, returning a success indication
together with the set of policy identifiers from authority-constrained-policy-set, the associated policy element
qualifiers and details of any policy mapping that may have occurred.

For an intermediate certificate, the following constraint recording actions are then performed, in order to correctly
set up the state variables for the processing of the next certificate:

permitted-subtrees state variable to the intersection of its previous value and the value indicatéd in the

a) Ifthe lameConstraints extension with a permittedSubtrees component is present in the certificatg, set the
certific

te extension.
b) If the nameConstraints extension with an excludedSubtrees component is present in_the certificate, set the
excluded-subtrees state variable to the union of its previous value and the value indicated in the gertificate
extension.

c) If the ekplicit-policy-indicator is not set:

— if the explicit-policy-pending indicator is set, decrement the correspanding skip-certificates valye and, if
thig value becomes zero, set explicit-policy-indicator.

— If the requireExplicitPolicy constraint is present in the certificate, perform the following:
i) | For a SkipCerts value of 0, set explicit-policy-indicator.
ii)[ For any other SkipCerts value, set the explicit-policy-pending indicator and set the corresponding
skip-certificates value to the lesser of the SkipCerts value and the previous skip-certificateg value (if

the explicit-policy-pending indicator was already set).

d) If the pplicy-mapping-inhibit-indicator is not s€t

— process any policy mapping extension with respect to policies in the user-constrained-policy-sef and add
appropriate policy identifiers to-the ‘user-constrained-policy-set.

— process any policy mapping-éxtension with respect to policies in the authority-constrained-policy-set and
add appropriate policy identifiers to the authority-constrained-policy-set.

— if the policy-mapping-inhibit-pending indicator is set, decrement the corresponding skip-certificafes value
angd, if this valuédecomes zero, set the policy-mapping-inhibit-indicator.

— If the inhibitPolicyMapping constraint is present in the certificate, perform the following:

i) | (Eora SkipCerts value of 0, set the policy-mapping-inhibit-indicator.

i) For any other SkipCerts value, set the policy-mapping-inhibit-pending indicator and set the
corresponding skip-certificates value to the lesser of the SkipCerts value and the previous skip-
certificates value (if the policy-mapping-inhibit-pending indicator was already set).

9 Basic CRL extensions

9.1 Management requirements

The following requirements relate to CRLs:
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a) When relying parties use CRLs, they must be able to detect a missing CRL. CRL sequence numbers are
therefore required.

b) Some CRL users may wish to respond differently to a revocation, depending upon the reason for the
revocation. There is therefore a requirement for a CRL entry to indicate the reason for revocation.

c) There may be a requirement for a CA to be able to temporarily suspend validity of a certificate and
subsequently either revoke or reinstate it. Possible reasons for such an action include:

desire to reduce liability for erroneous revocation when a revocation request is unauthenticate
is inadequate information to determine whether it is valid;

d and there

other business needs.

pach revoked certificate, a CRL contains the date when the CA posted the revocation.

her information may be known as to when an actual or suspected key compromise occurr
mation may be valuable to a relying party. The revocation date is insufficient to solve son
use, assuming the worst, all signatures issued during the validity period of the certificate
idered invalid. However, it may be important for a user that a signed”doCument be recogniz
though the key used to sign the message was compromised after the signature was produce

Iving this problem, a CRL entry may include a second date (invalidityDate) which indicates
vn or suspected that the private key was compromised.

sic CRL and CRL entry extensions

verview

ving extensions are defined:
number;

pn code;

instruction code;

idity date.

number extension‘shall be used only as a CRL extension and the other fields shall be used g
bnsions.

RL numberiextension

extension conveys a sequence number that increases by one for each CRL issued by a given
given CA directory attribute or CRL distribution point. It allows a CRL user to detect whether (

d) For
e) Furt

infor

becy

cong

ever

in sd

knoV
9.2 B4
9.21 O
The follo
— CRL
— reas
—  hold
— inva
The CRL
entry ext
9.22 C
This CRL
through &
prior to tH

ed and this
ne disputes
have to be
ed as valid
d. To assist
when it was

nly as CRL

CRL issuer
RLs issued

aona-baina-nrocaccadwara-alca-cean-and-nracaccad—Thic-axiancion-ie-dafinad-ac-fallowe-
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cRLNumber EXTENSION ::= {
SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }

CRLNumber ::= INTEGER (0..MAX)

This extension is always non-critical.
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9.2.3 Reason code extension

This CRL entry extension identifies a reason for the certificate revocation. The reason code may be used by
applications to decide, based on local policy, how to react to posted revocations. This extension is defined as

follows:

reasonCode EXTENSION ::={
SYNTAX CRLReason
IDENTIFIED BY id-ce-reasonCode }

CRLReason ::= ENUMERATED {

unspecified (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
supergeded (4),
cessationOfOperation  (5),
certifigateHold (6),
removeFromCRL (8)}

When this ¢
was revoke

— keyCo
subject

xtension is populated, one and only one of the following reason code values®) indicate why a
d:

mpromise is used in revoking an end entity certificate; it indicates that it is known or suspecte
's private key has been compromised;

— cACompromise is used in revoking a CA certificate; it indicatées that it is known or suspected that the
private

— affiliat
reques

key has been compromised,;

onChanged indicates that the subject is no\longer affiliated with that CA (may be revoked

);

— supergeded indicates that the certificate .has" been superseded but there is no cause to suspect
private

key has been compromised;

ertificate

H that the

subject’s

by entity

that the

— cessatjonOfOperation indicates thatthe entity, in the case of a natural person, is deceased and, in|the case
of a ledal person, has ceased business operations;
— certifigateHold indicates thiat the usage of the certificate is suspended.
The cdfrtificate hold nétice may include an optional hold instruction code to convey additional information to
relying|parties (see 92:4). Once a hold has been issued, it may be handled in one of three ways:
a) it may remain on the CRL with no further action, causing users to reject transactions issued during the
hold period; or
b) it may-bereptacedby-a (f;lla:) revocation-forthe-same—certificateimwhichcase-thereason—shaltbe one of
the standard reasons for revocation, the revocation date shall be the date the certificate was placed on
hold and the optional instruction code extension field shall not appear; or
c) it may be explicitly released and the entry removed from the CRL;

— removeFromCRL indicates that an existing CRL entry should now be removed owing to certificate expiration
or hold release. An entry with this reason code shall be used in delta-CRLs for which the corresponding base

6) ISO/IEC 9594-8 does not mandate the use of a single reason code, but implementations could be simplified by using only
one of these extensions in each CRL entry.
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CRL contains an entry for the same certificate with reason code certificateHold. This reason code is for use

with delta-CRLs (see 10.1) only.

This extension is always non-critical.

9.2.4 Hold instruction code extension

This CRL entry extension provides for inclusion of a registered instruction identifier to indicate the action to be
taken on encountering a held certificate. It is applicable only in an entry having a certificateHold reason code. This

extension is defined as follows:

holdinstfuctionCode EXTENSION ::= {
SYNTAX HoldInstruction
IDENTIFIED BY id-ce-instructionCode }

HoldInstruction ::= OBJECT IDENTIFIER

This extgnsion is always non-critical. Some hold instruction codes are defined in ISO/EC 9594-8.

9.2.5 Invalidity date extension

This CRL entry extension indicates the date at which it is known «r Suspected that the privale key was

compronjised or that the certificate should otherwise be considered<inyvalid. This date may be earl
revocatign date in the CRL entry, which is the date at which the CA{processed the revocation. This
defined gs follows:
invalidityDate EXTENSION ::= {

SYNTAX GeneralizedTime

IDENTIFIED BY id-ce-invalidityDate }
This extgnsion is always non-critical.

When a fevocation is first posted by a CA.inda’CRL, the invalidity date may precede the date of issy
CRLs. The revocation date shall not precede-the date of issue of earlier CRLs.

The date|in this extension is not, by itself, sufficient for non-repudiation purposes. For example, this da

date advjsed by the private key Holder and it is possible for such a person to fraudulently claim that
compronjised some time in the(past, in order to repudiate a validly-generated signature.

10 CRL distribution/points and delta-CRLs

10.1 Rgquirements

Since reyocation lists may become large and unwieldy, the ability to represent partial CRLs may be requ

er than the
pxtension is

e of earlier

e may be a
a key was

ired.

The following requirements relate to CRL distribution points and delta-CRLs:

a) An option to control CRL sizes is to assign subsets of certificates issued by one CA to different CRLs. This can
be achieved by associating every certificate with a CRL distribution point which may be, for example:

— a directory entry whose CRL attribute will contain a revocation entry for that certificate, if it has been

revoked; or

— location such as an electronic mail address or Internet Uniform Resource ldentifier from which the

applicable CRL can be obtained.
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b)

For performance reasons, it may be desirable to reduce the number of CRLs that need to be checked when

validating multiple certificates, e.g. a certification path. This can be achieved by having one CRL issuer sign
and issue CRLs containing revocations from multiple CAs.

There may be a requirement for separate CRLs covering revoked CA certificates and revoked end entity

certificates. This can facilitate processing of certification paths as the CRL for revoked CA certificates can be
expected to be very short (usually empty). The authorityRevocationList and certificateRevocationList
attributes have been specified for this purpose. However, for this separation to be secure, it is necessary to
have an indicator in a CRL identifying which list it is. Otherwise, the substitution of one list for the other cannot
be detected.

There
routine

d)
There
held an

f)  While

e
faII-ban1k approach, create complete CRLs. There is no requirement that CRLs covering all certificate
CA isslies be distributed.

10.2 Certificate extensions

The CRL d
certificates
relying part
applicable ¢
defined as f

cRLDistrib
SYNTA
IDENT

CRLDistPdintsSyntax ::= SEQUENCE SIZE((1.:MAX) OF DistributionPoint

Distributio

distributionPoint [0] DistributionPointName OPTIONAL,

reasons [11 ReasonFlags OPTIONAL,

cRLIsguer [2] GeneralNames OPTIONAL }
DistributiopnPointName ::= CHOICE {

fullName

nameR

may be a need for a different CRL to exist for potential compromise situations than which jin
revocations.

may be a need for delta-CRLs which only contain entries for certificates that havecbeen rev
d removed from the CRL since the issuance of a base CRL.

quirements a) through e€) may lead to optional revocation mechanisms, every) CA shall, as a

stribution points extension shall be used only as a certificate extension and may be used in
and end entity certificates. This extension identifies the\€RL distribution point or points tg
should refer to ascertain if the certificate has been revoked. A relying party can obtain a CRI

ollows:
itionPoints EXTENSION ::={

X CRLDistPointsSyntax
FIED BY id-ce-cRLDistributionPoints }

nPoint ::= SEQUENCE {

[0] GeneralNames,

elativeToCRLIssuer [1] RelativeDistinguishedName }

ReasonFlaps ::=BIT STRING {
unuseE (0),
keyCo i S

cACompromise

affiliati

superseded

cessat

certificateHold

cludes all

bked and

common
5 that the

both CA
which a
| from an

istribution point or it can obtain a current complete CRL from the CA directory entry. This extension is

(2),
(3),
(4),
(5),
(6) }

onChanged

ionOfOperation

The distributionPoint component identifies the location from which the CRL can be obtained. If this component is

absent, the

distribution point name defaults to the CRL issuer name.

When the fullName alternative is used or when the default applies, the distribution point name may have multiple
name forms. The same name, in at least one of its name forms, shall be present in the distributionPoint field of
the issuing distribution point extension of the CRL. A certificate-using system is not required to be able to process
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all name forms. It may use a distribution point, provided at least one name form can be processed. If no name
forms for a distribution point can be processed, a certificate-using system can still use the certificate, provided
requisite revocation information can be obtained from another source, e.g. another distribution point or the CA’s
directory entry.

The nameRelativeToCRLIssuer component can be used only if the CRL distribution point is assigned a directory
name that is directly subordinate to the directory name of the CRL issuer. In this case, the
nameRelativeToCRLIssuer component conveys the relative distinguished name with respect to the CRL issuer
directory name.

The reasons component indicates the revocation reasons covered by this CRL. If the reasons component is
absent, the corresponding CRL distribution point distributes a CRL which will contain an entry for this [certificate if
this certificate has been revoked, regardless of revocation reason. Otherwise, the reasons value(indicates which
revo7c);ation reasons are covered by the corresponding CRL distribution point. Only one of the ReasonFlags shall be
set.

The cRLssuer component identifies the authority that issues and signs the CRL. If this component is|absent, the
CRL issuer name defaults to the certificate issuer name.

This exténsion may, at the option of the certificate issuer, be either critical-or-hon-critical. In the |interests of
interoperpbility, it is recommended that it be flagged non-critical. If the CRL distribution point extension is made
critical, the CA shall ensure that the distribution points include CRL entries*for reason codes keyCpmpromise
and/or cACompromise, whichever is applicable.
If this ex{ension is flagged critical, then a certificate-using system shall not use the certificate without first retrieving
and chedking a CRL from one of the nominated distribution points.whose CRL entries include, at a minimum, those
with reason codes keyCompromise (for an end entity certificate) or cACompromise (for a CA certificaie).

If this exfension is flagged non-critical and a certificate-using system does not recognize the extension type, then
that systém should only use the certificate if:

— it cap check a complete CRL from the CA;
— revogation checking is not required under{ocal policy; or

— revogation checking is accomplished by other means.

NOTE It is possible to have CRLs-issued by more than one CRL issuer for the one certificate. Co-ordination pf these CRL
issuers ar|d the issuing CA is an aspect of CA policy.

10.3 CRL and CRL entry extensions

10.3.1 Qverview

The follojving CRL or CRL entry extensions are defined:

— issuing distribufion point;
— certificate issuer;
— delta CRL indicator.

Issuing distribution point and delta CRL indicator shall be used only as CRL extensions. Certificate issuer shall be
used only as a CRL entry extension.

7) They are mutually exclusive.
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10.3.2 Issuing distribution point extension

This CRL extension identifies the CRL distribution point for this particular CRL and indicates if the CRL is limited to
revocations for end entity certificates only, for CA certificates only, or for a limited set of reasons only. The CRL is
signed by the CRL issuer’'s key — CRL distribution points do not have their own key pairs. However, for a CRL
distributed via an X.500 Directory, the CRL is stored in the entry of the CRL distribution point, which may not be the

directory entry of the CRL issuer.

This extens

ion is defined as follows:

issuingDistributionPoint EXTENSION ::={

IDENT

IssuingDistPointSyntax ::= SEQUENCE {
distributionPoint [0] DistributionPointName OPTIONAL,
onlyContainsUserCerts [1] BOOLEAN DEFAULT FALSE,
onlyCgntainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySgmeReasons [3] ReasonFlags OPTIONAL,
indireqtCRL [4] BOOLEAN DEFAULT FALSE }

The distri
extension ig

If onlyCo
onlyConta
onlyConta
for the iden

If indirectd
CRL. The g
that entry o
CRL issue

onlyContaijnsUserCerts, onlyContainsCACerts and onlySomeReasons indicators, from all CAs that id

CRL issuer

For CRLs d

onlyContainsCACerts set shall be Jdistributed via the authorityRevocationList attribute of the a

distribution
entry. Othe
distribution

This extens
CRL contai
shall contai
certificates.

n
TnsCACerts shall not both be setd). If onlySomeReasons is present, the CRL only contains re

IssuingDistPointSyntax
FIED BY id-ce-issuingDistributionPoint }

utionPoint component contains the name of the distribution pointin one or more name forn
absent, the CRL shall contain entries for all revoked unexpired.cértificates issued by the CRL
tainsUserCerts the CRL only contains
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10.3.3 Certificate issuer extension

This CRL entry extension identifies the certificate issuer associated with an entry in an indirect CRL, i.e. a CRL that
has the indirectCRL indicator set in its issuing distribution point extension. If this extension is not present on the
first entry in an indirect CRL, the certificate issuer defaults to the CRL issuer. On subsequent entries in an indirect
CRL, if this extension is not present, the certificate issuer for the entry is the same as that for the preceding entry.
This extension is defined as follows:

8) They are mutually exclusive.
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